Cisco SYSTEMS

Cisco Aironet 802.11a/b/g Wireless LAN
Client Adapters (CB21AG and PI21AG)
Administration Utility Administrator Guide

Software Release 3.0

Corporate Headquarters
Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA
http://www.cisco.com
Tel: 408 526-4000

800 553-NETS (6387)
Fax: 408 526-4100

Text Part Number: OL-7086-03


http://www.cisco.com

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL
STATEMENTS, INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT
WARRANTY OF ANY KIND, EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT
SHIPPED WITH THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE
OR LIMITED WARRANTY, CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB’s public
domain version of the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS” WITH
ALL FAULTS. CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT
LIMITATION, THOSE OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF
DEALING, USAGE, OR TRADE PRACTICE.

IN NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING,
WITHOUT LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO
OR ITS SUPPLIERS HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

CCSP, CCVP, the Cisco Square Bridge logo, Follow Me Browsing, and StackWise are trademarks of Cisco Systems, Inc.; Changing the Way We Work, Live, Play, and Learn,
and iQuick Study are service marks of Cisco Systems, Inc.; and Access Registrar, Aironet, BPX, Catalyst, CCDA, CCDP, CCIE, CCIP, CCNA, CCNP, Cisco, the Cisco
Certified Internetwork Expert logo, Cisco I0S, Cisco Press, Cisco Systems, Cisco Systems Capital, the Cisco Systems logo, Cisco Unity, Enterprise/Solver, EtherChannel,
EtherFast, EtherSwitch, Fast Step, FormShare, GigaDrive, GigaStack, HomeLink, Internet Quotient, IOS, IP/TV, iQ Expertise, the iQ logo, iQ Net Readiness Scorecard,
LightStream, Linksys, MeetingPlace, MGX, the Networkers logo, Networking Academy, Network Registrar, Packet, PIX, Post-Routing, Pre-Routing, ProConnect,
RateMUX, ScriptShare, SlideCast, SMARTnet, The Fastest Way to Increase Your Internet Quotient, and TransPath are registered trademarks of Cisco Systems, Inc. and/or
its affiliates in the United States and certain other countries.

All other trademarks mentioned in this document or Website are the property of their respective owners. The use of the word partner does not imply a partnership relationship
between Cisco and any other company. (0601R)

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
Copyright © 2006 Cisco Systems, Inc. All rights reserved.



CONTENTS

Preface vii
Audience  viii
Purpose  viii
Organization  viii
Conventions ix
Related Publications ix

Obtaining Documentation  ix
Cisco.com ix
Product Documentation DVD  x
Ordering Documentation  x

Documentation Feedback  x

Cisco Product Security Overview  xi
Reporting Security Problems in Cisco Products  xi
Obtaining Technical Assistance  xii
Cisco Technical Support & Documentation Website  xii
Submitting a Service Request  xii
Definitions of Service Request Severity  xiii

Obtaining Additional Publications and Information  xiii

cHAPTER 1 Overview 1-1
Introduction to ACAU  1-2
Terminology  1-2
ACAU Components  1-3
ACAU Configuration Tabs  1-3
Global Settings Tab  1-3
Profile Management Tab ~ 1-4
ACAU Menus  1-4
File Menu 1-4
Help Menu 1-4
Configuration File ~ 1-4
Products Supported  1-5

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
[ oL-7086-03 .“



Il Contents

CHAPTER 2

CHAPTER 3

CHAPTER 4

CHAPTER D

Installing ACAU 21

Obtaining ACAU  2-2

Installing ACAU  2-2

Upgrading ACAU  2-7

Running ACAU  2-8

Uninstalling ACAU  2-9

Obtaining and Installing the Client Adapter Software
Uninstalling the Client Adapter Software  2-9

Using ACAU 341

Creating a New Configuration File  3-2
Modifying an Existing Configuration File ~ 3-6
Managing Profiles  3-7
Removing a Profile  3-7
Importing and Exporting Profiles  3-7
Importing a Profile  3-7
Exporting a Profile 3-8
Including a Profile in Auto Profile Selection  3-9
Retrieving a Profile from the Registry ~ 3-12

Configuring Global Settings 4-1

Overview of the Global Settings Tab ~ 4-2
Configuring Setup Settings  4-5
Configuring User Privileges  4-9
Configuring Profile Settings  4-10
Configuring ASTU Settings ~ 4-11

Creating Profiles 5-1

Overview of the Profile Management Tab ~ 5-2
Opening the Profile Manager ~ 5-2

Setting General Parameters ~ 5-3
Setting Advanced Parameters  5-6

Setting Security Parameters ~ 5-14

2-9

Limiting Time for Finding a Domain Controller ~ 5-14

Locking a Profile  5-15
Overview of Security Features  5-15
Static WEP Keys ~ 5-16

l_ Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide

0L-7086-03 |



APPENDIX A

APPENDIX B

Contents W

EAP (with Dynamic WEP Keys) 5-16
WPA and WPA2  5-19
CCKM Fast Secure Roaming ~ 5-19
Reporting Access Points that Fail LEAP Authentication  5-20
Additional WEP Key Security Features ~ 5-21
Synchronizing Security Features  5-21
Enabling Static WEP  5-25
Enabling WPA/WPAZ2 Passphrase  5-27
Enabling LEAP  5-28
Enabling EAP-FAST  5-32
Enabling EAP-TLS or PEAP  5-44
Enabling EAP-TLS ~ 5-45
Enabling PEAP (EAP-GTC) 5-48
Enabling PEAP (EAP-MSCHAP V2)  5-52
Enabling PEAP (EAP-MSCHAP V2) Machine Authentication with Machine Credentials ~ 5-56

Declarations of Conformity and Regulatory Information  A-1

Manufacturer’s Federal Communication Commission Declaration of Conformity Statement ~ A-2

Department of Communications — Canada  A-3
Canadian Compliance Statement  A-3
European Community, Switzerland, Norway, Iceland, and Liechtenstein ~ A-3
Declaration of Conformity with Regard to the R&TTE Directive 1999/5/EC  A-3
Declaration of Conformity Statement ~ A-5
Cisco Aironet CB21AG Wireless LAN Client Adapter  A-5
Cisco Aironet PI2Z1AG Wireless LAN Client Adapter ~ A-6
Declaration of Conformity for RF Exposure ~ A-7

Guidelines for Operating Cisco Aironet Wireless LAN Client Adapters in Japan ~ A-7
Japanese Translation  A-7
English Translation ~ A-7

Administrative Rules for Cisco Aironet Wireless LAN Client Adapters in Taiwan ~ A-8
2.4- and 5-GHz Client Adapters  A-8
Chinese Translation A-8
English Translation  A-8
5-GHz Client Adapters  A-9
Chinese Translation A-9
English Translation  A-9

Channels, Power Levels, and Antenna Gains B-1

Channels B-2

[ oL-7086-03

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide



Il Contents

IEEE802.11a B-2
IEEE 802.11b/g  B-3

Maximum Power Levels and Antenna Gains  B-4
|[EEE 802.11a B-4
|EEE 802.11b  B-4
|[EEE 802.11g B-5

appenpix C Error Messages C-1

Error Messages  €-2

aprenpix D Using the Profile Migration Tool D-1
Overview of the Profile Migration Tool ~ D-2
Rules Governing Profile Migration  D-2
Installing the Profile Migration Tool  D-3
Running the Profile Migration Tool  D-3
Command Line Options ~ D-4

Uninstalling the Profile Migration Tool  D-7

GLOSSARY

INDEX

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
[ vi | 0L-7086-03 |



Preface

The preface provides an overview of the Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters
(CB21AG and PI21AG) Administration Utility Administrator Guide (OL-7086-02), references related
publications, and explains how to obtain other documentation and technical assistance.

The following topics are covered in this section:
e Audience, page v
* Purpose, page v
e Organization, page v
¢ Conventions, page vi
e Related Publications, page vi
e Obtaining Documentation, page vi
e Documentation Feedback, page vii
e Cisco Product Security Overview, page viii
e Obtaining Technical Assistance, page ix

e Obtaining Additional Publications and Information, page x
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W Audience

Audience

This publication is for the administrator responsible for installing and configuring Cisco Aironet IEEE
802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) in multiple PCs. The installer should
be familiar with computing devices and with network structures, terms, and concepts.

Purpose

This publication describes version 2.5 of the Cisco Aironet CB21AG and PI21AG Client Administration
Utility (hereafter referred to as ACAU). It provides instructions for installing ACAU and using it to set
software installation options and create configuration profiles for CB21AG and PI21AG client adapters
on computers running Windows 2000 or XP.

Note  Windows 2000 and XP are the only supported operating systems.

Note  This manual pertains specifically to Cisco Aironet CB21AG and PI21AG client adapters, whose
software is incompatible with that of other Cisco Aironet client adapters. Refer to the Cisco Aironet
Configuration Administration Tool (ACAT) Administrator Guide for Windows if you are installing and
using the administrative tool designed for 340, 350, and CB20A client adapters.

Organization

This guide contains the following sections:

Chapter 1, “Overview,” provides an introduction to ACAU, describes the ACAU components and
configuration file, and identifies the supported client adapters.

Chapter 2, “Installing ACAU,” describes how to obtain, install, run, and uninstall ACAU.

Chapter 3, “Using ACAU,” describes how to use ACAU to create or modify configuration files and
manage profiles.

Chapter 4, “Configuring Global Settings,” describes the Global Settings tab parameters and how to
configure them to override the client adapter’s software installation settings.

Chapter 5, “Creating Profiles,” explains how to use ACAU to create profiles that are saved to a
configuration file and installed by the Install Wizard when a user installs the client adapter software.

Appendix A, “Declarations of Conformity and Regulatory Information,” provides declarations of
conformity and regulatory information for the CB21AG and PI21 AG client adapters.

Appendix B, “Channels, Power Levels, and Antenna Gains” lists the IEEE 802.11a, b, and g channels
supported by the world's regulatory domains as well as the maximum power levels and antenna gains
allowed per data rate.

Appendix C, “Error Messages” lists error messages generated by ACAU. This appendix explains each
message and provides a recommended action.

Appendix D, “Using the Profile Migration Tool,” explains how to use the profile migration tool to
migrate Cisco Aironet 350 series and CB20A wireless LAN client adapter profiles to profiles that can
be used with Cisco Aironet CB21AG and PI21AG client adapters.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
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Conventions

This publication uses the following conventions to convey instructions and information:
e Commands are in boldface type.
e Variables are in italic type.

e Notes and cautions use the following conventions and symbols:

Note  Means reader take note. Notes contain helpful suggestions or references to materials not contained in
this manual.

Caution = Means reader be careful. In this situation, you might do something that could result in equipment
damage or loss of data.

Related Publications

For more information about Cisco Aironet CB21AG and PI21AG Wireless LAN Client Adapters, refer
to these publications:

®  Quick Start Guide: Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and
PI21AG)—Provides basic setup instructions and minimal configuration information for CB21AG
and PI21AG client adapters.

e Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and
Configuration Guide—Provides instructions for installing, configuring, and troubleshooting
CB21AG and PI21AG client adapters on computers running the Microsoft Windows 2000 or XP
operating system.

® Release Notes for Cisco Aironet 802.11a/b/g Client Adapters (CB21AG and PI21AG) Install
Wizard—Describes new features and the open and resolved caveats in each Install Wizard release.

® Release Notes for Cisco Aironet 802.11a/b/g (CB21AG and PI21AG) Client Administration Utility
(ACAU)—Describes new features and the open and resolved caveats in each ACAU release.

You can find these Cisco Aironet technical documents at this URL:

http://www.cisco.com/en/US/products/hw/wireless/ps4555/tsd_products_support_series_home.html

Obtaining Documentation

Cisco documentation and additional literature are available on Cisco.com. Cisco also provides several
ways to obtain technical assistance and other technical resources. These sections explain how to obtain
technical information from Cisco Systems.

Cisco.com

You can access the most current Cisco documentation at this URL:

http://www.cisco.com/techsupport

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
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Il Documentation Feedback

You can access the Cisco website at this URL:
http://www.cisco.com
You can access international Cisco websites at this URL:

http://www.cisco.com/public/countries_languages.shtml

Product Documentation DVD

The Product Documentation DVD is a comprehensive library of technical product documentation on a
portable medium. The DVD enables you to access multiple versions of installation, configuration, and
command guides for Cisco hardware and software products. With the DVD, you have access to the same
HTML documentation that is found on the Cisco website without being connected to the Internet.
Certain products also have .PDF versions of the documentation available.

The Product Documentation DVD is available as a single unit or as a subscription. Registered Cisco.com
users (Cisco direct customers) can order a Product Documentation DVD (product number
DOC-DOCDVD= or DOC-DOCDVD=SUB) from Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Ordering Documentation

Registered Cisco.com users may order Cisco documentation at the Product Documentation Store in the
Cisco Marketplace at this URL:

http://www.cisco.com/go/marketplace/

Nonregistered Cisco.com users can order technical documentation from 8:00 a.m. to 5:00 p.m.

(0800 to 1700) PDT by calling 1 866 463-3487 in the United States and Canada, or elsewhere by
calling 011 408 519-5055. You can also order documentation by e-mail at

tech-doc-store-mkpl @external.cisco.com or by fax at 1 408 519-5001 in the United States and Canada,
or elsewhere at 011 408 519-5001.

Documentation Feedback

You can rate and provide feedback about Cisco technical documents by completing the online feedback
form that appears with the technical documents on Cisco.com.

You can submit comments about Cisco documentation by using the response card (if present) behind the
front cover of your document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
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Cisco Product Security Overview

Cisco provides a free online Security Vulnerability Policy portal at this URL:
http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
From this site, you will find information about how to:

e Report security vulnerabilities in Cisco products.

e Obtain assistance with security incidents that involve Cisco products.

e Register to receive security information from Cisco.

A current list of security advisories, security notices, and security responses for Cisco products is
available at this URL:

http://www.cisco.com/go/psirt

To see security advisories, security notices, and security responses as they are updated in real time, you
can subscribe to the Product Security Incident Response Team Really Simple Syndication (PSIRT RSS)
feed. Information about how to subscribe to the PSIRT RSS feed is found at this URL.:

http://www.cisco.com/en/US/products/products_psirt_rss_feed.html

Reporting Security Problems in Cisco Products

o

Cisco is committed to delivering secure products. We test our products internally before we release them,
and we strive to correct all vulnerabilities quickly. If you think that you have identified a vulnerability
in a Cisco product, contact PSIRT:

¢ For Emergencies only—security-alert@cisco.com

An emergency is either a condition in which a system is under active attack or a condition for which
a severe and urgent security vulnerability should be reported. All other conditions are considered
nonemergencies.

e For Nonemergencies — psirt@cisco.com

In an emergency, you can also reach PSIRT by telephone:
e 1877 228-7302
e 1408 525-6532

We encourage you to use Pretty Good Privacy (PGP) or a compatible product (for example, GnuPG) to
encrypt any sensitive information that you send to Cisco. PSIRT can work with information that has been
encrypted with PGP versions 2.x through 9.x.

Never use a revoked or an expired encryption key. The correct public key to use in your correspondence
with PSIRT is the one linked in the Contact Summary section of the Security Vulnerability Policy page
at this URL:

http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html

The link on this page has the current PGP key ID in use.

If you do not have or use PGP, contact PSIRT at the aforementioned e-mail addresses or phone numbers
before sending any sensitive material to find other means of encrypting the data.

[ oL-7086-03
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Obtaining Technical Assistance

Cisco Technical Support provides 24-hour-a-day award-winning technical assistance. The Cisco
Technical Support & Documentation website on Cisco.com features extensive online support resources.
In addition, if you have a valid Cisco service contract, Cisco Technical Assistance Center (TAC)
engineers provide telephone support. If you do not have a valid Cisco service contract, contact your
reseller.

Cisco Technical Support & Documentation Website

Note

The Cisco Technical Support & Documentation website provides online documents and tools for
troubleshooting and resolving technical issues with Cisco products and technologies. The website is
available 24 hours a day, at this URL:

http://www.cisco.com/techsupport

Access to all tools on the Cisco Technical Support & Documentation website requires a Cisco.com user
ID and password. If you have a valid service contract but do not have a user ID or password, you can
register at this URL:

http://tools.cisco.com/RPF/register/register.do

Use the Cisco Product Identification (CPI) tool to locate your product serial number before submitting
a web or phone request for service. You can access the CPI tool from the Cisco Technical Support &
Documentation website by clicking the Tools & Resources link under Documentation & Tools. Choose
Cisco Product Identification Tool from the Alphabetical Index drop-down list, or click the Cisco
Product Identification Tool link under Alerts & RMAs. The CPI tool offers three search options: by
product ID or model name; by tree view; or for certain products, by copying and pasting show command
output. Search results show an illustration of your product with the serial number label location
highlighted. Locate the serial number label on your product and record the information before placing a
service call.

Submitting a Service Request

Using the online TAC Service Request Tool is the fastest way to open S3 and S4 service requests. (S3
and S4 service requests are those in which your network is minimally impaired or for which you require
product information.) After you describe your situation, the TAC Service Request Tool provides
recommended solutions. If your issue is not resolved using the recommended resources, your service
request is assigned to a Cisco engineer. The TAC Service Request Tool is located at this URL:

http://www.cisco.com/techsupport/servicerequest

For S1 or S2 service requests, or if you do not have Internet access, contact the Cisco TAC by telephone.
(ST or S2 service requests are those in which your production network is down or severely degraded.)
Cisco engineers are assigned immediately to S1 and S2 service requests to help keep your business
operations running smoothly.

To open a service request by telephone, use one of the following numbers:

Asia-Pacific: +61 2 8446 7411 (Australia: 1 800 805 227)
EMEA: +32 2 704 55 55
USA: 1800 553-2447

l_ Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
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For a complete list of Cisco TAC contacts, go to this URL:

http://www.cisco.com/techsupport/contacts

Definitions of Service Request Severity

To ensure that all service requests are reported in a standard format, Cisco has established severity
definitions.

Severity 1 (S1)—An existing network is down, or there is a critical impact to your business operations.
You and Cisco will commit all necessary resources around the clock to resolve the situation.

Severity 2 (S2)—Operation of an existing network is severely degraded, or significant aspects of your
business operations are negatively affected by inadequate performance of Cisco products. You and Cisco
will commit full-time resources during normal business hours to resolve the situation.

Severity 3 (S3)—Operational performance of the network is impaired, while most business operations
remain functional. You and Cisco will commit resources during normal business hours to restore service
to satisfactory levels.

Severity 4 (S4)—You require information or assistance with Cisco product capabilities, installation, or
configuration. There is little or no effect on your business operations.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

e The Cisco Product Quick Reference Guide is a handy, compact reference tool that includes brief
product overviews, key features, sample part numbers, and abbreviated technical specifications for
many Cisco products that are sold through channel partners. It is updated twice a year and includes
the latest Cisco offerings. To order and find out more about the Cisco Product Quick Reference
Guide, go to this URL:

http://www.cisco.com/go/guide

¢ Cisco Marketplace provides a variety of Cisco books, reference guides, documentation, and logo
merchandise. Visit Cisco Marketplace, the company store, at this URL:

http://www.cisco.com/go/marketplace/

e (Cisco Press publishes a wide range of general networking, training and certification titles. Both new
and experienced users will benefit from these publications. For current Cisco Press titles and other
information, go to Cisco Press at this URL:

http://www.ciscopress.com

® Packet magazine is the Cisco Systems technical user magazine for maximizing Internet and
networking investments. Each quarter, Packet delivers coverage of the latest industry trends,
technology breakthroughs, and Cisco products and solutions, as well as network deployment and
troubleshooting tips, configuration examples, customer case studies, certification and training
information, and links to scores of in-depth online resources. You can access Packet magazine at
this URL:

http://www.cisco.com/packet

[ oL-7086-03
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I Obtaining Additional Publications and Information

* [0 Magazine is the quarterly publication from Cisco Systems designed to help growing companies
learn how they can use technology to increase revenue, streamline their business, and expand
services. The publication identifies the challenges facing these companies and the technologies to
help solve them, using real-world case studies and business strategies to help readers make sound
technology investment decisions. You can access iQ Magazine at this URL:

http://www.cisco.com/go/igmagazine
or view the digital edition at this URL:
http://ciscoiq.texterity.com/ciscoig/sample/

e [Internet Protocol Journal is a quarterly journal published by Cisco Systems for engineering
professionals involved in designing, developing, and operating public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/ipj

e Networking products offered by Cisco Systems, as well as customer support services, can be
obtained at this URL:

http://www.cisco.com/en/US/products/index.html

e Networking Professionals Connection is an interactive website for networking professionals to share
questions, suggestions, and information about networking products and technologies with Cisco
experts and other networking professionals. Join a discussion at this URL:

http://www.cisco.com/discuss/networking

e World-class networking training is available from Cisco. You can view current offerings at
this URL:

http://www.cisco.com/en/US/learning/index.html

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
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CHAPTER 1

Overview

This chapter provides an overview of the Cisco Aironet Client Administration Utility (ACAU).
The following topics are covered in this chapter:

e Introduction to ACAU, page 1-2

e ACAU Components, page 1-3

e Configuration File, page 1-4

e Products Supported, page 1-5

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
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Il Introduction to ACAU

Introduction to ACAU

ACAU is a utility used by administrators to set software installation options and create profiles (saved
configurations) for users who install Cisco Aironet CB21AG and PI21 AG Wireless LAN Client Adapters
in computers running the Windows 2000 or Windows XP operating system. Administrators save the
installation settings and profiles to a configuration file. Then when the user installs the client adapter
software (driver and client utilities), the Install Wizard uses the instructions in the configuration file to
govern the installation and setup of the client utilities and load one or more preconfigured user profiles.
Administrators can create configuration files to control the installation and configuration of client
adapters for one user or groups of users.

N

Note  To ensure proper operation, use ACAU version 2.5 only with Install Wizard version 2.5.

Terminology

The following terms are used throughout this document:
¢ client adapter—Refers to both types of adapters.

¢ client adapter software—Refers to the client adapter driver and client utilities that are installed by
the Install Wizard. The client utilities include the Aironet Desktop Utility (ADU), Aironet System
Tray Utility (ASTU), site survey utility, and profile migration tool.

~
Note Refer to the Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and

PI21AG) Installation and Configuration Guide for more information on the Install Wizard,
the client adapter driver, and the client utilities.

¢ infrastructure device—Refers to a device that connects client adapters to a wired LAN, such as an
access point, bridge, or base station. Throughout this document, access point is used to represent
infrastructure devices in general.

e PC-Cardbus card or PCI card—Refers to a specific client adapter.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
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ACAU Components

Figure 1-1 shows the ACAU main window. ACAU contains two configuration tabs and two drop-down
menus.

Figure 1-1 ACAU Main Window

=)
a

| Cisco Aironet Client Administration Utility
File Help

Global Settings | Prafile M anagement

Global Settings
59 Setup Settings
59 |Jzer Settings

59 Profile Settings
59 A5TU Settings

L

ACAU Configuration Tabs

The ACAU main window provides two configuration tabs: Global Settings and Profile Management.

Global Settings Tab

The Global Settings tab enables you to set parameters that govern the installation and configuration of

the client adapter software installed by the Install Wizard. It contains four groups of parameters:
L]

Setup Settings—Affect how the client adapter software is installed and configured on the user’s
computer

User Settings—Specify user rights and privileges with regard to profiles

Profile Settings—Control how profiles are managed on the user’s computer

ASTU Settings—Determine the Aironet System Tray Utility (ASTU) options that are available to
the user

~

Note

Chapter 4 describes the Global Settings tab parameters and explains how to configure them.
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Profile Management Tab

The Profile Management tab enables you to create configuration profiles that govern the operation of the
user’s client adapter. This tab can also be used to modify, import, and export profiles.

)

Note Chapter 5 explains how to use the Profile Management tab to create, modify, import, and export profiles.

ACAU Menus

The ACAU main window provides two drop-down menus: File and Help.

File Menu

The File drop-down menu contains these options:
¢ New—Creates a new ACAU configuration file.
¢ Open—Opens an existing ACAU configuration file.
e Save—Saves the ACAU configuration file.
¢ Save As—Saves the ACAU configuration file to a specified location.
¢ Read from registry—Imports existing profiles from your computer’s Windows registry.
¢ Exit—Closes ACAU.

Help Menu

The Help drop-down menu contains these options:
e Contents—Provides help on ACAU options and settings.

~

Note  Context-sensitive help is not available in ACAU.

e About—Provides the ACAU version number.

Configuration File

The configuration file stores the installation options that you set on the Global Settings tab and the
profiles that you create on the Profile Management tab. The file is encrypted to protect sensitive security
data such as SSIDs, WEP keys, and network security settings.

ACAU automatically names the configuration file CiscoAdminConfig.dat and prompts you to save it in
the Cisco Aironet folder. When the user installs the client adapter software, the Install Wizard uses the
configuration file to implement the installation settings and load the profiles you specified in ACAU.

Note  You can create the configuration file before or after setting installation options and creating profiles;
however, creating the configuration file first is the preferred method.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
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Note  You must save the configuration file to the drive and directory in which the Install Wizard resides. If you
save the file to any other location, it is not processed by the Install Wizard.

Note  You can change the name of the configuration file; however, the name must be changed back to
CiscoAdminConfig.dat before running the Install Wizard. Otherwise, the Install Wizard does not load the
configuration file.

Note  Chapter 3 explains how to create new configuration files and modify existing configuration files.

Products Supported

ACAU supports these products:

¢ PC-Cardbus card (model number: AIR-CB21AG)—An IEEE 802.11a/b/g-compliant 2.4- and
5-GHz 54-Mbps client adapter card radio module with a Cardbus interface that can be inserted into
any device equipped with a 32-bit Cardbus slot. See Figure 1-2.

Figure 1-2 PC-Cardbus Card

95579

e PCI card (model number: AIR-PI21AG)—An IEEE 802.11a/b/g-compliant 2.4- and 5-GHz
54-Mbps client adapter card radio module that can be inserted into any device equipped with an
empty PCI expansion slot. See Figure 1-3.

Figure 1-3 PCI Card
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Caution  ACAU is compatible only with Cisco Aironet CB21AG and PI21AG client adapters. Other
administration utilities are available for use with the Cisco Aironet 340, 350, and CB20A client adapters.
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CHAPTER

Installing ACAU

This chapter provides instructions for obtaining, installing, and running ACAU.
The following topics are covered in this chapter:

e Obtaining ACAU, page 2-2

¢ Installing ACAU, page 2-2

e Upgrading ACAU, page 2-7

e Running ACAU, page 2-8

e Uninstalling ACAU, page 2-9

e Obtaining and Installing the Client Adapter Software, page 2-9

e Uninstalling the Client Adapter Software, page 2-9
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Obtaining ACAU

Step 1
Step 2
Step 3

Step 4

Step 5
Step 6
Step 7
Step 8
Step 9
Step 10
Step 11
Step 12
Step 13
Step 14
Step 15

Step 16

Follow these steps to obtain the latest ACAU software from Cisco.com:

Make sure the client adapter is inserted into your computer.
Make sure that you have a Cisco Connection Online (CCO) username and password.

If you do not have a CCO username and password, go to Cisco’s main page (http://www.cisco.com) and
click Register (top). Then, follow the instructions to create a CCO username and password.

Browse to the following location:

http://www.cisco.com/public/sw-center/

Click Wireless Software.

Click Wireless LAN Access.

Click Cisco Wireless LAN Client Adapters.

Click Cisco Aironet Wireless LAN Client Adapters Tools For Systems Administrators.
Click Cisco Aironet CB21AG/PI21AG Wireless LAN Client Adapter Tools.
When prompted, enter your CCO username and password, and click OK.
Click Aironet Client Administration Utility (ACAU).

Click the link with the greatest release number under Available Releases.
Click the Install Wizard file (acau-vxx.exe), where xx is the version number.
If prompted, enter your CCO username and password, and click OK.

Complete the encryption authorization form, read and accept the terms and conditions of the Software
License Agreement.

In the Download page, click the Download button to download the installer, and save it on your
computer’s Desktop.

Before downloading the file, you will be prompted to enter your CCO username and password. You will
also be prompted to agree to the software download rules.

Installing ACAU

)

Note

Step 1
Step 2

Follow these steps to install ACAU on your computer for the first time:

If you are upgrading to a new version of ACAU or reinstalling the same version, follow the instructions
in the “Upgrading ACAU” section on page 2-7 to upgrade or reinstall your ACAU software.

Use Windows Explorer to find the installer.
Double-click the installer.

The Preparing Setup window appears followed by the InstallShield Wizard window (see Figure 2-1 and
Figure 2-2).
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Figure 2-1 Preparing Setup Window

Cisco Aironet Client Administration Utility - InstallShield Wizard |:||:[g|
%

Preparing Setup
Pleaze wait while the [nstallShield \Wizard prepares the setup.

Cigoo Aironet Client Administration Ltility Setup is preparing the InztallShield WWizard, which will
guide you through the rest of the zetup process. Please wait.

Cancel

135808

Figure 2-2 InstallShield Wizard Window

Cizco Aironet Client Administration Utlility

The InstallShield® \Wizard will install Cizco Ainonet Client
Adriniztration Utility on your computer. To continue, click
Meut.

< Back Meut » l[ Cancel ]

136793
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Step3  Click Next. The Installation Location window appears showing the default location where ACAU will
be installed (see Figure 2-3).

Figure 2-3 Installation Location Window

Cisco Aironet Client Administration Utility, - InstallShield Wizard

Cizco Aironet Client Administration Utlility

@ Install Cizoo Aironet Client Adminiztration Uil bo:

C:\Program FileshCizco Aironet

< Back " Mest > ][ Cancel

135804

Step4  If you want to change the default location, click Change, browse to the location of your choice, and click
OK.
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Step5  Click Next to begin the installation process. The Setup Status window appears (see Figure 2-4).

Figure 2-4 Setup Status Window

Cisco Aironet Client Administration Utility - InstallShield Wizard

Setup Status

Cizco Airanet Client Adminiztration Ll iz configuning your new zaftware inztallation.

Cancel

135818

The installation process begins, and you are notified as each software component is installed.
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Step6  When ACAU is installed, the InstallShield Wizard Complete window appears (see Figure 2-5).

Figure 2-5 InstallShield Wizard Complete Window

Cisco Aironet Client Administration Utility, - InstallShield Wizard

Install5hield Wizard Complete

The InzstallShield Wizard has successfully inztalled Cizoo
Agronet Chent Administration Ul Before pou can use the
program, wou sk restart your cornputer.

(#)¥es, | want to restart my computer nove

{7 Mo, | will restart my computer later.

Remaove any dizks from their drives, and then click Finizh to
complete setup.

¢ Back Cancel

135302

Step7  Click Yes, I want to restart my computer now to restart your computer after quitting the installer.
Otherwise, click No, I will restart my computer later if need to install other programs before restarting
your computer.

N

Note  Before you can use ACAU, you must restart you computer.

Step8  Click Finish. The installation is complete.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
| 26 | 0L-7086-03 |



| Chapter2 Installing ACAU

Upgrading ACAU W

Upgrading ACAU

Follow these steps to upgrade your ACAU software to the latest ACAU release:

Step 1 Run the ACAU installer.

The Preparing Setup window appears followed by the Previous Installation Detected window (see
Figure 2-6 and Figure 2-7).

Figure 2-6 Preparing Setup Window

Cisco Aironet Client Administration Utility - InstallShield Wizard
Preparing Setup

Pleaze wait while the [nstallS higld \wWizard prepares the setup.

Cizco Aironet Client Administration Utility Setup iz preparing the [nstallShield ‘wizard, which wil
guide pou through the rest of the setup process. Pleaze wait.

Cancel

135808
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Figure 2-7 Previous Installation Detected Window

Cisco Aironet Client Administration Utility - InstallShield Wizard

Cizco Aironet Client Administration Utlility

Ywelcome to the Cisco Aironet Installation program. Thiz program lets you modify the current
inztallation. Click one of the options below:

%) Reinztall all installed components.

) Remove all installed components.

et > ][ Cancel

135810

Step2  Perform one of the following:

e If you want to upgrade your ACAU software using new installation settings, you must first uninstall
the existing ACAU software from your computer. Follow these steps to do so:

a. Choose Remove all installed components and click Next.
b. Click Yes to confirm your decision.
c. After ACAU has been uninstalled, click Finish.

d. Follow the instructions in the “Installing ACAU” section on page 2-2 to install the new ACAU
software.

e If you want to upgrade your ACAU software using the installation settings that were selected during
the last installation, follow these steps:

a. Choose Reinstall all installed components and click Next. The Setup Status window appears
and notifies you as each software component is installed.

b. When the upgrade finishes, the Maintenance Complete window appears. If the window contains
an option to restart your computer, choose that option.

c. Click Finish and allow your computer to restart if it begins the reboot process.

Running ACAU

When you install ACAU, the installation routine places an Aironet Client Administration Utility icon on
your Windows desktop. Double-click the icon to start the utility.
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Uninstalling ACAU

You can uninstall ACAU from your computer by opening the Windows Control Panel, selecting Add or
Remove Programs, and choosing ACAU for removal.

Obtaining and Installing the Client Adapter Software

The CB21AG and PI21AG client adapter software is not part of the ACAU software package and must
be obtained separately. Refer to the Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG
and PI21AG) Installation and Configuration Guide for instructions on obtaining and installing the client
adapter software.

A

Caution  Cisco Aironet CB21AG and PI21AG client adapter software is incompatible with other Cisco Aironet
client adapter software. The Aironet Desktop Utility (ADU) must be used with CB21AG and PI21AG
adapters, and the Aironet Client Utility (ACU) must be used with all other Cisco Aironet client adapters.

Uninstalling the Client Adapter Software

If you set the ACAU Setup Settings - Installation Type parameter to Silent Uninstall, the client adapter
software is uninstalled automatically when the user runs the Install Wizard. To uninstall the client
adapter software without using ACAU, refer to the Cisco Aironet 802.11a/b/g Wireless LAN Client
Adapters (CB21AG and PI21AG) Installation and Configuration Guide for instructions.
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Using ACAU

This chapter describes how to use ACAU to create or modify configuration files and manage profiles.
The following topics are covered in this chapter:

¢ Creating a New Configuration File, page 3-2

e Modifying an Existing Configuration File, page 3-6

e Managing Profiles, page 3-7
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Creating a New Configuration File

Step 1

Step 2

Step 3

Step 4

The configuration file is the file you create to govern the installation of client adapter software and load
configuration profiles on a user’s computer. Its settings are activated when the user uses the Install
Wizard to install the client adapter software.

The configuration file contains two components: global settings and profiles. Global settings are
administrative parameters that determine how the client adapter software is installed on a user’s
computer. You can override the default parameters using the Global Settings tab. Profiles are saved
configurations that govern the operation of a user’s client adapter. You can use the Profile Management
tab to create profiles. Both components are saved in the configuration file, which is named
CiscoAdminConfig.dat.

Follow these steps to create a new configuration file.

Open ACAU. The Global Settings window appears (see Figure 3-1).

Figure 3-1 Global Settings Window

= | Cisco Aironet Client Administration Utility

File Help

Global Settings | Profile Management

ey

Global Settings
59 Setup Settings
55 User Settings

59 Prafile Settings
59 ASTU Settingz

126794

Choose New from the File drop-down menu. ACAU names the file New and displays the name in the
window’s title bar.

Under Global Settings, double-click each of the four groups of configurable parameters (Setup Settings,
User Settings, Profile Settings, and ASTU Settings) to view its individual parameters.

Follow the instructions in Chapter 4 to change the settings of any global parameters.
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Creating a New Configuration File
Step 5

Click the Profile Management tab to access the profile management options. The Profile Management
window appears (see Figure 3-2).

Figure 3-2 Profile Management Window

=
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| Cisco Aironet Client Administration Utility

File Help

Global Settings | Profile Management |
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M odify. ..
Remove

Details
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Security Mode:

Metwark Mame 1 [S5101]); Expart..
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Step6  Click New. The Profile Editor (General) window appears (see Figure 3-3).

Figure 3-3 Profile Editor (General) Window

X)

Profile Editor, [new]

General |Security Advanced

Profile Settings
Profile M ame: || |

Client Name: | |

Metwork, Mames

551D1: | |

551D2: | |

55103 | |

(] ] l Cancel

135798

Step 7 Enter a profile name and SSID(s).

Step8  Click the Advanced tab. Then follow the instructions in Chapter 5 to change any advanced settings for
this profile.

Step9  Click the Security tab. Then follow the instructions in Chapter 5 to change any security settings for this
profile.

Step10  (Optional) Repeat Steps 7 through 10 to create additional profiles.
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Step11  Choose Save As from the File drop-down menu to save the configuration file. The Save As window
appears (see Figure 3-4).

Figure 3-4 Save As Window
Save i | |2 Cisco Aironet V| ) ¥ = -
ICManual
File narme: | CizcoddrinConfig | [ Save ]
X
Save as type: | Canfig files [F.dat) v| [ Cancel ] &

Step12  Use the Save in box to specify where the configuration file is saved.

~
Note  You must save the configuration file to the drive and directory in which the Install Wizard
resides. If you save the file to any other location, it is not processed by the Install Wizard.

Step13 ACAU automatically names the file CiscoAdminConfig.dat. You can change the name by entering a new
name in the File name field; however, the name must be changed back to CiscoAdminConfig.dat before
running the Install Wizard. Otherwise, the Install Wizard does not load the configuration file.

Step14  Click Save to save the configuration file.
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Modifying an Existing Configuration File

Step 1
Step 2

Step 3

Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

Follow these steps to modify an existing configuration file.

Open ACAU.

Choose Open from the File drop-down menu. The Open window appears (see Figure 3-5).

Figure 3-5 Open Window

Laak, in:|l.f,\Ei3|:|:|.-'l'-.ir|:|net V|0 ¥ = -
(EManual;

File narne: |Eiscu&dmintnnfig | [ Open ]
Files of type: | Config fles [ dat] v| | Cancel | 2

Use the Look in box to find the configuration file that you want to modify.

N

Note The default location is C:\Program Files\Cisco Aironet.

Click Open. The ACAU Global Settings window appears with the name of the opened configuration file
in the window’s title bar.

Modify the global settings as necessary.

Click the Profile Management tab.

Click New to create a new profile or Modify to modify an existing profile.
Configure the profile as desired.

Choose Save from the File drop-down menu to resave the configuration file.

S

Note If you attempt to close ACAU without saving your changes, ACAU informs you that the file has
changed and asks if you want to save the changes. You must choose either Yes or No before
ACAU can close.
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Managing Profiles

This section explains how to use ACAU’s Profile Management tab to manage the profiles that you create.
Follow the instructions on the page indicated to perform the desired task:

e Remove a profile, page 3-7
e Import or export a profile, page 3-7
¢ Include a profile in auto profile selection, page 3-9

e Retrieve a profile from the computer’s registry, page 3-12

Removing a Profile

Follow these steps to remove a profile from your configuration file.

Step1  Choose Open from the File drop-down menu and select the configuration file containing the profile to
be removed.

Step2  When the file opens, click the Profile Management tab.
Step3  In the profiles list, highlight the profile that you want to remove.
Step4  Click Remove. The profile is removed.

Step5  Choose Save from the File drop-down menu to save the modified configuration file.

Importing and Exporting Profiles

This section provides instructions for importing and exporting profiles. You may want to use the
import/export feature for the following reasons:

¢ To export one or more profiles and use them to set up additional configuration files
e To export profiles and import them directly into ADU
e To import a profile created in and exported from ADU and use it in a configuration file

Follow the instructions below to import or export profiles.
Importing a Profile

Step1  If the profile that you want to import is on a disk, insert the disk into your computer’s disk drive.

Step2  Choose Open from the File drop-down menu and select the configuration file into which you want to
import a profile.

Step3  When the file opens, click the Profile Management tab.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
[ oL-7086-03 .m



Chapter3  Using ACAU |

W Managing Profiles

Step4  Click Import. The Import Profile window appears (see Figure 3-6).

Figure 3-6 Import Profile Window
Import Profile @
Look in: | () Cisco Aironet v| O ¥ £ E-
I Manual
File name: |m | [ Open l
Files of type: | Config fles [* prf v | Cancel | B

Step5  In the Look in drop-down box, find the directory where the profile is located.
Step6  Click the profile so it appears in the File name field at the bottom of the window.
Step7  Click Open. The imported profile appears in the profiles list on the Profile Management window.

Step8  Choose Save from the File drop-down menu to save the modified configuration file.

Exporting a Profile
~

Note  PACs are not exported with EAP-FAST profiles.

Step 1 Insert a disk into your computer’s disk drive, if you wish to export a profile to a disk.

Step2  Choose Open from the File drop-down menu and select the configuration file from which you want to
export a profile.

Step3  When the file opens, click the Profile Management tab.
Step4  In the profiles list, highlight the profile that you want to export.
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Step5  Click Export. The Export Profile window appears (see Figure 3-7).

Figure 3-7 Export Profile Window
Export Profile @
Save in: | | Cizco Airanet v| €) ¥ = M-
I Manual

| [ Save l

File name: |:|fﬁ|::E!

Save as type: ||:l:|r‘|fig files [* prf] V| [ Cancel ] I

136706

Step6  The profile name appears in the File name field. Change the name, if desired.

Step7  Choose a different directory (such as your computer’s disk drive or a location on the network) from the
Save in drop-down box.

Step8  Click Save. The profile is exported to the specified location.

~

Note  If a profile with the same name already exists, ACAU prompts you to replace it.

Step9  Choose Save from the File drop-down menu to resave and close the configuration file.

Including a Profile in Auto Profile Selection

After you have created profiles, you can choose to include them in the profile manager’s auto profile
selection feature. Then when auto profile selection is enabled, the client adapter automatically selects a
profile from the list of profiles that were included in auto profile selection and uses it to establish a
connection to the network.

Follow these steps to include profiles in auto profile selection and establish the order in which the
profiles are selected for use.

Step 1 Choose Open from the File drop-down menu and select the configuration file containing the profiles that
you want to include in auto profile selection.

Step2  When the file opens, click the Profile Management tab.
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Step3  Click Order Profiles. The Auto Profile Selection Management window appears (see Figure 3-8).
Figure 3-8 Auto Profile Selection Management Window

Auto Profile Selection Management [E|

Aeallable Profiles:

[ #dd |
Office2

Auto Selected Profiles:

ak. ] [ Cancel

135791

Step4  All the profiles that you created for this configuration file are listed in the Available Profiles box.
Highlight each one you want to include in auto profile selection and click the Add button. The profiles
appear in the Auto Selected Profiles box.

The following rules apply to auto profile selection:
¢ You must include at least two profiles in the Auto Selected Profiles box.
e The profiles must specify an SSID; otherwise, they do not appear in the Available Profiles box.
¢ Profiles cannot specify multiple SSIDs; otherwise, they do not appear in the Available Profiles box.

e Each profile that is included in auto profile selection must have a unique SSID. For example, if
Profile 1 and Profile 2 both have “ABCD” as their SSID, then only Profile 1 or Profile 2 (whichever
one was created first) appears in the Available Profiles box and can be included in auto profile
selection.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
[ 3-10 | 0L-7086-03 |



| Chapter3 Using ACAU
Managing Profiles W
Step5  Continue to highlight and add profiles as necessary. Figure 3-9 shows how the Auto Selected Profiles
box may look.
Figure 3-9 Profiles Included in Auto Profile Selection
Auto Profile Selection Management E'
Available Profiles:
Auto Selected Profiles:
Office b ave U
Office2 [ > |
[ Remaove ]
| ok | [ cenesl | |
Step6  The first profile in the Auto Selected Profiles box has the highest priority while the last profile has the
lowest priority. To change the order (and priority) of your auto-selected profiles, select the profile that
you want to move and click Move up or Move down to move the profile up or down, respectively.
~
Note  You can remove a profile from the list by highlighting it and clicking Remove. The profile
returns to the Available Profiles box.
Step7  Click OK to save your selections and return to the Profile Management window.
Step8  Check the Auto Select Profiles check box.
~
Note  When this check box is checked, the client adapter scans for an available network. The profile
with the highest priority and the same SSID as one of the found networks is the one that is used
to connect to the network. If the connection fails, the client adapter tries the next highest priority
profile that matches the SSID and so on.
Step9  Choose Save from the File drop-down menu to save the modified configuration file.
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Retrieving a Profile from the Registry

N

Note

Step 1

Step 2
Step 3

Step 4

Step 5

If you created profiles on your computer using a previous version of ACAU or ADU, they are saved in
the registry. Follow these steps if you want to retrieve these profiles.

Profiles in the current ADU installation can be read from the registry, even if they were not originally
created by ACAU.

Choose Open from the File drop-down menu and select the configuration file into which you want to
include profiles from the registry.

When the file opens, click the Profile Management tab.

Choose Read from registry from the File drop-down menu. ACAU queries the Windows registry for
profiles and reads them into memory.

When a message appears indicating that profiles have been read successfully from the registry, click OK.
These profiles are added to the list of profiles in the Profile Management window.

S

Note  All profiles read from the registry can be edited in ACAU. You can perform any of the following
operations: modify, remove, import, export, or include in auto profile selection.

Choose Save from the File drop-down menu to save the profiles read from the registry to the
configuration file.
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CHAPTER I

Configuring Global Settings

This chapter describes the Global Settings tab parameters and how to configure them to override the
client adapter software installation settings.

The following topics are covered in this chapter:
e Opverview of the Global Settings Tab, page 4-2
e Configuring Setup Settings, page 4-5
e Configuring User Privileges, page 4-9
e Configuring Profile Settings, page 4-10
e Configuring ASTU Settings, page 4-11
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I Overview of the Global Settings Tab

Overview of the Global Settings Tab

The Global Settings tab enables you to set parameters that specify how the client adapter software is
installed. The settings you choose are saved to a configuration file and invoked when the user uses the

Install Wizard to install the client adapter software. The Global Settings tab is located on the ACAU main
window (see Figure 4-1).

Figure 4-1 Global Settings Tab

=)
a

| Cisco Aironet Client Administration Utility
File Help

Global Settings | Prafile M anagement

Global Settings
59 Setup Settings
59 |Jzer Settings

59 Profile Settings
59 A5TU Settings

L

The Global Settings tab enables you to configure four groups of parameters:
e Setup Settings

e User Settings

e Profile Settings

e ASTU Settings
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Overview of the Global Settings Tab W

Double-click Global Settings to view these groups of parameters. Then double-click each group to see
its individual parameters. Figure 4-2 shows the Setup Settings parameters.

Figure 4-2 Setup Settings Parameters

| Cisco Aironet Client Administration Utility

59 Usze Windows Wirelezs Zero Configuration Service
O Yes
& Mo
59 Place ADU lcon on Desktop
& Yes
O Mo 0
59 Place ADU lcon in the System Tray
& Yes
O Mo
59 Silent Setup
& Yes
O warnings Only
O Mo
G Fieboot &fter Silent Setup

I1E:4

1355817

Most parameters have two options: Yes or No. To change the value of a parameter, simply choose the
desired option.
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Overview of the Global Settings Tab

Some parameters are dependent on others. When you change the value of these parameters, the settings
of other parameters may change. The icon next to a parameter changes color when its dependency
changes. When there are no dependencies and parameter values can be changed, the icon consists of two

gray boxes overlapping a yellow box (see Figure 4-3).

Figure 4-3

= Cisco Afronet Client Administration Utility

Changeable Parameter Icons

File Help

Global Settings | Prafile Management

finil Llser Setlings

59 Allows User to Create Profiles
& Yes
O No

59 Allows User to Madify Profiles
& Yes
O No

59 Allows User to Remowe Profiles
& Yes
O No

59 Allows User to lmport Prafiles
& Yes
O No

59 Allowy User to Export Profiles
& Yes

| %

135819
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Configuring Setup Settings

However, when dependencies exist and parameter values cannot be changed, the yellow box in the icon
changes to red. For example, if you set the Allow User to Create a Profile parameter to No, many of the
remaining User Settings parameters are also changed to No, and the yellow box in the icon changes to
red (see Figure 4-4).

Figure 4-4

Unchangeable Parameter Icons

= Cisco Aironet Client Administration Utility

Fil= Help

Global Settings | Prafile b anagement

59 Uszer Settings

59 Allows User to Create Profiles
O Yes
OJtlo

ﬂ Allow Uzer to Modify Profiles
O Yes
= Mo

ﬂ Allow User to Remove Profiles
O Yes
= Mo

f Allovs User to Import Profiles
O Yes
= Mo

5? Allows Uzer to Export Profiles
= “es

135520

Configuring Setup Settings

The Setup Settings parameters enable you to configure the setup information that the Install Wizard uses

to install the client adapter software on a user’s computer. Double-click Setup Settings to view these

parameters. Table 4-1 describes the Setup Settings parameters and lists their default values. Follow the

instructions in the table to change any parameters.

Table 4-1

Setup Settings

Parameter

Description

Use Windows Wireless Zero
Configuration Service

Options: Yes or No
Default: No

Determines whether the user’s computer is configured to use the
Windows XP Microsoft Wireless Configuration Manager rather than
the Aironet Desktop Utility (ADU) to manage the client adapter.

Place ADU Icon on Desktop

Options: Yes or No
Default: Yes

Determines whether the ADU icon is placed on the desktop of the
user’s computer to provide quick access to the utility.

[ oL-7086-03
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W Configuring Setup Settings

Table 4-1 Setup Settings (continued)

Parameter Description

Place ADU Icon in the System |Determines whether the ADU icon is placed in the system tray of the
Tray user’s computer.

Options: Yes or No
Default: Yes

Note  When the ADU icon is in the system tray, the user is able to
access the Aironet System Tray Utility (ASTU) by
right-clicking the icon.

Silent Setup Specifies whether user input is required during the installation of the
client adapter software.

Options: Yes, Warnings Only, or No
Default: Yes

Silent setup Description

Yes The Install Wizard silently installs the
client adapter software without any user
input.

Note Be sure that the client adapter is
inserted into the user’s computer
before the client adapter software
is installed. Otherwise, the driver
installation is incomplete, and the
user is not notified.

Warnings Only The Install Wizard displays any warning
messages associated with the installation.

No The Install Wizard prompts the user to
make selections during the installation of
the client adapter software.
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Table 4-1 Setup Settings (continued)
Parameter Description
Reboot After Silent Setup Determines whether the user’s computer reboots after the client

Reboot

adapter software is silently installed.

Options: Prompt for Reboot, Reboot without Prompting, or Do Not

Default: Reboot without prompting

Reboot after Silent Setup

Description

Prompt for Reboot

The Install Wizard prompts the user to
reboot the computer after the client
adapter software is silently installed.

Reboot without
Prompting

The user’s computer automatically reboots
after the client adapter software is silently
installed.

Do Not Reboot

The user’s computer does not reboot after
the client adapter software is silently
installed.

Installation Type Specifies whether user input is required when the client adapter

Default: Normal

software is upgraded or uninstalled.

Options: Normal, Silent Upgrade, or Silent Uninstall

Installation type

Description

Normal

The Install Wizard prompts the user to
choose between uninstalling or upgrading
the client adapter software.

Silent Upgrade

The Install Wizard upgrades the client
adapter software without any user input.

Silent Uninstall

The Install Wizard uninstalls the client
adapter software without any user input.

Install Site Survey Utility Determines whether the site survey utility is installed on the user’s

computer.
Options: Yes or No
Default: Yes

[ oL-7086-03
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W Configuring Setup Settings

Table 4-1 Setup Settings (continued)
Parameter Description
Profile Migration Tool Determines whether the profile migration tool is installed and run on

client adapters.

the user’s computer. The tool is designed to migrate profiles used on
Cisco Aironet 350 series and CB20A wireless LAN client adapters to
profiles that can be used with Cisco Aironet CB21AG and PI21AG

Options: Don’t Install, Install, or Install & Run
Default: Don’t Install

Profile Migration Tool

Description

Don’t Install

The Install Wizard does not install the
profile migration tool on the user’s
computer.

Install

The Install Wizard installs the profile
migration tool on the user’s computer (in
the same directory as ADU).

Install & Run

The Install Wizard installs the profile
migration tool on the user’s computer (in
the same directory as ADU) and runs the
tool after installation.

If you choose this option, you can also
enter command line options that let you
specify how the tool operates. To do so,
click Command Line, enter the desired
command(s) on the Profile Migration Tool
Parameters window as shown below, and
click OK.

Profile Migration Tool Parameters g|

Enter the command line parameters:

-CB 20 -pomciadsl

I 0] ] [ Cancel ]

135824

Note See Appendix D for the list of
available command line options
and more information on the
profile migration tool.
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Configuring User Privileges

Table 4-1 Setup Settings (continued)

Parameter Description

Limit Functionality to the Determines whether the user is limited to using only ASTU to
System Tray Icon manage the client adapter.

Options: Yes or No
Default: No

Note If you choose Yes, the user cannot use the ADU icon on the
Windows desktop. Only ASTU is available.

Configuring User Privileges

The User Settings parameters enable you to determine a user’s privileges after the client adapter software
is installed. Table 4-2 describes the User Settings parameters and lists their default values. Follow the
instructions in the table to change any parameters.

Table 4-2 User Settings

Setting Description

Allow User to Create a Profile |Determines whether a user can create a profile using ADU.
Options: Yes or No
Default: Yes

Note If you choose No, all of the User Settings parameters are
unavailable, with these exceptions:
- Allow user to Export a Profile
- Prompt the User Before Initiating Automatic PAC
Provisioning

Allow User to Modify a Profile |Determines whether a user can modify a profile using ADU.
Options: Yes or No
Default: Yes

Allow User to Remove a Profile |Determines whether a user can remove a profile using ADU.

Options: Yes or No
Default: Yes

Note  Only profiles created by the user can be removed.

Allow User to Import a Profile |Determines whether a user can import a profile using ADU.
Options: Yes or No
Default: Yes

Allow User to Export a Profile |Determines whether a user can export a profile using ADU.
Options: Yes or No
Default: Yes
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Table 4-2 User Settings (continued)

Setting Description

Allow User to Modify Determines whether a user can disable automatic protected access
Automatic PAC Provisioning in |credentials (PAC) provisioning for an EAP-FAST profile.

Profiles Options: Yes or No

Default: No

Note  Automatic PAC provisioning enables the automatic retrieval
of a PAC over the wireless link during EAP-FAST
authentication.

Prompt User Before Initiating |Determines whether a user is prompted to automatically provision a
Automatic PAC Provisioning  |PAC for EAP-FAST authentication when a PAC is not found on the
user’s system.

Options: Yes or No
Default: No

Note If you choose Yes, the user is prompted to automatically
provision a PAC whenever a PAC cannot be found. If you
choose No, a PAC is provisioned automatically (without
prompting the user) whenever a PAC is not found.

Configuring Profile Settings

The Profile Settings parameters enable you to control how profiles are managed on the user’s computer.
Table 4-3 describes the Profile Settings parameters and lists their default values. Follow the instructions
in the table to change any parameters.

Table 4-3 Profile Settings Parameters

Parameter Description

Enable Profile Management |Specifies whether the ADU profile management feature is enabled on
the user’s computer.

Options: Yes or No
Default: Yes

Note If you choose No, the Profile Management tab in ADU will not
visible to the user, but the user can select a profile by
right-clicking the ASTU icon and selecting the profile.

Note If you choose No, all of the User Settings parameters are
unavailable, with this exception: Prompt the User Before
Initiating Automatic PAC Provisioning.
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Table 4-3 Profile Settings Parameters (continued)
Parameter Description
Update Existing Profiles Determines how a user’s existing profiles are affected when the Install

Wizard installs new profiles from the ACAU configuration file.
Options: Overwrite or Append

Default: Overwrite

Update existing Profiles Description

Overwrite All existing profiles are deleted and
replaced with new profiles from the ACAU
configuration file.

Append Existing profiles with the same name as
those within the ACAU configuration file
remain unchanged. All other existing
profiles are retained.

Force Auto Select Profiles Determines whether profiles are selected automatically in ADU or the
user is allowed to manually select profiles.

Options: Yes or No
Default: No

Note If you choose Yes, the user is unable to manually select profiles
in ADU. Profiles are selected automatically. In addition, the
Activate button on the ADU Profile Management and Available
Infrastructure and Ad Hoc Networks windows only creates a
new profile, but does not activate the network.

Configuring ASTU Settings

The ASTU Settings parameters enable you to configure the Aironet System Tray Utility (ASTU). ASTU
is an optional application that provides a small subset of the features available through ADU.
Specifically, it enables a user to access status information about the client adapter and perform basic
tasks. ASTU is available from an icon in the Windows system tray, making it easily accessible and
convenient to use. The icon appears in the system tray only if you set the Place ADU icon in the System
Tray parameter to Yes.

The ASTU Settings parameters determine which ASTU features are available to the user. Table 4-4
describes the ASTU Settings parameters and lists their default values. Follow the instructions in the table
to change any parameters.
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Table 4-4

ASTU Settings Parameters

Parameter

Description

Preferences

Determines whether the user can access the Aironet System Tray
Utility Preferences window, which enables the user to specify when
ADU and ASTU run and choose the options that appear on the ASTU
pop-up menu.

Options: Yes or No

Default: Yes

Note If you choose Yes, the Aironet System Tray Utility
Preferences window (shown below) appears when the user
right-clicks the ADU icon in the system tray and clicks

Preferences. If you choose No, the user is unable to open this
window.

Aironet System Tray Utility Preferences

Startup Optionz

Run the program autarmatically when Windows starts

tenu Optionz

Check the items that you want to appear on the popup menw. [Unchecked
iternz are hidden. ]

[wHelp

[w]E=it

[w]Open Aironet Dezkiop Utili
[w] Troublezhooting

[w|Dizable Radio

[wibd arual Login
[w]|Reauthenticate

[w5elect Prafile

[w|Show Connection Status

[ Ok ] [ Cancel

136171

Help

Determines whether the user can access online help from ASTU.

Options: Yes or No
Default: Yes

Note If you choose No, online help is still available from the Help
drop-down menu in ADU.

Exit

Determines whether the user can exit ADU from ASTU.
Options: Yes or No
Default: Yes

Note If you choose No, the user can still exit ADU by selecting Exit
from the ADU Action drop-down menu or clicking the X in

the top right corner of any main ADU window.
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Table 4-4 ASTU Settings Parameters (continued)

Parameter

Description

Open Aironet Desktop Utility

Determines whether the user can open ADU from ASTU.
Options: Yes or No
Default: Yes

Note If you choose No and the Setup Settings - Place ADU icon on
Desktop parameter is set to Yes, the user can open ADU from
an icon on the Windows desktop.

Troubleshooting

Determines whether the user can run troubleshooting tests from
ASTU.

Options: Yes or No
Default: Yes

Note If you choose No, the user can still run troubleshooting tests
from ADU by selecting Troubleshooting from either the
Action drop-down menu or the Diagnostics tab.

Disable Radio

Determines whether the user can disable the client adapter’s radio
from ASTU.

Options: Yes or No
Default: Yes

Note If you choose No, the radio can still be disabled by selecting
Disable Radio from the ADU Action drop-down menu.

Manual Login

Determines whether the user can use ASTU to manually invoke the
authentication process for a profile that is configured to use a
manually prompted LEAP or EAP-FAST username and password.

Options: Yes or No
Default: Yes

Note  Refer to the “Setting Security Parameters” section on
page 5-14 for information on setting a manual LEAP or
EAP-FAST profile and for details on the authentication
process.

Reauthenticate

Determines whether the user can use ASTU to force the client adapter
to try to reauthenticate using the username and password of the active
profile.

Options: Yes or No
Default: Yes
Note  This feature is available only for EAP-enabled profiles.

Note If you choose No, the user can still reauthenticate by selecting
Reauthenticate from the ADU Action drop-down menu.
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Table 4-4 ASTU Settings Parameters (continued)
Parameter Description
Select Profile Determines whether the user can use ASTU to activate a profile.

Options: Yes or No
Default: Yes

Note  When the user selects a profile in ASTU, the client adapter
attempts to establish a connection to an access point using the
parameters that were configured for that profile. If the client
adapter cannot associate to the access point or loses
association while using the selected profile, the adapter does
not attempt to associate using another profile.

Note If you choose No, the user can still activate profiles using the
ADU profile manager.

Show Connection Status Determines whether the user can display the ASTU Connection
Status window.

Options: Yes or No
Default: Yes

Note If you choose No, the ASTU Connection Status window is not
available to the user. However, status information is available
from the ADU Current Status and Advanced Status windows.
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CHAPTER

Creating Profiles

This chapter explains how to use ACAU to create profiles that are saved to a configuration file and
installed by the Install Wizard when a user installs the client adapter software.

The following topics are covered in this chapter:
e Overview of the Profile Management Tab, page 5-2
e Setting General Parameters, page 5-3
e Setting Advanced Parameters, page 5-6

e Setting Security Parameters, page 5-14
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Creating Profiles |

Overview of the Profile Management Tab

ACAU’s Profile Management tab enables you to create or modify up to 16 profiles (saved configurations)
for users’ client adapters. The parameters that you set for each profile govern the operation of the
adapters. After you create the profiles, you must save them to an ACAU configuration file where they
are stored until the Install Wizard installs them during the installation of the client adapter software.

Note

In addition to creating profiles, you can also use the Profile Management tab to remove, import, export,
or auto-select profiles. See the “Managing Profiles” section on page 3-7 for more information.

Opening the Profile Manager

To open ACAU’s profile manager, click the Profile Management tab. The Profile Management window
appears (see Figure 5-1).

Figure 5-1 Profile Management Window

=)
a

| Cisco Aironet Client Administration Utility

File Help

Global Settings | Profile Management

[ Mew...
Detailz
Metwark Type: Irport...
Security Mode:

Metwark Mame 1 [S5I107];
Metwark Mame 2 [S5102);
Metwark Mame 3 [S5103);

1235811
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When you choose to create a new profile or modify an existing profile, the Profile Editor windows
appear. These windows enable you to set the configuration parameters for that profile.

Each of the Profile Editor windows (listed below) contains parameters that affect a specific aspect of the
client adapter:

¢ General—Prepares the client adapter for use in a wireless network
¢ Advanced—Controls how the client adapter operates within an infrastructure or ad hoc network

¢ Security—Controls how a client adapter associates to an access point, authenticates to the wireless
network, and encrypts and decrypts data

Table 5-1 enables you to quickly locate instructions for setting each Profile Editor window’s parameters.

Table 5-1 Locating Configuration Instructions
Parameter Category Page Number
General page 5-3
Advanced page 5-6

Security page 5-14

Setting General Parameters

The Profile Editor (General) window (see Figure 5-2) enables you to set parameters that prepare the
client adapter for use in a wireless network. This window appears after you select the Profile
Management tab and click New or Modify on the Profile Management window.
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Figure 5-2 Profile Editor (General) Window
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Table 5-2 lists and describes the profile’s general parameters. Follow the instructions in the table to
change any parameters.

Table 5-2 General Parameters
Parameter Description
Profile Name The name assigned to the configuration profile.

Range: Up to 32 ASCII characters
Default: A blank field

Client Name A logical workstation name. It enables an administrator to determine
which devices are connected to the access point without having to
memorize every MAC address. This name is included in the access
point’s list of connected devices. The client name is filled in
automatically but can be changed.

Range: Up to 16 ASCII characters
Default: The computer name

Note Each computer on the network should have a unique client
name.
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Table 5-2 General Parameters (continued)
Parameter Description
SSID1 The service set identifier (SSID) identifies the specific wireless

network that you want the client adapter to access.
Range: Up to 32 ASCII characters (case sensitive)
Default: A blank field

Note If you leave this parameter blank, the client adapter can
associate to any access point on the network that is configured
to allow broadcast SSIDs. If the access point with which the
client adapter is to communicate is not configured to allow
broadcast SSIDs, the value of this parameter must match the
SSID of the access point. Otherwise, the client adapter is unable
to access the network.

Note If youleave this parameter blank, the profile cannot be added to
the auto profile selection list.

Note  This parameter must contain a value if the profile is set for ad
hoc mode. If the parameter is blank, you are prompted to enter
a network name or reset the network type to infrastructure.

SSID2 and SSID3 An optional SSID that identifies a second or third distinct wireless
network and enables the client adapter to roam to that network without
having to be reconfigured.

Range: Up to 32 ASCII characters (case sensitive)
Default: A blank field

Note If a profile specifies more than one SSID, it cannot be included
in auto profile selection, used with WPA/WPA?2 passphrase, or
set for ad hoc mode.

Go to the next section to set additional parameters or click OK to return to the Profile Management
window.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
[ oL-7086-03 .m



Chapter5 Creating Profiles |

I Setting Advanced Parameters

Setting Advanced Parameters

The Profile Editor (Advanced) window (see Figure 5-3) enables you to set parameters that control how
the client adapter operates within an infrastructure or ad hoc network. To open this window, click the
Advanced tab from any Profile Editor window.

Figure 5-3 Profile Editor (Advanced) Window

Profile Editor [Office]
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Transmit Power Level Poweer Save Mode: | Cabd [|:|:|r'|:5:t-E|l'l|.|_|,| Awake M |:||:|EE]
g | 100 mw/ b Metwork, Type: | Infrastrcture v |
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Wirelezs Mode Wirglezz Mode When Starting Ad Hoc Metwark,
5 GHz 54 Mbps
2.4 GHz 54 Mbps
2.4 GHz 11 Mbps
20211 Authentication Mode
[ Preferred APs. ]
[ (] 4 ] [ Cancel ] E

Table 5-3 lists and describes the profile’s advanced parameters. Follow the instructions in the table to

change any parameters.
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Table 5-3 Advanced Parameters
Parameter Description
Transmit Power Level Specifies the preferred power level at which the client adapter

transmits. Although the adapter supports up to 100 mW, the transmit
power level actually used is limited to the maximum value allowed by
your country’s regulatory agency (FCC in the U.S., DOC in Canada,
ETSI in Europe, TELEC in Japan, etc.).

Options:Dependent on the radio band used and the power table
programmed into the client adapter; see the table below

Default: The maximum power level programmed into the client adapter
and allowed by your country’s regulatory agency

Radio Band Transmit Power Level
802.11b/g 10, 20, 32, 50, 63, or 100 mW
802.11a 10, 13, 20, 25, or 40 mW

Note  When the client adapter operates in 802.11g mode, the
maximum transmit power may be capped at a lower level than
when operating in the 802.11b mode. This is due to
802.11g-specific regulatory limitations in some countries.

Note Reducing the transmit power level conserves battery power but
decreases radio range.
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Table 5-3 Advanced Parameters (continued)
Parameter Description
Power Save Mode Sets the client adapter to its optimum power consumption setting.

Options: CAM (Constantly Awake Mode), Fast PSP (Power Save
Mode), or Max PSP (Max Power Saving)

Default: CAM (Constantly Awake Mode)

Power Save Mode

Description

CAM (Constantly Awake
Mode)

Keeps the client adapter powered up
continuously so there is little lag in
message response time.

Consumes the most power but offers the
highest throughput. Is recommended for
desktop computers and devices that use
AC power.

Note  This is the only mode available in
an ad hoc network.

Fast PSP (Power Save
Mode)

Switches between PSP mode and CAM
mode, depending on network traffic. This
mode switches to CAM when retrieving a
large number of packets and switches back
to PSP after the packets have been
retrieved.

Is recommended when power consumption
is a concern but you need greater
throughput than that allowed by Max PSP.

Note  This mode is not available in an ad
hoc network.

Max PSP (Max Power
Saving)

Causes the access point to buffer incoming
messages for the client adapter, which
wakes up periodically and polls the access
point to see if any buffered messages are
waiting for it. The adapter can request
each message and then go back to sleep.

Conserves the most power but offers the
lowest throughput. Is recommended for
devices for which power consumption is
the ultimate concern (such as small
battery-powered devices).

Note  This mode is not available in an ad
hoc network.
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Table 5-3 Advanced Parameters (continued)
Parameter Description
Network Type Specifies the type of network in which the client adapter is installed.

Options:Infrastructure or Ad Hoc

Default: Infrastructure

Network Type Description

Ad Hoc Often referred to as peer to peer. Indicates
that the wireless network consists of a few
wireless devices that are not connected to
a wired Ethernet network through an
access point. For example, an ad hoc
network could be set up between
computers in a conference room so that
users can share information in a meeting.

Infrastructure Indicates that the wireless network is
connected to a wired Ethernet network
through an access point.

802.11b Preamble

Determines whether the client adapter will use both short and long
radio headers or only long radio headers. The adapter can use short
radio headers only if the access point is also configured to support them
and is using them. If any clients associated to an access point are using
long headers, then all clients in that cell must also use long headers,
even if both this client and the access point have short radio headers
enabled.

Short radio headers improve throughput performance; long radio
headers ensure compatibility with clients and access points that do not
support short radio headers.

Options:Short & Long or Long Only
Default: Short & Long

Note  This parameter is disabled if the Wireless Mode parameter does
not include the 2.4 GHz 11 Mbps option.

[ oL-7086-03

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide



Chapter5 Creating Profiles |

I Setting Advanced Parameters

Table 5-3 Advanced Parameters (continued)

Parameter

Description

Wireless Mode

Specifies the frequency and rate at which the client adapter should
transmit packets to or receive packets from access points.

Options:5 GHz 54 Mbps, 2.4 GHz 54 Mbps, and 2.4 GHz 11 Mbps
Default: All options selected

Note

Note

Note

Note

When more than one option is selected, the client adapter
attempts to use the wireless modes in this order:
5 GHz 54 Mbps, 2.4 GHz 54 Mbps, 2.4 GHz 11 Mbps.

If you choose 2.4 GHz 11 Mbps, the client adapter can associate
to access points containing an 802.11b or 802.11g radio at
802.11b data rates. If you choose 2.4 GHz 54 Mbps, the client
adapter can associate to access points containing an 802.11b
radio at 802.11b data rates or to access points containing an
802.11g radio at 802.11b or 802.11g data rates.

When you enable auto profile selection, the client adapter
ignores the selected profile’s wireless mode setting and scans
the wireless modes specified by all the profiles in the auto
profile selection list for an available network. Using this
method, the client does not need to disassociate nor change the
current profile while looking for networks in other profiles.

The client adapter’s wireless mode must match that of the
access points with which it is to communicate. Otherwise, the
client adapter may not be able to associate to them.

Wireless Mode When Starting
Ad Hoc Network

Specifies the frequency and rate at which the client adapter should
transmit packets to or receive packets from other clients (in ad hoc

mode).

Options:5 GHz 54 Mbps, 2.4 GHz 11 Mbps, or 2.4 GHz 54 Mbps
Default: 5 GHz 54 Mbps

Note

Note

Note

The client scans the band(s) specified by the Wireless Mode
parameter before creating a new ad hoc cell based on the band
specified by the Wireless Mode When Starting Ad Hoc
Network parameter.

The client adapter’s wireless mode must match that of the other
clients with which it is to communicate. Otherwise, the client
adapter may not be able to associate to them.

The 2.4 GHz 54 Mbps wireless mode may not be functional on
some vendors’ products. In this case, the client adapter uses the
2.4 GHz 11 Mbps wireless mode.
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Table 5-3 Advanced Parameters (continued)
Parameter Description
Channel Specifies the channel that the client adapter uses for communications in

a 2.4-GHz ad hoc network. The available channels conform to the IEEE
802.11 Standard for your regulatory domain.

The channel of the client adapter must be set to match the channel used
by the other clients in the wireless network. If the client adapter does

not find any other ad hoc clients, this parameter specifies the channel

with which the adapter will start its cell.

Range: Dependent on regulatory domain
Example: 1 to 11 (2412 to 2462 MHz) in North America

Default: Auto (the client automatically determines the channel on
which to start communications)

Note  This parameter is available only when 2.4 GHz 11 Mbps or 2.4
GHz 54 Mbps is selected for the Wireless Mode When Starting
Ad Hoc Network parameter. When 5 GHz 54 Mbps is selected,
the Channel parameter is set to Auto automatically.

Note Refer to Appendix B for a list of channel identifiers, channel
center frequencies, and regulatory domains for each channel.
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Table 5-3 Advanced Parameters (continued)

Parameter Description

802.11 Authentication Mode |Specifies how the client adapter attempts to authenticate to an access

on the user’s network.

Default: Open

point. Open and shared authentication do not rely on a RADIUS server

Options: Auto, Open, or Shared

802.11 Authentication Mode

Description

Auto

Causes the client adapter to attempt to
authenticate using shared authentication.
If it fails, the client adapter then attempts
to authenticate using open authentication.

Open

Enables the client adapter, regardless of its
WERP settings, to authenticate and attempt
to communicate with an access point.
However, communication can occur only
if the adapter’s WEP key matches that of
the access point.

Shared

Enables the client adapter to authenticate
and communicate only with access points
that have the same WEP key.

During shared key authentication, the
access point sends an encrypted challenge
packet to the client adapter, which
encrypts the packet and sends it back to the
access point. The access point attempts to
decrypt the encrypted packet and sends an
authentication response packet indicating
the success or failure of the decryption
back to the client adapter. If the packet is
successfully encrypted/decrypted, the user
is considered to be authenticated.

them.

Note Cisco recommends that Auto and Shared not be used because
they present a security risk.

Note  The client adapter’s 802.11 authentication mode setting must
match that of the access points with which it is to communicate.
Otherwise, the client adapter may not be able to authenticate to

Note  If this profile is configured for use in an adhoc network or is not
configured to use static WEP, this parameter is unavailable, and
Open authentication is used.
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If this profile is configured for use in an infrastructure network and you want to specify up to four access
points to which the client adapter should attempt to associate, click Preferred APs. The Preferred
Access Points window appears (see Figure 5-4).

Figure 5-4 Preferred Access Points Window

Preferred Access Points [E
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Leave the Access Point 1-4 fields blank or enter the MAC addresses of up to four preferred access points
to which the client adapter can associate; then click OK. (The MAC address should consist of 12
hexadecimal characters.) If the specified access points are not found or the client adapter roams out of
range, the adapter may associate to another access point.

Go to the next section to set security parameters or click OK to return to the Profile Management
window.
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Setting Security Parameters

The Profile Editor (Security) window (see Figure 5-5) enables you to set parameters that control how the
client adapter associates to an access point, authenticates to the wireless network, and encrypts and
decrypts data. To open this window, click the Security tab from any Profile Editor window.

Figure 5-5 Profile Editor (Security) Window
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This window is different from the other Profile Editor windows in that it includes many security features,
each of which involves a number of steps. In addition, the security features themselves are complex and
need to be understood before they are implemented. Therefore, this section provides an overview of the
security features as well as procedures for enabling them. Before moving on, however, you must decide
whether to lock this particular profile. See the section below for more information.

Limiting Time for Finding a Domain Controller

If you want to limit the amount of time that is spent searching for a domain controller during the
authentication process, check the Limit Time for Finding Domain Controller To check box. Then in
the edit box, enter the amount of time (in seconds) to which you want to limit the search for the domain
controller. A timeout value of 0 causes the authentication process to bypass the “Finding Domain
Controller” step altogether.

Range of timeout value: 0 to 300 seconds
Default: Unchecked; 0 seconds
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Locking a Profile

As an added security measure, ACAU gives you the option of locking individual profiles, which prevents
users from being able to modify or remove these profiles. This feature ensures a high level of security
and consistent configurations. It is especially useful if you want to create a standard profile for the
corporate network, distribute it to each user, and ensure that it cannot be modified or removed.

The following rules apply to locked profiles:
¢ Locked profiles can be created only by an administrator using ACAU.

e A profile can be individually locked or unlocked; however, a user’s ability to modify profiles
(through ACAU’s Global Settings - User Settings parameters) takes precedence. For example, if a
user is not permitted to modify a profile, he or she is also unable to modify an unlocked profile.

¢ A locked profile cannot be overwritten, either by import or from the conversion of a 350 or CB20A
profile through the profile migration tool.

¢ When a locked profile is exported and then imported onto another machine, the profile remains
locked.

e All fields in a locked profile are read-only except password fields, which can be edited.
Perform one of the following:

e If you want to prevent users from being able to modify or remove this profile, check the Profile
Locked check box.

e If you want to allow users to modify or remove this profile, uncheck the Profile Locked check box.
This is the default setting.

Overview of Security Features

Note

You can protect the user’s data as it is transmitted through the wireless network by encrypting it through
the use of wired equivalent privacy (WEP) encryption keys. With WEP encryption, the transmitting
device encrypts each packet with a WEP key, and the receiving device uses that same key to decrypt each
packet.

The WEP keys used to encrypt and decrypt transmitted data can be statically associated with the adapter
or dynamically created as part of the EAP authentication process. The information in the “Static WEP
Keys” and “EAP (with Dynamic WEP Keys)” sections below can help you to decide which type of WEP
keys to use. Dynamic WEP keys with EAP offer a higher degree of security than static WEP keys.

WEP keys, whether static or dynamic, are either 40 or 128 bits in length. 128-bit WEP keys offer a
greater level of security than 40-bit WEP keys.

Refer to the “Additional WEP Key Security Features” section on page 5-21 for information on three
security features that can make WEP keys even more secure.
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Static WEP Keys

Each device (or profile) within the wireless network can be assigned up to four static WEP keys. If a
device receives a packet that is not encrypted with the appropriate key (as the WEP keys of all devices
that are to communicate with each other must match), the device discards the packet and never delivers
it to the intended receiver.

The user does not need to re-enter static WEP keys each time the client adapter is inserted or the
Windows device is rebooted because the keys are stored (in an encrypted format for security reasons) in
the registry of the Windows device. When the driver loads and reads the client adapter’s registry
parameters, it also finds the static WEP keys, unencrypts them, and stores them in volatile memory on
the adapter.

The Configure Pre-Shared Keys (Static WEP) window enables you to view the WEP key settings for a
particular profile and to assign new WEP keys or overwrite existing WEP keys. Refer to the “Enabling
Static WEP” section on page 5-25 for instructions.

EAP (with Dynamic WEP Keys)

The standard for wireless LAN security, as defined by IEEE, is called 802.1X for 802.11, or simply
802.1X. An access point that supports 802.1X and its protocol, Extensible Authentication Protocol
(EAP), acts as the interface between a wireless client and an authentication server, such as a RADIUS
server, to which the access point communicates over the wired network.

Five 802.1X authentication types are available in ACAU for use with Windows 2000 or XP:

e EAP-Cisco Wireless (or LEAP)—This authentication type leverages Cisco Key Integrity Protocol
(CKIP) and MMH message integrity check (MIC) for data protection. ACAU offers a variety of
LEAP configuration options, including how a username and password are entered to begin the
authentication process.

The username and password are used by the client adapter to perform mutual authentication with the
RADIUS server through the access point. The username and password need to be re-entered each
time the client adapter is inserted or the Windows device is rebooted unless the client adapter is
using a profile with saved LEAP credentials.

RADIUS servers that support LEAP include Cisco Secure ACS release 2.6 or later, Cisco Access
Registrar release 1.7 or later, Funk Software’s Steel-Belted RADIUS release 4.1 or later, and
Meetinghouse Data Communications’ AEGIS release 1.1 or later.

e EAP-FAST—This authentication type (Flexible Authentication via Secure Tunneling) uses a
three-phased tunneled authentication process to provide advanced 802.1X EAP mutual
authentication.

— Phase 0 enables the client to dynamically provision a protected access credentials (PAC) when
necessary. During this phase, a PAC is generated securely between the user and the network.

— Phase 1 uses the PAC to establish a mutually authenticated and secure tunnel between the client
and the RADIUS server. RADIUS servers that support EAP-FAST include Cisco Secure ACS
version 3.2.3 and later.

— Phase 2 performs client authentication in the established tunnel.

ACAU offers a variety of EAP-FAST configuration options, including how and when a username
and password are entered to begin the authentication process and whether automatic or manual PAC
provisioning is used.
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The client adapter uses the username, password, and PAC to perform mutual authentication with the
RADIUS server through the access point. The username and password need to be re-entered each
time the client adapter is inserted or the Windows device is rebooted unless the client adapter is
using a profile with saved EAP-FAST credentials.

PAC:s are created by Cisco Secure ACS and are identified by an ID. The user obtains his or her own
copy of the PAC from the server, and the ID links the PAC to the profile. When manual PAC
provisioning is enabled, the PAC is manually copied from the server and imported onto the client
device. The following rules govern PAC storage:

— PAC:s are stored as encrypted data files in either the global or private store on the user’s
computer.

¢ Global PACs can be accessed and used by any user at any logon stage. They are available
before or during logon or after the user is logged off if the profile is not configured with the
No Network Connection Unless User Is Logged In option.

¢ Private PACs can be accessed and used only by the user who provisioned them or the system
administrator.

S
Note  Global PACs are stored on C:\Document and Settings\All Users\Application

Data\Cisco\cscostore, and private PACs are stored on C:\Document and Settings\user\
Application Data\Cisco\cscostore.

— If automatic PAC provisioning is enabled and it occurs after the user is logged on, the PAC is
stored in the private store of the currently logged-on user. Otherwise, the PAC is stored in the
global store.

— PAC files can be added or overwritten using the import feature.

- PAC files can be removed using the delete feature. They are also deleted when the client adapter
software is uninstalled.

— PAC files are tied to the machine, so they cannot be used if copied to another machine.
EAP-FAST authentication is designed to support the following user databases over a wireless LAN:

— Cisco Secure ACS internal user database

— Cisco Secure ACS ODBC user database

— Windows NT/2000/2003 domain user database

— LDAP user database

LDAP user databases (such as NDS) support only manual PAC provisioning while the other three
user databases support both automatic and manual PAC provisioning.

EAP-TLS—This authentication type uses a dynamic session-based WEP key derived from the
client adapter and RADIUS server to encrypt data. It uses a client certificate for authentication.

RADIUS servers that support EAP-TLS include Cisco Secure ACS release 3.0 or later and Cisco
Access Registrar release 1.8 or later.
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PEAP (EAP-GTC)—This PEAP authentication type is designed to support One-Time Password
(OTP), Windows NT or 2000 domain, and LDAP user databases over a wireless LAN. It is based on
EAP-TLS authentication but uses a password instead of a client certificate for authentication. PEAP
(EAP-GTC) uses a dynamic session-based WEP key derived from the client adapter and RADIUS
server to encrypt data. If the user’s network uses an OTP user database, PEAP (EAP-GTC) requires
the user to enter a hardware or software token password to start the EAP authentication process and
gain access to the network. If the user’s network uses a Windows NT or 2000 domain user database
or an LDAP user database (such as NDS), PEAP (EAP-GTC) requires the user to enter a username,
password, and domain name in order to start the authentication process.

RADIUS servers that support PEAP (EAP-GTC) authentication include Cisco Secure ACS release
3.1 or later.

PEAP (EAP-MSCHAP V2)—This PEAP authentication type is based on EAP-TLS authentication
but uses a password or client certificate for authentication. PEAP (EAP-MSCHAP V2) uses a
dynamic session-based WEP key derived from the client adapter and RADIUS server to encrypt
data.

RADIUS servers that support PEAP (EAP-MSCHAP V2) authentication include Cisco Secure ACS
release 3.2 or later.

When the access point is configured as indicated in Table 5-4 on page 5-21 and the client adapter is
configured for LEAP, EAP-FAST, EAP-TLS, PEAP (EAP-GTC), or PEAP (EAP-MSCHAP V2),
authentication to the network occurs in the following sequence:

1.

The client associates to an access point and begins the authentication process.

~

Note  The client does not gain full access to the network until authentication between the client
and the RADIUS server is successful.

Communicating through the access point, the client and RADIUS server complete the authentication
process, with the password (LEAP and PEAP), PAC (EAP-FAST), or certificate (EAP-TLS and
PEAP) being the shared secret for authentication. The password and PAC are never transmitted
during the process.

If authentication is successful, the client and RADIUS server derive a dynamic, session-based WEP
key that is unique to the client.

The RADIUS server transmits the key to the access point using a secure channel on the wired LAN.

For the length of a session, or time period, the access point and the client use this key to encrypt or
decrypt all unicast packets (and broadcast packets if the access point is set up to do so) that travel
between them.

Refer to the following pages for instructions on enabling these EAP types:

LEAP, page 5-28
EAP-FAST, page 5-32
EAP-TLS, PEAP (EAP-GTC), or PEAP (EAP-MSCHAP V2), page 5-44

Note  Refer to the IEEE 802.11 Standard for more information on 802.1X authentication and to the following
URL for additional information on RADIUS servers:
http://www.cisco.com/univercd/cc/td/doc/product/software/ios120/12cgcr/secur_c/scprt2/scrad.htm
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Wi-Fi Protected Access (WPA) and WPA?2 are standards-based security solutions from the Wi-Fi
Alliance that provide data protection and access control for wireless LAN systems. WPA is compatible
with the IEEE 802.11i standard but was implemented prior to the standard’s ratification; WPA?2 is the
Wi-Fi Alliance’s implementation of the ratified IEEE 802.11i standard.

WPA uses Temporal Key Integrity Protocol (TKIP) and message integrity check (MIC) for data
protection while WPA2 uses the stronger Advanced Encryption Standard encryption algorithm using
Counter Mode with Cipher Block Chaining Message Authentication Code Protocol (AES-CCMP). Both
WPA and WPA2 use 802.1X for authenticated key management.

Both WPA and WPA2 support two mutually exclusive key management types: WPA/WPA2 and
WPA/WPA?2 passphrase (also known as WPA pre-shared key or WPA-PSK). Using WPA or WPA2, clients
and the authentication server authenticate to each other using an EAP authentication method, and the
client and server generate a pairwise master key (PMK). The server generates the PMK dynamically and
passes it to the access point. Using WPA or WPA?2 passphrase, however, you configure a passphrase (or
pre-shared key) on both the client and the access point, and that passphrase is used as the PMK.

Refer to the following pages for instructions on enabling these WPA variations:
e WPA/WPA?2 passphrase, page 5-27
e LEAP with WPA/WPA?2, page 5-28
e EAP-FAST with WPA/WPA2, page 5-19
e EAP-TLS with WPA/WPA2, page 5-45
e PEAP (EAP-GTC) with WPA/WPA2, page 5-48
e PEAP (EAP-MSCHAP V2) with WPA/WPA2, page 5-52

WPA must also be enabled on the access point. To use WPA, access points must use Cisco IOS Release
12.2(11)JA or later. To use WPA2, access points must use Cisco IOS Release 12.3(2)JA or later. Refer
to the documentation for your access point for instructions on enabling this feature.

CCKM Fast Secure Roaming

Some applications that run on a client device may require fast roaming between access points. Voice
applications, for example, require it to prevent delays and gaps in conversation. CCKM fast secure
roaming is enabled automatically for CB21AG and PI21AG clients using WPA/WPA2/CCKM with
LEAP, EAP-FAST, EAP-TLS, PEAP (EAP-GTC), or PEAP (EAP-MSCHAP V2). However, this feature
must be enabled on the access point.

During normal operation, EAP-enabled clients mutually authenticate with a new access point by
performing a complete EAP authentication, including communication with the main RADIUS server.
However, when you configure your wireless LAN for CCKM fast secure roaming, EAP-enabled clients
securely roam from one access point to another without the need to reauthenticate with the RADIUS
server. Using Cisco Centralized Key Management (CCKM), an access point that is configured for
wireless domain services (WDS) uses a fast rekeying technique that enables Cisco client devices to roam
from one access point to another typically in under 150 milliseconds (ms). CCKM fast secure roaming
ensures that there is no perceptible delay in time-sensitive applications such as wireless Voice over IP
(VoIP), enterprise resource planning (ERP), or Citrix-based solutions.
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Note

If you want to enable CCKM fast secure roaming on the client adapter, you must choose

the WPA/WPA2/CCKM security option on the Profile Editor (Security) window, regardless

of whether you want the adapter to use WPA or WPA2. The configuration of the access point to which
the client adapter associates determines whether CCKM will be used with 802.1x, WPA, or WPA2.

Access points must use Cisco IOS Release 12.2(11)JA or later to enable CCKM fast secure roaming.
Refer to the documentation for your access point for instructions on enabling this feature.

The Microsoft Wireless Configuration Manager and the Microsoft 802.1X supplicant, if installed on the
user’s computer, must be disabled in order for CCKM fast secure roaming to operate correctly. If the
computer is running Windows XP and the user chooses to configure the client adapter using ADU during
installation, these features should already be disabled. Similarly, if the computer is running Windows
2000, the Microsoft 802.1X supplicant, if installed, should already be disabled.

Reporting Access Points that Fail LEAP Authentication

)

Note

The CB21AG and PI21AG client adapters and the following access point firmware versions support a
feature that is designed to detect access points that fail LEAP authentication:

e 12.00T or later (access points running VxWorks)

e Cisco IOS Release 12.2(4)JA or later (1100 series access points)
e Cisco IOS Release 12.2(8)JA or later (1200 series access points)
e Cisco IOS Release 12.2(13)JA or later (350 series access points)

An access point running one of these firmware versions records a message in the system log when the
client discovers and reports another access point in the wireless network that has failed LEAP
authentication.

The process takes place as follows:
1. A client with a LEAP profile attempts to associate to access point A.

2. Access point A does not handle LEAP authentication successfully, perhaps because the access point
does not understand LEAP or cannot communicate to a trusted LEAP authentication server.

3. The client records the MAC address for access point A and the reason why the association failed.
4. The client associates successfully to access point B.

5. The client sends the MAC address of access point A and the reason code for the failure to access
point B.

6. Access point B logs the failure in the system log.

This feature does not need to be enabled on the client adapter or access point; it is supported
automatically by both devices. However, the access points must use the specified firmware versions
or later.
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Additional WEP Key Security Features

The three security features discussed in this section (MIC, TKIP, and broadcast key rotation) are
designed to prevent sophisticated attacks on your wireless network’s WEP keys. These features do not
need to be enabled on the client adapter; they are supported automatically in the client adapter software.
However, they must be enabled on the access point.

)

Note

Refer to the documentation for your access point for instructions on enabling these security features.

Message Integrity Check (MIC)

MIC prevents bit-flip attacks on encrypted packets. During a bit-flip attack, an intruder intercepts an
encrypted message, alters it slightly, and retransmits it, and the receiver accepts the retransmitted
message as legitimate. The MIC adds a few bytes to each packet to make the packets tamper-proof.

Temporal Key Integrity Protocol (TKIP)

This feature, also referred to as WEP key hashing, defends against an attack on WEP in which the
intruder uses the initialization vector (IV) in encrypted packets to calculate the WEP key. TKIP removes
the predictability that an intruder relies on to determine the WEP key by exploiting I'Vs. It protects both
unicast and broadcast WEP keys.

)

Note

TKIP is enabled automatically when WPA is enabled, and it is disabled when WPA is disabled.

Broadcast Key Rotation

When you enable broadcast WEP key rotation, the access point provides a dynamic broadcast WEP key
and changes it at the interval you select.

Synchronizing Security Features

In order to use any of the security features discussed in this section, both the client adapter and the access
point to which it will associate must be set appropriately. Table 5-4 indicates the client and access point
settings required for each security feature. This chapter provides specific instructions for enabling the
security features on the client adapter. Refer to the documentation for your access point for instructions
on enabling any of these features on the access point.

Table 5-4 Client and Access Point Security Settings

Security Feature Client Setting Access Point Setting

Static WEP with open
authentication

Choose Open authentication and
Pre-Shared Key (Static WEP) and
create a WEP key

Set up and enable WEP and enable
Open Authentication for the SSID

Static WEP with shared key
authentication

Choose Shared authentication and
Pre-Shared Key (Static WEP) and
create a WEP key

Set up and enable WEP and enable
Shared Key Authentication for the
SSID
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Table 5-4

Client and Access Point Security Settings (continued)

Security Feature

Client Setting

Access Point Setting

WPA or WPA?2 passphrase
(or WPA or WPA2
pre-shared key)

Choose WPA/WPA?2 Passphrase
and enter the passphrase

Choose a cipher suite, enable Open
Authentication and WPA for the
SSID, and enter a WPA pre-shared
key

To allow both WPA and
non-WPA clients to use the
SSID, enable optional
WPA.

Note

LEAP authentication

Choose 802.1x and LEAP; then set
LEAP settings

Set up and enable WEP and enable
Network-EAP Authentication for
the SSID

LEAP authentication with
WPA or WPA2

Choose WPA/WPA2/CCKM and
LEAP; then set LEAP settings

For WPA, choose a cipher suite that
includes TKIP and enable
Network-EAP and Open with EAP
Authentication and WPA for the
SSID

For WPA2, choose a cipher suite
that includes AES-CCMP and
enable Network-EAP and Open
with EAP Authentication and WPA
for the SSID

To allow both WPA and
non-WPA clients to use the
SSID, enable optional
WPA.

Note

EAP-FAST authentication

Choose 802.1x and EAP-FAST, set
EAP-FAST settings, and enable
automatic provisioning or import a
PAC file

Set up and enable WEP and enable
both Network-EAP and Open with
EAP Authentication for the SSID

EAP-FAST authentication
with WPA or WPA2

Choose WPA/WPA2/CCKM and
EAP-FAST, set EAP-FAST
settings, and enable automatic
provisioning or import a PAC file

For WPA, choose a cipher suite that
includes TKIP and enable both
Network-EAP and Open with EAP
Authentication as well as WPA for
the SSID

For WPA2, choose a cipher suite
that includes AES-CCMP and
enable both Network-EAP and
Open with EAP Authentication as
well as WPA for the SSID

To allow both WPA and
non-WPA clients to use the
SSID, enable optional
WPA.

Note
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Table 5-4
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Client and Access Point Security Settings (continued)

Security Feature

Client Setting

Access Point Setting

EAP-TLS authentication

Choose 802.1x and EAP-TLS; then
set EAP-TLS settings

Set up and enable WEP and enable
Open with EAP Authentication for
the SSID

EAP-TLS authentication
with WPA or WPA2

Choose WPA/WPA2/CCKM and
EAP-TLS; then set EAP-TLS
settings

For WPA, choose a cipher suite that
includes TKIP; then enable WPA
and Open with EAP Authentication
for the SSID

For WPA2, choose a cipher suite
that includes AES-CCMP; then
enable WPA and Open with EAP
Authentication for the SSID

To allow both WPA and
non-WPA clients to use the
SSID, enable optional
WPA.

Note

PEAP authentication

Choose 802.1x and PEAP
(EAP-GTC) or PEAP
(EAP-MSCHAP V2); then set
PEAP settings

Set up and enable WEP and enable
Open with EAP Authentication for
the SSID

PEAP authentication with
WPA or WPA2

Choose WPA/WPA2/CCKM and
PEAP (EAP-GTC) or PEAP
(EAP-MSCHAP V2); then set
PEAP settings

For WPA, choose a cipher suite that
includes TKIP; then enable WPA
and Open with EAP Authentication
for the SSID

For WPA2, choose a cipher suite
that includes AES-CCMP; then
enable WPA and Open with EAP
Authentication for the SSID

To allow both WPA and
non-WPA clients to use the
SSID, enable optional
WPA.

Note
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Table 5-4

Client and Access Point Security Settings (continued)

Security Feature

Client Setting

Access Point Setting

CCKM fast secure roaming

Choose WPA/WPA2/CCKM and
LEAP, EAP-FAST, EAP-TLS,
PEAP (EAP-GTC), or PEAP (EAP
MSCHAP V2); then set the EAP
authentication settings

Note If you want to enable
CCKM, you must choose
WPA/WPA2/CCKM,
regardless of whether you
want the client adapter to
use WPA or WPA2. The
configuration of the access
point to which the client
adapter associates
determines whether CCKM
will be used with 802.1x,
WPA, or WPA2.

Use Cisco IOS Release 12.2(11)JA
or later, choose a cipher suite that is
compatible with CCKM, enable
both Network-EAP and Open with
EAP Authentication and CCKM
for the SSID, and configure for
participation in wireless domain
services (WDS)

To allow both 802.1X

clients and non-802.1X
clients to use the SSID,
enable optional CCKM.

Note

Reporting access points
that fail LEAP
authentication

No settings required; automatically
enabled

No settings required; automatically
enabled in the firmware versions
listed on page 5-20.

MIC

No settings required; automatically
enabled

Set up and enable WEP with full
encryption, set MIC to MMH or
check the Enable MIC check box,
and set Use Aironet Extensions to
Yes

TKIP

No settings required; automatically
enabled

Set up and enable WEP, set TKIP to
Cisco or check the Enable Per
Packet Keying check box, and set
Use Aironet Extensions to Yes

Broadcast key rotation

Enable LEAP, EAP-FAST,
EAP-TLS, PEAP (EAP-GTC), or
PEAP (EAP-MSCHAP V2)

Set up and enable WEP and set
Broadcast WEP Key Rotation
Interval to any value other than
zero (0)
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Enabling Static WEP

Follow the steps below to enable static WEP for this profile.

Step 1
Step 2

Step 3

Step 4

Select Pre-Shared Key (Static WEP) on the Profile Editor (Security) window.

Click Configure. The Configure Pre-Shared Keys (Static WEP) window appears (see Figure 5-6).

Figure 5-6 Configure Pre-Shared Keys (Static WEP) Window
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Choose one of the following WEP key entry methods:

Hexadecimal (0-9, A-F)—Specifies that the WEP key will be entered in hexadecimal characters,
which include 0-9, A-F, and a-f.

ASCII Text (all keyboard characters)—Specifies that the WEP key will be entered in ASCII text,
which includes alpha characters, numbers, and punctuation marks.

~

Note  ASCII text WEP keys are not supported on the Cisco Aironet 1200 Series Access Points, so
you must choose the Hexadecimal (0-9, A-F) option if the client adapter may be used with
these access points.

For the static WEP key that you are entering (1, 2, 3, or 4), select a WEP key size of 40 or 128 on the
right side of the window. 128-bit client adapters can use 40- or 128-bit keys, but 40-bit adapters can use
only 40-bit keys. If 128 bit is not supported by the client adapter, this option is unavailable.

[ oL-7086-03
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Step5  Enter the static WEP key in the blank field for the key you are creating. Follow the guidelines below to
enter a new static WEP key:

e WEDP keys must contain the following number of characters:
— 10 hexadecimal characters or 5 ASCII text characters for 40-bit keys
Example: 5A5A313859 (hexadecimal) or ZZ18Y (ASCII)
— 26 hexadecimal characters or 13 ASCII text characters for 128-bit keys
Example: 5A583135333554595549333534 (hexadecimal) or ZX1535TYUI354 (ASCII)
N

Note  You must enter hexadecimal characters if the client adapter may be used with Cisco Aironet
1200 Series Access Points.

e The client adapter’s WEP key must match the WEP key used by the access point (in infrastructure
mode) or clients (in ad hoc mode).

e When setting more than one WEP key, the keys must be assigned to the same WEP key numbers for
all devices. For example, WEP key 2 must be WEP key number 2 on all devices. When multiple
WEP keys are set, they must be in the same order on all devices.

~
Note  All existing static WEP keys are displayed as bullets for security reasons. If you need to modify
a WEP key, simply click in the WEP key field, delete the bullets, and enter a new key.

Step6  Click the Transmit Key button to the left of the key you want to use to transmit packets. Only one WEP
key can be selected as the transmit key.

Step7  Click OK to save your changes and return to the Profile Editor (Security) window.

Step8  Perform one of the following to set the Allow Association to Mixed Cells parameter, which indicates
whether the client adapter can associate to an access point that allows both WEP and non-WEP
associations:

e Check the Allow Association to Mixed Cells check box if the access point to which the client
adapter is to associate (or the VLAN to which the client will be assigned) has WEP set to Optional.
Otherwise, the client is unable to establish a connection with the access point.

e Uncheck the Allow Association to Mixed Cells check box if the access point to which the client
adapter is to associate (or the VLAN to which the client will be assigned) does not have WEP set to
Optional. This is the default setting.

Note  For security reasons, Cisco recommends that WEP-enabled and WEP-disabled clients not be
allowed in the same cell because broadcast packets are sent unencrypted, even to clients running
WEP. However, you can enable VLANSs on the access point to separate WEP-enabled and
WEP-disabled clients.

Step9  Click OK to save your settings and return to the Profile Management window.
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Enabling WPA/WPA2 Passphrase

N

Note

Step 1
Step 2

Step 3

Step 4
Step 5

Step 6

Follow the steps below to enable WPA/WPA?2 passphrase (also known as WPA/WPA?2 pre-shared key) for
this profile.

To use WPA passphrase, access points must use Cisco IOS Release 12.2(11)JA or later. To use WPA2
passphrase, access points must use Cisco IOS Release 12.3(2)JA or later.

Select WPA/WPAZ2 Passphrase on the Profile Editor (Security) window.
Click Configure. The Configure WPA/WPA?2 Passphrase window appears (see Figure 5-7).

Figure 5-7 Configure WPA/WPA2 Passphrase Window
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[ OF. ][ Cancel ]
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Enter the WPA/WPA2 passphrase for the access point (in an infrastructure network) or other clients (in
an ad hoc network) in the WPA/WPA?2 passphrase field. Follow the guidelines below to enter a
passphrase:

e WPA/WPA?2 passphrases must contain 8 to 63 ASCII text characters or 64 hexadecimal characters.
e The client adapter’s WPA/WPA?2 passphrase must match the passphrase used by the access point.
Click OK to save the passphrase and return to the Profile Editor (Security) window.

If you want to change the value of the Group Policy Delay parameter, enter a new value or use the up
and down arrows to select a value between 0 and 65535 seconds. (Microsoft supports only values
between 30 and 600 seconds. The default value is 60 seconds.)

The Group Policy Delay parameter specifies how much time elapses before the Windows logon process
starts Group Policy, a Windows feature used by administrators to specify configuration options for
groups of users. The objective is to delay the start of Group Policy until wireless network authentication
occurs. The value that you set for this parameter goes into effect after the user’s computer reboots with
this profile set as the active profile.

~

Note A Microsoft hot fix is required in order to use this parameter on computers running Windows
2000 or computers running Windows XP without Service Pack 2 or later. Refer to the “Installing
a Microsoft Hot Fix for Group Policy Delay” section in Chapter 3 of the Cisco Aironet
802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and
Configuration Guide for information on obtaining and installing the hot fix.

Click OK to save your settings and return to the Profile Management window.

[ oL-7086-03
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Enabling LEAP

In order to use LEAP authentication, the devices on the user’s network must meet the following
requirements:

e Access points to which the client adapter may attempt to authenticate must use the following
firmware versions or later: 11.23T (access points running VxWorks), Cisco IOS Release 12.2(4)JA
(1100 series access points), Cisco IOS Release 12.2(8)JA (1200 series access points), or Cisco IOS
Release 12.2(13)JA (350 series access points).

~

Note To use WPA or CCKM, access points must use Cisco IOS Release 12.2(11)JA or later. To
use WPA?2, access points must use Cisco IOS Release 12.3(2)JA or later. To use the
Reporting Access Points That Fail LEAP Authentication feature, access points must use the
firmware versions listed on page 5-21.

¢ All necessary infrastructure devices (for example, access points, servers, etc.) must be properly
configured for LEAP authentication.

Follow the steps below to enable LEAP authentication for this profile.

Step1  Perform one of the following on the Profile Editor (Security) window:

e If you want to enable LEAP without WPA or WPA2, choose 802.1x under Set Security Options and
LEAP in the 802.1x EAP Type drop-down box.

e If you want to enable LEAP with WPA or WPA2, choose WPA/WPA2/CCKM under Set Security
Options and LEAP in the WPA/WPA2/CCKM EAP Type drop-down box.

Note If you want to enable CCKM on the client adapter, you must choose the WPA/WPA2/CCKM
security option, regardless of whether you want the adapter to use WPA or WPA2. The
configuration of the access point to which the client adapter associates determines whether
CCKM will be used with 802.1x, WPA, or WPA2.

Note  Refer to the “WPA and WPA2” section on page 5-19 for additional information.
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Step 2

Step 3

Click Configure. The Configure LEAP window appears (see Figure 5-8).

Figure 5-8 Configure LEAP Window
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Choose one of the following LEAP username and password setting options:

e Use Temporary User Name and Password—Requires the user to enter the LEAP username and
password each time the computer reboots in order to authenticate and gain access to the network.

e Use Saved User Name and Password—Does not require the user to enter a LEAP username and

password each time the computer reboots. Authentication occurs automatically as needed using a

saved username and password (which are registered with the RADIUS server).

[ oL-7086-03
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Step4  Perform

one of the following:

e If you selected Use Temporary User Name and Password in Step 3, select one of the following
options:

Use Windows User Name and Password—Causes the user’s Windows username and password
to also serve as the LEAP username and password, giving the user only one set of credentials
to remember. After the user logs in, the LEAP authentication process begins automatically. This
option is the default setting.

Automatically Prompt for User Name and Password—Requires the user to enter a separate
LEAP username and password (which are registered with the RADIUS server) in addition to the
regular Windows login in order to start the LEAP authentication process.

Manually Prompt for User Name and Password—Requires the user to manually invoke the
LEAP authentication process as needed using the Manual Login option in the ADU Action
drop-down menu or ASTU. The user is not prompted to enter a LEAP username and password
during the Windows login. This option might be used to support a software token one-time
password system or other systems that require additional software that is not available at login.

e If you chose Use Saved User Name and Password in Step 3, follow these steps:

a. Enter a username and password in the appropriate fields.

b. Re-enter the password in the Confirm Password field.

c. |

f you wish to specify a domain name that is passed to the RADIUS server along with the

username, enter it in the Domain field.

Step5  If you chose Automatically Prompt for User Name and Password or Manually Prompt for User Name

and Pass

word in Step 4, perform one of the following:

¢ Check the Always Resume the Secure Session check box at the top of the window if you want the
LEAP supplicant to always attempt to resume the previous session without prompting the user to
re-enter his or her credentials whenever the client adapter becomes disassociated. Session resume
occurs after the client temporarily loses connection to the access point (such as by roaming in and
out of range) or wakes up from suspend or hibernate mode. This is the default setting.

e Uncheck the Always Resume the Secure Session check box if you want the user to be prompted to
re-enter his or her LEAP username and password whenever the client adapter temporarily loses

asso

N

Note

Note

ciation by roaming out of range or wakes up from suspend or hibernate mode.

Checking this check box gives the user the convenience of not having to re-enter his or her
username and password when the client adapter experiences momentary losses of
association. However, if the user leaves the device unattended during the period of time
when the LEAP session can be resumed without re-entering user credentials, be aware that
someone can resume the user’s LEAP session and access the network.

The Always Resume the Secure Session check box is disabled if you chose Use Windows
User Name and Password or Use Saved User Name and Password in Step 4.
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Step 6

Step 7

Step 8

Step 9
Step 10
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If the user works in an environment with multiple domains and you want the Windows login domain to
be passed to the RADIUS server along with the username, check the Include Windows Logon Domain
with User Name check box. The default setting is checked.

S

Note If you chose to use a saved username and password but do not check the Include Windows Logon
Domain with User Name check box, the saved domain name is not passed to the RADIUS server.

If you want to force the client adapter to disassociate after the user logs off so that another user cannot
gain access to the wireless network using the user’s credentials, check the No Network Connection
Unless User Is Logged In check box. The default setting is checked.

In the Authentication Timeout Value field, choose the amount of time (in seconds) before a LEAP
authentication attempt is considered to be failed and an error message appears.

Range: 30 to 300 seconds
Default: 90 seconds
Click OK to save your changes and return to the Profile Editor (Security) window.

Perform one of the following to set the Allow Association to Mixed Cells parameter, which indicates
whether the client adapter can associate to an access point that allows both WEP and non-WEP
associations:

e Check the Allow Association to Mixed Cells check box if the access point to which the client
adapter is to associate (or the VLAN to which the client will be assigned) has WEP set to Optional.
Otherwise, the client is unable to establish a connection with the access point.

e Uncheck the Allow Association to Mixed Cells check box if the access point to which the client
adapter is to associate (or the VLAN to which the client will be assigned) does not have WEP set to
Optional. This is the default setting.

Note  This parameter is available only if the 802.1x or Pre-Shared Keys (Static WEP) security option
is selected.

Note  For security reasons, Cisco recommends that WEP-enabled and WEP-disabled clients not be
allowed in the same cell because broadcast packets are sent unencrypted, even to clients running
WEP. However, you can enable VLANSs on the access point to separate WEP-enabled and
WEP-disabled clients.

[ oL-7086-03
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Step11  If you want to change the value of the Group Policy Delay parameter, enter a new value or use the up
and down arrows to select a value between 0 and 65535 seconds. (Microsoft supports only values
between 30 and 600 seconds. The default value is 60 seconds.)

The Group Policy Delay parameter specifies how much time elapses before the Windows logon process
starts Group Policy, a Windows feature used by administrators to specify configuration options for
groups of users. The objective is to delay the start of Group Policy until wireless network authentication
occurs. The value that you set for this parameter goes into effect after the user’s computer reboots with
this profile set as the active profile.

~

Note A Microsoft hot fix is required in order to use this parameter on computers running Windows
2000 or computers running Windows XP without Service Pack 2 or later. Refer to the “Installing
a Microsoft Hot Fix for Group Policy Delay” section in Chapter 3 of the Cisco Aironet
802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and
Configuration Guide for information on obtaining and installing the hot fix.

Step12 Click OK to save your settings and return to the Profile Management window.

Enabling EAP-FAST

Before you can enable EAP-FAST authentication, your network devices must meet the following
requirements:

e Access points to which your client adapter may attempt to authenticate must use the following
firmware versions or later: 11.23T (340 and 350 series access points), 11.54T (1200 series access
points), Cisco IOS Release 12.3(4)JA (1130 series and BR 1310 series access points), Cisco [0S
Release 12.3(7)JA (1240 series access points), or Cisco IOS Release 12.2(4)JA (1100 series access
points).

S,

Note To use WPA or CCKM, access points must use Cisco IOS Release 12.2(11)JA or later. To
use WPA?2, access points must use Cisco IOS Release 12.3(2)JA or later. To use the
Reporting Access Points That Fail LEAP or EAP-FAST Authentication feature, access
points must use the firmware versions listed on page 5-20.

A

Note The access point to which your client adapter will associate must be configured for open
authentication.

e All necessary infrastructure devices (such as access points, servers, gateways and user databases)
must be properly configured for EAP-FAST authentication.
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Follow these steps to enable EAP-FAST authentication for this profile.

Perform one of the following on the Profile Management (Security) window:
If you want to enable EAP-FAST without WPA or WPA2, choose 802.1x under Set Security Options
and EAP-FAST in the 802.1x EAP Type drop-down box.

If you want to enable EAP-FAST with WPA or WPA2, choose WPA/WPA2/CCKM under Set
Security Options and EAP-FAST in the WPA/WPA2/CCKM EAP Type drop-down box.

Step 1

~

Note

If you want to enable CCKM on the client adapter, you must choose the WPA/WPA2/CCKM
security option, regardless of whether you want the adapter to use WPA or WPA2. The
configuration of the access point to which your client adapter associates determines whether

CCKM will be used with 802.1x, WPA, or WPA2.

~

Note  Refer to the “WPA and WPA2” section on page 5-19 for additional information.

Step2  Click Configure. The Configure EAP-FAST window appears (see Figure 5-9).
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Figure 5-9 Configure EAP-FAST Window
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Step3  Choose an authentication method from the EAP-FAST Authentication Method drop-down list and click

Configure.
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Step4  If you chose GTC Token/Password in Step 3, do the following in the Configure GTC Token/Password
window (see Figure 5-10):

Figure 5-10 Configure GTC Token/Password Window
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1. Check the Always Resume the Secure Session check box at the top of the window if you want the
EAP-FAST supplicant to always attempt to resume the previous session without prompting you to
re-enter your credentials whenever the client adapter becomes disassociated. The session resumes
after the client temporarily loses connection to the access point (such as by roaming in and out of
coverage) or wakes up from suspend or hibernate mode. This is the default setting.

Uncheck the Always Resume the Secure Session check box if you want to be prompted to re-enter
your EAP-FAST username and password whenever your client adapter temporarily loses association
by roaming out of coverage or wakes up from suspend or hibernate mode.

Note  Checking this check box gives you the convenience of not having to re-enter your network
credentials when your client adapter experiences momentary losses of association. However, if
you leave your device unattended during the period of time when the EAP-FAST session can be
resumed without re-entering user credentials, be aware that someone can resume your
EAP-FAST session and access the network.

a

Note  The Always Resume the Secure Session check box is disabled if you chose Static Password.

2. Check the Validate Server Identity check box to force the system to validate the identity of the
server as an added level of security.

If you uncheck this box, only user credentials will be validated.
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3. To configure the remaining options in this window, refer to “Enabling PEAP (EAP-GTC)” section
on page 5-48.

4. Click OK to save your settings and return to the Configure EAP-FAST window.

Step5  If you chose MSCHAPv2 User Name and Password in Step 3, do the following in the Configure
MSCHAPv2 User Name and Password window (see Figure 5-11):

Figure 5-11 Configure MSCHAPv2 User Name and Password Window
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1. Check the Always Resume the Secure Session check box at the top of the window if you want the
EAP-FAST supplicant to always attempt to resume the previous session without prompting you to
re-enter your credentials whenever the client adapter becomes disassociated. The session resumes
after the client temporarily loses connection to the access point (such as by roaming in and out of
coverage) or wakes up from suspend or hibernate mode. This is the default setting.

Uncheck the Always Resume the Secure Session check box if you want to be prompted to re-enter
your EAP-FAST username and password whenever your client adapter temporarily loses association
by roaming out of coverage or wakes up from suspend or hibernate mode.

N

Note  To check or uncheck the Always Resume the Secure Session check box, you must first
choose Automatically Prompt for User Name and Password or Manually Prompt for
User Name and Password under Use Temporary User Name and Password.

2. Check the Validate Server Identity check box to force the system to validate the identity of the
server as an added level of security.

If you uncheck this box, only user credentials will be validated.
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3. Choose a certificate authority from which the server certificate was downloaded in the Trusted Root
Certification Authorities drop-down box, or, if applicable, choose <Any>.

4. To use a temporary username and password, choose Use Temporary User Name and Password.

This option requires you to enter the EAP-FAST username and password each time the computer
reboots in order to authenticate and gain access to the network, unless you choose Use Windows
User Name and Password.

Choose one of the following options under Use Temporary User Name and Password:

— Use Windows User Name and Password—Causes your Windows username and password to
also serve as your EAP-FAST username and password, giving you only one set of credentials to
remember. After you log in, the authentication process begins automatically. This option is the
default setting.

— Automatically Prompt for User Name and Password—Requires you to enter a separate
EAP-FAST username and password (which are registered with the RADIUS server) in addition
to your regular Windows login in order to start the authentication process.

— Manually Prompt for User Name and Password—Requires you to manually invoke the
EAP-FAST authentication process as needed using the Manual Login option in the Action
drop-down menu or ASTU. You are not prompted to enter an EAP-FAST username and
password during the Windows login. This option might be used to support a software token
one-time password system or other systems that require additional software that is not available
at login.

5. To use a saved username and password, choose Use Saved User Name and Password.

This option does not require you to enter an EAP-FAST username and password each time the
computer reboots. Authentication occurs automatically as needed using a saved username and
password (which are registered with the RADIUS server).

Follow these steps to specify the username and password to use for EAP-FAST authentication:
a. Enter a username and password in the appropriate fields.
b. Re-enter the password in the Confirm Password field.

c. If you wish to specify a domain name that will be passed to the RADIUS server along with your
username, enter it in the Domain field.

6. If you work in an environment with multiple domains and therefore want your Windows login
domain to be passed to the RADIUS server along with your username, check the Include Windows
Logon Domain with User Name check box. The default setting is checked.

N

Note If you chose to use a saved username and password but do not check the Include Windows Logon
Domain with User Name check box, the saved domain name is not passed to the RADIUS server.
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Step6  If the Use Windows User Name and Password check box is unchecked and you want to implement added
security, follow these steps:

a. Click Advanced. The Configure Advanced Settings window appears (see Figure 5-19).

Figure 5-12 Configure Advanced Settings Window
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b. Leave the Specific Server or Domain field blank to allow the client to accept a certificate from any
server that supplies a certificate signed by the selected certificate authority or enter the domain name
of the server from which the client will accept a certificate.

c. If the Login Name field is not filled in automatically, enter the username with nothing after it (for
example, jsmith).

d. Click OK to save your settings.
Step7  Click OK to save your settings and return to the Configure EAP-FAST window.

Step8  If you chose TLS Client Certificate in Step 3, refer to “Enabling EAP-TLS” section on page 5-45
(Step 5 to Step 10) to configure the options in the Configure TLS Client Certificate window
(Figure 5-13).

Figure 5-13 Configure TLS Client Certificate Window
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Step9  In the Select One or More PAC Authorities list, select the PAC authorities and PAC authority groups that
are associated with the network defined by the profile’s SSID. The list contains the names of all the
authentication servers from which you have previously provisioned a PAC.

If the Select One or More PAC Authorities list is empty or does not contain the name of a desired PAC
authority, go to Step 10 to import a PAC file.

~

Note  This step is required for manual PAC provisioning but optional for automatic PAC provisioning.
If automatic provisioning is enabled, automatic provisioning will be initiated during the
authentication process of the EAP-FAST profile if no PAC authority was selected, the PAC could
not be found, or the specified PAC does not match the server ID.

Step 10  If necessary, follow these steps to import or modify the grouping of PAC files:
a. Click Manage. The Manage PACs window appears (see Figure 5-14).

Figure 5-14 Manage PACs Window
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b. To create a new group, click New Group.
c¢. To move a PAC from one group to another, just drag it to the destination group.

d. Click Import. The Import EAP-FAST PAC File window appears (see Figure 5-15).
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Figure 5-15 Import EAP-FAST PAC File Window
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e. Find the location of the PAC file (*.pac) in the Look in box. The default location is C:\Program
Files\Cisco Aironet.

>
Note The filename and extension of a PAC file is determined by the PAC authority that issues it,
but the standard file extension is pac.

f. Choose one of these PAC store options to determine where the imported PAC file will be stored and
to whom it will be accessible:

¢ Global—PACs that are stored in the global PAC store can be accessed and used by any user at
any logon stage. Global PACs are available before or during logon or after the user is logged off
if the profile is not configured with the No Network Connection Unless User Is Logged In
option.

e Private—PACs that are stored in the private store can be accessed and used only by the user
who provisioned them or the system administrator. They are not accessible until the user is
logged onto the local system. This is the default option.

g. Click Import.

h. If the Enter Password window appears (see Figure 5-16), enter the PAC file password, which can be
obtained from your system administrator, and click OK.

Figure 5-16 Enter Password Window
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Note PAC file passwords are optional. The PAC authority determines whether to issue PAC files
that require user-supplied passwords. Nevertheless, all PAC files (even those without
passwords) are encrypted and protected. PAC file passwords are different from EAP-FAST
passwords and need to be entered only once, at the time a PAC is imported.

If you try to import a PAC file with the same PAC ID as a previously imported PAC file, you are
asked if you want to update the existing PAC. If you click Yes, the existing PAC is replaced by the
new one from the imported file.

If the PAC file was imported successfully, the following message appears: “The EAP-FAST PAC file
was imported and is ready for use.” Click OK to return to the Manage PACs window.

The imported PAC now appears in the PAC tree on the Manage PACs window.

To delete a group or manually provisioned PAC file from storage, select the item and click Delete.
When a message appears asking you to confirm your decision, click Yes. The PAC file is removed

from the tree.
Click Close to return to the Configure EAP-FAST window.

The name of the PAC authority that issued the PAC now appears in the PAC authority list on the
Configure EAP-FAST window. Select the desired PAC authorities or groups from the list.

Check the Use Any PAC Belonging to the Same Group check box to use any PAC authority in the
selected groups for PAC provisioning.

Perform one of the following to configure PAC provisioning:

If you want to enable automatic PAC provisioning, make sure the Allow Automatic PAC
Provisioning check box is checked. A protected access credentials (PAC) is automatically obtained
as needed (for example, when a PAC expires, when the client adapter accesses a different server or
when the EAP-FAST username cannot be matched to a previously provisioned PAC).

If you want to enable manual PAC provisioning, uncheck the Allow Automatic PAC Provisioning
check box. This option requires you to choose a PAC authority or manually import a PAC file.

Note  LDAP user databases support only manual PAC provisioning while Cisco Secure ACS internal,

Cisco Secure ODBC, and Windows NT/2000/2003 domain user databases support both
automatic and manual PAC provisioning.

Note  Provisioning occurs only upon initial negotiation of the PAC or upon PAC expiration. After the

PAC is provisioned, it serves as the per-user key by which authentication transactions are
secured.

Check the Use Machine Information for Domain Logon check box if you want the client to attempt to
log into a domain using machine authentication with a machine certificate and machine credentials rather
than user authentication. Doing so enables your computer to connect to the network prior to user logon.
The default setting is unchecked.

N

Note If you do not check the Use Machine Information for Domain Logon check box, machine

authentication is not performed. Authentication does not occur until you log on.
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Step 14

Step 15

Step 16

Step 17

If you want to force the client adapter to disassociate after you log off so that another user cannot gain
access to the wireless network using your credentials, check the No Network Connection Unless User
Is Logged In check box. The default setting is checked.

Click OK to save your settings and return to the Profile Management (Security) window.

N,
Note If you selected a private PAC and the No Network Connection Unless User Is Logged In check
box is unchecked, a message appears indicating that the PAC may not be accessible during the
domain logon process or when you are logged off. If you want a copy of the PAC to be added to
the global store so that it will be available when you are not logged on, click Yes. If you do not
want a copy of the PAC to be added to the global store, click No; then click OK when a message
appears indicating that you may need to later reconfigure your profile to use a global PAC if you

experience wireless connection problems during domain logon or when you are not logged on.

Perform one of the following to set the Allow Association to Mixed Cells parameter, which indicates
whether the client adapter can associate to an access point that allows both WEP and non-WEP
associations:

¢ Check the Allow Association to Mixed Cells check box if the access point to which the client
adapter is to associate (or the VLAN to which the client will be assigned) has WEP set to Optional.
Otherwise, the client is unable to establish a connection with the access point.

e Uncheck the Allow Association to Mixed Cells check box if the access point to which the client
adapter is to associate (or the VLAN to which the client will be assigned) does not have WEP set to
Optional. This is the default setting.

Note  This parameter is available only if the 802.1x security option is selected.

Note  For security reasons, Cisco recommends that WEP-enabled and WEP-disabled clients not be
allowed in the same cell because broadcast packets are sent unencrypted, even to clients running
WEP. However, you can enable VLANSs on the access point to separate WEP-enabled and
WEP-disabled clients.

If you want to limit the amount of time that is spent searching for a domain controller during the
authentication process, check the Limit Time for Finding Domain Controller To check box. Then in
the edit box, enter the amount of time (in seconds) to which you want to limit the search for the domain
controller. A timeout value of 0 causes the authentication process to bypass the “Finding Domain
Controller” step altogether.

Range of timeout value: 0 to 300 seconds
Default: Unchecked; O seconds
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Note  When the “Finding Domain Controller” step is reached during the authentication process, a
timer starts based on the number of seconds you specified for finding the domain controller. If
either this value or the EAP-FAST authentication timeout value expires before the domain
controller is found, the authentication process times out. For example, if the authentication
timeout value is 60 seconds and the finding domain controller timeout value is 10 seconds, the
client adapter has up to 60 seconds to complete the entire authentication process, up to 10
seconds of which is allocated for finding the domain controller. However, if authentication
happens quickly, the software might reach the “Finding Domain Controller” step in 5 seconds.
If the domain controller could not be found within 10 seconds, the authentication process would
timeout in just 15 seconds.

Note  The finding domain controller timeout value can never extend the authentication process beyond
the EAP-FAST authentication timeout value, even if the finding domain controller timeout value
is greater than the EAP-FAST authentication timeout value.

Note If you require domain services such as login scripts and roaming desktops, Cisco recommends
that you uncheck the Limit Time for Finding Domain Controller To check box.

i

Note  Regardless of whether the check box is checked or unchecked, the “Finding Domain Controller’
step is bypassed once you are logged into Windows or if you log into the local machine and not
into a domain.

Step18  If you want to change the value of the Group Policy Delay parameter, enter a new value or use the up
and down arrows to select a value between 0 and 65535 seconds. (Microsoft supports only values
between 30 and 600 seconds. The default value is 60 seconds.)

The Group Policy Delay parameter specifies how much time elapses before the Windows logon process
starts Group Policy, a Windows feature used by administrators to specify configuration options for
groups of users. The objective is to delay the start of Group Policy until wireless network authentication
occurs. The value that you set for this parameter goes into effect after the computer reboots with this
profile set as the active profile.

~

Note A Microsoft hot fix is required in order to use this parameter on computers running Windows
2000 or computers running Windows XP without Service Pack 2 or later. Refer to the “Installing
a Microsoft Hot Fix for Group Policy Delay” section in Chapter 3 of the Cisco Aironet
802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and
Configuration Guide for information on obtaining and installing the hot fix.

Step19 Click OK to save your settings and return to the Profile Management window.
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Enabling EAP-TLS or PEAP

In order to use EAP-TLS or PEAP authentication, the devices on the user’s network must meet the
following requirements:

The user must have a valid Windows username and password, and the password cannot be blank.

The appropriate certificates must be installed on the user’s computer. EAP-TLS requires both a
Certificate Authority (CA) certificate and a user certificate while PEAP requires only a CA
certificate.

To support EAP-TLS machine authentication with machine credentials:

— A machine certificate must be obtained from the server, and client machine access must be
enabled on the server.

— Permissions for the MachineKeys folder, which stores the certificate pair keys for both the
computer and users, must be set correctly. Refer to Microsoft knowledgebase article Q278381
for information on correctly setting up folder permissions:

http://support.microsoft.com/default.aspx?scid=kb;en-us;Q278381

N

Note If you ever change permissions on higher-level directories and those settings are applied
to all subdirectories, you may need to reset the permissions for the MachineKeys folder.

Access points to which the client adapter may attempt to authenticate must use the following

firmware versions or later: 12.00T (access points running VxWorks), Cisco IOS Release 12.2(4)JA

(1100 series access points), Cisco IOS Release 12.2(8)JA (1200 series access points), or Cisco IOS

Release 12.2(13)JA (350 series access points).

>

Note To use WPA or CCKM, access points must use Cisco IOS Release 12.2(11)JA or later. To
use WPA?2, access points must use Cisco IOS Release 12.3(2)JA or later.

All necessary infrastructure devices (such as access points, servers, gateways, user databases, etc.)
must be properly configured for the authentication type you plan to enable on the client.

Follow the instructions in one of the sections below to enable EAP-TLS or PEAP authentication for this
profile:

Enabling EAP-TLS, page 5-45

Enabling PEAP (EAP-GTC), page 5-48

Enabling PEAP (EAP-MSCHAP V2), page 5-52

Enabling PEAP (EAP-MSCHAP V2) machine authentication with machine certificates, page 5-56
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Enabling EAP-TLS

Follow the steps below to enable EAP-TLS authentication for this profile.

Step1  Perform one of the following on the Profile Editor (Security) window:

e If you want to enable EAP-TLS without WPA or WPA2, choose 802.1x under Set Security Options
and EAP-TLS in the 802.1x EAP Type drop-down box.

e If you want to enable EAP-TLS with WPA or WPA2, choose WPA/WPA2/CCKM under Set
Security Options and EAP-TLS in the WPA/WPA2/CCKM EAP Type drop-down box.

N,

Note If you want to enable CCKM on the client adapter, you must choose the WPA/WPA2/CCKM
security option, regardless of whether you want the adapter to use WPA or WPA2. The
configuration of the access point to which the client adapter associates determines whether
CCKM will be used with 802.1x, WPA, or WPA2.

~

Note  Refer to the “WPA and WPA2” section on page 5-19 for additional information.

Step2  Click Configure. The Configure EAP-TLS window appears (see Figure 5-17).

Figure 5-17 Configure EAP-TLS Window
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Step 3

Step 4

Step 5

Step 6

Step 7
Step 8

Step 9

Step 10

Check the Use Machine Information For Domain Logon check box if you want the client to attempt
to log into a domain using machine authentication with a machine certificate and machine credentials
rather than user authentication. Doing so enables your computer to connect to the network prior to user
logon. The default setting is unchecked.

S

Note If you do not check the Use Machine Information For Domain Logon check box, machine
authentication is not performed. Authentication does not occur until you log on.

If you checked the Use Machine Information For Domain Logon check box in the previous step, the
Always Do User Authentication check box at the bottom of the window becomes active. Perform one of
the following:

¢ Check the Always Do User Authentication check box if you want the client to switch from using
machine authentication to using user authentication after you log on using your username and
password. This is the default setting.

e Uncheck the Always Do User Authentication check box if you want the client to continue to use
machine authentication after your computer logs into the domain.

Check the Validate Server Identity check box to force the system to validate the identity of the server
as an added level of security. If you uncheck this box, only user credentials will be validated.

Choose the certificate authority from which the server certificate was downloaded in the Trusted Root
Certification Authorities drop-down box.

Choose your server certificate in the Select a Certificate drop-down box.
Perform one of the following:

e Leave the Server/Domain Name field blank to allow the client to accept a certificate from any server
that supplies a certificate signed by the certificate authority listed in the Trusted Root Certification
Authorities drop-down box. This is the recommended option.

e In the Server/Domain Name field, enter the domain name of the server from which the client will
accept a certificate.

If the Login Name field is not filled in automatically, enter your username in this format:
username @domain (for example, jsmith @acs-test.cisco.com).

Click OK to save your settings and return to the Profile Management (Security) window.

l_ Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide

0L-7086-03 |



| Chapter5 Creating Profiles
Setting Security Parameters

Step11  Perform one of the following to set the Allow Association to Mixed Cells parameter, which indicates
whether the client adapter can associate to an access point that allows both WEP and non-WEP

associations:
e Check the Allow Association to Mixed Cells check box if the access point to which the client

adapter is to associate (or the VLAN to which the client will be assigned) has WEP set to Optional.
Otherwise, the client is unable to establish a connection with the access point.

e Uncheck the Allow Association to Mixed Cells check box if the access point to which the client
adapter is to associate (or the VLAN to which the client will be assigned) does not have WEP set to

Optional. This is the default setting.

Note  This parameter is available only if the 802.1x security option is selected.

Note  For security reasons, Cisco recommends that WEP-enabled and WEP-disabled clients not be
allowed in the same cell because broadcast packets are sent unencrypted, even to clients running
WEP. However, you can enable VLANSs on the access point to separate WEP-enabled and
WEP-disabled clients.

Step12 If you want to change the value of the Group Policy Delay parameter, enter a new value or use the up
and down arrows to select a value between 0 and 65535 seconds. (Microsoft supports only values
between 30 and 600 seconds. The default value is 60 seconds.)

The Group Policy Delay parameter specifies how much time elapses before the Windows logon process
starts Group Policy, a Windows feature used by administrators to specify configuration options for
groups of users. The objective is to delay the start of Group Policy until wireless network authentication
occurs. The value that you set for this parameter goes into effect after the user’s computer reboots with
this profile set as the active profile.

~

Note A Microsoft hot fix is required in order to use this parameter on computers running Windows
2000 or computers running Windows XP without Service Pack 2 or later. Refer to the “Installing
a Microsoft Hot Fix for Group Policy Delay” section in Chapter 3 of the Cisco Aironet
802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and
Configuration Guide for information on obtaining and installing the hot fix.

Step13  Click OK to save your settings and return to the Profile Management window.
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Enabling PEAP (EAP-GTC)
Follow these steps to enable PEAP (EAP-GTC) authentication for this profile.

Step1  Perform one of the following:
If you want to enable PEAP (EAP-GTC) without WPA or WPA2, choose 802.1x under Set Security
Options and PEAP (EAP-GTC) in the 802.1x EAP Type drop-down box.

If you want to enable PEAP (EAP-GTC) with WPA or WPA2, choose WPA/WPA2/CCKM under
Set Security Options and PEAP (EAP-GTC) in the WPA/WPA2/CCKM EAP Type drop-down box.

N,

Note If you want to enable CCKM on the client adapter, you must choose the WPA/WPA2/CCKM
security option, regardless of whether you want the adapter to use WPA or WPA2. The
configuration of the access point to which the client adapter associates determines whether
CCKM will be used with 802.1x, WPA, or WPA2.

>

Note  Refer to the “WPA and WPA2” section on page 5-19 for additional information.

Step2  Click Configure. The Configure PEAP (EAP-GTC) window appears (see Figure 5-18).
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Figure 5-18 Configure PEAP (EAP-GTC) Window
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Check the Use Machine Information For Domain Logon check box if you want the client to attempt
to log into a domain using machine authentication with user credentials rather than user authentication.
Doing so enables the computer to connect to the network prior to user logon. The default setting is
checked.

~

Note If you do not check the Use Machine Information For Domain Logon check box, machine
authentication is not performed. Authentication does not occur until the user logs on.

Check the Validate Server Identity check box to force the system to validate the identity of the server
as an added level of security. If you uncheck this box, only user credentials will be validated.

Choose the certificate authority from which the server certificate was downloaded in the Trusted Root
Certification Authorities drop-down box, or, if applicable, choose <Any>.

Select either Token or Static Password, depending on the user’s database.

~

Note  If you choose Token, the user must use a hardware token device or the Secure Computing
SofToken program (version 2.1 or later) to obtain the one-time password and enter the password
when prompted during the authentication process. Secure Computing PremierAccess version
3.1.1 or later is the only supported token server.
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Step 7

Step 8

Step 9

If you chose Token in Step 6, perform one of the following:

Note

a

Check the Always Resume the Secure Session check box at the top of the window if you want the
PEAP (EAP-GTC) supplicant to always attempt to resume the previous session without prompting
the user to re-enter his or her credentials whenever the client adapter becomes disassociated. The
session resumes after the client temporarily loses connection to the access point (such as by roaming
in and out of coverage) or wakes up from suspend or hibernate mode. This is the default setting.

Uncheck the Always Resume the Secure Session check box if you want the user to be prompted to
re-enter his or her PEAP (EAP-GTC) username and password whenever the client adapter
temporarily loses association by roaming out of coverage or wakes up from suspend or hibernate
mode.

Checking this check box gives the user the convenience of not having to re-enter his or her
username and password when the client adapter experiences momentary losses of association.
However, if the user leaves the device unattended during the period of time when the PEAP
(EAP-GTC) session can be resumed without re-entering user credentials, be aware that someone
can resume the user’s PEAP (EAP-GTC) session and access the network.

Note The Always Resume the Secure Session check box is disabled if you chose Static Password in

Step 6.

Perform one of the following to specify the username that will be used for inner PEAP tunnel authentication:

If you want the user’s Windows username to also serve as the PEAP username, check the Use
Windows User Name check box. This option gives the user only one username to remember.

>
Note If you chose the Static Password option in Step 6, the check box reads Use Windows User
Name and Password.

If you want the user to enter a separate PEAP username (which is registered with the RADIUS
server) in addition to his or her regular Windows username in order to start the PEAP authentication
process, enter the PEAP username in the User Name field.

>
Note  Your Windows username is filled in automatically. Simply delete your Windows username
and enter a separate PEAP username.

If you entered a PEAP username in the previous step and chose the Static Password option in Step 6,
enter your PEAP authentication password (which is registered with the RADIUS server) in both the
Password and Confirm Password fields.
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If the Use Windows User Name and Password check box is unchecked and you want to implement added
security by further refining the network certificate that will be accepted and controlling the string used to set
up the outer PEAP tunnel, follow these steps:

a. Click Advanced. The Configure Advanced Settings window appears (see Figure 5-19).

Figure 5-19 Configure Advanced Settings Window
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b. Leave the Specific Server or Domain field blank to allow the client to accept a certificate from any
server that supplies a certificate signed by the selected certificate authority or enter the domain name
of the server from which the client will accept a certificate.

c. If the Login Name field is not filled in automatically, enter the username with nothing after it (for
example, jsmith).

d. Click OK to save your settings.

Click OK to save your settings and return to the Profile Editor (Security) window.

Perform one of the following to set the Allow Association to Mixed Cells parameter, which indicates
whether the client adapter can associate to an access point that allows both WEP and non-WEP
associations:

e Check the Allow Association to Mixed Cells check box if the access point to which the client
adapter is to associate (or the VLAN to which the client will be assigned) has WEP set to Optional.
Otherwise, the client is unable to establish a connection with the access point.

e Uncheck the Allow Association to Mixed Cells check box if the access point to which the client
adapter is to associate (or the VLAN to which the client will be assigned) does not have WEP set to
Optional. This is the default setting.

Note  This parameter is available only if the 802.1x security option is selected.

Note  For security reasons, Cisco recommends that WEP-enabled and WEP-disabled clients not be
allowed in the same cell because broadcast packets are sent unencrypted, even to clients running
WEP. However, you can enable VLANSs on the access point to separate WEP-enabled and
WEP-disabled clients.

[ oL-7086-03
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Step 13

Step 14

If you want to change the value of the Group Policy Delay parameter, enter a new value or use the up
and down arrows to select a value between 0 and 65535 seconds. (Microsoft supports only values
between 30 and 600 seconds. The default value is 60 seconds.)

The Group Policy Delay parameter specifies how much time elapses before the Windows logon process
starts Group Policy, a Windows feature used by administrators to specify configuration options for
groups of users. The objective is to delay the start of Group Policy until wireless network authentication
occurs. The value that you set for this parameter goes into effect after the user’s computer reboots with
this profile set as the active profile.

~

Note A Microsoft hot fix is required in order to use this parameter on computers running Windows
2000 or computers running Windows XP without Service Pack 2 or later. Refer to the “Installing
a Microsoft Hot Fix for Group Policy Delay” in Chapter 3 of the Cisco Aironet 802.11a/b/g
Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and Configuration Guide for
information on obtaining and installing the hot fix.

Click OK to save your settings and return to the Profile Management window.

Enabling PEAP (EAP-MSCHAP V2)

Step 1

Step 2

Follow the steps below to enable PEAP (EAP-MSCHAP V2) for this profile.

Perform one of the following:

e If you want to enable PEAP (EAP-MSCHAP V2) without WPA or WPA2, choose 802.1x under Set
Security Options and PEAP (EAP-MSCHAP V2) in the 802.1x EAP Type drop-down box.

e Ifyou want to enable PEAP (EAP-MSCHAP V2) with WPA or WPA2, choose WPA/WPA2/CCKM
under Set Security Options and PEAP (EAP-MSCHAP V2) in the WPA/WPA2/CCKM EAP Type
drop-down box.

Note If you want to enable CCKM on the client adapter, you must choose the WPA/WPA2/CCKM
security option, regardless of whether you want the adapter to use WPA or WPA2. The
configuration of the access point to which the client adapter associates determines whether
CCKM will be used with 802.1x, WPA, or WPA2.

~

Note  Refer to the “WPA and WPA2” section on page 5-19 for additional information.

Click Configure. The Configure PEAP (EAP-MSCHAP V2) window appears (see Figure 5-20).
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Figure 5-20 Configure PEAP (EAP-MSCHAP V2) Window
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Step 3

Step 4

Step 5

Step 6

Step 7

Check the Use Machine Information For Domain Logon check box if you want the client to attempt
to log into a domain using machine authentication with user credentials rather than user authentication.
Doing so enables the computer to connect to the network prior to user logon. The default setting is
checked.

S

Note If you do not check the Use Machine Information For Domain Logon check box, machine
authentication is not performed. Authentication does not occur until the user logs on.

Check the Validate Server Identity check box to force the system to validate the identity of the server
as an added level of security. If you uncheck this box, only user credentials will be validated.

Choose the certificate authority from which the server certificate was downloaded in the Trusted Root
Certification Authorities drop-down box, or, if applicable, choose <Any>.

Perform one of the following to specify how you want the user to establish a network connection:

e If you want the user to connect using a username and password, choose User Name and Password
and go to Step 7.

e If you want the user to connect using a user certificate installed on the user’s computer, choose
Certificate, select a certificate from the drop-down box, and go to Step 8.

Perform one of the following to specify the username and password that will be used for inner PEAP
tunnel authentication:

e If you want the user’s Windows username and password to also serve as the PEAP username and
password, check the Use Windows User Name and Password check box.

e If you want to use a distinct username and password (which are registered with the RADIUS server)
to start the PEAP authentication process, follow these steps:

a. Enter the PEAP username and password in the corresponding fields.

~

Note  Your Windows username is filled in automatically. Simply delete your Windows
username and enter the separate PEAP username.

b. Re-enter the password in the Confirm Password field.
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Step 8

Step 9
Step 10

Setting Security Parameters

If you selected a certificate or entered a distinct username and password and you want to implement added
security by further refining the network certificate that will be accepted and controlling the string used to set
up the outer PEAP tunnel, follow these steps:

a. Click Advanced. The Configure Advanced Settings window appears (see Figure 5-19).

Figure 5-21 Configure Advanced Settings Window
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b. Leave the Specific Server or Domain field blank to allow the client to accept a certificate from any
server that supplies a certificate signed by the selected certificate authority or enter the domain name
of the server from which the client will accept a certificate.

c. If the Login Name field is not filled in automatically, enter the username with nothing after it (for
example, jsmith).

~

Note Some RADIUS servers require that the same name be entered for both the inner and outer
PEAP tunnels. That is, the same name may need to be entered in both the Login Name field
and the User Name field on the Configure PEAP (EAP-MSCHAP V2) window.

d. Click OK to save your settings.
Click OK to save your settings and return to the Profile Editor (Security) window.

Perform one of the following to set the Allow Association to Mixed Cells parameter, which indicates
whether the client adapter can associate to an access point that allows both WEP and non-WEP
associations:

¢ Check the Allow Association to Mixed Cells check box if the access point to which the client
adapter is to associate (or the VLAN to which the client will be assigned) has WEP set to Optional.
Otherwise, the client is unable to establish a connection with the access point.

e Uncheck the Allow Association to Mixed Cells check box if the access point to which the client
adapter is to associate (or the VLAN to which the client will be assigned) does not have WEP set to
Optional. This is the default setting.

Note  This parameter is available only if the 802.1x security option is selected.

Note  For security reasons, Cisco recommends that WEP-enabled and WEP-disabled clients not be
allowed in the same cell because broadcast packets are sent unencrypted, even to clients running
WEP. However, you can enable VLANSs on the access point to separate WEP-enabled and
WEP-disabled clients.

[ oL-7086-03
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Step 11

Step 12

If you want to change the value of the Group Policy Delay parameter, enter a new value or use the up
and down arrows to select a value between 0 and 65535 seconds. (Microsoft supports only values
between 30 and 600 seconds. The default value is 60 seconds.)

The Group Policy Delay parameter specifies how much time elapses before the Windows logon process
starts Group Policy, a Windows feature used by administrators to specify configuration options for
groups of users. The objective is to delay the start of Group Policy until wireless network authentication
occurs. The value that you set for this parameter goes into effect after the user’s computer reboots with
this profile set as the active profile.

~

Note A Microsoft hot fix is required in order to use this parameter on computers running Windows
2000 or computers running Windows XP without Service Pack 2 or later. Refer to the “Installing
a Microsoft Hot Fix for Group Policy Delay” section in Chapter 3 of the Cisco Aironet
802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and
Configuration Guide for information on obtaining and installing the hot fix.

Click OK to save your settings and return to the Profile Management window.

Enabling PEAP (EAP-MSCHAP V2) Machine Authentication with Machine Credentials

Note

The Host Based EAP option in the 802.1x EAP Type drop-down box on the Profile Editor (Security)
window enables client adapters that are configured through ADU to attempt to log into a domain using
PEAP (EAP-MSCHAP V2) machine authentication with machine credentials. Doing so enables the
user’s computer to connect to the network prior to user logon. Follow these steps to enable this
authentication type.

This procedure enables the client adapter to use PEAP (EAP-MSCHAP V2) machine authentication with
machine credentials. If you want to enable PEAP (EAP-MSCHAP V2) machine authentication with user
credentials, follow the instructions in the “Enabling PEAP (EAP-MSCHAP V2)” section on page 5-52.

Because this feature requires the Microsoft Wireless Configuration Manager to start and stop as the user
switches between host-based EAP and non-host-based EAP profiles, it works only for users with
administrator or power-user privileges. An error message appears if you attempt to switch to or from a
host-based EAP profile and you do not have the proper permissions.

To use this feature on a computer running Windows 2000, the computer must have the Microsoft 802.1X
supplicant installed.

Host Based EAP is not included in the list of WPA/WPA2/CCKM EAP Type options on the Profile Editor
(Security) window because this feature is not supported for use with WPA or WPA2.
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Step 1

Step 2

Step 3

Step 4

Step 5

Step 6
Step 7
Step 8

Step 9
Step 10
Step 11

Setting Security Parameters

Choose 802.1x under Set Security Options and Host Based EAP in the 802.1x EAP Type drop-down
box.

If you want to change the value of the Group Policy Delay parameter, enter a new value or use the up
and down arrows to select a value between 0 and 65535 seconds. (Microsoft supports only values
between 30 and 600 seconds. The default value is 60 seconds.)

The Group Policy Delay parameter specifies how much time elapses before the Windows logon process
starts Group Policy, a Windows feature used by administrators to specify configuration options for
groups of users. The objective is to delay the start of Group Policy until wireless network authentication
occurs. The value that you set for this parameter goes into effect after the user’s computer reboots with
this profile set as the active profile.

S

Note A Microsoft hot fix is required in order to use this parameter on computers running Windows
2000 or computers running Windows XP without Service Pack 2 or later. Refer to the “Installing
a Microsoft Hot Fix for Group Policy Delay” section in Chapter 3 of the Cisco Aironet
802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Installation and
Configuration Guide for information on obtaining and installing the hot fix.

Click OK to save your settings. The remaining steps must be completed on the user’s computer after the
Install Wizard has been used to install the client adapter software and this profile from the ACAU
configuration file.

Activate this profile on the Profile Management window. The Microsoft Wireless Configuration
Manager starts.

Click Start > Settings > Control Panel > Network and Dial-up Connections or Network
Connections.

Right-click the wireless connection.
Click Properties. The Connection Properties window appears.
Perform one of the following:

e On Windows 2000, click the Authentication tab.

e On Windows XP, choose the Wireless Networks tab, make sure that the Use Windows to configure
my wireless network settings check box is checked, click the SSID of the access point to which the
client adapter is to associate from the list of available networks, click Configure, and choose the
Authentication tab.

For EAP type, choose Protected EAP (PEAP).
Configure any applicable settings on the Protected EAP Properties window and subwindows.

After the configuration is finished, PEAP authentication should begin. Depending on the configuration
settings selected, the user may be prompted for a PEAP username, password, and domain name. ADU
may need to be minimized to access the pop-up window that prompts for user credentials.

S

Note  Multiple host-based EAP profiles can exist in ADU, but the Microsoft Wireless Configuration
Manager maintains only one configuration. To use different PEAP property settings for different
host-based EAP profiles, the user must repeat the previous steps beginning with Step 4 every
time he or she switches to a different host-based EAP profile.
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Note  When a host-based EAP profile is activated, the Microsoft Wireless Configuration Manager
takes control of the client adapter’s authentication attempt. However, when a non-host-based
EAP profile is activated, ADU assumes this control.

Note  If problems occur while using a host-based EAP profile, make sure that 802.1X authentication
is disabled for any other network connection.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
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APPENDIX A

Declarations of Conformity and Regulatory
Information

This appendix provides declarations of conformity and regulatory information for the Cisco Aironet
CB21AG and PI21AG Wireless LAN Client Adapters.

The following topics are covered in this appendix:

e Manufacturer’s Federal Communication Commission Declaration of Conformity Statement, page
A-2

e Department of Communications — Canada, page A-3

e European Community, Switzerland, Norway, Iceland, and Liechtenstein, page A-3

e Declaration of Conformity for RF Exposure, page A-7

¢ Guidelines for Operating Cisco Aironet Wireless LAN Client Adapters in Japan, page A-7
e Administrative Rules for Cisco Aironet Wireless LAN Client Adapters in Taiwan, page A-8

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
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Il Manufacturer's Federal Communication Commission Declaration of Conformity Statement

Manufacturer's Federal Communication Commission
Declaration of Conformity Statement

Tested To Comply
With FCC Standards

FOR HOME OR OFFICE USE

Models: AIR-CB21AG-A-K9, AIR-PI21AG-A-K9

FCC Certification Number: 1LDK102050 (CB21AG)
LDK102051 (PI21AG)

Manufacturer:  Cisco Systems, Inc.
170 West Tasman Drive
San Jose, CA 95134-1706
USA

This device complies with Part 15 rules. Operation is subject to the following two conditions:
1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause undesired
operation.

The CB21AG client adapter has been tested and complies with FCC RF Exposure (SAR) limits in typical
laptop computer configurations, and this device can be used in laptop computers with side-mounted
PCMCIA slots which can provide 0.394 in (1 cm) separation distance from the antenna to the body of
the user or a nearby person. Thin laptop computers may need special attention to maintain antenna
spacing while operating.

The PI21AG client adapter has been tested and complies with FCC RF Exposure (SAR) limits in typical
desktop computer configurations. A separation distance of 7.9 in (20 cm) must be maintained between
this device’s antenna and the body of the user or a nearby person.

These devices cannot be used with handheld personal digital assistants (PDAs). Use in other
configurations may not ensure compliance with FCC RF exposure guidelines. These devices and their
antennas must not be co-located or operated in conjunction with any other antenna or transmitter.

A

Caution  The Part 15 radio device operates on a non-interference basis with other devices operating at this
frequency when using integrated antennas. Any changes or modification to the product not expressly
approved by Cisco could void the user’s authority to operate this device.

A

Caution  Within the 5.15-t0-5.25-GHz band, UNII devices are restricted to indoor operations to reduce any
potential for harmful interference to co-channel Mobile Satellite Systems (MSS) operations.

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
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Department of Communications — Canada

Department of Communications — Canada

Canadian Compliance Statement

This Class B Digital apparatus meets all the requirements of the Canadian Interference-Causing
Equipment Regulations.

Cet appareil numerique de la classe B respecte les exigences du Reglement sur le material broilleur du
Canada.

This device complies with Class B Limits of Industry Canada. Operation is subject to the following two
conditions:

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference that may cause undesired
operation.

Cisco Aironet CB21AG and PI21AG Wireless LAN Client Adapters are certified to the requirements of
RSS-210 for 2.4-GHz and 5-GHz devices. The use of these devices in a system operating either partially
or completely outdoors may require the user to obtain a license for the system according to the Canadian
regulations. For further information, contact your local Industry Canada office.

European Community, Switzerland, Norway, Iceland, and
Liechtenstein

Declaration of Conformity with Regard to the R&TTE Directive 1999/5/EC

English: This equipment is in compliance with the essential requirements and other relevant provisions of
Directive 1999/5/EC.

Deutsch: Dieses Gerdt entspricht den grundlegenden Anforderungen und den weiteren entsprecheneden Vorgaben
der Richtlinie 1999/5/EU.

Dansk: Dette udstyr er i overensstemmelse med de vaesentlige krav og andre relevante bestemmelser i Directiv
1999/5/EF.

Espafiol: Este equipo cumple con los requisitos esenciales asi como con otras disposiciones de la Directive
1999/5/EC.

"EXnvag: AvT6G 0 £0MMOUOC GUUILOPPDVETAL LLE TIG OVGLMOELS OTOITNOELS Kot TIg Aowég dratdéelg tng Odnylog
1999/5/EK.

Francais: Cet appareil est conforme aux exigencies essentialles et aux autres dispositions pertinantes de la Direc-

tive 1999/5/EC.

Islenska: pessi bunadur samrymist 16gbodnum kréfum og 68rum akvaedum tilskipunar 1999/5/ESB.

Italiano: Questo apparato é conforme ai requisiti essenziali ed agli altri principi sanciti dalla Direttiva 1999/5/EC.
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| European Community, Switzerland, Norway, Iceland, and Liechtenstein

Nederlands: Deze apparatuur voldoet aan de belangrijkste eisen en andere voorzieningen van richtlijn 1999/5/EC.

Norsk: Dette utstyret er i samsvar med de grunnleggende krav og andre relevante bestemmelser i EU-directiv
1999/5/EC.

Portugués: Este equipamento satisfaz os requisitos essenciais e outras provisfes da Directiva 1999/5/EC.

Suomalainen: Tama laite tayttad direktiivin 1999/5/EY oleelliset vaatimukset ja on siind asetettujen muidenkin ehtojen
mukainen.

Svenska: Denna utrustning ar i 6verensstdammelse med de vésentliga kraven och andra relevanta bestdmmelser i
Direktiv 1999/5/EC.

The Declaration of Conformity related to this product can be found at the following URL:
http://www.ciscofax.com
The following standards were applied:

e Radio: EN 300.328-1, EN 300.328-2 (2.4-GHz operation);
EN 301.893 (5-GHz operation)

e EMC: EN 301.489-1, EN 301.489-17
e Safety: EN 60950

The following CE mark is affixed to the Cisco Aironet CB21AG and PI21AG Wireless LAN Client
Adapters:

Note  This equipment is intended to be used in all EU and EFTA countries. Outdoor use may be restricted to
certain frequencies and/or may require a license for operation. For more details, contact your customer
service representative.
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European Community, Switzerland, Norway, Iceland, and Liechtenstein ||

Declaration of Conformity Statement

Cisco Aironet CB21AG Wireless LAN Client Adapter

Cisco SysTems

’ DECLARATION OF CONFORMITY

with regard to the R&TTE Directive 1999/5/EC
according to EN 45014

Cisco Systems Inc.
170 West Tasman Drive
San Jose, CA 95134 - USA

Declare under our sole responsibility that the product,

AIR-CB21AG-E-K9 / Cisco Aironet 802.11a/b/g Wireless CardBus Adapter

Fulfils the essential requirements of the Directive 1999/5/EC.

The following standards were applied:
EMC EN 301.489-1 v1.4.1: 2002-08; EN 301.489-17 v1.2.1: 2002-04
Health & Safety EN60950: 2000
Radio EN 300 328 v1.4.1: 2003-04

EN 301.893 v1.2.3: 2003-08

The conformity assessment procedure referred to in Article 10.4 and Annex III of Directive
1999/5/EC has been followed.

The product carries the CE Mark: c € @

Date & Place of Issue: 1 January 2004, San Jose

Signature: :
\/

Tony Youssef

Director Corporate Compliance
125 West Tasman Drive
San Jose, CA 95134 - USA

DofC 340347
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Cisco Aironet PI21AG Wireless LAN Client Adapter
Cisco SYSTEMS

‘ DECLARATION OF CONFORMITY

with regard to the R&TTE Directive 1999/5/EC
according to EN 45014

Cisco Systems Inc.
170 West Tasman Drive
San Jose, CA 95134 - USA

Declare under our sole responsibility that the product,

AIR-PI21AG-E-K9 / Cisco Aironet 802.11a/b/g Wireless PCI Adapter

Fulfils the essential requirements of the Directive 1999/5/EC.

The following standards were applied:
EMC EN 301.489-1 v1.4.1: 2002-08; EN 301.489-17 v1.2.1: 2002-04
Health & Safety EN60950: 2000
Radio EN 300 328 v1.4.1: 2003-04

EN 301.893 v1.2.3: 2003-08

The conformity assessment procedure referred to in Article 10.4 and Annex III of Directive
1999/5/EC has been followed.

The product carries the CE Mark: c € @

Date & Place of Issue: 1 January 2004, San Jose

Signature: .
\

Teony Youssef

Director Corporate Compliance
125 West Tasman Drive
San Jose, CA 95134 - USA
DofC 340350

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
| A6 | 0L-7086-03 |



| Appendix A Declarations of Conformity and Regulatory Information

Declaration of Conformity for RF Exposure

Declaration of Conformity for RF Exposure

The radio module has been evaluated under FCC Bulletin OET 65C and found compliant to the
requirements as set forth in CFR 47 Sections 2.1091, 2.1093, and 15.247 (b) (4) addressing RF Exposure
from radio frequency devices.

Guidelines for Operating Cisco Aironet Wireless LAN Client
Adapters in Japan

This section provides guidelines for avoiding interference when operating Cisco Aironet Wireless LAN
Client Adapters in Japan. These guidelines are provided in both Japanese and English.

~

Note  The use of 5-GHz devices is limited to indoor use in Japan.

Japanese Translation

COBRBOFRABAEEETIR. BFLUCS0ES - Y - ERARROEFHN
IHROWES A VETHERASh TV IBHERIAOBARES (R8T S
REE) RUSENMEIRER (RHEZELLVERR) NERZATVET.
1 COBBZERATINICOE THRERIAOBARBERUEENEAD

FEESERASATVVEVL I L ZHBLTTEL,

2 F—.CORBISBBHUHEINIAOHARERICH L TERTSOBHMNR
LB, LM EARRNEZTET OMRIERORNEBIE LT
L. TRERECCERAE. RECBO-HORBEEWZE, H—FT12
AVOBRBLEE)ICOVWTIHEBELTTEL,

3 TOof COBBHNCBHERIAOKEENENRERISHLTERTSO
ERNBELEBALREAMBRYDCENRELLEZIL. ROERE~ABH
WEhETELY,

s . 03-5549-6500

43768

English Translation

This equipment operates in the same frequency bandwidth as industrial, scientific, and medical devices
such as microwave ovens and mobile object identification (RF-ID) systems (licensed premises radio
stations and unlicensed specified low-power radio stations) used in factory production lines.

1. Before using this equipment, make sure that no premises radio stations or specified low-power radio
stations of RF-ID are used in the vicinity.

2. If this equipment causes RF interference to a premises radio station of RF-ID, promptly change the
frequency or stop using the device; contact the number below and ask for recommendations on
avoiding radio interference, such as setting partitions.

3. If this equipment causes RF interference to a specified low-power radio station of RF-ID, contact
the number below.

Contact Number: 03-5549-6500

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
[ oL-7086-03 .m



Appendix A Declarations of Conformity and Regulatory Information |
M Administrative Rules for Cisco Aironet Wireless LAN Client Adapters in Taiwan

Administrative Rules for Cisco Aironet Wireless LAN Client
Adapters in Taiwan

This section provides administrative rules for operating Cisco Aironet Wireless LAN Client Adapters in
Taiwan. The rules are provided in both Chinese and English.

2.4- and 5-GHz Client Adapters

Chinese Translation

B FERBHNEERETIZHE

Froik SRXABGHRIMARLRES > FEHFT > 28 ~ HRIER
FEHFIFEERRIAE - RN F XY BRBFZHERIAE -

ik BARHNETHRZEARFVERMBLLSAR TR EEE 5 B8R
FETFEREE > BXPPIER A EZETESFIFHEHER -

ARG ERE  HREBERAZMEEZEKLESR -

B FEHAERAZRGEBERTE - ARRERA TR
EMEHBZTH

95815

English Translation

Administrative Rules for Low-power Radio-Frequency Devices
Article 14

For those low-power radio-frequency devices that have already received a type-approval, companies,
business units or users should not change its frequencies, increase its power or change its original
features and functions.

Article 17

The operation of the low-power radio-frequency devices is subject to the conditions that no harmful
interference is caused to aviation safety and authorized radio station; and if interference is caused, the
user must stop operating the device immediately and can't re-operate it until the harmful interference is
clear.

The authorized radio station means a radio-communication service operating in accordance with
COMMUNICATION ACT.
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Administrative Rules for Cisco Aironet Wireless LAN Client Adapters in Taiwan Il

The operation of the low-power radio-frequency devices is subject to the interference caused by the
operation of an authorized radio station, by another intentional or unintentional radiator, by industrial,
scientific and medical (ISM) equipment, or by an incidental radiator.

5-GHz Client Adapters

Chinese Translation
RBAAHE RS ZF N4 A
English Translation

This equipment is limited to indoor use.
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M Administrative Rules for Cisco Aironet Wireless LAN Client Adapters in Taiwan
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APPENDIX

Channels, Power Levels, and Antenna Gains

This appendix lists the IEEE 802.11a, b, and g channels supported by the world's regulatory domains as
well as the maximum power levels and antenna gains allowed per data rate.

The following topics are covered in this appendix:
e Channels, page B-2

e Maximum Power Levels and Antenna Gains, page B-4

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide
[ oL-7086-03 .m



Appendix B

Channels, Power Levels, and Antenna Gains |

Il Channels

Channels

IEEE 802.11a

The channel identifiers, channel center frequencies, and regulatory domains of each IEEE 802.11a
20-MHz-wide channel are shown in Table B-1.

Table B-1 Channels for IEEE 802.11a
Regulatory Domains

Channel Frequency Rest of World

Identifier (in MHz) America (-A) EMEA (-E) Japan (-J) Japan (-P) (-W)
34 5170 — — X X —
36 5180 X X — X
38 5190 — — X X —
40 5200 X X — X X
42 5210 — — X X —
44 5220 X X — X X
46 5230 — — X X —
48 5240 X X — X X
52 5260 X X — X X
56 5280 X X — X X
60 5300 X X — X X
64 5320 X X — X X
100 5500 — X — — X
104 5520 — X — — X
108 5540 — X — — X
112 5560 — X — — X
116 5580 — X — — X
120 5600 — X — — X
124 5620 — X — — X
128 5640 — X — — X
132 5660 — X — — X
136 5680 — X — — X
140 5700 — X — — X
149 5745 X — — — X
153 5765 X — — — X
157 5785 X — — — X
161 5805 X — — — X

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide |
. :m 0L-7086-03



| Appendix B Channels, Power Levels, and Antenna Gains

Channels

Note  All channel sets are restricted to indoor usage except America (-A), which allows for indoor and outdoor
use on channels 52 through 161 in the United States.

Note  Thel apan (-J) channels apply only to AIR-CB21AG-J-K9 and AIR-PI21AG-J-K9 client adapters, and
the Japan (-P) channels apply only to AIR-CB21AG-P-K9 and AIR-PI21AG-P-K®9 client adapters.

IEEE 802.11b/g

The channel identifiers, channel center frequencies, and regulatory domains of each IEEE 802.11b/g
22-MHz-wide channel are shown in Table B-2.

Table B-2 Channels for IEEE 802.11b/g
Regulatory Domains

Channel Frequency Rest of World

Identifier (in MHz) America (-A) EMEA (-E) Japan (-J) (-W)
1 2412 X X X X
2 2417 X X X X
3 2422 X X X X
4 2427 X X X X
5 2432 X X X X
6 2437 X X X X
7 2442 X X X X
8 2447 X X X X
9 2452 X X X X
10 2457 X X X X
11 2462 X X X X
12 2467 - X X X
13 2472 - X X X
14 2484 - - X -

Note  Mexico is included in the Rest of World regulatory domain; however, channels 1 through 8 are for indoor
use only while channels 9 through 11 can be used indoors and outdoors. Users are responsible for
ensuring that the channel set configuration is in compliance with the regulatory standards of Mexico.

Note  In Japan, channel 14 is not supported for 802.11g mode.
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Il Maximum Power Levels and Antenna Gains

Maximum Power Levels and Antenna Gains

IEEE 802.11a

An improper combination of power level and antenna gain can result in equivalent isotropic radiated
power (EIRP) above the amount allowed per regulatory domain. Table B-3 indicates the maximum EIRP
allowed for each data rate in the IEEE 802.11a regulatory domains.

Table B-3 Maximum EIRP for IEEE 802.11a
Maximum EIRP for PC-Cardbus Card with 0-dBi Antenna Gain

and PCI Card with 1-dBi Antenna Gain
Data Rate mW dBm
6 Mbps 40 16
9 Mbps 40 16
12 Mbps 40 16
18 Mbps 40 16
24 Mbps 40 16
36 Mbps 25.1 14
48 Mbps 20 13
54 Mbps 20 13

IEEE 802.11b

An improper combination of power level and antenna gain can result in equivalent isotropic radiated
power (EIRP) above the amount allowed per regulatory domain. Table B-4 indicates the maximum EIRP
allowed for each data rate in the IEEE 802.11b regulatory domains.

Table B-4 Maximum EIRP for IEEE 802.11b
Maximum EIRP for PC-Cardbus Card with 0-dBi Antenna Gain
and PCI Card with 1-dBi Antenna Gain
Data Rate mW dBm
1 Mbps 100 20
2 Mbps 100 20
5.5 Mbps 100 20
11 Mbps 100 20
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Maximum Power Levels and Antenna Gains

IEEE 802.11g

An improper combination of power level and antenna gain can result in equivalent isotropic radiated
power (EIRP) above the amount allowed per regulatory domain. Table B-5 indicates the maximum EIRP
allowed for each data rate in the IEEE 802.11g regulatory domains.

Table B-5 Maximum EIRP for IEEE 802.11g
Maximum EIRP for PC-Cardbus Card with 0-dBi Antenna Gain

and PCI Card with 1-dBi Antenna Gain
Data Rate mW dBm
6 Mbps 50 17
9 Mbps 50 17
12 Mbps 50 17
18 Mbps 50 17
24 Mbps 50 17
36 Mbps 40 16
48 Mbps 31.6 15
54 Mbps 20 13
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Il Maximum Power Levels and Antenna Gains
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APPENDIX

Error Messages

This appendix provides a list of error messages that may appear during the installation, configuration,
and use of ACAU.

The following topic is covered in this appendix:

e Error Messages, page C-2
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I Error Messages

Error Messages

ACAU may display these error messages. The messages are listed in alphabetical order, and an
explanation as well as a recommended user action are provided for each message.

Error Message Are you sure you want to delete this PAC from your local system? If
deleted, you may disrupt authentication with the EAP-FAST profiles that use this
PAC.

Explanation You are about to delete a PAC from either the Global or Private PAC store.

Recommended Action If you want to delete the PAC, click Yes. Otherwise, click No.

Error Message At least one wireless checkbox must be selected.
Explanation You did not choose a Wireless Mode on the Profile Editor (Advanced) window.

Recommended Action Choose at least one Wireless Mode option.

Error Message CiscoAdminConfig.dat File not found. Please verify the correct file
name was given.

Explanation You tried to open the CiscoAdminConfig.dat file, but the file was not found.

Recommended Action Click OK and look in another directory for the CiscoAdminConfig.dat file.

Error Message Error importing the EAP-FAST PAC file.

Explanation An error occurred while a PAC file was being imported. The operation was not
completed.

Recommended Action Try again to import the PAC file. If the same message appears, obtain a new
PAC file and import it.

Error Message Error: Unknown data file format.
Explanation You attempted to open a file that ACAU cannot read.

Recommended Action Open only configuration files that have been created by ACAU.

Error Message File Format Error
Explanation You attempted to import a file in a format other than .prf.

Recommended Action Select the correct file to import.
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Error Messages I

Error Message In order to select an Ad Hoc network, you must have a Network Name. Do
yvou want to enter a Network Name-?

Explanation You chose Ad Hoc for Network Type on the Profile Editor (Advanced) window, but a
network name was not entered on the Profile Editor (General) window.

Recommended Action If you want to specify an ad hoc network, click Yes and enter a network name
in the SSID1 field on the Profile Editor (General) window. Otherwise, click No.

Error Message No user certificates were found on your computer. Machine certificates
will be used for Domain Logon if “Use Machine Information For Domain Logon” check
box is checked.

Explanation You chose the EAP-TLS option on the Profile Editor (Security) window, but no user
certificates were found on your computer.

Recommended Action Perform one of the following:

— If you want the client to attempt to log into a domain using machine authentication with a
machine certificate and machine credentials, check the Use Machine Information For Domain
Logon check box when the Define Certificate window appears.

— If you want the client to authenticate using user credentials, install the appropriate user
certificate on your computer.

Error Message Please enter a Passphrase.

Explanation You clicked OK on the Define WPA/WPA?2 Pre-Shared Key window before entering a
passphrase.

Recommended Action Enter a WPA/WPA?2 passphrase on the Define WPA/WPA2 Pre-Shared Key
window and then click OK.

Error Message Please enter a profile name.

Explanation While creating a new profile, you clicked OK or chose another Profile Editor tab before
entering a profile name on the Profile Editor (General) window.

Recommended Action Enter a valid profile name.

Error Message Please enter at least one Pre-Shared Key.

Explanation You clicked OK on the Define Pre-Shared Keys window before entering a static WEP
key.

Recommended Action Enter at least one static WEP key on the Define Pre-Shared Keys window.

[ oL-7086-03
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I Error Messages

Error Message Please enter exactly 12 characters, or leave the entry field empty.

Explanation You entered fewer than 12 characters in one of the fields on the Preferred Access Points
window.

Recommended Action Enter a valid MAC address for the access point or leave the field blank.

Error Message The configuration name you entered is already being used. Enter a
unigue name.

Explanation While creating a new profile, you entered a profile name on the Profile Editor (General)
window that already exists.

Recommended Action Enter a unique profile name.

Error Message The entered password was incorrect. Please try again.
Explanation You incorrectly entered the PAC file password.

Recommended Action Carefully re-enter the PAC file password.

Error Message The imported PAC already exists on your local machine. Do you want to
update it anyway?

Explanation You tried to import a PAC file with the same PAC ID as a previously imported PAC file.

Recommended Action Click Yes to replace the existing PAC with the new one from the imported file
or click No to cancel the operation.

Error Message The Passphrase must be between 8 and 64 characters.

Explanation The WPA/WPA?2 passphrase that you entered on the Define WPA/WPA?2 Pre-Shared
Key window did not contain the correct number of characters.

Recommended Action Enter a WPA/WPA?2 passphrase with 8 to 63 ASCII text characters or 64
hexadecimal characters.

Error Message The password is empty. Please enter a password.

Explanation You chose the Use Saved User Name and Password option on the LEAP or EAP-FAST
Settings window but did not enter a password.

Recommended Action Enter the LEAP or EAP-FAST password in the Password field.

Error Message The passwords you entered do not match. Please enter them again.

Explanation The passwords that you entered in the Password and Confirm Password fields on the
LEAP or EAP-FAST Settings window do not match.

Recommended Action Re-enter the LEAP or EAP-FAST password in both fields.
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Error Messages I

Error Message The user name is empty. Please enter a user name.

Explanation You chose the Use Saved User Name and Password option on the LEAP or EAP-FAST
Settings window but did not enter a username.

Recommended Action Enter the LEAP or EAP-FAST username in the User Name field.

Error Message WEP Key x must be y characters long. Please enter z more characters.

Explanation The static WEP key that you entered on the Define Pre-Shared Keys window does not
contain the correct number of characters.

Recommended Action Re-enter the static WEP key following the guidelines in the “Enabling Static
WEP” section on page 5-25.

Error Message ‘'x’ is not a hexadecimal character.

Explanation The character you entered on the Define Pre-Shared Keys window is not a hexadecimal
character.

Recommended Action Re-enter the static WEP key following the guidelines in the “Enabling Static
WEP” section on page 5-25.

Error Message You can have only one SSID in an Ad Hoc Network. The SSID selections
on the General Page will be adjusted.

Explanation You chose the Ad Hoc option on the Profile Editor (Advanced) window when multiple
SSIDs were specified on the Profile Editor (General) window.

Recommended Action Click OK. Only SSIDI now appears on the Profile Editor (General) window.
If you want to specify multiple SSIDs, choose Infrastructure for the Network Type parameter on
the Profile Editor (Advanced) window.

Error Message You can have only one SSID in a WPA Passphrase network. The other SSIDs
on the General tab will be disabled. Do you want to continue?

Explanation You chose the WPA/WPA?2 Passphrase security option on the Profile Editor (Security)
window when multiple SSIDs were specified on the Profile Editor (General) window.

Recommended Action Click Yes to disable SSID2 and SSID3 for this profile or click No to cancel the
operation.

Error Message You must configure the PEAP-GTC settings properly. User information,
password, or machine information is incomplete.

Explanation You improperly configured a PEAP (EAP-GTC) profile.

Recommended Action Modify the profile’s configuration settings, making sure to enter all necessary
information.

[ oL-7086-03
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Error Message You must define a certificate to use EAP-TLS. Click Configure to select
a certificate.

Explanation You chose the EAP-TLS option on the Profile Editor (Security) window and clicked OK
without selecting a certificate.

Recommended Action Click Configure and select a certificate on the Define Certificate window.

Error Message You must enter a valid login name to use EAP-TLS. Click Configure to
enter a login name.

Explanation You chose the EAP-TLS option on the Profile Editor (Security) window and clicked OK
without entering an EAP-TLS login name.

Recommended Action Click Configure and enter the EAP-TLS login name on the Define Certificate
window.

Error Message You must select a PAC or enable Allow Automatic PAC Provisioning.

Explanation While configuring a profile for EAP-FAST, you did not enable automatic PAC
provisioning or select a PAC authority from the drop-down list on the EAP-FAST Settings window.

Recommended Action Choose a PAC authority from the drop-down list on the EAP-FAST Settings
window. If the list is empty, import a PAC file.

Error Message You must select a Passphrase to use WPA/WPA2.

Explanation You chose the WPA/WPA2 Passphrase option on the Profile Editor (Security) window
and clicked OK without entering a passphrase.

Recommended Action Enter a WPA/WPA?2 passphrase on the Define WPA/WPA?2 Pre-Shared Key
window.

Error Message You must set at least one Pre-Shared Key.

Explanation You chose the Pre-Shared Key (Static WEP) option on the Profile Editor (Security)
window and clicked OK without entering a static WEP key.

Recommended Action Enter a static WEP key on the Define Pre-Shared Keys window and then click
OK.
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Error Messages I

Error Message Your security setting is invalid for an Ad Hoc network. Security will
be disabled. You can configure security to use Pre-shared keys later on the
Security screen. Do you want to continue?

Explanation Pre-Shared Key (Static WEP) is the only valid security option for an ad hoc network.
You chose Ad Hoc for Network Type on the Profile Editor (Advanced) window when a security
option other than static WEP was already selected.

Recommended Action If you want to configure this profile for use in an ad hoc network, click Yes to
disable security. Otherwise, click No.

Error Message You selected a private PAC for EAP-FAST authentication. It may not be
accessible when the user is logged off or during the domain logon process. Confirm
if you want to copy the selected PAC into the global PAC store.

Explanation You selected a private PAC and the No Network Connection Unless User Is Logged In

check box is unchecked. Therefore, the PAC may not be accessible during domain logon or when
the user is logged off.

Recommended Action If you want a copy of the PAC to be added to the global store so that it will be

available when the user is not logged on, click Yes. If you do not want a copy of the PAC to be added
to the global store, click No.
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APPENDIX D

Using the Profile Migration Tool

This appendix explains how to use the profile migration tool to migrate Cisco Aironet 350 series and
CB20A wireless LAN client adapter profiles to profiles that can be used with Cisco Aironet CB21AG
and PI21AG client adapters.

The following topics are covered in this appendix:
e Overview of the Profile Migration Tool, page D-2
e Rules Governing Profile Migration, page D-2
¢ Installing the Profile Migration Tool, page D-3
e Running the Profile Migration Tool, page D-3
¢ Command Line Options, page D-4
e Uninstalling the Profile Migration Tool, page D-7
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I Overview of the Profile Migration Tool

Overview of the Profile Migration Tool

The profile migration tool is designed to migrate Cisco Aironet 350 series and CB20A wireless LAN
client adapter profiles to profiles that can be used with Cisco Aironet CB21AG and PI21AG client
adapters. The tool is meant to migrate profiles with minimal modification, but its behavior can be altered
by command line options. The legacy 350 and CB20A profiles are not deleted or modified in any way.

Cisco expects the profile migration tool to be executed once, most likely immediately after installing or
updating the CB21 AG/PI21AG client adapter software. Upon completion, the profile migration tool may
be removed from the user’s system.

Note  Profile migration tool 1.0 can be used only with ACAU and Install Wizard 2.5. To find the current version
number of the profile migration tool, find the PMT.exe file in the directory where ADU is installed,
right-click the file, and click Properties and the Version tab.

Rules Governing Profile Migration

These rules govern the operation of the profile migration tool:

Legacy profiles that are configured for host-based EAP are not migrated.

Passwords that are stored in LEAP and EAP-FAST profiles may or may not be migrated, depending
on the encryption method used for those passwords. Passwords that are not migrated must be
re-entered after the migration.

The PAC files for EAP-FAST profiles are not migrated. They must be reprovisioned after the
migration.

A profile’s auto profile selection properties are migrated only if auto profile selection is enabled.

Legacy profiles that were created using older versions of the Aironet Client Utility (ACU) may
experience problems during migration. In such cases, the profile migration tool migrates the
information that it can and ignores any additional information.

If multiple instances of the same profile name exist, the names are mangled unless overridden by
command line options. The default name-mangling scheme causes subsequent profiles with the
same name to have an _a or _b appended to the end of the name, indicating whether the profile
migrated from an 802.11a (CB20A) or 802.11b (350) radio. A third instance would have an _aa or
_bb appended and so on (for example, Office, Office_a, Office_aa).

~

Note If the original name is too long to be appended, it is shortened by truncating as necessary.
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Installing the Profile Migration Tool

e CB21AG and PI21AG client adapters have a limit of 16 profiles, so the total number of profiles that
can be migrated is 16 minus the number of existing CB21AG and PI21AG profiles. If the number of
profiles to migrate is greater than the number of profiles that can be migrated, some legacy profiles
are not migrated. In this case, the client adapter priority is as follows, unless overridden by command
line options:

1. 350 PCMCIA

2. 350 PCI

3. 350 mini PCI

4. CB20A

For each client adapter, profiles are migrated in this order:

1. Default profiles

2. Auto-selectable profiles

3. Any current profiles for inserted legacy client adapters that have not already been migrated
4. Any remaining profiles

¢ Profile names that existed before the migration are preserved unless the -replace command is
executed.

Installing the Profile Migration Tool

When the CB21AG/PI21AG client adapter software is installed, the Install Wizard also automatically
installs the profile migration tool, unless the Don’t Install option was chosen in ACAU. It is saved in the
same directory as ADU.

If the Install Wizard is run without using an ACAU-generated configuration file, the profile migration
tool is still installed automatically and saved in the same directory as ADU.

The name of the PMT installation log is migrate.log. It is saved at the root level of your hard drive (C:\).

Running the Profile Migration Tool

Follow these steps to run the profile migration tool to migrate 350 and CB20A profiles to
CB21AG/PI21AG profiles.

The best time to run the profile migration tool is immediately after the Install Wizard has installed the
client adapter software.

The following conditions must be true before the profile migration tool can be run successfully:

- Your computer must contain the 350 and CB20A profiles that you want to migrate.

- ADU must be installed on the same computer but must not be running during the profile migration.
- A CB21AG or PI21AG client adapter must be inserted in your computer.

[ oL-7086-03
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M Command Line Options

Step 1

Step 2

Step 3

Step 4
Step 5

Step 6
Step 7

Step 8

Perform one of the following:

e If you chose the Install & Run option for the ACAU Setup Settings - Profile Migration Tool
parameter, the profile migration tool runs automatically after the Install Wizard installs the client
adapter software. Go to Step 4.

e If ACAU was not used to generate a configuration file, you did not choose the ACAU Install & Run
option, or you want to rerun the profile migration tool (provided that you previously used the
-AllowReRun command line option), open the Windows Command Prompt from Start > Programs
> Accessories.

Use MS-DOS commands to access the directory where the profile migration tool (PMT.exe) is located
on your computer.

Type PMT and press Enter. The profile migration tool runs and displays the results.

~

Note  See the “Command Line Options” section below if you want to alter the behavior of the profile
migration tool before running it.

Restart your computer.

Open ADU. Your migrated 350 and CB20A profiles now appear as CB21AG/PI21AG profiles on the
Profile Management window and are ready for use.

Re-enter the WEP keys in ADU.

If desired, you can view the log file generated by the profile migration tool. This file shows the profiles
that were processed, their status, and the reason why any profiles were not migrated.

N

Note  Unless you changed the default name and location of the log file using the -logfile command,
you can find the log file at C:\migrate.log.

If desired, you can remove the profile migration tool from your computer.

Command Line Options

N

Note

Command line options can be used to alter the behavior of the profile migration tool. They can be entered
in one of two ways:

e If you are entering the command line options on the ACAU Profile Migration Tool Parameters
window, which appears when you choose Install & Run for the Setup Settings - Profile Migration
Tool parameter and click the Command Line box, enter only the command (such as -command).

e If you are entering the command line options from the Windows Command Prompt, type PMT and
then the command (such as PMT -command).

Leave a space between multiple commands (such as -command -command).
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Command Line Options

These command line options are available:

-AllowReRun—Enables the profile migration tool to be run multiple times. When you rerun the
tool, it migrates all the existing profiles, even the ones that were already migrated. If you have
modified any of the previously migrated profiles, the modifications are lost.

Example: PMT -AllowReRun
~
Note If you do not use this command, you can run the profile migration tool only once. If you

attempt to run it again, a message appears indicating that the profiles have already been
migrated and that the tool does not need to be run again.

-CardOrder <cardtype> <cardtype>...—Specifies the order in which profiles are migrated when
multiple client adapters are selected.

Example: PMT -CardOrder -pci350 -pcmcia350

-CB20A—Selects only CB20A profiles for migration. This command can be used alone or in
conjunction with the -CardOrder <cardtype> <cardtype>... command to specify the order in
which client adapter profiles are migrated.

Examples: PMT -CB20A
PMT -CardOrder -CB20A -pcmcia350

-ConfigFile <filename> <filename>...—Enables you to run the profile migration tool using
multiple command lines that are specified within one or more configuration files. You can create the
configuration file(s) using a text editor such as Notepad. To do so, simply type the desired
commands (such as -miniPCI -replace) in the text editor and save the file. (Do not include PMT
when typing the commands in the text editor.) After you have created the configuration file(s), use
the -ConfigFile command with the file(s) you created.

Examples: PMT -ConfigFile filenamel.txt
PMT -ConfigFile filenamel.txt filename2.txt

~

Note If more than one file is specified, the profile migration tool performs all its functions for each
file. It ignores all other command line options and executes only the options in the file(s) in
order to prevent confusion regarding command priority.
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-logfile <logfile name>—Enables you to change the name and location of the log file, which
identifies the migrated and unmigrated profiles after you run the profile migration tool. The default
name is migrate.log, and its default location is the system drive root (for example, C:).

Examples: PMT -logfile logfile.log
PMT -logfile C:\Cisco Aironet\migrate.log

Note If you specify a new location for the log file, that location must already exist. Otherwise, the
file is saved to the system drive root (for example, C:).

Note  If the -logfile command is used without the <logfile name> parameter, a log file is not
generated.

-miniPCI—Selects only 350 mini PCI profiles for migration. This command can be used alone or
in conjunction with the -CardOrder <cardtype> <cardtype>... command to specify the order in
which client adapter profiles are migrated.

Examples: PMT -miniPCI
PMT -CardOrder -CB20A -miniPCI -pci350

-pci350—Selects only 350 PCI profiles for migration. This command can be used alone or in
conjunction with the -CardOrder <cardtype> <cardtype>... command to specify the order in
which client adapter profiles are migrated.

Examples: PMT -pci350
PMT -CardOrder -miniPCI -pci350

-pecmcia350—Selects only 350 PCMCIA profiles for migration. This command can be used alone
or in conjunction with the -CardOrder <cardtype> <cardtype>... command to specify the order
in which client adapter profiles are migrated.

Examples: PMT -pcmcia350
PMT -CardOrder -pcmcia350 -pci350

-replace—Causes legacy profiles with the same name as existing CB21AG/PI21AG profiles to
replace the existing profiles. This command is intended to minimize the number of similarly named
profiles on your system.

For example, if both a 350 PCI legacy profile and a CB21AG profile have the same name (such as
Office), the legacy profile replaces the CB21AG profile, resulting in only one Office profile. If this
command is not used, you have two profiles after migration: Office and Office_b.

Example: PMT -replace

~

Note If you have multiple legacy profiles with the same name (such as Home), only one Home
profile is available after migration.
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| AppendixD  Using the Profile Migration Tool

Uninstalling the Profile Migration Tool

Uninstalling the Profile Migration Tool

The profile migration tool is uninstalled automatically when the client adapter software is uninstalled.
If you want to uninstall only the profile migration tool, find the PMT.exe file in the directory where ADU
is installed and delete it.
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802.1X Also called 802.1X for 802.11. 802.1X is the standard for wireless LAN security, as defined by the Institute
of Electrical and Electronics Engineers (IEEE). An access point that supports 802.1X and its protocol,
Extensible Authentication Protocol (EAP), acts as the interface between a wireless client and an
authentication server, such as a Remote Authentication Dial-In User Service (RADIUS) server, to which the
access point communicates over the wired network.

802.11 The IEEE standard that specifies carrier sense media access control and physical layer specifications
for 1- and 2-megabit-per-second (Mbps) wireless LANs operating in the 2.4-GHz frequency band.

802.11a The IEEE standard that governs the deployment of 5-GHz OFDM systems. It specifies the
implementation of the physical layer for wireless UNII bands (see UNII, UNII 1, and UNII 2) and
provides four channels per 100 MHz of bandwidth.

802.11b The IEEE standard that specifies carrier sense media access control and physical layer specifications
for 5.5- and 11-Mbps wireless LANs operating in the 2.4-GHz frequency band.

802.11g The IEEE standard that specifies carrier sense media access control and physical layer specifications
for 54-Mbps 2.4-GHz wireless LANGs.

802.11i The IEEE standard that defines security standards for wireless LANSs. It specifies encryption,
authentication, and key management strategies for wireless data and system security. It includes the
TKIP and AES-CCMP data-confidentiality protocols.

A

access point A wireless LAN data transceiver that uses radio waves to connect a wired network with wireless
stations.

ad hoc network A wireless network composed of stations without access points.

AES-CCMP Advanced Encryption Standard encryption algorithm using Counter Mode with Cipher Block Chaining
Message Authentication Code Protocol (CCMP). AES-CCMP is the encryption protocol in the 802.111i
standard.

alphanumeric A set of characters that contains both letters and numbers.

antenna gain A measure of an antenna’s ability to direct or focus radio energy over a region of space. High-gain
antennas have a focused radiation pattern in a specific direction.

associated A station is configured properly to allow it to wirelessly communicate with an access point.
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bandwidth

beacon

BOOTP

BPSK

broadcast key
rotation

broadcast packet

CCK

CCKM

cell

CKIP

client adapter

client adapter
software

CSMA

Specifies the amount of the frequency spectrum that is usable for data transfer. It identifies the
maximum data rate that a signal can attain on the medium without encountering significant power loss.

A wireless LAN packet that signals the availability and presence of the wireless device. Beacon packets
are sent by access points and base stations; however, client adapters send beacons when operating in
computer-to-computer (ad hoc) mode.

Boot Protocol. A protocol used for the static assignment of IP addresses to devices on the network.

Binary phase shift keying. A modulation technique used by IEEE 802.11-compliant wireless LANs for
transmission at 1 Mbps.

A security feature for use with dynamic WEP keys. If your client adapter uses LEAP, EAP-FAST,
EAP-TLS, or PEAP authentication and you enable this feature, the access point changes the dynamic
broadcast WEP key that it provides at the interval you select.

A single data message (packet) sent to all addresses on the same subnet.

Complementary code keying. A modulation technique used by IEEE 802.11b-compliant wireless LANs
for transmission at 5.5 and 11 Mbps.

Cisco Centralized Key Management. Using CCKM, authenticated client devices can roam from one
access point to another without any perceptible delay during reassociation. An access point on your
network provides wireless domain services (WDS) and creates a cache of security credentials for
CCKM-enabled client devices on the subnet. The WDS access point's cache of credentials dramatically
reduces the time required for reassociation when a CCKM-enabled client device roams to a new access
point.

The area of radio range or coverage in which wireless devices can communicate with an access point.
The size of the cell depends upon the speed of the transmission, the type of antenna used, and the
physical environment, as well as other factors.

Cisco Key Integrity Protocol. Cisco’s WEP key permutation technique based on an early algorithm
presented by the IEEE 802.11i security task group.

A radio device that uses the services of an access point to communicate wirelessly with other devices
on a local area network.

The client adapter driver and client utilities that are installed by the Install Wizard. The client utilities
include the Aironet Desktop Utility (ADU), Aironet System Tray Utility (ASTU), site survey utility,
and profile migration tool.

Carrier sense multiple access. A wireless LAN media access method specified by the IEEE 802.11
specification.
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D

data rates The range of data transmission rates supported by a device. Data rates are measured in megabits per
second (Mbps).

dBi A ratio of decibels to an isotropic antenna that is commonly used to measure antenna gain. The greater
the dBi value, the higher the gain, and the more acute the angle of coverage.

DHCP Dynamic Host Configuration Protocol. A protocol available with many operating systems that
automatically issues IP addresses within a specified range to devices on the network. The device retains
the assigned address for a specific administrator-defined period.

dipole A type of low-gain (2.2-dBi) antenna consisting of two (often internal) elements.

DNS Domain Name System server. A server that translates text names into IP addresses. The server
maintains a database of host alphanumeric names and their corresponding IP addresses.

domain name The text name that refers to a grouping of networks or network resources based on organization type
or geography (for example, name.com—commercial, name.edu—educational,
name.gov—government, ISPname.net—network provider (such as an ISP), name.ar—Argentina,
name.au—Australia, and so on.

DSSS Direct-sequence spread spectrum. A type of spread spectrum radio transmission that spreads its signal
continuously over a wide frequency band.

EAP Extensible Authentication Protocol. EAP is the protocol for the optional IEEE 802.1X wireless LAN
security feature. An access point that supports 802.1X and EAP acts as the interface between a wireless
client and an authentication server, such as a Remote Authentication Dial-In User Service (RADIUS) server,
to which the access point communicates over the wired network.

EAP-FAST Extensible Authentication Protocol - Flexible Authentication via Secure Tunneling. An 802.1X
authentication type that is available for use with Windows 2000 and XP. With EAP-FAST, a username,
password, and PAC are used by the client adapter to perform mutual authentication with the RADIUS
server through an access point.

Ethernet The most widely used wired local area network. Ethernet uses carrier sense multiple access (CSMA)
to allow computers to share a network and operates at 10, 100, or 1000 megabits per second (Mbps),
depending on the physical layer used.
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F

file server

fragmentation
threshold

full duplex

G

gateway

GHz

half duplex

hexadecimal

IEEE

infrastructure

infrastructure
device

IP address

IP subnet mask

isotropic

A repository for files so that a local area network can share files, mail, and programs.

The size at which packets are fragmented and transmitted a piece at a time instead of all at once. The
setting must be within the range of 64 to 2312 bytes.

A means of communication whereby each node receives and transmits simultaneously (two-way). See
also half duplex.

A device that connects two otherwise incompatible networks together.

Gigahertz. One billion cycles per second. A unit of measure for frequency.

A means of communication whereby each node receives and transmits in turn (one-way). See also full
duplex.

A set of characters consisting of ten numbers and six letters (0-9, A-F, and a-f).

Institute of Electrical and Electronics Engineers. A professional society serving electrical engineers
through its publications, conferences, and standards development activities. The body responsible for
the Ethernet 802.3 and wireless LAN 802.11 specifications.

The wired Ethernet network.

A device (such as an access point, bridge, or base station) that connects client adapters to a wired LAN.

The Internet Protocol address of a station.

The number used to identify the IP subnetwork, indicating whether the IP address can be recognized
on the LAN or if it must be reached through a gateway. This number is expressed in a form similar to
an IP address (for example, 255.255.255.0).

An antenna that radiates its signal in a spherical pattern.
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LEAP

MAC address

MIC

modulation
multicast packets

multipath

OFDM

omni-directional

PAC

packet

PC-Cardbus card

Glossary W

LEAP, or EAP-Cisco Wireless, is an 802.1X authentication type. With LEAP, a username and password
are used by the client adapter to perform mutual authentication with the RADIUS server through an
access point.

The Media Access Control (MAC) address is a unique serial number assigned to a networking device
by the manufacturer.

Message integrity check. MIC prevents bit-flip attacks on encrypted packets. During a bit-flip attack,
an intruder intercepts an encrypted message, alters it slightly, and retransmits it, and the receiver
accepts the retransmitted message as legitimate. The client adapter’s driver must support MIC
functionality, and MIC must be enabled on the access point.

Any of several techniques for combining user information with a transmitter’s carrier signal.
Packets transmitted to multiple stations.

The echoes created as a radio signal bounces off of physical objects.

Orthogonal frequency division multiplexing. A modulation technique used by IEEE 802.11a-compliant
wireless LANs for transmission at 6, 9, 12, 18, 24, 36, 48, and 54 Mbps.

Typically refers to a circular antenna radiation pattern.

Protected access credentials. Credentials that are either automatically or manually provisioned and
used to perform mutual authentication with the RADIUS server during EAP-FAST authentication.
PAC:s are created by the Cisco Secure ACS server and are identified by an ID. A user obtains his or her
own copy of the PAC from the server, and the ID links the PAC to the profile created in ADU. When
manual PAC provisioning is enabled, the PAC file is manually copied from the server and imported onto
the client device.

A basic message unit for communication across a network. A packet usually includes routing
information, data, and sometimes error detection information.

A client adapter card radio module with a Cardbus interface that can be inserted into any device
equipped with a 32-bit Cardbus slot.

PCl card A client adapter card radio module that can be inserted into any device equipped with an empty PCI
expansion slot.
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QoS

QPSK

radio channel
range

receiver sensitivity
RF

roaming

S

spread spectrum

SSID

TKIP

transmit power

Quality of service. QoS on wireless LANs provides prioritization of traffic from the access point over
the WLAN based on traffic classification. The benefits of QoS become more obvious as the load on the
wireless LAN increases, keeping the latency, jitter, and loss for selected traffic types within an
acceptable range.

Quadruple phase shift keying. A modulation technique used by IEEE 802.11-compliant wireless LANs
for transmission at 2 Mbps.

The frequency at which a radio operates.

A linear measure of the distance that a transmitter can send a signal.

A measurement of the weakest signal a receiver can receive and still correctly translate it into data.
Radio frequency. A generic term for radio-based technology.

A feature of some access points that enables users to move through a facility while maintaining an
unbroken connection to the LAN.

A radio transmission technology that spreads data over a much wider bandwidth than otherwise
required in order to gain benefits such as improved interference tolerance and unlicensed operation.

Service set identifier. A unique identifier that stations must use to be able to communicate with each
other or to an access point. The SSID can be any alphanumeric entry up to a maximum of 32 characters.

Temporal Key Integrity Protocol. Also referred to as WEP key hashing. A security feature that defends
against an attack on WEP in which the intruder uses the initialization vector (IV) in encrypted packets
to calculate the WEP key. TKIP removes the predictability that an intruder relies on to determine the
WEP key by exploiting I'Vs.

The power level of radio transmission.
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U

unicast packet A single data message (packet) sent to a specific IP address.

UNII Unlicensed National Information Infrastructure. An FCC regulatory domain for 5-GHz wireless
devices. UNII bands are 100 MHz wide and divided into four channels when using 802.11a OFDM
modulation.

UNII 1 A UNII band dedicated to in-building wireless LAN applications. UNII 1 is located at 5.15 to 5.25 GHz
and allows for a maximum transmit power of 40 mW (or 16 dBm) with an antenna up to 6 dBi. UNII 1
regulations require a nonremovable, integrated antenna.

UNII 2 A UNII band dedicated to in-building wireless LAN applications. UNII 2 is located at 5.25 to 5.35 GHz
and allows for a maximum transmit power of 200 mW (or 23 dBm) with an antenna up to 6 dBi. UNII
2 regulations allow for an auxiliary, user-installable antenna.

UNII 3 A UNII band dedicated to wireless LAN applications. UNII 3 is located at 5.725 to 5.825 GHz and
allows for a maximum transmit power of 1 Watt (or 30 dBm) with an antenna up to 6 dBi. UNII 3
regulations allow for an auxiliary, user-installable antenna.

VLAN A switched network that is logically segmented, by functions, project teams, or applications rather than
on a physical or geographical basis. For example, all workstations and servers used by a particular
workgroup team can be connected to the same VLAN regardless of their physical connections to the
network or the fact that they might be intermingled with other teams. You use VLANS to reconfigure
the network through software rather than physically unplugging and moving devices or wires.

A VLAN consists of a number of end systems, either hosts or network equipment (such as bridges and
routers), connected by a single bridging domain. The bridging domain is supported on various pieces
of network equipment such as LAN switches that operate bridging protocols between them with a
separate group for each VLAN.

WDS Wireless domain services (WDS). An access point providing WDS on your wireless LAN maintains a
cache of credentials for CCKM-capable client devices on your wireless LAN. When a CCKM-capable
client roams from one access point to another, the WDS access point forwards the client's credentials
to the new access point with the multicast key. Only two packets pass between the client and the new
access point, greatly shortening the reassociation time.

WEP Wired equivalent privacy. An optional security mechanism defined within the 802.11 standard designed
to protect your data as it is transmitted through your wireless network by encrypting it through the use
of encryption keys.

workstation A computing device with an installed client adapter.
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WPA Wi-Fi Protected Access. A standards-based security solution from the Wi-Fi Alliance that provides data
protection and access control for wireless LAN systems. It is compatible with the IEEE 802.11i
standard but was implemented prior to the standard’s ratification. WPA uses TKIP and MIC for data
protection and 802.1X for authenticated key management.

WPA2 Wi-Fi Protected Access 2. The next generation of Wi-Fi security. It is the Wi-Fi Alliance’s
implementation of the ratified IEEE 802.11i standard. WPA2 uses AES-CCMP for data protection and
802.1X for authenticated key management.
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Numerics

802.11 Authentication Mode parameter 5-12
802.11b Preamble parameter 5-9
802.1X
authentication types 5-16to 5-18
defined 5-16
802.1x EAP Type parameter 5-28, 5-33, 5-45, 5-48, 5-52, 5-57
802.1x option  5-28, 5-33, 5-45, 5-48, 5-52, 5-57

A

About, menu option 1-4
ACAU
See Aironet Client Administration Utility (ACAU)
access points
entering MAC addresses 5-13
reporting those that fail LEAP authentication 5-20, 5-24
security settings 5-21to 5-24
specifying 5-13
ad hoc network, selecting 5-9
advanced parameters
described 5-3, 5-6
setting  5-6 to 5-13
AES-CCMP, with WPA2 5-19
Aironet Client Administration Utility (ACAU)
client adapters supported 1-5
compatibility with Install Wizard 1-2
components 1-3to 1-4
configuration tabs 1-3to 1-4
configuring global settings 4-1to 4-14
default installation location 2-4

icon 2-8

INDEX

installing 2-2 to 2-6
main window 1-3
menus 1-4
obtaining 2-2
operating systems supported viii, 1-2
overview 1-2
running 2-8
uninstalling 2-9
upgrading 2-7to 2-8
using 3-1to 3-12
Aironet Desktop Utility (ADU)
enabling or disabling 4-5
enabling or disabling profile management feature 4-10
opening from ASTU 4-13
placing icon in system tray 4-6
placing icon on desktop 4-5
preventing access to  4-9
Aironet System Tray Utility (ASTU)
accessing online help 4-12
accessing troubleshooting utility 4-13
configuring user privileges 4-11to 4-14
described 4-11
disabling client adapter radio  4-13
displaying Connection Status window 4-14
enabling manual EAP login  4-13
exiting ADU  4-12
forcing reauthentication 4-13
opening ADU 4-13
selecting profiles 4-14
Aironet System Tray Utility Preferences window  4-12
Allow Association to Mixed Cells parameter
setting with EAP-FAST 5-42
setting with EAP-TLS 5-47
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W Index

setting with LEAP  5-31

setting with PEAP (EAP-GTC) 5-51

setting with PEAP (EAP-MSCHAP V2) 5-55
setting with static WEP  5-26

Allow Automatic PAC Provisioning for this Profile
parameter 5-41

Allow Modification of Automatic PAC Provisioning in
Profiles parameter 4-10

-AllowReRun, profile migration tool command line
option D-5

Allow user to Create a Profile parameter 4-9
Allow user to Export a Profile parameter 4-9
Allow user to Import a Profile parameter 4-9
Allow user to Modify a Profile parameter 4-9
Allow user to Remove a Profile parameter 4-9
Always Resume the Secure Session parameter

for LEAP 5-30

for PEAP (EAP-GTC) 5-50
antenna gains

IEEE 802.11a B-4

IEEE 802.11b B-4

IEEE 802.11g B-5
ASTU Settings parameters

described 1-3
overview 4-11

audience of document viii

for LEAP 5-31

for EAP-FAST 5-37
for LEAP 5-30

auto profile selection
enabling 3-11
forcing in ADU 4-11

rules 3-10

Auto Profile Selection Management window  3-10, 3-11

Auto Select Profiles parameter 3-11

broadcast key rotation

described 5-21

setting on client and access point 5-24
broadcast SSIDs 5-5

C

CAM 58
Canadian compliance statement A-3

-CardOrder, profile migration tool command line
option D-5

caution, defined ix

-CB20A, profile migration tool command line option D-5
CB21AG client adapter, described 1-b
CCKM fast secure roaming
described 5-19 to 5-20
enabling with EAP-FAST 5-33
configuring  4-11to 4-14 enabling with EAP-TLS 5-45
enabling with LEAP 5-28
enabling with PEAP (EAP-GTC) 5-48
enabling with PEAP (EAP-MSCHAP V2) 5-52
authentication process 5-18 setting on client and access point 5-24
Authentication Timeout Value parameter certificates, required for EAP-TLS and PEAP
authentication 5-44
Channel parameter 5-11
Automatically Prompt for User Name and Password option .
channels, supported by regulatory domains
IEEE 802.11a B-2
IEEE 802.11b/g B-3
CiscoAdminConfig.dat file
components  3-2
creating 3-2to 3-5
including a profile in  3-9to 3-11 .
default location 1-4
prioritizing profiles 3-11 .
described 1-4
removing a profile from 3-11 .
saving 3-5
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Cisco Key Integrity Protocol (CKIP), with LEAP
client adapters
disabling radio  4-13
models supported viii, 1-5
client adapter software
configuring silent installation 4-6
configuring silent uninstall 4-7
configuring silent upgrade 4-7
defined 1-2
installing 2-9
obtaining 2-9
uninstalling 2-9
Client Name parameter 5-4

command line options, for profile migration
tool D-4toD-6

-ConfigFile, profile migration tool command line
option D-5

configuration file

components  3-2

creating 3-2to 3-5
default location 1-4
described 1-4to1-5

modifying 3-6

saving 3-5, 3-6
configuration tabs 1-3
configuring global settings 4-1to 4-14
Constantly Awake Mode (CAM)

See CAM
Contents, menu option 1-4

conventions of document ix

5-16

D

declarations of conformity

European community, Switzerland, Norway, Iceland,

and Liechtenstein A-3to A-4
FCC A-2
information A-4 to A-6

RF exposure A-7

Define Certificate window 5-45
Define PEAP (EAP-GTC) Configuration window

Define PEAP (EAP-MSCHAP V2) Configuration
window 5-53

Disable Radio parameter 4-13
document
audience viii
conventions ix
organization viii
purpose  viii
domain name
including in Windows login
for EAP-FAST 5-37
for LEAP 5-31
specifying for saved user name and password
for EAP-FAST 5-37
for LEAP 5-30
dynamic WEP keys, overview 5-16to 5-18

Index W

5-49

EAP authentication, overview 5-16 to 5-18
EAP-Cisco Wireless
See LEAP authentication
EAP-FAST authentication
described 5-16 to 5-18
enabling 5-32
RADIUS servers supported 5-16
requirements 5-32
setting on client and access point 5-22
user databases supported 5-17
EAP-FAST option 5-33
EAP-FAST Settings window  5-34, 5-35
EAP-TLS authentication
described 5-17 to 5-18
enabling 5-44 to 5-47
RADIUS servers supported 5-17
requirements 5-44

setting on client and access point 5-23
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EAP-TLS machine authentication with machine
credentials

requirements  5-44
setting  5-41, 5-46
EAP-TLS option 5-45
EIRP, maximum supported by regulatory domains
IEEE 802.11a B-4
IEEE 802.11b B-4
IEEE 802.11g B-5
Enable Profile Management parameter 4-10
Enter Password window  5-40
error messages C-2to C-7
Exit
menu option 1-4
parameter 4-12
Export button  3-9

Export Profile window  3-9

F

Fast PSP 5-8
FCC declaration of conformity statement A-2
File drop-down menu 1-4
finding domain controller timeout value
for EAP-FAST 5-42
for LEAP 5-14
Force Auto Select Profiles parameter 4-11
frequencies, supported by regulatory domains
IEEE 802.11a B-2
IEEE 802.11b/g B-3
frequency, setting 5-10

G

general parameters
described 5-3
setting 5-3to5-5

global PACs 5-17,5-40

Global Settings tab

changing parameter values 4-3
described 1-3
displayed 4-2,4-3,4-4
groups of parameters 1-3, 4-2
overview 4-2to 4-5
parameter dependencies 4-4 to 4-5
Global Settings window  3-2
Group Policy Delay parameter
setting with EAP-FAST 5-43
setting with EAP-TLS  5-47
setting with LEAP  5-32
setting with PEAP (EAP-GTC) 5-52
setting with PEAP (EAP-MSCHAP V2) 5-56

setting with PEAP (EAP-MSCHAP V2) machine
authentication with machine credentials 5-57

setting with WPA/WPA?2 passphrase 5-27

H

Help
drop-down menu 1-4
parameter 4-12

Host Based EAP option 5-57

Import button 3-8
Import EAP-FAST PAC File window 5-39
Import Profile window 3-8

Include Windows Logon Domain with User Name
parameter

for EAP-FAST 5-37

for LEAP 5-31
infrastructure network, selecting 5-9
Installation Location window 2-4
Installation Type parameter 4-7
installing

ACAU 2-2to2-6

client adapter software 2-9
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profile migration tool D-3
InstallShield Wizard Complete window 2-6
InstallShield Wizard window 2-3
Install Site Survey Utility parameter 4-7

J

Japan, guidelines for operating client adapters A-7

L

LEAP authentication
described 5-16 to 5-18
enabling 5-28 to 5-32
RADIUS servers supported 5-16
requirements 5-28
setting on client and access point 5-22
timeout value 5-31

LEAP option 5-28

LEAP Settings window  5-29

Limit the functionalities to System Tray icon
parameter 4-9

locking a profile 5-15
-logfile, profile migration tool command line option

long radio headers, using 5-9

machine authentication with machine credentials
using EAP-TLS  5-41, 5-46
using PEAP (EAP-MSCHAP V2) 5-56 to 5-58
machine authentication with user credentials
using PEAP (EAP-GTC) 5-49
using PEAP (EAP-MSCHAP V2) 5-54

Manual Login parameter 4-13

Manually Prompt for User Name and Password option

for EAP-FAST 5-37
for LEAP 5-30
Max PSP 5-8

Index W

message integrity check (MIC)
described 5-21
setting on client and access point 5-24
with WPA  5-19

Microsoft Wireless Configuration Manager
enabling or disabling 4-5

role in switching between host-based EAP and
non-host-based EAP profiles 5-56, 5-57

-miniPCI, profile migration tool command line
option D-6

MMH MIC, with LEAP 5-16

Network Type parameter 5-9
New, menu option

described 1-4

using 3-2

No Network Connection Unless User Is Logged In
parameter

for EAP-FAST 5-42
for LEAP 5-31

note, defined ix

o

Open, menu option
described 1-4
using  3-6, 3-7
Open Aironet Desktop Utility parameter 4-13
open authentication, setting 5-12
Open window  3-6
operating systems supported viii
Order Profiles button 3-10

organization of document viii

P

PAC authority, selecting 5-39, 5-41
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PAC provisioning
automatic  5-41
manual 5-41
setting user privileges 4-10
PACs
copying from private store to global store 5-42
described 5-16, 5-17, 5-41
entering password for 5-40 to 5-41
exporting 3-8
importing  5-39 to 5-41
rules for storage 5-17
types of 5-17
PAC stores
selecting 5-40
types of 5-40
PC-Cardbus card, described 1-5
-pci350, profile migration tool command line option D-6
PCI card, described 1-5

-pcmcia350, profile migration tool command line
option D-6

PEAP (EAP-GTC) authentication
described 5-18
enabling 5-48 to 5-52
RADIUS servers supported 5-18
requirements 5-44
setting on client and access point 5-23
user databases supported 5-18

PEAP (EAP-GTC) machine authentication with user
credentials, setting  5-49

PEAP (EAP-GTC) option  5-48

PEAP (EAP-MSCHAP V2) authentication
Certificate option  5-54
described 5-18
enabling 5-52 to 5-56
RADIUS servers supported 5-18
requirements  5-44
setting on client and access point 5-23
User Name and Password option 5-54

PEAP (EAP-MSCHAP V2) machine authentication with
machine credentials, setting 5-56 to 5-58

PEAP (EAP-MSCHAP V2) machine authentication with
user credentials, setting 5-54

PEAP (EAP-MSCHAP V2) option 5-52
peer-to-peer network 5-9
PI21AG client adapter, described 1-b
Place ADU icon in the System Tray parameter 4-6
Place ADU icon on Desktop parameter 4-5
power level
maximum B-4 to B-5
setting 5-7
Power Save Mode parameter 5-8
Preferences parameter 4-12
Preferred Access Points window  5-13
Preferred APs button 5-13
Preparing Setup window  2-3, 2-7
Pre-Shared Key (Static WEP) option  5-25
Previous Installation Detected window  2-8
private PACs 5-17,5-40
product model numbers 1-5
Profile Editor
Advanced window 5-6
General window  3-4,5-4
Security window 5-14
windows 5-3
Profile Management tab
described 1-4
overview 5-2to5-3
selecting 3-3
using 3-6
Profile Management window  3-3, 5-2
profile manager, opening 5-2 to 5-3
profile migration tool
command line options D-4 to D-6
compatibility with Install Wizard D-2
configuring installation settings 4-8
entering command line options  4-8, D-4
finding version number D-2
installing D-3

name and location of generated log file D-4, D-6
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name mangling D-2
overview D-2
rules governing profile migration D-2to D-3
running D-3toD-4
running multiple times D-5
uninstalling D-7
using D-1toD-7
viewing generated log file D-4
Profile Migration Tool parameter 4-8
Profile Migration Tool Parameters window 4-8
Profile Name parameter 5-4
profiles
allowing user to create 4-9
allowing user to export 4-9
allowing user to import 4-9
allowing user to modify 4-9
allowing user to remove 4-9
defined 5-2
described 1-2
exporting 3-8to 3-9
importing 3-7 to 3-8
including in auto profile selection 3-9 to 3-11
locking 5-15
overwriting or appending 4-11
removing 3-7
removing from auto profile selection 3-11
retrieving from registry  3-12
selecting from ASTU 4-14
Profile Settings parameters
configuring 4-10to 4-11
described 1-3
overview 4-10

Prompt the User Before Initiating Automatic PAC
Provisioning parameter 4-10

purpose of document  viii

radio, disabling 4-13

Index W

RADIUS servers
additional information 5-18
defined 5-16
supported 5-16to 5-18
Read from registry, menu option
described 1-4
using 3-12
Reauthenticate parameter 4-13
Reboot after Silent Setup parameter 4-7
registry, retrieving a profile from 3-12
regulatory
domains
IEEE 802.11a B-2
IEEE 802.11b/g B-3
information A-2to A-9
related publications ix
-replace, profile migration tool command line option
Restrict Time Finding Domain Controller parameter
setting with EAP-FAST  5-42
running ACAU 2-8

S

Save, menu option 1-4
Save As, menu option
described 1-4
using 3-5
Save As window 3-5
saved username and password
described
for LEAP 5-29
entering
for EAP-FAST 5-37
for LEAP 5-30
security features
overview 5-15to 5-21
synchronizing 5-21to 5-24
security parameters

described 5-3,5-14

[ oL-7086-03

Cisco Aironet 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) Administration Utility Administrator Guide



W Index

setting  5-14 to 5-58
Select Profile parameter 4-14
Setup Settings parameters
configuring 4-5to 4-9
described 1-3
overview 4-5
Setup Status window 2-5
shared authentication, setting 5-12
short radio headers, using 5-9
Show Connection Status parameter 4-14
Silent setup parameter 4-6
site survey utility, installing 4-7
SSID1 parameter 5-5
SSID2 parameter 5-5
SSID3 parameter 5-5
static WEP
enabling 5-25 to 5-26

with open authentication, setting on client and access
point  5-21

with shared key authentication, setting on client and
access point  5-21

static WEP keys
guidelines for entering 5-26
overview 5-16
selecting transmit key  5-26

size of 5-25

T

Taiwan, administrative rules for client adapters A-8 to A-9
Temporal Key Integrity Protocol (TKIP)
described 5-21
setting on client and access point 5-24
with WPA  5-19
temporary username and password
automatically prompt for
for EAP-FAST 5-37
for LEAP 5-30

described

for EAP-FAST 5-36, 5-37
for LEAP 5-29
manually prompt for
for EAP-FAST 5-37
for LEAP 5-30
selecting options
for EAP-FAST 5-37
for LEAP 5-30
using Windows credentials
for LEAP 5-30
throughput 5-8, 5-9
transmit key 5-26
Transmit Power Level parameter 5-7
Troubleshooting parameter 4-13

troubleshooting utility, accessing from ASTU 4-13

U

uninstalling
ACAU 29
client adapter software 2-9
profile migration tool D-7
Update existing Profiles parameter 4-11
upgrading ACAU 2-7to 2-8
Use Machine Information For Domain Logon parameter
for EAP-TLS 5-41, 5-46
for PEAP (EAP-GTC) 5-49
for PEAP (EAP-MSCHAP V2) 5-54
Use Microsoft Zero Configuration parameter 4-5
User Settings parameters
configuring 4-9 to 4-10
described 1-3
overview 4-9
Use Saved User Name and Password option
for EAP-FAST 5-37
for LEAP 5-29
Use Temporary User Name and Password option
for EAP-FAST 5-36,5-37
for LEAP 5-29
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Use Windows User Name and Password option with LEAP 5-28
for EAP-FAST 5-37 with PEAP (EAP-GTC) 5-48
for LEAP 5-30,5-37 with PEAP (EAP-MSCHAP V2) 5-52
WPA/WPA?2 Passphrase option  5-27
W WPA2 Passphrase
described 5-19
WEP key hashing, described 5-21 enabling 5-27
WEP keys setting on client and access point  5-22
additional security features 5-21 WPA passphrase
defined 5-15 described 5-19
size of 5-15 enabling 5-27
types of 5-15 setting on client and access point 5-22
Wi-Fi Protected Access (WPA) WPA Pre-Shared Key
described 5-19 See WPA passphrase or WPA2 passphrase
enabling with EAP-FAST 5-33 WPA-PSK, described 5-19

enabling with EAP-TLS 5-45

enabling with PEAP (EAP-GTC) 5-48

enabling with PEAP (EAP-MSCHAP V2) 5-52
Wi-Fi Protected Access 2 (WPA2)

described 5-19

enabling with EAP-FAST 5-33

enabling with EAP-TLS 5-45

enabling with PEAP (EAP-GTC) 5-48

enabling with PEAP (EAP-MSCHAP V2) 5-52
Wireless Mode parameter 5-10

Wireless Mode When Starting Ad Hoc Network
parameter 5-10

WPA

See Wi-Fi Protected Access (WPA)
WPA/WPA2/CCKM EAP Type parameter

with EAP-FAST 5-33

with EAP-TLS 5-45

with LEAP 5-28

with PEAP (EAP-GTC) 5-48

with PEAP (EAP-MSCHAP V2) 5-52
WPA/WPA2/CCKM option

used to enable CCKM fast secure roaming 5-20

with EAP-FAST 5-33

with EAP-TLS 5-45
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