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CHAPTER 1

Installing Cisco MSE in a VMware Virtual
Machine

This chapter describes how to install and deploy a Cisco Mobility Services Engine (MSE) virtual appliance.

Cisco MSE is a prebuilt software solution that comprises one or more virtual machines (VMs) that are
packaged, maintained, updated, and managed as a single unit. Cisco MSE is distributed as an Open Virtual
Appliance (OVA) for installation on a virtual appliance and as an ISO image for installation on a physical
appliance.

Cisco MSE acts as a platform (physical or virtual Cisco Mobility Services Engine [MSE] appliance) to
deploy and run the Cisco services.

If you choose Location during installation, you will see the following services in Cisco CMX GUI.

* DETECT & LOCATE—Active for 120 day trial period unless either a CMX base or advanced license
is added.

* ANALYTICS—Active for 120 day trial period unless a CMX advanced license is added.

If you choose Presence during installation, you will see the following services in the Cisco CMX GUI.
* CONNECT—Active for 120 day trial period unless either a CMX base license is added.
* PRESENCE ANALYTICS

* Virtualization Concepts, page 2

« Installation Overview, page 2

» Restrictions for Installing Cisco MSE in a VMware Virtual Machine, page 3
» Cisco MSE Virtual Appliance Deployment Checklist, page 3

 Prerequisites for Installing Cisco MSE in a VMware Virtual Machine, page 3
* Hardware Guidelines, page 4

* Release Upgrade Compatibility Matrix, page 4

* VM Alerts, page 6

» Downloading the Cisco MSE OVA File, page 7
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* Deploying the Cisco MSE OVA File Using the VMware vSphere Client, page 8

« Installing a Cisco MSE Virtual Appliance, page 19

* Creating New Virtual Machines Using Hyper-V Manager, page 26

* Installing Cisco CMX Using Web Interface, page 27

» Upgrading from Cisco CMX 10.x to 10.4, page 30

» Verifying Installing Cisco MSE in a VMware Virtual Machine, page 31

Virtualization Concepts

Refer to these documents for information on virtualization:

» Virtualization Overview

* Setting Up ESXi

» Virtualization Basics

Installation Overview

The following table lists the Cisco MSE virtual appliance installation process and contains information about
the sections providing details about them:

Table 1: Installation Overview

Step

Task

See

1

Review the deployment checklist and prepare
for the installation of a Cisco MSE virtual
appliance.

Cisco MSE Virtual Appliance Deployment
Checklist, on page 3 and Hardware
Guidelines, on page 4

Download the Cisco MSE Open Virtualization
Archive (OVA) file from Cisco.com.

Downloading the Cisco MSE OVA File,
on page 7

Deploy the Cisco MSE OVA file.

Deploying the Cisco MSE OVA File
Using the VMware vSphere Client, on
page 8

Configure the basic configurations and install
the Cisco MSE virtual appliance.

Installing a Cisco MSE Virtual Appliance,
on page 19

Set up the Cisco MSE virtual appliance.

Installing Cisco CMX Using Web
Interface, on page 27
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Restrictions for Installing Cisco MSE in a VMware Virtual
Machine

* Map size must be less than 5 MB in Cisco Prime Infrastructure.

* There must be less than 1000 access points on a single map.

» The Mobile Application Server and Wireless intrusion prevention system (wIPS) are not available.
* A common NTP server must be used to synchronize the time.

* Simple Mail Transfer Protocol (SMTP) Mail Server name and authentication mechanism must be used
for the Cisco CMX mail notification system.

* Cisco CMX 10.2 does not render any data on Cisco Prime Infrastructure maps. To allow client display
in Cisco Prime Infrastructure 1.4 or later, a parallel Cisco MSE 8.0 is also required.

Cisco MSE Virtual Appliance Deployment Checklist

* Cisco Wireless Controller has IP connectivity to a Cisco CMX instance.
* Cisco Prime Infrastructure has IP connectivity to a Cisco CMX instance.
* Port 16113 is routable from Cisco WLC to the Cisco CMX IP address.

* Port 161 (for Simple Network Management Protocol [SNMP] traffic) is routable from Cisco WLC to
the Cisco CMX IP address.

» SSH client to log in with the root access to the VM is present.

* A Secure Copy (SCP) client (on MAC native or installed on PC) or a Secure File Transfer Protocol
(SFTP) exists to move files into Cisco CMX OVA (specifically, map files and images to upgrade).

Prerequisites for Installing Cisco MSE in a VMware Virtual
Machine

* VMWare vSphere client.

* Hostname IP address, netmask, default gateway, DNS IP address, and Network Time Protocol (NTP)
Server IP address or name.

» Cisco WLC 7.6, 8.0 or later.

« [P address, type, the SNMP version, and the SNMP write community string of Cisco WLC.

* SNMP credentials of Cisco WLC (private key for V1 and V2, or username and password for V3).
* Mail server settings (port number and security settings) and email address.

* Cisco Prime Infrastructure 2.2, 3.0, or later with a hierarchy of maps in the order of campus, building,
and floor.
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» Existing exported map file from Cisco Prime Infrastructure.

* VMware virtualization environment ESXi 5.x, 6.0, and 6.5.

Hardware Guidelines

The following table lists the hardware guidelines for the Cisco MSE virtual appliance.

)

Note  If the hardware requirements are not met, the OVA deployment fails. Similarly, the Cisco MSE setup fails
during installation when the other minimum requirements listed in the table below are not met.

Table 2: Hardware Guidelines

Hardware Platform Basic Appliance Standard Appliance High-End Appliance
CPU 8 vCPU (2.4 GHz core) |16 vCPU (2.4 GHz core) | 24 vCPU (2.4 GHz core)
RAM 24 GB 48 GB 64 GB 1

HDD 500 GB 500 GB 1 TB

1 The high-end deployment VM (20 vCPU, 64 GB RAM) reserves 63.74 GB for itself and the rest of the RAM is used by ESXi.

A

Note = We recommend you to allocate the required HDD space. For more information, see step 12 in Deploying
the Cisco MSE OVA File Using the VMware vSphere Client section.

Release Upgrade Compatibility Matrix

The following table lists the Cisco CMX releases available on Cisco.com.

Table 3: Cisco CMX Releases Available on Cisco.com

Cisco CMX Release OVA 3365 1SO Upgrade Option Only

10.1.0 cmx-v10-1-0.ova — —

10.1.1 — 10.1.1 —

10.1.1-2 — — cisco_cmx-10.1.1-2.tar.gz
(cisco cnx-10.1.1-2x86 64pm
and
a0 ar comsH01L13086 Glipm)

|| Cisco Mobility Services Engine Virtual Appliance Installation Guide for Cisco CMX Release 10.4
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Cisco CMX Release OVA 3365 1SO Upgrade Option Only

10.1.2 — — cisco_cmx-10.1.1-2.tar.gz

10.2 10.2 OVA 10.2 ISO 10.2 backend upgrade
(10.1 and 10.1.1 to 10.2)
script and.CMX image
file

10.3 10.3 OVA 10.3 ISO —

10.4 10.4 OVA 10.4 ISO —

Table 4: Node Types Supported Per Release

Release Location and Location and Location, Analytics, | Connect and
Analytics Node Connect Node and Connect Node | Presence Node
(L-Node) (P-Node)
10.1.0 Yes — — —
10.1.1-2 Yes Yes Yes —
10.1.2 Yes Yes Yes —
10.2 Use the upgrade Use the upgrade Yes Yes
script to change script to change
Location and Location and
Analytics to Connect to
Location, Analytics, | Location, Analytics,
and Connect and Connect
internally. internally.
10.3 Use the upgrade Use the upgrade Yes Yes
script to change script to change
Location and Location and
Analytics to Connect to
Location, Analytics, | Location, Analytics,
and Connect and Connect
internally. internally.
10.48 Use the upgrade Use the upgrade Yes Yes
script to change script to change
Location and Location and
Analytics to Connect to
Location, Analytics, | Location, Analytics,
and Connect and Connect
internally. internally.
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VM Alerts

Table 5: Upgrade Path by Node Type

Installing Cisco MSE in a VMware Virtual Machine

Upgrade Path 12

Location and

Location and

Location, Analytics,

Connect and

Connect Node Analytics Node and Connect Node | Presence Node
(L-Node) (P-Node)

10.1.0 OVA to 10.2 | 10.2 backend script | 10.2 backend script | 10.2 backend script | —

to upgrade image | to upgrade image | to upgrade image to

t010.2 and change |t010.2 and change | 10.2.

Location and Location and

Connect to Analytics to

Location, Connect, | Location, Connect,

and Analytics. and Analytics.
10.1.1-2 tar.gz to 10.2 backend script | 10.2 backend script | 10.2 backend script | —
10.2 to upgrade image | to upgrade image | to upgrade image to

t010.2 and change |t010.2 and change | 10.2.

Location and Location and

Connect to Analytics to

Location, Connect, | Location, Connect,

and Analytics. and Analytics.
10.1.2 tar.gz to 10.2 | 10.2 backend script | 10.2 backend script | 10.2 backend script | —

to upgrade image | to upgrade image | to upgrade image to

t010.2 and change |t010.2 and change | 10.2.

Location and Location and

Connect to Analytics to

Location, Connect, | Location, Connect,

and Analytics. and Analytics.
10.2 OVA/ISOto | — — Ul upgrade script to | Ul upgrade script to
10.3 upgrade image. upgrade image

10.3 OVA/ISO to
10.4

Ul upgrade script to
upgrade image.

Ul upgrade script to
upgrade image

2 The path that is provided for upgrade is the same as that used for backup and restore.

VM Alerts

The following table displays the alerts shown on the VM for the following conditions:

Table 6: VM Alerts

Hard Disk Status Alert Shown
50 percent Do Not Back Up
80 percent System Is About To Run Out Of Space

i Cisco Mobility Services Engine Virtual Appliance Installation Guide for Cisco CMX Release 10.4



| Installing Cisco MSE in a VMware Virtual Machine
Downloading the Cisco MSE OVA File .

Hard Disk Status Alert Shown

85 percent All The Services Are Stopped

Downloading the Cisco MSE OVA File

Step 1 Download the Cisco MSE image from Download Software on cisco.com.
Step 2 Save the Cisco MSE OVA installer to your computer and ensure that it is accessible.
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Deploying the Cisco MSE OVA File Using the VMware vSphere
Client

To deploy the Cisco MSE OVA file using the VMware VSphere Client, follow these steps:

Step 1 Launch the VMware vSphere client application on your desktop.
Step 2 From the VMware vSphere Client application menu, choose File > Deploy OVF Template.

Step 3 In the Deploy OVF Template window that is displayed, click Browse and select the Cisco MSE OVA file that is stored
locally on the machine.

Figure 1: Select CMX Image

[o
[‘;.

&) Deploy OVF Template =

Source
Select the source locabon,

Deploy from a fe or LRL

r
|C: Weers vajbanga \Downioads \CISCO_OMX-10.2.0-113 e » | Browese...

Enter a URL to downioad and nstall the OVF package from the Intemet, o
specfy a location accessbie from your computer such a5 & local hard drive, a
network share, of & CDJOVD drive

kel Each Hext > cacd | |
_ e | | |
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Step 4 Verify the OVF Template Details details, and click Next.

Figure 2: OVF Template Details

(5 Deploy OV Template (=) B

OVE Template Details
Verify OVF template detais.

Source
OVF Template Details
End User License Agreement
Mame and Location
Deployment Configuration
Resource Pool

ool

Product: dSCo-amx

Disk Format

Ready to Complete
Download size: 5468

Sire on disk: 5.4 G8 (thin provisioned)
0.0 GB (thick provisioned)

Help I < Back | Next > I Cancel
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Step 5 Click Accept to accept the End User License Agreement and then click Next.

Figure 3: End User License Agreement
[ Deploy OVF Template HE=1E

End User License Agréement
Accept the end user license agreemeants.

Source
OVF Template Detads
End User License Agreemu

angd Locabon ;!

= We will reserve part of the resources of CPU and memory based on your OVA selection.

Low-end vMSE:
: 8 wCPUs. 3000 Mhz wil be reserved.
rriple i 24 GB Memory. 24 GB will be reserved.
Standard vMSE:
16 vCPUs. 16000 Mhz will be reserved.
43 GB Memory. 48GE will be reserved.
High-end wMSE:
20 vCPUs, 20000 Mhz will be reserved.
64 GB Memory. 64GE will be reserved.

Help | < Back Next > Cancel |
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Step 6 Enter a name for the Cisco MSE VM and click Next.

Figure 4: Name and Location

MIIlITywTTwwwTsaww:-~n

“. F

File Edt View levenbery Adminabotion Plugring Hep
B B 9 rome v g rveor Bl e
& & () Deptoy OVF Template L2 45 il
- = 1
. Rasse and Location
@ [ 1000017782
B s 00 Speaty 8 rame ard lecatn for the degloved teplate
& pivec
-
Baame:
- fosen D
o o toation " The mame can cuntin up 4880 char scters and it must e st witin the veniory fokder.
Degloyment Corifguraton
0
¢
M
-
Recent Tasks 1ot o Smsns cortsns: Clear  ®
Hame | Target
o
i
) -
Tasks | bl 1 it I el i 1 Evahaion Moge: 2E cays remaining  soot %
Lal e e e
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. Deploying the Cisco MSE OVA File Using the VMware vSphere Client

Step 7 From the Configuration drop-down list, choose the VM configuration of your choice. The available options are Low-end,

Standard, High-end.

Figure 5: Deployment Configuration

() Deploy OVF Template

Deployment Configuration
Select a deployment configuration.

Source

OVF Template Details

End User License Agreement Configuration:
Deployment Configuratior

Disk Format

MNetwork Mapping

The resources consumed by this configuration are:
Ready to Complete 8 wCPUs. 8000 Mhz will be reserved.
24G8 Memoary. 24GB will be reserved.
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Step 8

Step 9

Check the format in which you want to store the virtual disk.

Figure 6: Format

(%) Deploy OVF Template

Deploying the Cisco MSE OVA File Using the VMware vSphere Client .

i Disk Format

In which format do you want to store the virtual disks?

Datastore: |ﬂat&ltl't1

1272.5

Available space (GE):

Resource Pool

_DISl. F‘_:'"'_"al " Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed

" Thin Provision

Help |

< Badk I MNext > | Cancel I

Map the networks used in the OVF template to the networks in your directory.

Note = With CSCve21967, you cannot deploy the Cisco MSE OVA file with standard and high end VM types with the
VMWare ESXi 6.x web client. The web client interface does not show the inventory items drop-down options
(low end, standard, and so on) and the option to select VM type is not enabled on the Deployment Options
window. However, you can use the VM Ware vSphere desktop client from ESXI 5.x to successfully deploy
standard and high end VM types to an ESXI 6.x. For more information, see
https://kb.vmware.com/selfservice/microsites/search.do?language=en US&cmd=displayKC&externalld=2121185.
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Figure 7: Network Mapping

(&) Deploy OVF Template

Network Mapping
What networks should the deployed template use?

Source
OVF Template Detais Map the networks used in this OVF template to networks in your inventory
End User License Agreement

Mame and Location Source Networks | DestinationNetworks
Deployment Configuration NAT " VM Network

Disk Format
Hetwork Mapping
Ready to Complete

4 | 1]

Description:

Logical network used by this appliance.,

A
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Step 10 Click Finish. Ensure that Power On the Virtual Machine is not checked.

Figure 8: Complete the Deployment

(&) Deploy OWF Template = | & ]

Ready to Complete
Are these the oplions you want to use?

e you dhck Finesh, the: depioyment task =l be started
Deployment sattings:

ovFfile: B 1721955, D62 BUS0 fvivew/ CMDC-Red e /10 by CMX-0u

Dewnlaad sie

Size ondisk:

Mame:

Deployment Configurtion:
Host/Cluster ocalihent.

Datantons dataston]

Disk provisonng Thicck Provision Lazy Zemed

Metwark Mappng: HAT 1 VM Network”

I Power on after deployment

- | e |

|
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Wait for the deployment to complete. This will take a few minutes.

Figure 9: Deploying the OVA

@ Deploying cisco-cmxl - S I X

Deploying dsco-cmx 1

Creating VM dsco-cmx1...

.5.0, 2068190

3 chines ' ResourceAl

¥ Close this dialog when completed
virtualization softv

as ESX or ESXI, to run virtual machines. Hosts pr
CPU and memory resources that virtual machine:
give virtual machines access to storage and netw

rannoactivibo

Step 11 Click the deployed VM and choose Edit Virtual Machine.

Figure 10: Edit Virtual Machine

—_— -

Gh | cisco-cmx What is a Virtual Machine?

A virtual machine is a software (I(Ilﬂ"ll:lUlE!Ir that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtu
machine is called a guest operating system.

Because every virtual machine is an isolated comput
environment, you can use virtual machines as deskic
workstation environments, as testing environments,
consolidate server applications

Virtual machines run on hosts. The same host can
many virtual machines.

Basic Tasks

G Power on the virtual machine

@ Edit virtual machine settings
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Step 12 (Optional) Click Hard disk and modify the Provisioned Size as per your requirement and capacity.

Figure 11: Edit Provisioned Size

Hardware | Options | Resources Virtual Machine Version: 7

Disk Fie
I™ Show All Devices e EE— | |[datastore 1] cisco-cmxjoisco-cmox. vmdk
Hardware | Summary ) D
& Memory 24568 MB ,?"" o . B
@ crus 8 ype: Thick Provision Lazy Zeroed
Video card Video card Provisioned Size: | 250 =] I‘T'E l]
s B VMCI device Restricted Maximum Size (GB): 1419.37
i @ SCSI controller 0 LSI Logic Parallel !
|| @ Hard disk 1 (edited) Virtual Disk — vt Device Node
|| B Network adapter1 VM Network |SC£.'I (0:0) Fard aak _I
5 1 Lt
- m — —
™ Independent
Independent disks are not affected by snapshots.
~
Changes are immediately and permanently written to
the disk.
| U] C
i Changes to this disk are discarded when you power
off or revert to the snapshot.
Help | oK Cancel
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Step 13 (Optional) Click Resources>CPU and modify the reservations if your OVA fails to start because of insufficient resources.

Figure 12: Modify CPU Reservations

mdwaf_-'opm Resources Virtual Machine Version: 7 |

Settings | Summary —Resource Allocation -
CPU 12000 MHz '
Memory 24567 MB Shares: Normal EIBETE
Disk Normal Reservation: _— 12000 =3 MHz
Advanced CPU HT Sharing: Any
Advanced Memory NUMA Nodes: 2 -
§
Limnit:

W Unlimited

A Limit based on parent resource pool or current host
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Step 14 Power ON the VM. The first boot takes a while as the new disk has to be expanded.

Figure 13: Power ON VM

File Edit View Inventory Admimistration Plug-ins Help
ﬂ £ @y Home b g Inventory b [H]l Inventory
n » & o GnRe RSP

B @ 172.19.35.196
@ & Alpha Servers

m @ Anurag Test [tk Summary | ResourceAllocation | Performance ' Events ' Conso
@ @ Build Servers
5 [cisco-
[ Power 2 poweron cvs
Guest L4 Power Off Ctrl+E
Snapshot * Suspend Ctrl+Z
= Open Console Reset Ctrl+ T
@ Edit Settings... Shut Down Guest Ctrl+D
Upgrade Virtual Hardware start Guest Ctrl+R )
-l
Add Permission... Ctrl+P nts, as testing environments, or to
Report Performance... plications
R n hosts. The same host can run

Open in New Window... Ctrl+Alt+N
Remove from Inventory
Delete from Disk

[» Power on the virtual machine

(% Edit virtual machine settings

Installing a Cisco MSE Virtual Appliance

After the Cisco MSE is deployed, you can install and configure a Cisco MSE virtual appliance. Note the
following points:

* Cisco MSE does not have a node install menu. However, there is a first-boot script that checks if a
configuration exists on the device. If the script does not find a valid configuration, it launches the setup
routine and initiates network configuration tasks using the CLI, followed by initial setup tasks on the
browser.

* The new first-boot script determines if the initial configuration is completed, and then displays the normal
login prompt. If the initial configuration is not completed, the default login prompt is displayed.
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Step 1

Step 2

Step 3

Step 4
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Installing a Cisco MSE Virtual Appliance

A

Note  The cmxctl node install command is no longer valid.

To install and configure a Cisco MSE virtual appliance, follow these steps:

Right-click the Cisco MSE VM and click Open Console.
The console window is displayed with the following information:

CentOS release 6.6 (Final)
Kernal 2.6.32-504.e16.x86_64 on an x86 64

localhost login: cmxadmin

password: cisco
Last login: Sun May 15 19:31:03 from 10.0.2.2

Enter the login name and password as prompted.

Figure 14: Console Window

Press Enter when prompted, as shown in the figure below.

Figure 15: Press Enter

(R R RN RN RRENRRRRETERIERERRENRERERERESRERERERERERUERERERERINERERSRERNERRRUDH D,
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Enter a new password for the root user and reconfirm it when prompted. The password should meet the minimum
requirements listed.
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Note  The root password is used only for root operating system configuration and not for the cmxadmin user functions.

Step 5 Enter a new password for cmxadmin user and reconfirm it. The password should meet the minimum requirements listed.
Note  The cmxadmin password is used for logging in to the Cisco MSE account for future network admin configurations.

Figure 16: Set Passwords

Step 6 In the Select Action window, click Device configuration.

Figure 17: Device Configuration

Select Action
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Step 7 In the Select A Device window, click the eth0 interface.

Figure 18: Select A Device

select A Device
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Note  With CSCux07068, CMX 10.2 and 10.2.1 installation fails when New Device option is selected under device
configuration. We recommend that you do not select New Device option.

Step 8 In the Network Configuration window, toggle the Use DHCP ficld and then enter the Static IP address, Netmask, and
Default gateway IP, and click Ok.
Note * To set the hostname, see the Hostname field in Step 10. Changing the hostname through the CLI is not
supported. After the initial setup, to change the hostname, use the cmxos reconfigure command to display
the Network Configuration and DNS Configuration windows again.

* Do not change the Device field as this is automatically detected.

* Do not enter DNS details because the information entered here is not used by the system. These details
can be entered in the DNS configuration step (Step 10) that follows.

Figure 19: Network Configuration

Network Configuration

Name

Device

Use DHCP

Static IP

Netmask

Default gateway IP
Primary DHS Server

Secondary DNS Server b

| Ok [

{Tab>s<{Alt-Tab> between elements 2> next screen
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Note Do notchange the name of the interface. The default interface Name is e th0 and it should not be changed.

Step 9 In the Select Action window, click DNS Configuration.

Figure 20: Select DNS Configuration

Device conl i!uul.ln

Step 10 In the DNS configuration window, enter the Hostname, DNS, and DNS search path default domain.

Figure 21: DNS Configuration

DNS conf iguration |

Hoztname
Primary DNS
Secondary DNS
Tertiary DNS
DNS scarch path
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Step 11 In the Select Action window, click Save&Quit.

Figure 22: Select Action

Select Action

DNS conf iguration
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Step 12 (Recommended) Enter the NTP server name or the IP address of the NTP server when prompted.

Note « After installation, changing the NTP information through the CLI or GUI is not supported. To change the
NTP information, use the cmxos reconfigure command from the CMX CLI to to change the NTP
information. Given below is a workaround.
cmxctl stop
cmxctl stop ?a
!Go to root user
su
'Run the timezone script
/opt/cmx/bin/tzselect
!Logout of the box
exit
!Log back in and check the timezone
date
!Restart the services
cmxctl start agent
cmxctl start
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Figure 23: Configuring NTP

Step 13 Configure the time zone and save the changes.

Figure 24: Configuring Time Zone

Step 14 Access the URL when prompted.

Figure 25: Access URL
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Step 15

Step 16

Open the URL http://<ip-address>:1984 when prompted in the browser. The Cisco Mobility Services Installation sign
in page is displayed.

Figure 26: Welcome Menu

1 [IT] [T

CISCO 1020248

Welcome to the Cisco Mobility Services Installation

Please Login using your cmxadmin credentials

In the Cisco Mobility Services Installation sign in page, enter your cmxadmin credentials and proceed with the installation.
Note  Use steps 15-16 while installing a new MSE virtual
appliance.

Creating New Virtual Machines Using Hyper-V Manager

Step 1
Step 2
Step 3

i Cisco Mobility Services Engine Virtual Appliance Installation Guide for Cisco CMX Release 10.4

You can now run Cisco CMX on Microsoft Hyper-V virtualization hosts. This enables you to use Cisco CMX
on virtual machines using any Hyper-V capable host running Windows Server 2008 R2 or later.

You can create a new virtual machine using Hyper-V Manager application. Ensure to specify 24 GB of memory
or higher when creating the virtual machine in Hyper-V manager, and to subsequently increase the processor
count for the virtual machine to 8 vCPU or higher before starting the new virtual machine.

If you are running Windows Server 2012 or later, we recommend you to convert the Cisco CMX .vhd disk
image to .vhdx format before adding it to the new virtual machine.

To create a new virtual machine:

Download the CMX .vhd file to the location on the drive where it will reside.
(Optional) Convert the .vhd file to .vhdx format.

Open the Hyper-V Manager application and verify the Hyper-V virtual network switch configuration.
Note  To configure a Hyper-V virtual network switch, click Virtual Switch Manager at the right side of the Hyper-V
Manager window.
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Step 4
Step 5
Step 6

Step 7

Step 8

Step 9

Step 10
Step 11
Step 12

Installing Cisco CMX Using Web Interface .

To create a new VM, choose Action > New > Virtual Machine.
Enter a name for the new virtual machine.

Select to store the virtual machine in a different location, browse to the folder containing the .vhd or converted .vhdx
file, and then click Next.

Choose Generation 1 as the machine type, and then click Next.
Note  Only certain Windows guests support Generation
2.

Specify 8192 or greater for the VM memory, and then click Next.
Note Do not enable Dynamic
Memory.

Under Connections, choose the appropriate virtual network switch to connect the VM, and then click Next.
Select Use an existing hard disk, and then navigate to the .vhd or .vhdx file on your hard disk.
In the Summary window, click Finish.

Edit the new VM settings and change the processor count to a minimum of 4.

Installing Cisco CMX Using Web Interface

Step 1

Step 2

Launch the Cisco CMX user interface using Google Chrome 40 or later, and follow these steps:

In the Cisco CMX web interface, enter the login credentials for a Cisco CMX administrator and click Sign in to continue.
The login username is emxadmin. Use the password that was configured when the system was started for the first time.

Figure 27: Welcome Window

sttt yes
CISCO 1020248

Welcome to the Cisco Mobility Services Installation

Please Login using your cmxadmin credentials

Choose the Cisco CMX type as either Location or Presence.
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The installation is initiated and services are started. Note that this may take a few minutes.

Welcome to the Cisco Mobility Services Installation

.ta
o Cocte 0304 ¥ befr ity
¥ Caaka_035% Catsarta
o Corad Wlara
W Corid Hagrasy
o Cretetass Camntgue primm
& Coche_0378 i
W Coche 8379 Ledeton
W Coche 8380 ptabergre
* Cocha_ 831 o
o Clesag raarser Feragd

o bl

The sequence of events is as follows:
Consul Configuration

DB Installation

Schema Migration

InfluxDB Configuration

Cassandra Installation

A N A W N -

Node Registration

Click Please click to continue setup or press Enter to proceed to the main portal.

Note  You can monitor the progress of the installation either through the graphical status display or the console output.

Note that this console is for display only.

Welcome to the Cisco Mobility Services Installation

Status

+ Consul = Cassandra

" Confd £ Metrics

£ Database ¥ Haproxy

&= Cache_B378 £ Configuration
= Cache_B370 + lodocs

= Cache_8380 & Analytics

& Cache_8381 9 Location

&= Cache_B382 & Matlabsngine
 Qlosspyworker o Nmsplb.

& Influxdb  Connact

@ Hyperlocation

Please click to continue setup

The main Cisco Mobility Services User Interface may be
available although some services hava not started. Please

start thess services using the CLI. [Nmspib]

354118

i Cisco Mobility Services Engine Virtual Appliance Installation Guide for Cisco CMX Release 10.4



| Installing Cisco MSE in a VMware Virtual Machine

Installing Cisco CMX Using Web Interface .

The installation is complete. If this is a reinstallation, the Cisco CMX Welcome window is displayed. If this is a fresh
installation, the user is automatically authenticated and the Cisco CMX Welcome is skipped.

Step 4 Log in with the username admin and password admin.

Figure 28: Welcome Screen

e o
CISCO 10.20beta663

Welcome to CMX

admin

© 2015 Cisco Systems, Inc

354112

What to Do Next

A Setup Assistant window is displayed, from where you can complete the initial configuration. You must
now set a password for the admin user, import Cisco WLC details and maps from Cisco Prime Infrastructure,
and configure and test mail server settings.
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Use https://<ip address> for all subsequent logins to the web user interface. Use https:// <ip-address>:1984
only for initial configuration.

Figure 29: Setup Assistant

SETUP ASSISTANT

) Introduction

Welcome to CMX

Please proceed through this setup assistant to get your system up and running.

354130

Upgrading from Cisco CMX 10.x to 10.4

There are three options to upgrade from Cisco CMX 10.x to Cisco CMX 10.4:

* Option 1—Copy the Cisco CMX image into the Cisco CMX node, and then use the cmxos upgrade
<cmx-file> command from the command line to perform the upgrade.

* Option2—Use the web installer on port 1984, and choose Remote File to download the Cisco CMX
image from a hosted site, for example, the Cisco CMX image may be available in an internal web server
for download.

* Option 3—Use the web installer on port 1984, and choose Local File to upload the Cisco CMX image
from your local machine through the web browser.

Note = We recommend either option 1 or 2.

Upload of the Cisco CMX image might fail if you use option 3. This is due to a memory leak with a
third-party library used in the installer. However, this library will be fixed in subsequent versions of the
installer. If you chose option 3 and the upload fails, restart the installer program by using the cmxos
adminui stop command and then the cmxos adminui start command. Option 3 might succeed after
several tries.
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Verifying Installing Cisco MSE in a VMware Virtual Machine

You can verify the overall system health and status of the Cisco MSE services using the System tab in the
Cisco MSE user interface. Ensure that all the services, memory, and CPU indicate a healthy status (green) for
each Cisco MSE and Cisco CMX node, and that there is at least one active Cisco WLC.

The System tab contains the following subtabs:
* Dashboard—Provides an overall view of the system.
* Alerts—Enables you to view live alerts.

 Patterns—Enables you detect patterns of various criteria, such as Client Count, CPU Usage, Memory
Usage, and so on..

* Metrics—Enables you to view system metrics.
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CHAPTER 2

Virtual Machine Setup and Administration

This chapter contains the following sections:

* Adding a Hard Disk to a Virtual Machine in the vSphere Client, page 33
» Configuring the Network, page 33
» Reconfiguring CPU and RAM for Cisco CMX installation, page 34

Adding a Hard Disk to a Virtual Machine in the vSphere Client

When you add a hard disk to a virtual machine (VM), you can create a new virtual disk, add an existing virtual
disk, or add a mapped Storage Area Network (SAN) Logical Unit Number (LUN).

In most cases, you can accept the default device node. For a hard disk, a nondefault device node is useful to
control the boot order or to have different Small Computer System Interface (SCSI) controller types. For
example, you might want to boot from an LSI Logic controller and use a Buslogic controller with bus sharing
turned on to share a data disk with another VM.

Configuring the Network

By default, the VM uses the host network settings. Hence, no configuration is required for VM adapters on
ESXi. If you have both public and private networks connected to the host and want the VM to access both
the networks, you must configure the VM adapters in the vSphere client.
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Reconfiguring CPU and RAM for Cisco CMX installation

Before you run any commands to reconfigure the CPU and RAM, run the ecmxctl config command to back
up the current configuration. Ensure to make the Cisco CMX device offline before the reconfiguration.

Step 1 Run the emxctl stop -a command to stop all the Cisco CMX services.
Step 2 Run the shutdown -h now command to shutdown the device.
Step 3 Navigate to VM Ware manager.

Step 4 Change the RAM and CPU as required.
We recommend that you refer to the documentation for standard configurations. Random configurations may return
unexpected results.

Step 5 Restart up the device.

Step 6 Run the emxctl status command to verify if all the Cisco CMX services are running.

Step 7 (Optional) If the Cisco CMX services are not running, run the cmxctl start command to start the services.
Step 8 To reconfigure the RAM reserved for each service, run the emxctl config reload --resize=True command.

Running this command will prompt to restart the services. Use the emxetl start command to restart the services.

Step 9 To verify the configuration, run the cmxctl config get command and compare the current and previous configuration.
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CHAPTER 3

Uploading the Cisco CMX/MSE IS0 Image to the
Cisco MSE 3365

Note  Make sure the Serial over Lan (SoL) functionality is enabled on the Cisco Unified Communication System
(UCS). To enable SoL on the Cisco UCS server, use the set enabled yes command. For more information
on enabling SoL, refer to the Cisco UCS documentation on Cisco.com.

» Uploading the Cisco CMX/MSE ISO Image to the Cisco MSE 3365 Using Newer CIMC Versions,
page 35

» Uploading the Cisco CMX/MSE ISO Image to the Cisco MSE 3365 Using Older CIMC Versions, page
43

Uploading the Cisco CMX/MSE IS0 Image to the Cisco MSE
3365 Using Newer CIMC Versions

MSE 3365 Software Reset is a process used to load the MSE 3365 with a required image (MSE 8.x, or CMX
10.x). The MSSE 3365 is a UCS-based device, and can be accessed through the Cisco Integrated Management
Controller (CIMC) interface.
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Before You Begin

Java Version 1.6.0.14 must be installed on the client machine used to access your MSE 3365 device.

Step 1 Download the Cisco MSE ISO image from the Download Software page on cisco.com.

Step 2 Open a browser, and enter the IP address of your device to log in to to the Cisco Integrated Management Controller
(CIMC) GUI interface (Address format is https://x.x.X.X).

Figure 30: Cisco Integrated Management Controller Interface

e = —
cisco  CiSCO Integrated Management Controller

clu sl oo

Step 3 Click Server and in the Server Summary page, click Launch KVM Console and click OK.
A mini executable file is downloaded.

Step 4 Open the file using javaws.exe from the bin folder of your Java installation. If a security error prevents you from installing
the file, add the URL of the CIMC to the list of exception sites, using the steps below.
a) Choose Control Panel > Programs > Java.
b) Choose Security > Edit Site List > Add and add the CIMC URL.
¢) Click OK.
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The installation is initiated.
Step 5 In the KVM Console window that is displayed after the installation, click the Virtual Media tab.

Figure 31: KVM Console
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Step 6 In the Virtual Media window that is displayed, choose Activate Virtual Devices > Select "Map CD/DVD. Browse
and select the downloaded MSE image.

Figure 32: IS0 Image Selected
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The recovery process begins. The Select Install Method window is displayed.

Step 7

* Option 1: Install CMX using Serial—Respond to the prompt to press ENTER by starting an SSH session to the
CIMC interface, as the KVM console does not permit you to press ENTER (With CSCuw32543). Use the following

commands to initiate the SSH session:
ssh <cimc-ip-address>
connect host

In the Select Install Method window that is displayed, choose any of the following options:
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You can see that the image is being copied from CDROM. The process can take up to forty-five minutes to copy.

Figure 33: Copying from CDROM

Figure 34: Copying Database Files from COROM
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* Option 2: Install CMX using current console—The recovery process is initiated using the current console.
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Step 8 Once the image is copied, a silent installation is initiated.

Figure 35: Preparing SILENT Mode Installation
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Figure 36: Running Post-Installation Scripts
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Step 9 The device boots up with the newly loaded image. The CD/DVD mapping is automatically unchecked. In case it is
checked, uncheck the Activate Virtual Devices option, so that the BIOS setting is checked for the image copied on the
HDD every time it reboots.

Figure 37: Map CD/DVD
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Uploading the Cisco CMX/MSE IS0 Image to the Cisco MSE
3365 Using Older CIMC Versions

MSE 3365 Software Reset is a process used to load the MSE 3365 with a required image (MSE 8.x, or CMX
10.x). The MSE 3365 is a UCS-based device, and can be accessed through the Cisco Integrated Management
Controller (CIMC) interface.
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Before You Begin

Java Version 1.6.0.14 must be installed on the client machine used to access your MSE 3365 device.

Step 1 Download the Cisco MSE ISO image from the Download Software page on cisco.com.

Step 2 Open a browser, and enter the IP address of your device to log in to to the Cisco Integrated Management Controller
(CIMC) GUI interface (Address format is https://x.x.X.X).

Figure 38: Cisco Integrated Management Controller Interface
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Step 3 Click Server and in the Server Summary page, click Launch KVM Console and click OK.
A mini executable file is downloaded.

Step 4 Open the file using javaws.exe from the bin folder of your Java installation. If a security error prevents you from installing
the file, add the URL of the CIMC to the list of exception sites, using the steps below.
a) Choose Control Panel > Programs > Java.
b) Choose Security > Edit Site List > Add and add the CIMC URL.
¢) Click OK.
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The installation is initiated.
Step 5 In the KVM Console window that is displayed after the installation, click the Virtual Media tab.

Figure 39: KVM Console
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Step 6 In the Virtual Media window that is displayed, click Add Image.

Figure 40: Virutal Media
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Step 7 Browse and select the downloaded MSE image and click Open.

Figure 41: Select Downloaded Cisco MSE IS0 Image
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The recovery process begins.

Step 8 During the recovery process, respond to the prompt to press ENTER by starting an SSH session to the CIMC interface,
as the KVM console does not permit you to press ENTER (With CSCuw32543). Use the following commands to initiate
the SSH session:

ssh <cimc-ip-address>
connect host

The device boots up with the newly loaded image.
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