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Communications, Services, Bias-free Language,
and Additional Information

* To receive timely, relevant information from Cisco, sign up at Cisco Profile Manager.
* To get the business impact you’re looking for with the technologies that matter, visit Cisco Services.
* To submit a service request, visit Cisco Support.

* To discover and browse secure, validated enterprise-class apps, products, solutions and services, visit
Cisco Marketplace.

* To obtain general networking, training, and certification titles, visit Cisco Press.

* To find warranty information for a specific product or product family, access Cisco Warranty Finder.

Documentation Feedback

To provide feedback about Cisco technical documentation, use the feedback form available in the right pane
of every online document.

Cisco Bug Search Tool

Cisco Bug Search Tool (BST) is a web-based tool that acts as a gateway to the Cisco bug tracking system
that maintains a comprehensive list of defects and vulnerabilities in Cisco products and software. BST provides
you with detailed defect information about your products and software.

Bias-Free Language

The documentation set for this product strives to use bias-free language. For purposes of this documentation
set, bias-free is defined as language that does not imply discrimination based on age, disability, gender, racial
identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be

present in the documentation due to language that is hardcoded in the user interfaces of the product software,
language used based on standards documentation, or language that is used by a referenced third-party product.
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CHAPTER 1

New and Changed Information

* New and Changed Information, on page 1

New and Changed Information

This section provides information on new features and changed behavior in Cisco Intersight Managed Mode

Transition Tool, Release 1.0.

Table 1: New Features and Changed Behavior in Intersight Managed Mode Tool, Release 1.0.2

Feature

Description

Where Documented

Device Management

Cisco Intersight Managed Mode
Transition Tool, Release 1.0.2,
introduces the ability to manage the
UCS System and Intersight devices.

Working with Cisco Intersight
Managed Mode Transition Tool

Upload Configuration

With Release 1.0.2, you can
manually edit the configuration file,
and upload the same, prior to
pushing to Intersight.

Working with Cisco Intersight
Managed Mode Transition Tool

Enhanced Security

Release 1.0.2 has enhanced security
with HTTPS support and Session
timeout enabled.

Accessing Cisco Intersight
Managed Mode Transition Tool
using the Graphical User Interface

Additional support for Transition

Release 1.0.2 has support for
Ethernet/FC Switching mode
conversion, converting Storage
VSANSs, FC Storage Port
conversion, OOB IP Address at
Service Profile conversion, support
for Server Pools.

Appendix A: Supported IMM
Features/Policies
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CHAPTER 2

Overview

* Overview, on page 3

Overview

Cisco Intersight Managed Mode (IMM) transition tool helps bootstrap new IMM deployments by replicating
the configuration attributes of the existing Cisco UCS Manager (UCSM) infrastructure and by converting the
existing Service Profile Templates to IMM Server Profile Templates to accelerate deployment of new servers
in IMM.

IMM transition tool offers the following functionality:
* Ability to validate hardware compatibility.
* Fetching entire configuration from running UCS Manager domain.
* Ability to validate what part of the configuration is available in Intersight.
* Performing conversion of the UCS Manager configuration attributes to IMM.

* Conversion of the running configuration of the UCS Manager domain is primarily done in two parts
(you can selectively enable/disable each section for config conversion):

* Convert the fabric configuration of the UCS Manager domain including VLANs/VLAN
Groups/VSAN:S, Port roles, QoS, and administrative settings (NTP/DNS/SNMP/SYSLOG).

* Convert the Service Profile Templates from the UCS Manager domain and all their policies
dependencies to the best extent possible.

* Generation of IMM readiness report that can be used to get an overview of the compatibility of the
hardware and configuration when the domain is converted from UCS Manager to IMM.

The IMM readiness report provides:

* A conversion score and overall summary showing an overview of readiness of the UCS Manager
domain for migration into IMM.

* The detailed information for each configuration, such as converted objects and the objects that the
tool could not convert.

Cisco Intersight Managed Mode Transition Tool User Guide, 1.0 .
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Note If your UCSM domain has any HyperFlex cluster deployed, do not migrate to IMM. HyperFlex servers are
not currently supported in IMM.
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CHAPTER 3

Getting Started with Cisco Intersight Managed
Mode Transition Tool

* Prerequisites, on page 5
* Installing Cisco Intersight Managed Mode Transition Tool, on page 6

* Accessing Cisco Intersight Managed Mode Transition Tool using the Graphical User Interface, on page
14

Prerequisites

This section covers the minimum requirements for installing Cisco Intersight Managed Mode Transition Tool:
* Minimum version of Cisco UCS Manager: 3.2(1d) or above.
* Supported ESX version - ESXi 6.0 and above.
* Minimum VM requirement - 2 vCPUs, 8 GB RAM, 100 GB storage.
* Virtual Hardware Version used by the OVA - 11
* Network Connectivity Requirements:
* TCP Port 80 (HTTP) (only for IMM Transition Tool, Release 1.0.1)
* TCP Port 443(HTTPS) (from IMM Transition Tool, Release 1.0.2 onwards)
* TCP Port 22 (SSH) for troubleshooting or advanced configuration.

* Access to the following is required:

* DNS (using TCP/UDP Port 53)

* NTP (using UDP Port 123)

* UCSM devices (using TCP Port 443 [HTTPS] only)

* Intersight devices (using TCP Port 443 [HTTPS] only)

+ Connection to the proxy server settings (if any)

* Pushing Config to Intersight requires HTTPS connectivity to the Intersight instance.

* For SaaS, the URL is https://www.intersight.com

Cisco Intersight Managed Mode Transition Tool User Guide, 1.0 .
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* For Appliance, the URL is provided by the user.

Installing Cisco Intersight Managed Mode Transition Tool

An Open Virtual Appliance (OVA) is a prebuilt software solution that comprises one or more virtual machines
(VMs) that are packaged, maintained, updated, and managed as a single unit. The Cisco Intersight Managed
Mode Transition Tool OVA has a preinstalled operating system and includes application functionality that is
necessary for the IMM transition tool functionality. The IMM transition tool as an OVA can be deployed on
a VMWare Vsphere infrastructure.

Before you begin

* From the UCS Tools page, download the IMM transition tool .ova file to your computer in a place that
is easy to find when you start to deploy the OVF template.

Step 1 Log into the HTMLS vSphere Web Client and go to the VM s tab.
Step 2 Add the Deploy OVF Template action button via the Actions dropdown list.

¥ New Virtual Machine...
13 Deploy OVF Template...
@ Mew Resource Fool .

B New vApp...

Maintenance Mode >
Connection >
Power >
Step 3 Click the added Deploy OVF Template button.

A new window appears, asking to select a template.

. Cisco Intersight Managed Mode Transition Tool User Guide, 1.0
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Step 4
Step 5
Step 6
Step 7

Installing Cisco Intersight Managed Mode Transition Tool .

Deploy OVF Template

2 Select a name and folder
3 Select a compute resource
4 Review details

5 Select storage

6 Ready to complete

Select an OVF template
Select an OVF template from remote URL or local file system

Enter a URL to download and install the OVF package from the Internet, or browse to a
location accessible from your computer, such as a local hard drive, a network share, or a
CD/DVD drive

OurL

@ Local file

Choose Files I]r-ﬂh’.-.‘v‘.igration oava

CANCEL NEXT

Click the Choose Files button and select the downloaded OVA file.

Click Next.

Select the location where you want to deploy the virtual appliance, then click Next.

Select the resource you want to use to run the virtual appliance, click Next .

Cisco Intersight Managed Mode Transition Tool User Guide, 1.0 .
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Deploy OVF Template

+ 1Select an OVF template Select a compute resource
+ 2 Select a name and folder Select the destination compute resource for this gperation
3 Select a compute resource
4 Review details ~ [ servelD
5 Select storage > &G
6 Ready to complete > oD G
> [ G
- G
> O
> [o G
> [ G
> [o D
> [

Compatibility

' Compatibility checks succeeded

CANCEL | BACK NEXT

Review the package details, that contain advanced configuration options.
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Deploy OVF Template

+ 15elect an OVF template Review details
« 2 Select a name and folder Verify the template details
+ 3 Select a compute resource l

4 Review detalls

5 Select storage Publisher Mo certificate present

y Select networks 3

6 Select network S B

7 Customize template

8 Ready to complete Size on disk 5.2 GB (thin provisioned)

100.0 GB (thick provisioned)

Step 8 Click Next to accept these options.
Step 9 Select the desired storage location from the list of datastores, then click Next.

Cisco Intersight Managed Mode Transition Tool User Guide, 1.0 .
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Deploy OVF Template

+ 1 5elect an OVF template Select storage
v 2 Select a name and folder Select the datastore in which to store the configuration and disk files
+ 3 Select a compute resource E

+ 4 Review details ]

5 Select storage

Select virtual disk format Thick Provision Lazy Zerced
& Select networks . -
7 Customize template WM Storage Policy: Datastore Default v
8 Ready to complete Mame Capacity Provisioned Free TVE
|J_ 925GB 973 MB 51.55 GB Wi
& @000 ] 15TB 178 509.62 GB W
& @000 ] 1578 128 T8 26434 GB Vi
Ll LA
Compatibility

v Compatibility checks succesded

Step 10 Select a destination network from the dropdown list for each source network, click Next.
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Step 11

Installing Cisco Intersight Managed Mode Transition Tool .

Deploy OVF Template

1Select an OVF template Select networks
2 Select a name and folder Select a destination network for each source network

£

4 Review details Source Network T Destination Netwark

v
s
+ 3 Select a compute resource
L4
L

5 Select storage ( WM Network VIV Metwork ¥ )

B4 6 Select networks
| nems

7 Customize template

1 b

8 Ready to complete

IP Allocation Settings

@ailocat.on' Static - Manual )

IP protocal IPvd

CANCEL BACK NEXT

Customize the template by entering the Network settings values and setting up System Password and a Default
Password For Converted Policy. The Default Password is used as a replacement for any existing password in UCS
Manager policies such as Virtual Media, iISCSI Boot that are converted. It should be between 12 to 16 characters,
including special characters except for spaces, tabs, line breaks.

Cisco Intersight Managed Mode Transition Tool User Guide, 1.0 .
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Deploy OVF Template

-
+ 15elect an OVF template v Network 6 settings
+ 2 Select a name and folder Public Network Type (STATIC
w3 Select a compute resource
+ 4 Review detalls Public Network IP
+ 5 Select storage
« B Select netwarks Public Netweork Metmask
7 Customize template
[ to complete Public Network Gateway
DNS =

r a random IP for DHCP.

Type is Static

NTP
+ Root Credential 1sattings
System Password P provide the password for the admin user. Use the same fo lagin to
the tecl
Password O]

Confirm Password

CANCEL

. Cisco Intersight Managed Mode Transition Tool User Guide, 1.0
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Step 12

Step 13

Step 14
Step 15

Installing Cisco Intersight Managed Mode Transition Tool .

Deploy OVF Template

1 5elect an OVF template Customize template
2 Select a name and folder Customize the deployment properties of this software solution.

.\/
L
+ 3 Select a compute resource
L
'
L

4 Review details () All properties have valid values >
5 Select storage
6 Select networks Network & settings
7 Customize template
8 Ready to complete Root Credential 2 settings
System Password Please provide the password for the admin user

Use the same to login to the too

Password sessssEse
Confirm Password [T
Default Password For This password is used as a replacement for any
Converted Policy existing password in UCS Manager policies such as

Virtual Media, iISCSI Boot that are converted
Password Standard - Enter between 12 and 16
characters, including special characters except for

spaces, tabs, line breaks
Password T .

Confirm Password T .

CANCEL BACK ] NEXT

Click Next.

Review the configuration data.

Click the Refresh button to update the system.
The VM will be visible in the center windowpane.

Select the VM and click Power On.
Once the VM is powered on, click the Open Consoleicon to open the VM console in a new window.

You have successfully deployed the OVA template and powered on the VM.

Cisco Intersight Managed Mode Transition Tool User Guide, 1.0 .
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Accessing Cisco Intersight Managed Mode Transition Tool
using the Graphical User Interface

You can access the user interface of the Cisco IMM Transition Tool through browser window, to generate
transition readiness report, and convert UCS domain into IMM configuration.

Step 1 Launch a Web browser window.

Step 2 Enter http://<vM IP address> Or https://<VM IP address>. VM IP address is the IP address of the VM where you
have deployed Cisco IMM Transition Tool OVA.

IMM Transition Tool, Release 1.0.2 and above, provides HTTPS support. All the http URLs get redirected to https.
Step 3 In the Login dialog box, enter the user name and password.

User name: admin

Password: Enter the password set on the Customize template page during installation.
Step 4 Click Sign In.

To end the user session, click Log Out from the user settings in the top-right corner.

Note Session Timeout—In IMM Transition Tool, Release 1.0.2 onwards, if you remain inactive for 30 min, you
are automatically logged out of the session. You have to relogin to use the application again.

. Cisco Intersight Managed Mode Transition Tool User Guide, 1.0



CHAPTER 4

Working with Cisco Intersight Managed Mode
Transition Tool

» Working with Cisco Intersight Managed Mode Transition Tool, on page 15
* Interpreting Transition Readiness Reports , on page 17
* Converting UCS Domain Configuration, on page 19

Working with Cisco Intersight Managed Mode Transition Tool

Step 1
Step 2
Step 3

Step 4
Step 5

Step 6

Transition

Perform the following steps to start with the IMM transition:

Click Add IMM Transition.
Enter a name for the Transition.
Select a Transition Type.

(a) Select Generate Readiness Report if you only want to view the compatibility/readiness summary of your current
UCS Manager hardware and configuration.

(b) Select Transition Configto I ntersight if you want to view the readiness report and push the converted configuration
to Intersight.

Click Next.

Enable Proxy Settings, if required. To know about the procedure to enable Proxy Settings, refer Appendix C: Proxy
Settings

Enter the UCS Manager device details.

(a) Choose the Select Existing UCSM Device option, in case you want to migrate the configuration of the existing
device. You can download the Configuration JSON file and Inventory JSON file for the current device using Download
option.

Configuration JSON file contains the detailed information of the software configuration present in the existing UCS
Manager domain.

Inventory JSON file contains the detailed information of the hardware inventory present in the existing UCS Manager
domain.

Cisco Intersight Managed Mode Transition Tool User Guide, 1.0 .
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Step 7

Step 8

Step 9
Step 10
Step 11

Step 12

Step 13

Step 14

These files can be shared with the technical support team for troubleshooting purpose.

(b) Choose the Add New UCSM Device option if you want to add a new UCS Manager domain configuration. Enter
the Device IP/FQDN, Username, and Password for the device.

Click Next.

A readiness report gets generated. This process may take several minutes as all the config attributes are fetched from
the UCS Manager domain, converted to IMM, and the resultant report is generated.

Click View Report to view the report or download the report using the Download option. The report can be generated
for the latest config using the Re-gener ate option.

If you have selected (b) in step 3, Click Next.
Select the radio button for the Intersight Account. Valid options are Intersight SaaS or Intersight Appliance VM.
Perform the following steps to generate an API Key ID from Intersight.

a. Log into the Intersight application.

b. On the top-right corner, click on the Gear icon and select Settings.

C. Under the API section, click APl Keys.

d. On the top-right of the page, click Generate APl Keys.

e. Enter a name in the Description field and select APl Key for OpenAPI Schema Version 3.
Note OpenAPI schema version 2 is not supported in the IMM Transition Tool.

f. Click Generate.

The API Key ID and Secret Key get generated. Use the Copy to Clipboard blue icons to copy these values to the
clipboard. Go back to the IMM Transition Tool application.

Complete the following fields:

* API Key ID: Enter the API Key Id generated in the previous step.

* Secret Key: Enter the Secret Key generated in the Intersight.

Also, enter the FQDN if you have selected Intersight Appliance VM.

Note In IMM Transition Tool, Release 1.0.2 and above, you can download the available configuration file,
manually edit it, and then upload the same using Advanced Options.

Click Advanced Options, browse to the edited file, and click Upload.
The uploaded file is used for pushing the configuration to Intersight.

Click Next.
A connection with Intersight is established, the converted config attributes get pushed to Intersight.

Note When a transition is being pushed to Intersight in an Intersight device or is fetching a UCSM config/inventory
from a UCSM device, then the same device cannot be used by other transitions until the previous task on
the device completes.

. Cisco Intersight Managed Mode Transition Tool User Guide, 1.0



| Working with Cisco Intersight Managed Mode Transition Tool
Device Management .

Device Management

IMM Transition Tool, Release 1.0.2 and above allows you to manage your UCS System and Intersight devices
better. You can avoid duplicity of devices by providing unique Target IP or FQDN to each device.

Perform the following steps to add and manage a device.

Step 1 Navigate to Device M anagement.

Step 2 Click Add Device.

Step 3 Select the Device Type from the drop-down.

Step 4 Enter the Target IP/FQDN.

Step 5 If the Device Type selected in Step 3 is UCS System, enter the Username for the device else go to Step 7.
Step 6 Enter the Password for the device and go to Step 9.

Step 7 If the Device Type selected in Step 3 is I ntersight, enter the APl Key.

Step 8 Enter the Secret Key.

Step 9 Click Save.
The device details get displayed on the Device Management listing page.

The added device can be deleted or edited. The values that can be edited for the Intersight device are API Key
and Secret Key and for a UCS device are Username and Password.

)

Note Deletion of an existing device is possible only when there is no transition associated with it.

Interpreting Transition Readiness Reports

The IMM transition readiness report gives a summary of the compatibility of the hardware inventory and
software configuration of the UCS Manager domain for transition into IMM.

The Readiness Report is divided into sections as follows:

1. Conversion Score- This section shows score meters for Hardware Compatibility, Fabric Configuration,
and Server Policies Configuration.

* The reading on the score meter can be interpreted as follows:

* Excellent- Almost all of the hardware/configurations can be transitioned to Intersight with some
minor discrepancies.

* Very Good- Most of the hardware/configuration can be transitioned, while some
hardware/configuration may not be supported or face some discrepancies in transition to
Intersight.

» Good- About half of the hardware/configuration can be transitioned to Intersight while rest of
hardware/configuration may not be supported or face some discrepancies during transition to
Intersight.

Cisco Intersight Managed Mode Transition Tool User Guide, 1.0 .
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Interpreting Transition Readiness Reports

* Poor - Only a minor set of hardware/configuration can be transitioned to Intersight while many
of hardware/configuration may not be supported or face discrepancies during transition to
Intersight.

\}

Note Above assessment is based on general use cases. It is strongly recommended to
review the detailed report for your specific environment to assess the transition
impact for your domains.

2. Overall Summary - The overall summary section consists of IMM Conversion Attention Points, Hardware
Compatibility Summary, and IMM Config Conversion Summary.

* Intersight Managed M ode Conversion Attention Points- This section lists the attention points
that you must look into before starting with the conversion process. It shows the error and warning
associated with the conversion process. Error shows the unsupported elements for conversion, Warning
shows the list of elements that cannot be completely converted.

» Hardware Compatibility Summary - Separate pie charts are displayed for each of the applicable
hardware component such as Fabric Interconnects, Fabric Extenders, Adapters, IO Modules, Chassis,
Blades, Racks. The color code in the pie chart can be interpreted as follows:

* Green color represents that the hardware is compatible for transition.
* Orange color represents that a firmware upgrade is required for hardware compatibility.

* Red color represents that the hardware is incompatible for transition currently.

* Intersight Managed M ode Config Conversion Summary - This section shows the mapping tables
for the UCS Manager objects and the corresponding converted object in Intersight. Separate tables
are displayed for each logical object such as Server Profile Templates, Server Profiles, Domain
Policies, Pools, Server Policies.

3. Hardware Compatibility - This section shows the compatibility report of each of the component of the
inventory in detail. It consists of Fabric Hardware Compatibility report, Chassis Hardware Compatibility
report, Racks Hardware Compatibility report and so on. Clicking on each of the component shows
compatibility report table. This table lists out the hardware details and shows whether the hardware and
firmware is compatible or not. A yellow color heading on the left-hand side indicates a warning that few
components need a firmware upgrade to become IMM ready. A red color heading on the left-hand side
indicates an error that few components are not compatible for IMM transition. A blue color heading on
the left-hand side shows an informational message.

4. Config Conversion - This section shows the detailed compatibility report for each of the logical object
present in the UCS Manager domain. Clicking on each of the object heading shows descriptive tables.
These tables list the attribute name and value used during conversion, mapping of source UCS Manager
and converted Intersight objects, boot order of the devices and so on. A yellow color icon indicates a
warning that few objects could not be completely converted. A red color icon indicates an error that few
objects are unsupported and cannot be converted. A blue color icon shows an informational message. You
can take action according to this message.
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Converting UCS Domain Configuration

When you add a UCS manager device in the IMM Transition Tool and click Next, a utility runs in the backend
that validates the hardware inventory and the configuration to check if the UCS manager domain is compatible
with IMM.

It connects to the UCS manager device and replicates the existing logical attributes. These include profiles,
policies, pools, and templates.

After the successful completion of the Push to I nter sight task, the Intersight application reflects the converted
objects on refresh.

)

Note If an object with the same name as the converted object already exists in Intersight, then it gets overwritten
by the converted object.

Assumptions for Conversion
Following are the assumptions for the conversion process in IMM Transition Tool:

* Ethernet Network Control Policy - Ethernet Network Control Policy of Intersight can be created using
two different sources of information of UCS manager.

* Server vNICs - Maps to Network Control Policy of UCS manager
* Appliance Ports - Maps to Appliance Network Control Policy of UCS manager

While creating Ethernet Network Control Policy of Intersight using Network Control Policy of UCS
manager, name of the Ethernet Network Control Policy of Intersight will be same as Network Control
Policy of UCS manager.

While creating Ethernet Network Control Policy of Intersight using Appliance Network Control Policy
of UCS manager, name of the Ethernet Network Control Policy of Intersight will be suffixed with
_appliance to the name of Network Control Policy of UCS manager.

* Ethernet Network Group Policy - There is no Ethernet Network Group Policy equivalent in UCS
manager. Ethernet Network Group Policy details can be retrieved from VLAN Groups. Each VLAN
Group will have VLAN details and those details will be used to create Ethernet Network Group Policy.
Name of Ethernet Network Group Policy will be same as the name of VLAN Group.

« Ethernet QoS Policy - QoS Policy of UCS manager is split into Ethernet and FC QoS Policies in
Intersight.

« Fibre Channel Networ k Policy - There is no Fibre Channel Network Policy equivalent in UCS manager.
Fibre Channel Network Policy details can be retrieved while creating Server Profile (Intersight). The
name of Fibre Channel Network Policy is derived from the names of SAN Connectivity Policy and
vHBA.

* Fibre Channel QoS Policy - QoS Policy of UCS manager is split into Ethernet and FC QoS Policies in
Intersight.

* IMC Access Palicy - Creation of IMC Access Policy for a Service Profile in UCS manager which has
different IP Pools for IPv4 and IPv6 Address in Inband Network Configuration is not supported currently.
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There is no IMC Access Policy equivalent in UCS manager. IMC Policy details can be retrieved from
Service Profile. Each Service Profile will have Inband Network, IPv4 and IPv6 pool. Using this information
IMC Access Policy will be created.

» Name of the IMC Access Policy is derived using the names of Inband Network VLAN and Inband
Pool. The name can be maximum of 64 Characters.

* In UCS Manager, there are separate options to pick IPv4 and IPv6 pools in Service Profile, but in
Intersight there is only one option to pick the IP Pool in IMC Access Policy. Recommendation is
to merge [Pv4 and IPv6 Pools of UCS manager into a Single Pool, before creating IMC Access
Policy in Intersight. But this is not very straight forward to implement. During conversion, if there
is a Service Profile with Inband IPv4 and IPv6 addresses belonging to two different IP Pools, then
only IPv4 specific Pool will be considered for IMC Access Policy creation.

* IPMI Over LAN Palicy - IPMI Over LAN Policy of Intersight is mapped to IPMI Access Profiles in
UCS manager. IPMI User-related information in IPMI Access Profile is moved to Local User Policy in
Intersight.

+ iSCSI Boot Policy - There is no iSCSI Boot Policy equivalent in UCS manager. iSCSI Boot Policy
details can be retrieved from Service Profile. Each Service Profile will have its own iSCSI vNICs section.
Details of iSCSI vNIC will be available inside iSCSI Boot Parameters section of Service Profile. Using
this information iSCSI Boot Policy will be created.

» Name of the iSCSI Boot Policy is derived using the names of Service Profile and iSCSI vNIC.

* In UCS Manager, there is an option to provide the IQN Pool/Initiator Name for iSCSI vNICs Node
as well as individual iSCSI vNICs. There is no such option in Intersight for individual iSCSI vNICs.
In case of Intersight, IQN is at the LCP level (and not in vNICs).

* Usually in UCS manager, there will be an option to create two iSCSI Boot Targets for a vNIC and
each Target has its own CHAP details. But in Intersight, there is only one option to provide CHAP
details for iSCSI Target.

* For CHAP authentication, you have to provide CHAP Password as an input to the Tool. Otherwise

Default Password will be considered during Policy creation.

« iSCSI Static Target Policy - There is no iSCSI Static Target Policy equivalent in UCS manager. iSCSI
Static Target Policy details can be retrieved from Service Profile. Each Service Profile will have its own
iSCSI Boot Parameters section. Using these iSCSI Boot Parameters, iSCSI Static Target Policy will be
created in Intersight. For a single iSCSI interface, there can be multiple targets based on priority. Hence
iSCSI target name is designed as a combination of Service Profile name, iSCSI interface name, and iSCSI
target priority.

* LAN Connectivity Policy - In UCSM, vNIC can be configured in multiple ways:
1. Inline vNIC
* Using Standalone vNIC

* Using vNIC Templates

2. LAN Connectivity Policy
* Using Standalone vNIC

* Using vNIC Templates
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In UCSM, it can be either a LAN/SAN Connectivity Policy, or inline vNIC/vHBA that can be using
vNIC/vHBA Templates or not. All possible combinations are considered and accordingly converted into
LAN/SAN Connectivity Policies in Intersight, as it is the only way to configure connectivity.

* Power Policy - In UCSM the Power Policy of Intersight is translated as Power Policy section of Global
Policies.

» SD Card Palicy - There is no SD Card Policy equivalent in UCS manager. This policy can be created
by reading the information from Local Disk Configuration Policy of UCS manager. If there is Flexflash
configured in Local Disk Configuration Policy of UCS manager, then an equivalent SD Card Policy will
be created in Intersight.

« Storage Policy-
* Auto Deploy in Local LUN of Storage Profile

All Virtual Drives are Auto Deploy by default. If the option is set to no-auto-deploy, then the
mapped VD in Service Profile and the Storage policy VD should have the same name. If the name
is different, then it is an invalid configuration.

* LUN Set in UCSM is equivalent to Single Drive RAID Configuration in Intersight.

* Merge all the disk slots in LUN Set into a single number array.

* VD Configuration of all drives should be identical. If each LUN set has different VD
Configuration, then flag it as invalid configuration.

* M.2 Drive Configuration

* LUN Size set to Unspecified in UCS manager should be only for Virtual Drives which has
ExpandToAvail Flag set to True. If the Flag is set to False, it is an invalid Configuration.

* Service Profiles in UCS manager which has Specific Storage Profile and Generic Storage Profile
should be merged to form a Single Storage Profile in Intersight.

* VLAN Palicy -

vLAN Policy of Intersight maps to VLAN Section in UCS manager. In case of UCS manager, there is
an option to select the Fabric ID (A or B or Both) while creating the vLAN but same is not available in
Intersight. As part of conversion, two different vLAN Policies get created if the Fabric ID value is set
to A or B by suffixing Fabric ID to the name of vVLAN Policy, and single vVLAN Policy gets created if
the Fabric ID value is set to Both.

* VSAN Policy -

VSAN Policy of Intersight maps to vSAN Section in UCS manager. In case of UCS Manager, there is
an option to select the Fabric ID (A or B or Both) while creating the vSAN but same is not available in
Intersight. As part of conversion, two different vSAN Policies get created if the Fabric ID value is set to
A or B by suffixing Fabric ID to the name of vSAN Policy, and single vSAN Policy gets created if the
Fabric ID value is set to Both.

Advanced Configuration Settings

You can edit the convert_options.json file for advanced configuration settings by performing the following
steps:

1. SSH to the VM.
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2. Edit ~/imm-migration/config/convert/convert options.Jjson as per your preference.

\}

Note To know the various conversion options available in the IMM Transition tool, refer Appendix B: Conversion
Options.

3. With the updated convert_option.json file,

* you can create a new report for a new configuration.

* you can regenerate a report for an existing configuration by navigating to Readiness Report page.

\)

Note In the Config file, the passwords are stored in encrypted format. If you want to edit the password field then
you have to replace the encrypted_password field with the password field.
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CHAPTER 5

Known Behavior and Limitations

» Known Behavior and Limitations, on page 23

Known Behavior and Limitations

The IMM Transition Tool currently has few limitations and does not support the following:

» UCS Manager Domains managed by UCS Central (No Support for Global Service Profile Templates).

* Service Profiles are not converted by default. You can edit the advanced configuration settings to enable
the conversion of Service Profiles. For details, refer Appendix B: Conversion Options.

In such a case, identities (IP/IQN/MAC/UUID/WWNN/WWPN) of Service Profile will not be retained.
* Conversion of Advanced LAN Connectivity features such as VMQ, usNIC and iSCSI vNICs.
* Setting Boot Flag in Storage Policy
* Conversion of Server Pools is supported only from IMM Transition Tool, Release 1.0.2 onwards.
* Conversion of Specific Policies such as
* Specific Boot Policy
* Specific Dynamic vNIC Connection Policy
* Specific Serial over LAN Policy
* Specific Local Disk Configuration Policy

* Specific vMedia Policy

» Conversion of Role Based Access Control features (Users, Roles, Locales, Org Permissions, LDAP,
RADIUS, TACACS)
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Appendix A: Supported IMM Features/Policies

This section provides a list of features that are supported for conversion in the IMM transition tool, and a
policy mapping between Cisco UCS Manager and Intersight.

UCS Manager Source UCS Manager Feature Name | Equivalent IMM Policy

Feature Category

Port Roles Appliance Ports Port Policy
Appliance Port-Channels Port Policy
FCoE Uplink Ports Port Policy
FCoE Uplink Port-Channels Port Policy
LAN Uplink Ports Port Policy
LAN Uplink Port-Channels Port Policy
SAN Unified Ports Port Policy
SAN Uplink Ports Port Policy
SAN Uplink Port-Channels Port Policy
Server Ports Port Policy
FC Storage Ports ;¢ Port Policy
SAN Storage Ports «; Port Policy
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UCS Manager
Feature Category

Source UCS Manager Feature Name

Equivalent IMM Policy

Fabric Config «,

Appliance VLANs

VLAN Policy

QoS System Class

System QoS Policy

VLAN Groups Ethernet Network Group Policy
VLANS +, VLAN Policy
VSANs VSAN Policy
Storage VSANS « VSAN Policy

Fabric Policies 3

Appliance Network Control Policies

Ethernet Network Control Policy

UDLD Link Policies

Link Control Policy

Admin

Communication Services x4

SNMP Policy

Organizations Intersight Organizations
Syslog x5 Syslog Policy

Time zone Management NTP Policy

MAC Address Table Aging Switch Control Policy
VLAN Port Count Optimization | Switch Control Policy

Inband Profile VLAN Group

Ethernet Network Group Policy

Inband Profile Network IMC Access Policy

Inband Profile IP Pool Name IMC Access Policy

FC Uplink Trunking VSAN Policy

DNS «¢ Network Connectivity Policy
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UCS Manager
Feature Category

Source UCS Manager Feature Name

Equivalent IMM Policy

Server Policies | BIOS Policies BIOS Policy
;I;?igil:ssm Boot Policies Boot Policy
iSCSI Static Target Policy
Disk Group Policies Storage Policy
IPMI Access Profiles IPMI over LAN Policy
iSCSI Adapter Policies iSCSI Adapter Policy
iSCSI Boot Policies iSCSI Boot Policy
KVM Management Policies Virtual KVM Policy
Local Disk Config Policies «; Storage Policy, SD Card Policy
QoS Policies Ethernet QoS Policy/ FC QoS Policy
Serial over LAN Policies Serial over LAN Policy
Service Profiles Server Profile
Service Profile Templates «g Server Profile Template
Storage Profiles Storage Policy
vMedia Policies Virtual Media Policy
vNIC/vHBA Placement Policies xg | LAN Connectivity Policy/SAN Connectivity Policy
Ethernet Adapter Policies Ethernet Adapter Policy
Flow Control Policies Flow Control Policy
LACP Policies Link Aggregation Policy
LAN Connectivity Policies LAN Connectivity Policy
Link Protocol Policy Switch Control Policy
Multicast Policies Multicast Policy
Network Control Policies Ethernet Network Control Policy
Fibre Channel Adapter Policies Fibre Channel Adapter Policy
SAN Connectivity Policies SAN Connectivity Policy
Pools IP Pools IP Pool
IQN Suffix Pools IQN Pool
MAC Pools MAC Pool
WWNN Pools WWNN Pool
WWPN Pools WWPN Pool

Server Pools «

Resource Pool
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*1 - Merged with regular VLANs
*2 - No support for PVLAN
*3 - Merged with regular Network Control Policies
*4 - Sessions/HTTP settings are defined in Intersight Settings. Telnet/SSH settings are not supported
*5 - Only supports up to two remote destination servers
*6 - In UCS Manager, it is found under Admin > Communication Management > DNS Management
*7 - Replaced by Storage Policy
*8 - Only Updating Templates - no support for Initial Templates (though cloning can be achieved)
*9 - The placement is statically mapped to PCle slots, with the following mapping:

* vCon 1: Slot MLOM

» vCon 2: Slot PClel
» vCon 3: Slot PCle2
* vCon 4: Slot PCle3

This placement can be manually adjusted as needed after conversion is performed.

*10 - Supported in IMM Transition Tool, Release 1.0.2 and above

Appendix B: Conversion Options

The following are the conversion options present in the convert_options.json file of the IMM Transition Tool:
1. "convert_fabric_policies': true
* Flag is enabled by default.

* When enabled, following are converted:
* VLANs / VLAN Groups / VSANs
* FI Ports configuration
» UCS Manager domain settings (NTP, DNS, Syslog, SNMP, System QoS, and Switch Control

policies)

Following is the list of converted Fabric policies related to this flag:

* Ethernet Network Control Policy
* Ethernet Network Group Policy
* Flow Control Policy

* Link Aggregation Policy

* Link Control Policy

* Multicast Policy
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* Network Connectivity Policy
* NTP Policy

* Port Policy

* SNMP Policy

* Switch Control Policy

* Syslog Policy

* System QoS Policy

* VLAN Policy

* VSAN Policy

2. "convert_server_policies': true

* Flag is enabled by default.

* When enabled, following are converted:

* BIOS Policies

* Boot Policies

* Ethernet Adapter Policies

* Network Control Policies

* QoS Policies

* Fibre Channel Adapter Policies
* Inband Profile Network/IP Pool Name
* [PMI Access Profiles

* iISCSI Adapter Policies

* iSCSI Boot Policies

» vNIC/vHBA Placement Policies
* Power Policies

* Power Control Policies

* Local Disk Config Policies

* Serial over LAN Policies

* Fan Control Policies

* KVM Management Policies

« vMedia Policies

* Following is the list of converted IMM policies related to this flag:
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* BIOS Policy

* Boot Order Policy

* Certificate Management Policy
* Ethernet Adapter Policy

* Ethernet Network Control Policy
* Ethernet QoS Policy

* Fibre Channel Adapter Policy
* Fibre Channel Network Policy
* Fibre Channel QoS Policy

* IMC Access Policy

* [PMI over LAN Policy

* iSCSI Adapter Policy

* iISCSI Boot Policy

* iSCSI Static Target Policy

* LAN Connectivity Policy

* Local User Policy

* Power Policy

* SAN Connectivity Policy

* SD Card Policy

* Serial over LAN Policy

* Storage Policy

* Thermal Policy

* Virtual KVM Policy

* Virtual Media Policy

3. "use_ucsm_domain_name for_unnamed_policies': true
* Flag is enabled by default.

* Following policies that do not exist in UCS Manager are set to UCS Manager domain name in
Intersight:

* VLAN/VSAN

« Port Policies

4.  "default_policies name": " default”
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This option is used only if the option "use_ucsm domain name for unnamed policies" is set to false.
In such a case, "default policies name" value is used as the name for the unnamed policies.
"use_ucsm_domain_name for_target_org for fabric _objects’: "true"
* Flag is enabled by default.
» When enabled, fabric policies like VLAN/VSAN/Port Policies get stored in the Intersight Org
whose name is the same as UCS Manager Domain Name.
"target_org_for_fabric_objects': " default"

This option is used only if "use_ucsm_domain_name for target org for fabric objects" is set to false.
In such a case, the "target_org for fabric_objects" value is used as the name for this organization.

"convert_service profiles': false
* Flag is disabled by default.
» When the conversion of Service Profiles is enabled, all the Service Profiles get converted.
* When enabled, following identifiers may not be maintained:
[P
* MAC
* IQN
« UUID
* WWxN

" force_separate vlan_policies': false
* Flag is disabled by default.

» When set to false, it does not necessarily mean that a single VLAN Policy is created. It simply
means that creation of separate policies is not enforced. If VLAN configuration in UCS Manager
is different for both the fabrics, separate policies are created, independent of this flag.

"force separate vsan_policies': false
* Flag is disabled by default.

» When set to false, it does not necessarily mean that a single VSAN Policy is created. It simply
means that creation of separate policies is not enforced. If VSAN configuration in UCS Manager
is different for both the fabrics, separate policies are created, independent of this flag.

" force_separate port_policies': false

* Flag is disabled by default.

* When set to false, it does not necessarily mean that a single Port Policy is created. It simply means
that creation of separate policies is not enforced. If Port configuration in UCS Manager is different
for both the fabrics, separate policies are created, independent of this flag.

"use_ucsm_domain_name for_root_org": true
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* Flag is enabled by default.
* This means that the UCS Manager "root" org gets converted to an org named after the UCS Manager
domain name.
12. "root_org name": " default”

This option is used only if the option "use ucsm_domain_name_ for root org" is set to false. In such
a case, the "root_org_name" value is used as the name for this organization.

13. "keep_nested_org path_in_org name": true
* Flag is enabled by default.

* When enabled, nested org path is retained in Org Name otherwise only child org name is retained.

14. "tag converted objects': true

* Flag is enabled by default.

* When enabled, then a tag is associated with the Objects created in Intersight.

15. "default_password":

The default password value is provided during the installation of the IMM Transition Tool. This password
is used as a replacement for any existing password in UCS Manager policies such as Virtual Media,
ISCSI that is converted, since there is no way to retrieve them.

16. "use vcon_placement_info for_vnic vhba order": false
* Flag is disabled by default.

» When enabled, vCon placement is considered to decide the vHBA and vNIC PCI Order.

» vCon placement is converted to a static slot mapping: vConl: "MLOM", vCon2: "1", vCon3: "2"
and vCon4: "3".

Appendix C: Proxy Settings

The IMM Transition Tool provides the option of enabling or disabling proxy settings while establishing a
connection with the UCS Manager domain and with Intersight. You can change the proxy settings depending
on your requirement scenario.

Scenario 1: Proxy Settings only for UCS Manager Connection

When you are on Add UCSM page, perform the following steps if you need to enable Proxy Settings only
for connecting to the UCS domain.

1. Click Settings present under the Gear icon on the top-right corner.
2. Toggle Enable Proxy to turn it on.

3. Enter the Proxy Hostname or IP.
4

Enter the Proxy Port number.
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If your proxy settings require authentication, toggle Authentication to turn it on, else go to step 8.
Enter the Username.

Enter the Password.

Click Save.

The Proxy Settings get saved.
Generate the readiness report as per the steps mentioned in Working with Cisco Intersight Managed
Mode Transition Tool

Go to the Settings section and toggle Enable Proxy to turn if off.

Push the converted objects to Intersight as per the steps mentioned in Working with Cisco Intersight
Managed Mode Transition Tool

Scenario 2: Proxy Settings only for Intersight Connection

When you are on Push to I ntersight page, perform the following steps if you need to enable Proxy Settings
only for connecting to Intersight.

© N o g ~ w NP

10.

11.

Click Settings present under the Gear icon on the top-right corner.

Toggle Enable Proxy to turn it on.

Enter the Proxy Hostname or IP.

Enter the Proxy Port number.

If your proxy settings require authentication, toggle Authentication to turn it on, else go to step 8.
Enter the Username.

Enter the Password.

Click Save.

The Proxy Settings get saved.
Click Next.

Connect to Intersight and Push the converted objects to Intersight as per the steps mentioned in Working
with Cisco Intersight Managed Mode Transition Tool

Go to the Settings section and toggle Enable Proxy to turn if off.

Scenario 3: Proxy Settings for UCS Manager and Intersight Connection

When you log into the IMM Transition Tool, perform the following steps to enable Proxy Settings.

1.

2
3
4,
5

Click Settings present under the Gear icon on top-right corner.
Toggle Enable Proxy to turn it on.

Enter the Proxy Hostname or IP.

Enter the Proxy Port number.

If your proxy settings require authentication, toggle Authentication to turn it on, else go to step 8.
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6. Enter the Username.
7. Enter the Password.
8. Click Save.
The Proxy Settings get saved.

Appendix D: Sample Use Cases

Accelerate deployments of UCS X-Series

When supporting the UCS X-Series, the fabric interconnects run in Intersight Managed Mode. If you are using
Cisco UCS Manager and want to use UCS X-series, then you have to transition to IMM. This transition

* Extends existing Service Profile Templates to Intersight.
» Automatically converts related server policies such as Boot, BIOS, LAN/SAN connectivity.

* Converts fabric configuration such as VLANs/VSANS, port configuration.
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Step 1

Step 2

Existing UCS Manager
customer wants to use
Cisco UCS X-series

Installs IMM Transition Tool
on the system

Logs In to the
IMM Transition Tool

Enters the details of the
UCS Manager domain

Generates IMM
Transition Readiness Report

Compatible
Configuration?

Updates/Adapts
Configuration Settings

Pushes to Intersight

New hardware
for X-series gets deployed,
Policies are ready to be reused

Before you begin

Your system must meet the prerequisites mentioned in the Prerequisites section.

Install Cisco IMM Transition Tool in your system.

Follow the Installation procedure mentioned in Installing Cisco Intersight Managed Mode Transition Tool

Log into the IMM Transition Tool.

Appendix .

Perform following steps to convert the existing UCS Manager domain objects to Intersight objects.
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Step 3 Enter the details of the UCS Manager domain.
Step 4 Generate the readiness report to check the compatibility for transition.

Step 5 a) If incompatible, update configuration settings.
b) When compatible, push the converted configuration to Intersight.

What to do next

The new hardware gets deployed. The software configuration of the UCS Manager domain, and the existing
policies are ready to be reused. You can now monitor the Cisco UCS X-Series systems from anywhere and
perform Policy-based management across the servers.

Accelerate deployments of UCS X-Series
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For the steps on performing this transition, see Working with Cisco Intersight Managed Mode Transition Tool

Appendix E: Providing Feedback

Use the Feedback button in the top-right corner to provide feedback about the tool or information about the
missing features.

Appendix F: Technical Support

In case you need any assistance, you can share the logs file with the technical team.
Perform the following steps to send your query:

1. Go to the list view displaying all the transition records.

2. Scroll down to the transition record for which you need technical assistance.

. Cisco Intersight Managed Mode Transition Tool User Guide, 1.0
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Click ... present against the record.
Click Download L ogs.

Save the logs file in your computer.

o o~ w

Attach the saved logs file to the email and send the email with your queries/feedback to the
imm-transition-feedback(@cisco.com group.

Cisco Intersight Managed Mode Transition Tool User Guide, 1.0 .
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