Configure Firepower Management Center and
FTD with LDAP for External Authentication

Contents

I ntroduction

Prerequisites

Requirements

Components Used

Background Information

Network Diagram

Configure

Basic L DAP Configuration in FMC GUI

Shell Accessfor External Users

External Authentication to FTD

User Roles

SSLorTLS

Verify

Test Search Base

Test LDAP Integration

Troubleshoot

How do FMC/FTD and L DAP interact to download users?
How do FMC/FTD and L DAP interact to authenticate a user login request?
SSL or TL S does not Work as Expected

Related Information

| ntroduction

This document describes how to enable Microsoft Lightweight Directory Access Protocol (LDAP) External
Authentication with Cisco Firepower Management Center (FMC) and Firepower Threat Defense (FTD).

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

e CiscoFTD
e CiscoFMC
* Microsoft LDAP

Components Used

The information in this document is based on these software and hardware versions:

e FTD 6.5.0-123
« FMC6.5.0-115
* Microsoft Server 2012



The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

The FMC and managed devices include a default admin account for management access. Y ou can add
custom user accounts on the FMC and on managed devices, either asinternal users or, if supported for your
model, as external users on an LDAP or RADIUS server. External user authentication is supported for FMC
and FTD.

a€¢ Interna user - The FMC/FTD device checks alocal database for user authentication.

&€EC External user - If the user is not present in the local database, the system information from an external
LDAP or RADIUS authentication server populates its user database.

Network Diagram
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Basic LDAP Configuration in FMC GUI

Step 1. Navigate to System > Users > External Authentication:

L2 T L S Extermal Auwthent koation

Step 2. Choose Add External Authentication Object:
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&) Add External Authentication Object

Step 3. Complete the required fields:

External Authentication Object

Buthenticaton Methed

CaC Ll use for CAC authentication and authorization
Harne = | s=c-ioer | Name the External Authentication Object
Server Type | 145 sctive Cirectory v | Setbetauts | | Choose MS Active Directory and click 'Set Defaults'

Primary Server

Host Mame/1P Address * 152.0.2.10 ex. IF or hostname
Port = | &3 I | Default port is 389 or 636 for SSL

Backup Server (Optional)
Host Mame/ TP Address | | . [P or hostrame

Port 389

e *Base DN specifies where users will be found

Base DH = | pe-sec-Lam | || Feich Ons ex. de=sourcefire, de=cam

Base Filter . (cn=jmmith]), (lcn=pmith], {Bfon=jemith ) |{on =bsmith ){on= cemith*]))

User Name ~ I Administrator@SEC-LABO I | . cne=jsmith, de=gourcefire, de=com

Fassned — " Username of LDAP Server admin
Confirm Paszword * ey

Show Advanced Optons .

Attribute Mapping ’;Default when 'Set Defaults’ option is clicked
UL Acoess Attnibute * phMaccountiame | Faleh Al

Shell Access Attribube = =AMACcour |




Group Controlled Access Roles (Optional) »
Arcess Ader

Admimstrator

Discovery Admin

Esternal Database LUiser

Intrusicn fdmen

Maintenance User

Metwirk Adrr

Security Analyst

Security Analyst (Resd Only

Security Approner

Threat Intelligence Cirector (TID) User

View-0Only -User (Read Only

ey e e To spesafy the defsult user role of user is nok fourd In &any group

Extermal Dalabass Usar -

Group Member &btrbute

Group Member URL Attribute

Shell Access Filter

Shel Acces Fiter

(Mandatory For FTD devices

Additional Test Parameters
User Mame
asnond

Te . :a":e

Step 4. Enabl e the External Authentication Object and Save:

Overview  Analysis Polices Devices Objects AMP Intelligence

Cordfegraraition Users Comains.

TP TIPS VTP Extermal Asthentication

Shell Accessfor External Users

The FMC supports two different internal admin users: one for the web interface, and another with CLI
access. This meansthereis aclear distinction between who can access the GUI and who can a so access
CLI. At thetime of installation, the password for the default admin user is synchronized in order to be the
same on both GUI and CLI, however, they are tracked by different internal mechanisms, and can eventually
be different.

LDAP External users must also be granted shell access.

Step 1. Navigate to System > Users > External Authentication and click shell Authentication drop-down box as seen in the
image and save:
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Step 2. Deploy changesin FMC.

Once shell access for external usersis configured, login via SSH is enabled as seen in the image:

192.0.2.6 - PuTTY -0 -

External Authenticationto FTD

External authentication can be enabled on FTD.

Step 1. Navigate to Devices > Platform Settings > External Authentication. CliCk Enabled and save:
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User Roles

User privileges are based on the assigned user role. Y ou can also create custom user roles with access
privileges tailored to the needs of your organization or you can use predefined roles such as Security Analyst
and Discovery Admin.

There are two types of user roles:

1. Web Interface User Roles
2. CLI User Roles

For afull list of predefined roles and more information, refer to; User Roles.

In order to configure adefault user role for all External Authentication Objects, navigate to System > Users >
External Authentication > Default User Role. Choose the default user role you like to assign and click save.


https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/user_accounts_for_management_access.html#id_63532

Default User Role Configuration
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In order to choose a default user role or assign specific rolesto specific usersin a particular object group,
you can choose the object and navigate to Group Controlled Access Roles @S Seen in the image:

Group Controlled Access Roles (Optional) »

Acress Admen

Admnestrator h.potterDSEC-LAR
Dhstovery Ademurn

Extereal Datsbase Uer mrogersiSEC-LAR
Inirugeon Adiven

Hetwork Admin Fsmpson@SEC-LABR

Sapoanity Andglyst rasxsey P SEC-LAE

Secunty &nalyst (Reed Only)

Secunty Approver

Theaat Irlellgance Director (TID) User

Wipa-0niy-User [Read Only) . smpscn R SEC-LAR
Azcess Adersn

ey

External Dalabases User

SSL or TLS

DNS must be configured in the FMC. This is because the Subject value of the Certificate must match the
Authentication Object Primary Server Hostname. Once Secure LDAP is configured, packet captures no longer show
clear text bind requests.

SSL changes the default port to 636, and TLS keepsiit as 389.

Note: TLS encryption requires a certificate on all platforms. For SSL, the FTD also requires a
certificate. For other platforms, SSL does not require a certificate. However, it is recommended that
you aways upload a certificate for SSL in order to prevent man-in-the-middle attacks.



Step 1. Navigate to Devices > Platform Settings > External Authentication > External Authentication Object and enter the

Advanced Options SSL/TL S information:

LDAP-Specific Parameters

Base DN * DC=5EC-LAB
Base Filter
User Name ® h.potter@SEC-LAR
Password * SR TR PP
Confirm Password = I E———

I Show Advanced Options bl I
Emcryption S5L TLY'® None

ISSL Certificate Upload Path

User Name Template

Timeout {Seconds) 30

Feteh DNs

EX

. de=saurcefire, de=com
¢. ([cn=jsmith), ('cn=jsmith’

. en=jsmith, dc=sourcefire

. PEM Format (baset4 enco

. en=%5,dc=50urcefire dc=

Step 2. Upload the certificate of the CA who signed the certificate of the server. The certificate must be in

PEM format.

LDAP-Specific Parameters

Base DN © DC=5EC-LAB

Base Filter

User Name * h.potter@SEC-LABR
Pazzward ™ AbEEsdid R AR RRa R
Confirm Passward ®  pessnsssssssssisssanes

Show Advanced Options v

Encryption S5L® TLS L) None

Choose File | CA-Cenl-baseid.cer

551 Certificate Upload Path

L L o T e L e e
User Name Template %o

Tirneout (Seconds) 30

Step 3. Save the configuration.
Verify

Test Search Base

Felch DHs

ficate)

[ =}

BX.

. de=sourcefire, dc=com

(en=jsmith), (fcn=jsmitl

(. cn=)smith,dc=sourcefire

¢. PEM Format (base6d enc

(. cn=%05, dc=sourcefire,dc

Open a Windows command prompt or PowerShell where LDAP is configured and type the command: dsquery

user -name <known username> .

For example:

PS C:\Users\Administrator> dsquery user -name harry*
PS C:\Users\Administrator> dsquery user -name *
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Test LDAP Integration

Navigate to System > Users > External Authentication > External Authentication Object. At the bottom of the page, thereis
an Additional Test Parameters Section as seen in the image:

Additional Test Parameters
User Name h.potter

Password

“Required Field

Save Test Cancel

Choose the Test in order to see the results.
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LEBS 55193337 LN R ] 182 8.2.5 TCP 66 180 o JOTE [AK] Seqedd ACkeT® Win-S5560 Lesed TSwal=ISPREded TSecr=10TT1MS4

b Frame 1003: 137 bytes oo wire (1818 bits), 1I7 bytes caplured [LOLS BB} oo Interface hDewloe \WPF_{TPOCNLPE-B2S- 4P 1 -BELT - DAREPRER1NE ], 1d @
b Ethornet 1T, Src: Wesce_dicfidd (B8zBc:29:3:cfiid), Dat: Weeare ek dd:f7 (B8clc:Thoeb:1d:F7)
b Imternet Protocsl Werilsn 4, S0ef 19200205, Ban: 192.8.21.18
b Traasaission Coatral Pretocol, Src Port: MOB4; Bat Pore: 39, Seg 1, Ackn 0, Les: &1
d Lightwelpht Dlrectory Arcess Protocol
4 LDAPMsreage bindleguestil) "Cl=Harry Potter ,CHeliuers DO-S0C-LAR = pimpls
stiiapell: 1
a protocelip: bladBequest (@)
4 bisdEegqueit
weralen: 3
mame | Chsharey Potter (Wsiprers DOsSEC-LAR
4 suthentication: sisple [0)
simple: clsce
[Besponye Tn: 18830

Troubleshoot

How do FM C/FTD and LDAP interact to download users?

In order for FMC to be able to pull users from a Microsoft LDAP server, the FMC must first send a bind
reguest on port 389 or 636 (SSL) with the LDAP administrator credentials. Once the LDAP server isableto

authenticate FMC, it responds with a success message. Finally, FMC is able to make a request with the
search Request message as described in the diagram:

<< --- FMC sends: bindRequest(1) "Administrator @SEC-LABOQ" simple LDAP must respond with: bindResponse(1) success --- >> << ---
FMC sends: searchRequest(2) "DC=SEC-LAB,DC=NET" wholeSubtree

Notice that the authentication sends passwords in the clear by default:



85 4.751966 192.8.2.5 192.8.2.18 TCP G5 38882 + 389 [ACK] Seqs=l Acks]l Win=29312 Lens@ TSwal=3@73520344 TSecr=25348746

BE 4.751597 192.8.2.% 192.8.2.18 LOAP [118 bindRequest{1) “AdwinistratorBSEC-LABE" simple |

# 87 4.752536 192.8.2.18 192.8.2.5 LDAP B8 bindResponse(l) success
BB 4.752583 192.8.2.5 192.8.2.18 TCP 66 3BDA2 -+ 380 [ACK] SequdS Ack=23 Wine20312 Len=d TSval=3873529345 TSecr=25348746
B9 4. 752634 192.8.2.% 192.8.2.18 LOAP | 122 searchRequest{2) "DC-SEC-LeB * wholeSubtree |

Frame 86: 118 bytes on wire (B88 bits), 118 bytes captured (888 bits) on interface ‘\Device\WPF_{77DCI1F6-BI58-4F19-B412-E4596FI6108Y, id @
Ethernet II, Src: Wware XM:cf:dd (8@:8cr29:29:cfrad), Dst: VWware_eb:ld:f7 (@@:@c:29rebrid:f7)
Internet Protocol Verslom 4, Src: 192.9.2.5, Dst: 192.9.2.18
Transmission Control Protocol, Src Port: 38882, Dst Port: 389, Seq: 1, ack: 1, Len: 44
Lightweight Directory Access Protocol
4 LpaPHessage bindRequest(l) “Adminlstrator@SEC-LABR" simple
messagelD: 1
4 protocolOp: bindReguest (@)
[F DIndRequest
version: 3
name: Administraton@SEC-LABS
4 authentication: simple (@)
simple: Clscotjic
[Besponse In: B7]

[ - - - - A

How do FMC/FTD and LDAP interact to authenticate a user login request?

In order for auser to be ableto log into FMC or FTD while LDAP authentication is enabled, theinitial
login request is sent to Firepower, however, the username and password are forwarded to LDAP for a
success/deny response. This means that FMC and FTD do not keep password information locally in the
database and instead await confirmation from LDAP on how to proceed.

5

,
\‘*\ 1) Login request from PC to FMC

“\
\
"

2) Forward Username and password to LDAP

LDAP 3) Success/Deny EMC
IP;: 192.0.2.10 IP: 192.0.2.5



nimiir
CISCO

Firepower
Management

Center

A *Ethern:
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Am 20 JBRB Res=Tos[Elaaaqnm
(W | tcp.port==389 && ip.addr ==192.0.2.5 && kap.messagelD == 1
o, Time Source Destination Protocol  Length Info
58 13:11:59.695671 192.8.2.5 192.8.2.1@ LDAP 118 bindRequest(l) "Administrator
i 59 13:11:59.697473 192.8.2.18 192.8.2.5 LDAP 88 bindResponse(l) success
67 13:11:59.697773 192.8.2.5 152.6.2.18 LDAP 118 bindRequest({l) “Administrator
69 13:11:59.699474 192.8.2.18 192.6.2.5 LDAP 88 bindResponse(l) success
97 13:11:59.729988 192.8.2.5 182.6.2.18 LDAP 127 bindRequest{l) “CN=Harry Pott
98 13:11:59.7306598 192.0.2.18 152.8.2.5 LDAP 88 bindResponse(l) success

If the username and password are accepted, an entry is added in the web GUI as seen in the image:
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Run the command show user in FMC CLISH in order to verify user information: > show user <username>

The command displays detailed configuration information for the specified user(s). These values are

displayed:

Login &’ the login name



UID &€’ the numeric user ID

Auth (Loca or Remote) & how the user is authenticated

Access (Basic or Config) & the privilege level of the user

Enabled (Enabled or Disabled) & whether the user is active

Reset (Yesor No) & whether the user must change the password at the next login

Exp (Never or anumber) &€ the number of days until the password of the user must be changed

Warn (N/A or anumber) & the number of days auser is given in order to change their password before it
expires

Str (Yes or No) &€ whether the password of the user must meet the criteriato check the strength

Lock (Yesor No) & whether the account of the user has been locked due to too many login failures
Max (N/A or anumber) &” the maximum number of failed logins before the account of the user islocked

SSL or TLS doesnot Work as Expected

If you do not enable DNS on the FTDs, you can see errors in the pigtail log that suggest that LDAPis
unreachable:

T00t@SEC-FMC:/$ sudo cd /var/common
T00t@SEC-FMC: /var/common$ sudo pigtail

MSGS: ©3-05 14:35:31 SEC-FTD sshd[10174]: pam_unix(sshd:auth): authentication failure; logname= uid=0 el
MSGS: ©3-@5 14:35:31 SEC-FTD sshd[1@0174]: pam_ldap: ldap_starttls_s: Can't contact LDAP server

MSGS: ©3-@5 14:35:33 SEC-FTD sshd[1@0138]: error: PAM: Authentication failure for h.potter from 192.0.2.:
MSGS: ©3-05 14:35:33 SEC-FTD sshd[10138]: Failed keyboard-interactive/pam for h.potter from 192.0.2.15 y
MSGS: ©3-@5 14:35:33 SEC-FTD sshd[1@0138]: error: maximum authentication attempts exceeded for h.potter -
MSGS: ©3-05 14:35:33 SEC-FTD sshd[10138]: Disconnecting authenticating user h.potter 192.0.2.15 port 61/

Ensure that Firepower is able to resolve the LDAP Servers FQDN. If not, add the correct DNS as seen in the
image.

FTD: Accessthe FTD CLISH and run the command: > configure network dns servers <IP Address>.



s 192.0.2.6 - PuTTY

FMC: Choose system > Configuration, and then choose Management Interfaces as seen in the image:
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#ccess Control Preferences
Budit Log
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Ensure the certificate uploaded to FMC is the certificate of the CA who signed the server certificate of the
LDAP, asillustrated in the image:



" Certificate ot

General | Details | Certification Path |

General | Details | Certification Path

L& Certificate Information

L“ Certificate Information

L

This certificate is intended for the following purpose(s):
» Ensures the identity of a remote computer

This certificate is intended for the fo

» Allissuance polices
» All application polides

Issued to: WINM.SEC-LAB

Issued by: WIN-HIRSR13M3PE-CA

UL

Valid from 2/25/2020 to 2/26/2021

|Lns13l Eerﬁﬁmte...| | Issuer Statement | BLlEzaiE

1

Issued to: WIN-HSRS5R 13MBPa-CA

Issued by: WIN-HIRSR 13MBPE-CA

Valid from 2/25/2020 to 2/25/2:

Install Certific

[ o ]

Use packet capturesin order to confirm LDAP server sends the correct information:



Adm 28 JDRB Res=Tas[Flaaan

*Ether

[ | & 88 ip.addr==152.0.2.5

4 TLSvl.2 Record Layer: Handshake Protocol: Multiple Handshake Messages
Content Type: Handshake (22)
Version: TLS 1.2 (@x8383)

Length: 1444
I Handshake Protocol: Server Helle
4 Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1124
Certificates Length: 1121
4 Certificates (1121 bytes)
Certificate Length: 1118

4 Certificate: 3082045230820342200302010202133200000004560380ch.. |id-at-commoniiame=WIN, SEC-LAS

id

b signedfertificate
b algorithmIdentifier (sha2SéWithRSAEncryption)
Padding: @
encrypted: 3645eb1123788982e7a5178F36022Fa203e77badle43bbdd...
I Handshake Protocol: Server Key Exchange
I+ Handshake Protocol: Certificate Request
4 Handshake Protocol: Server Helle Done
Handshake Type: Server Hello Done (14)
Length: @

Related | nfor mation

User Accounts for Management Access

. Time Source: Destnation Protocel  Length Info
3 8.143722 192.8.2.5 192.8.2.15 TLSV1.2 187 Application Data
4 8.143985 192.8.2.15 192.8.2.5 TLSvl.2 123 application Data
22 2.720718 192.8.2.15 192.8.2.5 TLSvl.2 1211 Application Data
29 3.856497 192.9.2.5 192.8.2.15 LDAP 97 extendedReq(1l) LDAP_START_TLS_OID
30 3.956685 192.0.2.15 192.8.2.5 LDAP 112 extendedResp(l) LDAP_START_TLS_OID
oF 32 3.856921 192.8.2.5 192.8.2.15 TLSv1.2 313 Client Hello
[ 33 3.857324 192.0.2.15% 192.8.2.5 LSvl. erver 0, Lert cate, rver xchange, Lert cat
35 3.9e0532 192.0.2.5 192.8.2.15 TLSv1.2 268 Certificate, Client Key Exchange, Change Cipher Spec, Encr
36 3.061678 152.8.2.1% 192.8.2.5 TLSvl.2 173 Change Cipher Spec, Encrypted Handshake Message
b Frame 33: 1515 bytes on wire (12120 bits), 1515 bytes captured (12128 bits) on interface \Device\NPF_{3EADSE9F-BECB-4EB4-A462-217C1ALR
b Ethernet II, Src: VMware 69:cB:c6 (00:0c:20:69:c8:c6), Det: Vware 20:cf:2d (00:02:20:29:cf:2d)
b Internet Protocol Version 4, Src: 192.9.2.15, Dst: 192.9.2.5% s Cisco Firepower har
b Transmission Control Protocol, Src Port: 389, Dst Port: 52384, Seq: 47, Ack: 279, Len: 1449
4 Transport Layer Security — c B fr

Users User Ro

External Authen
Authenticatron Method
CAC

HName =

Description

Server Type

Primary Server
Host Name/IP Address
Part =

Cisco Firepower Management Center Lightweight Directory Access Protocol Authentication Bypass

Vulnerability
Configuration of LDAP Authentication Object on FireSIGHT System
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https://www.cisco.com/c/en/us/td/docs/security/firepower/650/configuration/guide/fpmc-config-guide-v65/user_accounts_for_management_access.html#id_63532
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200122-fmc-auth
https://tools.cisco.com/security/center/content/CiscoSecurityAdvisory/cisco-sa-20200122-fmc-auth
https://www.cisco.com/c/en/us/support/docs/security/firesight-management-center/118738-configure-firesight-00.html#anc2
https://www.cisco.com/c/en/us/support/index.html

