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<?xml version="1.0" encoding="utf-8"?>
<config version="1.0">
</config>
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<Client>
<parameter>value</parameter>

</Client>

<Directory>
<parameter>value</parameter>

</Directory>

<Options>
<parameter>value</parameter>

</Options>

<Phone>
<parameter>value</parameter>

</Phone>

<Policies>
<parameter>value</parameter>

</Policies>

<Presence>
<parameter>value</parameter>

</Presence>

<Voicemail>
<parameter>value</parameter>

</Voicemail>
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<?xml version="1.0" encoding="utf-8"7?>
<config version="1.0">
<Client>
<PrtLogServerUrl>http://server name:port/path/prt script.php</PrtLogServerUrl>
<jabber-plugin-config>
<browser-plugin>
<page refresh="true" preload="true">
<tooltip>Cisco</tooltip>
<icon>http://www.cisco.com/web/fw/i/logo.gif</icon>
<url>www.cisco.com</url>
</page>
</browser-plugin>
</jabber-plugin-config>
</Client>
<Options>
<Set Status_Inactive Timeout>20</Set Status Inactive Timeout>
<StartCallWithVideo>false</StartCallWithvVideo>
</Options>
<Policies>
<Disallowed File Transfer Types>.exe;.msi</Disallowed File Transfer Types>
</Policies>
<Directory>
<PrimaryServerName>dir.example.com</PrimaryServerName>
<SearchBasel>ou=staff,dc=example, dc=com</SearchBasel>
<ConnectionUsername>ad jabber access@eample.com</ConnectionUsername>
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<ConnectionPassword>Jabber</ConnectionPassword>
<PhotoUriSubstitutionEnabled>True</PhotoUriSubstitutionEnabled>
<PhotoUriSubstitutionToken>sAMAccountName</PhotoUriSubstitutionToken>
<PhotoUriWithToken>http://example.com/phto/sAMAccountName. jpg</PhotoUriWithToken>
</Directory>
</config>
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* EnablePromoteMobile, 80 | ©] #]

* EnableProvisionProtocol, 81 3] ©] #|

* EnableRecordingTone, 81 ¥ ©] ]

* EnableSaveChatToFile, 81 ¥ ©] #]

» EnableShareProtocol, 82 #] ©] #]

* EnablesSendLogsViaEmail, 82 #| ©] #]

* EnableSIPProtocol, 82 | o] #|

* EnableSIPURIDialling, 82 3| o] #]

* EnableStatusProtocol, 83 | ©] #]

* EnableTelephonyProtocolRateLimit, 83 ] ©] #]
* EnableTelProtocol, 83 | o] #]

* EnableTelProtocolPopupWindow / CiscoTelProtocolPermissionEnabled, 84 ¥ ©] 4]
* EnableVideo, 84 7] ©] ]

* EnableVoicePush, 84 3| ©] 4|

* EnableXMPPProtocol, 85 H| ] #|

« FCM_Push_Notification Enabled, 85 31 ©] ]
* ForceC2XDirectoryResolution, 85 ] ©] A]

s ForceDevicePin , 86 | ©] %]

« ForceFontSmoothing, 86 3] ©] 4]

* ForceUpgradingOnMobile, 86 ¥ ©] #|

* Inactive_Connection_Activation Timer, 87 3| ©] 4]
* InitialPhoneSelection, 87 3] ©] 4]

« InstantMessageLabels, 87 ¥ ©] 4]

* InvalidCredentialsLogout, 88 ¥ ©] %]

* LegacyOAuthLogout, 88 3| ©] %]

* LocalRecordingTone Volume, 89 3| ©] %]

* LogWritingDesktop, 89 | ©] ]

* LogWritingMobile, 89 3] ©] %]
 MaxNumberOfFilesDesktop, 90 3| ©] #|

* MaxNumberOfFilesMobile, 90 3] ©] %]
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* Meetings Enabled, 90 3| ©] %]
 MuteAudioByDefault, 91 3] ©] #|

* NearEndRecordingToneVolume, 91 3| ©] %]

* Prefer BIB Recorder, 91 3| ©] ]

* PresenceProtocolRateLimit, 91 | ©] 4]

* PresenceProtocol TimeLimit, 92 3 ©] 4]

* PreventDeclineOnHuntCall, 92 | ©] #]

» PrintIMEnabled, 92 ¥ o] #|

* ProfileProtocolRateLimit, 92 3] ©] ]|

¢ ProfileProtocol TimeLimit, 93 | ©] #|

* ProvisionProtocolRateLimit, 93 3] ©] #]

* ProvisionProtocol TimeLimit, 93 3] ©] %]

* Push_Notification_Enabled, 93 ¥ ©] %]

* Recent_Chats_Enabled, 94 ] 0] #|

* RecordingTonelnterval, 94 ¥ ©] <]

» Rememberlist, 94 #| o] #|

* RemoteDestinationEditingWithMultipleDevices, 95 3| ©] #|
» RemotePRTServer, 95 1] 0] %]

* SaveLogToLocal, 95 ¥| ©] #|

« ScreenShareAuditMessages, 95 3| ©] 4]

s selfcareURL, 96 3| ©] 4|

* SelfMuteTone, 96 3] ©] 4|

» ServiceDiscoveryExcludedServices, 96 3| ] #]
* ServicesDomainSsoEmailPrompt, 97 3] ©] 4]
» SharePortRangeSize, 97 3| ©] ]

* SharePortRangeStart, 97 3] ©] 4|

* ShareProtocolRateLimit, 98 3] ©] #]

* ShareProtocol TimeLimit, 98 | ©] %]

* ShowSelfCarePortal, 98 3] ©] #|

* SoftPhoneModeWindowBehavior, 98 3] ©] #|
« TelemetryCustomerID, 99 3| ©] %]

* TelemetryEnabled, 99 3] ©] #]

* TelemetryEnabledOverCellularData, 99 ] ©] %]
* Telephony Enabled, 100 ] ] %]

* TelephonyProtocolRateLimit, 100 ] ©] %]

* TelephonyProtocol TimeLimit, 100 ] ©] #]

* UserDefinedRemoteDestinations, 101 | ©] 4]
* UserEnabledDetailedLogging, 101 3] ©] ]

* Voicemail Enabled, 101 ¥| ©] ]

* VoiceServicesDomain, 102 | ©] %]

« WhitelistBot, 102 3] ©] #|

Cisco Jabber 14.08 7} 4= =%

pS|

=

24



ol
of
2
_I%J:‘

. AddContactProtocolRateLimit

AddContactProtocolRateLimit

Synergy %] 2] Android-& Cisco Jabberell -8 Yt}

AA =50l th gk URLS AH&sto] A=t & F71e 5 AFEA7E S A ol A d o Qe Sl4E %
Ay} A 2] F7) A Al = URL(¢l: contact=username@cisco.com)S AF-8-3}of AF-8-2}9] g3 &
Zo AFgHE FI15lE U AFREE 4 5 U T o Z 59 AddContactProtocolRateLimit”} 3¢] 2L
AddContactProtocol TimeLimit7} 153 <1 7% A}-&2}+= 152 vt} Cisco Jabberol| 4] A8+ 371 A A
£33 wak A ¢ dFy T

1ol A 100 Abe] o] k& A e = dFHth 7] 282 3ot

Oﬂ:<Z—\ddContactProtocolRateLimit>lO</AddContactProtocolRateLimit>

il

=

AddContactProtocolTimeLimit

Synergy “d %] 2] Android-& Cisco Jabber®l] 4 -85 1]t}
AetA HFol th gk URLS AHE-3to] A2t & F713E $ AFEA 7L S A ol Al = QL= AIRF
AU o] gh21~300% Ato] 2 e = s 7] 24k 152 Ytk

tlo

A
oﬂ:<AddContactProtocolTimeLimit>lO</AddContactProtocolTimeLimit>

AlertOnAvailableEnabled

Cisco Jabber "l =717 S| A Eo] A-8FH Yt}

AL AT THEA A o] A E F71E & g,

 true(7| 23) - AHEATE LA A B2o] A & F718 F don
‘ false - AHEA7E 718 ZHA] BZo] A & b S gl

Oﬂ:<Z—\lertOnAvailableEnabled>false</AlertOnAvailableEnabled>

BlockAccessoriesManagerPlugins

Cisco Jabber U] 2235 Zlo] A Eo &g}

Jabra F== Logitech¥} -2 ERAL 5 G A1 & 578 A A g dejat 2 120+ d
191 DLL 3t 9] o] 55 ko= AA s oF Furh of o /9] gk st d 4B E ARSI A L

Microsoft Windows2] 73 -$-:

<BlockAccessoriesManagerPlugins> JabraJabberPlugin.dll, lucpcisco.dll
</BlockAccessoriesManagerPlugins>
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BlockVersionBelow .

BlockVersionBelow
REE Zglo]dEo &gt}
P A AL AL 21918 5 9 12.9(0) o) 4de] FeholAE el 25 AT = gL o] vl
A H5E AR Q)2 12,9 ©] 59| Jabber Fefo] AEN A= A g Y]z o] A Y] 20] ALE
A7} A ok AUk 17 thg ZeholdEE Fete| AEES ¢ e Satehi X 3
U,

ofy
Fo

] 2 12.9 0] 5-9] Jabber Zefo]AERF o] w7 HFE QAT o & 5], 282~ 12.8(1) 22
O] AN E 7} jabber-config.xmlolA o] 7] W45 1= A9 ZFEo|AE A o] w7 A= F
ATHIEL H2bA o] WA W A} ol Fel 2 120 Sebo] A5 M & Tl W F 5
U,

UpdateUrl UH 7H A 4= E A}-8-31 ] Unified Communications Manager TFTP 4] H ol] 4] JabberE A& <3
o] E&} & 79 Jabber: BlockVersionBelow S FA] g4 o}

d:

<BlockVersionBelow>12.9.1</BlockVersionBelow>

ForceUpgradingOnMobile=- A}-8-3}0] Android AF&A}7F Al A o2 g o] =el s a 1= 9]
<14t} BlockVersionBelow™= A& 271 AX] o)l A 245 4 1dlo]| =& v &4 3 g <= J= BYOD ++

ZolAq o & &H AT

CiscoTelProtocolCrossLaunchBackNotificationEnabled

Cisco Jabber =0} Selo] A Eof 22Ut}

%37} %525 A} Jabbero] 79 w] ThE o) Z 2] 7 o] Aol WA o -5 AFEA ol A] B o3
A} A A8 A A g,

« true(7] 2 4k) - W3} A7 A H U o
e false - U8} A7} A 5 A] G

o

<CiscoTelProtocolCrossLaunchBackNotificationEnabled>false</CiscoTelProtocolCrossLaunchBackNotificationEnabled>

CiscoTelProtocolCrossLaunchBackSchema

Cisco Jabber &1} Zlo]AE o & g5}

AF&Z}= URLO A d &l o2 T A8 st H AFE-5 = w7l B8 A AT = 5T
CrossLaunchBackSchemat &&= ¢ 27|u} ol A thA] ap A8 4= Q= 3o E g~

o} 7t 27\ ool F7} vl W5 E A skl Aol M Foh v MRS Bal A A PSS 8T
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. ClickToCallProtocolPermissionEnabled
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* none(7| %) - HFo] iUt

=i}

* schema_names - 3] 8-5 = of Z2]7l ol 3 o] Avl 2202 d S5 94

Oﬂ:<CiscoTelProtocolCrossLaunchBackSchema>AppSchema1://parameterl;
AppSchema2</CiscoTelProtocolCrossLaunchBackSchema>

ClickToCallProtocolPermissionEnabled

Windows-& Cisco Jabber®l] %] -8 4t}
)&} Fx7F LA shE A=A o 5 A A Y T AF8-A}7F Cisco Jabber g AF-8-31e]
A FelsteE AR E A3t clicktocall: uri 232 FIUrh

o true(7] 2 2k) - 8} AAE AFE-3 4= 9l o, A}F-8-R}= Cisco Jabber

5 ALgsto] et 4 Al
A Gl HAI A& A Y o
« false - th3} A7} vl &g st ), WA g91S @ A ehA] il 53817F o] Fol Ut
oﬂ:<ClickToCallProtocolPermissionEnabled>false</ClickToCallProtocolPermissionEnabled>
ClickToCallWithEditProtocolPermissionEnabled
Windows-& Cisco Jabber®l] %] 8% 4t}
clicktocall: uri WIE 93 3 AF8-A}7} Cisco JabberE AF-&-3to] HAE Y 34 31 AL
2 A3E 2 7R o 1= Felsly] A3 AW E A Fsl= 3} Aale] EA413F = n| 8 A 3} of
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Sk 21 %] gelstels= WA A 7} EAE YT

« false - )3} A7} ] &g she) v, WA 1S 8 HshA] &
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<ClickToCallWithEditProtocolPermissionEnabled>false</ClickToCallWithEditProtocolPermissionEnabled>

CommonCriteriaEndCallTimeout

Windows-& Cisco Jabber, iPhone 2! iPad-& Cisco Jabber, Android-& Cisco Jabberel %] -8t}

CC_MODE A #] 141} EMM wjj 7]} ' 4=E- 53} %] Common Criteria 5. =0l 4] JabberE- o] 1] 2l 8§ &}
a1 glojofF Ytk CC_ MODEE -5 31 CommonCriteriaEndCallTimeout ™| 7] =7} 245 2. &2 &
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cTiWindowBehaviour ]
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Oﬂ:<CommonCriteriaEndCallTimeout>60</CommonCriteriaEndCallTimeout>

CTIWindowBehaviour
Mac-& Cisco Jabberol] 2 -8 1t}

* OnCall(7] £ 4k) - &3fol &5 ) th3} o] 4 FAg Ut
* Never - &3}l o5& off th3} o] A 54 5yt

AREA7}CTI R EGHEA A8k7] Aol RE)ol A 3ol $58 35 o3k Be) £28 ATk

o] A ¥ A ¢] Windows$ Cisco Jabberel] &l o] wj7/] M5S FA 3 2 S0 & o] ] 2o A}L-T
5 Ut 13 Y 4] DeskPhoneModeWindowBehavior P 7]} =& Al-&3} = A o] 54U

ol]: <cTIWindowBehaviour>Never</CTIWindowBehaviour>

DeskPhoneModeWindowBehavior

Windows-& Cisco Jabberoll 2]-& 1t}

ARARZF CTI E(AHFA A 317] Al o] )| A F5}ol| &3 73 -9- th 3t o] &=
* OnVideo — 3} 32 F 7 & 3hol] thafj At EA g Ut
* OnCall(7] %)) - E-3toll &3 wf o3} o] P4 FAH YT
* Never - & 3}ol| &5 uff th3} o] FA A FEyth.

o
Y
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X
T
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QL <DeskPhoneModeWindowBehavior>Never</DeskPhoneModeWindowBehavior>

DetailedLogDurationDesktop

Cisco Jabber t| =715 S}o| A Eo) A&t}

UserCanEnable ¢k AF8-3}9] LogWritingDesktop T 7l ®14=5 -4 3l 74 -%- ©]
Eia}O]OﬂEﬂE]*ﬂOﬂ 25 2 NS FFUch Aojg V) gte] iR EW BE 217} v
2o A AT

of w7l Lol th3k ghg A FkA o)l FeolAEE taTd Ty =g 2o,
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Oﬂ:<DetailedLogDurationDesktop>lO</DetailedLogDurationDesktop>
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DetailedLogDurationMobile

Cisco Jabber &1} ZElo]AE] & g5}

UserCanEnable 3t-2 AF-&3}9] LogWritingMobile ] 7] H =5 -4 3F= 4 9- o] w7 W4 2l
SoolAET YT ROE 2 AIRS Ao FUh Folw 7)o R EWE BE 27 A
ol A #9158 Yt}

o] w7l WA=l gk ghs A QA FOoWA(7]E%h) St A EE vl aTd 7y 215 2 AL,
AFEAL 7L A 275 vl st w7k A 2 2E 7] 5 Tk

Oﬂ:<DetailedLogDurationMobile>lO<DetailedLogDurationMobile>

DiagnosticsToolEnabled

Windows-&- Jabberel| 483 4t}

12.8(2) ©]1 % ¥ 71 2] Windows-&- Jabber & 2] 2= 2] 7 -, DIAGNOSTICSTOOLENABLED “ #] Q15=7}
false® A A = Zelo] A EE A x|35}9] Jabber AW =10k 0] 84 318k 4= 9l &5t}

=2 T »H
2] 2 12.8(2)+= DiagnosticsToolEnabled "l 7l ¥ =& F7}8}¢] jabber-config.xmloll X =&
H]%}ﬁj§}6¥‘*‘oltiié GLL]E}
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« true(7] 2 3k) - AF& AR Ctrl+Shift+DE €} 2 81o] Jabber X ¢ © -5
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« false - Jabber X T =77} A8} ol Al A& = A g5 T},

QL <DiagnosticsToolEnabled>false</DiagnosticsToolEnabled>

Disable_MultiDevice_Message

%
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<Disable MultiDevice Message>true</Disable MultiDevice Message>
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DisableVoicemailSentBox .

DisableVoicemailSentBox
Sglo]AE A& HLt}

Do) 2 12.8S AF-&A7} Visual Voicemailoll A AEH SA4 HUdS 2 2= 9=
Zgo)|AEE Ao A7 H o2 g Hsle] Bl AR AAE A2 1HY
713} M DisableVoicemailSentBox = AF-83Fo] Bl H X g A= v A 3}

s true - B9l TR A RS 0] A gy o)
. false(ﬂ%%}) KB HJAX 8 ARE )84 8} eER] Ut

1-11

Oﬂ . <DisableVoicemailSentBox>true</DisableVoicemailSentBox>

Disallow File Transfer On_Mobile
Cisco Jabber 21} Felo] A E o] 2 &1t}
AR O E A HA G B RS S A o

s true - AFEAZF T EAA LS B AY S YlE
« false(7]34k) - AFEA7F T EAl A LS B AY &

C’ﬂ ! <Disallow File Transfer On Mobile>true</Disallow File Transfer On Mobile>

EnableAccessoriesManager

Cisco Jabber U] =35 Zd}o| A Eo A &5}

ZrtolAd Eol A Al 2] APIE 24 313Ut o] APIE AHE-8HH MM 2] &5 G A7} el = Al ot
22 Aol et F3) e 71%% 2ste o AFHh

- true(7] E-20) - A A ] APIE 24 515 )
« false - A1 4 2] APIZ 1] 24 53],

4

B2 false AFIHW AR S =AM B3 Ao M E] EFA Tk

o:‘ﬂ . <EnableAccessoriesManager>false</EnableAccessoriesManager>

EnableADLockPrevention

W Zejol e 485y,
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. EnableBFCPVideoDesktopShare

A abe 2ol Ak o) A% ol th] Active Directory AW S A3 5= Q5 .ol 4 A

S &3l L Jabber 51‘%0“’\1 A5E A Gl AT g A5 UL d & 0, SS ASES A8

= FFO| A EE Jabber AR AE UG 2 E 24 TS AD A Hol A &
MESHA S 712 = A5 Y T

FA 7} AW 5F= 7 9- EnableADLockPreventionsr AF-836Fo] A H] 2~0]l A AD A 18] 9} &< 3l -t =

A SHE AEHA Lot e s & = YT 3 &5 & w2 e EH U

* true - 3F AU 20 A AR E A4 T 0 FE W2 § Jabber7F U AHA TS 7 BE A

W28 EA g o

* false(7] - 4k) - Jabber= 2 5% 2}
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ol

W0 FE A 212 A EE A&y

Oﬂ:<EnableADLockPrevention>true</EnableADLockPrevention>

EnableBFCPVideoDesktopShare

TLE Cisco Jabber S&}o] A E o &gt}

BFCP H|T] @ t| 2555 & 7] 5& A sttt 24 g W82 Cisco Jabber 7] 2] 42 7g 4] €] 31

T e RS AL
* true(7]3-3k) - Egfo] A Eo| A BFCP U] 2 Hl AT &

« false - BFCP H] U] & H| A3 & F-4& v g4 53y},
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oﬂ:<EnableBFCPVideoDesktopShare>false</EnableBFCPVideoDesktopShare>

EnableCallPickup

Cisco Jabber H] =7 % Selo] A Eo ¥t}
AEA7Y E3E A W] aFel A AEE G A i E d S deA] RS A A G
e true - ALV E A 83T

« false(7]324k) - A7 & v A sheh o)

dk <EnableCallPickup>true</EnableCallPickup>

EnableCiscoChatProtocol
Cisco Jabber EH} Z2}o] A Eof 2851t}
Z 2} o] 91 E 7} ciscochat: protocoldl] et T2 EF A2 7| 2 555 =4 55 A Q).
« true(7] = 4k) - = 2Fo] A E 7} ciscochat: protocolol] et L2 EF A 2] 7| 2 FE5FH U]

« false - 2 2}0| A E7} ciscochat: protocolol] et T2 EF 2] 7| 2 555X &F YT
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EnableCiscolMGroupProtocol .

oﬂ:<EnableciscochatProtocol>false</EnableciscoChatProtocol>

EnableCiscolMGroupProtocol

Windows-8- Cisco Jabberel 28 1t}
Z2}o] A E 7} ciscoimgroup: URIO| T3t T2 E & X 2] 7| 2 555 =4 55 A4}
« true(7] 32 4k) - 8o A E 7} ciscoimgroup: URION ek L2 & 227 2 5Eg Ut}

« false - = 2}o] A E7} ciscoimgroup: URIC t gt T2 EF A 2]7| 2 555 A &HFUYth

QL <EnableCiscoIMGroupProtocol>false</EnableCiscoIMGroupProtocol>

EnableCiscolMProtocol

Android, iPhone 2 iPad, Windows-& Cisco Jabberol] %83 1t}
Z2}o] A E 7} ciscoim: URIY] 3t TEEZ A7 & 5254 of 12 A4y
« true(7]+%4k) - E 2ol A E 7} ciscoim: URIC| t &k T2 EF A7 2 555 Yth

s false - 2}o] A E 7} ciscoim: URIC| 3t T2 E & X272 555 A &&yh

oﬂ:<EnableCiscoIMProtocol>false</EnableCiscoIMProtocol>

EnableCiscoTelConfProtocol

Windows-& Cisco Jabberol] %] -8 4t}
Ze}o]AE 7} ciscotelconf: URIY] 3t T2 EZ X g7 2 525 =X o 12 XA}
s true(7] ¥ gk) - = 2Fo] A E 7} ciscotelconf: URISY et L2 E X A 27| & 55 U]

« false - 2 2}0] A E7} ciscotelconf: URISY )3t L2 EF A |72 5= A] &HFYT]

oﬂ:<EnableCiscoTelCoanrotocol>false</EnableciscoTelCoanrotocol>

EnableCiscoTelProtocol

Android, iPhone ! iPad, Windows-§- Cisco Jabberol] 285 1t}

Zetol A E7} ciscotel: URIC thet L2 EZ A g7 &2 5F 5 =4 o -5 A 4Pt
s true(7] - 3k) - Z2Fo] A E 7} ciscotel: URIOY thet L2 B A 2]7| 2 55U}
« false - S 2}0| A E7} ciscotel: URIC| gt T2 EF X 27| &2 555 A gFHh

Cisco Jabber 14.0% v 7} W= 4 A4 [}




. EnableClickToCallProtocol

oﬂ:<EnableciscoTelProtocol>false</EnableCiscoTelProtocol>

EnableClickToCallProtocol

Android, iPhone % iPad, Windows-& Cisco Jabberel] 4 -8 4t}
Z2}o] A E 7} clicktocall: URTY i3t L2 EZF A7 & 55 =4 o &
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« true(7] E-3k) - F2Fo]l A E 7} clicktocall: URIC] thek ZR2ES X872 553

* false - F2}0] S E 7} clicktocall: URIC| W3t T2 E S X 7|2 5E5] X

QL <EnableClickToCallProtocol>false</EnableClickToCallProtocol>

EnableDualConnections

wE SeoldEd 48R,
Sefol Ao A 7|8 wre] vl g B4 AL Bk Mg mso] 1y
Yk,

« false(7]3-4k) - ©l 5 A2 S v A s}ty

Oﬂi <EnableDualConnections>True</EnableDualConnections>

EnableForensicsContactData

Cisco Jabber H| =27 S0 A Eo] A-&F Yt}
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e false - %] ZUE PRT =94 484 &5t}

":ﬂ . <EnableForensicsContactData>false</EnableForensicsContactData>

EnableGroupCallPickup

Cisco Jabber d| 2235 Zlo] A Eo &g}
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EnableHuntGroup .

s true - L35 GANV|E A s
3}

« false(7] 2-3k) - 15 A7 E v g 3

oﬂ:<EnableGroupCallPickup>true</EnableGroupCallPickup>

EnableHuntGroup

TLE Cisco Jabber Z&}o]| Eof A&
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QL <EnableHuntGroup>true</EnableHuntGroup>

EnablelMProtocol

FLE Cisco Jabber E2fo] A Eof 2 &Yt}
o)A E7Fim: URIY W3t 22 & F A 7|2 555 =4 55 A - g}

« true(7] E-3k) - SO A E7Fim: URIY W8t Z2EF A 2]7]| 2 S5 YL

« false - FeFOlAE7}Fim: URIC ti3h ZREZ A 2]V 2 555 A 5T

Oﬂ:<EnableIMProtocol>false</EnableIMProtocol>

EnablelLocalAddressBookSearch

Windows 2 21} &8} o] ol E-& Cisco Jabberel] 4 -8t}
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Oﬂ:<EnableLocalAddressBookSearch>false</EnableLocalAddressBookSearch>
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. EnableLotusNotesCLibrarySupport

%

B olel @ ) WA
* CalendarIntegrationType
* EnableLocalAddressBookSearch

* EnableLotusNotesContactResolution

A 8k 1] -8-2 Cisco Jabber 7] 5

EnableLotusNotesCLibrarySupport

Windows-& Cisco Jabberol] %] -8 1t}
IBM Lotus Notesol| 4] C 2}o] B 2] & A}8-3}=X] o7& A Ay

* true(7] - 4k) - Notes C 2}o] B .2 g]

* false - Notes C++ 2}¢] H 2] g
o] : <EnableLotusNotesCLibrarySupport>true</EnableLotusNotesCLibrarySupport>

EnableLotusNotesContactResolution

Windows-& Cisco Jabber®l] %84t}
}-8-27F 272 IBM Notes 124 & H A 81aL AgA] 5ol 718 4= JlHFU
S AL A EFof F71E 4 lF YTk

o true - AHE A7 24 IBM Notesol| 4] A 2H4]
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Ofﬂ <EnableLotusNotesContactResolution>true</EnableLotusNotesContactResolution>
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EnableMediaStatistics .
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EnableMediaStatistics
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C’ﬂ . <EnableMediaStatistics>FALSE</EnableMediaStatistics>

EnableOtherGroupPickup
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O:ﬂ ! <EnableOtherGroupPickup>true</EnableOtherGroupPickup>

EnableP2PDesktopShare
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. EnableProfileProtocol

oﬂl<EnableP2PDesktopShare>falSe</EnablePZPDesktopShare>

EnableProfileProtocol
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Oﬂ:<EnableProfileProtocol>false</EnableProfileProtocol>
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&3l Cisco Jabber7} M A UC REZ 5 %W ALE-2 = A 3t H Fol vt o] &S wkA Yt} Cisco
Jabber7} A3} AE R 8= A9 AR Aol tfal Butd A2 7F FAAE Aok o] 1

RE IS

7] PromotionWelcomeTextE -/ 3}o] AF-&AF & o] 7|3 Bl ~E S WA 4= gl o 5] &5+ ¢
=] %)\-_0‘ Eﬂ/\qu]:].
= T T1——H .

Android-§ AndroidDownloadURL 7} 7]} ¥14=9} i0S-& I0SDownloadURL "} 7]} ¥ 4=5 -4 8o U} & 2
EHAEHAT FEAFU 7|24 o2 o] 3 w7l W= AFE-AE Google Play Store =+
Apple App Store2] Cisco Jabber T2 = o] o] x| 2 QM 8} =5 -4 H Y T}
oﬂ:<EnablePromoteMobile>false</EnablePromoteMobile>

<PromotionWelcomeText> Android$ Cisco Jabber <2 Y+ZEZ=3Urt}l., </PromotionWelcomeText>
<AndroidDownloadURL> www.example.com/download </AndroidDownloadURL>

<IOSDownloadURL> www.example.com/download </IOSDownloadURL>
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EnableProvisionProtocol .

EnableProvisionProtocol

Android, iPhone & iPad, Mac-& Cisco Jabberol] -8 1t}

SOl AETFURL Z2H| Al thgt TR EF A 2|72 55 =4 o5& AZFh
« true(7] 5 8h) - ROl AEZFURL Z2u[ Aol tha T2 E=F A7 2 5P yth
« false - O] AEZFURL Z2H[ A o) tfgt TR EF A 7|2 5554 5T

":ﬂ . <EnableProvisionProtocol>false</EnableProvisionProtocol>

EnableRecordingTone
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o) mUEY U 58 4 A S

Oﬂ . <EnableRecordingTone>true</EnableRecordingTone>

EnableSaveChatToFile
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Y

s false - A2} A2l o] A” S ghd o] Ak = §l

@

oﬂ . <EnableSaveChatToFile>false</EnableSaveChatToFile>
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EnableShareProtocol

E 1Y Cisco Jabberol] -84t}

Z2}o] A E 7} share: URIC ti3F TR ES A 7|82 5=
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« false - 2 2F0] A E 7} share: URIC W)t L2 EF |72 55

Oﬂ:<EnableshareProtocol>false</EnableShareProtocol>

EnablesSendLogsViaEmail
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B Bl oA oW d 2 Hu7] HES g4 skt
e true(7] g - ol WY S T 2 E 2 4 dF YT
- false - W] E-& A8 5= gl U ),

qh <EnablesSendLogsViaEmail>True</EnablesSendLogsViaEmail>

EnableSIPProtocol

L E Cisco Jabber Z&}o|H Eof 485 Yt}
So]AE 7} sip: URIG U3t 22 EF A2 7| 2 555 =4
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« true(7] £3h) - 2ol A E ) sip: URIS| U3t T2 E3 A7 = 55g Uk
* false - F2}0] A E 7} sip: URIO W8 Z2EF A 2|72 5554 &5

Oﬂi<EnableSIPProtocol>false</EnableSIPProtocol>

EnableSIPURIDialling

5L E Cisco Jabber 2 2Fo] A Eof A&t}
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EnableStatusProtocol .
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Oﬂ:<EnableSIPURIDialling>true</EnableSIPURIDialling>

EnableStatusProtocol
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oﬂi<EnableStatusProtocol>false</EnableStatusProtocol>

EnableTelephonyProtocolRateLimit
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":ﬂ ! <EnableTelephonyProtocolRateLimit>false</EnableTelephonyProtocolRateLimit>

EnableTelProtocol
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« false - 2 2FO] A E 7} tel: URIYN W3 T2 EF A 27| 2 555 4] &5

C’:ﬂ . <EnableTelProtocol>false</EnableTelProtocol>
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. EnableTelProtocolPopupWindow / CiscoTelProtocolPermissionEnabled

EnableTelProtocolPopupWindow /
CiscoTelProtocolPermissionEnabled
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&3l CiscoTelProtocolPermissionEnabled ¥ 7l ¥ 5~ EnableTelProtocolPopupWindow w7 ¥ 5 o A 7Y
Uk ) s B Sl I Bl A A A E A 5 v 7] W7 B false® A E 39 i3
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Oﬂ:<CiscoTelProtocolPermissionEnabled>false</CiscoTelProtocolPermissionEnabled>

EnableVideo
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oﬂ:<Enablevideo>false</Enable\/ideo>

EnableVoicePush

iPhone % iPad-& Cisco Jabberel] % &% t}.
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oﬂ:<EnableVoicePush>true</EnableVoicePush>
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EnableXMPPProtocol ]

EnableXMPPProtocol

Android, iPhone 2 iPad, Windows-& Cisco Jabber®l 24 &1t}
ZefolAETZ} xmpp: URIY tj st T2 EZ A 7|2 555 A oF-& A FUT
« true(7] 24k - 2ol AE7} xmpp: URIS H$t 22 EZ A 7|2 555
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« false - F2}o] A E 7} xmpp: URIC] 3t TREZF 28] 7] 2 5254 &5

Oﬂ:<EnableXMPPProtocol>false</EnableXMPPProtocol>

FCM_Push_Notification Enabled
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Oﬂ:<FCM_Push_Notification_Enabled>false</FCM_Push_Notification_Enabled>

ForceC2XDirectoryResolution

Windows-& Cisco Jabberel] 2 -8 Yt}
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* false - SOl AEZF B | 2] ol A click-to-x 2t & 7 2l 8h+] k54t
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5}

Oﬂ:<ForceC2XDirectoryResolution>false</ForceC2XDirectoryResolution>
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ForceDevicePin
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<ForceDevicePin>false</ForceDevicePin>

ForceFontSmoothing

Windows-§- Cisco Jabberol] -8t}

SetolAETF mj1e] g g2 Ed HE]j Aol Y& 4 &5h=A o7& A A F YT
o true(7] 4L - EEFO|AEE HAE g deo]d S A&7
« false - =4 A A7} B ~Eof HE]d]o) & A& Th

Oﬂ:<ForceFontSmoothing>false</ForceFontSmoothing>

ForceUpgradingOnMobile

Android-§ Cisco Jabberel 4 -8 4t}
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ForceDevicePin
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N

a5 & 1= 9l U T BlockVersionBelow= A& AF7F G| ol A A&  1# o] =& B2/ 318

T 9= BYOD 750l A B &4 Yyt

C’:ﬂ ! <ForceUpgradingOnMobile>true</ForceUpgradingOnMobile>
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Inactive_Connection_Activation_Timer .

Inactive_Connection_Activation_Timer

E Zglo|dEd A&=E T},
A4 A A E Z)vhe]E Az E) Pt 71 gk 1209 U e

":ﬂ ! <Inactive Connection Activation Timer>60</Inactive Connection Activation Timer>

InitialPhoneSelection

* deskphone - & 3H& 918l AHFA A 3t7] A E AU T
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dﬂ ! <InitialPhoneSelection>deskphone</InitialPhoneSelection>
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InstantMessagelLabels

Windows-& Cisco Jabberol] A-&% 1t}
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CONFIDENTIAL)E A 9| gUth A5 5= 2 v A1 #] ol glo] Zo] Yebd ) o] 2 5 SECRET:
HAIA] "~ EQ T

A 17709 o5& X4 g 4= dHF Ut

Cisco Jabberi= XEP-0258 3 75 AF-8-35Fof Kt &l o] &8 7 F o}, XA & U] 82 XEP-0258: XMPP
o] Hot g o] ES 2 AA L.
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. InvalidCredentialsLogout

Hot o] B )3t jabber-config.xml2] o:

<InstantMessagelLabels>
<item selector="Classified|SECRET">
<securitylabel xmlns='urn:xmpp: sec-label:0'>
<displaymarking fgcolor='black' bgcolor='red'>SECRET </displaymarking>
<label>
<edhAttrs xmlns="https://www.surevine.com/protocol/xmpp/edh">
<specification>2.0.2</specification>
<version>XXXX:1.0.0</version>
<policyRef></policyRef>
<originator>Acme</originator>
<custodian>Acme</custodian>
<classification>A</classification>
<nationalities>Acme</nationalities>
<organisations>Acme</organisations>
</edhAttrs>
</label>
</securitylabel>
</item>
<item'> - </item>
</InstantMessagelLabels>

InvalidCredentialsLogout

B E Cisco Jabber F&Fo] A E o] A&t}

InvalidCredentialsLogout©] <va1ue>true</value>i A7 A9 SeFo] AE = 1] SSO Q15 A1 disl
URE EZS AP EFo] v E A5 AR A 2105 AL ThA] Q15E) gh WA A 7}
FAEYT 885 = g v Z5 T
* true - Jabber7} WtE ¥ EFZ S St
N

« false(7] = 4L) - Jabber7} TR ¥ EES gR1s}A] g5tk

oﬂi<InvalidCredentialsLogout>true</InvalidCredentialsLogout>

LegacyOAuthLogout

5L E Cisco Jabber 2 2}o] A Eof A&t}

75 ¢l OAuth 7]°5-0] &/3 5} 45 Jabbert= 7] 224 0. 2 AREA7F 2 2918 wf whR ¥ A& 3] B
ol g 1S FAF U A2 3] EFo] vRH 49 AFE A THA] )15 ook gt
AREAL7E 211G A B ol A A 2 313 EF o] W B = 4§ Jabber= 3l @ Al o] W E ATk |
Al A o} A 2 Lob- g v

LegacyOAuthLogout " 7]l H =7} o] & 2-& A o] ko). 8] &= = #h& o5 2 32

s true - Jabber’} TR H A2 13 EES &2lsH] oyt

)

=y

« false(7] #-Zk) - Jabber7} WFEE A 2 13 EZS o1}

Oﬂ:<LegacyOAuthLogout>true</LegacyOAuthLogout>
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LocalRecordingToneVolume .

LocalRecordingToneVolume

2E FeodEe] 445,
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915 0-1000] 3L 7] g2 109 Y v

d: <LocalRecordingToneVolume>25</LocalRecordingToneVolume>

w5 AT S EntE A A el o gk 2FA| gk U8 EnableRecordingToneS #3314 Al &
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LogWritingDesktop
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Aol g
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O:ﬂi <LogWritingDesktop>UserCanEnable</LogWritingDesktop>
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U g 270 45 vl By 2 3 o) g2 A YT Jabbers A A 81
gz 2E 27 Ag-yth

LogWritingMobile
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* UserCanEnable - AH&-27F 215 Y250 7| 5284 o -2 ZA S = d5Hh o] ah& 44
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. MaxNumberOfFilesDesktop
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* Never - Jabber”} t] =30 215 7| F3}X &F5Uth o] AL AW 5 24 S AT Y
PRTE 4-%5 0 2 AA 3 Jabber7} Qv 2] 2 22 9 A] 9td 2 Z 2| A3k oS PRTE A A 3
< 9t & AR A E Y T}

=

0ﬂ:<LogWritingMobile>UserCanEnable</LogWritingMobile>
AR S 27 4 Jabbers =15 vl ] ¥ o vk B kst &2

UH L 55 270 9] 7 Jabberi= U 2=7F 2 3h5 vl QIvRe] W3 & T2 S A Yt
JabberE A8t v 20 BE 27k Al Yo

MaxNumberOfFilesDesktop

bl A~3% S8fo] A E L Cisco Jabberel] A&
Jabber i-A] Ha1A o] Ao =& A AU 7| EH 02 tATF FEo)AE= 105 5 & 3

o :

<MaxNumberOfFilesDesktop>30</MaxNumberOfFilesDesktop>

MaxNumberOfFilesMobile

Cisco Jabber 2.0} Zg}o]Ad Eo 24 &5}
Jabber A B4 o] ] =5 A At} 7125k 5(50MB) Y Y T
o :

<MaxNumberOfFilesMobile>20</MaxNumberOfFilesMobile>

Meetings_Enabled

£ Cisco Jabber Z&Fo] A E o A&t}

1
ZetolAE A v Y] 7|58 &4 8151 T} CalendarlntegrationType ¥l 7| ¥4 =(Windows) 2!
MacCalendar I ntegrationType "l 7] ¥1<=(Mac)= 37 253U T
« true(7]24k) - MW 75 & stete] WG & whEaL v Y Fotol] ek vl e dhel S vk
<
syt

s false - U8 7] 5= v &4 313t
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oﬂ:<MeetingsiEnabled>false</MeetingsiEnabled>
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MuteAudioByDefault [JJj

MuteAudioByDefault

R Cisco Jabber Zefo] A E o] A&t}

LLE Jabber calloll thal] plo] A7} Abs 02 S W =4 o F-E A Gy
» false(7] ¥4k - AF-&-2}2] vho] 517} Jabber callol] thal]l &4 = #] <51t}
s true - AF-8-2}¢] wlo] .7} Jabber callel] T3l &4AE YT

":ﬂ ! <MuteAudioByDefault>true</MuteAudioByDefault>

NearEndRecordingToneVolume
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Oﬂl<NearEndRecordingToneVolume>25</NearEndRecordingToneVolume>
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Prefer BIB Recorder

Cisco Jabber B~ 5 Selo] A Eo] 4-g&g 1}

Unified Communications Manager & 2] 2= 12.5(1) ©]/d& 753} 7 -5- Jabberi= Jabber2] M EQ] H Z]
Z|(BiB)& At-&3to] % CMO] 28 w& A9 + AU 7|24 o= ALgA 7L 38t E 5
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Oﬂ ! <Prefer BIB Recorder>true</Prefer BIB Recorder>

PresenceProtocolRateLimit
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. PresenceProtocolTimeLimit
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QL <PresenceProtocolRateLimit>10</PresenceProtocolRateLimit>

PresenceProtocolTimeLimit
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0ﬂ:<PresenceProtocolTimeLimit>5</PresenceProtocolTimeLimit>

PreventDeclineOnHuntCall
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oﬂ:<PreventDeclineOnHuntCall>true</PreventDeclineOnHuntCall>

PrintiMEnabled
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C’ﬂ:<P1fintIMEnablecbfalse</PrintIMEnabled>

ProfileProtocolRateLimit
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Oﬂ:<ProfileProtocolRateLimit>lO</ProfileProtocolRateLimit>

ProfileProtocolTimeLimit
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oﬂ:<ProfileProtocolTimeLimit>lO</ProfileProtocolTimeLimit>

ProvisionProtocolRateLimit
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Oﬂ:<ProvisionProtocolRateLimit>lO</ProvisionProtocolRateLimit>

ProvisionProtocolTimeLimit
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Oﬂ:<ProvisionProtocolTimeLimit>lO</ProvisionProtocolTimeLimit>

Push_Notification _Enabled
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The option to set an automatic away timer is not available when push notifications are enabled.

* true(7] 2 8k) - A IMo] Ql& wimbeh A o] S shE Yt
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. Recent_Chats_Enabled

« false - 4] <o) vl 2 S o).

":ﬂ <Push_Notification Enabled>false</Push Notification Enabled

Recent_Chats_Enabled

Windows-& Cisco Jabberol] %83 4t}
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oﬂ:<RecentichatsiEnabled>false</RecentichatsiEnabled>

RecordingTonelnterval
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QL <RecordingTonelInterval>true</RecordingToneInterval>
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Rememberlist
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<RememberChatList>on</RememberChatList>
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RemoteDestinationEditingWithMultipleDevices .

RemoteDestinationEditingWithMultipleDevices

Windows-& Cisco Jabberel] -8 Yt}
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<RemoteDestinationEditingWithMultipleDevices>false</RemoteDestinationEditingWithMultipleDevices>

RemotePRTServer
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Oﬂ: <RemotePRTServer>http://A¥ A =E/UploadZIP.php</RemotePRTServer>

SavelLogTolLocal
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. false - | B A}£-3F 2= gl o)

O:ﬂ ! <SaveLogToLocal>True</SaveLogToLocal>

ScreenShareAuditMessages
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. selfcareURL

* true - Jabber:= IM A& 3} I
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Oﬂ:<ScreenShareAuditMessages>true</ScreenShareAuditMessages>

selfcareURL

Cisco Jabber t| 2277 S0 A E] A8t}

Cisco Unified Communications Manager A H] 2= 2] FQDN(Fully Qualified Domain Name)< *] % 1 t}.
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oﬂ:<selfcareURL>http://server_name/selfcareURL</selfcareURL>

SelfMuteTone
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<SelfMuteTone>false</SelfMuteTone>

ServiceDiscoveryExcludedServices
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ServicesDomainSsoEmailPrompt .

* CUCM - ©] kS A e u Seto]AE= v Ae 7 Fyth
* cisco udsE X354 gHFH

« cuplogin® collab-edge® 3|34t}
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oﬂ:<ServiceDiscoveryExcludedServices> WEBEX,CUCM </ServiceDiscoveryExcludedServices>

ServicesDomainSsoEmailPrompt
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- OFF(7] 2.3k - =% % =7} A 6% eb&r o).

Oﬂ:<ServicesDomainSsoEmailPrompt>ON</ServicesDomainSsoEmailPrompt>

SharePortRangeSize
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<Policies>
<SharePortRangeStart>45130</SharePortRangeStart>
<SharePortRangeSize>100</SharePortRangeSize>
</Policies>

SharePortRangeStart
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<Policies>

<SharePortRangeStart>45130</SharePortRangeStart>
<SharePortRangeSize>100</SharePortRangeSize>
</Policies>
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ShareProtocolRateLimit
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0ﬂ:<ShareProtocolRateLimit>lO</ShareProtocolRateLimit>

ShareProtocolTimeLimit
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Oﬂ:<ShareProtocolTimeLimit>l0</ShareProtocolTimeLimit>

ShowSelfCarePortal

Cisco Jabber | A& Sglo]AE ALF )
M o3} kAol AL Al 2 T wlo] TA K] of s 2

* true(7] 28 - A th3F Aol A ] A 2 E g o] A

ol

e
1t}
.

i

U
 false - 54 TS} bl AT Au] 2~ 2 glo] FAIH A B

QL <ShowSelfCarePortal>false</ShowSelfCarePortal>

SoftPhoneModeWindowBehavior
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TelemetryCustomerlD .
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oﬂ:<SoftPhoneModeWindowBehavior>Never</SoftPhoneModeWindowBehavior>

TelemetryCustomerlD
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* Mac OS X - uuidgen
* Linux - uuidgen

* Microsoft Windows - [guid]::NewGuid().ToString() or (from cmd.exe) powershell -command
"[guid]::NewGuid().ToString()"

« 2221 - guid.us
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oﬂ:<TelemetryCustomerID>customerl’dentifier</TelemetryCustomerID>

TelemetryEnabled
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QL <TelemetryEnabled>false</TelemetryEnabled>

TelemetryEnabledOverCellularData
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. Telephony_Enabled
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Oﬂ:<TelemetryEnabledOverCellularData>false</TelemetryEnabledOverCellularData>

Telephony_Enabled
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Oﬂ:<TelephonyiEnabled>false</TelephonyiEnabled>

TelephonyProtocolRateLimit
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oﬂ:<TelephonyProtocolRateLimit>lO</TelephonyProtocolRateLimit>

TelephonyProtocolTimeLimit
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UserDefinedRemoteDestinations .
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Oﬂ:<TelephonyProtocolTimeLimit>lO</TelephonyProtocolTimeLimit>

UserDefinedRemoteDestinations
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Oﬂi<UserDefinedRemoteDestinations>true</UserDefinedRemoteDestinations>

UserEnabledDetailedLogging
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O:ﬂ ! <UserEnabledDetailedLogging>True</UserEnabledDetailedLogging>

Voicemail Enabled
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Oﬂ:<Voicemail_Enabled>false</Voicemail_Enabled>
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. VoiceServicesDomain

VoiceServicesDomain
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* collab-edge. tls.voice.example.com

* cisco-uds._tcp.voice.example.com
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WhitelistBot

FLE Cisco Jabber E2fo] A Eof 2 &Yt}

Cisco Jabberol| A = * 54 - A2} 742 WhitelistBotol] A 714 & A& = Al HF U o] & 5o * &
BE SHolJdEZRH A= "2 1P vA A& AL {bot}* {@cisco .com} < botl @cisco.com,
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Oﬂ <WhitelistBot>botl@example.com;bot2@example.com;bot3R@example.com</WhitelistBot>
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« CalendarWebExMeetingPresence, 103 3] ©] %]

* DomainsForOutlookPresence, 103 3] ©] %]

« EnableOutlookPresencelntegration, 104 3| ©] A]

« HVDDisconnectSignout, 104 | ©] %]

* LoginResource, 104 3] 0] 4]

* meetingservice supportmultimeeting, 105 3| ©] 4]
* OutlookContactResolveMode, 105 3] ©] #]

* PresenceServerAddress, 105 | ©] %]

* PresenceServerURL, 106 3| ©] 4]

CalendarWebExMeetingPresence
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dﬂ ! <CalendarWebExMeetingPresence>true</CalendarWebExMeetingPresence>

DomainsForOutlookPresence
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. EnableOutlookPresencelntegration

o] 1 AEE TR HE B2 g ole ErjelS AN ) B 5
<DomainsF orOutlookPresence>01sc0.com, cisco.cn</DomainsForOutlookPresence>.
7esl o & Jle X E XY o & , *.cisco.com B+ *cisco.com.

Oﬂ:<DomainsForOutlookPresence>cisco.com</DomainsForOutlookPresence>

EnableOutlookPresencelntegration
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HVDDisconnectSignout

VDI Cisco Jabber Softphone—Windows®ll 4 -85 1T},
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* False(7] 3-3h) - AF& A7) 2 210}2-3b AL sl HVDO| A 9142 72 2 W Cisco Jabber7} &= 191
AR Z FA 5 ZYEA AR e o2 A

o

<HVDDisconnectSignout>False</HVDDisconnectSignout>

LoginResource
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* mutualExclusion - AF-&2}7} §F M of] 3hute] Sefo]AE QIARI Ao 2118 4= QlF YT o] &
A2 BETFH FIEZUV S, S22 B stol Bl E)ol] A&g Utk Al 2191 752 2
gho]AE Q] o] d AT Lo M ARGALE A5 0.2 2ok §h T

0ﬂ:<LoginResource>mutualExclusion</LoginResource>

meetingservice_supportmultimeeting
Windows-8 Cisco Jabberol] -8t}
Jabber7} o] 2 7l €] Webex Meetings 4] 25 51-8-8F=#] o] F-& A &t
* true(7] 25k - o2 v g S syt
* false - o] 2] M| Q& B 24 3FF Lt

of: <meetingservice supportmultimeeting>true</meetingservice supportmultimeeting>

OutlookContactResolveMode
Windows 2 Mac& Cisco Jabberol %48t}
Jabber”7} Outlookol| A A&FA] o] &4 of H-& gl shi= W& A A F ok

s Auto(7]¥-gk) - SIP:user@cupdomains AFE-3}9] proxyaddressE /3 5} Jabber=
user@cupdomains Jabber IDE A}-&3HU T} SIPE AFE51A] &1 proxyaddresS e L
A EHE 79 Tabberi= o] H]2) 28 AL-310] Outlookoll A 91251 o] E 4] o] 22 8helghLI),

« Email - SIP:user@cupdomains AF8319] proxyaddressE 74 3 Jabberi=
user@cupdomain S ol 4R A YT SIPE AFE61K] 83l proxyaddress A4S
T/3 8k 78 -% Jabber= o] ¥l A T4~ 5 AFE-8Fo] Outlookoll A A2t o] E2) of H-5 Skl eyt

Oﬂ:<OutlookContactResolveMode>Email</OutlookContactResolveMode>

PresenceServerAddress

L Cisco Jabber = 2}o] o Eof] 2 &3t}
ey u s pEo) ook = A o] Eas AU 08 = she glo 2 A
* TAEOF(ZLE °R)
* IP 524:(123.45.254.1)

* FQDN(hostname.domain.com)

Oﬂ:<PresenceServerAddress>hostname</PresenceServerAddress>
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. PresenceServerURL

PresenceServerURL
5L E Cisco Jabber S 2fo] A Eof A &5 Yt}
Cisco Webex Messenger A] H] 2~0f] t] 8+ CAS(F % €15 A H]22) URLS A A gt}
o

<PresenceServerURL>https://loginp.webexconnect.com/cas/sso/ex org/orgadmin.app</PresenceServerURL>
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¢ ForwardVoicemail, 107 3| ] %]

* VoicemailBackup1Server, 107 3| ©] 4]
* VoicemailBackup2Server, 108 3 ©] 4]
* VoicemailPrimaryServer, 108 | o] A

* VoiceMailService UseCredentialsFrom, 108 3] ©] 4]

ForwardVoicemail

wE SeoldEd 48R,
FEATE 24 v WA 4 M AR S glA o g AR Pt

- true(7| 23) - &4 M Aol B AUTE ALEATE S HIAA ol A &4 WAL H
el &4 WA A G ALEE S A%

>~

A

* false - &4 M Hdo] &4 shE A 5y

dﬂ . <ForwardVoicemail>false</ForwardVoicemail>

VoicemailBackup1Server

Cisco Jabber "l 2~ % 4

= 5
71 A7 HJAAY A2 = Qe A9 2ol ETF Ad sk A A B AW E A g%

Yot ok g2 A4 F S AL
* TAE O F(EEE o)
o IP 5+22(123.45.254.1)

* FQDN(hostname.domain.com)
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. VoicemailBackup2Server

Cisco Jabber S eFo] A E = 27H] W] A w2} 7] M B (& 370 A& AHE S 5= 5tk 22y,
w7 wld AE = g S e 2B A Fhe] 54 vl AHRE Atk 27] 8] Wi M E S 6t
A 712 AH gk L@ S aH shuE, T uE SR AHAA T A A E A gy o

of| : <VoicemailBackup1Server>hostname</VoicemailBackup1Server>

VoicemailBackup2Server

Cisco Jabber B2~ 5 2 21l SEfo|A Eo A8t}

718 AW 7 B2 H AV A2 D 4 (s A SEtelA BV A sk F HA U AW E XA

ok ok gt A9 3 5 el
c SAEOIS(RAE °lF)
* [P +4~(123.45.254.1)
* FQDN(hostname.domain.com)
Cisco Jabber S e}o] A E= 271 2] Wi g] AW &} 7] A u|(F 370 AH)E A 5= syt 28U,

w7 Ml M= g e Eel A e 5 il Ak Al o 27) 9] i) A E A 8t
Hd 7)1 A g s dd e AH shuE, o SR AHAA T A A E A gy

of| : <VoicemailBackup2Server>hostname.domain.com</VoicemailBackup2Server>

VoicemailPrimaryServer

FLE Cisco Jabber Z&}o|H Eof 48 Yt}
A e el o) FaE A G O F e oz 44

* TAE OF(ZAE °R)

Ulo

« IP 5+ 2:(123.45.254.1)

* FQDN(hostname.domain.com)

Oﬂ ! <VoicemailPrimaryServer>hostname</VoicemailPrimaryServer>

VoiceMailService UseCredentialsFrom

5L E Cisco Jabber 2 2}o] A Eof A&t}
ZEfo]AEN A 3} Au| 2~ 244 S-S AFE-SFe] 54 Wl AH] 2ol AA| 28t == %] g jhu )

AFgALe] A5} A 2 A S ol aT o4 B A E 2 ﬂﬁimﬂ%ﬂﬁ%ﬂQ%%HWﬂ
TG A 24 AL AFE Zeko] 9l E QlE]H o] 2ol A &4
& gy
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VoiceMailService_UseCredentialsFrom .

Lot
b
f
-
N

exeu] s FEol A &4 e A el e Zel s o] 42 9 4 A

e 4 e AHl s A S uo) el o gy o,

<?xml version="1.0" encoding="utf-8"?>
<config version="1.0">
<Voicemail>
<VoicemailService UseCredentialsFrom>phone</VoicemailService UseCredentialsFrom>
</Voicemail>
</config>

fured)

.
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Cisco Unified Communications Manager

* Audio_Start Port Range ¥ Audio End Port Range, 111 3]o]%]

* Fecc_Start Port Range ¥ Fecc_End Port Range, 111 ¥ ©] %]

* Video_Start Port Range ¥ Video End Port Range, 112 3] ©] %]

Audio_Start_Port_Range % Audio_End_Port_Range

Jabber Q.t] Q.o 3 L E WS (AU HE AT v T} f2 o] 1-&F T}
o 3] 85 = 22 2048-655359 U T}

w9le] Ha ¥ E 29U

$] ¥+ FECC(Far-End Camera Control) £ E HH §| o} &&=

J— T

<Audio_ Start Port Range>2068</Audio_ Start Port Range>
<Audio End Port Range>2071</Audio End Port Range>

Fecc_Start_Port_Range % Fecc_End_Port_Range

FECC(Far-End Camera Control)°l] tj ¢t X E H | & A G}t HY &
Huyok
= .

-9l A4 ZE S 294

Aee w) by o] 4§

*300002] 7] ¥-3kS AF-8-3}o] Fece Start Port Rangeoll thall 2= A&l g ),
*399992] 7] ¥-71-& A}-8-5}o] Fecc End Port Rangeol| &l &4~5 A€l gt}
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. Video_Start_Port_Range ! Video_End_Port_Range

* FECC(Far-End Camera Control) X E &= QU] X E HY E= 0T X E U9} F&54
2~ O 2~
T syt
o
<Fecc_Start Port Range>30010</Fecc_ Start Port Range>
<Fecc_End Port Range>30013</Fecc End Port Range>
Video_Start_Port_Range %! Video End_Port_Range
Jabber H]T] 9.0 Tl & EE W91 E AAFIT WA A v b F2 o] AR
« 385 = 2k 2048-655359 Y o).
S W9l Ak LE SEagun
* Video Start Port Range®l| U]l &4E A 83t}
Aeg,
EERSe} T

* Video End Port Range®l t]3

Ay

HT] O X E HY= 0r]0 X E

T sk

%] B+ FECC(Far-End Camera Control)

l
[

o :
<Video Start Port Range>2048</Video Start Port Range>
<Video End Port Range>2053</Video End Port Range>

Rz 1A
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e O E ) ) 7] M 113 7 0] %]

« CDI "} 7} 4=, 115 3] o] A

« &4 v =g ufj 7)) W4 128 o] A

« UDS "} 7} ¥ 4=, 131 3 ©] #]

« g g AW 4 o, 134 o] A

R R

U 3ol CDI 7] < o] 55 YFERH 7 1 Jabber 11.8 o] ol 285 4] e¥+= 7 -9- BDI % EDI

A M7 s o] s

BDI v 7] <= EDI vl 7] = CDI v} 7} ¥ 5

- DirectoryServerType DirectoryServerType
- ConnectionType -
BDILDAPServerType - -
BDIPresenceDomain PresenceDomain PresenceDomain
BDIPrimaryServerName PrimaryServerName PrimaryServerName
- SecondaryServerName SecondaryServerName
BDIServerPort1 ServerPort1 ServerPort1

- ServerPort2 ServerPort2

- UseWindowCredentials -
BDIUseJabberCredentials - -
BDIConnectionUsername ConnectionUsername ConnectionUsername
BDIConnectionPassword ConnectionPassword ConnectionPassword
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BDI j 7} ¥4~ EDI vj 7]} ¥ 4= CDI =i 7} ¥ <=
BDIEnableTLS UseSSL UseSSL

- UseSecureConnection -

BDIUseANR UseANR UseANR
BDIBaseFilter BaseFilter BaseFilter
BDIGroupBaseFilter GroupBaseFilter GroupBaseFilter
BDIUseANR - -

BDIPredictiveSearchFilter

PredictiveSearchFilter

PredictiveSearchFilter

DisableSecondaryNumberLookups

DisableSecondaryNumberLookups

SearchTimeout

SearchTimeout

UseWildcards

UseWildcards

MinimumCharacterQuery

MinimumCharacterQuery

BDISearchBasel SearchBasel, SearchBase2, SearchBasel, SearchBase2,
SearchBase3, SearchBase4, SearchBase3, SearchBase4,
SearchBase5 SearchBase5

BDIGroupSearchBasel GroupSearchBasel, GroupSearchBasel,
GroupSearchBase2, GroupSearchBase2,
GroupSearchBase3, GroupSearchBase3,
GroupSearchBase4, GroupSearchBase4,
GroupSearchBase5 GroupSearchBase5

BDIUseSipUriToResolveConta
cts

UseSipUriToResolveContacts

UseSipUriToResolveContacts

BDIUriPrefix

UriPrefix

UriPrefix

BDISipUri

SipUri

SipUri

BDIPhotoUriSubstitutionEnab led

PhotoUriSubstitutionEnabled

PhotoUriSubstitutionEnabled

BDIPhotoUriSubstitutionToken

PhotoUriSubstitutionToken

PhotoUriSubstitutionToken

BDIPhotoUriWithToken

PhotoUriWithToken

PhotoUriWithToken

BDIPhotoSource

PhotoSource

PhotoSource

LDAP_UseCredentialsFrom

LDAP_UseCredentialsFrom

LDAP_UseCredentialsFrom

LDAPUserDomain LDAPUserDomain LDAPUserDomain
- - LdapSupportedMechanisms
BDICommonName CommonName CommonName
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WEEEE |

BDI j 7} ¥4~ EDI vj 7]} ¥ 4= CDI =i 7} ¥ <=
BDIDisplayName DisplayName DisplayName
BDIFirstname Firstname Firstname
BDILastname Lastname Lastname
BDIEmailAddress EmailAddress EmailAddress
BDISipUri SipUri SipUri
BDIPhotoSource PhotoSource PhotoSource
BDIBusinessPhone BusinessPhone BusinessPhone
BDIMobilePhone MobilePhone MobilePhone
BDIHomePhone HomePhone HomePhone
BDIOtherPhone OtherPhone OtherPhone
BDIDirectoryUri DirectoryUri DirectoryUri
BDITitle Title Title
BDICompanyName CompanyName CompanyName
BDIUserAccountName UserAccountName UserAccountName
BDIDomainName DomainName DomainName
BDICountry Country Country
BDILocation Location Location
BDINickname Nickname Nickname
BDIPostalCode PostalCode PostalCode
BDICity City City

BDIState State State
BDIStreetAddress StreetAddress StreetAddress

CDI ) 7] ¥ 5=

CDI W7 e e

=
=

gho]AEo] A gdutt.
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* FQDN - 7] T g E] 2] AW o] FQDN= A8t
4 : <PrimaryServerName>parent-domain-fqdn</PrimaryServerName>

SecondaryServerName
Wl g e Ao FAas AAH PG

Zelold EvL e AW E 25
T aoF et
PrimaryServerName T} 7] ¥ =] o]
G,
*IP T4 -

W o = E 2] Aol = AR EU L
* FQDN - #l¢] t] #E] 2] A 8] o3t FDQNE A&t}

gk ip F4

Oﬂ:<SecondaryServerName>www.example.com</SecondaryServerName>

ServerPort1
71E g EE g e L E
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ServerPort2 .

PrimaryServerName "] 7]} ' o] o gk gk-& 2| A sk= 7 9~ o] w7l |15 A 3l ofF Y Th.

O:ﬂ <ServerPortl>123</ServerPortl>

ServerPort2
R EEERE BTt
SecondaryServerName "l| 7l o] T gt gh-& 2| A 3k= 7§ o] w7 W& A3l oF T}
C’ﬂI<ServerPort2>345</ServerPort2>

ConnectionUsername
Sefol gl mol A B2 Ao AF e o AFE B 5 e FHAEA o B FEoR AW
g,
7184 0 2 Jabber Bl AT F F8o] A E = Kerberos = o] A E Q=4 Q152 AU T o]
o) 7§ ¥ == Kerberos Fo= S22kl A E 154 Q155 AbEsho] t e 2] AHd 53 5 gle 5
o A vk AFE-FH T}
cleE 2ol ojg 917] 08 Bakel Qi Aol tlalA = 2 el B B A4 F A g A
&3l oF gt
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F0 FlEL ol ALgA o B i B AER A el 4G T

C’ﬂ: <ConnectionUsername>username</ConnectionUsername>

ConnectionPassword
Sefo]AE A Ay Aol A3 d AFES F A= 3/ o8 T2 AAT T UF
U,
7)1 HA 0 7 Jabber H| AT E FEo|HdEE Kerberos EE= o] E Q=4 A5 AFE3HY T 9]
) 75 Kerberos 3= 210 91 9154] Q15 AF&ahol Tl B 2] Alulol] A58 gl 75
of| A RF AFE-FH o}
e ele] @ o] A8 Aikel Ak Aol At 2 e B B A S8 DA
g3l oF g}

[
T8 Pt EXAE Ao U LDAP A S TSI B2 A Yo EE ol 43 & dFsta g

Sl o2 A4

ol wi7§ M=o g2 & dE AU

C"ﬂ ! <ConnectionPassword>password</ConnectionPassword>
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UseSSL
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EEEER

718 A True
LDAP AW o] tgt AZ4 L2 7] 224 02 LDAPS X2 EFS AFE-3Fo] SSLE& A&yt

o] 34 False= A 73l Lut H]~E LDAP X2 EF o] A8 LT} LDAP X E 7} 389 H+= 32689]
31 UseSSL A 71 7F A A 5 o] Qx| e Ao & Aut Bl AE [ DAP T2 & Fo| Ael= o}

t“

Y
l

UseANR

E): True

3 wf ANR(EZ S o] & &) AHE-S &4 sh/m] &7 513t

= A A5 Jabber7b o = A4S 98] ANRS AH&3Fo] LDAP 7 2] 2 A4 Ut
FalseZ A 4 ¥ 7 $- Jabberi= ol 5 7 Mol A& 23431 7] 2] 2 YA gy o)

Jabber”} OpenLDAP AW ol 1A % = 7 $-ol = ANR©o] H| &4 3} U T}, o] 7] 52 Active Directory
Aol AAst= A 9ol vk &od sk Y ok

H-ANR A 8] o] Ab&5] = 7 2] 9] & 2]-& "PredictiveSearchFilter" v 7] ¥ =2 A}-&-3}o] A4 U},
of|: <Use ANR>false</Use ANR>

N

rie

il

o

o

i
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% i)

ti = 2] 77

BaseFilter

GroupBaseFilter

Active Directory 2ol tj 3+ 7] 2 D S A A g}

gy g E Y o AR} RAI7E obd thE VR A E A sk H HEH g shel 7] ol 5 A3
oF gt}

T4 o= Fast XML A&} e E vk v eE = F UYL AR 4 9] 7= 2HE A A

st ¢ thAl &8 AFE-3loF dy
BE Zglo|dEQ] 7| EZLLe & (objectCategory=person) ( objectClass=user)) dyot

oﬂi <BaseFilter> (& (objectCategory=person) (memberOf=cn=group-name))</BaseFilter>

Active Directory S E] 32 g}o] = T155 F 2l tigh 7] DEE X4 FH
RE SholdES] 7 23S v Z5 YTk
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(& (objectCategory=group) (!
o] gkl AU E TG A A FAFHA A L),

(o] kS A&7 Aol

oﬂ:<GroupBaseFilter>(&(objectCategory=person)(memberof=cn=group—name)

PredictiveSearchFilter

£

=AML
‘IEI"I
=S Z4HEE

F AU,

o] A& "UseANR"¢] False® A
F Yt} UseANROI gho] A7 = %]

g
Eghe the

* mail

Jabber | 7))

* username
* displayname

* givenname

DAP # 2] t3k £:4

PredictiveSearchFilter [

(groupType:1.2.840.113556.1.4.803:=2147483648))

o1 ke
SEEEE

ol

Al

i
=3

O tr -
Rl 7§—r T=
o)

> O 7]
T

=]
=

50l g 4 TR ANO R A

Z T

H] Active Directory ] ¥ oﬂ
- Jabber= of| & A A F 2ol o

) </GroupBaseFilter>

e ghe A ofste] A4 A

* surname
=k
* sipURI
ol g HAdol theh Ak Ql visd 2 vh5 3 ZE U T
Jabber v 7| W Active Directory <4 OpenLDAP
mail mail mail
username SAMAccountName uid
displayname displayName cn
givenname givenName givenName
) displayName
sipURI msRTCSIP-PrimaryUserAddress | mail
surname sn sn
e E 2] Aol A ANR G4 A2l & A dshkx] &= A5 oS A4 Al el Agld $4 J9<
AgA Aol shel s A5 ol AL AL F AU
DisableSecondaryNumberLookups
FOE, G EE /I HEs 0] 43 WES ST 81 A AT A QA HEE A

e 7 Q=R RS

A dH
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. SearchTimeout

L 01 ERh - A AL A AR A MEE AAE S G,

c1-AREAE A A A e s AAE o sy

oﬂl<DisableSecondaryNumberLOOkups>l</DisableSecondaryNumberLookups>

SearchTimeout
Aol Ag A 7HZ2)S A A G o
o] w7} M=) k& % FAyt 7] gk 50y
oﬂ:<SearchTimeout>6</SearchTimeout>
UseWildcards

i

AR FAEIE G AL 5 A g Qg
L0 - SHAEAE S ALEEA S5 T
C1- SFAEAEE AL,

= AFEHE A5 UAE S Qs o Ak § 4 4

oﬂ:<UseWildcards>l</UseWildcards>

MinimumCharacterQuery

e 2ol A ol & AAelat7] 98] AL A Qelalof b ARA o] el Hk A 5 A

g},
of w7} Wl ek 209 @ Sk AU T 71 ERE AU,

For example, if you set 2 as the value of this parameter, the client searches the directory when users enter at
least two characters in the search field.

oﬂ:<MinimumCharacterQuery>2</MinimumCharacterQuery>

SearchBase1, SearchBase2, SearchBase3, SearchBase4, SearchBase5
Specifies a location in the directory server from which searches begin.

A e Fehel A EA AL A At FEQUL /B o2 FetoldEE v dE e Ed
FEol A 4L Al A,

;

o
MN J

Active Directoryoll = @ ¥H4 0.2 A 7ol @ gl 548 A5 87 Abeo] e Aol
Active Directory & 9] g+ 7S AR R AA 7158 A A & o Active Directory ©] 9] 2] ] €
g Aujol thet A4 7S AA st tEE g o 54 Xl g nkl g S sl oF

o i7f W=roll thek g2 vl e e] Edfol A A 7hs g ouE4 74 e A Tk ouel A F

el 24 715 @ e A9ae 1 52 AP 5 Dl
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GroupSearchBase1, GroupSearchBase2, GroupSearchBase3, GroupSearchBase4, GroupSearchBase5 .

£
9

OUE A A3le] e EA ALEA 1F o2 xﬂ{s 51
=M 7] 5 R gl YUtk oudl o] 2 3k AL ALS

Lol & Bol AbgAe] 39l W ol
7 A

2ol
7l o B AR HY T
Exanuﬂe <SearchBasel>0U=Usersl</SearchBasel>

GroupSearchBase1, GroupSearchBase2, GroupSearchBase3, GroupSearchBase4
GroupSearchBaseb

B Zefol = 1 F AL A A4S e el A ) 9138 4G U,
A8 e FeolAEA A4S Agete T
oA 748 A A5,

FEAUYL. 7|24 oz Fefold
OU(ZZ] T4 ©$))oll A

e ELEIEEE
o] w7

HAd 57 AA 715 gk A ste] 71 2 E AR T ¢ s U
Foll gk gt v EE g EgjolA A4 7 oud Ytk
Oﬂ <GroupSearchBasel>0U=Groupl</GroupSearchBasel>

IM =2~ | A
UseSipUriToResolveContacts

Cisco IM and Presence A H] Z~o| A A} &3F+= IM T4 A AZ A Ao}
« true - T 9/ €] 2] URI A A1 & A& o}
« false(7]+%4k) - AHE-AF ID @[ 7]+ =] Q1] A A & AHS- U T

Oﬂ <UseSipUriToResolveContacts>true</UseSipUriToResolveContacts>
UriPrefix

SipUri 7 7] W roll A A A S A FAFS A1y o
e HFAFEAE Yy o
| S £, Sip:©] msRTCSIP-PrimaryUserAddress t] ] E] €]

e ) &4 ool F7h4)
Oﬂ <UriPrefix>sip:</UriPrefix>

SipUri

IM 524 A A D7 ug s T g 4 2=
o w7 el g2 the v ¥ E 2] £

* mail

* msRTCSIP-PrimaryUserAddress
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. LdapSupportedMechanisms

@L <SipUri>msRTCSIP-PrimaryUserAddress</SipUri>

LdapSupportedMechanisms
wE Zeboldl e 1&gyt
LDAP A B & A}-&3}o 21 = =2 AR}
oheholl A7 | 2 vl AU FE A 4] 29k LDAP A wl o] A 2] 1o of et
ole] 91% Ml AYZES TR W 39S e
« GSSAPI (7] £-%}) - Kerberos v5. B~ 35 Zefo] A E o A vk 2] Y gt}
« EXTERNAL - SASL |-,

* PLAIN - &= LDAP ¥FI =) vlQIE 2 T vl 319] 7). ConnectionUsername 2
ConnectionPassword ™ 7]} ¥ 4= BT== LDAP UseCredentialsFrom |7} ¥ 47} 9l &= A 7] &

= ALY,

q]l: <LdapSupportedMechanisms>GSSAPI EXTERNAL PLAIN</ LdapSupportedMechanisms>

o] djol| A= GSSAPI7} A ¥ 5] &= 7 -%- Jabberoll A A 8213 th2 Q15 Al =g th. GSSAPIZH
A ] A 9= 7 $- Jabbert= EXTERNAL A ¢ o] -2 8}21 3 t}-5- <15 g AwgUch 5 o 29 5
A] ¢ © W Jabber”} PLAIN ¢15S A =g},

d]25<LdapSupportedMechanisms>PLAIN</LdapSupportedMechanisms>

o] o]l A Jabberi= PLAIN ¢15%F AF&-ghu o}

EnableEmployeeNumber
Windows-§- Cisco Jabberel %81t}
AF-EA7} Jabber S AHE-3Ee] o] & 7 A3 uf LDAP AW ol A 29 W55 7hA] S ok
0 3= false(7] 2 4h) - 219 W57k v &g sk ok
© 1= true - 219 a7 S sk Y

":ﬂ ! <EnableEmployeeNumber>0</EnableEmployeeNumber>

UseLdapReferral
Windows-& Cisco Jabber 2 Android-& Cisco Jabberol 4 -8 1t}
A eS8 A g u) Felo]AETFLDAP F2E AFEsHEA] o B2 A G g}
#k:
* 0(7]%k) - LDAP %3] 2 H| 24 3ttt

- 1-LDAP %32 24330,
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LDAP_UseCredentialsFrom .

4 : <UseLdapReferral>1</UseLdapReferral>

LDAP_UseCredentialsFrom
L gul A F-Fo) o 3 B E Cisco Jabber F8}o]| A Eof A& Ht}.
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