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<device>
<flat-profile>
<!-- System Configuration -->
<Profile Rule ua="na">gds://</Profile Rule>
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<Upgrade Enable ua="na">Yes</Upgrade Enable>
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<!-- <BACKUP_ACS Password ua="na"/> -->

</flat-profile>

<</device
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flat-profile>>

<!-- System Configuration -->

<Primary DNS ua="rw">10.89.68.150</Primary DNS>

<Back Light Timer ua="rw">Always On</Back Light Timer>

<Peer Firmware Sharing ua="na">Yes</Peer Firmware Sharing>

<Profile Authentication Type ua="na">Basic Http Authentication </Profile Authentication Type>
<Proxy 1 ua="na">example.com</Proxy 1 >

<Display Name 1 wua="na">4081001141</Display Name 1 >

<User ID 1 wua="na">4081001141</User ID 1 >

<</flat-profile
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<Speed Dial 4 Number ua="rw"/>
<Speed Dial 5 Name ua="rw"/>
<Speed Dial 5 Number ua="rw"/>
<Speed Dial 6 Name ua="rw"/>
<Speed Dial 6 Number ua="rw"/>
<Speed Dial 7 Name ua="rw"/>
<Speed Dial 7 Number ua="rw"/>
<Speed Dial 8 Name ua="rw"/>
<Speed Dial_ 8 Number ua="rw"/>
<Speed Dial 9 Name ua="rw"/>
<Speed Dial 9 Number ua="rw"/>
<</flat-profile
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# example encryption key = SecretPhrasel234
openssl enc —-e —aes-256-cbc -k SecretPhrasel234 -in profile.xml -out profile.cfg

# analogous invocation for a compressed xml file
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report upload.php content //

<?php

S$filename = “report cfg.xml”; // report file name
// where to put the file

$file = “/path/to/file”.$filename;

// get data from http post

Sreport data = file get contents(‘php://input');
// save the post data to file

; ($file put contents($file, S$report data

<?

http://my_http_server/report_cfg.xml ) b s o3 Sl bl Jreaty cailell o g
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<LDAP Server ua="na">ldap://<ldap server>[:port]</LDAP Server>
a8 I StartTLS ousad Jis cpnty o8
;Cgﬂﬁm\S@g&luLﬂLkiajdgjhﬁbc(pfg.xn1b ;ﬁL@\ngiﬂ}(hdngih‘éjaAhdd\A& S Gl LS

<LDAP StartTLS Enable/>a<"LDAP StartTLS Enable ua="na>

S ptl) e Jua) 348 R
Lo @l ale g ga
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Cay HTTPS plasiiuly Ciilell 4nSin ) 5 53 able JSI pala 80led L) iy (HTTPS phaiiay il o 5a¥ deail) 5 el dpnilly
s sl aan Ao g 4 8algdl) as o (3 5 «Cisco Server CA < g=ldll CA D Ut A (e paa) 3aled a5 o )
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S B ¢ s sall G adlal) Jialliy o 68 (Al Cipaall fill Jlaall 5 (CN) aladl ansll Jis o 8 61l aala 5aled (g 5iad Ol g

aalla Lil e Ll i il ON Vsl oo 4000 ABaY) (/) Jile G ya Y samie cCinmall FQDN g il slas e Ly jlia)

CN=sprov.callme.com
CN=pv.telco.net/mailto:admin@telco.net
CN=prof.voice.com/info@voice.com
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RSA =la/ple zmilia x5 i ) openssl el M) Jiall pa sy 3aledi a5 (il ¢Lii) 3acluall OpenSSL 318 (S
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openssl req -new —-out provserver.csr

Jise Laiiny provserver.csr & 4Llid) saledl) ad i il s privkey . pem b pall palall Flidd) 5l 1 (ody
v (provserver.csr cale (J:u\ dic 424 63l Cisco (o) provserver.csr s privkey.pem s daadll
Aad gl paldll 30l cprovserver. crt Cisco

sl
.CCO 3ie) iy aladinly J aal) sy o8 5 hittps:/software.cisco.com/software/cda/home () Jasi! 155kl
s ool Joay 48 B30 DHCP LA 2253 Y 5 cgiumal) s 8ol 3ay 55 50 I A0y il Joay Leie adla
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&85l Aalll 5 5laall CSR Jses3 o «CSR &8 55(Sign CSR) sl adle b

Sl gl i/ &aad) @l jlaall g SPALXX 1.3.3 <yl geabi ) 23a ¢(Select Product)ziial) daad dlaviall Ll a e (s 3 55hal)
@l laaYl g SPABXX 7.5.6 <yl geab jall/&aal) &l laall g SPA232D 1.3.3
.CP-88xx-3PCC/ CP-78xx-3PCC [ [ &l

85 CSR 22 5 (Browse)oal siul (358 il «CSR la(CSR File) Jis 45 ki)
s _aaul) u}Lu\ 2aa% 5 33&5—“
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SHAT1 -
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. (Sign CertificateRequest)salgdll ad g il (358 i) 7 5. ghail)
Aad pall 5ol DY Al ol Al aaf das 8 5 shall
oA ey ) gie Jaa ¢S A pall e Balgdl) WD) A e 5 i€ 1A alieeall g SN &l O g WA o
sl 1 b

DGR 138 23n8 cad pall Baletl) g 38 b e i S AL y3E e
Je) G5 95 shil
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Al dalasl) aania Citlgll CA Jaes s Balg

i Jianll Balgd daa e oda Hiall salgd (Baal dadall i gl Tl et saeie Cailed) Jaee j3a salgd Lyl Cisco BLrY
Cybertrusts Verisign L 84 Lf"\l\ A e daa LA Gilga (e dad gall Clalg i) LiAJ\ ozl Aakai¥y) i il sell pcd Cuila JS Ledany
A ) s

(afta e ol Caia 1) Lo 5 kil el s 55 SOCERT sl 5 Slo ysiia a2 cigs 8 53l oy Cilel) S 13) Lo ypanl
HTTP@LQ\};&EA,&!M\QJ\&;J}AQ\QSMS\GA‘LM\BALG_.;“J\MB@_Eg}@sa@a};}ea‘:)iaﬁj&&j
Meadiiall JS g Jis A

el Jaaad H3al) ale sl aladind adall (K ¢op€aill Alla A cpleaiall eDeal) (e SSL Slaled QL HTTPS adl o6& (o5 (S
0 2 3a) CGI () 3alel e slaa b 5 @lld amy adlall ¢Sy Jaand) B3lged (g (38l Cisco W b i (o3 Baanial) dnlu) Akl (53
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# Server Certificate:

SSLCertificateFile /etc/httpd/conf/provserver.crt

# Server Private Key:
SSLCertificateKeyFile /etc/httpd/conf/provserver.key

# Certificate Authority (CA):
SSLCACertificateFile /etc/httpd/conf/spacroot.crt
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A gl i 113 Al Cuiny s A S0lass Aadlaa b cald) ety i gill ji5ie e DNS SRV o) sie il ¢ s 5ill
il Jas aald 8 Uad el U (A Sy o 5o
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CRaa doa Alaal) laa sl A 3 2 5 shdl)
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<Firewall ua="na">Enabled</Firewall>
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2 ) e Juea ) 558 ) 355hdl)
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A gidall Gpual @Y1 UDP e ) Js2al) iy
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DHCP 1 68 Jxee Miia DHCP/DHCPv6
DHCPV6 4 546 Jyes 2ia

Craad die (5060 :Jlie) SIP diie < SIP wildlie ) < <p>alial < & gaall 8 daiall 5y oSy a8 SIP/UDP
A8 S UDP e SIP Jii (i s axd e Jadd) opal

RTP+1 didd ad¥) aall JJRTP dial A3Y) sl e UDP die (3l RTP/RTCP

G g Bl ALY el yall AS jldia 5 4 ) (Sl (ppat die <405 e A el ) 4S jLEs) PFS
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&) .69 (bl diall axdig adall IS 1) Al i) GliSay 569 ulill TFTP i
134 dadiall (8 ddla) Gl Jla e dly paladl dlaall jlaa 5 5SS

235 ) TR-069 (845 (pani 2ie <7999 i ) UDP/STUN i TR-069
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() 33 CMP/ICMPv6 slslas il o)) gl dleadl Hlas jlasy NO _ICMP_PING

al tracert ¥ sl il traceroute il gl il (any oS ) LAl 138 (535 38
RAAY

2 LA e de sana aladiul dlaal) jlaa &l jd Jlaa) Jlie
NO_ICMP_PING,TCP:12000,UDP:8000:8010
AN Al ) LAl 5 dcal S8V Clalae YU Alaall laa Jany
() 3218 ICMP/ICMPV6 8lslas il Lles) o
53,15l YL (IPV6 5 IPv4) TCP 12000 ke < o
53,1l LAkl (IPY6 s IPv4) UDP 8000-8010 35k (31 < o

JUDP 3l dga sl )l Jsadl oS ¥ ICMP/ICMPV6 <iiledl Jus ¥ | NO_ICMP_UNREACHABLE

i o Nl dgn I ) Jgemll (Say Y Gila Jlas ) o8 el HACH
RTP 3

v e Sleall traceroute b ¢ gl (msy 5 a8 Lall 13
. &4 ¥ traceroute Linux il

.(UDP 53240: 53245) TFTP Jsee it (3lhai cailel) »isy Y o NO_CISCO_TFTP
(69 ) Al e TETP aa& dilie ) cbllal) Jiss o

.Jas3 69 i)l TFTP a8 2 il o

<l Al s Ll LK 3l o)
gl Joaiy Cailgll o gy Ladie 400
.EJJ\}S\ QL\D:J\ & Jalati dcainia

<UDP <xxx is gidy <UDP:<xxx

el JS c<xxx to yyy> «UDP ike (3Uas ity <UDP:<xxX:yyy

e (Mlie il 5 433 8 3ilie) UDP 3 ) ba 5 ) deay b bl 585 o ¢S
<xxx:yyy>3LUDP 25 <xxx>:UDP 3 e Jsasl) cli€ay ¢ JEall Jpus

<TCP <xxx ic iy <TCP:<xxx

el J88 < TCP <xxx t0 yyy e (3lai iy <TCP:<xxX:yyy

e (1] (3lie iy 433 5 3ilia) TCP 8Lial &l ja 5 () dhay Lo clial (66 o (S
[].as) 5 <xxx:yyySETCP s <xxx> TCP 4 &bl ¢ 5% o) ¢Sy e Jliall Jass

Gl 133 Abkis Ja3) 315k e (cfg.xml) cusSill Cale d dalaall o2n (3 5S5 U iy

<Firewall Config ua="na">NO ICMP PING</Firewall Config>
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) e ) 358 45 shil)

o 8 - R -
820l Aaild 1y ¢SS
JsS 5150 padiud Al Glaalaill jpeas e Baaaall jalal) 408 Gl gl TLS e lgeadind Al i) Cle sane aad liSay
(b Ledlala e TLS ciliulai et TLS
eDleall (CA) Giaas g2y s o
B9 3l gl «
Cisco il e Le/A3 zal ) 8 5 o
LDAPS -
(StartTLS) LDAP +
3 seall Jyys e
Dbl i e
o sl 55 e
sl e
PRT Jeni e
TLS e SIP
TR-069 »
WebSocket ilnkidaa i dgaly e
XML Clesa o
XST clesa o
sl (Device.X CISCO SecuritySettings.TLSCipherList) TR-069 dales aladiuly il ub}m aag Uyl el
s Gaiil) 130 cpsSall Cala 8 ALbis JA0) (efig.xml) Sl ol
<TLS_Cipher_LiSt ua="na">RSA:!aNULL:! eNULL</TLS_Cipher_LiSt>
sl S8
107 dadall (A& wiled) s dgal s ) dsasll gal ) eailedl 310 s dadia () J sa sl 68

sl

A < & gal) 2aa 1 3 shadll

TLS b Aadld Jin 3 500 Cle sene e sana 5l il A gane Ja0f ola) Cilblae) and 8 2 5 ghadl)
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II i) Aailh ¢y 085

RSA: !aNULL: !eNULL
ABsliaa ol i gl a2 Y ) @l il Cle sana Ty 4S) (RSA diibias pladiuly ol il Cle sane acy

https://www.openssl.org/docs/man].1.1/man1/ s 3asall Guuid) Iallall i) 2l as of casg

Aageaall Judlall il OpenSSL i Asda 3 ds jaall padall Judls s Sliils aey Y ciphers.html

bl GOUAL ariivall il cile sane CliAT dalla ye 542 TLS Cipher List Jisll b 53 s sall dagll culS 13
Aalla e e o s Jiall 138 ()5S, Ladie bl Lgadiiing il e ganall 48 paal 000 4350 gl

138 dadiall b G sead) il Judlu aal

A il e gana (HTTPS) cusll adls clipnlas a2aios o
ECDHE-RSA-AES256-GCM-SHA384 *
ECDHE-RSA-AES128-GCM-SHA256 *

AES256-SHA
AES128-SHA *

DES-CBC3-SHA *

.HIGH:MEDIUM:AES : @STRENGTH _uiidll 48 XMPP addiug o

DEFAULT i) dlulu 5 siad DEFAULT bl 4aild curl 4 araind il 5 aY) ikl s TR-069 5 SIP padiew o

riled) Lgae sy AN AU dlil) e sane o

DEFAULT Cipher Suites (28 suites):
ECDHE ECDSA WITH AES 256 GCM SHA384
ECDHE RSA WITH AES 256 GCM SHA384

DHE RSA WITH AES 256 GCM SHA384

ECDHE ECDSA WITH CHACHA20 POLY1305 SHA256
ECDHE RSA WITH CHACHA20 POLY1305 SHA256
DHE RSA WITH CHACHA20 POLY1305 SHA256
ECDHE ECDSA WITH AES 128 GCM SHA256
ECDHE RSA WITH AES 128 GCM SHA256

DHE RSA WITH AES 128 GCM SHA256

ECDHE ECDSA WITH AES 256 CBC SHA384
ECDHE RSA WITH AES 256 CBC SHA384

DHE RSA WITH AES 256 CBC_ SHA256

ECDHE ECDSA WITH AES 128 CBC_SHA256
ECDHE RSA WITH AES 128 CBC SHA256

DHE RSA WITH AES 128 CBC_ SHA256

ECDHE ECDSA WITH AES 256 CBC_SHA
ECDHE RSA WITH AES 256 CBC SHA

DHE RSA WITH AES 256 CBC SHA

ECDHE ECDSA WITH AES 128 CBC_ SHA
ECDHE RSA WITH AES 128 CBC SHA

DHE RSA WITH AES 128 CBC SHA

RSA WITH AES 256 GCM SHA384

RSA WITH AES 128 GCM SHA256

RSA WITH AES 256 CBC SHA256

RSA WITH AES 128 CBC SHA256

RSA WITH AES 256 CBC SHA

RSA WITH AES 128 CBC SHA

EMPTY RENEGOTIATION INFO SCSV

Al e Jua) 350 A
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Aa o aall uddnl) Dl
.OpenSSL 1.1.1d sbes ) obiol Aa jaall e e sall il Judl 2

(OpenSSL 1.1.1d) s s 3al) 5l Jusdlas 113 J 52200

Sl Sl Judlad

CAMELLIA128, CAMELLIA256, kECDHE, kEECDH da) S8 Al
CAMELLIA

CHACHA20 ECDHE, EECDH| COMPLEMENTOFDEFAULT

SEED ECDH ALL

MD5 AECDH COMPLEMENTOFALL

SHA1, SHA aRSA HIGH

SHA256, SHA384 aDSS, DSS MEDIUM

SUITEB128, SUITEB1280NLY, aECDSA, ECDSA eNULL, NULL
SUITEB192

TLSv1.2, TLSv1, SSLv3 aNULL

AES128, AES256, AES kRSA, RSA

AESGCM kDHE, kEDH, DH

AESCCM, AESCCM8 DHE, EDH

ARIA128, ARIA256, ARIA ADH

TLS & SIP 2 isdaall ansd (pa (Ghail) (pSial

Sl IS 13 Lo il Cinmall ) (e Gl gl Jadd (S TS pdiiadt i€ 13) el Iad e Calel) el a0l ) (s iy

L
(SAN) & sum 5all Gl a0 Bl Cilgll Sy olal) 5 (0 Finll Cindl sl (50 (Bin) il (S TLS Dol e
ainad @Al JLaiDU axdial) Canmall anl Bilay Aallall salell) e 3 sa gall Canadll asd IS 1Y) (CN) & n sall & il sl

TLS Jbil Ly (2l Gadlay TLS Jieail L)
Al apdaill Capcaall al (e Ladla Cailel) Siay
LDAPS -
(StartTLS) LDAP +
XMPP -
HTTPS e 5.5 sl 43 5 o

HTTPS »e XSI -
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HTTPS e bl J; 55 o

TR-069 *
pdd Ga @RI i aladiuly Canaall and (e Sl gl of Sl Jadll (0585 Uiy «TLS e SIP i il o Jiy Laie
() Ext cusill e e TLS
el J@

107 dsdall & Gl o deals () sem sl S gl el 513 Qs dnin ) J gl iy o

TLS Y SIP J&i gamis (1) EXt sl iedle b o

sl
.(n) Ext < cigagh ) Jasl 1 55kl

el g Audus JA3) Gl e (cfgxml) oS e b alaall o3 (oS5 U iy
< _TLS Name Validate 1 wua="na">Yes</TLS Name Validate 1>

'"("’J‘ ‘5“ 2_)...4\)45\(\ M\j oy _Si "("".'" @ L@—l CM\ (’5‘5”

il g Ju ) 58 35 skl

Media Plane olel cilia glial Juanl) ¢ 03 aila g (1S

b lele G seaial) el el Al a2 alal) ae il sll (5 sise el Cilia glia el Cilgl) (g 585 @liSay el o)) il dlanl
https://tools.ietf.org/html/ aa) ) Ll sl Gle¥) i eland Leiale 33 500 s REC 3329

e STP JS 555 30 paladl 5 Cailed) s b sliall Ji5 padiesy off (Say (draft-dawes-sipcore-mediasec-parameter-08#ref-2
TLS 5 8 L5Y) 88 058 555 50 00553 Loaie Jaid 138 s gl (5 s ol (2 55 285 iSay TLS 5 TCP s UDP

5 sina (hal Ly (im gliil) ilalas 8 ALulul) Ay aa) ) el JS 0583 (cfg.xml) oSl e Cilaleall (g 585 Uiyl @iy
140 Assall 8 Ll gl

sad) S8

107 Aadall S Ele cusdenls Y dpa il (Y aa ) il )l qus dadia ) J sasll i

sl

.(n) Ext < @gal) 22 1 55kl

Ol ol G slal) el 8 3ae 8 LS 1 TLS e MediaSec s MediaSec il Jis ¢yuss o (SIP s and 25 skdl)
140 daiall b il sl (5 e

il e Jlaa ) 3 i 355l
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<ciguall sl Aedle (yaca SIP @S] and L il sl (5 ginne el (i m il labeall alasiindd 5 dipla 5 U J saall 20ny
XML e ahasindy (cfg.xml) ciiled) (2585 cale 3 Lgiiln) s il Aludud) s 2any 4 LS Cailell s dgal s 8 (n) Ext

Ll gl (s giena el Ly (i gl clalaa 174 g2a

a gl

-

Aadaall

A e Ll g (5 sine el il slie Ty Ciilgd) S 13 La yyaas
somlll) e sa Y aal i, A8
Ganaiill 13 Alulis Jal ((XML(cfg.xml alasciuly Ciilgd) (585 Cala b o
< MediaSec Request 1 ua="na">Yes</MediaSec Request 1>
Jalall vie ¥ ol aad ) Jaa) 138 ety o8 cailgll s dgals e
Vjpns :le2 g samsal ol
Al g (5 st el il slia e Cuiled) a5ty Jaand) oy puia s ani e
el fag ¥ Tl 1 (5 st el il slia aalal) oy aaladl olay (s3) pua l—Y o
Al LS o) jaY aslall e gl il aa Jalxil) 4iSay oS0 5 el il

Y Al iyl dagl)

MediaSec i

il gl 5 st el il i GBaaals IS (e () €l HLEYT 5 J S g5 5 50 2yan3
TLS 5o <l JLEY) 08 J S 535 ol e 38U cpad W) Jaall 138 (a3 I8
sl e ja Y aal A, 28
:Gamil 13y Al Jal ((XML(cfg.xml pladiuly Cilgll 0 65 Cile o o
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php?>

// NOTE: you may need to edit your php.ini file to allow larger
// size file uploads to work.

// Modify the setting for upload max filesize
// I used: upload max filesize = 20M

// Retrieve the name of the uploaded file
$filename = basename ($ FILES['prt file']['name']);

// Get rid of quotes around the device name, serial number and username if they exist
$devicename = $ POST['devicename'];
Sdevicename = trim($Sdevicename, "'\"");

$serialno = $ POST['serialno'];
$serialno = trim($serialno, "'\"");
$username = $ POST['username'];
$username = trim(Susername, "'\"");

// where to put the file
$fullfilename = "/var/prtuploads/".S$filename;
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// 1If the file upload is unsuccessful, return a 500 error and
// inform the user to try again

if (!move uploaded file($ FILES['prt file']['tmp name'], $fullfilename)) {
header ("HTTP/1.0 500 Internal Server Error");

(", die ("Error: You must select a file to upload

{
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aslbsoft 3600 IN NAPTR 50 50 "s" "SIPS+D2T" "" _sips._tcp.tlstest
3600 IN NAPTR 90 50 "s"™ "SIP+D2T" ""  sip. tcp.tcptest
3600 IN NAPTR 100 50 "s"™ "SIP+D2U" ""  sip. udp.udptest
_sips. tcp.tlstest SRV 1 10 5061 srvl.sipurash.com.

SRV 2 10 5060 srv2.sipurash.com.

_sip. tcp.tcptest SRV 1 10 5061 srv3.sipurash.com.

SRV 2 10 5060 srvé4.sipurash.com.

_sip. udp.udptest SRV 1 10 5061 srv5.sipurash.com.

SRV 2 10 5060 srvé6.sipurash.com.

srvl 3600 IN A 1.1.1.1

srv2 3600 IN A 2.2.2.2

srv3 3600 IN A 3.3.3.3

srvé 3600 IN A 4.4.4.4

srv5 3600 IN A 5.5.5.5

srvé 3600 IN A 6.6.6.6

Priority IP Address SIP Protocol Status
lst 1.1.1.1 TLS UpP
2nd 2.2.2.2 TLS UpP
3rd 3.3.3.3 TCP UpP
4th 4.4.4.4 TCP UpP
5th 5.5.5.5 UDP UpP
6th 6.6.6.6 UDP UpP

SIP Jiles ) aen iled) o o ¢l i A&l 8 UP Al 5 5 saaill Ay 51 Y1 a2l () giall ) STP il Ll il Js
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<_n ua="na">Auto</SIP Transport _n SIP Transport>

<_n ua="na">Yes</Auto Register When Failover n Auto Register When Failover>
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sl 43 51 V1 Al 531 563.3.3.3 () STP iy il Js o sfsie 502 2.2.2.2 5 1.1.1.1 o sl ¢ ) Jliall 8
SMdaia A @il sl Al

Priority IP Address SIP Protocol Status
1st 1.1.1.1 TLS DOWN
2nd 2.2.2.2 TLS DOWN

3rd 3.3.3.3 TCP UP
4th 4.4.4.4 TCP UP
5th 5.5.5.5 UDP UP
6th 6.6.6.6 UDP UP

(IP (sbie) A o 2536 dllia <SRV Jaws JSI DNS NAPTR 4isiad e SRV (Do 22 g ¢ Uil JUil) s

Priority IP Address SIP Protocol Server Status
1st 1.1.1.1 UDP SRV1 DOWN
2nd 1.1.1.2 UDP SRV1 UPp

3rd 1.1.1.3 UDP SRV1 Up

4th 2.2.2.1 TLS SRV2 Up

5th 2.2.2.2 TLS SRV2 UPp

6th 2.2.2.3 TLS SRV2 UPp
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<_n ua="na">60</Proxy Fallback Intvl n Proxy Fallback Intvl>
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< n ua="na">Auto</SIP Transport n SIP Transport>
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Sl 3 (TLS) 11,11 = el 3 Y ol il (328 ¢ 1) 5l 3 STP (il A 2 UDP Jlsl (0 (il 3ol Jui o
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JUDP e 2222 e Jul Juai¥) (T1 + SIP Timer F

Priority IP Address SIP Protocol Status
1st 1.1.1.1 TLS DOWN Tl (Down time)
2nd 2.2.2.2 UDP UP
3rd 3.3.3.3 TCP UP

<_n_ua="na">60</Proxy Fallback Intvl n Proxy Fallback Intvl>
<_n_ua="na">3600</Register Expires _n Register Expires>
<SIP_Timer F ua="na">16</SIP Timer F>

I Gl 85 el s

IP (nsbie i s (pe (3Racll (p biad) Al (e cailed) By (X T2 = (3600-16) * 78) T2 i sll (b Jamusill Cunaty Ciilell o s
Calgdl Jus ol Lo () A Cagan S5 5 UP () 55318 e Jhanall 1.1.1.1 aalad) i «T2-T1 > = 60 <ilS 13 Jlaell i 5
1111 GV SIP di

Priority IP Address SIP Protocol Status

1st 1.1.1.1 TLS UPp
2nd 2.2.2.2 UDP UP
3rd 3.3.3.3 TCP UP

TLS 51 TCP Juai) ¢ Sl 3als)

ol 8 i) Jid o Jul Jial) 3 Jaliay) JaS ol Aia 30 8 yidl) daleal) Aol 59 TLS 5f TCP Juail (o Jiidll 53ke ) S oy
TCP »e 2222 Sl Jall Jualy) (TCP) 2.2.2.2 A 4l o Jullyy T] gl &b & (UDP) 1.1.1.1

Priority IP Address SIP Protocol Status
1st 1.1.1.1 UDP DOWN Tl (Down time)
2nd 2.2.2.2 TCP UP
3rd 3.3.3.3 TLS UP
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<_n ua="na">60</Proxy Fallback Intvl _n Proxy Fallback Intvl>
<_n ua="na">3600</Register Expires _n Register Expires>
<SIP Timer F ua="na">16</SIP Timer F>
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CiscoIPPhoneExecute>>

<ExecuteItem Priority="0" URL="http://xmlserver.com/event.xml"/>
<</CiscoIPPhoneExecute

;33&1...44]\

l Cisco IP <iise ciilgd Sasial) dalii¥l) o3 cilgd) 5031 Jila



| A8 Jualdsty
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challenge = MD5( MD5(Al) ":" nonce ":" nc-value ":" cnonce ":" gop-value
":" MD5(A2) )

where Al = username ":" realm ":" passwd

and A2 = Method ":" digest-uri
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TR-069 Aalza MJ&A
441 dasall <2, TR-069 s XML Cilalee 45 jlda o

TR-069.5 XML cilales 45 i

XML dalra TR-069 4alza
zle e .Device.Services. VoiceService
gle e .{Device.Services. VoiceService. {i
gle e .Device.Services. VoiceService. {i}.Capabilities
zhe e Device.Services. VoiceService. {i}.Capabilities.ButtonMap
gle .Device.Services. VoiceService. {i}.Capabilities.Codecs
zle e .{Device.Services.VoiceService.{i}.Capabilities.Codecs. {i
zlie e Device.Services. VoiceService. {i}.Capabilities.Codecs.{i}.BitRate
zle e Device.Services. VoiceService. {i}.Capabilities.Codecs. {i}.Codec
lie e Device.Services. VoiceService. {i}.Capabilities.Codecs. {i}.EntrylD
zle e Device.Services. VoiceService. {i}.Capabilities.Codecs. {i} .PacketizationPeriod
lie e Device.Services.VoiceService. {i}.Capabilities.Codecs. {i}.SilenceSuppression
zle e Device.Services. VoiceService. {i}.Capabilities.DigitMap
zlie e Device.Services. VoiceService. {i}.Capabilities. DSCPCoupled
zle e Device.Services. VoiceService. {i}.Capabilities.EthernetTaggingCoupled
lie e Device.Services. VoiceService. {i}.Capabilities.FaxPassThrough
zle e Device.Services. VoiceService. {i}.Capabilities.FaxT38
le e Device.Services. VoiceService. {i}.Capabilities.FileBasedRingGeneration
zle e Device.Services. VoiceService. {i}.Capabilities.FileBasedToneGeneration
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XML dalza TR-069 4alsa
zlie e Device.Services. VoiceService. {i}.Capabilities.MaxLineCount
zle e Device.Services. VoiceService. {i}.Capabilities.MaxProfileCount
zle e Device.Services. VoiceService. {i}.Capabilities.MaxSessionCount
zle e Device.Services. VoiceService. {i}.Capabilities.MaxSessionsPerLine
lie e Device.Services. VoiceService. {i}.Capabilities. ModemPassThrough
zle e Device.Services. VoiceService. {i}.Capabilities.NumberingPlan
zle e Device.Services. VoiceService. {i}.Capabilities.PatternBasedRingGeneration
zle e Device.Services. VoiceService. {i}.Capabilities.PatternBased ToneGeneration
le e Device.Services. VoiceService. {i}.Capabilities. PSTNSoftSwitchOver
zhie e Device.Services. VoiceService. {i}.Capabilities.Regions
zhe e Device.Services. VoiceService. {i}.Capabilities.RingDescriptionsEditable
zle e Device.Services. VoiceService. {i}.Capabilities.RingFileFormats
zhe e Device.Services. VoiceService. {i}.Capabilities.RingGeneration
zle e Device.Services. VoiceService. {i}.Capabilities.RingPatternEditable
zle e Device.Services. VoiceService. {i} .Capabilities. RTCP
zlie e Device.Services. VoiceService. {i}.Capabilities. RTPRedundancy
zle e Device.Services. VoiceService. {i}.Capabilities.SignalingProtocols
glhe .Device.Services. VoiceService. {i}.Capabilities.SIP
zle e Device.Services. VoiceService. {i}.Capabilities.SIP.EventSubscription
zle e Device.Services. VoiceService. {i}.Capabilities.SIP.Extensions
zle e Device.Services. VoiceService. {i}.Capabilities.SIP.ResponseMap
zlie e Device.Services. VoiceService. {i}.Capabilities.SIP.Role
zle e Device.Services. VoiceService. {i}.Capabilities.SIP. TLS AuthenticationKeySizes
le e Device.Services. VoiceService. {i}.Capabilities.SIP.TLS AuthenticationProtocols
zle e Device.Services. VoiceService. {i}.Capabilities. SIP.TLSEncryptionKeySizes
lie e Device.Services. VoiceService. {i}.Capabilities.SIP. TLSEncryptionProtocols
zle e Device.Services. VoiceService. {i}.Capabilities.SIP.TLSKeyExchangeProtocols
cle e Device.Services. VoiceService. {i}.Capabilities.SIP. Transports
zle e Device.Services. VoiceService. {i}.Capabilities.SIP.URISchemes
zlie Device.Services. VoiceService. {i}.Capabilities. SRTP
zle e Device.Services. VoiceService. {i}.Capabilities. SRTPEncryptionKeySizes
zle e Device.Services. VoiceService. {i}.Capabilities. SRTPK eyingMethods
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XML dalsa TR-069 4alza
zlie e Device.Services. VoiceService. {i}.Capabilities. ToneDescriptionsEditable
zle e Device.Services. VoiceService. {i}.Capabilities. ToneFileFormats
le e Device.Services. VoiceService. {i}.Capabilities. ToneGeneration
zle e Device.Services. VoiceService. {i}.Capabilities. VoicePortTests

.Device.Services. VoiceService. {i}.VoiceProfile

.{Device.Services.VoiceService. {i}.VoiceProfile. {i

_<DTMF_Tx_Method_<i

Device.Services. VoiceService. {i}.VoiceProfile. {i}.DTMFMethod

gl e

Device.Services.VoiceService.{i}.VoiceProfile.{i} .Enable

.Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line

.{Device.Services. VoiceService.{i}.VoiceProfile.{i}.Line. {i

.Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.CallingFeatures

Block CID_Setting

Device.Services. VoiceService. {i}. VoiceProfile. {i} .Line. {i} .CallingFeatures. AnonymousCalEnable

Device Services. VoiceService. {i}. VoiceProfile. {i} Line. {i} .CallingFeatures. AnonymousCallBlockEnable

Block CID Setting

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i} .CallingFeatures.CallerIDEnable

_<Display Name <i

Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line.{i}.CallingFeatures.CallerIDName

Device Services. VoiceService. {i}. VoiceProfile. {i} Line. {i} CallingFeatures.CallForwardOnBusyNumber

Device Services VoiceService. {i}. VoiceProfile. {i} Line. {i} CallingFeatures CallForwardOnNoAnswerNurmber

Device Services. VoiceService. {i}. VoiceProfile. {i} Line. {i} CallingFeatures CallForwardOnNoAnswerRingCount

Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i}.CallingFeatures.CallForwardUnconditionalEnable

DeviceServices. VoiceService. {i}. VoiceProfile. {i} Line. {i} CallingFeatures. CallForwardUnconditionalNumber

gl e

Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line. {i}.CallingFeatures.CallReturnEnable

gl

Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i} .CallingFeatures.Call TransferEnable

CW_Setting

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.CallingFeatures.CallWaitingEnable

Device.Services. VoiceService. {i}. VoiceProfile. {i} Line. {i} CallingFeatures.ConferenceCallingSessionCount

gl 2

Device.Services. VoiceService. {i}. VoiceProfile. {i} .Line. {i} .CallingFeatures.ConferenceCallingStatus

DND_Setting

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.CallingFeatures.DoNotDisturbEnable

Call_Appearances Per Line

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line.{i}.CallingFeatures.MaxSessions

_<Message Waiting_<i

Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i}.CallingFeatures.Message Waiting

gl e

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.CallingFeatures. MWIEnable

gl e

Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line. {i}.CallingFeatures.RepeatDialEnable

Shared Line DND_Cfwd Enable

DeviceServioes VoioeService i} VoiceProfike. {i} Line it CallingFeatures:X._CISCO SharedLineDNDCfivdlErnabie
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XML dala TR-069 4alza
zlie e Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.CallState
.Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec

.Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line. {i}.Codec.List

.{Device.Services. VoiceService.{i}.VoiceProfile.{i}.Line.{i}.Codec.List. {i

zle e Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.List.{i}.BitRate
zhe e Device.Services.VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.List.{i}.Codec
zle e Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.List.{i}.Enable
zb e | Device.Services.VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.List.{i}.EntryID
e e | Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i}.Codec.List. {i} .PacketizationPeriod

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.List.{i}.Priority

_<Silence Supp Enable <i

Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line. {i}.Codec.List. {i}.SilenceSuppression

zle e Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line. {i}.Codec.ReceiveBitRate
zlie e Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.ReceiveCodec
s e | Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i} .Codec.ReceiveSilenceSuppression
zle xe | Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.TransmitBitRate
zle e Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.TransmitCodec
zle e | Device.Services. VoiceService. {i} . VoiceProfile. {i}.Line. {i}.Codec. TransmitPacketizationPeriod

gl e

Device.Services. VoiceService. {i}. VoiceProfile. {i} .Line. {i} .Codec.TransmitSilenceSuppression

_<Preferred_Codec <i

Device.Services. VoiceService. {i}.VoiceProfile.{i} .Line.{i}.Codec.X CISCO PreferredCodec

_<Second Preferred Codec <i

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.Codec.X CISCO PreferredCodec2

_<Third_Preferred Codec_<i

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.Codec.X CISCO_PreferredCodec3

_<Use Pref Codec Only <i

Device.Services. VoiceService. {i}. VoiceProfile. {i} .Line.{i}.Codec.X CISCO_UsePrefCodecOnly

_<Codec_Negotiation <i

Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i}.Codec.X CISCO_CodecNegotiation

_<User ID <i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.DirectoryNumber

_<Line Enable <i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Enable

gl e

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.PhyReferenceList

gl

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i} .RingMuteStatus

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.RingVolumeStatus

.Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line.{i}.Session

.{Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Session. {i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Session. {i} .FarEndIPAddress

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line.{i}.Session. {i} .FarEndUDPPort
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Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Session.{i}.LocalUDPPort

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Session.{i}.SessionDuration

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Session. {i}.SessionStartTime

.Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.SIP

_<Password <i

Device.Services.VoiceService. {i}.VoiceProfile. {i}.Line.{i}.SIP.AuthPassword

_<User ID_<i Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.SIP.AuthUserName

e e | Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i}.SIPSIPEventSubscribeNumberOfElements
_<SIP_URI <i Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.SIP.URI
_<Auth ID <i| Device.Services.VoiceService.{i}.VoiceProfile.{i}.Line.{i}.SIP.X CISCO_AuthID

_<Display Name <i

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line.{i}.SIP.X CISCO_DisplayName

_<Use DNS SRV <i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.SIP.X CISCO_UseDNSSRV

_<User Equal Phone <i

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line.{i}.SIP.X_CISCO_UserEqualPhone

_<Set G729 annexb_ <i

Device.Services. VoiceService. {i} . VoiceProfile.{i}.Line.{i}.SIP.X CISCO_SetG729annexb

_<Blind_Attn-Xfer Enable <i

Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line.{i} .SIPX CISCO_BlindAttnXferEnable

_<Feature Key Sync <i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.SIPX CISCO_FeatureKeySync

_<DNS SRV Auto Prefix <i

Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line.{i}.SIPX CISCO DNSSRVAutoPrefix

zlie e Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.Status
zhe e .Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.VoiceProcessing
e e | Device.Services. VoiceService. {i}. VoiceProfile. {i} .Line. {i}. VoiceProcessing. EchoCancellationEnable

gl

Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i}. VoiceProcessing. EchoCancellationlnUse

gl e

Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line. {i}. VoiceProcessing. EchoCancellationTail

_<Dial Plan_<i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.X CISCO_DialPlan

_<Default Ring <i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.X CISCO_DefaultRing

Call_Appearances_Per Line

Device.Services. VoiceService. {i}.VoiceProfile. {i}.MaxSessions

zhia e Device.Services. VoiceService. {i}.VoiceProfile. {i}.Name
cle e Device.Services. VoiceService. {i}.VoiceProfile. {i}.NumberOfLines
zlie e Device.Services. VoiceService. {i}.VoiceProfile. {i} .Region
zlie Device.Services. VoiceService. {i}.VoiceProfile. {i}.Reset

.Device.Services. VoiceService. {i}.VoiceProfile. {i}.RTP

_<RTP_TOS DiffServ_Value <i

Device.Services. VoiceService. {i}.VoiceProfile.{i} .RTP.DSCPMark

RTP_Port Max

Device.Services. VoiceService. {i}.VoiceProfile. {i}.RTP.LocalPortMax

RTP_Port Min

Device.Services. VoiceService. {i}.VoiceProfile.{i}.RTP.LocalPortMin
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.Device.Services. VoiceService. {i}.VoiceProfile.{i}.RTP.RTCP

RTCP_Tx Interval

Device.Services. VoiceService. {i}.VoiceProfile.{i}.RTP.RTCP.Enable

RTCP_Tx_Interval

Device.Services. VoiceService. {i}.VoiceProfile. {i} . RTP.RTCP.TxRepeatInterval

.Device.Services. VoiceService. {i}.VoiceProfile. {i} .RTP.SRTP

zhe e Device.Services. VoiceService.{i}.VoiceProfile.{i} .RTP.SRTP.Enable
zle e Device.Services. VoiceService. {i}.VoiceProfile. {i}.RTP.SRTP.EncryptionKeySizes
zhe e Device.Services. VoiceService. {i}.VoiceProfile. {i} .RTP.SRTP.KeyingMethods

AVT Dynamic Payload

Device.Services. VoiceService. {i}.VoiceProfile. {i} .RTP.TelephoneEventPayload Type

RTP_ Packet Size

Device.Services. VoiceService. {i}.VoiceProfile. {i} .RTP.X_CISCO_RTPPacketSize

RTP Before ACK

Device.Services. VoiceService. {i}.VoiceProfile.{i} . RTP.X_CISCO_RTPBeforeACK

zle e .Device.Services. VoiceService. {i}.VoiceProfile.{i}.ServiceProviderInfo
s e | Device.Services. VoiceService. {i}.VoiceProfile. {i} .ServiceProviderInfo.ContactPhoneNumber
e e | Device.Services. VoiceService. {i}.VoiceProfile. {i}.ServiceProviderInfo.EmailAddress
zle e Device.Services. VoiceService. {i}.VoiceProfile.{i}.ServiceProviderInfo.Name
zhe e Device.Services. VoiceService. {i}.VoiceProfile.{i}.ServiceProviderInfo.URL
zle e Device.Services. VoiceService. {i}.VoiceProfile. {i}.SignalingProtocol

.Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP

_<SIP_TOS DiffServ_Value <i

Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.DSCPMark

INVITE_Expires

Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.InviteExpires

gl 2

Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.Organization

_<Outbound_ Proxy <i

Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.OutboundProxy

_<Outbound_Proxy <i

Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.OutboundProxyPort

_<Proxy <i

Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.ProxyServer

_<Proxy <i

Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.ProxyServerPort

_<SIP_Transport <1

Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.ProxyServerTransport

_<Register Expires <i

Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.RegisterExpires

Reg Retry Intvl

Device.Services. VoiceService. {i}.VoiceProfile.{i} .SIP.RegisterRetryInterval

Reg Min_Expires

Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.RegistersMinExpires

ReINVITE Expires

Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.RelnviteExpires

gl e

Device.Services. VoiceService. {i}. VoiceProfile. {i}.SIP.SIPEventSubscribeNumberOfElements

gl

Device.Services. VoiceService. {i}. VoiceProfile. {i} .SIP.SIPResponseMapNumberOfElements

SIP Timer B

Device.Services.VoiceService. {i}.VoiceProfile. {i}.SIP.TimerB
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SIP_Timer D Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.TimerD
SIP_Timer F Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.TimerF
SIP_Timer H Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.TimerH
SIP_Timer J Device.Services. VoiceService. {i}.VoiceProfile.{i}.SIP.TimerJ
SIP_T1 Device.Services. VoiceService. {i}.VoiceProfile.{i}.SIP.TimerT1

SIP_T2 Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.TimerT2

SIP_T4 Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.TimerT4

zle e Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.UserAgentDomain

_<SIP_ Port <1 Device.Services. VoiceService. {i}.VoiceProfile.{i} .SIP.UserAgentPort
_<SIP_Transport <1 Device.Services. VoiceService. {i}.VoiceProfile.{i} .SIP.UserAgentTransport

Sub_Min_Expires Device.Services. VoiceService. {i}.VoiceProfile.{i}.SIP.X CISCO_SubMinExpires

Sub Max_Expires Device.Services. VoiceService. {i}.VoiceProfile.{i}.SIP.X CISCO SubMaxExpires

Sub_Retry Intvl Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.X CISCO_SubRetryIntvl
STUN_Enable Device.Services. VoiceService. {i}.VoiceProfile. {i}.STUNEnable
zle e Device.Services. VoiceService. {i}.VoiceProfileNumberOfEntries

.Device.Services.VoiceService.{i}.X CISCO_SIP

G711u_Codec_Name Device.Services. VoiceService.{i}.X CISCO_SIP.G711uCodecName
G711a_Codec Name Device.Services. VoiceService. {i}.X CISCO_SIP.G711aCodecName
G729a_Codec Name Device.Services. VoiceService.{i}.X CISCO_SIP.G729aCodecName
G729b_Codec Name Device.Services. VoiceService. {i}.X CISCO_SIP.G729bCodecName

G722 _Codec_Name Device.Services. VoiceService.{i}.X CISCO_SIP.G722CodecName

G722.2 Codec Name Device.Services. VoiceService.{i}.X CISCO_SIP.G7222CodecName

iLBC Codec Name Device.Services. VoiceService.{i}.X CISCO_SIP.iLBCCodecName
OPUS_Codec Name Device.Services. VoiceService.{i}.X CISCO_SIP.OPUSCodecName

AVT Codec_Name Device.Services. VoiceService.{i}.X CISCO_SIP.AVTCodecName

G722.2 Dynamic_Payload Device.Services. VoiceService.{i}.X CISCO_SIP.G7222BEDynamicPayload
G722.2 OA_Dynamic_Payload Device.Services. VoiceService.{i}.X CISCO_SIP.G72220ADynamicPayload
iLBC Dynamic_Payload Device.Services. VoiceService.{i}.X CISCO_SIP.iLBC20msDynamicPayload
iLBC 30ms Dynamic_Payload Device.Services. VoiceService.{i}.X CISCO_SIP.iLBC30msDynamicPayload
OPUS Dynamic_Payload Device.Services. VoiceService. {i}.X CISCO_SIP.OPUSDynamicPayload

AVT Dynamic_Payload Device.Services. VoiceService. {i}.X_ CISCO_SIP.AVTDynamicPayload
AVT 16kHz Dynamic Payload Device.Services. VoiceService.{i}.X CISCO_SIP.AVT16kHzDynamicPayload

l Cisco IP <iise ciilgd Sasial) dalii¥l) o3 cilgd) 5031 Jila



| TR-069 dalas & i

TR-069 alza 4 ia

XML dalzs

TR-069 4alza

AVT 48kHz Dynamic Payload

Device.Services. VoiceService. {i}.X CISCO_SIP.AVT48kHzDynamicPayload

INFOREQ Dynamic_Payload

Device.Services. VoiceService.{i}.X CISCO_SIP.INFOREQDynamicPayload

Display Anonymous From Header

Device.Services. VoiceService.{i}.X CISCO_SIP.DisplayAnonymousFromHeader

Redirect Keep Alive

Device.Services.VoiceService.{i}.X CISCO_SIP.RedirectKeepAlive

.Device.Services. VoiceService. {i}.X CISCO_Regional

.Device.Services.VoiceService.{i}.X_CISCO_Regional.Tones

Dial Tone

Device.Services. VoiceService. {i}.X_ CISCO_Regional. Tones.DialTone

Outside Dial Tone

Device.Services. VoiceService. {i}.X_CISCO_Regional.Tones.OutsideDialTone

Prompt_Tone

Device.Services. VoiceService.{i}.X CISCO_Regional.Tones.PromptTone

Busy Tone

Device.Services. VoiceService.{i}.X CISCO_Regional.Tones.BusyTone

Reorder Tone

Device.Services. VoiceService. {i}.X CISCO_Regional. Tones.ReorderTone

Off Hook Warning Tone

Device.Services. VoiceService. {i}.X CISCO_Regional. Tones.OffHookWarningTone

Ring Back Tone

Device.Services. VoiceService.{i}.X CISCO_Regional.Tones.RingBackTone

Call Waiting_Tone

Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.CallWaitingTone

Confirm_Tone

Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.ConfirmTone

MWI Dial Tone

Device.Services.VoiceService.{i}.X CISCO_Regional. Tones. MWIDialTone

Cfwd_Dial Tone

Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.CfwdDialTone

Holding_Tone

Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.HoldingTone

Conference Tone

Device.Services. VoiceService. {i}.X_ CISCO_Regional. Tones.ConferenceTone

Secure Call Indication_Tone

Device.Services. VoiceService. {i}.X_CISCO_Regional. Tones.SecureCalllndicationTone

Page Tone Device.Services. VoiceService. {i}.X CISCO_Regional. Tones.PageTone
Alert_Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.AlertTone
Mute Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.MuteTone

Unmute Tone

Device.Services. VoiceService. {i}.X CISCO_Regional. Tones.UnmuteTone

System_Beep

Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.SystemBeep

Call Pickup Tone

Device.Services. VoiceService.{i}.X CISCO_Regional.Tones.CallPickupTone

.Device.Services. VoiceService.{i}.X CISCO_Regional.Cadences

Cadence 1 Device.Services.VoiceService.{i}.X CISCO_Regional.Cadences.Cadencel
Cadence 2 Device.Services. VoiceService. {i}.X CISCO_Regional.Cadences.Cadence2
Cadence 3 Device.Services. VoiceService. {i}.X CISCO_Regional.Cadences.Cadence3
Cadence 4 Device.Services. VoiceService. {i}.X CISCO_Regional.Cadences.Cadence4
Cadence 5 Device.Services. VoiceService. {i}.X CISCO_Regional.Cadences.Cadence5
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Cadence 6 Device.Services. VoiceService.{i}.X CISCO_Regional.Cadences.Cadence6
Cadence 7 Device.Services. VoiceService.{i}.X CISCO_Regional.Cadences.Cadence7
Cadence 8 Device.Services. VoiceService.{i}.X CISCO_Regional.Cadences.Cadence8
Cadence 9 Device.Services.VoiceService.{i}.X CISCO_Regional.Cadences.Cadence9

.Device.Services. VoiceService.{i}.X CISCO Regional.Cadences

Reorder Delay

Device.Services. VoiceService. {i}.X CISCO_Regional.ControlTimer.ReorderDelay

Long_Timer a8 ¥ o

LongTimera% ¥ ;s Device.Services. VoiceService. {i}.X_CISCO_Regional.Control Timer

Short_Timer a8 Y ¢

ShortTimera&_Y! ¢ Device.Services. VoiceService. {i}.X_CISCO_Regional.Control Timer

.Device.Services. VoiceService. {i}.X_CISCO_AttConsole

Number of Units

Device.Services. VoiceService. {i}.X CISCO_AttConsole.NumberOfUnits

Device.Services. VoiceService. {i}.X CISCO_AttConsole.ServerType

Subscribe Retry Interval

Device.Services. VoiceService.{i}.X CISCO_AttConsole.SubscribeRetryInterval

Bxfer On_Speed Dial Enable

Device.Services. VoiceService.{i}.X CISCO_AttConsole.BXferOnSpeedDialEnable

Attendant Console LCD Brightness

Device.Services. VoiceService. {i}.X CISCO_AttConsole.AttendantConsoleLCDContrast

Bxfer To Starcode Enable

Device.Services. VoiceService.{i}.X CISCO_AttConsole.BXferToStarcodeEnable

zlie e .Device.Services. VoiceService.{i}.X CISCO_AttConsole.Unit
zle e .{Device.Services.VoiceService.{i}.X CISCO_ AttConsole.Unit.{i
le ne .Device.Services. VoiceService. {i}.X_CISCO_AttConsole.Unit.{i}.Key
zlie e .{Device.Services.VoiceService.{i}.X_CISCO_AttConsole.Unit.{i}.Key.{i

_<Unit <i> Key <i

Device.Services.VoiceService. {i}.X CISCO_AttConsole.Unit.{i}.Key.{i}.Config

zle e Device.Services. VoiceService. {i}.X CISCO_AttConsole.Unit.{i}.NumberOfKey
gle .Device.Services. VoiceService.{i}.X CISCO_PhoneSetting
zhe e .Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.LineKey
zla e .{Device.Services.VoiceService.{i}.X_CISCO_ PhoneSetting.LineKey.{i

_<Extended Function_ <i

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.LineKey.{i}.ExtendedFunction

_<Extension_<i

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.LineKey.{i}.Extension

_<Share Call_Appearance <i

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.LineKey.{i}.ShareCall Apparence

_<Short Name <i

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.LineKey.{i}.ShortName

gl e

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. NumberOfLineKey

Station Name

Device.Services.VoiceService.{i}.X_CISCO_PhoneSetting.StationName

Group_ Paging_Script

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.GroupPagingScript

Voice Mail Number

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. VoiceMailNumber

l Cisco IP <iise ciilgd Sasial) dalii¥l) o3 cilgd) 5031 Jila




| TR-069 dalas & i

TR-069 alza 4 ia

XML dala TR-069 4alre
Bluetooth Mode Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. BluetoothMode
Lal) Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Line

zle e .Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.Ringtone
Ringl Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring1
Ring2 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring?2
Ring3 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring3
Ring4 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring4
Ring5 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring5
Ring6 Device.Services. VoiceService.{i}.X_ CISCO_PhoneSetting.Ringtone.Ring6
Ring7 Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.Ringtone.Ring7
Ring8 Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.Ringtone.Ring8
Ring9 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring9
Ring10 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring10
Ringl1 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring11
Ring12 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring12
clie e .Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.SuppServices

Coference Serv

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.SuppServices.ConferenceServ

Attn_Transfer Serv

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.SuppServices.AttnTransferServ

Blind Transfer Serv

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. SuppServices.BlindTransferServ

DND_Serv

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.SuppServices. DNDServ

Block ANC_Serv

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.SuppServices.Block ANCServ

Block CID_Serv

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.SuppServices.BlockCIDServ

Secure Call Serv

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.SuppServices.SecureCallServ

Cfwd_All Serv

Device.Services. VoiceService.{i}.X_ CISCO_PhoneSetting.SuppServices.CfwdAllServ

Cfwd_Busy Serv

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.SuppServices.CfwdBusyServ

Cfwd No_ Ans_Serv

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.SuppServices.CfwdNoAnsServ

Paging_Serv

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.SuppServices.PagingServ

Call_Park Serv

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.SuppServices.CallParkServ

Call Pick Up_ Serv

Device.Services. VoiceService.{i}.X CISCO_ PhoneSetting.SuppServices.CallPickUpServ

ACD Login_Serv

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.SuppServices. ACDLoginServ

Group_Call_Pick Up Serv

Device.Services. VoiceService.{i}.X_CISCO_PhoneSetting.SuppServices.GroupCallPickUpServ

Service Annc_Serv

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.SuppServices.ServiceAnncServ
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Call Recording_Serv

Device.Services. VoiceService.{i}.X_CISCO_PhoneSetting. SuppServices.CallRecordingServ

Reverse Phone Lookup Serv

Device.Services. VoiceService.{i}.X_CISCO_PhoneSetting.SuppServices.ReversePhonelLookupServ

ghe

.Device.Services.VoiceService. {i}.X_CISCO_PhoneSetting.ProgramSoftkeys

Programmable Softkey Enable

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting ProgramSoftkeys.ProgrammableSoftkeyEnable

Idle Key List

Device.Services.VoiceService.{i}.X CISCO PhoneSetting.ProgramSoftkeys.IdleKeyList

Missed Call Key List

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. ProgramSoftkeys.MissedCallK eyList

Off Hook Key List

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.ProgramSoftkeys.OffHookKeyList

Dialing Input Key List

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. ProgramSoftkeys.DialingInputKeyList

Progressing Key List

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.ProgressingKeyList

Connected Key List

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.ConnectedKeyList

Start-Xfer Key List

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.StartXferKeyList

Start-Conf Key List

Device.Services.VoiceService.{i}.X CISCO_ PhoneSetting.ProgramSoftkeys.StartConfKeyList

Conferencing Key List

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting ProgramSoftkeys.ConferencingKeyList

Releasing Key List

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting. ProgramSoftkeys.ReleasingKeyList

Hold Key List

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting. ProgramSoftkeys.HoldKeyList

Ringing Key List

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.RingingKeyList

Shared Active Key List

Device.Services. VoiceService.{i}.X_CISCO_PhoneSetting ProgramSoftkeys.SharedActiveKeyList

Shared Held Key List

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting ProgramSoftkeys.SharedHeldK eyList

PSK 1| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK1
PSK 2| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK2
PSK 3| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK3
PSK 4| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK4
PSK 5| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK5
PSK 6| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK6
PSK 7| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK7
PSK 8| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK§
PSK 9| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK9
PSK 10| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK10
PSK 11| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK11
PSK 12| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK12
PSK 13| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK13
PSK 14| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK 14
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PSK 15| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK15
PSK 16| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK16

le e .Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP

LDAP_Dir_Enable

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.LDAPDirEnable

LDAP Corp Dir Name

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.CorpDirName

LDAP_ Server

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. LDAP.Server

LDAP_ Search Base

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.SearchBase

LDAP Client DN

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.ClientDN

LDAP User Name

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.UserName

LDAP_Password

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.Password

LDAP_Auth Method

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.AuthMethod

LDAP Last Name Filter

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.LastNameFilter

LDAP _First Name Filter

Device.Services. VoiceService. {i}.X_ CISCO_PhoneSetting. LDAP.FirstNameFilter

LDAP_Search Item 3

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.Searchltem3

LDAP Item 3 Filter

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. LDAP.Searchltem3Filter

LDAP_ Search Item 4

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. LDAP.Searchltem4

LDAP Item 4 Filter

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. LDAP.Searchltem4Filter

LDAP Display Attrs

Device.Services. VoiceService. {i}.X_ CISCO_PhoneSetting. LDAP.DisplayAttrs

LDAP_ Number Mapping

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.NumberMapping

LDAP_StartTLS Enable

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.StartTLSEnable

gl 2

.Device.Services. VoiceService.{i}.X CISCO_UserSetting

Ringer Volume

Device.Services. VoiceService.{i}.X CISCO_UserSetting.RingerVolume

Speaker Volume

Device.Services. VoiceService.{i}.X CISCO_UserSetting.SpeakerVolume

Handset Volume

Device.Services. VoiceService.{i}.X CISCO_UserSetting.HandsetVolume

Headset Volume

Device.Services. VoiceService.{i}.X CISCO_UserSetting.HeadsetVolume

Phone Background

Device.Services. VoiceService. {i}.X CISCO_UserSetting.PhoneBackground

Picture Download URL

Device.Services. VoiceService. {i}.X CISCO_UserSetting.PictureDownloadURL

Ehook Enable

Device.Services. VoiceService.{i}.X CISCO_UserSetting.ElectronicHookSwitchControl

Screen Saver Enable

Device.Services. VoiceService. {i}.X CISCO_UserSetting.ScreenSaverEnable

Screen_Saver Type

Device.Services. VoiceService. {i}.X CISCO_UserSetting.ScreenSaverType

Miss_Call Shortcut

Device.Services. VoiceService.{i}.X CISCO_UserSetting.MissCallShortcut

Alert Tone Off

Device.Services. VoiceService.{i}.X CISCO_UserSetting.AlertToneOff
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Logo URL Device.Services. VoiceService.{i}.X CISCO_UserSetting.LogoURL
zlie e .Device.Services. VoiceService.{i}.X CISCO_StarCode

Block ANC_Act Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.ActivateBlockAnonymousCall

Block CID Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateBlockCallerld

Block CID Per Call Act Code

Device.Services. VoiceService. {i}.X_CISCO_StarCode.ActivateBlockCallerldNextCall

Cfwd_All_Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateCallForwardAll

Cfwd_Busy Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateCallForwardBusy

Cfwd No Ans Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateCallForwardNoAnswer

CW_Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateCallWaiting

CW _Per Call Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateCallWaitingNextCall

DND_Act Code

Device.Services.VoiceService.{i}.X CISCO_StarCode.ActivateDoNotDisturb

Secure All Call Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateSecureCall

Secure_One Call Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateSecureCallNextCall

Blind_Transfer Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.BlindTransfer

Call Park Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.CallPark

Call Pickup Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.CallPickup

Call Return Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.CallReturn

Call Unpark Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.CallUnpark

Block ANC Deact Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.DeactivateBlockAnonymousCall

Block CID Deact Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.DeactivateBlockCallerld

Block CID Per Call Deact Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.DeactivateBlockCallerldNextCall

Cfwd_All Deact Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.DeactivateCallForwardAll

Cfwd Busy Deact Code

Device.Services.VoiceService.{i}.X CISCO_StarCode.DeactivateCallForwardBusy

Cfwd No Ans Deact Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.DeactivateCallForwardNoAnswer

CW_Deact_Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.DeactivateCallWaiting

CW _Per_Call Deact Code

Device.Services. VoiceService. {i}.X_CISCO_StarCode.DeactivateCallWaitingNextCall

DND Deact_Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.DeactivateDoNotDisturb

Secure No Call Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.DeactivateSecureCal

Secure_One Call Deact Code

Device.Services. VoiceService. {i}.X_CISCO_StarCode.DeactivateSecureCallNextCall

Group_Call_Pickup Code

Device.Services. VoiceService.{i}.X_ CISCO_StarCode.GroupCallPickup

Paging_Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PagingCode

Prefer G711a_Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodecG711a
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Prefer G711u_Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodecG711u

Prefer G722 Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodecG722

Prefer G722.2 Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodecG7222

Prefer G729a Code

Device.Services.VoiceService.{i}.X CISCO_StarCode.PreferCodecG729a

Prefer iLBC Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodeciLBC

Prefer OPUS_Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodecOPUS

Force G711a_Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.UseOnlyCodecG711a

Force G711u_Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.UseOnlyCodecG711u

Force G722 Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.UseOnlyCodecG722

Force G722.2 Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.UseOnlyCodecG7222

Force G729a Code

Device.Services. VoiceService. {i}.X_CISCO_StarCode.UseOnlyCodecG729a

Force iLBC Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.UseOnlyCodeciLBC

Force OPUS Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.UseOnlyCodecOPUS
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zle e Device.DeviceSummary
cle e .Device.Services
Device.Services. VoiceServiceNumberOfEntries
cle e .Device.Devicelnfo
zle e Device.Devicelnfo.Manufacturer
e e Device.Devicelnfo.ManufacturerOUI
zle e Device.Devicelnfo.ModelName
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zlie e Device.Devicelnfo.Description
zle e Device.Devicelnfo.ProductClass
zle e Device.Devicelnfo.SerialNumber
zle e Device.Devicelnfo.HardwareVersion
zlie e Device.Devicelnfo.Software Version
zle e Device.Devicelnfo.EnabledOptions
zle e Device.Devicelnfo.AdditionalHardwareVersion
b e Device.Devicelnfo.AdditionalSoftwareVersion
zlie e Device.Devicelnfo.ProvisioningCode
zle e Device.Devicelnfo.DeviceStatus
zle e Device.Devicelnfo.UpTime
b e .Device.ManagementServer
zle e Device.ManagementServer. URL
le e Device.ManagementServer.Username
zle e Device.ManagementServer.Password
le e Device.ManagementServer.PeriodicInformEnable
zle e Device.ManagementServer.PeriodicInformInterval
zle e Device.ManagementServer.PeriodicInformTime
zle e Device.ManagementServer.ParameterKey
b e Device.ManagementServer.ConnectionRequestURL
e e Device.ManagementServer.ConnectionRequestUsername
zle e Device.ManagementServer.ConnectionRequestPassword
zle e .Device.GatewayInfo
e e Device.GatewaylInfo.ManufacturerOUI
zle e Device.Gatewaylnfo.ProductClass
zlie e Device.GatewayInfo.SerialNumber
e e .Device.Time

Primary NTP_Server Device.Time.NTPServerl
Secondary NTP_ Server Device. Time.NTPServer2
zle e Device.Time.CurrentLocal Time

Time Zone Device.Time.LocalTimeZone

Time Format Device.Time.X CISCO_TimeFormat
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Date Format

Device.Time.X CISCO_DateFormat

gle e

.Device. LAN

IP_Mode

Device. LAN.X CISCO_IPMode

Connection_Type

Device.LAN.AddressingType

Static 1P Device.LAN.IPAddress
NetMask Device.LAN.SubnetMask

ol sl Device.LAN.DefaultGateway

Primary DNS Device. LAN.DNSServers
b e Device. LAN.MACAddress

e e Device. LAN.DHCPOptionNumberOfEntries

zle e .Device. LAN.DHCPOption

zlie e .{Device. LAN.DHCPOption.{i

DHCP Option To Use

Device. LAN.DHCPOption. {i}.Request

DHCP Option To Use

Device. LAN.DHCPOption.{i}.Tag

DHCP Option To Use

Device. LAN.DHCPOption.{i}.Value

gl e

.Device.Ethernet

Enable CDP

Device.Ethernet. X CISCO_CDP

Enable LLDP-MED

Device.Ethernet. X CISCO_LLDP

Enable VLAN

Device.Ethernet. X CISCO_EnableVLAN

VLAN_ID

Device.Ethernet.X CISCO VLANID

gl e

.Device.X CISCO_Language

Dictionary Server Script

Device.X CISCO_Language.DictionaryServerScript

Language Selection

Device.X CISCO_Language.LanguageSelection

ACOIRIATY

Device.X CISCO_Language.Locale

gle e

.Device.X CISCO_XmlService

TLS Cipher_ List

Device.X CISCO_SecuritySettings. TLSCipherList

XML_Password

Device.X CISCO_XmlService.Password

XML _User Name

Device.X CISCO_XmlService.UserName

XML Application Service Name

Device.X CISCO_XmlService. XMLAppServiceName

XML Application Service URL

Device.X CISCO_XmlService. XMLAppServiceURL

XML Directory Service Name

Device.X CISCO_XmlService. XMLDirServiceName

XML Directory Service URL

Device.X CISCO_XmlService. XMLDirServiceURL
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CISCO_XML _EXE Enable

Device.X_CISCO_XmlService. CISCOXMLEXEEnable

CISCO_XML _EXE_AUTH MODE

Device.X CISCO_XmlService. CISCOXMLEXEAuthMode

Restricted Access_Domains

Device.X CISCO_RestrictedAccessDomains

Enable Web_Server

Device.X CISCO_EnableWebServer

Enable Protocol

Device.X CISCO_WebProtocol

Enable Direct Action Url

Device.X CISCO_EnableDirectActionUrl

Session_Max_Timeout

Device.X CISCO_SessionMaxTimeout

Session_Idle_Timeout

Device.X CISCO_SessionldleTimeout

Web_Server Port

Device.X CISCO_WebServerPort

Enable Web Admin_Access

Device.X CISCO_EnableWebAdminAccess

Host Name

Device.X CISCO_ HostName

Jall

Device.X CISCO_Domain

Upgrade Error Retry Delay

Device.X CISCO_UpgradeErrorRetryDelay

Upgrade Rule

Device.X_CISCO_UpgradeRule

Profile Rule

Device.X CISCO_ProfileRule

User_Configurable Resync

Device.X CISCO_UserConfigurableResync

HTTP_Report Method

Device.X CISCO_HTTPReportMethod

CWMP_ V1.2 Support

Device.X _CISCO_CWMPV1dot2Support
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