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2 0T2M OI9'RA UTNN D210 NTYY KTI 617w

<Resync_On Reset>Yes</Resync On Reset>
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<Resync Error Retry Delay>30</Resync Error Retry Delay>
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<Provision Enable/>]p<"Provision Enable ua="na>
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:NN2N Nana nrnnn [t XML oy (cfg.xml) 19700 7@ anixnn yaipa ¢

<Resync_On Reset/>P<"Resync On Reset ua="na>
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<Resync_Random Delay ua="na">2</Resync Random Delay>
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.(M1mw 40) 2 XI0 7Thnn NN W

2 n'miTN nfnwn
wTNN |IN10
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< Resync At HHmm ua="na">0959</Resync At HHmm>
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.wTnn |INd1o

NTI0NTD DX .AVNI9NN NNY7YNNA NN L'PIN 'R 7Vn DX .M 7Tnnn N1 R
JN'NOIPN UTRN [IND10 YUNMIS5NN D7VNN Nd>VARN 7N 7V DY 1AM

nywl wTnn |1Nd10
(HHmm)

.NAT 12 07591 DN'YON 7Y 11 190N TWUKD NRXPZNN MY 7w N ony van

[1970N ,02NN 01197010 NYYT PINTN UTNNA [N2107 NIYZA W NOXNN yIn'n7 '
hhmm,) N'RIPRN N'NYNN NO0INA NIFTAI NIV NPT NIYYA AW NIV [12INoN
[Resync At Random Delay = n'xajpxin n'nwnn oX ,nnaT7 .(hhmm+random_delay
NINN DX QAYN? T2 NRAN DPT? TV 7220 NIRT? e nimwa 07pn 1, NipT + 30)/60
910N random_delay-n

:NXaN n'ana nrnnn T, XML oy (cfg.xml) o200 7@ anixnn yaa ¢
<Resync At Random Delay ua="na">600</Resync At Random Delay>
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<Resync_Periodic ua="na">3600</Resync Periodic>
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:NXaN Nana nrnnn |t XML oy (cfg.xml) o700 7@ anixnn yapa ¢

Resync_Error Retry Delay>
<ua="na'">60, 120, 240, 480, 960, 1920, 3840, 7680, 15360, 30720, 61440, 86400</Resync_Error Retry Delay
JIMYA AT P9 DX MY L[1I9700 7Y D1VIRD TINYA ¢

60,120,240,480,960,1920,3840,7680,15360,30720,61440,86400 :77Tnn N1
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<Forced Resync Delay ua="na">14400</Forced Resync Delay>
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nwn nn7wav SIP Ny TIn YN'R NIYXARL UTNN [1N210 NI7IY9 yIxY nivpaa v'7iv | SIP-n wTnn |Nd1o
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:NN2N Nana nrnnn [t XML oy (cfg.xml) 19700 7@ anixna yaipa ¢

<Resync_From SIP/>]<"Resync_From SIP ua="na>
X7 NNWOXA IX IT "IN 7'won? ' |2 hNYSKkaInl, ||9|70n 2w v1VI'RN QT -
.Anawnt M

P :7TNn nMa
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:NXaN nana nrnnn T, XML oy (cfg.xml) po20n 2@ anixnan yaa ¢

Resync After Upgrade Attempt>
<Resync After Upgrade Attempt/>P<"ua="na
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:NXaN N'ana nrnnn |t , XML oy (cfg.xml) o200 2@ anixnn yaa ¢

Resync_Trigger 1 ua="na">$UPGTMR gt 300 and $PRVTMR ge>
<600</Resync_Trigger 1

</"Resync Trigger 2 ua="na>
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<User Configurable Resync/>P<"User Configurable Resync ua="na>

09N 7'91N9 775 NVNION NX A'XN7 T P N, (19700 YW VINVI'RA T ¢
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.N7xIn wTNN [N2100

:NXaN n'ana nrnnn |t , XML oy (cfg.xml) o200 2@ anixnn yaa -

<Resync_Fails_On_ FNF/>P<"Resync Fails_On_ FNF ua="na>

x¥m1 X7 yaip 7@ NAIAN 72177 D 12 NNWONA N2 L[19700 1Y D1NVI'RN T ¢
X¥m X7 yaip 7¢ NN 7277 11O X7 NINWOXA N1 IX ,N7¥IN X7 WThn [1N210D
.N7¥In wUTNN [N210D
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XSI 7w n0"150 NIXWINA

win'y nwy1 ,SIP NIXwWAN 2¥N1 YT2aIm 19700 112y XS| nmRa 210 WK ¢
XSI%w SIP nixwnna

:NN2N N'ana nrnnn 1 XML oy (cfg.xml) 19700 7@ aixnan yaipa ¢

Profile Authentication Type ua="na">Basic Http>
<Authentication</Profile Authentication_Type
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S7'0M9 7w wTnn N0
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:NN2N Nana nrnnn [t XML oy (cfg.xml) 19700 7@ aixna yaipa ¢
<Profile_Rule ua="na">/$PSN.xml</Profile Rule>
</"Profile Rule B ua="na>
</"Profile Rule C ua="na>
</"Profile Rule D ua="na>
[2'91M90 770 NX My, 19700 1Y LIVI'RN QT ¢
$PSN. xml/ :TnnnimM
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e I (cfg.xml) 19707 ' YAl D 79119 775
<Profile Rule ua="na">gds://</Profile Rule>
:NNQN N'ANA NTNNA TN L|I9700 7w DINVI'RN PYNN] ¢
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$PSN. xml/ :77Tnn N2
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:NXAN Nana nrnnn T, XML oy (cfg.xml) 19700 7w nnixnn yapa ¢

Upgrade Rule ua="na">http://<server ip address>/>
<sip88xx.11-2-3MSR1-1.loads</Upgrade Rule

2ANTYUN 790 DX TN L|19700 7w 01NVI'RN PYNN] *
protocol://server[:port]/profile pathname
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NXY ,0NNN '019 NP7 .ANYIR ANTY V9MP0 NITA -7V ANTY 790 10N1D IR TN L ANTY D nTwa 2%
09RO |TN .7'9179 77D 1N 1'ANN NI YNNWN KIN .NDIYN DNYIRZEANTYN KN 1NTan? URL niaimd nx
2ANTYN 770 DX 'TN7 'TD NKAN N'AN] Wnnwil

<tftp|http|https>://<ipaddress>/image/<load name>
NAIT?

tftp://192.168.1.5/image/sip78xx.14-1-1MN-366.1loads

JYUNN [I'YNN 7Y ARWINTEN7ARY 1Y NATH T2V ayn IR D ono kN man 31w

:NNAN NNANA NTNNN NATA -7V (efg.xml) NNIXNA yaIpa AT 009 1 Tan? qona na

<Trans_Auth Rule ua="na">http://10.74.51.81/prov/migration/E2312.1lic</Trans_Auth Rule>

JONT7 2¥N] |I'WNN AI0 NIX 1TAN ,Nayn NINYAN AI0 Y0nNo 41w

:NNAN NNIANA NTNNN NATA -7V (efg.xml) NNIXNA YaIpa AT 019 1 Tan? qona na

<Trans_Auth Type ua="na">Classic</Trans_ Auth Type>

oMmua'd AN yn? 51w

HTTPS 7w nvuaixn wThn j1ndao

:NVAINA MIYPN 70N NIYXNAKA WTNN [N2107 19702 DT 7R D120
HTTPS 7w '0'02 wTNN |IND10 *
NP7 WX Nin'k oy HTTPS

M1 PNt HTTPS nipg o «

HTTPS 2w '0'02 wTNN |1ND10

)2 PInn AxyEn NIX? HTTP-7 SSL qtom HTTPS
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.3 DA D NIYWYYT 72100 NIFR'? AR (19700 17w HTTPS-n nwn 7'91n9 ATNKYT 712 7271 01101'K [9T9T DX

['R D'WONY7 .ARxENN 1w Cisco T 7y bnmw SSL N 7w v 'pnn? w' HTTPS naw mapnnY o
.Cisco "T'-7y DNNIYW N IYR 790N NYN D DX X7 , HTTPS-2 wnnwnn N7 wTnn [1N210 Y¥27 NNWON
.https:/supportforums.cisco.com/docs/DOC-985221 7157 oxin 112y 0NN SSL AWK X7 NIRAIN KI¥NT7 N1

HTTPS 7w '0'02 wThN |1N210 DY NIN'X

2o

.2'21 NOXN DY DIAN NIYNX nwan 7w DNS naw? noinm 17w IP-n naimd Wwx naxna HTTPS naw [7nn 117w

.mod_ssl NIN9 Tz Nn7an oy |pnin KN YW HTTPS nawd 7197 Apache NIN® Tizn NY DR ' Man7 N1

NIMO TI7a OpenSSL N7'an NX |'Nn7 17V N PNY 0T W7 .NIWN 1Y NNY YR DN'MNY nWpa Iy 21w
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openssl req -new -out provserver.csr

.privkey.pem yalpa MWIY ,'019/MIA'Y NINNON AIT N7'9N IT NI

.nnn X7 Cisco 78 (CSR (provserver.csr yal DX N7 31w
.Sipura CA Client Root Certificate, spacroot.cert MW'X DY TN' (provserver. cert) ITNIN DINN N YR
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(AP7T 775 012 DN 17X oMl L Linux 7Y Apache napnn Y napna

# Server Certificate:

SSLCertificateFile /etc/httpd/conf/provserver.cert
# Server Private Key:

SSLCertificateKeyFile /etc/httpd/conf/pivkey.pem

# Certificate Authority:

SSLCACertificateFile /etc/httpd/conf/spacroot.cert

YN DX UThn 7590 51%

IXI0YMIN 0'02N N'MI90 7R (34 912, TFTP 7w wThn [IN210-2 IXIMNN) basic. txt NINNN Yal7 DX PNyn 61%
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HTTPS-n w7 19700 2 wTNn |N210 112N NTOY77 ssldump-2a wnnwn 41w
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201
HTTPS-n nw nxX 7'vonn naxnn Perl nx [pnin 11w
:Nan Perl Reflector v9"Mj70 NX 11X 21

#!/usr/bin/perl -wT

use strict;

print “Content-Type: text/plain\n\n”;
print “<flat-profile><GPP D>";

print “OU=$SENV{‘SSL CLIENT I DN OU’},\n”;
print “L=$ENV{‘SSL CLIENT I DN L’},\n”;
print “S=$ENV{‘SSIL, CLIENT I DN _S’}\n”;
;”<print “</GPP_D></flat-profile

7¢ CGI 0'u9"1j70 N'1902 ,(chmod 755 on Linux) n2yon NRWIN 0y ,reflect.pl OWA NT YAl MINY 31w
HTTPS-n nw

(../cgi-bin/ ,an17) nawa CGI 0'U9"MFO 7w NIYIIN NN 71TA 414

:NXAN NNAIT Md ,Reflector V9O NX WTNN 12107 * T2 Ni7*Tan 1'wona Profile Rule nx niw 5%

?https://prov.server.com/cgi-bin/reflect.pl
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.N7¥IN wTNN [N310 N'VaNY7 "1 syslog ApYNa pIANN 711%
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DR < i N2 917w
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.bit RC4-128 7x

X7 NYI2 DINKR DM'WONY NN'VAN IT NAIDN .NNVAIRA N71Y92 001V NIFZ7I MY NIN'R DA 7oon HTTPS
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NT'NIA YR Y X7 1721' NINIR7N NDMNY T 1NLVFZ7RN IRITN NAND DX [TR-1N0RIR IRIT NAIMD *
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WD .ciscosb-certadmin@cisco.com 7X IX Cisco 7w nd>Nn W'KR'7 (zip Yal un191) 7"X11a CSR-n DX n'7w
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Foot CA A [ HTTPS Commedtion 1 Certificate Private Key

Cerificate List

Service Provider
. ) ; Frovisioning Server
Cisco Device Firmware Load g i

Cisco Device Flash HTTPS Server Configuration

Roct C&
X z Autherticates Clent Certificate Lig
Private Key Cerlificalte  ————, 4T7TPS Conmection oAt
| I
Sigrs Devies Stored on Service Provider's
Client Cettificate Providoning Server
Cerificate Private Key

Cisco Root Authority

239117

N'Y'R NNXRNIN NIYA YR MIXN 1INTAaN

[NN1 XWn 7017 1> DN WNNYR? [N DY D'YNNYAL MY MWD NIM'KR? 017027 0NIYIRL UNNun N1
.nwN mny 2 IPSec ni7yon 7y

MY YUpn U NnIx 757 .AYpn? 0'o1nn NI IN DAY QY NNK? YT DNIYIR NHIYI IYIN] UNNun 'why Ty
INIXN DN7Y DNIY'RD DX 'UN DNAXAY (1190 .011N NYON '019N UiRnn 011N |'OXN MIA'YN YN .'o1oI
JINVAIM DN7Y NIRIND NIINTA 1PN

MI2'N DR NNAXR? T 'w9w TX 7w (CA) DNIYIR NIWA T2V 0'RO10NN 0Y70'T DNIYIRA WNNWUNYT 710' [pnnn
IPSec

NNYIRA Nyavin N1'W0Y7 0'01D NYWNWNN DNIY'R NIYY 7Y Ndya D'DNIN 0119700

Cisco 7w n'poyn CA YUK *

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"



| Cisco IP 1970 nxypn

1919 7101 .

CA CyberTrust MUK *
Verisign 7w CA 'YX *
Sipura Root 7w CA NIU'N *

Linksys 7w 0'02 CA VYUK *

1'7"nNnw 19Y%
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flat-profile>>

<Resync_On_Reset> Yes </Resync_On_Reset>

<Resync_Periodic> 7200 </Resync Periodic>

<Profile Rule> tftp://prov.telco.com:6900/cisco/config/CP_xxxx MPP.cfg</Profile Rule>
<</flat-profile
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<Resync_On_Reset> Yes

</Resync_On Reset>

<Resync_Periodic> 7200

</Resync_Periodic>

<Profile Rule>tftp://prov.telco.com: 6900/cisco/config/CP xxxx MPP.cfg
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<Speed Dial 6 Name ua="rw"/>
<Speed Dial 6 Number ua="rw"/>
<Speed Dial 7 Name ua="rw"/>
<Speed Dial 7 Number ua="rw"/>
<Speed Dial 8 Name ua="rw"/>
<Speed Dial 8 Number ua="rw"/>
<Speed Dial 9 Name ua="rw"/>
<Speed Dial 9 Number ua="rw"/>
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<</flat-profile
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# example encryption key = SecretPhrasel234
openssl enc -e —aes-256-cbc -k SecretPhrasel234 -in profile.xml -out profile.cfg
# analogous invocation for a compressed xml file

openssl enc -e -—aes-256-cbc -k SecretPhrasel234 -in profile.xml.gz -out profile.cfg
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YaIi7 X N1Y9Y 1> NN9N2 wNNwN [19700 .*721'x0IX 91X (") NIZI9D NINDINA NNONN DX q'7n7 [N key-
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.cURL

anir nnixni (1)11.3 artan 2y Multiplatform 11970 8832 nan Cisco IP a1 1970 2101 9" .



Cisco IP 1970 nxypn |

. TFTP nawn [1970% nixna yalg nTin

TFTP nawn 19707 nnixna yalg nTin

Awnna TFTP nw 1w ni¥nn yalp NX TIN7 "1 0'K2N 0YWN DX 09N

2an

J1970n 9w LAN-n nwa7awnannx1an 11w
TFTP 7w 0'02n N'1902 |'a7 MIXNA yal7 D XTI awnna TFTP nw oyt 7yon 21a%w

MIY'R NIXI YAIPN 0OW DX ,Awnnn 9w [P-n namd nx ,LAN (1970 7 IP-n n2nd NX [T ,01101K 91972 31w
:IT NANA WNNWN .NN2NNNN

<http://<WAN IP Address>/admin/resync?tftp://<PC_IP Address>/<file name>&xuser=admin&xpassword=<password

NNAIT

http://192.168.15.1/admin/resync?tftp://192.168.15.100/my config.xml&xuser=admin&xpassword=admin
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TV N722mM D X' KRR DY TN XD L,NNDIRN N1'Y0NN MY RN DX ,NNYIZ N1'WO |*xn Upgrade Rule
.N'7 7T Upgrade Enable 2¥n Ix nanin 1o

MVNI97 NNITN 1 ANN 7270 N1 VN1 .Upgrade Rule , TN N1Tan7 [N 7Inn 2NTYWY 10019 79010 [1970N
D10 21 DN D1V YANWAYT [N R ,0ANTY 112y Nidnnl '’k URL namd nirnwok .7'91non 77

J IM NIYXNRA 1795071, NIANN NISIZN DY 10NI9N NIK 0'79K7 [N ,0NIM D™V YIN'Y NWYI DX .ARXNY
(P77 XIN N9I7N ' 7w nannin
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. D"in1 'alo

conditional-expr ] [ assignment-expr ] URL ]

IX 79101 NINM 102V TV N917N 725 1wn Upgrade Rule "un1o *Profile Rule 0"uon19 7w nnjna md
URL-N N2IMD7 ANTW |1'0'1 Y¥2NA |20 INXR7 .'IX DX,V DI730 ARXPZNN 10 .NINIM 01 'R NoI7n?
.N'IXY

1x¥n URL-D namoy nnwipn NINN7 0Twn [Pnnn ,nNm 1012 x'77 URL namd 7on Upgrade Rule ox
2'OPONN AUT'WUN 1Y IR 7700 11'WT TY WThN ANTW7 N0 1'K 1'wOnn L7700 7W NNl MR NaNTn INRY?
YAl 2ma + AR+ DY+ wnn v

7'nNn 1'wonn 1*70Nn DI'02 WTNN 7NNKNI'7NNN N7'NNA YN 7010 1'wiNnn ,NNYIZ ANTY Y¥17 NI017 ' 1D
.0'2'wo DX 71N N 73 oX 1 Upgrade Rule DN ' T'-7 y2min ANTY '0NIVIX [91X2

,NNAITY?
N2i¥nn URL-n NamMd2 nioniknn Mimn7? nnwizn nX 2Twn Upgrade Rule It nnaima
.GPP_F ,'/m"75n-11 701019 7Y [pIMn 7Y 002NN2 ,NRIMN 'Myn DNR N1'WO7 N TN NN NN IT DNAlT

NNRNN NNWOX NIFN7 N71D'W ,NNYIR NITNNA 1901 '07 NI NNNIKA D017 N97NN N'72an q1DKRY7 710! 1'wonn
nnrol nniT 'winn ,Downgrade Rev_Limit 70N192 '7IN NNWIZ NOA 190N 1 TAIN OX N'YIN'Y N'WY'R
NIXY N722000 N1 NNTRIA NNYIR D07 ATYY

D"INa 'aio

:NIXN 7'9119 MOLNID DY 17X D1INI AI0 DY D'YNNYN
...,a,b,canna—{...,a,b,c} *
SRR P e a1 1 w—Bool ¢
.01n 127 Ty NIRN 7Y 2¥pn Moo nx [r¥nn CadScript—Miniscript
MWK [5S:];S :nann
Yo it ([[[[[; ¢0ff/; gon, ]; s0ft7; son,]; 40ff/; 4on,]; 3011/} 30n,]; ,011/; H0n,]; joff/; jon);D=;S *
6TV j=11,21Xi=1.yop 7w "12'5/07W5N 112V NIMYA [NTH W DN j;0ff I jon *

.Yop 2w nimwa 7900 prnqwn RN D .

W'D "*" 19950 1IN0 .ms 1 7w AT 7907 112 0Ny nimipn nwi?e Ty 21737 0700 )nth Dwn 'H
AT qwn 3"no 7w n7yonY7 TV onxy 7y 0MTINETON '©% 0'7YDIN YU IN2 D'YLNAN .'91I01'X YN

1 nnart

(2/4)60
Number of Cadence Sections =
Cadence Section 1: Section Length = 60

Number of Segments

1
s
1
Segment 1: On=2s, Off=4s

Total Ring Length = 60s

:(ANR X NP ,XP) TR 71Xx—2 nnarT
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01N 'aio .

(2,1/4./2.,2./2.,2./2.)60

Number of Cadence Sections = 1
Cadence Section 1: Section Length = 60s
Number of Segments = 4

Segment 1: On=0.2s, 0ff=0.2s
Segment 2: On=0.2s, 0ff=0.2s
Segment 3: On=0.2s, 0ff=0.2s
Segment 4: On=1.0s, 0ff=4.0s

Total Ring Length = 60s

2 171 11 29 arn nirdin [1'Y? wnwnn 0970 1'ann—DialPlanScript ¢
.D"MINYY NINIEn n TV DY N9¥ nTIj71 7NY—Floatkn>f«

NPT [N NIRNAIT .D'IN 63 TV 7007 710' X' Jnom ninn ow—FQDN

sip.Cisco.com:5060 or 109.12.14.12:12345 »
109.12.14.12 1x sip.Cisco.com ¢

.0'n 127 1y 70 7% YU nimini NN 019 N [r¥nn FreqScript—miniscript
2R [[[[[eL@gF,1sL@sF,1sL@4F,[;L@3F, L,L@,F, ], L@, F :a1ann
(7272 o'minn X7 o'm7%w 0Moon) Hz-2 1T on gF—F «

.(MNX NNy NT1 TY oY) dBm-2 nimyin nimA o gL— L ¢

.D'¥'MIN X7 X ,0MNIM '09n "INKRI 197 027 0NN

NINNNA AN'Y 7Y7x—1 nnalT

10-@440
Number of Frequencies =1
Frequency 1 = 440 Hz at -10 dBm

2arn x—2 nnarT

19-@19,440-@350
Number of Frequencies = 2
Frequency 1 = 350 Hz at -19 dBm
Frequency 2 = 440 Hz at -19 dBm
.10.1.2.100 :nnaiT.255-7 0 "2 XIN X UKD X.X.X.X 7¢ mixa n'zin [IPv4 nam> —IP ¢
.0'un 63 Ty ;URL NaInd2a y'ain wnnwnn NnNTAY '9—Ynnvn nntn

120 ,N'7'70 URL naund IX ;345678 ,72% ,69* ,14081234567 |13 ,[1970 19010 NTNNN—I970 *
.0'umn 39 T 7907 071> ntinnnn jsmith@Cisco.com Ix 10.10.10.100:5068@234

.(;) 7'09 NIY¥XNXA D'TI9INN MNI* IX TAR 12N 71757 2710' n1an 75 1970 19on ntan—PhTmplt «
wnnwn ,N219m ax7 71 .00 0'in oaxea ¥4 "?" nnan 75 n'7'nna 2% ninn nnynn n>avnn
Examples: “1408*, 1510%”, 14081237772, .0'un 39 Ty 7207 n21>' n"1ann . * axv'm %2a ,nnaiT? .%xx-1
.555721
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. D"in1 'alo

JYINN'XYTORN IR NIINYWY NYANA 19010 DX X7 [N (TCP/UDP (0-65535 NR'Y 190Nn—N'Y! *
NNYIR ANTYIEWTNNA [1N2107 NIXN 770 NNTan? wnwnn 09170 1'ann—ProvisioningRuleSyntax ¢
.(dBm) 1.5 IX 13.5-1120 ,TAX 2Nwy Dizn oy dBm-2 nxviann nnxivn nnn—PwrLevel ©

Ty 7007 7100 ."481 ,487 ,408 ,407" ,"?61" ,"*5 404" 12> ,SIP naian 01000 TI? 7w n1an - RscTmplt ¢
.0'un 39

y'oIn7 2N "-" n'o .N'INN'YTORN IN N'INYWY NN 190NN NX ['¥7 [N .0IMN n-bit 7Y—<Sig<n ¢
J7210¥9IN KIN DMAI'NN DY 197 + N0 077w DY 197

.0'Im 7 Ty 7907 7212 TIpn .69%* 120 ,0'7wn NN NI n7uon TIp—21d1D IR ¢
.0MMy X7 0N n TV DY N1 NTNNN—<Str<n ¢

D'S011 D'MINYWY ninipnn nN7ynn NdvNN .0MNYY nmipn n 1 0y ,NIMwa Nt Jwn—-<Time<n *
A2IXY

D'"IYY UOMPO YA .AN'Y NINTPNN 77X 7 2¥pI NN, Th 010N190 DX [¥nn ToneScript—Miniscript ©
.0'mn 127 Ty 70
.[pZ;],FreqScript;Z :11ann
12127 VNS Y'OIN '12/N7YON 10N YOR 75 NRY nTaIVN byn? ,CadScript 7w 1S yor? NnIT {Z yoyp
i,5f/i,50ff/i,50n,] i,4f/i,4off/i,40n,] i’3f/i,30ff/i’3on,] i,zf/i’zoff/i,zon,]i,lf/i’loff/i,lon)lD = IZ QTN
WO ([[[[[; 617 601t/ g0, ]

[Ml[[en+]sntlant]sntont]in = f «

.NTYopa o'wnwnn FreqScript-2YyTNn O DX "XN 6> ;n > 1 »

TN D'MDIoON D'ADIN LYV TAXK TN 27N NI YIN'Y nWyl DX

arn 7y — 1 nnarr

(2+0/1/%)10;19-@19,440-@350

Number of Frequencies = 2

Frequency 1 = 350 Hz at -19 dBm

Frequency 2 = 440 Hz at -19 dBm

Number of Cadence Sections =

Cadence Section 1: Section Length = 10

Number of Segments =

Segment 1: On=forever, with Frequencies 1 and

NP 0 -

Total Tone Length = 10s

oM 7% — 2 nnanT

(2+0/1/*)10; (2+1/1./1.)2;19-@19,440-@350

Number of Frequencies = 2

Frequency 1 = 350 Hz at -19 dBm

Frequency 2 = 440 Hz at -19 dBm

Number of Cadence Sections = 2

Cadence Section 1: Section Length = 2s

Number of Segments = 1

Segment 1: On=0.1ls, Off=0.1ls with Frequencies 1 and 2
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Cadence Section 2: Section Length = 10s

Number of Segments = 1

Segment 1: On=forever, with Frequencies 1 and 2
Total Tone Length = 12s

X180 I8 12 1120 ,hex IX ANWY UNIIDA INIX |"X¥7 N1 .32 INn =8, 16 "WUND ,|Nn'0 X'77 n-bit NY—<Uns<n ¢
1o n-7 0'RNN7 710' W TV '

\)

:D'NAN DMATA DR 7Ipwh Wt nwa

S " IMNN N2 NiNn N97NN -7V X1 0'RNNN ANN,7'91N9 .NNIXND 10N 7w DY axn<Par Name> ¢
.Par_Name |1n>

S<7USAP NTNNN Y TN R TN NNMA W NTY ¢

.]IN1 '7'91M192 0*'K¥N1 DI'RY D'AN 112V NTANY DIINNKRD DDA UnNNwn? 1'wunn 19700 ¢

DXIN NI'N7 10NI9N DY 7V .11NQ NN NANEN K7 ,NIYRIN NARNNN . [NIY TON '97 NIYIN NIMAN ©
21T

19700 112V NYAIRN XD YAIZ2 DINNXD NNTANN L, 7'917191 10N197 NNR NNTANNA NI N7VIN OX ©

NP NTNNN X7 7T L19W 7ThnN NNM2 WY TN 109N NIK Y7RNA 71 10119 1Y DY 10N V9N ¢
20N15N WD "M RPN NTINNN2 WNNYN NRT DI7na

NNYIR "ANTYI 7'91N9 11DTY

19¥IN 7'9109 72177 710' NXpIn K7 1970 .ANWIR "ANTYI (NNIXN) NNVAIRA PINNNA AXXPN NN AN (19700
MIYKIN DY D'AXWN NRYZN7 NVAINA [11211 27V W19 NNON WAIT 1K 19700 .0T 1'WiN7 TVI' WX
.SSL ni'21'yjn191 nwnnwnn

NNTYA IX W DX IK DN ANTY IR ,7'919 (1T 79 nn7win'? IX n7NNNY7 XN N1'R UNNWN NIWNn
(19700 WWKRD 71 7' 7w WTNN |1N2107 [1'0" YX¥ANN NI NIY' NIITRAN "T'NY ANTY A¥Nn7 v'an? "1 0
.NN'W PINYY1NDINN 7w wTNN 7INNK? D7 2179 UTNn [ND10V 1N ,'7'yD 'R

[DINQ YR IX'Y D 1970 75 7Y DIIXNN DR YIAP7 [N .ARYZNN 1'70N0 DR 07010 Nif775 nnon? ononios
7'91M9NYW AINNN NLAIRA 7171V WIN'Y NYWAIT NI'R NPS oy niwpnn (NPS) 7'a1 nX¥zn 1Y DY 'NdIN
Mgk oy HTTPS Ix ,TFTP, HTTP a10n 7'22 nw nirn'? 71>* NPS .qniwn *TI0 NN9N NIYXAKA [9XIN [DTIvAn

NP

0IVI'R] YNNWNN 7YNN NIYYAN] D1I1970 UTNA 12107 IX WTNN 7'wonY ,7nNK7 , 207w 210 ndwnin 7nan
.SIP NRONN NYTINA WIN'Y 'T-7V 07X NIN'WN Y¥a7 10102 710' Ndynn 70 .|1970n 1w

N'Yn 790 v NXXPZN NIDYN oy D'A7NWUNN NIND TIj72,0'XI9] D'"722 WIN'Y 'T-2Y 0¥ NIXN 719D

2'91N9 DTV "WONX

IX TFTP, HTTP niy¥nx2 19707 nNwn 0'N7w1 DO TIVNA 0Y7'91N9 .12YIXY 0'NINN2A 7'9119 21DTY 1'NnY N1
HTTPS

(XML (cfg.xml TIjz nIyxnx1 [19700 79 NIIXNN Y212 D10N190 NIX 1 TaNY 90112 N1
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. NNYIR "ANTY ATaN TYOKXR

1'7"nNnw 194

.98 9T2,|1970N 7Y VINVI'RN PYNNYT DY DR L[1D700 7101 7W VINVI'RD QT 7R DY

2o

ARXEN < ipan 1%
LDRXPN 290 NN D NNYWOXA N ,AIXN 7'ON9 youa 21

NN NTNNA NITH 'T-7V (cfg.xml) 19700 nIxn 7w XML yalpa nr 019 7w nIXNn DR VIRY7 JNNYOsKa
AT

<Provision Enable ua="na">Yes</Provision Enable>

[ :7Thn N2

41 9T2,7'01n9 7w wTNN [N210 MUNI5N7202 ININND DNUVNMISN DX V? 312w
nmwa'd AN YN 41w

NNYIRZ "2ANTY YTAaN TUODKX

HTTP ix TFTP niyynx2 19707 NMwn NN7W NDTIVA NNYIR .0NTAIM D'NINNA ANWIR DTV TWOKRY N1
YR YT NN NI'R DNYIZAY INKRA ,NNYIR 2ANTY NY2 02 NIND NINNA NNVAN

(XML (cfg.xml TIp NIYYNXA [I9700 7¢ NIIXNA YAI72 DM0NRI9N DX 1TANY 901 [N

1'7'nNnv 194

.98 T2,]1970N W VINVI'RN FYNNT DY DR L[1I9700 7101 7W VNVI'RN 9T 78 DY

2an

AR <panm 11w
ANTY 72090 10N9 )INN D NNYOXA TN ,DNYIR ANTY Y07 21w

N"2N2 NTNNA NIt -7V (Cfg.Xml) |I9'7Uﬂ nixn 7w XML faliTakpigale)anb) 7w nIXNn X MIJP'? 1NNYOKa
it
<Upgrade Enable ua="na">Yes</Upgrade Enable>

X712 NI'NWOX

[2 :7Thn D12

JDIMYA ANTY NXAYY? ITIN ji'on ¥ Arawn CUNI5N DX TAN 32w

ANTY NRAYYT XY (1YY 7710 1'wONN ANTY 7w 7w nnjna 70 ANTY 7w ATIN [1'01 11y (NIMYA) [ATh NINn
ANTY? XAN [1I'0'N .NT 10N192 WD OY 7NNINA XV [IVY .7U1D DNYIR ANTY [I'0'1 1NKRY? 2WI9W nnwIp
.09N'7 Y'an IN"'0N TWKRD WNINN NNYIR

N"ANA NTNNN NIt ' T-2V (cfg.xml) (19700 Ni¥n 7w XML yalpa 0t 10n19 7w nIXNn NN VA 7Nnwoxa
AT
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HTTPS ix TFTP, HTTP '1'-2y nnwiz anTw .

<Upgrade Error Retry Delay ua="na">3600</Upgrade Error Retry Delay>

3600 :'7Tnn N1

<tftplhttplhttps>://<ip address>/image/<load name>

niwn URL NN ANTYUN 'RIN DX 1TTAAN DNYIZ ANTY 0970 NITN T 720 ANTY 772 0n9n nkTan 41w
2ANTYUN 790 DR FTNY "D NNAN N'1ANA WNNWNT YO0 TN .7'91ND 772 1nD 1" ANN NI WNNYN RIN .NNYIRY

<tftp|http|https>://<ipaddress>/image/<load name>
NNAIT?
tftp://192.168.1.5/image/sip88xx.11-0-0OMPP-BN.loads
tftp://192.168.1.5/image/sip78xx.11-0-1MPP-BN.loads

N"aNA NTNNN Nt ' T-2u (cfg.xml) (19700 Nixn 7w XML yalpa 0t 10119 7w nIXNn NN VAR 7NNYoxa
AT

Upgrade Rule ua="na">http://10.74.10.205:6970/sip8845 65.0104-MPP-9875dev.loads>
<</Upgrade Rule

LDMmua'dD ANy YN? 51w

HTTPS ix TFTP, HTTP 1-%y anwip aNTY
HTTPS ix TFTP, HTTP *7-7y nnwip ANTYA YN 19700

\}

nnynm |y .,qonyTn ]'1'7'_'l.|7'7 .0'M'IoNn DMY'YIN Y Mt I'nt X7 nmTein NNITANY N0 N97NnY PNt A
NNYIpNl ||9'70n NnoNa Iy XM

1'7"nNnY 1947

W1 MUY NNYIEN N0 yaIg DR TN

nn
HTTPS Ix TFTP, HTTP a1on AN D907 g Min X phvn 11%
.98 9T ,]1970N 7W VINVI'RN PYNANT DY DR ID70N 71N 7Y LNVIRN QTR WA 22%

RN < 'pana 3%
oMmua'dD AN yYn? 4%
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. I9TOT NTIPO NIYXNKY NNYIZ ANTY

[DTOT NTIPO NIYXNXA nNYIR ANTY

i [2TYNN 19700 .|19702 DNYIZ 21TY? T [9T9 TN 7W NAIMDN NIV NMITINY ANTY NTIR9] wnhwn? N1
.NNYN NN7WUN NRY [IDTY7 'ONIVIX |1'01 YX2NN .7'VD 11'K KIN TWUXD

2o

AT ATIPD TN ,01N0I'N 97972 URL NAIND NIVXNANA [1I9700 NN AN TYY '

http://<phone ip>/admin/upgrade?<schema>://<serv_ip[:port]>/filepath
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[9TOT NTIPS NIYXNKI NNYIR ANTY .
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Cisco IP 1970 naixn naTan

97 qTa ,nYa Mpa MIIXN *

103 912 ,'w'7w TX 7¥ NIN'YW Npa DTN ¢
111 912 ,Cisco IP 1970 112y NNLAX *

135 912 ,Imaman 19700 nRdn ¢

221 T2 ,NAIXN NIXN NNTANI 1970 '019 *
231 912 ,nN'Y NN NIIXN NTAN @

275 qQTa,yny NMIxN ¢

285 T2 ,"217 XN MIXD MNTAN ¢

289 9Ta ,NIMIAKRI NI'Y'R NIAIND 190 NNTAN *






7 .-

nY''a N2 MiXn

97 qTa,nunanja e

97 QT2 ,wnnwni N2y 70N nniwn ¢
98 912 ,wnnYn NV Midn ©

98 9T, [1970N 7W LINVI'RN PYNANT7 DY *
99 qT2,[1I970N NNTAN? NWA M7 *

102 912 ,An0'0 NNTaN 0N NO'jY *

nyY''a N2

DUNI9N 7Y YNNWN7? NWan NIIDN DX 1201 19700 7w GUI-n ,7v91In <Phone-UI-User-Mode>10n19n DX
.0M95N2 VS ar¥xn GUI-N YWKRD D"VATN

TT'N' NIXN TUNT97 DDIWNN VSN NINWAY

.MIvAN IR yn ("'wnnwn'? nwa" pnivawn "ua = na" ("ua" NN NIYXANI TUNION NIRYN ¢

.NDMY7 N1 X71 TA72 NRMP7 NNIYAN DR D291 "ua = ro” NIIdNN DY 10NION NRYEN *

:D 2NN NIXN "VNI9Y DIYAN VNS DIYY

JIMIYAN DR An'yn "ua = na" NIIDNN NIYYAKA DANIYAN DN0NION 7D NRYPN ©

YNNWYNi NDyn 7n1n nninvn

NIXYIN 0'790Nn N7X NNIAYN NI'D'¥90 Unnwnl N>wn 70 niniwn npoon Cisco IP 1970 Yw nnwipn
NINY NX NNY7 [N K7 .USEr KIN wnNwnn 1IAYN 0w ; admin XN N2yNn 70n [12wn oY .NI'9'¥90 N0'1d
N7 wN

pawn .Cisco IP 1970 7w nixnn ninTan7 nwa (VAR) qom 11y piiwn I NN 7907 raynadmin jawn
XPN WNNWN 1'WIN MIXN NNTANT 07w N72am nu'w 71avn user

[IAWN NNO'0 1 TAN NIN'WN 790 DN .'NNXY [9IX] NNO'0 NIYXNANI DN NI'AY7 0712 admin |31 user nniawn
[V 101N ,NNNR NIYR [TV NNO'ON DX .NDYN 70N NOMD 7V YN7N TWUKD INIX |'TN7 Wizann ,ndvn 7nn
0 .UNNYUNN IX NDIWNN 7010 [1AWNY? 77NN 1NN NIRNO'0 7w NIRYZN NYXANN X7 71010 MUN19 DX Ay’

NINNO'0 NNWYT IX NIXPNY? 712' Ndwnn 7nan j1awn
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,U1NVI'R VNID 771D ,01TVI'RN 7'91ND 7w DNIVNIDN 72 DX NIWYZIEA'XNT NRYIN W DY 70N [1AwNY
[IAYNY DI0N190 DX 90 722207 715* Cisco IP 1970 7w ndynn 7n1n .wnnwnn NNaNNnY? nmr
LRYPN 7'91N19] WIN'W NIVXAKRY NIRWYIEANNYT 710 wnnwn

wnn? ynnwn nwia 7017 N1 .Cisco IP 7w 19702 wnnwnn [12UN7 01T NIIXNN NN DX 1TAN? [N
J1970N 7¥ V1NVI'RY WNNYN

Ynnvn nv'a nabdn .

Uunnvun nv'a ninn

,NI'YA NI'R U NADNN DX .WANWAN [IAWN T 20 nwi 1wy (Ud) wnnwn N NIdN NP1l wanwa nn
DN 7010 [Iawn T-7Y WY Npiown NI IT NN NN WANYWA DY 7Y Dntpn MTann

:0D'NAN D' TR NIFfN7 NArN  nnp DX ,ua N1dn?
Ny 'R-na *
7271 nk77—Ro *
NI AR7P—Rw
1Y INU—yY -
.F'W IX ,F0 ,na oy TN'y Y2 wnnwn'? v

NINNN DY DTYI LW 78 N1DTIVA Ua NIDNN NINNKRD NMIYAY 17 D'Y .Ua NIIDNN DX NIXNA IRAN NNAIT
:andivn 1 niyroa 310,717 1'Ry oX .nwa (1 niyroa |10)

flat-profile>>

<SIP _TOS DiffServ Value 1 wua="na”/>

<Dial Plan 1 wua="ro”/>

<Dial Plan 2 ua="rw”/>

<<Station Name ua=“rw” preserve-value="y">Travel Agent 1</Station Name></flat-profile

.ua NNYOX W DX q'7n'7 NN NI7IDd NIRON

19700 7¥ VINLVI'RN PYNNT NYWI

NINYIN N790Nn NNYIPN .0'M'0N DNIVNIDY N¥PZN YNNWA NYA N71a07 011211 Nz90n (19700 NNYIR
.T1912 NNO'O |AM NIFNY 710 TNXR 70 .wnnwn [12WN IX NDYN 700 [12WN7 N0'07 NI'9'¥90

0VIVI'RN NV 7Y 71NN VNS 727 XM NYWA TWONN-7N1N [IAWN *

0VIVI'RN NV 7Y 71NN VNS 7w NwN DXIJP'? NY'ATYUOXNN-UNNYN [N °

A'YNNY 197 NN 7907 N19 ,NIXNN NN 297 nwian X 70 17w DN'wn 790 DX
2nn
UIM'wa VPN 'K .[19707 awnnn |2 MIYPEN NNV pY XTI

.01NVI'X |DTOT 7WON
.DINVI'RN [9TOTA NAUNIN MW (19701 7w IP-N NAMD DX TN

11w
214w
3a%w
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. 119700 NNTAN? AW M

<http://<ip address :wnnunnva-e
http://<ip address>/admin/advanced :7nin nwa e
advanced and click Admin Login click ,<http://<ip address :7n1nwwa e

http://10.64.84.147/admin ,NNAIT?

UPANN TWUKD NNO'ON NN Th 41w

[1I9700 NNTAN? YA DA

1 1 1 1 1 1 1 1 1
19700 7W VIVI'RN T2 NIXNN NITAN NVNIDY NYAN X DION! IN WWOXR'Y D [1970N NIXN NXR V' TANY N1
DYODKNN NY'A NP2 1IAY bUN15nN .||9'70n 10N IR

MIXNN N'Y NY2 WNANWAN [I2AWN7 D'2'AT 1IN DIIXD NTAN 0N 17K I »
100 7 010K NYWY YN NNAYN IX n7U90 ¢

19701 10N 'VMIBNT7 WNNWN NWIA NNIAYN IN N7W9N ¢

UNNYNN 112y NNo'o NNTan (0N 7w No'jpy «

.1 17 2y SIP -7 nnwnn IX D2NTY ,WTNN [N2107 NW'A 19707 ' DN'YR VINVI'RN MINND N72aN *

;200119 722 1 TaN? ' (XML (cfg.xml TIj7 NIY¥AXNA [19700 7¢ NNIXNN Ya172 D090 NIK 1MTAaNY7 9011 N1
.99 T2 ,nY'a Na "UNI9-2 NTNNNAN W 'anna 'Y

1'7"nNnY 1949

.98 9T ,]1970N 7w VINVI'RN PYNNT7 NYWA DR 19700 71N 27U VINVI'RN 9T IR NYA

2o

Jown<"pyn?  11%w
.99 9T ,nYA NP2 MUNIS -0 N7202 1TAMD DNVNI9N 7U NMIXNN DX 1TAN ,NDYN NN NNTAN Vo7 217w
DMUN IR 7NN D oMwa'd ARk Nw v yn? 3ahw

nY'a Nz NonNd

ndN <717 NIY7 NN AW NIXN YOI DY NP MUNID 76 WIn'yinl n71Y5n DX NNTan NXan n7a0n
[19700 727U NIIXNN YAIR 7K 901NN YUK NTNNNN 1NN DX 1FTan 90N XIN L19700 7w 01N0VY'RN PYNNa
20N NN Y TANYT 71 XML i oy (cfg.xml)
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nwn NIpa fuvnio .6n'7a0

27Tnn NN TWIIIRTM

qA0NS DY

D |2 A¥N2 DT IUNID TN L[1ID70N 7W VINVI'RN PYNNYT NYAN NIX 702N IX TYWONN
I TAN ,NINK I970N 7¢ VINVI'RN FYNNT NYA7 NDWN '701NY7 I D'YNNWUNT? ©WONR7
U1 12X 19700 7¢ 01NVI'RN PYNAN X7 1TAIN TWKRD X7 2¥nY

NINAN NI7IYONN NNKR Y¥a
:NNAN N'ana nTnnn T L,(XML(cfg.xml 77100 19700 7w nIixnn yaipa ¢
<Enable Web Server/>P<"Enable Web Server ua="na>
.NYIAN NX TWONYT 1D |2 1TaN,[19700 7W LINVI'RN PYNN] *
X713 :0 N 0O

P :7TNnn nNMa

LINVI'X NV 72u5N

:19'70N 7101 '9T7 NWIAN NIX DOIN IX TWONN
http://<phone_IP>/admin

7w 01VIRN QT .Yl 11'R Novnn 7n1m 7w V1NVI'RN q71,No -7 7Tam WX
YUl ynnhwunn

YNI7 "7V ,NWNN NN'ON TNKRY? 71NN T7 NWAN DR QYW TWOKR7 11X DX NN
1970nn X' NNTANY 019X
NINAN NI7IY9NN NNR V¥
:NNAN AN ntnnn T L (XML(cfg.xml 7710 19700 7w nnixnn yaipa ¢

<Enable Web Admin Access/>]p<"Enable Web Admin Access ua="na>

LJNNN .Y IWONRYT T 2 2¥N7 10N19N NIK 1TANL[1970N 7w V1NVI'RN PYNN1 »
N72¥n7 TN

X7||3 :0nm 0D

P :7TNnn nMa

2017 nwna WO
VINVI'X DN

19700 71N 7w VINVI'RN 'OT? NWAN NNO'0 NR NIYY IX ' TANT 17 "WOKRN
19700 7101 YW V1NVI'RN QT PO AT NDWN 701N NNO'0 VNI

NIN ,N'YM NIX :DAI0 NYAIX NN nwI7wn D 127 Ty 4 7007 natn n'pin nno'o
TR INE90N LMLy

:NIXAN NI7IVONN NNX y¥a

:NT VNP NTNNN TN L,(XML(cfg.xml Dy 19700 7w NIIXNN yalpa »

<Admin Password ua="na">POsswOrd tes89</Admin Password>

DN 70 NI NNno'on NX TN L|1970N 7w VINVI'RN PYNN] *

7 7 Thn M

n>yn 70 nno'o

nYnianipa naounio .
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. nYianipa aounio

27Tnn M I WIIR'N 10N1S DY

VILVIRN PYNNYT DY NNO'ON NIX NNWYT IX I TANYT (19700 WNNWNY IN 17 TWONN YNnvn Nno'o
19700 10N D'VN9NTI 19700 W

2'wOn 71 < n D'MIY'" | INN YNNYnin NNo'o NX NNYY7 INTAN7 DA INNYWOKX2
.NNO'0 YTan <

NIX ,N'YN NIX 1010 NYIIR JINNn nwiwn 0'in 127 Ty 4 7507 narn n'jpin nno'o
.TNIM INE90n Ny

qIj7y7 "1 User_Password 10N191 wnnwn? JnNwoNa (cfg.xml) n1i¥xnn yaipa
N72P7 Q¥ NNTANT 019'R INKT IN 2IYRIN 7INNIND TNX7 Y'91NN DNO'O YA 10N NX
.102 912 ,An0'o NTaN JON N9'PY NXR1 ,901 YT'N

7 :Thn 1M

MIXNN Y2172 207 AN7 N9IXNN (ua) wnnwn NY NIDN NIYYNAXA 1 7W19 N1 10on19 | Phone-Ul-User-Mode
1970N 70N 0'RN 19700 'WNANWAY DN0NI9N DX 7207 N1 .(cfg.xml)

DUNID7 YNNWN NYA 0IYYYT '3 ua NIDN1 wnnwn? INNWOKRA L9 01TAIN TWUKD
V19 NI'Rua MIRNN LN 1TAM TWKRD .|I9'7l.') q0n V'"IS5N1 0'N'Ion

70N 0'W'oIN X7 "na"-d NTAINY DNVNID .’rw™ |D1,’na”, “ro* 0N ua NN NI'NYONR
DUNTD .WNNYNAN 'T'-7V N21Y'7 0N DX "ro"-d D TAINN DIV L[1970N
wUnnwnn T-7v N>MY'7 0N "rw"-d onTamn

NINAN NI7IY9NN NNR V¥
:NNAN AN ntnnn T (XML(cfg.xml 77100 19700 7w nnixnn yaipa ¢

<Phone-UI-User-Mode/>K7<"Phone-UI-User-Mode ua="na>

7¥ ua NIDNN DR VAP [N INXRTI D 2¥N7 TN L)19700 7w 01NVI'RN PYnNN] *
19700 7¥ NIXNN YaIR2 1IN 0N190

nnarT

Phone-UI-User-Mode ua="na">Yes</Phone-UI-User-Mode>>

<Enable VLAN ua="ro">Yes</Enable VLAN>

<Preferred Audio Device ua="rw">Headset</Preferred Audio Device>
<<Block ANC Setting ua="na">Yes</Block ANC Setting
YUnNnunn ,nnarm nnTann oy

q0n V9N (Enable viaN) VLAN 7w naTann NN nnwy 715! X7 I8 NG 7100 «
19700

(Preferred Audio Device) GTVIN YNW [FNA NNTAN NN NIWY 71Dt «

10N (Block ANC Setting) MMMIIN NN'Y DION UNI9NN VMO NR NIRTT 710! N7 *
19700

X473 :0 N 0D

X7 :7Tnn N
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ANIN 'UNNYN NNo'o NNTAN' 10N DX Nyaf nno'o Ny TN
wnnwn
NINAN NI7IY9NN NNKR Y¥a
:NNAN N'aNa nTnnn T ,(XML(cfg.xml 77100 19700 7w nIixnn yaipa ¢
<User_Password Prompt/>P<"User Password Prompt ua="na>
UNNYNN 1Y NI'NT? DYTINN DR 1907 T2 12 17N ,|19700 7w D1NVI'RN PYNN] *
X7||3 :0Nm 0D

P :7Tnn nMa

nno'o N1Tan 10N N9y .

NNO'O NN TAN 10N N9V
A\

11.2.3 nnwig nimnnn 7N namr nrR IT NN "va

002NN ,N¥' NINTANY OI9'R INKYT IX [IUXRIN 7INNKA 19700 7¢ Ano'on NNTAN 10N NIX QIpV7 JNINWSKA
NIN2AN DRYPZNN NIV 7y

DHCP nmixn »
EDOS mixn ¢

(19700 7w XML NN YaI72 WIN'Y NIYXAK] YNNWNA NNO'0 NIIXN *

V'Om 13'X NNO'0 NNTaN 10N ,wnNnnwnin NNo'o NNTan NKY

2an

XML IX 000 NIV 19700 W cfg . xml yalp IR Y
1770 NIMMYWONNN NNK NIVYNXR] A'"N<User_Password> NX 010N

<User_Password></User_Password>—(DI'OI D'7NNN AN) NNO'O |'X *
<User_Password >Abcl23</User_Password>—(D'in 127-4) nno'o 1w *
</ User_Password>—(T271 27NN aN) NNO'O |'X *

.cfg.xml yalpa D"N'Un DX WY

YUANNn UNNYNn ,NN0'0 NI'IX OX .[NX' NNTANYT 0I9'X INKY7 IX [IUXIN 7INNNA Y'9IN 12'X AN0'0 1 Tan 0N
19700 0N 'VMIBNYT IX [1I970N 7Y VINVI'RN PYNANT NY'A NYA NNO'ON NN |'TNY

12w
21w

3aw
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WY TY 7Y NIN'Y 1A NNTaN

103 91,1970 7w MAC-n naimd nyajp «

103 92 ,nU NMIXN *

104 qTa,nxjm

104 912 ,nR¥PNN NIWY N'ND1 1970 NIXN 2V NIT *

19700 7w MAC-n namd ny'ayp

.Cisco IP 1970 7¢ MAC naind DX yap ,'w'7¢ TX 79 NIN'W NP2 NdyNnY 011970 9'oin '

2an

NIXAN NI7IV9NN NNK y¥a
.MAC nand nTwA 72N001,AX¥IN YT < 010VO < DMIYT 7Y yn'7 119701 *
19700 222 .YV AN NN 7Y 7DN0N ¢

XM YT < 0IVLVOo < YT NI |I95Uﬁ 7w v1VIRN QT NX axnN *

Ny NMIXN

Cisco 7w 19700 .(SIP) "In'T 2INNX 717101092 Ynin 19700 1111 ,STP nwan 7700 wnwn Cisco [P 7w 19700
.Asterik -1 BroadSoft, MetaSwitch |12 ,SIP IP PBX 7w ninnX ni'ton NiN'Y N2 NidvnY? oxin 1P

712NN NNR N7 SIP PBX Noayn Tiy'ma |y ,901 YT'A N72j7 .07 1N0Nn1 NNXINNA N1'K 07X NIDIN NIXN
.Cisco IP 1970 nX

YUNNYN 1AW TI'¥N 2107 DRNNA ,NINWNATZ D712 DIIXNN ,NRT DY ;NIXI9 YWD NNIXN 1901 IXNA DT Jnon
17w DN'WN 790
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D'NINAALLZINNK ,NYI7 112N YA 7NN NIWN DNWIR 2DTY IR DIXN Y7'91N9 DTN 0121970 NiXpn? |N1
.0'MN'Y 907 NI ,nnia nnxiya ,(Voice-over-1P (VoIP niomon 770 775 012 X' NRYZN .07
HTTPS Ix TFTP, HTTP-2 win'yw NIY¥NXA 1'wON'7 0NV nNWIR 21DTY IR NIXN *7'9N9

nypn .

nYpn

NNXPNN NYW? nndn (1970 naixn 7w niT

YWY 2¥NN 1IN DX IR ,NIXNA XN7T 1YL 19W AR'N NIXNN 2V NHT'Y )0 (19700 DIX TN JNINWOXA
JMAPXOIN NI9XN NNDA 717571 ,N1TN 112 TV DX Y7 71D T 773 nTwa Url niamo 'y 1y 9'oin'? N1

TNX 722 NX7yn? URL naimd 1w 7175 . oy niT %20 71907 W' TN 2vn NINETERN7T NIXD YA Ny
NIY2NN D102 ORIAN NI* IX TAX 21N VINIAXR NITN 77D 197 N7IYSIN 011DN7 NNNWONRA .NIT 775N
1

N7 My N7 19700y HTTP-n nwjpa oxa 1"xn HTTP niT nu'w n 1w ,niT NX7YN7 [1'01 y¥ann Twxd
2NN HTTP POST Ik HTTP PUT

'wnn? NXINY DN ,NNAT? .NIWA 121N DIZ'n2 D' NIT 97007 IR WTN NIy 1 - PUT now ¢
YA NIMNITYN NMIXNN DX 0 [ONK71I N7YUNY NIT 7 9*72nnY

NIYMa npoon IT nwa .PHP 0970 17y |10, T2 NIX7 MW7 NIt 2iM NX Ni7w7 15 - POST no'w «
22 NN |ONKX7I 1970 2¥N NINIT 7 DYTO NITYT7 DXINY DN NNAIT? .AIIXNN VTN [IONK7 INI' D20
YA NN

:D'M'10N NIXN NINIT NI7WY T NIT 775 nTwa 0'Ran 21NN 'OINIARY UNNYN

P Nt 21N VINIAIN

AR'M MIXN NIT 7 7 Thn M

NIYY DINNKD DITYUN DX 7 770 nixnn NIt [delta--]
,NNAIT?

ABC"'w 7on 1 niTe
(XYZ-1 ABCX?) XYZ "I'w NN 2 NIT *

X'7n 1970 2axn NIT [status--]

.pwd-- |dI ,uid-- key-- ,|12D ,0" NN D'VINIAX DY D'ATIPN D'VINRAIRD DX 2A7YT N1 2N
J7'919 775 nTYA DTVINNILL,NI9XNI NIM'K NIXR7VN 7V D'071W 07X D'OIMIANX

7'nn 19700 ,nrTA 7'72 21 VINRD [<key <encryption key--] LINIAINRN NN YN NNX UKD ¢
J'I¥W N19¥NN NNON DY ,(XN'7T IX 01VVO ,NIXN) YaI?7 NO¥N AES-256-CBC nX

A

No0oIAN NI9XN 7'Mt 1I970NW 21Ix121 (IKM) nNon 0%j7 M1 oy AXEIN [1I970n DR AWA
key-- 0DINIAN DX X7 'R ,yalzn 7y RFC 8188
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. ANXFNN NIYYT NN (1970 NAIXN Y N

1'7"nNnw 194

.98 9T2,|1970N 7Y VINVI'RN PYNNYT DY DR L[1D700 7101 7W VINVI'RD QT 7R DY

2o

MIXN IXRYA NNYOXR < AR¥pn <'ipna 11w
107 912 , MW 19700 NIXN 7Y NFT? DIVNT9-2 INRINY 19D NITYN NYNNN TNXK 72 112y 10N9n Nk yap - 21w
oMmwa'd ANy yn? 31w

:NITA 772 1Ay 19700 DY (19702 NIYYIANAY )91 IXYIND DI7IYONI WNRNwn BYR7 Dnart
HTTP PUT ALL nnixn »
AT N12an2 NI 795 7w URL-n namd nx 'Tn'7 71"y ,PUT x*n HTTP niT nu'w DX
http://my_http server/config-mpp.xml
.http://my_http_server/config-mpp.xml 78 n11xNn 21ma 2y N 19700 o1 NKRY
HTTP PUT anixn mv
AT N2N2 NITA 772 7w URL-n namd nx 'tn? 7*2v ,PUT x'n HTTP niT nu'w ox
;deltalhttp://my _http server/config-mpp-delta.xml--]
.http://my_http_server/config-mpp-delta.xml 7x naixnn ima 2y nu 19700 ,pn XY
HTTP PUT nmioxin Xn'7T nIIxn ¢
T NN NI 722 7w URL-n namd nx 'tn'? 7*2v ,PUT x'n HTTP niT nu'w ox
;delta --key testl23]http://my http server/config-mpp-delta.enc.xml--]
http://my_http_server/config-mpp-delta.enc.xml '7x axn *uma 2y N (19700

# openssl enc -d -aes-256-cbc -k :NN2N NI¥A YAI7N DX NWD7 [N ,NINITA NIW YA
in config-mpp-delta.enc-delta.enc -out cfg.xml- testl123

:HTTP PUT axn ama
T 12N NIt 722 7w URL-n namd nx 'rn'? 7*2v ,PUT x'n HTTP niT nu'w ox
;status]http://my_http server/config-mpp-status.xml--]
http://my_http_server/config-mpp-status.xml 7x axn 2ma nuT J1970n

HTTP PUT axni nixn n'w »
AT N12an2 NI 795 7w URL-n namd nx 'Tn'7 717y ,PUT x*n HTTP niT nu'w DX

status]http://my_http_ server/config-mpp-status.xml--]
[--delta]lhttp://my_http_ server/config-mpp-delta.xml

|21 http://my_http_server/config-mpp-status.xml 7x axn *na nuT (19700
http://my_http_server/config-mpp-delta.xml

HTTP POST naixn mw »

AT 112N NI 723 9w URL-n namd nX 'tn'? 7*7v ,POST x*n HTTP niT nu'w ox
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DNXAN NIWYT N'NDI 1970 NIXN 7Y Nt .

delta]lhttp://my http server/report upload.php--]
"NR7VUN NIT Y217 N'an

report upload.php content //

<?php

S$filename = “report cfg.xml”; // report file name
// where to put the file

$file = “/path/to/file”.$filename;

// get data from http post

Sreport data = file get contents(‘php://input');
// save the post data to file

; ($file put contents($file, S$report data

<?

http://my_http_server/report_cfg.xml 78 nnwnw naima n'7y' (19700

anir nnixni (1)11.3 artan 2y Multiplatform 11970 8832 nan Cisco IP a1 1970 2101 9" .



Cisco IP io70 mixn mTan |

. nYY 19700 NIxXn 7y NIFT? DfVNNO

NYY (19700 NAIxXn 7y NrT? DMVNO

nwY? 1900 nixn 2y nirT? 01vNL .7 a0

AIR'N nTYUNn

URL-N NN .ARXPZAN NIYY 17 N'NDIN N'MA9N NNIXNN 2V NI (19700 T¥D ['¥n n"IT'7'n
.N19¥N NNON 71757 NI712'1 NIT? TV DX NN AT NTYA

T D'NAN D'¥APN NINYI 'AIR'ALLNIONNN NNDNA ,ANSNN NI7'MA UNNWNT JNINYONI
19700 7W NIIXNN YT [IONKX [DIX 7V VI7YWY

W7 NIXNN M 75 R 0N 7272 XML yalpl nnon ni'n x99 ¢
WY DININ XN DR DN [status--] nmonn'rn »
Y7 nixna ovn'w N [delta--] nnon n'mn ¢

N1O¥N 7'NN7 (19707 NIk NNoN N7'n [<key <encryption key--] °
Y7 NN 9% nIXNN NITY? IXw n1ox¥nn NNnon oy AES-256-CBC

JrxoIN 191X (M) NIZI9I NINDINA NI9XNN NNON NIX q'Pn7 N1

[19'70nw M1x12l (Input Keying Material (IKM 2¥n NiX 19700 78 NXY7N OX nRiTh!
MO¥N NNo9n |*¥n X ,yalizn 7w RFC 8188 nooian nioxn 7'ne
.AES-256-CBC
(TN D'YNUNN 0775 Y ¢
deltalhttp://my http server/config-mpp-delta.xml --]
[--status]lhttp://my http server/config-mpp-status.xml

Yau 7'21 delta]xml-delta--] yalp 7702 Tn* wnnwn? NI wr ok Nt
NN DY 07700 2 DR 71907 W' status |xml-status--]

:NINAN NI7IV9NN NNKX VX2

:NNAN Nana ntnnn T ,(XML(cfg.xml 772100 19700 7w nIIXNN yalpa ¢

Profile Rule ua="na">>
[--delta]lhttp://my http server/config-mpp-delta.xml
[--status]http://my http server/config-mpp-status.xml

<</Profile Rule

.NT NTYWA 7'01190 770 NX T, [1970N 7Y 01NVI'RN PYUNN] *
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nYY 19700 NIXn 7 NrT? DfVNN .

AIR'N

nTYUn

.POST ¥ PUT axna nirn? noxy (19700 1 9y nn7waw HTTP-n nwpa DR |'¥n

NXINY DN ,NNAIT? NI DIN DI7'RA 0P NITANDWZ IRWTN NITIxY? 1 - PUT «
Y2 NIMNIDTYN MIXNN DX 71 [ONK71 N7wUnY NIT ' 9'7nn? 'wniny

IT nwa .PHP 090 *T'-7y |10 , T2y NIX? NIWY NITA 1M1 DX Ni7w'7 71 - POST »
7¥ NNTO NI7YWY DYDY PNY,NNAIT? .NNIXNDN YTA [IONK7 MNIF DAY NIY'INA NPooNn
WA NINTA 72 NI [ONX71 1970 2¥Nn NINIT
:NINAN NI7IY9NNn NNK Y¥2

:NN2N N'ana nrnnn T L (XML(cfg.xml 77100 (19700 7w nnixnn yal e

<HTTP_Report Method ua="na">PUT</HTTP_ Report Method>

HTTP nITNU'W N2 ,|19700 ¥ 01NVI'RN YN *

PUT|POST :pnimm omw

POST :771hnn n1Ma

NITNO'Y
HTTP

RXPZAN MAYY? IMIXN 72V NI ||9'70n 'nn TN

NYTIN YR N7IYW DDA 70w INR7? 71 17w nixnn 72v N 19700 .awpa oy ¢
1970n 7w wTNN 2INNK WNKY7 IX,SIP

N71Y9 "T'-7V 10N19 NNIXNA 12'Y 7D AINKRYT 17W DIXNN 7V NI (19700 'ipn v .
,11'Y VI INKY DMWY 1901 ['NNnN (19700 19700 7101 79 D1N01'RN 9T IX 19702
VIVI'RN NMYYT INIT DI'YAY DN'VIN IT NTNYN .DIIXNN 72V NI [ NKYI
.11'w 73 7y DyO 751 NIIT? DIpna NN

NIMYI XLIAN NN .OWYIAR D'NINNA N7Y NIXNN 2V N |ID'70|"I JNOIPN |9INA

NINAN NI7IV9NN NNKR y¥a

:NRAN Nana ntnnn T (XML(cfg.xml 77100 19700 9w DN yapa ¢

<Report to Server ua="na">Periodically</Report to Server>

NN'YAN INN NNYODKXA TN ,||9'70n 7w V1VIRN ynnl e

On Request|On Local Change|Periodically :0anin 0>y

On Request :7Thn N2

MY Nt
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. nYY 19700 NIxXn 7y NIFT? DfVNNO

AIR'N nTYUn

NRYPN MYY IMNIXN 72V NI 19700 (N1IMY21) NNNN DR TN b ei'h!
MY NS
JNDIPN 191N VTAIN NIWYT DT QXN UKD 71 wnwn T NTY
:NINAN NI7IY9NNn NNK Y¥2
:NNAN Nan ntnnn T ,(XML(efg.xml 772000 19700 7w nIIXNn yaipa ¢

<periodic upload to server ua="na">3600</periodic upload to server>

QYA NTH DX VAR ,[19700 7w DINLI'RN PYNNA

259200-1 600 |'2 07¥ 1901 :0' NN DDV

3600 :7Tnn N1

.MIXNN 7V NITA DN NKRYELI'WY VI INRT 'Nn (19700 (N1MY1) 'unn DX YTan | ar7yn nrawn
‘mipgn 'n'wa
NN '1'Y TN MY DT XN WK 71 wnwn T Ty
:NINAN NI7IY9NN NNK Y¥2
:NINAN NN ntnnn T ,(XML(cfg.xml 772100 19700 7w nIIXNn yapa ¢

<Upload Delay On Local Change ua="na">60</Upload Delay On Local Change>

Mwl N'nvnn DX yayp ,|ID'70i'1 7w V1VI'RN ynnl e

900-7 10 |2 0w 190N :0"NIN 0'DY

60 :7Tnn N1

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"



| CiscoIP 1970 mixn mman

nYY 19700 NIXn 7 NrT? DfVNN .
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9.

Cisco IP 1970 N1y nnvax

111 972 ,01N02'NI '"ITNTAN ©

114 q12 ,SIP INVITE niyTin 112y 7AanXkn NN »

115 972 ,n1IAyn N2OY NNLAX *

117 T2 ,HTTPS nxypn »

120 T2 ,wkN NNIN DX 7v90n *

121 972 ,NI9501 NI'NYOKR DY 7Y URN NNIN NNIXD DTN ©
123 9712 ,n19¥NN NN'WA NMIIXN DTN @

125 912, TLS 7vn SIP 71ay NOXN DY NIN'X 7u90n «

126 9 T2, NIY'™M NNVAX 7Y NN RYNA 1IAY NIZ7-DIT 2¥Nn 790 *
128 912 ,X802.1 nm'X *

129 912 ,Proxy NOw TN ¢

134 912 ,Cisco "IXIn NNVAX 7w N'7'7D N0 »

UOVI'XI |"'NIT NMYTAN

NYIA 7221 DTAIT NAIXD ANTAN

1XYW DMWY PO WIN'Y DIYXYARI DINT N2, DNYIR ANTY ,ARXPN ,0IWN7 [19700 DN ITAN7 JNNWONA
TIX |7 DX .[19702 1'IXY DMWY NYNANWNA X7 NPT ANTY ,ARXPN ,DIYN N71W9 7D (19702 y¥a'? [N X7
:NN'WNQ 07170 D'RAN NITYWA |'TN NNRY D'MIWAY XTI LWIN'W7 D'NIwn

ANXpn N2Iw'7a D ro1ne 79 o1 C ''onoa 75 ,B '1'o1no 7' ronnen 7' ¢
ANR¥ZA N2IYha Cisco NIMTIX ANTY 7' DI ANTY 7' »

ARXPANAIYA NITY'D ©

nxxpn nIw7a CA n'wik oRkNIn 7' ¢

(Ext (n niw'7a &1t Proxy D1 Proxy ¢

1'7"nNnw 19Y%

.98 9T ,]1970N 7Y VINVI'RN PYNN? NYW
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DHCP nirnwsx niixn n1an .

2o

Jowwn <7ipana 11a%w

790 "W 757 (FQDNSs) X7n Jnom DINN OY |TNI AW 7221 DMINND N TY NIX INXK NN MIXN YO 21%W
.0'j7'09 nivx¥xnxa FQDN nx

nnarT

voiceip.com, voiceipl.com

N1ANA NTNNN NIt ' T-2V (cfg.xml) (19700 Nixn 7w XML yalpa 0t 10n19 7w nIXNn NN VAR 7NNyoxa
AT

<Restricted Access Domains ua="na">voiceip.com, voiceipl.com</Restricted Access Domains>

omea'd AN YN 31w

DHCP nimmwosx n1i¥xn n1Tan

no>mn nxY ,DHCP nirnwoax oy Nty n'7a7 .DHCP nirnwoxa wnnwn 19700 12 170N NN 1 Tan7 N1
.113 912 ,DHCP nnwsxa

1'7"nNnw 19Y%

.98 9T ,]1970N 7Y VINVI'RN PYNN? NYW

2o

AN <pan 1ahw

ARMNmwin'y? DHCPV6 ninwex 1 win'w? DHCP ninwsx 0un1on DX TN ,ANIXN 799 yopa . 21%w
.113 912 ,DHCP nI'ny9sx NII¥N 112y 01unio n'7a0a

oMmwa'd ANy yn? 31w
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. DHCP nirnwsx nixn 1Ay n"on1o

DHCP ni'nwosx niixn 112y n"Maun1o

NNN 7'9119 NI¥N Yuza DHCP Nirnwsx NNIXN 112V DM0NID YIN'YNI N'YRIIDN DX 111N NkaN n720n
N90INNAY NTINNNN 7Y 1" ANNN NIX 1 TaN 9012 KIN L|I970N 7 D1NVI'RN PYNNI] DARYNA NRI7N<717 N1IYY
0N9 AN 1 (XML(efg.xml TI niyynxa 19700 7w DIIXNN yap?

DHCP ni"nwoK NAIXN 112y D1un .8n'%a0

AN 0NS
.0'7'91N91 NNYIR VITARY? NIYNYN ,0'7'09 NIY¥NRA NiMomn ,DHCP nirnwosx DHCP ninwox
win'wy

:NIN2N NI7IY9NN NNKR VX2
:NNAN N'AN2 NTNNA TN L (XML(cfg.xml 77150 119700 7w nnixnn yalpa «

DHCP_Option_ To_Use>
<ua="na">66,160,159,150,60,43,125</DHCP_Option_To_Use
.0'7'09 NIy¥nXa NI DHCP nIrMyor NX TN ,]19700 7w 01101'RN T *

66,160,159,150,60,43,125 :nnart

66,160,159,150,60,43,125 :Thn n1Ma

.D'7'9N91 NNWIRZ NITARY? NIvnwn ,0''09 NIYXAXA NITomn ,DHCPv6 NIrNwsx DHCPv6 nnwoN

win'wh
NINAN NI7IV9NN NNK yXa

:NX2N N'aN2 nrnnn [T L(XML(cfg.xml 77100 (19700 7w DN yalpa .

<DHCPv6_Option_To_Use ua="na">17,160,159</DHCPv6_Option_To_ Use>
.0'2'09 NIY¥NKXA NIT9IN DHCP NIrMyor NX TN ,]19700 7w 01101'RN T2 *

17,160,159 :anart

17,160,159 :7Thn n1Ma

DHCP ninwoxa n>'nn

Multiplatform 119702 nipANIN DHCP nirnwox NX NVI9N NXAN 720N

MINTN nvIA [N
NYn NY1 nd'on 1 nnwox DHCP
InT VO 2 nnwosx DHCP

am 3 nnwosx DHCP

DINN OY MY 6 nnwox DHCP

|"nIT oY 15 nnwox DHCP

IP naimm> nonin nt 41 nnwox DHCP
NTP mw 42 nnwox DHCP
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SIP INVITE niyTin 212y "anxn NTan .

N nwIn |
j7907 '9'¥90 YT'Nn 43 nnwoax DHCP
ACS)) N'ONIVIX NIIXN DY 172 1AV YNNWNT [N
.TR. 69
NTP mw 56 nnwox DHCP

IPv6 oy NTP naw naixn

{790 21I'0 NNTN 60 nnwox DHCP
TFTP nw nw 66 ninwox DHCP
7907-19'¥90 790-NNTN VTN 125 ninwox DHCP

ACS)) N'UNIVIN NIXN NV 172 712Y YNNWNT? NI

.TR. 69
TFTP nwv 150 nnwox DHCP
nRxZn N [P 159 nnwox DHCP
nxxpn? URL namd 160 nnwox DHCP

SIP INVITE niyTin 112y MANXN NOTaAN

MY NX 7221 aNKN avima (1wx)) SIP INVITE-n nyTin X 1anK? 119 (19700 DX ' Tan7 J7NNyoxa
T2 NIMITT NI9PNN NYAN IT NRP'OPIS .0NIN'Y 790 7 YT DM'WIN DY N'YPRIVIR D77 D'waInn SIP
.SIP proxy NMwN NINTn NIYEA 112V NRYWIN NWITLIT N1IDN N7Y9N Ny L [19700

(XML (cfg.xml TI7 NIy¥nx2 (19700 7¢ NIIXNN YA1j72 D090 DX 1 TANY 90112 N1

1'7"nNnw 194

.98 912 ,11970N 7w VINVI'RN PYNNT NY

2o

.NN7Y 900 KInn WK L(Ext(n <'ippna 11w

NNWONI N |'917N7 IX IT NN 7'yON7 'HAIATA INYIN NN'WA NN D NNwesxa 1N, SIP nnmaayvopa 212w
Nwn? ' KXY

N3N NTNNN NIt -2y (cfg.xml) 19700 nixn 7w XML yaljpa Nt 10019 7w 0IIXNN DX YIAR7 TNNYOXA
i
<_Auth INVITE 1>Yes</Auth INVITE 1>

X7 :77nn N2
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. MIAYN N1V NNLVAX

oDMmua'dD AN YN? 31w

nNIAYN NOY NNLVAN

['oxn TLS 2yn SIP .01102'K2 MIYPEN NIN'RI NNVAXRY '01TI00 7171019 X' (TLS) N11ayn N1dW NNVaN
XN WNNWNn 27 nN'wn 290 7w Proxy SIP-n 12 SIP NIN'R NIYTIN DX

9011 nnvax? TLS 7y SIP-2 pa Jam 19700 7ax ,SIP niayn 1y [pnd UDP-a2 wnnwn Cisco IP 1970

.TLS nindw "My NX 1IXNN NXAN n720n

TLS nidw .9n"710

AIXR'N I7I|'l|l.')l'\!-') [21J]

q12'n nn'van ,TCH Ix SIP (120 "X NI12YN 71710109 7yn N2OWA RNV 1T N2dW | TLS nniwn 217101
JMX'NY NN'VINIE N0 D'1IN1 NI9¥N] YIN'Y NIYXNX] '019

1197 N19XNN NINNONI NIOXNN DNNIATX 7V NN RWNA 70111, N1R701E NNWN IR DNRN T n¥'NY? 2171009
.02 7271 IX YTYN DY 7171009 TLS

TLS 2un SIP oy nin'x naoxn

.TLS 7yn SIP oy NIN'R NIYTIN |'9¥N NNX TWKRD N9011 NNVIAX V' TanY N1

1'7'nNnw 154

115 972 ,7N12yn N2OW NNLVAX . NRD .98 T2 ,|1970N 7W VINVI'RN PYNN? NYW

o

.NAN7Y 900 KInn WK L(Ext(n <'1pmna 11w
SIP nanayn nn'wnn TLS nnwoxa 1N ,SIP nnman vopa 21%

N1ANA NTNNN NATH -2V (cfg.xml) (19700 Ni¥n 7w XML yalpa Nt 10n19 7w nIXNn NN VA 7NNyoxa
AT

<_SIP Transport 1 wua="na">TLS</SIP Transport 1>

NINT NIXRAN NI'NYOKRN

UDP -
TCP
TLS »

'UNIVIX *
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TLS 2un LDAP nmixn na1an .

.UDP :717nn N2

oMmua'd AN YN? 31w

TLS 2un LDAP naixn naTan
.D'10N 1970 27 NN 2 NVaIXN 0N WT'Y 7'won?7 1O (TLS (LDAP 7yn LDAP r1an? innwoxa

LA
L

YNNYNN NIN'K NTY W' NNYN NTY X7 None 7w 77TNnn 11N WA NINRN NO'W DR I'RUN7 nx'nn Cisco . 27 nniwn’?
71710151 NIN'RN NV'Y NIK NYAIR N1DINN NIN'RY? TLS W 'K .DIGEST-MDS5 IX Simple ,None D'Dy2
Jwn ntnnna LDAPS

(XML (cfg.xml TIjz nIyxnx1 [19700 7w NIIXNN Y2172 DY0N19N IR 1 TaNY7 90112 N1

1'7"nNnw 19Y%

.98 9T ,|1970N 7Y VINVI'RN PYNNT7 DY DR 19700 7101 27U VINVI'RN 9T IR NYWA

2o

Jioo <'upana 1ahw
MY AT vl namd N [ ,LDAP yoja 21%w

AT N"1aNA NTNNN Natn -2 (efg.xml) (19700 NIxn 7w XML yalja nt 10119 1 Tan’ 0a nna

<LDAP_Server ua="na">ldaps://10.45.76.79</LDAP_Server>
.[ldaps://<ldaps_server>[:port|Tﬂ,7wn7
AWUND

NYN NAIMd NnTNnNn n7nnn=// : 1daps *
[P naImd> Ix DNNn DY =1ldaps_server *

636 :7TNN N1 .AN'Y 190N = port ¢

oDMmwa'd AN yn? 31w

StartTLS naixn na1an

NN .LDAP-n N 127 19700 |2 niwpnn 1y (StartTLS) nniaynn N1dW NNVAN DX 7'y5N7 JNINWONA
Inin LDAP nw DX .NNVAIXRA 'M721 NN0AIRA MWD 1Ay (389 77nn 111) Nw DX NNINA wnnun
L7227 VOV NYXANN MIYPNN ,NINK . MIYPNN DX |'ox¥n StartTLS, TLS-a

anir nnixni (1)11.3 artan 2y Multiplatform 11970 8832 nan Cisco IP a1 1970 2101 9" .



Cisco IP io70 mixn mTan |

. HTTPS nxxpn

1'7"nNnw 194

.98 9T2,|1970N 7Y VINVI'RN PYNNT DY DR L[1ID9700 71N 7W VINVI'RN QT IR DY *

2o

qioo <'pnma 11w
MY NTYa vl namd nx [ ,LDAP yoj;a 21%w

.[ldap://<ldap_server>[:port|Tn,7wn7
UKD
URL-n namd 7yn ,nwn NIMd nTnnn n7nnn=//:1dap *

DINN DY IX [P NIND> = 1dap_server *

.N'X' 150N = port °

AT N1ANA NTNNN NATH -7y (efg.xml) 19700 NIXn 7w XML yaljza nt 10n19 1 Tan’ Da [nn

<LDAP_Server ua="na">ldap://<ldap_server>[:port]</LDAP_Server>

J2 2¥n%? StartTLS 7yon nTwn N TN 31w
AIT NN NTNNN Matn T-7u (efg.xml) 19700 Nixn 7w XML yaipa Nt 10119 1'1an’ Da [N

<LDAP StartTLS Enable/>]p<"LDAP StartTLS Enable ua="na>

oMmua'd AN yn? 4%

0'9011 0D'RYI
293 912 ,LDAP n*90 112y 0"un1o

HTTPS nxypn

AIWR Y1970 727 21000 10191W NIT'N' 710112 NN2AIM NNVAKR Y1AY ARXPN NIX? HTTPS-2 in 19700
NINT? 19707 "WwWoNn [NNRN .CA Sipura 1Y 7Y 001 MIW'RYT fona ,()'1wn '019 Nnonl) *Tin* SLL nip?
NIX NINT? NRYPN MW7 TWONRN NIF70 MWK DRT NNYY .0'WAIM X7 DMWY NINT?E D'YAIN ARYEN 'NY
.NYPAN DX 2'910W TTIAN |[PNnn

I'7RY DIRYPZN NN 72 112y MY AWK » HTTPS-2 win'y *T'-7y D090 NX 701 DNIN'Y 790V 1)
AWK ,Cisco Server CA 7w 0'02n NN9n 'T'-7y DINN NI'n? Nwn 1WR 7u HTTPS niyynka (19700 ndI1non
NN'MN? NYR2 VN7 NN 790 7V ,0INN DAY YR 7277 T2 .10191W NI 7D *T-7Y Y¥ann 1IYRN
LNRYPNAN NIYA NIPNNY NYA YR DX TNt oninn ,Cisco-7 1YW

PN .XWII2 MWD DX Y NRAn 7w FQDN-n1 (CN) Y191 DY RTWN NIR o017 2N ARYPN NNWY WD
CN Dy [0 nIkan NIRRT (/) 1101 17 1N Dyy¥nra T9mn ,FQDN NIXn K7 YT N'IYOIR 7' XInY
;19702 1IN |9IXQ 072NN

CN=sprov.callme.com
CN=pv.telco.net/mailto:admin@telco.net
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DINN MY YR N7 .

CN=prof.voice.com/info@voice.com

YN 'INNN MWD DY 7w DNS wi9n 7in nwn 7w IP-n NN DX 77712 (19700 ,NWN YN NINRY 901
Nwn

DINN MY IYU'X J'I'?J..'i

NP'onn openss1 NTIZON NX NA'YA NNRAN NNAITN IYIR INMINYT NWRIIX"7 0712 OpenSSL nN'wn N1dIN
NIYR NNMN7 nwpal bit-1024 7w RSA a10n '019/M1ary o'wpm it

openssl req -new -out provserver.csr

-1 NN'NNN YR IN'MNY YRl privkey. pem -1 MWD 7Y '019N Winin DX N'on IT NTIRD
Cisco IX provserver. csr N7IYIprivkey.pem-n TI0O NX MIY NN'YN 790 .provserver.csr
.DIMNNMYN YN, provserver. crt 7'9nCisco,proserver.csr Yaljn N2 INK7 .antnn e

o

.CCO n1w'x niyx¥nKXa 013'n1 https://software.cisco.com/software/cda/home 78 v~ 12%w

,NNTam DHCP ntnwok 'R1LDX NNTANYT 019'K TNKYT IX NIYWRIN QY91 MW7 12NNN [1970 TWUXD hai'h!
-1 D'YNNYN D'YTN 011970 .Van K77 DANWN NRYPN 112V 1'WONN N7U90 NIY DY (W7 NI XN
NNTRIN NNYIZ NONA DY DAI970 .NRXPNYT “webapps.cisco.com,, -2 DI7NA activate.cisco.com,,
NY2 DNNN NINY W7 TWOKRY? Y ’webapps.cisco.com,, -2 Wnnwn'? oo'wnn (1)11.2 -n N
7Y UKD NN T

.Certificate Management1na  22a%w

.AM'NN X7 v oTipn awn 7w CSR -n ,CSR 7y ninn n1iw'7a
SPA232D 1.3.3 nanwip/ani* wtni SPALXX 1.3.3 DNWIR 1N2 ,A¥IN 1NN 7W NNN91N NN NN Jinn 3ahw
.CP-78xx-3PCC/CP-88xx-3PCC anwizi/Ani* wtni SPA5xX 7.5.6 anwip/ani' wni
.mnn? CSR -anan iy 72v yn'? ,CSR yaip nwa 41w
:MOXNN NU'WaAINY 5aYw
MD5

SHAT -
SHA256

.SHA256 n19x¥n2 11na7? nx"n Cisco
(NNX MY ,NNAIT?) D'RNNN AT 7192 102 ,N0"D [T (YN NNN9IN Nn'win naM Jinn - 61w

AIYR DY 2y Dimn v yn?  71%
:DINNNIY'RD DX 7277 " NIKAN DPNYORNN NNk N 81w

|TN, IN0RR INIT NIYXAN MIYRD NIX 72777 721¥00 OX-  [YNIA 7W 2N0LR7RA INITA NN NN T *
0T NTYWA 17W 1N0R7RN IRITN NAIMD NX
T NNWORA N2 ,DINNN IYRD IR TIINT 2102 OR-DTIN ©

N yyn?  91hw
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Cisco IP io70 mixn mTan |

. Multiplatform 1190 CA Root nij?'7 Niw'x

NTINY IR N2V NpOloY 'JI"IUP'?NH ANITN NAIND7 N7WY DINNN MY YR

Multiplatform 21970 CA Root nip'7 M1w'N

AIYIR NINIPNA DX WWNRA DT 0'02 MIY'R .NIN'WN 7907 Multiplatform 1970 nij7 0'0a N1w'k 0 7oon Cisco
-7V D'POI0NN NN (12D ,'W'7W TY W Nn'Mn MIY'RA DA 0NN Multiplatform 11970 .Xwi 1970 2DW nipn
.NNITI Verisign, Cybertrust

NINWNN 1Y .0 axwn NRyzn 7w SCCERT NpRn NINYNL WNNWN 019 1IYR ' 19707 DX Y1277 ' 1
N1 ,'790 YR 7w pna TN NIR7 YR YW NNTYINY IR NINDIY OXNNA 7NN X7 IX [PNin7 an0nn
Unnwn pio nTwa HTTP 7w nwpan 7w nandnn 2R 7 NImon 190nn NX 727

wNNWYN'? 210' NWN 79I oX .0NaNNn NiNiza SSL NiwR wpaw 15 HTTPS 'Mw nIXn NX yiap'? N
YU' MY 150 X7 .NIR70 1wR Nin'R7? Cisco T 7y poionw Multiplatform 1970 nip'? 7w 0'0an N1wRa
.90 12 NIx7 CGI-7 MWRN '019 NN 7907 NNYON

-7V DINNN MIYIRD [IONK7 D'¥A7N '2'N) ,Apache NIpnna ,nnaIT? .NINWNT yy DNIYRD [IONK DN
(1970 7w CA DNIW'RN NIYY NIZ7 7W 0'02N MWK DAYIXR 11WAN '019N WUnn ,0'ANWNN NRY7N MY
:[nj7'71> nn Multiplatform

# Server Certificate:
SSLCertificateFile /etc/httpd/conf/provserver.crt

# Server Private Key:
SSLCertificateKeyFile /etc/httpd/conf/provserver.key

# Certificate Authority (CA):
SSLCACertificateFile /etc/httpd/conf/spacroot.crt
HTTPS v 7w Tiy'na |y ,'9'¥90 yT'n N7ap?

NNLNY NN'Y '{P90Y |'AT D'RNNN 0'01N WK .M TINY NIW'R 72 72v nnnin Cisco N7 MWK 7w 0'01n NIvN
NP7 NIN'X

DN ARYPN MY

MY 7w n0M9n 7y 7i7n FQDN-2 wim'win (FQDN) X7 ninn owd IX [P N2INd3 NR¥ZNN MW NIX X7 N1
IP naim>> FQDN -n nX NINT? non 19700 ,FQDN NIy¥nx2 NNITA NRYPNN NNY IWXD .01 N N7OONR
(19700 .ARXPN7 'aT 12'’k DNS SRV naimd Ut ;nRyzn 1y 0'Onnia DNS A nimiw 21 .DNS niyynxa

NXIY DY [19700 ,A -0 NNMIYAT 1*1YNN 1MW 79 NIRYD 'R DX .20 NYAY TV A DA 7Tay7 'wnn
.syslog n1wa

Syslog nhw

ANTYUNI UTNN [N2100 NP9 ,<Syslog Server> DUNI9] WIN'Y NIY¥NKA 19701 1TAIA syslog NTw DX
N1'WO IR NIXN 7'9119) 7NINN YAl WA 7w NN7'NN2A NYTIN X' N1 .syslog-n NwY niyTin nin7iv
(17w IX NNYxN MIv¥NN) N71Y9n orroal (nnwip

:syslog 7w 2v192 NIV TINN ']I]'I'? 2NN NEXRNNEDO'RAN DUVNMI9] NNTAIN NINIYAN NIVTINN
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WK NNin DX 7uon .

YND NNIN DX 7v9n

1191 N1AN7 WX NNIN W' 19707 ' N'02N DI0'NN .N'7YONN NJYN DIO'N 'T'-7V 19700 NNVAX NX 1N9'Y
NNIPNAN N0 NIAYN NNTA KIN .O'RXI' 00101 D'INI7 NIRY'N INK NARIY WRN NAIN .N1ITT N0121 NNIAYN
JIRXI' MIAYN 75 NWONN 17¢ WRN NNIN .Y AN IN DOINI DT'I9X K7

n'702n o'R¥I'N UDP-n Nt ik TCP-n 1iarn . Nimionn NIX'Y'D NN'ON NX 'Y T [9INA 7027 n717Y WX Nnin
a¥NY7 NITNINA AN'Y'A 7'VU9 DT T2 NNIoN X7 NIXWI AN'YA .AVIND JWRni ANTA IX7 AX'Y'D IN'oN NN
AXPINN [ATN DN IX NNTNON NNMITN WD DION

DO'YNN AITY T < ipv6 NINTAn < >N < 21 NXP7 WT'Y 79 ipv6 21'9 NNTAN 0TI T ANTaNN
JDIYTNN URN DN DNTANA NI X727 719y

[9INQ 19700 7w N> WTNN N7W9n .|19700 7w UTNN n7Y907 DM X7 770 10 T2 WD Nnin Dixna 0t 'y
UKD NNIN N71¥9 7y ny'own n1'X 77

19700 7¥ LIVI'RN TN NN 7'WONYT NI ,NAYIN KIN DX .7ThN NN N7U9IN WRD Nnin

1'7"nNnw 194

98 9T, [1970N 7W LINVI'RN PYNNYT NYW"A

2an

JnVARNNTMA<mayn<72ipna 11w
.N72U90 NNYOX] TN, WX NIniN NN Nn'wna 21%

:NNAN NNANA NTNNN NATA -7V (efg.xml) NNIXNA yaIpa AT 0019 1 Tan? qona na

<Firewall ua="na">Enabled</Firewall>

vom 'n 7Thnn N2 Rl .'7_UDIYJ|]'IJVJIYJ DNIMN D'DYN

oMmua'd ANy yn? 31w
71nnn nmM2d ninmon TCP-ni UDP-n NIR'Y' DY WRN NNiN DX 2'7'VoOnN IT n'71V9

TN NNIANINNT7 ATAN DYDY NIXN2 DX UKRN NN DX N'aUn7 "5 NAYIN NINYOX] N2 414w

270 NN ninmoen UDP-n NIR'Y' IR NNIXNA AXAN 07200

YN NNIN 7Y 77NN N1N2ad ninmd UDP nixtyx' .10 a'av0

RN | 77NN NN nnimd UDP nxeye

DHCP 68 nij'7 nx'x! DHCP/DHCPv6
DHCPv6 546 nij77 nx'x!

:nnaIT) SIP Port < SIP Settings < <Ext<n < Voice -2 nX'¥'n NN 1TaN SIP/UDP
INUDP -7 7TamSIP Transport -1 ,Yes -7 ZTamLine Enable 'mn ,(5060
Auto

Max+1 ax'x' RTP TV Min ax'x' RTP -n UDP nix'x' nio RTP/RTCP
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. NISON NI'NYONX DY 17¢ UKD NnIN NIXN NTAN

RN | 77NN NN nnimd UDP nxexe

.12 -2 DYTAIN N'NYYT DNYIR QIN'YWIANTY N72u90 WwRD 4051 nxey' | (PES) o'mmy 2 nnvip qim'y

YUNnnvn pninnn NYN OX N7 NIR'Y' NIV 1Y NNX .53245-53240 nix'y: TFTP ninip?
NIWN DX INIX N7 712' ANX .69 n'72a0 TETP NR'Y' 'WXRN NNNR IR
NI'NYON OY 17¢ UKD NNIN DNIXN DNTAN ARY .69 N'7'a0 NNy wnnwn

121 912 ,nison

2 -2 7Tam TR-069 n7von "wx> ,UDP/STUN 7999 nx'y TR-069

71 nM2d ninmo nnTamn TCP nik'y' X NNXNA NXAN 7200

WX NNIN 7Y '77Thn N11M2d ninmd ninTama 7CP nixyr .17 a'7a0

x| nnimo TCP nx'¥' 7w 77Tnn N

,(80 77NN N1M2) LIVI'R NY NR'Y' NIYYNAR NYIAPI NNIXNY AR'Y! 0NNLVYI'X MY
2 -2 MTAM BNVIYI'K MY n7Y9N UKD

DTN N'NYYT DNYIR QINWY -1 ANTY N72Y90 1WUKRD ,6970-14051 nixx' | (PFS) o'mmy |2 nnwip qI'y
J2 -2

n7won WK ,TR-069 112'n nwpa? URL-n nam>2 HTTP/SOAP nnye TR-069
P -2 1an TR-069

.9999-8000 NV 'KIPK |DINQ NNNQ] NR'XN

NnivoNl NI'NYUSK DY 1'721 YUNXO NNIN MIXNh NYTan

TI9NI NTYA NNWOK 72 112y NNONN N7 DX 7770 .WND NNIN NIFMYOX N TYA NIDOI NITNWON 1M TanY [N
.(:) D'NTIEI NIY¥ANA DDA IR TI9N .0 NIYZID Nintion NNon Ni'a .(,) 0'?'092 NN9NA NITM NX

1'7"nNnw 19Y%

98 912 ,]1970N 7W VINVI'RN PYNN? NYW

2an

NNVANNNTAD <MOWN <7Ip 78y 11w
UK ININNTYUN Y Aoa N 21
APv6 717109 2u1 IPv4 71710109 7 |0 070 NIRY'D N'WA .WID'NN NI NIX |TN UK <nin DPNYOX nTwa - 31w

LUI9'NN NI DR 'TA NNXR UKD

.(,) D''092 WID'NN NI7'M NX TON *

.(:) D"NTII NIYXAX NNOA N7 DY 7o *
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NISON NI'NYON DY 17¢ UK NNIN NIXN NNTAD .

WKRN Nnin 7¢ nIfAarysix nnTan .72a70

AN | NN NIPNYOKXY? NNOn Ni'r'n
WX
27NN NNM2D NNTAINN NINMDS NIX'Y' DY N7V19 WURD Dnin A NTY

ICMP/ICMPv6 ¥ ni0121 (Ping) Th NIWZa NNOIN WX Nnin

Windows .[19707 traceroute NIWPA 7w D'A'ION D'AI0 VA7 D717V IT NNWOKR
JINX NNAIT RIN tracert

NI'NWOK 7Y 117'W DY WX NNIN NITNYORK DIYN NnIT?
ICMP_PING,TCP:12000,UDP:8000:8010 X%
NIXAN NIDONN NIFNWORNI 7TNNN NN NNTAN DY N7VID WRN NN
ICMP/ICMPvV6 7w ni0121 (Ping) Th Niwja v'nwn »
.0'0101 012N 1y (IPv6-1 TCP 12000 (IPv4 nx'x* nN'NO *

.N10101 Niwja iy (IPv6e-1 UDP 8000-8010 (IPv4 nix'x' nHO NN'MO ¢

ICMP_PING XY

JUDP niny'7 nawn? |1 X7 1y ICMP/ICMPV6 n71W 12'X 19700

NIN'Y' Y MUN7 N KW TV ¢ TN ANYY XD Nannn NN

RTP nixx'n nuoa

traceroute NIYPA 7w D'M'I0ON D'AI0 M1AYWYT7 N217V IT NNWOR
2w 717y o' traceroute ,nNAIT? A'wonn X

ICMP_UNREACHABLE_x%

.(TFTP (UDP 53240:53245 nip'7 7w nX'X' NIV NNID 1I'X 19700 *
1701 (69 |2'RW) NIr0NTIVO |1'RW TFTP nw NIN'Y'? NIwj «

S2v19 69 '0nmavo TFTP v NRXY Nivpa »

CISCO_TFTP N9

NIXAN NITNYORNI YID'NN NITN
2'von 19700 "WND NIn'Y!
N'Y'X DMRNIN DY

.NI0111 NIY{711 0'790NnY

.<UDP <xxx NKX'X' NX NNI9 <UDP:<xxx

7715 JUDP, KxxX to yyy>ININ'¥' NIV NNID <UDP:<xxx:yyy
L,NMAT? (IR N0 NITTI NIR'YY) UDP DR NIFMWOR 5 TV I'N'W WON
<UDP: <xxx:yyy 2-1 UDP:Kxxx>{3 22577 71>' nnX

<TCP <xxx NKX'X' NX NNI9 <TCP:<xxx

L7710, TCP <xxx to yyy>'NIX'X¥' NIV NNID

,ANAIT? (IR N0 TR NIR'YY) TCP DR'Y NIFNYOR 5 TV I'N'W MWON
[<xxx:yyy>FTnX TCP-1 TCP:Kxxx>[4 727 715" nnX

<TCP:<xxx:yyy
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. nI9XNn NN'YI MIXN NNTan

:NNAN NNANA NTNNN NATA -7V (efg.xml) NNIXNA YaIipa AT 0079 1 Tan? qona na

<Firewall Config ua="na">NO ICMP PING</Firewall Config>

oMmud'd AN yYN? 4%

N1OXAN NN'YI NMIXN <MMTAN

D'MIYTA 22 2V 07N N2fxw N1oxnn Nn'wn . TLS 7w 19700 "Iy win'waw n1oX¥NN NI7AN DX Y7 )NNYOXRA
:0"7'713 19702 TLS 7w omiwrn [ TLS Z1710n91 0'ynnwnn

nini? CA nxxpn *
E911 'onaixa ni'n
Cisco NIMTIR/NNYIF ANTY ©
LDAP

(LDAP (StartTLS
MINN DTN

N7 NTIN .

7'M nTIN *

nxpn ¢

n"ITNX7YN *

PRT nx7vun «

SIP over TLS «
TR-069 *
WebSocket API ¢
XML mnn'y
XSI'mnwy »

(Device.X CISCO SecuritySettings.TLSCipherList) TR-069 10119 NIY¥NXA N19¥NN NIZ'AN NN X7 DA N1
:IT N'12AN2 MIXNN YaIP2 NTNA [T .(cfg.xml) NAIXNN yaI NIvynxa Ix

<TLS_Cipher List ua="na">RSA:!aNULL:!eNULL</TLS Cipher List>

1'7"nNnw 19Y%

.98 9T ,]1970N 7Y VINVI'RN PYNNT7 DY DR LJI970N 7101 W VINVI'RN 9T IR NWA

2an

Jowwn<7ipana 1%

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"



| CiscoIP 1970 mixn mman

nNI9XNN NN'YA NMIXN NNTan .

.TLS m1ox¥n nn'wn nTWA N1OXN NIZ'AN 7 217'W IX N19XNN N7'aN DX TN ,ANVAN NNTAA VU7 21w

narT

RSA: !aNULL: !eNULL
MR NIOXN NIVXN [1'RY N19XNN ni7an NX vnwn X ,RSA nim'x niy¥xnxa N8 NM19¥N NI?'ana NN

https://www.openssl.org/docs/manl1.1.1/-2 DITAMN N'ANN INK AUPY7 N'PIN NIOXN NN'w 7Y halih]
.OpenSSL 01NVI'R T2 NIVIIDNAN NIDXNN NITNNA 722 AN 1'X 19700 .man]/ciphers.html
125 912 ,nidnna n1oxn NITNNN XY ,NIDANIN DITNNNRY

JIXPM79X7 DXNNA NINYWN YIN'WYW DY [N [DIXN NI7'2AN,'PIN K7 I 70 TLS 91X nn'wa 0Twa I DX
JPINRT IR 777 752 DT QTY IWRD DMIYT WIN'WA NN 7Y IRAD Ry Y

:NINAN NI9XNN NI7'an] D'wnnwn (HTTPS) 01n01'R N miw «

ECDHE-RSA-AES256-GCM-SHA384 -
ECDHE-RSA-AES128-GCM-SHA256
AES256-SHA
AES128-SHA -

DES-CBC3-SHA *

HIGH:MEDIUM:AES: @STRENGTH n19¥n Nn'yw11 wnnwn XMPP »

NTNNN .DEFAULT [9I¥n NTINNNA D'YNNYA 0'7'720 N'M902 D'wnnwnn 0nX 0miw' SIP, TR-069 «
(19702 NDNINY NINAN NI9XNN NI7'ANN DX N771D 7TAn. DM nnnn [DIXN

DEFAULT Cipher Suites (28 suites):
ECDHE_ECDSA WITH AES 256 GCM SHA384
ECDHE RSA WITH AES 256 GCM SHA384

DHE RSA WITH AES 256 GCM SHA384

ECDHE ECDSA WITH CHACHA20 POLY1305 SHA256
ECDHE RSA WITH CHACHA20 POLY1305 SHA256
DHE RSA WITH CHACHA20 POLY1305 SHA256
ECDHE ECDSA WITH AES 128 GCM SHA256
ECDHE RSA WITH AES 128 GCM SHA256

DHE RSA WITH AES 128 GCM SHA256
ECDHE_ECDSA WITH AES 256 CBC_SHA384
ECDHE RSA WITH AES 256 CBC_SHA384

DHE RSA WITH AES 256 CBC_SHA256

ECDHE ECDSA WITH AES 128 CBC_SHA256
ECDHE RSA WITH AES 128 CBC_ SHA256

DHE RSA WITH AES 128 CBC_SHA256

ECDHE ECDSA WITH AES 256 CBC_SHA
ECDHE RSA WITH AES 256 CBC_SHA

DHE _RSA WITH AES 256 CBC_SHA

ECDHE ECDSA WITH AES 128 CBC_SHA
ECDHE RSA WITH AES 128 CBC_SHA

DHE RSA WITH AES 128 CBC_SHA

RSA_ WITH AES 256 GCM SHA384

RSA_ WITH AES 128 GCM_SHA256
RSA_WITH AES 256 CBC_SHA256
RSA_WITH AES 128 CBC_SHA256
RSA_WITH AES 256 CBC_SHA
RSA_WITH AES 128 CBC_SHA

EMPTY RENEGOTIATION_ INFO_SCSV
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. NIdNN] NI9XA NITANN

oDMmua'dD AN YN? 31w

NIDNN1 N195XA NITINNN
.OpenSSL 1.1.1d 2N 2y niooian 707 NI0IIBNN NIdNNIN [DIXN NITINNN

(OpenSSL 1.1.1d) nionm |91¥ niTnnn .13 a%0

nITNNN nITNNN nITNNN

CAMELLIA128, CAMELLIA256, KECDHE, kEECDH 77nnn N1
CAMELLIA

CHACHA20 ECDHE, EECDH COMPLEMENTOFDEFAULT

SEED ECDH ALL

MD5 AECDH COMPLEMENTOFALL

SHAI, SHA aRSA nila

SHA256, SHA384 aDSS, DSS MEDIUM

SUITEB128, SUITEB128ONLY, AECDSA, ECDSA eNULL, NULL
SUITEB192

TLSv1.2, TLSv1, SSLv3 aNULL

AES128, AES256, AES kRSA, RSA

AESGCM kDHE, kEDH, DH

AESCCM, AESCCMS DHE, EDH

ARIA128, ARIA256, ARIA ADH

TLS 7un SIP 212y nOxkn v nin'x 7yon

NINNN OW DX NARYT 70 19700 177 . TLS-2 wnnwn ANKX OX [1970 172 1N22IN (1970 NNLVAX 7'Y907 TNNWONA
.NLAINN N12'NN DR Y1277 ' T

DWN NN 71727 712' 19700 .NWN NINT DX 21727 T2 NINAN DY IR kY7 210 19700 ,TLS 7N niyynxa
Ynwnn NIXAN 2AWNNY 0'RNN 'PINN 11YW'RA NIRNN 0w X .(CN) qnivnn xwinn owi (SAN) xwinn 7 'o17nn
w1 TLS hia'nin ,|'a17n'? .00an TLS Y2 ,Mwn oy NMIWPN DI'7Y?

:D'RAN DY™A 1Y NOXRNN DY DX NNKRN T'NN ||9“mn

LDAP -
(LDAP (StartTLS «
XMPP
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NN NIY' NNVAX 7V INNI XYUN 1Y NiRY-DIT XN 7U90 .

HTTPS niyxnxa minn aNTY ¢

HTTPS niyxnxa XSI »

HTTPS niyxnxa yalg nTin ¢

TR-069 «
NIXRNAN DY NIN'K QIRY' IR 7'VO'W D 170 DR 1 TAN? ) NNwWONA , TLS nivynxa SIP nyTin 1'avn 1970 17 "WUXD
.(Ext (n n"0'v>2 TLS oW nin'x nTwn Dy

1'7"nNnY 19Y%

.98 9T ,]1970N 7W VINLVI'RN PYNNYT YA DR I970N 71N 7Y VINVI'RN QT IR WA *

.TLS -7 SIP mnayn nx mn, (Ext (n naw?a «

2an

(Ext(n<'mpxay 1w

IR QI7Y7 T2 X% IX NIXN DY NIA'K 7'W9n7 1D |3 -DTLS oW nin' nTUN DX TN ,01wnI Proxy yoj;a - 21w
.NIXNN DY NIN'R

:NN2N NN DTN NATA 'T-2p (cfg.xml) NI¥NN Yala AT 10N19 1 TanY oI N1

<_TLS Name Validate 1 wua="na">Yes</TLS Name Validate 1>

J2 RN 77NNN N2 DTN K7 IR |2 DN DNIMN 0'2YN

oMmua'dD AN yYN? 31w

N'TN 1IY™M NNLVANX 7Y [NNI XYN 1Y NIE7-DIT! Ax¥n 790

[17210 .MWN DY 0T 1IYTN NNVANRT [NNIERYA DIT'Y D (19700 IR 1 TAN7 JNNYONA DTN "awim 7y an'7 ' 1
NXY) N'TNY NNLAKX (112 NN7Y NVI'0 NI RFC 3329-1 0'yajzan 0'0NTIV0N INK 271V NNVIRN

[19700 "2 (N1 Xwnn NN (https:/tools.ietf.org/html/draft-dawes-sipcore-mediasec-parameter-08#ref-2
qIY' NNVAX NNIXYNA N7NN DX 722207 N1 . TLS-1 ,UDP, TCP 'aa-%y SIP 71710n92 wnnwin'? n710' Ny
TLS XN NIM'R MIAYN 71710109 2WWRd NN

7w anna 'y ,N0Nn1o 7 TN 1 L(cfg.xml) 19700 7w NN Yala Dvn1on DX 1TAN7 0N ni
127 72,0 T 1w NNV Y NN RYNY D1N0N19-1 NTNNNN

1'7"nNnY 1949

.98 9T ,]1970N 7Y VINVI'RN PYNNT7 NYWA DR 19700 71N 7W VINVI'RN 9T IR NYA

2o

(Ext(n<'mpm 11hw
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. NN NIV NNVAX 7V NI XWUn'? Df0NI

NWUN7 D'0UN9 YUza YTANY '9) Ta7a TLS 2yn MediaSec-iMediaSec nwpa nx yap ,SIP nnmanyopa 22w
127 972 ,n ™ IwMm NNVAX 7Y NNl

omrwa'd AN YN 31w

N TN NIY'M NNLVAN TV |nnl NwUn'7 p"on1o

SIP ninTan yujpa N TN YN NNVAX 7¢ NN XYN N0NIS 7¢ win'yl N'¥Ion DX 117N AN 7100
X QOIINN TWXR NTINNNAN 12NN NIX 1 TAaN 012 KIN L19700 7w 01101'RN pwnna (Ext (n <'uip niw'? nnn
20N MIXN Y TANY? 1 XML Tz oy (cfg.xml) (19700 7w nnixnn yanp

"N MY NNLIAX 7V [NNI XWUn'? D1one .14a'70

AIR'N A0NO

YN DY N'TAIWTM NNVAKR 7Y [Nl XY 071 19700 OX |'¥N MediaSec nwp
NIXAN NI7IVDNN NNK VX2

:NNAN N'ana nTnnn T L,(XML(cfg.xml 77100 19700 7w nIixnn yaipa ¢

< MediaSec Request 1 wua="na">Yes</MediaSec Request 1>

TN 9D K7 IR |2 2AXN2 AT NTY YTAN ,|IE)'7U|'1 7v 011TVI'NRN Pynnl e

X713 :0 N 0O
NN WM NNVAR 7Y INNAIRYA OTI* (19700 .NIR7 T 2V DIt axn - D »

NN YT NNVAX 7Y NN XY DT NWN DY 'T-9Y DIT a¥n — X7 °
AN T NWNN NNIERYN NIYRAL 7907 710 72K ,|Nnil Xwn 0T71' X7 19700
JINVAIRA NIN'Y

X7 :7Tnn M

.N'TN YN NNVAX 7V NN RYN 7NN 1AW NIN'R NNIAYN 217100019 DX ¥ | 7272 MediaSec Over TLS
TLS 2¥n2 NIN'R MNIAYN 2710N9W KTIL,J2 A¥N7 AT NTY NNTan 1197
NINAN NI7IY9NN NNKR Y¥a

:NNAN NaNa nTnnn T L,(XML(cfg.xml 77100 19700 7w nIixnn yaipa ¢

< MediaSec Over TLS Only 1 wua="na">No</MediaSec Over TLS Only 1>

TN 9D N7 IR |2 2AXN2 AT NTY TAN ,||9'70n 7w 01TVI'NRN Pynnl e

N7||3 :0Nm 0D

1P10ND WK PO DTN WM NNVAN 7Y [NNEXWN 7900 IR DTI' [I9700 - *
.TLS axna XIin NIN'K NNIAyYN

YR X797 0T 1IW™M NNVAR 7Y [Nl KW 79001 OT1* (19700 — N7 *
JDIN'R NIAYN 7171094

X7 :7Tnn nhmMa
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X802.1 nin'x .

X802.1 nin'x

TIRXN 123 010N1O YA LAN-n ann nx nint? 13 (Cisco (CDP 7w 172 71710n92 wnnwn Cisco IP 1970
Cisco IP 1970 .nmipn nnainn nTiay ninn anm 'k CDP .ni71ivon ¥ 7w 'mwn n>x niwnT VLAN
EAPOL niyTin 21'avn? Cisco IP [1970%7 nnainnn n T2y NInN'7 2woxn 0t 112 .EAPOL nayn |namn poon
DM 7Y NXP NI NIN'R? LAN annd 7y9' X7 IP-n 1970w N*0an Navnn [mam .LAN anna X802.1 nnkn?

w17 w19y

[19700 PNINN NMIZNA NAINAN AWNNY Npna .EAPOL 'o1n® 7w Ninann (12211 qona poon Cisco IP 1970
ym'n7 1 mwa IP-n 1970 27 LAN-D ANN 2 0WEn 1, 790 Nwpn 7wd RN 'k LAN-n ann IP-n
X 7'vonn ,00TN TIN2 awnnn nyun ann? EAPOL-Logoff nyTin n72iw IP-n 1970 ,nwan nintwa yiao'n

.DITN TIN2 AWNNN 7Y NIM'RN Y DX N7 LAN-n ann

:X802.1 nin'Na Nd>MANY DAY 190N D'WINT

AWONN NT Wpan .X802.1 wipan 7711 Cisco IP 1970 .nwn7 nwa? nwpan nx ol 19700 :Cisco IP 1970 ¢
Upan N'NdIn notan NMimnn .LAN ann nix'¥*7 IP 011970 7w nimiw'a vi7w? nwa nd>vn 7ninY
w1 nin'R? EAP-TLS-1 EAP-FAST nirnwsxa wnnwn (19700 7w X802.1

[197001 NIN'RN MW 72V :(ANKR "W Ten nin'k N IR) (Cisco Secure Access Control Server (ACS ¢
19700 NX NMNRNY QNIYN TI0 DY TN' DYTAIN NIy

NN7WUN INNYT .DIM'RD NIY 27 19700 12 NIYTINN DR 1ayni NARND 7u19 annn :X802.1 nin LAN ann -«
WY 19700 W IR DNIT IR 22V0 AN ,N97NN0N

.X802.1 7w NIXNN X 1TANYT T2 NIXAN NI7IYON DR Y¥a7 17y

19702 X802.1 ni'X NX 7'YONY 197 D'INXN D'ADIN DR TAN *

NNIX' TA72 T'N* [PNNY Y7 12'971 VLAN ninwn? ontnn 12'R X802.1 |71 :'w'R awnNn? NR'¥' NN *
DX NYAIZ ANNN NIXN .0'MINND NN NIA'RA D'DNIN 010N DANN ,NNT DY .NNYI0N ANN NR'Y'Y?
1970n 7w Aawnnn NX'YY AWNN 12N7 ) NNYWOXA

72N712WNNN NR'Y' NIR 7'W9N7 ININWOXRA ,0' 2NN D'MINND NIN'R JAIMY 2NN YNNYN NNK DX ;D *
'917'n NX 1017 'O EAPOEAPOL-Logoff *oj7n9a nin Cisco IP 1970 ,n7 Mj7na .awnn 1'7x
DAINNN AWNN7 annn 12 NNk

AUNNN NRY' IR N'AWNT 1720 0K NNIRA X802.1 MaNIN 0NN DY'WINI NN 11K ANNN DX X7
NN DNT ANNAN ,'Y'R AYNN NY7X 9IX7 NOIN PN INKYTIIT R 702N X7 DX .7u91In X802.1 W1WKD
JYUIRD 2AWNNYI 19707 TR WD DY

2V 002NN IT TN ' Tan? 17y ,VLAN [awna nizi7 12'k X802.1 |j7nw [11'dn :Voice VLAN nTan »
ANNN N>'AN

Voice-2 yNNWN? 1'wnin? INNYOXKA ,0'NINN 12NN NIN'RA JNINN ANN1 WANYN NNK DX 7y ¢
.VLAN

NR'Y' DX NIXPNn7 7171 Voice VLAN DX 702 ,0'0INN N2NA DMK NIN 1'K ANNND DX :Navin »
.nipnn VLAN-Y
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. X802.1 nm'x 7von

X802.1 nin'x 7yon

NY2 wpa7? 1 X802.1 Nnin'Xa wnnwn (19700 ,7v91n X802.1 nim'X 2w 19702 X802.1 nin'X 7'von7 |n1
a'¥n7 Qo N .nwanil VLAN 98 nwa widY? * 1D CDP-2 wnnwn [19700 ,'12 X802.1 Nin'k WYUK .nw17?
19701 JO0N VBN NZOYN 2¥N NN

2o

:X802.1 nim'k N7yon7 NINAN NITIVOSNN NNXR VX 12w

J2 2¥n7 X802.1 nm'X 7¥9n NTY NX 1TaN1 NdWN < 717 NINWONA N2 ,|1970N 7¢ VINVI'RN PYNN] *
.D"'wR D NX NYY 7Y YN TN

:NNAN N"2N2 Nrnnn [T, (cfg.xml) nAixnn yapa ¢

<Enable 802.1X Authentication ua="rw">Yes</Enable 802.1X Authentication>

NTY DX 9700, o0 nK7 .X802.1 nim'x < Ethernet mixn < nw1 nixn <EB omiwn vy Yn'7,[197021 «
N7 2y yn71 an2a [¥n7 N11va 2u91n2¥n'7 2'won nin'x

:0'NAN 0'019N NIX A'¥NY7 "TI AFOY ax¥n N (7a'voIN) 21w
nIn% 7100 a¥nn .x802.1 NIN'X 2¥N NAXN : AFOY axn *
JUXANA NIN'RD '790NY ¥ NINX e
JININN [1970NY ["¥N NNINA *

19702 NawIn x802.1 NM'R ' YN :nawvin ¢

.EAP-TLS Ix EAP-FAST ni'n%7 713 21710090 .x802.1 nin'k? nwnwnin EAP nu'w naxn 717101n0 «

.0MONNN NRY? O ATh 7w yn? 31w

Proxy naw 2 T1an

[19700 |2 NNIND V19 proxy NIY .NNVAXRN NX 19YW7 1D proxy NNYIA UNNWNY? 19700 NK 1 Tan7 710 NNX
.20 NOPNN 119N 19700 7V AW proxy-n NIW 0T VIIVI'RT? 1ANNN 19700 ,NN7XIN NITAN INKT .LINVI'RY

NINN OW) NIRAN NYN 7U DT NYAR IR 'ONIVIR NIXND U970 WIN'Y 'T' 7Y proxy NNW 1 Tan? 712! NN
Jproxy-n N 7w axexal (IP namo X

NI770 nexp7oxn HTTP 71ipionoa o'wnnwnin omiw'n 23 72v n7n HTTP 9w proxy-n N1dN ,NOTAN TUKRD
:D'NAN DTN DX

(n7von TIZ no1dN) GDS
EDOS 'won nyon ¢
(GDS-1 EDOS 11T) Webex Cloud-7 no'd

AYU'R NIN'K
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HTTP 'op21n® ninTan 112y Dvn® .

nxpn
NNYIZ ANTY *
[1970 2¥n NIT *
PRT nx7un ¢
XSI'mn'wy

Webex 'minN'w ¢

1'7"nnnw 19Y%
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<Ring5
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ua="na">n=Chime;w=file://Chime.raw;c=1</Ringl2>
<Silent Ring Duration
<ua="na">60</Silent Ring Duration
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.(MN1?wn 1900 XN [n] WwRd) [Ext [n <'np na
]2 2x¥n%? Broadsoft nin'x 7w9n 10NI90 DX TN ,AN'Y NN NNTAN VU2

N'2NI NTNNNA NITH " T'-7y (cfg.xml) (19700 NMIXN 7w XML yalpa N7 0n19 7¢ MI¥NN DX VIARY7 JNNYWOXA
AT
<Enable Broadsoft Hoteling 1 ua="na">Yes</Enable Broadsoft Hoteling 1>

X712 NI'NWOK

X7 :77Tnn N0

.NM'X "IN DI'0Y% AT L'I9NA NNIND (19707 01217 713! WNNWN 1AW (NINYA) |ATA NIND NX VA

NN NTNNN NIt -7y (cfg.xml) 19700 nixn 7w XML yalpa Nt 10019 7w 0IXNN DX YIAR7 INNYOXA
i
<Hoteling Subscription Expires 1 ua="na">3600</Hoteling Subscription Expires 1>

86400 Ty 10-n 07w 190N :0"'7IN DDV

3600 :7Tnn N1
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NNIZA .NIIRND 7W '9170 1'WDND 79101 [1970N .NIRNN AWNNYT 111YN NNIRND TWKRD D'YINA NIX DAYIN Y'YON
.NMIX7 NI01D1 NIN'W 7V DA Y'INN NIIRD 7W 7'V 1'WONN .2 DA DN NIIRD 7W 7'Vl 1'wOnnn nn'wn

.BroadSoft TIv'n Nk ,q01 yT'NnY7

oX .LDAP n'M90 7¢ wnnwnn NIY'R NIX |IN0N2 [ONKRY? 712! 19700 ,]19702 17910 NIDNN TWKD 50111
N'MD0Y7 NYA 72177 T N0'5N NMIITYND NN qIPY7 710" NIIXD UNNYN ,UNNYNn NIY'R DR 701 [Inonn
NI VYINN YIN'YN DN NYYIY DNIYIRD IR 1'0N (19700 .wnnwn MWK 50 TV [onxY? 710" Inunn .LDAP
Mmonn 7712 17217 yan TR

1'7"nNnY 1949
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N'2NA NTNNA NIt "T-7V (cfg.xml) 19700 NIxN 7w XML yalpa 0710119 79 nIXNN DR VIR JNNYONA
il
<Enable Broadsoft Hoteling 1 ua="na">Yes</Enable Broadsoft Hoteling 1>

X171 D NI'NYON

X7 :97Thn N

oMmua'dD AN yyn? 31w

19702 AN NITM NY9n

JIUN NNINA 17wn DY (19707 012'07 710' wnnwn 75 ,19702 n'2yoim (EM) nni?wn DT nidnn Twxd
1901 NX NIXT7 0'715' DN ,0'010] D'YNNWNNY INXK7 .DNXK D'YNNYN DY 19700 DX QN7 N1 ,0T NN
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.98 9T ,]1970N 7Y VINVI'RN PYNANT7 DY DR 19700 71N 27U VINVI'RN 9T IR NWA

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"



| CiscoIP 1970 mixn mman

2o

J19"70 <'njp N2
2-2 EM nyon Nk 1Tan ,ani7v nimn yopa

NN NTNNN NIt -2y (efg.xml) 19700 nixn 7w XML yalpa Nt 10019 7w 0IIXNN DR VIAR7 INNYOXA
il

<EM_Enable/>P<"EM Enable ua="na>
X712 :NI'NYONR

X7 :77Thn N

.(m)anmv nyona 19707 1 ANNNYT 712" YNNWNN 1AW (NIPTR) [ATN (YN DX TN

N'2ANA NTNNA NIt "T-72V (cfg.xml) 19700 NIxN 7w XML yalpa N7 10n19 79 nIXNN DR VIRY7 JNNYONA
T

< Session Timer m ua="na">480</Session Timer m>

480 :7Tnn N1

.0"1'Un "D NX 1Y 7y ynY

Ynnun nno'o n1Tan .
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2o

.ndyn < 71p "N
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..0Old Password nTwa n'ndin wnnwnn NNo'o NX [T

.7 NTYUN IR IRWN ,NN0'0 17 |'N DX

..New Password nTwa nwTh Nno'o |Th

.n7¥ v yn?
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. NI'Ya NINIT Y23 i TN

-—1>
<User Password ua="rw">**¥kkkkdiiii*/Jser Password>
P

NI NINIT "D " TN

Y2 7Y DT 750 NIVYANA N'YYA NINET )7 D'N7IY D'YNNWn

T NN 7V NIFT Y700 DIYNIN 01F DR 0AIT 770 072 00 ,n'va NN I Cisco TAC ny Taly nnNX DX
.N'YaN [NNo2a y'oY

AIXR'MIN'YIN NYNINN DNAY QYWY YIRNN DX 17901 1I'van DT 0% Iwar p'wnnwn ,nwa NIT P'D]ﬁ'? )
ATV 2D Ty NNTaNN 2'Yan NIT XK TN U .avan

1'7"nNnw 194

.98 9T2,|1970N 7Y VINVI'RN PYNNYT DY DR L[1D700 7101 7W VINVI'RN QT 7R DY

2o

Awwdn 7w niwn anrr < Debug Info<Infoana 1a%w
NTINY AWAN NIT Y2 2V YR7 A2 DINTITKY 212%Y
'YAN NI 7 wia ARt I yalpn DX NNSIENMIEnn NYM Yalgn nIkmy. 31w

D'WA NIT 7D NIXN NOTAN

1970Nn N71I¥ wnnwnnw n'van NINT DX 72177 12 AR7un7 09170 YAl DY DY wnnwn'? 7'y

funni nyTIn INNN 0730 D'wnnwn N'rin PRT nxwaY% url namd ntwa nrixw URL-nnamd ox ¢
.NYAN NIT DX NN7¥NA IN7Y DNY IR (19700 78 wynnwnn

NYTIN IRONN 0721 D'yNnwn N'in X7 url namd 79n Ix Y PRT nxya? url mamd ntwn ox »
.N7W1 D2ININ NX2YNY N1'¥NN 19700 7w wnnwnn punna

010N9n HTTP 0910 nooian nxX7win'7 omiTonon1o oy HTTP/HTTPS aion POST |1121n2 wnnwn 19700
:(MIME %¥ D'?7n nann TITpa win'y) nX7vna 0717 0'kan

("SEP001122334455" :nnarT17) Devicename *
("FCH12345ABC" :nnaIT?) X7Serial ¢

2V naIXnNA oW .ANI7YN 7Y unnunn Nt IX DINNN 7Y QAIXNN DY XID WNANYnn nw) Username *
(.wnn" Unnunn anm X ,7'" N7 NTY DX .NMIYKY NINYOKXD 71N1] nINNn

(" probrep -20141021-162840.tar.gz" :nnaiT?) prt_file «

.PRT yalzn ow nx 1071 0M'ion 0NN 'onivix [9182 PRT 1ix'7 |nn
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,20N19 2 TN ' (XML (cfg.xml Tz NIyXNxA 19700 7 NNIXNN Y2AI72 D090 DR 1TANY 011 N1
171 9T ,nrrva nim 25 MIXN NNTAN7 DTS N7202 NTNNNN 1'ANNA 'Y

NX7YN7 V9PON YaI? 1AV NN NP90N NA'R Cisco . TA72 |1'VY7 79100 NT VD0 .|'7N7 AXIN NNAIT? VOO
NP7 9w nva jpnimn

php?>

// NOTE: you may need to edit your php.ini file to allow larger

// size file uploads to work.

// Modify the setting for upload max filesize
// I used: upload max filesize = 20M

// Retrieve the name of the uploaded file
$filename = basename ($ FILES['prt file']['name']);

// Get rid of quotes around the device name, serial number and username if they exist
Sdevicename = $ POST['devicename'];

$devicename = trim(Sdevicename, "'\"");

$serialno = $ POST['serialno'];
$serialno = trim($serialno, "'\"");

Susername = $ POST['username'];
Susername = trim(Susername, "'\"");

// where to put the file
S$fullfilename = "/var/prtuploads/".$filename;

// If the file upload is unsuccessful, return a 500 error and
// inform the user to try again

if (!move uploaded file($ FILES['prt file']['tmp name'], $fullfilename)) {
header ("HTTP/1.0 500 Internal Server Error");

;" die ("Error: You must select a file to upload

{

<?

17'nNnv 194y

.98 9T12,[1970N 7W V1VI'RN PYNNT YA DR L|19700 71N 7¥ VIVI'RD 9T 7R Y2

2nn
DRYPD < N2

171 912, nrva nim 175 MIXN NITANY DONID N7202 ININMND NITYN DX VAR, NYa DT "3 o
.D"'wR ' NN MY 7Y yn'h

D' NIT 7D MIXN DYTaN .
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. NI'Y2A NIT ™7 NIXN NNTAaA? DMONS

NI'YYa NIT ™D MIXN ATan7 D'Mon1o

15 YUPA NI NIT MIXA NNTAN 101190 NNTAN 7D MUNI9 YW W'Yl A'¥RIoN NIN N Tan NXan naon
YW A1ANNN DX 1TAN 9002 NIN LJID70N 7W DINLI'NN PYNNA DAXYN NRYPN < 717 N1IY70 NNN A N
0N19 TN 1 (XML (cfg.xml Tiz NIy¥Axa 19700 7¢ NIIXNN YaIR? N90INNY NTNNNN

NIV NIT ™ NIXN NTan? 0fone 23270

AIXR'N A0N1O

.PRT nx7yn7 script-n y2Ij?'7 2'M1n DX |'x¥n PRT nx7vn 775

AxI* X7 19700 ,0'7" PRT Upload Rule-1 PRT Max Timer NITwn ox
[DINQ NN NIX YXIN WUNNWNN DX K'7X 'ONIVIN [9IX] N'YAN NINIT NN
T

NINAN NI7IY9NN NNK V¥

NN NN T L,(XML(cfg.xml 77150 19700 7w nixnn yal «
flah)

PRT Upload Rule >
<ua="na">https://proxy.example.com/prt upload.php</PRT Upload Rule

NN 2NN DX TN LJI9700 7w LINLVI'RN QT *
https://proxy.example.com/prt upload.php

IN

http://proxy.example.com/prt_upload.php

7 :7Thn 1M

7nMmn NwY PRT anrr nX7yn? nwnwnin n0'wn DX Yaip PRT nx7yn now
:NINAN NI7IY9NN NNK V¥

n1ana NN TN L,(XML(cfg.xml 77150 19700 7w nixnn yal «
lah)

<PRT Upload Method ua="na">POST</PRT Upload Method>
PUT Ix POST nu'w nNwoXa 1N L|19700 7w DINVI'RN QT »
.ZNNNN MYY DN i nxnk?
PUT -1 POST :n"pin 0Dy

POST :771nnn nnMa
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NI'Y2A NIT ™7 NIXN NTan? DMVNS .

AIXR'N

A0NO

JUNIVIN [DINA N'VA NIT AN 2'NNn 19700 (NIT) NINNR DTN VAR

AxI* X7 19700 ,0'7" PRT Upload Rule-1 PRT Max Timer niTwn oX
[9INQ NN NIN Y¥IN UNNWNN DX K7X '0NI0IN [91N] N'YAN NINIT NN
T

:NINAN NI7IVONN NNK V¥

nana NN T L,(XML(cfg.xml 77150 19700 7w naixnn yalp «
:NN2N

<PRT Max Timer ua="na">30</PRT Max Timer>
JIPTA NINNAN YN DX TN L[19700 70 01NVI'RN 9T *
NIET 1440 TV NIpT 15 710 0DV NIV

7 :Thn 1M

PRT nm'opn |mmn

¥ PRT yaig? ow arman
NINAN NI7IY9NN NNK VX2

nmanantnnn [ ,(XML(cfg.xml 72150 19700 7w nixnn yapa ¢
b

<PRT Name ua="na">prt-stringl-$MACRO</PRT Name>
N'IAN] DYA DX [T
prt-stringl-$MACRO

:N'12N2 DWN DX [T L,[19700 7w LINVI'RN QT *

prt-stringl-$MACRO

7T M

PRT nw

.PRT nx7yn 795 2¥na URL-n namd 1y HTTP-n nNnid nX |'¥n
. HTTP PRT manin 77 71wn 20n1on 1

HTTP nwpaa 02175 HTTP nanid ,0M0n1on Y DNTAN UKD N
NINAN NI7IY9NN NNK VX2

nmanantnnn |1, (XML(cfg.xml 772150 19700 7w nixnn yapa ¢
atah!

PRT_HTTP Header >
<ua="na">x-cisco-spark-canary-opts</PRT HTTP Header

:n12n2 HTTP-n nONid DX T L19700 7w 01N0IRN T *
x-cisco-spark-canary-opts
(=) Qi () pnnn 9 La-z, A-Z, 0-9 10 0D NHO

7T M

HTTP PRT nanid

anir nnixni (1)11.3 artan 2y Multiplatform 11970 8832 nan Cisco IP a1 1970 2101 9" .



Cisco IP io70 mixn mTan |

. nmv-Tam |jin't

AIXR'N A0NO

.N'1xw HTTP nanid 7w wn nman HTTP PRT nnip 1w

. HTTP PRT mannY 71wn 10n1on 1y

HTTP nwpaa 02175 HTTP nanid ,0M0n1on W 01N UKD N
NINAN NI7IY9NN NNKR Y¥a

n1ana nrnnn T L,(XML(cfg.xml 27100 19700 7w nixnn yala «
;NN

PRT_HTTP_ Header Value >
<ua="na">always</PRT_HTTP_Header Value

:N'12N2 WA NN TN L|1I9700 7w 010N qTa

always

,(;) '09-nTI7 ,(,) 7'09 () IMNN 971 ,a-z, A-Z, 0-9 :'7in 0>V NIY
(-) Qpni (=) v

SN N DAY 200 1R IURIN NN L) IMNNN 9nn oyn? nwn

7 7 Thn M

nmMyu-TaIN |IN'T

,0'9011 0'VI9 N7 .01I970 7w NXIAPT |IN'T YXAT D712 D'UNNYAY 1D NNWA [IR'T NXIAP ' TAN? JNNWONA
Jwn TIvma |ty

NT-2AIT'Y [IN'T NIXDT "MTAn

0119700 757 MW7 71>' [IN'TN .01I9707 [IN'T YXAY D'WUNNWUNYT AWOKRYT "TO NIT'W NXIARYT [IN'T DK ' Tan7 N1
TV 0 Apnn T L.AXRE7 ITY T awim DItz 710 n¥Inpa (1970 75 .NWA AN DRI970 NXIRET7 IX
N'TN NXIAP7 NITRN7 NTAIN YUK DRI970N

7N 011970 7Y .90N1 NXIART7 T DR'Y' W IN'T DX 727 T nixiap 10 V7 1970 9oin? Jninwsxa
NXAPT ATY D001 AR'YYY L AXARY? AT 79 TP NaNd nNIR? oW (In'T NXnap

Unnvnn alvn 't 2'won7 wi yo |ID'7L'J AYNKD .NN'IoON NXIQj71n 0121 [IN'T 21AY NID'TYN NKX I TANY N1
Awon ynwin a'nna |M'Tn DX yniv

NIY1 X2 [IN'TN,0"N0N 7'W90N [IN'TNY INXY .117111N2 1 T02 0'2Y] 0N ,DANIN [IN'T "AYIN D'WNINN TWUKRD
.0121 |In'T 751 n'2ynn 19700 ,(DND) y119n7 X7 X1 2¥n 7u9In TWUKD 'UNIVIX |91

LTI YN X7 OR .G729-1 G711a, G711u, G722 DN DANIN ZTIRN 2D L[N T2V w2 2T X7 [N
S77nn n1Mad G711u-a wnne! it

;220019 22 TN 1 (XML (cfg.xml Tz NIyXNxR2A 19700 7 NNIXNN Y2AI72 DN0VNI9N DR 1TANY 0N N1
174 912 ,nann jIn'T NXIAP 1Ay 0NVNI9-2 NTNNAN W ann 'Y
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.98 9T12,[1970N 7W VIVI'RN PYNNT NYWA DR .[1970N 71N 7¢ VNVIRD 9T IR DY *

2an

Jioo <'upana 11ahw

NN IN'T N¥AR Y DVND yop k1Y 21

174 912 ,nann [In'T XA 112y DN0UNI9-2 Y1TAIND NXARYT AT'WA N97NnY script '¥ap [tTh - 3ahw
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n2inn |[IN'T NXiQp My 00N

unna 1970 < '71Ipnaiva NN [IN'T NXIAR DNV 7Y WIM'WNI NYRAI9N NIX N1YTAN IXAN N7200
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. n2Nn |[IN'T DX 21y 0" oNS

Nann IN'T N¥IP Y 0N .24 a0

AIR'N nnn

NN [IN'T V970
1
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nnn [IN'T NXNe MY 0"un1o .

AIXR'N

nnn

INNYONRL .AXIAPYT ATY 12T DATYINITRAYT (19700 7¢ DIIXNN NyAR? nTnnn T
:NINQN N'ANA UOIPON N TN .|IN'T NixIR 10 TV7 1970 9roinY

Pggrp=<multicast-address>:<port>;<name=group name>;<num=multicast number>;
;<<listen=boolean value>;<pri=priority level>;<codec=codec name

:NNAIT? VOO
;Pggrp=224.168.168.168:34560; name=GroupA; num=500; listen=yes;pri=1;codec=g71lla

NAIMD DX [TN—(AR'YY) ARY' (NXAPT7 WT'Y NAMD) AXAR? NTY 7w [P namd -«
"TINY NIFNY7 27N AR'N'D 190N L[IN'TN NNWA NYIXY AR AXEART? WTY7 [P-n
.65534-1 1000 N2 1T 19001 NXIR 73 1y

IN2Y 01197010 72 112V RN AXAR? WT'Y 9 [P NN NNIX IR NNTANY XTI
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M7 7277 NNWOK 'K 0119707 ,NINK .|IN'TN NNy

DX NINT? 7 Y"0Nn DYN .|IN'TA NXIAPZ7 DY [T, N"21'¥9IR-(name) |IN'T NXIAP DY ©
2NN [IA'T NIXIAR 17 W IWKRD 121NN (19700 7170 DA [m'th nxXnp

AIT'Y 79 IN'T7 NITRNYT [19700 112V 190NN NIX |'Y—(num) NXIAP7 T 190N ©

NXIAP7 T'Y 90N INIX DR NIXPN7 U AXAPR7ITY 79 10T awim Diri nxing?

T2 170 112V NY'IXY AI'NN NYDINT7 NIRYN7 19000 7V .NXIApn N2 0119700 757
DXAPYNTY DITY

2¥N] DT 0NID VTAN LIT AXAPA [IN'T? 'TRNA 19700 DX |"¥—(listen) NITRN 2¥N *
NT 0N 170N 7K IXR N7 2¥N7 YTANL'017NYT T PTRNY (19707 DNA7 TTD)D
.09"0oN yalja

X7 IN DI9TTYN NN ['¥N X7 DX 1970 DN'WI[IN'T |2 DIDYTY |'Y—(pri) NID'TY *
NIDTYN NN YIIX .1 NIDTYA Unny' (19700 ,0970N YaIPa NT 10N 2170N
N
[IN'T ,N7'VD NN'WA X¥N1 [1I970N0 TWUKD .[1I970 NN'W 20 19Ty 7apn 't : 0 «
.IM'TN DI'0 INK7 NYTNNN NN'WN .NINAN 2¥NY7 N7'WoN NN 1'ayn 010)

7W 217"y yniv ynnwnn ,n7'vd NN'YWI N0 [IN'T 727 19700 TWUKRD (1 «
NNWLINTN

[IM'TN.2'WO 1772 0101 [IN'T N2 NYA [IN'TN 2'9% DY DRONN 7apn wnnwnn @2 »
JIN'NoN IN NINNN 2¥N7 NNV N7'Y9N NN'WN DX X7X N1Y1 N'R 01010

NXN1 [19700 TWKRD ;)2 72V NRNN 721 X71,01010 (In'Tn D7YNn 19700 : 3 ¢
.N7'wo nnwa

AWTY Y DT TV WIN'W7 ynwun 2T DR UYL 1'017N'—(codec) ynw I ¢
NN |"¥N X7 DR .G729-1 G711a, G711u, G722 DN D'DNNIN 27170 2D .AXIapY
. G711u pTiza wnnw! 19700 ,09M01 PTIRN VN9 DX 770N K7 IR PTIEN

NINAN NI7IYSNN NNR Y¥a
:NINAN N'aNa nTnnn T ,(XML(cfg.xml 77100 19700 7w nIixnn yaipa ¢
Group 1 Paging Script >

ua="na">pggrp=224.168.168.168:34560; name=Group 1;
<num=800; listen=yes;pri=1;codec=g722</Group 1 Paging Script
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(XML (cfg.xml TIjz niyxnx1 [19700 79 NIIXNN Y212 D0N190 IR 1TaNY 90112 N1

1'7"nnnw 19Y%

.98 9T12,[1970N 7W V1NVI'RN PYNN7 NYW!A DR L[1970N 71N 7¢ VIVI'RD 9T 78 Y2

2an

.User <Woicenna 12w
JMT7 TONIVIN NIYN VNS TIAY P NNYON] TN ,D'N™MYN D'NN'Y Yo7 21%

NN NTNNA NIt 'T-7V (cfg.xml) (19700 NIXN 7w XML yalpa 01019 79 nIXNN DR VIR JNNYONA
AT
<Auto Answer Page ua="na">Yes</Auto Answer Page>

X712 NI'NWOK

[2 :77TNn N2

nmywa'd AN YN 31w

TR-069 ny 011970 7101

nX 1on TR-069 .011970 71017 (TR-069) 069 11500 N"ITA DTN D2PNA1 0Y7IZI0N9] wnNwn? N1
1T T M2 ni10M9a (CPE) INK NIR7-ONRA Mizn TPkl DRI9700 72 7w 71017 ntixnin nn1isu'7on
.D'¥AL 19700 12102 N'I7N NA'R NNNIDVY7ON

;220119 72 1 Tan7 1 (XML (efg.xml Tiiz NIv¥nxa 19700 7w NIIXNN Yalj72 D10N190 NIX 1 TaNY7 90 N1
.179 912 ,TR-069 N1I¥xNn? 0'10N19 N7202 NTINNAN AN 'Y

.(ACS) n'onivix mixn M CPE 2 niwpnn nx 790on SOAP/HTTP, TR-069 ooian 211'-1T 71j10n9

,455 912 ,TR-069 "0n1o nxiwin nX1 , TR-069-2 pNio'w 112y

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"



| CiscoIP 1970 mixn mman

1'7"nNnw 194

.98 9T2,|1970N 7Y VINVI'RN PYNNYT DY DR L[1ID700 7101 7W VINVI'RN QT 7R YA

2o

.TR-069 <'nj "na
.179 912, TR-069 NI¥N'7 D'10NI9 N7202 INRINND NITYN DX TN
.0"1'Un 'D NX N1w 7y YNy

TR-069 o1vvo naxn .

129w
214w
3aw

TR-069 o1vVO Naxn

19'70n 7w VINVI'RN PYNNA TR-069 VNS OIVVO NX A'¥N7 ININWONXL ,WNNWN 19702 TR-069 NIWOX NV

;220119 72 3 Tan7 71 (XML (efg.xml Tiz NIy¥nxa 19700 79 NIIXNN Yalj72 D0NI190 IR 1FTANYT 90N N1
.179 912 ,TR-069 N1I¥xNn? 0'"10N19 N72021 NTNNAN Y ANN 'Y

1'7"nNnw 19Y%

.98 9T2,]1970N W VINVI'RN PYNNT DY DX L[19700 71N 7U VINVI'RN 9T 78 DY

2o

.Tr-069 o1vLO < 01VVO < yT'NIN]

.179 912 ,TR-069 Nn1ixn? 010N n'7202 TR-069 MUN1D 01VVO NX NIXTT7 TNNWOXA
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. TR-069 mixn'? p"vN®

TR-069 nixn'7 np'avnO

nnn ACD nNTan yupa 11970 TN 210 NNTANT DNLNID 7 WIN'WNI N'¥21190 IR NNYTAaN IXAN n7200
YaIi77 N20INNY NTNNAN 7¢ 1" ANNN NIX 17N 90112 KIN 19700 7w u1nv1RN Pwnna (Ext(n nvo'od
0N 1 TANY? 1 (XML(cfg.xml Tij niyx¥nxa (19700 7w 21NN

TR-069 nnixn? nrvn1o .25 0720

AIXR'N A0N1O

.TR-069 n'¥j22190 NX NIN‘AYN IX NI7'YoNN NNTan TR-069 n7yon
NINAN NI7IY9NN NNR Y¥a

nmanantnnn i, (XML(cfg.xml 772150 19700 7w nixnn yapa ¢
b

<Enable TR-069/>K%<"Enable TR-069 ua="na>

T3 N'7 N2 IT NN 7'WON7 ' 2 N2 ,|1970N 7w VINVI'RN QT *
.AN2vNY

X7 |2 :0"j7In 0D

X7 :7Tnn N

20n19 .CPE WAN 7101 71710n91 win'y nwiyn ACS-n 7w URL naimd URL ACS naimd
nn HTTPS ix HTTP 7w n'pin URL namd niixa nirn7an nt
AWUNI ACS -n 1wk nin'R'? CPE-n Nk wnwn it URL namd 7w naxnn
.TLS-2 Ix SSL-2 wnnwn XIn

:NIN2AN NI71VONN NNK Y¥a

n1ana nrnnn |t L,(XML(cfg.xml 27100 19700 7w nixnn yala ¢
:NN2N

<ACS_URL ua="na">https://acs.url.com</ACS_URL>
IX HTTP 7w n'izin URL namo |tn ,19700 7w 010K 9T »
.ACS 7w HTTPS

7 7 Thn M

2110M91 wnnwn ACS ©wxd ACS -7 CPE -0 NX nknn wnnwn oY ACS vnnun ov
7¥ HTTP-0012an Nin'R? 71 wnwn nt wnnwn ow .CPE WAN 71n1an
.CPE -n

:NIXAN NI7IVONN NNX y¥a

n1ana nrnnn T L,(XML(cfg.xml 27100 19700 7w nixnn yal ¢
lah)

<ACS</ACS_Username WnNWn DWU<"ACS Username ua="na>

NIN'R NIV '7IN YNNYN OY [T L[19700 7w 0101'RN QT *
.CPE -n 7w HTTPS-00I1an

admin :7Tnn N1
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AIXR'N

A0NO

NIN'RY? P NYNWN IT NNO'0 .0'Ion wnnwn 111y ACS-7 nwa? nno'o
.CPE -n 7w HTTP-001an

NINAN NI7IVONN NNK V¥

nana nrnnn [t L,(XML(cfg.xml 77100 19700 7w naixnn yalpa »
:NN2N

</"ACS_Password ua="na>

NIN'R NIV NZIN NNO'O TN L[1I970N 7W LINVI'RN 9T *
.CPE -n 7w HTTPS-001an

7 :Thn 1M

ACS nno'o

.T272 ARNP7 DTV INT .Nwd win'wa kxmvw ACS 7¢ URL namd

vin'ya URL ACS namd

NX NO9INY ACS 7w URL-N N2IMD DR A'¥NN TA71 nRP27 N INT
.CPE -7 2'nn nwjn

112'n nwpa? URL namd

.CPE -7 72'nn nwja nX y¥anw ACS -0 X NNXNY UYnnwn oY
NINAN NI7IY9NN NNKR Y¥a

n1ana nrnnn T L,(XML(cfg.xml 27100 19700 7w n1ixnn yala «
hah)

</"Connection Request Password ua="na>

ACS-n IR NNXNY '7IN WnNwn 0W TN ,[19700 7¢ D1N0IRN O T *

q1a'n ]'IVJPJ'7 Unnun nv

.CPE -7 22'n nwjza y¥anw ACS Nin'X7? NYnwnin nno'o
NINAN NI7IY9NN NNKR V¥

n1ana nrnnn T L,(XML(cfg.xml 27100 19700 7w nixnn yal ¢
‘NN

</"Connection Request Password ua="na>

ACS-0 NN NNNNAN N'PIN NNO0'0 [T L1900 7 VINVI'RN qTa *

7 :Thn 1M

112'N Y Nno'o

AWKD ACS-7 ninannn? CPE nnirot |2 ninnn 7w NiMwa qwn
.22 MTAM M9IEN YT N72YON NNYORN

:NIXAN NI7IVONN NNX y¥a

n1ana nrnnn T L,(XML(cfg.xml 27100 19700 7w nixnn yalpa «
lah)

Periodic Inform Interval>

<ua="na">20</Periodic_ Inform Interval

IR 'PIN AT N [T, [19700 7w LINVI'RN 9T *

20 :2Thn nMa

'MOIPN VTN T NINN
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. TR-069 mixn'? p"vN®

AIXR'N A0NO

.CPE 7W2'n NIYa NN NINYAYA IX NI7'YONN NNTan Periodic Inform Enable
NINAN NI7IY9NN NNK VX2

n1ana nrnnn |t L,(XML(cfg.xml 27100 19700 7w nnixnn yala ¢
fahah]

Periodic_Inform Enable>

<Periodic_ Inform Enable/>]p<"ua="na
D> X7 2021 1T NIDN 7'WONYT M1 12 1N2,[1970N 7W 11NVI'RN QT ¢
NNYNY
X7 |]p :0"7in 0D

P :7TNnn NNMa

.TR-069 niyinn7 mir miyn NIN2YN IX NI7'Yonn NNTan TR-069 niarpy
:NINAN NI7IY9NN NNR V¥

nana NN TN L,(XML(cfg.xml 77150 19700 7w nixnn yalpa «
:NN2N

<TR-069 Traceability/>P<"TR-069 Traceability ua="na>
T3 N'7 N2 IT NN 7'WON7 "1 2 N2 ,|1970N 7w VINVI'RN QT *
.NNawn?
N7 |]5 :0"7in 0D

X7 :7Tnn N0

CPE WAN 7101 21710192 NN NINYAwN IX NI7'wsnn nNTan CWMP V 1.2 -a ndmn
X711 ACS -7 yT' niyvTIn N21Y 1'X 19700 ,NawInd 1Taim oxX .((CWMP
ACS -n nnwpnn NIYpa 7am

NINAN NIZIVONN NNX VX

n1ana NN T L,(XML(cfg.xml 27100 19700 7w nixnn yalpa «
;NN

<CWMP V1.2 Support/>P<"CWMP V1.2 Support ua="na>
T2 N7 2N21 1T NN 7'WON7 ' 2 N2 L|1970N 7w VINVI'RN T *
a0y
X7 |]p :0"7In DY

(PRrai Faplah!
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AIXR'N

A0NO

S oprax 1w nnman
NINAN NI7IY9NN NNK VX2

n1ana nrnnn |t L,(XML(cfg.xml 27100 19700 7w nixnn yala ¢
;NN
TR-069 VoiceObject Init>
<TR-069_VoiceObject Init/>pP<"ua="na

D'V AIRN 72 X 7NNN7 71D |2 N2 ,|19700 7w VINVI'RN 9T *
NIXNYY "D X7 N2 IX XD 79 7Thnn D12 Dy oiEn
.0'"NdIN 0N

X7 |]2 :0"7In DY

P :7Thn N

TR-069 VoiceObject Init

.DHCP nnTan 'n1'v'7 nNT1an
:NIXAN NI7IVONN NNX Y¥a

n1ana nrnnn T L,(XML(cfg.xml 27100 19700 7w nixnn yala «
‘NN

TR-069 DHCPOption Init>
<TR-069 DHCPOption Init/>P<"ua="na

-n DHCP nNTan X 7NNXY7 "1 12 71N2,[19700 7w 01N0I'RN QT »
irnd>inn DHCP nnTan X mw? 1 X7 nnwoxa N2 Ik ACS

X7 |]p :0"7in 0D

P :7TNnn nNMa

TR-069 DHCPOption Init

CPE WAN 71710092 nwnnwnn ACS 7w 1121 7w URL-n naimo
HTTP 7w n'izin URL namd nIixa nirn? 2'*n Nt 1un19 .Management
nin'x7 CPE-n nx wnwn it URL namd 7w naknn 77nn HTTPS Ix
.TLS-2 Ix SSL-2 wnnwn Rin ©WwWxd ACS -0 1IW'R

NINAN NIZIVONN NNX VX

n1ana NN T L,(XML(cfg.xml 27100 19700 7w nixnn yalpa «
;NN

BACKUP_ACS URL>
<ua="na">https://acs.url.com</BACKUP_ ACS URL

nunnwnn n'Pin URL namd |t ,)19700 7w 01101'RN 1 »
.CPE WAN 7101 71710192

7 7 Thn M

BACKUP ACS URL

TR-069 nixn'? p"1vN® .
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. NNLAIXN DNI7Y NYTAN

AIXR'N A0NO

wnnwn ACS 2wxd ACS -7 CPE -n NX nnXNY "7 wnnwn Dy ACS wynnwn "2
N7 71 wnwn nt wnnwn ow .CPE WAN 71010 717101092
.CPE -n 7w HTTP-0012n

:NINAN NI71Y9NN NNK Yy

n1ana nrnnn T L,(XML(cfg.xml 27100 19700 7w nixnn yala «
‘NN

<BACKUP_ACS User/>'22 WnnNwn DW<"BACKUP ACS User ua="na>
CPE -n X NNV 'PIN YNNWN O [T ,]19700 7W 01N01'RN QT »
.CPE WAN 471n1n 21710192 wnnwun ACS ©wxd> ACS -7

7 7 Thn M

nYnwn IT Nno'o .0'Ion wnnwn 11y ACS-7 nwa 7ap'7 1 Nno'o 'n"a ACS 'a'anno'o
.CPE -n 7¢ HTTP-001an nmM'N7 N

:NINAN NI7IVONN NNK ¥

nmanantnnn [, (XML(cfg.xml 772150 19700 7w nixnn yalpa ¢
b

</"BACKUP_ACS_Password ua="na>
CPE -0 NX NNNXNN N'7IN NNO'0 TN L[1I970N 7w D1NVI'RN QT *
.CPE WAN 71n1n 71710091 wnnwn ACS Wuxd ACS -7

7T M

DHCP 60, nI'Mysx NIYXNK2 D2 DNIX X207 721N ,7"10 D10Nn190 79 NIXNN DX YAEN X7 DX ORTh]
125-143

NNLAINN ANI7Y NNTAN

5 1 1 . 1 1
2 T8 ,NINLAIXNA NIN'Y 72177 NN TAINM NNI7WN DX .TA72 NINVAIRA NIN'Y N72177 NNIYY TN 7NNWOKA
NVAINND N'NN NYX¥AN DNI7YUNY NNy

(XML (cfg.xml TI7 nIy¥xnx2 (19700 7¢ NII¥NN Y2172 DN0VNI9N DX 1 TANY 9011 N1

1'7"nNnY 19Y%
JI9%70 <717 N0'0D] D'M™YN DNN'Y ITRA (12 -2 1TAIM) 7U91IN NNVAINA AN'Y NN'Y -Y XTI ¢

nrnnn Mt -7 (efg.xml) 19700 Nivn 7w XML yalza nt 10019 7w n1I¥Nn DX YIAE7 JNNWoXa
:IT N"AN2

<Secure Call Serv ua="na">Yes</Secure Call Serv>

VYT DY 'ONIVIX [9IX2 DY IX 19700 7¥ VIVI'RN T2 'VVO 9182 TLS oy SIP NN NX Y MAN7 [N *
i woNn 19700 ,TLS -3 19700 nni?w'? A1am SIP niayn 1un19n oxX .DNS NAPTR -0 niniwna
.MIQYNN NO'W DX 72777 12 DNS nn'7'kw y¥a! 19700 ,'onioixd YTam SIP n1iayn "un1on ox .SRTP
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.98 QT2 ,]1970N 7W VINLVI'RN PYNNYT YA DR I970N 71N 7W VINVI'RN QT IR DY *

2o
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N'2N3 NTNNA NIt "T-7V (cfg.xml) 19700 NIxN 7w XML yaipa 710019 7w nIXNN DR VIARY7 JNNYONA
T

< Secure Call Option 1/>"I'¥9IR<"Secure Call Option 1 wua="na>
'1TORI WA S7XOIN NITNYONR
197010 212V N'NDIIN NNVAINAN NN'YN NNWOKR 7Y TNIY-"7211'XDIX *

.0"NX D1I1970N NINVAIXA X7 NIN'Y N'NT-WAT *

X'n SIP mayn Wwxd 1 RTP Awonn . TLS -7 naTam SIP niayn 2wxd 1 SRTP WwWoRNn-1T197 ©
.UDP/TCP

"1N9IX (7Thn 1M

oMmua'dD AN YN? 31w

AN'YSIP Trans nixn naTan

WIN'W7 NNI7Y '3 9w nixnn NX TN [N LSIP nivTin 1y

D'Ion 71710N9

[19700 *T'-7V 'VNIVIX |9IXA 1N 7171VNON *

NIV Y'A¥N NINIYA 7V 002NN NIAYNN 7171019 DX YAIF 19700 ,N'0NI0IRD N1'NAN NIX TN NNXK TUKRD
JINIYIL NI NNRAN NI9YTYN DY 71710191 wnnwn 19700 .DNS-n nawa (NAPTR) ninwn

(XML (cfg.xml TIj7 NIy¥nx2 (19700 7¢ NII¥NN YA72 D090 X 1 TANY 9011 N1

1'7"nNnw 194

.98 9T2,|1970N 7Y VINVI'RN PYNNYT DY DR L[1ID700 7101 7W VINVI'RN QT 7R NYA

2o

.NAN7Y 900 KInn WK L(Ext(n <'1ppna 11ahw
SIP niyTin 12y Miayn 72171009 n'na? SIP niyn 210N N TN L SIP nnman voia 2%

N1ANA NTNNN NATA ' T-2V (cfg.xml) (19700 Nixn 7w XML yalpa 0t 10n19 7w nIXNn DX VA 7NNYoxa
Hi¢
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. 119'70"7 n-Proxy SIPX niyTia nnron

<_n ua="na">UDP</SIP Transport _n SIP Transport>

.NNI7YN 1901 RINN UKD

'onioixl UDP, TCP, TLS :nirnwox

.DNS-n nMwa NAPTR niniy 7y 002NN ,'0NIVIX |91 O'RNNN 7I7IVIN9N NIX 1INAYT 19707 7WOKRN 'ONIVIR

UDP :%7nn n0Ma

omwa'dARNW YN 31w

[19'707 n-Proxy SIPX7 niyTin nn'on

[19700 ,IT N1IdDN N7Y9N N2 Proxy 11'RKY NIWN N10121 SIP niyTIin 7227 119700 N0 NN N'awn? 7NNWoNa
:nxn 71 SIP niyTin 7apn

proxy server ¢
R¥I' Proxy nw «

917N Proxy Ny ¢
917N RXI' Proxy N

101 NN'Y AYIN N'Y-ITN NN :nNnaT? Proxy N 11'KW Nwnl Proxy nawn IN-Dialog nyTin ¢

(XML (cfg.xml TI7 NIy¥nx2 (19700 7U NII¥NN YAIj72 D090 X 1 TANY 9011 N1

1'7"nNnw 19Y%

.98 9T ,]1970N 7W VINVI'RN PYNNT7 NWA DR 19700 71N 72U VINVI'RN 9T 7R NYA

2o

Jown<7ipana 1ahw

[1'X¥ N1012]1 SIP niyTin 22 nion? *13 pavn? Proxy 13'&w SIP nion 10N19 NX 1Tan ,Ndyn MIXN Yo7 21w
.Proxy [3'Rw N10121 SIP niyTIn Doin 11'X 19700 ,X%7 2¥n2 Wnan oX .IN-dialog nyTin vyn? Proxy

SIP niyTin 1avn? *1 TLS Ix TCP -2 o'wnnwnn 011970 112y X7 2¥n? Proxy 11*kw SIP nion nX TN
/77NN n7M2d nimona TLS ik TCP niyynka nnavinn Proxy [3'Rkw SIP niyTin

N'ANA NTNNA NITH 'T-7V (cfg.xml) 19700 NIXN 7w XML yalpa 01019 79 nIXNn DR VIR JNNYONA
AT
<Auto Answer Page ua="na">Yes</Auto Answer Page>

X712 NI'NWOKX

X7 :77Tnn N

omwa'd AN YN 31w
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NI'LAS NINID MTAN .

NIrod NNND NTAN

.NN'NNN NYINN YNNwNn 7w Nironsn DX N n1rman SIP nyTina wnnwn 7w nirons nanin
7 TNI7Y 22 112y wnnwnn 7¢ NI'v19n DN 7Y DX TN [N

(XML (cfg.xml TIjz nIyxnx1 [19700 79 NIIXNN Y212 D0N190 IR 1 TaNY 90112 N1

1'7"nnnw 19Y%

.98 QT2 ,|1970N YW VINVI'RN FYNNYT DY DX L[1ID9700 71N 7W VINVI'RN 9T 7R YA

2an

AN <71 N2
.n1M'nn N2 SIP nyTIina wnnwn NI'v1 1 Tan? T2 NI'v19 NAND 10N19 DX Yap ,SIP nnman yopa

NN NTNNA NITH 'T-72V (cfg.xml) (19700 NIXN 7w XML yalpa N1 0n19 79 nIXNN DR VIRY7 JNNYONA
AT
< Privacy Header 2 ua="na">header</Privacy Header 2>

NI'NYODRKR

(‘7Tnn nMa) nawvin ¢

AT SIP nyTInY? NIr09 X477 NIKYj7219 W' NI'0YS NN'WY YUpan WNNYnn-x77 ¢

.NTA YT 0NN 2707 [N K7¢ NINNID YOWOY7 71D NI'0ND NN'YY PIRT WNnuna-NIni ¢
.DYINN 112y NIMAIRK 790" NI'0I9N NN'YY YUpan ynnunn-1vin ¢

.01 %Y T2 77 NI'ND NN Wzan wnnwunn-wnnwn ¢

.NIXN oV IX [P-N naInd NX quin 11'RY nntnY q"7nn noVNNY YUpan ynnunn-nnm ¢

navinm :7Thn n1Ma

.D"'wR ' NN N 7Y yn'Y

12w
21w

3aw

P-Early-Media n>'n n7yon

X N'7'on P-Early-Media nnnin .nixxi* nin'y 9w SIP nyTina P-Early-Media nanid nx 21707 oxa viap'? nn
ATIN AI'N 7% ymwn 19700 ,0TI7N N*TAN DT DX NNOIN NYINY [''¥N 01VVON DX .OTIPN N*TAN DT 0IVVO
.NN'UN 112'N7 NINNN DY DNTIZN NN DR 7'von (19700 ,]'01707 .mipn

(XML (cfg.xml TIjz niyxnx1 [19700 7w NIIXNN Y212 DY0N190 NIX 1 TANY7 90112 N1

1'7"nNnY 19Y%
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. D'N'MY |2 NNYIR 9IN'Y N7Y9n

2an

(Ext(n<'mphna 112%w

n7175 P-Early-Media nOnid oxa yviap? ' pnnwor? P-Early-Media nomn nx 1m0 ,SIP nnmnyopa 21%
JRXI nn'w 1y SIP nyTina

NN NTNNA NITH 'T-7V (cfg.xml) 19700 NIXN 7w XML yalpa 11019 79 nIXNN DR VIR JNNYONA
At
< P-Early-Media Support 1 wua="na">No</P-Early-Media Support 1>

X710 D NI'NWOK

X7 :77Tnn NN

omwa'dARNW YN 31w

D'N'MY |'2 DNYIR 9IN'Y N7Y9n

ININN DINR 011970 X1xn7 Cisco IP 19707 2woaxnn nnwiz n¥on 71m xin (PES) Ny 7w nnwip qin'y
wnnwn PFS .n\ant-12 011970 1900 AN TW7 17V IWKRD DROTIVA NNWIR YA QNWYINIYNN Y11 NNTO IN DAT
n"'wdinn 72 ,CPPDP niyxyxnxa .Cisco 7w 1'p 711009 11'nw (Cisco Peer-to-Peer (CPPDP 7w 717100192
IPNNN DINKRD D'¥APN DX IR DNYIPN DX D'7'Nyn DR 3NN, NMY7-Nmy NI DX NIvnn Nyl
ANKY71 N'YON MY DNYIRD NINN DX TIN 0'01 1970 ,NNYIR 'ANTY 2017 *T2 .021M0N 0M'WONT? N'nyn
.TCP mia'n NIy¥nx21 NYnNn NYIQ DNINKR 0119707 NNWIRN DR 1'un PN

:D'MMY 2 NNYIR qIN'Y
MWL MY 2w n'to>In nnon? TFTP nnavna wTia 72an »
NNYIR ANTYA T 91N 017W7 NIXN NIK 7020 ©

.N"INT 12 091NN D1I970 7W 21 19501 TWRD DRANTY 170N2 19700 7w NNAWAN AT DX N'N9N *

\)

TIFY X7 N7w1 MUK .[AT INIXA ANTY7 DA 02NN D1I970 |2 DX K7X 7WI9 11'K N'AY NNYIR QIN'Y » NN
2ANTY NATY NNIXNN DX 7907 712'w xml-7 NNaIT .|19702 WTNN [1N210 DT XKIN,WTNN [IN210 VIR DY

http://10.77.10.141/profile.xml"=Event : resync ;profile™
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<ua="na">https://xsi. iopl .broadworks . net</XSI Host Server

XSI-n MY DX TN L1970 7W V1NVI'RN PYNN] *
umwy

7T M

NIN'R7 n0'1d MIWR N2 . XSI NIN'R 210 NI YaIp XSInim'x aio
nNnXY 1 SIP miwr N2 . XSI nno'ol nnta 0y nwni
[IAWN 7¢ NNO'OI WNNWNN NNTA DIYM DY NN NI

19702 Diwan SIP

J(XML(cfg.xml 77130 19700 7w NN yalpa ¢
:NN2N N'AN2 NTNNA T

XSI Authentication Type ua="na">SIP >
<Credentials</XSI Authentication Type

TIN'NN 210 DX 'Y ,[1970N 7 LINVI'RN PYNN] *
XSInn'w 1y

N01D NIY'RI SIP NIYIR :NI'NYUOX

N0"D NIY'X :7Thn NN
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17 212y BroadWorks XSI an'w ani' 212y none .

AIR'N

A0NO

,NMAIT? ;19700 wnnwn 7 BroadSoft wnnwn nntn
.johndoe@xdp.broadsoft.com

IN NOMD NIYIX NN Nya SIP NIN'R NnTA DX TN
XSI nm'x a10 11y SIP miwx

77y ,SIP miwiRd SIP Nin'R NNt NI NNR TWURD
,NOD7 WnNNwn NNt X77 .010'107 wnnwn nnm |'tn?
NIM90 NN'WI NNN V'9IN K7 Broadsoft Directory
19700 7 WD 'WIR

J(XML(cfg.xml 77100 119700 7w nIxNN YA ¢
NNQN N'ANA NTNNN [T

Login_User_ ID >
<ua="na">username</Login User ID

DY NN |TN,]I970N 7¥ VINVI'RN PYNND *
XSI-n Y7 nwnan nin'R'? ynunn ynnwnn

7 :Thn 1M

NNANNNY? ynnwn nntn

UNNUNN NNTM? N2MYNN N'MINIRRD7X NNo'o

0" "NIY'X NN NV, NINANNNYTY N0'D NNO'0 TN
XSInin'x aioY

7 7 Thn 1M

no0'1 Nno'o

qN2.[19700 wnnwn 111y Broadsoft Directory n7von
.NNIR N1AWNYT *T2 X7 N2 N'M900 DX 7'won7 '

:NINAN NI7IVONN NNK Y2

J(XML(cfg.xml 77100 119700 7w nIxNN YA ¢
NNAN NANA NTNNN TN

Directory Enable >
<ua="na">Yes</Directory Enable

2¥N1 DT NTY ITANL[1970N 7w DINVI'RN PYNN] *
.Broadsoft Directory NX TWON'7 ' T3 D
X712 :NNWOKR

X7 77T N

N"90 N7von

anir nnixni (1)11.3 artan 2y Multiplatform 11970 8832 nan Cisco IP a1 1970 2101 9" .



Cisco IP io70 mixn mTan |

. NMIDN Wim [1N210 N7yon

RN a0N1e
NIN'YN "INI' NAXN7 1970 177 11N27 717 TwWoNn CallLog Y1wn 1y
JDNNNRN

NINAN NI7IVONN NNK V¥

J(XML(cfg.xml 77150 19700 7w NN yalpa »
:NN2N N'ANA NTNNA T

CallLog Associated Line >
<ua="na">1</CallLog Associated Line

1970 17 N2 ,[1970N 7Y VINVI'RN PYNN] *

10 7 1 :0"71in o'W

1 :%71Tnn N

NINNKXR NIN'Y 201° 7Y 210 NT'R 1TANYT 17 T7W9KRN NIXN NINNX NIN'Y XN
19702 12x1*

NINAN NI7IVONN NNX VXA

J(XML(cfg.xml 77130 19700 7w NIIXNN yalpa ¢
:NNQN NANA NTNNNA TN

Display Recents_ From >
<ua="na">Phone</Display Recents From

NIY NNYONI IND,|19700 7w DINVI'RN PYNN] *
BroadSoft ninnnxn niN'wn 'mir nR a'¥n? 1
NNNNX NIN'Y 201* %07 71 1970 N2t XSI
Jimim

NYI [I970 :NNWON
[1970 :7Thn N2

70N 7X OINN NN NRINNK NIN'Y A¥D hRlTh!
AUND 1 19700 W NRNNX NIN'Y
NIN'Y Ini' 290 NNYON DX DTN
NINN NNNNKX NIN'Y A¥A 210 NXI D 2vnY
MY X

NAIDN Ui [1N210 N'7u9n

nimdon nwa (DND) ynon 7x1 nin'w navn 7w ninTann ,(FKS) nainn ninnon |1n310 NX 7'von nNK WWRD
W7 1170110 119702 1vx'w Nin'y n1ayvnl DND nnTana 0''wn na L1970

1'7'nNnw 194

.98 9T2,]1970N W VINVI'RN PYNNT DY DR L[19700 7101 7W VINVI'RN 9T 78 DY
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[IMI NIN'Y N1Aya 01VVO [INd10 .

2o

(nni7wn90n KN [n] WD) [Ext [n<'pana 11%w
J2-2 NMIDN Wjn [1N210 NTY DX 1TAN ,AN'YW MIDN NTAaa YU 21w
oMmua'd AN yn? 31w

D'9011 D'RYI
200 T2,[1M11 NIN'Y NN2YN 0IVVO |IN10
201 9T, XSI nN'w NIy¥nX2 NIN'Y NN2YN 01VVO [IND10 TYON
202 912 ,XSI nn'w 0T (DND) 01907 X7 X1 010VO [N210 N7YON

1 NIN'Y 1NAayan 01000 |IND10

(DND) 'von'7 X7 X2' 7w 01000 11310 WWOK'? FTI [1970N 71N1 7w LINVI'RN HTA NNTANN IR ITANT 712! NNX
YWY 19700 2 NNy nNavnl

:NIDNN 2¥N |ND107 0T MY NNy
(FKS) niapn wirn N0

XSIjnoo »

[nd101 FKS ox .HTTP niyTina wnnwn XSI |1N1210 .n11dNN 2¥n NX WWpn? *13 SIP niyTina wnnwn FKS
XSI 210 oy ©wpnn FKS 1w 91xn 227 nxan n7a02 |y XSI nd10 72y nin'Tj 72p7n FKS ,0*voin XSI

XSI11n>10"% FKS |'a nxpxava'x .29 n' 10

CFWD jhoxo DND jn>ao| ‘7voin CFWD axn 2voim DND a¥n| nnpn wpn jndo
(SIP) |> (SIP) |> p) p) p)
(SIP) > (SIP) > N7 N7 p)
(SIP) Ip (SIP) Ip p) N7 p)
(SIP) Ip (SIP) Ip N7 N7 b)

(HTTP) | (HTTP) | p) p) N7
(HTTP) | N7 b) N7 N7
N7 (HTTP) | N7 b) N7
N7 N7 N7 N7 N7

‘no @ o'xnnin DND-n ,nin'y nnayn Ik DND oy 0a 2y9in Xint XSIHx FKS (n210 oy YTamn 17 wim ox

"
IX ,N'717 NYTIN NNV K7W NN'Y 170 U7Nnd 017 DX .70 YUpn DU T2 281m 7100 <~ nN'wn 1Navn IR
YTINN NINONN DY 0112 A¥IN NIN'Y NNV o Ik DND 710,217 XN 11ay noinT nknn

anir nnixni (1)11.3 artan 2y Multiplatform 11970 8832 nan Cisco IP a1 1970 2101 9" .



Cisco IP io70 mixn mTan |

. XSI nin'w niy¥xnxa NiIN'Y N1ayn 01LbVO [IND10 TWON

0'9011 D'RYID
199 972 ,ndN Yirn |1Nd10 N7on
201 92, XSI nN'w NIy¥nxa NIN'Y NN2YN 01VVO [IND10 WO
202 912 ,XSI nn'w 0T (DND) 011907 X7 X1 010VO [IND10 N7YON

XSI nin'w niy¥nxa Nin'y n1aya 010VO [1ND10 TYON

NnNTAN2 DMIYI'WUAN .|IE)'7U'7 NI1N2I0N NMYWA NIN'Y NN2vNYT nNIYpn nnTann L9 NIN'Y NNavn [IN21'0 YWND
NYWY? 0N D2 17D110! |I9'7L‘D. IYYIY NIN'Y NN2Vn

(XML (cfg.xml TI7 nIy¥xnx2 (19700 7¢ NII¥NN YAI72 DVNI9N DX 1 TANY 9011 N1

17'"NNNY 19Y%
.98 9T ,]1970N 7W VINLVI'RN PYNNYT YA DR I970N 71N 7W VINVI'RN QT IR WA *
[(Ext (n <'np niwa om'RknNnn 0NIWRN DX XST 7w naRnn DN DN DR TN ¢

wnnwn anta XSI naxn mMwnx |10, XS N NiN'R 112y 101D MIYRA YIN'Y Ny2a *
XSl 17 'y yojpanod NNoroinotdYy

YU72 N0 wnnwn AantniXSI nakn nw 1, XSI nw nim'x 1y SIP miwRa win'w nya »
1IN YT YORa AnotoInin'X antniXSl 1p nn'w

.(Ext (n <'np v195NN AN'Y MIBN NNTAN YOi?A (FKS) NdN wign |N210 X Nawn «

2an

(Nni7wn90n XN [n] WD) [Ext[n<'pna 1A%
.12 2¥n7 CFWD nw9n q0n19 NX YTan XSl ip nnww yojra 21w

NN NTNNA NITH 'T-7V (cfg.xml) (19700 NIXN 7w XML yalpa 71019 79 nIXNN DR VIR JNNYONA
i

< CFWD Enable 1 wua="na">Yes</CFWD Enable 1>

X712 NI'NWOK

[3 :77TNn DM

wnnwn ,n27n> 0" Tam 01X XSI jiawn ik XST naxnn 1wl 2ysin nin'y n1ayvn'? XSI nb1'o ox hallh
19702 NIN'W 1'ayn? 71Dt K7 19700

oMmwa'd ANy yn? 31w

0'90I11 0D'RYI
200 T2, [1M11 NIN'Y NN2YN 0IVVO |IN10
199 912 ,NIdN Wizn [INd10 N7v9n
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XSI nn'w 711 (DND) v19n7 X7 X2 01VLO |1ND10 N7Y9N .

XSI nin'w 1071 (DND) v'on'7 X7 X2 010VO [1ND10 N'7YON

NNTAN2 D"12'YUN L[19707 N1NDI0N NIWA Y1907 X7 NNTann ,7uoim (V1507 X7) y1on X7 |1Nd100 TWUXD
Y7 DA 111110 19702 1v¥Iaw DND

(XML (cfg.xml TIp NIYYNXA [I9700 7¢ NIIXNA YAI72 DN0ARI9N DX 1TANY 901 [N

17'nNNw 154%
.98 QT2,|1970N W VINVI'RN PYNNT DY DR L[1ID700 7101 7W VVI'RN QT IR DY *
[(Ext (n <'mp niwha om'RkNnn 0NIYRN NXEXST 7w nRnD DYWR MIXN DR TN ¢

wnnwn nntn ,XSI PIXN MYNX TN, XST NI NiM'R 112y 201D NIYIRA WIN'Y Ny *
XSl 17 nn'w yuzan013 NNo'oINo 1Y

YO2 N0 wnnwn antalXSIl nakn MY |10 XS nw nim'xk 11y SIP miwRa win'y nya ¢
SN YT Yo anotoinin' antniXSl 1y nn'w

.(Ext (n <'mp 05NN An'y MDD DNTaN VoA (FKS) Nadn wpn [1N210 DX 7101 ¢

2o

(nni7un90n XN [n] W) [Ext [n<'pana 11%w
]2 2¥n7 DND n%2y9n 20019 X 10 XS nn'w yopa 21%

NN nTNNNn NIt -7y (efg.xml) 19700 NN 7w XML yalpa Nt 10019 7w 0IXNN DR YIAR7 INNYOXA
i
< _DND Enable 1 wua="na">Yes</DND Enable 1>

X712 :NI'MYONR

[ :7Thn N2

oMmua'd AN yYn? 31w

0'9011 D'RYID
200 qT2,[IM1 NIN'Y NN2YN 0IVVO |IND10
199 912 ,nIdN Wjm [N210 N7y9n

XSI nin'w T Rtk an'y nnT Y [1ND10 n7yon

N'¥72191 wnnwn? [N . XST NN'Y NIv¥NxRA 17 '3 112y NIARK DIN'Y NUNT 7Y (11210 7'von7 JNNwoxa
.0N7¥ 190100 NAIXN NX INONY DYPNNAN NIN'Y NINT? ')

-nom™7wn o'nn'w yoinn nnn ANC nn'on NNTAN NTYA WNNWNT7 DA NNWONA 17 72 112V N Tann vyn?
D170 70 1Y D190 IR NMAWNT IR 7'ON7 Nn 7y wnnwn < ip

. ANC nn'on n1T1an < N'NIIX AN'Y NIN'ON N7Y9N :N1TaNN 7w NI9 TN
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. NMINIX DN'Y NUNT? DIDN N7YOA TIg NNTAN

ANC nn'on NINTANA NNTANN,'D9'YD0 17 112V [ 2A¥N7 NN AN'Y IN'oN NZY9A V' TAN NNX DX ,NNAIT?
XY 2¥N2 MTAIN IMNIIN AN'Y In'on 79N DN DNINK DR 77 N7Y9IN X' LIN 112y N7uoin NN

17'NNNY 19Y%
.98 9T ,11970N 7W VINLVI'RN PYNNYT YA DR I970N 71N 7Y V1NVI'RN QT IR DY *
(Ext (n <'mp n1wa om'RNnn 0NIYRN NREXST NIRND DNWN MIXND DR TN ¢

wnnwn antn  XSI nakn nawnx |1 ,XSINIW NINM'R 112V N0 NIYINA WIN'Y Ny *
XSl 17 nn'w yu7an01d NNO'OIN0MDY

YU72 N0 wnnwn AaatiXSI nakn nw [rn , XSI naw nim'xk 1y SIP miwRa win'w nya »
41N YT YOZa Ano'oInin' antniXSl g nn'w

MR NNy '73.|7' " TY T?EJ wnnunn ,NINX . XSInn'wa ix 72 N72U9IM NIMIRN NIN'Y N'NTY XTI *

2o

(Ani7wno0on NN [n] WwXd) [Ext[n<'panma 11%w
2 -ON'MNINX AN'Y AIN'ON N7Y9N 10N19N DR TN L XS g nnw yoi;a 21w

NN NTANN NATN " T-7V (cfg.xml) |I9'7l3ﬂ nixn 7w XML faliraligalvianb) 7w NMIXNN DX UIJPL) 1NNYOKa
Ml

< n ua="na">Yes</Block Anonymous Call Enable n Block Anonymous Call Enable>

.NNI7YUN 1901 XIN NIWUXD

X712 :NI'NYONR

X7 :7Tnn N

oMmud'd ANy yYN? 31w

N7VI9 NN NYDN .NNADN DR 7907 1D [19700 7V V7Nwn XSI-n NN'Y ,q71IM7 0121 '1'WUNW INKY
I -2 NNTAIM NMAIIK DN'Y IN'on N7Yon -w NINNY D'XaN 0'Y'NIN2

XSI nn'wa nnavin n'¥1on ¢

72 MNAYIN N'X22190 *

A0l XSI nn'w 12 N0110n 1'¥j22190 01VVOV 11N

N'MINRN AN'Y NNT? NIDN N7Y9a T INTAN

[1N210 2XN DNAY DN 22 712V NIMARKR NIN'Y 79 NIN'oN 1'0! IX DION'Y Rp) n72vonn TI? DR 1 TANY N1
NIAYIND N'MIINR NN'Y NUNT

1'7"nNnw 19Y%

.98 9T ,|1970N 7Y VINVI'RN PYNNT7 DY DR 19700 71N 7W VINVI'RN 9T IR NWA

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"



| CiscoIP 1970 mixn mman

XSI nn'w 7T nannna An'Y 7w |1N10 n'2uon .

2o

MITR<pana 11a%w

MW . T-2Y YTanw w7 1ymamBlock ANC Act Code nTww XTILDIN DN N7Y9A I yOa 219
77 RInTNnn

:NNAN Nana ntnnn T ,(XML(cfg.xml 77100 19700 7w nIIxNn yaipa

<Block ANC Act Code ua="na">*77</Block ANC Act_ Code>

W .nwn - YTane 1w 1TamBlock ANC Deact Code nTww KTIHLDIX DN'W N7YOD Tz yo7a - 31w
87 N0 77NN N2

:NNAN AN ntnnn T ,(XML(cfg.xml 77100 19700 7w n1I¥nn yaipa
<Block ANC Deact Code ua="na">*87</Block ANC Deact Code>
LDMmud'dD AN YN? 4%
.NN'ONN NNONY? IX NI'MRIRD NIN'YN 70 NN'oNY AN ' wim 7y yIn?71 *87 IX *77 arn% 710' wnnwnin

112y W19 DT .wnnwn < 7172 o'wn onin'w yoi nnn Block ANC Setting nTwa nTan'? nnt It n'21ye
N72x¥n2 1T (Ext < 'upaXSl ip nin'w yojp nNN) N™niax AN'y nion 7yoa D2 D'Ip

XSI nin'w 70T nannna nn'w 7w [1N>10 n7yon

NIN'Y 7277 wnnwn? NMwoxn n'¥j711o0 XS NNy NIY¥AXA 17 727 N1'Mnn NNy 11210 7'y9n7 JNINWSKA
JNNKR N7'W9 NN'WA RX¥ND KIN TWKRD NI

O wnnwn <71 Nkn 0'af7un o'nnt'e yop nnn CW naman Tl wnnwnt ona [N ,nNTann byn?
DN 72 1Y DYAI9N IR NN'Y NRYNT IR 7'wonY

. CW naTan < n1'nnn an'v 7¥9n :n1Tann NI9'TY
112y N7Yom n1'k CW NNTana nNTann ,'9'¥90 17 112V |2 2317 NI'Mnn AN 2u90 1 Tan NNK DX ,NNAIT?
.N'7 2¥N2 1 TAIN "1'ANN AN'Y 2Y90 DN D'INKX DY 1 N7Y91n RN
17'"NNNY 9%
.98 T2 ,]1970N 7Y VINVI'RN PYNNT DY DR L[19700 7101 7Y VINVI'RD QT IR WA »
(Ext (n <'mp n'iwha om'RkNnn DNIWRN NREXST NIRND DNWN DIXND DR TN ¢

wnnwn antn XSI nakn nwnx |1, XS DY NIM'R 112V 201D MIYINA WIN'Y N1 *
XSI 17 nn'w yuzan013 NNO'oINo' 1Y

YO7a N0 wnnwn antiXSI naxn N |10, XSInw nim'k 12y SIP niea wim'y nya .
LI YT Yo Ano*oinin'k antniXSl 1y nn'y

Y2 NI01DI NIN'Y 7apn K7 wnnwnn ,'017n7 . XSI NN IR 170 112y 1791 NINNNA NN'WY XTI ¢
ANy
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. NINNNA AN'Y 1Y NN NN TI DNTan

2an

(Ani7wno0on XN [n] WwKd) [Ext[n<'panma 11%w
.2 2¥n7 n1'Ann an'y 2u9n 10N19 NX TN LXST I W yoa 21

NN NTNNNn NIt -2y (efg.xml) 19700 NN 7w XML yalpa Nt 10019 7w 0IXNN DR VIAR7 INNYOXA
7

<_n_ua="na">Yes</Call Waiting Enable n Call Waiting Enable>

.NNI7YUN 190N KIN N UKD

X171 D :NI'NYON

X7 :77Thn n1Ma

nmwa'd AN YN 31w

N7VI9 NN NY9N .NNA9N DR 7907 1D [19700 7y V7w XSI-N NN'Y ,q71IM7 0121 '1'WUnY INNY
12 YTam 21'Mnn an'Y 2u90Y NNN7 0'RAN 0'Y'NIN

XSI nn'wa nnavin n'xjion

AP NMNAYIN N'X21I0N ©

ANl XSI NN 2 121101 1'¥219N 010VOV [II'DN

NINNN2 NN'Y 1AV NIDNA N7Y9n TIj? DNTAN

.D'HPN 727 NN AN'w 7017 IX 7'WONY T WNNwN? N1 1aY (2210 TIR) n79n TI 1'TanY N0

1'7"nNnw 194

.98 9T ,]1970N 7w VINVI'RN PYNNT7 NWA DR 19700 71N 7W VINVI'RN 9T IR NYA

2o

MITR<pana 1%

77TNNN NN Y DY T TN 1w Tam CW Act Code nTww XTIHLIDIN DN N7Y9A M TIg yoa. 219
56* NI

:NINAN AN ntnnn T ,(XML(cfg.xml 77100 19700 7w n1IxNn yaipa

<CW_Act Code ua="na">*56</CW_Act Code>

NN Y NN Ty T w7 amam CW_Deact_Code nTww XTIHLDIN DWW N2y90 fTIig yuia 31w
S57% X0 Tnnn

:NNAN AN ntnnn T ,(XML(cfg.xml 77100 19700 7w n1IXNn yalpa

<CW_Deact Code ua="na">*57</CW Deact Code>
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SIP niyTina An'w-n1'o np'vor'vLVO NINIT N7Y9N .

1V .Mwn T T w7 1am CW_Per_Call_Act_Code nTww XTI ,"IX NIN'W N7yon 'Tig yo7a - 41w
1% X1 Tnnn nnna

:NNAN Nana ntnnn T ,(XML(cfg.xml 77100 19700 7w n1Ixnn yalpa

<CW_Per Call Act Code ua="na">*71</CW _Per Call Act Code>

Jwn T-2v dTainw 1w 1Tam CW_Per_Call_Deact_Code nTww XTI1L,DIN DN'W n72yon 'Tip yoj;a - 51w
J70% XID TNNN DN W

:NNAN Nana ntnnn T (XML(cfg.xml 77100 19700 7w n1ixnn yaipa
<CW_Per Call Deact Code ua="na">*70</CW_Per Call Deact Code>
oDMmua'dD AN YN? 61w

101210 NIN'WN 727 NI'Mnn nN'Y 7017 IX 7'YoNY7 An'w 'an win 7v YIin'1 57* IR 56* avn'? 710" wnnwnn
D1'X N7X N'7VON "TIj .wnnwn < 7ipanm2un o'nn'w yop nnn CW Setting nTwa nman? nnt ir n71vo
XSInN'y )77 N1'NAN AN'Y [1N210 TWSIX DN 0'I7 1Ay 0'OPN

NN'YN 112Y NN NN'Y NAAT 7027 IR 7'YoNT7 anw nn win v ying'7i 70% Ik71* arn 710' wnnwnin
NI'NNA NN'Y [IN210 TWSINNA DN D'IPN 112Y 0'OPN [TV N7RN N72Y9NN TI7 .0'7'VD NN'Y Ny NXAN NO1dIN
N7Y9NN T 1271 ,M101010 NIN'wn 72 NR DoIN 1w ,XSI nin'wa nawvim n1'nnn nn'w oxX XSInnw T

.9iIN7 0'0121 X7 N7XN

SIP niyTina nn'w-p1'o n'0vo'VLO NINIT N7VON

(SIP) n7y9n 7INNKR 7171019 7W NIYTINA NN'Y DI'0 NP'VO'VVO NITYYT *T 19700 NK 7'VONT7 TNINYWOKA
NN"NON NN'YN TYUKRD NN'YUN 7 QWD TX7 NN NR'00'000 NR NIV (19700 .(re-INVITE -1 BYE niyTIn%)
:N771D NP'O'VLON .NINNNA NN'YN UKD IX

172700 IX IN7waw (RTP) NnX [ata NIavn 2171009 ninn ©
107;71 IN IN7WIY D'NA DO *

ITANY NIM 7w 7700 190NN *

TI¥Y DAY e

2170 NTNwn

nN'w qun

re-INVITE -1 200 "w'x) SIP BYE naian niyvTinal BYE niyTina SIP-2 NNNIDD NINYW nN'wWn N7'00'0V0
.RTP-TxStat -l RTP-RxStat [N NINNIDN VAW NI7Yon 11y .(MNnnn 17nna

:SIP BYE nyTIna nn'y Np'0o'uuo? nnait

Rtp-Rxstat: Dur=13,Pkt=408,0ct=97680, LatePkt=8,LostPkt=0,AvgJit=0,VQMetrics="CCR=0.0017;
ICR=0.0000; ICRmx=0.0077;CS=2;SCS=0;VoRxCodec=PCMU; CID=4;VoPktSizeMs=30;VoPktLost=0;
VoPktDis=1;VoOneWayDelayMs=281;maxJitter=12;M0Scg=4.21;M0S1g=3.52;network=ethernet;

"hwType=CP-8865; rtpBitrate=60110; rtcpBitrate=0

Rtp-Txstat: Dur=13,Pkt=417,0ct=100080, tvgMetrics="TxCodec=PCMU; rtpbitrate=61587; rtcpbitrate=0
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nain NN MmN
) nN'w/N'Tn avin 7w 1 wn wn
p) I72pnnw RTP ni'an 190n Pkt
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N3N NN'Y 73 .AN'Wa qnnunn wnnwn pIo 73 11y (UUID) *7012Mix *TIn nntn 771> n7y9nin nnn
2701 071! wnnwnn p1on ¥y UUID xin mipn UUID .zninn UUID -1 'maipn UUID nannn UUID nwn
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Request-Line: INVITE sip:901@10.89.107.37:5060 SIP/2.0
Session-ID: 298da61300105000a00000ebd5chbd5cl; remote=00000000000000000000000000000000

Status-Line: SIP/2.0 100 Trying
Session-ID: fbaa810a00105000a00000ebd5ccll8b; remote=298da61300105000a00000ebd5chbdbcl

Status-Line: SIP/2.0 180 Ringing
Session-ID: fbaa810a00105000a00000ebd5ccll18b; remote=298da61300105000a00000ebd5chbd5cl

Status-Line: SIP/2.0 200 OK
Session-ID: £fbaa810a00105000a00000ebd5ccll18b; remote=298da61300105000a00000ebd5chbd5cl

Request-Line: ACK sip:901@10.89.107.37:5060 SIP/2.0
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Request-Line: BYE sip:901@10.89.107.37:5060 SIP/2.0
Session-ID: 298da61300105000a00000ebd5cbd5cl; remote=£fbaa810a00105000a00000ebd5ccl18b

Status-Line: SIP/2.0 200 OK
Session-ID: £fbaa810a00105000a00000ebd5ccll8b; remote=298da61300105000a00000ebd5chbd5cl
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NIYXNANA 19700 7 NIIXNN Y2127 N90HNNY NTNNAN 7Y 1"ANNN DX 1 TAN 90112 XIN L|19700 7 01101'KN
0N1d 1 TAN? 13 (XML (cfg.xml Tip

27nn nMa IWIIR'N A10N1S Y

SIP awm anm™a nd>'n NTan SIP SessiolD axna n>mn
NINAN NI71V9NN NNKX VX2

J(XML(cfg.xml 77100 119700 7w nIxNN yapa ¢
NNQN N'ANA NTNNN [T

SIP_SessionID Support 1 >
<_SIP_SessionID Support_1/>pP<"ua="na

X 7'WON7 D 2 N2 [1970N 7Y VINVI'RN QT *
.MIdNN
X7/]> ;DN 0w

P :7TNn nMa

pninn SDK aiy (1970 naTan

WebSocket oo1an 717101n9 oon zninnn SDK-n .Multiplatform 11970 112y 7ninn SDK 1 Tan7 )ninwsxa
19702 VIWT7 N1 DYTY

17'NNNY 19Y%
98 qT2,[1970N 7W LIVIRN PYNANT DY *
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WebSocket APl 'hunao
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NIYXNAXA 19700 7 NIXNN Y2127 N90HNNY NTNNAN 7Y 1'1ANNN NIX 1 TAN 9012 XIN .|19700 7 01101'KN
0N 1 TAN? 13 (XML (cfg.xml Tip
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J(XML(cfg.xml 77100 119700 7w nIxNN YA ¢
NNAN N'ANA NTNNN TN

</"Control Server URL ua="na>
URL-N N2IMD NX TN 19700 7w 00NN TN *
.WebSocket nhw 7w

AT

Control Server URL>wss://my-server.com>
</ws-server-path</Control Server URL

:NINAN NIIANNA NNRA NIFN'? N> URL-n namd
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ws://your-server-name/path
:nLAIKN HTTPS Nia'n iy
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.O'RNN 720 110 T (19700 7Y 01NVI'RN QT .
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<Device Administration ua="na">No</Device Administration>
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J'WR NNRNNYT [N LDAP 7w nmoon oW
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TNNONY7 [N1A 1NN YN 112y VMI9NY7 11T 1N N9oIn .

Ty von | URL namd ntnnn hRHATD]
(=url) (=fnc)
Broadsoft Directory <nimoo| BroadSoft n"o0 NTINY
'R NNRNNT N1 Broadsoft Directory nw
WX < Broadsoft Directory <nimoo| BroadSoft n'o0 NT XY
'R NNRNNT N1 Broadsoft Directory nw YR
n¥np < Broadsoft Directory <nimoo| BroadSoft n'oo NT XY
'R NNRNNT N1 Broadsoft Directory nw N7
12X < Broadsoft Directory <nimoso| BroadSoft n"v0 NT XY
'R NNRNNT N1 Broadsoft Directory nw Al
n¥I191 a¥ny < Broadsoft Directory <nimso |  BroadSoft n'oo NT XY
'R NNRNNT N1 Broadsoft Directory nw MI9Y X[
Y191 |12X < Broadsoft Directory <nimoso| BroadSoft n'1v0 NT XY
'R NNRNNT N1 Broadsoft Directory nw Y191 1K
IM&P wwp 'war <nirvso XMPP n'o0 NTIXY
D' NN (N XMPP nnoon v
Cisco XML min'w <niTan XML oy NTIXY
D' nxNn? (N1 XML-n oiw
(XML) p1aaxa avi 'war n"no < nifso XML n'oso NTIXY
J'WNR NNRNN7 (N1 XML-n n'M90 ow
Webex 3™ < n"Tn webexdir NT XY
N7'N2,7TNN NN NI NNRNNY [N Webex NMiso nw
Webex Dird nm%0nN DY NX A'¥n
HTTP proxy settings < Network configuration < Settings proxyset NT Xy

NIDNT? NN 'AN Ypn 1Ay VAI9N7 TN NO90IN

1970 VON7 T NP VNN YN TANY |NA

1'7"nnnw 19Y%

.98 9T2,[1970N 7W VINVI'RN PYNN7 NYW'A DR L|1970N 71N 7¢ VIVI'RD 9T 78 Y2

anir nnixni (1)11.3 artan 2y Multiplatform 11970 8832 nan Cisco IP a1 1970 2101 9" .
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. LDAP 7w TRINN WID'N N"WON

2an

Jo0<pana 11%w
2 2¥N7 NIdNY [N N Yizn 2TY NDIX TN ,NNDNY DN DYYAN DY Yoz 210

:NNAN NNANA NTRNN NTYA (cfg.xml) NIXNN Y2l72 700190 NX 1TANY7 90112 [N

<Programmable Softkey Enable ua="rw">Yes</Programmable Softkey Enable>

A7 ntana nrnnn oy PSK 16 v PSK 1-n PSK nTw 9w mixnyvaypy 31w

fnc=shortcut;url=userpref;nme=User preferences
AWUND

1970 VNONT7 T AN PF=NND T NP NIvnwn =fnc ¢

NITIX G0N YTN7.IT NNAITA WNAWN NIDTYN UNION INT .AT Ij7 Wirn DY NNDIY V9NN KIN url= userpref ¢
215 91 ,PSKTITT 70 0M9N7 0T NI 19 AR T NIN7 19

UNNWUN NI9TYN A'¥N V1'NNN YUpnn ,Nnama . [19702 A¥INN TN MIX'P OW KN nme= XXXX ¢

:NNAN NaN2 NTNNA TN L(cfg.xml) NNIXNN Y22 AT 10N 1'TAN7 ona N1

<n ua="rw">fnc=shortcut;url=userpref;nme=User preferences</PSK n PSK>

.PSK 190n XIn nwnd
DIXN DY nn'wn? YTanw PSK-nnxk qoin 41w

NINAN NI7IVONN NNX Y¥] .0MavIn D'ypn nn'vn 78 TaInw PSK 2 nx QoI nnaIT

.D'MNAYIN D'YNn Nn'v NTYY psk2 qoin °

;psk2;em login;acd login;acd logout;astate;redial;cfwd;dnd;lcr

:NXAN N"AN2 NTNNA TN, (cfg.xml) NNIxnn yapa »

Idle Key List >
<ua="rw">psk2;em login;acd login;acd logout;astate;redial;cfwd;dnd;lcr;</Idle Key List

omwa'd AN YNt 51w

LDAP v ThIXNn wI9'n ©"WONX

,'019 OW ,NNAIT? .0'1002 W 72 |'Tn7 "Worn wio'nin .LDAP n'™902 TNIXNN WI9'NN NX 7'W907 710" nNX
DTTIA WID'N NYPAd NWPAN NIX 11yn 19700 .[I970 1901 IX NNIZY ,NNSWN DY

1'7"nNnY 1949

.98 9T ,]1970N 7W VINLVI'RN PYNNYT YA DR I970N 71N 7Y VINVI'RN QT IR WA«

.No Ix Yes 7 71am 2un1o Browse Mode Enable
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LDAP 7w TRINn WI9'N "WON .

2o

Jo0<mpana 11w

.LDAP 7w Tnixnn w19'n0 DX WWOKY * 1 Yes -7 Unified Search Enable h"unon nx "1an, LDAP q'voa 21%w
.OR jpon ny niyjpa axayn 19700 ,Yes -7 1Taim 10n1on ox

.AND p0n Dy NIYPa 1'ayni DTENA IX VIYD YID'NA wnnwn (19700 ,NOo -7 7Yn DX ' Tan DX
.No xin 71nnn namMa

NN NTANN NATN ' T-7Y (cfg.xml) (19700 NMIXN 7w XML Y2172 nT0N19 7¢ MIXNN DX VIAPR7 JNINWONA
Mg
<LDAP Unified Search Enable/>]><LDAP Unified Search Enable>

:0un9 Dy Unified Search Enable -IBrowse Mode Enable 7y n'ooian o'san

wnnwnn WX -No Xin ©"un19n Unified Search Enable -1 No x1n h"un19n Browse Mode Enable
Advanced -1 Simple search nxan qJonn Query LDAP server ,[19702 LDAP-n n'90 NX 1N
.nruomMonsearch

AN wnnwnnwd - Yes Xin 1un1on Unified Search Enable -1 No x1n q1on19n Browse Mode Enable
I (Thikn wion qon) LDAP query form nn'z’xwin 09107 nin'wr vinn (19700 ,LDAP n'o0a
.N'MI%01 TWPN 'WIX 72 NN A'¥N WID'NN ,WID'NN NA'NA W 'R DX

wnnwnin WX - No xin wunon Unified Search Enable -1 Yes xin quonaonBrowse Mode Enable «
Advanced n'omonn nxiSimple search nx ax¥n 19700 ,n1'N2 wipn Option 2y yni?7il LDAP n™907 viin
.search

wUnnwnn IUKRd - Yes Xin quon1on Unified Search Enable -1'Yes x1n h"uon1on Browse Mode Enable ¢
D'¥NI7W INX7 .0M9N Search TR 77 a'xn 19700 ,n71'Na wirn Option 7y yni7t LDAP no07 viin
yom LDAP query form Tnixnn wio'nn jon ,0Mon Search 7y

oMmua'dD AN yn? 31w

anir nnixni (1)11.3 artan 2y Multiplatform 11970 8832 nan Cisco IP a1 1970 2101 9" .



1.,

NAIND NIIXN NYTANL (1970 '01D

221 9Ta,nAIXD NNTANL 1970 YT *

221 9T12a,]1970N DY NTAN *

222 9T2,n7w9NN 10N 7¥ N'YIR NNRNN *

223 T2, 19700 NAIXN QY VOV 7U N'YIR NNRNN *

224 9T2,]19700 7Y VINVI'RN PYNA NIYYARL 10NN MNIY NNTAN *

227 T2, 19700 7W UIVI'RN PYNNN YN NNIRN 7W TN QX7 INRDN *
227 972 ,2¥MN 7¢ NIIXNN NONA 7W N'YIR NNRNN *

228 9T2,n"7'WoN NN'WUN 7Y TI'n Ny ©

NAIXN NINTANI [I1I970 YyT'n

MIYI 217,V NN L|19700 DY 120 NINTAN N'YIR 0'RNNYT 17 TWONN 19700 7w 11101'K] UNNWnn punn
.on

[1I9700 DY NYTAN

1'7"nNnw 194

.98 9T ,]1970N 7w VINVI'RN PYNNT NWA DR 19700 71N 27U VINVI'RN 9T IR NYA

2o

Jo0<mpana 11a%w
.NINN MAIXN DY NTYA 19700 OW DX TN LMD NN 21%

NN NTANN NATH -7V (cfg.xml) NNI¥NN YAz AT 10N 1 TanY oA [N .|I9700 10N1 AXIN AT DY
hah

<Station Display Name ua="na">Recetion Desk</Station Display Name>

oMmUa'dD AN yYn? 31w
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n7u9nN J0n 7¥ N'YR AnkNn .

n72U9nn J0n 7Y N'UIR nnXNn

Jwn? 2INNKRN 931 77002 a¥m 117 .Cisco IP 1970 7INNX X2 Nax¥n? NN 1217 IX VOV NIX™? TNNYONA
.Cisco 1217 Max¥n INX7 Nxp NoIpn

1'7"nNnw 194

.98 9T2,]1970N 7Y VINVI'RN PYNNYT DY DR L[1D700 7101 7W VINVI'RD QT 7R YA

2o

unnun <71ipyn?  11ahw
JINNX NAXN NTYUN DIXIN NNYOXA N ,Jon youia 21

S7INNRN 10N D7 10N IX 71 0N NA¥N :7Thn nMa e
.mmn nTia? URL namd nTwa 2NN DX [T .7INNIKN 1002 NN NAxN MmN DTN »
1217 7w URL naumd 2T 2NN DX TN .ZINNKD 012 1217 Naxn :1a1'7 ¢

00170 NAIXN NTYWA 'IXTN VOPUVN NN TN gl 70N VOV NAaXN V07V *

NN NN NTNNA NATH -7V (cfg.xml) NII¥XNA yalza AT 0N9 ANy qo0im n1a
<Boot Display ua="na">Logo</Boot Display>

27NN MM R 7ThnN NN NNWOK .UO|70|IJI'7|HJIYJ]'1 n‘nm|‘71nn N1 on DN 0'DYN

12177 URL naumd ik mamn nmin%? URL naimd nTwa 2NN DX TN ,700 IX MmN axn? ' 3ahw

AT

http://10.64.84.147/pictures/image04.png

N7 |I9'701 DX .NN"PZN NJINNN naxmi um |I9'7L’JJ MINNN ANTY ,MINN NTIN? n'aw URL namd natn nya
.msxqonxw'xm,nTmnu;nnnnﬁ:nn"p

L,NAININ AITR? D'RNA 1'R NIPAN RI7N 7712 DR ,|27 V127 NN TR W' 19707 .png IR jpg Y2l DIfN7 2N 217
x4848 Nin 8832 naTn Cisco IP 1970 7w NaIxnn NITR 7712 .10N7 O'RN'Y 1D DTN NIZ DR NNYY W'

:NNAN NNANA NTNNN NATA -2V (efg.xml) NAIXNA YaIpa AT 009 1 Tan? qona nn

Picture Download URL >
<ua="na">http://10.64.84.147/pictures/bootimagel.jpg</Picture Download URL

<Logo URL ua="na">http://10.64.84.147/pictures/logo_image.jpg</Logo URL>
NINAN NIYNIT? DXNNA VOPUVN NAIXN NTYWA IXNIN VORPUVN NX |TN ,2INNNKA VOV A7 'O 41w
.MV 257 0'In 32-n NINS DY VORLV NNIY MY TV [TN *
JNniwn v 1 (Escape (% 0a Ti1 (n\) nUTN MY IN qQOIN *

,NNAIT?
Super\n%0aTelecom

AN
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. 119700 NAIXN 112V VOV 7Y N'YR ANKND

Super
Telecom

VO{7LN NNRI 197 + 7Y D'ANN DN §'0IN7 [N ,NNAIT? AIX'Y NNVNAYZ D'NIN §'0INY7 *T) + N1 WNNWN *
.72 INIX D7 '

:NNAN NNANA NTNNN NATA -2V (efg.xml) NNIXNA yaipa AT 019 V' Tan? qona na

<Text Display ua="na">Super\n%0aTelecom</Text Display>

nmwa'HD ANy yn? 51w

NN 7INNXKA VOV IX 1217 ,MINNN DX A'¥N1NINNN YAl IR TNKN L22INNIK yxan |ID'70|"I

[19700 NAIXN 112V VOV 7Y N'Y'K ANKNN

J1970N 10N Y N'YR DMARNIN NINAN IX 700 2'¥07 ' 19700 DX 1 Tan? JNNYoKa

2an

UnNnwn <717 NNYOKR2 N2 L,[19700 7w 01NVI'RN TNV 112%

19700 7Y VINLVI'RN YNNI VOLVN NN NNYWY DA 713! YNNWN
1970 Y7 DTV NIAY NITNYORNN NNXA N ,jon o 21%w
J0WnN Y 7TNnn NN Y W niv-YTnn nanace

NN TN LIT NNWOXRD NN nya HTTPS ix TEFTP, FTP nawn ATinw Nimn Nax¥n — Niinnh ATIN ©
.mmn nTin%? URL namd nTwa nimnn 7w URL-n namd

2w URL-n namd NX |10 ,IT NNwoKa 0niawd HTTPS ix TEFTP, FTP nawn TiInw 7n0 a'xn — 'mo ¢
.17 URL maimd nTwa 7non maimn

:NNQN N"ANA NTNNA NIt -7y (cfg.xml) NII¥NA yalza N7 0N TANY qQona N1
<Phone_ Background ua="na">Logo</Phone Background>
HTTPS ix TFTP, HTTP naw n'w'k DRNINN V90N DX n72vn 32w

,NOTVINN DTN NI'R NINNN OX .0'7017'0 128480 X'N NOTYIND NT'AN .png .IX jpg YA RN NINNN
on? D'RNNY D NNY! NFNITA IR LINIR DI7YN7 200 TV wnnwnin

.090N NMINN DX DTN QY 2NN DX [T Namn NTIA? URL nmamdy ntwa 41w

ANNN 7X .yalp owi n'90o ,(IP namd 1x) HTTPS-n ik TFTP, HTTP-n nw Dw NX 71757 N>y URL-n naImd
.URL-n naimd 1iay o'nin 255-n

AT

pictures/image04.jpg/10.64.84.147//:http
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|19700 7Y DIIVI'RN PYNN NIYXNXIA JONN MNIY NTAN .

TINY DN V90N NX XN YTNN UOLV7 ANTYWA 7W1 19700 ,UTN V9V NTIIN? NYaw URL namd matn nya
2I9R 0N A'¥ RIN L7 0TI TINW VOV X |'X |19701 DX

:NINQN N"AN2 NTNNA NIt ' T-7Y (cfg.xml) NYI¥XNA yalza Nr 0N 2 Tan? qona A
<Picture Download URL ua="na">http://10.64.84.147/pictures/image04.jpg</Picture Download URL>
HTTPS ix TEFTP, HTTP naw% 7non namn nx ni7vn?  5ahw

,MANNIN ITRY? D'RNN 11'R NIPAN RI70 7712 DR,|217 V127 MAIXN TR W' 19707 .png IR jpg YAl DIfN7 2N 170
x4848 Nin 8832 naTn Cisco IP 1970 7w Naixnn NITR 7712 .0N07 O'RN'Y 1D NTNAN Mg DR NNYY vt

Mnon Nk NN R AaMIn NN T o URL mamd nTwa 61w

ANNN 27X .yalp 0wl nt90 ,(IP namd IX) HTTPS-n Ik TFTP, HTTP-n nw ow nX 71757 N>y URL-n namd
.URL-n naimd 1y o'nn 255-n

NNAIT

http://10.64.84.147/pictures/logo_image.Jjpg

TINY DN U0 DX A'¥NI WTNN UOV? ANTYWA 7w 19700 ,wTN VOV NTIINT N'Iaw URL namd nartn nya
LIDKR 0N AN KIN,TINY 70 72 N X7 119701 DX

NN NN NTNNN NIt -7y (cfg.xml) NII¥NA yalza N7 0N9 ' Tan? o N1
<Logo URL ua="na">http://10.64.84.147/pictures/logo image.jpg</Logo URL>
oMmua'd AN yn? 71%

Yin namn 7w URL namd 1'w anX7? (19700 7w wTnn 72InNK y¥ann

19700 7Y VINLVI'RN FYNN NIYXNAN] JONN MNIY NNTAN

0101 XIN ,0'I0N AT P19 YN NIZ'YO 101N 7W 2¥N X¥N1 [1970N TWKD .[1970N 112V 10N NIY I Tan? 72In
.]0NN MIYw axnY

S0 2¥nY? 19700 IR DTN INWYD |¥N7 7V nxnY

;220019 22 TN ' (XML (cfg.xml Tz NIy¥nxR2A 19700 7 NNIXNN Y2AI72 DN0UNI9N DR 1TANY Q0N N1
225 912 ,70Nn MIY 112y DNVNI9-2 NTNNAN 7w ann 'Y

1'7'nnnv 194

.98 912 ,]1970N 7Y VINVI'RN PYNNT DY DR L[1ID700 7101 7W VIIVI'RN PYNN IR Y

2an

Unnun <71 NNWOKRA 1N ,)19700 YW 010K Tmya 11w

19707 Jon MIY 9'0In7 'O wnnwn < 71p < ynnwn NoMD NINWONA 1INAY 710" wnnwn

225 972,101 MNIY 12V DNIVAN-] ININND NITYN NN TAN ,jon o 21w
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. Q0N NIV 112y D'AVNYS

oDMmua'dD AN YN? 31w

70N MY 1Y D"0NYO

PYNNl wnnwn < 21 N11Y7 NN 101 Y02 101019 72 7W wim'wnl N'¥aIon X NNTaN NNan n720n
(cfg.xml) 1970N 7¥ NIIXNN Y2l X QONNN YW NTINNNN 112NN DX 17TaN §0102 KIN L|19700 7¥ 01NVI'RN
0N9 MIXYN I TANY? 1> XML TI Dy

70N MIY 112y 0N .34 070

AIXR'N aA0NO

NXN1 [19700 TWUND .|19701 10N NIY N7yonY7 P N 70N NIY N7yon
0121 XIN ,D'I0N AT P19 |WNA NI7'Y9 101N 7Y ax¥na
onn i axn?

NINAN NI7IVONN NNX VX

J(XML(cfg.xml 77130 19700 7w NIIXNN yalpa ¢
:NNQN NANA NTNNNA TN

Screen_Saver_ Enable >
<ua="rw">Yes</Screen Saver Enable

XN NTNTYTAN,L[1970N 7w LINVI'RN PYNN] *
.]ON MW YWONT7 "D D
X7|]> :0 N 0D

X7 77NN N

[PIMN 1INAY [N1IY NIFNYOKX 0NN NIY 210 70NN NIV 10
7N Y 7Y 00T IVW MAXD-|IVY ¢

7¥ LIVI'RN TN NANN NAXN-NINAN AT *
URL naumnd 2T NMINMNN 2N DX [T L|19700
.MImn nTiaY

1217 NN qOIN .[I970N 0N 1217 NAXN 1217 ©
.17 'y URL mamd nTwa
NINAN NI7IY9Nn NNKR Y¥a

J(XML(cfg.xml 77100 119700 7w nIXxNN Yo ¢
‘NXAN N'ANA NTNNN TN

Screen_Saver Type >
<ua="rw">Clock</Screen Saver Type

2On NIY 1N2 L1970 7Y LVI'RN PYNN] *

117 | NIMN DTN | [IVY :0NNm ooy

IV :7Thn n1Ma
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AIR'N

A0NO

0NN NIY oI 197 NIy NoIn YW nth Jwn

TV MINNN 2¥N2 91707 NIDNXY NINMYN 1900 DX [T
.]onn Miv nwony

:NIN2AN NI71YD9NN NNK Y¥a

J(XML(cfg.xml 77130 19700 7w nIXNN yalpa ¢
:NNQN NPAN2 NTNNNA TN

Screen_Saver Wait >
<ua="rw">300</Screen_Saver Wait

[ATN NIX VAR ,|19700 7w V1NVI'RN PYNND *
Jimva
65000 TV 30-n 07w 190N 0" NI 0DV

300 :27Thn nMa

q0n WnIv 7w manna a7

7w vy naxn (png.) yalpn X n'7onin URL namd
,00NN Yizd Naxia NiFfn'? n'713' namnan .[1970n jon
Vi 7w NNTAN7 DNNN2 7INNKA IX ;0NN MWD
J2INNN NAIXN DTV IX 10N WNIY 110 ,|1970

,AYUTN NN NTIN? ntaw URL namd natn nya
NINNN N A'N¥NANYTNN MIMNY ANTY2A 7w01 19700
NAINN 75 NNt X7 (19702 DX .ATINY Dntpen

DIDX 0N AN NKIN ,NTIINY

NINAN NI7IVONN NNK V¥

,(XML(cfg.xml 77130 19700 7w NIXxNN yapa »
:NN2N N'ANA NTNNA T

Picture_Download URL >
<Ue ' Sip://10.74.3.52/Arveges/screensaen] ro/Plchure Downleed TRL

NAIMD N 'Y, 19700 7¥ VINVI'RN PYNN] *
.mimnn nnimn naw URL-n
255 %y a1y n1'Rkw n'pin URL namd :onnm oy
D'n

7T M

Mmn nTin? URL namd

0N MY 112y D'ALNIO .
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. 119700 7¥ VIVI'RN PYNNN YN NIRN Y NTA AXIF NAXNA

AIR'N A0NO

12170 MmN 12 o' 2'n Ix URL namd |t 1217 7¢ URL namd
,00NN YD Naxim NIFfMe 7100 12170 MmN .niny
NIV 210 7Y NINTANY? DXNNA 7INNKA IN ;0NN NIWD
1970 Y NV IR 7INNX NAIXD Jon

:NINAN NI7IVONN NNK Y¥a

L(XML(cfg.xml 72150 [1970N 7w DI¥NN yalpa ¢
:NN2N N'ANA NTNNA T

Logo URL >
<ua="rw">http://10.74.3.52/images/Logol .png</Logo URL

NAIMD N 'Y ,[1970N 7¥ VINVI'RN PYNN] *
12170 MmN nnzmn naw URL-n
255 %y a1y n1'Rkw npin URL namd :onnm oy
D'n

" 7T M

7¥ VINLVI'NN FYNNN Y7IN MIIXN 7Y AT AXIZ INXND
[1I970n

JKINOTAM DT |IE)'7lJ 222 nMINKD NIIRNN 12D T2V NN "|IOI'\'7 N1

2o

.User <VWoicenma  11%w
.Back Light Timer q10n19 112y 170 [aTh Jwn NX N2 ,Screen yojpa - 21w

:NN2N NN DTN NATA 'T-2p (cfg.xml) NI¥NA Yala AT 10n19 1 TanY oI N1

<Back Light Timer ua="rw">30s</Back Light Timer>

omwa'd AN YN 31w

WXIND 7Y DN N0 Y N'WIR ANNNDN

010" "1'UNW INKRY .(cfg.xml) [1I970N 7¢ NIIXNN Y2172 I¥IMN 7W NNIXNN NN A DX N'WIR D'RNNT7 JNINYWORA
19702 AXINN YT 7W NNIXNN N0 NIR A'¥N7 721" wnnwnn ,qpIing
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A7'YoN AN'WA Y TP NNy .

2o

XML IX 00j70 w2 (cfg.xml) 19700 7w XN yalg XNy 11%
.cfg.xml yalj7a<Device Config Version>21'2IN 1IAY 1Y q0IN 21

AT

<Device Config Version ua="na">2021-01-05-vl</Device Config Version>
" 2T M
D'Im 64 TV 0 :7W NIY

70N aXIN 11'R MIXNN N0 7W UIDNN VD L7 KIN 1VNI92 WY IR cfg. xml yapa 0 13'K aNn DX
XIN YT (19700

cfgxml yaipa ovn'wn nkmy 31w

N7'WON AN'wN 7Y TIg'M Ny

UNNYNn iy NnN'Y No'd Ny Ti?'na IXRY'N N7'von NN'wnw N'uan? 'm |I9'7Uﬂ NN VI TANY JNNWOKX2

2rTANY? [N ,NRT DY .N01DIN NN'WY7 N'7'YON NN'WNN 'ONIVIN [DINA DALY 19700 10N TIP'NN ,7Thn N1M2d
WUNNYNN 112V NN NO101 TWXD DA, TIZ'MA TN INY'M N'7'Y9N NN'WNY N'02N7 "3 19700 NX

:D'NQN D'2¥N] NOIDI NN'YWY7 Nay I""TV TRINN

'ONIVIX [DIR2 MW TRIMN NI IRNNK N0 NN'Y I7J.|7YJ 1on ANX?ININNNA N7'WO NN'Y QYN WNNUNn ¢
.MIYXIN NO1IN NN'WY

N7'WON NN'YN NIX 2'¥N UNNWwNnn DX NI IR NNX N010) NN'Y I7J.|'?YJI N7'V9 NN'WI NXN1 WNNwnn *
.MIYXIN NO12IN NN'YY '0NIVIN |9IX2 AV TRINN ,NINNN]

1'7"nNnw 19Y%

.98 9T2,]1970N W VINVI'RN FYNNYT DY DX L[19700 71N 7W V1NVI'RN 9T 7R YA
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NN A0UNS DY
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|'MIT OV *
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,(cfg.xml) 1970 7w MI¥NN NATAN 1Ay XML yaia
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Voice Quality Report Address 1 >
< ua="na">fake vq collector</Voice Quality Report Address 1
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Voice Quality Report Group 1 >
< ua="na">test-group-1</Voice Quality Report Group 1
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.SIP D1019 NIy TIN N7IY 19700 NN Y1277 17 1WORN 217 nR NIT NINN
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VQ Report Interval 1 >
<_ua="na">20</VQ Report_ Interval 1

n7wmn X7 SIP 1019 nyTin) 0 = 27NN 1112 0N1o
('moipn [9IX2

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"



| CiscoIP 1970 mixn mman

VQM SIP ni01o niyTina munio .

anir nnixni (1)11.3 artan 2y Multiplatform 11970 8832 nan Cisco IP a1 1970 2101 9" .



14,.

717 XD DIIXN DYTAD

285 qTa,"721p NN DOTAN ¢

717 XD NYTAND
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L,("71'X¥DIN) "1 NI 1N NIANLY7IP XD DAY DN0N190 7Y NIXDN DX VAR ,AN'Y NIDN MNTAa yupna 21%
286 T2, 717 XN NW 1Y DNI0NITD YOZA IRINND 17 XN Nyl

oMmwa'dD ANy YN? 31w

UTNN 7NNINN [19700

"7I|'l NN MY Y 0DNuns

."7I|7 XN 112V AN'YA NN NNTAA NIX NIXRNN AXAN 17200

17 XN 1YY 1Y 010N .46 n'7a0

AIR'N

A0N1S

aooni [P-n namd 775 0T, 19700 112y SpecVM NAw DR NnTn
VM-n v 7w RN

:NINAN NI71V9NN NNK Y2

NN nrnnn 1 ,(cfg.xml) 19700 7w D1Ixnn DTN Yalpa e
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Personal Directory Enable >
<ua="na">Yes</Personal Directory Enable
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NINAN NI7IY9NN NNKR Y¥a

,(XML(cfg.xml 77130 [1970n 7w NN yarpa »
:NN2N N'ANA NTNNNA TN

Search_All_Enable >
<ua="na">Yes</Search All Enable
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<ua="na">Yes</Browse Mode Enable
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<Personal Directory Enable ua="na">No</Personal Directory Enable>
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. LDAP nai¥xn naTan

LDAP nhixn naman

NI2IX NM190 wi9'n .3 nona (LDAP) Lightweight Directory Access Protocol 71j7101n92 qnin Cisco IP 1970
,LDAP '00121 02N .DNIY IX [1970 1901 ,0W 112y N'9'¥90 LDAP N'"901 won? wnnwun'? 'woxn LDAP
.0'>nn1 OpenLDAP *oo1an 'naima +1oni , Microsoft Active Directory 2003 125

Jmiwn 20 1Y 'thn LDAP -2 wio'n .on7w IP-n 19702 am90 von imn LDAP -7 nwa v o'wnnwn?

.Microsoft 2003 7¢ n'2'y9 N"190 N IX OpenLDAP 120 ,LDAP n1w Nipnn > NINYNA 0T §'Y01 NIRIINN

LDAP nniaax n"vso wis'n NX Pn

1'7"nNnY 1949

.98 9T ,]1970N 7Y VINVI'RN PYNNT7 NYWA DR 19700 71N 27U VINVI'RN 9T IR NYA

2o

Jown<7ipana 1%
AUNA DNS nTwa DNS nw 7w IP-n mamd nX |t LIPvA nnTanyopa 21%

.MD35 71ain nin'x oy Active Directory-2 wnnwn nNX OX 71 WIT1 N7 1%
:IT N"2N2 NTINNN NITA -7V NIIXNDN Y2172 0T 09 1 Man? NI
<Primary DNS ua="na">10.74.2.7</Primary DNS>

.LDAP DINN DX |TN ,0INN NTYA NN WA MIXN voj7a 31w
.MD35 3T nin'x oy Active Directory-2 wnnwn nNX OX 71 WIT1 N7 2%

['R ,NT NN . Active Directory 2003-2 IwnNW' NXT DIPNAI 'M19 [9182 DNS 10719 X7 D'N'ION DNKRY DN
avn? n72am NIk NV'W ,Active Directory 2003 ny ,nxT oy .LDAP ninni n'wx DNS namod |'tn'7 Ix
.SImple

AT NN NTNNN NITH 'T-2V NIXNN YAl At on1os plarhb; N1

<Domain ua="na">LDAPdomainname.com</Domain>

Jio'70 nw? v yn? 41w
.293 912 ,LDAP Nn*190 112y D019 YOUza IRINND LDAP nimw 7w mixnn nx vy 51w
nmwa'dARNW YN 61w

LDAP n"190 212y D"un1o

1970 < 717 NnIW? nnn LDAP yuja LDAP n'™™90 MunId 7w Uiyl n'Xj7219N NX N1'TAN NN n'7a0n

i i i
(19700 7 NIIXNN YAl 78 9OINN YUK NTINNNAN 1'ANN DX 7' TaN 90112 XIN .[19700 7w 011TVI'RN PYNN2
220N MIXN Y TANYT 71 XML i oy (cfg.xml)
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LDAP n'90 112y D"on1o .48aa0

AIXR'N

aA0NO

.LDAP n'90 7¥ nnawn IX n7yon
NINAN NI7IYSNN NNKR Y¥a
:NNAN N'ana nTnnn T L,(XML(cfg.xml 77100 19700 7w nIixnn yaipa ¢
<LDAP Dir Enable ua="na">Yes</LDAP Dir Enable>
N'AYNT IR WWOX? *TO X7 IX |2 2¥N2 AT NTY 1TAN L|1970N 7W VINVI'RN PYNN] *
.LDAP n'"o0 nX
N71 D :0"pIN 0DYY

X7 :7Tnn N0

LDAP Dir n7yon

JNNIR YR 'WIR NTI90" |11 ,'U9IN VOV DY TN
NINAN NI7IYSNN NNKR V¥
:NNAN N'ana nTnnn T L,(XML(cfg.xml 77100 19700 7w nIixnn yaipa ¢

<LDAP_Corp Dir Name ua="na">Coprorate Directory</LDAP_Corp Dir Name>

AYPN 'WWIK M0 DW NIX [T ,[19700 7 DINVI'RN YNNI *

D'IIN 63-n 2NI' X7 DY VOV NTINNN :D"'PIN 0D

7 :7Thn 1M

nNann NS0 DY

.LDAP nv 2¢ IP naimd IX X7 noin DINN DY |Tn
.MD5 nin'x Nu'wa win'y nwyl ox LDAP nv ¢ NINNN DY DX TN
NIN2N NI7IY9NN NNK V¥

:NNAN Nana nTnnn T ,(XML(cfg.xml 77100 19700 7w nAixnn yaipa ¢

<LDAP Server ua="na">ldapserver.com</LDAP Server>

.LDAP n¥ 7¢ nAxnn DW DX IR IP-N NN DX [TNL,[19700 7w 01101'RD pwnnd ¢

7 7 Thn M
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NIN2N NI7IY9NN NNK VX2
:NIN2N N'1aNa nrnnn T L,(XML(cfg.xml 7750 19700 7w naixnn yalp .

<LDAP Search Base ua="na">dc=cv2bu,dc=com</LDAP Search Base>
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;a7 ;[de] ninnn 121 v (DN) TInn own DR [T DN nij7%?
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Active Directory (Name Nn'>0 7¢ 7Thn N1 WnNWN NNX OX
(A7 n'nn DN ni7 9w nnaimn L ((en)->->(Name(cn)->Users->Domain

cn="David Lee”,dc=users, dc=cv2bu,dc=com

cn="David Lee”,dc=cv2bu, dc=com
nNItNn N YRy nip? 9w DN nan Kin username@domain
DavidLee@cv2bu.com ,nnart?
.0IYD 2¥N1 NNTAN NIN'K NV'Y TWKD |'AT 1T I10N1O
NIN2N NI7IY9NN NNK VX2
:NN2N N'aNa nrnnn T L(XML(cfg.xml 77150 19700 7w naixnn yap .
<LDAP Client DN ua="na">dc=cv2bu,dc=com</LDAP Client DN>

.NIZ70 DINN QW NIX TN L|19700 7W V1NVI'RN PYNN] *
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<LDAP_User Name ua="na">dc=cv2bu,dc=com</LDAP_User Name>
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<--< LDAP_Password ua="na">*********x</LDAP Password> --!>
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<LDAP Auth Method ua="na">Simple</LDAP Auth Method>
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X7 77NN M
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X7 77NN N

.SIP ni?y9n7 wnnwin? [N 12 N2 inan TCP-n NX'X 19010 NN |'¥n SIP TCP Port Min
JIRAN NI71IY9Nn NNKR y¥a

nmanantnnn [, (XML(cfg.xml 772150 19700 7w nixnn yalpa ¢
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,PAID-RPID-FROM, PAID-FROM, RPID-PAID-FROM, RPID-FROM
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<RPID-FROM</Caller ID Header-nI?wni<"ua="na
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Hold Target Before Refer>
<Hold Target Before Refer/>N7<"ua="na

N7IX DN L)19700 7w VINVIRN QT

X7 :7Tnn N
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<Dialog SDP Enable/>N7?<"Dialog SDP Enable ua="na>
N7 IX D N,[19700 W 0NVIRN QT .
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Keep Referee When Refer Failed>

<Keep_Referee When_ Refer Failed/>X7<"ua="na
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Display Diversion Info>

<Display Diversion Info/>X7<"ua="na
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AwNd SIP INVITE nyTin 7w ”From* NN WWRNNN NnTA NN 80 NONIDNN "MK XN
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X77 77NN N2
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nmanantnnn [ ,(XML(cfg.xml 772150 19700 7w nixnn yapa ¢
b

<SIP IP Preference ua="na">IPv4</SIP IP Preference>

IPv6-2 IX IPv4-2 702 ,19700 7w 01NVI'RN T2 *

IPv4/IPv6 :n' N 0Dy

IPv4 :71nn nnmMa
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Disable Local Name To Header>
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.NAIXNN DY DX NAWNY "D |2 YN ,||9'70n 7v 011VI'RN QT -
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.O'NXNn

49151 7Y 2048 :0"ynin 0DV

(Min axx' RTP - Max ax'x' RTP) 0'>win niiv ox
NIY 'Y [91X2 1VNI9N NN NITAN DX IX 16-n |of
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NIM IT'Y Nya NN NioixY ICMP nixaw 1oon Max RTP ICMP Err
VN DX .AN'YN NIX D'on [1I970nw 197 ny'? RTP
JCMP nixawa n72annn n7vnn 19700 ,0-7 1 Tam
NINAN NI7IY9NN NNK V¥
J(XML(cfg.xml 77130 19700 7w NIIXNN yalpa ¢
:NNQN N"ANA NTNNNA TN
Max RTP ICMP Err>
<ua="na">0</Max RTP ICMP Err
.D'NNN W TN L[19700 7w V1NVI'RN TINY] *
0 :7Tnn N2
S2'vo 71a'na RTCP 7w n71w ninit nn'7w7 ninn RTCP Tx ninn

:NINAN NI7IVONN NNK V¥

J(XML(cfg.xml 77100 119700 7w nIxNN Yapa ¢
‘NNAN NANA NTNNN TN

RTCP_Tx_ Interval>
<ua="na">5</RTCP_Tx Interval

.O'RNN YW TN L|19700 7 01101 TNY1 »

niMw 255 Ty 0 :0nim 0Dy

0 :%7Tnn N

RTP munmo .
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. RTP muno

AIR'N A0NO

qIN2 AN'W-DI'0 N?'00'VVO NYIY [I970N DN |"¥N NIN'Y N?'00'VVO
.NINNNY NN2YIN I MN'Mon NN'Y WX SIP niyTIn

NINAN NI7IVONN NNK V¥

J(XML(cfg.xml 77150 19700 7w NN yalpa »
:NN2N N'ANA NTNNA T

Call Statistics>
<Call Statistics/>K%<"ua="na

T2 |9 NNYONA N2 ,[19700 7W 0V1NVI'RN QT *
AT Mapn 'vonY?

N?/]3 :Dnm 0w

X7 :7Tnn N0

NAIMD) 2 wnnwn [1970nY 9Ty IP-n X N2 IP SDP nis1yn
.RTP

ipv4 NIAIMD TN' 17 W' 7193 2¥N2 K¥N1 19700 DX
-7y SDP-2 NIAmon 'My nX Tn 2173' RN Lipvo-|
... a=altc" nnpN

NI TV N7ap IPv4 namd ,IPv4 naind N1Nn21) DX
[1970nY Na¥ni SDP-1 [Pv6 Namdn nir nnia
IPv4 RTP naim>2 wnnwin'? q1yn

SDP ,12%72 IPv6 naind Ix IPv4 naind v 19707 DX
M natyn RTP namait ALTC niapn 770 X
.”:C"

:NINAN NI7IVONN NNK V¥

,(XML(cfg.xml 77130 19700 7w NN yapa »
:NN2N N'ANA NTNNNA TN

SDP_IP Preference>
<ua="na">IPv4</SDP IP Preference

.9 [P-n NX N2 ,j19700 ¢ 01NVI'RN T2 *

IPv6-1 IPv4 :0'ynim 0Dy

IPv4 :7Tnn N1
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SRTP-1 RTP 7w n'wTn n'awin 112y SSRC o19'x 7von .

AIR'N

A0NO

MNKR IR 197 7'nnn RTP awim oxa ¥7 17 'worn
AYENNN TN YR 72pnny

NINAN NI7IVONN NNK V¥

,(XML(cfg.xml 72150 1970N 7w dIxNN yala »
:NN2N N'ANA NTNNA T

RTP_Before ACK>
<RTP_ Before ACK/>X7<"ua="na

N2 19700 7w LINVI'RN QT *

2NN XIN WK MR IR RTPawm : o «
.OK 200 nyTIn nn'7w WNXY

YR NP7 TV 'Nnn IR RTP awim @ X% ¢
Awpnnn XN

X7/]3 :0nm oYy

X7 :7Tnn M

ACK 197 RTP

112y (SSRC) |1N210n NI NX 09X7 DNA NYAf
.SRTP-1 RTP niwTnn ni?ysnn

:NINAN NI71YD9NN NNK Y¥a

J(XML(cfg.xml 77130 19700 7w NN yalpa ¢
:NNQN NANA NTNNNA TN

SSRC_Reset on RE-INVITE>
<SSRC_Reset on RE-INVITE/>]p<"ua="na

N2 19700 7w VNVIRN T *

NNV NRAYN YInne 7100 19700 ;3 *
TIX YNIY NN'YA TR DTX 71 WUKRD ,AN'WUN
IN NPT 30 7 NIN'w2 NI 2T .ynwun
JD11D-NYN NIN'WA NN 0Nye1 ne

NDNR NN'W 70N IR TV SSRC-n N »
UNINNYT n717Y AR 0T NN

N%/]3 :0nm 0w

X7 :7Tnn N0

SSRC Reset on RE-INVITE

SRTP-1 RTP 7w n'wTn n'awin 212y SSRC o19'x 7yon

TAX DTX 21 UKD ,NN'W 1NN NRawn yin'n? *1 SRC Reset on RE-INVITE nx 7'von? Jnnwoxa
JD1MD-N7N NIN'YA NINE 072,00 IR NPT 30 7w NN NTUNNNN IT IRAY .YNYn IR YNIY nN'wl
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. 2193 ax¥na RTP-1 SIP niananna nvw

1'7"nNnw 194

.98 9T2,|1970N 7Y VINVI'RN PYNNYT DY DR L[1D700 7101 7W VINVI'RD QT 7R DY

2o

SIP<'ipanma 112%
2 2¥n7 SSRC Reset on RE-INVITE qun19on nx yap ,RTP muomio yopa 21w

:MIINNN Y22 DT 05 1TANY 9012 [N

<SSRC_Reset on RE-INVITE ua="na">Yes</SSRC Reset on RE-INVITE>

X7/]> :0nin oDy

X7 :7Tnn N2

SRTP (SIP-1 RTP 7w niwTn Ni72yon 112y WXy SSRC-n ,X7 1¥n7 100190 NX V' Tan DX
.NDNK NN'Y qUN2 wNNne n717Y nn'win nayvin Nk (re-INVITEs

nyn

nmwa'd AN YN 31w

2195 axna RTP-1 SIP niananna nu'hw

S2192 2¥n2 19700 AwRd SDP IP nioTvni SIP IP nioTvn nitw oy RTP-1 SIP mun1o1a 017w7 [N

7192 2¥N2 K¥N1 NIN AWKRD N7'NN D02 [P namd (1970 nr'R ArTan SIP IP nioTyn qun1on

IPaxni SIP IPnioTyn .58 a'1a0

P2-2.2.2.2,2009:2:2:2::2

7% SIP niyTIn 0?7'NN N7w* 19700 :aRXIN
.1::2009:1:1:1

2D N O axxin nio Ty ,DNS -n niamd> nn'wn | SIP niotya| IPaxn
NIYXY NI9*TYa naumd - P1 P
'Y NI9*TYa Namd - P2
<-2009:1:1:1:1<-1.1.1.1 P1-1.1.1.1,2009:1:1:1::1 1Pv4 axn
2009:2:2:2:2<-2.2.2.2 P2-22.2.2,2009:2:2:2::2 T
.1.1.1.1 7x SIP niyTin n'7'NN N7 19700 :ARXIN
<-2009:1:1:1:1 P1- 1.1.1.1,2009:1:1:1::1 IPv6|  awn
<-2009:2:2:2:2 <- 1.1.1.1 P2 -2.2.2.2,2009:2:2:2::2 R
2222 7x SIP niyTIn n'2'nn N7w* (19700 :ARXIN
.1::2009:1:1:1
<-2.2.2.2<-2009:1:1:1:1 P1-2009:1:1:1::1 IPv4 axn
2009:2:2:2:2 aNIT
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SDP Payload 'aio mixn naman .

2¢O Nt Q¥ axxim nio1y ,DNS -n niamd> nn'wn | SIPnioTyn| IPaxn

IP
MIYXI NI9*TYa namd - P1

NMY NI9TYa NaImd - P2

2009:2:2:2:2<-2009:1:1:1:1 P1-2009:1:1:1::1 IPv6 axn
22.2.2<- P2-2.2.2.2,2009:2:2:2::2 T

.1.1.1.1 7x SIP niyTin n'7'NN N7 19700 :ARXIN

2222<-1.1.11 P1-1.1.1.1,2009:1:1:1::1 1Pv4 IPv4
P2-22.22, 2009:2:2:2::2 M
.1.1.1.1 7x SIP niyTin n'7'NN N7w' 19700 :ARXIN IPv6
2::2009:2:2:2 <-2009:1:1:1:1 P1-1.1.1.1,2009:1:1:1::1 1Pv4 1Pv6
P2 - 22.2.2,2009:2:2:2::2 M
7x SIP niyTIn n7'NN N7w* 19700 :aRXIN IPv6
.1::2009:1:1:1

.RTP niam> nnoswn 7y [nni Xwn 7017 7193 a¥xna o'nmy? yron IP SDP - ALTC noTyn

1'7'nNnv 194

.98 9T2,]1970N W VINVI'RN PYNNT DY DR L[19700 71N 7U VIIVI'RN 9T 78 DY

7nn

SIP<'ipganma 112%w
SIP IP nmio1yvn nTwa IPV6 IR IPV4 -2 N2 ,SIP mumids yoj;a 21w

.N7202334 q12a,SIP MuN19SDP IP nioTya nTY nX1 ,0'0197

.SDP IP nio1yn nTwa IPV6 IX IPV4 -2 02 ,RTP mono voj;a 31w

.349 9712 ,RTP mun19 n720a IP SDP noTva IX1,0'019Y

SDP Payload 'a10 nai¥xn naTan

nI7w7? "1 (AVT) INTI-YNY NN2YN NIMNYWOR WI7W INn 1IN17 [N .RFC4733-2 nin 17w Cisco IP 1970
w7 DTMF nintwo

. 1 1 isco 1 1
SDP) n7yon 1NN 71210109 ar¥n C IP 1970 AWND 71 NIXRXI' NIN'WYT Unwn 1 TAIN WX 'N17T NI DIN
AYPNAYT NXPINY 17T NI DIN 210 INXR 271 (19700 ,SDP nyxn oy Ni0121 NNy 111y

,95-0 7w 0"VYTIVO |DIN 1A10 DY 0101 SDP N1ay .xxI* SDP-2 NTanw pTip ninwa wnnwn Cisco [P 1970
NTANY PTIZN 2D NINY TV 2TI70 IR NN (19700, NN 21N 10 1Y .2 TI7N Niwn 07ynn 19700
JIRID DU NIR AN "WYY NMYN-NYTN R DRIYAN
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. SDP Payload 'aio

7v Aranna |y ;NN 7 v Tan? r1o L(cfg.xml) 19700 7w NN Yalza D0N19N DR 1TAN7 0N N1
.355 912 ,SDP Payload a10-2 nTnnnn

1'7"nnnw 19Y%

.98 9T12,[1970N 7W VINVIRN PYNN7 DY DR L|1970N 71N 7¢ VIVI'RND 9T 7R Y2

2an

SIP<'npana 11a%
.355 912 ,SDP Payload 'a10-2 |'I¥w '93 0yn NX ya7 ,SDP pIim alo yuj;a 21ahw

96 |2 XIN NIV 190N 7V 0D0N7 DN 72NN N7IYA 'ONTIVO K7 (1M 72 NN -AVT T nan DIn ¢
101 X0 TAnn NN 12749

RIN NIV 1901 7V 0DONYT DXAY'N 72NN NIV 'OITIVO K7 1IN 7D KIN- AVT 16KHZ "1 nan pin «
107 X' TP N0 127-7 96 1A

RIN NHVN 190N 7V 02017 02N 727AN1 N7IYN '01TIVO K7 1M1 7D KiIn- AVT 48kHz marT nm pin
108 X'n AN N0 .127-7 96 A

oMmua'd ANy yn? 31w

SDP Payload 'ai0

AIXR'N A0N1S

. G722.2 1T NIn 21N 210 G722.2 1T nan PN
NINAN NI7IY9NN NNR Y¥a

J(XML(cfg.xml 77130 [1970n 7w DN yaipa »
:NN2N N'ANA NTNNNA T

</"Try Backup RSC ua="na>
D'NNN W TN L1970 YW 010NN TNV *
DN oDy

96 771NN N1Ma

.iLBC m2*T nan 21N a10 iLBC m1 T nm pIin

97 :Thn N1

.OPUS m1'7 nm |pIin 210 OPUS ma'1 nn pin

99 :%7Tnn NN

.127-96-n nnno .AVT '"m1*T N |dIn 210 AVT m>Tnmn pin

101 71PN N2
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SDP Payload 'aio .

AIR'N

A0NO

INFOREQ '"2'T nm pin a10

INFOREQ "2 nm pIin

.H264 BP0 m1'T nin |pin a10

110 :7Tnn N1

H264 BP0 'n1'1 n1n pIn

.H264 HP M1 nan 21N a10

110 :77Tnn N1

H264 HP m2*T nan pIn

.SDP-2 wnwnn G711u pTijp v
NINAN NI7IY9NN NNKR Y¥a

J(XML(cfg.xml 77130 19700 7w nIXND yapa ¢
:NNQN N"ANA NTNNNA TN

G711u_Codec_Name>
<ua="na">PCMU</G711lu_ Codec Name

.O'NNN 7717 OW [T ,]1I9700 7¥ UINVI'RN qTa *

DN o'oY

PCMU :%7Thn n1Ma

G711u pTip ow

.SDP-a wnwnn G711a pTip ow
NINAN NI7IY9NN NNKR V¥

J(XML(cfg.xml 77130 19700 7w nIXNN yapa ¢
:NNQN N"AN2 NTNNNA TN

G711la_Codec_Name>
<ua="na">PCMU</G71la Codec Name

.O'NNN 7717 OW [T ,]1I9700 7¥ UNVI'RN qTa *

DN 0Dy

PCMA :%7Thn n1mMa

G711a pTip v

.SDP-2 wnwnn G729a pTI7 ow
:NINAN NIZIVONN NNXK Y¥a

J(XML(cfg.xml 77130 19700 7w NIXNN yalpa ¢
:NNQN NANA NTNNNA TN

G729a_Codec_ Name>
<ua="na">PCMU</G72%a Codec Name

.O'NNN 7717 OW [T ,]1I9700 7¥ UNVI'RN qTa *

:D'NIN 0'OY

G729a :TNn M

G729a pTip ov
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. SDP Payload 'aio

AIR'N A0NO

.SDP-2 wnwnn G729b pTij oW G729b pTI DY
NINAN NI7IY9NN NNKR Y¥a

J(XML(cfg.xml 77130 19700 7w NN yalpa ¢
:NN2N N'1AN2 NTNNA T

G729b_Codec_Name>
<ua="na">PCMU</G729b Codec Name

.D'RNN PTIZ DY TN L[19700 7W 01NVI'RN 9T

DN o'oY

G729 77NN NN

.SDP-2 wnwnn G722 pTijp v G722 pTip DY
NINAN NI7IY9NN NNKR Y¥a

J(XML(cfg.xml 77130 19700 7w nIXNN yapa ¢
:NNQN N"ANA NTNNNA TN

G722 _Codec_Name>
<ua="na">PCMU</G722_ Codec Name

.O'NNN 7717 OW [T ,]1I9700 7¥ UNVI'RN qTa *

DN o'oY

G722 :77hn nMa

.SDP-2 wnwnn G722.2 pTi7 oW G722.2 pijp Qv
NINAN NI7IYSNN NNKR Y¥a

J(XML(cfg.xml 77130 19700 7w NN yalpa ¢
:NNQN NPANA NTNNNA TN

G722.2_Codec_Name>
<ua="na">PCMU</G722.2 Codec Name

.O'NNN 7717 OW [T ,]I9700 YW UNVI'RN qTa *

DN 0Dy

G722.2 717N N0

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"



| Cisco IP o0 mpna

SDP Payload 'aio .

AIR'N

A0NO

.SDP-2 wnwnn iLBC T nw
NINAN NI7IY9NN NNK VX2

J(XML(cfg.xml 77130 19700 7w nIIXNN yalpa ¢
:NN2N N'1AN2 NTNNA T

iLBC_Codec Name>
<ua="na">1LBC</iLBC_Codec_Name

.D'RNN PTIZ DY TN L[19700 7W 01NVIRN 9T

DN o'oY

iLBC :77hn n1Ma

iLBC pTi7 nw

.SDP-n wnwnn OPUS pT17 DW
NINAN NI7IY9NN NNKR Y¥a

J(XML(cfg.xml 77130 19700 7w nIXNN yalpa ¢
:NNQN NANA NTNNNA TN

OPUS_Codec_Name>
<ua="na">OPUS</OPUS_Codec_Name

.O'NNN 7717 OW [T ,]1I9700 7¥ UNVI'RN qTa *

DN o'oY

OPUS :77hn n1Ma

OPUS pT1ij7 v

.SDP-a wnwnn AVT pTip v
:NINAN NI71Y9NN NNK Y¥a

J(XML(cfg.xml 77130 19700 7w nIXNN yapa ¢
:NNQN NN NTNNNA TN

VN'R<"AVT Codec_Name ua="na>
<AVT_Codec_Name/>11970
.D'RNN PTIZ OY TN (19700 7¢ 01NVI'RN 9T *

DN 0Dy

[1970-YN'X :7Thn nNNa

AVT pTip ov
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. nini?wY7 SIP ninTan naixn mTan

AIR'N A0NO

kHz 16 7w 1lyw 2x¥p 712y AVT 7 '1*T nan DIN a10 AVT 16 kHz "1 1 nhm pIn
NINAN NI7IY9NN NNK VX2

J(XML(cfg.xml 77130 19700 7w NN yalpa ¢
:NN2N N'1AN2 NTNNA T

AVT 16kHz Dynamic_ Payload>
<ua="na">107</AVT_16kHz_ Dynamic_Payload

NINN DIN DX TN L|19700 7 010NN TNY1 *
Ralen!
127-96 :nno

107 :717nn NN

kHz 48 7w lvw axj7 12y AVT 7w a1 nan DIN Ao AVT 48 kHz m2T nan pIn
NINAN NI7IY9NN NNR Y¥a

J(XML(cfg.xml 77100 119700 7w nIxNN Yo ¢
NXQN N'ANA NTNNN [T

AVT 48kHz Dynamic Payload>
<ua="na">108</AVT 48kHz Dynamic Payload

NINN DIN DX TN L1970 7Y 010'RN TNV *
NN
127-96 :nno

108 :77nn N1

ninitwY? SIP ninTan naixn nnTan

1'7"nnnw 19Y%

.98 9T12,[1970N 7W VIVI'RN PYNN7 NYW'A DR L[1970N 71N 7¢ VIVI'RND 9T 78 YA

2o

.nwson Kinn W (Ext(n <'mpana 11w
.N7202360 912 ,NINI7w2a SIP NINTAN7 DXI0NT9 IXRINND 10N190 DY NX VAR, SIP nnmnyvojja 21%w

oMmUa'dD ANy YN? 31w
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nini?wa SIP nnTan% orvnao .

niniwa SIP ninTan? n'muono

01VINN PwNNA (Ext(n N1IWY NNN SIP NINTAN VU2 DMVNID ¢ Wiyl NX21190 IR NNTAN NRAN 07200
TIZ NIY¥NANA 19700 7W DIIXNN YAIR7 NOOHNNY NTNNNN 7W 1" ANNN NIX 1 Tan §0112 KIN L [19700 7Y

20N9 TN D (XML(cfg.xml

nini7wa SIPnnTan 59270

AIXR'N

L) b

.SIP niyTin 112y NIAynn 2171009 DX ['y¥n
NIN2N NI7IY9NN NNK V¥

J(XML(cfg.xml 77130 19700 7w NIIXNN yalpa »
:NNQN NN NTNNNA TN

SIP Transport 1 >
< ua="na">UDP</SIP Transport 1

217101N9 210 NX 1N2,|1970N 7W LINVI'RN T *
.Nynn

UDP -
TCP »
TLS »

'ONIVIX °

217101N9N NIX 1INAY7 (19707 TWONN 'VNIVIR
NMIYI 7y 002NN ,'UNIVIX [DIX] D'RNAN
SIP mixn nTan X1 .DNS-n nnwa NAPTR
.0'9011 0'V197 184 T2 ,NX'X'Trans

UDP :27hn n1Ma

SIP nhiavn
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. niniwa SIP nnTan% oronao

AIR'N A0NO

SIP nyTIN AITYINITRN 1Y 19700 79 NN 190N SIP nx'x
ViN'y Ny 1 KD NXR'X'N 190N NX 'Y nwn
.SIP n1ayn 21710193 UDP-a

NX'¥ 2 nunnwn nd>wnn ,TCP-2 wnnun nnNX DX
SIP TCP Port Min qima ['1xnn NHON 1N N'RIPR
SIP <'pnaiwha TCP Port Max ol

N'Tan? [N ,SIP proxy NNW 7w nN'x! |''¥7 7*7v DX
XSI pakn M TV IR Proxy nTUNIy¥nxa

:NINAN NI7IVONN NNK ¥

J(XML(cfg.xml 77100 119700 7w nIxNN YA ¢
‘NXAN N'ANA NTNNN [T

< SIP Port 1 wua="na">5060</SIP Port 1>
NN'Y' 190N [TN,]19700 7¢ VINVI'RN TINY2 *
.0'RMN

5060 :7Tnn 1M

.SIP 100REL 115N NX "NITAMTI'N [DIN] TWONN SIP 100REL n'2von

SIP 100REL nni7wa nin 19700 ,QWUINA TWURD
NIV wnnwnl (x18) NRYPN NIQAN W MR IT'Y?
.PRACK

:NIN2AN NI71VONN NNK Y2

J(XML(cfg.xml 77130 19700 7w nIxNN yapa ¢
:NN2N N'AN2 NTNNA T

SIP_100REL Enable 1 >
< SIP 100REL Enable 1/>P<"ua="na

NIX 7'WON7 O D N2, 19700 YW VINVI'RN T *
.MIdNN
X7/]p> :0nm oDy

X7 :7Tnn nhmMa
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nini?wa SIP nnTan% orvnao .

AIR'N

A0NO

ITAINN) 0FTPN 'KIN AN DX 7710 19700 DX Nyayp
Jnnian nanpn nTwa (RFC 33122

D'TPN 'NIN ANN DX 7710 X7 (19700 :navin ¢
TIX 2'TNN X7 (197001 . NN DNNDN NTYA
INVITE nwjpa nX 7apn X0 Wwxd 183 naian
.SDP 1ix'n2 QoS 7w nrTznn 'RINN DX N7'Onn

NTYI D'TPNN 'NINN AN DX 771D 19700 191NN ¢
JnNIn NN
NINAN NI7IY9NN NNR V¥

L(XML(cfg.xml 72150 1970n 7w dIxNN yalpa ¢
:NN2N N'ANA NTNNA T

Precondition Support 1 >

< Precondition Support 1/>79m<"ua="na
291N NINYOXA 1N2,|1970N 7W VINVI'RN QT *
.NIDNN NX WWONT7 '
2yoIni NAWIN :0"NIN 0DYY

nawvin 71NN 1M

D'TPN 'XIN2 ND'NN

.SIP 7w 11x¥'n NX'Y' 190N
:NIXAN NI7IVONN NNX Y¥a

J(XML(cfg.xml 77130 19700 7w NIIXNN yapa ¢
:NNQN NPAN2 NTNNNA TN

EXT SIP Port 1 >
< ua="na">5060</EXT_ SIP Port 1
RX' 00N T ,||9'70n ¥ V1LVI'RN TINYA *

DN 0Dy

5060 :7Tnn NN

EXT SIP nxy!
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. niniwa SIP nnTan% oronao

AIR'N A0NO

NYTIN 7271 KIN WK N7 NR nnrn Cisco [P 1970 7INNX-[IN210 NIN'X
NIXaN Nivpan oy TIFYRY

wTnn 10 *
wTNN 7INNX *

niT .
wTNn 7uon

XML-nN'y

NINAN NIZIVONN NNX VX

J(XML(cfg.xml 77130 [1970n 7w NIXNN yalpa »
:NNQN N'ANA NTNNNA TN

Auth Resync-Reboot 1 >
<_Auth Resync-Reboot 1/>K7<"ua="na
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<Reboot Reason 1>[08/10/14 14:03:43]Provisioning</Reboot Reason 1>
<Reboot Reason 2>[08/10/14 13:58:15]Provisioning</Reboot Reason 2>
<Reboot Reason 3>[08/10/14 12:08:58]Provisioning</Reboot Reason 3>
<Reboot Reason_4>
<Reboot Reason_5>
</<Reboot History
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srvl 3600 IN A 1.1.1.1

srv2 3600 IN A 2.2.2.2

srv3 3600 IN A 3.3.3.3

srvé 3600 IN A 4.4.4.4

srv5 3600 IN A 5.5.5.5

srvé 3600 IN A 6.6.6.6

.||9'70n 7w vann NTIZIN D'NMYA NIDTY NKX NA'XN ARAN NNAITN

Priority IP Address SIP Protocol Status
1st 1.1.1.1 TLS UpP
2nd 2.2.2.2 TLS UP
3rd 3.3.3.3 TCP [9)
4th 4.4.4.4 TCP [9)
5th 5.5.5.5 UDP UpP
6th 6.6.6.6 UDP UpP

[19'70n ,nNaIma .nn'w1a UP 01000 nyi nIr'2yn NISTTYN oY N1t NamdY7? SIP niyTin n71v Tan 19700
AwpnA (19700 ,DOWN olvvoa ninion nn'w1a 1.1.1.1 namdn ox .1.1.1.1 nam>7 SIP-n nIyTIN 22 NX N7IYW
D'0I9Y7 .1NMIXY '2AN 'NINA 0TI YWRD 1.1.1.1 7 DTN IaNn IR TAWY 7100 19700 .2.2.2.2 Dy DIizna
445 q12a ,SIP Proxy 122 |21 444 12 ,SIP proxy 7wd NIN'M' D'YOR DX, 1211 WD NN 7y 0'oon

:D'N2N DPNNN TNKA WD NN yXan (19700

NN nian 7apn X471 SIP niyTin n721v 19700 ¢
.Try BACKUP RSC-a |"i¥w TIj?'7 DXINN TI7 NIY¥AN 210 NN *

.TCP i1 nwjpa 7apn 19700 «
a¥nd NTAM SIP nnyn qwxd 2 2¥n7 7w NN N 'ONIVIRD DIYA NNYOX NIX 1 TaN7 TINND Y7nin
1ONIVIN

N2 NMIXNN Y272 NNI7YY-019'¥90 DNVNTO V' TAN7 DA N1
<_n ua="na">Auto</SIP Transport _n SIP Transport>

<_n ua="na">Yes</Auto Register When Failover _n Auto Register When Failover>

.NNI7WUN 190N KINNWURD

27U NN (1970 NIANINA

1'RY NIWN .0MIYN NN'YA 01000 NX 3V KINL,'N1N 12NN NYN DY TWPN7 0P80 VIR 19700 TWUKD
UP o1vvo oy ni'7yin NiovTyn 7va w7 1annn noin 19700 .0'mwn nn'wia DOWN oivvoa nion |'at
.nn'wia

NI9TYN 7v21,3.3.3.3 7x SIP nyTin n71v 19700 . 'k 2.2.2.2-1 1.1.1.1 niamin ,nXan nnaim
.UP o1vv0 oy o'Mwn a2 nir'ayn

SIP proxy 7w5 nintne .

SIP proxy 7w ninmne
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. SIP Proxy "man

Priority IP Address SIP Protocol Status
1st 1.1.1.1 TLS DOWN
2nd 2.2.2.2 TLS DOWN

3rd 3.3.3.3 TCP UpP
4th 4.4.4.4 TCP UpP
5th 5.5.5.5 UDP UpP
6th 6.6.6.6 UDP UpP

wi?w nin' ,SRV nnivn 22 112y .DNS NAPTR-n naiann SRV nimiwa My N ,nRaN nnam
.(IP niamd) A nimiwN

Priority IP Address SIP Protocol Server Status
1st 1.1.1.1 UDP SRV1 DOWN
2nd 1.1.1.2 UDP SRV1 UPp

3rd 1.1.1.3 UDP SRV1 UpP

4th 2.2.2.1 TLS SRV2 UPp

5th 2.2.2.2 TLS SRV2 UPp

6th 2.2.2.3 TLS SRV2 UPp

nnnnn T 1.1.1.2 2wxd .1.1.1.2 9 nw1a pn nki 1.1.1.1 9% nnannna 7w (1700w nm
.Proxy mamn ninn 7w pamana nin 1900

,1.1.1.3 ,1.1.1.1 :Xx2an 7702 NIAMdN Dy nom [19700 ,0 7R 1 Tam Proxy " ninn Twxd »
222322222221

,1.1.1.3 :x2an 1702 NIAINdN DY 10N [1970N ,09XN INK WY 1TaM Proxy 1 ninn wxo »
222322222221

SIP Proxy "1ara

19700 7w 0INVI'RN FYNNA (Ext (N N1IWY2 Proxy "am niMn ATw2 ['I¥NN 09X INK )Y WIIT proxy '1'a
NMIXNN Y2172 NN7WY-191¥90 10N 1 Tan? DA [N .Nawin SIP Proxy '12'A NadN L,0-> AT NTY V' Tan DN
:NN2N N1ana

< n ua="na">60</Proxy Fallback Intvl n Proxy Fallback Intvl>
.NNI7WN 1901 KINN TWUKD
win'waw SIP ¥ n1iaynn 110Nl 19700 NNIXNA 7N 120 7'won (19700 1Y nTn

NIY71 'vnIvIX 2¥n7 SIP niayn nx Y10 ,SIP v 021w nNiayn 211009 12112t y¥ay 19707 WWONY '
NTNNN YTV NNINNN Y2172 DNTYWY-'9'¥90 10N19 ' TaN7 DA N1 19700 7w V1NVI'RN Pwnna (Ext (n
:nxan XML-n

<_n_ua="na">Auto</SIP_Transport _n SIP_Transport>

.NNI7WUN 19010 KINNWUKRD

UDP hiarnn 'ana

1.1.1.1 9% Diwn y¥a7 n'7xn X7 07'Nn 19700 ,nxan nnama SIP nyTin -7y 72wom UDP 1a'nn 1aan
(a2 (UDP) 2.2.2.2 7x Diwm yxan 19700 ,29 SIP F Axy [Iyw AwRd .nwnn nanan 'kw nkn T1 nr (TLS)
.UDP niyxnia 2.2.2.22 k¥n1 'ndnn ann (T2 (T2=T1+SIP Timer F

Priority IP Address SIP Protocol Status
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1st 1.1.1.1 TLS DOWN Tl (Down time)
2nd 2.2.2.2 UDP UP
3rd 3.3.3.3 TCP UP

:NXQN NIXNN DX 7710 19700

< n ua="na">60</Proxy Fallback Intvl n Proxy Fallback Intvl>
< n ua="na">3600</Register Expires n Register Expires>
<SIP Timer F ua="na">16</SIP Timer F>

.NNI7WUN 190N XINN WXD

NN NI'AT 11AY NIAUNIN NN DX 2T 19700 (T2 (T2=(3600-16)*78% |AT2 DIYN DX [2y1N [19700
:NAN |91k NTYNN nn'wanl UP 7k itn7 y'wnn 1.1.1.1 %wow mwn ,T2-T1 >= 60 ox .nnawnn a1 [P-n
.1.1.1.1 2x SIP niyTIn 21w 19700

Priority IP Address SIP Protocol Status

st 1.1.1.1 TLS [9)
2nd 2.2.2.2 UDP [9)
3rd 3.3.3.3 TCP [9)

TLS Ix TCP 2ia'nn 'ana

DIYN Y¥I7 NY7XN K7 19700 ,NNAN NNaIma . Proxy "1t nimn 0n1o (1-7p hyoim TLS i TCP harnn aan
TCP1T12.2.2.2 X1 'ndnin iann ((TCP) 2.2.2.2 9% own 971 T1 nma (UDP) 1.1.1.1 9x

Priority IP Address SIP Protocol Status
1st 1.1.1.1 UDP DOWN Tl (Down time)
2nd 2.2.2.2 TCP UP
3rd 3.3.3.3 TLS UP

:NXAN NIXNN DX 7710 19700

<_n_ua="na">60</Proxy Fallback Intvl n Proxy Fallback Intvl>
<_n_ua="na">3600</Register Expires n Register Expires>
<SIP_Timer F ua="na">16</SIP Timer F>

NI7YUN 19010 KINN UKD

2'2 NINA DX TN oKX .T1+ 60 |72 Proxy 12 7'von 19700 . T1-n 1NK7 1910 (N1 Proxy (60 112 ninn
.2.2.2.2 22'n IR MIY 199700 ,IT nnaiTa 0-7 Proxy

[1970N ,NAWINN INKRYT (KX 'D17'N IX) '917'NY1 (RXI' 'WRD IX) '"WUNXIN Proxy-7 TN' T'AN oW1l TN 19700
NYTNN NIATAY? NN N72pnn X7 DX .N7'NN 'WURIN Proxy-n 0T ,n-Invitex'7-1 Invite a10n SIP niyTin n71v
DWO'NY NY7¥0 X7 19700 DX .'917NN proxy-n OY 12ANNNT N01N 19700 AIXPN [ATN INK7 ,'UXRIN proxy-in NN

JYUNKIN proxy-n DX NI017 Y720 917NN proxy-7 NINTN N7IY XIN 'URIN proxy-n N7

01V YNNWN 7WUNN NIVXNXKA 19011W DNV NWIZW V' TanY [N . T1912 17 72 0'02 7v nna 7193 niwn
PINN ARYPNI

NP 77NN NNMa-'917n Proxy e
NP 77NN NNM2-'917N Ry Proxy ¢

.("122) X7 1'0 7NN NNM2-7190 DY .

.971IN7 012'N MPNNY T3 19700 IR YTNN 7NNK ,0M0N190 7W NIXNN Ny INX?

219> DIwn .

2190 nIvn
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. DNS SRV ni'2aani 719> niwn

\}

NMADNNY T2 ('917NN KXI'N proxy-in IN) 917NN proxy-nl ("WKIN KXI'N proxy-n IX) '"WRIN proxy-n 1Ay W 'Y "vn
JINYD 7uon

DNS SRV niaani 7195 niwn

.DNS SRV '07n9 WITAY IX '12'2 X NYAWNY7 W' 7V9IN 7191 DIYN WX *
.Broadsoft |122m :nNAIT? .0MNXR ITNY IX 1272 1212200 DY TN' 7193 DIV UNNWNT7 |'N *

2'NN [ID7TV 1Y DIY'N NT NX D'RNNY? 712' N>WNN 7010 ,07IX .NIdDN NYp2 Y IThY 10210 0y N7
J1917N1 UKD 'O71NS 112y DIYTN 2XN v

191N '01N91 719D DIYN

917N 'opINoN nN7ynn N>vNN X7 1T 7193 DIYN 10019 UKD

RFC3311
.SIP UPDATE nu'w ,RFC-3311-2 ynin Cisco IP [1970

TIFY XMLxY SIP nn'w

XML nin'w vy oy TIFYX? SIP nyTin n7a nya TIFY XMLX7 SIP nin'w vinrka yain Cisco 1P 1970
DMIY'RN NX 7907 2N NIZ'70 .0"121 DNIYWNR N'7'o1n NI'R Ny TInn OX 401 naiana TIFYX? R Mankn (19700
IP-n 1970 7w oxinn 170 1y SIP jIawn nnoo oy MDS 27N NIYXANA 0121010

a7 XML yn'R nyTin DR 7907 710 nyTinn 9in
CiscoIPPhoneExecute>>

<Executeltem Priority="0" URL="http://xmlserver.com/event.xml"/>
<</CiscoIPPhoneExecute

NIN'R

challenge = MD5( MD5(Al) ":" nonce ":" nc-value ":" cnonce ":" gop-value
":" MD5(A2) )

where Al = username ":" realm ":" passwd

and A2 = Method ":" digest-uri

n1197V ny NAT Transversal

AIX'7 1D ,2IM1%7 NIna NN NNt [P namd qnw? noann on'wdon’? aworn (NAT) nwn niamd ninnn
T2 .NI'0191 NIMIAY [P Niams DN 15 a0 092 Y% 0N 011'wona v'oin NAT .01101'RN DT 0NN
.NAT nayn wan NAT oy Tn' 0o"jpn' VoIP-vw

NI'NYWON 1900 NNz ,NAT 1ayn poon 'K NN'wN 790 DX .NAT 1ayn 07901 X7 D'N'ION NIN'YN {790

T NAT 19'02 N TR DN 290 1IN2Y7 0¥ X :Session Border Controller oy NAT 1om ¢
NIDOI NI'NWOR NINY'R ,NIN'WN 790 'T'-7V Po1onn NAT "19'n niyx¥nka .Session Border Controller
.AN1 N1'N1aY
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Session Border Controller oy NAT 1o .

.(SIP (ALG niw" n2d>w 1w 722 a1 win'y 1 72y NAT 19 d'win'7 )na : SIP-ALG ana oy NAT n19m -
JN'Y 790 NN'N2A NS0 NIFNWOR Nin''? ,SIP-ALG ani niyynxa

N'0aNY7 "1 ix'n (M) 'wvovo IP namd oy NAT 191 2'wn? N1 : 'vvo IP namd oy NAT '19'n
XY ,901 VT N7a7 .10n'o Nifn 2'n AN win'waw NAT-N 12211 .DN'YN 790 DY N2 NIMIVON
.387 912 ,M0n'oN IX Mun'o NAT nyayp

.Session Border Controller Ni'221'¥j7219 Nj7o0Nn N1'X NIN'WA 790 7w nwan oX 1 NAT 19" wnnwin
NAT 197 NMIXN NTAN AR ,'000 IP niy¥nxa NAT 190 7w R1IXNN NYTAN NITIR 901 vy N7apY
.382 912, n'vvo IP namd ny

DNI Session Border Controller ni'221'¥j2119 Npoon n1'k nN'wn 790 N1 DX :STUN ny NAT n19m
19 NR NI7A% 71 (NAT (STUN 112y awin 1ayn? NN 201 wnnvn? [N NI PNn NNNRD DIYAT
19M NI¥xNn NN XY L,STUN niyynxa NAT 19 7@ n0IxNn NNTAN [9IX NITIR VTR N2 NAT-n

.385 912 ,STUN ny NAT

Session Border Controller oy NAT '19'n

?olonn NAT 19'm niy¥xnxa .Session Border Controller 70T NAT '19'12 Jaimn 0'NN'Y 790 1INA7 y'min
.21 N1'NA7 NIDOI NITNWON NINYZ ,NIN'WN 790 'T-7V

SIP-ALG ana oy NAT "19'n

nim' ,SIP-ALG 2an1 niyxnxa .(SIP (ALG niw* N15w 1w 752 2N win'y Niv¥nxa NAT 190 a'win'? N1
.NN'Y 790 N1'N2 NISON NINYOR

Cisco 7w ' 'nnono

oX .Cisco IP 19700 p1w (VLAN) 781071 LAN n1'R2 yaipl iInni kwn oolan (Cisco (CDP 7w 1971 71710109
NN DX 7710 CDP .7Thn nanad 2vomi 't (Cisco (CDP 7w 1% 7121009 ,Cisco Anna wnnwn NNX
NINAN

N7 DN'WON 7Y NNID0Y790 NIX N'7ani DANR DYY'YWON YW 7171090 NIAIND NIX A'wn ©
17W 2NN WnNnwn 0N D'RPWNNRN NITIR YT NAxXN *

Sone Tn 1N N e

.Cisco IP 197010 112y VLAN _ID 'tn7 17y ,CDP X77 VLAN -2 wnnwn NN DX

LLDP-MED

oy N0 NIX? (LLDP-MED) n*Tn 7w nxj NTi71 2pNin? 1w N2dW 1712 721710092 nin Cisco IP (1970
.2 NOW 7Y 'UNIVIX 172 112102 D'YNNYNN ,DMIX'N 090 7W Nw17 niMiwp 7w 0Nk 0pnn IR Cisco
7w ANSI TIA-1057-1,2005 *&n 7w (IEEE 802.1 AB (LLDP 0v1on7 nknna nyxann LLDP-MED nynon

.2006 79X

npnn? LLDP-MED v n'w' oniwp oy LLDP-MED Media End Point Class I1I}j7nn> "2v19 Cisco IP 1970
.(6 9'vo ANSI TIA-1057) n'*Tnn 7w nxEn NI 172 NY2 NYTANNIE DATA 7Y '2IN'07 DXNNA ,NWN NIMIY'Y
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. D'"1dL N'VYS

LLDP-MED class n*T% nxj7 1'wond (Type-Length-Values (TLV 7w n'22am nd>1ya 1 nin Cisco IP 1970
A0

TLV nT7w nntn *

TLV nx'¥' npm »

'n TLV-7 a7 *

TLV nx'x¥* IR

TLV no>yn nw «

TLV no>yn ni7or »

(T2'72 n'np nwn 1) TLV o1vvo/PHY nixn/IEEE 802.3 MAC
LLDP-MED TLV ni71>' «

(T272 717 = a10n Diw N1ay) LLDP-MED TLV nwn niarm »
(1272 n'np nwn 11ay) LLDP-MED Extended Power-Via-MDI TLV
LLDP-MED TLV nnwig nona

LLDPDU TLV qi0

TLV-nn TnXYon oX )7win LLDPDU ,0151 LLDPDU 1iay .o'w* ox o ipn TLV 95 nx 7710 xx1' LLDPDU
.0Nn omYynni 0'nnikn D1'X 0NX TLV-n 75 :0'%an

TLV nT72w nntn *

TLV nx'x' nnm

'n TLV-7 a7 *

LLDP-MED TLV ni715! ¢

(1272 717 = a10n Diw N1ay) LLDP-MED TLV nwn niavm »

LLDPDU TLV qio -

:Nan TLV-n nx n%7210 LLDPDU nnaon .0'w' oxk LLDPDU 12 n71w Cisco IP 1970

TLV nTw nnmn »
TLV nxx' nnm
'n TLV-7 a1 *

LLDPDU TLV qio »

:Cisco IP n11970a LLDP-MED nynuna Nin'ion Nizaan v

.PY VTN U AITNRAL [IONNK2 ND'AN 'K *
.OxIn MIB-a1 SNMP-2 nomn 'R
.0"VO'VLVO DN 7Y ITANI NVZPNA Nd™MAN 'R *

.0119700 7V 0'70 K7W TLV-n omynn ;TLV-n 75 7w X'm nin'R yxann X7 ¢
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.oy 7 D'Ynun 0N |"ixXnd, I7I|7IlJI"I9 XN NIidn -«

TLV a19w nnTn .

TLV nTYw nnTn

NN 7w wn NI IP-0 NAIND YWKRD (MW NAIMD) subtype=5 =5 -2 nin TLV ,xxi* LLDPDU 1iay
nwnwnn IPv4 naimd v nmwn nrinnn Nkl INAN naimd e nnownin 19on 7w nnmwe Xin nTwn
INAN NaImd> NNDYN .0.0.0.0 RIN NT7WUN NNTA 112V 1WA L,AIT N1'R [P-0 Nnaund ox N1 n"iwpny
.nAM 'R NT7wN Nt Yy IPv6 namd ,vand JIPv4 X'n nonnan nT'ntn

NMIWNN-210 TA12 NAIRA 1'R N MSAP nnt n1X'? D1Iox 1wd 79100 nT7wn ninta ,Nio1d1n LLDPDU 1y
RylJ}

101011 nixxl' LLDPDU 112y nwnim TNX 017w nnm 1 . Jiwrn TLV-n 2y 'nda xin TLV n1wn nnt

TLV axx' nnmn

NN'Y' Y NIy 6 7w MAC namd .(MAC namo) 3= niwn ai0a Jnin TLV -n ,x¥i'n LLDPDU niay
NN DN 7¢ wn 11y nwnwn Ethernet

T21D NNIXN 11'K YN .MSAP Nt N7 nIok 1w 79100 TLV nr'y'n nntn ,0101n LLDPDU 112y
17w mwnn-a0

.0ro1n1 0'RxI'n LLDPDUs N1ay nanim TR TLV ax'x' nnm 1 .awn TLV -3 nain xin TLV arx'n pnt

TR Y7nmw nimw-120 wnn niv a0 N 180 xin nnk nra TTL w7 ath ,xxir LLDPDU iay
.0 T™nn xin TTL 7y ,LLDPDU 127 pnn

.0'01011 0'Rk¥I' LLDPDU 12y anim TR Nnx At TLV 1 cwvwin TLV-n nd nain Xin N a2 TLV |art

'n TLV-2 nt

LLDPDU TLV qi0

.0'010101 0'R¥I'N LLDPDU -7 "anm TR 11 'Ndn Xin nt TLV .0'09K 071D ,octet-2 XIn wn

TLV nx'x' 2 Ix'N

nownn .CDP 1iay ”ID TLV AR md Nt ARX IR YAy 7wn , TLV nxex axkna ,xxir LLDPDU niay
LLDPDU 112y nwnim TnX TLV AR IR 21 UNIR DNnxn X710, TLV ARt Ikn ,0131 LLDPDU-n nn7ynn
.NI01DAI NIRXI

TLV n>ayn nv

.SEP+MAC naimnd xin 1w ,Cisco IP 1970 112y
SEPAC44F211B1DO :nnart

LLDPDU 112y anm X TLV no>ayvn ow 71 . TLV nd>yn ow ,0101 LLDPDUNX nnnkn X71 nNn'2ynn no>aynn
.0'01011 O'RYI
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. TLV n>yn ni'72oe

TLV nd>yn ni'de

NIMMY 2-1 N3N NI712' NITY 11AY NIFoN DY NX 1 Tan? ' . TLV noavn nizinna xyi' LLDPDU 11y
U'.5 N0 71 TANT W awnn DR 'R (19707 oX .PC nr'x 0y 1970 12y (J1970) 5 narol (wa) 2 na'od
AWOINAN N71D' DT 112V NDWN N7 7w W IMIK DK TNy

7'YON 210 TA1D 'UINO 91X NNIXA 11'K TLV-n .TLV nd>yn ni71'm nn7ynn n>wnin kI LLDPDU 1y
.MED

NXR TLV ndayn ni7012 71 wnnwin'? Anim .xxir LLDPDU 1iay nirndn 1'n TLV noaynn nizie

TLV 2102 naimd

QNI NN DY NIMYY YN "1 12 wnnwun? |N1w) ignn LLDP D107 no>tiwnn namd nnt TLV-n
(OID) pp™aIxD NNTAI NDWAN PYNN 1901 TN' 7*7207 2woxn TLV-n .nwan 2101 -2 1737 yro? '
.0MdIN TN' DNAIY IR DMWY TR DX LIT 7101 N2IMD7 0DwNn

.TLV ¥ yTnn NTNNN DITUN 22 7 (N1mwa) IRD DX 700 a1 nTw-TLV yTn ntnnn IR ¢

NN + 7101 NAIMD NIYN-AI0 NITY 7Y (N1MWA) IRD DX 7010 0T NTY-71n1 NAIMD 27U NTANN IR *
1

TLV n>yn 1IXN
.N2WNN IR DX 00197 NwAn 71n1'7 ©'worn TLV-n
JDWNN IR 7w (N1'MYR) 2H1TN IRD DR ¥ AT N TY-TLV 29 yTn ntnnn Ix e

AN .NWNN NIY' 7Y IRIVOZLVN NIN'MIN IR DINND NNNIRRDYR NTINNN 721 AT ATY-NDIYNN JINTD *
NINI NINN 7W 1720900 NN ,NIIWNAN DININ AI0 7W NN NI X7AN DWN DX 771D nownn
.NT NTW 112y sysDescr Va2 wnnwn? v IETF RFC 3418-2 nin niw'n oX .nwIn

TLV o1vvo/PHY nnixn nhTan/IEEE 802.3 MAC

nNn7ynn N>nn ,Ni01d1n LLDPDU 1Ay Nyl [NND NNUNYT7 K7X ,'0NI0IR [Nl Xwn'? Tvim ') TLV-n
UNIVIX NN RYA D" W 7, TLV-n ay ,nikxer LLDPDU YAy Nk nnnkn X721 TLV-nn
NI'nY? 01vVO/Nd>MNY

2NN 'ONIVIX [NNI XY 12NN NIDNY [*x7 1D [-7 Mmam — 0 nfaro «
X2V91n 'UNIVIX INNI XWN OIVVOWY |"X7 *TD 1-7 NNTam — 1 N0 »
.0-2nmm —7-2na0 ¢
MR N1 2-% PMD 'onivix [Nni Xwn NiMoNisn Nivid' nTY 1Ay NiAron D1y DR Y Tan7 v
077917 'xn 2¥n BASE-T10 — 13 na'o »
X'7n 077917 2¥xn BASE-T10 — 14 n'a'o »
0j7'791T 'xn 2¥n BASE-TX100 — 11 nxa'0 *
X'm 0j7791T 2¥xn BASE-TX100 — 10 n1a'o »
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VITX7—15n20

.14-113,11,10 naro v man7 we
2v191 "21yonin MAU-N 210 DX Qpw'y D NIy 2 *71ysn MAU 210 112y 1 DR V' Tan o°

X'/ 0i7791T BASE-TX100 — 16 *

077917 'xn BASE-TX100 — 15 «

X'm 0779171 BASE-T10 — 11

077917 'xn BASE-T10 — 10 *
XN TLV-n .16 70yn DX ' Tan7 W' pn nRY .X'm oi791T BASE-TX100 2 Tam 19700 ,775 012 ,nnarT?
ITAIN 12'K 19700 UKD iz a¥na 1 TRV 071w 19700 .N'0INR w1y o'W X710 DY DWA7 1210Y9IR
112y 1 N0 NX N7 wr Ry LLDPDU TLV 12y ,0'9'¥90 Oj791T/NIN'NN X7 ,'ONIVIN [NNI RWUN 11aY

NTY ' TANYT W' .NAYIN 'ONIVIX [NN1RYN 2¥NY X7 775 (0) 'onIvIX [NNI XYN 010VO/Nd'MN NI'NY Y
YT RT X7 713 x80000 72X NIt 2-7 PMD '0nlivIx [Nl Xwn NINo1isn nivin'
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TR-069 "uUnNS NXIIYUN

455 912 ,TR-069-1 XML 20n19 nXHwn

TR-069-1 XML hunao nxnwn

.0n7y TR-069 0'7'27nn 0'VNT9N DY ,011970N D'YNNWN DN XML -0 MUn1o DX Daxn It 0720

XML yunno TR-069 "un1o
D' XY 21 NNy pnn
o'W XY Al 2 nnw.omntwpnin
D'w' X7 A7 {1} p NNy [pnin
D' XY D¥N7 NoN.NID! L{i} .71 nN'w.oNN'Y. N0
D'y’ X7 .Device.Services. VoiceService. {i}.Capabilities.Codecs
o'W XY .{Device.Services.VoiceService.{i}.Capabilities.Codecs. {i
o'W XY Device.Services. VoiceService. {i}.Capabilities.Codecs. {i} .BitRate
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.Codecs. {i}.Codec
D'y’ X7 Device.Services. VoiceService. {i}.Capabilities.Codecs. {i}.EntrylD
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.Codecs. {i} .PacketizationPeriod
D'w' X7 Device.Services. VoiceService. {i}.Capabilities.Codecs. {i}.SilenceSuppression
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.DigitMap
D' XY Device.Services. VoiceService. {i}.Capabilities. DSCPCoupled
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.EthernetTaggingCoupled
D'y’ X7 Device.Services. VoiceService. {i}.Capabilities.FaxPassThrough
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.FaxT38
D'w' X7 Device.Services. VoiceService. {i}.Capabilities.FileBasedRingGeneration
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.FileBasedToneGeneration
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XML qvnno TR-069 ron1o
o'W XY Device.Services. VoiceService. {i}.Capabilities.MaxLineCount
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities. MaxProfileCount
o'W XY Device.Services. VoiceService. {i}.Capabilities.MaxSessionCount
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.MaxSessionsPerLine
D'wU' X7 Device.Services. VoiceService. {i}.Capabilities. ModemPassThrough
'Y X7 Device.Services. VoiceService. {i}.Capabilities. NumberingPlan
D'w' X7 Device.Services. VoiceService. {i}.Capabilities.PatternBasedRingGeneration
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.PatternBased ToneGeneration
o'W RY Device.Services. VoiceService. {i}.Capabilities. PSTNSoftSwitchOver
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.Regions
D' R Device.Services. VoiceService. {i}.Capabilities.RingDescriptionsEditable
D'y’ X7 Device.Services. VoiceService. {i}.Capabilities.RingFileFormats
o'W R Device.Services. VoiceService. {i}.Capabilities.RingGeneration
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.RingPatternEditable
D' XY Device.Services. VoiceService. {i} .Capabilities. RTCP
o'W XY Device.Services. VoiceService. {i}.Capabilities. RTPRedundancy
'Y X7 Device.Services. VoiceService. {i}.Capabilities.SignalingProtocols
o'W XY .Device.Services. VoiceService. {i}.Capabilities.SIP
'Y X7 Device.Services. VoiceService. {i}.Capabilities.SIP.EventSubscription
o'W XY Device.Services. VoiceService. {i}.Capabilities.SIP.Extensions
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.SIP.ResponseMap
D'w' XY Device.Services. VoiceService. {i}.Capabilities.SIP.Role
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.SIP. TLS AuthenticationKeySizes
D'y’ X7 Device.Services. VoiceService. {i}.Capabilities.SIP.TLS AuthenticationProtocols
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities. SIP.TLSEncryptionKeySizes
D'w' X7 Device.Services. VoiceService. {i}.Capabilities.SIP. TLSEncryptionProtocols
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.SIP.TLSKeyExchangeProtocols
o'W RY snX'¥'Device.Services. VoiceService. {i}.Capabilities.SIP. Trans
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities.SIP.URISchemes
D' R Device.Services. VoiceService. {i}.Capabilities. SRTP
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities. SRTPEncryptionKeySizes
D' XY Device.Services. VoiceService. {i}.Capabilities. SRTPK eyingMethods
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XML qvnno TR-069 ron1o
D'y’ X7 Device.Services. VoiceService. {i}.Capabilities. ToneDescriptionsEditable
D'Y' X7 Device.Services. VoiceService. {i}.Capabilities. ToneFileFormats
o'W XY Device.Services. VoiceService. {i}.Capabilities. ToneGeneration
D' XY Testsnx'x'Device.Services. VoiceService. {i}.Capabilities. Voice

.Device.Services. VoiceService. {i}.VoiceProfile

.{Device.Services.VoiceService. {i}.VoiceProfile. {i

_<DTMF_Tx_Method_<i

Device.Services. VoiceService. {i}.VoiceProfile. {i}.DTMFMethod

n'w' X7

Device.Services.VoiceService.{i}.VoiceProfile.{i} .Enable

.Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line

.{Device.Services. VoiceService.{i}.VoiceProfile.{i}.Line. {i

.Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.CallingFeatures

Block CID_Setting

nymousCalEnableN7Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i} .CallingFeatures.A

nymousCallBlockEnablex7Device Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i} CallingFeatures. A

Block CID Setting

Device.Services. VoiceService. {i} . VoiceProfile. {i}.Line. {i} .CallingFeatures.CallerIDEnable

_<i> nxn_ov

Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line.{i}.CallingFeatures.CallerIDName

Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i}.CallingFeatures.CallForwardOnBusyNumber

AnswerNumberX7Device.Services. VoiceService. {i}. VoiceProfile. {i} Line. {i}. CallingFeatures. CallForwardOn

AnswerRingCount¥7Devioe Services VoiceServioe. i} VoiceProfile. {i} Line. i} CallingFeatures CallForwardOn

Device.Services. VoiceService. {i}. VoiceProfile. {i} Line. {i} CallingFeatures. CallForwardUnconditionalEnable

Device.Services. VoiceService. {i}. VoiceProfile. {i} Line. {i}. CallingFeatures. CallForwardUnconditionalNumber

n'w' X7

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line.{i} .CallingFeatures.CallReturnEnable

n'w' XY

Device.Services. VoiceService. {i}. VoiceProfile. {i} .Line. {i} .CallingFeatures.Call TransferEnable

CW_Setting

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.CallingFeatures.CallWaitingEnable

Device.Services. VoiceService. {i}. VoiceProfile. {i} Line. {i} .CallingFeatures ConferenceCallingSessionCount

n'w' X7

Device.Services. VoiceService. {i}. VoiceProfile. {i} .Line. {i} .CallingFeatures.ConferenceCallingStatus

DND_Setting

tDisturbEnableN7Device.Services. VoiceService. {i} . VoiceProfile. {i} .Line. {i}.CallingFeatures.Do

I77_nN'w_Miysin

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line.{i}.CallingFeatures.MaxSessions

_ <> _ni'mnn_nyTin

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.CallingFeatures.Message Waiting

n'w' X7

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.CallingFeatures. MWIEnable

n'w' X7

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.CallingFeatures.RepeatDialEnable

n7on DND Cfwd qniun Iy

Device Servioes VoioeService i} VoioeProfile {i} Line. i} CallingFeaturesX._CISCO_SharedLineDNDCfwdEnable
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o'W XY Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.CallState
.Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec

.Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line. {i}.Codec.List

.{Device.Services. VoiceService.{i}.VoiceProfile.{i}.Line.{i}.Codec.List. {i

o'W XY Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.List.{i}.BitRate

D' RY Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.List.{i}.Codec

o'W XY Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.List.{i}.Enable

o'w' X7| Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.List.{i} .EntryID

o'y X7 | Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.Codec.List. {i} .PacketizationPeriod

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.List.{i}.Priority

_ <Silence Supp Enable <i

Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line. {i}.Codec.List. {i}.SilenceSuppression

'Y X7 Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.ReceiveBitRate
D'w' X7 Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.Codec.ReceiveCodec
n'w' X7 | Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i}.Codec.ReceiveSilenceSuppression
n'w' X7| Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line. {i}.Codec.TransmitBitRate
D'Y' X7 Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.TransmitCodec
n'w' X7 | Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Codec.TransmitPacketizationPeriod

n'w' XY

Device.Services. VoiceService. {i}. VoiceProfile. {i} .Line. {i} .Codec.TransmitSilenceSuppression

<> _qTym_pmyp

Device.Services. VoiceService. {i}.VoiceProfile.{i} .Line.{i}.Codec.X CISCO PreferredCodec

<> v qTym_pTiy

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.Codec.X CISCO PreferredCodec2

<> WY qTuin g

Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line.{i} .Codec.X CISCO_PreferredCodec3

_<Use Pref Codec Only <i

Device.Services. VoiceService. {i}. VoiceProfile.{i}.Line.{i}.Codec.X CISCO_UsePrefCodecOnly

_<Codec_Negotiation <i

Device.Services. VoiceService. {i}. VoiceProfile. {i}.Line. {i}.Codec.X CISCO_CodecNegotiation

_<i> wnnwn_nnm

Device.Services.VoiceService. {i}.VoiceProfile.{i}.Line.{i}.DirectoryNumber

_<Line Enable <i

Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line.{i}.Enable

n'w' XY

Device.Services. VoiceService. {i}.VoiceProfile.{i} .Line. {i} .PhyReferenceList

n'w' X7

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line. {i} .RingMuteStatus

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.RingVolumeStatus

.Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Session

.{Device.Services. VoiceService.{i}.VoiceProfile.{i}.Line.{i}.Session. {i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Session. {i} .FarEnd[PAddress

nxx'Device.Services. VoiceService. {i} . VoiceProfile. {i}.Line. {i}.Session. {i} .FarEndUDP
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XML ono

TR-069 "un1o

nxx¥'Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.Session. {i}.LocalUDP

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line.{i}.Session. {i}.SessionDuration

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line.{i}.Session. {i}.SessionStart Time

.Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line.{i}.SIP

_<i> nno'o

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.SIP.AuthPassword

<> ynnvn_nnm

i}. SIP. AuthUserName} .1j7 .{VoiceService. {i}. VoiceProfile. {i D'nN'v .|pnn

o'y X7 | Device.Services. VoiceService. {i} . VoiceProfile. {i} .Line. {i}.SIPSIPEventSubscribeNumberOfElements
_<SIP_URI <i Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.SIP.URI
_<Auth ID <i| Device.Services.VoiceService.{i}.VoiceProfile.{i}.Line.{i}.SIP.X CISCO_AuthID

_<i> nxn_ oy

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.SIP.X_ CISCO_DisplayName

_<Use DNS SRV <i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.SIP.X CISCO_UseDNSSRV

_<User_Equal Phone <i

i}. SIP.} .17 .{VoiceService. {i}. VoiceProfile. {i D'nN'v .|7nn
X _CISCO_UserEqualPhone

~<Set G729 annexb <i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.SIP.X CISCO_SetG729annexb

_<Blind_Attn-Xfer Enable <i

Device.Services. VoiceService. {i}. VoiceProfile.{i}.Line.{i}.SIPX CISCO BlindAttnXferEnable

_<Feature Key Sync <i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.SIPX CISCO_FeatureKeySync

_<DNS SRV Auto Prefix <i

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.SIPX CISCO DNSSRVAutoPrefix

n'w' X7

Device.Services. VoiceService. {i}.VoiceProfile. {i}.Line. {i}.Status

n'w' X7

.Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line. {i}.VoiceProcessing

n'w' X7

Device.Services. VoiceService. {i}. VoiceProfile. {i} .Line. {i}.VoiceProcessing, EchoCancellationEnable

n'w' XY

Device.Services. VoiceService. {i} . VoiceProfile. {i} .Line. {i}. VoiceProcessing. EchoCancellationinUse

n'w' X7

Device.Services. VoiceService. {i}.VoiceProfile. {i} .Line.{i}. VoiceProcessing. EchoCancellationTail

<> _arn_nmm

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.X CISCO_DialPlan

<> _9Tnn_nama Ty

Device.Services. VoiceService. {i}.VoiceProfile.{i}.Line.{i}.X CISCO_DefaultRing

I77_nn'w_niysin

Device.Services. VoiceService. {i}.VoiceProfile. {i}.MaxSessions

'Y X7 Device.Services.VoiceService. {i}.VoiceProfile. {i}.Name
D'Y' X7 Device.Services. VoiceService. {i}.VoiceProfile. {i}.NumberOfLines
D'Y' X7 Device.Services. VoiceService. {i}.VoiceProfile.{i}.Region
D'y’ X7 Device.Services. VoiceService. {i}.VoiceProfile. {i} .Reset

.Device.Services. VoiceService. {i}.VoiceProfile.{i} .RTP

_<RTP_TOS DiffServ_Value <i

Device.Services. VoiceService. {i}.VoiceProfile.{i} . RTP.DSCPMark

RTP_Port Max

Maxnx'x¥'Device.Services. VoiceService. {i}.VoiceProfile. {i}.RTP.Local

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"




| TR-06910n10 nxnwn

TR-069 "un1® NXNIWN

XML uno
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RTP_Port Min

Minnx'x¥'Device.Services. VoiceService. {i}.VoiceProfile. {i}.RTP.Local

.Device.Services. VoiceService. {i}.VoiceProfile.{i} .RTP.RTCP

RTCP_Tx_Interval

Device.Services. VoiceService. {i}.VoiceProfile.{i} .RTP.RTCP.Enable

RTCP_Tx_Interval

Device.Services. VoiceService. {i}.VoiceProfile. {i} .RTP.RTCP.TxRepeatInterval

.Device.Services. VoiceService. {i}.VoiceProfile. {i} .RTP.SRTP

D'Y' X7 Device.Services. VoiceService. {i}.VoiceProfile.{i} .RTP.SRTP.Enable
D' XY Device.Services. VoiceService. {i}.VoiceProfile. {i} .RTP.SRTP.EncryptionKeySizes
D'y’ X7 Device.Services. VoiceService. {i}.VoiceProfile.{i} . RTP.SRTP.KeyingMethods

AVT Dynamic_Payload

Device.Services. VoiceService. {i}.VoiceProfile. {i} .RTP.TelephoneEventPayload Type

RTP_Packet Size

Device.Services. VoiceService. {i}.VoiceProfile. {i} .RTP.X_CISCO_RTPPacketSize

RTP_Before ACK

Device.Services. VoiceService. {i}.VoiceProfile. {i}.RTP.X_ CISCO_RTPBeforeACK

D'Y' X7 .Device.Services. VoiceService. {i}.VoiceProfile. {i}.ServiceProviderInfo
n'w' X7 | Device.Services. VoiceService. {i}.VoiceProfile. {i} .ServiceProviderInfo.ContactPhoneNumber
D'w' X7 | Device.Services. VoiceService. {i}.VoiceProfile. {i}.ServiceProviderInfo.EmailAddress
D' RY Device.Services. VoiceService. {i}.VoiceProfile. {i} .ServiceProviderInfo.Name
D'Y' X7 Device.Services. VoiceService. {i}.VoiceProfile. {i}.ServiceProviderInfo. URL
o'W RY Device.Services. VoiceService. {i}.VoiceProfile. {i}.SignalingProtocol

.Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP

_<SIP_TOS DiffServ_Value <i

Device.Services. VoiceService. {i}.VoiceProfile. {1} .SIP.DSCPMark

INVITE Expires

Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.InviteExpires

n'w' X7

Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.Organization

_<Outbound Proxy <i

Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.OutboundProxy

_<Outbound Proxy <i

nx'¥'Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.OutboundProxy

_<Proxy <i

Device.Services.VoiceService. {i}.VoiceProfile.{i}.SIP.ProxyServer

_<Proxy <i

nx'¥'Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.ProxyServer

_<SIP_ Transport <1

nx'x'Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.ProxyServerTrans

_<Register Expires <i

Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.RegisterExpires

Reg Retry Intvl

Device.Services. VoiceService. {i}.VoiceProfile.{i}.SIP.RegisterRetryInterval

Reg Min_Expires

Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.RegistersMinExpires

ReINVITE Expires

Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.RelnviteExpires

n'w' XY

Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.SIPEventSubscribeNumberOfElements

n'w' X7

Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.SIPResponseMapNumberOfElements
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SIP_Timer B Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.TimerB
SIP_Timer D Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.TimerD
SIP_Timer F Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.TimerF
SIP_Timer H Device.Services. VoiceService. {i}.VoiceProfile.{i}.SIP.TimerH

SIP_Timer J Device.Services. VoiceService. {i}.VoiceProfile.{i}.SIP.TimerJ]

SIP_T1 Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.TimerT1

SIP_T2 Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.TimerT2

SIP_T4 Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.TimerT4

D'Y' X7 Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.UserAgentDomain

_<SIP Port <1 nX'¥'Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.UserAgent
_<SIP_Transport <1 nX'¥'Device.Services. VoiceService. {i}.VoiceProfile. {i}.SIP.UserAgentTrans

Sub Min_Expires Device.Services. VoiceService. {i}.VoiceProfile.{i}.SIP.X CISCO_SubMinExpires

Sub Max_Expires Device.Services. VoiceService. {i}.VoiceProfile.{i}.SIP.X CISCO SubMaxExpires

Sub_Retry Intvl Device.Services. VoiceService. {i}.VoiceProfile. {i} .SIP.X CISCO_SubRetryIntvl
STUN_Enable Device.Services. VoiceService. {i}.VoiceProfile. {i} .STUNEnable
'Y X7 Device.Services. VoiceService. {i}.VoiceProfileNumberOfEntries

.Device.Services.VoiceService.{i}.X CISCO_SIP

G711u_Codec_Name Device.Services. VoiceService.{i}.X CISCO_SIP.G711uCodecName
G711a_Codec Name Device.Services.VoiceService.{i}.X CISCO_SIP.G711aCodecName

G729a Codec Name Device.Services. VoiceService.{i}.X CISCO_SIP.G729aCodecName
G729b_Codec Name Device.Services. VoiceService. {i}.X CISCO_SIP.G729bCodecName

G722 _Codec_Name Device.Services. VoiceService.{i}.X CISCO_SIP.G722CodecName
G722.2_Codec_Name Device.Services. VoiceService. {i}.X CISCO_SIP.G7222CodecName

iLBC Codec Name Device.Services. VoiceService. {i}.X CISCO_SIP.iLBCCodecName

OPUS Codec Name Device.Services. VoiceService. {i}.X CISCO_SIP.OPUSCodecName

AVT Codec_Name Device.Services. VoiceService.{i}.X CISCO_SIP.AVTCodecName

G722.2 Dynamic_Payload Device.Services. VoiceService.{i}.X CISCO_SIP.G7222BEDynamicPayload
G722.2_ OA_Dynamic_Payload Device.Services. VoiceService.{i}.X CISCO_SIP.G72220ADynamicPayload
iLBC Dynamic_Payload Device.Services. VoiceService.{i}.X CISCO_SIP.iLBC20msDynamicPayload
iLBC 30ms Dynamic_Payload Device.Services. VoiceService.{i}.X CISCO_SIP.iLBC30msDynamicPayload
OPUS Dynamic_Payload Device.Services. VoiceService. {i}.X CISCO_SIP.OPUSDynamicPayload

AVT Dynamic_Payload Device.Services. VoiceService.{i}.X CISCO_SIP.AVTDynamicPayload
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AVT 16kHz Dynamic Payload Device.Services. VoiceService. {i}.X CISCO_SIP.AVT16kHzDynamicPayload
AVT 48kHz Dynamic Payload Device.Services. VoiceService. {i}.X CISCO_SIP.AVT48kHzDynamicPayload
INFOREQ Dynamic_Payload Device.Services. VoiceService.{i}.X CISCO_SIP.INFOREQDynamicPayload

nymous_From Headerx7Display A nymousFromHeaderx7Device.Services. VoiceService.{i}.X CISCO_SIP.DisplayA

Redirect Keep Alive Device.Services. VoiceService.{i}.X CISCO_SIP.RedirectKeepAlive

.Device.Services. VoiceService.{i}.X CISCO_Regional

.Device.Services.VoiceService.{i}.X_CISCO_Regional.Tones

Dial Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.DialTone

Outside Dial Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.OutsideDialTone
Prompt_Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.PromptTone

Busy Tone Device.Services. VoiceService. {i}.X CISCO_Regional. Tones.BusyTone
Reorder Tone Device.Services. VoiceService. {i}.X CISCO_Regional. Tones.ReorderTone

Off Hook Warning Tone| Device.Services.VoiceService.{i}.X CISCO_Regional. Tones.OffHookWarningTone

Ring Back Tone Device.Services. VoiceService. {i}.X_ CISCO_Regional. Tones.RingBackTone
Call Waiting_Tone Device.Services. VoiceService. {i}.X CISCO_Regional. Tones.CallWaitingTone
Confirm_Tone Device.Services. VoiceService. {i}.X CISCO_Regional. Tones.ConfirmTone
MWI _Dial Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones. MWIDialTone
Cfwd_Dial_Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.CfwdDialTone
Holding_Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.HoldingTone
Conference Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.ConferenceTone

Secure Call Indication_Tone | Device.Services. VoiceService.{i}.X CISCO_Regional.Tones.SecureCalllndicationTone

Page Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.PageTone
Alert_Tone Device.Services. VoiceService.{i}.X CISCO_Regional.Tones.AlertTone

Mute Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.MuteTone
Unmute Tone Device.Services. VoiceService. {i}.X_CISCO_Regional. Tones.UnmuteTone
System_Beep Device.Services. VoiceService. {i}.X CISCO_Regional. Tones.SystemBeep
Call Pickup Tone Device.Services. VoiceService.{i}.X CISCO_Regional. Tones.CallPickupTone

.Device.Services. VoiceService.{i}.X CISCO_Regional.Cadences

Cadence 1 Device.Services. VoiceService.{i}.X CISCO_Regional.Cadences.Cadencel
Cadence 2 Device.Services. VoiceService. {i}.X CISCO_Regional.Cadences.Cadence2
Cadence 3 Device.Services. VoiceService. {i}.X CISCO_Regional.Cadences.Cadence3
Cadence 4 Device.Services. VoiceService.{i}.X CISCO_Regional.Cadences.Cadence4
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Cadence 5 Device.Services. VoiceService. {i}.X CISCO_Regional.Cadences.Cadence5
Cadence 6 Device.Services. VoiceService.{i}.X CISCO_Regional.Cadences.Cadence6
Cadence 7 Device.Services. VoiceService.{i}.X CISCO_Regional.Cadences.Cadence7
Cadence 8 Device.Services.VoiceService.{i}.X CISCO_Regional.Cadences.Cadence8
Cadence 9 Device.Services. VoiceService. {i}.X CISCO_Regional.Cadences.Cadence9

.Device.Services. VoiceService. {i}.X CISCO_Regional.Cadences

Reorder Delay

Device.Services. VoiceService. {i}.X CISCO_Regional.ControlTimer.ReorderDelay

Interdigit Long_ Timer

Device.Services. VoiceService. {i}.X_CISCO_Regional.Control Timer.InterdigitLongTimer

Interdigit Short Timer

Device.Services. VoiceService.{i}.X CISCO Regional.ControlTimer.InterdigitShortTimer

.Device.Services. VoiceService. {i}.X_CISCO_AttConsole

Number of Units

Device.Services. VoiceService. {i}.X CISCO_AttConsole.NumberOfUnits

Device.Services. VoiceService.{i}.X CISCO_AttConsole.ServerType

Subscribe Retry Interval

Device.Services. VoiceService.{i}.X CISCO_AttConsole.SubscribeRetryInterval

Bxfer On_Speed Dial Enable

Device.Services. VoiceService. {i}.X CISCO_AttConsole.BXferOnSpeedDialEnable

Attendant Console LCD_Brightness

Device.Services. VoiceService.{i}.X CISCO_AttConsole.AttendantConsoleLCDContrast

Bxfer To Starcode Enable

Device.Services.VoiceService.{i}.X CISCO_AttConsole.BXferToStarcodeEnable

D'Y' X7 .Device.Services. VoiceService.{i}.X CISCO_AttConsole.Unit
o'W RY .{Device.Services.VoiceService.{i}.X_CISCO_AttConsole.Unit.{i
D'Y' X7 .Device.Services. VoiceService.{i}.X CISCO_AttConsole.Unit.{i}.Key
o'W XY .{Device.Services. VoiceService.{i}.X CISCO_ AttConsole.Unit.{i}.Key.{i

_<Unit_<i> Key <i

Device.Services. VoiceService. {i}.X_ CISCO_AttConsole.Unit.{i}.Key.{i}.Config

'Y X7 Device.Services. VoiceService. {i}.X CISCO_AttConsole.Unit.{i}.NumberOfKey
D'y’ X7 .Device.Services. VoiceService.{i}.X CISCO_PhoneSetting
'Y X7 .Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.LineKey
D' RY .{Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.LineKey.{i

_<Extended Function_<i

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.LineKey.{i}.ExtendedFunction

_<Extension_<i

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.LineKey.{i} .Extension

_<Share Call Appearance <i

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.LineKey.{i}.ShareCall Apparence

_<Short Name <i

Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.LineKey.{i}.ShortName

n'w' X7

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. NumberOfLineKey

Station Name

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.StationName

Group_Paging_Script

Device.Services. VoiceService. {i}.X_ CISCO_PhoneSetting.GroupPagingScript

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"




| TR-06910n10 nxnwn

TR-069 "un1® NXNIWN

XML uno

TR-069 "un1o

Voice Mail Number

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. VoiceMailNumber

Bluetooth Mode

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. BluetoothMode

I Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Line

D'Y' X7 .Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone
Ring] Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring1
Ring2 Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.Ringtone.Ring2
Ring3 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring3
Ring4 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring4
Ring5 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring5
Ring6 Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.Ringtone.Ring6
Ring7 Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.Ringtone.Ring7
Ring8 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring8
Ring9 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring9
Ring10 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring10
Ringl1 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring11
Ring12 Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.Ringtone.Ring12
D'w' X7 .Device.Services. VoiceService. {i}.X CISCO_ PhoneSetting.SuppServices

Coference Serv

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.SuppServices.ConferenceServ

Attn_Transfer Serv

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.SuppServices.AttnTransferServ

Blind Transfer Serv

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. SuppServices.BlindTransferServ

DND_Serv

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.SuppServices. DNDServ

Block ANC_Serv

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.SuppServices.Block ANCServ

Block CID_Serv

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.SuppServices.BlockCIDServ

Secure Call Serv

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.SuppServices.SecureCallServ

Cfwd_All Serv

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.SuppServices.CfwdAllServ

Cfwd_Busy_Serv

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.SuppServices.CfwdBusyServ

Ans_Serv_n7_Cfwd

AnsServX7Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting. SuppServices.Cfwd

Paging Serv

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.SuppServices.PagingServ

Call Park Serv

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.SuppServices.CallParkServ

Call _Pick Up Serv

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.SuppServices.CallPickUpServ

ACD_Login Serv

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.SuppServices. ACDLoginServ

Group_Call Pick Up Serv

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.SuppServices.GroupCallPickUpServ
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Service Annc_Serv

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. SuppServices.ServiceAnncServ

Call Recording_Serv

Device.Services. VoiceService. {i}.X_ CISCO_PhoneSetting. SuppServices.CallRecordingServ

Reverse Phone Lookup Serv

Device.Services. VoiceService.{i}. X _CISCO_PhoneSetting.SuppServices.ReversePhoneLookupServ

n'w' X7

.Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys

Programmable Softkey Enable

Device.Services. VoiceService. {i} X _CISCO PhoneSetting ProgramSoftkeys.ProgrammableSoftkeyEnable

Idle Key List

Device.Services.VoiceService.{i}.X CISCO PhoneSetting.ProgramSoftkeys.IdleKeyList

Missed Call Key List

Device.Services. VoiceService. {i}.X _CISCO_PhoneSetting. ProgramSoftkeys.MissedCallKeyList

Off Hook Key List

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting.ProgramSoftkeys.OffHookKeyList

Dialing Input Key List

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. ProgramSoftkeys.DialingInputKeyList

Progressing_Key List

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.ProgressingKeyList

Connected Key List

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.ConnectedKeyList

Start-Xfer Key List

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.StartXferKeyList

Start-Conf Key List

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.StartConfKeyList

Conferencing Key List

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting ProgramSoftkeys.ConferencingKeyList

Releasing Key List

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting ProgramSoftkeys.ReleasingKeyList

Hold Key List

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting.ProgramSoftkeys.HoldKeyList

Ringing Key List

Device.Services. VoiceService.{i}.X CISCO PhoneSetting. ProgramSoftkeys.RingingKeyList

Shared Active Key List

Device.Services. VoiceService.{i}.X_CISCO_PhoneSetting ProgramSoftkeys.SharedActiveKeyList

Shared Held Key List

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting ProgramSoftkeys.SharedHeldK eyList

PSK 1| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK1
PSK 2| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK2
PSK 3| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK3
PSK 4| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK4
PSK 5| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK5
PSK 6| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK6
PSK 7| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK7
PSK 8| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK§
PSK 9| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK9
PSK 10| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK10
PSK 11| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK11
PSK 12| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK12
PSK 13| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK13
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PSK 14| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK 14
PSK 15| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting.ProgramSoftkeys.PSK15
PSK 16| Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. ProgramSoftkeys.PSK16

o'W XY .Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP

LDAP Dir Enable

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.LDAPDirEnable

LDAP Corp Dir Name

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.CorpDirName

LDAP_Server

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. LDAP.Server

LDAP_Search Base

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.SearchBase

LDAP Client DN

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. LDAP.ClientDN

LDAP User Name

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.UserName

LDAP_Password

Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. LDAP.Password

LDAP_Auth Method

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.AuthMethod

LDAP_Last Name Filter

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.LastNameFilter

LDAP _First Name Filter

Device.Services. VoiceService. {i}.X_CISCO_PhoneSetting. LDAP.FirstNameFilter

LDAP_Search Item 3

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.Searchltem3

LDAP Item 3 Filter

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. LDAP.Searchltem3Filter

LDAP_ Search Item 4

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.Searchltem4

LDAP Item 4 Filter

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. LDAP.Searchltem4Filter

LDAP Display Attrs

Device.Services.VoiceService.{i}.X CISCO_PhoneSetting. LDAP.DisplayAttrs

LDAP_ Number Mapping

Device.Services. VoiceService. {i}.X CISCO_PhoneSetting. LDAP.NumberMapping

LDAP_StartTLS Enable

Device.Services. VoiceService.{i}.X CISCO_PhoneSetting. LDAP.StartTLSEnable

n'w' XY

.Device.Services. VoiceService.{i}.X CISCO_UserSetting

Ringer Volume

Device.Services. VoiceService.{i}.X CISCO_ UserSetting.RingerVolume

Speaker Volume

Device.Services. VoiceService.{i}.X CISCO_UserSetting.SpeakerVolume

Handset Volume

Device.Services. VoiceService.{i}.X CISCO_UserSetting.HandsetVolume

Headset Volume

Device.Services. VoiceService.{i}.X CISCO_UserSetting.HeadsetVolume

Phone_Background

Device.Services. VoiceService. {i}.X CISCO_UserSetting.PhoneBackground

Picture Download URL

Device.Services.VoiceService. {i}.X CISCO_UserSetting.PictureDownloadURL

Ehook Enable

Device.Services. VoiceService. {i}.X_CISCO_UserSetting.ElectronicHookSwitchControl

Screen Saver Enable

Device.Services. VoiceService. {i}.X CISCO_UserSetting.ScreenSaverEnable

Screen_Saver Type

Device.Services. VoiceService. {i}.X CISCO_UserSetting.ScreenSaverType

Miss_Call Shortcut

Device.Services. VoiceService.{i}.X CISCO_UserSetting.MissCallShortcut
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Alert Tone Off

Device.Services. VoiceService.{i}.X CISCO_UserSetting.AlertToneOff

Logo URL

Device.Services. VoiceService.{i}.X CISCO_UserSetting.LogoURL

n'w' X7

.Device.Services. VoiceService. {i}.X_ CISCO_StarCode

Block ANC_Act Code

nymousCallx'7Device.Services.VoiceService. {i}.X_CISCO_StarCode.ActivateBlockA

Block CID_ Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateBlockCallerld

Block CID Per Call Act Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.ActivateBlockCallerldNextCall

Cfwd_All_Act_Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.ActivateCallForwardAll

Cfwd_Busy_ Act Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.ActivateCallForwardBusy

Ans_Act Code X7 Cfwd

Answerx7Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateCallForward

CW_Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateCallWaiting

CW _Per Call Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateCallWaitingNextCall

DND_Act Code

tDisturbX7Device.Services. VoiceService. {i}.X CISCO_StarCode.ActivateDo

Secure_All _Call Act Code

Device.Services. VoiceService. {i}.X_ CISCO_StarCode.ActivateSecureCall

Secure_One Call_Act Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.ActivateSecureCallNextCall

Blind Transfer Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.BlindTransfer

Call Park Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.CallPark

Call_Pickup Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.CallPickup

Call Return_Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.CallReturn

Call Unpark Code

Device.Services.VoiceService.{i}.X CISCO_StarCode.CallUnpark

Block ANC Deact Code

nymousCallx7Device.Services. VoiceService.{i}.X CISCO_StarCode.DeactivateBlockA

Block CID Deact Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.DeactivateBlockCallerld

Block CID Per Call Deact Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.DeactivateBlockCallerldNextCall

Cfwd_All Deact Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.DeactivateCallForwardAll

Cfwd_Busy Deact Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.DeactivateCallForwardBusy

Ans Deact Code X7 Cfwd

Answerk'7Device.Services. VoiceService. {i}.X CISCO_StarCode.DeactivateCallForward

CW _Deact Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.DeactivateCallWaiting

CW _Per_Call Deact Code

Device.Services. VoiceService. {i}.X_CISCO_StarCode.DeactivateCallWaitingNextCall

DND_Deact Code

tDisturbX7Device.Services. VoiceService. {i}.X_CISCO_StarCode.DeactivateDo

Call_Act Code N7 _Secure

Device.Services. VoiceService. {i}.X CISCO_StarCode.DeactivateSecureCal

Secure_One Call Deact Code

Device.Services. VoiceService. {i}.X_CISCO_StarCode.DeactivateSecureCallNextCall

Group_Call_Pickup Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.GroupCallPickup

Paging_Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PagingCode
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Prefer G711a_Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodecG711a

Prefer G711u_Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodecG711u

Prefer G722 Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodecG722

Prefer G722.2 Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodecG7222

Prefer G729a Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodecG729a

Prefer iLBC Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.PreferCodeciLBC

Prefer OPUS_Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.PreferCodecOPUS

Force G711a_Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.UseOnlyCodecG711a

Force G711u_Code

Device.Services.VoiceService. {i}.X CISCO_StarCode.UseOnlyCodecG711u

Force G722 Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.UseOnlyCodecG722

Force G722.2 Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.UseOnlyCodecG7222

Force G729a_Code

Device.Services. VoiceService. {i}.X CISCO_StarCode.UseOnlyCodecG729a

Force iLBC Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.UseOnlyCodeciLBC

Force OPUS Code

Device.Services. VoiceService.{i}.X CISCO_StarCode.UseOnlyCodecOPUS

o'W RY

D' XY
D' RY GUI/01101'xa DRIN 0N 'R 72K, TR-069 a10n niIxna odAm iax (1) *
D'Y' X7 "12'2 72 rman? [N 7ax , TR-069 aion nixna ndnim nx (2) *
o'w' X7| 1i=0 G.711MuLaw i=1 G.711ALaw i=2 G.729a i=3 G.722 i=4 G.722.2 i=5 iLBC (3)*
(i=6 (88xx iISAC) (78xx OPUS) i=7 OPUS (88xx
D' XY 8851/8861/8865 maTa 1 'nt (4) *
D'y’ X7 NNI7w 9% X7 N7 NTan 1wy XN NTone (5) *
D'w' X7|(4) *7 on"nn'? NWp1L ,<i> PTIR 1Y ,NNAWN/N72YON <i> 12 <i> pTIpt 72r nt (6) *
D'y’ X7 ni21 qion 7w LCD nirTia X171 Nt mountlake-2 .n1'o oy 0 (7) *
D' XY 1'wON
D'y’ X7 Device.DeviceSummary
D'w' X7 .Device.Services
Device.Services. VoiceServiceNumberOfEntries
'Y’ X7 .Device.Devicelnfo
D'w' X7 Device.Devicelnfo.Manufacturer
D'w' X7 Device.Devicelnfo.ManufacturerOUI
D'w' X7 Device.Devicelnfo.ModelName
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o'W XY Device.Devicelnfo.Description
D'Y' X7 Device.Devicelnfo.ProductClass
o'W XY Device.Devicelnfo.SerialNumber
D' XY Device.Devicelnfo.HardwareVersion
o'W RY Device.Devicelnfo.Software Version
D'Y' X7 Device.Devicelnfo.EnabledOptions
D' R Device.Devicelnfo.AdditionalHardwareVersion
D' XY Device.Devicelnfo.AdditionalSoftwareVersion
D'w' X7 Device.Devicelnfo.ProvisioningCode
D' XY Device.Devicelnfo.DeviceStatus
o'W XY Device.Devicelnfo.UpTime
o'W XY .Device.ManagementServer
'Y X7 Device.ManagementServer. URL
D'y’ X7 Device.ManagementServer.Username
D'Y' X7 Device.ManagementServer.Password
o'W XY Device.ManagementServer.PeriodicInformEnable
'Y X7 Device.ManagementServer.PeriodicInformInterval
D'y’ X7 Device.ManagementServer.PeriodicInformTime
'Y X7 Device.ManagementServer.ParameterKey
o'W XY Device.ManagementServer.ConnectionRequestURL
D'Y' X7 Device.ManagementServer.ConnectionRequestUsername
'Y X7 Device.ManagementServer.ConnectionRequestPassword
D'Y' X7 .Device.GatewaylInfo
D'y’ X7 Device.GatewayInfo.ManufacturerOUI
D'Y' X7 Device.Gatewaylnfo.ProductClass
D'y’ X7 Device.GatewayInfo.SerialNumber
D' XY .Device.Time

Primary NTP_Server Device.Time.NTPServerl
Secondary NTP_ Server Device. Time.NTPServer2
D'Y' X7 Device.Time.CurrentLocal Time

Time Zone Device.Time.LocalTimeZone

Time Format Device.Time.X CISCO_TimeFormat

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"




| TR-06910n10 nxnwn

TR-069 "un1® NXNIWN

XML uno

TR-069 "un1o

Date Format

Device.Time.X CISCO_DateFormat

n'w' X7

.Device. LAN

IP_Mode

Device. LAN.X CISCO_IPMode

Connection_Type

Device.LAN.AddressingType

Static 1P Device.LAN.IPAddress
NetMask Device.LAN.SubnetMask
WY Device.LAN.DefaultGateway

Primary DNS Device. LAN.DNSServers
D' XY Device. LAN.MACAddress

D'y’ X7 Device. LAN.DHCPOptionNumberOfEntries

D'Y' X7 .Device. LAN.DHCPOption

o'W XY .{Device. LAN.DHCPOption.{i

DHCP Option To Use

Device. LAN.DHCPOption. {i}.Request

DHCP Option To Use

Device. LAN.DHCPOption.{i}.Tag

DHCP Option To Use

Device. LAN.DHCPOption.{i}.Value

n'w' X7

.Device.Ethernet

Enable CDP

Device.Ethernet. X CISCO_CDP

Enable LLDP-MED

Device.Ethernet. X CISCO_LLDP

Enable VLAN

Device.Ethernet. X CISCO_EnableVLAN

VLAN_ID

Device.Ethernet.X CISCO VLANID

n'w' X7

.Device.X CISCO_Language

Dictionary Server Script

Device.X CISCO_Language.DictionaryServerScript

Language Selection

Device.X CISCO_Language.LanguageSelection

QTR

Device.X CISCO_Language.Locale

n'w' X7

.Device.X CISCO_XmlService

TLS Cipher_ List

Device.X CISCO_SecuritySettings. TLSCipherList

XML_Password

Device.X CISCO_XmlService.Password

XML _User Name

Device.X CISCO_XmlService.UserName

XML Application Service Name

Device.X CISCO_XmlService. XMLAppServiceName

XML Application Service URL

Device.X CISCO_XmlService. XMLAppServiceURL

XML Directory Service Name

Device.X CISCO_XmlService. XMLDirServiceName

XML Directory Service URL

Device.X CISCO_XmlService. XMLDirServiceURL
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CISCO_XML _EXE Enable

Device.X_CISCO_XmlService. CISCOXMLEXEEnable

CISCO_XML _EXE_AUTH MODE

Device.X CISCO_XmlService. CISCOXMLEXEAuthMode

Restricted Access_Domains

Device.X CISCO_RestrictedAccessDomains

Enable Web_Server

Device.X CISCO_EnableWebServer

Enable Protocol

Device.X CISCO_WebProtocol

Enable Direct Action Url

Device.X CISCO_EnableDirectActionUrl

Session_Max_Timeout

Device.X CISCO_SessionMaxTimeout

Session_Idle_Timeout

Device.X CISCO_SessionldleTimeout

nN'Y' Web_ Server

nx'¥'Device.X CISCO_WebServer

Enable Web Admin_Access

Device.X CISCO_EnableWebAdminAccess

Host Name

Device.X CISCO_HostName

[alh

Device.X CISCO Domain

Upgrade Error Retry Delay

Device.X CISCO_UpgradeErrorRetryDelay

ANTY 7'

Device.X_CISCO_UpgradeRule

Profile Rule

Device.X CISCO_ProfileRule

User_Configurable Resync

Device.X_CISCO_UserConfigurableResync

HTTP_Report Method

Device.X CISCO_HTTPReportMethod

CWMP_V1.2 Support

Device.X _CISCO_CWMPV1dot2Support

. anrr nnixni (1)11.3 artan 22y Multiplatferm 11970 8832 nan Cisco IP aTyi 1970 21011 1"




| TR-06910n10 nxnwn

TR-069 "un1® NXNIWN .

anir nnixni (1)11.3 artan 2y Multiplatform 11970 8832 nan Cisco IP a1 1970 2101 9" .



	מדריך ניהול טלפון ועידה Cisco IP מדגם 8832 טלפוני Multiplatform עבור מהדורה 11.3(1) ומאוחרת יותר
	תוכן
	חומרה של טלפון ועידה Cisco IP
	טלפון ועידה Cisco IP מדגם 8832
	טלפונים הנתמכים במסמך זה
	לחצנים וחומרה של טלפון ועידה Cisco IP מדגם 8832
	מקשים מהירים של טלפון הוועידה
	מיקרופון הרחבה קווי
	מיקרופון הרחבה אלחוטי

	תיעוד עבור טלפון ועידה Cisco IP מדגם 8832
	הבדלי מונחים

	מידע חדש ומידע שהשתנה
	תכונות חדשות ותכונות שהשתנו עבור גרסת קושחה 11.3(7)
	חדש ושונה עבור מהדורת קושחה 11.3(6)
	תכונות חדשות ותכונות שהשתנו עבור גרסת קושחה 11.3(5)
	תכונות חדשות ותכונות שהשתנו עבור מהדורת קושחה 11.3(4)
	תכונות חדשות ותכונות שהשתנו עבור מהדורת קושחה 11.3(3)
	תכונות חדשות ותכונות שהשתנו עבור מהדורת קושחה 11.3(2)
	תכונות חדשות ותכונות שהשתנו עבור מהדורת קושחה 11.3(1)
	תכונות חדשות ותכונות שהשתנו עבור מהדורת קושחה 1.2(3)SR1

	הקצאת טלפון Cisco IP
	מקצה
	סקירה כללית על הקצאת משאבים
	מקצה
	שרת הקצאת משאבים רגיל
	שיטות להקצאת טלפון
	צירוף הטלפון שלך בעזרת קוד ההפעלה
	מכשיר טלפון המשולב ל-Webex ענן
	אפשר טלפון לכניסה ל-Webex Cloud
	הפעלת הקצאה אוטומטית עם קוד הפעלה קצר
	הקצאה ידנית של טלפון מלוח המקשים
	DNS SRV להקצאת HTTP
	שימוש ב-DNS SRV להקצאת HTTP
	הגדרת כלל הפרופיל עם אפשרות ה-SRV בדף האינטרנט
	הגדרת כלל הפרופיל עם אפשרות ה-SRV בטלפון


	הקצאת TR69
	TR69 RPC Methods
	שיטות RPC נתמכות
	סוגי אירועים נתמכים


	הצפנת תקשורת
	התנהגות הטלפון כאשר יש עומס ברשת
	שרתי קדם-הקצאה והקצאה פנימיים
	הכנת שרת וכלי תוכנה
	הפצת התאמה אישית מרחוק (RC)

	קדם-הקצאה פנימיים למכשיר
	הגדרת הקצאות שרת
	הקצאת TFTP
	בקרת נקודת קצה מרחוק ו-NAT

	הקצאת HTTPS
	טיפול בקוד סטטוס HTTP בעת סנכרון מחדש ושדרוג



	שיטות להקצאת משאבים
	הקצאת טלפון עם שרת BroadSoft
	סקירת דוגמאות להקצאת משאבים
	סנכרון מחדש בסיסי
	השתמש ב-Syslog כדי לרשום הודעות

	סנכרון מחדש של TFTP
	רישום הודעות לשרת Syslog
	פרמטרי רישום מערכת


	פרופילים ייחודיים, הרחבת מאקרו, ו-HTTP
	הקצאת פרופיל טלפון IP מסוים בשרת TFTP
	סנכרון מחדש של HTTP GET
	סנכרון מחדש עם HTTP GET

	הקצאת משאבים באמצעות Cisco XML
	רזולוציית כתובת URL עם הרחבת מאקרו

	סנכרון מחדש של מכשיר באופן אוטומטי
	פרמטרי סנכרון מחדש של פרופיל

	הגדרת הטלפונים לצירוף עם קוד הפעלה
	פרמטרים להקצאת קוד הפעלה

	נייד ישירות את הטלפון שלך לטלפון ארגוני
	סנכרון מחדש מאובטח של HTTPS
	סנכרון מחדש בסיסי של HTTPS
	אימות עם סנכרון מחדש בסיסי של HTTPS

	HTTPS עם אימות אישור לקוח
	אימות HTTPS עם אישור לקוח

	הגדרת תצורת שרת HTTPS עבור סינון לקוח ותוכן דינמי
	אישורי HTTPS
	מתודולוגיה של HTTPS
	אישור שרת SSL
	השגת אישור שרת
	אישור לקוח
	מבנה אישור
	הגדרת תצורת אישור רשות מותאמת אישית


	ניהול פרופיל
	דחיסת פרופיל פתוח באמצעות Gzip
	הצפנת פרופיל עם OpenSSL
	יצירת פרופילים מחולקים למחיצות

	הגדרת כותרת פרטיות הטלפון
	חדש את אישור MIC
	פרמטרים לחידוש אישור MIC על ידי שירות SUDI


	פרמטרי הקצאת משאבים
	סקירת פרמטרי הקצאת משאבים
	הגדרת תצורת פרמטרי פרופיל
	פרמטרי שדרוג קושחה
	פרמטרים רב-תכליתיים
	משתני הרחבת מאקרו
	קודי שגיאה פנימית

	תבניות הקצאה
	פרופילי תצורה
	תבניות פרופיל תצורה
	רכיבי קובץ תצורה
	מאפייני תג רכיב
	מאפייני פרמטר
	תבניות מחרוזת


	דחיסה והצפנה של פרופיל פתוח (XML)
	דחיסת פרופיל פתוח
	הצפנת פרופיל פתוח
	הצפנה AES-256-CBC
	הרחבת מאקרו
	ביטויים מותנים
	תחביר כתובת URL

	הצפנת תוכן HTTP מבוססת-RFC 8188

	ארגומנטים סנכרון מחדש אופציונליים
	מפתח
	Uid ו-Pwd


	יישום פרופיל לטלפון
	הורדת קובץ התצורה לטלפון משרת TFTP
	הורדת קובץ התצורה לטלפון עם cURL

	הקצאת סוגי פרמטרים
	פרמטרים רב-תכליתיים
	פרמטרים רב-תכליתיים

	אפשר פרמטרים
	גורמים מפעילים
	סנכרון מחדש במרווחים מוגדרים
	סנכרון מחדש בזמן מוגדר

	לוחות זמנים ניתנים להגדרה
	כללי פרופיל
	כלל שדרוג

	סוגי נתונים
	עדכוני פרופיל ושדרוגי קושחה
	אפשר עדכוני פרופיל
	אפשר והגדר שדרוגי קושחה
	שדרוג קושחה על-ידי TFTP, HTTP או HTTPS
	שדרוג קושחה באמצעות פקודת דפדפן



	הגדרת תצורת טלפון Cisco IP
	תצורת בקרת גישה
	בקרת גישה
	חשבונות מנהל מערכת ומשתמש
	תכונת גישת משתמש
	גישה לממשק האינטרנט של הטלפון
	בקרת גישה להגדרות הטלפון
	פרמטרי בקרת גישה

	עקיפת מסך הגדרת סיסמה

	הגדרת בקרת שיחות של צד שלישי
	קביעת כתובת ה-MAC של הטלפון
	תצורת רשת
	מקצה
	דווח על תצורת טלפון נוכחית לשרת ההקצאה
	פרמטרים לדיווח על תצורת הטלפון לשרת


	אבטחה עבור טלפון Cisco IP
	הגדרת דומיין ואינטרנט
	הגדרת תצורת דומיינים מוגבלי גישה
	הגדרת תצורת אפשרויות DHCP
	פרמטרים עבור תצורת אפשרויות DHCP
	תמיכה באפשרות DHCP


	הגדרת האתגר עבור הודעות SIP INVITE
	אבטחת שכבת תעבורה
	הצפנת איתות עם SIP מעל TLS
	הגדרת תצורת LDAP מעל TLS
	הגדרת תצורת StartTLS

	הקצאת HTTPS
	קבלת אישור שרת חתום
	אישור לקוח CA Root לטלפוני Multiplatform
	שרתי הקצאה יתירים
	שרת Syslog

	הפעל את חומת האש
	הגדרת תצורת חומת האש שלך עם אפשרויות נוספות
	הגדרת תצורת רשימת ההצפנה
	מחרוזות הצפנה נתמכות

	הפעל אימות שם מארח עבור SIP מעל TLS
	הפעל מצב ייזום-לקוח עבור משא ומתן של אבטחת מישור מדיה
	פרמטרים למשא ומתן של אבטחת מישור מדיה

	אימות 802.1X
	הפעל אימות 802.1X

	הגדר שרת Proxy
	פרמטרים עבור הגדרות פרוקסי HTTP

	סקירה כללית של אבטחת מוצרי Cisco

	תכונות הטלפון והגדרתו
	סקירת תכונות טלפון והגדרות
	תמיכת משתמשים בטלפון Cisco IP
	מאפייני טלפוניה
	לחצני תכונות ומקשים מהירים
	הקצאת מספר חיוג מהיר
	פרמטרי המתנה והשיה של DTMF
	הפעלת לחצן ועידה עם קוד כוכבית
	פרמטרי לחצן ועידה

	הגדרת תצורת חיוג אלפאנומרי
	הגדרת תצורת רשת מיטבית
	פרמטרים עבור תצורת רשת מיטבית

	שירותי XML
	שירות הספרייה XML
	הגדרת תצורת טלפון להתחברות ליישום XML
	פרמטרים עבור יישומי XML

	משתני מאקרו

	קווים משותפים
	הגדרת קו משותף
	פרמטרים להגדרת התצורה של קו משותף

	הוסף נראות קו משותף מבוסס-דו-שיח

	הקצאת צליל חיוג לשלוחה
	פרמטרים לצליל חיוג
	הוספת צליל חיוג ייחודי

	הפעלת מצב אירוח בטלפון
	הפעלת מקומות ישיבה גמישים בטלפון
	הפעלת ניידות השלוחה בטלפון
	הגדרת סיסמת משתמש
	הורדת יומני כלי דוחות בעיות
	הגדרת תצורת כלי דוח בעיה
	פרמטרים להגדרת תצורת כלי דוח בעיות

	זימון מוגדר-שרת
	הגדרת תצורת זימון שידור בו-זמני
	פרמטרים עבור קבוצת זימון מרובה

	הגדרת תצורת טלפון לקבלת זימון אוטומטית
	ניהול טלפונים עם TR-069
	הצגת סטטוס TR-069
	פרמטרים לתצורת TR-069

	הגדרת שלוחה מאובטחת
	הגדרת תצורת SIP Transיציאה
	חסימת הודעות לאn-Proxy SIP לטלפון
	הגדרת כותרת פרטיות
	הפעלת תמיכת P-Early-Media
	הפעלת שיתוף קושחה בין עמיתים
	ציון סוג אימות הפרופיל
	בקרת דרישת האימות לגישה לתפריטי הטלפון
	פרמטרי בקרת אימות משתמש

	השתקת שיחה נכנסת בעזרת מקש מהיר דחה
	העברת שיחה פעילה מטלפון לטלפונים אחרים )מיקומים)
	פרמטרים להעברת שיחה פעילה למיקומים אחרים

	סנכרון תכונת חסימת זיהוי מתקשר עם הטלפון ושרת BroadWords XSI
	הפעלת הצגת יומני שיחה BroadWorks XSI עבור קו
	פרמטרים עבור יומני שיחה BroadWorks XSI עבור קו

	הפעלת סנכרון מקש תכונה
	סנכרון סטטוס העברת שיחות ונתון
	אפשר סנכרון סטטוס העברת שיחות באמצעות שירות XSI
	הפעלת סנכרון סטטוס נא לא להפריט (DND) דרך שירות XSI

	הפעלת סנכרון של דחיית שיחה אנונימית דרך שירות XSI
	הגדרת קוד הפעלת תכונה לדחיית שיחה אנונימית

	הפעלת סנכרון של שיחה בהמתנה דרך שירות XSI
	הגדרת קוד הפעלת התכונה עבור שיחה בהמתנה

	הפעלת דוחות סטטיסטיקת סיום-שיחה בהודעות SIP
	תכונות עבור סטטיסטיקת שיחה בהודעות SIP

	מזהה הפעלה SIP
	הפעלת מזהה הפעלה SIP
	פרמטרי מזהה הפעלה

	הגדרת טלפון עבור SDK מרוחק
	פרמטרי WebSocket API

	הסתרת פריט תפריט בתצוגת מסך הטלפון
	פרמטרים לנראות תפריט

	הצגת מספר מתקשר במקום שם מתקשר לא מזוהה
	מיפוי קיצורי דרך לתפריט על ‫‬PSK
	הוספת קיצור דרך לתפריט עבור מקש מהיר הניתן לתכנות
	אפשר חיפוש מאוחד של LDAP

	פרטי טלפון והגדרת תצורת תצוגה
	מידע טלפון והגדרות תצוגה
	הגדרת שם הטלפון
	התאמה אישית של מסך ההפעלה
	התאמה אישית של טפט עבור תצוגת הטלפון
	הגדרת שומר המסך באמצעות ממשק האינטרנט של הטלפון
	פרמטרים עבור שומר מסך

	התאמת קוצב הזמן של תאורת הרקע מממשק האינטרנט של הטלפון
	התאמה אישית של גרסת התצורה של המוצר
	שמור מיקוד על השיחה הפעילה

	הגדרת תצורת תכונות שיחה
	הפעל העברת שיחות
	פרמטרים להפעלת העברת שיחות

	העברת שיחה
	אפשר העברת שיחות בלשונית קול
	פרמטרים להפעלת העברת שיחה בלשונית קול

	אפשר העברת שיחות בלשונית משתמש
	פרמטרים להפעלת העברת שיחה בלשונית משתמש


	הפעלת סנכרון קוד הפעלת תכונה עבור מצב העבר כל השיחות
	הגדר קוד הפעלת תכונה עבור שירות הפניית כל שיחות

	הפעל ועידה
	הפעל הקלטת שיחה מרחוק עם SIP REC
	הפעל הקלטת שיחה מרחוק עם SIP INFO
	הגדרת תצורת חיווי שיחה שלא נענתה
	הפעל מצב נא לא להפריע (DND)
	הפעל סנכרון הגדרות בין הטלפון לשרת
	אפשר אנשי קשר Webex בטלפון
	קבע את התצורה של אנשי קשר של Webex על מקש קו
	הוסף מקש תוכנה עבור אנשי קשר של Webex
	אפשר יומני שיחות של Webex בטלפון
	הגדרת תצורת קודי כוכב עבור מצב נא לא להפריע (DND)
	הגדרת טלפון סוכן מוקד טלפוני
	פרמטרים עבור הגדרת סוכן מוקד טלפוני
	שחזור מצב ACD
	הצגה או הסתרה של תפריט לא זמין בתיבת טקסט של סטטוס סוכן בטלפון

	הגדרת טלפון לנוכחות
	פרמטרים להגדרת נוכחות

	הגדרת מספר Call Appearance Per Line
	הפעל בדיקה אחורה של שם
	שיחות חירום
	רקע תמיכת שיחות חירום
	מונחי תמיכת שיחות חירום
	הגדרת תצורת טלפון לחיוג שיחות חירום
	פרמטרים לביצוע שיחת חירום


	חיווי דואר זבל עבור שיחות Webex נכנסות
	תצורת מקשים מהירים הניתנים לתכנות
	התאמה אישית של תצוגת המקשים המהירים
	פרמטרי מקשים מהירים הניתנים לתכנות

	התאמה אישית של מקשים מהירים הניתנים לתכנות
	הגדרת חיוג מהיר במקש מהיר הניתן לתיכנות
	הגדרת תצורת PSK עם תמיכת DTMF
	הפעל מקשים מהירים עבור תפריט רשימת הסטוריית שיחות
	חיווי דואר זבל עבור שיחות נכנסות
	מקשים מהירים ניתנים לתכנות


	תצורת שמע
	הגדרת עוצמת שמע שונה
	פרמטרים לעוצמת שמע

	הגדרת תצורת קודק קול
	פרמטרי קודק שמע

	דו"ח איכות הקול
	תרחישים נתמכים לדו"ח איכות הקול
	ממוצע ניקוד חוות דעת וקודקים
	הגדרת תצורת דו"ח איכות הקול
	פרמטרי הודעות פרסום VQM SIP



	הגדרת תצורת תא קולי
	הגדרת תא קולי
	הגדרת תא קולי עבור שלוחה
	פרמטרים עבור שרת תא קולי



	הגדרת ספר כתובות אישיות וארגוניות
	הגדרת תצורת שירותי ספרייה
	פרמטרי שירותי ספרייה
	השבתת חיפוש אנשי קשר בכל הספריות
	השבת ספר כתובות אישיות

	הגדרת תצורת LDAP
	הכן את חיפוש ספרייה ארגונית LDAP
	פרמטרים עבור ספריית LDAP

	סקירת גישה לספריית LDAP

	הגדרת תצורת הגדרות BroadSoft
	פרמטרים עבור שירות טלפון XSI

	הגדרת ספר כתובות אישיות
	הפעל בדיקה אחורה של שם


	התקנת טלפון Cisco IP
	התקנת טלפון Cisco IP
	אמת את הגדרת הרשת
	התקן את טלפון הועידה (8832)
	דרכים לאספקת חשמל לטלפון הוועידה שלך

	הגדרת הרשת מהטלפון
	שדות תצורת רשת
	הזנת טקסט ותפריט מהטלפון

	אימות אתחול הטלפון
	השבתה או הפעלה של DF Bit
	הגדרת סוג החיבור לאינטרנט
	הגדרת תצורת VLAN
	פרמטרי הגדרות VLAN

	תצורת SIP
	הגדרת תצורת פרמטרי ה-SIP הבסיסיים
	פרמטרי SIP

	הגדרת תצורת ערכי שעון עצר SIP
	ערכי שעון עצר SIP (שניות)

	הגדרת תצורת הטיפול בקוד סטטוס תגובה
	פרמטרי טיפול בקוד סטטוס תגובה

	הגדרת תצורת שרת NTP
	פרמטרי שרת NTP

	הגדרת תצורת פרמטרי RTP
	פרמטרי RTP
	הפעל איפוס SSRC עבור מושבים חדשים של RTP ו-SRTP

	שליטה בהתנהגות SIP ו-RTP במצב כפול
	הגדרת תצורת סוגי SDP Payload
	סוגי SDP Payload

	הגדרת תצורת הגדרות SIP לשלוחות
	פרמטרים להגדרות SIP בשלוחות

	הגדרת תצורת שרת סוגי SIP proxy
	SIP Proxy ורישום עבור פרמטרי שלוחה

	הגדרת תצורת פרמטרי מידע המנוי
	פרמטרי מידע מנוי

	הגדרת הטלפון לשימוש במצב OPUS Codec Narrowband

	NAT Transversal עם טלפונים
	הפעל מיפוי NAT
	NAT פרמטרי מיפוי

	הגדרת תצורת מיפוי NAT עם כתובת IP סטטית
	מיפוי NAT עם פרמטרי IP סטטי

	הגדרת תצורת מיפוי NAT עם STUN
	מיפוי NAT עם פרמטרי STUN
	קביעת NAT סימטרי או אסימטרי


	תוכנית חיוג
	סקירה כללית על תוכנית חיוג
	רצפי ספרות
	דוגמאות רצפי ספרות
	קבלה ושידור של הספרות שחויגו
	טיימר של תוכנית חיוג )טיימר לא-בעריסה)
	תחביר עבור טיימר של תוכנית חיוג
	דוגמאות עבור טיימר של תוכנית חיוג

	Interdigit: טיימר ארוך )רשומת טיימר אשר לא הושלמה)
	תחביר עבור Interdigit: טיימר ארוך
	דוגמה עבור Interdigit: טיימר ארוך

	Interdigit: טיימר קצר )טיימר רשומה אשר הושלמה)
	תחביר עבור Interdigit: טיימר קצר
	דוגמאות עבור Interdigit: טיימר קצר


	עריכת תוכנית החיוג בטלפון ה-IP

	הגדרת תצורת פרמטרים אזוריים
	פרמטרים אזוריים
	קביעת שליטה בערכי טיימר
	פרמטרים עבור שליטה בערכי טיימר )שנ')

	לוקליזציה של טלפון Cisco IP שלך
	הגדרת תצורת השעה והתאריך בדף האינטרנט של הטלפון
	הגדרת תצורת השעה והתאריך בטלפון
	הגדרות תאריך ושעה
	הגדרת תצורת שעון קיץ
	דוגמאות שעון קיץ

	שפת תצוגה של הטלפון
	שפות נתמכות עבור תצוגת הטלפון
	הגדרת מילונים וגופנים
	הגדרה עבור שפות לטיניות וקיריליות
	הגדרה עבור שפה אסייתית
	הגדרה עבור שפות RTL
	הגדרת שפה עבור תצוגת הטלפון


	קודי הפעלת שירות אנכי

	תיעוד עבור טלפון ועידה Cisco IP מדגם 8832 טלפוני Multiplatform


	פתרון בעיות
	פתרון בעיות
	פתרון בעיות תכונה
	מידע שיחת ACD חסר
	הטלפון אינו מציג מקשים מהירים של ACD
	הטלפון אינו מציג את זמינות סוכן ACD
	לא ניתן להקליט את השיחה
	שיחת חירום אינה מתחברת לשירותי חירום
	סטטוס נוכחות אינו פועל
	הודעת נוכחות בטלפון: מנותק מהשרת
	לטלפון אין אפשרות לגשת אל Broadsoft Directory עבור XSI
	הטלפון אינו מציג אנשי קשר
	העלאת יומני PRT לשרת מרוחק נכשלה על ידי הטלפון
	סיסמאות שמורות הופכות לבלתי חוקיות לאחר שדרוג לאחר
	כשל בהכנסת הטלפון ל-Webex

	בעיות בתצוגת הטלפון
	הטלפון מציג גופנים חריגים
	מסך טלפון מציג תיבות במקום תווים אסייתיים

	דווח על כל בעיות הטלפון מדף האינטרנט של הטלפון
	לדווח על בעיות טלפון מרכזת Webex בקרה
	איפוס הטלפון להגדרות יצרן מדף האינטרנט של הטלפון
	אתחל מחדש את הטלפון מרכזית הבקרה הWebex
	דווח על בעיית טלפון מרחוק
	לכידת מנות
	עצות לפתרון בעיות באיכות הקול
	התנהגות הטלפון כאשר יש עומס ברשת

	כיצד ניתן למצוא מידע נוסף

	ניטור מערכות טלפון
	סקירה של ניטור מערכות הטלפון
	סטטוס טלפון Cisco IP
	הצגת חלון פרטי טלפון
	הצגת פרטי הטלפון
	הצגת סטטוס הטלפון
	הצגת הודעות הסטטוס בטלפון
	הצגת סטטוס הורדות
	קביעת כתובת ה-IP של הטלפון
	הצגת סטטוס הרשת
	ניטור איכות הקול
	הצג את המסך של השיחות
	שדות סטטיסטיקת שיחה

	הצגת מצב ההתאמה האישית בכלי הגדרת תצורה

	סיבות לאתחול מחדש
	אתחול מחדש של ההיסטוריה בממשק המשתמש של דף האינטרנט של הטלפון
	אתחול מחדש של ההיסטוריה במסך טלפון Cisco IP
	אתחול מחדש של ההיסטוריה בסטטוס קובץ Dump


	תחזוקה
	איפוס בסיסי
	איפוס הטלפון להגדרות יצרן בעזרת לוח המקשים
	ביצוע איפוס להגדרות יצרן מתפריט הטלפון
	איפוס הטלפון להגדרות יצרן מדף האינטרנט של הטלפון
	זיהוי בעיות בטלפון בעזרת כתובת URL בדף האינטרנט של הטלפון



	פרטים טכניים
	פרוטוקולי רשת
	התנהגות הטלפון כאשר יש עומס ברשת
	הגדרת תצורת SIP ו-NAT
	SIP וטלפון Cisco IP
	SIP מעל TCP
	יתירות SIP proxy
	יתירות כשל SIP proxy
	גיבוי SIP Proxy

	רישום כפול
	רישום כפול ומגבלות DNS SRV
	רישום כפול ופרוקסי חלופי

	RFC3311
	שירות SIP לאTIFY XML

	NAT Transversal עם טלפונים
	מיפוי NAT עם Session Border Controller
	מיפוי NAT עם נתב SIP-ALG


	פרוטוקול גילוי של Cisco
	LLDP-MED
	מזהה שלדה TLV
	מזהה יציאה TLV
	זמן ל-TLV חי
	סוף LLDPDU TLV
	תיאור יציאת TLV
	שם מערכת TLV
	יכולות מערכת TLV
	כתובת ניהול TLV
	תאור מערכת TLV
	IEEE 802.3 MAC/הגדרת תצורת PHY/סטטוס TLV
	יכולות LLDP-MED TLV
	מדיניות רשת TLV
	LLDP-MED Extended Power-Via-MDI TLV
	ניהול מלאי LLDP-MED TLV

	רזולוציית מדיניות רשת ו-QoS סופית
	רשתות VLAN מיוחדות
	ברירת מחדל QoS עבור מצב SIP
	רזולוציית QoS עבור CDP
	רזולוציית QoS עבור LLDP-MED
	דו-קיום עם CDP
	LLDP-MED ומכשירי רשת מרובים


	השוואת פרמטר TR-069
	השוואת פרמטר XML ו-TR-069


