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<?xml version="1.0" encoding="UTF-8"?>

<device>

<flat-profile>

<!-- System Configuration -->

<Profile Rule ua="na">gds://</Profile Rule>
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</flat-profile>
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£ AN # &

# £ £ £

% £ % =

5 # AN &

i

TR AESCAR YR AS B XML SR s iR f il cfg . xml 3CfF.
P2 U THILEIZ —, i\ <User_Password> Fric.

« THER (FFIAFNLERIRIE) - <User Password></User Password>
* HHIRYE (4-127 PMFFf) - <User_Password ua="rw">Abcl23</User_Password>
« TEW (VEMTHIEIRIE) - <User_ Password />

$B3 BHE LR R] cfg. xml XA

WEBRSEAAE N — ORI B E ) B S BAT Pn . WURTRE TR, WIAE DT 1) B R TR
CINFITE S N P o E D N
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9
N
fo

IRE BTN

o WHEMA, 130

o FUESCHRSSC, 2B 13 T

o JEICEC & SO (XML) (PR 4aFinss , 55 18 1L
o JSTCE SO PR TP AR R, A 23 T

s WESH, H24 0

o FERA, 2B 30 1T

o BOESCHERTAIELE T, 5 34 0T

A=A N
HL 5252 XML A% K E .

ARG BT TEAE R, WS P N BAE M . R NMER A T A L P web Rk 5545 BC EL (1)
28

Bo & 3 HFE
e S A SO IR 25U
P S A XML A% A0 FH AR HE XML 9 5 12 G 1 2 ORI
A\

AR UCCRR UTF-8 PR . I R AE S - SORC B S0, AN s 5 75 DU R R eV U1
e

AR AL, L, ZHAL A U L
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XML 483X (XML) BL & 3C 14

TIOR3 UHE B S A2 TE 3R 2 IR G T A 2R AL XML $EEHSCAR S, B e R @A . X
Pkt 2, AT DU bl T EOR GO B S o FOBT RD 3R AR IUIIR], X A 0 S vl DL B
FRSS A ROR BTG o SO AT BLAEANG 13 —BERI SO0 T A%

LT AT LA S b LR B ERS 3. A7 T BRIIRE)S (AN 215 T NI B 12 A4 Rl i 5
P 0 g 1 B I 55 s B A

HRECE S LS S, BB RS A W X PSS Y (1) SOl TLS AR ()38 10 A 3% 22 W 13
(Alik) WL gzip deflate 5772 (RFC1951) [ 46 30 fF .

A DA AR s gy vk 22— s SCA
* AES-256-CBC Jn

* {fiH] AES-128-GCM Jin# &k 5T RFC-8188 2 HTTP W &N

Bl TR & SR

<flat-profile>

<Resync_On Reset> Yes </Resync On Reset>

<Resync_Periodic> 7200 </Resync Periodic>

<Profile Rule> tftp://prov.telco.com:6900/cisco/config/CP xxxx MPP.cfg</Profile Rule>
</flat-profile>

<flat-profile> JC R IR AL & IR P YU T S HUT R .

HXER
FEIORC & SO (XML) I EZE AT , 55 18 1L

B ENXHEARER

TEIREREM

OB SO AT A & LR 25
* LRI
. @t
* B4
o % RFIE
* XML #7E

o XML % & # 2 H Web UL SUVFEC EAHE W & . XML FRZEL TR Web UT R F B 4254, 1B
HFAEAE XML JCE ARRBRE], AL idn, IRk O mAZ .

o ML TE S U BAT B R AR <flat-profile> TG ER HH IFIE S HA RN T E
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.

3

eI Il |

TR SIS T H .
REZBOCERATRE BT B TP ) 7 BEAA R, 34T T LU B

« TR BRSSO B T S EE Web P B BRI L R bk, T F ks
B SR B TR (1, () B

~ffl: <Resync_On_Reset> THNEKEEMEFHRE LT 7K.

* BN ICR AR AME— o AR 0, AR BOATREHDIAEZ R 0 B, flln “ 2t |
“CHLPORT L Ui R oy BEINZEEICER AR, DU R TR R P RIS

~f5l: <Dial Plan_1 > JLHEAEKLK 1 MRS AR,
FEANTFUG 0 F AR AR A VUL 45 AT = hs% . 9t

<flat-profile>

<Resync_On Reset> Yes
</Resync_On_ Reset>

<Resync_Periodic> 7200
</Resync_Periodic>

<Profile Rule>tftp://prov.telco.com: 6900/cisco/config/CP xxxx MPP.cfg
</Profile Rule>

</flat-profile>

TLERIRZEX I KN

FEVFE I A FIOC RS, SR A R R B 25 o AN E R N T AR TR e 3= hn a8
RIEEA IS S (>) LIS fEdbonrh, BB SR B 7

<Profile Rule B />

AT LA 22 6 3R R 2R 7 1k T (R0 S TR0 255 P SR AR B AELL Rostilrh, P PR
T B EAA:

<flat-profile>
<Speed Dial 2 Name ua="rw"/>
<Speed Dial 2 Number ua="rw"/>
<Speed Dial 3 Name ua="rw"/>
<Speed Dial 3 Number ua="rw"/>
<Speed Dial 4 Name ua="rw"/>
<Speed Dial 4 Number ua="rw"/>
<Speed Dial 5 Name ua="rw"/>
<Speed Dial 5 Number ua="rw"/>
<Speed Dial 6 Name ua="rw"/>
<Speed Dial 6 Number ua="rw"/>
<Speed Dial 7 Name ua="rw"/>
<Speed Dial 7 Number ua="rw"/>
<Speed Dial 8 Name ua="rw"/>
<Speed Dial 8 Number ua="rw"/>
<Speed Dial 9 Name ua="rw"/>
<Speed Dial 9 Number ua="rw"/>
</flat-profile>

A B AR AR Y 2B N S P e BN Z I A EAEMME IR A ATt 3 fELLR
BIH, GPP_A ZHBCE N A
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B srvaEs

R FipE R

7 B3

<flat-profile>

<GPP_A>
</GPP_A>

</flat-profile>

* RPN TCER A ARK B

AR EMR
[EWh - wor LTk 0 A P

FHP )™ nl LA™ U 1) (ua) Ja 1 $ 5 B 57 Rl BB o
B RE . SLR AR B B DT

ua JEMELINEA NYEL —:
* na— JLiLVs A

e ro— Hi¥
— BCRIE AN
THIERET ua JEPE:

<flat-profile>
<SIP_TOS DiffServ Value 1 wua=" na” />

<Dial Plan 1 ua="ro” />
<Dial Plan 2 ua="rw” />

</flat-profile>

WK wa EIHEE T X515 N

41 J3 F <Phone-UI-User-Mode> 24, 4Hi% GUI /RS2 IR,

i) Ji 1k
XTI AR E S HORBRIN S .5 H »

R AR E

gE®RS |

ua BN, WA U5 N

GUI K5 S RIS EL I U

s MAKSHEN “ua=na” ( “ua” For VIR D B, & HEEK.
s WK ZHOE N “va=ro” JEME, 4 FHRAN ik HA TSt .

XTI 2 RCE S HOBRIN S .5 H »

© WACR T A ARG IS EORCEN “ua=na” JBIE, S FR K.

X ER
e BV R P, 2 8 I

[l CiscoIP Phone 6800 %% T & RIFRERE



| &EHt
sumt: ]

SHREM
XL R VEIE ] T 2L
o ARART A B BCE SO 52 K2 HAE LT AR B AN
* TCTL VU 1 2 HOR s

o WSROI IOk AU B S 2 DO B AR R S 5k 2, e O BN AR 2 2 i 5t
Mibr%s. NIRRT S S B EM, ROTERNIE SR 2 1RES B —A5bl.

o Sa A B E SO . R AR SCIHR EM R ECE S8 WA (R B SO E AL
S

FH BRI

X JR I T AT R AR B
© VPR ARE XML 55
<!-- My comment is typed here -->
« JMEFREL, RN SRR SR, A NS MR
o AH P RFAT TR RO R
« fotF <2 2> BIUH XML bk, {HEIESK L 20K
o B ONFRIR AR, TN R PTRIHEA XML AR S

FERF XML % X #3575
& (& F55) &
< UM <
> CRTD >
NE =D '
MCSGIRED) !

FECL R -y, S N4 2 SR AR AR5 7 SN v D B R R TRV IN TR 5o ol e X
Tl EREIL T E, ¥3H <Dial Plan | > (BEAEFE>SR>BEE > Ul ) & E N
T (S0 <:18005551212>),

<flat-profile>
<bial Plan_ 1 >

(SO <:18005551212>)
</Dial Plan 1 >
</flat-profile>

o A A REBUAT N RE TME 80T P A S Clnn A LD AT REAT e e
* HLIE PR ASCI 747
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B e Escs om) mEsTmE

FAUELE S (XML) B £ S FAn e

A DL 5 TF ORGSO AR 8 R 55 e L 48 G o b ml UG B S s AR B ML 15 8L
S AR AT, AH LA ZAE N3 2 T 56 1Ko

HXED
FOE SR, 3513 T
FFAS B & S T 48
SHEI TR 46 724 gzip deflate 57 (RFC1951). Internet 3l x5 3 AEAT gzip S FRE R LUK S it AH [R] 5
12 (2lib) (4P

NV, TR IYER R A S  gzip ARk T JEUAR T ONE B S B gzip SEHIRE P 4%
PRk HLT R N B F AR Sk U E SRS

i, W profile.xml ZATRAIIBCE S, WSCIF profile.xml. gz AN HERZ. LU ML &l 4
JR S C SR

® >gzip profile.xml
JEUUR ST e s 4 S A
® >cat profile.xml | gzip > profile.xml.gz

DR ISR SO AN, A ORT IR s i R ST A

Wit Gzip H 4 TS & S0 55 60 TU 424k T I 46 80
HXER
I Gzip IS4 T UGC & SCHF 5 5 60 TT

Ff B & XS
TSR R, AT X S AR AR B P L S PR, DT 5
S TR

M, BB AS AT HTTPS SRARBE F IR (KA CBE L . PHUIN3 E B SCAT 5 4] SeVrBtJn (8 HTTP
KREFT R B SO vl 72 KT B8 vh ko> HTTPS [ ds & E R 13k

FHLTT SRR AP S SO I g ik

* AES-256-CBC i

* { F] AES-128-GCM N &L )% T RFC 8188 2 HTTP WA N
S Bl N S AR (IKOM) A2 L P 8 B BE 46 o 8 HTTPS v] PL & 58 e g i 51 5.
BCE SR AT E R A S, (HLL L cfg ¥4 45 2 1 SO 44 10 5 2R e 1 SCA
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ags-256-c8¢ iz

AES-256-CBC #n%;

B

TR SCRFC & SO 18 AES-256-CBC % .

OpenSSL & T H (A AZ A Internet i p5 F &) W ABATINE . 2 256 7. AES N5 v] GEFG B E
BrdmiE THAKH ABS 5. CUARPEARA openssl-0.9.7¢ WA £F: o

fiH] OpenSSL I B & SCAF , 55 61 BT At Hoke .

XTI SO, BB SO SO A U i DA i AR ) ST AR [R] -

# example encryption key = SecretPhrasel234

openssl enc -e -aes-256-cbc -k SecretPhrasel234 -in profile.xml -out profile.cfg

# analogous invocation for a compressed xml file

openssl enc -e -aes-256-cbc -k SecretPhrasel234 -in profile.xml.gz -out profile.cfg
BYIRIAT NG FRE -k, ATLORATATAE SR, TR BENL 64 fidh. R -k S8R € 1%
B, nEs TH A3t BEALE 128 A7) aR 4 1) BRI SERR K 256 A7 N3 25 5 .

AR RO IC B SO XA RIS, AR A0 T B DME, DA SCPFEAT AR o AR AR T B S
URL H#diase B e R . 1A a0 URL, W R Fs:

[--key “SecretPhrasel234” ] http://prov.telco.com/path/profile.cfg

il —A> Profile Rule 2% & I AH .

HxEH
i F] OpenSSL It & SC4F , 26 61 7L

PG Z AT 2 A BEE S B BT WY T . SRTIRP A D 5 il B R D AT SE sh iR L TR

P Z BT S B AT Y

* Resync_Trigger *

* Profile Rule*

* Log xxx Msg

* Upgrade Rule
FERFEROUT, Ll S8 (GPP_*) BT Ay e, Wnl L E R FL S50, 5 22 O BT
7o

SRR, e AR RN A SNAME F $(NAME) R %A . X e B A 550 ] S 40
AT FRRST . R I 2SR RS . TS BN, ES R EY AR, 72 T,

ELL IR, RIE S(MAU) HF46 AN MAC Hitik 000E08012345.
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B suzsx

FHRiEX

gE®RS |

EIL B HIN: $ (MAU) config.cfg
MAC Hihik 25 000E08012345 [ % 45 K J&: 000E08012345config.cfg

WERTER RN E AR, SORRFFAY & Hltn, 445K STRANGE AN A 25 1 2 4 7k, MAU
WS P R AT R R A P o

PN : $STRANGE$MAU.cfg
MAC itk 24 000E08012345 M % AT B4 R /&: $STRANGEO0OE08012345.cfg
FHRATEAN . Flln, SSMAU” K9 @ SMAU” (8§ #69J@) . A4 MAC Hillk.

Yk H & 240 GPP_SA 22 GPP_SD ¥ 2K WSt 21 %18 X $SA 22 $SD. IR LEESHURAN 24 e hy
WrlE2 URL 1 —-key « --uid Fll --pwd £35S 5.

FAFAE AT LU A SR IRE B, IR A H) URL thpkik— AN 5087 R 20 0 T A
FAFRIBAEE UL and 1B BRI LS . BITAT FLEBCAA 00 AL 41T 0 trues
FEA LA AR LU = RS 2R

« BHUH

o A B A RRA S

© G5 FATH

A S
Z V& Wl (MPP) IERRAT A RAAE X Mg 2, b BN == WA 5
* Cisco IP Phone 6800 %] — sip68xx.v1-v2-v3MPP-BN

OB 745 b AL A DR A 5 A5 I, 2 S U AT i 3%

TEHAIA T, vI-v2-v3-v4 AT LR @A R B AP AT, BRI ko U IRAS I, 4%
MGy LB v1-v2-v3-va, I /e iU IBCyARSE T n i Hey .

U VI DU ATECT s A HOBHCTs IR VIX) BAPRCT + T REAE, FSELRCT, AR T B
P HBT

BUMAS B 7R PB
sipyyyy.11-0-OMPP-BN
MR, 11.0.0 & Ak 3

242

sip68xx.11-0-OMPP-BN < sip68xx.11-0-1MPP-BN
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URL i&7%

vaLiEsx [

A LA S T 34 R A AR R A AT DIFESOR L LU BN A 5 BUEDE HAT A]
DU BOE PRI SR . 87 BEAE S W] 5 (AR T8RO S Rk 21

TERF &REE 15 AR & FELMA | EAT M3 SHF
TEMR FREEWR
= eq T P P
I= ne RNET P P
< It NT P &
<= le NTEEET P 1
> gt KT & i
>= ge KT 5T P 5
AND 1 H H

TR MM, DA EARE TGS, X AEXE. U Ry
A (7R

W& H T Profile_Rule* fil Upgrade Rule 24§, 2t AR GIFTIA, ¥k hRik
N E TIEE “(expr)?” Wo WHic4E, BN fEH AT .

($SWVER ne sip68xx.11-0-O0MPP)? http://ps.tell.com/sw/sip68xx.11-0-0MPP-BN.loads

L& Resync Trigger * ZHI, ANEEHTEIELIRAER 54 .

{5 FHARYE URL TEv2: 45 52 40 43 9 4E Profile Rule* 1 Upgrade Rule 2% #) 22 it B S04 F0 44 47
o BRI

[ scheme:// ] [ server [:port]] filepath
I, scheme & NI Z —:
* tfip
* http
* https
U1k scheme B 20, WHMR BN thtp. JIRS5#% AT LUE DNS TRUM ) 14 a8 7 1P Mk i 12 H AR
UDP 5( TCP i 5 o SCAF AR AR H > (/) Tk LU 0] kA%
R server B, KL DHCP GEIH 66) 153 thp Mids o
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. E-F RFC 8188 £ HTTP AN

\}

P

A RTITFIN, Wb2HR 52 55 s«

W port B4k, WA 4R E 7 R M brvES . Tftp 4] UDP it 1 69, http 1 /1] TCP i 1 80, https
i [f] TCP 3 I 443,

WA AESCA PB4 EAL T IR SO, (HAT LU WIER CGI AR Bl 7
URL PPREN 9 o BAR AT 2% URL )7«

/$MA.cfg

/cisco/cfg.xml
192.168.1.130/profiles/init.cfg
tftp://prov.call.com/cpe/cisco$MA.cfg
http://neptune.speak.net:8080/prov/S$D/SE.cfg
https://secure.me.com/profile?Linksys

i DHCP £ 66 B, 25 FITEVEAZ TN . e H T Profile Rule*.

£ T RFC 8188 1) HTTP A& IN%

HL G S HEAT ] AES-128-GCM 5 S ARG & SCFE T AL T RFC 8188 1) HTTP AN . Al ik
BTV, AR AT HTTP i 8 A ko (A2, FUA AN AN 2 IR (IKM) 155 44 g % 52
ARABNFE A IKM S8 G, HE L5 3028 i 2% 45 T DU A b AS 4o i B ST, [l Fed/p ol =
D5 2% TE 25 YT TR A5 A T AR Sk
XML L% 2% IKM_HTTP_Encrypt Content AJ7EHLIH LARE IKM. 1225, SR
T I EIVEVI A B AN SR RS ARG B SO o, 5 AT AN LTS ) TP ikl Bl ik S
RS54 1) R B R S AT VT IR
TR AR L RFC 8188 [rIlnss, i fing & LL R 4614
o JE T AP A S I 5 4 Ak 3 L (R IC B SCPE ) XML 2% IKM_HTTP_Encrypt Content
5 IKM, I IKM #28 HL i
o UGG N I FH T DS 28 T 45 i 028 B F U R IC B S, ORI & S h 1K) Content-Encoding
HTTP #rkH 5 “aes128gem” .
WABAT Mok Sk, M AES-256-CBC Jrigils. Wi SRic & ORI 47 71 AES-256-CBC %4,
I HL 1% Y FH AES-256-CBC fif# %, TGt IKM Wifi .

o G SRAREL R IR NS N B R IE A T RS S BL E RS, TEFI RIS U TR e
AES-256-CBC %%,

AIEEHFE S

kS 4 key. uid Fl pwd 1 & T Profile_Rule* 4 A ¥ URL Z T, —&BHIET 5 A
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key

uid A pwd

key .

—-key LI J L UE M IR 55 S8 A0 C B SCAHE ] AES-256-CBC I @47 n,  BRAESCfrh
[f) Content-Encoding b7 ki57~ “aes128gem” I . HIHARG YR € N IGHAE --key MFRFH
AR BAHFRLERT T (") o H TS A 2 A A S A

ARG

[--key VerySecretValue]

[--key “my secret phrase” ]
[--key a37d2fb9055c1d04883a0745eb0917a4]

5 W IESHOE Y e r) . SCUHESHIE IS HT, Rk HIEZ 4 GPP_SA 2 GPP_SD
DHEY A FAL R $SA & $SD. 1S LT il

[--key $5C]

[--key “$SD” ]

LETFIOS 2Ol B SRR, —-key IS EUN 545 2 45 openss] H -k I 2 B A

uid 1 pwd KBTI 0] 1T 036 URL $55E H1 /7 ID RIS 0EGIE . 55 WAk SHUE 28 . 104
FVE SR IS0, Rk 228 GPP_SA % GPP_SD A &9 i A& $SA £ $SD. i5Z 1
PLR 7R :

GPP_SA
GPP_SB

MyUserID
MySecretPassword

[--uid $SA --pwd $SB] https://provisioning_server url/path to your config/your config.xml

Bt e R8T «

[--uid MyUserID --pwdMySecretPassword]
https://provisioning_server url/path to your config/your config.xml

RECE N AE IP BB RE

B XML Be & A )G, 20 HAR IS g DLE N o N RS &, f48 ] DA Web 33 B0 28 5%,
cURL #ir 247 S A2, M TFTP. HTTP 2{ HTTPS K45 #ef e & S0 R4 3 Hih .

M TFTP B 5522 1S BC B U TS 212 BIA

SERGX E D IR DU IC & SCF F 38 PC LAY TFTP RS 2% 0 HFRFF o
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B & R smE T HEImIE

R

I

LI

$IR2

$IE3

\}

UK

I PC IEFLFHITE LAN,

£ PC Lizfy TETP kS5 as N RE,  JFaf R 1C B SCAFAE TETP AR H ol .

7 Web J Y& 11, ARG LANIP Huhit, vFSEHLET TP bl SCPRA4 DR SRR . Al oA X
http://<WN IP Address>/admin/resync?tftp: //<EC_IP Address>/<file name>s&xuser-adminsxpassward=gassword>
ENUE

http://192.168.15.1/admin/resync?tftp://192.168.15.100/my config.xml&xuser=admin&xpassword=admin

cURL ﬂg’rﬁﬂﬁi#'ltﬁiu FE1E

WEAFLL P, M cURL M IECE F BB, a7 THAH T URL AL A . 2k
cURL, 1HVi l'ﬂ.

https://curl.haxx.se/download.html

N
wk

TR

FATEBIEAEAE ] CURL REBC E A AT B HAE, UM AEH] cURL I ™ 4% R 5 vl g 25 AR .

i

BRI PC ERF R LAN %5 M,
B ANLLF cURL iy 42> LK BC B SO 28081 i -

curl -d @my config.xml
“http://192.168.15.1/admin/config.xml&xuser=admin&xpassword=admin”

AN ARG T B R BUEHE  B B S AL
FAAELL T BB S HER .

< R

* i H

o il A%

o TG H R
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| ‘s

B
=
N
\d)é%g

II

o e E SO
* FHEORMmI

BRBH
2H T I A SR Y IR SRR YO BT AN, WS GPP_* (BERER > SR > &
Ef&§>%¢%%?ﬁ$%ﬁ%oayfﬁﬁﬁM%éoﬂ%Emmﬁﬁ@ﬁﬁﬁ%ﬁ,E*@
o i
* URL
* ZIMBARERAE R
* Post 1R AR
* ZHAFRN A WS
© BATENTEREI BB I 5 AT R E
GPP_* ZH fE b W B SR T8 . thTUbH M, —ANFRHURS % 4F5 (A through P)
AELLR GPP_A 42 GPP_P I 734k, MHELUT URL IEFUKSH0N, W/ BEIRS 22 44 75
SA % SD ¥ GPP_SA % GPP_SD bR ke I«
key. uid il pwd
XEESHT LB E RTINS SR eI AR A RRATA I 87 245, BIWSGPP_A.
FRBASH

Bilan, Wi GPP_A W& T4 ABC, GPP B W7 123, KA SASB K724 3] ABCI123.

FHIEZ Al
Vi TR B UL, i 2B U5 1) AR R T, 5 8 T,

UK
TR EFHES > #E.
TR 2 KR BASEI.

$I1E3 £ GPP A 3| GPP P [ 2B i AN 2 .
T4 PHRTFREEN.
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Provision_Enable Fl Upgrade_Enable Z 4045 il 35 JIT A e & SO 508 [ 20 R [ 44+ S84 o IX LS50 4
WS A S TR (R D AN T4 . IR S S HOA T 4 B web JIR 2545 & H (1 508 [ D 7+ URL i
%o XN SHERNIE 2.

Resync_From_SIP 245 | 55 Rl b4 413K . SIPNOTIFY 4% MR 25 B AL R AQ BRI 25 o A 32 51 vy
e WA, B DAERERFD . ik, AU kIX SIP NOTIFY 5 E 23w, s
Event: resync #5k.

WA LL 401 W N B RAIE SR (FRAGETE, PUTIE OB o W& SRR BRI T R
RZAT, WS AT IR 5 245K . Event: reboot_now F1 Event: restart now 53k 273 AT
AEFAAER, bR,

HAAW A2 )5 ] Resync_On_Reset Fil Resync_ After Upgrade Attempt. X %8550 5& £ TFHL AT T 0T
JA B JE LA BRI 585, Bk 1 AT BT R A .

J3 F Resync_On_Reset Ji7, fEHATHEZHT, WATERSNTFIGGIABENIIER . GEIR I A ZREHLT,
P4 Resync Random_ Delay $& € [IME C(LAFP N HLAL) o FE[FIEFFALI TG, X —4EiR R4 1
BRSSP KRBT AR I (R 72 KRR g v, W SR A A M DX Pk vl e, b D e
A

P SC VR A FRT 3 I 1) T o B2 2 I ) B ) 2

Y ER B EREHR D

HLTE Rl B S B IR S A HORT [0 . HB [P (A B Resyne_Periodic (F9) HPECE . W IAE 2,
WA AS e E R F 2P .

HHT A AT S S N IN BT . i AE S g A TSRS R R NS, iR iR
BRDD R, H RN AR AN . FR R D T RE S BN B S B S .

DA A FELE AN e IR 25 B AL SR I B S0 R 3 SO R B tH IR R e, EHT R P E T e s 2k
. Resync Error Retry Delay (F0) HfgEIntalG, W& FRER L. wf
Resync_Error_Retry Delay W& 4 0, 7ES2AHE P AP RMG, WA AR ERF L.
WIR T KM, 43{F Upgrade Error Retry Delay F 45 7€ DA Hik .
HWARESHTHTH &M MR ER R : Resync Trigger 1 fll Resync Trigger 2. H/NSHHR
UM 7 R A RIS E . FOF RS I R ARGk S CR R RE IR, fil
& (A RCED KRHIEFRED, BRAE—A s Ml 28 1 4R R true.

PLUR -l S AR o g IR 28 o Aesbonfill, e — IR iaE el cd 58 54080 (30088
FEH A EREF R ALk O gt L 20 10 7088 (600 72D .

SUPGTMR gt 300 and $PRVTMR ge 600
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wnerinzsEs [

EEEMBEHES
Resync At ST 1 LT 2ER sz I ) T (12 . B 800 ) 24 /MR (hhmm) 98 52 16 ).

Resync_ At Random Delay 2% fe VF G (E A TR € BRI B BB A0 o bS8 T 1E 38 80k o0 de e
B 1]

IS 3E G R 1 25 P L S BEAE DA AE A [R] I T8 ST [ 20 (R F0BT (R0 SR [ 55 4% o ik, LR fESR
SEM a5 2 10 7Bl & OB 2D

W, o S S R AR R 1000 C 4 10:00) , HLiGSSEE FAE 10:00 5 10:10 2 Ja] f4F4
0] fe A 3T IR 2

BOAGOUT, DhREAb T2EFPIRAS . W BCE | Resync At ZH(I, Resync_Periodic 224125 1 20 .

AIECERIHIZR

T DURCE HRER DU AT BB [R5, JF Hoar AT LR B 28 58 B8 A0 AT R U 1)
FAR 7] -

* Resync_Periodic
* Resync_Error Retry Delay
* Upgrade Error Retry Delay
BAZHBR R WEIR (B . BOY R AV S S RIS SR TE I, AU
BJR A TEERAKARATL.
CRFi) ST BM T + 5 Jis B IMB BLATME AR 53—

w51
EMRBIE,  EAEARE 2 N E I E T A e IR A M, B A A B ) ) B FER -
30 434, 1/ 2 /NS 4 NI, 205, WSS ARSI 4 AN AR IR, BREERF D).

Resync_Periodic=7200
Resync_Error Retry Delay=1800,3600,7200,14400

w2

FESL RGBT, WSS O b2 10 08 ASNENLZEIR ) @ IHE BT 20— K. R =B A2k
W, ki LR IR BE AR 30 B (2 Fn S 28 o 1/ G2 F9m 10 2080 « 2 /)
B CRZ M 1S 2080 o 2, WASRESEER 2 /M (REZFM 15 208 28—k, HEEH
[H) 20 i o

Resync_Periodic=3600+600
Resync Error Retry Delay=1800+300,3600+600,7200+900
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w53

FEREZRB T, USRI RETH R R RN, B 2RIk 30 0B 1 /NI 2 NI ECRATH . W Rt
PARKI, B BERG 4 2 5 DI ER, HREIHN).

Upgrade Error Retry Delay = 1800,3600,7200,14400+3600

Fic & 3T 4 AL

R PR 2 AN R B SO 24 (Profile Rule*)o [AIIE, 34N FHT [0 A A nT U] iy AN [ e 25 4%
R 2 AT

FEfp (] IR TR, et oo s WIERT R 20 1) b S 254 L PR AN IC SO, AT SE T T AT AH 5% P9 78
ZH . W] LOREBC B SR 7 B AN SCAE o A7 —NE H T30 2 P BT Bl R 5. ik
SONEEMIK AR AR R ME IR SO N S AE PR AT AT A AR IR S5 2 L Sy — AN
B

SEHCH FD B R 2], A RS WU PEAG DU Profile Rule* 224
1. Profile Rule
Profile Rule B

Profile Rule C

El o

Profile Rule D

FEOCUPAL T e P2 A WA I B IR A R R LB S, el e sOB— e MU N S H. iR
VPR R, EOBFED PSR T, JF4% 0 Resyne_Error_Retry Delay 24 (80 $i75& HU{E A Sk FF R
e WERFTA AL T, BARSERFE Resync_ Periodic Z40FR WAL, AR5 HAT 55— A B [A]
W

£ Profile_Rule* Z 8 N A # L& — A& A & HEZIRIEL] (2D PRk, R HER
BANFMRIEAL —MRERBAL —NECE SO URL FUEATSCHR ) URL 2630, EfEAS 2 A
L TR ERAE LR . U RABMASE, IF AWK s CIRAT) -

[ conditional-expr ] [ assignment-expr ] [[ options ] URL ]

FEREA Profile_Rule* 28N, Brisja & HIELSL, oAb AT & FE AR A 2R AL AP RIA 5
AGie i 7 sl KA B RGA 5

L AZEBIGPHESAT, EREERBIPA A R rue (I (RE BB IS FMLE A5 E .

2. PASAEATRE R IR E R IA N (A .

3. WIR URL PR E A %A IR 873, A2 MU TR E URL IRCE S . RGEe Al A Y,
SO A S AL

WER BT % R AR A 2 AF RIS LA 2 AF AL O true (ol A R AN BC SO =), )
PRI HEA Profile Rule* 8. 1% R ORGP AR —/NBC E SO N 240
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FrER AL

T |

i
ARG IO A B AP B4R E URL L RCE SCIE, AT B R 3 B IR 55 45 10 HTTP GET 115 3K :

http://remote.server.com/cisco/$MA.cfg

w15 2

FEREZR B, B BT [RD RPN A URL,  BAREGR T2t 1 RVENPIRES . R 22k, &
AT E] CGL A K] HTTP POST. WK KIZZEY i GPP_A INZ, TR R # IR A
EEEZEICE

(SPRVTMR ge 600)? http://p.tel.com/has-reg.cfqg
| [--post a] http://p.tel.com/lost-reg?

w53
EMREI, B D B R RS 2 . A SRR AR B4 b 22 E S ORFF 2.0 JiZ R IH
%), WAKRILE 25 R

( “SCCERT” eq “Installed” )? https://p.tel.com/config?
| https://p.tel.com/config?cisco$MAU

w5 4

RSB F, E¥ GPP A BOE MBS A URL WEMEZ AT, &%k 1 & H2H. K5, B8
EHF R A URL:

( “$A” ne “Provisioned” )? (Line Enable 1 = “No” ;)! https://p.tel.com/init-prov
| https://p.tel.com/configs

74515

FESE R B, ARG S 4R R LB SO L E XML JC AR . IXSEhR % A 204% [ GPP_B A7 1)
I AL W P, BT AR RIS 2 1K) 2 A K

[--alias b] https://p.tel.com/account/$PNSMA.xml

U R R G5 A L B SR A G B SO, B R0 38 A RIKC. Resyne Fails_ On_FNF Z40n] LAk
HIHBGAIT l . WIR Resync Fails On _FNF BBy “777 , W WIS ds K nli) “ RELEI S0
Wiy AW A BB [R) A2 B2 . Resync_Fails_On_FNF HIBRINE R “J2&7 «

FHBHN 5 P A G — A A, LA 2 IR LSRG 6 . I R D& b, W
SRR . L, ST DA AR S O DN, S A A AN
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Upgrade_Rule F5 & AN\ T 24157 572844 T B0R1 R HI Ry [ S 2, Bl e 4 A s U R il
Upgrade_Enable ¥ & N & -

HLTEER A — AN AT C B A TH 24 Upgrade_Rule. M85 50 B SO SHER LN TEE . T
PASCRFURLIEI, AH AT DI A I SO R IA 2 WERAE ] 25 A5, WS BT I E o
ZALL | TR BRI A . B B RS -

[ conditional-expr ] [ assignment-expr ] URL

WK H Profile Rule* 4, Upgrade Rule ZHUK PP RN I, B2 L &R IA X B & A
Josctrk A VEAGRE R IR IA i tee) o R)E, ST RIFR 2 URL.

R Upgrade Rule 35 o4 AF&RIE UM URL, R T8 URL 455 PSR . 28T AT
PPAbE, BERASTOR RTINS, RS SO S + RS A + v 1+ SCPFERAR AT 22 5
G

LARAAT T, B R AR TR I A5 500, IF AE R e G5 RN BB R Bl A BT AT T 5 2k
H A TERAL TARE SR, B A 2 B3l iA H1 Upgrade Rule KA A IXBN K T2

%,
* X}T Cisco IP 6800 & 4.

http://p.tel.com/firmware/sip68xx.11-1-0MPP-BN. loads

where BN==Build Number

LE BRI, Upgrade Rule # [l 5 7H28 245 & URL H A7t i mif%
% HL & Cisco IP Phone 6800 Z& 41| [1) 55— 7Rl :

( “SF” ne “beta-customer” )? http://p.tel.com/firmware/sip68xx.11-0-1MPP-BN.loads
| http://p.tel.com/firmware/sip68xx.11-0-1MPP-BN.loads

where BN==Build Number
A FR R B AR S50 GPP_F N 2%, N IE U 1 —T .

BEA T LS AT [ PERRCAS 5 OB PR, KT REE M IE L. 41 2R Downgrade Rev_Limit
SHCPRCE T AR AR S B R A4 D AR T4 PR 10 [ A FROA 2K T 2

X SCH R R S B S SR
* {abc,r} —fF a. by ¢ 2L -
* Bool — f/RfHA “A” 8L “45”
* CadScript — $REE 5 THSHMEE B . &2 127 DMF4
Wik SIS, Hor:
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* Si=Dj(on; j/off; i[,on; o/off; 5[, on; 3/0ff; 3[,0n; 4/0ff; 4[,0n; 5/0ff; 5[,0n; 5/0ff; 611111, FK N X BLo

* ong; Al off; ; J& Jr BUT/RMIFFEN ], LIRP G Az, i=1802, j=18(6.
* Dy 2 X B RF L ], RARD O FA

P AT FR LI T e 2 vl AT =0/ SRR . TBICAT “*7 RORRFEEIN I . X B

(K1 BORHZ P B AT, B R T IR (R Ik 21 R 1]

ZNINE

60(2/4)

Number of Cadence Sections = 1

Cadence Section 1: Section Length = 60 s
Number of Segments = 1

Segment 1: On=2s, Off=4s

Total Ring Length = 60s

2 — MRS L. R R K .

60(.2/.2,.2/.2,.2/.2,1/4)

Number of Cadence Sections =1
Cadence Section 1: Section Length = 60s
Number of Segments = 4

Segment 1: On=0.2s, 0ff=0.2s
Segment 2: On=0.2s, 0ff=0.2s
Segment 3: On=0.2s, 0ff=0.2s
Segment 4: On=1.0s, 0ff=4.0s

Total Ring Length = 60s

DialPlanScript — H T-HE @ 26 | FIZki% 2 3k 5 7 EMIHAEE,
Float<n>— &% % n /N RE.
FQDN — 58 fRE 4 . mZ A& 63 N7 1Fe il .

* sip.Cisco.com:5060 5% 109.12.14.12:12345

* sip.Cisco.com 8% 109.12.14.12

FreqScript — $RE IR E AR NGRS I F RV . B2 AW 127 M4
ifik: Fi@L [ F,@L,[,Fs@Ls[,F4@L4[.Fs@Ls[,Fs@Lg]111], Hor:

* Fy - Fg 2%, LURRZE A A, (RTS8 580 .

* L, - Lg 2N %2, LLdBm KAl (%MD
25 2 AT 5 ARV s, EAE SO

TR 1 — DI SRR
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440@-10

Number of Frequencies = 1
Frequency 1 = 440 Hz at -10 dBm

i 2 — R

350@-19,440@-19

Number of Frequencies = 2
Frequency 1 = 350 Hz at -19 dBm
Frequency 2 = 440 Hz at -19 dBm

IP — A 341 IPv4 Hubik, #00 xxxx, Hd x A~F 05 255 28, 7-%1: 10.1.2.100.
UserID — URL HHILH P 1D &2 63 N F4F

Phone — FLIE S 74 H, #lhn 14081234567 *69. *72. 345678; B —% URL, it
1234@10.10.10.100:5068 5%, jsmith@Cisco.com. T4 H5x % 1] LI 39 P74,

PhTmplt — FEIG SRR . BEAMBR ] & — A Z AN HIES () 2R BT kab
SRR 2. “27 Rl “*” RoRMMAF 7457, BMNFM ERR, W %xx. #lhn, %2a
Fon *o B Z A LML 39 NERF. anfl: “1408%,1510%7 . “14081232272, 55571.7 &

Port — TCP/UDP 3 145 (0-65535) ‘& 1J LU HE il s+ /5 kil X g e o
ProvisioningRuleSyntax — 12 SCHC B 587 [7] 25 R[] 44 T+ 20 i I AR T8 1%

PwrLevel — L dBm &R IR E ], &0/, filtn - 13.5 5 1.5 (dBm).

RscTmplt — SIP WIRCR AACH IR, Tl “404, 5% . “6127 . “407,408,487,481” . %
AL 39 ANFAF

Sig<n> — AR5 n . & UH-THRE s b i 38 e . SUE RTINS 28R - 5. 1F
LR AT ORI + 5.

Star Codes — M 7o IR 55 IR ARAS, W1 *69., ARG 2 n] DAL 7 NF7F

Str<n>— fx £ BA n DN AEOR B AR08 FH 45 5

Time<n> — FFLLIS ], AR RSN, 3% n f/NEL. BAMR E I/ NEURL K 4 20

ToneScript — $& & HLIGHE RS HCR . PRI RS HWRIR U . AR Z TR S 127 ¢
o
WHyk: FreqScript;Z,[3Z,]o

{F CadScript ", XB Z; H5XEB S L, BREANF/ R BUGIRIMRERZSHON: 7, =
D (on; 1/off 1/ 1 [,on; o/off; 5/f; 5 [,on; 3/0ff; 3/f; 3 [,on; 4/0ff; 4/fi 4 [Lon; s/0ff; s/f; 5 [Lon; ¢/off; ¢/fi 611111), FL
h,

* fij = ny [y ]+ns[+ng[+ns[+ng]]11] -

* 1 <ny <6 §5E FreqScript ' H TiZ v BRI PHR 2R
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WA BRI T 2R, SRR .

1 — R

350@-19,440@-19;10(*/0/1+2)

Number of Frequencies = 2
Frequency 1 = 350 Hz at -19 dBm
Frequency 2 = 440 Hz at -19 dBm

Number of Cadence Sections = 1
Cadence Section 1: Section Length = 10 s
Number of Segments = 1

Segment 1: On=forever, with Frequencies 1 and 2

Total Tone Length = 10s

NN

Al 2 — AE

350@-19,440@-19;2(.1/.1/1+42);10(*/0/1+2)

Number of Frequencies = 2

Frequency 1 = 350 Hz at -19 dBm

Frequency 2 = 440 Hz at -19 dBm

Number of Cadence Sections = 2

Cadence Section 1: Section Length = 2s

Number of Segments =1

Segment 1: On=0.1ls, Off=0.1ls with Frequencies 1 and 2
Cadence Section 2: Section Length = 10s

Number of Segments =1

Segment 1: On=forever, with Frequencies 1 and 2

Total Tone Length = 12s

Uns<n>— B 5 nfifl, Hirn=8. 16832, ‘&nf LI TR iuEmkg XI5, wlhn
12 8% 0x18, REHEFFE nf7EIAT,

pE

FRELUN A E:

<Par Name> KRl E ZHA R AERCESCIEH, T RIS 1 RIE AR R bR %,
Par_Name.

FRBOME BRI BT < 7 >,

FEL TR 2 8k 205 e G B SO b R S IR bR A8 A T e 5 — MG B PR

AR A% IR 45 58 P EAT LA . 158 /& not the closest, TEFEULHCIN . SHAFRU I E AL o
WERBCE S — NS I T 245 S0 WG SRS s e S

HA S HAENZHONE R S BOR P BOME .. EHON IR E 2 747 R, A1 s " 1R
SR
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B =scvssnaenrs

At B 1 F ZFHFAE AR
iYL en AR E (E) MEETF . R9CE G DL R AR 1% 135 5 1 N3 e & S
i T SSL ThREMI e Ik BN, Him AT B U,

Jows HP 9 N RIVAT 5 B 545 RO SO OB s [ F T 2, sl b A T v 8] T 284 BE BRI RRAS
IBBIRKRITHIORE o AU UATAL TS PIRAS I A S AT IS B SO BT[RBT [R] 26 W] R fi:
HPAT T Bl LU U W T

BHSEE B B R . TG E AR S e I R — B B RS 2% (NPS). 5 NPS Hl {5 I AR
— B 22 A, R SR I E SO L N #E . NPS 0] DU 35 % P S ik 15 i B vE TETP.
HTTP 8¢ HTTPS JR%%8 .

PR 5L AT DM A R ) Web HL P S g 1S FOR 8 S EE R P . A EE B e T DAY
H SIP notify 7 B HATIXLAT5 .

W B SO IR A T g I 254 00t i B0 AR GE AR I T TR T R A A

X ER
SOV EC & SCPF 08 » 5 34 1T

RAFFBCEBCE XA EHH

PO B SO TR T LA FR e I ) (Rl Rt AT . BEORT G B SRRl TFTP. HTTP 8 HTTPS MRS
PR RILFHAE

FHIEZ Al
Vi AR B 5. TS U5 ] AR R T, 5 8 UL

UK
TE1 EHES > HBE-
T2 AEEXH), NERIRE MMy RHEPIEFRZ.

T3 AL 2
TR PHRRIAEYL.

X EBR
PCE SO SRR T4, 55 34 0T

SV FIBC & EH TR

W SEOBT T AZAR S I IR 1) () B R4 T o BB K [ PRl I TFTP s HTTP MR 55 8% AL B HLTE . [H]
PTG b e VA — AL DRSS AE .
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@33 TeTp. WP 5 HTTps sttt I}

FHIEZ Al
Vi AR B 5. IS U5 ] AR R, 5 8 L

UK

T EFHES > HE-

S EEMARIS, WEBRAR FRIRIE .

$IE3

BALU 2L

TR PR BER.

i@ 3d TFTP. HTTP = HTTPS H 2% & 4

N

HiGiE S TFTP. HTTP 5k HTTPS ¢ E G T+

pE

B2 B FYIRCAS AT BEFFAERT T B AGE ] AT OCTEANTR S, T 2 P A ALl AT [ PR RRCAS (1 A AT

FHia Z |l
WA RS [ A1 S SO Bl ) AR 55 4 o

UK

N s T i 44 B

cp-x8xx-sip.aa-b-cMPP.cop I J cp-x8xx-sip.aa-b-cMPP. tar.gz
Horp

x8xx LIRS, 6841,

aa-b-c KA7'5, U1 10-4-1

H£E2 ] tar - xzvE 2 LIRS tar ball.

HIE 3 e E 4% TETP. HTTP 8k HTTPS Rk H 5.

FBA Pi M . TS0V IR T, 5 8 T,

FIBE RIS > E.

P 6 AHLL doads &5 RIS 4, RN SLB N 45201 URL.
PR PHRXAEEN.
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B ssnszesnamn

{5 A il o 2% i 2 FH R E 15
LTI BN N HOTH TP AEH TR % S R WIS
NN

UK

FEAE Web W a g8 P URL FF i, iHMALL R i

http://<phone ip>/admin/upgrade?<schema>://<serv_ip[:port]>/filepath
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RER TR B A1 B AR 55 25

* NI E AR E RS A, B 37 L
o RS AHES AR TR, 537 1
o W AATEE , 5539 1L

o WEMSHMBE , o 40 1T

+ 7 \}-Ln:u \rLI:I:I:I [m |
RERFnI% B FNig SR 25
AR AR AL T £ o e B SO T B ., AR R B X . TR E T E S rl et & — 41
FRZ AR R SH . TS O a5 RS AT 1 — 40 5. BOAEOLT, WihaTE
I Y IR DA K e PR S P R i (R B B R . M R S TR G, A TR
T O TC B SO AR DL R AT AR ] 44 5 5 .

GRS B UIE 2/ R F e = 1154 NN (5 1B I 5 W £ 9 10

RS ERFEGETE
ARFE R ER AN A RS # T o X EEIR S 28 1] LS e AR PC 1, JRAE L B AT
* TFTP (UDP %ijl1 69)
« R4 H&E (UDP i1 514)
* HTTP (TCP 11 80)
« HTTPS (TCP il 443)
NS IR S5 FRIC AT WORE R, S e R IR S5 AR WL b e e 2R IR S AR 0 P o XA AN AT
DU 738 2 (M IR 55 AR H A, AN 2 55 HEAEAS EL I 5
A TE @RI 2R DL R A TR
o SR RICE SO, BT IEY gzip AR SEHIFRT .
o 0 THECESCIEINE A HTTPS $2:4F, 222 IT IR0 OpenSSL #1140
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B c=ecxrosE

o B HTTPS MR Sh A RC B SO AN D R e B, FRATTHER (8 I SRR CGI B K JIA TS
H o JTHCEY Perl 15 5 T H i X P IATE 5 (K — M

o BIGUF W E RS 28 5 G Z (R 2 a8, il UOR MBS Ay ] S 2l R4
Ethereal/Wireshark) o i H 155 15 5 I 452 < T) 0 LIOK I E5 b (A8 T PR ER G 5% . Ak, 1H7E
B T i AR A B PC RIS T E MRS . 6F T HTTPS 45, %&nl LU
ssldump SE 2T

iz#2 B E X (RC) 77 BL

ITSP

&

SP Provisiofing Server  SP SIFServer

Cisco EDOS RC Semer

1. Phone retrieves
Provisioning Server Info

from Remote Customization Serve
via HTTPS, EDOS looks up and returns

SP Provisioning info Ll
bazed an Phone MAC 2. Phone downloads
configuration from SP
3. VolP Service
established

I
.

TEMIRBEE 2 /0, P G B R Cisco EDOS RC %545

1E RC /p BN, &2 E S Cisco EDOS RC AR S5 #% A7 14T & MRS B L 1 G B i FE UG - Internet
HLTE RS PE ARG (ITSP) W B A EY e & IR S5 %%, I 1) Cisco EDOS RC 45 % vE M5 B IR 45 215 5 o

M EE T Internet FEFEALHI, AWE EIGH HC SCIRSEFTFF. 1956, HIGS AR DHCP
K R B R S A A S, JFREBEIEN H e CIRE. 1R DHCP &k, B SCIRESH K E
JyFR T, HANSE DHCP $&446 5T 55 1 15 B AR &5 255 B 223K RC.

FLUE SR — OGB4 I B S T 08 S, ISR 0 DHCP JE I, WL UG 2 I R 1A A W0 I 55
PRUAPAT LA E . BRI “activate.cisco.com” TMIAE “webapps.cisco.com” #HTHLE
G0 B RRA A 11.2 (1),  H R4k SEAE F webapps.cisco.com.  JVRHE U F1FIX PN 44 T8 1 By 2k
Ko

2Rk DHCP k55 @8 e b B IR 5435 &, HLTh & &l Cisco EDOS RC IR 554%, IR MAC
HEFEAY, [ SCIRA KR B FERE . Cisco EDOS M55 M B JC I e 25 B A1 v 1 1 B M 451 8
ARG B RS54 URL, HLUG1 B2 SCIRESHG B B E X ERR . LGRS 34T 508 W22 URL
Ly DRI RIRGSRME R IBCE, WL, B SCRESHEE N BRI,

3516
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12k Cisco EDOS RC 95 & ¥ 1 5 IR RIK IR S5 P i vy, FLUR IR B SCIRA K BB W AR AT A 1)
DATBhleE s, war Lo s ik 55 32 RS N5 Cisco EDOS Hi 55 % K1 Ik o

TR LCD 8 Web FCE SEH P E, E 0@ SCREBNBIREFB AT, A CREKE
KRB, BRARH IR E ) E, B Cisco EDOS JIR45 25 A4 if

BRI, BRAPHRIERE W) A, SIUAS{EH] Cisco EDOS RC IR 5545 -

RER IR & TR E

ITSP

5P Prﬂuisim\ng Server gp g P!gi“’”

\ \

2. Phone downloads
configuration

Intranet

3. VolP Service
DHCF Serve established

1. Phone queries DHCP
for provisioning server info.

AT

i Cisco i) BRIANECE, UGS BaZRAF B H 2] TFTP k4o LAIRCE . LAN LAz
DHCP IR 45 28 H 4t 55 e B 1 1 & 389 ¥ 46 IO TC & SCE AT TETP JRSS 8 A G115 B . RSk i
BHE AT IERE S LAN. HULE A ShE5T [R5 S ACHE TETP RS 2% 01 G40 LN IR, DAE k58
W £ o L TIUAE B 0 SO G R 15 IR S5 3 1 URL. i #4308 se BRI R FE 20 % W 4%
i, WEIRS SRR AT,
HLE R IE A2 HT, AT DA B B WA I 400G, DLidskH MAC bt s 5415 . b Bal -+
)5 HE e T ) D O T S
WRIHEZ G, B e HOE SR 5 WP sE M . TPHLRE, s RBe A A I v & I & K URL B R %
g5 a% . DRI, HE G-I MR 75 BT [ A5 AR o S A sl
FXER

TR, H 6

TFTP ¥'E , 26 40 1L
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LB AR SSER AT E

TFTP g &

AT AL ATl I 25 28 AN R S B B AR (B8 20K T ASOREATINGR IR F IR, BB S5 4%
LRALAM PC _EIFAEIL BizAT. i H, ST TR T E AR A ] .

FLIE SZRE TFTP F 1158 & T8 R0 A A T+ e . W e i R i, @i HTTPS, ANk
WA L] HTTP Al TFTP. 3X it 5 5 6 B SO N8 DAsE s 22 40, R e R NAT R b 28 2
BLH], $EOE T B m T SEME . TFTP X T NS P R AR BB W & B s A .

UG AEfZ I L DHCP 150 66 H 4% M DHCP lR45 #4538 B TFTP k5545 1P Hudik. 40 R TFTP k45
(PS4 IL & Profile Rule, #4545 M TFTP AR5 #% IR E SO, M &5 B:3 LAN I8l
HEIN, RIS TFAG M.
PLAEH T BRIARC B 1 Profile Rule /& &PN.cfg, Hh &PN FoR i 5 4 7K.
o, % CP-6841-3PCC, {44 /& CP-6841-3PCC.cfg.
X EA ) B E SO %, (EREE YR, 5K T B F) 2D 31 DHCP 3E I 66 4552 (A HY
TFTP f55ds B scft . SO 125 TFTP IS5 #8 MERAR H s Ao,
X ER

BB TR, , 5 39 1T

A2 22 i 4= H F0 NAT

HTTP 15 &

FHLUE 15 X 4% ik e 6 (NAT) 2%, AT I B 85 Ui 17 Internet. SAMEOR 21, M H a8 il g2 4K
T L SR NAT R PH IR AR SR A NP AL, T2 4% BRI AT A Internet F N 52 FR-4 B9 2%
A AL IR . ik, AEBUEH TFTP S TafE ik & .
G RAERE R 2 NAT 25805, VoIP 4 A] 5 NAT 3447, Iid B il it NAT ) & UDP %8 (STUN).
IEIE IR TE SR ] B A%

* Sk ABRSBhAINS (A4 TP Hullk

* 34T STUN JIR454 RAF TS HL

« B

A ARRFR NAT HLI L 2%

HLTEIRIAT 77 305 IZEFE Internet 3 s i 5K 199 GO0 YT 3528400 e 10K S I 305 BE B IR 55 2 (¥ W] 5207
2o B2 e e 85 SN AR NAT Bl CRAHLRIIRANZ 52 . FEIEREHE H, HTTP Al HTTPS
EC TFTP Wy 5E, 5 A 24 5028 A 06 7 Ji DS KB SRR NAT RO o 4% 5 IHDE RN o /5 R TR
RG], HTTP AT HTTPs ] LLUH Hefdi .
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| REmigENEERSS
E#E S e fasikmae ]

TR HTTP (BB M T HTTP GET J7idk A RECE SO JH, 2 Pl B i & s il 1 e
—ANESESC, REESCEAAAEAE HTTP 5545 Hoxb . kg4l GET iR, JLAUR [ GET
SRRk R E S

B SO T DU I A v ) dts P O S I A E B SR B S A G RS

GG SR B RGN, ST USR] HTTP POST 77238 sk T8 R e B 0 . 7T DARC B s 4%, 1
HTTP POST i1 3K 1 1E 3C N 1] IR 55 AR IR e RS FIRR UG H o IS5 2848 FH A5 8 A s 0 040 i) 17 i
B, SRS B H JE BT AR S

VB4 GET A1 POST 53R (7, Wik BN RARSKA “ A ARG PR & AR IUE
Ko PEREFRHRE R S FR AT RSCAS R B2 (17 P41

T 2K [ CP-6841-3PCC [#1 “H ' AREL” ik FB:

User-Agent: Cisco-CP-6841-3PCC/11.0 (00562b043615)

5 FAE I BN AT HTTP 5587 [A) 25 20 & SRy, @0 HTTPS 506 ic & SC2E hnas ARG HLE (S
o MG HTTP N 2R s il B S48 T B g i & SO S R L £ B fE . A LAl
HTTPS, XFh & [ oAU B R 45 2% B A v S g b

FELTT A AR A DA 28 v 2 — s e e S A
* AES-256-CBC Jin#%
* {# ] AES-128-GCM N2 Hik )% T RFC-8188 AN

A\

R M HTTP 1.1 RS i A i, G FF HTTP 1.0 iike HTTP 1.1 MR Hedmfis

EFEI TR TR HTTP RS FE40 32
M RSO CEFIRE) (0 HTTP MR 7 AT LA =07 sRA 2%
< A, SU TR R R R RS R e R k.
* B— Wb, FARBCFRHRE A EF SRR BRI e S gk,
-C;k,ﬁ\ﬂ'tﬁma, URL 5 IP MUI R IE G FBOERAR . “ M R HAR TR AEIR it st
LH

F 2:5t3F HTTP AL B0 R IETT A

HTTP K75 E5 152 B BIEITA

301 Moved WA SR DA R AR KA SR o) BT A . | SR B A B T i oK .
Permanently

302 Found BeRR NI A5 . 7R AT A K .
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B wresies
HTTP 75K 53 15 A HIEITA
3xx ANKL LA 3xx 0V o C
400 Bad Request HIFTEVRAN IR, AN ALTTK . C
401 Unauthorized FEAE digest Vs ) 5 UE BT o SERVH SRR SEIE I R . %
Fk 2 e RAEHBREIS, HIEAT
AHE Co
403 Forbidden AR S5 2845 48 M N C
404 Not Found HABIRE RV SVFR 7 S i) fo 2L | B
Ko
407 Proxy SRR digest U7 FIRE T SRR SERE K. e
Authentication TP RPN, HIET
Required Wi C.
4xx AR AL E A P i AR AT . C
500 Internal Server — AR B HIEAT M & Co
Error
501 Not Implemented | fii 5% 85 A YUNE R T7i%, sEIESERIE | AT 02 Co
Ko
502 Bad Gateway JI 55 45% 78 P ORBAREE, BROR AR | ERAT A 2 Co
55 i B JC 0 o
503 Service M g5 A% r AT G, SR gEg s | AT 4 2 Co
Unavailable L) o 33— AN IRIRAS
504 Gateway Timeout | i 5525 75 >4 [ G AREE, AHiok 1 Ly | C
i 55 45 1K) B I
Sxx FCAb IR 55 a4 % C
HTTPS iz &

HLTESCHF HTTPS F T80, DASR s B R 2 e (1 22 43k o Bk Sipura CA 55 S#HRAE 2 4h,
RERR LTG5 ME ) SLL & a5 CRALCRIRII L MDD o Ja 8 Al ik il UM SR e Bk 55
% JHELREBUIIIRS S Ji— 7, 2 il L BB R As 2 UM Hh R USRI B e 4
LA R S5 SR AL A ] HTTPS A5 B, 2000 RLEAE ] HTTPS B8 A A0 144> B0 B I 55 s A I
FraiE Tt o HRG5 AL 15 AT Cisco g5 #s CAME PS4, I A B B il 5 e 15 . gk
RIS U, RS TR LR IR UE P 2 40 R ey JORE,  JORRRE 2544 0 R 8] e 25 S ik
PAPEAE BB R 55 A b2
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wmzannssirs 1

BEE A5 AUEAS AR5 2 A4 FK (CN) T B AE E R s AT i 55 4% (1 LI FQDN. - 141 FQDN
AT RER S AR, ORI () TR LR 7- B A2 AT 2% CN 45 H

CN=sprov.callme.com
CN=pv.telco.net/mailto:admin@telco.net
CN=prof.voice.com/info@voice.com

PRISAIE AR 5S4 UEAS,  HLTRH AR YR B XTI 55 23 UE A5 P iR 08 IR 5 45 44 PRI DNS 24k, Itk 5545 1P
Hhdik.

IRENEE B B AR 55 2 IEB

N
g
N

OpenSSL SEHIRE 0] UERGUE AR 4418 3K o LU 7l 87 T 2B B 1024 A7 RSA 22 38/ B H 0 FIE
P41 K ) openssl 4 :

openssl req -new -out provserver.csr

A 27E privkey . pem AR5 45 & FH %4, JE(E provserver. csr AR U6 W UE 1525
K. RESHRALR S IR Y privkey . pem %K provserver. csr {e 4 MRS 4 . W
provserver.csr L fF2 )G, MEBMSANB L KRS AET provserver.crt.

32

S/ F] https://software.cisco.com/software/cda/home i il CCO FEIUEZ 3% o

iR HOAE 38— OB B M 28 I B S ) BB G, WAL S DHCP BT, "B BRI
RSS2 AT R4l . B iR AT “activate.cisco.com” T AN 2
“webapps.cisco.com” HEATBCE . WIRMEFA 11.2 (1) ZHTRIERAS, R TRRA4R A8 )
“webapps.cisco.com” o FATTEL I FVFIX AN AL T L B kR

EFEREHE.
{EFE % CSRIET R I, K EALZHP R T ) CSR 3544

MR G R A RMES, %4 SPAlxx Bl 1.3.3 15 5 kR A</SPA232D [E 4 1.3.3 F15E 5 kR AS/SPASxx
& 7.5.6 F1E 5 pR 245 /CP-78xx-3PCC/CP-88xx-3PCC .

ERE A7 LA Cisco IP Phone 6800 £ %124 i .

71 CSR XX 7B, Haliml sg jfikdf CSR 344 .
PRI ik
* MD5

* SHA1
* SHA256

AR B IE B SHA256 I .
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AEBEEfEERSE |
B zreiEcazpmriEs

PIR6 B RFRERTE]) N Hr S RN PG (R (8] (Bildn 145
TR PLBEFIEBIFEK.
SR8 LTI — MR A IR
o S NUSTAER A B FR T R A St it — G SR AR R SRR, AR B P R AN S
LGz
s TEWRAE T EREL U, WL,
PRI AIHER
2 NSNS SUE TS, B I R F AR S 2 BT B T ISR L

% T AHBIE CA &P imiRiEH
SURHIES o 25 SR BRI AR 20 7 3 LR 2/ SHARE 150 HMLAIE T3 K0E 452 P W 4040 2% 7 S 15 9
§etk. 2P A ITEHR AT, B Verisign. Cybertrust 42 HLIE 12

LEHTTPS 251k iA], AR A PRAL A ME — & i iE s N 2 2 B B P Fr 25 B . HTTPS
AR 2548 0K 5 AR AL A B F R AL B 22 451 SR ) CGT A . BRI 5, iE P EBe Rk &5~
MR (OU J6E) « MAC #iik (S 6%, ) fFHS (L) .

LLF Cisco IP Phone 6841 21 £ HL T 7 7 S Uk A5 8 7 BeK7n 61l s 1 X280 3%

OU=CP-6841-3PCC, L=88012BA01234, S=000e08abcdef

BER S HE E RN AL RE T, 35 A SCCERT W B 245 o T & 15 A7 2 ME— 1% P i iF
Mg, ERIDEY R “O2edk” oy “Raes” o W@ UET, TRssM “H P AL
BtIY HTTP 15 K b Sk R & 107415

¥ HTTPS IR 45 2l B o MWOEEREIN 2% P il sk SSLiEH. Wi g, RS 2% n) LT R R AEH
PLUEGAE 2 3iiE P51 2 51 6 AR 20 ) AR IE 1 o R4S 28R i vl LA IR) CGI $24EEPAs E Lkt — 25 4k
7,

WEBAEREAL B /T REARAME . B, 1F Apache 22345, FEABV B RS 28 ZUF PR SCf: 4% . Hok
L S UL L 27 6 HAE CA 2 i iRAE a0 N Fros

# Server Certificate:

SSLCertificateFile /etc/httpd/conf/provserver.crt

# Server Private Key:

SSLCertificateKeyFile /etc/httpd/conf/provserver.key

# Certificate Authority (CA):
SSLCACertificateFile /etc/httpd/conf/spacroot.crt

KA, 21 HTTPS [R5 B 0.

SRR P S E A AR R AL SRR ME—TRE 1 B2 4% o AR RRAIE A5 rT AR IR 5 4R A F T30 R %
J i o
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RETIE ERIE E RS S
I
nxigEmsE ]

TTHRIXERS S
WE RS AT LA s o TP Huhb sk by e B e 4% (FQDN). il FQDN 0] It 0 4% ¥ B IR 55 %% 1
HE . Wid FQDN fffi 5 it B RS #s 5, MUK 28 DNS ¥ FQDN fi##4 IP Mk, 12 H7iks
DNS A i3 H T E; DNS SRV HUHHAEHTI B EANIEH « FEIRSS SN 2 |, IR R4 A A
Wake MRBAE A LRSS 2N, BRI R 5 H B RSS20 3% — MR .

ARG HERS =R
WAL H] <Syslog Server> ZH{r il ERCE R4 H E MRS 4, AT HH [FE AT A E I 23 Kk
RERG HERSS . W E AR SCHE RIS (RCE SO 380D MHRAESR (FRos il
HURMO AR .
WK EELL S PRCE, JEEY AL RS HENE
* Log Request Msg
* Log_Success Msg

* Log_Failure Msg
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1og

IR E

o WHERBIME , 547 0T

o EARTEWFL , A 47 0t

« ‘4 HTTPS WAL, 5553 7L
o BUE SCHFE R, 5 60 UL

o BOE HLIERRAARSL 5 62 1T

\rLl:l:l:l — wis

1% B 7T~ 5T
AT BAE 55 35 B RS 5% 2 AL Rl & SO R e 4] .
RO E A E R, ESMRERK, 513 T,

EXREHRED

AN A AR O FEAS T[] 20 Th i

TFTP = E S

FUE SCRFIE I TR R E U 2 AN ML A I & SR frPhisUe TFTP (RFC1350).
TFTP | Z I TAEL M LAN M2 B M B & . R AR VG E S Internet [ FE % %, {H TFTP
XF TN A P IR 5 AR 8, BRSSO s, ORI T I R AR . 152 [ P e a5 Tl
WHE, 53900, THAXHIMIEEREAGEE. € FmmfErd, M TFTP iy o E
21 OC B S

g2
HER1 7L LAN M8, R PC MIFLITERE RIS a5 . ACHpL s/ N B s

W2 {& PC e TFTP k4545
W3 W TRl SOARGw s A Qe 0 & SC/F, K GPP_A IR &N 12345678,
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B snzgazezEs

$IE5

<flat-profile>
<GPP_A> 12345678
</GPP_A>

</flat-profile>

{E TFTP RS 24 MM H % K, Wl basic. txt NAMRIERE .

TS AT LAIGAIE TFTP R 554 MO B2 1B {81 TFTP %) o Cif AR 15K basic. txt XfF.
R U TR IR 55 o A HIHE S LB 3247 ) TFTP 25 ) i

FH PC web 0 50 28T JF4 38 D3/ R G & DU o 90 4n, S v 5 0 1P Hihik & 192.168.1.100:

http://192.168.1.100/admin/advanced

EFHEE > REEIR, Rkl Z 8 GPP_P 2 GPP_A (M. XN IZN T
71 web W W38 & H AT IFEB 2D URL, ML R G BRI #] basic. txt Hdaiﬁ%

R TFTP RS- 2811 TP Hudik 2 192.168.1.200, 4N % LU 62540l

http://192.168.1.100/admin/resync?tftp://192.168.1.200/basic.txt

PRI A A, AT 192.168.1.100 FTE 43 A TP HithikJy 192.168.1.200 (1) TFTP %5 2% 3k
XA basic.txt. ARG, HIREHAENT F MM, I8 GPP_A SN T Brh 12345678,

KAFSHUE A CUEM TR : 76 PC web I B02% DRUHACE 0UH, REEFES > RBEIF.
GPP_A ZHILNAL A1 12345678,

FERARFHAFICRHER

LB

2B RIDHE L BB R 55 s SR )20 AN B ) D S8 IR U S - ARG 2K R 40 H G B AR BIR E
ARG H GRS A U LIRSS 4%, T LAD; ) BE A B 00 (RS2 B U7 1) FE L Y 0T, 265 8
T, EEEEE > RS, RR IR EECE A R B SRS [BSECT RS S BARGHE
JR g5 i TP il P A 5 e 26 O 2 A A3 oD B R AR B L

UK

FEAM PC _EZHIFHAE R H GRS 25

FIR2 K PCIP Huhik 4 F2 B E SCIF) Syslog_Server ZHUF A 4

<Syslog Server>192.168.1.210</Syslog Server>

$IB3I P RGEERIE, JELE Syslog Server ZE i N A R G0 H &R 4525 HI1H .
LB A4 EREPAT TFTP HFHI , 28 47 virp i s A 44 .
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aasrRses [

HOT R A, AR ARG H SR . BB A BB IEAE AR R . B AU R U] R
S EE R E E PN

AN N ER N R I e Gl DM RS PR R IS SNV
CP-68xx-3PCC 00:0e:08:ab:cd:ef - - Requesting resync tftp://192.168.1.200/basic.txtc.txt

& 48 H &R S5 #4511 1P Hidik %5 Debug_Server 2244 (IMi-E Syslog_Server Z4{) , J{#f Debug_Level
BOEN 0 2 3 ZIMME (3 &R0 , W) DIRAF TN AT & -

<Debug Server>192.168.1.210</Debug Server>
<Debug Level>3</Debug Level>

AU BAR 2 5ok e B I L8 G Y 2
* Log Request Msg
* Log_ Success Msg

* Log_Failure Msg

WERATAT S Him B, WA AN R H AT .

BEEHE T RE

T

e AT LUE IR A0 B v B A5 as, DA ORAEIR 55 & b AT (VG B SO0 B e e ALl 2 o s a6 (i
AN e S A HOR R D i SR AL B 1D

T S s BT IR0 B RSS2, (] Profile Rule Z405¢ X & U 4F URL, J£{# /] Resync Periodic
ZHoE SCE R I

FHIEZ Al
Vil TR B 5. i 2B U5 1) AR R L, 5 8 L,

UK

RS > B,

HIE 2 5 X Profile Rule 4. AWM TFTP RS #% 1P Hihik 4 192.168.1.200.
$IE3 FEHESRAB B, AR/, il 30 7.
$IE4 PRSP AEN.

DI ZEBCE,  ARRE I P AT P IR R URL $5 5 I & SO R 08 R 2D

PR AA RS HSHEACR AR RS H LM S, 5 48 T prid) .
FR6 HAREENERRS TRRENR.
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B w—wEscn. my@aure

<Resync_On_Reset>Yes</Resync On_ Reset>

pZ - A VR R D iR o b Wi

QSR AR A i DR OB R B AR R, LU R 55 S AN, et AR AR TR [FD 2 il S by (B
RIFEIRERERPIENSLED - WREHRSERERER K EN 0, A2HAEH D RS,
R A2 FH D

S8 (WD) KEHESERERLEIR 7B E BN, F1im 30,

<Resync_Error Retry Delay>30</Resync Error Retry Delay>

SIB9 2 TFTP RS # A R HER 145,

ME—BYBCE . Z# A1 HTTP

TERN IR L AU HEEE S 4 (5l User ID 5 Display Name) AU EAN FIE¥IFE T, RS2 AER AT
DAk AN S A B 45 QU — AN PE— R E SO, IR B SCPHT R A R RS54 L. e,
B E AR AT, DURGE PO A E AOIC B SO 44 2058, FOR AP B A e SO

AT A B AR B TR, OB SO URL AFA AT SR 8 TR AR AR RS B, 1 MAC #e
WEs PG AT TR R A, R H ARG E SCIF I 2 ML B R I

FENCE ST N T HEG 2 0, M ST R R 2 s 2 AME, #ln:

o SMA ¥ R A1) 12 A7 MAC #ihlk (FER/NS 536807 o 6140 000e08abedef.

* $SN B R B & 745 . Billn 88012BA01234,
Hopth g vy LGB X R o5 29 ke, A5 GPP_A 3] GPP_P i fH il S8, M FEn =6 n 2 I
TETP FTH R, 647 1. BV AR T URL SCHE4 R, (B ] LU FH 300 & SO0 S 504+

oY XS HAE N SA B SP I WFHE M T AT RN RYIR, WS WEY RAR,
72 G,

(R I, LB SO T TRTP IR LB .
3. FETFIP RSS2 LIREYE IP RIGEEXH
iz

HIB1 N5 IR R MAC ik, (MAC Ml 2 48 507 U NG S 7 10569, it
000e08aabbcc,

P2 Sl basic. txt BLEICM (W TFTP HH AW , 55 47 b k) 344 cP-xxxx-3PCC
macaddress.cfqg FUHICME CFf xxxx N5, macaddress ¥y H1EH MAC Hulib)

IR 3 5 TFTP IR 5548 e SR B b i etk
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wrrecer £%55 [l

HIEA YR ISP . SRR EIEM T, 558 T,
SIS EFIET > HE.
HIE6 B ESTHIN 7B tftp://192.168.1.200/CP-6841-3PCC SMA.cCEgo

<Profile Rule>
tftp://192.168.1.200/CP-6841-3PCC$SMA.cfg
</Profile Rule>

ST PIHRRITBER . XA E R s IF R E L .
FREFFE I, BIESR SMA ZRIE Y EEIE N MAC Hulik, AL 208 ST

HTTP GET EFE S

5 TFTP #HLt, HTTP $&4t—F T A al SR gr R oL, Ko HTTP &8ss TCP i, i TFTP
M v 5EPE R UDP. b4, 5 TFTP RS #8AHLL, HTTP ARSS23 M 38R H Bl R I RE T it
FER iy, WIS AT BAEMRSS %8 AT TR R N S s, Bl HTTP S8R0 . i HTTP
W GET 77k K] Profile Rule 2805k 5 T TFTP REVESRAL. U0 RARVE web 3 W28 v DL H
HTTP 45 S4B E SO, AN i B RS AT e .

“5>): HTTP GET EHiln) s

UK

SR AEAM PC s A AT Uy i) AL L 228 HTTP RS 4% .
A ] Internet R JT/BETS Apache RS 2%
P2 ¥ basic.txt BUE M (0 TFTP FFi[AID , 55 47 U prid) 2235 3 pr 2 2E R 45 2% 10 FU AR H
Ko
PIB3 BIGIF RS 28 LM basic. txt XAV MR A FTIE Y, 1M H Web S 28507 i) fe & 34
FIER 4 R AT Profile_Rule B0 45 10 HTTP fleds-ds (AR TETP g5 as) » M E 1 B RE 5T
Gn
Will, ¥ HTTP IR #547 T 192.168.1.300, Tl% A LL R

<Profile Rule>
http://192.168.1.200/basic.txt
</Profile_Rule>

SRS PAHRRITAER . PR H R s I A .
PER6 AE ISR RS HAEW . W E R FPPBE N 2 A\ HTTP [l g% 432k HUOL B30/
PERT £ HTTP Rs54s HET, WEAR RIS AL TS 145 B e 1P AR H s
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. i@t Cisco XML& &

VAR SN BRI R 7 SRR A P RRAS R 81

i@ 1d Cisco XML iZ &
XF T EAL R 2 0 xxxx (RN HETE, ERT LR S Cisco XML MR T B E
AT LK XML % %l it SIP Notify 2 (0 & i& 2 WG, Bl i HTTP Post A&1% 2 HL1G 1) CGI #2111 :

http://IPAddressPhone/CGI/Executeo

CP-xxxx-3PCC #" & T Cisco XML ZhfiE, I ZHFFHE XML % Gt f7 e

<CP-xxxx-3PCCExecute>
<Executeltem URL=Resync: [profile-rule]/>
</CP-xxxx-3PCCExecute>

HUTE IS XML X525, &M [profile-rule] NGB ESCIE. HRALUMAE A 2K i Ak XML 55 B I RE 7
T %

18I &4 R A& 4 URL
M55 38 b AT S AR TSC A0 F 13 ST 30 B K B A S0 T ARG 7 i . PLTESCARURL o

DA
© BEE RS SRS TP bk o W ARG B SO HL A AR bR BB R S5 4, RS AT DNS Al
LU AT 4495 o

o MR L spore £E URL "R E MARFRENR 55 a8 11, A7 TR S AR JA -
o WCESCPER AR RS54 REAUAR F SR i1 F ok, A AR HE URL Fosikdie, iy ey

%1, LUK Profile Rule 7EARS % T-H% /cisco/config H, MAEFHL prov.telco.com IZAT 11
TFTP J4 a4 i KL & SCPF (SPN.cfg), (i 1 6900 | (¥4

<Profile Rule>
tftp://prov.telco.com:6900/cisco/config/$PN.cfg
</Profile Rule>

FEAS T OB SO o] DAETE 2 8 b, Al o A 2 e el P I SR g T A
fil4n, AR GPP_B jE& X4 pj6Lmp230.
Profile Rule HH1H:

tftp://prov.telco.com/cisco/$B/$MA.cfg

M £ BT R A AP RN, MAC Hudik 4 000e08012345 [#) L iF#438 i LL N URL i K L M &% &
MAC Hbhk i fic B S0

tftp://prov.telco.com/cisco/Dj6Lmp23Q/000e08012345.cfg
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Z 2 HTTPS E#i[E 2

HAE ERECE T UL NAUED, R T e e i A AR e B R 2
« JLAK HTTPS 37 [F 4
* HTTPS 5% F i iE 1o 56 1iF

* HTTPS %/ uig i JE B0 25 N 2%

ZL 7K HTTPS EFRE &
HTTPS 23] HTTP 3 Iin SSL A T2 e, LAi:
o HLTE ] DASG TE U B IR 45 25 -
© BE RS AT LSO IR LA
o TR PR 1 IR 45 i 2 ) T AT A B OB 2
SSL ZAff FIAE FLiE 15 1 B R 45 i 2 IR TR 2e ke IR S/ P B, O il b5 454 IR ) A AN e A
AT BB OWFR) % 48H.

PR, AN EAE RS s LT TR R L S R, SR HTTPS SR A5 . i H
HTTPS # 8. GET Jj %[ Profile_Rule Z4{ifiv% 5 H T HTTP 8 TFTP HiEERLL. A AR1HE web
WL T LAE () HTTPS MR %5 e R AL B S0, Fi il B i e B8 AT b1

BR2e$e HTTPS RS 2841, e 1 iR 45 o Fc e IR I SSL RS ARiE 1. 4 TLIE 0

)20 24 H] HTTPS BIRS5a%, BRAFIRSS S LRI A (I 5 diE o A3 N iE 5 i B2 44
SSL UES Ui, T 2[5 https://supportforums.cisco.com/docs/DOC-9852 .

%3, EAKHTTPS ZEFRES
T2

FIE1 GHEIERE N ENAL R, 15 1P Hilil ok 2% DNS RS #8550 10 E ML 223 HTTPS R4 4%.

A FHIT TGRS mod_ssl B AT A 2226t T LUK TSRS Apache IR 55 45L& 0 /E 2 HTTPS 55 4%
izf7.

B2 AN IRSS S BE RIS E . TR, fn] B 72 2 BT IR S OpenSSL #4440 u 7]
SRR, WA OpenSSL, AR pidEA CSR SCAF w211 R

openssl req -new -out provserver.csr

Befir & A A 3L B YIS, RAFAE privkey . pem SXAFA
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gERE |
B 55 sxuresExEs

H$IE3 258 CSR X1 (provserver.csr) LRI %544 .
B4 W 45 #RUE T (provserver.cert) 3B Sipura CA %5 /' Ui 1IE ) spacroot.cert —if ik [0,
HIRVEANE B, 155 [#https:/supportforums.cisco.com/docs/DOC-9852

PE4 KBRS AU TSP SCHERR P iR UE A AR IR 55 38 B IRIE A
W RAE Linux %235 Apache, IXUS7 B IE S 40 FTR:

# Server Certificate:

SSLCertificateFile /etc/httpd/conf/provserver.cert
# Server Private Key:

SSLCertificateKeyFile /etc/httpd/conf/pivkey.pem

# Certificate Authority:

SSLCACertificateFile /etc/httpd/conf/spacroot.cert

PSS EHHAIRG .

L6 ¥ basic.txt BUESCHF (W TFTP EHiHD , 2 47 TUHFTIR) 22353 HTTPS MRS 4% IR H
o

FRT A PC _EAEAIARAEN YE 25 HTTPS g5 ds R basic. txt, KAEMRSS SRMETE Y.
PRSI A RS SRR IR S A IE T

BRI A CHUERCE N RME IR CA, A5 U0 S a8 vl BEA SR B U A 2. A, s
SR Xy A E RS

1B SOR % Profile Rule DAL &% HTTPS IR 28 1051, it
<ProfileiRule>

https://my.server.com/basic.txt
</Profile Rule>

BB 1 HTTPS k55 #3114 F5 /2 my . server. com.
PR EY.
0 AT AR RS HEREIR.
F4t H AR SN 8 B R A 20 N HTTPS g5 #8 BURHiC & S0P
B Rl A s 0 L F LUK R0 B BT 25 e S0 1E 5 i 75 %

FEMZRAI T, R e B IE. BIESIR S A 2 M IR O . Ho, i RuE s m
HSRA B, AT %) il n) DOES RIS S FE R3O, R AN 24z i REE R R0 24,
M 55 8% 38 2SR AE % i, 4 HTTPS 5% 7 umiE P aGiE » 55 55 5Oh 2R Bn .

Qe
S
-— (-]

S Sk
S8 3

N
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| &&ERH
HrTes 5z piERRiE ]

HTTPS 5 & F iim ik 35 iiE

FEHBRIARCE T, RSALINE il Rk SSL & k1o ARHIAC E S 24, AT
7S AR AR B IR 5% a8 36 SRBC B SCF o T DG A B LUR 20 P i s AERRSEIERGE R 2
Wi k55 A 5 25 ) A R G AIE HL T

th BRI 415 0 0 B A SR T A5 G ssldump S FRAEYT 7T
AE A M T PR S5 25 2 [ SE3) HTTPS HebErbff) SSL B IAcHe, SEFRFIRERU R & R
S 5 e 2 2 T A

2>]. HTTPS 5 &% FimiE P Ik

UK

W1 {E HTTPS k454 A & P vl TG E .
$IB 2 7F Apache (v.2), 7EARSSSHCE SCAFH & LA M A

SSLVerifyClient require

UEAh, BORCANEEA HTTPS BRI . 5 53 DUZR>) 1 Ii7nA7fi# spacroot.cert.

PR3 HPH S HTTPS k5548, MHIIE AR R 48 H SR AT
WAE, 5 MRS BRI BT )0 A8 s AT R PR IR, DU AR AL 40 & SCE 2 W50 UE R 55 E 1 Al %
FUIE TS,

SIE 4 i1 ssldump Fli 3k LR HTTPS k454 2 1011 T8 ) 20 i 452

YR TS5 2% L AEAR S F T 2 il T U, ssldump FRER S5 7800 0 SRR s Bl a2 i o
UEASIRIFRACH CSE RSS2 2% i, XA & i B G5 48)

R iR e, A A VLG R 7 e ) MAC Hhik (0 B8 B8 1 R 55 A 1 SR I 1S
o MR S5 A ZER B 3 2 AR AR BB B A& K

HTTPS & Fimid RIS AR

WA HTTPS [l 55 g e B0 2R % miil A5, R4S (R B br il B R i, IR AR LR 1
LEREPSY

HTTPS [t 55 S RUEAS 5 R AL 1 0 FOBr R0 3 5K — 0 AT B CGLIAIA (ol 21K CGIFE?) -
AU H R, R 2 A DTG Perl JIATE 5, JHECEHR: Apache (v.2) FAE HTTPS fRk4545 -

Cisco IP Phone 6800 %515 T & mifg B |



B wresizs

Sk Sk
8 3
N

E>

HTTPS iEP

gaEw6 |

UK

{EIZAT HTTPS R4 23 ENL L 2228 Perl,
A CLR Perl St #s A

#!/usr/bin/perl -wT
use strict;

print “Content-Type: text/plain\n\n” ;
print “<flat-profile><GPP D> ;

print “OU=$ENV{ ‘SSL CLIENT I DN OU’ },\n” ;
print “L=$ENV{ ‘SSL CLIENT I DN L’ },\n” ;
print “S=$ENV{ ‘SSL_CLIENT I DN_S’ }\n” ;
print “</GPP_D></flat-profile>” ;

Pl reflect.pl N&KIEAHITAPR (Linux FF) chmod 755) S RAEAE HTTPS R4S 2%
CGI WA H sk,

Kk ik 55 o L0 CGT A BRI vy e (B /egi-b i n /... &
WL R B s, AE SR % L Profile Rule DA [R5 31 S b 3 A :

https://prov.server.com/cgi-bin/reflect.pl?

AR TR

R ARG H GRS, B REE D ).

Vil TR PR 5. i 2B U5 ) AR R T, 5 8 T,

LHEE > #BE.

%Kil GPP_D Z U2 A & AR K5 B -

D SRR BE 25l A G R AR P E e, SR RO RS AR MACHUERF 215 . R i
FEAERPERRAS 2.0 Z bl K, A5 S-S mH 7.

SARAIA RT LR 3E BB [0 B AR SR I, SRR D e & S A 2 O e B 2 4 fE

HITEPR AL T ATSE . A BB NG, He T B B B RSS2 M HTTPS 153K o [7) IR 55 & 46 U L % LA
K liy AR IRAIE R 5% A I [ B st T e 95 e A5 AN 2 7 e

FAERLIE ] HTTPS, 20 E il 25 44 185K (CSR) JHH HERACET JR. HLTR ALl —MIE

15, DMEEBCE RS &% LT 228, il SR S BB NS A i L HTTPS SR LI, 22 %IE T
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wrres 3% I

HTTPS 757%

SSL AR 5%

HTTPS K555 7 ity 5 i 25 2 Z AN RDAR N2, AT R4 R B JLA I 26 e 46 RO SR 2o %) i A I
45 Z AN TE A 1 SCIINEE 50 TR AR BN 2 o SRS RR B BN 2 B, 27 g R 4% 2 18 3 52
AL BRI R 1) 2 AR E = — AN

P B0 2% 503 8 R B ] [A)— AN 9% . HTTPS S HF) 32 BRI AR N 35 603k o m i3t et HH S5 [
BEFRUE (AES) P I 128 fif RC4 SR % 256 S5 FRINE .

HTTPS i v 5AF 2 5 2 A S 45 RS 25 5 2/ o LI A T il AR 15 IR 45 B R 5 P it AN 2 1
W25 bR AT 2 R O o T REAE S P e i 1 AR E] /b

{8 A8/ L RS B N LA 3 A JEB R IRIE B T IR 45 25 RN 7 B e o n SRSCA R A A S
B, AR SE R R L A IR RZIMR) o WAL BN, Wik
Rivest-Shamir-Adleman (RSA) 5.7% .

FRIEH

FEAS LA B RSS2 R HLAR th BB AL (M L Bk 7R (SSL) g5 dsiiE . Wil Bisfr il
PER S RRE B B 2L 9% i HTTPS S B iR 54 i), e R4tk th RS 4411
MR 55 ARAE 1S o

S HLIRI AT BT 1 95 e LR A Ze BT ) LT, sl B AT ] A PR B0 TS 25 AT D0 o WRBEAT
AR L], Bk v ey DR RCE S, DORIORC A AR S A AN [ 0 VoI P e 55 iRy
XA RO S5 Al P I P, Mool Joik s s i S A

IRENAR 55 22 IE B

UK

TR AR S BB RS AE R RS N QIR . WERA S E SRR G, 18 i1 sy
11 >k K 1% F ciscosb-certadmin@cisco.com.

P2 AT CSR GEPBELIER) ML HZH. WhTHEH, BTty BRERRR .
A IF 8050 “openssl” AL EH . i

openssl genrsa -out <file.key> 1024

PR3 A CSR, H & bR RIS A 2N E 7B il
openssl reqg -new -key <file.key> -out <file.csr>
TR A LU E B

s FHTBL — M NAF AR (CN), WK FQDN (GE4 R4 ) k. 7 SSL Wilk#e Tid
R, AR BOE SDBCR IE 52 75k AR E B v AL

* MRk554s B4 — 9 provserv.domain.com.

o HL A bl — N H 7 B Rk DA AR T DAAE T B I R B . SRR b & R AE
CSR .,
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WIF 4 W IR CSR (zip U0 A4S BRI SRR A AL ciscosb-certadmin@cisco.com.  UF-+ Hi

& FimiE$

WP

MRS MR SRIE RO DL R 4 b

PR ERIGE RE AL, B v] e nlil i R web B A B — A HTTPS %) ik 28 W B IG5
e DOANBEE A5 25 SR B SO DB X SR ey, ki F il the 405 i e JERFAE A4 O — ) S
A5, Hoh S RS Bl AR R R BRI IR S SR RS SRAS RENS 10 UEBE % 20 B UEAS R AR AL
BRARTEAS o BLIR IR HEAR SO VF B0 R 55 A FH LA B IO B SO I AR BT K

JR 55 ARAE SN S P il A 1, AT ORI RS AT A LB B IR S5 A Z I B AS 4. R EIPTR A
Cisco %) 0 BEENMRGTas LU FAUR T, UEF. A 3%/L HIB P LA A4 AR (1 5% AT Jad o
BRI B B B IR ST A R, T T 2828 o — B EIR ST As oo AR FRORRAIEAS 4 A [ 11
13 HLTE BE IS B0 IR ALK BB IR 55 25 o
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2ERRIRITIZE

Cisco Root Authority

Certificate Private Key
Compiled into Signs Provisioning
Firmware Server Cerificate
" Device 7 Provisioning Senver
Athertices Serwer :
Root C A&, A UTTPS Commegion ] Certificate FPrivate Key
Cerificate List
Service Provider
Cisco Device Firmware Load FEERT
Cisco Device Flash HTTPS Server Configuration
Raot C.&
R N - Autherticates Clert Certificate Lig
Private Key Certificatt  ————i {T7PS Conmedtion

-l

Signs Device Stored on Service Provider's
Client Certificate Providoning Server

Cerificate Private Key

Cisco Root Authority

239117

fic & B & X HYIEH PR
] DA FH G A E 560 Y 2% R 2 A 4% E I . e AT TRl 1 R 4 Y R 2 () TPSec 21k
B T A A UE A BRAIE 5 56 E AR A 22 AR BN B2 AN e BT A — AN A R %
e ALERHIMELRAR . THBEPARELS. BT SUR N FE—NESREGE T, Ptk n] LR
=R
B ] AT 26 = 5 UE - BAUR (CA) $EAE R BT UE T IE TPSec iE % .
FELTE SRR N [ A 18— 2L T4 I 28 A AR IE 5 AL FR «
* Cisco Small Business CA Certificate

* CyberTrust CA Certificate
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* Verisign CA certificate
* Sipura Root CA Certificate

* Linksys Root CA Certificate

FHIEZ Al
ViR TR B 0. i 2B U 1) AR R L, 2R 8 L,

UK

PEB1 EHER > K.
T2 RAOTHEX CARBIFAEL FTE:
* HiE X CA WERE — R Bk
o FRT mm/dd/yyyy HH:MM:SS BEE %) o
o T mm/dd/yyyy HH:MM:SS # & 250K
s HiE X CAER — W HE X CA IAHKAE
s U — WoR “CNH” , “CNAH” Z%—MEHP 7B CN ZH101HE.

- KB — (ER B P E S CA T B

oo s Y, Lax
L& G EIE
AU R BB SCE, NI 3 e . A HThEE, FRATE K B AR PC ) TFTP FIfE
T E 5, W LA HTTP 8¢ HTTPS.

1813 Gzip & 48 FF AU EC & 34

WURRC B S AR BT 24, XML W RCE SO RE AR K. Zd b B g L
T, WS SR gzip SHIFEE (RFC 1951) SCEF1) deflate 4 4% 30 B 45 XML SCAE

N

ER AR AR DT N T, DA AR N 1Y) XML fic S0

TR B B S e v B IR S5 A ik Jr 58, T LU TGRS zlib [ 4 R AR AROT 1K gzip SEHHRE
PATRCE SIS, AL, AR SRS AT 2 gzip brsk.
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&3 openssL mzEExH |

UK

FE1 A PC 1203 gzip.
B2 Wik M AT gzip KIESE vasic. exe BLE XM (0 TFTP FF[HI2E , 25 47 i ATid) -

gzip basic.txt

iZj%éEﬁEBigﬁaqu#Fbasic.txt.gzo

L3 A TETP [R5 B MR R N RAF pasic.exe.gz UM
PR 4 B FI¥ Profile_Rule, DA HCHT [ 2R CS 4G XML SCHFI 48 SCPF, W bA R 7sl s

tftp://192.168.1.200/basic.txt.qgz

TIRS AR TA RN
FER6 AEKE I RS HERE SR,

FEFFRZD I, Wi FECH SR, R DR A S

AXEM
JT RO SO I 48, %6 18 T

{$ F3 OpenSSL /N %5 fig & 304

Sk Sk

$H

]
N -

s 45 A S 44 OO C B SCAE T Inss (HSCAR I AU I A RE 4D o >4 7 S il R B SO R
FIpLE L (BIeks TETP 8¢ HTTP AT~ Ml 5 BB IR 54 L IR A ) I, s 4 .

R SZHFAE ] 256 £ AES SE RO BRa N . ml LLE ] TFB05HS OpenSSL # A Gk AAAT XA N

2y

UK
TEAHL PC I %22%% OpenSSL. 1X 1] A 7y 22 B4 1°F OpenSSL N HFEF LLH H AES.
i vasic.txt BLE XA CUITFTP FFi[A2E , 55 47 VR Ak , Jlik BUF Ay & A2 ain 2 1t S

>openssl enc -aes-256-cbc -k MyOwnSecret -in basic.txt -out basic.cfg

T LR PR AL Geip FRATFF IR E SO, 55 60 TUh QIR IR CME basic. txt.gz, K
XML P8 SCA R LA R] I8 H 4 A .

7E TETP k%% 288 R AR H 5% MRAEIN 35 0 basic. cfg X,
EMR % & LB 2L Profile Rule, DA F BT [P IR B 4G XML SCHFI NS SCE. & gimit bl F
URL JEI00 A HL 1% Fr 40«
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[--key MyOwnSecret ] tftp://192.168.1.200/basic.cfg

TR PRRIAEN.
FE6 AA K E TN ARG HERESADR.

FERC AU, Wi FEGE R, IR A QS

HXREM
AES-256-CBC % , %19 71
SN XL E XA

FERFAN OB R IA], HE & R 3 MO AR B SO X RMEGE Se VR AR I IR 55 2 B AN A
SRAU PR ICE SR B, IF FLaT A 55K e B AN 7] (K08 FH e 5 2 K

bUK i
S QN XML BCE S basic2. txt, KHEZWZINRMME ST e l. plu, 32
basic.txt BCE M, WIMLLT %

<GPP_B>ABCD</GPP_B>

PYR2 (£ TFTP RS54 M AU H e H A7 fif basic2. txt BLE IS

HYR3 ORI AEZ 2R > RT3 — B E SRR, (HECE S AR E S (Profile Rule B),
A ILFE 1B R S A

<Profile Rule B>tftp://192.168.1.200/basic2.txt
</Profile Rule_ B>

TR PTRZMAEN.
FEVe AT I FOFT R DR AR 2, HL R DA S F MU H )20 55— AN AN G S
HERE WH ARG H BRI R LA O AT

\rL | = | . — :
W E BI1Ra ARk
SIP JH S R 7 B FARR Sk B R B 2 A5 R R 4% 1 P Bkl 755K
AT LIS XML ARi2£E config. xml CAE S RN AL P B AR Sk (E .
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wanEpins ]

FEAARR SR T L4 -
* Disabled (BRIAH)
* none—H] " I KEGAA R SS AXS 1He SIP 3 5L HI K2 FA D g
* header— 1]/ it 2 K& R M 25 S I i JoVAT B br IR AR B O Sk o
* session— ] TSR GFA RSS2 il P it 44 1k
* user— 7 I SRAGE 1 NI BEFAZR A o
* id—H R R G A LR 1P ks L4 1 id.

UK

LB AR XML ffaas P gt % config. xml XM
P IE 2 §fi\ <Privacy Header N_ ua="na">{H</Privacy Header N > fric, i N ZL&/Hl
i (1 -10), IHEH YL —.
* BRiAMH: Disabled
* none
* header
* session
* user
*id
PRI () AR RIARIC STl B2l 73 L i i 2B AT Ay FAb 2t 7 Lo
T4 RAN config. xml A B,
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S
1
fo

W
%

I H

s WESHME , 65 it
s BLESCESE, 565 T
o [P SE, 70 DT
S, 7100

s RYREARE, H 720

o NIRRT, 5 74 T

FREX TREENREEXHSEE S P RS EN DR T

S AR IR FNEAE
JA B PN T TR AR (K A BT P R AT

BCE R A e R R .

ERINE N “R7 .

HE N R P 2 B S AN [ 1 T BUR EDRT R shah, R
HHT A 2 2 e # ik ke TR R

IR “R7 .
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SHBTR

HIRFIENE

HOB AL BEHLAEIR

PATHEE 2T, A3 E REHLE R fi7 € LD
N A o A 2 HEEE [ IR F YA TP HL T e itk
IS AEREAN B ) BB R SS A AR TR A
TR A AR G AN A 22 o A2 R
T R AEB DR e, SR RERE AT
.

BEF BB L AT AT 0 3] 65535 2 7] (F14EHL
FRIMELN 2.

LT[R A I H) (HHmm)

e 5 B R S5 A HOBT A 2D (I 1R) (HHmm) .

W B B 2 AT 0000 3] 2400 22 8] 1 DU 47
Her, UL HHmm ARSI . B, 0959 4
R 09:59.

BOMEDAN S . WARMETERL, IS HE s,
RUSHOE AR, W FR D A 2

B ATLAE IR HHr [R] 22

B7 1015 e 45 A K % [ W) 2 L e st 2
papliae s IS EA SRR DN T N i pa 7t o e | T
G54, TR IR ET 2D S R A T N R A, DA
JANIE AN EBEHLAEIR 2 4] (hhmm,
hhmm+random_delay). %41, WIHRHHLIEER= (b
HUER N T8 25 +30) /60 43%h,  LARD Ay B
NWES A8, U AT —20%
DLV S 2 ) random_delay 7] Ff .

HRAENT 0 B 65535 2 [i).

MIXANSHOE EER, IIRERBIAA R . BRA
{54 600 # (10 7381
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S AR HIAFIEGANE
P R 5V B R4 a8 e W E B R 20 R 1a) [a) f . ANAESE
—RRINFEPP RS # 5, REREE T R0 Ui 88 4
S
B R PR
o —NE
M FIN 3000 Ko RIREHTRID A
3000 7 KA.
« 2NV
. Fi\ 600,1200,300 KR —IKE
BIFIEAE 600 FPJ5 kAL, 88 IRERIRD
PHAEE — IR EB D 2 JG 1 1200 70 )5 kA,
B=IREHED AR —IRE RS Z G0
300 #b )5 kA
o B IR) S

R~ N 2400430 KR IR R
LE T [R5 B Th G 1 2400 £ 2430 #b2 7] %
aE

UES KB E R A e I AP

BRINE N 3600 7o
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SHBTR

HIRFIENE

HOBT AU A R IR

TSR P M 5 4 G R G5 k0 S
SETHFRSHAERIC, SRH TR LB
SRR NI, WA TEIEE I (LIRS
R 2 FFRERTH L
AR F

RS

Tl FN 300 K s N IR E R D iR AE
300 b kA

« BN

R~l: ¥\ 600,1200,300 FE—IKE
WA R M 5 1 600 B0 G KA, B RGE
RS — IR RN A 1 1200 705 K
A, B R AE S IR IR R )R
300 #b )5 KA.

o I JR) S

R N 2400430 £on FIREIREAEE
B E]E UG 1 2400 3 2430 Fb 2 i) KA

WRSEIRBEE N 0, FE R AP RN, &
FARHZAEFFL .

5 i) ST ) 20 SR

PAT FOF AP Z A AR S A I B K EIR (AR
AL .

WERA — IR A T BIRE, R ARSI
BFD o D FOBT[R] 2D AT ey BRI ]
PrUA s 50y, B B AR HOFT [R5 Z A KN [a)
A RPIRAS o IXAEA T e IE S ke Y 1Ty
AT

BERAT I A, BT et A D 25 PR I
SITIREITHIN . WS HCE TR I BIIA{E. R
RBEZ LSS SN EN A7 - Eroul P

HRAEANT 0 B 65535 2 [,
BRINE A 14,400 7.

M SIP T Hr A5

JE HPR R STP NOTIFY ¥ RV A (1 BT /)25
BRINE R “R7 .
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S AR IR FNEAE
FARTH e HOFr R FERAAEAT T2 5 o A T 8T [ 2D # A

RSt 27, KRR .
ERINE N “R7 .

TRl 2% 1 BRI il R 35 2

ARG E DR R il A A . XSS Hh RIE
AT S5 0 TRUE B, K 2 il 3557 1)

ak
Vo

BOAE (2

FNF 57 [F] 25 2R AR KRR F IR S5 28 T SR A S SCHE, W FHT
R R, XSS . MR REN
B, MBS 2 R P R R S S N, BEAS
SN N FEHRE .
BROE R “2E”
JCE SRR D) AF A TE B SO U 2 5 6 e U A HR R A SR
. o & o (BeE SO o BEANTHIEGEE
W B
AEFEC AT ), L 2 eV A S
RN
OB SRR C SR /SPSN . xml
EEL |
AEH AR D 1 S R S ) AES-256-CBC a4,
W R KH —-key J8E 748 & N %9
[--key <encryption key>]
0T LUK I8 s A1 R AE RS 5 (") o
% F 1) DHCP 3% 15 DHCP JE 15 H 154550 B&, AR R EC & S
G
ERIME N 66,160,159,150,60,43,125,
H&ERkM S WS & LR E R R R RIE B R G H &
AR5 25 T R
BRIAMESE $SPN SMAC - Requesting %
SSCHEME://SSERVIP:$SPORTSPATH,
H &R Zh & I SE B AP R IR G H B R

ERIAMESZ $SPN SMAC - Successful Resync
% SSCHEME://SSERVIP:S$SPORTSPATH --—

SERR.
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SEAR R FOECINE

H & RMH B SR EH P RMUG KRG H B .
RINME A SPN SMAC -- Resync failed:
SERR.

FH A e A SOVFR P AE TP FLOE B b E0 T [R)20 FL O

BRIMEN “R27

EHFERSE

PERE X TIREIEIR B AR NS B DI RENT % .

S AR IR FIECANME
AT 4% SOV I A TR A S T T [ 2D 43

RINEH “R7 .

THR AR E IR

WERTFIORIG, NI AR Ta] B CLURR 2 #

Bi) o WA AT RTINS AR
PR AR RIS WG o VIS S o )
EHREATHIA . AU S B R, S K
SARIEAT [ AT+

ERINME R 3600 F5 .

TH R

R SCTFER G S BTSRRI 1 URL ) i 747+ 25
Ao B A R IR AT A lE B SR
AP BA I S AT«

<tftp|http|https>://<ip
address>/image/<load name>

it :
tftp://192.168.1.5/imege/sip68xx. 11-0-IMPP-BN. loads
TASR TN, RE &SR T TFTP.
FiATRE IR A K, WAL G K URL 1 ML
TR B AR A AT e v 1, WA 2R g 1)
(TFTP 1§ a9 5 69. HTTP & 25 80+
HTTPS 1 [ i -5 443) .

ENNERSESS R
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S AR IR FIECANME
HS TSR R [P T TR IR A HH R R S8 H AT S

ZRIAMH: SPN SMAC -- Requesting upgrade
$SSCHEME: //S$SSERVIP: SPORTSPATH

H AT i & JR 8 R PRI 2 E A I R G H AR S

PRINEAE SPN SMAC -- Successful
upgrade $SCHEME://$SERVIP:$PORTSPATH
-- $ERR

H =& T+ 2 2R Mo & [ £ T 2 S R USRI R G H B R .
ERIMESE SPN SMAC -- FFZ02RM: SERR

o A5 ] A 3L =2 Ja B A H R S5 [ L = I RE . IR R EE LA
FHER AR 1% Thfi .

RAE: 2

XA R H RS 2 fR7r 1P HuhE AT UDP 31 B i 11 .

Blhn: 10.98.76.123:514, Hp 10.98.76.123 2 IP
Hodilk, 514 ZBiROS,

PERE X TIREIEWR @RS PR S HI DI REN ] i

SRR IR FNEAE
GPP A -GPP P 2R TR G B R 8 B IR S5 e R T S AT

ALHI, IS E GPP_* AR S 9l 34 H 9 A7
fro APREEATECE A S AR, Horb s,

- hEEY.

* URL.

* ZINBOREIREFE .

* POST i 3RABAR «

SR iSIEAT IR

« BATENTEERSEAEI I 715 R E

ENNTED =R
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LU ES BN TR TR E R AR
* Profile Rule
* Profile Rule *
* Resync Trigger *
* Upgrade Rule
* Log *
* GPP_* CRpEtEUL )

XS E R BIAY T SNAME 5} $(NAME) &5i55:257

AT LAIE I R 7”77 S(NAME:p) A S(NAME:p:q) F8 8 22 ] A8 1745 d3, L p Fl q AR (IBITHR
2.0.11 VA ERCRTATHD o AR RN FE RS & p FFUG I T80, KA q (iR
Eq WHEBFRHLERE) - B, WHE GPP_A{L% ABCDEF, M$(A:2)K¥ 3 CDEF, $(A:2:3)

¥4 £ #| CDE.

TAE R AHRA S, ¥ RIGSHUE T SNAME 5% S(NAME) FIA% AR R EFAAL .

SEBMR HIRFNBRINE

$ $$ A A § FH .

A through P Byl J 38 GPP_A & GPP_P I %,

SA through SD K4t H 240 GPP_SA % GPP_SD. X5
A7 A6 W DR rh A Y s Bl s i
iR $SA A $SD M A AL LA ]k TEHT

[f]2F URL IR & — %4H — 5.

MA {EH /NG S BERIEC ) MAC Huhl,
000e08aabbcc.

MAU {FH KRS+ N BERIECA ) MAC ok,
000E0SAABBCC.

MAC 1 /NG /N BERIECT 5 H B 540 Bt /N B 5L
FXTH MAC Huhib. 5140 00:0e:08:aa:bb:cc.

PN P4 FR. Bt CP-6841-3PCC.

PSN FEE T A . 5N 6841-3PCC.

SN FEF S48 1 88012BA01234.
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SEER iR FNERIAE

CCERT SSL &/ b lE POARAS iR 224

Ip HL TG 7ESC A H 7 00 e 17 TP ik o 451 4
192.168.1.100.

EXTIP HLIG AN TP (£ Internet - B/RAI IP) o 40
66.43.16.52.

SWVER WAFRAFFF o 910 sip68xx.11-0-1MPP,

HWVER B RRAS 745 o 91 2.0.1

PRVST HWERE AT

-1 = S aCERT DI R
0 = H I FLIE N FRT [ 20
1 = S Hr [Al
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<flat-profile>

<!-- System Configuration -->

<Restricted Access Domains ua="na"/>

<Enable Web Server ua="na">Yes</Enable Web Server>

<Enable Protocol ua="na">Http</Enable Protocol>

<!-- available options: Http|Https -->
<Enable Direct Action Url ua="na">Yes</Enable Direct Action Url>
<Session Max Timeout ua="na">3600</Session Max Timeout>
<Session Idle Timeout ua="na">3600</Session Idle Timeout>

<Web Server Port ua="na">80</Web Server Port>
<Enable Web Admin Access ua="na">Yes</Enable Web Admin Access>
<!-- <Admin_Password ua="na"/> -->

<!-- <User Password ua="rw"/> -->

<Phone-UI-readonly ua="na">No</Phone-UI-readonly>
<Phone-UI-User-Mode ua="na">No</Phone-UI-User-Mode>

<User Password Prompt ua="na">Yes</User Password Prompt>
<Block Nonproxy SIP ua="na">No</Block Nonproxy SIP>

<!-- Power Settings -->

<PoE_Power Required ua="na">Normal</PoE Power Required>
<!-- available options: Normal |[Maximum -->

<!-- Network Settings -->

<IP Mode ua="rw">Dual Mode</IP Mode>

<!-- available options: IPv4 Only|IPv6 Only|Dual Mode -->
<!-- IPv4 Settings -=>

<Connection Type ua="rw">DHCP</Connection Type>

<!-- available options: DHCP|Static IP -->

<Static IP ua="rw"/>
<NetMask ua="rw"/>
<Gateway ua="rw"/>
<Primary DNS ua="rw"/>
<Secondary DNS ua="rw"/>

<!-- IPv6 Settings -->
<IPv6_Connection Type ua="rw">DHCP</IPv6 Connection Type>
<!-- available options: DHCP|Static IP -->

<IPv6_ Static IP ua="rw"/>

<Prefix Length ua="rw">1</Prefix Length>

<IPv6 Gateway ua="rw"/>

<IPv6_Primary DNS ua="rw"/>

<IPv6_Secondary DNS ua="rw"/>

<Broadcast Echo ua="rw">Disabled</Broadcast Echo>
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<!-- available options: Disabled|Enabled -->

<Auto Config ua="rw">Enabled</Auto Config>

<!-- available options: Disabled|Enabled -->

<!-- 802.1X Authentication -->

<Enable 802.1X Authentication ua="rw">No</Enable 802.1X Authentication>
<!-- Optional Network Configuration -->

<Host Name ua="rw"/>
<Domain ua="rw"/>
<DNS_Server Order ua="na">Manual, DHCP</DNS_ Server Order>

<!-- available options: Manual|Manual, DHCP|DHCP,Manual -->
<DNS_Query Mode ua="na">Parallel</DNS Query Mode>
<!-- available options: Parallel|Sequential -->

<DNS_Caching Enable ua="na">Yes</DNS Caching Enable>
<Switch Port Config ua="na">AUTO</Switch Port Config>

<l=-

available options: AUTO|10 HALF|10 FULL|100 HALF|100 FULL|1000 FULL
-—>

<PC_Port Config ua="na">AUTO</PC_Port Config>

<l=-

available options: AUTO|10 HALF|10 FULL|100 HALF|100 FULL|1000 FULL
-—>

<PC_PORT Enable ua="na">Yes</PC_PORT Enable>

<Enable PC Port Mirror ua="na">No</Enable PC Port Mirror>

<Syslog Server ua="na"/>

<Syslog Identifier ua="na">None</Syslog Identifier>

<!-- available options: None|$MA|S$SMAU|S$SMAC|S$SN -->
<Debug Level ua="na">NOTICE</Debug Level>
<!--

available options: EMERGENCY |ALERT |CRITICAL|ERROR|WARNING|NOTICE|INFO|DEBUG
-——>

<Primary NTP Server ua="rw"/>

<Secondary NTP Server ua="rw"/>

<Enable SSLv3 ua="na">No</Enable SSLv3>

<Use Config TOS ua="na">No</Use Config TOS>

<!-- VLAN Settings -->

<Enable VLAN ua="rw">No</Enable VLAN>

<VLAN ID ua="rw">1</VLAN ID>

<PC_Port VLAN ID ua="na">1</PC_Port VLAN ID>

<Enable CDP ua="na">Yes</Enable CDP>

<Enable LLDP-MED ua="na">Yes</Enable LLDP-MED>

<Network Startup Delay ua="na">3</Network Startup Delay>
<DHCP_VLAN Option ua="na"/>

<!-- Wi-Fi Settings -->

<Phone-wifi-on ua="rw">Yes</Phone-wifi-on>

<Phone-wifi-type ua="na">WLAN</Phone-wifi-type>

<!-- available options: WLAN|WPS -->

<!-- Wi-Fi Profile 1 -->

<Network Name 1 ua="rw">wipp</Network Name 1 >
<Security Mode 1 wua="rw">Auto</Security Mode 1 >

<l=-

available options: Auto|EAP-FAST|PEAP-GTC|PEAP-MSCHAPV2|PSK|WEP|None
-——>

<Wi-Fi User ID 1 wua="rw">userl</Wi-Fi User ID 1 >

<l=-

<Wi-Fi Password 1 ua="rw">**kkkddddidsis/[Ji-Fi Password 1 >
-——>

<!-- <WEP Key 1 wua="rw"/> -->

<!-- <PSK Passphrase 1 ua="rw"/> -->
<Frequency Band 1 ua="rw">Auto</Frequency Band 1 >

<!-- available options: Auto|2.4 GHz|5 GHz -->

<Wi-Fi Profile Order 1 wua="rw">1</Wi-Fi Profile Order 1 >
<!-- available options: 1|2[3|4 -->

<!-- Wi-Fi Profile 2 -->

<Network Name 2 ua="rw">internet</Network Name 2 >
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<Security Mode 2 ua="rw">None</Security Mode 2 >

<!--

available options: Auto|EAP-FAST|PEAP-GTC|PEAP-MSCHAPV2 |PSK|WEP|None
-—>

<Wi-Fi User ID 2 ua="rw"/>

<!-- <Wi-Fi_ Password 2 ua="rw"/> -->

<!-- <WEP Key 2 ua="rw"/> -->

<!-- <PSK Passphrase 2 ua="rw"/> -->
<Frequency Band 2 ua="rw">Auto</Frequency Band 2 >

<!-- available options: Auto|2.4 GHz|5 GHz -->

<Wi-Fi Profile Order 2 wua="rw">2</Wi-Fi Profile Order 2 >
<!-- available options: 1|2[3|4 -->

<!-- Wi-Fi Profile 3 -->

<Network Name 3 ua="rw"/>

<Security Mode 3 ua="rw">None</Security Mode 3 >

<!--

available options: Auto|EAP-FAST|PEAP-GTC|PEAP-MSCHAPV2 |PSK|WEP |None
-—>

<Wi-Fi User ID 3 ua="rw"/>

<!-- <Wi-Fi Password 3 ua="rw"/> -->

<!-- <WEP_Key 3_ ua="rw"/> -->

<!-- <PSK Passphrase 3 ua="rw"/> -->
<Frequency Band 3 ua="rw">Auto</Frequency Band 3 >

<!-- available options: Auto|2.4 GHz|5 GHz -->

<Wi-Fi Profile Order 3 wua="rw">3</Wi-Fi Profile Order 3 >
<!-- available options: 1|2[3|4 -->

<!-- Wi-Fi Profile 4 -->

<Network Name 4 ua="rw"/>

<Security Mode 4 ua="rw">None</Security Mode 4 >

<!--

available options: Auto|EAP-FAST|PEAP-GTC|PEAP-MSCHAPV2|PSK|WEP|None
-—>

<Wi-Fi User ID 4 wua="rw"/>

<!-- <Wi-Fi Password 4 wua="rw"/> -->

<!-- <WEP Key 4 wua="rw"/> -->

<!-- <PSK Passphrase 4 ua="rw"/> -->
<Frequency Band 4 ua="rw">Auto</Frequency Band 4 >

<!-- available options: Auto|2.4 GHz|5 GHz -->

<Wi-Fi Profile Order 4 wua="rw">4</Wi-Fi Profile Order 4 >
<!-- available options: 1|2[3|4 -->

<!-- Inventory Settings -->

<Asset ID ua="na"/>

<!-- SIP Parameters -->

<Max_ Forward ua="na">70</Max Forward>

<Max Redirection ua="na">5</Max Redirection>

<Max_ Auth ua="na">2</Max Auth>

<SIP User Agent Name ua="na">$SVERSION</SIP User Agent Name>
<SIP Server Name ua="na">$VERSION</SIP Server Name>

<SIP Reg User Agent Name ua="na"/>

<SIP Accept Language ua="na"/>

<DTMF_Relay MIME Type ua="na">application/dtmf-relay</DTMF Relay MIME Type>
<Hook Flash MIME Type ua="na">application/hook-flash</Hook Flash MIME Type>
<Remove Last Reg ua="na">No</Remove Last Reg>

<Use Compact Header ua="na">No</Use Compact Header>

<Escape Display Name ua="na">No</Escape Display Name>

<Talk Package ua="na">No</Talk Package>

<Hold Package ua="na">No</Hold Package>

<Conference Package ua="na">No</Conference Package>

<RFC_ 2543 Call Hold ua="na">Yes</RFC 2543 Call Hold>
<Random_REG CID on Reboot ua="na">No</Random REG CID on Reboot>
<SIP_TCP Port Min ua="na">5060</SIP _TCP Port Min>

<SIP TCP Port Max ua="na">5080</SIP TCP Port Max>
<Caller ID Header ua="na">PAID-RPID-FROM</Caller ID Header>
<l=-
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available options: PAID-RPID-FROM|PAID-FROM|RPID-PAID-FROM|RPID-FROM|FROM
-——>

<Hold Target Before Refer ua="na">No</Hold Target Before Refer>
<Dialog SDP Enable ua="na">No</Dialog SDP Enable>

<Keep Referee When Refer Failed ua="na">No</Keep Referee When Refer Failed>
<Display Diversion Info ua="na">No</Display Diversion Info>

<Display Anonymous_From Header ua="na">No</Display Anonymous_From Header>
<Sip Accept Encoding ua="na">none</Sip Accept Encoding>

<!-- available options: none|gzip -->
<SIP IP Preference ua="na">IPv4</SIP IP Preference>
<!-- available options: IPv4|IPv6 -->

<Disable Local Name To Header ua="na">No</Disable Local Name To Header>
<!-- SIP Timer Values (sec) -——>

<SIP_T1 ua="na">.5</SIP_T1>

<SIP T2 ua="na">4</SIP T2>

<SIP_T4 ua="na">5</SIP_T4>

<SIP Timer B ua="na">16</SIP Timer B>

<SIP Timer F ua="na">16</SIP Timer F>

<SIP Timer H ua="na">16</SIP Timer H>

<SIP Timer D ua="na">16</SIP Timer D>

<SIP Timer J ua="na">16</SIP Timer J>

<INVITE Expires ua="na">240</INVITE Expires>

<ReINVITE Expires ua="na">30</ReINVITE Expires>

<Reg Min Expires ua="na">1</Reg Min Expires>

<Reg Max Expires ua="na">7200</Reg Max Expires>

<Reg Retry Intvl ua="na">30</Reg Retry Intvl>

<Reg Retry Long Intvl ua="na">1200</Reg Retry Long Intvl>

<Reg Retry Random Delay ua="na">0</Reg Retry Random Delay>

<Reg Retry Long Random Delay ua="na">0</Reg Retry Long Random Delay>
<Reg Retry Intvl Cap ua="na">0</Reg Retry Intvl Cap>

<Sub_Min Expires ua="na">10</Sub Min Expires>

<Sub Max Expires ua="na">7200</Sub Max Expires>

<Sub_Retry Intvl ua="na">10</Sub_ Retry Intvl>

<!-- Response Status Code Handling -->

<Try Backup RSC ua="na"/>

<Retry Reg RSC ua="na"/>

<!-- RTP Parameters -->

<RTP_Port Min ua="na">16384</RTP_Port Min>

<RTP_Port Max ua="na">16482</RTP_Port Max>

<RTP Packet Size ua="na">0.030</RTP Packet Size>

<Max RTP ICMP Err ua="na">0</Max RTP ICMP Err>

<RTCP_Tx Interval ua="na">0</RTCP_Tx Interval>

<SDP_IP Preference ua="na">IPv4</SDP IP Preference>

<!-- available options: IPv4|IPv6 -->

<!-- SDP Payload Types -->

<G711u_Codec Name ua="na">PCMU</G71lu_Codec Name>
<G71la_Codec Name ua="na">PCMA</G71la Codec Name>
<G729%a_Codec Name ua="na">G729a</G729%9a_ Codec Name>

<G729b Codec Name ua="na">G729ab</G729b Codec Name>

<G722_Codec Name ua="na">G722</G722_ Codec Name>

<G722.2 Codec Name ua="na">AMR-WB</G722.2 Codec Name>

<iLBC Codec Name ua="na">iLBC</iLBC Codec Name>

<OPUS_Codec Name ua="na">0PUS</OPUS_Codec Name>

<AVT Codec Name ua="na">telephone-event</AVT Codec Name>

<G722.2 Dynamic Payload ua="na">96</G722.2 Dynamic Payload>
<G722.2_OA Dynamic Payload ua="na">103</G722.2 OA Dynamic Payload>
<iLBC Dynamic Payload ua="na">97</iLBC Dynamic Payload>

<iLBC 30ms_Dynamic Payload ua="na">105</iLBC_ 30ms_Dynamic Payload>
<OPUS_Dynamic Payload ua="na">99</0OPUS Dynamic Payload>

<AVT Dynamic Payload ua="na">101</AVT Dynamic Payload>

<AVT 16kHz Dynamic Payload ua="na">107</AVT 16kHz Dynamic Payload>
<AVT 48kHz Dynamic Payload ua="na">108</AVT 48kHz Dynamic Payload>
<INFOREQ Dynamic Payload ua="na"/>

<!-- NAT Support Parameters -->
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<Handle VIA received ua="na">No</Handle VIA received>
<Handle VIA rport ua="na">No</Handle VIA rport>
<Insert VIA received ua="na">No</Insert VIA received>
<Insert VIA rport ua="na">No</Insert VIA rport>
<Substitute VIA Addr ua="na">No</Substitute VIA Addr>

<Send Resp To Src Port ua="na">No</Send Resp To Src Port>
<STUN_Enable ua="na">No</STUN_ Enable>

<STUN_Test Enable ua="na">No</STUN Test Enable>

<STUN_Server ua="na"/>

<EXT_IP ua="na"/>

<EXT RTP Port Min ua="na">0</EXT RTP Port Min>

<NAT Keep Alive Intvl ua="na">15</NAT Keep Alive Intvl>
<Redirect Keep Alive ua="na">No</Redirect Keep Alive>

<!-- Configuration Profile -->

<Provision Enable ua="na">Yes</Provision Enable>

<Resync_On Reset ua="na">Yes</Resync On Reset>

<Resync_Random Delay ua="na">2</Resync_Random Delay>
<Resync At HHmm ua="na"/>

<Resync_ At Random Delay ua="na">30</Resync At Random Delay>
<Resync_ Periodic ua="na">60</Resync Periodic>
<Resync_Error Retry Delay ua="na">360</Resync Error Retry Delay>
<Forced Resync Delay ua="na">1440</Forced Resync Delay>
<Resync_From SIP ua="na">Yes</Resync From SIP>
<Resync_ After Upgrade Attempt ua="na">Yes</Resync After Upgrade Attempt>
<Resync_Trigger 1 ua="na"/>
<Resync_Trigger 2 ua="na"/>
<User Configurable Resync ua="na">Yes</User Configurable Resync>
<Resync_Fails On_ FNF ua="na">Yes</Resync Fails On FNF>
<Profile Authentication Type ua="na">Basic Http Authentication</Profile Authentication Type>
<l=-

available options: Disabled|Basic Http Authentication|XSI Authentication
-——>
<Profile Rule ua="na">/$PSN-a.xml</Profile Rule>
<Profile Rule B ua="na">/$PSN-b.xml</Profile Rule B>
<Profile Rule C ua="na"/>
<Profile Rule D ua="na"/>
<DHCP Option To Use ua="na">66,160,159,150,60,43,125</DHCP Option To Use>
<DHCPv6_Option To Use ua="na">17,160,159</DHCPv6 Option To Use>
<Log_Request Msg ua="na">

SPN $SMAC —-- Requesting resync $SCHEME://$SERVIP:S$PORTSPATH
</Log_Request Msg>
<Log_Success_Msg ua="na">

$SPN $SMAC -- Successful resync $SCHEME://$SERVIP:$PORTS$SPATH
</Log_Success_Msg>

<Log Failure Msg ua="na">$PN SMAC -- Resync failed: $SERR</Log Failure Msg>
<!-- Upload Configuration Options -->

<Report Rule ua="na"/>
<HTTP_Report Method ua="na">POST</HTTP_ Report Method>

<!-- available options: POST|PUT -->

<Report To Server ua="na">On Request</Report To Server>
<!--

available options: On Request|On Local Change|Periodically
-——>

<Periodic Upload To Server ua="na">3600</Periodic Upload To Server>
<Upload Delay On Local Change ua="na">60</Upload Delay On Local Change>
<!-- Firmware Upgrade -->

<Upgrade Enable ua="na">Yes</Upgrade Enable>
<Upgrade Error Retry Delay ua="na">3600</Upgrade Error Retry Delay>
<Upgrade Rule ua="na"/>

<Log_Upgrade_Request Msg ua="na">

SPN $SMAC —-- Requesting upgrade $SCHEME://S$SERVIP:S$SPORTSPATH

</Log _Upgrade Request Msg>

<Log_Upgrade_Success_Msg ua="na">

$PN SMAC -- Successful upgrade $SCHEME://SSERVIP:S$SPORTSPATH -- S$ERR
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</Log _Upgrade Success_Msg>

<Log Upgrade Failure Msg ua="na">$PN SMAC -- Upgrade failed: $SERR</Log Upgrade Failure Msg>
<Peer Firmware Sharing ua="na">Yes</Peer Firmware Sharing>

<Peer Firmware Sharing Log Server ua="na"/>

<!-- CA Settings -->

<Custom CA Rule ua="na"/>

<!-- HTTP Settings -->

<HTTP User Agent Name ua="na">S$SVERSION (SMA)</HTTP User Agent Name>
<!-- Problem Report Tool -->

<PRT Upload Rule ua="na"/>

<PRT Upload Method ua="na">POST</PRT Upload Method>

<!-- available options: POST|PUT -->

<PRT Max Timer ua="na"/>

<PRT Name ua="na"/>

<!-- General Purpose Parameters -->

<GPP_A ua="na"/>

<GPP_B ua="na"/>

<GPP_C ua="na"/>

<GPP_D ua="na"/>

<GPP_E ua="na"/>

<GPP_F ua="na"/>

<GPP_G ua="na"/>

<GPP_H ua="na"/>

<GPP_I ua="na"/>

<GPP_J ua="na"/>

<GPP_K ua="na"/>

<GPP_L ua="na"/>

<GPP_M ua="na"/>

<GPP_N ua="na"/>

<GPP_O ua="na"/>

<GPP_P ua="na"/>

<!-- Call Progress Tones -->

<Dial Tone ua="na">350@-19,440@-19;10(*/0/1+2)</Dial Tone>
<Outside Dial Tone ua="na">420@-16;10(*/0/1)</Outside Dial Tone>
<Prompt Tone ua="na">520@-19,620@-19;10(*/0/1+2)</Prompt_Tone>

<Busy Tone ua="na">480@-19,620@-19;10(.5/.5/142)</Busy_Tone>

<Reorder Tone ua="na">480@-19,620@-19;10(.25/.25/142)</Reorder Tone>
<0ff Hook Warning Tone ua="na">480@-10,620@0;10(.125/.125/142)</0ff Hook Warning Tone>
<Ring Back Tone ua="na">440@-19,480@-19;*(2/4/1+2)</Ring Back Tone>
<Call Waiting Tone ua="na">440@-10;30(.3/9.7/1)</Call Waiting Tone>
<Confirm Tone ua="na">600@-16;1(.25/.25/1)</Confirm Tone>

<MWI Dial Tone ua="na">350@-19,440€-19;2(.1/.1/1+2);10(*/0/1+2)</MWI_Dial Tone>
<Cfwd Dial Tone ua="na">350@-19,440€-19;2(.2/.2/1+2);10(*/0/1+2)</Cfwd Dial Tone>
<Holding Tone ua="na">600€-19;25(.1/.1/1,.1/.1/1,.1/9.5/1)</Holding Tone>
<Conference Tone ua="na">350@-19;20(.1/.1/1,.1/9.7/1)</Conference Tone>
<Secure Call Indication_Tone
ua="na">397€-19,507€-19;15(0/2/0,.2/.1/1,.1/2.1/2)</Secure_Call Indication Tone>
<Page Tone ua="na">600@-16;.3(.05/0.05/1)</Page_Tone>

<Alert Tone ua="na">600@-19;.2(.05/0.05/1)</Alert Tone>

<Mute Tone ua="na">600@-19;.2(.1/0.1/1)</Mute Tone>

<Unmute Tone ua="na">600@-19;.3(.1/0.1/1)</Unmute Tone>

<System Beep ua="na">600@-16;.1(.05/0.05/1)</System Beep>

<Call Pickup Tone ua="na">440@-10;30(.3/9.7/1)</Call_Pickup Tone>

<!-- Distinctive Ring Patterns -->

<Cadence_1 ua="na">60(2/4)</Cadence 1>

<Cadence_ 2 ua="na">60(.3/.2,1/.2,.3/4)</Cadence_ 2>

<Cadence 3 ua="na">60(.8/.4,.8/4)</Cadence_ 3>

<Cadence 4 ua="na">60(.4/.2,.3/.2,.8/4)</Cadence 4>

<Cadence 5 ua="na">60(.2/.2,.2/.2,.2/.2,1/4)</Cadence_5>

<Cadence 6 ua="na">60(.2/.4,.2/.4,.2/4)</Cadence_ 6>

<Cadence_ 7 ua="na">60(4.5/4)</Cadence_ 7>

<Cadence 8 ua="na">60(0.25/9.75)</Cadence_ 8>

<Cadence 9 ua="na">60(.4/.2,.4/2)</Cadence_ 9>

<!--— Control Timer Values (sec) -—>
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<Reorder Delay ua="na">255</Reorder Delay>
<Interdigit Long Timer ua="na">10</Interdigit Long Timer>
<Interdigit Short Timer ua="na">3</Interdigit Short Timer>

<!-- Vertical Service Activation Codes -->

<Call Return Code ua="na">*69</Call Return Code>

<Blind Transfer Code ua="na">*95</Blind Transfer Code>
<Cfwd All Act Code ua="na">*72</Cfwd All Act Code>
<Cfwd All Deact Code ua="na">*73</Cfwd All Deact Code>
<Cfwd Busy Act Code ua="na">*90</Cfwd Busy Act Code>

<Cfwd Busy Deact Code ua="na">*91</Cfwd Busy Deact Code>

<Cfwd No Ans_Act Code ua="na">*92</Cfwd No Ans_ Act Code>

<Cfwd No Ans Deact Code ua="na">*93</Cfwd No Ans Deact Code>
<CW_Act Code ua="na">*56</CW_Act Code>

<CW_Deact Code ua="na">*57</CW_Deact Code>

<CW_Per Call Act Code ua="na">*71</CW_Per Call Act Code>
<CW_Per Call Deact Code ua="na">*70</CW_Per Call Deact Code>
<Block CID Act Code ua="na">*61</Block CID Act Code>
<Block CID Deact Code ua="na">*62</Block CID Deact Code>

<Block CID Per Call Act Code ua="na">*81</Block CID Per Call Act Code>
<Block CID Per Call Deact Code ua="na">*82</Block CID Per Call Deact Code>
<Block ANC Act Code ua="na">*77</Block ANC Act Code>
<Block ANC Deact Code ua="na">*87</Block ANC Deact Code>
<DND_Act Code ua="na">*78</DND_Act Code>

<DND_Deact Code ua="na">*79</DND Deact Code>
<Secure All Call Act Code ua="na">*16</Secure All Call Act Code>
<Secure No Call Act Code ua="na">*17</Secure No Call Act Code>
<Secure One Call Act Code ua="na">*18</Secure One Call Act Code>
<Secure One Call Deact Code ua="na">*19</Secure One Call Deact Code>
<Paging Code ua="na">*96</Paging Code>

<Call Park Code ua="na">*68</Call_ Park Code>

<Call Pickup Code ua="na">*97</Call Pickup Code>

<Call Unpark Code ua="na">*88</Call Unpark Code>
<Group Call Pickup Code ua="na">*98</Group Call Pickup Code>
<Referral Services Codes ua="na"/>

<Feature Dial Services Codes ua="na"/>

<!-- Vertical Service Announcement Codes -->
<Service Annc Base Number ua="na"/>
<Service Annc Extension Codes ua="na"/>

<!-- Outbound Call Codec Selection Codes -->

<Prefer G711lu Code ua="na">*017110</Prefer G711lu_Code>

<Force G711lu Code ua="na">*027110</Force G711lu_Code>

<Prefer G71la Code ua="na">*017111</Prefer G71la Code>

<Force G71la Code ua="na">*027111</Force G71la Code>

<Prefer G722 Code ua="na">*01722</Prefer G722 Code>

<Force G722 Code ua="na">*02722</Force_ G722 Code>

<Prefer G722.2 Code ua="na">*01724</Prefer G722.2 Code>

<Force G722.2 Code ua="na">*02724</Force G722.2 Code>

<Prefer G729a Code ua="na">*01729</Prefer G729a Code>

<Force G729a Code ua="na">*02729</Force G729a Code>
<Prefer iLBC Code ua="na">*01016</Prefer iLBC Code>

<Force iLBC Code ua="na">*02016</Force iLBC Code>
<Prefer OPUS Code ua="na">*01056</Prefer OPUS Code>

<Force OPUS_Code ua="na">*02056</Force OPUS_ Code>

<!-- Time -->

<Set Local Date mm dd yyyy ua="na"/>

<Set Local Time HH mm_ua="na"/>

<Time Zone ua="na">GMT-06:00</Time_ Zone>

<l--
available options:

B RIGURIS URISB SISO RSN 2 )

<Time Offset HH mm ua="na">-00/08</Time Offset HH mm >
<Ignore DHCP Time Offset ua="na">Yes</Ignore DHCP Time Offset>
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<Daylight Saving Time Rule
ua="na">start=3/-1/7/2;end=10/-1/7/2;save=1</Daylight Saving Time Rule>
<Daylight Saving Time Enable ua="na">Yes</Daylight Saving Time Enable>

<!-- Language -->

<Dictionary Server Script ua="na"/>

<Language Selection ua="na">English-US</Language Selection>

<Locale ua="na">en-US</Locale>

<l=-

available options:
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-—>

<!-- General -->

<Station Name ua="na">arupiSSomSok</Station Name>

<Station Display Name ua="na">RCDN Time</Station Display Name>
<Voice Mail Number ua="na"/>

<WideBand Handset Enable ua="na">No</WideBand Handset Enable>

<!-- Video Configuration -->

<!-- Handsfree -->

<Bluetooth Mode ua="na">Phone</Bluetooth Mode>

<!-- available options: Phone|Handsfree|Both -->

<Line ua="na">5</Line>

<l--

available options: 1[2[3[4|5]16|718]19110[11]12|13|14|15|16|Disabled
-—>

<Extension 1 wua="na">1</Extension 1 >

<!-- available options: 1|2|3|4|Disabled -->

<Short Name 1 wua="na">$SUSER hot</Short Name 1 >

<Share Call Appearance 1 ua="na">private</Share Call Appearance 1 >
<!-- available options: private|shared -->

<Extended Function 1 wua="na"/>

<Extension 2 wua="na">2</Extension 2 >

<!-- available options: 1|2|3|4|Disabled -->

<Short Name 2 ua="na">S$SUSER</Short Name 2 >

<Share Call Appearance 2 ua="na">private</Share Call Appearance 2 >
<!-- available options: private|shared -->

<Extended Function 2 wua="na"/>

<Extension 3 ua="na">3</Extension 3 >

<!-- available options: 1|2|3|4|Disabled -->

<Short Name 3 ua="na">S$SUSER</Short Name 3 >

<Share Call Appearance 3 ua="na">private</Share Call Appearance 3 >
<!-- available options: private|shared -->

<Extended Function 3 wua="na"/>

<Extension 4 ua="na">4</Extension 4 >

<!-- available options: 1|2|3|4|Disabled -->

<Short Name 4 ua="na">S$SUSER</Short Name 4 >

<Share Call Appearance 4 ua="na">private</Share Call Appearance 4 >
<!-- available options: private|shared -->

<Extended Function 4 wua="na"/>

<!-- Miscellaneous Line Key Settings -->

<Line ID Mapping ua="na">Vertical First</Line ID Mapping>

<!-- available options: Horizontal First|Vertical First -->

<SCA Barge-In-Enable ua="na">No</SCA Barge-In-Enable>

<SCA Sticky Auto Line Seize ua="na">No</SCA Sticky Auto Line Seize>
<Call Appearances_Per Line ua="na">2</Call Appearances_Per Line>
<!-- available options: 2|3[4|5|/6]718]9]10 -->

<!-- Supplementary Services -->

<Conference Serv ua="na">Yes</Conference Serv>

<Attn Transfer Serv ua="na">Yes</Attn Transfer Serv>

<Blind Transfer Serv ua="na">Yes</Blind Transfer Serv>

<DND_Serv ua="na">Yes</DND_ Serv>

<Block ANC Serv ua="na">Yes</Block ANC Serv>

<Block CID Serv ua="na">Yes</Block CID Serv>

<Secure Call Serv ua="na">Yes</Secure Call Serv>
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<Cfwd All Serv ua="na">Yes</Cfwd All Serv>

<Cfwd Busy Serv ua="na">Yes</Cfwd Busy Serv>

<Cfwd No Ans_Serv ua="na">Yes</Cfwd No Ans_Serv>

<Paging Serv ua="na">Yes</Paging Serv>

<Call Park Serv ua="na">Yes</Call Park Serv>

<Call Pick Up Serv ua="na">Yes</Call Pick Up Serv>

<ACD Login_ Serv ua="na">No</ACD Login_ Serv>

<Group Call Pick Up Serv ua="na">Yes</Group Call Pick Up Serv>
<Service Annc_Serv ua="na">No</Service Annc_ Serv>

<Call Recording Serv ua="na">No</Call Recording Serv>
<Reverse Phone Lookup Serv ua="na">Yes</Reverse Phone Lookup Serv>
<!-- Ringtone -->

<Ringl ua="na">n=Sunrise;w=file://Sunrise.rwb;c=1</Ringl>

<Ring2 ua="na">n=Chirp 1l;w=file://chirpl.raw;c=1</Ring2>

<Ring3 ua="na">n=Chirp 2;w=file://chirp2.raw;c=1</Ring3>

<Ring4 ua="na">n=Delight;w=file://Delight.rwb;c=1</Ring4>

<Ring5 ua="na">n=Evolve;w=file://Evolve.rwb;c=1</Ring5>

<Ring6 ua="na">n=Mellow;w=file://Mellow.rwb;c=1</Ring6>

<Ring7 ua="na">n=Mischief;w=file://Mischief.rwb;c=1</Ring7>

<Ring8 ua="na">n=Reflections;w=file://Reflections.rwb;c=1</Ring8>
<Ring9 ua="na">n=Ringer;w=file://Ringer.rwb;c=1</Ring9>

<Ringl0 ua="na">n=Ascent;w=file://Ascent.rwb;c=1</Ringl0>

<Ringll ua="na">n=Are you there;w=file://AreYouThereF.raw;c=1</Ringll>
<Ringl2 ua="na">n=Chime;w=file://Chime.raw;c=1</Ringl2>
<Silent Ring Duration ua="na">60</Silent Ring Duration>

<!-- Extension Mobility -->

<EM_Enable ua="na">No</EM Enable>

<EM User Domain ua="na"/>

<Session Timer m ua="na">480</Session Timer m >

<Countdown Timer s_ua="na">10</Countdown Timer s >

<Preferred Password Input Mode ua="na">Alpha-numeric</Preferred Password Input Mode>
<!-- available options: Alphanumeric|Numeric -->

<!-- XSI Phone Service -->

<XSI Host Server ua="na"/>

<XSI_ Authentication Type ua="na">Login Credentials</XSI_Authentication Type>
<l=-

available options: Login Credentials|SIP Credentials

-—>

<Login User ID ua="na"/>

<!-- <Login Password ua="na"/> -->
<SIP_Auth_ID ua="na"/>

<!-- <SIP Password ua="na"/> -->

<Directory Enable ua="na">No</Directory Enable>

<Directory Name ua="na"/>

<Directory Type ua="na">Enterprise</Directory Type>

<l=-

available options: Enterprise|Group|Personal |Enterprise Common|Group Common
-——>

<CallLog Enable ua="na">No</CallLog Enable>

<CallLog Associated Line ua="na">1</CallLog Associated Line>

<!-- available options: 1|2[3|4 -->

<Display Recents_ From ua="na">Phone</Display Recents From>
<!-- available options: Phone|Server -->

<!-- Broadsoft XMPP -->

<XMPP Enable ua="na">No</XMPP Enable>

<XMPP_ Server ua="na"/>

<XMPP_Port ua="na">5222</XMPP_Port>

<XMPP_User_ID ua="na"/>

<!-- <XMPP Password ua="na"/> -->

<Login Invisible ua="na">No</Login Invisible>

<XMPP Retry Interval ua="na">30</XMPP Retry Interval>

<!-- Informacast -->
<Page_ Service URL ua="na"/>
<!-- XML Service -->
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<XML Directory Service Name ua="na"/>

<XML Directory Service URL ua="na"/>

<XML Application Service Name ua="na"/>

<XML Application Service URL ua="na"/>

<XML User Name ua="na"/>

<!-- <XML Password ua="na"/> -->

<CISCO_XML EXE Enable ua:"na">No</CISCO_XML_EXE_Enable>
<CISCO_XML EXE Auth Mode ua="na">Local Credential</CISCO_ XML EXE Auth Mode>
<l=-

available options: Trusted|Local Credential|Remote Credential
-—>

<!-- Multiple Paging Group Parameters -->

<Group_ Paging Script ua="na">
Pggrp=224.168.168.168:34560;name=A11;num=800; listen=yes;
</Group Paging Script>

<!-- LDAP -->

<LDAP Dir Enable ua="na">No</LDAP Dir Enable>
<LDAP Corp Dir Name ua="na"/>

<LDAP_ Server ua="na"/>

<LDAP_ Search Base ua="na"/>

<LDAP_Client DN ua="na"/>

<LDAP Username ua="na"/>

<!-- <LDAP Password ua="na"/> -->
<LDAP Auth Method ua="na">None</LDAP Auth Method>
<!-- available options: None|Simple|DIGEST-MD5 -->

<LDAP_Last_Name_Filter ua="na"/>

<LDAP_First Name Filter ua="na"/>

<LDAP Search Item 3 ua="na"/>

<LDAP_Item 3_Filter ua="na"/>

<LDAP Search Item 4 ua="na"/>

<LDAP_Item 4 Filter ua="na"/>

<LDAP_Display_Attrs ua="na"/>

<LDAP Number Mapping ua="na"/>

<!-- Programmable Softkeys -->

<Programmable Softkey Enable ua="na">No</Programmable Softkey Enable>
<Idle Key List ua="na">

am login;acd loginyacd logout;astate;avail;unavail; redial; recents; cfwd;dnd; l1cr;pi ckup; gpickup; urpark; em logout;guestin; questout;
</Idle Key List>

<Missed Call Key List ua="na">lcr|l;miss|4;</Missed Call Key List>

<Off Hook Key List ua="na">
option;redial;cancel;dir;cfwd;dnd;lcr;unpark;pickup;gpickup;

</Off Hook Key List>

<Dialing Input Key List
ua="na">option|l;call|2;delchar|3;cancell|4;left|5;right|6;</Dialing Input Key List>
<Progressing Key List ua="na">endcall|2;</Progressing Key List>

<Connected Key List ua="na">
hold|1l;endcall|2;conf|3;xfer|4;bxfer;conflx;xferlx;park;phold;crdstart; crdpause; crdresume; crdstop;dnd;
</Connected Key List>

<Start-Xfer Key List ua="na">hold|l;endcalll|2;xfer|3;dnd;</Start-Xfer Key List>
<Start-Conf Key List ua="na">hold|l;endcalll|2;conf|3;dnd;</Start-Conf Key List>
<Conferencing Key List ua="na">
hold|1l;endcall|2;join|4;phold;crdstart|5;crdpause|5;crdresume|5;crdstop|6;dnd;
</Conferencing Key List>

<Releasing Key List ua="na">endcall|2;</Releasing Key List>

<Hold Key List ua="na">resume|l;endcall|2;newcall|3;redial;dir;cfwd;dnd;</Hold Key List>
<Ringing Key List ua="na">answer|l;ignore|2;</Ringing Key List>

<Shared Active Key List
ua="na">newcall|l;barge|2;bargesilent|3;cfwd|4;dnd|5;</Shared Active Key List>
<Shared Held Key List ua="na">resume|l;barge|2;cfwd|3;dnd|4;</Shared Held Key List>
<PSK_1 ua="na"/>

<PSK_2 ua="na"/>

<PSK_3 ua="na"/>

<PSK_4 ua="na"/>

<PSK_5 ua="na"/>

[l CiscoIP Phone 6800 %% T & RIFRERE



| ®mEHR

<PSK_6 ua="na"/>
<PSK_7 ua="na"/>
<PSK_8 ua="na"/>
<PSK_9 ua="na"/>
<PSK_10 ua="na"/>
<PSK_11 ua="na"/>
<PSK_12 ua="na"/>
<PSK_13 ua="na"/>
<PSK_14 ua="na"/>
<PSK_15 ua="na"/>
<PSK_16 ua="na"/>

<!-- General -->
<Line Enable 1 wua="na">Yes</Line Enable 1 >
<!-- Share Line Appearance -->

<Share Ext 1 wua="na">No</Share Ext 1 >
<Shared User ID 1 wua="na"/>
<Subscription Expires 1 wua="na">3600</Subsc

<Restrict MWI 1 ua="na">No</Restrict MWI 1

<!-- NAT Settings -->
<NAT Mapping Enable 1 wua="na">No</NAT Mappi
<NAT Keep Alive Enable 1 wua="na">No</NAT Ke

<NAT Keep Alive Msg 1 ua="na">SNOTIFY</NAT
<NAT Keep Alive Dest 1 ua="na">SPROXY</NAT

<!-- Network Settings -->
<SIP TOS DiffServ Value 1 ua="na">0x68</SIP
<RTP_TOS DiffServ Value 1 ua="na">0xb8</RTP

<!-- SIP Settings -->
<SIP Transport 1 wua="na">UDP</SIP Transport
<!-- available options: UDP|TCP|TLS|AUTO -

<SIP Port 1 wua="na">5060</SIP Port 1 >

e o |

ription Expires_1 >
>

ng_Enable 1 >

ep_Alive Enable 1 >
Keep Alive Msg 1 >
Keep Alive Dest 1 >

_TOS_DiffServ Value 1 >
_TOS_DiffServ Value 1 >

1>

->

<SIP_100REL Enable 1 wua="na">No</SIP 100REL Enable 1 >

<EXT SIP Port 1 wua="na">0</EXT SIP Port 1 >
<Auth Resync-Reboot 1 wua="na">Yes</Auth Res
<SIP Proxy-Require 1 ua="na"/>

<SIP Remote-Party-ID 1 wua="na">No</SIP_ Remo

ync-Reboot 1 >

te-Party-ID 1 >

<Referor Bye Delay 1 wua="na">4</Referor Bye Delay 1 >

<Refer-To Target Contact 1 wua="na">No</Refe

r-To_Target Contact 1 >

<Referee Bye Delay 1 wua="na">0</Referee Bye Delay 1 >
<Refer Target Bye Delay 1 wua="na">0</Refer Target Bye Delay 1 >

<Sticky 183 1 wua="na">No</Sticky 183 1 >
<Auth INVITE 1 ua="na">No</Auth INVITE 1 >
<Ntfy Refer On 1xx-To-Inv_1 wua="na">Yes</Nt

fy Refer On_1xx-To-Inv_1 >

<Set G729 annexb 1 wua="na">yes</Set G729 annexb 1 >

<!--

available options: none|nolyes|follow silen
-——>

<Voice Quality Report Address_1 wua="na"/>
<VQ Report Interval 1 ua:"na">0</VQ_Report_
<User Equal Phone 1 ua="na">No</User Equal

ce supp setting

Interval 1 >
Phone 1 >

<Call Recording Protocol 1 wua="na">SIPREC</Call Recording Protocol 1 >

<!-- available options: SIPREC|SIPINFO -->

<Privacy Header 1 wua="na">Disabled</Privacy Header 1 >

<!--

available options: Disabled|none|header|ses
-—>

<P-Early-Media Support 1 wua="na">No</P-Earl
<!-- Call Feature Settings -->

sion|user|id

y-Media Support 1 >

<Blind Attn-Xfer Enable 1 wua="na">No</Blind Attn-Xfer Enable 1 >

<Message Waiting 1 wua="na">No</Message Wait
<Auth Page 1 wua="na">No</Auth Page 1 >
<Default Ring 1 wua="rw">1</Default Ring 1 >
<l=-

available options: No Ring|1[2[3[4[5]6]7]8]
-—>

ing 1 >

9110111121314
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<Auth Page Realm 1 wua="na"/>

<Conference Bridge URL 1 wua="na"/>

<Conference Single Hardkey 1 wua="na">No</Conference Single Hardkey 1 >

<!-- <Auth Page Password 1 wua="na"/> -->

<Mailbox ID 1 ua="na"/>

<Voice Mail Server 1 wua="na"/>

<Voice Mail Subscribe Interval 1 wua="na">86400</Voice Mail Subscribe Interval 1 >
<Auto Ans_Page On Active Call 1 wua="na">Yes</Auto Ans Page On Active Call 1 >
<Feature Key Sync 1 ua="na">No</Feature Key Sync 1 >

<Call Park Monitor Enable 1 wua="na">No</Call Park Monitor Enable 1 >

<Enable Broadsoft Hoteling 1 wua="na">No</Enable Broadsoft Hoteling 1 >
<Hoteling Subscription Expires 1 wua="na">3600</Hoteling Subscription Expires 1 >
<Secure Call Option 1 wua="na">Optional</Secure Call Option 1 >

<!-- available options: Optional|Required -->

<l-— ACD Settings -->

<Broadsoft ACD 1 wua="na">No</Broadsoft ACD 1 >

<Call Information Enable 1 wua="na">No</Call Information Enable 1 >
<Disposition Code Enable 1 wua="na">No</Disposition Code Enable 1 >

<Trace Enable 1 wua="na">No</Trace Enable 1 >

<Emergency Escalation Enable 1 wua="na">No</Emergency Escalation Enable 1 >
<Queue Status Notification Enable 1 wua="na">No</Queue Status Notification Enable 1 >
<!-- Proxy and Registration -->

<Proxy 1 wua="na">aslbsoft.sipurash.com</Proxy 1 >

<Outbound Proxy 1 wua="na"/>

<Alternate Proxy 1 wua="na"/>

<Alternate Outbound Proxy 1 wua="na"/>

<Use OB Proxy In Dialog 1 wua="na">Yes</Use OB Proxy In Dialog 1 >
<Register 1 wua="na">Yes</Register 1 >

<Make Call Without Reg 1 wua="na">No</Make Call Without Reg 1 >

<Register Expires 1 wua="na">3600</Register Expires 1 >

<Ans_Call Without Reg 1 wua="na">No</Ans_Call Without Reg 1 >

<Use DNS SRV_1 wua="na">No</Use DNS SRV 1 >

<DNS_SRV_Auto Prefix 1 wua="na">Yes</DNS SRV Auto Prefix 1 >

<Proxy Fallback Intvl 1 wua="na">3600</Proxy Fallback Intvl 1 >

<Proxy Redundancy Method 1 wua="na">Normal</Proxy Redundancy Method 1 >

<!-- available options: Normal|Based on SRV Port -->

<Dual Registration 1 wua="na">No</Dual Registration 1 >

<Auto Register When Failover 1 wua="na">No</Auto Register When Failover 1 >
<TLS_Name Validate 1 wua="na">Yes</TLS Name Validate 1 >

<!-- Subscriber Information -->

<Display Name 1 wua="na"/>

<User ID 1 wua="na">4085263127</User ID 1 >

<l--  <Password 1 ua="na">**kkkkddkdddkdkk/password 1 > -->

<Auth ID 1 ua="na">AUN3127</Auth ID 1 >

<Reversed Auth Realm 1 wua="na"/>

<SIP URI 1 wua="na"/>

<!-- XSI Line Service -->

<XSI Host Server 1 wua="na"/>

<XSI_Authentication Type 1 wua="na">Login Credentials</XSI_Authentication Type 1 >

<l=-

available options: Login Credentials|SIP Credentials
-—>

<Login User ID 1 wua="na"/>

<!-- <Login Password 1 wua="na"/> -->

<Anywhere Enable 1 wua="na">No</Anywhere Enable 1 >
<Block CID Enable 1 wua="na">No</Block CID Enable 1 >
<DND_Enable 1 wua="na">No</DND Enable 1 >
<CFWD_Enable 1 wua="na">No</CFWD Enable 1 >

<!-- Audio Configuration -->

<Preferred Codec 1 wua="na">G71lu</Preferred Codec 1 >

<!--

available options: G711u|G711a|G729a|G722|G722.2|iLBC|OPUS
-——>

<Use Pref Codec Only 1 wua="na">No</Use Pref Codec Only 1 >
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<Second Preferred Codec 1 wua="na">Unspecified</Second Preferred Codec 1 >

<!--

available options: Unspecified|G711u|G711a|G729a|G722|G722.2|1iLBC|OPUS
-—>

<Third Preferred Codec 1 wua="na">Unspecified</Third Preferred Codec 1 >
<!--

available options: Unspecified|G711u|G711a|G729a|G722|G722.2|1iLBC|OPUS
-—>

<G711lu_Enable 1 wua="na">Yes</G71lu Enable 1 >
<G71la_Enable 1 wua="na">Yes</G7lla Enable 1 >
<G729%a_Enable 1 wua="na">Yes</G729a Enable 1 >

<G722 Enable 1 wua="na">Yes</G722 Enable 1 >

<G722.2 Enable 1 wua="na">Yes</G722.2 Enable 1 >

<iLBC Enable 1 wua="na">Yes</iLBC Enable 1 >

<OPUS Enable 1 ua="na">Yes</OPUS Enable 1 >
<Silence Supp Enable 1 wua="na">No</Silence Supp Enable 1 >
<DTMF_Tx Method 1 wua="na">Auto</DIMF Tx Method 1 >

<l=-

available options: InBand|AVT|INFO|Auto|InBand+INFO|AVT+INFO
-—>

<Codec_Negotiation 1 wua="na">Default</Codec Negotiation 1 >
<!-- available options: Default|List All -->

<Encryption Method 1 wua="na">AES 128</Encryption Method 1 >
<!-- available options: AES 128|AES 256 GCM -->

<!-- Video Configuration -->

<!-- Dial Plan -->

<bial Plan_ 1 ua="na">

(*xx][3469]11110|00] [2-9] xxxxxx|1xxx[2-9] S0 | .)

</Dial Plan 1 >

<Caller ID Map 1 wua="na"/>

<Enable URI Dialing 1 wua="na">No</Enable URI Dialing 1 >
<Emergency Number 1 wua="na"/>

<!-- E911 Geolocation Configuration -->

<Company UUID 1 wua="na"/>

<Primary Request URL 1 wua="na"/>

<Secondary Request URL 1 wua="na"/>

<!-- General -->
<Line Enable 2 wua="na">Yes</Line Enable 2 >
<!-- Share Line Appearance -->

<Share Ext 2 ua="na">No</Share Ext 2 >

<Shared User ID 2 ua="na"/>

<Subscription Expires 2 wua="na">3600</Subscription Expires 2 >
<Restrict MWI 2 wua="na">No</Restrict MWI 2 >

<!-- NAT Settings -->

<NAT Mapping Enable 2 ua="na">No</NAT Mapping Enable 2 >
<NAT Keep Alive Enable 2 wua="na">No</NAT Keep Alive Enable 2 >
<NAT Keep Alive Msg 2 ua="na">S$SNOTIFY</NAT Keep Alive Msg 2 >
<NAT Keep Alive Dest 2 ua="na">$PROXY</NAT Keep Alive Dest 2 >
<!-- Network Settings -->
<SIP TOS DiffServ Value 2 wua="na">0x68</SIP _TOS DiffServ Value 2 >
<RTP_TOS DiffServ Value 2 ua="na">0xb8</RTP_TOS DiffServ Value 2 >

<!-- SIP Settings -->
<SIP Transport 2 ua="na">UDP</SIP Transport 2 >
<!-- available options: UDP|TCP|TLS|AUTO -->

<SIP Port 2 wua="na">5061</SIP Port 2 >

<SIP_100REL Enable 2 wua="na">No</SIP 100REL Enable 2 >

<EXT_SIP Port 2 wua="na">0</EXT SIP Port 2 >

<Auth Resync-Reboot 2 wua="na">Yes</Auth Resync-Reboot 2 >

<SIP Proxy-Require 2 ua="na"/>

<SIP Remote-Party-ID 2 ua="na">No</SIP Remote-Party-ID 2 >
<Referor Bye Delay 2 ua="na">4</Referor Bye Delay 2 >
<Refer-To Target Contact 2 wua="na">No</Refer-To Target Contact 2 >
<Referee Bye Delay 2 ua="na">0</Referee Bye Delay 2 >

<Refer Target Bye Delay 2 ua="na">0</Refer Target Bye Delay 2 >
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<Sticky 183 2 ua="na">No</Sticky 183 2 >

<Auth INVITE 2 ua="na">No</Auth INVITE 2 >

<Ntfy Refer On 1xx-To-Inv_2 ua="na">Yes</Ntfy Refer On lxx-To-Inv_ 2 >
<Set G729 annexb 2 wua="na">yes</Set G729 annexb 2 >

<l=-

available options: none|nolyes|follow silence supp setting

-——>

<Voice Quality Report Address 2 ua="na"/>

<VQ Report Interval 2 ua:"na">0</VQ_Report_Interval_2_>

<User Equal Phone 2 ua="na">No</User Equal Phone 2 >

<Call Recording Protocol 2 wua="na">SIPREC</Call Recording Protocol 2 >
<!-- available options: SIPREC|SIPINFO -->

<Privacy Header 2 ua="na">Disabled</Privacy Header 2 >

<l=-

available options: Disabled|none|header|session|user|id

-——>

<P-Early-Media Support 2 ua="na">No</P-Early-Media Support 2 >

<!-- Call Feature Settings -->

<Blind Attn-Xfer Enable 2 wua="na">No</Blind Attn-Xfer Enable 2 >
<Message Waiting 2 ua="na">No</Message Waiting 2 >

<Auth Page 2 ua="na">No</Auth Page 2 >

<Default Ring 2 ua="rw">1</Default Ring 2 >

<l=-

available options: No Ring|1[2[3[4[5]6]7[819]110[11]12]13|14

-——>

<Auth Page Realm 2 ua="na"/>

<Conference Bridge URL 2 ua="na"/>

<Conference Single Hardkey 2 wua="na">No</Conference Single Hardkey 2 >
<!-- <Auth Page Password 2 ua="na"/> -->

<Mailbox ID 2 ua="na"/>

<Voice Mail Server 2 wua="na"/>

<Voice Mail Subscribe Interval 2 wua="na">86400</Voice Mail Subscribe Interval 2 >
<Auto Ans_Page On Active Call 2 wua="na">Yes</Auto Ans Page On Active Call 2 >
<Feature Key Sync 2 ua="na">No</Feature Key Sync 2 >

<Call Park Monitor Enable 2 wua="na">No</Call Park Monitor Enable 2 >
<Enable Broadsoft Hoteling 2 wua="na">No</Enable Broadsoft Hoteling 2 >
<Hoteling Subscription Expires 2 wua="na">3600</Hoteling Subscription Expires 2 >
<Secure Call Option 2 wua="na">Optional</Secure Call Option 2 >

<!-- available options: Optional|Required -->

<l-— ACD Settings -->

<Broadsoft ACD 2 ua="na">No</Broadsoft ACD 2 >

<Call Information Enable 2 wua="na">No</Call Information Enable 2 >
<Disposition Code Enable 2 wua="na">No</Disposition Code Enable 2 >
<Trace Enable 2 wua="na">No</Trace Enable 2 >

<Emergency Escalation Enable 2 wua="na">No</Emergency Escalation Enable 2 >
<Queue Status Notification Enable 2 wua="na">No</Queue Status Notification Enable 2 >
<!-- Proxy and Registration -->

<Proxy 2 wua="na">10.74.51.158</Proxy 2 >

<Outbound Proxy 2 ua="na"/>

<Alternate Proxy 2 ua="na"/>

<Alternate Outbound Proxy 2 wua="na"/>

<Use OB Proxy In Dialog 2 wua="na">Yes</Use OB Proxy In Dialog 2 >
<Register 2 ua="na">Yes</Register 2 >

<Make Call Without Reg 2 wua="na">No</Make Call Without Reg 2 >
<Register Expires 2 wua="na">360</Register Expires 2 >

<Ans_Call Without Reg 2 wua="na">No</Ans_Call Without Reg 2 >
<Use DNS_ SRV_2 ua="na">No</Use DNS SRV 2 >

<DNS_SRV_Auto Prefix 2 wua="na">Yes</DNS SRV Auto Prefix 2 >

<Proxy Fallback Intvl 2 wua="na">3600</Proxy Fallback Intvl 2 >

<Proxy Redundancy Method 2 wua="na">Normal</Proxy Redundancy Method 2 >
<!-- available options: Normal|Based on SRV Port -->

<Dual Registration 2 wua="na">No</Dual Registration 2 >

<Auto Register When Failover 2 wua="na">No</Auto Register When Failover 2 >
<TLS_Name Validate 2 wua="na">Yes</TLS Name Validate 2 >
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<!-- Subscriber Information -->
<Display Name 2 ua="na"/>

<User ID 2 ua="na">158165</User ID 2 >
<!-- <Password 2 ua="na"/> -->
<Auth ID 2 wua="na"/>
<Reversed Auth Realm 2 ua="na"/>

<SIP URI 2 wua="na"/>

<!-- XSI Line Service -->

<XSI Host Server 2 wua="na"/>

e o |

<XSI Authentication Type 2 wua="na">Login Credentials</XSI_Authentication Type 2 >

<l=-

available options: Login Credentials|SIP Credentials
-—>

<Login User ID 2 wua="na"/>

<!-- <Login Password 2 wua="na"/> -->

<Anywhere Enable 2 ua="na">No</Anywhere Enable 2 >
<Block CID Enable 2 wua="na">No</Block CID Enable 2 >

<DND_Enable 2 wua="na">No</DND Enable 2 >

<CFWD_Enable 2 ua="na">No</CFWD Enable 2 >

<!-- Audio Configuration -->

<Preferred Codec 2 wua="na">G71lu</Preferred Codec 2 >

<!--

available options: G711ul|G711a|G729a|G722|G722.2|iLBC|OPUS

-—>

<Use Pref Codec Only 2 wua="na">No</Use Pref Codec Only 2 >

<Second Preferred Codec 2 ua="na">Unspecified</Second Preferred Codec 2 >
<!--

available options: Unspecified|G711u|G711a|G729a|G722|G722.2|1iLBC|OPUS
-—>

<Third Preferred Codec 2 wua="na">Unspecified</Third Preferred Codec 2 >
<!--

available options: Unspecified|G711u|G711a|G729a|G722|G722.2|1iLBC|OPUS
-—>

<G711lu_Enable 2 wua="na">Yes</G71lu Enable 2 >

<G71la Enable 2 wua="na">Yes</G7lla Enable 2 >

<G729a_Enable 2 wua="na">Yes</G729a Enable 2 >

<G722_Enable 2 ua="na">Yes</G722 Enable 2 >

<G722.2 Enable 2 wua="na">Yes</G722.2 Enable 2 >

<iLBC Enable 2 wua="na">Yes</iLBC Enable 2 >

<OPUS Enable 2 ua="na">Yes</OPUS Enable 2 >

<Silence Supp Enable 2 wua="na">No</Silence Supp Enable 2 >

<DTMF_Tx Method 2 wua="na">Auto</DIMF Tx Method 2 >

<!--

available options: InBand|AVT|INFO|Auto|InBand+INFO|AVT+INFO

-—>

<Codec Negotiation 2 wua="na">Default</Codec Negotiation 2 >

<!-- available options: Default|List All -->

<Encryption Method 2 wua="na">AES 128</Encryption Method 2 >
<!-- available options: AES 128|AES 256 GCM -->

<!-- Video Configuration -->

<!-- Dial Plan -->

<bial Plan 2 ua="na">

(*xx][3469]11110|00] [2-9] xxxxxx|1xxx[2-9] S0 | .)

</Dial Plan 2 >

<Caller ID Map 2 ua="na"/>

<Enable URI Dialing 2 wua="na">No</Enable URI Dialing 2 >
<Emergency Number 2 ua="na"/>

<!-- E911 Geolocation Configuration -->

<Company UUID 2 ua="na"/>

<Primary Request URL 2 wua="na"/>

<Secondary Request URL 2 ua="na"/>

<!-- General -->
<Line Enable 3 wua="na">Yes</Line Enable 3 >
<!-- Share Line Appearance -->
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<Share Ext 3 ua="na">No</Share Ext 3 >

<Shared User ID 3 wua="na"/>

<Subscription Expires 3 wua="na">3600</Subscription Expires 3 >
<Restrict MWI 3 ua="na">No</Restrict MWI 3 >

<!-- NAT Settings -->

<NAT Mapping Enable 3 ua="na">No</NAT Mapping Enable 3 >

<NAT Keep Alive Enable 3 ua="na">No</NAT Keep Alive Enable 3 >
<NAT Keep Alive Msg 3 ua="na">$SNOTIFY</NAT Keep Alive Msg 3 >

<NAT Keep Alive Dest 3 ua="na">$PROXY</NAT Keep Alive Dest 3 >
<!-- Network Settings -->

<SIP TOS DiffServ Value 3 wua="na">0x68</SIP TOS DiffServ Value 3 >
<RTP_TOS DiffServ Value 3 ua="na">0xb8</RTP_TOS DiffServ Value 3 >

<!-- SIP Settings -->
<SIP Transport 3 ua="na">UDP</SIP Transport 3 >
<!-- available options: UDP|TCP|TLS|AUTO -->

<SIP Port 3 wua="na">5062</SIP Port 3 >

<SIP_100REL Enable 3 wua="na">No</SIP 100REL Enable 3 >

<EXT_SIP Port 3  ua="na">0</EXT SIP Port 3 >

<Auth Resync-Reboot 3 ua="na">Yes</Auth Resync-Reboot 3 >

<SIP Proxy-Require 3 wua="na"/>

<SIP Remote-Party-ID 3 ua="na">No</SIP Remote-Party-ID 3 >
<Referor Bye Delay 3 ua="na">4</Referor Bye Delay 3 >
<Refer-To Target Contact 3 ua="na">No</Refer-To Target Contact 3 >
<Referee Bye Delay 3 ua="na">0</Referee Bye Delay 3 >

<Refer Target Bye Delay 3 ua="na">0</Refer Target Bye Delay 3 >
<Sticky 183 3 ua="na">No</Sticky 183 3 >

<Auth INVITE 3 ua="na">No</Auth INVITE 3 >

<Ntfy Refer On 1xx-To-Inv_3 ua="na">Yes</Ntfy Refer On lxx-To-Inv_3 >
<Set G729 annexb 3 wua="na">yes</Set G729 annexb 3 >

<!--

available options: none|nolyes|follow silence supp setting

-—>

<Voice Quality Report Address_3 ua="na"/>

<VQ Report Interval 3 wua="na">0</VQ Report Interval 3 >

<User Equal Phone 3 ua="na">No</User Equal Phone 3 >

<Call Recording Protocol 3 wua="na">SIPREC</Call Recording Protocol 3 >
<!-- available options: SIPREC|SIPINFO -->

<Privacy Header 3 ua="na">Disabled</Privacy Header 3 >

<!--

available options: Disabled|none|header|session|user|id

-—>
<P-Early-Media Support 3 ua="na">No</P-Early-Media Support 3 >

<!-- Call Feature Settings -->
<Blind Attn-Xfer Enable 3 ua="na">No</Blind Attn-Xfer Enable 3 >
<Message Waiting 3 ua="na">No</Message Waiting 3 >
<Auth Page 3 ua="na">No</Auth Page 3 >
<Default Ring 3 ua="rw">1</Default Ring 3 >
<!--

available options: No Ring|1]2[3[4[5]6]7[8]9]10]11]12]13|14

-—>
<Auth Page Realm 3 wua="na"/>
<Conference Bridge URL 3 wua="na"/>
<Conference Single Hardkey 3 ua="na">No</Conference Single Hardkey 3 >
<!-- <Auth Page Password 3 ua="na"/> -->
<Mailbox ID 3 ua="na"/>
<Voice Mail Server 3 wua="na"/>
<Voice Mail Subscribe Interval 3 wua="na">86400</Voice Mail Subscribe Interval 3 >
<Auto Ans_Page On Active Call 3 wua="na">Yes</Auto Ans Page On Active Call 3 >
<Feature Key Sync 3 ua="na">No</Feature Key Sync 3 >
<Call Park Monitor Enable 3 wua="na">No</Call Park Monitor Enable 3 >
<Enable Broadsoft Hoteling 3 wua="na">No</Enable Broadsoft Hoteling 3 >
<Hoteling Subscription Expires 3 wua="na">3600</Hoteling Subscription Expires 3 >
<Secure Call Option 3 wua="na">Optional</Secure Call Option 3 >
<!-- available options: Optional|Required -->
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<l-— ACD Settings -->
<Broadsoft ACD 3 ua="na">No</Broadsoft ACD 3 >

<Call Information Enable 3 wua="na">No</Call Information Enable 3 >
<Disposition Code Enable 3 wua="na">No</Disposition Code Enable 3 >

<Trace Enable 3 wua="na">No</Trace Enable 3 >

<Emergency Escalation Enable 3 ua="na">No</Emergency Escalation Enable 3 >
<Queue Status Notification Enable 3 wua="na">No</Queue Status Notification Enable 3 >
<!-- Proxy and Registration -->

<Proxy 3 ua="na"/>

<Outbound Proxy 3 wua="na"/>

<Alternate Proxy 3 wua="na"/>

<Alternate Outbound Proxy 3 ua="na"/>

<Use OB Proxy In Dialog 3 ua="na">Yes</Use OB Proxy In Dialog 3 >
<Register 3 ua="na">Yes</Register 3 >

<Make Call Without Reg 3 ua="na">No</Make Call Without Reg 3 >

<Register Expires 3 wua="na">3600</Register Expires 3 >

<Ans_Call Without Reg 3 wua="na">No</Ans_Call Without Reg 3 >
<Use DNS_ SRV_3 ua="na">No</Use DNS SRV 3 >

<DNS_SRV_Auto Prefix 3 wua="na">Yes</DNS SRV Auto Prefix 3 >

<Proxy Fallback Intvl 3 wua="na">3600</Proxy Fallback Intvl 3 >

<Proxy Redundancy Method 3 ua="na">Normal</Proxy Redundancy Method 3 >
<!-- available options: Normal|Based on SRV Port -->

<Dual Registration 3 wua="na">No</Dual Registration 3 >

<Auto Register When Failover 3 ua="na">No</Auto Register When Failover 3 >
<TLS_Name Validate 3 wua="na">Yes</TLS Name Validate 3 >

<!-- Subscriber Information -->

<Display Name 3 ua="na"/>

<User ID 3 wua="na"/>

<!-- <Password 3  wua="na"/> -->

<Auth ID 3  wua="na"/>

<Reversed Auth Realm 3 wua="na"/>

<SIP URI 3 wua="na"/>

<!-- XSI Line Service -->

<XSI_Host Server 3 ua="na"/>

<XSI_Authentication Type 3 wua="na">Login Credentials</XSI_Authentication Type 3 >

<l=-

available options: Login Credentials|SIP Credentials
-—>

<Login User ID 3 wua="na"/>

<!-- <Login Password 3 wua="na"/> -->

<Anywhere Enable 3 ua="na">No</Anywhere Enable 3 >
<Block CID Enable 3 wua="na">No</Block CID Enable 3 >
<DND_Enable 3 wua="na">No</DND Enable 3 >
<CFWD_Enable 3 ua="na">No</CFWD_Enable 3 >

<!-- Audio Configuration -->

<Preferred Codec 3 wua="na">G71lu</Preferred Codec 3 >

<l=-

available options: G711ul|G711a|G729a|G722|G722.2|iLBC|OPUS
-—>

<Use Pref Codec Only 3 wua="na">No</Use Pref Codec Only 3 >
<Second Preferred Codec 3 ua="na">Unspecified</Second Preferred Codec 3 >

<!--

available options: Unspecified|G711u|G711a|G729a|G722|G722.2|1iLBC|OPUS
-—>

<Third Preferred Codec 3 wua="na">Unspecified</Third Preferred Codec 3 >
<!--

available options: Unspecified|G711u|G711a|G729a|G722|G722.2|1iLBC|OPUS
-—>

<G711lu_Enable 3 wua="na">Yes</G71lu Enable 3 >
<G71la Enable 3 wua="na">Yes</G7lla Enable 3 >
<G729a_Enable 3 ua="na">Yes</G729a Enable 3 >
<G722_Enable 3 ua="na">Yes</G722 Enable 3 >
<G722.2 Enable 3 ua="na">Yes</G722.2 Enable 3 >
<iLBC Enable 3 wua="na">Yes</iLBC Enable 3 >
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<OPUS Enable 3 ua="na">Yes</OPUS Enable 3 >
<Silence Supp Enable 3 wua="na">No</Silence Supp Enable 3 >
<DTMF_Tx Method 3 wua="na">Auto</DIMF Tx Method 3 >

<l=-

available options: InBand|AVT|INFO|Auto|InBand+INFO|AVT+INFO
-—>

<Codec_Negotiation 3 wua="na">Default</Codec Negotiation 3 >
<!-- available options: Default|List All -->

<Encryption Method 3 wua="na">AES 128</Encryption Method 3 >
<!-- available options: AES 128 |AES 256 GCM -->

<!-- Video Configuration -->

<!-- Dial Plan -->

<bial Plan_ 3 ua="na">

(*xx][3469]11110|00] [2-9] xxxxxx|1xxx[2-9] S0 | .)

</Dial Plan 3 >

<Caller ID Map 3 ua="na"/>

<Enable URI Dialing 3 wua="na">No</Enable URI Dialing 3 >
<Emergency Number 3 ua="na"/>

<!-- E911 Geolocation Configuration -->

<Company UUID 3 wua="na"/>

<Primary Request URL 3 wua="na"/>

<Secondary Request URL 3 ua="na"/>

<!-- General -->
<Line Enable 4 wua="na">Yes</Line Enable 4 >
<!-- Share Line Appearance -->

<Share Ext 4 wua="na">No</Share Ext 4 >

<Shared User ID 4 wua="na"/>

<Subscription Expires 4 wua="na">3600</Subscription Expires 4 >
<Restrict MWI 4 wua="na">No</Restrict MWI 4 >

<!-- NAT Settings -->

<NAT Mapping Enable 4 wua="na">No</NAT Mapping Enable 4 >
<NAT Keep Alive Enable 4 wua="na">No</NAT Keep Alive Enable 4 >
<NAT Keep Alive Msg 4 ua="na">S$SNOTIFY</NAT Keep Alive Msg 4 >
<NAT Keep Alive Dest 4 ua="na">$PROXY</NAT Keep Alive Dest 4 >
<!-- Network Settings -->
<SIP TOS DiffServ Value 4 wua="na">0x68</SIP TOS DiffServ Value 4 >
<RTP_TOS DiffServ Value 4 wua="na">0xb8</RTP_TOS DiffServ Value 4 >

<!-- SIP Settings -->
<SIP Transport 4 ua="na">UDP</SIP Transport 4 >
<!-- available options: UDP|TCP|TLS|AUTO -->

<SIP Port 4 wua="na">5063</SIP Port 4 >

<SIP_100REL Enable 4 wua="na">No</SIP 100REL Enable 4 >
<EXT SIP Port 4 wua="na">0</EXT SIP Port 4 >

<Auth Resync-Reboot 4 ua="na">Yes</Auth Resync-Reboot 4 >

<SIP Proxy-Require 4 wua="na"/>

<SIP Remote-Party-ID 4 wua="na">No</SIP Remote-Party-ID 4 >
<Referor Bye Delay 4 ua="na">4</Referor Bye Delay 4 >
<Refer-To Target Contact 4 wua="na">No</Refer-To Target Contact 4 >
<Referee Bye Delay 4 ua="na">0</Referee Bye Delay 4 >

<Refer Target Bye Delay 4 ua="na">0</Refer Target Bye Delay 4 >
<Sticky 183 4 wua="na">No</Sticky 183 4 >

<Auth_INVITE 4_ ua="na">No</Auth INVITE 4 >

<Ntfy Refer On 1xx-To-Inv_4 ua="na">Yes</Ntfy Refer On lxx-To-Inv 4 >
<Set G729 annexb 4 wua="na">yes</Set G729 annexb 4 >

<!--

available options: none|nolyes|follow silence supp setting

-——>

<Voice Quality Report Address_4 wua="na"/>

<VQ Report Interval 4 ua:"na">0</VQ_Report_Interval_4_>

<User Equal Phone 4 ua="na">No</User Equal Phone 4 >

<Call Recording Protocol 4 wua="na">SIPREC</Call Recording Protocol 4 >

<!-- available options: SIPREC|SIPINFO -->
<Privacy Header 4 ua="na">Disabled</Privacy Header 4 >
<!--
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available options: Disabled|none|header|session|user|id

-——>

<P-Early-Media Support 4 ua="na">No</P-Early-Media Support 4 >

<!-- Call Feature Settings -->

<Blind Attn-Xfer Enable 4 wua="na">No</Blind Attn-Xfer Enable 4 >

<Message Waiting 4 wua="na">No</Message Waiting 4 >

<Auth Page 4 ua="na">No</Auth Page 4 >

<Default Ring 4 wua="rw">1</Default Ring 4 >

<l=-

available options: No Ring|1[2[3[4[5]6]7[8]9]10]11]12]13|14

-——>

<Auth Page Realm 4 wua="na"/>

<Conference Bridge URL 4 wua="na"/>

<Conference Single Hardkey 4 wua="na">No</Conference Single Hardkey 4 >
<!-- <Auth Page Password 4 wua="na"/> -->

<Mailbox ID 4 wua="na"/>

<Voice Mail Server 4 wua="na"/>

<Voice Mail Subscribe Interval 4 wua="na">86400</Voice Mail Subscribe Interval 4 >
<Auto Ans_Page On Active Call 4 wua="na">Yes</Auto Ans Page On Active Call 4 >
<Feature Key Sync 4 ua="na">No</Feature Key Sync 4 >

<Call Park Monitor Enable 4 wua="na">No</Call Park Monitor Enable 4 >
<Enable Broadsoft Hoteling 4 wua="na">No</Enable Broadsoft Hoteling 4 >
<Hoteling Subscription Expires 4 wua="na">3600</Hoteling Subscription Expires 4 >
<Secure Call Option 4 wua="na">Optional</Secure Call Option 4 >

<!-- available options: Optional|Required -->

<l-— ACD Settings -->

<Broadsoft ACD 4 ua="na">No</Broadsoft ACD 4 >

<Call Information Enable 4 wua="na">No</Call Information Enable 4 >
<Disposition Code Enable 4 wua="na">No</Disposition Code Enable 4 >

<Trace Enable 4 wua="na">No</Trace Enable 4 >

<Emergency Escalation Enable 4 wua="na">No</Emergency Escalation Enable 4 >
<Queue Status Notification Enable 4 wua="na">No</Queue Status Notification Enable 4 >
<!-- Proxy and Registration -->

<Proxy 4 ua="na">aslbsoft.sipurash.com</Proxy 4 >

<Outbound Proxy 4 wua="na"/>

<Alternate Proxy 4 wua="na"/>

<Alternate Outbound Proxy 4 wua="na"/>

<Use OB Proxy In Dialog 4 wua="na">Yes</Use OB Proxy In Dialog 4 >
<Register 4 ua="na">Yes</Register 4 >

<Make Call Without Reg 4 wua="na">No</Make Call Without Reg 4 >

<Register Expires 4 wua="na">3600</Register Expires 4 >

<Ans_Call Without Reg 4 wua="na">No</Ans_Call Without Reg 4 >
<Use DNS SRV_4 ua="na">No</Use DNS SRV 4 >

<DNS_SRV_Auto Prefix 4 wua="na">Yes</DNS SRV Auto Prefix 4 >

<Proxy Fallback Intvl 4 wua="na">3600</Proxy Fallback Intvl 4 >

<Proxy Redundancy Method 4 wua="na">Normal</Proxy Redundancy Method 4 >
<!-- available options: Normal|Based on SRV Port -->

<Dual Registration 4 wua="na">No</Dual Registration 4 >

<Auto Register When Failover 4 ua="na">No</Auto Register When Failover 4 >
<TLS_Name Validate 4 wua="na">Yes</TLS Name Validate 4 >

<!-- Subscriber Information -->

<Display Name 4 ua="na"/>

<User ID 4 wua="na">4085263128</User ID 4 >

<!--  <Password 4 ua="na">**Fkkdkdkdkddkdkdkk/pPassword 4 > -->

<Auth ID 4 wua="na">AUN3128</Auth ID 4 >

<Reversed Auth Realm 4 wua="na"/>

<SIP URI 4 wua="na"/>

<!-- XSI Line Service -->

<XSI Host Server 4 wua="na"/>

<XSI Authentication Type 4 wua="na">Login Credentials</XSI_Authentication Type 4 >
<l=-

available options: Login Credentials|SIP Credentials

-——>

<Login User ID 4 wua="na"/>
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<!-- <Login Password 4 wua="na"/> -->

<Anywhere Enable 4 ua="na">No</Anywhere Enable 4 >
<Block CID Enable 4 wua="na">No</Block CID Enable 4 >
<DND_Enable 4 wua="na">No</DND Enable 4 >
<CFWD_Enable 4 wua="na">No</CFWD Enable 4 >

<!-- Audio Configuration -->

<Preferred Codec 4 wua="na">G71lu</Preferred Codec 4 >

<!--

available options: G711ul|G711a|G729a|G722|G722.2|iLBC|OPUS
-——>

<Use Pref Codec Only 4 wua="na">No</Use Pref Codec Only 4 >
<Second Preferred Codec 4 ua="na">Unspecified</Second Preferred Codec 4 >

<!--

available options: Unspecified|G711u|G711a|G729a|G722|G722.2|1iLBC|OPUS
-—>

<Third Preferred Codec 4 ua="na">Unspecified</Third Preferred Codec 4 >
<!--

available options: Unspecified|G711u|G711a|G729a|G722|G722.2|1iLBC|OPUS
-—>

<G711lu_Enable 4 wua="na">Yes</G71lu Enable 4 >
<G71la_Enable 4 wua="na">Yes</G71lla Enable 4 >
<G729a_Enable 4 wua="na">Yes</G729a Enable 4 >

<G722 Enable 4 wua="na">Yes</G722 Enable 4 >

<G722.2 Enable 4 wua="na">Yes</G722.2 Enable 4 >

<iLBC Enable 4 wua="na">Yes</iLBC Enable 4 >

<OPUS Enable 4 ua="na">Yes</OPUS Enable 4 >
<Silence Supp Enable 4 wua="na">No</Silence Supp Enable 4 >
<DTMF_Tx Method 4 wua="na">Auto</DIMF Tx Method 4 >

<l=-

available options: InBand|AVT|INFO|Auto|InBand+INFO|AVT+INFO
-—>

<Codec Negotiation 4 wua="na">Default</Codec Negotiation 4 >
<!-- available options: Default|List All -->

<Encryption Method 4 wua="na">AES 128</Encryption Method 4 >
<!-- available options: AES 128|AES 256 GCM -->

<!-- Video Configuration -->

<!-- Dial Plan -->
<bial Plan_ 4 ua="na">

(*xx][3469]11110|00] [2-9] xxxxxx|1xxx[2-9] S0 | .)

</Dial Plan 4 >

<Caller ID Map 4 ua="na"/>

<Enable URI Dialing 4 wua="na">No</Enable URI Dialing 4 >
<Emergency Number 4 wua="na"/>

<!-- E911 Geolocation Configuration -->
<Company UUID 4 wua="na"/>

<Primary Request URL 4 wua="na"/>

<Secondary Request URL 4 wua="na"/>

<!-- Hold Reminder -->

<Hold Reminder Timer ua="rw"/>

<Hold Reminder Ring ua="rw">2</Hold Reminder Ring>
<l=-

available options: No Ring|1]2[3[4]5]6]7]8[9]10]11]12
-——>

<!--  Call Forward -->

<Cfwd Setting ua="rw">Yes</Cfwd Setting>
<Cfwd All Dest ua="rw"/>

<Cfwd Busy Dest ua="rw"/>

<Cfwd No Ans Dest ua="rw"/>

<Cfwd No Ans Delay ua="rw">20</Cfwd No Ans Delay>
<!-- Speed Dial -->

<Speed Dial 2 Name ua="rw"/>

<Speed Dial 2 Number ua="rw"/>

<Speed Dial 3 Name ua="rw"/>

<Speed Dial 3 Number ua="rw"/>
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<Speed Dial 4 Name ua="rw"/>
<Speed Dial 4 Number ua="rw"/>
<Speed Dial 5 Name ua="rw"/>
<Speed Dial 5 Number ua="rw"/>
<Speed Dial 6 Name ua="rw"/>
<Speed Dial 6 Number ua="rw"/>
<Speed Dial 7 Name ua="rw"/>
<Speed Dial 7 Number ua="rw"/>
<Speed Dial 8 Name ua="rw"/>
<Speed Dial 8 Number ua="rw"/>
<Speed Dial 9 Name ua="rw"/>
<Speed Dial 9 Number ua="rw"/>

<!--

Supplementary Services

-=>

<CW_Setting ua="rw">Yes</CW Setting>

<Block CID Setting ua="rw">No</Block CID Setting>
<Block ANC Setting ua="rw">No</Block ANC Setting>
<DND_Setting ua="rw">No</DND_ Setting>

<Secure Call Setting ua="na">No</Secure Call Setting>

<Auto Answer Page ua="na">Yes</Auto Answer Page>
<Preferred Audio Device ua="na">None</Preferred Audio Device>

<!--

<!--

available options:

available options:

Speaker |Headset |[None -->
<Time Format ua="na">12hr</Time Format>
12hr|24hr -->
<Date Format ua="na">month/day</Date Format>
available options: month/daylday/month -->

<!--

<Miss_Call Shortcut ua="na">No</Miss_Call Shortcut>
<Handset LED Alert ua="rw">Voicemail</Handset LED Alert>

<!--

available options: Voicemail |Voicemail,

-=>

Missed Call

<Alert Tone Off ua="rw">No</Alert Tone Off>

<Log Missed Calls for EXT 1
<Log Missed Calls for EXT 2

ua="na">Yes</Log Missed Calls_ for EXT 1>
ua="na">Yes</Log Missed Calls_ for EXT 2>

<Log Missed Calls_for EXT 3 ua="na">Yes</Log Missed Calls_ for EXT 3>

<Log Missed Calls_ for EXT 4

ua="na">Yes</Log Missed Calls_ for EXT 4>

<Shared Line DND Cfwd Enable ua="na">Yes</Shared Line DND Cfwd Enable>

<!--
<!--
<!--
<!--
<!--

Camera
Camera
Camera
Camera

Audio Volume

Profile 1 -->
Profile 2 -->
Profile 3 -->
Profile 4 -->

-=>

<Ringer Volume ua="rw">5</Ringer Volume>
<Speaker Volume ua="rw">7</Speaker Volume>
<Handset Volume ua="rw">15</Handset Volume>
<Headset Volume ua="rw">10</Headset Volume>
<Ehook Enable ua="na">No</Ehook Enable>

<!--

Audio Compliance

-=>

<Compliant Standard ua="rw">TIA</Compliant Standard>

<!--
<!--

available options:

Screen

TIA|ETSI -->

-=>

<Screen_Saver Enable ua="rw">Yes</Screen Saver Enable>
<Screen_ Saver Type ua="rw">Clock</Screen Saver Type>

<!--

available options:

Clock|Download Picture|Logo -->

<Screen Saver Wait ua="rw">60</Screen Saver Wait>
<Screen Saver Refresh Period ua="rw">10</Screen Saver Refresh Period>
<Back Light Timer ua="rw">Always On</Back Light Timer>

<!--

available options:

Off|10s]20s|30s|Always On -—->

<LCD Contrast ua="rw">9</LCD Contrast>
<Boot Display ua="na">Default</Boot Display>

<!--

available options:

-=>

Default|Download Picture|Logo|Text

<Text Logo ua="na"/>
<Phone Background ua="rw">Default</Phone Background>
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<!-- available options: Default|Logo -->

<Picture Download URL ua="rw"/>

<Logo URL ua="rw"/>

<!-- Video Configuration -->

<!-- General -->

<Subscribe Expires ua="na">1800</Subscribe Expires>
<Subscribe Retry Interval ua="na">30</Subscribe Retry Interval>
<Number of Units ua="na">0</Number of Units>

<!-- available options: 0|1 -->

<Subscribe Delay ua="na">1</Subscribe Delay>

<Server Type ua="na">Broadsoft</Server Type>

<l=-

available options: Broadsoft|SPA9000|Asterisk|RFC3265 4235|Sylantro
-——>

<BLF_List URI ua="na"/>

<Use Line Keys For BLF List ua="na">No</Use Line Keys For BLF List>
<Customizable PLK Options ua="na">sd;</Customizable PLK Options>
<BLF List ua="na">Show</BLF List>

<!-- available options: Show|Hide -->

<Call Pickup Audio Notification ua="na">No</Call Pickup Audio Notification>
<Attendant Console LCD Contrast ua="na">8</Attendant Console LCD Contrast>
<BXfer To Starcode Enable ua="na">No</BXfer To Starcode Enable>
<BXfer On Speed Dial Enable ua="na">No</BXfer On Speed Dial Enable>
<BXfer To Remote Party Number Enable ua="na">No</BXfer To Remote Party Number Enable>
<BLF Label Display Mode ua="na">Both</BLF Label Display Mode>
<!-- available options: Name|Ext|Both -->
<Wake_up_phone screen when BLF pickup is ringing
ua="na">No</Wake up phone screen when BLF pickup is ringing>
<!-- Unit 1 -->

<Unit 1 Key 1 wua="na"/>

<Unit 1 Key 2 wua="na"/>

<Unit 1 Key 3 ua="na"/>

<Unit 1 Key 4 wua="na"/>

<Unit 1 Key 5 wua="na"/>

<Unit 1 Key 6 ua="na"/>

<Unit 1 Key 7 wua="na"/>

<Unit 1 Key 8 wua="na"/>

<Unit 1 Key 9 wua="na"/>

<Unit 1 Key 10 _ wua="na"/>

<Unit 1 Key 11 wua="na"/>

<Unit 1 Key 12 wua="na"/>

<Unit 1 Key 13 wua="na"/>

<Unit 1 Key 14 wua="na"/>

<Unit 1 Key 15 wua="na"/>

<Unit 1 Key 16 _ ua="na"/>

<Unit 1 Key 17 wua="na"/>

<Unit 1 Key 18 wua="na"/>

<Unit 1 Key 19 wua="na"/>

<Unit 1 Key 20 wua="na"/>

<Unit 1 Key 21 wua="na"/>

<Unit 1 Key 22 wua="na"/>

<Unit 1 Key 23 wua="na"/>

<Unit 1 Key 24 wua="na"/>

<Unit 1 Key 25 wua="na"/>

<Unit 1 Key 26 ua="na"/>

<Unit 1 Key 27 wua="na"/>

<Unit 1 Key 28 wua="na"/>

<!-- TR-069 -->

<Enable TR-069 ua="na">No</Enable TR-069>

<ACS_URL ua="na"/>

<ACS_Username ua="na"/>

<!-- <ACS Password ua="na"/> -->
<Connection Request Username ua="na"/>
<!-- <Connection Request Password ua="na"/> -->
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<Periodic Inform Interval ua="na">20</Periodic_Inform Interval>
<Periodic Inform Enable ua="na">Yes</Periodic Inform Enable>
<TR-069 Traceability ua="na">No</TR-069 Traceability>
<CWMP V1.2 Support ua="na">Yes</CWMP V1.2 Support>

<TR-069 VoiceObject Init ua="na">Yes</TR-069 VoiceObject Init>
<TR-069 DHCPOption Init ua="na">Yes</TR-069 DHCPOption Init>
<TR-069 Fallback Support ua="na">No</TR-069 Fallback Support>
<BACKUP_ACS_URL ua="na"/>

<BACKUP_ACS User ua="na"/>

<!-- <BACKUP_ACS Password ua="na"/> -->

</flat-profile>

raxtrs
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