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1. Vil SMC %) i AL

2. MERBh, BB > WAEEE. RGMEH ST VRS A

X HE «

1= License Manager

License Management

Activate License... Activate or update license

Flow Collection

Licensed Flow Collection Rate: 3,000 fps

Flow Collection Licensing Report

Days Exceeded Licensed Rate: 0 of last 30

Recommended License Rate: HNfA

Feature License Status

Inventory Report...

SMC | FlowCallector | FlowSensor]|
Feature + Appliance +| Count ¥+ |StartDate ¥ | End Date | Status +
01000 SMC Uncounted | 10/3/12 11/2/12 Trial -
(. 1.65) B
ISE SMC Uncounted 10/3/12 11/2/12 Trial
( .1.65)
SMCRED SMC Uncounted 10/3/12 11/2/12 Trial =
(+ #.1.65)
FP51000 SMC 3 10/3/12 11/2f12 Trial
( .1.65)
SMC2000 SMC Uncounted | 10/3/12 11/2/12 Trial |
(. 1.65) =

Close
)

1] Stealthwatch & &
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4.

5.

MATBIEFAIE. RERITIT “WadF VA" XHEHE:

1. Activate License I 2<

Before you can activate any license(s), the corresponding appliance(s) must be
registered and fully provisioned on the Download and License Center.

For more information about the licensing process, click here.

Choose the activation method below:

Online Activation... | This appliance has Internet access.
Offline Activation... | This appliance does not have Internet access.

afrafr.
cisco

R EEREIE. RESITIT VLS X THAE:
|

The SMC will attempt to contact the license server over the Internet. Ensure that the
following are configured on the SMC Appliance Administration interface:

* DNS server(s)
* Proxy server, if required

R REE

P R RERINTER, RAERITIT—DIARIEHE. iR, KM

XFTAE o

Activation Successful I XS J

,ﬁ-, License(s) activated.
v

P AERBEEE R, RGEATIT AR IEAE, B R R R
B o Wil R AT AT SRBCE Z ARG R . it R LL IR ARG AE .

iz Activation Errors

The following error(s) occurred during activation. Double-dick a row in the table below for more details.

[

Appliance =L Details 2
FlowSensor 1000 ( © + .3.117) Failed to activate license. -
—)|
FlowCollector for sFlow VE ( 4,135) Mo valid license response found .

Close

{7 Stealthwatch i& &
©2016 BRIRFEAF. NS
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e B HRAT HIB U7 TR AR B T AL
Pilal “ FEGIVFRTIEH G (https:/lancope.flexnetoperations.com) 5% 4
“IRITIAR” U

HEPEIE 2 1B IRV AR N BRI AR B OX B 4% A7 B B 1%
A% (NAFIRENE) .

10T LU 8RN ATE (BIN) SO, HATPA FEEANFAE. R T2
ANVEAE, AT RLKE AT A BIN SCAFAAABTE SRS H 8L ZIP S

FEIFF U5 SMC 27 iy ST 1T
Pi e SMC &7 i S 11
M, R > VPR B
RGFERIATIT “VPrIEE AR XI5 AE

=, License Manager

License Management

Activate License... Activate or update license

Flow Collection

Licensed Flow Collection Rate: 3,000 fps Flow Collection Licensing Report

Days Exceeded Licensed Rate: 0 of last 30

Recommended License Rate: HNfA

Feature License Status

Inventory Report...

sMC | FIowCoIIectorl FIowSensor|
Feature = Appliance + | Count = |StartDate ~ | End Date “!| Status =
ID1000 SMC Uncounted 10/3/12 11/2/12 Trial o
(W 1.65) m
ISE SMC Uncounted 10/3/12 11/2/12 Trial
( 1.65)
SMCRED SMC Uncounted 10/3/12 11/2f12 Trial =
(% #8.1.65)
FP51000 SMC 3 10/3/12 11/2/12 Trial
{ .1.65)
SMC2000 SMC Uncounted | 10/3/12 11/2/12 Trial i
(. 1.65) h

1] Stealthwatch & &
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7. MIEIEFTIE. RGESTIIT “CBOEVFRIE” W EHE:

1 Activate License | 2% ‘

Before you can activate any license(s), the corresponding appliance(s) must be
registered and fully provisioned on the Download and License Center.

For more information about the licensing process, click here.

Choose the activation method below:

Online Activation... | This appliance has Internet access.
Offline Activation... | This appliance does not have Internet access.

8. AITE&BUE. RAITIT “BHLEEE " XIEHE.

i, Offline Activation [ 28 |

Ensure that you have downloaded your license file(s) from the Download and License Center.

After you click Continue below, you will be given the following options to select the license
file(s) you downloaded:

* A single .bin file
* A single .zip file containing .bin files

= A single directory containing .bin files

M. RGESATIF—DMIEHE, Bl FEcft.
10.  SHIRED IR 3 o TR EVF AR E
1. GH%E BIN XfF. A5 24 BIN XU H g st & 18 7 E VR AT 1 DI e alis

FVFANIER) ZIP 3C1F . REERHTIT “BHLBGE A" XEHE, HA B 1
FAF AT uEBLE AT A B

i Offline Activation Preview | 28 |

We found license(s) for the following appliance(s):

Appliance(s):

FlowCollector for NetFlow VE ( © 28.36)
StealthWatch Management Console VE | 28.35)
FlowSensor VE (+ #+ 28.31)

Continue H Cancel

P Stealthwatch i&#%&
©2016 BRIRFEAF. NS 25
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12, hiidkes.
RIS E R, RASH I MUKIEE, SE, K
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Activation Successful J

,-6-, License(s) activated.
v

P AERBEOE R, RGEITIT AR IERE, B R R A
B o Wik R AT A SRBCE Z ARG R . it R LL IR ARG AE .

k= Activation Errors (2
The following error(s) occurred during activation. Double-dick a row in the table below for more details.
Appliance -1 Details ot
FlowSensor 1000 © = .3.112) Failed to activate license. -
FlowCollector for sFlow VE ( 4.135) Mo valid license response found L

1] Stealthwatch &%

26 © 2016 BRIAFZ AT .. RIATE-



afrafr.
cisco

‘ N J A —=?—_-

FALEREER
R EEFH I SMC AUFTHLE SRS INRE VTG B, 1552l N3
1. Vi SMC 2 /7 i AL
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I License Manager IL|

License Management

Activate License... Activate or update license

Flow Collection

Licensed Flow Collection Rate: 3,000 fps Flow Collection Licensing Report

Days Exceeded Licensed Rate: 0 of last 30

Recommended License Rate: NJA

Feature License Status

Inventory Report...

SMC | FIUwCoIIectorl FlowSensor|
Feature = Appliance ~ | Count = |StartDate = | End Date “!| Status =
ID1000 SMC Uncounted 10/3/12 11/2/12 Trial o
(. 1.65) B
ISE SMC Uncounted 10/3/12 11/2/12 Trial
( 1.65)
SMCRED SMC Uncounted 10/3/12 11/2f12 Trial =
(% #8.1.65)
FP51000 SMC 3 10/3/12 11/2/12 Trial
{ .1.65)
SMC2000 SMC Uncounted | 10/3/12 11/2/12 Trial i
(. 1.65) h

BEXTAEHERS 20 A AR =870
P VFEERE B - BER > VRO VF AT IE . A SR AN AT AT IR HOAE
B, WS CEORVFRTIE” R 21 70 .
PRI - AR R RIS RIT/AY (FPS) VFRNHIEMIE 2 . A RTEAHME
B, S CUERERE” R 28 10
P IHEEVFATIEARZS - AR SR R SMC AUE B B & AN DI REY
FiR. ARVEHMER, WSH “HREFHERE” GE28 70D .

P Stealthwatch i&#%&
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I3 18 B9 AT BRI R S I AT R B R S AT Y
FPS #fE.
USRS S RIEFIIRE” RHIWEF Stealthwatch
RGEBANBINARZERTERE (FPS) BIEF
FFRAGHER. AT LUE R 15 Bk E BB KbR{E
FAEMA 5 1EAYIFRE S BIPR I3 L

LI REVF A IEIRZS

“YFTEE G XIEHERY “ThREVFAHIEIRA” M Rt RIERIThRE . SMC
AFERAER: WREESFAN OV BRI, e EmRAe

HFUMER:
R 15 BA
BERE R “EFRE HEEFEBXFAIERIEARER-
It 4R & R FE BN 5 5 E SEPREYIF AT B oK .
ek WATHY Stealthwatch =8, GFERIS (AERD -
wE& S51FRHEXRIKBIIR & B9 ZFRFD IP it
T WRNERFBIThRER . KB A 4RT “ER” .
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2 S AT 53 B
SRV
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“EPUERNAAES” T RE VIS B SRR P i AL e 2 D BE LA
LA AE (RAM) KIZ1T SMC Java 2 ikt o a0 RIS ALBE 2 ANFT FF 1 ST B8R
HmeE (Flan, XHE 10 HRIEFHATRER) , HHESHE R NAF
BT SEALE ST RAM mA 12 /D2 BTk WA B = 6. B, X1 E
A 1024 MB [PIHHEAL, &2 LLUEF AL 512 MB; X T HEA 4 GB i
ML, &2 n] LEFE I 2 GB.

182 ] LA BE 2048 MB. G RIEEFILEE, EUWIEA 64 {7 Java ThiE
I 22 2 — AN RRAS ) Javas
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- 3p EEEE
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- &, 8 Tor Status >
[ & Network Dey - My larm Summary
EVM Servers Security * |} Alarm Table
[+ = Maps
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ﬁ gz:glsneg Traffic * | =1 Host Group Index Counts
Report 4
SIS | External Events
Flows 4
Configuration 4
Expand All Ctrl+Shift+E
Ctrl+Shift+C
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O 3 SmokeNeta s @ FlowSensor Traffic Lost 1
ER™ %QS;‘U;E?S @ FlowSensor Management Channel Down 7
& Exporters | & FlowSensor VE Configuration Error 3
FlowSenso
e 10.202.] @ FlowCollector Flow Data Lost 2
[ (3 Identity Services
[ (G External Devices Total 13
- s test-mitigation Management Channel Status
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VM Stat
E Find: | €8
L Powered On 17
—'n Powered Off 5
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Virtual Switches
vSwitchO
vSwitchl
vSwitch4
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: Internet Traffic Overvi

¥ Fitter & Domain :

x Concern Index x| [4) Domain Traffic x|

Internet Traffic Overview
(Shared document owned by "admin")
Last refreshed: Dec 8, 2011 9:03:58 AM

Internet Traffic Overview {

Inside to Inside

72.39M bps (72,386,550)

High Concem,..

{
}
z
Z
]

e Flows In...

Right-click and select "Transaction Report..” for further information

Alarm Types - 4 alarms

Domain : SmokeNet-Alpha
Dec 8, 2011 1:20:00 AM

1 * Alerts +
1,172 3,704% [N High Concern Index, Max Flows Ping_Oversized_Packet, Rejects, q
Tnitiated, New Flows Initiated, SYN Spoof, TCP_Sean
Flood
Mar Flows In...
3,334 1,644% [II|  High Concern Index, Max Flows Spoof, TCP_Scan
Initiated, New Flows Initiated, SYN
[ Flood

High Concern Index: The host's concern index has either exceeded

%
Sthe CI threshold or rapidly increased.

5 Max Flows Initiated: The host has initiated more than an acceptable maximum number of ﬂowJ

ated: The host has exceeded the acceptable total number of

% Alarm Count By
gnew flows initiated in a 5-minute period.

Type

4
25%
@ SYN Flood

{SVN Flood: The host has sent an excessive number of

{TCP connection requests (SYN packets) in a 5-minute period. i
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= | About the StealthWatch Management Console
The StealthWatch Management Console™ (SMC) is an enterprise-level security management system that allows network administrators to define, ‘
configure, and monitor multiple distributed StealthWatch FlowCollectors from a single location. By integrating and correlating data from each
StealthWatch FlowCollector, the SMC allows network security teams to reduce security vulnerabilities, increase staff efficiencies, and decrease operating
costs.

Providing a comprehensive view of the entire security infrastructure, the SMC enables organizations to better manage enterprise-wide security. It allows
drill down analyses into correlated forensic data to help network teams identify hidden vulnerabilities and enforce network security across the enterprise.
The SMC's powerful graphical reporting capabilities also save time and money by accelerating the monitering and review process.

The SMC is deployed as a separate appliance-1U (standard version) or 2U (enterprise version). Setup and configuration are similar to that of a
StealthWatch FlowCollector (for more information, see the Lancope System Configuration Guide). All SMC database resources, software, and the
desktop client application are embedded within the SMC server. The deskiop client application is dynamically pulled to the administrator’s computer when
the SMC software is launched

The SMC also provides a SOAP-compliant API for access to data from external applications. !

Related Topics

Getting Started

Launching the SMC Client Software
Installing and Upgrading the SMC hardware
About FlowCollectors

About the graphical user interface
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Import Ranges...

Advanced Policy Options

Enable baselining for Hosts in this Group:

HHI

Disable CI Events using excluded services:

Disable flood alarms and CI Events when a Host in this Group is the target: [ |
Trap Hosts that scan unused addresses in this Group: O
Help oK I [ Cancel I [ Apply I

P BHREMEMENAG, BFARSTEUMPMZENGR, RAEEZEE > A
Bt

P ENBAUERFERFFH, SFUTHERTN: <. >27 5 {[+=_-0"
& % $#@!~"F T .
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& Domain  : Lancope ® Time : Today
& Host Group : Catch All

Summary - 29 records summarized into 29 records

First Active i Host Groups ¥ Host + Operating System i
Aug 26, 2011 4:24:38 PM Catch All 172.17.64.66 -
(5 minutes 5s ago) B
Aug 26, 2011 4:23:20 PM Catch All 10.0.0.4
(& minutes 23s ago) =
Aug 26, 2011 4:21:48 PM Catch All 10.4.2.11
(7 minutes 55s ago) 1
Aug 26, 2011 4:21:47 PM Catch All 10.5.4.17 i
(7 minutes 56s ago) '
_"Wﬁuﬂ-‘-—-—mt h Al W"‘“—WJ
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ENEE
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. @ Stealthwatch Labs Intelligence Center

=4 Host Group Dashboard
Top
Status
Security
. E E tctynsmrvm Hosts
" L& Bxternal Dev Traffic
Reports
Flows
Configuration 4 ‘ [5) Host Group Properties
Expand All Ctrl+Shift+E
Ctrl+Shift+C | [E] Host Policy Manager..
Refresh Tree Add Host Group... [\
Edit Host Groups...
Host Locking Configuration...
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Q) Outside Hosts Browse...
Ranges
Import Ranges...
Advanced Policy Options
Enable baselining for Hosts in this Group:
Disable CI Events using excluded services: v
Disable flood alarms and CI Events when a Host in this Group is the target:
Trap Hosts that scan unused addresses in this Group:
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10.52-55.3.
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10.53.3.255. M 10.54.3.0 % 10.54.3.255 LAR M 10.55.3.0 %
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AR AIN TPv6 TP MLk, JULAZRAE T R ik 455 1 3.
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ZATEE 2001:DB8:0:56-58:ABCD:EF12:3456:1-10
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EHAM R

AEEHTENHLH, BT CENAR ARG o @HE, WO
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Host Group Membership Report x 4FE

& Domain  : Lancope

& Host Group : Lancope Corporate

Host Group Membership Report - 56 records

Host Group % Defined in Path =0 Range %| size % | StartIPAddress % | End IP Address %
Lancope Corporate .. 176.0/20 4,006 .. 176.0 . 191255 o
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> DMZ .185.0/24 256 M. 185.0 NN LAm.185.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering ——0.0/19 8,192 0.0 31255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering E.5.254 1 .5.254 E.5.254
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering ...24.3 1 ..24.3 ..24.3
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering .175.200 1 i.175.200 .175.200
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering . 55.111 1 S 55.111 .55.111
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering i .55.112 1 1.55.112 .55.112 L
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet 8 .186.0/24 256 SR, 186.0 SRS 186255 1
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet " .187.0/24 256 1.187.0 4.187.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet e .188.0/24 256 L. 188.0 SRS 188255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet i .189.0/24 256 .189.0 4.189.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet R .190.0/24 256 .. 190.0 SRS 190.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet L 191.0/24 256 .191.0 4.191.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Other Private 10. 16,777,216 10.0.0.0 10.255.255.255

Addresses b
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Other Private PE.0.0/12 1,048,576 P.0.0 .255.255
J— Addrw o

FEHEIE
©2016 BRIARFKEAT. WIAE. 97



ateat]ie
CIsco

EP S

98

R

HH R B SR M 22 T X 2% 3 R Y SE ML 2 TR RS R AL I, e n] DASE
B WM ST AL o Stealthwatch PR T BRI, 8 2 63 AT DR 757 ZE%)
HEAT B o

seAh, BB AT DAREAT AT 56 A (I & DhRESURIIED B @R K
AHE, WML RGI R,

DHCP Servers j/ s

Domain Contrallers

SMSSevers

XA RT DA B 2 e AR BN IR R, ATUMTEE
I AR . A B T A AL, FTRARASRE AT T A A R

e BIEKRGE, WA ZRR (EHHZMANZ , REIEHFRR > K
W3 I SE LA 2 B AR S AT 3 D) fE

ENEE
©2016 BRAFKAF. MIAE.



afrafr.
cisco

S

& FO¥E ) E R

BRI R, SMC o S0k 20 SR AT S PR A — MR B B (8
S, MISRME DY O R, BB A2 B0, e L
B ORI AR ORI W7, BB 4702 SMC e e O
HORAITITRL, AT SRS i T B B AT 10 LB A5 8.
At LT A

> SMC BRI TR

> EHLLL IR

PR E ORI R

LB FR4EHI E AR
©2016 BRAZK AT . WA 99



ateat]ie
CIsco

SMC B EIAIZHI E R

SMC £l & 85 VF 2 BRI, PUER R — Ot s AR
RAFER . EU7 R IR L HI TR, 35 78 3 R GEFRIRTS > 6T R >

[BRIAFZEHI R LK) -
A& SMC ## i & BRI HI AR SR Ga B FHESD  BL RN T AR
150 BH <
4RSI R IS EAR B RS B SRR . EUTHS P ER
i
P EER
P EHIAREIR
) 4% B B2 1 TED AR 2 T AR SR 44 7 S B NIl B 0 48 BB B Bl T A AR 5%
2. TR £ 2 REE:
PoEE
| R0
P HIEEX
P mEmH
P EFR%
IR E S b E R A E AR IR A G S A ik I R BB S B B R . 7
LA E8 4> o B R BIR
P HIREXER (5K
P MBEWEIEELERBLINEE
P BUREKIREMS
P 120 % LEfE (5K
DDoS 3R 4%HI R A ERIZ U TS A
P WHEERMAENIE T4 % DDoS Eihsk DDoS Ky
SEF
P AHEEHIME EEEBHERMIEMIES
DDoS S5 HI iR A E AR A X AT BE TR B B 45t & 4 DDoS I

THRESESRERRNELMER.

PLE A= AR
100 ©2016 BRIARFAE . WA



afrafr.
cisco

LI Em R X Stealthwatch REWER L REE
REARIER. EUTES hRREEE:

AEWERIEH R

FHBI=HIER

E O EEHIER

ZEORE I E IR

R

SMC #=HIE#R

©2016 BRAZK AT . WA

»

RS ETTE

s MUWEFITER

o RIS

o MUWERT

EiRIATF
MEWEREIRED, B30 X
MEBWERERE, FI30XK

BX “ENAE EHERMER, FSHE CENEES
HER” (% 10350 .

=S AR A X ETE I QIR 8 R S M E R ARG

o

»

v Vv v WV

FELUT &R S i R B -
MEHIHER, &I 6 M

FIREANEFIH L, &I 6 /Y
R EANSEF L, &Ik 6 N/
HZ2SARIENER, A
HRERRYENRE, Hh

HAZHIE R R A KPR DR R B M ER A RIEH

.

»

v Vv Vv Vv

AT ABS i B3R -
EORSME

BONARE
BEOZKITHER
BEOMBAE
DSCP i g

HAEHIER R R A XA R SR EIARAEIE. £
T ARG R IR EHE

4
4
»
»

MEBKIEEM

SNERKIEEM
HaFATHEREMN
RAEBAE I ER S ENENER

= FIEIR R A X SMC izl e R EZEHRIER.
FELUT &S i BRI -
P SMC kg

P SMC 3R

»

2R SMC B4

PLEFR¥= S AR

101



ateat]ie
CIsco

R FEHIE R =S IR AT E AR E RIHE R ER. EUUITAR
o R

P, SRERERENFASNEREH AR

P TCP#RIE, skEMEBEHMIINBENEIEE
P AEREAFASNER T K AR RE SR

P ERFASNERETIE B EM

iR
#? B RRETFIEROIEMIER, 1ESH SMC ZF i BHIA .

B FRE I E AR
102 © 2016 BRIAFZ AT .. RIATE-



afrafr.
cisco

E N LET=HI E R

VAR AR O ade LA A B 2% L 2 A AR S0 1 BT AR A A
. SEHFEE 5 2B N SMC WEE— k. BRI RIEICR, 1 B J6 sl
TR AR TN, RJ5 M SMC TR A IRVGEFRRES > $2HIHR > L
2R T AR -

File Edit View To|

Statusj}Seturity Hosts Traffic Reports Flows Configuration Help

BP‘-3 Host Groups
% Inside Hosts

Host Group Index Counts

Dashboards * || Security Overview
w  Alarm Summary Cyber Threats Dashboard
‘£2 Enterprise
- 7% sMC Alarm Table DDoS Alarm Dashboard
B L © stealthwatch La Host Group Alarm Counts DDoS Traffic Dashboard

Host Group Dashboard [

@, # Flow Collection Trend
@, £. Bogon

L. command
: £ Tor
[+ @ Netwark Devices
) vM Servers
B (4 Maps
[ 3 FlowCollectors
- [ Identity Services
‘- [ External Devices

Traffic Dashboard

sFlow Collection Status Alarm Dashboard

Data Loss Dashboard

MNetFlow Collection Status
Interface Status
DSCP Status

Interface Summary Dashboard
Interface Traffic Dashboard

E N EEL EERE E KEELE

FlowCollector Dashboard

Mitigation Actions

External Events

AT R AT E LA B T AR P9 2 LT DU 45 2

VAR

T BIAR T AR (1A

R =
=B R
= 2 A
WOE H
p=|
|

PLEFR¥= S AR

©2016 BRAZK AT . WA 103



ateat]ie
CIsco

EABIEHER - B4& DT

“ NIRRT : g J\ﬁﬁ361 bt AL B2 e A B B TR AR
TR . HAH IAEHIEAR, 35 R A RS .

Host Group Dashboard >

¥ Fiter & Doma : SmokeNet-Alpha
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1506 % of Bytes _* Host +| Bytes +|Flows? |Peers+
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i Network | w4 Security | wa Alarm Summary|
Active High Concern Hosts - 12 records summar... ¥ | & | Alarm Trend, Last 2 Weeks 8 |°
Host + a = % 2 2,500
lesgfw01.lancope.local 9,152,712 45,764% | * | 2,000 -
(E——0.1) || 1500+
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( 0.1) 500
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1163 34d72| 1722% _” Active Alarms, Today (Unacknowledged) - 59 records
Se.184.1 319,587| 1,598% _” Alarm % Source % |Source ... Target % |Target...% Details % [Start Active Time™*
Losa3 276,936| 1,385% _” Host Lock |spyglass.lancope. | spyglass.l | + ##.10.200 | United | Rule #1 David Jan5,2012 |~
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Displays a graph of the hosts suspected of originating a worm on
the network, and the hosts that have propagated the worm to other
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Other Private Addresses 172.16.1.10 368,810 123% (I TCP_Stealth
Sales and Marketing, S 3,58 357,859 110% I New_Host, UDF_Scan
Other Private Addresses
Other Private Icsgfw01.lancope. local 9,028,476 90% [ Fing, Ping_Oversized_Packet,
Addresses, Private (. 0.1) Ping_Scan
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United States S 35179 35,537 71% I High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan -

United States . .35.180 35,486 719% [____1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan 3
l:r United States S 35,181 35,597 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan

United States - .35.183 35,517 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan

United States W8 35184 35,541 71% | High Concemn Index, High Total Traffic Asymmetric_Route, TCP_Sean

United States .35.185 35,609 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan

United States 35,186 35,501 71% [____]| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan

United States ¢ .35.187 35,613 71% ]| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan

United States #.35.188 35,517 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan

United States . .35.189 35,490 719% [____1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan

United States S 35.190 35,535 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan

United States - .35.191 35,543 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan

United States 35,192 35,530 71% | High Concemn Index, High Total Traffic Asymmetric_Route, TCP_Sean

United States .35.194 35,608 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan

United States 35,197 35,493 71% [____]| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan o
Details - 1 record L =
Applia... = Server Services = Client Services > Server Applications + Client Applications >
SmokeNetA http. HTTP (unclassified)
-NetFlow-1
(1.6

2)
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100% I EHD o« BEF FSI Ao tbET 50% KENL, i

ymmetric_Route, TCP_Scan

RS EIREOS B AL . U I AR B R A

4
fymmetric_Route, TCP_Scan

'mmetric_Route, TCP_Scan

Ymmetric_Route, TCP_Scan

50% E,:J E‘Ej;ﬂ.x o gymmetrlc_Route, TCP_Scan

&ﬂmetric_Route, TCP_Scan
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- [z Network Devices
o iy HEBSR SR, WIS B B T A M AT 6
O e BEAREFIHR I
EV(;.D.D—HnageBuilder %T??ﬁ%ﬁﬁjigﬁ%/l\%?f@ﬁiﬁ:
FlowSensor-VE
f/ ;e:t.D.D—F\owSensor—VE } %ﬁ%ﬁ - @aﬁj’\jﬁﬂ StealthwatCh ?ﬁ%qﬁﬁﬁﬁﬁ
= § :t:ﬂr;:;gement Network ﬁ*& H@ E% EE %&ﬁii?ﬁ*ﬂt o
- P iscsi
& ﬁ Meps P EUML - B Stealthwatch FlowSensor 1 5 1) iz
; ﬁ ;m:ESNem NetFlovi-1 L
TP .« FEAMZR B 735 1 A2 ARV AR 0 ] Ak mT 4 28 L 25 M
- L.
¢ _8_5
¢ _8_6
- 87
- 143
_— E .
- Ichqgwﬂjfl:ncupe local I nte rn et I)"_, E_ *Eilj_—:
§ :qa test22]§f|zai{lsancope local
e “ TR R 7 BRI AR K A R
@ " 177.252 RIE RS s . ZLR IR SCRY, 153 ik
[ UGRFEC > 3TTF . RGIBERI AT IF LUR AEAE .
& %“ﬁﬁmifﬁiﬁw ) W “ HIRPREMIE” SO, R RS E
=) 3 Identi Ser\:ices

- Open
Name “?|Document Ty... = | Last Modified ™! |Public Docu
My Domain Domain Mar 12, 2012 L 4
Dashboard Dashboard 10:21:55 AM
Corporate Corporate Feb 29, 2012 L4
MNetwork MNetwork 7:13:13 PM
Overview Overview
Daily Report Daily Report Feb 29, 2012 L
(Today) (Today) 7:13:13 PM
Daily Report Daily Report Feb 29, 2012 L
(resterday) (vesterday) 7:13:13 PM
Domain Domain Feb 29, 2012 LV 4
Dashboard Dashboard 7:13:13 PM
Internet Traffic Feb 29, 2012
Overviews 7:13:13 FM
Security and Security and Feb 29, 2012
Traffic Overview | Traffic Overview 7:13:13 PM
I I I

[ List Al Public

Wi 2 R 4% [t B
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Internet Traffic Overview x

¥ Fiter & Dom

Internet World & 5 Top Internet Users, Last 5 Minutes - 12 records
- , -

Host Host Groups = Bytes + |Peers &
©.0.156 Other Private Addresses, 5.8M 4|~
Private
0162230 SMC_230 3.08M 3
..0.39 COther Private Addresses, FR 2.25M 3
SemL162.239 Public 2.24M 3|
$.162.231 1.162.231 2.16M 3|
#.0.56 Other Private Addresses, 1.05M 1
Private
061 VMWare60, Other Private M 1=
Addresses
. 162.241 VMSMC 849.55k| 1

op Internet Destinations, Last 5 Minutes - 12 records

Peer Peer Country
126,194 & 11.58M 1| -
Canada ™
§ R 1135 = 4.49M 1
United States
EX 3 W .225.232 1.83M 1=
2 United States
§ 4 1.213.52 (O] 1.78M 1
2 Canada
£
5 W—.212.93 1.3M 1
United States
6 L0 124.96 1.26M 1
United Kingdom
M- T T T 5
7 S 45 1.09M 1
05:00 06:00 07:00 08:00 e o

Last refreshed: Jan 5, 2012 8:52:42 AM - Next refresh in 0: 11
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MR, E TSR AR UGE PO > $TTF . RGRERI2ATIT “4T9F7 Xk
HEo e “AFMZMEER” SO, AR5 s e -

Corporate Network Overview x are

¥ Filter & Domain : SmokeNet-Alpha

Funetional Map ERece s Current Top Utilized Interfaces - 120 records 50

Interface B Direction % Current Utilization -
‘‘‘‘‘‘‘ ifndex-2 Tnbound 61.51% T 11~
— findex-6 outbound 61.51% 1 ]
=——m ifindex-2 Tnbound 60.7% 1|
J—— ifindex-6 Outbound 60.7% 11
—=—_ -
= =) ethz Inbound 2.27% {1
L — = —
N, E eth3 Tnbound (7Y —
=== eth1 Tnbound 0.55% 11
ath2 Inbound 02% {1
s Uplink (vSwitch) Tnbound [SECY —
—
= Uplink (vSwitcho) Inbound 0.16% 11
P a — S ifindex-13 (vSwitchQ Qutbound
STEAE.I'_E " _——=m ¢ ) 0.09% {1
- th3 Tnbound [—
ol — 5 e = 2o
e ifindex-14 (vSwitchd) Outbound 0.00% 1
ath3 Inbound 0.07% {1
eth Tnbound [FEY —
Internal Application Traffic, Last 4 Hours ifindex-3 Tnbound 0.01% :u
120M ifindex-2 Outbound [IE m—
100M
o ifindex-12 (vSwitchD) Outbound <001%__[1
2 ifindes-13 (vSwitchd) Inbound <0.01% 1]
o 60M
& Uplink (vSwitch0) Qutbound <0.01%
B am findex-10 (vSwitchO) Tnbound
= ifindex-10 (vSwit oun <0.
o (@ ) [0TETY —
ifindes-10 (vSwitchd) Outbound <0.01% {1
06:00 07:00 08:00 09,00 ifindex-2 Inbound <0.01% {1~
Last refreshed: Jan 5, 2012 9:02:07 AM - Next refresh in 4:46
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BT ECHHRA Stealthwatch | g5 eoterprice
EWCRES T HAOR b, A MREIETR. | e s

[ @ Stealthwatch Labs Intelligence Center
=N ‘s Default Domain

03'3 Host Groups

- (=] Network Devices

- [ WM Servers

= Ichggwil.lancope.local
.200.1
0 .177.252
1841
.184.3
[1,% FlowSensors
= 20.149
- [ Identity Services
- [, External Devices

EHESHB S B0 CR, 5 RIS AN LR “ PR ik
W, SREXNEFHE. REFERISFTIT “BIRE” SO AR SO EoR B H 4%
A ¥ b IEAE [A) 1 7] sFlow [#] Stealthwatch 37 & USC£E %8 B 1] NetFlow 1]

Stealthwatch Jil EWAE A R EEHR M D (IS HE) HRITHEER.

Interface Status %

¥ Fiter & Dom, s a ® Time : Today
8
Interface Status - 4 records

Expuner : Interface = Direction = | Interface ... = Current Utilization ! | Current Traffic (...72 Maximum Utilization = | Maximum Traffic ... =
©.29.249 iflndex-2 Inbound 16 61.3% T 1 613.04M 62.3% T 11 623.04M
- .29.249 ifindex-6 Outbound 16 61.3% 11 613.04M 62.3% 11 623.04M
0 .29.249 ifindex-2 Outbound 16 [0 ] [LEC) ]
.20.240 iflndex-6 Inbound 16 0% 11 0% 11
3. i
_—— TR
« 4= ” Al > | o Se
7 SRS TSR T BR ASA S22,
oy =
E ::l}ltl. i*u ]X—X_l Qg |$
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sl “ERIRE” SO BRI - EFTIT O iR - RS
XHEAER, AR ARZIEH R R B

=Y Interfaces

Dat

2 elme D Filter by Direction

Interfaces Inbound Outbound

Filter by Interfaces '
B[] & & 8% 5.103
3] - .29.248
C

m

B[] & & #s 1254

- [ &5 wew.200.1

B[] & % 4% .177.252 -
Selection
SmokeNetA-NetFlow-1 -> 20249 -
‘Sear:h: [<N>] ‘

e o[ ]

s T P A A P N BRI th bR IC . TR, B ATZ SO AT LD
PIRIE Tt ds (ME— A RIEPRCRIRTD o s S a8 A S I AE DU RS
igbric, e, e, “RIPRE” SO ER BN R E S THE
SO 1 N S v

Interface Status x

¥ Filter ® Domain : SmokeNet-Alpha Time : Today

Interface Status - 120 records

Exporter % | Interface % | Direction % |Interface...* Current Utilization 1| current Traffic ... ™2 Maximum Utilization % |Maximum Traffic ... %
48 29,249 ifindex-2 Inbound m 60,000.24% _‘ 609M 62,304.15% _‘ 623.04M | &
C o 20.240 ifindex-6 Outbound ™M 60,000.24% I 609M 62,304.15% [ 623.04M
488 29.248 ifindex-2 Inbound 1G 61.22% I:E[] 612.25M 62.1% I:E[] 620.96M | _
#0088 29.248 ifindex-6 Outbound 16 61.29% :[[] 612.25M 62.1% :[[] 620.96M

.0.43 eth2 Inbound 16 07% 1 30.69M 8.76% 11 87.59M
25,144 eth3 Inbound 16 0.42% u:[] 4.22M 9.2% |:[] 92.03M
©0.0.248 | Uplink (vSwitch0) Inbound 16 02% 1 2.01M n.82% 1 8.15M
25,156 uplink (vSwitcho) Inbound 16 0.17% ﬂ:‘] 1.68M 6.34% |:‘] 63.36M
#iaE.0.249 ifindex-13 Outbound 16 0.1% |:[] 1.01M 0.4% |:[] 4.02M

(vSwitch0)
#aE.0.249 ifindex-14 Outbound 16 0.1% :‘] 968.1k 0.41% I:‘] 4.12M
(vSwitcho)
o4 eth3 Inbound 16 n.08% 1 751.09k EZE™Y — | 3.38M
Bl fra® R

IR E M e
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Interface Status

¥ Filter & Domain : SmokeNet-Alpha Time :

Interface Status - 120 records

|_Bgorer _#| nterface #|__Direction _+

8 29,249 Tnhound
ol 29 249 ifindex-6 Quick View This Row
I 00.20.248 ifindex-2 for Interface iflndex-2:
§0.29.248 ifindex-6 | 4 Interface Summary Dashboard
- 0.43 g = Interface Traffic Dashboard
Top [t | 1 Applications
Status P Services
Traffic Y| Ports
Flows " | Protocols
~ Hosts
~ Peers
. Conversations

Blhn, WREFEEERT > XiE, WEos “HRAA TR SR, WBUR R G
o “HERFERTIN AL " SORARIEHE A FE AT X EE siidid . Jr ) (arfEd
JEHPERD RRZEGEA S ARE (AEED  WIAPNESmRE. I
I L AR B A S T T (AR

Interface Status x Top Conversations x 14r @

¥ Fiter & Domain : Smok a Interface Speed
& Export 9 Interface Th
&, Interface : ifindex: Direction
Time

% of Bytes % Host Role + | Average Traffic (b... | Bytes % Host Bytes Ratio +
1) <0.0.. 1| & 0 .161.56 Client S35, 152 80/tcp 88.3k 58.73M 93 100% [ | ~
(http) M
2| <0.0.. ] .161.250 Client C3sa7 80/tcp 87.31k 58.08M 03 100%. _”
(http)
3| <00 ]| % 95161142 Client 35,69 80/tcp 87.04k 57.9M 03 100% ]|
(http) 3
4 <0.0..J .161.167 Client S 35.52 80/tcp 87.03k 57.89M 93 100% _”
(http)
5 <0.0.. ]| % #5.161.194 Client A.35.147 80/tcp 86.93k 57.83M 93 100% _|L
(http)
6| <0.0.. [ 161116 Client R RECRT 80/tcp 86.83k 57.76M 03 100%. _|
(http)
S P TR " p— 50 o NPT -
£

WERMEORFTH “HERE” -

R ST B EE
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Interface

Drecion %

10

Current Utilization

afrafr.
cisco

T | Current Traffic ...
607.79M

fndex-5 Quick View This Row 60,779.16% _ 507.79M
ifindex-2 for Interface ifindex-2: 60.81% T 1] 608.08M
ifindex-6 Interface Summary Dashboard 60.81% I:Ij] 608.08M
eth2 Interface Traffic Dashboard 28% 1 27.96M
g Top , 0.72% 1] 7.21M
ifindex-147 Status V 033% [ 3.28M

Traffic 'Mad  Interface Application Traffic _‘P

ifindex-154 Flows ' | & Interface Service Traffic “

@ Interface Traffic |3

Uplink (vSwitch0) Inbound 1G 4 DSCP Traffic _1

% PpIREySwWitsho) inbousd 16 & Autonomous System Traffic -
{2 Tnbound 16 e T

BiEmEMME e
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ER

- i@ esx Top » |
L)
Status b " 1 VM Status \
Hosts v
Traffic 4
Flows 4
Expand All Ctrl+5Shift+E
Collapse All Ctrl+5Shift+C
Refresh Tree
- 1-4-137
E_ -
- & Maps
[ [ FlowCollectors
[H- [ Identity Services
[ (¢ External Devices
IR E M e
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RKGBERIFTIF “REAWUIRE” SO . ORI B R T R H— EUALUIRS 45 L
FEAER REALIA S HE R .

Time : Today
VM Status - 217 recor Eg
m—n Last Active Host Netviork Load (%) ** | Current Traffic In...? | Current Trafic O...

esxi41-203-0-15 Fedora-mimic-6-100 |- 6100 @ 38.3% 19.69%
(.0.15)

esxi41-203-0-15 ISE-6-2-20120104 > w620
(+ #5.0.15)

esxi41-203-0-15 155-66 > 1 e © 133% 0] 7.18k 18.37k|
(.0.15)

esiid1-203-0-15 Management Network | [ 1 #8015 @ EALTY m— 8.31k 5.45k
(495 .0.15)

esxi41-203-0-15 snort-6-5 > 1 s © 28% [ 1.9k 3.52]
(..0.15)

esxid1-203-0-15 vm-203-2-101-nf P 1 poe 2101 Q@ 1% ] 194 170
(% #5.0.15)

esxi41-203-0-15 vm-203-2-100-smec > 1| 2100 @ [ — 41 32
(W—.0.15)

esxi41-203-0-15 ubuntu-9-160 > 1 ‘ 0.160 @ [iECY — 8 8
(#99.0.15)

esxi41-203-0-15 ubuntu-9-203 L] 1 #.0.203 @ LY — 8 8
(.0.15)

bt e i B[ o b o et TN s o
==
R

ERIEHEA TREXRFHEZICEMNFERAREE. flm, ARAERNE
M A ER L THZERNTIRE B RAXE.

E%/mfﬁ%/\fém J Last Active Host % Alarm—s‘“ —:Network Load (%) ™

1: ’ ““}:m{}\ﬁ'ﬁjﬁ:ﬁ Fedora-mimic-6-100 I LW 6100 @ 38.3%

E > ﬁmmﬂﬁ%ﬁ { mee2-20i0m0e Quick View This Row

% . /% é}ﬁ & EI] Aj:]*a:l: :-orp\fM Fedora-mimic-6-100:
“REBHLIR R ;

SR, A TRl (T

FEZT_\‘ o ,[H:j*%i *ETE{I oo Flows @l VM Service Traffic .

A BRI+ IR 55 2o ‘i vm-203-2-100-nf | 1 w211 @ & VM Traffic w '

Fﬁﬁﬁﬁm*ﬂﬁ%*ﬂ% vm-203-2-100-smc [ 1 2100 © ol Flow Traffic :1
Ve 1 L,.,._. ——
W FR) UL R e I PP

13.3% [

7.1% [
VM Application Traffic

-
|

M Ef MR IR
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3 : Fedor -100

 Summary | w4 Inbound and Outbound | || Table |

Statistics

Total Bytes Last (bps) Mean (bps) Peak (bps)
Inbound: | 120.98M | | 10.60k] | 19.11k | 46.42k] |

[ 322.72M | | 53.88k | 50.98k |

95t (bps)

20.43k|

62.44k| | 61.5k|

Inbound (+) and Outbound (-)

Traffic (bps)

80k T T T T T T T T T T T
23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00
[ ssh [ shoutcast B undefined TP [ undefined UDP & ntp [ https M dns

Last refreshed: Jan 5, 2012 1:51:24PM - Next refresh in 4:17

MATHERIUR, AT A RIS R .

VM Status X VM Service Traffic <

¥ Filter

Summary | 4 Inbound and Outbound | [ Table |
Inbound

Outbound

ssh

Inbound - 7 records

4+ | Outbound - 7 records L

Service + | Traffic Inbound (bytes) ™" % of Total : Service ¢ | Traffic Outbound (bytes) * % of Total +
ssh 122.5M 90.78% [ ssh 325.41M 99.96% [
shoutcast 238.55k 0.19% ] Undefined UDP 48.71k} 0.01% ]
Undefined TCP 28.71k; 0.02% ] Undefined TCP 35.82k: 0.01% ]
ntp 10.4k <0.01% ] shoutcast 25.27k] <0.01% ]

https 262 <0.01% [ ntp 11.24k <0.01% ]

dns 112 <0.01% [ hitps 338 <0.01% [ ]
Undefined UDP LT — dns 38 <0.01%[ ]

Last refreshed: Jan 5, 2012 2:01:25 PM - Next refresh in 4:57
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RPMWH, ARk iER. RGBS
S N ER, ML AR 2 AN T

4 Applications
Services

wd VM Service Traffic © Ports

@ Save As ..

© Hosts ‘
Peers

i
|
3
1 Protocols
i
it
3

+ Conversations

A A A\ e AR A A b A P

flan, nRARGEFEEERT > ML, RG0K S,
WoR “HEREERTAIENL” SO

VM Status x| [f] VM Service Traffic x [[] Top Hests x

T Filter & D Net Direction : Inbound
a-mimic-6-100 Time

'] %ofBytes T2 Host. = Host Groups i Host Role + |Average Traffic (bps) ®
1 100% [N 6100 @ VLAN203 Server 19.11k 124.00M
1w ] Total (1) Server 19.11k 124.09M
S,

“HEAFERTI AL SORIRIEHE A S AT 10 EALS HR B R . Jr1a (TR
a PN FonizEdR O E A RE (EH0 A PHEsRRE. ATk
ST H PR B 3 P 1B T U

ARSI, ARJE B — A5
s R PR R, TR BV

VM Status - 217 records
I k /> “ E‘ v M2
ZH BT s At SRy, S 3 ] T T e
esxi41-203-0-15 Fedora-mimic-6-100 | 6100 ©
(WN-0.15) Quick View This Row
si41-203-0-15 20362 ©
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Collapse A Ctrl+Shift+C

Refresh Tree

ARGUGITIT L PEARXAE: ) B 67 Tl . /8% T2 H 2
e PP A& BT PR SR 8 45

Filter - User Identi

= Domain/Device
Domevice Domain: | SmokeNet-Alpha -
Date/Time Filter by Devices
+| Engineering ID-1100

Hosts "] @A D-1000
e

Advanced

iE
—— P TEREHTFE RS EENERNREAE. MRIEMKRITF
77 A TR, TRITF CHARE RE.

P EEREATHRF IPHUMAESHEE, ESF “H8E” REL
BRI & T IR SR AE LUMBR B AR .

3. miEmAEH. REKIIT Cmg” T
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JHR S AR

- Filter - User Identi

e

Domain/Device

Date/Time

e

Hosts

Advanced

Filter on User Name

User Name: | jsmith]

Filter on currently Logged InfOut

(@ Logged In () Logged Out

x|

Limit the number of User Identity records returned to

5. BUNIEOLT, izl SR H ik i) I8 S Al QB RAEHE M s b
s BRI O SR 1P ik
TR R P AR [ B SR B 1P Mk, 5 A s AR SRR A
P IEHE UM R S hric, X5 R pE g H0I/ A T S AR

KIS TR E F o

6. WURTE, TEERRHIRE R B DR BT B A E R LR R ML

xR

P EmRATRFANREEL, BETREE RS R AR

S, WEEMBE, ESE SMC ZFF 55 Y74

7. AR, RGHERSITIT M B SO, ST REoR SRER T 4

Sales eting,
Other Private Addresses

oaElos AN MRRAlRs o I P e  es  p pnin

Y ’IR:

tj/ Wk P bt 4T FFAA LR E AL IRER.
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SEMEMBAEO (EN®RE)

B SECA N PR CAFT g TP Huhb i) “ FEHVERIE. SHSRE O &oid, M
BE G AT

1. BEBMEHT “APShn” CRREK P Hihk?

P WSE, X TP bk PAFT R EALEREE, SRR RIPIR 4,
PR, HEEDE 2,

2. fESMC LEf:H, f£ “eRER”
FEREEN TP Hilk, SRIEH%
Enter. “H#R4ER” MHEHEE B S0 Hosts:
SMC 1 BoR1ZHhE ) &M B 71 oot N 2.65
=, WG TR

Search Results for 10.201.3. .

¥ Lancope

3. XiZENLIP HihEAEH .

4. FTIFENURE)E, SESHEEO
ETF

rity | [} CI Events | |l Top Active Flows | |1 Identity, DHCP & Host Notes | || Exporter Interfaces

Exporter + Interface s Description s Confidence (%) +
core6500 Vian211 Desktops 100
(—0.1)

Inbound 47.66% ]

o Vian2it Current:  1386M 9242%
Flowsensor etz Inbound 1.72% ] Maximum: 248.58M 1657.2%
FlowSensor eth3 Inbound 1.3% [| Average: 1138M  759% [I| |

etht Tnbound a 135M  90%

0.01% ] Threshold;

Available:

15M

Current Traffic (bps) ™2

Exports Vian240 Inbound 0.50% 1 5.89M
Exporte iF0 Outhound Y m—) 111M| =

Export Gigabit Ethernet Uplink Outbound 0.1% 1.02M
Exporter Vian240 Outbound 0.08% 1 825.54k| _

=

Last refreshed: Feb 22, 2012 11:23:06 AM - Next refresh in 3:47

R’
\J BRIFEEE “YMMAE” JINELA, ISEERXEONTTRASEMN
FEREMEER.
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5. ﬁEEﬁ%éEl %&&?ﬁé L (. B LA R” Fd i

4 ZZD%E, m’f‘Tﬂ?L%ﬁ%DE’J RO R PRI, BT R4
A% WWSRLT D “ BRI BN (ORI 7

PR, WAl BRI B FERTRIE SR TR, 3#%%
HiZM RS R I VEARE S, TR o BRI IR . 155
b “R RS SRS (5 174 50

EXREFREN GROBEEHmR

FEAE “HOME” fp) “SHSSEO7 SR, nREE B Bkl
ZS%E’J%D C“fer” i, R ZE D BT TP SCH) “He DM 4%
| THIR -

Interface Summary Dashboard x 408

¥ Filter @& Domain : a Interface Spee
& Bxporter : 10.1 Interface Thre
@& Interface : iflndex-1

Traffic Statistics, Last 6 Hours =) op

Total Bytes Last (bps) Mean (bps) Peak (bps) 95th (bps) Host =2 Peer *| Bytes <
198.175.91.40 10.3.2.182 1.78M
Inbound: = 731.07M| | 206.08k | 285.06k| | 885.01k = 710.17k A
192.168.140.14 10.1.196.217 890.3k
Outbound: | 629.33M| | 173.15k = 245.00k| | 535.67k|  468.93k
192.168.140.4 10.9.160.2 192.42k
Tnbound + Outbound: 1.336] | 379.23k | 530.15k 1.42M 198.175.91.28 192.168.91.20 159,21k
za and Outbound ast 6 Ho 198.175.91.41 10.3.2.182 135.7k
01 198.175.71.140 10.7.252.70 91.89k
inns—ll PPN | T YT | [ YT | (YT | T | T 108.175.91.26 10.1.159.101 68.69k
e
£ [oH 198.175.91.26 10.1.159.100 68.03k
4
& 0,05 m ! i in T Others (328) Others (928) a.4m| |
]
= o1 T T T T T T
05:00 06:00 07:00 08:00 09:00 10:00 . 0 ay
Application Traffic Inbound (+) and Outbound (-), Last 6 Hours ¥ | & | = Host i Peer +| Bytes 3_‘
192.168.140.4 10.9.160.2 (576.38k
192.168.140.36 172.28.103.1 231.80k
198.175.91.26 10.128.9.16 162.03k
192.168.140.2 10.1.193.2 138.73k
198.175.91.26 10.128.10.29 138.41k| |
192.168.140.2 10.1.193.1 137.16k
198.175.91.26 10.1.159.101 134.06k
198.175.91.26 10.128.2.1 130.05k
T T T T T
05:00 06:00 07:00 08:00 09:00 10:00 Others (928) Others (928) 3.04M | |
Time Total (936) Total (936) 5.04M| |

Last refreshed: Feb 13, 2012 10:20:16 AM - Nextrefresh in 2:41

BAE LR IR AN, AR HASERT A A e 1 RAEE T [ &
sk CPEWL “77157 21D BN CEFUNDS SR .

FAR B E SR H A A 1P HbE K 7, BTN IP sk« EALRIE. &
£+ DHCP FIENLULRH” iEI+R. 1S5 “ A8 s ve EALT
(173 70D &

HAERSHREVRAR
FESIE A F A 22 5 98 10 SE LR B SR 1 1P bk 5, FTHFiZ bk i) =ML
M, SR S 4. DHCP FENL UL TR .
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ARG REETH, BB G RENZ P AL A - R 4

[4) Alarm Table x [[] MNS8.253.93 x I

¥ Filter & Domain
& Hos

Server i User Name > Start Active Time > End Active Time vt Domain Name “t
Ichgms05 dbrooks Jan 13, 2012 11:34:00 AM Current LC
(10.201.0.16) (2 minutes 8s ago)
Ichgsvro1l dbrooks Jan 13, 2012 11:34:00 AM Current Lc
(10.201.0.15) (2 minutes 8s ago)
DHCP Lease - 1 record By 2
Assigning Server 4 MAC Address 4 MAC Vendor 4 Start Active Time 4 End Active Time =
DHCP svr01 5c:26:0a:1f:13:77 Dell Inc. Jan 13, 2012 10:52:00 AM Current
(44 minutes 8s aga)

ettt pniagasa.

ﬁu%/&ﬁjﬁﬁmﬂq)ﬂ'fumn ﬁq&%ﬁ,‘\ UEHJjjJJ:W%ﬁEI’HnM, %*Eﬁéﬁ_//\ﬁﬁ
PRt AR P AT AR

- 1’
)
\J WRIEIME Stealthwatch 3%, ALUMEMAZLUETH “APRSH”
X, HEFESIZRARXEKR P ik,

e EHERFERBTE BT

FHVRERY) “HEAFERTRITE S0 IR TR HEfL4AE1 Stealthwatch 15 % BT [
25 ANEHRA UL S BN B I R B ) 25 AN BRI ELIE B

¥ Fitter &, Domain : Lancope Time : Today
& Host : 3.65 “« c -
|7 dentification | |7 Alarms | [ Security | | | Security Events || | Top Active Flows | ||| Identity, DHCP & Host Notes| |//| Exporter Interfaces|
Most Recent Flows - 25 records B Flow Table ' B4
Start Active Time 7% This H... + | Connected To * | Connected ... + | Protocol **| Service + |Bytes Qutb...+ | BytesInb... + |Average ...”*| RTT Average * | SRT Average +
Feb 22, 2012 11:18:24 AM Client —0.23 Atlanta tcp http 6.55k 26.17k 134.04k ims 1ms| ~
(1 minute 21s ago) il
Feb 17, 2012 8:44:50 AM Client B 162.230 SG Public, BC tep https 57.72mM 2.49G 49.56k ims ims
5 days 2 hours 34 minutes ago) Webserver
Feb 22, 2012 11:16:52 AM Client M. 74.83 United States tep http 80.43k 248.2k 28.95k 4ms 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client . 234.66 United States tep http. 964 1.85k 22.85k 80ms 371ms
(1 minute 16s ago) L
Feb 22, 2012 11:16:52 AM Client w1628 United States tep http 47.21k 31.33k 6.92k sms 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client . 237.212 United States tep http 2.15k 3.13k 3.94k 18ms ims
(1 minute 16< age)
Feb 17, 2012 8:45:00 AM Client - 13.133 United States tcp http. 134.62M 37.80M 3.28k 23ms 3ms
5 days 2 hours 34 minutes ago)
w ‘]lem il 3.35 United Sfatei tep UEE 9.75k 8.56k 2.86k Fs 'W;

B4, @A RTT A SRT fH. WH SRT JH 2 &, WAT LA & o) fU7E T B 5%
7%, AR JE R R AT FR AR S5 25 T R e ke e R

R SRT {HIEH, W 1) @AE T WX 25 Fh 3 AN 1@7*53‘5%1&%% 1
BE “HEAERNRNESI” EORN, A T8, X% ] 5B e
FHLR B FFBUR GG E A, 338 R R IEES S5 RERMNIES) .
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A RSN

E 7 UL R 55

RS TEAE SR SO R 2

RS A5 AEAE BTiEG bps S0 1%

LR TR M B O T RS2 IR TR IR R 55

BEAT, BTG EARSB

b0 AR T A 25 SRV, A 38

1. TR L 8 I BT IELIE  47 XR25 2R

2. T EALOBRE R T RS R B TR BN, FTLLE
AL LG SCRBI AR (BI Malwarebytes (DR B AE) 5477
B

3 THEENL RS R TS . MR, A R

R AT AL ERZSIN, AR 5

U ARARYE X L WA R Rl AL, AR YRR IS 2 H RO IR IR RIS S, RS
AN bR dE EARRE P EAT B

© o kb=
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176

“CHMRAIR” DIRE RV E ) Web M (BRI TRIEEE ) REE 1P Hilik
FIEZE . & LLE M Stealthwatch B FEIEH] & (SMC) % 7 i 7 [ 8¢ SMC
Web [ 511 )5 2 Web 37 FH 50804 /2 .

TAETTUMEA “Ahsk” DhReskela@thal iy, BLA SMC % 5 i 7 [ PR
Bl %] SMC Web B FH S .

Stealthwatch &Gt HL3E LA N ERIA Web N (EHRIETD SKRECA M “AMTER”
Digg; BEFHENAINE] Stealthwatch R4t :

» EF} SenderBase
» DShield
P EHURE
Stealthwatch i 8 #4737 LA I LA 1P Mkl 55 245 B Web B G145
BigFix
CiscoWorks
R 3 IR 2551 % (ISE)
Splunk

Tripwire

v Vv Vv Vv Vv V9

Ziften

BE:
ERMIEBATIIED, W BiER SMC Web AR EFHSMIEREET
. EXWAHITHFEENES, ESH “REINER” .

BcE MR E %

AR, BRAE M EE R} SenderBase. DShield Fl EALAFR, LA T4k
ERETHRINAE; N K e AR NS Stealthwatch 245, FK HAdAT AT Web N
Hikshe— A, SIS INE] Stealthwatch 248, BHAT I ERAE, &1
F SMC Web B FHifH () “AMBAIRELE” TH.

=
HHKE v6.7 B, FEARGRMBENINBEIRIZT, 7 v6.7 1, BEHERMNMER.
Stealthwatch %A B {EF webLinks.xml R EBINEREIXEE .
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R TT R, ke LA B 2R 1% 3] Web N R E S48 (WERILE NS

AT EEH R HAT AR 1P HbER, A RIEIX LS

BN AR GO B K IEF] Web NS HL, 58 EL TP ER:

1. £ SMC Web B HIFE M “ AL TRk, RixsiE TR > 3 & > 4t
HERKE. RGMHUSATIT “SMEEHRECE” T,

B AR A T A E R IhaE (B IR B HACE PLIE LR
D, HAdERAT BRI B8 2R .

FAEARNIA HI A ARG I, 5 i8S o LUy Bon IR .

;\,anw e T VI e ea Vo

DShield.org (Source IF)

|

]

}

i C

? Cisco
% Host Re
g Host Re
2

{

DShield org (Target IP)

(5. N I~ I I . O - 4
X X X X x x

2. AEINIAMRER. RGO “HMRER” #a.

P e e o S T e s SRS R s o ST

ara
3. EARTTTIEH T Bt AN H -
i
P A URL

4.  EEE Web NFIHAHS IP ML OGS S, TERIORILS “ 5 P98 IP M
hEAEAR” BIEAE.
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1E “EMSEG” F5HI5— Stealthwatch JRPE AR T B, EFIR
1P Rk 5% B 5 1P #bk .

i BE.
\ e T ERMAEMEIRIETR, YREEIR P ks Bx IP i,

FERRLE) “SHARR 7B, fiN Web MAIIZEAAHR, 124 AT
B BAE 2D ik 1P kit

iiﬁy,ﬁ%%%ﬁﬁﬁmmﬂﬁ%%%ﬁ%ﬁw&ﬁ%%ﬁﬁﬁ%
«  HAbsIP Hihk
o Hiruins
o JRIP Huhtk
o JFIROS
. EWLA
«  INEIER (UTC)
o BRI
- HF
LR IARSE, WA EAT RIS (1. ZERERCEER
17, B RTEMHRAT RIS (-)

ERE:
é; BRI LA BN ERIETR SR 20 M ERSH.

85 A RV R Web PR BRI A TG I S, et
T STHEHE, (ARSI E Web NPT 152 400 BT PR -
ST AR [P M. 0 R B A 2 MR T T 1P

i, TR 2 23 S o PR R

A 0 U 2 A ) S RO IC, U 300 45 5 S B2
BARCE 1L E] “URL A O SCPE A6 5.

==
.‘\) FHRERUTHARGPRERTHTE.
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FRIAS A= B 2 SO 25 O RS AR 2500 2 500 B A Web N I8 4T B AT
] URL #% 3.

R FAEA A R8s, Stealthwatch 28 S0 FH R B ) BR
INPREE R S5
BaseURL? [ParameterNamel] = [ParameterValuell] &
ParameterName2] = [ParameterValue2] &

ParameterName3] = [ParameterValue3] (and so on for
each parameter you add)

URL FApH A =451
Pl 1

fEF LA URL FORIAS <81 ) Web IS FH A S84 PRE0ME (Bian,
Splunk)

https://splunk-ip-or-url/en-US/app/search/flash-timeline
?g=search index=* 192.10.20.43 s&earliest=-lde&lastest=now

def String query = baseUrl;
def String url = baseUrl;

vendorValues.each { valueOperand ->

if (url.indexOf (valueOperand.getName()) != -1) {
def String convertedStr = "";
if (valueOperand.getFromValue () instanceof String || valueCperand.getFromValue () instanceof Integer) {
convertedStr = valueOperand.getFromValue () .toString():
} else if (valueOperand.getFromValue() instanceof Date) {

convertedStr = new SimpleDateFormat ("yyyy-MM-dd'T'HH:mm:ss").format (valueCperand.getFromValue () .time);
H

if (query.indexOf (valueOperand.getName()) != -1) {
String[] parts = query.split(valueOperand.getName()):
query = "";

def int i = 0;

parts.each { part ->
if (i + 1 < parts.length) {

guery = gquery + part + URLEncoder.encode (convertedsStr, "UTF-8");
} else {

query = query + part;
I

i+4=1;

i
if (url.endswWith (valueOperand.getName())) {
guery += UBRLEncoder.encode (convertedStr, "UTF-8");
}
url = query;

b

return query;
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N TR, TR S B R 56 B AE B 9] P TR ) URL %
Ao EWHEATEFRBERN “ 807 FBERH .

é‘MNMAﬁ%MWWMMWW\MWM Pk AT s oo s A

BB External Lookup @ @ Add Extemal Lookup
@ Extemnal Lookup: Splunk Lookup (Target IP) @

Name:

‘Splunk Lookup (Target IP) | Enable lookup of internal IP addresses

Base URL:

hitps fisplunk-ip-or-urlien-L index="1P_ADDR 1d8latest=now| X

Query Parameter Mapping:

Parameter Name: StealthWatch Attribute Name:

IP_ADDRESS Target IP Address [v] Required +

URL Script Builder File Upload: @

Splunk Lookup (Target IP).config

A A AP A e P A S A A AN J AP e

R

9? BRILRIESFREEZ BN AW, FRAEEHERMENSH.

w5l 2

i FH LA URL FIA R 111 Web B4 FI 2510 REST #2540 (6
i, Stealthwatch AR T -

https://lancope-smc/lc-landing-page/smc.html#/host
/172.21.114.17

def String query = "";

vendorValues.each { valueOperand ->

query += valueOperand.getName () + "/";

def String convertedStr = "";

if (valueOperand.getFromValue () instanceof String || valueOperand.getFromValue() instanceof Integer) {
convertedStr = valueOperand.getFromvalue () .toString():

} else if (valueOperand.getFromvalue() instanceof Date) {
convertedStr = new SimpleDateFormat ("yyyy-MM-dd'T'HH:mm:ss") . format (valueOperand.getFromValue () .time);

}

String.valueOf ('java.lang.Integer');

query += URLEncoder.encode (convertedStr, "UTF-8");

b

def char lastChar = baseUrl.charat (baseUrl.length() - 1);

if (lastcChar != '?' && lastChar != '/' && lastchar != '&') {
baseUrl = baseUrl + "2";

b

query = baseUrl + guery;
return query;
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N TR, T A S 0 B S B 7R R 9] P TR ) URL #%
Ao EWHEATEFRBERN “ 807 FBERH .

e,
External Lookup ©
& External Lookup: SMC Host Report @

AP AN A e e PN, A T e

Name: 3

SMC Host Report Enable lookup of intemal IP addresses

Base URL:

fttps:/Nlancope-sme/lc-landing-page/sme. htmi#/

Parameter Name: StealthWatch Attribute Name:

Host Target IP Address v Required

URL Script Builder File Upload: @

[
}
1
:
§
!
z Query Parameter Mapping:
{
!
{
7
5
{
{

g
|

10. SRR, AERAE. BORRIE “OMBER” Moy, G ENIN AR I
BUE R R ESIR T, BRYONE RS CERTH /M E R IIAE) -

MITHMERE 5

B IR Web B A E A 5% IP Huht (9 A0S B, 1552 L R 3%
1. PATRAFHEREZ —
P WIREALT SMC & S, iR IR 2.
> WIRIEAL T SMC Web B FEHl, TEEEDEIR 3.
2. WETEHLTI AR
a. fE SMC % Ui S, 4T THA S AHSK 1P ik R AR Ay SOAs
b. A% P ik
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c. FEEIRHIFEHER Y, MdAMBER. RIUM R TR,

OE" L, =
86.80.0 | Inited States e 1.193
Quick View This Row

Add to Short List jates Wi 0. 243
Remove from Short List T .15 |
Replace Short List
Host Peer Chart AEE .0.245 {h
Host Port Chart Ltes S 0.243 J
for Host 68.86.80.0:
Host Snapshot ates ©oL13 :
Top ¥ btes cers
Status b
Security b [ates 1193 {
Hosts b
Traffic i il 7. 15
Reports b ——
Flows b ‘
Configuration b [@Etes S 0.245

o, abr External Lookup % [@ DShield.org (Source IP)

£ DShield.org (Target [P

fﬂ.aﬂ.lﬂ United 5| [@] Cisco SenderBase (Source IP)

Cisco SenderBase (Targe
fssa0.77 — [@ Host Report (Source IP)
.86.80.7 United § @ Host Report (Target IP)

3. AL IR

a. fE SMC Web N I, F10T “Ardfii &4 R WHEL “ i
AL T .

b, fE “HWREM” FIEL XK B, KBRS P kR BT,
WJE R BT

c. FERIRHFRHERS, MlAMBER. RIUK RN R IR,

P o e AP I e Ny e s A T
{ B Flow Query Results

% %+ Duration < Search Subject % Port + Traffic Summary s Port % Peer
g
L Start: 08/31 - 09:26:11 AM For 02083 16384/UDP 1.2GB | 899 64K packets 2055/UDP D J
I End0a;31-09:28:50 AM il o pec s N L) 5=
{ Duration: 2m 48s View Details 4
< NetFlow/sFlow
é View Proxy Logs —
External Loockup » 0B | 0 packets

Start 08/31 - 09:26:11 AM 0.208 16384/UDP 1.03GB | 770 67K packets 2055/UDP G

End: 08/31 - 09:28:59 AM . RFC 1918 —_ ) B.RFg
i Duration: 2m 43s
S NetFlow/sFlow

—
0B | 0 packets
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FEPAT BRI TP Hbhik () 2 ) 25

TEHRE IURFE Web NI FT 75 14> K8 A6 20
(¥ 1P Huhko WIR— DTS
M e L BRI . A STEE R,

HERIF 7 o
N1 A& X T ] DShield Web 5 FH i & 1 [0l 45 2~

Threat Level: [{IE2J

/J\
1o

G IE PRI A R I

B E Web MDD, I HERIE

JEAT S AE L R AT B R

ﬁTT%?ﬁ%mﬂm AN > AE 5

S 194 TR “ BlE

a

IP Info:

731

= ‘(e‘,‘wol\:l Domain, Port, IP or Header |

Contact Us
Diary
Podcasts
Jobs

News
Tools

DATA

SSH Scanning Activity
SSL CRL Activity
TCP/UDP Port Activity
HTTP Header Activity
Suspicious Domains
Bresentations & Papers
Useful Infosec Links
InfoSec Poll Results

NOTE: Due to excessive queries, page processing has been limited to 10 per minute. Please contact us for bulk data access. B

General Information

IP Address (click for more detail):
Hostname:

Country:

AS:

AS Name:

Network:

Reports:

Targets:

First Reported:

Most Recent Report:

Comment:

3.1

edge-star-shv-01-mial.facebook.com

IE

32934

FACEBOOK - Facebook, Inc.,US }
31.13.64.0/18(31.13.64.0-31.13.127.255) 31.13.128.0

3165

35
2015-01-02
2015-01-12

- none - Fi

Note: This data is updated periodially. In order to refresh the data, click here. Not all source IPs in our database are "attackers”.
example, hosts that participate in P2P networks, mail servers, load balancers and DNS servers are some of the most common \ssi
number of reports. This may allow you to conclude if a host is a false positive or not.

Forums

View IP Info ascii format

SSH Logs

no ssh logs.

404Project Info (beta)

il

Y P,

ﬁ*ﬁ’;}lb
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SLIC ExBhilRBk S5

iz

Stealthwatch Labs Intelligence Center (SLIC) &/l /& Lancope $21it E‘J*Iﬁﬂﬁ%,
) 185 1T P 25 3 A S B e i A5 S, T HLX S5 B2 B s . SLIC B
TP A SO B Ay 2 A4 ] (C&C) AR5 a3 L ABS R =ML (i
bogons. Tor) HI%#E, Stealthwatch FJIX S v Pid . AERfHL IR A A M 2%
8

Az E DU

5F SLIC BWh5

D

SLIC s )iz 4777 30

Jei Fl SLIC s

A5 SLIC a5

SLIC %454t

v Vv Vv Vv Vv VY

SLIC EifiEAR S
©2016 BRIRFEAF. MRS 185



ateat]ie
CIsco

XF SLIC Eifniz

SLIC 52 Lancope FIF 7015 5l, Lancope I iZiG s M2 M) KA Bt
B R E M TR A ERTE Hi1E 2 . Lancope B 5T/NE (FRON StealthLabs)
LN FL,  [FIRI S =07 T X MG AR PR T RAE X, AR AR
5 O R BUME B

StealthLabs fff 7t A A S A 7= s FF R L At sE N L. GRS A3t
S, WAJLTENLGEER, ST ENLZ SR SLIC B
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11 SLIC Threat Feed Configuration (Read Only) | 28 ‘

The Stealthwatch Labs Intelligence Center (SLIC) Threat Feed is a
service from Lancope that delivers frequently updated information
about malware command and control servers and other hosts of
interest (e.g., Tor nodes, bogons) that StealthWatch uses to rapidly
and accurately identify harmful network activity.

@) This feature cannat be enabled because your license does not N
allow you to connect to the StealthWatch Labs Intelligence Center.
To request the appropriate license, please do one of the following:

- Contact your local Lancope partner.
- Send an email to sales@lancope.com
I - Call +1 888-419-1462. (|

L |
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2. f£ SMC &/ i S st o, A8 STy “ StealthLabs Intelligence
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ARGBERI T IF “SLIC BHIEHCE " R RAE.

ke SLIC Threat Feed Configuration X

The StealthWatch Labs Intelligence Center (SLIC) Threat Feed is a service from Lancope
that delivers frequently updated information about malware command and control
servers and other hosts of interest (e.q., Tor nodes, bogons) that StealthWatch uses to
rapidly and accurately identify harmful network activity.

QNoDe: If you require a proxy for your SMC to access the Internet, please dick here to
configure it,

Enable the SLIC Threat Feed

SLIC Feed Key: 201503

Note: Contact your Lancope representative to obigin your key.
The SLIC Feed Confidence setting adjusts the level of false positives from the SLIC
Threat Feed. Lower the threshald value if you can accept a greater number of false

positives in order to see a greater number of threats. Raige the value if you want fewer
falee positives at the expense of seeing a lower number of potential threats.

SLIC Feed Confidence Setting: | 7 =

e I

R
. WBEKIESLIC BMERET, NFLET “SLIC BHRRE” MFE. 4
B, BRWE—EHE, EHERRSLTIRENET.

3. ki “JEH SLIC BhE” HikHE.
4.  XREEHE G H SLIC B ?
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k=i SLIC Threat Feed Configuration b4

The Stealthwatch Labs Inteligence Center (SLIC) Threat Feed is a service from Lancope
that delivers frequently updated information about malware command and contral
servers and other hosts of interest (g.q., Tor nodes, bogans) that StealthWatch uses to
rapidly and accurately identify harmful network activity.

G Mote: If you require a proxy for your SMC to access the Internet, please dick here to
configure it.

Enable the SLIC Threat Feed
SLIC Feed Key: | 201508
Note: Contact your Lancope representative to obiain your key.
The SLIC Feed Confidence setting adjusts the level of false positives from the SLIC
Threat Feed. Lower the threshold value if you can accept a greater number of false

positives in order to see a greater number of threats. Raise the value if you want fewer
false positives at the expense of seeing a lower number of potential threats.

SLIC Feed Confidence Setting: 75

e o [ o
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BEPEER . YR IP HhEA H AR FHL 1P bk Bk 405 . fELL R, &h]
PLTE “FENL” 0~ _ERIAE B IR L 1P bk,

\ HOStS | 4 Alarm Types|
Source Hosts - 42 alarms Target Hosts - 52 alarms

%% 3 | Target Hosts - 52 records s
Source Host %| Alarm Count ™} Alarm Types : Target Host $ Alarm Count ™t Alarm Types $
0.1 2| High Total Traffic, High File Sharing | = . 25.6 1 Worm Activity -
Lrice B 17.24 1 High Target Index
o449 2| High Total Traffic, Suspect Data Loss .
= #H. 165.182 1 High Target Index
95,123 2| worm Activity, Suspect UDP Activi
e 0 W.179.191 1 High Target Index |
W.3.112 1 High Tatal Traffic .
== #in 128,31 1 Worm Activity
16,20 1 High Total Traffic =
#.63.51 1 Worm Activity
o .18L.104 1 High Total Traffic -
. 180,109 1 High Target Index =
192,94 o~ 1 —auspect Data Loss — T ——

TN BT SCRS,  ATBABRAT DL AR 45 A -
POEEF CEHRIET , X BN IR R AL IP k.
PR BRI UERLEL, RGBT BB IR R A

R BRI R A A A F AL

Alarm Types - 5 alarms Alarm Categories - 2 alarms Alarm Severities - 2 alarms

Wajor

High Concem

Worm Activity,
Suspect UDP ..

Hich Total T...

Alarm Types - 5 records & Alarm Categories - 2 records Alarm Severities - 2 records

Alarm Type Alarm Count Alarm Category + Alarm Count Alarm Severity Alarm Count =
Suspect Data Loss 13 Anomaly 29 @ 17
Worm Activity 11 Traffic 4 ] 16
High Total Traffic 4
Suspect UDP Activity 4
'—J—w-' P P ik A

EUREE
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MIETEA LR E B, 15 E] BRI o BTN, iEAE
Mg, Stealthwatch i EILES . EHA. FHEREL FlowSensor, 28 f& Mo H

KPR IEFRTS > BMR

CEARR” WA IR LU L A S| R TR 7N )
PEanfT? 7 BRESL T, CEIRER” LR BAERCERIY Stealthwatch it & IS
ar U R e R A T S B AR

4] Alarm Table x 4 b B

¥ Fitter & Domain : SmokeNet-Alpha
& Source or Target Host Group : Inside Hosts

Alarm Table - 13 records

it |3 Policy = |Start Active Time = | Alarm % Source = |Source Host Grou...> |Source Us... > Target = | Target Ho... = Details *
(37 minutes 4s (% #%.0.1) |Private Addresses tolerance of 50 allows up to | »
ago) 7.926 bytes.
¥ @  Inside Hosts| Jan4,2012  High Total | % & .1.163 Sales and Multiple Hosts Observed 12.98G bytes.
1:40:01 PM Traffic Marketing, Other Expected 12.796G bytes,
(32 minutes 4s Private Addresses tolerance of 50 allows up to
ago) 12.796G bytes.
[] % | outside Jan 4, 2012 Suspect | 4 8.195.1 China 209.182.179.9 | Lancope Source Host is using
Hosts 2:10:01 PM upp 31 1 Corporate sql-server (1434/udp) as
(2 minutes 4s Activity client
ago) to 209.182.179.91
Y & |Inside Hosts | Jan 4, 2012 High 0.1 Other Private Multiple Hosts Observed 103.33M bps.
2:05:01 PM Traffic Addresses Expected 24.97M bps,
(7 minutes 4s tolerance of 50 allows up to
ago) 100M bps. i l
L] & |Inside Hosts| Jan 4, 2012 High lcsgfwOl.lanco|  Other Private Multiple Hosts Observed 5.44M points.
8:22:33 AM Concern pe.local Addresses, Private Policy maximum allows up to
(5 hours 49 Index (—.0.1) 500k points.
minutes 32s ago) (Double-click for details)
L] | Inside Hosts| Jan 4, 2012 High kmills-11.lanco |  Other Private Multiple Hosts Observed 502.01k points.
1:37:30 PM Concern pe.local Addresses, VPN Policy maximum allows up to
(34 minutes 355 | Index | (% 4% .0.26) Clients: 500k points. L
ago) (Double-click for details) |~
L] & | Inside Hosts| Jan 4, 2012 High File | spyglass.lanco | spyglass.lancope.c Multiple Hosts Observed 26.95k points.
1:50:01 PM Sharing pe.com om Policy maximum allows up to
(22 minutes 4s Index (134, 10k points.
ago) 2) (Double-click for details)
[] & | Inside Hosts| Jan 4, 2012 High smoke-1-70  Engineering, Other Multiple Hosts Observed 770.35k points.
1:54:30 PM Concern | (% #%.1.70)  Private Addresses Policy maximum allows up to
(17 minutes 35s Index 500k points.
-ago) (Double-click for details) -

Last refreshed: Jan 4, 2012 2:12:05 PM - Next refresh in 4:22

CERR” HRZHSMC I, Bos BTSRRI AR Bt . 1
. WEREEPIITIT “ERER” , NeBR iR SR, RAEE
FUHFATIT “EREE” , WE BRI E RS Z BN & LA R
PrEfER AL, W CERR” ETTLIN . SCPERATR IR RE (AL
RGP o AL d N ER, B)e SRR R 5%
R AT IR TR -

“w NG

EXEEI

- | Aem +| Youce ¢ [soucetost Goups [souceUs..+|_ Target ¢ [Togeitos. | pels o]
: Alarm ¥ Source ¥ |Source Host Groups = | Source Us... ¥ Target ¥ |Target Hos... > Det
4 ﬂ " g : a Flow Table

SRS 162.23 S 162.2 Observed 1 01k pe:
31 Expected 658 points,
‘tolerance of 10 allows up to
790 points.
(Double-click for details)

Observed 1.02k points.

REGLEER IR, ZERMRFESIRE. e, BERANRE
ﬂh@,ENMTU%@W%ﬁ(mﬁE)OUTu%méﬂ@ﬁ,ETTH
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CERERT WG, RVFEPAT DU BRAE:
> EIBOE I ER
>IN/ ER BRI R
P PHIEBRBOEBHIE BN (Flhn, RS

E */]—:\‘j:lé‘ﬁ ” %*&Hﬂ" %éﬁ%ﬁ/—j—_\‘ “« ﬁé%,{q: ”» i*%’l s Et:ﬁs;;;ne# Alarm % Source {

Concern 4 J
Index

High
Target
Index

N |
no9,2012 Suspect
:30:01 PM Data Loss

Filter @ Domain okeMet-A Time : Today
@ Source H
4 Summary of Target Hosts | w4 Summary of Source Hosts | Table

Summary - 20 records 1oy

Start Active Time = | Source Host Groups * Target Host Groups |  TargetHost  *? CI Events z

Jan 3, 2012 10:59:01 PM Other Private lesgfwi1.lancope.local Other Private e 0.0/24 8,663,292 Ping_Scan(17292)

(15 hours 5 minutes 47s ago) Addresses, Private (.0.1) Addresses, Private

Jan 3, 2012 10:59:21 PM Other Private lesgfw01.lancope.local Other Private 1,892 | Ping_Oversized_Packet(946)
(15 hours 5 minutes 27s ago) Addresses, Private (—.0.1) Addresses, Private

Jan 3, 2012 10:59:01 PM Other Private lesgfw01.lancope.local Other Private #ea.0.52 1,890 | Ping_Oversized_Packet(945)
(15 hours 5 minutes 47s ago) Addresses, Private (WR.0.1) Addresses, Private

Jan 3, 2012 10:59:21 PM Other Private lesgfwD1.lancope.local Other Private 4056 1,890 | Ping_Oversized_Packet(945)
(15 hours 5 minutes 275 ago) Addresses, Private (—.0.1) Addresses, Private

Jan 3, 2012 10:59:21 PM Other Private lesgfwn1.lancope.local Other Private Wae.0.121 1,888 Ping_Oversized_Packet(944)
(15 hours 5 minutes 275 ago) Addresses, Private (WR..0.1) Addresses, Private

Jan 3, 2012 10:59:21 PM Other Private lesgfw01.lancope.local VMWare60, Other .. 0.162 1,888/ Ping_Oversized_Packet(944)
(15 hours 5 minutes 27s ago) Addresses, Private (.0.1) Private Addresses

Jan 3, 2012 10:59:21 PM Other Private lcsgfw01.lancope.local Other Private oanln.182 1,888 | Fing_Oversized_Packet(944)
(15 hours 5 minutes 27s ago) Addresses, Private (—.0.1) Addresses, VMWare80

Jan 3, 2012 10:59:21 PM Other Private lesgfwio1.lancope.local Other Private .0.82 1,886 | Ping_Oversized_Packet(943)
(15 hours 5 minutes 27s ago) Addresses, Private (WNe.0.1) Addresses, VMWares0

Jan 3, 2012 10:59:21 PM Other Private lesgfw01.lancope.local Other Private 023 1,884/ Ping_Oversized_Packet(942)
(15 hours 5 minutes 27s ago) Addresses, Private (.0.1) Addresses, Private

Jan 3, 2012 10:59:21 PM Other Private Icsgfw01.lancape.local Other Frivate Fing_Oversized_Packet(942)

Details - 1 record
CI Events Hit Count Concern Index Protocol
Ping_Scan 17,292 8,663,202
Last refreshed: Jan 4, 2012 2:04:48 PM ‘I
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1. Search Results for vm | XS |

SmokeMet-Alpha
E| Host Groups:

_Inside Hosts->Lancope->Lancope Colocation->Private->VMServers->
VMWares0

Inside Hosts->Lancope->Lancope Colocation->Private->
VMServers

_Inside Hosts->Lancope->Lancope Colocation->Public->
VMSMC

Inside Hosts->Lancope->Lancope Colocation->Private->VMServers-=
VMWare70

m

_Inside Hosts->Lancope->Lancope Colocation->Private->VMServers->
VMWare60

Inside Hosts->Lancope->Lancope Colocation->Private->VMServers-=
VMWare90

ThisIsATest
E| Host Groups:

nside Hosts->by subnet->NIU->
109.000 WL VMWare Subnet VLAN 199

nside Hosts->by subnet->NIU->
025.192 PS-VM-PRV VLAN 175

:Inside Hosts->by subnet->NIU->

042 000 VM N1 Deadiiction W1 AR AED

PATUL T 3RIEZ
PR R
P OLEAERER, e NSRRI .

EZMERA
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afrafr.
cisco

MEHRER R IREFHE R

FEHE EHUT AR, SB—ufill R EE PRI SO, Hcse it
P2 rp RS AL e TS

® Time : Today

“anic-

| Wentification | /1| Alarms | [ 1] Security | (11 Security Events | || Top Active Flows | | | Identity, DHCP & Host Notes| 1] Exporter Interfaces|
Mast Recent Flows - 25 records B Flow Table 'GY

Start Active Time = Connected To % | Connected ... # | Protocal “!| Service % |Bytes Outh...%

Bytes Inb... # [Average ...™?| RTT Average % | SRT Average %

Feb 22, 2012 11:18:24 AM Client Wiy 0.23 Atlanta tcp http 6.55k 26.17k 134.04k ims ims| =
(1 minute 21s aga) M
Feb 17, 2012 8:44:50 AM Client 162.230 | SG Public, BC tcp https 57.72M 2.49G 49.56k ims ims
5 days 2 hours 34 minutes ago) Webserver
Feb 22, 2012 11:16:52 AM Client . 74.83 United States tep http 80.43k 248.2k 28.95k 4ms 2ms

(2 minutes 53s ago)

Feb 22, 2012 11:18:29 AM Client 234.66 United States tcp http 964 1.85k 22.85k 80ms 371ms
(1 minute 16s ago) -
Feb 22, 2012 11:16:52 AM Client - 162.8 United States tcp http 47.21k 31.33k 6.92k Sms 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client 237.212 United States tep http 2.15k 3.13k 3.94k 18ms ims
(1 minute 165 aga)
Feb 17, 2012 8:45:00 AM Client S 13.133 United States tep http 134.62M 37.89M 3.28k 23ms 3ms
5 days 2 hours 34 minutes ago)
wﬂ J17:04 AN __[J\Enl __3.35 United Slalei tcp EEE 9.75k 8.56k 2.86k PN .w;

FERZHENROT, A dr SMC %7 b F TR T A7 B K AL 1P bk, Riv) &
BIZENENRE. < EHPRIE” R E R
P SIZENUHRI I
G RE RIS Iseih-i8 4 Y: DR
P CERENZENRAEM AR 4
P SIZENUHRII A S
P AERITLH R AR .
P AL TP bk o) 2R R bk A BB R AR 55 4R (A (ISP)
(IFERD -
P AZENUPIRAS BLR BRI BIBEAT X 2% 3805 (R I 1]
P ML IR S5 & G B AR RS (0S), MAL S ENU
RMIAEAT RSB 5
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| Host Groups: |Umted States

or |Intel Corporation | Address: [santa Clara, CA 95052 |

|Intel Corporation | country: United States

Last Seen MAC Address

Appliance Status
SmokeNetA-NetFlow-1 active Jan 12, 2012 1:00:20 FM
(. 1.62)

Information - 1 record

Client Applications = Alerts -

Server Servicas ¥ Client Services Server Applications

MNetFlow- | icmp (I inati habls netbios-ns, netbios-ss, smb MNetBIOS (
1 icmp (Echo Reply), icmp (Echo SNMP (
(10.202.1.62) Request), netbios-ss, snmp

Last refreshed: Jan 12, 2012 1:00:40 PM - Next refresh in 4:24
| e p— — — W~ - T —

ERTHSEI, BRATATUALE “Aril” E0I-R EEER RTIEENILLTER:
P ZENE AL H IP Hullk.
P RG)E —IRERNZENIESIRZLE 2012 4F 1 H 12 H.

P RGHER, BRI HAARS 2 A, ZENUEFIRAE 9IRS 25 R
Ui & 4E T netbios i & .

RIMRE
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afrafr.
cisco

EHERSI AT HMER?

CENUVRIR” B B RTINS BN AT A B R DR AR
EREE MR, (R AR .

() Alarm Table x [[J] MSNS.253.93 x ar B

¥ Filter & Dom Time : Today
& Host :

| Wentification | | Alarms | [ Security| || Security Events| || Top Active Flows| [ Ientity, DHCP & Host Notes| | Exporter Interfaces|

Alarm Counts - 1 record

Appliance + critical s Major i Minor : Trivial : Informational +
SmokeNetA-NetFlow-1 s(0) & 11(0) §
(I—.1.52)

alarms - 16 records e B =
Start Active Time ™! Alarm = Source > Details ~ | Target Host Groups = Target + | External Event =
Jan 12, 2012 Worm Activity .. 253.93 ‘Worm activity on port Other Private - 13.90 -
12:58:30 PM netbios-ss (139/tcp) Addresses M
(2 minutes 10s ago) (Double-click for details) L
Jan 12, 2012 Worm Activity .253.93 Worm activity on port Other Private 156.72
12:56:00 PM netbios-ss (139/tcp) Addresses
(4 minutes 40s ago) (Double-click for details)
Jan 12, 2012 Worm Activity §enl253.93 ‘Worm activity on port Other Private 13.58
12:51:30 PM netbios-ss (139/tcp) Addresses
(9 minutes 10s ago) (Double-ciick for details)
Jan 12, 2012 Touched .253.93 Target Host is Other Private 7.32
12:49:30 PM 172.18.7.32 Addresses
(11 minutes 10s using netbios-ss (139/tcp)
ago) o

FHGI R ERRZ, BROFERE M. EicE, M™EELEAEER,
Fir A AT DAAR B8 185 IR s 17 L T 2 e A T o
TERTHE NI, AT T/ 7B RFE BN LR E B
P BRI R IER SRR BN B ATIE EALT R R, A
R A7 B AH B2 Stealthwatch 3£ F . 7EAR|H, Stealthwatch ¥4
A T 1 AR KA 5 AN AR R

P ANARSEIIRE, EEEARRRROSEERLR,

P CERT REIRE RS b I LA SO A R TR AL
oo ARG, TATESRZENAER 7L “iFRiEsh” k.

iR
' ?’ AT “EHRIEEIRR” EEM/SUFEAXLEETHRKRE.

;El?%%ﬂ‘]%é%lktjzmﬁfﬁ‘é%&@?é, FITCATR — 2 0 5 IR DL B 5 1
LA

AZMEEA
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B B9 22 S B A ?

TR BTN AL, HAT DR “ ENURIE” () “224” TR (Pl RoR
I pTR) » BEARIENRE O S Al BB AUl S i S A5
27 R TR ISR E 1% LB IR B HAb Ty, PURAZ AR T COR R
oA ik 2 Foft AL

Time : Today

[[1] entification | || Alarms | || Security | || Security Events| || Tap Active Flows| ] Identity, DHCP & Host Notes| || Exporter Interfaces|
e dice ecord

Appliance 4 CI Value 4 TI Value $ FSI Value 4
SmokeNetA-NetFlow-1 550,546 14
(—.1.62)
ormatio =
Appliance = Has Been Touched = Has Touched Another s
SmokeNetA-NetFlow-1 + No ¥ Yes
(—1.62)
&
Appliance = |Highest Traffi... + | Total Data R... ™! | Packets Recei... + | Total Traffic ... & |Highest Traffi... < | Total Traffic...™* | Total Data S... + Packets Sent = | UDP% +
SmokeNetA-NetFlow-1 2.56k 428.41k 6,826 690.76k 5.06k 1.66M 1.29M 9,817
(I 1.62)
Last refreshed: Jan 12, 2012 12:57:07 PM - Next refresh in 4:44

BeAh,  “ AR REEIR TIZ TN AR Stealthwatch B IR & Fi R 4L
FRAEAREE . “REMZE” RESiZENUREN/ BRI R ESE, XEER
A7 BT SRS

FERTT G, BATHE B T BN L A L. BT B, &
752 CAR R AL, REX TR RGERISFTIT “ SRl EHL” 0.
£ “ O BN Frh, BATAT LR BliZm CLENLED Ol & B AR EHLN IR

RIMRE
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Alarm Table x |2 W.253.93 x| (] Touched Hosts X 4

T Filter Today

mmarized into 6 records

Summary - 6 record:

Start Date/Time ¥ End Date/Time A High CI Host Groups £ High CI Host 3 Touched Host Groups * Touched Host 3

Jan 13, 2012 8:05:56 AM Jan 13, 2012 8:05:57 AM Other Private Addresses . 238.227 Other Private Addresses o154.60
(3 hours 25 minutes 475 ago) (3 hours 25 minutes 46s ago)

Jan 13, 2012 5:03:51 AM Jan 13, 2012 5:03:52 AM Other Private Addresses e 238.227 Other Private Addresses 111.25
(6 hours 27 minutes 525 ago) (6 hours 27 minutes 515 ago)

Jan 13, 2012 4:44:06 AM Jan 13, 2012 4:44:06 AM Other Private Addresses 238,227 Other Private Addresses #8.152.58
(6 hours 47 minutes 37s ago) (6 hours 47 minutes 37s ago)

Jan 13, 2012 3:08:02 AM Jan 13, 2012 3:08:04 AM Other Private Addresses . 238.227 Other Private Addresses .8.100
(8 hours 23 minutes 41s aga) (8 hours 23 minutes 39s ago)

Jan 13, 2012 3:08:02 AM Jan 13, 2012 3:08:03 AM Other Private Addresses 238.207 Other Private Addresses #ed8.102
(8 hours 23 minutes 41s ago) (8 hours 23 minutes 40s ago)

Jan 13, 2012
8 hours 32 minutes 34s

er Private Addresses 238.227 her Private Addresses

hours 32 minutes 30s ago)

Det: 1re =
Appliance i Start Date/Time “H End Date/Time | HighCIPort = | HighCIBytes ¥ | TargetPort <+ | TargetBytes = | Protocol =
SmokeNetA-HetFlow-1 Jan 13, 2012 2:59:09 AM Jan 13, 2012 2:59:13 AM 1798 989 139 117k tep
(10.202.1.62) (8 hours 32 minutes 41s ago) | (8 hours 32 minutes 37s ago)
P prr— e S SR o e, Pt ol

WP ERAI AT, WLMERARN “VRAIME R BE BUE TS S
ey CI s VRV 178, b A1 2 LU T 32 52 AL Bl

LHEZERFRRY, FHaidi “TEHRR” L RaBFERnif. £
Hr, 2R RRADY bR A “Ping S .

s

Alarm Table x

¥ Filter & Domain Time : Today

& Host

17| Mentification | | Alarms | (7] Security | /| Security Events | | Top Active Flows| |/ Identity, DHCP & Host Notes| || Exporter Interfaces

Start Active Time > Last Active Time = | Target Host Groups < Target Host = | Concern In... ™, Security Events +]

Jan 12, 2012 11:23:56 AM Jan 12, 2012 12:56:16 PM Other Private Addresses S0 60.0/24 225,55§ | Ping_Scan(91), i

(1 hour 36 minutes 44s ago) (4 minutes 24s ago) Addr_Scan/tcp-139(246),
Addr_Scan/tcp-445(219) E
Jan 12, 2012 11:23:58 AM Jan 12, 2012 12:56:18 FM Other Private Addresses ©.63.0/24 72,16% | Ping_Scan(70),
(1 hour 36 minutes 42s ago) (4 minutes 22s ago) Addr_Scanftcp-139(78),
Addr_Scanftcp-445(14)

Jan 12, 2012 11:24:17 AM Jan 12, 2012 12:48:32 PM Other Private Addresses 8 R13.0/24 48,103 | Ping_Scan(8),

(1 hour 36 minutes 23s ago) (12 minutes 8s ago) Addr_Scan/tcp-139(50),
Addr_Scan/tcp-445(46)

Jan 12, 2012 11:24:01 AM Jan 12, 2012 12:36:25 PM Other Private Addresses 4.8.0/24 33,07¢ |Ping_Scan(24),
(1 hour 36 minutes 39s ago) (24 minutes 15s ago) Addr_Scan/tcp-139(26),
Addr_Scan/tcp-445(22)

Jan 12, 2012 11:24:11 AM Jan 12, 2012 12:46:32 PM Other Private Addresses S8 R24.0/24 30,068 | Ping_Scan(12), it
arge R ecord oh
Start Active Time * Last Active Time +| Source Host Groups = Source Host ~?| Concern Index™" Security Events %

Jan 12, 2012 11:23:50 AM Jan 12, 2012 12:46:08 PM Other Private Addresses [ 58.132 8|1CMP_Frag_Needed(4)

(1 hour 36 minutes 50s ago) (14 minutes 32s ago)

Jan 12, 2012 12:25:52 PM Jan 12, 2012 12:46:13 PM Other Private Addresses 4 8.57.164 4|ICMP_Frag_MNeeded(2)

(34 minutes 48s ago) (14 minutes 27s ago)
Jan 12, 2012 12:04:40 PM Jan 12, 2012 12:04:40 PM Other Private Addresses e 57.132 2|1CMP_Frag_Needed(1)
(56 minutes ago) (56 minutes ago)
L}

RIR
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IR E AR ZENHA ARSI, sl SR RE SR TR .

¥ Filter @ Domain : Lancope Time : Today
& Host : 5
1| Wentification | || Alarms | [{1] Security | [ ]| Security Events | || Top Active Hwts‘ [11] dentity, DHCP & Host Motes| | | Exporter Interfaces
Most Recent Flows - 25 records B8 Flow Table |'Z%
Start Active Time *3| This H... # | Connected To # | Connected ... ¥ | Protocol *!| Service % Bytes Inb... * |Average ..."?| RTT Average ¥ | SRT Average +
Feb 22, 2012 11:18:24 AM Client e 0.23 Atlanta tep http 6.55k] 26.17k 134.04k 1ms ims| =
(1 minute 21s ago) [
Feb 17, 2012 8:44:50 AM Client ©162.230 | SG Public, BC tcp https 57.72M 2.49G 49.56k 1ms 1ms
5 days 2 hours 34 minutes ago} Webserver
Feb 22, 2012 11:16:52 AM Client 7483 United States tcp http 80.43k 248.2k 28.95k 4ms 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client » 234.66 United States tcp http 964 1.85k 22.85k 80ms 371ms
(1 minute 16s ago) 3
Feb 22, 2012 11:16:52 AM Client s 162.8 United States tcp http 47.21k’ 31.33k 6.92k 5ms 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client W 237.212 United States tcp http 2.15k 3.13k 3.94k 18ms 1ms
(1 minute 16s ago)
Feb 17, 2012 8:45:00 AM Client 13133 United States tcp http 134.62M 37.89M 3.28k 23ms 3ms
5 days 2 hours 34 minutes ago}
b 22, 11:17:04 Al it #8135 United Stat t 9.75k 8.56k 2.86k =
L2 22, A1 Ml o lien P nited Stateg o nitp ] et g, s ]

W SR B A IR 5 A 1P ARSI 7, W A S DHCP FENLUEEA
EITF

Alarm Table x .. 253.93 x 4 b E

¥ Filter & Domain okeN a Time : Today
& Host : .253.93

] Mdentification | " Alarms | 1] Security | [l Security Events | (] Top Active Flows | || Identity, DHCP & Host Notes | [/| Exporter Interfaces|

Start Active Time End Active Time User Name 7| MAC Address  + Device Type  ~ | Domain Name = | Network A... = | Networ... =
StealthWatch D Appliance - 2 records By A
Server * User Name * Start Active Time * End Active Time S Domain Name -t
lchgms05. dbrooks Jan 13, 2012 11:34:00 AM Current Lc
(10.201.0.16) (2 minutes 8s ago)
lchgsvrol dbrooks Jan 13, 2012 11:34:00 AM Current Lc
(10.201.0.15) (2 minutes 8s ago)
DHCP Lease - 1 record -
Assigning Server 3 MAC Address 3 MAC Vendor + Start Active Time 3 End Active Time B
DHCP svr01 5c:26:0a:1f:13:77 Dell Inc. Jan 13, 2012 10:52:00 AM Current
(44 minutes 8s ago)
“rnnn e I N A e P
==
¥

WHIE Stealthwatch BMZ&SEER} ISE &%, FRKEUA RS9 80E.

RIR
©2016 BRIARZ AT . HIFAA.




afrafr.
cisco

IR EEEA RELFHEOEZELE, IFHE BV E s rEE 2 3
bR, 15 A R AR DR IR

T Fitter & Time : Today
«
|| Mentification | '] Alarms | (1] Security | | 1| Security Events | | Top Active Flows | ] Identity, DHCP & Host Notes | | Exporter Interfaces

Closest Interfaces - 1 record k

@ Alarm Table x [[2) SR 25393 X Tre

Appliance $ Exporter + Interface + Description + Confidence (%) $
SmokeNetA-NetFlow-1 44887 ifindex-4 33
(. 1.62)

Interfaces Seeing This Host as a Source in Active Flows - 16 records =

Exporter Exporter Type ¥ Interface Direction + Current Utilization  ~*|  Current Traffic (bps) ™2
il .8.2 Exporter ifindex-18 Inbound 411% 1 41.14M| &
4 4#.8.3 Exporter ifindex-50 Tnbound 0.35% :[] 3.5M H
4+ a3 Exporter ifindex-25 Outbound 0.27% 1 2.72M
il.s.7 Exporter ifindex-4 Inbound 0_27%:[] 2.68M
.81 Exporter ifindex-36 Outbound 0.27% ) 2.66M
woe#,8.3 Exporter ifindex-25 Inbound n.21% 1 2.00M

Exporter $ Exporter Type % Interface * Direction * Current Utilization  ~'|  Current Traffic (bps)  ~*
4 oew.85 Exporter ifindex-6 Outbound 1_53%:[] 16.33M| »
T Exporter ifindex-42 Outbound 0.36% [ 3.63M H
#oa8.7 Exporter ifindex-24 Qutbound 0_23%[:[] 2.85M
w4#.8.7 Exparter ifindex-24 Inbound 0a% [ 1.04M
4o 81 Exporter iflndex-6 Inbound n.00% 1 918.66k
4 +#.8.5 Exporter ifindex-6 Inbound g_gg%:[] 874.89k

Interfaces Seeing This Host as a Source Today - 34 records

SRS, EOER TS NE SRR ENM B BN BUAE, AT DARTE4
RIS IRPATIS B . a0, &) APAT DL AT #R A -

P A TN BT PR AT
P WURPTE AT E — AU, D) DLRH 1 SR B R A LA .
P BHIEFH A A v 1

AZMEEA
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FIHFT AL, BAT—BEEREOZZEWREEHESE. H2, R RZERN
ATRXENCRRTEEIET, MiZEATR?
Bilhn, WG ESEDIRKERE, Al itRE. HE, WRZREGSNS
B EEKRK, Bt B S Z RS 8 102 AN WA F/al i 22k . X F i 0
T, REESHRE NE SR EBEIRME, RPalj b 85 205 AS 0 B 245 5
B, EHADEGUR, 0] 80 20 g 5 SR

EE:

y? BXRIFBSYMBERENER, BFSHAE 1M1 E “TIEER. 7
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WRLE = 115 tH R BY4FAE?

IR EE R G R Bk AR R 55 SR AT AR IR R AR AE R T AL, 7T
PAMEA “ENUE R JuEds. Zjm it yEas, 3 AN 3 Se sk ik E 0 >
FHEE-

Domain: | ds -

[] Filter by Devices

Date/Time

ds-nflow-p
ds-sflow-p

m
¥
= % T
AT AT
it
E
g
i

=)
5
2
a
2

o
El
=
=
LR S0 28
@ g
g
]
@

=
&

n
@
a
e
g :
&
El

Operating Systems

Advanced

£ “ILPERS - EHVEE” XHEHE, AT DUEFEXT T S X SR i AL
BRI S E. B, ] DU SRS e FE LA A A5 A5 P AR 5% s F B 5 |
“HIRIESh T BRI PTE L

=

= BT EHITIRESEE (1Q), FLERERERA “EARFTEN Q" .
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EIRENRRSE)E, SEfe B EiEmREGER “FHEE” T (Bl
FHLIQ)

T Fiter & Domain  : SmokeNet-Alpha m 1 day ending T

& Host Group : Inside Hor

‘Summary - 1,258 records summarized into 1,255 records

Host Groups K2
% 3.25M 26 222.74M 2.236
Other Private Addresses . 1.70M] 68.63M 1156 1216
Other Private Addresses w230 1.08M) 156.72M 574.31M 731.03M 48,935
Other Private Addresses, FR =) L0sM| 702.72M 10.63M 713.35M 2,008
Sales and Marketing, Other Frivate 508.22K 3.62M 612.74M 616.37M) 20,303
Addresses
Other Private Addresses 72628 7.49M 488.74M 496.22M 64,080
Other Private Addresses 726.28K 488.74M, 7.49M 496.22M)
VMWare90, Other Private Addresses 694.4k 469.11M 463.14K 469.50M 10,
Other Private Addresses, Private 634.99K 424.51M 520M 420.6M 2
Other Private Addresses 620,63 28.17M 390.92M 419.0M 3,066
Other rivate Addresses 604.25K 130.91M 277.51M 408.42M 60
Other Private Addresses 597.72K( 187.89M 215.84M 403.73M
Other Private Addresses, Private 560.68K. 6.5M 388.9M 395.47M) 15,694
Other Private Addresses 565.01K 375.54M 5.85M 381.38M 50,
Other Private Addresses 564.44K] 554 375.46M 381M 24,030
Other Private Addresses, VMWare30 sS4k 365.13M 847.42K 365.98M
VMWare70, Other Private Addresses 534.18K 359.91M 89038k 360.8M
Other Private Addresses 523.07% 607 295.34M 356.04M 2
Other Private Addresses, Private 50411k R 2T 15.95M) 343.13M 172
Other Private Addresses 499,91k 9.06M 332M 341.06M 14,100
Other Private Addresses 479.87K 18.98M 308.97M 327.95M) 3,087
Other Private Addresses 451.52K 70.62M 235.00M 305.72M 30422
Router 421.98K 321M 282.36M 285.57M 21,623
Other Private Addresses 34775k 143 233.3M 234.73M 6
Other Private Addresses 325.28K 11.86M 215.34M 27.M 3,110
Other Private Addresses 315.67 46.26M 170.89M 217.15M 45,359 _
Detalls - 1 record S
Appliance Server Services Client Services ~:[_Server Applications_+ Aams ¢ Alerts ¢ security Events ¢
SmokeNeta-sFlow-1 | icmp (Echo Request), 1068/udp, 1080/udp. dns, ncp, netbios-ss, smb, 1043/tcp, 8039/tcp, 7777/udp|  Undefined UDP New_tHost Reset/tep 00|
(. 1.63) [
indefined TCP.
« il »
Lastrefreshed: Jon 11, 2012 5:35:34 AM -Nextrefresh 425

b -
= MBI K “BRTHREY” ERUK TCP_Scan KB EHFIA M, HRE
BERLETHRAEZHBRENENTIR.

EZME
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e » TR
» AREREE > EEE

ISP L, AEXTEARIAT AR R AERT, B ZEI 2 LA = A i)
P A EHUEWIGIR T ER?
PO ENRYL, SIURERIAT R IR ?
P OURLEE A HL (A0 ZE] TR ?

R

N, BEAEKAVXEFTIZIEHNNRLENER. BXWARD B
FRLEZERYEMEMES, FSHE 128 “BOTLERER. 7
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(] 50 B 1 P, At T AR GE AT ] SMC AR SR e B 3 . A 920
M 7 2 S N 5 o SR P R A

7 1558 SMC ZFumBH#L, TR ERMTETENTHEMERF.
AFALFE LT £

D el i B
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afrafr.
cisco

gn Ay N iz 4

Mg 7 3 )y AATAR 2 R AT AN E SR DU AN SR e P E R DA
WHATIT RV ER . ISR LU 80 1R R E R -

I EHR

IARAINEAR, ARSI ERIEAE T LA . S e T TARRAE A A, JFaT
A8 FCA AT A RS 3 REZ R R A T . ERRIANER R, iEICME, BERT]
AR Ee AR i ik o

TR B AETE AIE R ARG IRES, #nT AT A BB BL . ZAEH] SMC
BNER, 1E5E L NP R:

1. fE EIRERT b, ABENETER, RS IROGE R TERAR > g .

Alarm Table x

y - = 3 Poli = Start Active Time  + Alarm = Source = Source Host Groups = | Source User Name + T
e Quick View This Row
1] 2] Outside Hosts | Jan 11, 2012 8:39:30 | Worm Actiy Disable Alarm(s)... States 10.
AM .
(3 hours 50 minutes 2s & Host Policy..
2go) Workflow ]| ¥ Close selection..
L] 3 Outside Hosts | Jan 11, 2012 8:45:30 | Worm Actiy : 10.
J 8 L I Mitigation * | ¥ Acknowledge Selection... p,
(3 hours 44 minutes 2s Notes 4 S
= Reopen Selection...
Flows D o ln dae Selection
L] 5 Qutside Hosts | Jan 11, 2012 8:52:30 | Worm Actiy Unacknowledge Selection.. 10.
AM B Associated External Events
(3 hours 37 minutes 2s
0,
i mP92) it

Fsh, WAL B, ARE Rl CERR T TR ERIAE R LA .

Target Hos...™? Natail s
Acknowledge Selection...

e 7 €23
©2016 BRIEZK LA . MFE. 215



ateat]ie
CIsco

RGBERIFTIT “BNER” XIEAE, ZORERMAR:, WA BECH]
L

| £ | Acknowledge Alarms ‘ 28 ‘

@ Acknowledge 1 Alarm
( _ ) Acknowledge using the document Filter settings

Note (maximum 8,000 characters):

l Help. l l oK ” Cancel ]

2. FRERINEREE SRS RS T s BT RN . TS B DA AT LT
M, DUME s E RS .

P OB [x] B - N CEREERT EART R B R, o [x]) STk
SEMERESH R AT, REURZE NN B4R B,
IR KRR (Ll 1000 MECEZ) |, RGUR Rs B KA ]
7 RE e I R .

P FERSOE B AR B BT RN - T ASZ BN AT e R B E
TSI EW, AITEGALFE S 7GR LN IR Z R )
an, AR “CEIRR” RSB E RS AR ERSRA, HiE
WP T U B E A ITE Bl . RGEAUSIINEIHTE “BERER”
FEPIAEEER, ESTIAERIABERE AT 18] T Re AL R Ik
A& IR TS HZER

ERE:
j BRI BRI TRIMETUA AR, EI®REET R T
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Jan 12,2012 | SmokeNetA-Net | 3B-17A5-66ND- Worm Activity 0% 99.253.93| United States 0.0.0.0 Unknown 60| Not Started =
1:51:30 PM Flow-1 VO7U-E |
(49 1.62)
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. Visual Tolerance Editor for alarm "High Total Traffic’ in poli

Total Traffic from: :FIowCoIIectnr for NetFlow "NF-FlowCollector" ( + ++ .3.111) v: Tolerance:
505

651.93G
¢ 1loo

558.79G

Threshold
656,885,907,306
372.53G 12/24/11

465.66G

279.4G +

186.26G r

| 100,000,000,000
Maximum

1,000,000,000
! N Minimum

A

o

93.13G

— Average Threshald

0

e

Never trigger alarm when less than: 1,000,000,000% bytes in 24 hours

leays trigger alarm when greater than: 100,000,000,000 %] bytes in 24 hours\
4

4k%E, Stealthwatch 2 B IF R H RIRAT AN, W FiR:
P —AENAEER NS KEHMEVUEE (i, P2P M. D .
P RFREERAIEAC (B, FE#GETE. VPND
P EFHREA R (AN, VRS SN HD .
b ATTESEH (B Warezserver. fE4IRSS)
d REAGEE (B, VPN EHSICIKRSHERE)

HEEHHEIL Stealthwatch BEE N “IEH 7 17 NFEMERIR{E, Stealthwatch B2 fil
KRB, BITTERAEFHUT N RBEANTLL Al 3 T 5B 5%, Stealthwatch
] IR AR T RIS AR R R

B R LB ER
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Stealthwatch 1 T LLF = Fh SERE A, 40T DURLAR 7 AT 2 24
MBS ERTHTE AN RFTE “ANBEN .
b RS, EFT RS T AR (P ML %4 (il Web
W52, Wik, SRR AL
b LHLAERS, & TR P M

THLRIS A S T P HoAd s . BRItk EALSARNS b A SRR S0 B4, T A (5
i EEER A SRS S LA . A i AR (R LS BB A 2 4T

R

RREA—NENSES VK.

Blan, AnACR BRI R M s, MBI A A IR B R R E
SO, AR T A BRI SRS (AR [ R

R, SRR E IR AN B R € B BRI &, MR Hg i, 8 ik
AR EPCE O, BB B T AEE H % LA T A 0 SRR s ER A SR
(AR [ 24

AR N ENPBE LS, M2 T P EE A A sk, T
Stealthwatch 5 FEAFFH XT3 il 2 12 LML A RS o s FH A SR st
B AR EABCRIETEAE S, ESH A RCENSER 5 239
7 .

AR BRSO ENLH U E EALE AR VFIIAT OV ERME, ST R A g iR
KA RS, BB T A B ) AL B AR .

Stealthwatch R Gt NAF LN ERIASEIG:  “ WA EHL” BRIASEIGAT “Sh i ERL”
ERINSRG o A0SR R B el A SRS B LSS, T X 2 i

T e 7 EEA 2 g R L N LA R AN AL BRI SRS . Dk, SR T
“CENLTENSE AR o YRR, 15 A TSR B IR R E > EHL

peren
IR E AR
s Flows | Configuration | Help
Properties Cirl+I 1
Delete.. Delete
Alarm Tabl
B Host Policy Manager... ]

rget Host G Services and Applications...

Email Configuration... i

£|start Acti Alarm Configuration...

{| Dpeco ; ourati

H Host Locking Configuration...

{ mnseag: A raton. -

B R EREIR
© 2016 BRIAFZ AT .. RIATE-



RGRERI AT T “ EHURIRE A" X GHE .

afrafr.
cisco

- Host Policy Manager for Domain

Host Policies
IP Address: |
Host Policy Report Show Effective Policy Remove Edit.
Role Policies
Nam o8 Description Assigned to Host Groups + | Assigned to Ranges ¥
ANTVITTS & M IV uppre: canmng WIS SErvar:
Activity Antivirus Servers

| »

Backup Servers

Suppress High Traffic
Alarms

Backup Servers

Client IP Policy

Policy for end user
systems

End User Devices
Remote VPN TP Pool
Trusted Wireless

Default Server Policy

Default server policy

Servers

DHCP Server

Policy for DHCP servers

DHCP Servers

Firewalls, Proxies, &
NAT Devices

Firewall, Proxy, and
NAT device policy
settings

NAT Gateway
Proxies

m

Guest Wireless

Suppress Certain
Alarms

Guest Wireless Networks

Mail Server Palicy

Mail servers policy

Mail Servers

Network Management

Policy for network
scanners

Network Scanners

& Scanners

Suppress Bot Alarms | Add Bot Host Group or
IP ranges to suppress

alarms for specific bots

Trustad Intarnat Hnsts unnrase Hinh Tatal | Trustad Tntarnat Hnst:

Add... Duplicate, Remove Edit.
Default Policies
Name o8 Description %
Inside Hosts All hosts in Inside Hosts
Outside Hosts All hosts in Qutside Hosts
Edit.

FEAZXSUAE T, AT DA LA &0 2L SRS -
P BN - RVFREE B LA NS .
4 %é g - SR VFIEARAE UL R GEH AT IO A EoR A B L EHLY
TR o

NN W A S S L R I W S RN E NN

=

EXBEMREABRIEEENRIEER, BSH “CIBMHERR” (F 24870 .

2

w58 NER EHL/SMNEB E A ECIA SR R

TGl YRR BRSNS SERHL BRSNS, T SER L TR,

1. NFEFRF, KKGEFRE > FVRKREERE. KUBHIT “ EHORIKE
FREE” SHEHE, W E—BREF TR,

Wb T B AR
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2. (EBRIASRNEIRZY, PR EgmRIHLERURIS I BN A PR, R)E b .

AN P g TR T e T o T T N e PN T T,
Default Policies

a1

Name Description
Inside Hosts All hosts in Inside Hosts

Qutside Hosts All hosts in Qutside Hosts

RGRERIZATIT “ In BRI SRS ” X EAE

1, Edit Default Policy - Inside

||
Name: Inside

Description: All Inside Hosts N

Alarm Categories | Security Eventsl

Type “'|Enabled = | Alarm + Settings Mitigation *
Anomaly Tolerance: 50 None -
Never trigger alarm when less than: 300k Anomaly index points in 24 hours 7
Always trigger alarm when greater than: 10M Anomaly index points in 24 hours
Command Tolerance: 75 None
& Control Never trigger alarm when less than: 300k C&C points in 24 hours E
Always trigger alarm when greater than: 30M C&C points in 24 hours
Data Tolerance: 75 None
Exfiltration Never trigger alarm when less than: 500k EXI points in 24 hours L
Always trigger alarm when greater than: 30M EXI points in 24 hours
Data Tolerance: 75 None
Hoarding Never trigger alarm when less than: 300k Data Hoarding points in 24 hours
Always trigger alarm when greater than: 30M Data Hoarding in 24 hours
Exploitation Tolerance: 50 None
Never trigger alarm when less than: 300k Exploitation index points in 24 hours
Always trigger alarm when greater than: 10M Exploitation index points in 24
hours

Add... Remove Edit Settings... Edit Mitigation... Enable All Categories Disable All Categories
Restore to Defaults

[ hep || Bport.. |[ mport.. 0K Apply

th MBS WEEAE . MSER BRI EE S YR,
SUE PR L T SR B S

3. IR E R SRR RS IR G S RS S B 1 R 1 B
fift, FEJB I BREE FZARZE, TEFE] A ENLHRRE Hh i B 24k
(242 T

4. WFEECE RS A e dniS C SRR % B Bk

fiE, JFIR B e, IEEE R AR LN G E L AR
(55245 50 &

RO R ERER
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B EH R

FEMRE RIS, S S

%%@%E%WEWA%%
fi o W 1P Huhk AT WL, AT
DA B Rk i TP Mk, SRS
RIRIEFBCE > H RORNE .

ARG ATIT “HREN” X
TEHE, WL Rl A s

Source | Source Host Groups ¥ | Source Us... *

Ichqts02.lanco Sales and
pe.local Marketing, Other

Target

(% #%.3.83) Private Addresses

ibu Quick View This Row
(31 Disable Alarm(s)...
Host Policy...

Workflow

Mitigation

& Notes

Flows

Associated External Events

for Host "lchqts02.lancope.local™ (% ™% .3.83):

:2

Host Snapshot
Top

Status

Security

Hosts

Traffic
Reports

Flows

Configuration

B Host Policy...

2 Effective Policy... &

Manage Host Groups

# Append Host Note...

External Lookup

=

WMREIMAEE “ERR” ETH, SRTFRBIRRAEZR

ER: GRAEHIRRAER, AR SR AR .
It MREEEHEREAIRMIE, iai)lﬁ?%lﬂ%’illqﬂm%ﬂl%

¥ E MR SR B A1
AR,

ﬁﬂﬁ%lﬂ:?l} ,

“ ﬁmg ”» ﬁl]
& LA E

75

L] X
Alarm Categories
Type 41| Policy % | Enabled % | Aarm ¥ Settings Mitigation *
Anomaly Inside Tolerance: 50 None "
Newer trigger alarm when less than: 300k Anomaly index points in 24 hours
Always trigger alarm when greater than: 10M Anomaly index points in 24 hours
Command & Control Inside Tolerance: 75 None
Never trigger alarm when less than: 300k C&C points in 24 hours
Always trigger alarm when greater than: 30M CAC points in 24 hours
Data Exfiltration Insice Tolerance: 75 None
Never trigger alarm when less than: 500k EXI points in 24 hours
Always trigger alarm when greater than: 30M EXI points in 24 hours
v
Edit...
Security Events
Type i Poicy % | EnableSource % | AlarmSource % | EnableTarget 3| AlamTarget % Settings Mitigation B
Addr Scanftcp Inside O Mo settings No settings ~
Addr Scanfudp Inside O No settings No settings
Bad Flag ACK Inside 0 O No settings No settings
Bad Flag Al Inside O 0 Mo settings No settings
Bad Flag NoFlg Inside 0 O Na settings N settings
Bad Flag Rsrvd Inside O 0 Mo settings No settings
v
Edit...

Help

DR ERER
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w1
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FEREER2 2.

H #i2 " H
MLBYERKER...
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EHUAT HORME R s e “3Rms” FIrp, BT A RORIS AR 7AE 2 e H
RIS AN H ARSI, SRS BILRE B 5B 5 RIS, SR 21 H H bR sing o

R

BEXMEERNFELSE, BSH “CIRMRIERR" (5 248 70 .

=Rz

A5 P AP P8 73 PT TRC EELRE AL €8 SRS P T (0 RS ) o ST PR R s SRR (1 2 4
FAFHAT BN T3 B BRI AT DA B, FARE R TR A R A
HrE SRR,

A RAPAAT BAT e
P ASINE R BRSO i E
P GRS BRI IR R i
NELERQEE S S
EINELINE £ &~ PR akip

RE REIRRENITARERNERRERE (ES5HMAERY
EAAR—H) BEH.

C&C (fp2fnizfl) | RTEMEHEFEZKS C&C RFHRBEMERREFFE
RIBRSSERSEM -
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HiRW SR RTMERHRENBEENHBRENN—AHENENT
BT REHENRE.

NEhEl G IREFEMBITHRERENERESK, MIEHREENRN
AR,

BXRERH ERERFKEIREE T Cl BES RRIE AT EH .

SESERit CrST=E e %ﬂ?énllﬁﬁﬁffﬁlﬁl?l@?#o MREH
ERENMAN, WSSHE Cl LAIER. WRBEHRE
RENMER, WSEEBE T k.

= DDoS B RRENEHIRAA DDoS AR
= DDoS B#rig#k FRENBHIRF A DDoS WEHHI B ER.

= BEriEH R RS Mt EE R B T ESHHEYN
REBEM

BXREEHNS BRERENERABRMNES. MREH
EREENMERN, WSSHE Cl XAER. WRBEHRE
RENMAEN, WSSHS TIE3R.

SREEIHE A FURRIEE R IEE M RIEAITH.

fi FAFAENER TCP 5 UDP A EZE G MMLUEH Einf7ey

REMUREE S, A R U ) Rt
RS RN EIES, 3 A A ARE ERERIN

sk 1125,

EENKEE P EEEHR LA

TN E BRI, T e T AP BR:

1. 1E “YmiEsRmg” XUEAES, S EIRAERIET .

Name: Inside

Description: |All Inside Hosts

Alarm Categnrlesl Security Events‘

Type “![ Enabled ¥ | Alarm Settings Mitigation 2

Anomaly Tolerance: 50 None -
Never trigger alarm when less than: 300k Anomaly index points in 24 hours
Always trigger alarm when greater than: 10M Anomaly index points in 24 hours

Command Tolerance: 75 None
& Control Never trigger alarm when less than: 300k C&C points in 24 hours 3
Alvwiays trigger alarm when greater than: 30M C&C points in 24 hours
Data Tolerance: 75 None
Exfiltration Never trigger alarm when less than: 500k EXI points in 24 hours L
Always trigger alarm when greater than: 30M EXI points in 24 hours
Data Tolerance: 75 None
Hoarding Never trigger alarm when less than: 300k Data Hoarding points in 24 hours
Alvwiays trigger alarm when greater than: 30M Data Hoarding in 24 hours
Exploitation Tolerance: 50 None
Never trigger alarm when less than: 300k Exploitation index points in 24 hours
Always trigger alarm when greater than: 10M Exploitation index points in 24
hours

Add... Remove Edit Settings... Edit Mitigation... Enable All Categories Disable All Categories
Restore to Defaults
[ Help ] [ Export... ] [ Import... oK Apply

B R EREIR
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2. PATLUNEAEZ
PR EAINERS], EREID R 3,
PR TR ENREA], IEREIDR S,
3. BORINEMRSE, HaAERE. RAEEASTTIT BN XHEHE.

= Additional Category Types | 2% ‘

Anomaly

Command & Control
Data Hoarding
Exploitation

o o]

4. EFAEBAERES, R)EEE:

ERIRIIR] “ iR " X IEHE.
5.  EMBENAMIATN. RENBEIERE, HIEFEERHENEMRS .
6. MiiRBEBRE. REIIT “wWEIE” M.

1 Edit Settings - High Concern Index

d (") Threshold Only

Tolerance: ’ 1) £

3015

MNever trigger alarm when less than: 100,000/% CI points in 24 hours

Always trigger alarm when greater than: 10,000,000% CIpointsin 24 hours

o [ cose || visual Editor... |

7. RIEFEELRE, ZER)e A EHE. EXREE] “HERIE" T,
8. EHRE NAEMTIN AL AR PAT S AR, TR0 B AR AR
9. ALRBEM. RGUEITIT “HIESEM" XITHE.

i, Edit Mitigation - High Concern Index | 23 ‘
Response: (@) None () Authorize () Automatic
Duration: 30| minute(s)
" J

10. RIEHELLBE, TEREmdiiE. ok bR i skng” MHTHE.

=
/’ P EREHERLIEBRER, KB PSRBT ILLE.
P EREHERLIEBEMLEN, “ER JFLETREL.

B A E R EER
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12. B M, kT B B R EAE.

13. PATUAT#RIEZ —:
» ENHEEMARY “YifEsng” SHEHE, 1E ks R > %A .
P BRHE IR “YniE RS XUEHE, 1 RERE

A
y? P BEFREBMERGBHEEL, B5M “EB” (F 26170 .

P AXETERMENRSE, BESH B (F 2667 .

225N

PR B 3 T L T 2 A 0 AR5 CL I B LSRR, I
B 2 . A% “H AR TR EISERE N, B T

priaslls @ —Bvit A MITLUTIRE ...

AT NREALENARD S CRBE SN TRRBRE
MR .
R (NHGHEENERSABRBN, 4R
130

R 40 R A R X RS R R 2 B AT LB IS R B
P

SRR A0SR A R X R PR R 2 Tt T LU K
4.

B 00IR B4R NRERLENARD S CRBBENE AR
HERE.
R NEGHEENEREABRBN, 4 AR
B30,

A B R A DT BT R R 2 B A USSR
B4R SRR LS.

iR B i AR A RS 3T B AR R %R 2 Tt AT LA
.
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P ZXf— (B, IR SYND - Bh e A AR E K AR,
Pk, ik e e gtk “ERIE” Bk,

T DA i R R AR ORAE
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HERT “J5 F H bn” BIERER REFIE AR
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cisco

CEARRT RIVER . IOREUE
“RHR” ik
ROR BRI LSRR, HAp YR

PR ZIA0 “JR B AR ST deiREs, (B BRI M CER AR AT

BUH i RS

AENREPEEZEEY
BREE AR WA T SR
L fE GRS RHEAE, i R AT,

Name: Inside

Description: [All Inside Hosts

Alarm Categories  Security Events

Type

| Enable Sour

w ¥

MarmSowce ¥ | EnabeTarget  #

Addr Scan/tep

Recon,
High Concern Index

Addr Scanjudp

Bad Flag ACK

Bad Flag All

Bad Flag NoFig

Bad Flag Rervd

Bad Flag RST

No settngs No settings

2. PATLUTHAEZ —:

PR T RSN A,

THRRPIE 3.

> IR TR, WHEE S,
3 BRIEANE, AR, REMEIATIT “ e AR

Edit Settings... Edit Migation. .. Enable All Events

Disable Al Events

o]

=)

Addr_Scan/tcp
Addr_Scan/udp
Bad_Flag_ACK
Bad_Flag_All
Bad_Flag_MoFlg
Bad_Flag_Rsrvd

Bad_Flag_RST
Bad_Flag_SYN_FIN
Bad_Flag_URG
Beaconing Host

T

B R EREIR
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4.  PATLLUTEAEZ —:
P OB AR, ERERA, RS L.
P BSIHGINY S (0 T3, RIEFR S, 1% Shift fE, 48
JE RS (5 Ja — A, A mdifE .

P BISINRILIE S A T, 1% Corl 38, R EIER TR FF,
B kL E -

BRREIE] “2ZAH 7 ETR.

L L RN N RERRERE, HEFEMEN e .
RiTRE IR E -

ARG AT “HB B E” MIniE.

1, Edit Settings - Suspect Data Los X

d (") Threshold Only

Tolerance:

Never trigger alarm when less than: 25,000,000/%]| client payload bytes in 24 hours

Always trigger alarm when greater than: 500,000,000 dlient payload bytes in 24 hours

oK [ close || visualEdior... |

7. RIEFEELRE, ZER)e A EHE. EXREE] “HERIE" T,
8. ERENAEMI AN AT AR, TE R B AR L At
9. ALRBEE.

RGUSITIT “OMiBofiR” RAEHE.

H
1= Edit Mﬂigalion—Suspecha‘I:aLos_ X

Response: (@) None () Authorize () Automatic

Duration: 60| minute(s)

10. RIEFHELLBE, EREmdiiE. ok bR s kg ” M.

=
?’ P EREHERLIEBRENR, KB IPLBRILLE.
P EREHERLIEBEMLEN, “ER JPFLETREL.

WO R LERER
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CHEYR” HIRAE.

13. PUTULFHEEZ —:

RS Ty S IVALY

b BN RCEMAGR L SRS WIEHE, SRR TN > R
P OB BB IR ARG XHEHE, 5 SRR

ER:

P BXRRXBMEREENES

, 1BESE “EBR” (F 26170 .
P HXAEBTERMEWGRE, BSH B (F 2667 .

B R EREIR
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Wiy Bk, VTR, BATRER RS (H) £ “ERR”
FITLE DU T 14 26 G B BOAE P AR 0 1 55

A N EARES 5 5E A P IR

1. Wik EN. B, ERRESMERRmE? b, WEiZir hediE
e WRATNIER, EREPATUL I PTR. WRATANIER, 1EE bR
AR R R SR A

2. WSl ENIA R oA EER A USRS e U (il an & AR S5
2. BiokEE. ARHED MR, HEEEZE BT E A, Wk
ZENI R LR E FESITE XH. GESM K ENL0 2w
XHH” (524911 o )

wlan, Rk EYR SRS A, Wl T AESN “SmRsa” 1
e XA, IF B2 N HAE 7 BOAM s, Ik, ] LUK ik
TR Z “ B RSE" He Ra, RGKESNNHIE “ &0k
Fraw” BIBRIAA CLTE .

3. R phR ENARTUE AR, It B E FWAE ST e X
H, HEHBETH - MAEER, NmEHLENAaEE. (535
“OmiEMEOIRNS” (R 25470 o )

R AR VA T AR, I HARZ 8 EHAE SR il e
XA, BEHETEAN TR, WmiEHprErENER. 5%
B “OmiEEANLRRE T (55259 1) . )
4. GnRflR EVURE FATLA A RS S BN, 7 DLHAT FAEEIEZ —:
P GRS L AL PN BRIARBE B “ANEEAL” BRIA SRR
(LLEHE N o GESH “Yafh N BB/ ST ENLER A SRS ”
(3237170 - )

xR
%’] RICME, X “RABEN” BOAREEE “IMDEN” BOARBREITRIEM
) RESFWEERE.
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TR BN ECRIBUE R4, 3 FE LT AP ER

1.
2.

FE “Abak” DU SIS b, i kR LR B3
MR, KUGEHFIE > WEEVH. RERATIHEAE LN P i
I« BN SR A" XA .

FEREE OH, il ZR Al BB M. S TEREA MR “YEE” 7
Berb R C & IR S5 IR A EALEY TP HhE.

,

Find: © @ [] Match Case Host Group
- %P Inside Hosts i Id: 54
M
o gb catch Al — Name: Inside 3

(= *¥p By Function

o.M

fH- ¥ Client IP Ranges (DHCP Range
.'E_g DMZ ges 9e) Ranges
e "{-B NAT Gateway
"{-B Network Scanners B.0.0/16 ‘

T
8- ool [ impont onges... |
"{-B Servers
(- 4P VoIP

- }'-B By Location

- 4P Inside 1 Enable baselining for Hosts in this Group:

- E-B Inside 2

m

Advanced Policy Options

Disable Security Events using excluded services:

i @B, Outside Hosts
i @, .£. Bogon Disable flood alarms and Security Events when a Host in this Group is the target:

E
E
E
E

OO0&F&

- GB‘ &, Command & Control Servers
- qg‘ £, Tor | Trap Hosts that scan unused addresses in this Group:

[ mmport.. | [ Export.. || validate

el
2
i
-+

[ o [ g ]

- EE
| BRRAAENREBIET, EARSSEMTERNENL REKRL
BEE > SEENE. HZEHM “ENA" HEETFE, BAEE

BITERIA AT RYE, AR SHHRE.

FERA TR ER, PAK IP Mbdb s 22 5% 3 dhda e 4.

P fE CYEET FEcR, AR ALK IP it

P AR E A EHIE e T AR A, AR “YERET B
BN FT 7 A Ak ALY TP kv

P WEREGINEZAENL, I EEA AR E AR ENL TP HuUbE AT S
A RATEE AL P L

MR . Ak TR S 2 H S R LRI B IR 3 e e
T B 1P MLk

B R LB ER
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CUEES RS S

HicE, AR EA LR D REEESRR P B — 4L AL 3 BOAH F 0 4 e
I, AR A TSR

IR TP MG EHLRNE,  Stealthwatch KA A ELIZ T ML A A 5RNE
PN E R CE . — D EHAT M T2 “MOEK” B, JRdoR “ sk
i WIBRE R L, TR DO E ENUN N 2 A s, T H AR R
WS PR BREL BEEL AT AR, BT DA 24 SEHUAT Dl A o S A e SCIMELRS - T
RE A 2 EH

xR
ATHIERE, BEFIFEEREGHERERMES N HEER, RIEFTERETFMNE
R ER (Fw, WFFARREER) .

A RS, B5ER L  P R
1. MESREF, RUCGEHEE > EVRKEHES. ROUEITIT “ BRI E
AR XHHHE.

- Host Policy Manager for Domain E

Wb R B AR
©2016 BRIRFKEAF. NS

Host Policies
1P Address: ||
Host Policy Report Show Effective Policy... Remove Edit...
Role Policies
Name o8 Description = Assigned to Host Groups + | Assigned to Ranges *
ANUVIFIS & SHS SErver: UPPTEss SCanmimg WIS SETVer: .l
Activity Antivirus Servers
Backup Servers Suppress High Traffic |Backup Servers
Alarms
Client IP Policy Policy for end user End User Devices
systems Remaote VPN IP Pool
Trusted Wireless
Default Server Policy Default server policy | Servers
DHCP Server Policy for DHCP servers | DHCP Servers
Firewalls, Proxies, & Firewall, Proxy, and NAT Gateway =
NAT Devices NAT device policy Proxies
settings
Guest Wireless Suppress Certain Guest Wireless Networks
Alarms
Mail Server Policy Mail servers policy | Mail Servers
Network Management Policy for network Network Scanners
& Scanners scanners
Suppress Bot Alarms | Add Bot Host Group or —
IF ranges to suppress
alarms for specific bots
Tructad Tntarnat Hncte | Sunnras Hinh Tatal Tructad Tntarnat Hnck i
Add Duplicate... Remove Edit...
Default Policies
Name 1 Description s
Inside Hosts All hosts in Inside Hosts
Outside Hosts All hosts in Outside Hosts
Edit...



2.

afrafr.
cisco

fE “ BN PR WIRHE R A B SRRG E0,  madrdsin

B I e VNS e

e PRV Py

Role Paolicies
Name 24 Description + Assigned to Host Groups % | Assigned to Ranges %
Antivirus & SMS Servers Suppress Scanning SMS Servers =
Activity Antivirus Servers W
Backup Servers Suppress High Traffic  |Backup Servers
Alarms

Client TP Folicy

Policy for end user

End User Devices

systems Remate VPN IP Pool
Trusted Wireless
Default Server Policy Default server policy | Servers
DHCP Server Policy for DHCP servers |DHCP Servers
Firewalls, Proxies, & NAT | Firewall, Proxy, and NAT |NAT Gateway
Devices device policy settings | Proxies
Guest Wireless Suppress Certain Alarms | Guest Wireless Networks

Mail Server Policy

Mail servers policy

Mail Servers

Network Management &
Scanners

Policy for network
scanners

Network Scanners

Suppress Bot Alarms

Add Bot Host Group or IP
ranges to suppress
alarms for specific bots

Trusted Internet Hosts

Suppress High Total

Trusted Internet Hosts

Traffic, Suspect Data i
O 1N ”» M
G £ SHEHE
ORZ =~ N °
& Ad X
Name: [Printers |
Desaription: | |
Assign to:  Host Groups:
Browse
Remove
IP Address Ranges:
Marm Categories  Seaurity Events
Type “*| mpactsorce #| Enablesource *| Aarmsowce  ®| ImpactTarget ®| EnableTarget | MarmTarget *|  AarmCategories  * Settings Mitigation s
Policy Policy
Addr Scanjudp Recon, No settings No settings
tigh Concern Index.
Bed Flag Al Fioh Target Index, | No settings o settings
O [m] Recan,
High Concern Index
Beaconing Hos Command & Control,
High Target Index,
o
EditSettngs... EditMitgaton... | | Enable AlEvents | | Dsable AlEvents |

£ “HHRT BT, BENEININN RIS R A4 RR (fin

£ U F Bk, B (TR
TR RZ —:
PR TP MBHEVER " FBUR AR E EHL P bk e .

P A COMECE): EHLAH” FEBe,

LA X IEAE

WAL ERER
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SR

MR, RGBERISFTIT “ W

251



ateat]ie
CIsco

|£| Browse Host Groups 23 I

‘ Find: @ @ [ Match case

£ [7] ¥ Inside Hosts
- P Catch All
"';B By Function
"';B By Location =
P Inside 1

P Inside 2

L P Inside 3 i
£+ [7] @, Outside Hosts

@, Countries

. @, Trusted Internet Hosts

L. Bogon

@, .T. Bogon Subnets

.£. Command & Control Servers

£
ol
ol
.. Andromeda
.£. Armageddon
.L. Banload

: @, .. Barracuda
No items selected.

Remove
o o [

.

";} FSAENERO ST LFLERHEMLEE. BEEXLEE, EHE

Al MEBREENE, RAEREEERE > THERY. 2%
BERDSHTF “4iBEHE” MIFHE. REEFHIE “SREBET .

6. AT EORRIZSRIS N B ENLA . R SN, W2 BB T
FIETAT ML

|£| Browse Host Grou

| Find: @ @ [] match Case ‘

“ =3 I___| %P Inside Hosts [l
: *p catch All
u

=] *P By Function

1

%P Client 1P Ranges (DHCP Range)
p DMZ

%P NAT Gateway

"';B Network Scanners

B[] ¥p Other

"';B Proxies

"';B Servers

’EB Antivirus Servers

’EB Backup Servers

’EB Confidential Servers

’EB DHCP Servers

’EB DNS Servers

’EB Domain Controllers

’EB File Servers

’EB Mail Servers

’EB NTP Servers

’EB SMS Servers

’EB Web Servers -

= %

1 item selected:

Inside Hosts -> By Function -> Servers

[ nemove |
e [0k [ comet ]

B R EREIR
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MATHE . BUE, XKML RIRTE “OInA G XEER iR =
BLH: &oro

Name: ‘ ‘

Description: ‘ ‘

Assign to:  Host Groups:

Inside Hosts Browse

Remove

IP Address Ranges:

M U RS MHEHER . REPERN ST “ L aeFiE”
X HE o

[ — T——

\&s Security Events I P
Addr_Scan/tcp -
Addr_Scan/udp =
Bad_Flag_ACK =
Bad_Flag_All

Bad_Flag_NoFlg

Bad_Flag_Rsrvd

Bad_Flag_RST

Bad_Flag_SYN_FIN

Bad_Flag_URG

Beaconing Host -

o | (o]

R RGN EAR, e R -

xR

?’ BEESNER, HIRME Crl BASTERFIMNSNER. ZEF—RT

iR, AREERERSERIERER, ARIRIE Shift i, BLREERE
BISE B R ERRY 4R -

RN TR AE NI TR 7 X EHE T

Description: |
Assign to:  Host Groups:
Browse
Remove
IP Address Ranges:
Alarm Categories Security Events
Type “!| ImpactSource ¥ | EnableSowrce ¥ | AarmSource ¥ | ImpactTerget ¥ | EnsbleTarget ¥ | AamTarget | Alam Categories ¥ Settings Mitigation
Policy Poiicy
Addr Scanfudp Recon, Mo settings No settings
High Concern Index
Bad Flag Al tigh TargetIndex, | No settings No seftings

Edit Settings. .. EdtMitgaton... | | Ensble AlEvents | | Disable AllEvenss |

10.

3 m A B UL SRS figh A B B A ) A

B R EREIR
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M. RN > KA. ZHIE S BonrE MOk 5o m “ EYIRRE
BER” XHEHE

1= Host Policy Mana

Host Policies
1P Address:
Host Policy Report Show Effective Policy... Remove Edt...
Role Policies
Name =1 Descr\E(\on * Ass\gned to Host Grmis s Assigned to Ranges *
—_ Accounting Tnside Hosts

Antivirus & SMS Servers

Suppress Scanning Activity

SMS Servers
ANtivirus Servers

Backup Servers

Suppress High Traffic Alarms

Backup Servers

Client 1P Policy

Policy for end user systems

End User Devices

Remate VPN IP Pool
Trusted Wireless

Default Server Policy

Default server policy Servers

DHCP Server

Policy for DHCP servers DHCP Servers

o PR PR R B Rl ST REA e

=

WMRIERMER—FRT] IP HUHE A P #eibSEE S B A @K, F

HrelgE—ENE, RRARENASE— N HEKE.

XL IP

YmiE A B SR

ELY A SR, 1 e

JUA T 2 BR:

1. AE=RF, RIKEFEE > EHKIREES. RGEHSATIF “ EHE
WA AR XS TEAE .

Host Policy Manas

DR ERIER
©2016 BRIARZ AT . HIFAA.

Host Policies
IP Address: ||
Host Policy Report Show Effective Policy... Edit...
Role Policies
Name ~! Description = Assigned to Host Groups + | Assigned to Ranges =
Activity Antivirus Servers i
Backup Servers Suppress High Traffic |Backup Servers
Alarms
Client TP Policy Folicy for end user  |End User Devices
systems Remote VPN IP Pool
Trusted Wireless
Default Server Policy Default server policy |Servers
DHCP Server Policy for DHCP servers | DHCP Servers
Firewalls, Proxies, & Firewall, Proxy, and NAT Gateway E
NAT Devices NAT device policy | Proxies
settings
Guest Wireless Suppress Certain Guest Wireless Networks
Alarms
Mail Server Policy Mail servers policy [ Mail Servers
Network Management Policy for network Network Scanners
& Scanners 'scanners
Suppress Bot Alarms | Add Bot Host Group or =
IP ranges to suppress
alarms for specific bots
e Mich Tatal | Tructad Totarmat Hoc s
Duplicate... Remove Edit...
Default Policies
Hame =t Description *
Inside Hosts All hosts in Inside Hosts
Outside Hosts All hosts in Outside Hosts
Edit...




2.

afrafr.
cisco

£ “ NSRRI TR WIRHER) A SIS 7, i ZE AR ) A (LB
R, AR A S R

j

ARG SATTT “Hi M tasing” XEHE. BOAFTIT “ BRI wIiFR.

Role Policies

NP e P T i O

T

e}

Name

Description E]

Assigned to Host Groups

Assigned to Ranges %

Antivirus & SMS Servers

Suppress Scanning

SMS Servers

>

Activity Antivirus Servers
Backup Servers Suppress High Traffic | Backup Servers
Alarms

Policy for end user

systems

End User Devices
Remote VPN IP Pool
Trusted Wireless

DHCP | Enabled

Default Se| Double-click to edit

Disabled

Guesty| Data Exfiltration

rvers

F\rewaHsyDPf High Concern Index High Target Index [PWay
e

i

ireless Networks

Mail Server Folicy

Mail servers policy

Mail Servers

Network Management &
Scanners

Folicy for network
scanners

Network Scanners

Suppress Bot Alarms

Add Bot Host Group or TP
ranges to suppress
alarms for specific bots

Trusted Internet Hosts

Suppress High Total
Traffic, Suspect Data

Trusted Internet Hosts

(

][ Duplicate... ][

Remave ] [ Edit... ]

s, __pti et ot gl i |

ER:

WRBARBREERANFB LR, WETHREERAMEEANER

R, EANTROIDAREREMER: ik, RBAINHERANER.

1= Edit Role Policy - Desktops & Trusted Wireless

[

Name: Desktops & Trusted Wireless
Description:
Assign to:  Host Groups:
Inside Hosts -> By Function -> Users -> Desktops Browse
Inside Hosts -> By Function -> Users -> Trusted Wireless
Remove
IP Address Ranges:
Alarm Categories| Security Events‘
Type “!|Enabled * | Alarm = Settings Mitigation =
Data Tolerance: 50 None
Exfiltration Never trigger alarm when less than: 500k EXI points in 24 hours (S
Always trigger alarm when greater than: 20M EXI points in 24 hours
Add... Remove Edit Settings... Edit Mitigation... Enable All Categories Disable All Categaries
[ Help I [ Export... I [ Import... oK Apply

©2016 BRAZK AT . WA
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WRYE E iR SR, BATRER Al “ ReFIF” EIR.

= X
Name: Network Management & Scanners
Desaription: | Palicy for network scanners.
Assign to: Host Groups:
Inside Hosts -> By Function > Network Scamners Browse
Remove
TP Address Ranges:
Alarm Categories Security Events
Type “!| mpact ¥ | Enable ¥ | Aarm Impact | Enabl Alarm Setting: Mitigation
Source. Source. Source. Target Target Target
Addr Scany i No settr
tep O ing: ng:
‘Addr Scanfud i o settr
fudp O o o:
Bad Flag ACK. tting: No setting:
]
jex
Bad Flag Al High Target Index, No settings No settings
Add... Remove Edit Settings. Edit Mitigation. Enabe All Events Disable All Events
o Bt inpart, o Rosly

3 WHBEAOE GRIRLE “<RR” SIAEE)  RASITIFZER
“HRAER A,

1, Edit Settings - Suspect Data Loss

': ) Threshold Only

Tolerance:

25,000,000%| client payload bytes in 24 hours

Never trigger alarm when less than:

Always trigger alarm when greater than: 500,000,000 client payload bytes in 24 hours

: Close ][ Visual Editor...

4. SERUGRIE, SERUA Rk

EE:
;? P BARREBMERGBHNES, E5M SR (F 26170 .
P HXAEBTERMENGRE, BSH B (F 2667 .

B E IR

IEELEIT, RS P MBI E NN, Stealthwatch ¥ (R 2 L Sew o
FHE 7 5905 50 B e (o2 LA, T A 75 1 S
BRI Lk TP HUBEAM R T SCM AR IO EE, F LR IAA ST A
S R

AT A SRR B/ B LSRG TSR0 (S SR A SR . 0
UG AR A RN RO, LAITE SR, (S B
B A2 T A o A2 B B (A R 0, 6 R s e
EHLIA R LN

Wb R B AR
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MEzEd, RUGEHFRE > EVRIREELS. REEITIT “ EHUSRRE

PEES” WEAE

Descr\E-tmn *

Activity

Host Policies
IP Address: H ‘
Host Policy Report Show Effective Policy... Remove Edit...
Role Policies
Name =8 Assigned to Host Groups = | Assigned to Ranges =

Antivirus Servers

Backup Servers

Suppress High Traffic
Alarms

Backup Servers

Client IP Policy

Palicy for end user

End User Devices

m

systems Remote VPN IF Pool
Trusted Wireless
Default Server Policy Default server policy | Servers
DHCP Server Policy for DHCP servers |DHCP Servers
Firewalls, Proxies, & Firevsall, Proxy, and NAT Gateway
NAT Devices NAT device policy Proxies
settings
Guest Wireless Suppress Certain Guest Wireless Networks
Alarms
Mail Server Policy Mail servers policy Mail Servers
Network Management Policy for network Network Scanners
& Scanners scanners

Suppress Bot Alarms

Add Bot Host Group or
TF ranges to suppress
alarms for specific bots

Trustad Tntarnat Unct Liinh Total | Trictad Tntarnat Unct oz
Duplicate... Remove Edit...
Default Policies
Name -t Description *
Inside Hosts All hosts in Inside Hosts
Outside Hosts All hosts in Outside Hosts
Edit...

FEENUSRME AL, H N EORE [ HL 7R SR AL SRS ) E LA 1P Mk

R

i Host Policy Manager for Domain 'SmokeNeH\lpha‘

Host Policies

IP Address

B R EREIR
©2016 BRAZK AT . WA
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R "=

257



ateat]ie
CIsco

RGATIT OB TEHHNE” X 1EHE. BROAFTIT BB IR
[\ Edit Host Policy -

P Address: |~ = 30.104
Description:

Alarm Categories | Security Events

Type ‘1| Enabled * | Alarm ¥ | Settings

Mitigation

Add... Remove Edit Settings... Edit Mitigation... Enable All Categories Disable All Categories

Help Export... Import... OK Close Apply
| Cose |

4 SHEN. RAKNTE CERET e
XTJ‘)['E*I:£:° | Anomaly
Command & Control

5. AP B ANELL T HL AR 1 R o S

Data Hoarding

%IJ ’ %}E‘ ){_i {E‘Eﬁ% o E\(grl.ogz:g;m Index

High DDeS Source Index
High DDoS Target Index
High Target Index
Policy Violation

e o

[}
8
1 i | »

EE:
f;} BEESNER, HIRME Crl BASTERFIMMSNER. ZEFE—RT
iR, AREERERSERIERER, ARIRE Shift i, BLREERE
BISE B R ERRY 4R -

Wb R B AR
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|= - “« By A/ IH%” > *EEP
XL EARA 2 (e “ Gt ARG e
TP Address: | 1+ 1% 30.104 |
Description: | |
| Alarm Categories | Security Events|
Type ~!|Enabled % | Alarm % Settings Mitigation %
High
Concern [T}
Index
[ Add... H Remove | ‘ Edit Settings... H Edit Mitigation... H Enable All Categories H Disable All Categories
[ Hep ][ export.. |[ mmport.. | ok | [ cancel |[ appy |
£
EE:

ﬂ?

wmR “BR”

Fh ik

r] N
LA

I RRMA RSN ERMNEIRE.

RIEE TR

&

LG ALK,

1.

A il EML TP M,

Alarm Table - 156 records

mmm Start Active Time & Source Host Groups * -

HEMEA T D IR:
RIG R IGLFFBCE > TR

- -a-.0.39 Jan 3, 2012 ICMP Flood .0.39 Other Private Multiple Hosts
11:05:01 AM Addresses, FR
5 minutes 49s R . .
( ago) Quick View This Row
! Y & | mside Hosts Jan 3, 2012 Suspect | @ &5 .184 Disable Alarm(s)... % #9.1.57 |Engineering,
3 11:09:00 AM upp X Other
(1 minute 50s | Activity B Host Policy.. Private
5 ago) Waorkflow v Addresses
E 1 % | nside Hosts | 3an 3, 2012 Suspect |[lchqgwolbn , | % #4.2537 | Engineering,
11:07:00 AM uoP pe.local itigation Other
(3 minutes 505 | Activity | (% #5.0.1 Notes y Private
ago) i R Addresses
Y % | Inside Hosts Jan 3, 2012 Suspect - 200. ows . #9.24.5 | Engineering,
11:08:30 AM uop M Associated External Events Other "eJ
(2 minutes 20s Activity Private
3 ago) for Host &% % .0.39: Addresses
j ] % | Inside Hosts | Jan 3, 2012 Suspect | 8311 #4245 | Engineering,
i 11:08:30 AM uDP ) A S Other ne!
I (2 minutes 205 Activity Top » Private
ago) Addresses
»
L] % | Inside Hosts Jan 3, 2012 Suspect 116 Slau % %9 .1.14 | Engineering,
11:09:00 AM upp Security > Other neg
(1 minute 50s Activity . Private 1
{ ago) Hosts Addresses
@ | Inside Hosts | Jan 3, 2012 ICMP Flood | 8% 9% .0.3¢ Traffic ¥ |Multiple Hosts
6:10:01 AM
»
(5 hours 49s Reports tol
7 ago) Flaws ’
7 @ Inside Hosts Jan 3, 2012 ICMP Flood .0.39 Configuration » a
7:25:01 AM g | 2 Host Paolicy... I
(2 hours 45 External Lookup ' 3 Effective Policy...
minutes 49s ago)
‘ @ |Inside Hosts| Jan3,2012 |ICMPFiood | ™ #9.0.39 | Other Private Manage Host Groups ...
7:50:01 AM Addresses, FR + Append Host Note...
WO R EER
©2016 BRIARFK AR . RIFE. 259
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f;?

RGERI AT IFIZ BN “ EHLHNE” XHHHE .

(& Edit Host Policy -

ICMP Received

x
1P Address: [i0.8.0.20 ]
Deccrpton: | ]
Alarm Categaries  Security Events
T “1] impactSource Policy # | EnableSowce * | AarmSource ¥ | ImpactTargetPoicy * | EnebleTarget ¥ |  AlamTarget % | AlamCategories * Settings Mitigation +
Besconing Host Command & Contral, ~[No settings None
High Target Index,
High Concern Index
Host Lock Violation ] O O Polcy Violaton | No settings None

Tk [
T | e | (e |

Edit Settings. Edit Mitigation. Enable All Events. Disable All Events

2. WL ERHEIER. REXATITZ

old  (7) Threshold only

Tolerance:

Never trigger alarm when less than:

Always trigger alarm when greater than:

Help

BRI “MERIE” XIEHE.

v 50k
1,800/% ICMP packets in 5 minutes
100,000/%] ICMP packets in 5 minutes

[ o [ cese ][ visualEditor...

3. HHMTHESUFATIRA.

R

P BARFRAEBMERGENRES, ESR “ER)”

(526170 »

P AEETERMMENRE, BESH B (F 2667 .

DR ERIER

©2016 BRIARZ AT . HIFAA.
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ETEFERST/IXER

HENEE) S EAT A O A AR, st il B R . (] “ LIRS
BRI W DIE SR S EAR A A 2 (AIRBUE) o REERIONET Z R
k. TRIM 7T EZRIER:

R

EREAIHETER.

ETERNER

RE o mEEE ]

BhEX XEBDRE

iy S FIEH XRESRE
HiRtEE XFRE ICMP iz
EEELE S KRBT E
RN REMERRKRERY
EESES E REBMRAXRERY

= DDoS iEs#

KARE SYN izt

= DDoS BfrE%

XE&E UDP izt

B HEZEL KEEIRATE]

= SMC 34k K 2 BURR 55 2% N Sz Bt (8]
= BriE X FRE TCP EFfEMME
BinE RXEABDRE
KEHFMF 1EE Iz

ICMP iz it Span i

L EIR ICMP SSH g Shell
BB UL EE -0k Se SEEy
R4 e 4k ARERHIEER

BER & KR SYN izt

RIRHE KR I EIRY SYN

B R EREIR
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ETERMER

HiEaizH EABORER S R
EREHIHFRE B & EiER
RAERIFTREL FERH M

REGIEH UDP izt

o W E| By UDP

AT R GRS LU RS, R BRI F R A
VLAC. tm@idd, WREENRVF2EMR (MG RRER 25 BT NI 4niae

), ATUABRARAH OSSR TP A 2 E . M, WRIEE D R (RIS
WA B ST AR E R , TR A E R E. AL, T ERN
BRI A BCE A S EAEASG, I AT LT I

22 5 A e T S P P R A2 R GRS foc AL v 20 [ S AT 8 7 22 2R
(K1 XA ENREEREE I RIOHERS T CAE, AN S REAEHAT R AERANEAL
PR e VBRI RE 1. B ZESRBE T — Ml rT e s MR R (7 ik S b,
AR RS BHE O B RBUZ (B RS (8" BT M g0 .
T EET RN ER, EHUT NS LB AUAR]— KR ZE, Ak
Lo Hln, MR “EARE" BRMBEZEIGPBEN 50, RGO 20
IR CENURIEEAEED 50% CLATIME, (B 200 248 IR A H & iR

EE:
BEXRERREWERER, BSH “BETERHOERMZE” (F 26370 .

S P ERSRAY AE W] DAFT T B P A . il SR EEIR A b 5 5 22 7 (1
EWAF . ARG R BN ERKEIL T, EHLRAT AR %
1, WL E S — 2, A MR ISR SR . WIR T XL A HAE A, U
RS EN . B, ERR RIS ER, WAL U B AT 8:

P EENCHEREZ AT
P EOH A HAREN CEZERIER ML
P H AR RS B AR R R AL

B A U — AR, Al R

B R EREIR
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WL EE “HAEBOARES” XHER) “WRE” 51, R DA E IR R R
AR, TRLEREIT/ R . R T R R A B, W B N E IR 2 R
ZEfH . WMRRTFRER, MER “TwE” %H.

&

Name: Inside

Desaription: | Al Inside Hosts

Alarm Categories Security Events

Type ! EnableSowce ¥ | MamSowce ¥ | EnableTarget ¥ | AarmTarget ¥ Alarm Categories s Settings Mitigation
Addr Scan/tep Recon, No settings No settings ~
. High Concem Index
Addr Scanfudp Recon, Mo settings No settings
0 High Concen ndex
Bad Flag ACK High Target Index, No settings No settings
O O Aoy,
Figh Concem Index
Bad Fiag Al High Target Index, o settings No settings
O O Recon,
igh Concem Index
Bad Flag NoFig High Target Index, Mo settings No settings
| | Anomaly,
Figh Concem Index
Bad Fiag Rsrvd High Target Index, Mo settings No settings
O O Recon,
Figh Concem Index
Bad Flag RST High Target Index, Mo settings No settings
O O Aromaly, .
Add... Remove EditSettings... Edit Mitigation... Enzble Al Events Disable All Events
Restore to Defaits
Hep Export.. Inpart... ok Apoly

ETEFNERNIZE

In b TR IR, 3T e AR P A 1 B AS AR SUARYE Bl i 2 (1 B HE (R
B E A AR AR MR ERZER” R 7 —H
AR A 200 R BUE T i

100

90 .
80 ®
70 -
60 & 4 S . o o
50 e
40 L] o]
30 . FEA 50 (MEBET) . FRERE (0) 4 20 HEIEL.
20 -

10 »

0

ST, befEn 2z 2 AR E T AR s B FEE . B 15 P fE (AP
SPEMEBTTUED AR AR L o AR S 22 8 Bl mAEAE 0 iz T
PAEL, 11 b i 22 s HHfE 5 A AR BOR IR AV A

BT B R
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E

(@) Behavioral and Threshold () Threshold Only

Tolerance: | ] 75 k=

Mever trigger alarm when less than: 1,800)%| ICMP packets in 5 minutes

Always trigger alarm when greater than: 10,000,000 2| ICMP packets in 5 minutes

Help oK Visual Editor. ..

St 2 N B S DU A R R B E
P ATARIBIE - IR R IE TR, O EHE R A W E L N BE A
ST FNELIER

K2 -05 100 ZEP— ML fenfEk &R AT, 2K
Egiﬁﬁi%ﬁ%%ﬁﬁ%ﬁ%oﬁt%ﬁﬂuﬁiﬁ%“ﬁ
EBERT

HEEN 0 BRI BURE AT E A B X ARH
&, IRV 2 R

100 (758 2252 SOV BRI SR s Z0n] o 0K KR a0 figh o 41 1)
B, HRAEE AT EOR S B 2 B R]

I 50, FRon ENUR A BUIE 50% LA KHE, HE2
SRHZBR I LA A K B

TR MM EEIR : R 2P e, X — S, R
NSOV R E R AR . 2B T R E R, Ak
ik, Pes 2, BMEENOREE LAME, Enfeddt
XHRHE AP RS BB/ MEL, AN 2 Al A 3R

AF R 2 2R RN R AL, X — N ESE, R
AN A E RN VP B (. ORI AE I S E N, U Ak
KB E 2, R ENUERE S O TEHE T s 1 R
B R Z BN BTN, A .

P A - RN, R HE S R R B RE

264

() Behavioral and Threshold (@) Threshold Only

Always trigger alarm when greater than: 10,000,000 2| ICMP packets in 5 minutes

Help Cancel Visual Editor...

B R EREIR
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P TTRUGEE, TV TR WERE.  CTTAR G R
A 1 LR B WL S B B T3, L e R

Visual Tolerance Editor for alarm "High Total Traffic' in policy 'Inside

Total Traffic from: | FlowCollector for NetFlow "NF-FlowCollector” (= .3.111) ¥ Tolerance:
All FlowCollectors (Mormalized) 50/2
FlowCollector for NetFlow "NF-FlowCollector” (* ++.3.111)

651.93G
100

S558.79G
Threshold

656,885,907,306
372,53G 12/24711

465.66G

279.4G

186.26G r

| 100,000,000,000
Maximurm

1,000,000,000

— Average — Threshold

Never trigger alarm when less than: 1,000,000,000 % bytes in 24 hours

Always trigger alarm when greater than: 100,000,000,000 21 bytes in 24 hours

T x

xR

f WMRERT —MREWER, WARENANHNSRERBTHIIRPSERBWE
BRET, AIERHAXERMSMAME. MREAEASMREWES WamHELE

I Al AT XL

B R LB ER
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AT\
ESAVA
AT HEAEAE Y R ot 22 AN b B I AR X 28 B I o AT AR T — S L )
BT L@ W AT TSy, EATE R R .

xR
P EBTHRARREERMEMEIRAEMITEA,

7 “ERFIR” EH.
P EEMAEETEYIHNERRENEMES, BSH “ETESHERY

BB8 SMC ZFFinBpl 74+ 8

=)

WE

(6263 71) .

= RIEREE

“RIERREC Bon H EUUER S CL R80d M ENLRIE Rtk Bh
B S, R R AE AR B S . Stealthwatch W] 4% ™ B L
M BRI A DB AT I, AL AR T 05 H &R

HWE, HAFEIGIR “ERERRE (C)” BRI, RORZENAFIER T
B WEREHEPTE 2 CTERIFARII R BRI 28 THRE “ EPUR
WA RS ERIBCE . AN, AT DR E Al A E AR B 2 g

() Behavioral and Threshold  (®) Threshald Only
Always trigger alarm when greater than: 10k2] CI points in 24 hours

Help oK visual Editor...

RO R ERER
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Bt
RS IL IR R (FST)” B RS, UM EIESE L T ¢ BN B A

HhoE SCH FST BIME . AR 51 FST R M EHLG M T3 IL =, S mT LASE Rk

CAR DR — SRk D BT B AN b BB AR A

P e A NSRS R R MR B AR, R R AT G
BUENLALRI SIS EE ] “ RSt il

Wi KOG SEAL/ ENLAL B SRS 1 R oI AR A R B B

H ey 5

4 T/‘»EIEJE!/

ZWH.

Edit Settings - High File Sharing Inde

() Threshald Only
U 5015

Tolerance:
50,000 FSI points in 24 hours

Never trigger alarm when less than:
FSI points in 24 hours

Always trigger alarm when greater than: 10,000,000

Close ] ’ Visual Editor...

‘TR B R, AR REIN R e SRR LRSS E .
RIEXT TG 2 e S B B AR R BN, T AEAT R 1 S B s

FEAH IR MBI SRS e B 52 e 2 Pl o )P 38 7 A DA b

5008

Tolerance:
1,000,000,000/%{ bytesin 24 hours

Mever trigger alarm when less than:
100,000,000,0001% bytes in 24 hours

Always trigger alarm when greater than:

Close ” Visual Editor...

BT B R
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“rE” BN, S EI B NE ENF R E R AR TR R E
A PR an R i 2 (0 e R B R AN, T TR AT L SR Y

W

R AR NN (1 S B B v BT & (P2 74 bl b

Edit Settings - High Traffic | I

(@) Behavioral and Threshold () Threshold Only

Tolerance: ; 1) s0l2

Never trigger alarm when less than: 100,000,000/%] bps

500,000,000/%] bps

Always trigger alarm when greater than:

( Close ] ’ Visual Editor...

ICMP ;Z 4t

“ICMP iz 3t ” BN, WENAER 2 T80 N R IE ) ICMP 8 o

% . XA RetR T4 S5 (DoS) Mt BRARRSH ARG 3 . S kIb v &, 1F
G R ER I ENIEAL, Erl AR S RS 2%, IEAEm ML R ENLRIEKR
= Ping #1F.

S LR, RN R R SR UM SRR, TR A%
WU/ ENLHZER “ICMP 23t ” 4.,

Edit Settings - ICMP Flooc

(@) Behavioral and Threshold () Threshold Only

5005

Tolerance: : J

Never trigger alarm when less than: 1,800/%] ICMP packets in 5 minutes

Always trigger alarm when greater than: 100,000(5{ ICMP packets in 5 minutes

. Close ] ’ Visual Editor...

Wb R B AR
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AR ERARR, R T AR BRI E R T AT A N
. WREXFE PR E SRR R AWE, TH MRS P RsE.

R 9% LML B A2 0 SRS e B 5 vt B BTl s )P 28 7 DL

Always trigger alarm when less than:

( Close ] [ Visual Editor...

Ei 4 P 2k

PR gk BRI, HARENLAT REIEEAE NI h 4R AT . InRIX R A
IEATBRAE R 55 25, T DA oA N SRS o ) i P A e e A B e bmicd, - AT G
SR BNV TNLHZE “HfFrhak” k.

Edit Settings - Mail Rela

Five minute periods with Email Relay alerts to
trigger alarm:

B HY B KA AR

“CRBI RIS BN, EHUGERRECET 1 RVHE, 2E SRR
WA F R g 2 Z R e B e e . T IRBRE, Rl R T8
il ae i o

Edit Settings - Max Flows Initiated

Tolerance: : 1J sole

Never trigger alarm when less than: 2,5001%] active flows

Always trigger alarm when greater than: 100,0000% active flows

. Close H Visual Editor...

B A E R EER
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Rt Ry & KiiiE

ORI ERGE BN, EHURBIEGE 1 AVHE, 1% DA
W A TR 45 2 e ARG Ve B R e - IR E, Rl A2 EHLE Tk
il 2 o

Edit Settings - Max Flows Served

(") Threshold Only

Tolerance: : J 50/

Mever trigger alarm when less than: 2,5001%] active flows

Always trigger alarm when greater than: 100,000%| active flows

1 Close ] ’ Visual Editor...

&S RIH S

RGBS BRI, ENVE T B N AR RS SO T SRS
B HHBBE, FEARAETNUR TR SR

B[ Edit Settings - New Elaws Infiated

() Threshold Only

Tolerance: : J S0[=

Never trigger alarm when less than: 1,000 new flows in 5 minutes

Always trigger alarm when greater than: 100,0001%] new flows in 5 minutes

( [ Close H Visual Editor...

RIS

“PRALRUEIREC BRI, ENE T Bl SR SRR B O T SRR
B HHBBE, FEARAETNR TR SR

Edit Settings - New Flows Served

(@) Behavioral and Threshoid (") Threshold Only

Tolerance: : J S0/=
Never trigger alarm when less than: 1,0001% new flows in 5 minutes
Always trigger alarm when greater than: 100,000 % new flows in 5 minutes

OK Close ] [ Visual Editor...

DR ERIER
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“RLIRMRARIR BRI, YR ENLAT B IEAE AOR BRI . R AL WA
5% 4, AT LLc A B SR )8 R HE DU BR Rk Amic, AT A 2% 4L
ENLAZER “ BRI R

IR ENUA RO AR S5 &5, E AT REA2 RIS

- Edit Settings - Spam Source

Five minute periods with Spam Source alerts to
trigger alarm:

Addresses per email for Spam Email alert:

A]BERYERE E R

CRIBERIEE R B EROR,  “HOMEENL” A1 TCP A UDP f i 8E k
TR E . WREX R RN ] SEmEE £ L7 B A E BB AR,

TE AT S S AN ENLZE (B4 YouTube. Facebook. MNE&5&1E{kfE) 2%
FH R

SRIG, B BB AL NI LGRS 15 B . 5 BRE T8 = B TR S 1Py =y
Ll b,

H
1/ Edit Settings - Suspect Data X

‘.:.I Threshold Only

-

505
Never trigger alarm when less than: 10,000,0001% | client payload bytes in 24 hours

Always trigger alarm when greater than: 500,000,000% client payload bytes in 24 hours

oK Close | [ visual Editor...

A £EHY KT

CHTBERKIR T BRI, WEBENLS AN ENL IR IP EAE I T R
TENFFEE T K BT 75 I Rb L W B . RGN AT B (A I, 4 e
WAE. ZEFEEMEAR (B gotomype.com) . VPN, IRC 18 7' WX 2% DL K HoAth Bk
FEfE T A IM BRI NI FENLEE 5 51 KX FER, DRI 4p 22 T8
R RV B KA (BRI 9 /BB

B A E R EER
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] LU B e i &
IR S5 A BCER) AT
B A HE
Fr IM 0K, 40
AOL AIM (¥
5190) . Yahoo IM

(TCP 3 1 5050) F
MSN Messenger

(TCP ¥ 1863)
MR, AR IKE
HHE > RkE. 24
BT TFAH RN “ AR
27 JFIEHE o

 TCP/UDP Servics E

1=+ Services for Domain "ds’

Port/Protocol

8 P2P s Watch

= Web ¥ Exclude Worm * | Exclud... *' [+

appletalk

201-208/tcp
201-208/udp

ftp

20/tep
21tcp

cisco-hsrp

1985/udp

194/tcp
994/tcp

6665-6669/tcp

6665-6669/ud

p

macromedia

1935/tcp
1935/udp

m]

ms-queuing 1801/tcp
1801/udp

3527/udp

bgp 179/tcp
179/udp

]

Add H Remove H Edit

e

Apply

Forts: 1863/tcp
6891-6901/tcp

(Comma or new-line separated list of ports e.g. 77/tcp, 33-55/udp)
Settings: Include this service in File Sharing Index calculations (P2P)

[ This service is used by a web server (Web)

[ Trigger the Watch Port Active alarm when this service is seen (Watch)

[ Exclude this service from the worm detection algorithm (Exclude Worm)

[ Allow host group policies to exclude this service from the CI event detection algorithm (Exclude CI Event)

C [¥]Exclude this service from the Suspect Long Flow detection algorithm (Exclude Long Flow} )

TP G 4 ) I 55 4
PREAT» RJ5 i i B e
AR, N CATSE
UL Al R HERR
RS GHERRKHLD Hik
HE LAV IN R AR AL o

B, SR DA 2%
(FlaL S5 SRR Gl
A AT ENLH, RE
FEAHRI MG TR EER] “ T BER)
K" Eiik.

EE:
T “REBEN”

EES

S51% “AIBERIKIR” EiR, TItMIEE P iR/RSE KRN

filo BNSRF “SNEREMN” ZERULER, WML ER P HBRMEM 525N D W EZR

MEREM.

AJ ¢HY UDP &3

“RI%BEM) UDP i53)” kK R, CFE UDP 3 1 EHARIZA BN LR 1A]

Wb R B AR
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SYN iz #

“SYNZit” Ko, TEHFETLDBINAIAN TCP IERIER (SYN )
ol % . HEILER, UAERLSIEAERLE DOS B Bk 4% 2h .

I Edit Settings - SYN Flood

(@) Behavioral and Threshold (") Threshold Only

Tolerance: : 5002
Mever trigger alarm when less than: 3,600/%] SYN packets in 5 minutes

Always trigger alarm when greater than: 100,0000%] SYN packets in 5 minutes

( Close ] ’ Visual Editor...

ZUT Ry SYN

“HRIEIR) SYN” iR, TENUE LB IR R N TCP &1 K
(SYN Hfatd) #od 2. IERTRERR DA (X)) DoS Kl
E, ARSSAFIET W EIKE SYN Bt ARG, 5’ ) 7His
MAI R B 7 B T BN X B Ll o R REAS SR L LA IR 5%
FULEIEE 2 SYN Hrdfa A 1) A 55 %5 B 2 2 S i AL AL, Hl4n Web 55 235
IS FH iR 55 4 o

|\, Edit Settings - SYNs Received

(@) Behavioral and Threshoid (7)) Threshold Only

Tolerance: : 5002

Never trigger alarm when less than: 3,600/%] SYN packets in 5 minutes

Always trigger alarm when greater than: 100,0000% SYN packets in 5 minutes

( Close ] ’ Visual Editor...

B A E R EER
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UDP Z#

“UDP iz #t” Eh Lo, I8 1P AEd & B A A UDP Bde ot % . i
B, UEERE EAEKRAE DOS Bl sk ikt i Hii5 3h »

-~ Edit Settings - UDP Flood

() Threshold oOnly
Tolerance: : ) 5[
Never trigger alarm when less than: 3,600/%] UDP packets in 5 minutes

Always trigger alarm when greater than: 100,0000%| UDP packets in 5 minutes

( Close H Visual Editor...

b= A DN

R GRS BREROR, EHEREE S O EERAEE T 2T, R
LIS S0 T8 AT W B3 B 1 11

ST 28, 7E UDP 3 0 ESATHELEF & ping R EHE . M8 “iF
HIEEN” R AT B R 2R I LA A, TEAH NSRS T R DR
B AR 4T IE E Addr_Scan/udp A1 Ping & EHE ) B ik ARC
BT Piibix sy

DR ERIER
©2016 BRIARZ AT . HIFAA.



afrafr.
cisco

13

UL

iz

AREAE TR, B, Anfer - 4R E A JR B E AL DE A i B R A
SMC SRS RSO IN R S 3SR A1 . G DAR SCfF. IR0, e e
JISTRS AR 3 3 S A v At N A3 SCAS
A LT E A

P ORAFE SR

PILEI

PRI,

IR 3T
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((IEREE

ARG EFHES T SMC SRR, JF HAy B ORAEizA R B LS, 3%
RAFIZICR o PRAFSOREINS 2 SCRPRE RA7 21 SMC e BLBLRE I A2
BRSO, TSN T DR

1. ST ERELRAA SO . Blan, FRATRATIT “H 8RB R RS 7 SO

XA SR B A e B BEAT A AT P 7 1R 5

(F3ED A SMC S B30 > ATENRCEL, I ST IT RO HE e
BB A SO RRRIT BN AN e s o 8 DR AT B

4. (W) FHEAFESCMMEN PDF SRR, GBS > ITENHM.

EE:

f;} WREX T [ TERFREE Y (GINE I E S E Y R R
: 5D, IEIEENM > ERRENFONME. REEIURERTRITIF XEMH
iﬁo

5. PUTLLTHAMEZ —:

P R R A R AL AR i LART IR ARCAS, 1 A SMC S A e 4%
X > fRAE

PR FIUE—AEHGEH, A SMC ERPAEFEM > FFEA:
o AR E LU AR ORAE SO A
o WMRECEE T BN, IFHRE IR

AR 3L

276 ©2016 BRIAZK AT . A



o

~
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T e

Current Shared Documents

Name “? Document Type i Last Modified Tt Public Document ¥ Owner ¥

Host Information Host Information Mar 1, 2013 1:35:25 PM admin -
Alarm Table Alarm Table Feb 28, 2013 11:02:22 AM v admin

Corporate Network Overview Corporate Network Overview Dec 26, 2012 12:08:37 AM L' admin =
Cyber Threats Cyber Threats Dec 26, 2012 12:08:37 AM v admin

Daily Report (Today) Daily Report (Today) Dec 26, 2012 12:08:37 AM v admin W
Daily Report (Yesterday) Daily Report (Yesterday) Dec 26, 2012 12:08:37 AM v admin

Domain Dashboard Domain Dashboard Dec 26, 2012 12:08:37 AM 4 admin s

New Shared Document

Document Name: | Cyber Threats

Document Type: Cyber Threats

Public Document:

Add to Login Documents

Add this document to the Login Documents list: ||

Add to the selected schedule(s)

Name + Schedule Type ! Enabled ~ | Suppress Empty PDF + Format = | Wait On DNS Resolution =
StealthWatch 5 Minutes Hourly 4 4 PDF
Reports
StealthWatch Hourly Hourly v v FDF
Reports
Analyst Reports Hourly v v CSV & PDF
barb Hourly 4 4 PDF
StealthWatch Daily Daily v v sV
Reports (Midnight)

£ “B7 TR,

W AR

(AT G Ry 3L

HHE

o

NSNS A LU AR

R 4 R

b FH P RESEAE L 7 4 R AT IT ISR,

(RGN

b AR

iR

ﬁ *l\;j\:I*é E'31¥QEH 1|=l =y 1ﬁ

SR ey

(%8 283 71

o

CRI) Ry AR ARSI T 447 B 3] SMC %57 i 5 T 4 5 50

FTIF 30,

TG RSO ASIN R S SO AR B IEAE,

ERE:

BXRERXHEMIEAER, FS

8 “EFRILHE

(58 278 51

o

RTRE . SO
Vi BRI S L, A

Z TR .

SWARAFE T SMC Ws. BAE, &nT DAEATA B SMC

TSR AT R A/ BSOS JEA BB, R

IS R
©2016 BRAZK AT . WA

277



ateat]ie
CIsco

10.  EHTIFHOCRE, 15 SMC TS i 304 > 3TFF. “4T7F7 XbilHERE
HIEAPI

i Open | 23 |
Name “Z|  Document Type + Last Modified ~ ™'| Public Document % Owner *
Glarm Report By Type | Alarm Report By Type | Oct 29, 2012 2:55:47 L'4 admin -
EM P
Corporate Network Corporate Network Oct 26, 2012 8:33:04 L'4 admin
Overview Overview FM
Cyber Threats Cyber Threats Oct 26, 2012 8:33:04 L'e admin
FM
Daily Report (Today) Daily Report (Today) Oct 26, 2012 8:33:04 %4 admin
FM
Daily Report (Yesterday) | Daily Report (Yesterday) | Oct 26, 2012 8:33:04 L' admin =
FM
Domain Dashboard Domain Dashboard Oct 26, 2012 8:33:04 " admin
FM
Internet Traffic Internet Traffic Oct 26, 2012 8:33:04 L4 admin
Overview Overview FM
Security and Traffic Security and Traffic Oct 26, 2012 8:33:04 4 admin
Overview Overview FM
Security Overview Security Overview Oct 26, 2012 8:33:04 L'4 admin :
PM
List All Public
T o (g

M. SRR S TRE

xR
Q’ EABRT, NETRGFEEHAFPATHXE. EE2FHAEXE (BFREMA
PEBZEMXAED , FiEPIIHAE AL EIRIE.

BRI

AT R SCRS I B S R 5 SR SO 3R R o RS S SMC 25 ) i S THI AN
RO BAITIT . BEIhRERt - EE R T s T T SO AR R A A
BAESCRE RN BRI, TE A R D ER:

1. MASMC gy, R0 > BB, RO XHEHERERIFTIT .

IR
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MR EbR. BRI TUIEERIFTIT

- Manage Documents for user "admin”

Login Documents -

|

Shared Documents

e

Schedules

Login Documents

Hame -1

Document Type

-
=

Qwner

a
>

Last Modified s

Domain Dashboard

Domain Dashboard

admin

Dec 28, 2011 8:20:22 PM

MEsm.

ISR RHEHERERIFT T

-l

Name

Document Type ¥

Last Modified ™!

Public Docum... ¥

Daily Report
(Today)

Daily Report
(Today)

Jan 16, 2012
2:51:21 PM

v

Corporate
Network Overview

Corporate
Network Overview

Jan 13, 2012
8:20:41 PM

Daily Report
(Yesterday)

Daily Report
(Yesterday)

Jan 13, 2012
8:20:41 PM

Domain
Dashboard

Domain
Dashboard

Jan 13, 2012
8:20:41 PM

Internet Traffic
Overview

Internet Traffic
Overview

Jan 13, 2012
8:20:41 PM

Security and
Traffic Overview

Security and
Traffic Overview

Jan 13, 2012
8:20:41 PM

Security Overview

Security Overview

Jan 13, 2012
8:20:41 PM

List All Public

B TR A e LA H S

AR 3L
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1.

P BN INE P BB SO PIR IS . X T ARG, FATR R 35K
PR TR 7 SOk

xR

f;} BEFESZ XA, IFIRME Ctrl RALETERMBENE. FEikEX

MR, BRTERFEMSEEINARXE, &I Shift 2, RAERHE
15 A9 TE Bl IR EBRY 3X4S -

R . “IETEIOM” XHEAERE R OGP . I N SORIAS s AR )
BRI IIR A

.

Shared Documents

e

Document Type = Owner = Last Modified -

Name >
e

Cyber Threats Cyber Threats admin Oct 23, 2012 2:08:49 PM
Schedules

= Domain Dashboard Domain Dashboard admin 0Oct 23, 2012 2:08:49 PM

(] [ Remove
=N

RATRPR BB XERE

AR 3L
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5 A P R S SORS PR A i
» RS S HA DAR XU
b SR A TF

DAR {4

Fa 3R Y DAR ST SO VR SRS AT PA T 484
GRS R EXIR R INID T B e
P ORHLE R BINA ISR, DUEAE R U5 R SMC B& 15— 8 1HENL L
i
> S A

S DAR XXt

ZURSOR 3 19 DAR U, i 58D T D B

1. fTIFES SR,

2. A R B D A v E AT AT T AR T

3. A SMC EZefir, M > FHAN DAR XHF. RGMR&ITIF “ %
7 XA

& Export [ SC N
Look in: | | Images ':  ~EE

Security Reports.dar

|
Recent
| hems

Desktop

My
Documents
A

Computer

=
i&; File name: ExpOlk
Hletioik Files of type: :SMC Documents (*.dar) ':

4.  SHBES LKA E
5. AE “IUMFEAT TR, NSUREEAN— AR

IR 3T
©2016 BRAZK AT . WA 281



ateat]ie
CIsco

282

6. s ZOOMAERERNALE S 78 DAR XXff. BbAh,  “3CH” &
IR R B 0K

xR
WMRBAREEE ‘X EZRFE FREESHA-ITRRET EBETEXRX
HEFEER, MR BMAMEEEAN CHEE” D

2\ DAR X

AT NKESORS S 9 DAR SCHEFEH FAR LA 1, 1 B T LU T S B 7E
SMC % i AT TR E . A, EHAT L FHEAE

1. M SMC E3erh, %#SCHE > S\ DAR K. REBHISITIF “ N7

N
XA o
& Import i'
Look in: Images - 2 rEE
= Security Reports.dar
i
Recent
Items
Desktop
My
Documents
P
LY
Computer
= N
Network  pijeq of type: | SMC Documents (*.dar) ':

2. 33 DAR XXIFRTERINLE

3. ¥ DAR .
4.  SEBAN. CRYSTE SMC %7 i FLE T T

IR 3T
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nHE

AR AT, T RUEHAR T P e U5 i) SMC e, DEHM 4 T &
P EED

G0 “ORAFSCRE ™ (55 276 U0 i, 8] DME ORI SO A 3830 . 8
JEUA T BB, T LA AR ORAF 1R SR RS 28 38308 -

1. MESRE, RSO > BSOS, IO RHERERERIFTIT .

Manage Documents for user "Analyst_1

ot

- Shared Documents
Shared Di it - = - -
ke umen 3 Name i Document Type  + Last Modified A Public Document = owner *
Corporate Network Corporate Network Nov 16, 2012 3:52:39 PM 1’4 admin
Schedules Overview Overview
Cyber Threats Cyber Threats Nov 16, 2012 3:52:39 PM L' admin
Login Documents Daily Report (Today) Daily Report (Today) | Nov 16, 2012 3:52:39 PM v admin
Daily Report (Yesterday) | Daily Report (Yesterday) |Nov 16, 2012 3:52:39 PM 4 admin
Domain Dashboard Domain Dashboard Nov 16, 2012 3:52:39 FM L" 4 admin
Internet Traffic Overview | Internet Traffic Overview Nov 16, 2012 3:52:39 PM L% admin
Security and Traffic Security and Traffic Nov 16, 2012 3:52:39 PM L' admin
Overview Overview
Security Overview Security Overview Nov 16, 2012 3:52:39 PM L4 admin
[ List All Public
Remaove Open Duplicate Edit Filter Edit Settings
(b o |

2. AFEEICEERR. RGBT SO .
e P A
4.  RHBRE. RGKITIT “HWEIE” M.

1=, Edit Shared Document X

Document Name: | Daily Report (Today)
Document Type:  Daily Report (Today)
Public Document:

e o | [ ]

5. AR EIEHE,

6. mihmAEIRH “YRiR7 XIHHE,

7. RUHRHNEH CEHEISORY” GHEHE.
AR BV i) SMC 2% 7 i F T [ F P &0 mT DAES 5 L SOk DA S EL RO A 3
SRS A BT SO

IS R
©2016 BRAZK AT . WA 283



ateat]ie
CIsco

PRI SRS

FESEENEOLN, T R EEHR AR B E (B0, dy8as. Aifz. wE
[EIRE) BEERSOR . it, RSO IN RIS P i B R .

Yl Bl

FORTEIIM A B R, 5 5E R BL T AP BR:
1. MASMC Esgiirh, EfEC: > BB, “EHER” XHEHERERIFTT .

- Manage Documents f

=)

1=Y Schedules !
shared ocuments Name ~ | Schedule Type *! Enabled = | Suppress Em... ¥ |Wait On DNS ... lastRun %
= Stealthwatch Hourly "4 « -
Schedules Hourly Reports E|
‘ StealthWatch 5 Hourly L4 ' i
Login Documents Minites Reparts
Stealthwatch Daily L4
Daily Reports
(Midnight)
-~
e - L ) 2
Archive Run Now Remove Duplicate Edit

2. AditRIEbr. AR T EERN 4T T .
3. AdEsin.  CushotRl” S UEHERERIFT

p— .
Schedule General
‘ Name: |Analv5t Reports ‘
Document
Email Enable:
Wait on DNS resolution: [ |
Attachment
Suppress Empty File:
Format: (Cycsv  ()PDF (@) LSV & POF
Schedule
-
b

4.  SETERIERR.  “itd)” TR BERISTIT

£ “HRRT FBUR, TR AN AR ARG, AR R A 44
O

AR 3L
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SESL CHEAL BT SEL IR RTR:

MRIEHE ...
AL VR BB SIS T8 72 SMC Kt B v

L vis

HFHERIE. R, SEHEEMTRYIER, 3
IR R

IR L it X R SLRNS HE

BREIEE.

MRFBLERGFENT XIS P SIFAY IP i
HEARAR 2 B AR R B BZSAS

“Z£1F DNS fi#th 7 SikiE.

EE: BRLREFATRESERXEEN. 51
IP et AT AT RER S T E 2 #0. WMRAGR
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PM
Daily Report (Today) Daily Report (Today) | Mov 16, 2012 3:52:39 L4 admin
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=
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Name:
Description:

Data for this Role

View Configure
"% flowsensor-dc

95 FlowCollector-Secondary

[EHE Exporters

& asall

- corel

-2 wanrtril
[=)i&! FlowSensors
.0.241
#.0.249
#.0.43
© L1163
.3.114

AEEEEEEEEEEE

©0.5.103
-3 External Devices
[ 1dentity Services

IDNOENEESENENEREEREDO

=

Cancel H Apply ]

2. fE “amwm” FBH, AEdEA AN —SER, 6140 Flow Collector
_Secondary.

3. (k) fE UM B, VR A OB
4. [ NERSNBCRTICERS:, IR)E & A S BAT R A U A AT L
A R/ E BT H IR AR

5. MliEARE. “UNINECEMEO” WIEHERERI G W s BondE “ 8L
st v k.

=

=Y Data Roles &
u
25 Name “1 Description s
All Data (Read & Write) All Data (Read & Write)
Function Rol
- \n s All Data (Read Only) All Data (Read Only)
= FlowCollector_Primary View Primary FlowCollector Data

Data Roles

‘ FlowCollector_Redundant View Redundant FlowCollector Data _)

Authentication Service

Remove Duplicate Edit
o [ ]

BUE, 80 T ERERS AR TR S 08 R M, JF HAT DA%
“OSIRATR C 307 T AR EAN I BCE T

6. SUTSEBLAYH A GAT I IHAE, BRAKSEIR T — 4

EIEMA P
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R AT AT 1] () SMC =2 BRI LA S T ASKAT 3% 3l . SMC ity BL TR BRIA T g

GiREER
P Al - SUVEHDY B FTA S FIUNTBE 2 SMC 25 i 1 A A
W

P OBCEE LG - SOVF T R T SR LR I BT B A E

P KL TR - SRVEHI EE SMC 27 i T Hh TR 5 iR A SRS
ﬁ%,wm%ﬁﬂim%%,u&%%%%@%%z%%%ﬁ%ﬁ
Pz R - RVFH BRI S L EMRISCR I, I ER A E
PLBEWT, DR SRAT CL I SR 8 i A P9 (0 T AT B AR
P Stealthwatch BRI/ - SoVF ) BB PSR, VER, DL
INESRA TN, (EASRESE ST A A
Tn] DR 75 2200 i HoA DO R AR . 08 T MBS BRAE T ThRE Mt (U dE
AT .
A INThREM t, B TERLL T PR
1. MSMC s, WHEE>HPEE. “H/IMmOaEE” ximiEkE
HIEAPH
2. piliTheeMAaRbs. “UiReft” TUmBEEIT I

i User & Role Management @
Function Roles &
Name =8 Description
All All Functions
Configuration Manager Can configure appliances and domain
settings.
Network Engineer Can view all traffic related functions.
Security Analyst Can view all security related functions.
StealthWatch Power User Can view all functions other than
configuration items.
Add Remove Duplicate Edit
Help [ dose |
[y -
=R R
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8.

VR, “URIDIAR AR (7 X

HERERIHT T

£ “HHR” TBUR, NThae At

AN—DHFR.

(AT 72 “UH” 7B, o)

REAA BT .

werp g Ay R L ThRE A B ]
LA /B AT BT H K SR IEAE .

MATHE. USRI G XiE
HERERD OGP o BT DhRES o Mo A
“IhREM L T E.

=/ Add Functicnal Role

Name: Application Admin
Description: |Can view Top reports, status, and traffic info.

Functions for this Role
=¥ i
Top Flow Services
- || Top Flow Applications
Top Flow Hosts
Top Flow Ports
- |¥| Top Flow Protocols
Top Flow Peers
Top Flow Conversations
- |¥| Top Interface Services
Top Interface Applications
Top Interface Hosts
- |¥| Top Interface Ports
Top Interface Protocols
Top Interface Peers
- || Top Interface Conversations
[ [¥] Status
[ [] security
[ Hosts
[ [] Traffic
[ [[] Reports
A
=
£

i [] Flows
[ | Document
- [] Configuration

[ unselectall || selectall |

b (o] (o]

e

Users

Function Roles

e

Data Roles

e

Authentication Service

12+ User & Role Management

Function Roles

Name = Description =g
All All Functions
Application Admin Can view Top reports, status, and
traffic info.
Configuration 1\-llanager ‘Can configure i and domain
settings.

Network Engineer

Can view all traffic related functions.

Security Analyst

Can view all security related functions.

Stealthwatch Power User

Can view all functions other than
configuration items.

Help

Remove Duplicate Edit

R ASCH] “FI P AT (O B W AE,  BRARSESERCT —#70.
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Fro ST DAMBRAERT R, BB B 7 RS

ER:

=4 AR IEFRE SMC B BB & % 7RSS B A TR ik A

A, 3RS LT HE .
P AR TR admin SR AL AT AR
» HAEEHEAMA RS E H Web S .
P R EERE A (559 DdD , WA R B E 5
PR, SRR, BT R DASRAT BN #24 :
< BRI E T EEE
Ui TR SETUAIAT BT A D g
< GUEAE AL S
BEAIE P, 5L B RR:
1. MSMC Eisr, WHEE>HPEE. “HoNMmOaEE” ik

4TI
PR, M SUHBGETIT
2. Ul AP B baf: o
14 User & Role Management @
5 Name “!| Description % | Authentication Service Name_* | Authentication Service Type + | Email Address + | Enabled < |Administrator+ | Function Roles + | DataRole +
d Admin User system v v Al Al Data (Read &
Function Roles
Data Roles
Senvice
Add Remove Edit Change Password Documents
T ] Came
= -
EHEHA
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3. A, WA xhHE
HEBEED T IF o

4.  TE “HR” FBUR, BAR/
M4 (X KNG .

5, (Af3k) 78 “Pi” 2B,
S PN

6. EFBHTRIEH S0 S
Py 6 UE AR 55

7. R EHE SMC iz R
IEMRAAR S AR, i
F R Ak

8. ETEBRASEHELL RV
JUB R F) SMC %7 S ST
FE 8 3 R AR R SR

9. HPREFEEHAMIR?

i Add User @

General

User Name: jsmith

Description: Support - Tier 1

Authentication: |local >|
Email Address: |jsmith@mycompany.com

Enabled:

SMC Manager: ||

Data Role

'Internal Hosts -

Function Roles

CTau

[ Application Admin

:I Configuration Manager
El vevvorkEngneer |
|| security Analyst

|| stealthwatch Power User

e [ o ][ comel |

PR, ik SMC EH RGN, REHREDIR 12,
P OWIRATRE, WEET P,
10. 7 “HEMAE” &od, Sl PRI R RO 12 R EEE A
({541, Flow Collector Primary)
1. 7 “ThREME” o, GHESRSZH T IDIREMA .

12.  Siliffie. “OSIA R SHEHERE RIS

P, RS XEHERERIET T .

13. 72 “HETH 7w, ANEE S

.
14, WHEM, WEIRETLLF A

PAE ET Er R, N B

#wi (X KNG

PR CHRINER” FRUT, EEA

Hh

i Password @

Current

Please enter the current password for user "admin":

Password: esssssssss

New
Please enter the new password for user "jsmith":

Password: ~ eesssesses

Confirm Password: essssssses

T Lo ][ concel ]

15. i, “EH” WHERERISC . B RoRAE R U L.

=/ User & Role Management

=)

Service Type® | Email Address

dministrator cti I I

d Admin User syst

All Data (Read & Write)

<|J<[g
<
=

jsmith | Support - Tier 1 local

LOCAL

jsmith@mycompany.com Network Engineer Internal Hosts

Help

Add Remove Edit

16. {802 5 EORHAE M RISCR 5 A 7 K P SRR ?
PR, IEAREEPAT R RISOR S A KT ORI (5 311 10D
>

WMRAE, BEEELR 17,
EERRA
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POARAE, TE AR SRHALR R B X AE

w8 H Ptk P

IR E S K E S, ESERRASER D R B, RO o)
e 7 — AN BEBUC AR TSR 28 OB A €, OF H VRO b, e n] DA
P RE P 23 Bl — A s TU R TSCER &5 HO B0 A €

BE:
WMRERWEFHIK S, FARPHBEACRET TRRKER NARK
BERREMEIE.

EE:
ABERARERE, EXASEN. Eit, MREZZMHOAFAEREEREM
WELE, MAERPIHAENRERZE, HINFIBRILEL.

1. M SMC FHr, %FRE > HF
B, “HPAMAEEE” STIRHERRIFTIF.

2. gy “H Elbs. R SUHEFEERISTIT.
3. EFEGEIMIKS

Lee * | Authentication ...** Data Role =
‘ system All Data (Read & Write)
Function Roles
‘ Security_  View Security FlowiCollector_Primary
Data Roles Analyst_1 FlowColl Analyst
ector
‘ data
Authentication Servi
Add l [ Remove ] | Edit | [ Change Password ] l Documents l
. .
EIEA P
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General
User Name: ‘Security_hnalyst_l

Description: ‘V\ew FlowCollector data ‘

Authentication: [k)c,ai

Email Address: ‘
Enabled:

SMC Manager: ||

Data Role

tor. Redundant 1:]?

o

Function Roles
X

"] configuration Manager
[ | Network Engineer

Security Analyst
|| Stealthwatch Power User

e

5. HEHIAWEAC, HE HdEME” Mo, mil T REI AR A
L, WRRTCATTIER SR 1 HE A G

6. MR E T Uik T AR e A R

7. Rl AT XSIEREREENSCHT. HTHOEE B2 BoRE “H
S U b IR EE R AR T T O SR AR R

User & Role Mal

e
‘ Name = Description “?| Authentic... *| Auth... ¥ | Em... *! | Enabled * |Adm... ¥ | Fundtio... * Data Role v
admin Admin User system L4 L4 All All Data (Read & Write)
Function Rol
unction Roles Security_Analyst_1 | View FlowCollector local LOCAL V4 Security - FlowCollector_Redundant
‘ data Analyst \_
Data Roles
Authentication Service
Remove Edit Change Password Documents
(pep ] (o ]

SR T EDRHAE AT RSO 5 7 (KK P ORIk 2
GNRAE, THAREEPAT ORFRISOR S RO i (5 311 50
WMRAE, EHEDE9.
9. R AR S SO IS IN B L bR ?
POWRGE, EEBLDR RO (31970 .
POARAE, TE AR SRER R B X AE

©o
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v v

EEA R
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seAh, I PER DOy E Sl B R e, VBT, AT LI
BRI IPRE e SCHE )5 A0 204l (1 P AR SR BBk

RetR 5 R K™ SRR AR K SE il LT i A «

1. AWImErT R s R B A Tk

2. RIS EE AN SO
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AL EVAY SR/ R R S D A
1. M SMC EEd, EHEE>HPEHE. “H/MmaEE” imiEh
HIEAPH

~ Name % | Description* | Authentication Service Name # [ Authentication Service Type# [Email Address*? | Enabled # [Administrator** | Function Roles # Data Role +
e : ————
Function Roles.
Data Roles admin | Admin User system v v Al Al Data (Read & Write)
Authentication Servi
Add Il Remove Il Edit | [ change Password | [ pocuments |

2. HAAPESR. “H TUEBERITIT.
WHEPT R R
RS . RGEFTITE BRI AE .

.

o
Shared Name % | Schedule Type*'| Enabled % |Suppress Em... # | Wait On DNS... # | LastRun %
Stealthwatch Hourly v « -
Schedules Hourly Reports M
StealthWatch 5 Hourly L4 L4 L
Login Documents Minutes Reports 1
StealthWatch Daily v
Daily Reports =
(Midnight)
Stealthwatch Weekly "4 «
Weekly Reports
(Friday
Afternoon) =
‘ Archive | ‘ Run Now ‘ [ Refresh ] [ Add ] | Remove ‘ | Duplicate ‘ | Edit |

5. riilritRIEIAR.  “itd)” TOHBEETIT
6. A, CEINTERD” XSTEHERERIFTIT

I
. Add Schedule X
Schedule -
Schedule General
Name: ‘Ana\yst Reports ‘
Document
Avchie: or| 73w
Email Enable:

Wait on DNS resolution:

Attachment

Suppress Empty File:

Format: ()csv () PDF (@) CSV & PDF
Schedule

Period:
Bery:

EERA
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EHFEEIRIE. AR, RHENE TR
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FE BRI X B SRS HROE
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MRFERFERT RIS HEY IP i

AR 2 B AR IS B A A% SO

ik “Z15 DNS i 7 SiRiE.

EE: BRLREFTRESERXEEN. 51
IP et BRI RER S THE 2 #. WMRAGR
RETE 2 TOERARRAN IP thht, NMRKERTIZ
IP it B A 27~ DNS ZFR.

i1k SMC TFAs sl i mi 4 & 1% i B EE #Y

EA 'L

#Ed “Hi#El= PDF” EikiE.

EIERRP
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R EEFTEN Ry AR 262 P CSV GESHRME) - MREVEITEIEE

AP EERREE, NIRRT,

o GNEHMETE CSV X,

s FTEHMEREEE (Fla, BRET.
B, BER) #AFTEN.

s BNXHBIETE CSV XHERIE4R1E
— A tEd (B, S0 —NESE
) .

o WFFMETRIERRICHE, REH
AR IS R E g XX A%
5 TEFE X L A B AR B AR B
SRR,

P PDF - NREEEITEEA TSP ES

HIPT B EE, MIEFEIEDT.

s BNMBERCEMETE PDF XX
e,

+ 51 PDF XH#EHBE—IXHD.

o WFFMETRIERRIHE, REGE
B AR IS R S XX A%
15 E WX L TR Y ER B A B B
SRR

P CSV & PDF - N REHEEFTED CSV 4=

YR EBUEEFD PDF 18RV AT A H b 433,

Uitz dvia i

o SNEHMETE CSV X,

s BMBERTEPRIEEMAERRY
IR B £ PDF X (BN, 4
X —A PDF 32§) .

© BT AERARAXHEERE—N X
B CED, SAE—NEGEE -

o XFETETTRIE MBI, RENS
B R S EPT A g8 S R k4R
18 E R L S R B BRI A Y
LA A.

P mRERE HTENEE” WHEER “TUE” UELAAR, WEMET

XEREHNEIRE CSV XM, XA AZREE CSV Xt

WRIEFE HTENRE” MWEERY “TENRE” TUEIE AL MAIL
HHPEETERHE, WIRSRAEREEERED. 518, B0
A E “HER BAP) EE YEAE—TU &S YEARRE
—TU7 EBILABA “HIERHE EikiE (F “HEIUET 3
2, EEEARIEEE.

EIERRP
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SCRSHOSUR . T LR R RS P O AR
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B0, WEER, MAWIIAS e
B AFARGE R U DRI AT o oy =

7, LRRER. K. = i T Jt

Rigtritkl.
Every: I:I days
TEARZE R SORE IR Lo"‘———— J
(316 71) &

wWIBI A it X

ARG F KT R TR CAF AR, TF 58 BEL T 20 R LR Bt 4 611 el -

1.

MERR TR FRE >R EE. “HPAmEER” XEHERMETIT.

Com s A

'H

Function Roles

Name # | Description*? | Authentication Service Name # | Authentication Service Type % |Email Address*? | Enabled # | Administrator** | Function Roles & Data Role

Data Roles admin | Admin User system v v Al All Data (Read & Write)
e
Authentication Service
Add ] ( Remove ] ( Edit | [ change Fassword | [ pocuments |
>

Mt R, R TR
EFEPTHREIA
RO, “CEBESCRE” X IEHERE EIT T

i Manage Docur

.

Shared Documents
Name + | Schedule Type “* Enabled % | Suppress Em... % |Wait On DNS ... ¥ LastRun ¥

-

. StealthWatch 5 Hourly 4 L4
Schedules Minutes Reports

Stealthwatch
Login Documents Daily Reports

(Midnight)
StealthWatch Weekly v L'
Weekly Reports
(Friday
Afternoon) <
[ Archive H Run Now |[ Refresh ][ Add H Remove ][ Duplicate ][ Edit ]

o

iR RR . iRl SRR T

EEA R
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6. EFEGEIIIRI

y FE BTG, HEET “Stealthwatch XBE(FR)” . HEE, “BA7

iR A ERIRE, RTEARAAAKABAILTR . WRITKIKREH, WAsE
Bt A B AT 3T

7. piiligwEE.  “HiETHRI X IEREREETIT
. Edit Schedule E.

>
Schedule General |
Name: Stealthwatch Daily Reports (Midnight)
Documen it
@ Archive: for 7% days
Email Enable:
Wait on DNS resolution: [ |
Suppress Empty File:
Format: @ES @ rPoF  (C)csvaPDF
Schedul
Period: |Daily =
Time: |00:00:00
Help Cancel

8. aldritRIEAR. “itRl” T EEETIOT
9. MIEFEESE. AREMETEMER, 3G,
10, ZRERE AT CRSOEANI BT

B3 AR INE] i X

TR — A B A SO I E TR, 15 5E R EL TR PR

EIERRP
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1. fE “WInEgm i) TR AR, SO B bR 30k i BE D
7%,

o | U

Schedule | gpared pocuments Include in this Schedule

= Corporate Network Overvi

Cyber Threats (admin)

Document]
‘ Daily Report (Today) (adm -
Daily Report (Yesterday) (; Add >

Email
| mal Domain Dashboard (admin|

Internet Traffic Overview < Remove
Security Overview (admin

Security and Traffic Overvi Add All >>

<< Remove All

4 111 3

List All Public )

s o) Cam]
B

=

2. MBS ASCORSLEIE RN . CHEANEE, W2
B “AJESCRE (5283 5D S 13 5 CAREESCRY. 7

3. EFEIMEURIF SR . XEFAORG], BATR RS “IdE iR
P&

3 ==
EE:

?9 EERFEZANNME, FIRE Crl BHAEERMMEINXHE. FERFX
HEE, FR T ERERSEE AR, R Shift 2, ARmTHEERE
BIE B R ERRY 3THY -

4 SEVRIN. SRS BRI “EAERIHRIR T B,

« |

Schedule Shared Documents e
= Add >
e Corporate Netwark Overviev

Document| Cyber Threats (admin) D

Include in this Schedule
Domain Dashboard (admin)

< Remove

‘ Daily Report (Today) (admin|

Email Daily Report (Yesterday) (ad

Internet Traffic Overview (a -
q:lruriw D;;Trvisvw fﬁdmin: [ << Remove All

List All Public

o

o

G SMC A S i R THRISOR A S 45 1% M 7 ?
PR, ERSARE AT o R IR AN )

2”

POARAE, EAEBERAE R, BE U ERg ) TR 1R
HE, SRJEIR[A] O BESCR XTI

6. RHIHARXSIEHE,

EEA R
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B EME R XA R, (AXEFEMER, B5HE SRS =R mE

SMC” (%289 T1) HIZE 13 & “AbLIETHY. 7

INARAEATE SMC H SIEL BEAR RIS AE 4 N, T A0l e i AR
A BB I A M bk i 3 R

1. fE “USINEERE) TR R, AR R bRl AR Tl e R

TT}F o
=/ Edit Schedule =
% Email =
Schedule Users Include in this Schedule
% admin ( @lancope.com) Add >
Document Analyst_1 ( @lancope.c —
<< Remove All
< ] |
2. AE R pBeh, IEEA RGBT AL
3. I BB EORTE CESfERTHRIR FEBc
EE:
é’ EERFZ NI, FiRE Ctrl BH S EERMMS ARGt &
BRFHGUSER, FRTERFRACEREITNE AR, $Z{E Shift
B, RlE S EEERERE B AR HR it .
4.  SEBERAAER, KM “CASINEGE) TR X TEHE, SRJEIR A« R
SCRE” I AE .
5. BN EERHARATE SOOI B B 3 ?

PR, ESREAREPKT Y CER .
POARANE, TE IR RTEHE.

EIERRP
318 ©2016 BRAFK LT . MIFFE.



afrafr.
cisco

BRI

AT LR AT SRS I B ) B SORPIR o RFICE SR SMC 707 i S T
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AMHBECURABORTN. HXURATIOMOEAES, FEAE 13
& AESH.

FAESCRE oA K (R 8 SR, 15 5E R BL R 2B IR
1. MSMC Eisr, WHEE>HPEE. “HoNMmOaEE” ik
BT 7T

:

’ Name # | Description*? | Authentication Service Name # | Authentication Service Type ¥ |Email Address™? | Enabled # | Administrator** | Function Roles % Data Role

admin | Admin User system v v Al Al Data (Read & Write)

Add ] [ Remove ] (i Edit | [ change Password | [ Documents |

>

2. gl APERE. “HP/” TUHBERTFT .

3. EFRIEE R LI ISR ORI A ik

4. RUlSCM. BTIER I COEESCRS” XPUEHERE R AT I
[\ Manage Documents

.

Shared Document: Name =i

Document Type % | Owiner 9] Last Modified )
Cyber Threats ‘ Cyber Threats ‘ admin ‘ Oct 23, 2012 2:08:49 FM

Schedules

Login Documents

Remove
e

5 MEBROCEEIFR. “ERC” TUHRFERITIT.

EEA R
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6. i, LSO WSEHER SATIT,  Herh B RAF I T SR

1= Shared Documents I XS
Name =3 Document Type  + Last Modified v Public Document % Owner %
Corporate Network Corporate Network Oct 23, 2012 2:08:49 PM L4 admin
Overview Overview
Cyber Threats Cyber Threats Oct 23, 2012 2:08:49 PM v admin
Daily Report (Today) Daily Report (Today) Oct 23, 2012 2:08:49 PM L4 admin
Daily Report (Yesterday) Daily Report (Yesterday) Oct 23, 2012 2:08:49 PM L' admin
+——» Domain Dashboard Domain Dashboard Oct 23, 2012 2:08:49 PM « admin
Internet Traffic Overview Internet Traffic Overview Oct 23, 2012 2:08:49 PM v admin
Security and Traffic Security and Traffic Oct 23, 2012 2:08:49 PM L4 admin
Overview Overview
Security Overview Security Overview Oct 23, 2012 2:08:49 PM v admin
List All Public
o] o) (o]

7. EFFIH TR AT SO R B UL R HAh ] ORAE BT A LSO

8. IEFTSINBIL RS IIR M A . ARG, FATREFE “4k
PRI TR 7 SOk

EE:
”;} BEEEZ DN, IHIRE Ctrl @A EERMIESIXE., EEEEX
HERE, ER T ERFAERETARRICH, #2(E Shift i, ARREERE
BI3E E R ERRY T4 -

9. B, RSO XIEHERERIOGH] . SRk FE RSO BORAE T
RO

1=+ Manage Documents for user "Analyst_1" I 22 I
2 Login Documents &
Shared Documen Name a1 Document Type Owner E) Last Modified =)
Cyber Threats Cyber Threats admin Oct 23, 2012 2:08:49 PM
Scdu\es Domain Dashboard Domain Dashboard admin Oct 23, 2012 2:08:49 PM

Login Documents

Add Remove

[ v ] [ o= ]

10. AidiskE
1. midiki

BB XA .

1B
B AR EE L X

EIERRP
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