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1= License Manager | 24

License Management

Activate License... Activate or update license

Flow Collection

Licensed Flow Collection Rate: 3,000 fps Flow Collection Licensing Report

Days Exceeded Licensed Rate: 0 of last 30

Recommended License Rate: NfA

Feature License Status

Inventory Report...

SMC | Flowcollectorl FIowSensor|
Feature = Appliance + | Count = |StartDate | End Date “!| Status =
01000 SMC Uncounted |  10/3/12 11/2/12 Trial -
(. 1.65)
ISE SMC Uncounted 10/3/12 11/2/12 Trial
( .1.65)
SMCRED SMC Uncounted 10/3/12 11/2/12 Trial E
(. 1.65)
FP51000 SMC 3 10/3/12 11/2/12 Trial
[ .1.65)
SmMCczo00 SMC Uncounted 10/3/12 11/2{12 Trial o
(M 1.65) hl

\

.

J

afrafr.
cisco

215l

M| 5+ 0| Al Help(=2 %) > License Management(2}0| M A 2t2]|)E
MEASEL|CH CHZ 1 &2 License Manager CH2t A AH7F H & L|C.

3. Activate License(2t0| M A 231 E =Lt CHS 1 22 Activate
A2l
=

= =
License(2}0| M A 2Hdzt) CHE A X7t

1, Activate License | 24

Before you can activate any license(s), the corresponding appliance(s) must be
registered and fully provisioned on the Download and License Center.

For more information about the licensing process, click here.

Choose the activation method below:

Online Activation... | This appliance has Internet access.
Offline Activation... | This appliance does not have Internet access.

Stealthwatch 0| Z2}0| Q1A 20| M Al
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4. Online Activation(22}Q! &/d3s})& = 2/gtL|C}. Online Activation(2 2}

ol gdgsl) th=t JAH7F SEILIT

1= Online Activation

The SMC will attempt to contact the license server over the Internet. Ensure that the
following are configured on the SMC Appliance Administration interface:

* DNS server(s.
* Proxy server, if required

5. Continue(A|4)E S2/3fL]ct.
.l

P ERNAV YN OR pIEH 2O Dot §AVF SR L|C OK(=
oS 250 =t &AE Bl

Activation Successful | XS ‘

,-6-, License(s) activated.
v

P 20| HIiSH F Tt & AH7F EE| 0 T2 AT A1l 2 Of
E2H0| AT LIHE LICEH XtM T LIS 22152 ™ B O] 2 0f| A %'
2 HE 2254 A| 2. Close(Et7])E 22810 CH3t AXIE ZE2T
L|C}.

k= Activation Errors (Ll
The following error{s) occurred during activation. Double-dick a row in the table below for more details.
Appliance -1 Details -2
FlowSensor 1000 (& % .3.113) Failed to activate license. -
FlowCollector for sFlow VE 4,135) Mo valid license response found o5

Close

| S M 7|5 £ 22|l 0 Z2H0|ALS

2. Download and License Center(C}2ZE 5! 20| M A ME)
(https://lancope.flexnetoperations.com)0f| 2 4| A S0 My Appliances(L}
Of 220 2) I 0| X| 2 O] 5 gL Ct.

Stealthwatch O{Z2}0| A 20| M A
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SMC 22}0| M E QIEH 0|
L|C}.

SMC Z2}0[HE QIE 1| O] A0 A AT L LY.

0| ! 0| - 0f M Help(Z=& &) > License Management(2t0| 4 A g2|)Z
MERSHL|CE.

Ct2 1t 22 License Manager CH3} A XF7F S &21L|C}.

= License Manager | 28 |
License Management
Activate License... Activate or update license
Flows Collection
Licensed Flow Collection Rate: 3,000 fps Flows Collection Licensing Report
Days Exceeded Licensed Rate: 0 of last 30
Recommended License Rate: N/A
Feature License Status
SMC | FlowCallector | FlowSensor]|
Feature =+ Appliance + | Count + |StartDate ¥ | End Date “!| Status =
ID1000 SMC Uncounted | 10/3/12 11/2/12 Trial -
(4 45 .1.65)
ISE SMC Uncounted 10/3/12 11/2/12 Trial
( 1.65)
SMCRED SMC Uncounted 10/3/12 11/2{12 Trial =
(. 1.55)
FP51000 SMC 3 10/3/12 11/2f12 Trial
( .1.65)
SMC2000 SMC Uncounted 10/3/12 11/2{12 Trial
(. 1.65) Y
s J
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Activate License(2}0| M A 2Hd5HE SalstL|C} CH2 10 22 Activate

=

License(2}0| M A =45} O3 A XH7F E &L T}

5

i, Activate License |

Before you can activate any license(s), the corresponding appliance(s) must be
registered and fully provisioned on the Download and License Center.

For more information about the licensing process, click here.

Choose the activation method below:

Online Activation... | This appliance has Internet access.
Offline Activation... | This appliance does not have Internet access.

3

Offline Activation(2 = 2}9l g/d3})& = 2letL|Ct. Offline Activation(2
Z2pQl 2dsl) et o AH7F S - LICE

1z, Offline Activation ‘ XS |

Ensure that you have downloaded your license file(s) from the Download and License Center.

After you click Continue below, you will be given the following options to select the license
file(s) you downloaded:

= A single .bin file
* A single zip file containing .bin files

* A single directory containing .bin files

Continue(%|%)S 2T LICh THAS M 4 9l That 4RV YT

L|C}.

SEFAIOA 2tojdA ThU S 22 ESH /X2 O] 5 &Lt

BIN I}Ql, of2{ 72| BIN Lt O| E%E_ C|HER E= 2lo|MATER
8 7|50|Lt O|ZaH0| QA AE [¢h 2O MAT} EBHE ZIP THAZ Metzt
LICE o1 X A+E 7hset 2to]d 29| O E2t0[ A S HA|SH= Offline
Activation Preview(2 Z2}01 g3} O|2| 27|) CH3t A X7 G2l T}

1= Offline Activation Preview | 28 |

We found license(s) for the following appliance(s):

Appliance(s):

FlowCollector for NetFlow VE 28.36)
Stealthwatch Management Console VE ( 28.33)
FlowSensor VE ( 28.31)

Continue H Cancel

Stealthwatch O{Z2}0| A A 20| M A
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> TR N AV HANOR AR E|D SOl O3t AP QL) OK(E
o) 2stol i3t H4RIE P

Activation Successful | 23 ‘

,6, License(s) activated.

ofof HIfotH @ F st §A7F He| 0 Z2 AT Aot 24
O] A2t LEEELICF ApAet LHES 1512 2 H|0| 20 M &

S SO AIR. Close(E#7])E 200 Hst SAHE TEE

T u[O MK utok

k=t Activation Errors |£

The following error{s) occurred during activation. Double-diick a row in the table below for more details.

Appliance -1 Details -2
FlowSensor 1000 { .3.113) Failed to activate license. -
FlowCollector for sFlow VE 4,135) Mo valid license response found o5

Close
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= License Manager | 28 |
License Management
Activate License... Activate or update license
Flows Collection
Licensed Flow Collection Rate: 3,000 fps Flows Collection Licensing Report
Days Exceeded Licensed Rate: 0 of last 30
Recommended License Rate: N/A
Feature License Status
Inventory Report...
SMC | FlowCollector | FlowSensor|
Feature * Appliance + | Count + |StartDate ¥ | End Date “!| Status =
01000 SMC Uncounted |  10/3/12 11/2/12 Trial -
(W 1.65)
ISE SMC Uncounted 10/3/12 11/2/12 Trial
( .1.65)
SMCRED SMC Uncounted 10/3/12 11/2{12 Trial =
(. 1.55)
FP51000 SMC 3 10/3/12 11/2f12 Trial
i \1.65)
SMC2000 SMC Uncounted 10/3/12 11/2{12 Trial
(M. 1.65) Y
L J
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About the StealthWatch Management Console

The StealthWatch Management Console ™ (SMC) is an enterprise-level security management system that allows network administrators to define,
configure, and monitor multiple distributed StealthWatch FlowCollectors from a single location. By integrating and correlating data from each
StealthWatch FlowCollector, the SMC allows network security teams to reduce security vulnerabilities, increase staff efficiencies, and decrease operating
costs.

Providing a comprehensive view of the entire security infrastructure, the SMC enables organizations to better manage enterprise-wide security. It allows
drill down analyses into correlated forensic data to help network teams identify hidden vulnerabilities and enforce network security across the enterprise.
The SMC's powerful graphical reporting capabilities also save time and money by accelerating the monitoring and review process.

The SMC is deployed as a separate appliance:1U (standard version) or 2U (enterprise version). Setup and configuration are similar to that of a
StealthWatch FlowCollector (for more information, see the Lancope System Configuration Guide). All SMC database resources, software, and the
desktop client application are embedded within the SMG server. The desktop client application is dynamically pulled to the administrator’s computer when
the SMC software is launched

The SMC also provides a SOAP-compliant AP for access to data from external applications.

Related Topics

Getting Started

Launching the SMC Client Software
Installing and Upgrading the SMC hardware
About FlowCollectors

About the graphical user interface
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E I8 Y

> ot
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AE & F#ZE H2{™ Host Group Membership Report(2 A E & HH
MEIM)E GLCH YEHA © 2 Enterprise(YE{=210| =) EZ|0| M OFFR &

Host Group Membership Report x

& Domain
& Host Group : Lancope Corporate

: Lancope

Host Group Membership Report - 56 records

Host Group i Defined in Path -1 Range * Size % | StartIP Address = | End IP Address =
Lancope Corporate . #8.176.0/20 4,096 . 176.0 SR 191.255 -
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> DMZ .185.0/24 256 . 185.0 E4m.185.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering N 0.0/19 8,192 0.0 . 31.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering 5254 1 .5.254 5254
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering =.24.3 1 .24.3 =.24.3
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering .175.200 1 We.175.200 wL175.200
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering . 55.111 1 . 55.111 . 55.111
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Engineering .55.112 1 .35.112 .35.112 L
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet W .186.0/24 256 S 186.0 186255 |
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet .187.0/24 256 .187.0 .187.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet W e.188.0/24 256(  LEE.188.0 W98 .188.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet .189.0/24 256 .189.0 .180.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet W .190.0/24 256 W .190.0 W 99.190.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> HoneyNet e 191.0/24 256 1910 .191.255
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Other Private 10. 16,777,216 10.0.0.0 10.255.255.255

Addresses =
Lancope Corporate Inside Hosts -> Lancope -> Lancope Corporate -> Other Private T .0.0/12 1,048,576 0.0 .255.255
P Addrw o
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MH|A HE(DoS) EE= AJd &5 50| HEYIA ZAEEZRH SHS =2&
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2-CHOIL|C}. Stealthwatch= O| 2 /| BH A3t 2= -2 Security Events(E 9t 0
E)E g0|&& X[’ggLct.
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UZO| AX|El B2, Flow Collector= 8| @ AE0f CHsl &2 24 X7 LS
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YAIZ|X| &

Stealthwatch Flow Collector= AF2X}7F ™ O|St 070/ & A/ZF0|| 24 A|Zt0OCH &
£ X|E =& X|ZL|C}. O|Uf Flow Collector= 0| 24A|2t S0t =%t 21 njY
2 Y LeS MY thE, HOIHE +=H5ts M2 5tFE AlRefL|C.

EMNE@D%&EFIEWﬂWHMWOHﬁUP*-8U§¢%XH

¥ Filter & Domain

& Hos

Summary - 105 records summarized into 105 records

Host Groups —
Other Private Addresses #8.238.227 82,421,790 Suspect UDP Ativity Ping_Scan, Rejects, TCP_Scan,
UDP_Scan
Sales and Marketing, .3.159 820,869 | — High Concern Index New_Host, Spoof, TCP_Scan,
Other Private Addresses UDP_Scan
Other Private Addresses #.110.17 16,288,981 163% I Ping, Ping_Scan, TCP_Scan,
DP_Scan
Other Private Addresses 430,104 14,984,292 150% I High Concern Index Ping, Ping_Scan, TCP_Scan
spyglass.lancope.com pyglass.lancope.com 13,320,630 133% [ Suspect Data Loss Excess_Clients, Excess_Servers,
(209.182.184.2) Spoof, TCP_Scan, UDP_Scan
Other Private Addresses 172.16.1.10 368,810 123% I TCP_Stealth
Sales and Marketing, i 2,58 357,859 110% I New_Host, UDF_Scan
Other Private Addresses
Other Private Icsgfw01.lancope. local 9,028,476 90% [ Fing, Ping_Oversized_Packet,
Addresses, Private ( 0. Ping_Scan
Other Private Addresses ¥ .86.82 1,271,172 82% [ | TCP_Scan, TCP_Stealth
Other Private Addresses 1236 320,486 81% [T TCP_stealth
Other Private Addresses Seor 24841 231,563 7% ] UDP_Scan
Other Frivate Addresses 12,64 234,853 76% [ 1 UDP_Scan
Other Private Addresses . 4.60.110 469,135 76% Ping, Ping_Scan, Rejects ad
Details - 1 record I5h <
Appliance ¥ Client Services ¥ Client i Bytes Inbound ¥ Bytes Outbound ¥
SmokeNetA-NetFlo | dns, dnstcp, netbios-dg, netbios-ns, netbios-ss, symantec-av DNS (unclassified), NetBIOS 1.13G 71.65M
- (unclassified), Symantec-AV
(—1.62) (unclassified)
Last refreshed: Jan 20, 2012 2:54:54 PM - Next refresh in 4:43
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[ =20| EL|Cl oY &= A 70| YEh2 = QI8 = [ Al Stealthwatch= 7}
Q%%MQEWHWQ%%§%E$2§¢¢QE%W stE=2 NS
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(ENEM LERE ATt EMZ|0f AZ)0| 2 otE|
0 oA X EE =N 2 X B YE(E, ClHME T} ;
100 O|AI-OI OI-EI-)O Xl Ll EA E E”‘ Eo:IKLIEI' Cl Ping_Scan, Rejects, TCP_Scan,
HMEJ} 508 X185l S AEEZE H2{H Concern —
Index(2t4 X|H) EE HES 2L CHL &d &
9 2td X7 LEO| EXYSt=X] o F0of 2A 8 |
Concern Index(£t4! X|H) ZH HEQ| 57| 7|=
7t 3| MEg) 2 Wstn Cl HME 502 X1tst=
SAETJFBEA|ELC

New_Host, Spoof, TCP_Scan,
UDP_Scan

Ping, Ping_Scan, TCP_Scan,
UDP_Scan

Ping, Fing_Scan, TCP_Scan

Excess_Clients, Excess_Servers,
Spoof, TCP_Scan, UDP_Scan

TCP_Stealth

A i e A

LE0 CH3l +X & Cli= 01740] 2 A[ZHof| K| & LIC.

Concern Index(2t4! X|H)Q| T 2|0l = Summary(R2f) M M0| Qo TH Ofzf
0l = Details(AM| FALgt) A 0| A& L|CH Details(A| F AL A M0 A o CH
8t 27} Y28 5 2{D Summary(R}) A0 A B Mgt C

O|F ool M %1 2| S X A E = xxx.xxx.238.227 & L|C}. Of 0f| 0
Mz Ol 2AETH LR EAEEP 7135t S LICH O] = AE0f CHet Ch3
HE A &olgt = JASLCH

b OFX| O}7}0| 2 A|Zt 0| 20| O] SAEL o 824%2| CI HMEE 4=
I—loH¢|_||:|._

T AAH

P O] SAEE 2719 &al9l
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K| & (TI)

CHAF X| E(TI)= OpX| 2+ Stealthwatch Flow Collector OF7+0| 2 A|ZF O| 2 0
MY =2 Y X BE XBEH 2 A2E(RHE ol e LHEY AS)E =
AlgtL|Ct. Stealthwatch Flow Collector= CHAN IP AT BE2 £=0| H Ot Q|

LS T —
WlE i J|Et ool Mol BHS AL UMZLS EIH S High

Target Index(&H 9| CHAH X[ H) Y &2 EC|HTLICH CHA X[ E 9 2%

o oro
sAEstEe U SACHMN N 8o RAE 37 54 2els
L

§0HO| HBIEl SAC O} IHE AH|A U EEE Al B w0 A 2R/ S
EEZ N 4 Qo0 HH| 9 AT E90{0] T2 SAE KHOHE KE
o+ I UTH E8 HEYION SAES] AHS BD AEE H2 Y +
Ut

Target Index x

T Fiter & SmokeNet-Alpha ® Time : Today
Y up : Lancope

Summary - 5 records summarized into 5 records

¥
Host Groups ¢ —_
Other Private Addresses, S.0.154 865,456 87% Il Rejects
Private
%uter .184.1 22,463 75% [____1| High Total Traffic, Suspect UDP Rejects, UDP_Scan
Activity

Engineering, Other . 1.57 86,086 58% [ 1
Private Addresses

Router 1843 26,604 550 1 Rejects, UDP_Scan
Lancope Corporate . 177.252 15,848 50% 1 Rejects, UDP_Scan

Details - 1 record N 5
Applianca : Server Services 3 server Applications + Bytes Inbound =
SmokeNetA-NetFlow-1 | netflow

ICMP, NetFlow/sFlow
(—1.62)

Bytes Outbound L4
5.04G 229.37M

Cfa K| F 2ho] B9l OR OIS 0| A S48 ZOIE0] 0|5 + 9
RIE(T) BOIEE 2t SAE| Cfof X &0 TI X3S Fus
J|2Ho2 Ho[HE TIHMES 7|Z02 YyX&oR Y E
Ef O}X|2 0}7}0| = AJ7F O] 30] =oI0A BEE 7 &2 BlO|H 242

Target Index(CHAf K| #)S BA|3}2{® TO{Ql £ SAE 122 0QA
2z EOCR 2231 S
L|c}.

ecurity(E2 Q) > Target Index(Ci 4 X| &)E MENSH

T ZEE SLCh o
2EE REY 5 UASLLCH
LN

LICt. o] &0

-

HA =

'—PEF"” LICE O] E SOf TI HMET} 15801 S AETFE8%FX| At 2| TI 4A 2

= ZYeH F7F ZAE S =+ UFLILH O HO[S0A 2%t At &

OI HEE Fol= TI SACO Zt7HAX|H M o] #Hot= Jef =7t Lig L T

XE: s HA 29 XX
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Ao

Y8

L S o
TE LA 0% Hl Jafm
T E AAZEO| 0%~50% = A
TIE YAZLCl 51%~75% Bk
TEE LA L2 76%~99% Z Al
T E AA ZE2| 100% O] A 7 Al

7| 2% O 2 Target Index Filter(CH A X| & ZE) HE ()2
Mol REZ Tt H 2|0 AUZ)0| &/d2tE| 1D Target

Index(CH & X )= 249 A X[ &H YEH(F, 100L0 =2
TIHMEE X|H EhS X|H SAED EOESL|CH TI I
MEZF508 X106t = @ AE E H2{H Target Index Rejects, LDP. Scan
Filter(CH & X| & EE) HE S = =IgHL|C}. Target Index(CH

4
F Rejects, UDP_Scan

TIHMEZt 502 X106 @ AE T HA|E L|CE s

RIE: %S 87 29 X
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File Sharing Index(ItY 39 X|%=, FSNo| 2 £ QMAHR OIY 3 O 2
2| AHO|ME BX[St= A2z, £ =2 E Y0l M5tA St= | of-F-I| of
(P2P) 8412 BIX|RLICL O| A2 HERAL| CHE LHE E= (2 MEHO|
NeE ANRE SFEEN DI HE S £ 2% '—'||E-?439| HE2=2

Ols|| 2HAHSE & QL |C}.

Stealthwatch Flow Collector= | E {30

HJ
> T[N
ot
[>
[m
=2
x
4
o0
Ot
rir

ZAoj| CHE CHYot §EE =HeLCH & E71I o &M E 2445104, File
Sharing Index(TFel B8 X|4 )= P2P BES LERS & 9l T+ &1t 221
EH AXH B0l 2 AEE AHS10] &L L

Ol Xl=e &t A 24 7|2 AH8510 ZRIEE FUICZM MY S/
StE ) JbA UHER O 2 o +o| Ol MA ZEHS HHANA|ZI AL ZFRF SHAS AF

EH°| SAEE HAIELY I:f 0| 7|§S Stealthwatch Flow Collector7} A7H &=
S B A|SH7] -,—| S| AF23F= Concern Index(&A X&) €4S Z2HS= 7|=1t
SALgEL|C}. File Sharing Index(It Y 38 X|5) 2AM = RALE SAEQ| 2M
Q7L K| YE 2 AEQ MERMQI S AE W A2ts MSeL T

File Sharing Index x
¥ Filter @ Domain : SmokeNet-Alpha ® Time : Today
Summary - 253 records sumMmariz: 253 records
Host Groups %
United States High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States . X 71% [___]| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
% United States SRS 35,181 35,597 71% ]| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States .35.183 35,517 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States 35,184 35,541 71% ]| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States . .35.185 35,609 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States 35,186 35,501 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States . .35.187 35,613 71% 1| High Concemn Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States #.35.188 35,517 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States . .35.189 35,490 71% [___]| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States SR 35,100 35,535 71% ]| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States .35.191 35,543 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States 35192 35,530 71% ]| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States . .35.194 35,608 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan
United States W 35197 35,493 71% 1| High Concern Index, High Total Traffic Asymmetric_Route, TCP_Scan -
Details - 1 record W ich S
Applia... = Server Services = Client Services > Server Applications + Client Applications >
SmokeNetA http. HTTP (unclassified)
-NetFlow-1
(1.6
2)

I BQ RIS BAISI{B S0 £ SAE 182 O}
© 2 Z &I} Security(E QF) > File Sharlng Index(I} 2 & I|-¢-)§ MERSH
L|Ct.

m

RE: WE B &9 XY
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TS LA gk 51%~75% L 2hAY
TS E YA LUC| 76%~99% ES TR
TEE AA 7Ll 100% O] A w74y

7|2 o 2 File Sharing Index(I} Y 3§ X|%) ZE H
E(R)EM 2EZ SH 2M2(0 AZ)0| &
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%= AEHE, 100ECH =2 FSI M EE X|H ¢2he
._| SAE nr HOo|EL q FSI I Al E7r 502 X=1fotE =
AEE 22{™ File Sharing Index(T}¥ 28 X|4) ZE
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{ BEC| Ci3t7| 7|27t s M(EE) 2 Pt FSIH  einiiie
7t 508 £t SAETL EAELCE

ymmetric_Route, TCP_Scan

i
fymmetric_Route, TCP_Scan
ijmmetric_Rn ute, TCP_Scan

Ymmetric_Route, TCP_Scan
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8.3
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2%9| Of= AEHZ2t0[= EC|0f A AAZE B
VME &5 & UE ?IXIE 20 F LI
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- ﬂq% FlowSensors
[ %% SmokeNetA-sFlow-1

OlE{Ll E3T iR

] 3 Identity S

Internet Traffic Overview(QIE 4l EE|E 71 )&= QI
Elar AZE =0l Eefgol JefEut H|O[2 A 4] HO|HE M-S gL LCt.
Ol #ME HAISHH ™ O Q Of =0i| M File(m}l) > Open(E€7|)S MEiStL|C.
CtS CHat A X7F G & L|C}. Internet Traffic Overview(QIEH 4l EE|Zl 7H Q) 2
AE Meistn oK(&NE 223t Lct.

Name “~?|Document Ty... ¥ | Last Modified ™! |Public Docum... ¥
My Domain Domain Mar 12, 2012 L
Dashboard Dashboard 10:21:55 AM
Corporate Corporate Feb 29, 2012 L

MNetwork Metwork 7:13:13 PM

Overview Overview

Daily Report Daily Report Feb 29, 2012 «

(Today) (Today) 7:13:13 PM
Daily Report Daily Report Feb 29, 2012
(vesterday) (vesterday) 7:13:13 FM

Domain Domain Feb 29, 2012
Dashboard Dashboard 7:13:13 PM

Internet Traffic Feb 29, 2012
Owerview 7:13:13 PM

Security and Security and Feb 29, 2012
Traffic Overview | Traffic Overview 7:13:13 PM
1 1 1

[ List Al Public

E3m o E93 M5 @ EY
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Internet World Map e & 5 op Internet Users, Last 5 Minutes - 12 records

#41 Host + Host Groups = | Bytes * |Peers =
L0156 Other Private Addresses, 5.8M 4|~
Private 1
S 162.230 SMC_230 3.08M 3
.039 Other Private Addresses, FR 2.25M 3
S0 162,239 Public 2.24M 3|
162231 §%.162.231 2.16M El
0,56 Other Private Addresses, 1.05M 1
Private
061 VMWare60, Other Private M 1
- Addresses
Corporate Netwark
S 162,241 VMSMC 849,55k 1
L 10| swalasslancone.com | swalasslanconecom | s2sackl 2ol ™|
Internet Destinations, Last 5 Minutes - 12 records 5 %h %
Peer $ Peer Country #| Bytes *|Peers®
1261194 & 11.58M 1| -
Canada Tl
1135 = 4.49M 1
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W.225.230 1.83M 1=
United States
213.52 2] 1.78M 1
Canada
212,93 1.3M 1
United States
1.124.96 1.26M 1
United Kingdom
M- T T T =
7 i 4.5 1.00M 1
05:00 06:00 07:00 08:00 Tl e -

Last refreshed: Jan 5, 2012 8:52:42 AM - Next refresh in 0: 11
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(smtp)
L sanin_3,08% o AL e UGB RRIRE R o o GEAOD B 2OINCD g o, 3342k 1 LT P———
o o o = = T = e}
2. Mg =2 HOEHES A8 32 =2EL OO HEY L (725
H O O A 1T
OS2 MEE2 XAH1# )= BAIELIL)
o St & nl = o 0o o o)
3. ROM AEet = AE Eut S O S EES AdEYLCH
ot o = = = [
PO MK b2 AAO]: T e TAE OF K& AMH)0| ALER?
Oro A o
P B2 SO O YK B2 HEO| ALIR?
P O LEJF AL E[D ALIR?
=] ] L A = aro T
P EE L QB2 ¥ EEO| JALR?
2 o
P bps HE7t &2 HZO| ALIR?
a= o ni¥e) = S n
P Ol 25 dJO[ HERIO 2tet ALEXL = ThArS I ARO[ AULIR?
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SHEH ALE A} AE

Effd 250 #HE S AE Yol IP FAE oot 42, CH3 HHAE 2t=5t
Of O ALEAL7} 2EHO| QO O] 50| A0 SHHSH=XE MES =
U=X| SIS AI2

1. BEste SAE IPZAZ O 22610 SAE AWALS AL|C}

2. Identity, DHCP & Host Notes(ID, DHCP %! SAE Hg) &S S2Is!

¥ Filter & Dom,
& Host

Server i User Name = Start Active Time = End Active Time Domain Name
lchgms05 dbrooks Jan 13, 2012 11:34:00 AM Current LC
(10.201.0.16) (2 minutes 8s ago)

Ichqsvro1 dbrooks Jan 13, 2012 11:34:00 AM Current Lc
(10.201.0.15) (2 minutes 8s ago)

DHCP Lease - 1 record I1EH =
Assigning Server * MAC Address * MAC Vendor * Start Active Time * End Active Time 8
DHCP svr01 5c:26:0a:1f:13:77 Dell Inc. Jan 13, 2012 10:52:00 AM Current
(44 minutes 8s ago)
e it P T et G el
2 MHE 510 '<‘5I-AOI|_|- ?
C

=
> IYCHH, 6CHA 2 O|S L
P I BOHATHA R O|STLICH

4. Sigst= o IP F25 M5 S 8510 2 2E A-ARE GL L

5. Identity, DHCP & Host Notes(ID, DHCP 5! S AE 0jR) B4 S S=Ist
L|c}.

6. AIRXI HHEZ OIS 4 LtR?

> IECHH, 6F

7. 0] 230| #Y =0 sjFot= A2 LIEFEL7?
P CHEO|OO[ALL &2 R2&= F2, 7TEHAZ O| S L L.
> CHENO| OtL|2 2l B2 O] E { SXIgL et

=

8. XX =& YEE FASHH =X #E o AZ 2| 0]d EALof et
o ~Z2f o] gLt

Zzgod
EE‘I—T'__A—-!
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SQHZEEE QIHEO|A

QIHEHO|AZ LHZEL| AL 0 A2 EHY A2z & U= B
= 137 odkl= E%, Ch3 HO|of -0 BAlE *I2 S
7HIQI QS mopet 4 ASLIC

oHzCE
QIE{mj|o] &

A
_ OIE{T| 0| A RO CHA|RE: R A=ES
olE T At EX o A = ¥ e ST
Ol E{ [ O] A AEf » 53 -j'u":j“”""'— AS| B T3} > AMEOHE SAE
e e o n A
S . g =

SAE AWAEID,
DHCP Bl S AE B2

N R B e

§I»EO| A lg 0:|_'_

Bt

ot

BEFE oAz 0| d Bt j«oitia

o=z e
SMCE CH2S mat310] IEH|0|A AFBES 27| mHaret 4 Qe of2f 91X
= X2

> QlE{mato|x £2| L YEYI ClHto|A

> QIEITO| A AEY

P LE HOIS(AHTO|A AEE =0HE HEO| EC|HE BP)

Ol Y2 Z2E QIEH 0| A AE] EMO|M ZALE ARSI LICE Tk THA O A
£ o0 Lh2 YIS Crojoj 1Mo MBE|of e MR it HRE AE
etct.
=
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10.

T 210 CHSt Interface Status(QIE{H|O| A AE) EAME EO QLHZEEE
OIE|H 0| AS AT L|C TH M9l "2 2 &l QIE{H 0| A(2IE T
O AEf) A" M2 HESHIAIS.

ESHA A El OIE{ I O| A 0f CH3t Interface Summary Dashboard (9! E
HOo|A 2 CHA|EE)E E 11 Top Active Conversations(4 | 2Hd CH3})

£ dEEL

SAEM(SAE G I0)2 IPFoT iR ES| fAEZ AL SR
HE &agL ot

S A E 0| CHdH Host Snapshot: Identity, DHCP & Host Notes(@ A E A H
4k ID, DHCP 2 A E 0| 2) I 0| X| Z & L|C}. 190L|0[X| 9| "= 2 CHY
Z SAEQ 2IOQISHAIZX AlB"S A RSIAA| Q.

AERHE A8 £ QLta?

» CHH, 8HHA = Ol =L T}

P =X QLA 6CHA = Ol 3L T

I {0 CH3H Host Snapshot: Identity, DHCP & Host Notes(Z A E A LH

4k ID, DHCP 2 2 A E 0| &) I|O| X[ & & L|C}. 190W|O|X| 2] "=2 CHY
=

SAEO| ZIQUSH AR AlE"S HESHIA|L.

» 13C
» X PCHH 10':f71|E OIEE“—IEP-

AMEXHOA HEISHA AtERtet 2t El 250| JLHAX| 25 Tt
L|C}.

20| YATIT?
P ZCHH O] EHAO| A =X|gHL| Ct.
> DX QLCHR 10EA|Z 0| S BLICE

XA =tet Y2 & Fot =29 = O ~Z2 0] EXtof et
Off ~Z2j| o] dgfL| T}

229 24
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QHZEE| QIE{H 0| A(QIE{H 0] A AEH) Al

Interface Status(QE{ | 0| & HEf) 2ME B0 LHZ EEALE 0 A2

=Eot £ QM O|AE M8t CHg T E s A 2.

1. EOQ0|ES ot
LQEZHESE 2F

2
é, %terpnse

SMC
.~ @ stealthwatch Labs Intelligence Center

LHZEEAALL EF

£ % Host Groups | wd  Cyber Threats Dashboard
= d
Ol‘_ﬂ Status(gEH) > gﬂsa:a w DDoS Alarm Dashboard
£ 80000 i pDoS Traffic Dashboard
.. Comm
Interface Status(Q!E{ ok ,
= = o @,Ne;rurknew :ap
I = E -~ VM servers tatus » Dashboards o
Ho| A HEY)S = 6 B | e ,
i FlowCollectol ecurity wi Alarm Summary
- [ Identity Servi Hosts »
I_l EI-' ‘. (3 Bxternal Devi Teaf , | Alarm Table
rarmc
1 Host Group Alarm Counts
2 Interface Status(?Q! E:I .ITL‘” e ' le Hnstsmuzlndex Counts
- us( [ Flows g
B R = Flow Collection Trend
Ol ﬁ AOI- EH) _E_A-i 7|- OE:1 E‘l Configuration ' | sFlow Collection Status
Expand All Ctrl+Shift+E N
D:' El.g 01' OﬂA-i Q-I- 7}0' coll Al cotsshireec | NetFlow Collection Status
ollapse ri+5NITt+
= = E Ref phT 21 Interface Status E
efresh Tree

| DsCP Status

3

ol Aol =Eot QIE I s
O|AE AldgtLC. (2
E: Current Utilization(?4
X AHE-E) H Maximum Utilization(%|Cf AFE &) SOf| A= Wt =2k
EE Y OIS AT BYAIR)

| Mitigation Actions

| External Events

Interface Status x

T Filter

&, Domain : SmokeNet-Alpha

® Time : Today

Interface Status - 120 records

Exporter Interface  #|  Direction % |Interface ... % Current Utilization 1| current Traffic ... 72 Maximum Utilization % |Maximum Traffic ... %
40 29.249 ifindex-2 Inbound ™ /Eun‘zqqﬂ _m 609M /524 15% I 623.04M | +
- .20.249 findex-6 Outbound M \ 600.24 I 609M '\sw 623.04M
$0.29.248 ifindex-2 Inbound 16 61.22% 612.25M 62.1% :E[] 620.96M | _
©.29.248 ifindex-6 Outbound 16 61.22% [T 1 612.25M 62.1% T 11 620.06M|

v.0.43 eth2 Inbound 16 3.07% 1 30.69M 8.76% 11 87.50M| |

.25.144 eth3 Inbound btz 0.42% u:[] 4.22M 9.2% |:[:| 92.03M

0249 | Uplink (vSwitchd) Inbound 16 021 2.00M 082% 1] 8.15M

25158 | Uplink (vSwitcho) Inbound 16 017% [ 1.68M 634% 11 63.36M

4 .0.249 iflndex-13 Outbound 1G u.1%|:[:| 1.01M u,q%:[] 4.02M
(vSwitch0)

" .0.249 ifindex-14 Outbound 16 g,pm:‘] 968.1k 0.41%I:[] 4.12M
(vSwitcho)

9.0.43 eth3 Inbound 1G [I.UB%l:[] 751.09k [|_34%|:[:| 3.38M

A e i i R

| - -_— - —
3. 3Dt Interface(2 H I 0| £~) 25 H= SESH0] A& AEH 0|20

CH$t Interface Summary Dashboard(QIE{Ij| O| A R CHA|EE)E GO
E2Zo| £2 0|82 YOHELICH 189T0[X|2| "5 2 [{YZ SAE(Q
E|H[0|A QOF CHA|RE) %t7|"2 KX SIAIA| Q.

Zzpo -
EETT'__A—-!
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ALgRISf B
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AN
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Stealthwatch IDentity 0{ Z2}0| A AT} QLIS ?

P CHEO| 0|2l B2, ALEXHID HHE ALE50] AFEXI2| IP FAE 4
MBEAM A 2. CF2 MM 9l "Stealthwatch IDentityS AF2510] IP =4 A
7|" A-IIA=|2 ILX |. |A|

-

b Cio] OfLI20l A2, ALRKIS| P FAS UE 4 2
ipconfig)= AFESIAA| 2.

rir

2E S

AP XL IP 49| Host Snapshot: Exporter Interfaces(@2 A E A HHAF: ol

AXE QEHLO|A) HO|X|E YL|Ct. 188L| 0| X| o] "t SHA AtEEl QI

EIO|A(2AE AHAF) 2HI"S HESHYAIL.

WESHA A E|ALE 20| Ao =Eot QIE I 0| AT /ALER?

> CHEHO| o2l B2, Bt=5HA| AHSEl QIE I 0| A 0] CHSF Interface
Summary Dashboard(QIE{I{|O| A 2 CHA|EE)E E 11 Top Active
Conversations(& 2| 2t CH3HE Ao F L|C}. 1891 0| X| 2] "= 2 L
O:Ii 2AE(O|E.IU_-”O|A _Q_OI: [HMEE) Jtl-7|"E XI-XO|.AIA|2_

> CHEO| Ot 2 Ql 2 8EtA 2 O| &L T}

M(SAE Y TOY)O| IPFAJF RO (S ABSHR Qe
I:I—_Il—lzl
o U= ZTAE WO 7|Z=510] s IP FA0| 2215 ALEAE
28 A|Ed= SAE &= 10 £ 5FLFQ| Host Snapshot:
Identity, DHCP & Host Notes(@ A E ﬁ'—.z'.“}&: ID, DHCP 8l SAE I|2)
I O|X| & YL|Ct 190L|O|X|2] "2 CLHHEZF S AEN| 2015 AFEX}
AlE"S K RSIAA|RQ.

T oX mo |>

1>
U

ot
d

MERE MEg = ALta?
P CHENO| Ol B2 ALEALS] IP =25 &4 8TA = O] S ELIC.
P CHEO| OfL|R 2l 2 10EHA = O| S gL Ct.

=

™4 =l Host Snapshot: Top Active FIows(gﬁE AHAR AR =M 22
) HO|X|E S0 ALEAIRt HAZE FER MEAISE HESHO X2
A QI o1 EHErSHL| Tt 191ﬂ|0II|°| "Meled EER HAEEH

XSHAA 2.

ZHE HZ2E + AALIR?

P CHEO| Ol &2 O] AN SKIghLIC.
P CHEO| OtL| 20l 2 10CHA =2 O] S &L L.

KSMA| =t S2E Fot =] #E o 2Z 2 0] Z X0 et
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ZO|ALE AL E IP =LA AM&SH Roa

1.

3.

O AN - - "

AEH=Z2I0|= E2|0| A Identity Services(ID A
AL&3te = Identity HZ 20| A A E SE L

Identity O{ 22}0|QAE OFRA QEZ HHEOZ 22511 Hosts(ZA
E) > User Identity(AI-2 X} ID)E MEHSHL|LC}.

[ =P SmokeNet-Alpha
[} Host Groups

- & Mebwork Devices

1 VM Servers

IJ,Q Maps

- % FlowCollectors

- Identity Services
[Engineering ID-1100

QA ID-1000 Hosts

2

-

1 User Identity
DHCP Lease

: &) cisco ise - -
[ (2 External Devices Configuration

-

Ctrl+Shift+E
Ctrl+Shift+C
Refresh Tree

Filter(Z E{) CH3} AFXFO| User Identity(AF2 X} ID) T|O| K| 7} S &IL|C} A
EHSH = 0§ Q1 1f C|H}O| A 7 Domain/Device( = 0| QI/C|HFO| A ) | O] X| Of| A{
sz MEfE L O}

i Filter - User Identi

= Domain/Device & I
Domevice Domain: | SmokeNet-Alpha -
Date/Time Fi\tar’ by Devices
% | Engineering ID-1100
Hosts "] @A 1000
e
Advanced
Hao:
P TEIS Opx|%o = S 2QISH OtX| 9 T 0| X off ZE 7t S Lot
DHE ot HE EX| A2 42, Domain/Device(T 0| 21/C|HIO| A ) | Of
7 xlof @2ct.

P AMEXIO| IP =20 LSt 2 E Identity | Z2}0|HA S AHE 2{H
Domain/Device( =0 QI/C|HFO| A) | O| X| Of| A{ Filter by Devices(ZE{
g 7|&: Cldto| &) =olgts 2250 N2 0t 3 E MA R LI

Advanced(1 &) HHE S Z&!3tL|Ct. Advanced(11 &) I|O| X| 7} G ElL|LC}.

Zpo -
EETT'__A—-!
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Filter on User Name(A}2 X} 0| & EE ) 2012tS S50 H A O3
£ 2713+ Chg User Name(AL8 A} 0| 5) ZEOf AL 2101 0|52 ¢
=Lt

rE,VFilter - User Identi u
2 Advanced
Domain/Device

é Filter on User Name

Date/Time User Name: |jsmith|
% Filter on currently Logged InfOut
Hosts = =
— (@) Logged In () Logged Out

Advanced Limit the number of User Identity records returned to

M EHSE Filter on currently Logged In/Out(Six}f 2 1Q1/2 101X S A2
X EET) S 40| BAE Aot 20| 7|2H =2 HE = FHe| EA 219
ot AFEXLQ| IP AR R L O

A& X2 2010 CHE A 7|2 IP F=AE ZA15H2{ ™ Filter on
currently Logged In/Out(§ X} 2 191/ 10t AL X} =E{Z) =4Ol
22 S 2510 M3 02 E X2 CS0M EE 2| Date/Time(Z2RHA| 1)
| O|X| 2 O| &5t =2telste{= A|ZHTHE K| LT}

5= 42, Limit the number of User Identity records returned to(tt
gtr|= AFEXHID B[R E 5= HiThH BEO| 4h2 RE85I0 AR = IE
+=E HaggL oL

Fan i

O] MO S X RS of AW YH O WEO|A Cf
gl LT 27 X 20| R F P SMC

: SmokeNet-Alpha
& at : Engineering ID-1100 (

User Identity - 3 records
Host Groups $

User Name

Start Active Time

Server i Domain Name i

Sales and Marketing,
Other Private Addresses

mmartz

Feb 13, 2012 2:35:08 PM
(1 minute 54s ago)

Ichgsvro1 Lc

( 0.15)

I I - I TN

Zzpo -
EETT'__A—-!
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T SA| ALRE QIE|H 0| A(SAE ALAK) 20l
E X IP 29| Host Snapshot: Exporter Interfaces(S A E A AR AATH
CIE O] &) BE SO AHIO[AT R ZEE|Y=X| 2QIste ™ CHZ CHA|
2 UL

1. IPFAE 37| 281 ALEAHID M E AFERILIR?

»

I

HEII‘OI 0:”o| 71_?_ -c')-HI:I- IPFEAE El% %%{‘(‘5'-04 SAE AHAZ A El'
S 4CHA| 2 o|SgtL |t

P CHEO| OfL| Q9 AL 25HA 2 o| S8t Lt
2. SMC ZH}0j| A Global Search(F M| [ scarch Resus for 1020135¢ K

) BEO| 1P FAE it of

" Lancope

2 Enter 7| £ S EL|C}. QEZ 0O &0 oss:
0f| A{ @} 20| Search Results(Z4 A4 - Host M 2.65
Z21}) CHzp A XHOf| S ATt
SMCOj LIEFH ZF | X| 2| 2| AET}
HEA|E LT

I Help

3. ZAEIPFATYFRSHE 2E
L|Ct.

4, SAE AUHAFO| E2|H Exporter Interfaces(A AT E| OIE{ I 0| A) B S
Szt

ok

W 3.65 X ar@E
¥ rilter @& Domain : Lancope Time : Today
& Host 365

1] dentification | (1] Alarms | ['/] Security | || C1Events | || Top Active Flows | || Identity, DHCF & Host Notes | | Exporter Interfaces

Closest Interfaces - 1 record

Appliance : Exporter 5 Interface D Description 5 Confidence (%) 5
FlowCollector01 core6500 Vian211 Desktops 100
(. 121) (—0.1)

core6500
(W 0.1)

[?or;efssg-ul) Exporter Vian211 Inbound ool o 13aeM 9242% 3
043 FlowSensor eth2 Inbound 1.72% [] Maximum: 248.58M 1,657.2%
#1163 FlowSensor eth3 Inbound 1.3% [] Average: 1138M 759% f|| |
#1163 Flowsensor ethl Inbound <0.01% ] Threshold:  13.5M 0%

Available: 15M

Interfaces Seeing This Host as a Destination in Active Flows - 10 records

|
orter B Exporter Type * Interface 3 Direction 2 Current Utilization i Current Traffic (bps) _ ~?
(P 0.1) -
core6500 Exporter Vian240 Inbound 0.59% 1 5.89M|
(M 0.1) I
core6500 Exporter if-0 Outbound 0.11% 1 L1m| =
(v
core6500 Exporter Gigabit Ethernet Uplink Outbound 0.1% :t] 1.02M
(N 0.1)
core500 Exporter Vian240 Outbound 0.08% {1 825,54k _

T N R E—————————————————————————
Interfaces Seeing This Host as a Source Today - 18 records -

Last refreched: Feb 22, 2012 11:23:06 AM - Next refresh in 3:47

El-
=l
D) Current Utilization(&1 X AFRE) Yol Y= 2t Q2 HME 23 £oH
W e olEmol ol e 83 718 4 A8 BEE HoiE + U
LIt

Zzo B

T T
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5. QHECEL|UALL B0 Hel =
Current Utilization(3 x| At2E) L0
OE AHEMAIR)

P CHEHO| 02 AL, @LHZEEl QI I 0| A 9| Interface Summary
Dashboard(QIE{H 0|~ 20f A2 E)S Pof E2mo]| £2 0|85
Ot L|CH ChE MM "2 |9 E S AE(QIHEO|A QO CHA[E
E) 37" 4N S HESHIAIL.

> CHELO| OFLIRQl B2, SAE AUAK0| A Top Active Flows(4}9] &
M EE2Q) B2 S2olu AISAI AZE B2Q NEANYS HES
of £7|0] ZTI{Ql A0S O LI 191 0| X| 2| "49] TN B2
S HE"S BESHAIL

LIR? (BIE:

(o]
AA
A L Ay o

> 0

22 JUE SAE(QIED0|A Q9 CHA|RE) &

Interface Summary(QI E{H 0| A Q 2F)0f| A Exporter Interfaces(U A E OlH
0| ~) S &L Interface(QH I 0| £) oM QLHZEL[}UALL &
20 72| T 2ot QIE|T0| A2 BHoIst AL, AAE Interface Summary
Dashboard(Q/E{H| 0| A Q% CHA|EE)E Yl O S2lstL|C}

=2 =2 "
|] Interface Summary Dashboard x 408
¥ Filter & Domain : SmokeNet-Alpha Interface Speed (infout)  : 16
& Exporter : 10.128.8.2 Interface Threshold (infout) : 909
@& Interface : iflndex-1
Traffic Statistics, Last 6 Hours =) o =
Total Bytes Last (bps) Mean (bps) Peak (bps) 95th (bps) Host id Peer *| Bytes <
198.175.91.40 10.3.2.182 1.78M
Inbound: = 731.07M| | 206.08k | 285.06k| | 885.01k = 710.17k A
192.168.140.14 10.1.196.217 890.3k
Outbound: | 629.33M| | 173.15k = 245.00k| | 535.67k|  468.93k
192.168.140.4 10.9.160.2 192.42k
Tnbound + Outbound: 1.336] | 379.23k | 530.15k 1.42M 198.175.91.28 192.168.91.20 159,21k
zatio and Outbound ast 6 Ho 198.175.91.41 10.3.2.182 135.7k
01 198.175.71.140 10.7.252.70 91.89k
inns—ll ||I|.||| ||I|.||| ||I|.|I| ||I|.||| ||I||||| 1l 198.175.91.26 10.1.159.101 68.69k
.r‘E; [oH AR ML WAL T Y 198.175.91.26 10.1.159.100 68.03k
& 0,05 “ YT L) Others (328) Others (928) a.4m| |
]
= o1 ‘ ‘ T T T ‘
05:00 06:00 07:00 08:00 09:00 10:00 AR T e e (A T = AL e o
Application Traffic Inbound (+) and Outbound (-), Last 6 Hours % € Host i Peer +| Bytes i‘
192.168.140.4 10.9.160.2 (576.38k
192.168.140.36 172.28.103.1 231.80k
198.175.91.26 10.128.9.16 162.03k
192.168.140.2 10.1.193.2 138.73k
198.175.91.26 10.128.10.29 138.41k| |
192.168.140.2 10.1.193.1 137.16k
198.175.91.26 10.1.159.101 134.06k
198.175.91.26 10.128.2.1 130.05k
600k | T T T T T
05:00 06:00 07:00 08:00 09:00 10:00 Others (928) Others (928) 3.04M
Time Total (936) Total (936) 5.04M| |

Last refreshed: Feb 13, 2012 10:20:16 AM - Nextrefresh in 2:41

CHA|EE2| 2 EZ0f A Top Active Conversations(4t | 2d CiZ}) Inbound(Q!
HH2 £) 2 Outbound(OH2 HHR £)& SHOISHLICE = 7K 30| (i 22
74 O| AFE3LL U=(Bytes(HIO|E) @ HX) 2AE (22 E 2 1|0])S

Ajgstct

Zzpo -
EE‘I—T'__A—-!
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Of IP Z4 Zb2b0] 218 ALRALS AlWS}7| QI8) 2t IP 20| CHSH Host
Snapshot: Identity, DHCP & Host Notes(S A E AMAF ID, DHCP &l S A E
M=) #S GLICE 19050 X[ 2] "2 CHF = 2 AE0N| 2215t ALE A} AIE"
S EXRSIMA| L.

2 fOUS SAE0| 2IQI ALSA A Y

T HHBS ALG 50l SAE WL T[0j2| IP FA7} Qe 32, 3T
TA0 Cist S AE AHHARS A CHS Identity, DHCP & Host Notes(ID,
DHCP Y SAE M) 42 S2lgL|Ct

EOQ HEE MBS = U0 H ST IP FA0| 2018 AL XS] AHE XL Of
2g 2+ UsUr

¥ Filter & Domain N Time : Today
& Host

1| dentification | || Alarms | || Security | || Security Events | || Top Active Flows | || Identity, DHCP & Host Notes | | | Exporter Interfaces|

Start Active Time End Active Time T!]  User Name *?

Stealthwatch ID Appliance - 2 records

Server > User Name * Start Active Time ¥ End Active Time - Domain Name -t
Ichgmsos dbrooks Jan 13, 2012 11:34:00 AM Current LC

(10.201.0.16) (2 minutes 8s ago)
Ichgsvrol dbrooks Jan 13, 2012 11:34:00 AM Current LC

(10.201.0.15) (2 minutes 8s ago)

DHCP Lease - 1 record =
Assigning Server > MAC Address > MAC Vendor = Start Active Time > End Active Time i
DHCP svr01 5c:26:0a:1f:13:77 Dell Inc. Jan 13, 2012 10:52:00 AM Current
(44 minutes 8s ago)
. Y i PR S SV e e B T G e

ABR HEE AR 4 gk AL, KBIK| 2T YEE Hoto) X9
BF o AZs[0|4 TAto| tat of 70| MELIct.

Y

() Stealthwatch Identity ({ E2}0|AAE = 42, AIBAO|IES
W G BeAs0iABA D ENE 21 4T ABXS 0HE P RAE
oy 4 ALtk

n 0|:0
OF

Zzgod
EE‘I—T'__A—-!
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4% Y EER EE

SAE AHAEO| Top Active Flows(A2| &4 E22) B2 Stealthwatch 0| &
EPOIOM 2 25749| 71 x4 EER fHEEPOICdﬁtE”E Egi4o| /tE =
2 25719l EE 20 tit XtMet HEE MSgLct

¥ Fiter & Domain : Lancope ® Time : Today

& Host : 3.65 “a »n | C-
Identification Alarms Security Security Events ||| Top Active Flows Identity, DHCP & Host Notes Exporter Interfaces
Most Recent Flows - 25 records B Flow Table 'Y
Start Active Time 73| This H... ¥ | Connected To % | Connected ... + | Protocol “* | Service % |Bytes Outh... % | Bytes Inb... ¥ |Average ..."2| RTT Average + | SRT Average ¥
Feb 22, 2012 11:18:24 AM Client o 0.23 Atlanta tep http 6.55k 26.17k 134.04k ims ims| »
(1 minute 21s ago) F
Feb 17, 2012 8:44:50 AM Client 162.230 SG Public, BC tep https 57.72M 2.49G 49.56k ims ims
5 days 2 hours 34 minutes ago) Webserver
Feb 22, 2012 11:16:52 AM Client e 74.83 United States tep http. 80.43k 248.2k 28.95k 4ms 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client 234.66 United States tcp http 964 1.85k 22.85k 80ms 371ms
(1 minute 16s ago) 2
Feb 22, 2012 11:16:52 AM Client L 162.8 United States tep http. 47.21k 31.33k 6.92k Sms 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client 237.212 United States tep http 2.15k 3.13k 3.94k 18ms ims
(1 minute 16s ago)
Feb 17, 2012 8:45:00 AM Client - 13.133 United States tcp http 134.62M 37.89M 3.28k 23ms 3ms
5 days 2 hours 34 minutes ago)
b 22, 1 14 Al it 3.35 United Stat t 9.75k 8.56k 2.86k =
|fich 22 R L A n o mited Stateg| (0 o lun iR PEEC PURNEX [N POARN 5=

'|E§ _Lr_O 7=|

$*J, RTTQ SRT 7S AHHEAIA| Q. SRT7} 8|2% 4 gl
= A2 L A2 =E EXNE SHZSH7| A A B

L, MO 22X 7F U
=9/ = USLICH
SRT 740| Mot 2, HEYAL| CHE X0 287l U2l 2AE IWIOH
SX7 AE 7t 0| 7}75; %g L|C}. Top Active Flows(AH Q| 24 E22) H

=2 HHEHAN OIS 222 dESHA 2. & ':'01| HOIH 2 AETL 7PEXH7I

C[RAAL A EBEQ 7Hj”'EIO*"XI o FE TEHSEALE ALEATE #BH0| 8l

QUER| EHERSHS T £ 80| ELC,

1. AKX 2 (O AP Qe SAE 1 EE AH)O| YLIR?

2. B 49 4K YL HZO| ULLR?

3. O[T AH|ATHAFSE|D QULtR?

4. WA YES N F0I gL oo EFTo| YLtR?

5. bps £E7t &S Z0| ULta?

6. SAEO| zto| 2O|ASOIM AHZ HYEYLIR? YAAH|0[4HO|
LA MH QB E el HQ, N R 0| B AALE T2 K7
=42 7Hs 40| FHE saLCt

222 2y
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[=]
1. BAEO|OHE| HIO| A T2 2 fE U3l 0| 2R 7} )= M 29
MM AE XS UK| 2K =0

£ HAISH| 2R AL £t
O Hal=|= =+ A7 WZ0f CHE QHE| BIO[ 2 A 2 T ZH(0:
MalwarebytesQ| Anti-Malware)2 AF25610] SAEO|AM HIO|2HA AZHE
HASHAIL.

3. OffH MZ2 OfS2[H0|M0] 2 AE0M SX|E|AALE AHO|EEYU=
K| =I5t Al. 2K £= YHO[EE B2, OiZ2[AH0|F0] MUz
SEIRER 2QASHYAI2. 0 Z2[H O[S A Tt THA| & X[3H{OF g
=k AL

|.

MUl

A2 ZHE HEE =+ fle 4% AT =8 S2E 7
E3d t

o == H
ol #& O ~Z 2 0|3 EXtof 2t off AZ 2| O] d R LI L.

=

Zzgod
EETT'__A—-!
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External Lookup(2| & £3|) 7| 5& A-&StEH & O Z2|H 0|8 (= L& Apit
HIO|EHH|O]£)S H&SHO] IP F=A0f CHeE F=7H HEE =2Hole &= ASL T O
A O E2|AHO|M EE= | O|E{H|O| A E SMC(Stealthwatch Management
Console) 22t0|HE QIHH| 0|2 = SMC g OfZ2[#| 0|4 2IE I 0] 20f| A
N A 4+ gL

3t 9l 3| 7|5 ALBSH0] SMC 2210| 91E QIE{T|0|A0) A SMC % of
22|7 0|4 QIE{TI0| AR AL5H 0| S8 4 U SiFE 27| S BHE 4
OIAL_|E|._

A H

Stealthwatch System2 2|2 X3| 7| 52 AF2S17| I8l Ct21 22 7|2 ¢
OfZ2|AHO|M(EX3| M)S ZEtStL|CL 0] &ML Stealthwatch System0j| 2=
7t 227t gE L

P Cisco SenderBase
» DShield
P SAE HIAN

Stealthwatch System 22| X7} IP A0 CHSE =7 HEH E 2 0I517| Q8 F=
7t &= A= o EE|A 0182 B 7HX| Ol = ChEdt ZE LT

» BigFix

» CiscoWorks

» Cisco ISE(Identity Services Engine)
» Splunk

» Tripwire

4

Ziften

=

3.9.:
7122 MEkle A 2o &3 M S 715t H SMC & O Z2(# 0|4 QIE T
0| A 0f| A External Lookup Configuration(2|£ Z=3| Z4m|12{|0|M) ES At} 0f
SHL|Ct O] 2 S =S YOl TSt XhM|ot LH8 2 "2l & =3 74" FX5}
AAI2.
=

Zzpo -
EETT'__A—-!

© 2016 Cisco Systems, Inc. All Rights Reserved. 193



ateat]ie
CIsco

194

9% £3| 74

AN A AHAG S Zd1at 20| Cisco SenderBase, Dshield 3l SAE 0|22 9E X
3| 7|80 AFRSIEE 7|28 o2 oL Qo O 2 Stealthwatch SystemO|
F7tet 2ot gLt o] 7|50 CHE & O E2|AH 0| S AHESH2 ™ 8
Of Z2|#|0| M & Stealthwatch SystemOj| ==7}3|{OF gfL|Ct. O|HA| F=715t2{ ™
SMC & o Z2[#|0[4 QA O| A0 M 2 F 2| a2 0[d &S ArE5H
INE=R

*q:
O[O =75t 2t Q|2 =3| MO s v6.72 YA O|EF BLR V670N &=
Of 2747t & LCt.
Stealthwatch System2 9|5t 3| 74 12{|0| M2 Ba|&t7| sl T o|At
webLinks.xml I} S AFESHX| Q%2 L|C}

&3510] & o Z2[Aojdo 2 £ M0HE #92 == Us
2 A5H o)
= o

= A = 3
Lt 45t Ti2t0|H e =218 38 S IP F200M AFEE = A=s 8%

off 2 H S & LT
z2| FHS F7r5tn Y o 2|70 F0f £ mtato|HE 7ot H L= B
AE oA

1. SMC 2 04Z2|7[0|4 QIE{H 0| A 0| 2% EFA K0| A Tools(E) >
Settings(4d ) > External Lookup Configuration(2|f 3| 4o 12
0| M) = =lgtL|LC}. External Lookup Configuration(2|5 3| Z4m| 12
O|M) m|o|X| 7+ HElL|LCt.
ol X3l 7|50 ALRSHA| YEE

ot LSO ARE5H7| foh A2 o]

P
fot

=48 B2 g=ote{ H (ot X|
A1), s g oh= Aol A

-l

r
rlo

Enabled(Z431E)E 2218 L|T}. 0| B{E 2 Disabled(4/ 2 &/2/5) A
HAIZ SRR

LFS 0] O] £2 @M B4I8}5}2{ T Disabled(H| 2 AHSHE)E 2218
C}. O B{E-2 Enabled(2/4/21E) MEH EAIS SRR E LIT

{ rr—

|
{
|
!
2
i

©BAddExtemal Lookup —

* Name Edit Delete ® Enabled

DStield org (Source IP)

DStield org (Target IP)

Cisco SenderBase (Source IP)

Host Report (Source IP)

X X X X % %
:
g
<

]
-]
B
Cisco SenderBase (Target IP) a
/]
a

Host Report (Target IP)

Zzgod
EETT'__A—-!
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Add External Lookup(2]|58 =X3| 7} = 2/gL|Ct. External Lookup(2|
2 x3)) 40| YRILCH

e A

Extemal Lookup @
Nam

A

Enable lookup of internal IP addresses

Base URL:

¢
g Query Parameter Mapping
i Parameter Name StealthWatch Atiibute Name:

Target IP Address v Required
2 Parameter Name: StealthWatch Attrbute Name:
g
1

Target IP Address v Required

URL Script Builder File Upload: @

Cancel
R i Y L SPE N
O M410| ATt BEO|N [ BE oot 822 YBiLITt
» O|E
» 7|2 URL

2 0 Z2|H 0| M| A Lf 5 IPFA0| CHet &2 S 2915} 3 "Enable
lookup of internal IP addresses(L{ 5 IP A x3| 243" =t QI2tE M EH
SHAIA| 2.

Query Parameter Mapping(# 2| It2j0| & Oj &) MM o] X Ay
Stealthwatch Attribute Name(£ 44 0| &) & =0j| A| Source IP Address(£2
2 IP F24) EE= Target IP Address(CH & IP FA)E MERGHL|C

> .
— =9:
\JJ 7}3H £3| SMO| THS) AA IP A il CfA P T4 S SHLIE 3
A4sioF BHLITH.

Parameter Name(Z}2}0[ & O F) ZEO0i|A] O] A0 A A=Y

on
ot
rr

o
3_'1 IP =22 X[got= o AHES # i SE(AH 02| mtatilH 0| § S ¢
ALt
Hols 89 X212 & S IP F20] Cfel] & o S 2|AH o] d0| HES
7t et e & StLE FHd5td Al 2.

o DA IPFA

- g ZEHS

« AANIPFEA

c AMATZE HD

« TAEO|E

. EFQIAEBHZ(UTC)

E22 24
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- MEEZEEE
* AREAL

=7t oiet0H E =715t ™
7 SH

NEM= g de
A= Aot s ot

|= & St L4 & Al A 0| A b 7|(-) 7|

s E SEELH L
*q:

é) Zt 23| M0 CHslf Z|CH 20742] 2| utetd|H E ofE e 5= JAELICH
£ H o Z2[AH 0| MS AHESIO Z3|E s U Ti2t0|HE B2
4743512 ™, Required(E ) &toleta MEHGHL|CH E7 & of E2(#| 0] M
Of CHsh “'*E X&8ot= 2 Oteti| B = 22| 8 8 S0 IP FA0] A
g5t 4= QUOojof LTt E== mt2to|H F StLt OI%*% E*Ed A0 A
g+ =82 Y 232 SH0| HEY 070l A §“S§PEIXI ‘EJQ L|C.

72| D2f0|E 7t BE Y2 TRH0lEQ ARSI o B, 2
Cele e S abl0lE URL ASEE 4Ef HE Hes B

2 ES§OF gL L.

AAEE UH Do F2l Th2t0|H S 2 o 2[AH 0] M0] H2|E 2
St Ol 222 o= URL HA o2 FdSt= A3 EETF atE LT
A2 E Y 0 8 G2 ESHA| Y= 42, Stealthwatch System2 O}

2ol EAIE 7|2 BF H2| ofet0|HE AF8 gL

BaseURL? [ParameterNamel]=[ParameterValuel] &

ParameterName2]=[ParameterValue?] &
ParameterName3]=[ParameterValue3] (&5, &7/t¢t 2t Iftet
O] & off CHoH)

URL ! 232 E 0o

ofl 1

':fo URL & A3 & E 0= 20| E O F(0]: Splunk) Si0| gt= AtEdt

= 8 O Z2|AH o[ dof A+EE LICEH

https://splunk-ip-or-url/en-US/app/search/flash-timeline
?g=search index=*%* 192.10.20.43 searliest=-ldslastest=now

Z2Q 24
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baseUrl;

def String guery =
= baseUrl;

def String url

vendorValues.each { valueOperand ->

if (url.indexOf (valueOperand.getName()) != -1) {
def String convertedStr = "";
if (valueOperand.getFromValue () instanceof String || valueOperand.getFromValue() instanceof Integer) {

convertedsStr = valueOperand.getFromvalue () .toString();
} else if (valueOperand.getFromValue () instanceof Date) {

convertedStr = new SimpleDateFormat ("yyyy-MM-dd'T'HH:mm:ss").format (valueOperand.getFromvalue () .time);
H
if (query.indexOf (valueCperand.getName()) != -1) {

String[] parts query.split (valueOperand.getName ());

query = "";

def int i = 0;

parts.each { part ->
if (1 + 1 ¢ parts.length) {

query qguery + part + URLEncoder.encode (convertedstr, "UTF-8");
} else {
guery = gquery + part;
}
i+=1;
}
if (url.endsWith(valueOperand.getName())) {

query += URLEncoder.encode (convertedStr, "UTF-8")

url = gquery;

b

return query;

Of OOl A O] 0| EA|Zl URL @A 2 F2| mi2to|HE +dst= 23
ZHEE Aotz oftef o|O|X|of| M L= HEA|El Parameter Name(If 2t
O H 0| &) 2E &=2 AFESIMA|R.

A Ao rrn WU NN N AUV AVSVIIVERNVE e VDI S U DS OUN
i BB Extemnal Lookup @ @ Add External Lockup 4
¢
{
Is
} (2 External Lookup: Spiunk Lookup (Target IP) @
L {
z Name
Splunk Lookup (Target IP) ' Enable lookup of internal IP addresses.
Base URL:
hitps:Hisplunkip-or-urlien-L imeli index="1P_AD jest=1d8latest=now| X
§ Query Parameter Mapping:
S Parameter Name: StealthWatch Attribute Name:
1P_ADDRESS Target IP Address ~ Required +
URL Script Builder File Upload: @
1
E Splunk Lookup (Target IP).config
LTS ST

s OHE B2 S42 TR 4+ UK, SUL 0| T2l S TH0F B

—

Zzpo -
EETT'__A—-!
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off 2
CtE URL &L A3 E O = LHA| FAFet 2 Th2to|E (0]
Stealthwatch @ AE H1M)E AtEdt= E O S2|AH 0|40 A+ & L.

https://lancope-smc/lc-landing-page/smc.html#/host
/172.21.114.17

def String query = "";

vendorValues.each { valueOperand ->

query += valueOperand.getName () + "/";

def String convertedStr = "";

if (valueOperand.getFromValue () instanceof String || valueOperand.getFromValue() instanceof Integer) {
convertedStr = valueOperand.getFromValue () .toString();

} else if (valueOperand.getFromValue() instanceof Date) {
convertedStr = new SimpleDateFormat ("yyyy-MM-dd'T'HH:mm:ss") .format (valueOperand.getFromvalue () .time);

i

String.valueOf ('java.lang.Integer');

query += URLEncoder.encode (convertedStr, "UTF-8");

b

def char lastChar = baseUrl.charZt (baseUrl.length() - 1)/
if (lastChar != '?' && lastChar != '/' && lastChar != '&') {

baseUrl = baseUrl + "2";

b

query = baseUrl + guery;
return query;

{\Ny—-’\\m.wwﬂamﬂmk%ww
:::}

At A AN A A A AP p A TIPS ALNAA AN

& External Lookup: SMC Host Report @

Of oilof A o] 7H 0l A&l URL g4l 2 2| of2to|H & #+dot= 23
BHES Jot{ T ozl O|0|X[0| M H= B A|E Parameter Name(f 2}
O/E O|F) EE &= MESHHAIR.

s

WP,

External Lookup © ©@Add Extemal Lookup 4

Name: 3

SMC Host Report Enable lookup of intemal IP addresses
Base URL:

https://lancope-smc/lc-anding-page/sme. htmis/
Query Parameter Mapping:

Parameter Name: StealthWatch Attribute Name:

Host Target IP Address v Required +

URL Script Builder File Upload: @

| e -

10.

2t 25t ™H Save(X &) E = =IgtL|Ct. External Lookup(2|& x3|) MMO
2 SO LCt Ol H| F:. F7tot 23| FH0| 2[AE0 HAIRD 7|2
O 2 2EtE L KRR 22| 7|50 AFHE 7hs).

222 2

=
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2.

3.

A0 e 271 MBS sholsly| 3] o ojZaHo|Me Halsta ot
HE S AIR
Che 5 BHLEE SaeiL|ct
» SMC 22t0|9lE QIE{H 0] 20| s AP 20H 2 0| & LICh,
C

> SMC 2 ofZ 2|3 0| M QAE B 0| 20| U HSoL 3T R 0|5

L|C}.
CtS CHAE tE et ch

a. SMC 22I0|E QI IO| AN A A IP FTAE EoSE ZME Y

L|C}.
b. IP A % OfA QEZ HEOS R Z=/atL|LCt.
-.'?r IA-I External Lookup(2| 5 x=3|)2 2
LIE

e 1,193

Quick View This Row
@ Add to Short List
Remove from Short List [ - 713 @
Replace Short List
Host Peer Chart = LZE A
Host Port Chart Ltes 0243 j"
for Host 68.86.80.0:
Host Snapshot ates 1193 4
i
Top * btes s
Status b
Security b [ates 1,193 {
Hosts b
Traffic y = 718
Reports b = 7.10
Flows b ‘
Configuration b [Btes 0. 245
External Lookup ) » | [@ Dshield.org (Source IP)
|
United 5 @ Cisco SenderBase (Source IP)
— '@
— @ Host Report (Source IP)
,86.80.7 United 5 [@ Host Report (Target IP)

CtE CHAE 2t L o)
a. SMC ¢l O Z2|# 0| QI E 0| A0f A Standard Flow Query

Results(BEZF 222 # 2| Z1}) 1| 0| X| E£&= Advanced Flow Query

Results (15 22 #el 21 H0[X| & EL Lt
b. Search Subject(Z4dA FXx|)

¥
9AE 2o £1 YRS 2L

222 2y
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4. 3THAIOf mAIE 2 HY WO RStE =2

c. HAlZ|&= & O 0|A External Lookup(2]f =3|)= S&!gtL|C}.
2z EHY w7t LEEFE LT

o

A T e e U N RV P

B Flow Query Results

|

+ Port

5 Traffic Summary

+ Duration = Search Subject
Start: 08/31 - 09:26:11 AM
End: 08/31 - 09:28:59 AM
Duration: 2m 48s.

02080 16384/UDP 1.2GB | 899.64K packets 2055/UDP
il o recaar —_ ] £ R

View Details
NetFlow/sFlow
View Proxy Logs

—
External Lookup » 0B | 0 packets

Start 08/31 - 09:26:11 AM 0.208 16384/UDP 1.03GB | 770 87K packels 2055/UDP I:

End: 08/31 - 09:28:59 AM < RFC 1918 — 5. RF

Duration: 2m 485
NetFlow/sFlow

o MM i A AP AR A

—
0B | 0 packets

=l
ot 3| 40| o Iot= & oS 2[AH0l30] E2 A (H ()H%EI71I0IM
of 22215 2= HAIX| 7} EAIE = UF) ==& =8 S IP F=20] O
of Hel 27 Al E L

=8 g ol E2|A 0l-30 IZH*H 22 X[¥ot= 2= Wefi|E= =8| S
=8 S IPF20| AES 5 AO{OF gL 4= THEt0|H & StLt Of

A2 TE IP FA0 ALY —’F e 7 e _7EEI =30| HE ool

M 2 getE X @EE Ut AbMeh &2 194H|0| X[ 2| "#IT T 9"S H=
SHMA| 2.

222 5
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CtZ2 DShield @ O Z2[H 0|43 S AHE3tE F2[0f Chsf Bhatel= &
o| of Lt

Threat Level: (X

o IP Info- 731
¥ [keyword, Domain, Port, 17 or veader | (EHEY
Contact Us NOTE: Due to excessive queries, page processing has been limited to 10 per minute. Please contact us for bulk data access. §
Diary General Information
Podcasts IP Address (click for more detail): 73.1
Hostname: edge-star-shv-01-mial.facebook.com
Jobs
Country: IE
News
A5 32934
Tools AS Name: FACEBOOK - Facebook, Inc.,Us
DATA Network: 31.13.64.0/18 (31.13.64.0-31.13.127.255) 31.13.128.0
55H Scanning Activity Reports: 3165
SSL CRL Activity Targets: 35
TCP/UDP Port Activity ) .
HTTP Header Activity First Reported: 2015-01-02
Suspicious Domains Most Recent Report: 2015-01-12
Presentations & Papers Comment - none - 1
Useful InfoSec Links
Infosec Poll Results Note: This data is updated periodially. In order to refresh the data, click here. Not all source IPs in our database are "attackers”. &
Forums example, hosts that participate in P2P networks, mail servers, load balancers and DNS servers are some of the most common \Ss‘
number of reports. This may allow you to conclude if a host is a false positive or not.
View IP Info ascii format
SSH Logs
no ssh logs.
{
b
404Project Info (beta) J
WS nt, i it e - ame s ol -

Z2o 82X
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SLIC THREAT FEED A{H|A

e

SLIC(Stealthwatch Labs Intelligence Center) Threat Feed= LancopeOf A{ X|
o= ME|2 2, HERR 9|0 tiet YEE X3 YO 0| ESHO] MSeY
C}. SLIC Threat Feed= Stealthwatch7} S8{3t HEQA S=5S M50 H
SIHA Al I AHE5HE 23 E C&C(Command and Control) A 2t 7|
Ef 2tA = SAE(0: bogons, Tor)0j| CH$t H|O|H £ X|&gtL|Ct.

o FL Ctg WZo 2 THE O UL LICE
SLIC Threat Feed M &

A QT At

SLIC Threat Feed 25 HhAl
SLIC Threat Feed &3}

SLIC Threat Feed H| & d 3}

v Vv Vv Vv Vv V9

SLIC 29t O[HIE

SLIC Threat Feed A{H|A
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T A
o= T
StealthLabs2 2 2{A Q= Lancopel| A7 1E2 AL HFE =S
OHE| MZ7tt IIEEH 2 &l - (ot HFLEIZE &850 T MAO|AM M
2 S50 U= " BEE YASt A& o
StealthLabs ¢ ElO| - H &2 & X}, 2ot AR, MAH & HAEIL =N
HRE Boto| MMM 4] ¢ 7 SHE Chyst 23S = Qstn YL
Ct. SLIC Threat Feed= A+ B T 2| =2 ®MEH O[4daf & M O[Lt #THOf
L2t AFH 20 2l YA =2 & EME|UE XM IS HE2 S &
270 cHet @3 E M-S UL Eot C&C, A71'd 8! DDoS &5 Ha =
ASO Lancope T Ao MA|ZHRHEI & 7HS S| C.
SLIC &l AIO|E 0| WM ASHY SLIC Threat FeedOf| Clist  XtM|ot HEE =40l
g = ASLICH O & AO|EOf AMASHE M CHE T SHLIE TS A| L.
P HE}2X 0| http://www.lancope.com/slicE ¢! gtL|Ct.
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The Stealthwatch Labs Intelligence Center (SLIC) Threat Feed is a
service from Lancope that delivers frequently updated information
about malware command and control servers and other hosts of
interest (e.g., Tor nodes, bogons) that StealthWatch uses to rapidly
and accurately identify harmful network activity.

@) This feature cannot be enabled because your license does not L
allow you to connect to the StealthWatch Labs Intelligence Center.
To request the appropriate license, please do one of the following:

- Contact your local Lancope partner.
- Send an email to sales@lancope.com

I - Call +1 888-419-1462. l
N

L

L J
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The StealthWatch Labs Inteligence Center (SLIC) Threat Feed is a service from Lancope
that delivers frequently updated information about malware command and control
servers and other hosts of interest (e.g., Tor nodes, bogons) that Stealthwatch uses to
rapidly and accurately identify harmful network activity.

@Nnt&: If you require a proxy for your SMC to access the Internet, please dick here to
configure it.

Enable the SLIC Threat Feed
SLIC Feed Key: 201508

Note: Contact your Lancope representative 1o obtain your key.

The SLIC Feed Confidence setting adjusts the level of false positives from the SLIC
Threat Feed. Lower the threshold value if you can accept a greater number of false
positives in order to see a greater number of threats. Raise the value if you want fewer
false positives at the expense of seeing a lower number of potential threats,

SLIC Feed Confidence Setting: | 75

e Cancel
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The StealthWWatch Labs Inteligence Center (SLIC) Threat Feed is a service from Lancope
that delivers frequently updated information about malware command and contral
servers and other hosts of interest {g.q., Tor nodes, bogans) that StealthWatch uses to
rapidy and accurately identify harmful netwark activity.

G Mote: If you require a proxy for your SMC to access the Internet, please dick here to
configure it.

Enable the SLIC Threat Feed
SLIC Feed Key: | 201508

Note: Contact your Lancope representative o obiain your key.

The 5LIC Feed Confidence setting adjusts the level of false positives from the SLIC
Threat Feed. Lower the threshold value if you can accept a greater number of false
positives in order to see a greater number of threats. Raise the value if you want fewer
false positives at the expense of seeing a lower number of potential threats.

SLIC Feed Confidence Setting: | 715
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AHJgﬁ,_F Stealthwatch FIow Collector2| OtX|2t O}7}0| & A|Zt O|F

4] Alarm Table x 4 b B

T Filter & Domain
& Source or Target Host Group

it |3 Policy = |Start Active Time = | Alarm % Source = |Source Host Grou...> |Source Us... > Target = | Target Ho... = Details *
(37 minutes 4s (% #4.0.1) |Private Addresses tolerance of 50 allows up to | »
ago) 7.926 bytes.
¥ @ | Inside Hosts| Jan 4, 2012 High Total | & &8 .1.163 Sales and Multiple Hosts Observed 12.98G bytes.
1:40:01 PM Traffic Marketing, Other Expected 12.796 bytes,
(32 minutes 4s Private Addresses tolerance of 50 allows up to
ago) 12.796G bytes.
[] % | outside Jan 4, 2012 Suspect | 4 8.195.1 China 209.182.179.9 | Lancope Source Host is using
Hosts 2:10:01 PM upp 31 1 Corporate sql-server (1434/udp) as
(2 minutes 4s Activity client
ago) to 209.182.179.91
L] & |Inside Hosts | Jan 4, 2012 High 0.1 Other Private Multiple Hosts Observed 103.33M bps.
2:05:01 PM Traffic Addresses Expected 24.97M bps,
(7 minutes 4s tolerance of 50 allows up to
ago) 100M bps.
L] @ |Inside Hosts| Jan 4, 2012 High IlcsgfwOl.lanco | Other Private Multiple Hosts ‘Observed 5.44M points.
8:22:33 AM Concern pe.local Addresses, Private Policy maximum allows up to
(5 hours 49 Index (—.0.1) 500k poi
minutes 32s ago) (Double- cﬁck for detalh)
! 9 Inside Hosts Jan 4, 2012 High kmills-11.lanco Other Private Multiple Hosts Observed 502.01k points.
1:37:30 PM Concern pe.local Addresses, VPN Policy maximum allows up to
(34 minutes 355 | Index | (% 94 .0.26) Clients 500k points. 5
ago) (Double-click for details) T
Y & |nside Hosts| Jan 4, 2012 High File |spyglass.lanco | spyglass.lancope.c Multiple Hosts Observed 26.95k points.
1:50:01 PM Sharing pe.com om Policy maximum allows up to
(22 minutes 4s Index | (W % .184. 10k points.
ago) 2) (Double- crn:k for detalk:)
L] @ |Inside Hosts| Jan 4, 2012 High smoke-1-70  Engineering, Other Multiple Hosts ‘Observed 770.35k points.
1:54:30 PM Concern | (% #%.1.70) |Private Addresses Policy maximum allows up to
(17 minutes 355 | Index 500k points. |
-ago) (Double-click for details) -

Last refreshed: Jan 4, 2012 2:12:05 PM - Next refresh in 4:22

EH—'?'——'?'—-O-I SMC 2 et OpEt7kX| = & H|o[ &2 —E—H% ol= o
= HOHE BAIZLICE O|E S0 =02l 220 LE H
A= LEo| off g =0 MA|ef 20| |JESL|CH =
ZHHOIES € 87 HAILE €HOIE =2E D50 3T
02 20| AS LT

S E= A 0= €F HO[ES AHESHH 20 Hotof et LS =
olotn EHALL LEof M2 E Fote = ASH . €8S S8/e O3 Flow
Table(EE2 H0|Z) HES S=0IH S22 HOIS0| o LEet 2=

RE SEetH BAIELUL.

e w0 EB W

RCTTICIN T : : : : _——
4 Alarm ¥ Source  ~ |Source Host Groups = | Source Us... = Target > |Target Hos... >
- : Iow Table

FE.162.23 SEE162.2 Observed 1 01k pous
1 31 Expected 658 pﬂnts
tolerance of 10 allows up to
790 points.
(Double-click for details)
Observed 1.02k points.
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L2 LSS YA 7 =HO| O O] EXSHA| A2 Uf7HXA| 28 &EfE 7
XIgL|CH Y& 0| EXWSHA| US M Lt Hi2d AEf7F 2|10 O A=
ASHe HS AYS B2 4 USLICHL B VTS AT 4 UKD B2 2=
Sl&L|Ct H|2hg Latat B2 o= AES LTt
U HlO|2O| & C}2 OHL 0|2 BBI0I 13 XS $8E 4 UTH: X
LI

JEE LB

P L M FIHET|

P TAE K EE= KPEHSIA|(F, SE 2ot
atet B 0| & L0 A High Concern Index(&F 2| 24! X|
H) Y= ngh Target Index(AHQ| CHAN X| &) &t gfﬁ;&&‘ Horm_%_Souree 4

. es 345 ago)
% = % %g!%} OT, EI-O O:IIO‘"A-Igl' 7I-ol EOI- |H|iE fla_ng_,mug " High n—-o:ml
SAZE EAIELICH O BAIL U2S RurstEot0]  fmll T |
HEOf Ciie HIO|H & &AL e
1 minute 6s Index
ago) . w,

no9,2012 Suspect
:30:01 PM Data Loss
minutes 355

Alarm Table % | [/ Security Events x

¥ Fitter &, Domain pha Active Time : Today
rce Host : lancope.local (

w4 Summary of Target Hosts | w4 Summary of Source Hosts m\

Summary - 20 records

I5h
Start Active Time. < | Source Hast Groups * Target Host Groups | Target Host =7 CI Events E

Jan 3, 2012 10:59:01 PM Gther Private lesgfw01. lancope.local Other Private L0024 8,663,202 Fing_Scan(17292)
(15 hours 5 minutes 47s ago) Addresses, Private (Wa%.0.1) Addresses, Private

Jan 3, 2012 10:59:21 PM Other Private lesgfwin1.lancope.local Other Private #.0.51 1,892 | Ping_Oversized_Packet(946)
(15 hours 5 minutes 27s ago) Addresses, Private (0.1) Addresses, Private
Jan 3, 2012 10:59:01 PM Other Private lesgfw01.lancope.local Other Private eS.0.52 1,890 Ping_Oversized_Packet(945) L
(15 hours 5 minutes 47s ago) Addresses, Private (..0.1) Addresses, Private E
Jan 3, 2012 10:59:21 PM Other Private lesgfw01.lancope.local Other Private W #8.0.56 1,890 | Ping_Oversized_Packet(945)
(15 hours 5 minutes 27s ago) Addresses, Private (—.0.1) Addresses, Private
Jan 3, 2012 10:59:21 PM Other Private lesgfw01.lancope.local Other Private ..0.121 1,888/ Ping_Oversized_Packet(944)
(15 hours 5 minutes 27s ago) Addresses, Private (R.0.1) Addresses, Private
Jan 3, 2012 10:59:21 PM Other Private lesgfwD1.lancope.local VMWare60, Other ©nL0.162 1,888 | Ping_Oversized_Packet({944)
(15 hours 5 minutes 275 ago) Addresses, Private (.0.1) Private Addresses
Jan 3, 2012 10:59:21 PM Other Private lesgfwn1.lancope.local Other Private Mee.0.182 1,888 Ping_Oversized_Packet(944)
(15 hours 5 minutes 275 ago) Addresses, Private (E..0.1) Addresses, VMWare80
Jan 3, 2012 10:59:21 PM Other Private lesgfw01.lancope.local Other Private I.0.82 1,886/ Ping_Oversized_Packet(943)
(15 hours 5 minutes 27s ago) Addresses, Private (S._0.1) Addresses, VMWare80
Jan 3, 2012 10:59:21 PM Other Private lcsgfw01.lancope.local Other Private Se.0.23 1,884 | Fing_Oversized_Packet(942)
(15 hours 5 minutes 27s ago) Addresses, Private (W—.0.1) Addresses, Frivate
Jan 3, 2012 10:59:21 PM Other Private lesgfwin1.lancope.local Other Private #.0.123 Ping_Oversized_Packet(942)
Details - 1 record
CI Events Hit Count e Concern Index * Protocol ¥
Ping_Scan 17,292 8,663,202
Last refreshed: Jan 4, 2012 2:04:48 PM ‘I
o
QtEo CHSH SEF 23 A= 1M1 "2 [ 2"S KT SFALA|
EDO‘ll:(lD_POI:II_I-I_:‘OEI_']']O)EEIEOEEI—LOHAQ

=H el &7
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" Search(Z{A) CECHS 2|AE AXFE AFSSL0] O X0 ZM3H S22 Meis o}
< S Enter 7|2 52| ZHAMS Ass & Q&LICH

HAMZ =3l5te{H EHIO|A| Global Search(TdA| M) AKXt o= S =l gtLICt.

\=/ StealthWatch Management Console (admin - 4 1.60) ST

File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help
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I0 Enter 7| £ =& L|C}. Search Results(Z A4 ZA1}) CH3}

1= Search Results for vm [ & ]

SmokeMet-Alpha i
Ei Host Groups:

Inside Hosts->Lancope->Lancope Colocation->Private->VMServers->
VMWare80

_Inside Hosts->Lancope->Lancope Colocation->Private->
VMServers

Inside Hosts->Lancope->Lancope Colocation->Public->
VMSMC

_Inside Hosts->Lancope->Lancope Colocation->Private->VMServers->
VMWare70

m

Inside Hosts->Lancope->Lancope Colocation->Private->VMServers->
VMWare60

_Inside Hosts->Lancope->Lancope Colocation->Private->VMServers->
VMWare90

ThisIsATest
(=1 Host Groups:

_ Inside Hosts->by subnet->NIU->
109.000 WL VMWare Subnet VLAN 199

_Inside Hosts->by subnet->NIU->
025.192 PS-VM-PRV VLAN 175

_Inside Hosts->by subnet->NIU->

042 000 VRA-N1-Deadirtion WAL AED
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o AE A”RSEOINM M FALY MM 27|

DAE WEFO| HSIE TS BR TESAE AU EME MY HA =
QISHA ELICL O] EME WEXHAS Z S AEQ Cjsl 71 ZEHMQ HEE
MSgL| Ct.

—_—
fo

[ e [

¥ Fiter & Domain : Lancope ® Time : Today
& Host “»C -

| Identification | |1] Alarms | | | Security Security Events ||| Top Active Flows Identity, DHCP & Host Notes Exporter Interfaces

Most Recent Flows - 25 records i Flow Table ' 5%
Start Active Time ~3| This H... ¥ | Connected To % | Connected ... # | Protocol “!| Service ¥ |Bytes Outh...* | Bytes Inb... ¥ |Average ...™2 | RTT Average % | SRT Average ¥
Feb 22, 2012 11:18:24 AM Client 8 0.23 Atlanta tep http 6.55k 26.17k 134.04k ims ims| =
(1 minute 21s age) M
Feb 17, 2012 8:44:50 AM Client 162.230 SG Public, BC tep https 57.72M 2.49G 49.56k ims ims
S days 2 hours 34 minutes ago) Webserver
Feb 22, 2012 11:16:52 AM Client s 74.83 United States tcp http 80.43k 248.2k 28.95k 4ms 2ms
(2 minutes 53s aga)
Feb 22, 2012 11:18:29 AM Client 234.66 United States tcp http 964 1.85k 22.85k 80ms 371ms
(1 minute 16s ago) 2
Feb 22, 2012 11:16:52 AM Client - 162.8 United States tep http 47.21k 31.33k 6.92k Sms 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client 237.212 United States tcp http 2.15k 3.13k 3.94k 18ms 1ims
(1 minute 16s ago)
Feb 17, 2012 8:45:00 AM Client S 13.133 United States tcp http 134.62M 37.89M 3.28k 23ms 3ms
5 days 2 hours 34 minutes ago)
b 22, L1217:04 Al it 3.35 United Stat: 1 9.75k 8.56k 2.86k | pm
| i 22 I AN ke mited Statege |t Lotk S L PUUNE X [R5

T4

CH&22| %, SMC Z2t0|HE QIE 1| 0] A 9] OFF XOf|A{L} =
P gLttt =

2 Q2 Z2se s gﬁEOﬂ et SAE AHAFRS £H0I8
AE ARSHO= OhS EE7E Zete o AS LT

AEIPFEA
o

> bR A20) SAEQ AIRE BR2L.
o

A
E
-
N

2
rlo
0Q
10
|m
i)
JE
o
¥0
rr
1[4
HU
4o

SAE P AR ZENMS|ESIE AL 0| T AEIPFA Y
ISP(Internet Service Provider).

P SAEO| YEiQ HERAMAM DXz S40 A2 2 =0l E
INESH

> SAEO| MH/SE0|QIE Z2TpAT 2 HFH(OS), SAES} HE
-1

SH ol &7
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Alarm Table x [[Z] NS 253.93 X

¥ Filter &

| 88 .253.93 | Host Groups: |Umted States ‘

or |Intel Corporation | Address: [santa Clara, CA 95052 |

|Intel Corporation | country: B united States

Appliance Status Last Seen MAC Address

SmokeNetA-NetFlow-1 active Jan 12, 2012 1:00:20 FM
(. 1.62)

Information - 1 record

AEE\IEHCE i Server Services ¥ Client Services
MNetFlow- | icmp (I i netbios-ns, netbios-ss, smb MNetBIOS (
1 icmp (Echo Reply), icmp (Echo SNMP ( ified)
(10.202.1.62) Request), netbios-ss, snmp

Server Applications = | Client Applications  + Alerts ~ | Operating Syst...

+

Last refreshed: Jan 12, 2012 1:00:40 PM - Next refresh in 4:24

— —— e’ ™ = —
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?12| 0| 0fj M= Identification(4| &) R0 Al dEiSt @ AEOf CH3H LS SEE

sholzt 4+ Lt

> SAEO| AP FAT} YL
> O SAE0 ol AIAHOIA DX} O 2 2OI TEL 201214 18
122 0lL|C}.

P A|AHIO|M CHE B2 AH|A F0f netbios E2fZ 0| AH 2t 22+0|9A
E DEQM SAEQ Clisl HMHSE EOMSL|CL
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SAEJILHE €HS RERULIR?

Host Snapshot(S A E AHHARNO| Alarms(2 2 B2 ol| 2t S AE T CHE ek
S MAySIER|of BHop MAISICHR 1 J) 40t 1T RS LiEHLICE
Alarm Table X 9 8.253.93 x 4 kB

¥ Filter & Domain : SmokeNet-Alpha ® Time : Today

&, Host

| entification | || Alarms | ] Secunw\ | Security Events| [] Top Active Flows| | Identity, DHCP & Host Notes| 1] Exporter Interfaces|

Alarm Sounts - 1 record =
Appliance + Critical $ Major = Minor + Trivial + Informational +
SmokeNetA-NetFlow-1 s(0) & 11(0) §
(. 1.62)

Alarms - 16 records lewn @ = ==
Start Active Time ™! Alarm 3 Source + Details + | Target Host Groups % Target % | External Event %
Jan 12, 2012 Worm Activity . 253.93 ‘Worm activity on port Other Private - 13.90 -
12:58:30 PM netbios-ss (139/tcp) Addresses M
(2 minutes 10s ago) (Double-click for details) 3
Jan 12, 2012 Worm Activity .253.93 Worm activity on port Other Private .156.72 L]
12:56:00 PM netbios-ss (139/tcp) Addresses
(4 minutes 40s ago) (Double-click for details)
Jan 12, 2012 Worm Activity .253.93 Worm activity on port Other Private 13.58
12:51:30 PM netbios-ss (139/tcp) Addresses
(9 minutes 10s ago) (Double-ciick for details)
Jan 12, 2012 Touched .253.93 Target Host is Other Private 7.32
12:49:30 PM 172.18.7.32 Addresses
(11 minutes 10s using netbios-ss (139/tcp)
ago) o

Last refreshed: Jan 12, 2012 1:00:40 PM - Next refresh in .09
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20| M Eoh 2 e %’r%* X FHH 2|0 7| =510 MEASE S AE
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o 7l Yatof i3t AbAISH IO E{ 7t BAIEILICE 0] B2, 0] SAE

tolyf 8 2s gEs 4898 s € = AsHh

ey Faan i
{)’ Host Policy Manager(ZEAE M 22| XHE Yo 0|2{B 740l CHsH A
HEl M MMES 540 Ql/ies RASE 2~ QA LT}
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O] 2 AEZH AEEIAE A2 2HE|7| 20 Cfg HA= 28 229
OiLt B2 @ 2BV Feks BeXlE HEots AYLU

ol EOfLf S ¢ eH7}?

Ol BAIE| =X Of F2f 2HA 0| BH= 0f|of A2t Z O] Host Snapshot(2 A~ E
2HAH)O| M Security(22F) 2= 0|3510] 8ld =AETJOHE S AE0|
TUEX E= LHE 2A2E0 o8 2 EA=X| 2 = AS L CH Touch

Information(F 2 YE) H|0| 2= ArE5tH 0| = AE0f Lot 90| BHE X0
M AYHE=XLL O] SAETHTHE S AE0 Y S SHMAT =X HESHE G

=50| gLt

[ Alarm Table x W .253.93 x e

¥ Fiter & Domain : Sm ® Time : Today
& Host

] Hentification | [] Alarms | (1] Security | (] Security Events| [ Top Active Flows| [ Identity, DHCP & Host Notes| (1] Exporter Interfaces|
Security Indices - 1 record

Appliance $ Cl Value + TIValue + FSIValue +

SmokeNetA-NetFlow-1 550,546 14
(—1.62)

Touch Information - 1 record =
Appliance = Has Been Touched = Has Touched Another *
SmokeNetA-NetFlow-1 + No ¥ ves
(P 1.62)
Traffic Summary - 1 record =
UDP% =

Appliance = |Highest Traffi... = | Total Data R... ™! |Packets Recei... > | Total Traffic ... = |Highest Traffi... = | Total Traffic...™*| Total Data S... Packets Sent =
SmokeNetA-NetFlow-1 2.56k 428.41k 6,826 690.76k 5.06k 1.66M 1.29M 9,817
(R 1.62)

Last refreshed: Jan 12, 2012 12:57:07 PM - Next refresh in 4:44.

CE St Security Indices(E2 QF X| H) H| 0|28 0| S A E 7} Stealthwatch 0] Z2}0|
AAXHz CrYoh X| 72| Miots YOty Z0tsi=X| 20 F L C}. Traffic
Summary(E2{% 29 0|22 0] SAEJ} ADIL} B2 EHHS N W
Ee A5t JeX E0FEE oY 3F 258 HEstes o 88 L ot
ool 0jloj| M O] BAE I M3 CHE SAETJ AOtL} E|=X| SHQlsof $hL
Ct. 0|2 A &} Has Touched Another(CI2 20| M8 €2 0|5 8}0]
Yes(O)E G & S gLICt B2 E 2A2E X7t SELICH Touched Host(H
TE 2AE) oM 49 Cl2AETHIY 2 AE0| X4 632] 0| H2HS

stolg 4 ULt
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Alarm Table x [Z] MENL253.93 x

Touched Hosts X

¥ Filter & Domain : Time : Today
& H
Summary - 6 records summarized into 6 records
Start Date/Time End Date/Time A High CI Host Groups £ High CI Host 3 Touched Host Groups * Touched Host 3

Jan 13, 2012 8:05:56 AM Jan 13, 2012 8:05:57 AM Other Private Addresses . 238.227 Other Private Addresses 15460
(3 hours 25 minutes 475 ago) (3 hours 25 minutes 46s ago)

Jan 13, 2012 5:03:51 AM Jan 13, 2012 5:03:52 AM Other Private Addresses e 238.227 Other Private Addresses 111.25
(6 hours 27 minutes 525 ago) (6 hours 27 minutes 515 ago)

Jan 13, 2012 4:44:06 AM Jan 13, 2012 4:44:06 AM Other Private Addresses 238,227 Other Private Addresses #5.152.58
(6 hours 47 minutes 37s ago) (6 hours 47 minutes 37s ago)

Jan 13, 2012 3:08:02 AM Jan 13, 2012 3:08:04 AM Other Private Addresses . 238.227 Other Private Addresses .8.100
(8 hours 23 minutes 41s aga) (8 hours 23 minutes 39s ago)

Jan 13, 2012 3:08:02 AM Jan 13, 2012 3:08:03 AM Other Private Addresses 238227 Other Private Addresses hasea.102
(8 hours 23 minutes 41s ago) (8 hours 23 minutes 40s ago)

Jan 13, 2012
8 hours 32 minutes 34s

hours 32 minutes 30s ago)

er Private Addresses

238.227

her Private Addresses

o|H
M

8= ZzEEN .75*% 2Ot XpASH

M EfolZo]
ol Af

Details - 1 record =
Appliance i Start Date/Time “H End Date/Time | HighCIPort = | HighCIBytes ¥ | TargetPort <+ | TargetBytes = | Protocol =
SmokeNetA-HetFlow-1 Jan 13, 2012 2:59:09 AM Jan 13, 2012 2:59:13 AM 1798 989 139 117k tep
(10.202.1.62) (8 hours 32 minutes 41s ago) | (8 hours 32 minutes 37s ago)
PR e P B et - P e N ]

Y SO M StLES A EISHO] T OF2 0 = Details(M FAMS) 4

49| CI ZE U HO|E, T4 EE L HIO|E, Y i
=S oy 4 ALt

DAE AL

HOIO[HIE 932 He{H SAE AMHAFO| A Security Events(& .9t O|HI E)
EHS Z2IStL|CE O] 00| A £ O O|HIE 932 Address Scan(ZA A7H)1}

Ping Scan(Ping A 7H) ! L|C}.

¥ Filter

Alarm Table x

& Domaing
& H

Time : Today

] Mentification ||| Alarms | (1| Security | | Security Events | || Top Active Flows| |'[] Identity, DHCP & Host Notes| | | Exporter Interfaces|

0 ource o e g ord
Start Active Time Last Active Time + | Target Host Groups % Target Host + | concern In... | Security Events 4
Jan 12, 2012 11:23:56 AM Jan 12, 2012 12:56:16 PM Other Private Addresses #5.60.0/24 225,55 | Ping_Scan(91), =
(1 hour 36 minutes 44s ago) (4 minutes 24s aga) Addr_Scanftcp-139(246),
Addr_Scanftcp-445(219) =
Jan 12, 2012 11:23:58 AM Jan 12, 2012 12:56:18 PM Other Private Addresses ©.63.0/24 72,168 | Ping_Scan(70),
(1 hour 36 minutes 42s ago) (4 minutes 22s aga) Addr_Scan/tcp-139(79),
Addr_Scan/tcp-445(14)
Jan 12, 2012 11:24:17 AM Jan 12, 2012 12:48:32 PM Other Private Addresses e 13.0/24 48,10 | Ping_Scan(8),
(1 hour 36 minutes 23s ago) (12 minutes 8s ago) Addr_Scan/tcp-139(50),
Addr_Scan/tcp-445(46)
Jan 12, 2012 11:24:01 AM Jan 12, 2012 12:36:25 PM Other Private Addresses 4.8.0/24 33,072 |Ping_Scan(24),
(1 hour 36 minutes 39s ago) (24 minutes 15s ago) Addr_Scanftcp-139(26),
Addr_Scanftcp-445(22)
Jan 12, 2012 11:24:11 AM Jan 12, 2012 12:46:32 PM Other Private Addresses R 24.0/24 30,068 | Ping_Scan(12), L
0 arget o e 0 ecord &
Start Active Time Last Active Time * Source Host Groups % Source Host “?| Concern Index™* Security Events *
Jan 12, 2012 11:23:50 AM Jan 12, 2012 12:46:08 PM Other Private Addresses R 58.132 8|ICMP_Frag_Needed(4)
(1 hour 36 minutes 50s ago) (14 minutes 32s ago)
Jan 12, 2012 12:25:52 PM Jan 12, 2012 12:46:13 PM Other Private Addresses 48 57.164 4|ICMP_Frag_Meeded(2)
(34 minutes 48s ago) (14 minutes 27s ago)
Jan 12, 2012 12:04:40 PM Jan 12, 2012 12:04:40 PM Other Private Addresses i 57.132 2|1CMP_Frag_Needed(1)
(56 minutes ago) (56 minutes ago)
L]

=H el &7
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of chet &9l 2d E2RE 22{= 42 Top Active Flows(&9| 2
)

@& Domain : Lancope Time : Today
& Ho 3 3.6!

1] Identification | [] Alarms | (1] Security | (]| Security Events | || Top Active Flows ‘ 1] Tdentity, DHCP & Host Notes| || Exporter Interfaces|

Most Recent Flows - 25 records B Flow Table | 3}
Start Active Time ~3| This H... # | Connected To % | Connected ... * | Protocol *!| Service % [Bytes Outb... % | Bytes Inb... * |Average ...”2| RTT Average % [ SRT Average %
Feb 22, 2012 11:18:24 AM Client Wl 0.23 Atlanta tep http. 6.55k 26.17k 134.04k 1ms 1ms| =
(1 minute 21s ago) il
Feb 17, 2012 8:44:50 AM Client $162.230 SG Public, BC tep https 57.72M 2.496 49.56k 1ms 1ms
5 days 2 hours 34 minutes ago} Webserver
Feb 22, 2012 11:16:52 AM Client . 71.83 United States tcp http 80.43k 248.2k 28.95k 4ms 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client > 234.66 United States tep http 964 1.85k 22.85k 80ms 371ms
(1 minute 16s ago) L
Feb 22, 2012 11:16:52 AM Client s 162.8 United States tcp http 47.21k 31.33k 6.92k sms 2ms
(2 minutes 53s ago)
Feb 22, 2012 11:18:29 AM Client ” 237.212 United States tep http. 2.15k 3.13k 3.94k 18ms 1ms
(1 minute 16s ago)
Feb 17, 2012 8:45:00 AM Client - 13.133 Unitad States tep http 134.62M 37.89M 3.28k 23ms 3ms
5 days 2 hours 34 minutes ago)
eb 22, L117:04 Al Llient S 3.35 United Stateg, tcp hitp 9.75k A8.56k L - '--"%.—m;

S Q10| OffH AL AF7}IP ZAQF HZAL| 0| Q=X| LOLE 2{H Identity,
DHCP & Host Notes(ID, DHCP 5! SAE 0 2) {2 Z 25t C}.

Alarm Table X

¥ Filter & Domain Net-Alpha Time : Today
& H
|| Hentification | |11 Alarms | 1] Security | {11l Security Events | (/1] Top Active Flows | (/| Identity, DHCP & Host Notes (| Exporter Interfaces|
Cisco ISE
Start Active Time End Active Time User Name “?| MAC Address % | Device Type % | Domain Name %

StealthWatch ID Appliance - 2 records

Server + User Name * Start Active Time * End Active Time T2 Domain Name -t
lchqms05 dbrooks Jan 13, 2012 11:34:00 AM Current Lc
(10.201.0.15) {2 minutes 8s ago)
lehgsvrol dbrooks Jan 13, 2012 11:34:00 AM Current LC
(10.201.0.15) (2 minutes 8s ago)
DHCP Lease - 1 record 5
Assigning Server % MAC Address % MAC Vendor * Start Active Time * End Active Time A
DHCP svr01 5¢:26:0a:1f:13:77 Dell Inc. Jan 13, 2012 10:52:00 AM Current
(44 minutes 8s ago)

P N A P e P PV posteoan PO -

A2 X} ID O|0|E{ & ¥ 22{H Stealthwatch Identity O{ Z 20| A EE&= Cisco ISE
O £210| A AT} U0{Of B L|C}.

=H el &7
© 2016 Cisco Systems, Inc. All Rights Reserved.



afrafr.
cisco

P11 e AATEO| O3t 371 HEE Stolstn SAET HY BRSO
AA L= [AQIX| O B E TtCHSl2{ M Exporter Interfaces(2 A E E{ I E{ I

oj2) #s Y

L|C}.

¥ Fitter &, Domain : SmokeNet-Alpha

&, Host

Alarm Table x | () MSSS8.253.93 x

Time : Today

[l Identification | (" Alarms | ] Security | [] Security Events | ] Top Active Flows | (] Identity, DHCP & Host Notes | .| Exporter Interfaces

Closest Interfaces - 1 record k

Appliance + Exporter Interface + Description + Confidence (%) +
SmokeNetA-NetFlow-1 4487 ifindex-4 3
(. 1.62)

Interfaces Seeing This Host as a Source in Active Flows - 16 records .

Exporter i Exporter Type i Interface * Direction Current Utilization ~'|  Current Traffic (bps)  ™?

4 oew.8.2 Exporter ifindex-18 Inbound 4.11% |:[] 41.14M| »
#.8.3 Exporter ifindex-50 Tnbound 0.35% |:[] 3.5M H
.83 Exporter ifindex-25 Qutbound 0.27% :[] 2.72M
.87 Exporter ifindex-4 Tnbound 0.27% :[] 2.68M
#.8.1 Exporter ifindex-36 Outbound 0.27% 1 2.66M

#+#.8.3 Exporter ifindex-25 Inbound 0.21% |:‘] 2.09M

Exporter s Exporter Type % Interface * Direction Current Utilization  ™*|  Current Traffic (bps) ™2
#1885 Exporter iflndex-6 Outbound JRCTY — 16.33M|
L83 Exporter ifindex-42 Outbound 0.36% 1 3.63M H
.87 Exporter ifindex-24 Outbound 0.28% :[] 2.85M
.87 Exporter ifindex-24 Tnbound 0.1% |:[] 1.04M
#4851 Exporter ifIndex-6 Inbound 0.09% :[] 918.66k
#.8.5 Exporter ifindex-6 Tnbound 0.09% |:[] 874.89k

Interfaces Seeing This Host as a Source Today -

34 records

ojf 24 S AEQMY =
M =X FHof et Fe| Z2MAE AR 5 91% |Ct. (HI% %01, Ef%

Y S OILE 8 + AS LI

N
t

N
m
=2
e
o

P 4 AE E| HjO[2 A 2T EQOE &

» DESAEJ L2 SAE AFO) JCHH, HA SAE 1ES KT
StALE Halg & AL
> ClOEIE DY B ZES REHBLICH

=A &l 7
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SH UBS QU Y MHAE A8 L C12 BEX 0l S5 BR3}
= SAEE O HEle 42, Host Information(SAE HE) ZHE A2
A O]

2= AEL|C O] ZEOf AMASH2H OO 0 70 A Hosts(S A E) > Host
Information(EAE ™MH)S MENSHL|C}.

Kﬁlter - Host Information

P il Domain/Device &

Domain/Device 1
/ Domain: |ds -

v

[ Filter by Devices

o
g
g

El
5
H

ds-nflow-p
ds-sflow-p

=
g
o
@

®

Server Services

%’ ®

Client Services

¥

m

Server Applications

ﬁ

Client Applications

v

=
&
3
o

®

=
o
=
@

®

Security Events

®

Operating Systems

Advanced

) o) (o)

Filter - Host Information(2 H - S A E M H) i3} MAE ALESHH EH nf2to|
HE MENSIO] off T mtefto|f He{oA Moot BRE 2 AEE MR 2|8
T = USLICHL O & S0 {E&X| @= MH|A EE= O EE|HO|ME AL

StALE Worm Activity(Ed &) €22 FEdt= 58 2A2E I8 2E
SAEEMCE IHEIY = JSLCH

Xt
(=]

di

Jgg HEZ(IQ)E 8 0|22 Z20]| W2} O] TZMAE "SAE IQ 3 50|
2ta gLt
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fIsl= nteto| g E X838t 2 OK(2HQl)E = 2510 Host Information(T A E
M) ZM(5, SAE Q)2 S H|o|E o} s EAISHL|CE

¥ Fiter & Domain  : SmokeNet-Alpha Time : Last 1 day ending Today

@ Host Group : Inside Hosts

‘Summary - 1,258 records summarized into 1,255 records

Average Traffic (bps) _~*
3.25M 222.74m 2236
Other Private Addresses 1.36.33 1.79M X 1.156 1.216
Other Private Addresses ) 1.08M 156.72M. 574.31M 73L03M, 48,935
Other Private Addresses, FR 039 1.05M 702.72M 10.63M 713.35M 2,008
Sales and Marketing, Other Private IchqgwO1.lancope.local 908.22K| 3.6M 612.74M 616.37M) 20,393
‘Addresses (ww.01)
Other Private Addresses 110 72628 7.49M 488.74M 496.22M 64,080,
Other Private Addresses 30 726.28k| 488.74M 7.49M) 496.22M |
VMWare0, Other Private Addresses 0193 694.4 469.11M 46319 469.56M 10
Other Prvate Addresses, Private Swoaz 634.99K 424.51M 5.20M 429.8M 2
Other Private Addresses 250132 620.63% 28.17M 390.92M 419.00M 3,066
Other Private Addresses ez 604.25k 130.91M 27751 408.42M 60,
Other Private Addresses .154.70 597.72k| 187.89M 215.84M 403.73M
Other Private Addresses, Private #.0.43 580.68k| 6.5M 388.98M 395.47M| 15,694
Other Private Addresses 330 565.01k| 375.54M 5.85M 381.38M 50|
Other Private Addresses a0 564.44K 5.54M 375.46M 381 24,030
Other Private Addresses, VMWare80 $.0.182 541.9k| 365.13M 847.42k| 365.98M
VMWare70, Other Private Addresses Lars 53418 359,010 89038 360.8M
Other Private Addresses 1.20.236 523.07k| 60.7M 295.34M 356.04M 22|
Other Private Addresses, Private §0ase 504.11K] AT 15.95M) 343.13M 172
Other Private Addresses 254.131 499.91k | 9.06M 332M) 341.06M 14,100
Other Frivate Addresses L asaam 47987 18.98M 308.97M, 327.95M 3,087
Other Private Addresses .90.16 451.52k| 70.62M 235.09M 305.72M 30,422
Router 421.98k | 3.21M 282.36M 285.57M| 21,623
Other Private Addresses v.83 347.75k| 1.43M 233.3M 234.73M 6
Other Private Addresses —— 325.28k | 11.86M 215.34M 227.2M| 3,110
Other Private Addresses .90.12 315.67k| 46.26M 170.89M 217.15M 45,359
Detaills - 1 record
Appliance ¢ Server Services Client Services ~i| Server Applications ¢ Alarms @) Alerts 4| security Events_#
s,n(ofn:.u::;m icmp (Echo Request), 1068/udp, 1080/udp dns, ncp, netbios-ss, smb, 1043/tcp, 8039/tcp, 7777/udp Undefined UDP. New_Host Reset/tcp ‘z:
« I v
Lostrefeshed: Jan 1, 20129:35:34 AM -Nextrefesh 4125
B
AFO| BHAl X| H(Cl) L2Hee0t OfL|2} TCP_Scan Y22 QUIsl= D= SAEZS
\ oTl o == o= T2 [ [ —_—=
[HAI-OE oI E.I EI‘OLI.i 7{i0 O-I I HIAlO 2 E 7|-01E| o2 7|.:A‘| Ol 7|-II- o SA
o — = o — O [==] M= o o O IT —_—
E El AE 7|- 711'—0-” ESHE |_| |:|-
—_ —_— = [=r=] .

2 9l &7
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LEO| LSt YRO= ol 7HX[ 7} AT & =2l LEh 2ol #,

e 2, "ol L LA E7|18 Al 5 ASLICH o] EFor ZAtof| o i

90{EI2{B O} MM S BESHIAIR

el g=1 x=110)

2 g =2

LYS Y M O] A2 LEHO| =AS S LIEFYLICHL O] 2 AIER

of CHE & PYR0IH YOl TAB S Yol O SETLICH LS %O

ot7| Hof 2ot 39 LE =S F T o+ ATts HE 7|AotHAlL.

U2t UO| FA i HIT HEHCIX| OfF0| B 0| BOl EL BHol 3

2~F 5 ASHCHL SMCE A85t0] L &S =HQlot2{H CHZ HHA S 2= dh

Al2.

1. Alarm Table(2 2 H|0|2)0] A YRS O}A QEZ HEOR 228D
Workflow($|3E 2) > Acknowledge Selection(MEH &5 =101)S MEH
shL|C}.

) Alarm Table x
Y " o 3] & Policy = Start Active Time  + Alarm = Source = Source Host Groups = | Source User Name + T
= Quick View This Row
1] 2] Outside Hosts | Jan 11, 2012 8:39:30 | Worm Actiy Disable Alarm(s)... States 10.
(3 hours 50 minutes 2s & Host Policy..
ago) Workflow *[¥ close Selectio
L] g Outside Hosts ]anll,z:l:ﬂﬂﬁ::m Worm Acty  pyitiation OF commoresasm 10.
(3 hours 44 minutes 2s Notes D R tion
2g0) Flows D
L] g Outside Hosts Jan 11, 2012 8:52:30 | Worm Actiy 10.
AM
(3 hours 37 minutes 2s
SN mP92) it

w3k Ae 22U CHS LY H|0|2 S50 M Acknowledge
Selection(MEH B2 50l) HES S23 & U LICh

-k|t+-l:s|’-'\1'\'~‘!\lll"éﬂ

Target Hos... ™! *

Acknowledge Selection...

LY US
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0| &3|= 0| 7E 2985t=

=S| = = HEZE QUsSIEE Q5= Acknowledge
Alarms(22H 2+01) T3} ALXF7H QLT
|£ | Acknowledge Alarms ‘ 23 ‘
Q@ Acknowledge 1 Alarm
Acknowledge using the document Filter settings
Note (maximum 8,000 characters):

| Help | I oK H Cancel ‘

U2 OIS LL 2 A TEO| M SHS ALSSIO HOIGIEE X EY

Ch. 23 2rolo] o|0| S Thopehai Bl AFS THS e SMO| The CHe MBS

EXSIAMA L.

> Acknowledge [x] Alarm(s)(Ix]2| 22 Stol) - 22t E| 0| 20 17|
BA|E|& Q20 SOISILICE 07| A [ MEH3H L2to| 5 o0p X
SUCE O SMS S2cts Z2 AIABOIN 2t 222 S SOl
|} [h2bA] BES 0] 2L 2H] 9l 2 2(0: 10007H O] 4) Al O] A

O ZRMAZ ARSI O AEHSH A|7HO| 2R E LT
» Acknowledge using the document Filter settings(2A ZE| M™HZ2

AHGBHO] BH0l) - 2ol TR A A EOF YL £ o/ BE W22 o

= Hgrofo) A SHLM =k0I5H= CHA CHEF O = X EE 4780
ZOtE D E LEZ HOSYLCLOE S0, 22 H Ol EH 7 Zolst
U R BASIEE AHE F2, 0| 4HO| 7| =510 & LS
OISt & MEISH= ZAQYLICH A|ARIOM= 23 HOIZ0 &Xf &
A= Z0jot Y0 Ot 2 <ol TEMATE HHE| = S0 M-
TS = UK BA|L|X| B2 Z0O[or L SOl C}

*q:

Acknowledge using the document Filter settings(2A] ZE| MH S
2 A8 £0l) SMO| [HZFO 2 U2tS BHolst| W20 3], 10007}
' O|4to| FE0| Ut A THE ML Zhelo] B O H&3H 4+
ElLICh J2iLto] 42 Metsie mAE Ho| gl IS Holg

HL=2 "1 HA- 2O0=2 = L-2

UCH= S QAKXISHOF gL EL

o

HAE 93 WES 32510 LY Ol 0|R0 B MBS
3 C+2 OK(2H91)S 228Ut H2 0t ()7} Acknowledged (2}
£/) Q0| LIEFLE D Last Note(D}X| 3 O @) 28 HA|SHE S A 43t
o
d

Of 20 M =7k LIEtELICH sid & EOf LSt B0l G2 HAE= &
= =M 7t ol M| & LI T

LY S

© 2016 Cisco Systems, Inc. All Rights Reserved.



afrafr.
cisco

Alarm Table x

¢ ¢

y - 2 g - Policy %|  Start Active Time % Alarm : Source ¢+ so
i:f Qutside Hosts Jan 11, 2012 8:31:30 AM Worm Activity 998 05.119
(6 hours 49 minutes 45s
ago)
ﬁ ] 2 Outside Hosts Jan 11, 2012 8:39:30 | Worm Activity 9126

F3an

orzt o 7<| A

= 1 %!- |_| T 4=

SMCE AHE3|H SlLt O| 40| BHOIEl ABHS 2Ol FATH 5= QUSLICL OIS E

, 22 YRS 2ol 42, g HAIE RSO g = AS LT
1. Alarm Table(2 2 H|O|2)0f| =& L& S0M =S F452{= S E
S BAISILCHL Q3 B ¢ THE AMREL L
2. =HoZ FA%lE s LHS ORL LQEZHESR 2E5IY
= H

Workflow($|3 £ £) > Unacknowledge Selection(M &l g5 20l |
2)S MEHSHL| T} Unacknowledge Alarms( 2F 2401 F A ) CH 3t A X}
7t EE Lt

o2t Ct 7|
= 0O = 7

A2H0| Yt CIZ SHHEASS BASIEE 22, XUS & & YSLICH
ANE, YU +502 @2 Wast YsLICh
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[y [4] Alarm Table x
E
. = o
i) ¥ Filter @& Domain : SmokeNet-Beta
F LT3 sMC Dashboard
Status Ml Alarm Table - 34 records
H Reports D
%—‘% Configuration D Properties I
i by
E:ﬂ-ﬂ Ctrl+Shift+E DSCP Configuration...
- @ o se A Ctrl+Shift+C Event Parsers Configuration...
& Refresh Tree Response Management...

User Management...
Change Password...
SMC Failover...

StealthCommand Configuration...

[@ Appliance Administration

T R

UZS ©7| T CHS Aol R.0lsHof B C.
> oy e B2 4 s
> SH A CfS YHUS TS [ SAEL S 017}0|E A2t O
ROl ChAl ol 2 222 WA E & ALt
> TN FP LY LIS HaY S YsUL

SMCE ALE5H0] 23S E28{H oS B S 2EoHAI2.

1. Higd 20| HEA|E| = F Alarm Table(2 2 H|0| ) ZHHE HAS L}
O|= A SF2{™ Alarm Table(ZZf H|O| &) 2 H CH3} A X}o| States(2HEH)
IH| O| X| Of| A{ Filter on currently Active(S1 Xl g/d AEfQl 22 HE 7)) =t
olgts 2850 M3 0t3E =71t CHE Inactive(H|&4d) M2 28
gL Ck.

2. Alarm Table(2 2 B|0]2)0 N LS 01~ QEZ BESR
Workflow($|3E 2) > Close Selection(MEi g5 Et7|)S MEHSHL|C}.

+iaie 1.3 Other Private Addresses

Quick View This Row

Worm Activity Disable Alarm(s)... Addresses
}5 B Host Palicy...
< Workflow *|# Close Selection... Iy
01 Suspect UDP -
Activity Mitigation ' |« Acknowledge Selection..

3 Notes 4 -

01 | WormAcivie]  F1O% '

B Associated External Events

2 S
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@ Close 1 Alarm
() close using thsl‘}dncument Filter settings

Note (maximum 8,000 characters):

[ Help ] [ oK H Cancel ]

LES HAL Z2M EHOM 2 S AFESHY B E XL O & E
E712| 20| & WSt AL Zhsot M0 Ofet Ot 282 &xSt
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=

> Close [x] Alarms([xI7H2| 22 B7]) - 22 E0[ 20 ST EA|x|=
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Description:
(h_Enah\e Device: )

rCisco Router
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User Hame: I
Password:
Enable Password:
Route Tag:
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ox

O|7 0f|0i| A 2f Z 0| Enable Device(C|H}O| 2 g 3}) =HQIZH0f| K= O}
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1. 09 070 A Configuration(Z1m 12j|0| M) > Host Policy Manager(=
AE MM 2a|X})E MEESHL|CL Host Policy Manager(Z A E A 2tg|
Xb) thzh & RE7F EE L o

. Host Policy Manager for Domain &

Host Policies
IP Address: \
Host Policy Report Show Effective Policy. Remaove Edit.
Role Policies
=8 Description * Assigned to Host Groups + | Assigned to Ranges *
ANVINTS & SMS SETVeT: UPPFESs SCanmimg WS SETVer: .l
Activity Antivirus Servers
Backup Servers Suppress High Traffic | Backup Servers
Alarms
Client IP Policy Policy for end user | End User Devices
systems Remote VPN IF Pool

Trusted Wireless

Default Server Policy Default server policy | Servers

DHCP Server Policy for DHCP servers |DHCP Servers
Firewalls, Proxies, & Firewall, Proxy, and NAT Gateway =
NAT Devices NAT device policy Proxies
sattings
Guest Wireless Suppress Certain Guest Wireless Networks
Alarms
Mail Server Policy Mail servers policy Mail Servers

Network Management Policy for network Network Scanners
& Scannars scanners

Suppress Bot Alarms | Add Bot Host Group or ~—
IP ranges to suppress
alarms for specific bots

Trustad Intarnat Hnste | Sunnras Hinh Tatal | Trustad Intarnat Hnst
Add... Duplicate. Remove Edit.
Default Policies
Name cd Description *
Inside Hosts All hosts in Inside Hosts
Outside Hosts All hosts in Outside Hosts
Edit.

2. Role Policies(g EM) M Mo A sl= I M3 ST CHS
Edit(H )2 22/ L|C}. Edit Role Policy(¥ gt ‘M HZ!) CH2t &XL7t

EREES
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Alarm ! Enabled * Settings Mitigation 3
Half Open Attack MNo settings Response:: Authorize
Source:: true
D
Protocol:: false
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High Traffic 0
Add... Edit Settings... ” Edit Mitigation... H Enable All H Disable All I
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L|Ct
’ ‘j 5 Host Palicy...
oy . . Worm b - w6l
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s} Activity Flows 4 |
é B Associated External Events
Worm | 4%\ 9512 upifed States a1

Alarm Type:

Worm Activity
Duration (mins): 60
Source IP Address: .1.8
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2t} X 0] Automatic(AtS) ZE0| 22 2 E0| YU S [f ObF =X S F&
27t glgU ot a2y, 2=t s SX|oh <L
A2

1. Alarm Table(2Zf H|O|&
M LESORLERER

M
N 0

e

[ . Quick View This Row
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2. EMECHA| ME 1% S A2 ZAS ChA| Mef3tL
C}. =4 9| "Blocking(X+h)" 00| 20| 0| &| zHA 0|
"Not Blocking(X}E} OF &H)" O}0| 20 2 Hp 2| L|C}.

Mitigat... ~

2ot Y A

Mitigation Actions(2+3} XHQ1) 2 A2 AFR3}M OFX| Tt O}F}0| & A7t 0| S0
CHQIOM Edlo 2= 2ol A0 HENE = = USLICH &3t X1 2 M0
M ASHHH NG NS O A QER HEL ZE S8 ChZ Status(d
Ef) > Mitigation Actions(2t3} ZHH)E MEHSEL|CL. Mitigation(2ts}t) A 7+
ZE LT

[] Mitigation Actions x P}

¥ Filter & Domain : SmokeNet-Alpha ® Time : Last 12 hours

Mitigation Actions - 88 records

Date/Time ~!| Appliance % | AlarmID % | Alarm Type * | Source Host * | Source Ho... * | Target Host + | Target Hos... + | Duration (... ¥ Status % Devices  +
Jan 12, 2012 | SmokeNetA-Net | 3B-17A5-66ND- ‘Worm Activity 4% 99.253.93| United States 0.0.0.0 Unknown 60| Not Started =
1:51:30 PM Flow-1 VO7U-E M
(_1.62)
Jan 12, 2012 | SmokeNetA-Net | 3B-17A5-66ND- Waorm Activity © 11.253.93| United States 0.0.0.0 Unknown 60 Failed Atlanta s
1:51:30 FM Flgw-1 VO7U-E T
( .1.62)
Jan 12,2012 | SmokeNetA-Net | 3B-17A5-66ND- Worm Activity o _hE:] Other Private 0.0.0.0 Unknown 60| Not Started L
1:51:30 PM Flowi-1 VO7U-F Addresses
(.1.62)
Jan 12, 2012 | SmokeNetA-Net | 3B-17A5-66ND- ‘Worm Activity ©.200.100| Other Private 0.0.0.0 Unknown 60| Not Started
1:51:30 FM Flow-1 VO7U-G Addresses
( 1.62)
Jan 12, 2012 | SmokeNetA-Net | 3B-17A5-61PT- ‘Waorm Activity s Other Private 0.0.0.0 Unknown 60| Mot Started
1:50:00 PM Flow-1 31A2-8 Addresses
(W.1.62)
Jan 12,2012 | SmokeNetA-Net | 3B-17A5-61PT- Worm Activity ©.200.100| Other Private 0.0.0.0 Unknown 60| Not Started
1:50:00 PM Flowi-1 31A2-C Addresses
( .1.62)
Jan 12, 2012 | SmokeNetA-Net | 3B-17A5-5WS8- ‘Waorm Activity ©© 1.5.209 | Other Private 0.0.0.0 Unknown 60| Mot Started
1:48:30 FM Flow-1 BECA-A Addresses
(.1.62)
Jan 12, 2012 | SmokeNetA-Net | 3B-17A5-5Q7G- Worm Activity S .18 QOther Private 0.0.0.0 Unknown 60| Not Started
1:46:30 PM Flowi-1 LVRE-X Addresses
— ’N e,
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1= Visual Tolerance Editor for alarm "High Total Traffic” in policy ‘Inside
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CHoY BEAIRl= S AEQ| Y 2O ¢t2 MIYLICHO: 22 & E2f
r_l_l ot E_I-)

=

AE OF H|0|A2t0l A o] AL Stealthwatch= A &0 U= 2
s a0 gt Ai3tel BEE HERLICHO: 25 sA=0] 5
2T 2chZkol B

|ﬂ1 rin- ot

SAEN ALY FO| Gl FL, SAEL XHAO| A%E[0f YO0
AEO| 7} 4 M Q80| Hlo|A2telS AFSBILICE 0 S S
SAEJSE 719 1&(10.201.0.0/1162 2 Ho|=l OF AQ}

=]
of

10.201.3.0/242 HO|El 12 B)0j| 281= A2, HO|AZIOIS SAE
ol 7t O M2 1§ BE 4&&LCL

SAE 15 H0|22+Q10] 021 B2, Z[CH 0] AL E LICHO: 2442t
IZL 2 F Efyol x| HiO|E).

MZ 2X[5te 49 25 2 2E £ Ho|22telo] 282 W7tk A

MR 2ol 7m0l ZH jtIEHﬁ% MEE LIt = AE= AU
= ZUSHA| e HES E'—HXI L CHES oo S 2t0| 2
BAlE 548 &X).

651.93G

Total Traffic from: :FlowCoIIector for NetFlow "NF-FlowCollector” ( + =+ .3.111) v: Tolerance:

50%

558.79G

465,666

372.53G

279.4G +

186.26G

93.13G

100

Threshold
656,885,907,306
12/24/11

| 100,000,000,000
Maximum

1,000,000,000

— Average Threshold
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Never trigger alarm when less than: 1,000,000,000/% bytes in 24 hours

0

leays trigger alarm when greater than: 100,000,000,000 5] bytes in 24 hours\
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42, Stealthwatch System2 2t F2H0f| CHsH O M2 M™H0| SAEQ| Q&
ot MO M ALEE[=X| 2 LCH 2ot @S AEst= SE O oSt Xt
Mgt &2 262 0| X| 2| "R 2ot ST AE FHHM"S FXSIMAIL

EHOL, 2AE AF = EF 2 2E0 U5 5{8&= A=l AAUS HE
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Stealthwatch SystemOf Q= & 7HX| 7| 2 HA: L2 SAE 7|2 H&Mnp o2
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LICE O| & A St ™ S A E TZX 22| Xpoj| M| A5 OF ©f LTt O] CHZ} & XHOj|
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Manager(SAE &% B2|XHE MEfBtL|Th

=20t ¢E £0|7|
© 2016 Cisco Systems, Inc. All Rights Reserved. 259



Cisco
s Flows | Configuration | Help {
Properties Ctrl+1 !
Delete... Delete
Host Policy Manager... N |
Services and Applications... b
Email Configuration...
£[start Acti  Alarm Configuration...
D:fz Host Locking Configuration...
. o - -
Host Policy Manager(@ A E gA 22| X}) Ot A Xp7F S &L Tt
Host Policies
IP Address: |
Show Effective Policy... Remove Edit...
Role Policies
Name o8 Description * Assigned to Host Groups + | Assigned to Ranges ¥
ANTVITTS & SMS SEMVET: UPPress SCanning VIS SETVEr: g\
Activity Antivirus Servers i
Backup Servers Suppress High Traffic |Backup Servers
Alarms
Client IP Policy Policy for end user End User Devices
systems Remote VPN IF Pool
Trusted Wireless
Default Server Policy Default server policy |Servers
DHCP Server Policy for DHCP servers | DHCP Servers
Firewalls, Proxies, & Firewall, Proxy, and NAT Gateway =
NAT Devices NAT device policy Proxies
settings
Guest Wireless Suppress Certain Guest Wireless Networks
Alarms
Mail Server Palicy Mail servers policy  |Mail Servers
Network Management Policy for network Network Scanners
& Scanners scanners
Suppress Bot Alarms | Add Bot Host Group or
IP ranges to suppress
alarms for specific bots
Trustad Intarnat Hnst unnracs Hinh Total | Tructad Intarnat Hoct: h
Add, Duplicate... Remove Edit.
Default Policies
Name o8 Description %
Inside Hosts All hosts in Inside Hosts
Outside Hosts All hosts in Outside Hosts
Edit...
— - -t
At o MM 2 PSS E=E MSE A Ol A
Of L=t XA CFS MU S ALESHY M S 782 5 AS LI
- - e o 7 =1 AL A
) SAEYM-CHY SAE0 O YAS BeE 4 AS L
sk M xH - A H A5 ASH S A St A2
4 = 3 —|I'I AI—DOHA-I 'I‘cl;lol'n_ = EO" [[I'El' 2—EQ'" EHOI_|' 6' —||'I =
i Sk A OlA
Zelg = ALt
M KH - H S A CC H S A S XMiHL 1 S
P 7|2 - YR DAE B QR SAEQ OfSH 7|2 XS 22l
A Ol
sy &
o ol = ol im . | o — "
?’ Aot SY Yl S AE YHO| dg A HYO| TS ApMleh LHE2 273H[0| X[ 2| "
al 1T no =
B 4 9 B FRSHYAIL.
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=EastdE =0/7]
260 © 2016 Cisco Systems, Inc. All Rights Reserved.



afrafr.
cisco

L2 S AE/QRIE SAEQ| 7|2 M IH X
e SAE 7|2 M £ o5 SAE J|E MY HYSM O+ TS

TSI A2,

1. Q! Oj|450f Al Configuration(Z4L| 112}|0| M) > Host Policy Manager(&
AE FH B2 XHE HEL|Cr O 2} B0 A 2F 20| Host Policy
Manager(2 A~ E ZM 22| X} Chet & X7F SE L

2. Default Polices(7| 2 ) M M0 HES 7|2 MO SAE O|ES
MENSH CHZ Edit(HE)S S22 LICH

A i it g d T o TN, T A WP VS st

Default Policies

Description
Inside Hosts All hosts in Inside Hosts

Outside Hosts All hosts in Outside Hosts

Edit Default Policy(7| £ &% B %) Cj3} AX}7F Q2IL|C),

1=, Edit Default Policy - Inside H

|
Name: Inside

Description: All Inside Hosts

Alarm Categories | Security Evsmtsl

Type “!|Enabled *| Alarm # Settings Mitigation +
Anomaly Tolerance: 50 None -
Never trigger alarm when less than: 300k Anomaly index points in 24 hours M
Always trigger alarm when greater than: 10M Anomaly index points in 24 hours
Command Tolerance: 75 None
& Control Wever trigger alarm when less than: 300k C&C points in 24 hours E
Always trigger alarm when greater than: 30M C&C points in 24 hours
Data Tolerance: 75 None
Exfiltration Never trigger alarm when less than: 500k EXI points in 24 hours |5

Always trigger alarm when greater than: 30M EXI points in 24 hours
Data Tolerance: 75 None

Hoarding Never trigger alarm when less than: 200k Data Hoarding points in 24 hours
Always trigger alarm when greater than: 30M Data Hoarding in 24 hours
Exploitation Tolerance: 50 None
Never trigger alarm when less than: 300k Exploitation index points in 24 hours
Always trigger alarm when greater than: 10M Exploitation index points in 24
hours

Add... Remove Edit Settings... Edit Mitigation... Enable All Categories Disable All Categories
Restore to Defaults
[ Help ] [ Export... ] [ Import... 0K Apply

F9|:
Restore to Defaults(7| 2702 £2)8 Z2I3tH HX| HH0| 2% 7|
2N 4-Ho =2 IYHLEE 0] 7|53 MEE W= §3| F2|5H

AlQ.
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3. Y IHHE|E FMO| =I5t O] YT FHH N2t HAE LEol 4
Y Es 2ot 75 HEUSH: €E FtH 12| & 293t = HIEEe5
o= 4%, 2660 0| X[2] "= A E FYHMO|M L& 7tH 12 +9"22 0|
ehLct.

4. ZSHOM AEE[= £ O|HES 1 dotn Clet HZAE wEe 4 &
= &5l 7|58 HAUSIL 20 O|HEE &dst £ = H| 2ot = &
%, 270 0| X| 2| " A E FHHMO|M HOt O|HIE g "o = O|FetL|Ct

QBB SAE K

UAZO| YDt AL BN e e

ol Yoo sjgsts 5

LES EB[AHY=X| BT ] Quick View This Row

SiOF SLICH IP F=AE &

£ QU= AL, 0l IPFAZ L weron :

olexoEZuESR S | L :

215} 11 Configuration( Flows '

1| 18j|0]4M) > Effective
Policy(R. & 3 HH)Z A
St T,

CH2 Oflof| Lot U= =
Effective Host(8- 23t oA
E) Ohet &At7F SELICH

for Host “lchqts02.lancope.local™ (% % 3.83):

Host Snapshot
Top

Status
Security

Hosts

Traffic
Reports

Flows

Configuration

= Host Policy...
B Effective Policy...

Manage Host Groups ...

@ Append Host Note...

External Lookup

El-
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o2 Hlo| 2ol Us BP A
A Q2Z HES 2ot

=3 2 A Ol
= ¥s =+ %
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B2 e ST Lo A OFR
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Alzrm Categories
Type ~t| poicy % | Enabled # | Mam 3 Settings Mitigation 5
Anomaly Inside Tolerance: 50 None ~
Never trigger alarm when less than: 300k Anomaly index points in 24 hours
Always trigger alarm when greater than: 101 Anomaly index points in 24 hours
Command & Contral Inside Tolerance: 75 None
Never trigger alarm when less than: 300k C&C points in 24 hours
Always trigger alarm when greater than: 30M C&C points in 24 hours
Data Exfiliration Inside Tolerance: 75 None
Never trigger alarm when less than: 500k EXI points in 24 hours
Always trigger alarm when greater than: 30M EXI points in 24 hours
v
Edit...
Security Events
Type “1 Poicy 4| EnableSource % | AlarmSource % | EnableTarget % | AlarmTarget % Settings Mitigation S
Addr Scan/tcp Inside 0 No settings No settings A
Addr Scanfudp Inside O Mo settings No settings
Bad Flag ACK Inside 0 O N settings No settings
Bad Flag Al Inside O 0 Mo settings o settings
Bad Flag NoFig Inside O 0 No settings No settings
Bad Flag Rsrvd Inside O O Mo settings No settings
v
Edit..
bl

Xl Y2 MH A o et Ko &
G0 2t A of €l L C.

SAETL D AE JMO| SHE|IX| LUK F I O] o ChEA A= It
MAof| 2= A 2, Stealthwatch System2 ™ X

- O A= A H %
ChS 47)0] Ho| SAET} SHEtEl oigh Hh & SLIo| M Ml 2|25 Qx| 2
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Name: Inside

Description: |All Inside Hosts

Alarm Categnrlesl Security Events‘

i==; Edit Default Policy - Inside Hi I

»

m

Type “!| Enabled % | Alarm % Settings Mitigation %
Anomaly Tolerance: 50 None
Never trigger alarm when less than: 300k Anomaly index points in 24 hours
Always trigger alarm when greater than: 10M Anomaly index points in 24 hours
Command Tolerance: 75 None
& Control Never trigger alarm when less than: 300k C&C points in 24 hours
Alvwiays trigger alarm when greater than: 30M C&C points in 24 hours
Data Tolerance: 75 None
Exfiltration Never trigger alarm when less than: 500k EXI points in 24 hours
Always trigger alarm when greater than: 30M EXI points in 24 hours
Data Tolerance: 75 None
Hoarding Never trigger alarm when less than: 300k Data Hoarding points in 24 hours
Alvwiays trigger alarm when greater than: 30M Data Hoarding in 24 hours
Exploitation Tolerance: 50 None
Never trigger alarm when less than: 300k Exploitation index points in 24 hours
Always trigger alarm when greater than: 10M Exploitation index points in 24
hours

Add. Remove Edit Settings. Edit Mitigation Enable All Categories Disable All Categories

st |
[ hep || Export.. || mport.. | oK

Apply

2. Cg TOILE AL
P LE FIHEZ|E 71 0F St B 3TA R O|STLICE
P LE FIH 2| S B OF St= B STHAR O|STLICE
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L 7IH 22| E 7512 H Add(F7H)E S =L CH Alarm
Categories(2 2 7tH| 12|) CHt A X7+ G EIL|C}

i, Additional Category Types | |

Anomaly

Command & Control
Data Hoarding
Exploitation

StLE Ol o L& 7HE

in]
Edit Policy(X % ™ Z!) T}

} ol

a

A

L2t FHe|ne(of oot YA 28, s E=58 == HAUSIHEH H
e Y2 7Y 12| E MEigLC
Edit Settings(d™ ®ZE!)E Z2I$L|C}. Edit Settings(A™ HZ!) Cis} A

Ap7F SEILIC

1 Edit Settings - High Concern Index " u

shoid () Threshold Only

-

Tolerance: I s0/=

Never trigger alarm when less than: 100,0005 CIpeintsin 24 hours

Always trigger alarm when greater than: 10,000,000 CI points in 24 hours

( [ Close H Visual Editor... ]

20 e 28 HEotn &
Edit Policy("3 24 T &) CH3} A
2ot 2l A7) WY S X g5t HY
L|C}.

Edit Mitigation(2t2} H %!
A7 L
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[
__
o

= Edit Mitigation - High Concern Index | 23 |
Response: (@) None () Authorize () Automatic
Duration: 30 minute(s)

o [Com ]
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o T
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Apply(X &) > Close(Z7])2 22/3tL]C}.
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HJ|0

Of2A QEZ HE 25|10 Disable Alarm(& 2} H|2Hd 32 MESHO
Alarm Table(2 2 H| 0| E)Oﬂ M LES HZEote = ASLICH O| = A ot H of
SSt= EO O|HIEOf CHSt Alarm Source( 2 AAA) 8l Alarm Target( 2+ Cf
) =QlEko| MEHO| F A& L|C}. Enable Source(a~2 2-d3}) I Enable
Target(CH&F 2-d%}) =tolgh2 MEfE MEj2 | X|E LCH 1 Z 3t Enable
Source(AA 243} Bl Enable Target(CH 4 &3} €2 MEHEl MELZ,
Alarm Source(Z 2 A2 ) B! Alarm Target(2 2 [ &) €2 MEH F A Xl ME|Z
M ZAE 80| 4 E L

0x

SAE FYHO|A HotoHE
SOHO|MES TSI B 12 TS +HoHIAlL.

1. Edit Policy(H % HZ!) | 3} A X}0j| A Security Events(E QF O|HIE) &
=g .

=
njo

Name: Inside
Description: |All Inside Hosts

Alarm Categories  Security Events

Tyre “'|  Enablesowce  ¥|  Alarmsource #| EnableTarget ®|  AamTaget * Alarm Categories ® Settings Mitigatan
Addr Scan/tcp O == No settings o settings
ioh Concern Index
Addr Scanjudp [ & o setting: Mo setting:
igh Concem Index
Bad Flag ACK High Tare No settings No setting:
O O Ano
High Concern Index
Bad Flag Al High TargetIncex, No settngs o settings
O O
vigh con
Bad Flag NoFlg thT No settings Mo settings
O O
thC
Bad Flag Rarvdl Han T No setting: No setting:
[m} [m}
H\DhCDH Index
Bad Flag ST High Target Index, No settings o settings
O (m) Anomly,
Add. Remove Edit Settings.. Edit Mitigation. Enable All Events Disable All Events.
Restore to Defaults
Help Expart... Import... ok Apply
S = SILIE BB}
2 El’l:lgol'l—l'a_l_clslul—l:-
ot O|HIES F7I5HOF o= 42 3THA = 0| St LICE
P HOIOHIEE FII6}OF S 4% 3tHA 2 O|s¢gtL|Ct.
oF O|MIE S H SN OF ot= B STHA R O] 5Lt
) HOHO[HMIES HEBHOF s A 55 2 0| SELICt
= -+ = . .
3. HOIO|HIEE F75t2{H Add(F7HE 22l L|C}. Security Events(&
ot O|HIE) Tl o} & XAt7F - LICE
O O|HI E) Cl| 3} AFXZF S 2L}

1 Security Events

Addr_Scan/tcp
Addr_Scan/udp
Bad_Flag_ACK
Bad_Flag_all
Bad_Flag_NoFlg
Bad_Flag_Rsrvd

Bad_Flag_RST
Bad_Flag_SYN_FIN
Bad_Flag_URG
Beaconing Host
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4. OS5 & otLtE s O
b EQLO[MES St =7t5t2{H O|MIES =5t 0 OK(&Y)E 29
shL|C}.
P =MCOHZ LIEE o2 7HC| O|HES F7I5t2{H X HK O|HES o
511 Shift 7| S +8 = = MOl M OFX|9} O E S =5t 1 OK(Z
o

NE S

5. 20t O E0] 3t YA
o =0t O[HES M

6. Edit Settings(&dd HE)E S =2tL|Ct

Edit Settings(2d H) t=t &AH7F S LICH

d () Threshald Only

Tolerance: J 70/%
Never trigger alarm when less than: 25,000,000/%| client payload bytes in 24 hours

Always trigger alarm when greater than: 500,000,000/ dient payload bytes in 24 hours

oK [ cose || visualEditor.. |

9. Edit Mitigation(g2te} HE!)S S 2Lt
Edit Mitigation(2t3} HZE!) CH3}

\ Edit Mitigation - Suspect Data Los [

Response: _ -.]Authurize _- Automatic

Duration: 60 minute(s)
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10. T ofet HHS HASD S AR5HE OK(E)S SFLIC
Edit Policy(3 % ®7) Thet A Rt2 Sobzict

Xt
(=]

v H

M70| 22 7he najof i A E 0] UK| e B, Settings(H)
74 0| No Settings(&/% 918)7k LIEFELICY.

v

ot 270 L& FHE|n2|of CHo FLE =0 UX| Y2 B2,
Mitigation(2t3}) &0l None(2/2)0| LIEFLL|C.
1. &2 HOMO|HIE, IZH“ HOtO|HE s & 7K RRE 2d3lg X o &

=
of et st 25 L 7t 2|9l ZQIE Feks o o &st
+ Enable(&43}) =0l

El.
|
) st Hoj| 2= O|HIE 0| M E3}2{H Enable All Events(2-= O|HIE &
- | A3}) EE L= Disable All Events(2 £ O|HIE H|ZH M5} HES AL}
HAR
12. A& HOHO[MIE, ChAf HIOHO[MIE Ei & 71X DE0| Cfef XS 2
2R o2 [[fEf 5l & 5t= Alarm(2 ) =Holzks S 2L
13. Ct3 & SILIE s™gLCh
» Edit Policy('§ & HE) Chet &AE S 25X 0 2782 HESt2{H
Apply(H &) > Close(&7|)E 222 LTt
> 472 Mgt Edit Policy(Y4 HE) i3t 4X18 SRt
OK(ZHeN)E 2 2i3iLict
o
j P CrYS Qo] et M| ChBh XFA| B LY -2 2891 0] X| 2| "2 A Z S 4
AlS.

v
Jm
oA
e
o
10
H
02
nx
o

Of CHot L &2 295H|0| X| o "HYAIS"S FESHIAIL.
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P Ol AEO CiSH ARt M S Y-Jet LTt (275 O[X| 2] "HEt Y X
dgrs xR

P O] SAEO Cigt SAE YM S YYPL|Ct (283H0[X|2 "SAE F
S BRSGYAIR.)

>~

H 8ol 50 3AE &Y

SAES A FolE OE0| &Este
1.

Enterprise(? E{ = 2}0| =) Ij| 0| X| 2| E2| I 70| Al EE2|H SAE TV &5
ED-”O|2 E.E.I'('Sl-l_l |:|-_

= =2 -
o @ O 70| A Configuration(ZHI| 12|0|/) > Edit Host Groups(Z A
EQE HE)S dEHL O A ZE0|= E2|0|M S 2ot =0 210f CH
3t Host Group Editor(EAE 1& HZE!7|) Cha}t AXp7F Q2L Ct

3. AF EUM E2A =2ES SEY 5= SEHLICL 0/0] 0] 2AE2
YHO S AEQ[IP T2t Mzt RS 2 EF 0| A= Ranges(# /) &

E0f #A|ELIC}

i Host Group Editor for ss s u

rg
n
blo
il
X
mjn
als
0%
OF
>
>
to

g

Find: © @ [] Match Case Host Group
- P Inside Hosts ~ d: -
.
g ;3 gat:h ':‘:Itl — Name: |Inside 3
E y Function
H- 4B i
’Eg g::znt IF Ranges (DHCF Range) Prges
¥
- ¥B NAT Gateway
: EB Metwork Scanners 0.0/16 ‘
[ %P Proxies Import Ranges...
[ 4P Servers £ )
- ¥ Vol 5 Advanced Policy Options
- ¥p 8y Location
- %P Inside 1 Enable baselining for Hosts in this Group:
- ¥p Inside 2
% Y inside 3] Disable Security Events using excluded services:
[ @, Outside Hosts
- @, £ Bogon Disable flood alarms and Security Events when a Host in this Group is the target: ||
[ G:R, £, Command & Control Servers
- B, & Tor B Trap Hosts that scan unused addresses in this Group: [
[ mport.. |[ Bxport.. || validate
oK
El-
[=]
ol & = = Enyel e} = S =
N HY SAES JECR MUESH 0|55 EH 2M YoM = AEES
/‘- O A Q2% HE o &2 22|31 Configuration(Z1I| 12| 0] M) >
X e = —_
. | Manage Host Groups(Z A2 E 1§ &2|)E MEUSIL|CL ST SAE

Of CHSH Host Groups(EA £ 1) Tzt ALXb7} ®a| B, Chet AXte) o
9 MMO| N s 1B S MEHSHHS OK(2HO)E S2et Lt
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P Ranges(H$|) ZCE0o| E2|H SAEQ|IP FAE QastL|C}
P = O|ML ZAEE FIIS5l2{ L St S AETJH HQ LHOf| U= BF

5. OK(&9Ql)Z 22|L|C}. Enterprise(¢I Ef T2}0| =) H|0| X| 2| E 2| M%7}
MEZ FItE ZE IP FAE STHA M X|Het A50| ZESEE XAt52
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1. 02 509 A Configuration(Z41L| 12§|0|) > Host Policy Manager(=
AE MMM 2| XHE MEHSHL| L} Host Policy Manager(S A E i 2tg|
At o=t & A7 - L O

276

Host Policies
1P Address: ||
Host Policy Report Show Effective Policy... Remove Edit...
Role Policies
Name =8 Description - Assigned to Host Groups ~ | Assigned to Ranges =
ANUVIFIS & SMS SETVer: UppPreEss Seanming WS SErvVer: ol
Activity Antivirus Servers
Backup Servers Suppress High Traffic |Backup Servers
Alarms
Client IP Policy Policy for end user End User Devices
systems Remaote VPN IP Pool
Trusted Wireless
Default Server Policy Default server policy | Servers
DHCP Server Policy for DHCP servers | DHCP Servers
Firewalls, Proxies, & Firewall, Proxy, and NAT Gateway =
NAT Devices NAT device policy Proxies
settings
Guest Wireless Suppress Certain Guest Wireless Metworks
Alarms
Mail Server Policy Mail servers policy | Mail Servers
Network Management Policy for network Network Scanners
& Scanners scanners
Suppress Bot Alarms | Add Bot Host Group or L
IP ranges to suppress
alarms for specific bots
Trustad Tntarnat Lnct nnnras Hinh Tntal Trustad Tntarnat Lnct T
Add... Duplicate... Remove Edit...
Default Policies
Name =4 Description =
Inside Hosts All hosts in Inside Hosts
Outside Hosts All hosts in Outside Hosts
Edit...

Host Policy Manager(S A E 4% At2| X}) L3} A X}+Q| Role Policies(H

& M) 4 M0 Add(FE7HE 2B

A A e e e

e i A AL A I i A

Role Policies
Name -1 Description = Assigned to Host Groups = | Assigned to Ranges +
Antivirus & SMS Servers Suppress Scanning SMS Servers -
Activity Antivirus Servers ]
Backup Servers Suppress High Traffic  |Backup Servers
Alarms
Client IP Policy Policy for end user End User Devices
systems Remote VPN IP Pool
Trusted Wireless
Default Server Policy Default server policy  |Servers
DHCF Server Policy for DHCP servers |DHCP Servers
Firewalls, Proxies, & NAT | Firewall, Proxy, and NAT |NAT Gateway E
Devices device policy settings | Proxies
Guest Wireless Suppress Certain Alarms | Guest Wireless Networks
Mail Server Policy Mail servers policy Mail Servers
Network Management & Policy for network Network Scanners
Scanners scanners
Suppress Bot Alarms | Add Bot Host Group or IP
ranges to suppress
alarms for specific bots L
Trusted Internet Hosts Suppress High Total Trusted Internet Hosts
Traffic, Suspect Data ad

=20 ¢E £0|7|
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Add Role Policy(9ar ™% 2=7}) C 3} A XH7F D2l Ct
= O o =2 -d .
& X
Name: Printers
Description:
Assign to:  Host Groups:
Browse
IP Address Ranges:
Alarm Categories  Security Events
Type *1[ mpactsowce ¥ | Enablesowce #| Mamsowce ¢ ImpactTarget | EnableTarget #| MarmTarget % | Aarmcategores  ® Settings Mitgaton %
Policy Policy
Addr Scanjudp Recon, No settings No settings
Hich Concern Index
Bad Flag Al High Target Index, No settings No settings
m] Recon,
High Concern Index

Beacoring Host

Command & Control,
High Target Index,

No settings.

hich Concern Index

Add.

Remove

29|15 RBLITH

=Zast e

"Assign to: Host Groups(2 & LA SAE 1
Browse(&t0l K 7|)& Z 2%t L|Ct. Browse Host Groups(SAE 1
ZOtE 7)) Cht éﬂf?f

B LICE

Edit Settings. Edit Mitigation...

|£ | Browse Host Groups

S

Find: @ @ [[] Match case

B D ¥ Inside Hosts

*p catch All

’{B By Function

’{B By Location

P Inside 1

P Inside 2

%P Inside 3

Qutside Hosts

Q‘ Countries

@, Trusted Internet Hosts
£ Bogon

€, .£. Bogon Subnets

£, Command & Control Servers
@, 5_, Agent.nfx

Q‘ £ Aldibot

@, .L, Alina

@, >°._ Andromeda

@, L. Armageddon

@, .. Banload

. L. Barracuda

e
g
g

| »

1

No items selected.

Re

0K

mave

=0]7]
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Enable All Events

Disable AllEvents

Help Export. Import. Cancel Apply
Name(0| &) ZEO| =715t = M| O|Z(0: 2|A £AM)S L LTt
Description(&d %) ZE0| 4F2 YHTLICHAMEIALY).

5. O3 A & 5tLHE 2= 4 Tt
» IP Address Ranges(IP =4 BH|) ZEHYM EH SAEIPFAEE

)" B0

]
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= A 7 P N =]
= O|= EB| Hw0M 22E OES
7 Ol A QEX HEO=Z 228} Configuration(Z T 10| 4) >
Host Group Properties(SAE 18 £/J)E MEiSIL|Ct. Edit Host

—
SAE IB0IE SH LUS WHT 4 A &4 2Ho| AL
X IT

(S =
Group(ZAE & HE) O3} &Xt7F E &l L Ct. Advanced Policy
Options(2 g Z* SM)7h T Of2foff Lt HE LTt

6. YMS HQY SAE NES 2YBLILL Y9 SAES 2B 0| =

g o
AE0| 43l BE SAETI RIEOE MeAE LT,

Find: @ [ Match Case
=] L__| %P Inside Hosts B
g’a; Catch All |
=) *p By Function B
= ’{-Bchent IP Ranges (DHCP Range) T
*p DMZ

’{-B NAT Gateway

’{-B Network Scanners

’{-B Other

’{-B Proxies

’{-B Servers

%BAntwirus Servers
’éB Backup Servers

’éB Confidential Servers
’éB DHCP Servers

’éB DNS Servers

’éB Domain Controllers
’éB File Servers

’éB Mail Servers

’éB NTP Servers

’éB SMS Servers
%BWeb Servers -

=
1 item selected:

Inside Hosts -> By Function -> Servers

7. OK(=eh)E STt O|H 1F0| Add Role Policy(gt Y4 3=
S} AXtO| Assign to: Host Groups: (&2t LAl SAE Q&) MM
Al EILCE.

1=/ Add Role Policy

i

Name:
Description:
Assign to:  Host Groups:

Inside Hosts Browse

Remove

IP Address Ranges:

=20 ¢E £0|7|
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Add Role Policy(gt H& 2=7}) Tz} &} Ato| T Of2{Of M Add(F7HE
Z2l5tL|C}. Security Events(&£.QF O|®HI E) CH3} 2 X721 S & L|LC}.

r..% Security Events _— | XS |

Addr_Scan/tcp -
Addr_Scan/udp |;
Bad_Flag_ACK =
Bad_Flag_All
Bad_Flag_HMNoFlg
Bad_Flag_Rsrvd
Bad_Flag_RST
Bad_Flag_SYN_FIN
Bad_Flag_URG
Beaconing Host i
o

— - o o - = .

9. WHY AUZ 2N OK(H)E ST LICL
[pnk
= O|4o| A2ts MENSIZA T Ctrl 7| & +2 MEfO|M =718t 2
7 Ere Sy Lol Mels Mestal destes Wel W ¢
| QL= EHS 225D Shift 7| S -2 AEHO) A MEsters e o
of2fof i EHe St
2+ 2+0] Add Role Policy(9i3t &4 257} T} ALXof| A L|Ct.

&

Name: Printers
Desariptions

Assign to:  Host Groups:

Browse

Remove

IP Address Ranges:

Aarm Categories  Security Events

*!| ImpactSource ¥

Policy

Type

Enable Source

| MemSource ¥

ImpactTarget ¥
Policy

Enable Target &

AarmTarget  ©

Alarm Categories

Settings

Mitigation

Addr Scanjudp

High Concen Index

No settings

No settings

Bad Flag Al

Beacoring Host

High Target Index,
econ,
High Concen Index

Command &Control,

High Target Index,
High Concern Index

Mo settings

Mo settings

No settings

Add. Remove

Help Export... Impart...

10. 0] HHo|A 22|

St
=

=20t ¢E £0|7|
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Edit Settings. .

Edit Mitigation

Enable All Events

Disable All Events

Aply
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11. Apply(HE) > Close(7])E = 2/gtL|Ct. Host Policy Manager(S A E
A a|xH) T2t AXL2| Role Policies(Q 8 %) MM ofl & 20| Liet
L|Ct.

1. Host Policy Manager for Domain s s
Host Policies
TP Address:
| Show Efecte palicy.. | [ Remove | [ e,
Role Policies
Name =t Description 5 Assigned to Host Groups O Assigned to Ranges B
—_— Accounting Inside Hosts
Antivirus & SMS Servers Suppress Scanning Activity SMS Servers
Antivirus Servers
Backup Servers Suppress High Traffic Alarms Backup Servers
Client TP Policy Policy for end user systems End User Devices
Remaote VPN IP Pool
Trusted Wireless
Default Server Policy Default server policy Servers
DHCP Server Policy for DHCP servers DHCP Servers
=TSSPy
El-
=B
) IPZ=AO| SO L [P XAO| O3 HIOI0 U8t XS SICHSA = A STt
| FAO|BHHREE IPFAO o2 Heof g M3 SEH5H= 42, Y
\
= PN | H"H SAE 2O AHAMS }-Q | SAE = | S XMxHES '6'|-|:|""|-
b/ IP =40 U 2AE IE2 M CHS 0| 2AE &0 g HMZ ST
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1. ool o

At) Ch=t &At7F =L e

= L= "1

=
T Lt THAE sdstdA 2.

Host Policies
TP Address: ||
Host Policy Report Show Effective Policy... Remove Edit...
Role Policies
=0 Description $ Assigned to Host Groups 4 | Assigned to Ranges #
ARIVITTS B SMS SErver: UPPFEsS SCannig VS SETVEr: .l
Activity Antivirus Servers
Backup Servers Suppress High Traffic |Backup Servers
Alarms
Client IP Policy Palicy for end user End User Devices
systems Remote VPN IP Pool
Trusted Wireless
Default Server Policy Default server policy |Servers
DHCP Server Policy for DHCP servers | DHCP Servers
Firewalls, Proxies, & Firewsall, Proxy, and  [NAT Gateway 3
NAT Devices NAT device policy Proxies
settings
Guest Wireless Suppress Certain Guest Wireless Networks
Alarms
Mail Server Palicy Mail servers policy  [Mail Servers
Network Management Policy for network Network Scanners
& Scanners scanners
Suppress Bot Alarms | Add Bot Host Group or —
TP ranges to suppress
alarms for specific bots

=20t ¢E £0|7|
© 2016 Cisco Systems, Inc. All Rights Reserved.

Trustad Tntarnat knet unnrace Hinh Tatal | Trustad Intarnat Hact
Add... Duplicate... Remove Edit...
Default Policies
Name “1 Description i
Inside Hosts All hosts in Inside Hosts
Outside Hosts All hosts in Outside Hosts
Edit...

[=]
0| | Configuration(Z11| 12{|0|) > Host Policy Manager(Z

L
o
AE HM BATNS M

L|C}. Host Policy Manager(S A E A 242
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2. Host Policy Manager(@ A E & 22| X}) CH3} 4 AF2| Role Policies(™
(=1 1iG S S =9 =3Z|S (=] it ( it 2
o) 4 MO| M BEY 42 Mol 0|22 223 [+ Edit(BH)S
= S
= L

e T o I e S
Role Policies
Name e Description > Assigned to Host Groups + | Assigned to Ranges =
Antivirus & SMS Servers | Suppress Scanning | SMS Servers -
Activity Antivirus Servers 7
Backup Servers Suppress High Traffic | Backup Servers
Alarms
Policy for end user | End User Devices
systems Remote VPN IP Pool
Trusted Wireless

Default S| Double-click to edit.

DHCP | Enabled Disabled rvers

Firewalls, Prt High Concern Index High Target Index  [#ay
e

in

Guesty| Data Exfiltration ireless Networks

Mail Server Policy Mail servers policy | Mall Servers

Network Management & |  Policy for network | Network Scanners
Scanners scanners

Suppress Bot Alarms | Add Bot Host Group or TP
ranges to suppress
alarms for specific bots L

Trusted Internet Hosts | Suppress High Total | Trusted Internet Hosts
Traffic, Suspect Data

[ add. |[ ouplicste.. |[ Remove |[ Edit.. |

B e s it i

*q:
j 2= 20 HME 22 soH 2 E 2zt Y H[EdetE LE 2[AE
7 LEEFELICE O o0 A LEHS H|Zd2SHK| Ao 82 Hi=d
DpE LE 2 AETL GlELICH

Edit Role Policy(&igl M A M Z!) O3} AX}7F SELICH 7| 2802
Alarm Categories(F2h Z}E| 1 2]) B40| &l L|Ct.

1=, Edit Role Policy - Desktops & Trusted Wireless l 23 J
MName: Desktops & Trusted Wireless
Description:
Assign to:  Host Groups:
Inside Hosts -> By Function -> Users -> Desktops Browse
Inside Hosts -> By Function -> Users -> Trusted Wireless
Remaove
IF Address Ranges:
Alarm Categories Security Events
Type “|Enabled ¥ | Alarm ¥ Settings Mitigation >
Data Tolerance: 50 None -
Exfiltration Mever trigger alarm when less than: 500k EXI points in 24 hours ===
Always trigger alarm when greater than: 20M EXI points in 24 hours -
Add... Remove Edit Settings. Edit Mitigation. Enable All Categories Disable All Categories
[ Help I [ Export... I [ Import... oK Apply
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H Xlst OI-E.}-O-” [[l-El- Security Events(H ©t Oll:HlE EHS =] OHOI: Sk A Ol A
—H = 2 0 — —_— H= = =
&
Name: Network Management & Scanners
Desciption: | Policy for network scanners
Assign to:  Host Groups:
Inside Hosts -> By Function -> Network Scanners Browse
=
IP Address Ranges:
Alarm Categories  Security Events
Type 1| mpact % | Enable ¥ | Alarm ¥ | mpact ¥ | Enable % | Mam | AamcCategories ¥ Settings Mitigati H
DDDDD S Target Target Target
Addr Scanjtcp Recon, settings No setting: ~
0 High Concern Indexc
Addr Scanfudp O Mo settings o setting:
Bad Flag ACK No setting: No setting:
O
Bad Flag Al No setting o setings .
Add... Remove Edit Settings. .. Edit Mitigation. .. Enable All Events Disable All Events
Hep Export... Inport... o Apply

3. HIUY LES H= SELICKSettings(2 )
CHS Edit Settings(27d ® &) et & AH7F & LT

1=, Edit Settings - Suspect Data Los:

(@) Behavioral and Threshold () Threshold Only
Tolerance:
Never trigger alarm when less than:

Always trigger alarm when greater than:

2t23}E Close(27])E 2 2/8L|ct.

25,000,000 =

500,000,000 5

g) oM 28). ol g LEO

client payload bytes in 24 hours

client payload bytes in 24 hours

Close H Visual Editor...

E3an
j CFot o] AU M0 CHot XHAISH LH8 2 289 0| X| 2| "L &S &St
A2
P Ex yatol HE MHO| CfE LIRS 295H|0| K| o "HEALES &E

SHAIAIQ.

SAE HH MY

AOAM DYYZO| IP F27F A = 7|2 FM 2 -0 CHE L0 2
E|R=R O F2f 2HA 80| IP =20] st saE SHO| A= 8
gE 7tH e 282
EQ|AY A7|E EEELICEL S AE FX
SHAAIR.

—

Stealthwatch= 0| SAE MM A || ESH=
et SAEO CHsl YE ey

===
ofst I 7|2 HMS Y

WS X H ol e 7|

=20t ¢E £0|7|
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e SAE Chef SAE HHS B 4 USLICHAT M £ 7|2

A I HITY). HE SAES HD On o2} B0 201 A 5

ot 2 7 ZHol A E2|7E/0{0F SHe
F

S AE0 o5 E2[AEM= 2 Al et =

Y YO EB|AHE AS LSt 4%, 01T EE 22E0 U5 a0t zA

EYMS 2HT + YLt

SAE GMZ FII6IE{H ChE HAE &SI A| 2.

1. 09 00 A Configuration(Z11m| 12j|0| M) > Host Policy Manager(=
AE ™A 2| XHE MEISHL|CL Host Policy Manager(S A E 7 A1 2|

At) tH=t &Rkt - LT

e N = =

~

Host Palicies
TP Address: ||
Host Policy Report Show Effective Policy Remove Edit.
Role Palicies
a1 Description B Assigned to Host Groups % | Assigned to Ranges ¥
ANTVIFIE & SIS SEIVEr: UPPress Scannimg WIS SEMVar: L
Activity Antivirus Servers
Backup Servers Suppress High Traffic |Backup Servers
Alarms
Client IP Policy Policy for end user End User Devices
systems Remaote VPN IP Pool

Trusted Wireless

Default Server Palicy Default server policy |Servers

DHCP Server Palicy for DHCP servers | DHCP Servers
Firewalls, Proxies, & Firewall, Froxy, and | NAT Gateway =
NAT Devices NAT device policy Proxies
settings
Guest Wireless Suppress Certain Guest Wireless Networks
Alarms
Mail Server Policy Mail servers policy | Mail Servers

Network Management Palicy for network Network Scanners
& Scanners scanners

Suppress Bot Alarms | Add Bot Host Group or ——
1P ranges to suppress
alarms for specific bots

Tructad Tntarnat Hrck unneace Hinh Trtal | Trictad Tntarnat Uack
Add... Duplicate. Remove Edit.
Default Policies
Name al Description =
Inside Hosts All hosts in Inside Hosts
Outside Hosts All hosts in Outside Hosts
Edit.

2. HostPolicies(SAE ™M) MMM SAE HAME IS (A SAE
o IP F4E Qe
3. Edit(@y)S St
1, Host Policy Manager for Domain "SmokeNet-Alpha® ‘ 28 ‘

Host Policies

IP Address: 0.7

l Show Effective Policy... ” Remove ” Edit... l
- BBy e A i PO e Tl O

=20 ¢E £0|7|
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Edit Host Policy(S A E HA HZ!) L3} MX7F GEIL|CH 7| 22X o2
Alarm Categories(2 2+ ZHH| 12|) B40| & & L|Ct.

Edit Host Policy - 30.104

IP Address: | #% & 30.104

Description:

Alarm Categories | Security Events

Type ‘1|Enabled - | Alarm ¥ | Settings

Mitigation

Add... Remove Edit Settings... Edit Mitigation... Enable All Categories Disable All Categories

Add(F7hE Z2/EtL T} Alarm Ao Gaegors (NN Vi
Categories(Z 2 ZHH| 0 2|) CH=t A ooy "
Command & Control 7
Ap2b SELC S
Exploitation =
Ol @A E FHof =71 A3t FHe| Hich Do Souree Index
= 3 - o e = 3 High DDoS Target Index L
HES SR OS oK@e= 8 i T o ;
SR
o
E O|Ao| Lata MEHsE{ T Ctrl 7|2 F2 AE{OM F71stei= 2t
f Y2hs SSL|Ct Lol HE MEfstz{ T MEista{= e W 2|
| A= Y2S S5t Shift 7| E +2 SEHO| A MEISI2{ = B TH
ofzof U= LS S|t

=SEQ% YE £0/7|
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28 7tE| 12| 7} Edit Host Policy(= A E g8 HE) Do} A0 EA|E
L|C}.
\=, Edit Host Policy - (% 48 30,104 =]
TP Address: | = % 30.104
Description:
| Alarm categories | security vents|
Type *“*|Enabled = | Alarm = Settings Mitigation <+
High
Concern [l
Index
Add... Remaove Edit Settings. Edit Mitigation, Enable All Categories Disable All Categories
[ Help H Export... H Import... [ oK H Cancel H Apply
[pnk
j Enabled(2-d2t &) Hoil O] MM E2|AHY 2= LEOf TS M3

0p37t A=X| 2elst Al L.

=EastdE =0/7]
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Alarm Table - 156 records

mmm Start Active Time & Source Host Groups * -

- -a-.0.39 Jan 3, 2012 ICMP Flood .0.39 Other Private Multiple Hosts
11:05:01 AM Addresses, FR
5 minutes 49s R . .
( ago) Quick View This Row
! Y & | mside Hosts Jan 3, 2012 Suspect | @ &5 .184 Disable Alarm(s)... % #9.1.57 |Engineering,
3 11:09:00 AM upp X Other et
(1 minute 50s | Activity Bl Hast Palicy... Private
5 ago) Waorkflow v Addresses
E 1 % | Inside Hosts | Jan 3, 2012 Suspect |lchqgwollan . , | % #4.25:37 | Engineering,
11:07:00 AM uoP pe.local itigation Other
j (3 minutes 505 | Activity | (% #5.0.1 Notes y Private
Addresses
290) Flows 4
Y % | Inside Hosts Jan 3, 2012 Suspect - 200. . #9.24.5 | Engineering,
11:08:30 AM ubp B Associated External Events Other "eJ
(2 minutes 20s Activity Private
3 ago) for Host &% % .0.39: Addresses
3 % |mnside Hosts | Jan 3, 2012 Suspect | W We.311 % #4245 | Engineering,
i 11:08:30 AM uDP ) A S Other ne!
I (2 minutes 205 Activity Top ¥ Private
ago) Addresses
»
L] % | Inside Hosts Jan 3, 2012 Suspect 116 Slau % %9 .1.14 | Engineering,
11:09:00 AM upp Security > Other neg
(1 minute 50s Activity . Private 1
{ ago) Hosts Addresses
@ | Inside Hosts | Jan 3, 2012 ICMP Flood | 8% 9% .0.3¢ Traffic ¥ |Multiple Hosts
6:10:01 AM
»
(5 hours 49s Reports tol
i ago) Flows v
7 @ Inside Hosts Jan 3, 2012 ICMP Flood .0.39 Configuration » a
7:25:01 AM g | 2 Host Paolicy... I
(2 hours 45 External Lookup ' 3 Effective Policy...
minutes 49s ago)
‘ @ |msideHosts| Jan3, 2012 | ICMPFloed | W 99039 | Other Private ManageliostiGroupsS
75001 Ant i R #+ Append Host Note...
~ICE = o . . o
ol g = AEOf Cif et Host Policy(2 A E YY) Oioh A7 S &ILICH
e E ol 2 X
1P Address: 08,020
Descrptin: | ]
Alarm Categories  Security Events
Type “!| Impact Source Policy ¥ |  EnsbleSource ¥ | AarmSource ¥ | ImpactTergetPolicy ¥ | Enable Target ¥ MermTarget ¥ | Alarm Categories ¥ Settings Mitigation ¥
Beaconing Host Command & Control, |No settings None
High Target Index,
High Concern Index.
Host Lock Violation =] O O Policy Violation |No settings None

ICMP Received High Target Index,  Tolerance: 75
Ne

[ ] o | [ it | [ G| | e Mt | [ e
[ | (Bt | [t | (o] (== [

=SEQ% YE £0/7|
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(") Threshold Only
Tolerance: ; 1) s0[=
Never trigger alarm when less than: 1,800/% ICMP packets in 5 minutes
Always trigger alarm when greater than: 100,000/%] ICMP packets in 5 minutes
oK Close ] [ Visual Editor...

3. HZAGIL Close(E7|)E /gLt

o
?’ P CrsE Qo U2k MO ChEH XEA| S L2 2891 0| K| 2 "L 2" AR SHA
Al 2.
P E yaro] HE MHO| ChSH LS 295H|0| K| 2| "HEAIE"S AR SIAA|L.

=SEQ% YE =07
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o

H} o= MX/E orz

Aol 7[8F et 278/60A ZE Bl W

QB SAE BEO| A YEOIN YT WS H2 U =2 ELCE O]
2{eh 9% ol AO| e 6|8 +E(F, UYE)S SAE WM Malxt2 Mg

5101 He + ALLICH Ol2{et XS xf0| 7|4 LErolakn BT O}
o0 xfo| 7|8t 2afo| Liet Y LI

itas
K

o

B 7HE| 2] ok Xpo| 7| Erl LTt

U

Xto| 7] %k

oA A= ILTE A

X 2 o) 2301 HAES w2 & EQfY
HH LA HA"Ee =2 EiL
Lol *& A ICMP E2=

Lol =4 A" 22 Egjl

=4 HAHES| X EE2 Az
o9 B XE(Cl) HAHES X EE22 MESE
Ar9| DDoS A A X|E(SI) ZAHEO SYN Zg

A9 DDOS T A X| E(TI) B0 UDP 22

o9 oY 37 X|==(FSI) HAES &&E A7t

2 SMC 1| 0f HAES M SE A7
29| CHA X[ 2 (TI) A G TCP M & HIE
== Egfd HA"Ee g2 5 ErfH
CHEfo| ojoy & LE o4 53

ICMP E8{E SPAN & A

ICMP 241 &l SSH etst A

Y HE oA OO =Y
oY 22y o] oM AR HOolH &4
ZO EE2F AEE SYN E3|E

=SEQ% YE £0/7|
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Xo| 7| &

2cf 222 HI3E SYN 4415l

izl g #YHOH =Y

M E2S AIRE oIAE

ME2? HSE EYHBAE

A gt UDP S8 =

ks +41El UDP
Ol § &M 2 o|F2 Al2"S =Tt eyt & 8 =59
T AP &E 4= UChE HYUCH F, B2 5o €E S d=ots 425, o
dil= AS0A efzhel Hat Tt 518 7hs) AatEl SMUM 318 =5 2382
RE o UASLICHL A E, M2 o Y S U205 BR(F, g ds
oM d&¢t Bzt A& 7h5) A& =& 282 =€ = USLILL 7I2H2E,
Xtol Z|gt LEtof oot 2t @82 A 0l HEED Of gh2 ¢l £ of2f =
28 + AsL

Ato| 7|2 ZEOIM AFEElE |AIA2 22 2

S 2 HO]AEtQloM Y- E LB O 21 ASO| X[LEX[A Bo| HEE B2

S ddot= 7|52 AU Z RAISHHM A[ZHO] X|H0f W2t HSS HE S
7|50 2 2E0| MESELICL 3& =5 2380510 o & 7ts¢ Hat =&
Holg = AU 7|28 oz, &E A gEe UEd =S =8ot= 7
50| AL EHF, Hot= 2o *A "25 =017]").

Xto| 7|2 LE S AIEY ER 2LAEVHEE H'Eo| HXo)| =23l oF LE O]
EQAELLCL OIS &0, &7 & E2iH LEO Oiet & +F0] 5022 4

el 87 A2 O dU(2LE HI0|£EH2)E = 4l 2K 50%= FA|
SHA|2HO| 2L =2 3% €S g

mjo rir

40 4

o ot

O HA
oT [==)

r
I

Ik
et A™of CHst XpASH LH-8-2 2921 O K| of "Xto] 7| €t Lgtof CHet A"
ZESHYAIL.

FInE
Q

At

[

mjo

T W R LE2 AL MY = As LERYLICH O] FHo| AF
= E|7ot= 7|&2 Afo| 7|8 ZE ol ER|A 7|E= 1t T LT ZHEet 27/
SiMl 282 At LS B2, 0| RE YOl ER[ALY| HO| 22E WS
O] &= Ztof| B LX|SHOF St= 78 = 0ff Ftalof gL|C O] 2{ ok Z= 4 0f
D5 SYSHA B 89 LEO| ESALX] gL O S 20, & 25 €E
= E2|ASIHH BE L5 AS0| LYsHof gLt

=20 ¢E £0|7|
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>

2 SAETHOE 519 HEHIOM A E[RASLICH

|->I-

»
P E|A St O| MOl THY SAET AA SAEN AZL|JASLICH
P O|CHA SAEIAASAEN HEE MEUSL|CH

= L O AN

O|2fgt =2 & StLizte SiYSHX| gbe 49 L0l E2| AL K| &L T
Edit Default Policy(7| 2 X ™) L3} M XO| Settings(AM7H) GO A O &

>

20| 10| 7| ¢ Q2H0|f OfH LEt0| AH/BIA] URIOIX| BHEFE % QleL|c,
ozfo| Xo| 7|8t Lol AL, ek Lo Tl EAIEIYUE 518 +F 30| E
AIEILITE 2raro] M/sHA LErel 2, "No Settings(HH 918)" 820 A
=[uft
=) | ct.

*m

=

Name: Inside

Desaription: |All Inside Hosts

Alarm Categories Security Events
Type 1 EnableSowce ¥ | MamSowce ¥ | EnableTarget ¥ | AamTarget ¥ Alarm Categories B Settings Mitigation
Addr Scanjtcp Recon, Mo settings No setings A
u High Concen ndex
Addr Scanfudp Recon, Mo settings No settings
u High Concern Index:
Bad Flag ACK tich Target Index, Mo settings No setings
O O Aromaly,
Figh Concern Incer:
Bad Flag Al Hich Target Index, Ho settings No setings
O o | ke,
High c n Index
Bad FlagNoFig High Target Index, o settings No settings
0 0 Anomaly,
High Concern Index:
8ad Flag Rsrud Hich Target Index, No settings No setings
0 0 Recon,
High Concern Index:
Bad Flag RST tich Target Index, Mo settings No setings
O O Aromaly, .
Add... Remove Edit Settings... Edthitgaton... | Enable AlEvents Disable Al Events
Restore to Defaults
Hep Export.. Inport... ok Aoy

=20t ¢E £0|7|
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AtO| 7|2F SE0f Bt 278

q
= = O

O Mo SIS AXNE Xt0| 7|2 LM AFEEl= JAU2 22
S A I HE = 7IE2E Ho| 2210 S FELICE HE =52 "
JE 7I=X2RE 25 HAS £"2 FO|X|H 0| S Sof LE2| (ALt 22

S
= SE A A
o UHEE =TY & ASH L

80 ® o - e, O

50 . s

40 . 2 e 9]

1 SRS a T 0] 50(Ot2Hi o2 HAIE)0| 0 EFE HAfa) 7t 209! HjOjE

’ gz

20 -

10 -
HE HA= 8AH0AM 22| A8 El= 7tHd B Y2 SE5= WYL
Ct #F HAts B(F, S¢4 E= 0l 2h)dh HorLt XHo|7F =X 2o &
LICh %2 #&F HXt= HO|Y ZQIET Wt 0j2 7H7H2 A= LEfL = Bt
H, =2 2% HX= Ol ZQEJH2 HR| 210 2X2&(0 Jes= AS Lt
EFR L CF

ChS Of = XtO| 7|2t 22 0i| CHet Edit Settings(278 HE) L=t §AHE 20| &
L|C}.

(@) Behavioral and Threshold  (T) Threshold Only
Tolerance: . 75k

Mever trigger alarm when less than: 1,800 2| ICMP packets in 5 minutes

Always trigger alarm when greater than: 10,000,000 %] ICMP packets in 5 minutes

T

L1
b=}
=

Visual Editor...

—
24743, Hh YAZEol EAIELIC
© B8 4F- LTS WY Hol oY WSS Kufts M S

S AOHLE S| SEX| LEEFLAS 03} 100 AFO| O] ATHT 0 XL

Ch O] 442 AFot0] "IHS CHE" 22 Folgt 4+ YL

- 518 £F0] 00/ Oy ZH2 AT BE ZHo o) LS A
MBICH o|0|2, D4 PIZSH 0D 2 Be 20| Hu
L|C}.

=20 ¢E £0|7|
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[4g ofojet]
5| Z0{Z x| ot

LEO| E2|AHEX] G I St LES H|Zd oo of gf L Ct.
- 61g-¢§o| 500|cr| gAE?tOﬂ“ﬂI% = o2 £[X 50%=

- LEg0Eg R ZEE EC/ A ¥E: H+ A 70Rt
=5l Ol 52 &8 EC|HE 5 8%t= A|2etE LIEtW= B
o grLCh 22 2HEE U0 Ol 2PN A ER ER[AL
7(| EEUL F, 22E7H 0 2 g =0koHR| T, O TH=t &f
AHofl Liet Qs X 2gt 20 3X| @2 82, S EC[HSHA] &
=L Ct

- OEgEr F 3R g4 YE E0/ MO A0t A E St

Of S22 EEE EC|HOHK| BEF ol 718 =2 US '-PEH—H

= XK ZFQIL|Ch 2te TALE| ZH0| O] MM S X Tpét= AR E
EIHE' LICH &, @ AE 7L O] tigh A0 Lieb A= 2= ZSI'J
Ste 42, 018 = 2E0| Ogf| O & == 212 40 2EE E
2| AHet I—| Ef-
P AR - O FHS HESHH Chat ROf ZTf AAIZL 2T 7HA
gLt
(O) Behavioral and Threshold (@) Threshold Only
Always trigger alarm when greater than: 10,000,000 -+ ICMP packets in 5 minutes
Help Cancel Visual Editor...
Visual Editor(A| ZHE B E|7])2 2 2/510] Visual Editor(A|ZHE HEHX|7|) Ch3}
AFXFO| S M| ABHL|C} CFS O Of| A 2 7FO| Visual Tolerance Editor(A| 2t & 51 &
SF A SN U0 ()3 SAE EE SAE I YO HYS A

817] 9ish el Al elLict.

=20t ¢E £0|7|
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Visual Tolerance affic 0li 2 J

Total Traffic from: | FlowCollector for NetFlow "NF-FlowCollector" (  .3.111) ¥ Tolerance:
All FlowCollectors (Mormalized) 50/2
FlowCollector for NetFlow "NF-FlowCollector” (= .3.111)

651.93G
100
558.79G 1

Threshold
656,885,907,306
372.53G 12/24/11

465.66G

279.4G

186.26G r

| 100,000,000,000
Maximurm

1,000,000,000

— Average — Threshold

ry

Never trigger alarm when less than: 1,000,000,000/% bytes in 24 hours

-

Always trigger alarm when greater than: 100,000,000,000 5| bytes in 24 hours

*n:
— Flow CollectorE StLI2H AtE F Q1 AL 3} ™H ACHO| Total Traffic from(CHS 2| X|
y o & Egjg) EELHR 2|2 E0| M Flow Collector S48 S&/5H0{ 2tH AEto)
AR 242 2HOISAIA| Q. Flow CollectorE o2 7§ AR £91 2 Normalized(E
Z3HE) S8 2 S50 s mEALCH

SEQ% YE =0[7]|
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O MO A= X|LEX| | B2 40| BTAB AR S AISHS O[HEQ A HIE
ISE 0| MZHSH WHO| Chet BFASS FBBLICE O] MA0IA HE A
S UMYl M2 LIAE THY LU ol U2 QHO w2t B REYSLICH

F3an
P o|2iet L2t QU 7 EF LEHo)| CHSH KA MY 02 H SMC F2f0/HE 2249
L2280 LB B AE"SEE BASHA L.
P offoll LIYE At MHS RHSH= B0 TS KA SH LY8-2 2921|0| K| 2 "X}
0| 7|dt L&hoj Ciot "2 XS

o7 2 X[ H(C)

High Concern Index(4 | 2t X|E(Cl))= OFX|2F O}FI0|E A|ZF O|=20f Cl ==
QIEZL7IE w2 22 E0| Uiot HEE BAIZL|C 2t /el M =42

T

S Yotn AN 2 528 OME0] $YS £ O 20| TLICH Y 5 |
Mol LEHS &OIstHs Tl Stealthwatch= 7S &2 AZLZO|A 7 &2 4]
e 202 240 M¥ JH5P Y2 HBELC

UNHOZ L2 SAEE O8] 49| B X E(C]) L0 LAY YL, s
EJHC 0|4 HAHOZ SHOHR| Y 22 LIEFHLICH EAITIE A9 Ol &

20| BOH &8) Ee @80 At ofl HO B FES| BEtg|= 22 Host
Policy Manager(S A £ & RHa| Ao M MHS ZAEEL|CH w3t A2fe =
2| 7{3He wOH O[HMIES X|HE 4 YSLICH

(") Behavioral and Threshold (@) Threshold Cnly

Always trigger alarm when greater than: 102! CI points in 24 hours

Help OK Visual Editor. .

=20t ¢E £0|7|
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o9 o S=7 K=+

High File Sharing Index(4 2| It &8 X|4=(FSI)) & =2 Host Policy
Manager(2 £~ E ZA 22| X0 ol 2 Y &
S XTYSS LIEHYLICHL SAETI TIY BR0| AL E 49| FSI 222

Jo r
it
ol
o
M
)
oo
X
£y

o TT o' —- O =0= —IQI—%F
St= 8%, f% THA & olLHE 2t25H0] EAE = 22 R 2 22 5
UAg Lt

> M3 O3S MAHSH| fUsh o Sot= ‘S0l A| Enabled(¥/d%He) =
olgts 29010 dld = AE/2AE 50 s O/X= ZH0f of
of &7l I S X+ & E S v

-.0 Behavioral and Threshold '. Threshold Only

Tolerance: ’ U 5048

Never trigger alarm when less than: 50,0005 FSI points in 24 hours

Always trigger alarm when greater than: 10,000,000 FSI points in 24 hours

Close H Visual Editor...

High Total Traffic(&= HIREQ & Egj Tl o0&

HE L8 Ciot 20| SRS of Cib 5H B ROHL HEE et e
BAIEE 52 5 E2T 20| 0| 0120 SX| %D sfFots YA A

2ds 28U
o
1 Edit Settings - High Total Traffi

i (") Threshold Only

Tolerance:

Mever trigger alarm when less than: 1,000,000,000/%{ bytesin 24 hours

Always trigger alarm when greater than: 100,000,000,00005{ bytesin 24 hours

( Close ” Visual Editor...

=20 ¢E £0|7|
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High Traffic(s2 Eofj ) et
El (o EEHEI 7}- I‘”O
o &0l ot5 01I =X

A 5580| B SAE EQT 227} 5|8
& HErYLCH BAE = =2 BT 2E
= XM MAS AESH|CF,

%_o mlo
[0 b4

=]
o
2
™ s ot
At
(=]

Tolerance: : IJ 50l

Never trigger alarm when less than: 100,000,0000%] bps

Always trigger alarm when greater than: 500,000,0000%] bps

. Close H Visual Editor...

IL
ICMP Z8{E
ICMP Flood(ICMP Z22{E) Q22 AA SAETJ} X|LE 58 SO X|LIX| A e

|-

29| ICMP IjZl & M&MES S LIEFHL|C} O] YEH2 DoS(Denial of Service)
SA e S/WH 2 EFS '—fE = ASLC O &= sl AsteH of
TS AEOM LEO| ZYSI=X| HOLEMUAL. HEHINM S AEZ Ot
ol pingE T& ¢l 2| MHY = AS L

etS =X|5F2H S| 2= HA A Enabled(%%,
NE SAE/SAE TE0f Cf3HICMP S8 & ¢23
£ HAL LI

mO

1 Edit Settings - ICMP Floo

0 Behavioral and Threshold '.:_.- Threshold Only
Tolerance: : J

Never trigger alarm when less than: 1,800/5{ ICMP packets in 5 minutes

Always trigger alarm when greater than: 100,000/%1 ICMP packets in 5 minutes

: Close H Visual Editor...

=SEQ% YE £0/7|
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Lt Egjml

~ L
|—0W Traffic(X2 E2iY) @82 B 520| 5= =£E Efjy £27 5| 85|
= X Eofjg gt 0|z Foj F2E HEIYLILE BAlE = X2 EfY
%’%*P-I &0 Ufaoﬂ X o o gots MM 285 =8t
MARQ SAE T

(") Behavioral and Threshold (@) Threshold Only

Always trigger alarm when less than:

. Close H Visual Editor...

HE 20|

Mail Relay(H & 22i|0]) 22t Cha SAET} 0 Y Laj o2 Sxhet
22 LIEPULICEH AR DI AHQ A, H3 OF2E RIA0t| Sloh sHrots
S50 A| Enabled(#4J315)) 201212 S 2loj0] o|E SAE/BAE

Chet oI a0l LS HlZBtotol M 0122 RAHFLICH

Five minute periods with Email Relay alerts to

trigger alarm:

=SEQ% YE =07
298 © 2016 Cisco Systems, Inc. All Rights Reserved.



afrafr.
cisco

ZU S22 ANE

Max Flows Initiated(X|C 222 A|Zt=) Y22 SAETI S RE|= MHELC}
O B2 S22E AIAUSS HEILD O] At= dll @dt= Always trigger
} OF

LBT= = YN = =]
alarm when greater than(LfE 2L F FL2 gt4 2 EZ/7) FX A0
XEEof ASLCH ES| =0l HEERZ{Q 22 0| ™S XMLt

Y

Tolerance: ’ 1) s0[&

Never trigger alarm when less than: 2,5000% active flows

Always trigger alarm when greater than: 100,0000% active flows

( Close H Visual Editor...

A E29 N3

Max Flows Served(X|C| E22 M3 E=) LH2 SAE
G Y2 22 9E HBUSE LED! O] 2XHE BiE
/.

LS = oiraO= o
alarm when greater than(L}S g2 Of 2 &2 84 22 E2/7) ‘X 270

X ZEOf ASLCHL 5 =0 HEEHQ B2 0] 282 HEF LI

Tolerance: : (J

Newer trigger alarm when less than: 2,5001% active flows

active flows

Always trigger alarm when greater than: 100,000 5

‘ Close H Visual Editor...

=SEQ% YE £0/7|
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ME22 AXE

New Flows Initiated(M] E 22 A|ZHE) Y22 SAETJISE SO A|RE M E
2RO & £=0f oot WM 4FYS 0ot A2 LEHYLCEH £3] =0 HEE
ol E% 0] 4¥E M8

- Edit Settings - New Flows Initiated I )

'0' Behavioral and Threshold 'Z'_:_'.' Threshold Only

Tolerance: : J

Newer trigger alarm when less than: 1,0000%| new flows in 5 minutes

Always trigger alarm when greater than: 100,0005%] new flows in 5 minutes

( [ Close ” Visual Editor...

- Edit Settings - New Flows Served | J

'Olﬂehaworal and Threshold .;'_:_'_. Threshold Only

Tolerance: : U

Never trigger alarm when less than: 1,0001%] new flows in 5 minutes

Always trigger alarm when greater than: 100,000 new flows in 5 minutes

{ Close H Visual Editor...

=SEQ% YE =07
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AT AN

[ o=
= /tsd= '—rErL" l—IEr SAEJHY A—lH—lO._I A9, 6HEP6}E X xH o]
Enabled(Z/d31El) 2t0l2t2 2 2/510] 8T SAE/SAE 20| C
W AN AE S HEESSHY M3 0 38 M AR L L

SAETHOY METFOH B2 2T 4 ALt

=
$Q

rot
>

kii_Edit Settings - Spam Source

Five minute periods with Spam Source alerts to
trigger alarm:

Addresses per email for Spam Email alert:

O|ldA2 HOJH &4

Suspect Data Loss(2| A 2|2 H|O|H &4) Y2 T A E JF0 Cist
& TCP L UDP H[O|2E H|O|H7t M dFZ 1ot A LIEFH L|CEH HA|
D= oe A2 0| &4 YO =71 020 EX| AT LT =2 E
g Qo SAE 1E(0: YouTube, Facebook, H| =L|A IIE )0 Cisl O &
22 HlgdatetL o

O CE SRS 2AE E= 3 AE 150 O HH
Haq[n Qe B HOIE = O|de 2 A4S - L

1 Edit Settings - Suspect Data Los

(@ Behavioral and Threshold () Threshold only
Tolerance:

Never trigger alarm when less than: 10,000,000%1 client payload bytes in 24 hours

Always trigger alarm when greater than: 500,000,000% client payload bytes in 24 hours

{ Close H Visual Editor...

=SEQ% YE £0/7|
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YA 2 ERL

Suspect Long Flow(Q| M AR 7l E2) &Et2

LHE 2 AEQI QB SAE

=
2bo| IP S A[ZH0| "B 28 £ 30| 71 H2Z X| Yot B RS AIZHAY
=)

o 4782 =5t= AS LIEtHLICE O] &
=(04|: gotomypc.com), VPN, IRC &4l &I 7|E} 7| &

o A
= =

0|9 Of, &% HAIE 7|
| S Al SEDE 22 oA

o2 4 MES BALHO IM 7|22 8ot R 2 2EE E297t 9

&= ilﬁHﬁkEEf 22l X|HE|7| I{&20 of2{et &
Of AASLICHZ|=Z = 9A|Zh).

&: (el =1 X=3
T EES

e Quths B

FHE HHAS 4T

_c‘)_I-OZI SUSpeCt Long Neme  ~3| Por/Protocol 3|  P2p 5|  watch 3| web * Exdude Worm % | Exclud... ~*[& I
O|AlA IS 7| R I i
Flow(e| A 2|2 7! . s
It (@] o 21/tcp
%ET) OE}- EDJ-E gg cisco-hsrp 1985/udp
5l AOL AIM(ZE i 7
6665-6669/udp
5190), Yahoo IM(TCP

macromedia 1935/tcp

ZE 5050) 2 MSN |

Messenger(TCP L E mequeung | 15011

1801/udp

m]

1863) S| IM 7| &S T

X-” 9' OEI- _Jlk_ 9)\; L‘l I:l- o Add ][ Remove ][ Edit -
(@]

D'" |_I I}”'ITOHA-I _ oK Apply

Configuration(Z1 1]

ao0|4) >
Services(MH|2)S MESHLIC} 2 =0 Ql0] Of
xt7t @Rt

l Name: msf-im

Ports: 1863/tcp
6891-6901/tcp

(Comma or new-line separated list of ports e.g. 77/tcp, 33-55/udp)
Settings: Include this service in File Sharing Index calculations (P2F)

[ Trigger the Watch Port Active alarm when this service is seen (Watch)
[ This service is used by a web server (Web)
[ Exclude this service from the worm detection algorithm (Exclude Worm)

[ Allow host group policies to exclude this service from the CI event detection algorithm (Exclude CI Event)

C E«:\ude this service from the Suspect Long Flow detection algorithm (Exclude Long Flow} )

ot M3 Of3& kgLt

=20 ¢E £0|7|
© 2016 Cisco Systems, Inc. All Rights Reserved.
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Edit(HE)S S =Lt
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Cisco

E=HELATIEH & #oH0] Qe HERKAO s I 2 AE D52 Y
‘g3t Ot ol & St= DM 0f| A Suspect Long Flow(2| M A2 7| E22) Y&
2 Hgdstg = ASL
Xq:
ojMABR 7l B2 YT S2L0|AIE/MH B O HTHRL0| SA R SAE
Of| Al A BEL|CE O] 20| QI F S AE0| CHal H|Zd3tE|of U= 2, oY 9
2 SAE0| QS RE LS SAET} O YoM K|QlE LT

O|AlAZ| 2 UDP &5

Suspect UDP Activity(2| A A 2|2 UDP &3) 22 UDP ZEQ M 0] 742
§J\EE A;H‘c‘)'l. OI (55 §J\E7|. E}-0|'cl'5_}- [H'c's:i

IS CI2E SAEQN MEXO

2 If
2 M&MWES LIEHH L| Ct. Ol st 8ol =2 SQL Slammer 3! WlttyQ} z

OMI:IE

= OiCh= TH T2 UDP 7|8 20| A Y2t LIEFELICE JA| O] ¥E S
ZEAFRLCE.

SYN &2{&E

SYN Flood(SYN E3{C) Q2t2 S AETJ} 52 S0 X|L}X|A 2L 20| TCP
A4 QH(SYNIfZ)E BEHSS LIEFHLICH DOS 34 = S7HAEQ A
7 2S0| T SIX| O £ 5 QIS 0] YES xM°“—I'1f

—

1. Edit Settings - SYN Floi

(@) Behavioral and Threshold () Threshold Only

Tolerance:

Never trigger alarm when less than: 3,600/%] SYN packets in 5 minutes

Always trigger alarm when greater than: 100,000(%{ SYN packets in 5 minutes

3 Close H Visual Editor...

=20t ¢E £0|7|
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SYN 4l

SYNs Received(SYN =41 &) &2 SAETJ5F F0 X[LIX| A B2 =9
SHEEX 2 TCP AZ 2FESYNI{Z)E =AM SS LIEFH LT O] ZE2
=AHE(CHI ) DoS 54 & LEtE = /UL

adefLt, MBEOAM B2 =2 SYN I{ZI S F=AI5t= A2 LutE LT} o] 3%
Never trigger alarm when less than(C}2 gt O/PFY ZL 2L EF/7SIA &
=) 288 HAE= E B 5+ 0|42 = s)ILLCH OHE *ﬂﬂﬂiﬂf SYN
7S O 20| $AIBH= MHE 7| SAE JE(H AL O Z2|A 0| M A
H H )2 22|g = ASL L

| Edit Settings - SYNs Recei |

0 Behavioral and Threshold '.:_.- Threshold Only

Tolerance:

Never trigger alarm when less than: 3,600/%{ SYN packetsin 5 minutes

Always trigger alarm when greater than: 100,0005%] SYN packets in 53 minutes

4 Close H Visual Editor...

UDP =2{ &

UDP Flood(UDP Z2{S) 222 22 IP7} X[ 52 S0 X|LIK|H B 49
UDP TH2l2 M4 RS2 LIEFELICE DOS B2 i BHXQ A HE0| 7

3 ZOIX| 02 2}I8|2{ P O] LS ZAFELICEH

=

i+, Edit Settings - UDP FI

Tolerance: : U s0[=

Never trigger alarm when less than: 3,6001% UDP packets in 5 minutes

Always trigger alarm when greater than: 100,0000%{ UDP packets in 5 minutes

: Close H Visual Editor...

=SEQ% YE =07
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O =2 O

Worm Activity(3 235) €82 S AE7F ATHEYICH 5 0|2 MEU XA
oM S8 ZE0| HEL[ASS LIEF-LICE O] Z&e| MFAe MU=
20 ZAEE Y ZES X[FLC}

S0|Ql AES27} UDP EE S} ping AZHOIA T AZS S8StE 22
HH QLI CF. Worm Activity(& gts) 2 20| =il HEEE AHESE
= SN SUY H2, ofTDts Y| MF BA KIE(C) 2

Security Events(&E 9t O|Hl E) B4 0j| A{ Addr_Scan/udp 2! Pin
OF3E X 7{310] O] YZ0| Ldlist= A YR = ASL

AN H

=20t ¢E £0|7|
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2M T

e

Of ZojM= SMC Z2ME 57 2|00tz W EH 278 MELL aH MZotl &
ME 2302 2M 2|2E0 F75tH DAR It S ddstn ZME /0
F71H2z2 ZME ddots St =M E THE ALEXA0|A O|H &2 HEot
= YE SO Z= M0 Chof 2L

— oHd =2od

o] Fe Cte gEoz 7ML AL
> 2N K
» 2N 28
> 2N YW K

24 ¢
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SMC 242 0[0F2 S WHHS 5 LIFO0| ALBSH| SIoh i 2olorR S
NI 22, SNE MESHIAIS. BME NES A2 ANER AN
4 QLEZ SMC 0f Z2ko| 120 X FELICH.

SN AR B OFS TS SHBHIAI.

1

XEst 2 E HLICE 0 0f A QF ZH0] Alarm Report By Type(S-& & 22t
BaM)2M7t SELCH

=

& I R R R &
a‘b\ (p, @g\ (5\,\ ‘\,\ (\ @\ \u\ DK’\ oﬁ’\ D)(\\ Dﬁ,\ oﬁ\ D}\@\ Ny o0 ¥

N R g g \V\V\Vc&
QQV\wv&&’&&’ﬁ&“&y@ o

[ Host Lack Violatior [ High Concern Index [ New Flows Served W s Flood I uoF Flood [ Max Flows Served
B 1cMP Flood e [ suspect Data Loss [ Flowsensor Traffic Lost [ Flowcollector Flow Data Lost [ High Target Index
M interface Utilization Excee. W High Total Traffic [ ss Received [ FlowCollector Performance D, [ New Flows Initiated
W High File Sharing Index [ Flowsensor Time Mismatch [ Suspect UDP Activity [ Touched I High Traffic

#he Oh2 20012 Ee Bl HBE HFUUC
A

te) SMC | Q! O 7 0f| Af File(Zt) > Print Settings(214f 2%)S

ile(I
HESH E2|= Dot gALoM 2M S Qa2 IHOFCH A EAIRX|
T L OK(E)E S =5t0] HE A2 ME L
4, (MEHALEH) 2 A7} PDFZ HEA L= HHAlS 540131 2{ X File(Lt) > Print
Preview(Ql4{ D|2| 2 7])S M =4etL|Ct
Sgnk
2 2loj0tRE WPt WY Ateks RAISH{H(0: S 2% HE

: Hg
| y = BAE = & HZA) File(h Q) > Use Settings as Default(dH & 7|
57*02 AHE)E MEL|CE O] 23t HE A2 T2 0| 2ME S

= HA

o =g guct.

5. [Ct& & SILE ALt
P STt 0|E= AHESIO] O Hﬂ‘i% Ht 2= 82 SMC 0| 2 ol =0
M File(T}Y) > Save(HZH = AMEASH|C},
P LSt &2 %, SMC O 2l O 7 Of| A File(i} ) > Save As(C}HE 0]
E02 HIS Mg

=AM &Y
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Current Shared Documents
Name “? Document Type i Last Modified Tt Public Document ¥ Owner ¥
Host Information Host Information Mar 1, 2013 1:35:25 PM admin -
Alarm Table Alarm Table Feb 28, 2013 11:02:22 AM v admin
Corporate Network Overview Corporate Network Overview Dec 26, 2012 12:08:37 AM L' admin =
Cyber Threats Cyber Threats Dec 26, 2012 12:08:37 AM v admin
Daily Report (Today) Daily Report (Today) Dec 26, 2012 12:08:37 AM v admin i
Daily Report (Yesterday) Daily Report (Yesterday) Dec 26, 2012 12:08:37 AM v admin
Domain Dashboard Domain Dashboard Dec 26, 2012 12:08:37 AM 4 admin s
New Shared Document
Document Name: | Cyber Threats
Document Type: Cyber Threats
Public Document:
Add to Login Documents
Add this document to the Login Documents list: ||
Add to the selected schedule(s)
Name + Schedule Type ! Enabled ~ | Suppress Empty PDF + Format = | Wait On DNS Resolution =
Stealthwatch 5 Minutes Hourly 4 4 PDF -
Reports T
StealthWatch Hourly Hourly v v FDF =
Reports
Analyst Reparts Hourly v v CSV & PDF T
barb Hourly v v PDF
StealthWatch Daily Daily v v csv
Reports (Midnight) -

Name(0|5) 2E0| &7 YOot= = A= A 0|52 YHLICL (ME
At 22 0|55 AH8ots AS AEELIL)

. o
?’ S8 EA0] izt AtAI T LHE2 314 0| X 2| "Z-& EM"E &R
Al2.

(MEHAFSH) AFR X} O[22 2 SMC 221091 E QIE{H 0| A0 21013t If
OiCt XSO 2 EM7F Q2|28 M™SE2{ M “Add this document to the
Login Documents list(2 191 A 2|AEQ| O] 2A F71)” 2 ol2tE MEH
Btk

=

. o
7 2200 2M0] Cfst XM L2 31050]X|0] "2 10l EA"S HE
SHMA| 2.
24 =he]
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9. OK(ZRNE BTt 247} SMC 0fZ2t0| ol A0 HEELICE 0K
SMC M 27} 7H53t BE ZFEOA XIFe 30|01 WeEL T &
Mo ABX 0|2 Of2folH o 2ME & 4 ULICE

10. 0| 2412 2|3 SMC B9l B 70| A File(TH2!) > Open(E7|)S M3t
L|Ch Open(%7|) T2t 4XE7H @@LCh

=1 Open |L|
Name “2|  Document Type ¥ Last Modified  ~'| Public Document % Owner %
Glarm Report By Type | Alarm Report By Type | Oct 29, 2012 2:55:47 %4 admin ) -
2
Corporate Network Corporate Metwork Oct 26, 2012 8:33:04 4 admin
Overview Overview FM
Cyber Threats Cyber Threats Oct 26, 2012 8:33:04 4 admin
FM
Daily Report (Today) Daily Report (Today) Oct 26, 2012 8:33:04 L'4 admin
PM
Daily Report (Yesterday) | Daily Report (Yesterday) | Oct 26, 2012 8:33:04 1’4 admin =
FM
Domain Dashboard Domain Dashboard Oct 26, 2012 8:33:04 L¥4 admin
FM
Internet Traffic Internet Traffic Oct 26, 2012 8:33:04 < admin
Overview Overview FM
Security and Traffic Security and Traffic Oct 26, 2012 8:33:04 4 admin
Overview Overview FM
Security Overview Security Overview Oct 26, 2012 8:33:04 "4 admin il
PM
List All Public

.
72X o2 AL X} 0|5 ofzhofl XEsH AT LEEFEL|CH CHE AR XEZE BHE
EME 2slo] 2= ZAME LIES}2{ D List All Public(RE 22 2 A L) &
olgts MErshL|Ct.

O 2ME 210 BN 2|AE0) X718 £ JELICH 219 2 ME SMC 2
ZIO|HE QIE{HO| A0 291 OIC Xfs o 2 HEIL|CH 0] 7| 52 AR}
A Yot HI|Ho2 EME 502 Fo{of $tB2 0] 7|52 EME &9l
ot= ol fRELLC

T odg
=AE 22 2M 2 2F5I8H L5 A S sdsA L.

1.  SMC 0| Q| Oj| 5+ 0f| A File(}!) > Manage Documents(ZA] &2|)E MEH
gL|Ct. Manage Documents(ZA] 2t2|) Ci 2t & AF7F S & L C.

Ao

M A
A
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3.

4.

Login Documents(21Q! FA{) Ot0| &
Documents(Z 191 2A) I O| X| 7} € & L I:|-

e

Shared Documents

Schedules

Login Documents

Add(F7hE 2
BLIC

o

= _l

afrafr.
cisco

2l 5HL| C}. Login

Hame -1

Document Type

-
>

Owner

= Last Modified =

Domain Dashboard

Domain Dashboard

admin

Dec 28, 2011 8:20:22 PM

2|2t L|Ct. Shared Documents(& &

=A) tizh &Ap7HE

e I

8:20:41 PM

Name “?| Document Type ~ | Last Modified ™* | Public Docum... Owner i
Daily Report Daily Report Jan 16, 2012 \f admin
(Today) (Today) 2:51:21 PM
Corporate Corporate Jan 13, 2012 v admin
Network Overview | Metwork Overview 8:20:41 PM
Daily Report Daily Report Jan 13, 2012 4
(Yesterday) (Yesterday) 8:20:41 PM
Domain Damain Jan 13, 2012 v
Dashboard Dashboard 8:20:41 PM
Internet Traffic Internet Traffic Jan 13, 2012 v
Overview Overview 8:20:41 PM
Security and Security and Jan 13, 2012 1’4
Traffic Overview | Traffic Overview 8:20:41 PM
Security Overview | Security Overview | Jan 13, 2012 v

List All Public

CH2 AL X}7L K| &
S LYY ol

—

24 e
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5 AEXel 210 M E|AE0| FIhe M E MEGLICL O oo M=
Domain Dashboard(=H| Q! CHA|EE) EAE MEATHL|CY.

Ho:
oy EOIYO 2AE HESteH Ci 7|E 8 Yol Fistels 2
. EME 2R 2A0] WIS Mestel Hstal el 9
0 9IE £HE S26tn Shift 7|2 -2 Aleol 4 Hekefels Bl o

of2fofl 9l EAE S LCH

m=|

YLICEH dES 27 AAEANS] 20 M 2 AE0f LIEHE LT

1= Manage Documents for user "Analyst_1" - 2L

6. OK(&Ql)Z Z2IgtL|C}. Shared Documents(a-5 2 A) CH3} AHXp7}F B
5

& Login Documents =
Shared Documents Hame e Document Type - Owner - Last Modified -
g Cyber Threats Cyber Threats admin Oct 23, 2012 2:08:49 PM
Schdules r Domain Dashboard Domain Dashboard admin Oct 23, 2012 2:08:49 PM

Login Documents
i) [Renoe

e
7. Close(Et7|)E £ 2510 Manage Documents(=A] 22|) CHzt & AHE &
ZgLC
24 %Y
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o>

DARIIYZ ZME HEUH ZME Ch3ut 22 HEYS 8 = AS LI
P HFRECS St EEI0|20| A AL

P SMC OfZ20| A A0 CHet M| Hoto] A= CHE HFREOM ALE
ot7| ?I8 EME SEfAl E2H0| 20 At

P CHE AR EM SF
DAR I}l Lj i Lj7|

=AS DARIIEZ W22 Chg BHA S A5 AL
1. UEZ EZAME L

2. Rot= iz 2fojorx E= HH 2E S HEY LI
3. SMC 0 Q! O %0l A File(Z}2) > Export to DAR file(DAR L} 2 LY & LY
71)S A= LT Export(Li 2 L1 7[) T2t & AH7F S & L Tt
1= Export |i|
Look in: Images | 5 ] "'El
) Security Reports.dar
Racent
Trems
|
Desktop
My
Documents
A
Computer
@ File name: Export
Network  Fijes of type: |SMC Documents (*.dar) | Cancel

4. ZME UHEYE X £ 0o|5TL|LCt

File name(T} ! 0|5) 20| T 0|58 &BHLch

24 ¢
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7

6. Export(L{&L{7])E 2L LICH SAE MEfSt /X0 DAR THU 2 &

—

S U ol M §2 0| 50| M2 X & LTt

[gnk
=M B o HAME S 528 SHO| LIEtLE f2 2 0| S 2t d-goh AtEH ("4
7ot AL & 201 Ciet MFE AR 0| EA|ELIL

DAR I} 7} 9 7|

=271t 24 S DAR Y2 L EH & ALRXLO) 7| KB B2, AHR A Of

S A2 7152} SMC 22H0|91E SIE{HO| A0 A QIR EX| & 4 U LICh. O

27| 512401 CHe THAI S £33HA| Q.

1.  SMC H| Q! 0| 0f A File(Z}2) > Import DAR file(DAR It 7} 27])S
MENSELITH Import(Z} 2 7]) Thet AXEZE QEIL|Ct,

i Import ‘A|
Look in: Images x| 7 rE=
= Security Reports.dar
|
Recent
Ttems
Desktop
My
Documents
Computer
o,
&ﬁ‘ File name: m
Network  Files of type: |SMC Documents (=.dar) hd Eagec)

DAR I}20| Ql= {IX| 2 o] 58 LLCt.
DAR I} Q2 MEHSHL|C}.

Import(7tX 27[)E S =T LICH. SMC 220| A E 2IE{H|0| A0 A Z A
7t @E-LIC

b

S =4

& =AM E U= 87, SMC O] SH0[ A0 Tfigh AN A ESHO] e CHE AL
EX7F AL AL O|F OO EME & =+ U=F LT

=]
308H|O|X[2] "EM MY "0 HYE 2 EME ML I EME SEL2= &
g9 = Nl*'-l':f Ctg THAE 2t=510] O] MYt EME SE22 273

=AM A
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1. 02 70 A File(t) > Manage Documents(2A] &2[)S

—

Ct. Manage Documents(2A 2t2|) Cist A X7 S &L C}

afrafr.
cisco

MEHSHL

et

.

Shared Documents

e

Schedules

e

Login Documents

red Documents
Name =4 Document Type % Last Modified ~!|  Public Document ¥ Owner *
Corporate Network Corporate Network Nov 16, 2012 3:52:39 PM L' admin
Overview Overview
Cyber Threats Cyber Threats Nov 16, 2012 3:52:39 PM 4 admin
Daily Report (Today) Daily Report (Today) | Nov 16, 2012 3:52:39 PM L' admin
Daily Report (Yesterday) | Daily Report (Yesterday) |Nov 16, 2012 3:52:39 PM L4 admin
Domain Dashboard Domain Dashboard Nowv 16, 2012 3:52:39 PM L4 admin
Internet Traffic Overview | Internet Traffic Overview | Nov 16, 2012 3:52:39 FM L' admin
Security and Traffic Security and Traffic | Nov 16, 2012 3:52:39 PM L4 admin
Overview Overview
Security Overview Security Overview Nov 16, 2012 3:52:39 FM L' admin
[ List All Public
Remove Open Duplicate Edit Filter Edit Settings

Shared Documents(Z2-8 2A{) 0}0|2& = 2/¢tL|C}. Shared

Documents(&-5 &A1) I| 0| X| 7 & &l L|LCt.
Aste 2 S ML,
Edit Settings(AM™ M%) E Z2|HL|C} Edit Settings(A ™ HZ!) CH3} A

Ap7F SELIC

1=, Edit Shared Document

Document Name: | Daily Report (Today)
Document Type:
Public Document:

=

Daily Report (Today)

Public Document(Z& £A{) &02lzt=
OK(&e!)E 22/5}0] Edit(H ) T3} 4
Close(Et7])2 22/%}0] Manage Documents(2A] 22|) CHS} AHXIE =
2Lk

SMC S2I0|HE QIEH O] A0 TSt YN A HTHO| U= AHEAE S&
oz d¥&E 0l EM A 7|ELCHE EME 2 & UAS LI
2N 5
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= A

g 522 2E(0: EH, 0|0, A2t ZHA)S AEBHY EAME AS2=2
ddotei=s BR7t US + US L 0| 2lof Rote 28 Z&ote €8
of 2ME 716l oF &Ltk
AN =7}
AZo| M LS Fot5tEH Lhg HASE TS AIL.
1. SMC 0|9l H| 5 0j M File(t) > Manage Documents(Z2A] £t2|)E MEH
otL|C}t. Manage Documents(Z2A{ 2t2|) CH3}F A X274 & &L Ct.
- Manage Documents for user “Analyst 1
® Schedules =
shared ocuments Name + | Schedule Type “! Enabled  + | Suppress Em... = |Wait On DNS ... ¥ lastRun  *
= Stealthwatch Hourly v « -
Schedules Hourly Reports =
a StealthWatch 5 Hourly 4 L4 d
Login Documents Minutes Reports
Stealthwatch Daily L4
Daily Reports
(Midnight) -~
Archive Run Now Add Remove Duplicate Edit
oo
2. Schedules(¥™) 0}0| 2 Z2IgtL|C}. Schedules(Y ) I{| 0| X| 7t €&
L|Ct.
3. Add(x7hHE Z&lgtL|Ct. Add Schedule(¥d F7t) Chst A XH7F €&
L Ct.
- Schedule !
General
Name: Analyst Reports
Document
Archive: for 7% days
Email Enable:
Wait on DNS resolution: ||
Suppr:ssEmptyFl\e:
Format: ©)csv (C)POF @ CEVEFDE
Schedule
Period: |Hourly w
Every: 1 Minutes v
e
4,

316
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EMOA EZEIPFATLO0|ESRE QI "Wait on DNS resolution(DNS ZFQI0f| A{ C{ 7|)"
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[
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j P Print Settings(Ql4f A7) Ci3} AFXFO| Print Setup(Ql4f A7) 1| 0| X|

oM ZE| 29 S4S XINY 32 TE Q00| 4AE A T
ElL|Ct. #D 2, "As the first page(X HR]| Lf|0|X|2)" M L= "As
the last page(OtX| 2t If| O| X| )" Z M (Cover Sheet(EX|) M M) = o}
LIS MEHSIO] Filter summary(Z Ef 2 2f) =HQI2F(Cover Sheet

Options(EX| §8) MM)S gg3fsiof S8 S WS = ASLICH

Period(7|7}) EECIR 2| AEE

|5t SMCO| 4| O UM Gz 2
NE Mot Bz g ME of
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|%FEl 2AE OfAIZH Of e, Of 3 =
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MEfSh = QUESL|CH MEISH= S M0 [2f MR AL
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2,220 ot H, 30 ot H SC= A 2 Time: [11:37:16/%
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1. SMC 0| Q| H| 50 M File(it) > Manage Documents(ZA] 2t2[)E MEH
gt L|Ct. Manage Documents(ZA{ 2+2() T2t & XH7F S E Lt

=Y Schedules =
shared Docurents Name | Schedule Type~!|  Enabled % [SuppressEm... + [waitOnDNS...# | lastRun %
StealthWatch 5 Hourly 4 4 u

Schedules Minutes Reports

‘ Stealthwatch
Login Documents Daily Reports
(Midnight)

11

StealthWatch Weekly L4 1%
Weekly Reports
(Friday
Afternoon) o>
l Archive ] Run Now Refresh ” Add ] [ Remove ] [ Duplicate ” Edit ]
o

2. Schedules(¥7) 0}0| 22 Z2!gtL|C}. Schedules(2 ™) If| 0| X| 7} & &
L|C}.

3. HusEE YW M

Fan i

2|2] of|of| A = Stealthwatch Daily Report(Midnight)(Stealthwatch & &!

p/? BOM(RHE)) 2782 MEIHESLICL Enabled(2Hd 2t &) SOl |3 Ot
A7t o™ o] LHO| ALEX Ao Cish 2Hd ol X ASS 20|
SrLCh YFO| 2ot X| o™ o] YFof ZatE ZM 7t Y& X
&L

4. Edit(H%!)2 S 23t C}. Edit Schedule(Y & T X)) 3} AFXF7F S 2IL|C}.

o
Schedule General

Name: StealthWatch Daily Reports (Midnight)
Document
Archive: for 72| days
Email Enable:

Wait on DNS resolution: [ |

Suppress Empty File:
Format: @gsy (OPDF () CSV&FDF

Schedule

Period: | Daily -

Time: |00:00:00 =

Ao

A =g
A
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Schedule(2H) 00|28 Z2/¢tL|C}. Schedule(YX) T 0| X| 7} E &
L|C}.

Aot U2 28 HEYTH O M0 teh XAt L 82 = elota{
Help(=2H)E S EoHAIL.

=
of ol tt= L& "L 8o

M Z=IE A BT

Ho

Ao M Z7}

StLt ol &2l M E 2Fo| #7152 Chg THAE At Al L.

Add (or Edit) Schedule(2d 7} t£= HZ!) L3} A X0 A Document(2
A) Ot0| 22 = &g LIC}. Document(ZA{) H|O| X[ 7} S &I L|C}.

=, Add Schedule

« N
Schedule

-

Shared Documents Include in this Schedule

Corporate Network Cverview (admin) Add >
WEETEN | |Cyber Threats (admin)

% Daily Report (Today) (admin) < Remove
Daily Report (Yesterday) (admin)

Emall Domain Dashboard (admin) Add All ==

Internet Traffic Overview (admin)

Security Overview (admin) << Remove All
Security and Traffic Overview (admin)
/] List All Public)
OF=| MEHSIX| 42 2 List All Public(2E 28 2A Lt¥) 20122
MERSELI T (REMTH LI &2 3141 0[X| 2] "S& ZA"E T ZOHUAIR.)
2Foll =7tet 2ME AR L O] 0o M= Domain Dashboard( &= |
I CAIEE) 2ME et T}
o
= 0|49 BME MEs2{ T Ctrl 7| & 2 MEjOM FTtsta e 2
57’ =AME SELCL 2M2 YIS MEiSHH MEiSI = Hel W ¢
of A= EME SEIotL Shift 7| & +E SEI0|A HEis2 = He T
orfoff A= 2ME S LI

=AM &Y
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4. Add(FE7hHE 2L Ct. 2A 7} Include in This Schedule(0] YH 0| =
eh) 2EO| LtEtE LT

= Add Schedule [ ]
L QN ocumert =
Scedu\e Shared Documents Include in this Schedule
A= Corporate Network Cverview (admin) Add > Domain Dashboard (admin)
Document] Cyber Threats (admin)
% Daily Report (Today) (admin) < Remove

Daily Report (Yesterday) (admin)

Email
Internet Traffic Overview (admin) Add All ==

Security Overview (admin)

Security and Traffic Overview (admin)| | << Remove All

List All Public

- o
| Ol @ B2 323W| 0| X[ 2] "L YOl ALEX} O|H Y 4 FIH"E 7
2 XSS O},
> CHEO| OtL[R 2l H2 OK(ZQ)E 2 =50 ‘=S XISt Add (or
Edit) Schedule(27d =7t e = HY) L3t & AHE S =0t LHS Manage
Documents(ZA{ 2t2|) s} A X2 S0rZfL| .

5. SMC7}O|2%El 2ME AFECR O|HYUR B E2 MHSIA|ZSLIII?
0

6. LIMX| Cist &AHE EELH.

o=l =A O|O|E 2 EL|7|

SMCZt 0f| of =l —E—M% AMNEXOA AL 2 O|H YR EL =5 8ot = B
7 CHS 27HX] XS 2RSA 2.

1. SMCOf O|H| & ME 2| IP =28 F7hetL T (K MM Ql, "SMCOf| o] df
g MH F71" P S FZSHUAIR)

2. YHO| AFSX 0| Y FAS FIFEHLICE (323T0|X| 0 "UHO| AR
O[T Y Fa 1S HESHIAIR)

SMCOf| O|t| & A =7}
0|4 0f SMCO| O[B & AjBo| IP FAE 7}t

A @2 8% UMY 0| XS =
ASHOF SMCOM Ozl 2ME O|HEZ B == UASLICE O|Z A ot & T

= HAS s AIR.
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1. Enterprise(NE{Z2}0| =) EZ|0|A SMC EUX|E OIRA QEZ HEO
2 2a5l1 B w0 A Configuration(Z1 1| 712{| 0| M) > Properties(=
‘d)E EigtLICt Properties(5-d) Chat & XH7F S EILICH

L% Enterprise |
= é“,‘i"‘ a SMC Dashboard
Ty Status D
L
E Reports D
% Configuration D Properties
g Expand All Ctrl+Shift+E DSCP cgnfigb?aﬁon...
0 )
=t Collapse Al Ctrl+Shift+C Event Parsers Configuration...
G2
Refresh Tree Response Management...

User Management...

Change Password...

SMC Failover..

StealthCommand Configuration...

@ Appliance Administration

2. SMC ofO|Z2 Z&/etL|Ct. SMC H|O|X| 7} S &lL|Ct.

1« Properties for StealthWatch Management Console "SMC"

(o] SMC
SMC

Name:
e

Data Retention P LA
Model:

Serial:

Email Configuration
From Email Address:

SMTP Relay Address:

[FromUser]@[hostname].[domain]
4. SMTP Relay Address(SMTP Z!I2{0| F=A) ZE A O|H Y Al IP F

A8 BILICE

5. OK(ZQ)E S2/5t0 §EE Mot Properties(5d) Tt SXHE B
S LI
2 e
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1. Add (or Edit) Schedule(2 & 27} t£ = HZ!) 3} ALXHO| A Email(O] |
) oto| 2 222t L|C}. Email(O| 0| ) m|O| X[ 7} S & LICt.

1=/ Add Schedule [ 5]
Schedule Users Include in this Schedule
% admin ( @lancope.com) Add >
Document | |Analyst_1 ( @lancope.c
< Remove
Add All >>
<< Remove All
< | 111 »
b ] o] (i)

Users(AtEXAt) EEO|M O|H Y =AE MEASHL|CY.

3. Add(E7hHE Z=ltL|Ct Ol Y F=A7} Include in This Schedule(0]
dof =gt HEof LiEHE L O

4. OK(&9Q)E Z2I8t0] M E XASID Add (or Edit) Schedule(Y X 27}
= ®WE) N3 AXE 23 CHS Manage Documents(2 A 2H2]) CH3}
oAtz ot L .

5. LIMX| cist &AHE EE L.
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Shared Documents =
slidredlbucinie s Name o Document Type ¥ Last Modified | Public Document ¥ Owner +
e Copy (1) of Domain Domain Dashboard Nov 29, 2012 3:14:15 v Analyst_1
Schedules Dashboard for Analyst_1 PM
a Corporate Network Corporate Network Nov 16, 2012 3:5-2:39 v admin
Login Documents Overview Overview PM -
Cyber Threats Cyber Threats Nov 16, 2012 3:52:39 L' admin 3
PM
Daily Report (Today) Daily Report (Today) Nov 16, 2012 3:52:39 v admin
M -
Daily Report (Yesterday) | Daily Report (Yesterday) | Mov 16, 2012 3:52:39 L' admin
PM
Domain Dashboard Domain Dashboard Mov 16, 2012 3:52:39 v admin
PM -
List All Public
Remove Open Duplicate Edit Filter Edit Settings
T
] o o iz o |
P MO AFAS R M EH 20| }E2 ZMAM HEELILE O]
M Ef O] 2A{0]| Chiet HM A Hoks ZHE &Lt AKX =X Ol M
= =< A s | i
£ 495t g = Ao EM0l= A EE 20| HEE LT
10 O & i A o 5 nje]
Oefgz Sf A 492 I ole 2H 282 S22 A 8RR SR
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=Alel 2H 282 HEY 5 gL 0|F/ ot2{¥ L3 HAE Aok
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Shared Documents
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MEHSHL
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=

Name =4 Document Type % Last Modified ~!|  Public Document ¥ Owner
Q Corporate Network Corporate Network Nov 16, 2012 3:52:39 PM L' admin
Schedules Ovenview Overview
‘ Cyber Threats Cyber Threats Nov 16, 2012 3:52:39 PM 4 admin
Login Documents Daily Report (Today) Daily Report (Today) | Nov 16, 2012 3:52:39 PM e admin
Daily Report (Yesterday) | Daily Report (Yesterday) |Nov 16, 2012 3:52:39 PM L4 admin
Domain Dashboard Domain Dashboard Nowv 16, 2012 3:52:39 PM L4 admin
Internet Traffic Overview | Internet Traffic Overview | Nov 16, 2012 3:52:39 FM L' admin
Security and Traffic Security and Traffic | Nov 16, 2012 3:52:39 PM L4 admin
Overview Overview
Security Overview Security Overview Nov 16, 2012 3:52:39 FM L' admin
[ List All Public
Remove Open Duplicate Edit Filter Edit Settings
T
| =] S
Shared Documents(&-8 2A{) 00|22 & = 2|gtL|C}. Shared

Documents(&-F &A1) HO|X| 7} & L Ef

st

EME 4
Edit Filter(2E| M) E =

-

iz Filter - Daily Report (Today)

e

Components

Help

Domain/Device
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.
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New Shared Dot N

Document Name: |Copy (1) of Cyber Threats for Analyst_1

Document Type:

Cyber Threats

Public Document:

2M

e
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» Document Name(2A] O|E) ZEO|A 7| £ 0|2 S £S5tz H OK(=
ol)E 28511 New Shared Document(AH CH
2Tt

» Document Name(ZA O|E) ZE A O|2ES HEA
225l New Shared Document(AH 28 2M)Of
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Of7tO|E 2 Al A
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ddE Z2ME Gt B O A S Ao L.
1. SMC 0| Q| 0j| 5+ Of| A| File(}?!) > Manage Documents(gA| &2|)E MEH
otL|Ct. Manage Documents(2A{ 2t2|) Cizt A X7 G &1L Ct.
= I\.‘!anage Documents for user "admin’ L
=N Schedules &
Shareducuments Name i SchenMeType -2 Ena_bled 1 SuEEressEmEn;yPDF > Wa_itOn DNS R2¢ Last Run i
= StealthWatch Hourly 3 v Hov 7, 2012 )o
Schedules Hourly Reports 4:15:00 AM
% Stealthwatch Hourly 4 4
Lagin Documents Quarterly Reports ]
StealthWatch Weekly L4 L4
Weekly Reports
(Friday Afternoon) =
StealthWatch Weekly 4 v
Weekly Reports
(Monday Morning)
StealthWatch Weekly 1’4 L4 _
Weekdays Reports
(Midnight) -
[ Archive H Run Mow ][ Refresh ][ Add ][ Remove H Duplicate H Edit ]
2. Schedules(27) 0}0|2& Z &gt |LC}. Schedules(¥d) I{|0| X| 7} & &
L|Ct.
3. YYE 2M7t=etE 2ES B SEYLILL 12, Last Run(OHX|
of &) Eol= 2F0| OHX|Be = JlE FWL A|ZHO| Lot A LIt

=AM &Y
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Date/Time A

Document Name %

Nov 7, 2012 3:15:00 FM

Corporate Network
Overview

531.54k bytes

Nov 7, 2012 4:15:00 FM

Save

Corporate Network
Overview

520.74k bytes

(ot |

Remove

[

Ct. Print Preview(QI2{ O|2|£7]) CHzt AXH7F S EIL|CH

Print Previ

E)« < [rage s of 203 3 %

| Auto Fit LN

Corporats Netwoek Overview

Created on:
Mov 7, 2012 4:15:00 PM
Coordinated Universal Time

Filter Summary:
Domain: EmokeNet-Beta

Corporate Netwark Cveriew

Domain "SmokeNet-Beta"

Page 10l 208

= LI

2M 2
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SEE o2 0[N AH HHE SMCH| ZHsHIAIS.

2. UEIM AL St 21T MHIAE FIHEL|CH

3. ZHAEXED MY 4 QU Stele HIolHE A-e ot

4. AHEXte| H|O|H 9gg F7tet

5. Zb ALSXAPIF MM AT S UA St E SMC 7|5(F, HE 24)2 28
L|C}.
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Fa:
7 BER AN XY ALBAHE BE SMC 7|50 AN A 20 ofat
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IL|Ct. 7|2 X O 2 Stealthwatch System2 2 Z 015

O] 7tX| HAH S A8 E

HM&otes 1-°80| Zetk|of AS L.
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DI_O

OE
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oIS MH[A S BtLHE AH8dtE 4

A28 AN AES 23K 0]2{eh MH

o
°
3 SILIE 2B E 2 SMCE 74E 4 UL LICE Stealthwatchof A= Lt
MHIAE X AL

» RADIUS(Remote Authentication Dial-in User Service)

» TACACS+(Terminal Access Controller Access Control System

=9:

t

A|AHIO| M RADIUS Q1=
A2 X}Q| Active Directory AF2 X} A 0| A "Dial-in(H 3t )" M AT 25t

ME 2 Windows Q1B Y 215 MH|AE AHESHE 82,
.I

E|0f QAO{OF LIt O X| o™, AL A= SMCOf| 2018t = GlgLIL.

2IE MHIAE F710t = 82 TS HAIE SdSHAIR.

1. SMC 0|9l 0| 50| M Configuration(Z4m| 12j|0] ) > User
Management(At-2X} 2t2])E MEHSHL|Ct. User & Role Management(A}
XA A a]) it X7 S L

1 =2 =
\= User & Role Management =5
Users = = = = = =
Name *t | Description % | Service Name % | Service Type % | Email Address % | Enabled % [Administrator# | Function Roles % |  Data Role
e admin Admin User system v v Al All Data (Read &
Function Roles Write)
Data Roles
Service
Add Remo Edit hange P: d Documents
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2. Authentication Service(21Z AH|A) O}0|2E =

= LI
Authentication Service(9!S A{H|A) I{|O| X| 7 € &l L|LC}.

i User & Role Management E

® Authentication Service -

Users |

Mame
|

Function Roles

e

Data Roles

Authentication Servicel

Description ¢| Authentication Type *

Remove Edit

3. Add(E7})E Z=gtL|Ct. Select Authentication Service Type(915 A{H|
A QF Me) sk AXI7F F@LCH

| . Select Authentication Service Typ

ACACS +

e )Ce=

4. YUBtE MH|AE MEAS CHS OK(ZQ)E S2F LTt Add
Authentication Service(91S AMH|A 3=7}) CH3F A X}7F G 2L LY.

General
Name: |Rad\us| |
Description: |Password authentication |
Settings
Cache time out: ‘ 300 | seconds
Prefix: ‘LC\ |
Suffis: ‘@yourdumain.mm |
Servers
1P Address i Port s
Edit Remove
Help E} Cancel

ARE AL 2t
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Add(F7hHE 225t 215 M FEE F7I8L| L. Add [Service
Name] Server([A{H|A O| 2] M H 3=7}) CH 3} AX}7F G &L Ct.

1P Address: .1.62
Port: 1645

Secet:  eesses) |

b IPFEA
b OIZ MH|A A ZE BS

P O 22| Xt7F AL RO A HS e & = (RADIUS) EE= 7|
(TACACS +)

OK(2}Q1)2 S 28 L|Ct Add Server(A{H Z7}) Chat AtX{7} SHeL| Ct.
Add Authentication Service(9!Z AH|A F=71) Lt AXHO| Servers(AMH)
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CH&} AFXEZF EFEILICE A} A{H| A7} Authentication Service(Q1Z A{H|A)
H| O] X| Of| LtEFELIC.

Authentication Service

Users
Name a1 Description = Authentication Type Y
e Rad ‘ Password authentication ‘

Function Roles

e

Data Roles i

PR

AR _eeaia o
it

-l .

10. Close(Et7])E 22510 User & Role Management(At2 X} B! gt 2t2|)
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o
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= T HAH .

HOolE dgts 715t Chg THAE st Al 2.

== T
SMC 0| @I i 5+ 0f| A| Configuration(Z411| 12{0|M) > User
Management(A}2 X} 2t2|)E MEHSHL|C} User & Role Management(A}
X3 g 2a|) oot X7 SE L

=2

-—

=

1= User & Role Management

name ~t| Description | Service Name % | Service Type # | Email Address + | Enabled # [administrator$ | Function Roles % | pataRole &
admin Admin User ‘system v v All All Data (Read &
Function Rl Write)
Data Rol
Service
Remove Edit Change Password Documents

Help

2. DataRoles(H|0|E| Hg) Ot0| 2 22| gfL|Ct. Data Roles(H| 0| H Hgt)
H|O| X| 7} E &Lt

(- User B Role Managemen X))

‘ Data Roles -
Users —
Name sl Description -
‘ All Data (Read Only) All Data (Read Only)
Function Rol
- n o= All Data (Read & Write) All Data {Read & Write)
Data Roles

Authentication Service

Remaove Duplicate Edit

Close

Help
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Add(F7hE ST L

Add Data Role(T|| 0| E{ @8t 27}) Tt AFXF7F Q&I C}.

i Add Data Role ==

Name: Internal Hosts
Description: | View Internal Data Only

Data for this Role

Configure

i

-7 sMc
lé‘T_r; Domains
=% Lancope
EE@ Inside Host Groups
4P Inside Hosts
EH@, Outside Host Groups
GR, Outside Hosts

<
o = HDDE
a

Kﬂ Top-Level Host Groups
] VM Servers

[ FlowCollectors O
L} External Devices O

e Identity Services

H D=

Cancel

Name(0| &) 2 =0 HIO|E & 2| 0|5 YH HCH

(MEHALSY) Description(& &) ZEO| HIO|H J&to| 2FS e T
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1= User & Role Management @
B Data Roles &
Users Name =0 Description i
% All Data (Read & Write) All Data (Read & Write)
Function Rol
- |n o All Data (Read Only) All Data (Read Only)
= ( Internal Hosts View Internal Data Only )
Data Roles
Authentication Service
Add Remove Duplicate Edit

Close(Et7])E 22510 User & Role Management(At2 X} B! gk 2t2|)
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Management(A}2 X} 2t2|)E MEdSL|Ct. User & Role Management(A}
XA 2 A 2a|) tiet X7 SE L
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Add Data Role

Name:
Description:

Data for this Role

Configure
=4 FlowCollectars

55 FlowCollector-Primary
[EHE Exporters

& asall

- corel

-2 wanrtril

[=)i&! FlowSensors

-5 FSCOREOL

- FSENGO1

[55 FSVEVM150
-5 FlowSensor-JB
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-5 flowsensor-dc
(=% FlowCollector-Secondary
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Cancel H Apply ]
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[ s User & Role Management g
=Y Data Roles =
Users Name =0 Description i
All Data (Read & Write) All Data (Read & Write)
Function Roles All Data (Read Only) All Data (Read Only)
' FlowCollector_Primary View Primary FlowCollector Data
Authentlcatwn Service
Add Remove Duplicate Edit
Che MU= A% TIAR LI
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Data Roles
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All Data (Read & Write) All Data (Read & Write)
Function Rol
L \n 0=s All Data (Read Only) All Data (Read Only)
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‘ FlowCollector_Redundant View Redundant FlowCollector Data )
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SMC 0| | | 5+ 0f| A| Configuration(Z41| 12{0| M) > User
Management(At-2 X} 2t2])E MEHSHL|C. User & Role Management(A}
X 9 AL 2a|) ChSH AMXF7F D2l ).

=
2. Function Role(7|5 ¥ Ol0|2& Z2!8tL|LC}. Function Role(7| 5 ¢
<) HO|X| 7t S &L C.
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i User & Role Management @
=Y Function Roles 2
U
S Name o8 Description 2y
-
= All All Functions
Function Roles
Configuration Manager Can configure appliances and domain
% settings.
Data Roles Network Engineer Can view all traffic related functions.
% Security Analyst Can view all security related functions.
Authentication Service StealthWatch Power User Can view all functions other than
configuration items.
Add Remove Duplicate Edit
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=/ Add Functional Role =

Name: Application Admin
Description: |Can view Top reports, status, and traffic info.

Functions for this Role
=¥ i

Top Flow Services

- || Top Flow Applications
Top Flow Hosts
Top Flow Ports
- |¥| Top Flow Protocols
Top Flow Peers
Top Flow Conversations
- |¥| Top Interface Services
Top Interface Applications
Top Interface Hosts
- |¥| Top Interface Ports
Top Interface Protocols
Top Interface Peers

- [¥| Top Interface Conversations
[ [¥] Status
[ [] security
[ Hosts
[ [] Traffic
[ [[] Reports
[ [¥] Flows
[ [] Document
[ [] configuration

[ unselectall || selectall |

=+ User & Role Management

e Function Roles =
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S Name =0 Description =y
3
- All All Functions

Function Roles

e

Application Admin

Can view Top reports, status, and
traffic info.

Data Roles Configuration ﬁanager

‘Can configure appliances and domain
settings.

Authentication Service MNetwork Engineer

Can view all traffic related functions.

Security Analyst

Can view all security related functions.

Stealthwatch Power User

Can view all functions other than
configuration items.

Add

Remove Duplicate Edit
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EEO‘” A|-_g_xl-o.” EH-CF_}. |AE-| %:'% Internal Hosts b
OI:I F-E‘l_(.gl}' |_| El- Function Roles
CTau
Af%ﬂ-_c_ﬂ ID% o_l%_(‘)_l-f E” %Appgcatmnmmm
Configuration Manager
AR Q1= MH|AZ MEHS
|| security Analyst
|_| EI‘ || stealthwatch Power User
SMCOf| A O & £ 8
UYS O AR BLYE | L] (aemei)
E 2785t ® AL At| of |
U F2E YL
O] AFEAI7F SMC Z22t0[E QI I 0] A0 =215t O|H &S Sl
0ot El £ A1 4+ ASHES 47 512{ ¥ Enabled(ZA3HE) TH0I2re Mey
St |__| |:|-
= .

ARO[ A 22| XH ATHo] ERohot?

» CHEO| 0 9l A2 SMC Manager(SMC 22| X}) =tQI2t2 MEHSHL|C}.
CHENO| OFL| ¢ B% 12EHA| 2 O|S&tL| Ct.

P CiEo| otL{e el &

°
T Ohs HAZ AL DAL

Ok

Data Role(G[0| €} %21 M MO| A EECHE MXHE 22541 0] ALBXto|
A 22e 6 0|Ef 222 MEBHLICHO: Flow Collector_Primary).
s

=
ol3H) M MO A Of ALSXIOIZ BEE J]5 AES &

=202 = —

n

Function Role(7|
E4BILICY.
OK(Q?_I)% %él E}. I—l I:l' Add User(Al--g_ i Password @
X|’ $—7|’) EH§|’ *I'X|'7|' L_l':F-é-l_T'_ PaSSWOI'd(Hl Current

I Sy s
SIXH M0 A 22| ArEALS| HIZE S E | |,
OI:I E_=|| '<'>|;II- |_| |:|-_ Please enter the new password for user "jsmith":
SIESle O ChS OIS AsystL|C} oot e
o= A
g ct.
» Confirm Password(H| 2% =2t0l) ZEQM H|Z2HSE CHA| YT

L|C}.

AFERF 2|
© 2016 Cisco Systems, Inc. All Rights Reserved. 345



ateat]ie
CIsco

15. OK(&Ql)E S eLIL}. Password(H| 2 'H =) CHjot A7 EglL| . Al
A& X7t Users(A-EA) T O| X|Of LtEFE LI Et.

1=+ User & Role Management @

Us
Name*" Description 5 Service Name % Service Type s | Email Address % | Enabled % | Administrator # | _Function Roles + Data Role

admin | Admin User system " L All All Data (Read & Write)
Jemith | Support - Tier 1 local LOCAL Jemith@mycompany.com| Network Engineer Internal Hosts
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Name “*|Desc...*! | Authentication ...** |Authentication Servi... ¥ |Email... * | E... = | Administrator + | Functi... ¥ Data Role i
‘ All Data (Read & Write)
Function Roles
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Analyst_1 FlowColl Analyst

ector

data

Data Roles

Add l [ Remove ] [ Edit i [ Change Password ] l Documents l
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General

User Name: ‘Securityﬁhnalystﬁl

Description: ‘V\ew FlowCollector data

Authentication: [Iocal
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