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STEALTH
( WATCH
By Lancope

FlDWCU” EtF|Dw VE

3. XFF SMC, &= Ui K T JT -

7N
STEALTH
(walsH

Sign In

Vision to secure, , " st

Intelligence to protect ™

TG, AT LR B AR

User Name

Password

a. fE“H 2B, # O\ admin.

b. 75 “# % Bt /1, # X\ lan411cope.
c. NiBZF.

5. Wi UL TH BE BRI AT T o Rl 4R 4R
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2N\
STEALTH

By Lancope

Welcome to the StealthWatch Appliance Setup Tool!
Thi ill help y il 5 i g

* NTP and

6 Step 1: Add Enterprise Domain Information

Domain & IP Addresses

rganizatio nain and the IP ad

Domain Name: stealthwatch

IP Addres

Bulk Upload: (S

6. M ABLEK IP ML, A5 Rt —F . A H I B R AT T
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# stealthWatch Management Console VE
A p

Password Management

E Step 2:

- Password Management

Required

7. (EAHSLE B, BENHT R B Y, SR E AU T — . L A4 R T T B B AT
It

Host Name and Domain

Enter identifying information for this appliance and the netw

: Host Name: smc-01
d 5 Step 3:
HostName and Domain

@, steps:

# Review:
"

8. TEAH AT BL, BN EHLA FIM 530 2 FR, AR5 sl T —22 . “DNS ¥ & "Il
bt B 4T T

©2017 Cisco Systems, Inc. AllRights Reserved.
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¥ StealthWatch Management Console VE

plianc

DNS Settings

Delete  DNS Server

| 2111

E' Step 4: -
DNS Settings

o Step 5
NTP

ick the + button. To

9. s + ¥4, AR)5HE N DNS RS 23 i IP Huhik . fids F—3B. “NTP ¥ & 7 i B Bp

1%

HEE: HESE N NTP RS 28 B N pool.ntp.org. iX ¥ 7 ¥ Stealthwatch % % 5 1

NTP Al 55 % 1) B& ¥ ntp.org ¥t , DL ¥ & ¥ & 1) I 18] .

# stealthWatch Management Console VE
e 2

NTP Settings

Delete  NTP Server

0 Step 5:
NTP Settings

# Review:
Re!

© 2017 Cisco Systems, Inc. All Rights Reserved.
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10, B LEZHARE, HTUMAS SRS E, 7 R
VE R N B NTP IR 45 58 1 1P Mo dik, 3 it i ) (e
% BRF I T B 91 2 v k45— 48 B 0 4 44 7K
2 ] 2% B LT T
11, S F—. 8 2T m b6 R 4T T .
# gtealthwatch Management Console VE
Review Your Settings
‘) Reyiew: :
12, HEEHRE, KRG S B . B S HERE BT T
13, S5 LA B A, DUEF RG W B AN, RS T—%. 25, B&NETER
T [ B 4T IF
14, BN B FAEE, RI5 S EBF.
15, 4 2 7530 A5 Fo A 75 B B & 2

12

o WIRAT, MR EIBIEE 15, JEX T — A& ER MR HiLE, ZRJEREE
SMC.
o WREA, WEEET D
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16. HAC & &5 — D EiME— 1) SMC Z J5, 4k — & 0“ id E R 407

fic B & 5t

56 BE B 5 SMC (VE) fE W I T A3 e & Ja» RIATACE R 48

HERE D SMC & H i BT A & b U 0T -« 5N, SMC K T i 55 it B i A s 3t
ITHEAE, REMLIEEMICE .

EE: MREMEHETIH SMC, WA FAHRGRMAE L, R)J5 1T —H 2
HAum. K5, WATfENFE SMCHR. B RGN X R H#ITHE.

A0 CE TR W T T BE BT T

2N\
STEALTH
WATCH

By Lancope

Welcome to the StealthWatch System Setup Tool!

Thi p you configure your StealthWatch System step by step

For more information, refer to your StealthWatch System documentation

Continue =»

1.0 R 4Rk . U n A b 35 B 0T T Bl R AT .

© 2017 Cisco Systems, Inc. All Rights Reserved.
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 stealthWatch Management Console VE
p

Domain & IP Addresses

W- Add Enterprise Domain Information

ndthe IP e monitoring
Domain Name:

IP Address Ranges:

2. TN RGP Mk vE (AT DU CIDR. R 2 38 1 V0 [ L[5 A 20 B 1) 7 94
5 IPv6) B A it & b AL ok SN IP s hE VS (1 CSV S0, A5 i F—2 . “B&’
U BE R AT T .

FER: CSV IR 9 IP bk 6 2 iy F 5 B Fh 7 75 70 B - 08 5 L G2 SN L A L [
LT -

# stealthWatch Management Console VE

em Setup

®

Appliances > FlowCollectors
IEF_
—  Appliances
O FlowCollectors.

O FlowSensors

Click the "+ button

Licensing

mplet
Finished

© 2017 Cisco Systems, Inc. AllRights Reserved.
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3. midlh + LA o WS IR B U B A% X U A BE B AT T .

] Add FlowCollectors

Establish communication between the FlowCaollectors and the
sMC.

IP Address

4. FONRE R IP L, S5 R T — . A5 X 1 E B RO T OT

] communication Established

Review the information below, and click ‘Add" to finalize the process

IP Address Model
22.32 FCNFVE

Host Name Version
as- ~fe1 6.9.0

FlowCollection Port
Receives data on this port

2055
(o]

F AP TR - 75 0D IR A 0 U B B A A A SRR I T S 6 20 AR VR B WA R AR
B R A% 4% M Stealthwatch & L% i) & (SMC) 2 [8] 1) i & P T8 o 4 5 i R $AT
PR AE, U 2R GeoRs AR 1200 A BE AT B B0 B B o) — SR AR B . EON RN R E R
o AL R A K A ) i BB TE , 1 5 LR P8R

No g hkowbdh=

5 FH A6 0 0 B 3 R & T 1P il SR 33 R Y R % B SR
FEEMSHERK S, NEEE > EBHERARRE.

MM ERRG.

£ RSP AL Bodr, 88\ SMC f# IP ik

& SMC &L 4E .

st B -

fE ARG B TR BB s, AR, AR5 R A

5. it dIN . R AR S I I E R G
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9.

Appliances > FlowSensors

= Appliances
& FlowCollectors

O FlowSensors Click the '+ button

# Complete:
b

16 A ELUS NI B AR RS

o WRAT, I s ML RRHEBIE OD.
o WMREA, BRE T BB T,

BHE R R R fERE. BEP IR 14,

|

You have not added any FlowSensors. If you
continue, you must add the FlowSensor(s)
later in the FlowSensor Appliance
Administration interface to establish
communications.

Click Cancel to return to the page. If you are
sure you want to continue, click OK.

R+ AL TR IR AL B AR R AR 1 A B B

©2017 Cisco Systems, Inc. AllRights Reserved.
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ﬁ Add FlowSensors

Establish communication between each FlowSensor and the SKC.
MOTE: FlowSensors cannot be added to sFlow FlowCollectors

IP Address

NEXT

10. BN IP Hidik, 85 sl B S8 . “HAE OB L0 i HE BE B BOR .

ﬁ Communication Established (]

Review the information below, and click 'Add'to finalize the process.

1P Address. Model

27.139 FSVE
Host Name Version
sy 650
FlowCollector

"
Receives ata from this FlowSensor

m

M. RS R P ke — N R UCE &, K5 R

ﬁ FlowSensor VE Login Credentials

VM Server Address:

Password:

Note: If you skip this step, the FlowSensor VE will not provide
accurate information about the virtual environment.

MR AR A U

© 2017 Cisco Systems, Inc. All Rights Reserved.
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# stealthWatch Management Console VE

System Setup

Appliances > FlowSensors

—  Appliances

& FlowCollectors

O FlowSensors

n for the SMTP relz

iz, "From” Email Address:
& FlowCollectors.

& FlowSensors

ﬂ Step -
Optional Settings

O SNMP Poling

SMTP Relay Address:

# Complete
Pr i

13. SMC & 1% BT AF i, ¥ 78 “ R A+ N7 B A da N BT 75 09 B0 44 Ho 4k
14. %\ SMTP H 4k itk , 28 5 s~ — 20 . “SNMP 15 & 01 [f B B 7 FF -

©2017 Cisco Systems, Inc. AllRights Reserved.
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Optional Settings > SNMP Polling

the I query
Enable SNMP Polling
& FlowCollectors.

& FlowSensors

Step 3 : Polling Interval:
Optional Settings

= SHTP Settings
O SNMIP Poling

Community: public
" Step 4:

15, A LE, HBERE(HARGEERE - F/H), AEAET—H.

R R EESNMP Fig A 37, 24 2t AN P 44, 2R 5 A T BLgk 8¢ 3%k T 5 £ 38 R
i 27,

16. “HLIBC M 17 iA] (SMC)” 5 1 [t BV 4T T

& FlowCollectors Direct Access

& FlowSensors @® NoAccess

Access Via Proxy ¢

= ettings
1P Poling

G

Internet Access

# Complet
Fini

© 2017 Cisco Systems, Inc. All Rights Reserved.
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17, R & 3E W BB 1R 287 .

o AU BB SMC A 2 3 15 31 LI W o 85 0 2503 B U7 0] BUBR 4 g AN T 80RT
Y e SR AT VR AR o A8 AL I B R — B 4T T 58 T

% stealthWatch Management Console VE

Licensing > offline

1e Internet. Ifthis 1, click Back to return ta th

Step 5:

Licensing

# Comple
Pr

o EREARERS YT - G0 SMC i A H IR 55 &% 7 12 B B BE M . AQHE i E B
2R .

Internet Access

TR RSS AR E, R AT T—H.
20. GnARGEFE T UEE YT R EGE & 1 AE v B, VR )L T B B AT T -

©2017 Cisco Systems, Inc. AllRights Reserved.
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% StealthWatch Management Console VE

Licensing > Online

e Internet. If thi

= FlowCollectors
edin the

= FlowSensors.

SHMP Polling

Step 5:

Licensing

# Complete:

21, g R BOM VR R L BE R . BRI 20T R Stealthwatch 77 i SCRS H P 3R (1 VF
AHIE
22, FRHAF LA, A d T .

ERE: WREEREMN RE2ER—FKHE

23. i B SE o o8 L TH B ED AT O

Complete

Flow/Collectors.

& FlowSensors
Step

TP Seftings

= SNMP Poling

4 Complete: Launch =»
Process is Finished

© 2017 Cisco Systems, Inc. All Rights Reserved.
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24. S RBNE F) SMC % 7 Ui 8 3 DU « — 2% B B BT 7R o R R RS R &
VEAL, Wl — 20 2, MR Mt S MRSV AT B S M HE R . Nl
— A R

You have not added any FlowSensors. If you
continue, you must add the FlowSensor(s)
later in the FlowSensor Appliance
Administration interface to establish
communications.

Click Cancel to return to the page. If you are
sure you want to continue, click OK.

25. WA B S WG A B P B8 R R B R AT OT B B, SR A gk
e —#r 2 26 Tl WA B R T AT I B

S

26. 54 UDP S m) 282
u

NARA, AL T —#r“ SMC B & UDP & [ #37,
o MR KA, VE kS i v A A B HEAT BC B E

M SMC fic. & UDP & [a] 2%

W R A& 1) Stealthwatch £ i th 45 UDP 3 [ 2%, U 7] BA A SMC Web App it & , DL§
SMC & # UDP F ] 2% . 2 )\ UDP F: Jr) 28 A & 347 & #, 15 2 [ “ Il & UDP S Jr) %
FL

YERE: SSLH T M UDP 57 #% |7 Stealthwatch & # % i 4 (SMC) K iX 74 K .
7 UDP &[] 2%

ZLIR N UDP i 38, i 58 LT 4 B

4 UDP Director Configuration

B8 UDP Directors @

* Name + Device IP <+ Device Model Management Channel Status Actions

My UDPD 40.103 UDVE ®
Last Seen : 3:06 PM 11/11/2016

© 2017 Cisco Systems, Inc. AllRights Reserved.
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< UDP Director Configuration

EH UDP Directors @ 0 Add New Configuration ¥

UDP Director

MName:

UDP Director 01

IP Address:
i.3.26|

Cancel

A B s
VR UDP 15 15 , 681 7T L SLIE B 6 R T
52y UDP 11 8 B B 46 R MU, 156 1D 26 38

Actions ~

Edit
Delete

Configure Forwarding Rules

Configure High Availability
Export Forwarding Rules

1. EFFERAE > B RN . e kAN T B BT I

= UDP Director Configuration | Forwarding Rules: My UDPD -

DESCRIPTION SOURCE IP ADDR... DESTINATION IP ... ~ DESTINATION P...  Actions

2 temp2 All:8989 073 2144

Actions «
1 temp A07.2:9088 071 2155 Actions -
3 temp A07.2:9044 1074 21585 Actions
4 temp 107.8:9088 A07.5 2157 Actions -

© 2017 Cisco Systems, Inc. AllRights Reserved.
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2. e m L .

Forwarding Rule

Description (Optional):

Source IP Address:Port -

Destination IP Address:

Destination Port Number:

Cancel Save

3. FE VLW Berh, A R A R U R R 1 B
4. FE“YR 1P My bk i 13 R B, BN [5] UDP 3 i) 88 3% H0d 1 146 1 IP ik,
Je B 3 FG O A B o 1S

HE:

o i FE R IP HULELER OS], Wb R R R ATR .

o VRTTDUAE G 255038 18] % i (CIDR) R RN — 251 IP Hidk

o BT LLEE A, 75 %0 182k B AT IR 1P Hh kb A3 .

o ALK YR P Hbhk v OV A RN BT AT R, AT ZE U P A DX g 2 A
A~

« 10.11.16.38: 5322
» 192.168.0.0/16:9000
« All:2055

. AECH bR IP bk B, i N N UDP 3 ) 2% H2 WOHOHE 1R B 4% 1) 1P Hb bk
- AECH brim 05 BOR S SN BRI A 1 I S

- LT BRFF o T UK R B e SR R T ) R A

8. &1 E B IF L L ?

N O On
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fic & R 4t cisco

a. WIR B F P, 1 v UL T0ES 1R 2D sl . &R ST DR AR U
b. Qi RANF 2, 18 ol LI T0HS 00 5 G R A . G SR R B s T R A
HE, 1 R 2

8. MR F HERIZLE, LA INE KM .
9. ZRELT — &l W A AT E .

FEE: WREFLEEFE MBI UDP SR, ML gicikinSmes Laaaeb—
ZEERMN . HAEFEMEFE UDP SR, RENHBSRSERTZILE T
B AXRAE HABR &M UL, E# 228 33 71 “Ii & £ UDP T |7 83 HA”,

ﬁﬁ&%%@ﬁﬁiﬁﬁ@ﬂﬁ

AFR oy $RAL UL AR, DA I e A AR ST R e ARORE AU i A I T

o & ELA
Hic B 2 Gt [A]

HE &A%

i & UDP 3 Ja] 4% HA
ERVERhE

BERrWAEHEAm

TE & E B (Admin) ST, 15 58 BCRLR 2D IR

akrown =

R

o Stealthwatch 37 3 % 2% 2 Internet Explorer 9 } 5 i i 4, L K Firefox 3 2 % &
A o

o U SR AE N FAT AR DT T A O B ), VEIE BRI AR AT, RN AR IE E AT, KR
KRB,

CTEW R8s Mk B, BEON https://, AR ON R 45 P Hudik, 4R 5 % Enter.
2. 18 2 A5 74T JF SMC % % % B 51w 2

o WHR, “BRTUHEMK AT IF . A EAR R E By, AR EEREE.
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B & & 4t

't Stealthwatch

Vision to secure, e

Inteligence to protect ™ i | &
Padgweed

o WA, AR AU B % SR K 2 AT T .

~~ N\
STEALTH
WATCH

By Lancope
FlowCollector for NetFlow VE

6.9.0

Username:

Password:

3. A&, # N\ admin.
BT ER, A RSN E PO ENEEED.
5. MiiBF. WATHAEETE ST

B

STEALTH =
LW‘;.‘IE"" StealthWatch Management Console VE 4 C] =
i Info! This page automatically refieshes every minute - last refreshed at 13:35-22
System
IP Address 26141
Host name: 16-6-sme-v Domain eng lancope local
name:
Total Memory- 36
Load Average: 0.0, 0.03, 0.05
VM Server Memory: 1G resemved. unlimited
VM Server 1.02GHz reserved, unlimited
Free Memary. 343G CPU:
Uptime: 2 days, 21:36:04
Version 660
Build: 2014.09.09.1223-1 Platform Vware Virtual Platform
Serial No SMCVE-VMware-4.

6. k&N —# i E AR ST E
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Ne B AR GLi A

BB B b X 2% I TA) B (NTP) TR G ik [) (B X)) ¢ B, 36 58 LA R 2P 3R

R S TR K SMC At (= B % % A1 [F 9 NTP IR 4%
Rt R A U AR 28 5000 R B W A, 15 E B E A S SR E NTP R 4
AR BEE, DA e AT A T

1. ERLEHERAMEHEHKT, AGEEF LIS (+), K5 &S R E M
NTP.

#~ Configuration

Time and NTP

“‘NTP R4 28" W 4T 7, Hh B REA & & E TRAAVBRE T KE
) NTP AR 45 2% .

System Time and NTP

A Warning: You should restart the system after applying changes to system time
settings_

NTP Server

Enable Network Time Protocol

NTP Server Delete

13.35 O
Select a NTP server to add:
Enter a server name to add:

[ reset | ooy |

Time Zone

2. 1A N RBN BZ UL I DS 3 DUBC B B R G (A .
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IIIII
Cleco B # G

e P e e e i o PN
Time Zone £
Current Server Time Zone: Etc/UTC i
Select Continent: |Z| !
Select Country: B
Select Timezone: IZ‘ ‘
Ll A,

3. AT UL #R A

o MT LA R rh ik £ KB
o M LB R r e £ X AL IX 7
o MR LA ik £ X7

“I 3 R R RO .

Time Zone

Current Server Time Etc/UTC

Zone:

Select Continent: North America v
Select Country: United States v
Select Timezone: America/New_York — Eastern Standard Time [GMT-5] [w

4. i LR DL S OSBRI AT T

Are You Sure?
You should restart the system immediately

after making changes to these settings. Are
you sure you wish to apply these settings?

Cancel

5. miiE.
6. BRI BN =LKL IE 2 UDP 10 4% 2

o WIIRAENC E W EALIKAY, AR T — & o B AL AR .
o WIRFEWCE UDP F1a) 4%, 15 4k 42 Il & UDP S (i) % KL 2 o
o IR T HCANE, U Ak BE ORI ) A AT
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M B I = A% J s
It B 0 L — U, D R B 1D
S U 0 5t B SEUR SRR SR LR 2 B
. E ST, AR LN, A A AR

#& Home

#~ Configuration

Advanced Settings

riual S

T B BT B R T T

FlowSensor VE

Advanced Settings
[] Export Packet Payload

[[] Export Application Identification

Include IPv6
¥ Include HTTPS Header Data (Applies only to [PFIX exports.)

¥ Include HTTP Header Data (Applies only to IPFIX exports.)
Export 32 bytes of the HTTP Request Path.

Flow Export Format:
(O] IPFIX

NetFlow v3

2. EEEEM TER MR E:
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IIIII
Cleco B # G

T H Ut B

FCVF 18 35 28 U B A% S A AE LR 08 A U AR 2 X HoE o A 1 A

o
F B A AR GBS 07 26 A%

FCVF 18 Fi5 28 U B A% T A 18 7 Wi B A R AR 2 A A 2 i TR ) B
o Bk, U8 bk i &, A B A= AR

AHE IPV6 - 70 ¥ 1 52 TR A% AR 2 15 20 M IPv4 A1 IPve £l 4. 4%
PSS B, R AR AR IPva BdE A .

SH HTTPS HLBEE - A e g iR B S E R R 2 WAES T
S 1 R AR R B RS HTTPS i B 1k . 2uds & SSL A JL & Fr AN
LRV SSL H A& FR . M B 5 EH R KM E N IPFIX. K fH Jy 256 7
o

[t HTTP G B0R - 7o v 8 45 0 Il B A% S s 1 3L R 08 Z URLAR 48 1Y
B b RSB A HTTP R AR ko b g e B, wrid i — A4l B
T BOR IR TE iR AR R A 0 D R U — B (9 HTTP B4R (LA
FAL) BB KK . bl e B A R R R i B IPFIX.

FOVF I 48 72 I 5 AL IR A 2 A IPFIX L 2 4 ] NetFlow vO it & 41

i i % 3 B 5

RFEIEFUTRELZ

NFTE B DR BN ERT -

o YUTEAE AR SRR i IS .

o BIFAZEIR AR ORISR .

o BN

o FRAREEAK pps A ELE K,

o SEUEZAE D A1 —1 NetFlow FH 4.

SEAF R o PR EAL KD RAA WA 0 IF Hi# ik TAP & £ i 14 A

AR O M ZF -
o VRIS EEANIR AR BB OO0 BoE k4T EE A B0E M
.
o HHKZ WA,
o IR pps AL PR K,
o MEANEOMREE ORI LER AN A BEEFE .
o NRBLE B EA$E D B — ) NetFlow ic 3¢ .

3. miifi MA RAFIE.
4. YR8 35 TUHE TR S B .
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fic & UDP <3 [ & A I

R A E N SMC 2 UDP T [l 4%, U w) DUFE “ia¢ % 8 21 00 1 JC 2L % R TN o %
T UDP G &%, &8 76 20k 3 A8 i B oW R 2L R I B KL & eth0 19 IP Mk . 48
J5i » UDP [ &3 44 M ethQ e & X Be it &, [A) IR O % % 1) Bt A0 O B 1A 3 88 1 DR
G IP A1 MAC b ik .

ER: T IREL 12U, Lancope 2 W18 X BT A5 8¢ M 1 i & 0 P B R L DR 4% . I
75 W5 20 Fu VE IEAEAE A B 0 B RV B N T 3R L i 2 UDP = m) 2%, AR )5 A
2 YA (ACL).

%9 UDP T [ 4% Bc B AL, 38 $AT BAR 2D 3R
1. ESMEKS, SHREFLRMmS (+), K5 sEERAN .

# Home

#~ Configuration

“IF T R T B B AT O

Forwarding Rules
Rule
# Description Source IP Address:Port List Destination IP Address Destination Port Number Delete
E NFLOW All:2055 26.103 2055 o
2 SFLOW All6343 26.105 5343 |
2 Lo
L s -
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2. AE“ULHI T BUF, SN U

3. FE“YR P Mok 3w 1141 %7 By, BN i) UDP 3 i) 2% 50 38 4 1 I # 1 IP 3ok
R JE o N O L R IE N 1 o 5o T AR i Tk

[IP Hihk]: MO S] as in 10.201.1.41:2057

ER:
o BNCREE i L EBOR BAE T B BT A TR, B AILPR DS ].
. HEN All:3123
o f&3ETT LUAE AT CIDR(JE 25 B 48 ) 2% b ) F 5 RS A 1P 3 ik i [ . 41
i, ## O\ 172.200.1.0/16:9000
#

o JLH[AE N K N E ] “AIPEL CIDR 3 F 2K R 41 51 2 fr 75 1 f o
B o N NS R 22 soph i 1P i bk 24 5 S T i 5% o TAE .

o AN, AT LN N AT G AR O, 285 K %R E )
E BT 75 00 % H o o B 40, 180 7 K i 0 55431 1 BT A I A
RIEZE — AN, T A& AT DoKX S & A o, vk R R 2 B E
FH oty 111 55431 1) 5 tH %% 119 1/3 2 FH R #0111 44440, SR J5, 7] LA
ik 1/3 1 5t #3011 44441, Fbl 4% 1/3 1) Tt 2348 o 1
44442, SR 5, ¥4 5 11 44440, 44441 FiI 44442 [ BT A 3 2 2 5 )
S A H bR 1 55431,

BRI 5 — A% H, 15 1% Enter H 48 N T — /N IP Huhk flig 15

ECH bR IP k"7 B, #8 N UDP 5 [ 2% 322 IS 50308 1 8 46 10 1P St ik .

TE“H brum 1572 B, BN B0 & 1 15

WA 2 A% &% 58 R % ) UDP T 1n) 48 LAFE R 2 HoAh B2 Uik 4, 15 S5 T8 .
BoRPAT, BT UERE P ANGE . EE D, HH N UDP T 8% 5 N\ Bt
Bw&NIE.

8. SEHUJmE, miii B . “UDP ] &% Fic & "5 % il R 2 BB, 2 4 th B B & SEOHT i &
SCAF o BT AT B R 2 S s AE B e T
9. RGN E UDP 3 1A &% HA?

o WIRE, WAREETN i L E UDP T 7 4% HA.
o WA, TEYRLE S 35 UUUHE BT A % Ay
il H UDP & ) 2& HA

UDP [ & /& A) H 44 58 Vi HI P B B T & UDP 3 ) #% 2000 ¥ & o P47 sl #8278 4
JUART R B — IR R — D5 AR o AR Z T R AE X TR RO 27 A, TR 2 RN
Gl B o SRR R R T R AR R, A B R RO AR 2 O T

N o gk
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HEE. 0 T HARS K UDP 3 m &%, 406 20— H0 . kR 25 UDP 7
) & B B 7R, T (DR A7 KL E B SC A ) UDP S 1) & LU, 28 )5 K S 2
AN B3 =/~ UDP 3 [ 8%, LA OR B A 3 170 4% /9 00 UG A .

BE ™ B E X UDP T &, 28 )5 x4 B & 17 2% 2 i Bl 78 . R 4> UDP
17 o 0 LB A, U e TR A A 45 R PR o O SRR AR HUUR B T A A8 2
Fic & Stealthwatch & 4t b i) 82 4%, M A 75 2 5% 3 45 B UDP 3 A 28 JF 12 B8 e 4k B i
1 & L HA H 4.

Bc & = UDP 3| # HA

HHCE £ UDP T 4%, 1§ AT LT 2B 3%

1. 7£ UDP Sl 4 & FL A H M A& &b, R REFAMINS (+), A A&
.

o)
STEALTH |
(WAIEH

& Admin User

# Home

4 Configuration

High Availability

2. AR e AT R SR AU b, R b s m R v B S R R R i
HE .
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Enable High Availability Senvice

High Availability Settings
Virtual IP Address
Subnet Mask
Shared Secret
Syne Ring #1(Eth2) Unicast IP Address
Syne Ring #1(Eth2) Subnet Mask
Syne Ring #2(Eth3) Unicast IP Address 421

Syne Ring #2(Eth3) Subnet Mask 255.255.0.0

3. FE“HE L IP MLk AT T R HE RS 7 B, fa N 2 UDP S 85 1 1P MLk . (il Bh =
ar B P ik 5 2 AHIA]) .

VER: LIPS R A TR T

4. fEILEEHEB Y, AW UDP S ds 8N — A F /o (08K Bl hn & DS %
A )

5. fE“[FIZ N 1 (Eth2) 4% P bk "/ = B, N IP M bk A0 7 W HE RS o (BT 3% 1P
Mk AR R A2 H AR )

6. TE“[F 03 2 (Eth3) 5 45 P bk 7 B Hb, B N 1P b ik R0 7 ) 5 A5

HE: &1 IP Hhk (ethO. eth02. eth03) &R 4 Zi A7 T H B Bk i B 4% 1 W o .

7. f%%i?iﬁﬁii MM ERLE.
8. ARLL T —# o LA RS A UDP 4% .

fic B %8 Bh UDP & 7 38 HA

34

ZHCE A4 B UDP 3 A &%, 15 AT DL D BR:

1. B3 HA XS 146 B UDP T ) 2% 2000 F) 5 #% & 21 5 1H .
2. A E S — B A T Bose e A O E B B L B BT AT S B (AR A
FoAik& EATROESN A mES ), HUT S HER:

o [ 1 (Eth2) 8k 1P 3 it - 78 32 20 % E A b 5 B b 6 S L 10 T e N\ G At
P #hudik, {H 2 sk dib 0 40 5 2 2 & EIR AL R 23 1 B bk AE [F — AT
I

o [ 2 (Eth3) 8k 1P 3t - 78 3 335 % F A b 5 B b 6 S &L A0 0 i N G At
IP ik, {H 2 stk 40 5 2 2 & B AL R 2 3 2 R b bk AE [F) — AT
R
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wlvale.
CIsco

3.
4.
5,

s B OR AR B, JRAE B & B R SRR SS .
A TR AR E R
AR5 Sl N <1 7

HHT A Bl B

LA B WA, EHAT B PR

1.

2.
3.

6.

FEREEHAMER L, GFERIE>EFRHEL.

—

STEALTH |

( WATCH
Wime

& Admin User

B K U A B B AT T .

Please Confirm

Are you sure you want to restart the
appliance?

It may take a while.

No | Yes

A Yes.
BRAERE T REWELR?

o WIRE, AL - E U ULIE S,

o MRAKRAH, MEZRT L.
BRABCE 1AL K4 5 UDP F [ 4% ?

o WAGE, BREL, BIACKTEN T AN LRMEE! EWEshE, REfk
SR AR T 48 VM PA 855 505 B8 JF s 04 31 NetFlow W52 3% - E8T R 31 )
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CIsco
UDP 4 JT 46 Yo S K JF K H R 2 B E 10 H o
o WRBA, MEERT D,
7. BREAA SRR &

36

8.

o WMRA, EHET — T WIS i % .
o WHREKH, MEETF—F,

& %547 SLIC Dife?

o WHRAE, FHZEE M SLIC @i thft”— = .

o WREH, KEEK, BEEER T SMCHEE. G, REKITFHSR
B A AT AR .
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P b

AT

Bt i

7E 15 VF 7] Stealthwatch ¥ % o, & 06 25 56 31F 45 1F 7£ B2 U NetFlow £ #E » ZI6E, 15 58
BN AR eI Z R N W N A

‘ —
iz NI

ERE D SERCHT R BT R BGL R G A T AR SRAT A R R R AT 3 SR A
30 73 B .

51 NetFlow # 38 i 4

FE 4 U SR 25 W I 21 SMC i, it B AR 43 K ) SMC A% ik it & 15 2, SMC i i %
Aol SRS LA — P At 1 75 AR R IX B A o A DA S SEAE AR NetFlow # 4,
HE LT PR

1. (EAME A A, A s T R AR A8 R I
JRZ > NetFlow Wt RZ .

=] Enterprise

[+ 7% SMC

E| s ACME Corp

= ﬂ!ﬂ Host Groups
HE) L_,Network Devices
i b ) wM Servers
63 Maps

{2 ¢ FlowCollectors

. =~ FlowCollector VE-01

- (3 Identity Services « FlowCollector Dashboard

; U,,} External Devices

[ %a Test Domain Status * | a8 FlowCollector Dashboard
Configuration ' Alarm Table
Expand All Ctrl+Shift+E | 4 Fow Collection Trend

Ctrl+Shift+C
Refresh Tree Z1 NetFlow Collection Status [ |
Mitigation Actions

NetFlow U5 £ IR 25 1 B B 4T F
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.::II;::I‘;. IS E (S

[] NetFlow Collection Status x

Interface Current NetFlow Average NetFlow Maximum NetFlow
Count Traffic (bps) Traffic (bps) Traffic (bps)
FlowCollector-Primary: 28 259.47k 264.87k 293.12k
Deta
Status Exporter +{|Longest Duration Export (seconds) = [\Exporter Type “? | Average Flow Rate (fps) ™' | Average MetFlow Traffic (bps) = | Interface Count =
L core0l 71 Exporter 159 58.86k 7
(——.0.1)
v 043 67 Exporter 92 128.94k 3
L% .200.2 60 Exporter 74 31.62k 3
L% asa0l Cisco ASA 49 40.95k
(0 #1.200.1)
N ooz W 60/ Exporter 2 2.67k 9
e P stenne Ay— e e o ittt

2. EEHTA K Z AT NetFlow W& 7 Br. tb40iH {5 8 Box 7 IE/E M % ) NetFlow
ME. BREES TMEMRE?

s MRER, HHEET —F.

o MAXRH, BREEKFHE/MBSRE. (XA, EZS W SMC % /7 i B
PLFD )R )5, BET —1%.

3. BERKKREENFTH /. &0 58 7 2 i A a7 51 br s OF A 2SR b ik
FERPEE R R B 3 R VS I 51 o & 5 AN S H A8 B0 E R T 1002

o WIRE, MZEAT I & IEH
o WRAR, HEMRFEFFHIUTNSEALY, ZWREISHERASL. HE
T T A/ SR E . (KRB, W8S SMC & 7 i L7 B )

4. ERGAH SRR B %7

° ﬁu%ﬁ’ i%%@?gﬁ“/ﬁﬂﬂﬁﬁi} ISEo
o WIREAH, MEET—H.

kA SLIC Uifg?

o WMRA, FEHEET M SLIC I MhIEThiE— &,
o WHREH, REE, BOLER T RENEE.

S

o

©2017 Cisco Systems, Inc. AllRights Reserved.



wlvale,
CIsco

B Fl ISE

8k 3

AR AT By IR B A%, W] BLKE LR 2 SMC . AN B A 41 n R ISE( B 6y ik 45 5
).

7o B R ISE

ER:

o BT LK 2 AN ) B RHISERE SR U N 2] — AN
o K& BAL ISE-PIC 750 2| Stealthwatch & 4t ) 1d 7% 55 bt Ab 138 AL FEAR A« A7 5% i B B R ISE-
PIC it — {5 B, 2 &K EF ISE 0.
R ISE, 1 78 A BL T P8R

1. 7£ SMC Web . i A 28 b, e #F#HE > BF ISERRE.

alaln - Steglthwatch
CISCO.

Monitor Analyze Jobs Configure

& Security Insight Dashboard (nside Hosts)

Active Directory

“Us i BORF ISE”X 15 HE [E B 4T T .
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wm B ELISE

CIsco

Clustar Neme:
fest <

Cetificate: @
sme-sshort

Primary pxGrid Node: Secordery pxGrid Nade:
0000

UszrNeme: @
admin

2. B RLISE LM DA FK o BN AEH] B A} ISE S5 14> Stealthwatch

40

RGN B ZER

I WA UE S o BEAIE ) A PR S A R 45 B (Admin) Fi T B “SSLIE A7
A A4 R B R B N I 4 FRORE R, AT A 5 A B R AR D R g T B
(B iZIE 45 /& SMC [1] ISE J& 71 1 %5 7 st e 45)

BN IEIES 2 £ ISE £ B b 3 pxGrid 5 55 (1) 1P Hi kil .

(FIke) B N WA IEAE 5 B ) ISE BB F4H Bl pxGrid 5 5 1P #hdik o b5 AR
F T b 4 o G 2R 5 3 B 0 0 3 4 AR WL, DU ASE P Al BT R
BANEARPHISE & FNVEMHAKABERH P 4. AR E R ISE &%
b ISE &£ B F 1) pxGrid % /7 5 51 £ 4 .

MATEIN > B . B R ISE S N 2B A TR i 95 730 A e R
2 54 SLIC Tjfg?

o WIRA, WAL BN —F i ] SLIC JH IR U fE .

o WIREA, RER, BLLEHR T WAHKE.
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4

)8 FH SLIC Hj}ﬁiﬂﬁh

LA AC B Stealthwatch £ 1 &z J5 — 20 A& i ik SMC %% 7 i #% 1 i3 FH SLIC J8 i 5 o
G N ¥

TE A B R, 45 B S 5 Stealthwatch SZIRE F g L 7 >0, R EFEE > SLIC
B R B B

=4 Enterprise
El a smMc
- ‘ta Lancope Status .
Configuration * | SLIC Threat Feed Configuration |\,
Ctrl+Shift+E |[@ StealthWatch Labs Intelligence Center
Ctrl+Shift+C
Refresh Tree

“SLIC Jg B 5 e B "% 15 HE B8 BP 4T JF .
i, SLIC Threat Feed Configuration ‘ ﬂ

The StealthWatch Labs Intelligence Center (SLIC) is an online threat intelligence service from
Lancope that delivers a regular feed of threats to StealthWatch via a secure channel.

This service provides dynamic information about specific command and control (C&C) servers that
are suspected of being responsible for bot activity.

@) Note: T you require a proxy for your SMC to access the Internet, please dick here to configure it.

Enable the SLIC Threat Feed

SLIC Feed Key:

Neote: Contact your Lancope representative to obtain your key.

2. b fE H SLIC g i 57 55 1k A .
3. fE“SLIC & 7B, s NI .
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J& F SLIC & oh g

£

i
ik —

i

s
IS

24 1

RS o E 10 40 B A, Ak OB BE R
LR

T

J

C

=

It

EAECNP

2

A
“Fll] /Q’\

S BLAE AT BLUJT 4R = %2 Stealthwatch & 4t
M1 2 24 MM A T . B3RE
i Stealthwatch % 2 2 i &

gﬁfa FE SMC % /7 3ify 5T R AL Bl o s i

42

"&" 45 il Ik 55 % "(C&C) EHLAH 71 3,

SE)H ATy IR PR B BLH C&C A 55 a3 1 51 3% .

L% Enterprise
=+ %% sMC
-~ QE
E} 2 Lancope
=} ®} Host Groups
[+ & Inside Hosts

Cutcida oot
5 €

+ Command & Control Sewers\

(

=
-
3
o
=]
m
o
o
o
3

Earracuda

+ Bho-jba

= Blackenergy
+ Colddeath

s+ Darkshell

+ Ddoser

=+ Dirtjumper
Emo

+ Grum Tasks
+ Gumblar
Haxdoor
Hitpop
Hitpop Checkin
Http Post
Icepack
Tlusion
Irchot
Mpack
Methelper
Mital

+ Optima

+ Pandora

s+ Pincher

-
=y
m

= Torpig
+ Tsunami
+ Wsnpoem Config
= Wsnpoem Drop
. zf
= Zeus

onebac

Ices

@é@é@@éaééeé@é@é&é@é@é@éé@é@é@é@é@é@é@y«

= ﬂfﬂfﬂfﬂfﬂfﬂfﬂKﬂfﬂfﬂfﬂ]{ﬂKﬂxﬂ]{ﬂ]{ﬂ]{ﬂKﬂKﬂxﬂ]{ﬂ](ﬂfﬂfﬂfﬂfﬂfﬂfﬂfﬂfﬂfﬂfﬂfﬂfﬂ

H- (] VM Servers

H- & Maps

H- (5 FlowCollectors
- [ Identity Services
- [ External Devices
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