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Ct= Enter 2| £ =S LIL.
2. 22| A 22008 HOolK It €& LICH admin & land11cope(5 JtAl 2 5 /A2 At

TE2)E Q1S Login(R2121)S 228 LICH 5 H 2 01 S 8 LICH.

STEALTH
WATCH

By Lancope

FluwCuHetFluw VE

3. SMC2 22, &E HIOlXIJF 2 & LILCH.

STEALTH
WATEH

Sign In

Vision to secure, = " st
Intelligence to protect ™ o ——

- —

ol

tA® Uhs= =& &L L

£¢0l

User Name

Password

-

a.User Name(At E Xt 01 &) 2 S 0l admins & & & LI Ct.
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b. Password(Hl 2 1 ) 2 £ 0fl lan411copeE & = &f LI Ct.
c.SignIn(2121)= 2 & LI C}.

5. A& H Ol XI 2t & & LI Ct. Continue(H £)E 2= & LI Ct.

WATCH

By Lancope

Welcome to the StealthWatch Appliance Setup Tool!

pli 2.

Continue =

Management Network Interface(2t 2| U/ E® 2 @IEH H Ol &) H Ol XI 2t &

%X gtealthWatch Management Console VE

Stept A Add Enterprise Domain Information
Domain & IP Addresses

Bulk Upload:
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gut.



alvalen
CIsco

Aol IPFEAS QG

6. =0l

Management(d| 2 H S 2t2[) H Ol X| Ot & & LI Ct.

Password Management

E Step 2:

Password Management

Required

Required

7.

# stealthWatch Management Console VE

pliance Setup

Host Name and Domain

Enter identifying information for

' 5 Step 3: .
HostName and Domain

€3 Sstep4:
DNS f

e Step 5:
NTP

©2017 Cisco Systems, Inc. AllRights Reserved.
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8. ol 20l =& EOIED—I H|E°43ED1IO._|OI%%% ot 1) Next(Cts)E 2 =
=2

Y Step 2

anagement

QE Step 3:
#& Host Name and Domain

Delete  DNS Server

| 2111

E, Step 4:
DNS Settings

e Step 5
NTP 8 5

# Review:

9. + HES 2SI DNSAHH IPFAE S & LICH Next(CtS)E 2 2 & LI L.
NTP Settings(NTP & &) H Ol XI Ot 2 &

Z2D: 3 HI NTP M H £ pool.ntp.or g2 & & ol & Al 2. 0l & H oF H Stealthwatch 0 =
ctOlAAIINTP A2 L2 ntporgE U HAHAGHH HECHOIAA ANUAS EFHE

= ASLICH
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¥ StealthWatch Management Console VE
AF‘F‘HE e Se

NTP Settings

Delete  NTP Server

e Step 5:
NTP Settings

# Review:
Re

10.

Delete

11.

## stealthWatch Management Console VE

Review Your Settings

Management Network Interface Host Name and Domain

DNS Settings NTP Settings

r TP 1
e Step 5 HTP 1
NTP NTP 1
TP 1

# Review:
Review Your Sefttings

©2017 Cisco Systems, Inc. AllRights Reserved.
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12. 882 2E5 D Apply(R ) 220 LIC}H 20 0§53 A KHOF S &I LICH

This appliance will now restart. Are you sure
you want to continue?

13. MAIAE Z&F0I HEE MK £ 2 JI0e = Next(Ch2)E S & LICH 22
SHAHSAUOAHAC 2O HOIX It ESE LI
14, 20 Jeld &= Yot Login(218l)S 2 S LICH

15. R dotA=UE HSH0IH A JASUDE?

e JEUHENHAHZ SOIA US HE A0 HANAM T O ZXHE BHS0HA Al
.72 SMC= OHXI =0l =+« olf OF & LILCt.
s XN HUY, US HHZ 0lSELILH

i
02
il

OGS MEQ“AAE 247E H S A

o
ol

16. OHX 2 = =&2et SMCE 74
LICt.

ZFOo/1 SMCOI A 228 = 2E
™ SMC= Flow Collector2t SAIE 4= o2 A|IAE S HUz R2HEE =&

LI Ct.
SR:HE22H SMCE 1 4otl= B3, AAE2 0 0SS Y=ot LIH
Xl HOIXI Ol M= Next(Ct&)E 2= cliOF € LICH. Ol E 0l ot J| 2 SMCE + 4

BHALAHS &3S 2 ASLUCDH

a0

System Setup Tool(Al A & & & £)2 Al & W0l X Ot S & LI Ct.
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STEALTH
WATCH

By Lancope

Welcome to the StealthWatch System Setup Tool!

will help ep.

Continue =

1. Continue(Hl £)E 2 & & LI Ct. Add Enterprise Domain Information( & Z 2t 0| = &
Ol el 82 =Dt) WOl XI JF & & LI Ct.

% stealthWatch Management Console VE

Builc

Step1: A Add Enterprise Domain Information

Domain & IP Addresses

organization’ ymain and the IP adc StealthWa will be monitoring.

Domain Name: stealthwatch

IP Address R

Bulk Upload: 48l
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gh:csvitedoiPFEas & H,
= off OF & LI Ct.

Appliances > FlowCollectors

Step 1
@ Dom:

= Step2:
—  Appliances

O FlowCollectors.
Click the "+ button

O FlowSensors
3 ste
QY

7= Step 4:

® nter

Step &:
Licer g

7] Add FlowCollectors

Establish communication between the FlawCollectors and the
SMC.

IP Address

4. Flow Collector IP == 4 E & & 6t ) Next(CtS)E

thsh & Xtor € & L.

2 2 & LI Ct. Communication(S 4!)
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Review the information below, and click "Add" to finalize the process
IP Address Model
22.32 FCNFVE

Host Name Version

gs- -fc1 6.9.0

FlowCollection Port

Receives data on this port

-
A #EX: 0l & H 0l M Flow Collector &£ = Flow SensorE = Jtg & 2, Flow
Collector &£ = Flow Sensor 2t SMC(SteaIthwatch Management Console) 2+ 2| 22| i &
S UM EUSOHOFELICHO HEES oA X2HO EXNE =S [ 2F OlAl
X E 2 € LICt Flow Collector 2 Flow Sensorl| 22| 22 USHH U3 HHE
2t g LI
1. EctRMA HEU0IHAIPFLE AE0HH ol Hots S0l A 22

=]

QIEH MOl AN =2 a0 LICtH.

. 2= A F0fl A Configuration(?21 I] 21 ¢l 0l &) > Management Systems
Configuration(Zc| AIAE 20 14 0/&)2 2 & LIC

3. Add New Management System(AM 22| AIAE FI1H)E 2 & LI L.

4. Management System IP Address(2fc| Al AE IPF=A)Z2E0 SMCIPF=AE &

e LICt.

5. Is SMC(SMC (o ) &t ol et = « &l & LI Ct.

Apply(B E)E 2 & LI L.

7. System Setup Tool(Al 2~ & & & £)2| Error(2 F) Ch &t & Xt 0l Al Cancel(F )2

226 [t S Apply(B 8)E 2= & LICH

N

e

5. Add(FJt)E 2 & & LI Ct. Flow Collector ot Al A & 0fl =2t & LICt,

6. Next(C}S)E 22 & LICt. Appliance > Flow Sensors(0{ Z 2t 0] & A > Flow Sensor)
H Ol XI Ot € & LI Ct.
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© Stept Appliances > FlowSensors

Dom.

= Step2:

—  Appliances

& FlowCollectors.
O FlowSensors. Click the '+ button

S

Step 3

= J} 6t &4 = Flow SensorJt /& LI DE?

. JYOY, +HES 225 T 9 HZ 01 SELICH
e DX L0, Next(GHS)E

S=otd s ®HAHZ 0l sE LI
%

I OAIXI O EAIE L CH OK(& 2 E

S

You have not added any FlowSensors. If you
continue, you must add the FlowSensor(s)
later in the FlowSensor Appliance
Administration interface to establish
communications.

Click Cancel to return to the page_If you are
sure you want to continue, click OK.

+ HH E2 22 & LI Ct. Add Flow Sensor(Flow Sensor = Jt) U 3 4 Xt JF LEEFE L
Ct.
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0x

] Add FlowSensors

Establish communication between each FlowSensor and the SKC.
MOTE: FlowSensors cannot be added to sFlow FlowCollectors

IP Address

NEXT

10. IP=AE 2250 OK(&2l)E 2 2 & LI Ct. Communication Established(& & & S
&) CH 8k & RF LEEFE LI CH.

ﬁ Communication Established (]

Review the information below, and click Add to finalize the process

1P Address. Model

27.139 FSVE
Host Name Version
sy 650
FlowCollects

tor
Receives data from this FlowSensor

m

In

S 02 == 0l M Flow CollectorS & 816t 1) Add(FIHE 2 = & LT

ﬁ FlowSensor VE Login Credentials

11.

Password:

Note: If you skip this step, the FlowSensor VE will not provide
accurate information about the virtual environment

Flow SensorJt = JF & LI CF.

©2017 Cisco Systems, Inc. AllRights Reserved.
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% stealthWatch Management Console VE

u

© stept Appliances > FlowSensors

Dom

= Step2:

—  Appliances

& FlowCollectors

O FlowSensors

'E}* ?tep

-
Inte

12. Next(CtS)E 22 & LI Ct. SMTP Setting(SMTP & &) T 0 XI b & &/ LI Ct .

¥ stealthwatch Management Console VE

Optional Settings > SMTP Settings

"From” Email Address:

SMTP Relay Address:

ﬂ Step 3: -
Optional Settings

O SWTP Settings

O SHHP Poling

13. SMCOIA Ol 2 S 8&E M AlEot DX ol= 0l 0l & =4S "from(& A" 2 = 0f
A BHLICt.

14. SMTP 2 ¢l 0] =AE 2 &5t ] Next(CtS)E 2 & & LI Ch. SNMP Setting(SNMP &
A)YHOIXIJF 2 LT

A
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# stealthWatch Management Console VE
p
Optional Settings > SNMP Polling
Modi que
Enable SNMP Polling
& FlowSensors SNMP Version: 2c
Step 3: Polling Interval: 60 minutes
Optional Settings
O SNMP Poling
Community: public
15, 2R F2, 428 2FtD(HIIAHEGILIS 228 &5 Js) Next(CHS)
£ 228LC
H#D:SNMPH N 32 dEist AR, AEXN 0SS LSS T SEHLZ AT L LS
SE LS = UAsLIT
16. SMCZ2| Z 2, Internet Access(2! Ef 5! 2 Al A) HI O Xl Ot & & LI Ct.
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& FlowCollectors Direct Access

& FlowSensors. @ NoAccess

Access Via Proxy ¢

= ettings
1P Poling
G -

Internet Access

17. B &8et &2 A HAMASE S LICH

o Noaccess(HAH A OF &).SMCE CIH U HAZGHK LSLICLO2ZE &
Ol & dIEHOAM Ol AS 2D P o A 1Iﬁ;‘43F§ & 0 OF & LI Ct.
Offline(2 = 2t ©1) I Ol XI 0il Al Next(Ct S)E 2 & 6t Complete(2 =) HI Ol XI £

& LIC.

o StealthWatch Management Console VE

Licensing > offline

ternet. If this i

& FlowCe

& FlowSensors

Step

& SMTP Settings

& SNMP Poling

Step 4:

Inters

Step 5:

Licensing

r Comp\ete
Fir
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o Access via Proxy Server(Z S Al AAHE S&t XA
Soll AIHY U ABELICH ZEAl & =

230l LIEtE LICH

Internet Access

>roxy Server

Required

TEANMH &Y S 225612 Next(CH8)E 2 2 & LICt.
20. DirectAccess(Z & WA A)E HEBAANL ZEA Z2HE 2226t
(ctOl« &) H Ol XI Ot & & LI Ct.

% StealthWatch Management Console VE

Licensing > online

Internet. If this is

correct, click Back to return to tr
& FlowColiectors

& FlowSensors

Step 5:
Licensing

21. Download and License Center(Ct & £ &

Stealthwatch M| Z CI 22 & 2 210/ &4 2 A 0
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2!
=

on

FLICH

rx
>
(1
Jo
an
o
{on
>
]
<
&
2
g
ton
i
[l

H: S0 HAAINSELX L2 O AIX O ZAIELICH

23. OK(&t2l)E 2 & LILCt. Complete(& =) HI O XI Ot & &l LI Ct.

& FlowCollectors

& FlowSensors.

# Complete: Launch =
Process is Finished

o S | S LICH OA
SELILG.HSA0HAUGOEASE TN RS2 ER,A0EAE TN U2 SS
O et 320t 2 &l HAIXI O ZAEULCH WA AKX st 25 LICH

You have not added any FlowSensors. If you
continue, you must add the FlowSensor(s)
later in the FlowSensor Appliance
Administration interface to establish
communications.

Click Cancel to return to the page. If you are
sure you want to continue, click OK.

25. QLEZ A4Y DAl U= Welcome Admin User(2 2l AFE XH Al &) E S C
0l M Administer Appliance({ S ct0l & A 22|)E S =6t
EHHOIAE E NS MECI27H 0l X2 “O{ Zct0| o A 2
AU e olE s HS e L.

i Ao
o & o
o e
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26. UDP Directordt & XI &l AU S LID?

-

&
3

ol
E=

X0

JZ0HH, O S A& 01 "SMCO|l Al UDP Director 7 &4 "S H &
DX LCHH,"0IZ210 01 A 22| QEHOIAS S5 2
XSELICH

SMCO0| Al UDP Director -2 &

Stealthwatch System0il UDP Directordt & X| &l f = & <, SMCOl M UDP DirectorE
2elg = AE= SMC & 0 22l 7101 & 0l A UDP DirectorE # & & == Q& LILCH
UDP Director0fl M & & 22| 6t 4 & "UDP Director 77 & 7 &4"E Z# X6 A LLZ 0l S
g LICtH,

= b

O o

r?>_1 c
o -
o

B

& 11: SSLE 0l Al XI £ UDP Director0ll i SMC(Stealthwatch Management Console)0|
& &E5t= O ALE & LICE.

UDP Director = J}

—
STEALTH
walsy

UDP Director =JIotH ™ Ct= S 3

i
o
f
o
C
Q

[ UDP Director Configuration

quration

8 UDP Directors @

% Name + Device IP % Device Model Management Channel Status Actions

My UDPD 40.103 UDVE ®:z
Last Seen - 3:06 PM 11/11/2016

= UDP Director Configuration

B8 UDP Directors @ 3 Add New Configuration 4

UDP Director

MName:

UDP Director 01

IP Address:

13.26)

Cancel
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c _
Mg AR P
UDP DirectorE FJlst = 2 dE dY 22 P2HE &= JASLICH
Ia:] C Q|

UDP Director?l & & 72 2 1+ 46t

Actions ~

Edit

Delete

Configure High Availability
Export Forwarding Rules

=

1. Actions(Z &) > Configuring Forwarding Rules(8 & & 1 4)E d & &
Forwarding Rules(& & = 2!) 1l Ol X| Ot & & LI Ct.

= UDP Director Configuration | Forwarding Rules: My UDPD -

DESCRIPTION SOURCE IP ADDR... DESTINATION IP ... ~ DESTINATION P...  Actions
2 temp2 All:8989 073 2144 Actions -
1 temp 07.2:9088 071 2155 Actions -
3 temp A07.2:9044 074 2155 Actions -
4 temp 107.8:9088 075 2157 Actions -

2. Add New Rule(M #& FJI)S 2= & LI L.
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Forwarding Rule
Description (Optional):
Source |IP Address:Port -
Destination IP Address:
Destination Port Number:
Cancel Save

3. Description(& Z)Z S 0fl = % AlEOD| flst tetet 4 = S LIC.

4. Source IP Address:Port List(A~ A IP =4 E =) Z & 0l UDP Director0fl Gl Ol &
EMdEot=0HolA2dIPF=AE LEo D D FNOUOBHEESE W AISE
ZEHSE YE &L CLCH

&
OtcH Gl ZOI[IPF=ALEE HS]| 222 MEELICH
CIDR(Classless Inter-Domain Routing) ZAIH 2 A E56IH IPFTA HE &

ol -

5. Destination IP Address(CH & IP 3= 2

26

A LICH
A2 F)'S 225101 0l ZENM 2E AAPFAS HOEHE £28 & UL
Ct.

Mol AAIPFEAEE XS FIot 73 WOl 018 FOte == ASLICH

10.11.16.38:5322
192.168.0.0/16:9000
All:2055

el
[N
==
C
O
T
O
=

)

Q
@]

-

=]
x
Q
o
m
e
>
ol
rr

Clatol A2 IPF=AE E LI
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6. Destination Port Number(CH & EE HHS)Z S0l =& SOl ClBt0ol A2
£ s

7. Save(M #)E 22 & LICH. M2 2 71 & 0l Forwarding Rules(&d & 7 &) Il 0] XI 2
BIOI2 01I =Sl LI EP

Hel

E g

fo

a. JZCHY, HOIXI 2 AT L Syne(S I8 HES 221 LICH M 72 0|
X.III-ElL'[:I.

b. & X ZCHH, HOIXI 2 &E0 A= DiscardEdits(H& LHE FNAL)HES 2
& & LI Ct. Configuration(21 Il &l O1 &) CH 3t & Xt IOt HE Al &l ™ Yes(O)E S
gt LI Ct.
8 Z0 Mctol B S BISotH dY 72 S FOtE LG
9. LIS MEQA"HECH0IHA 22| AHHOIASE S AT Y 0IA"S H =S M E
& LICt.

&1 : 2B X UDP DirectorS AtZ0oted ™ ot LI Ol &bol M 7= 0F &M = Dol 0f
gL Ef H X Il 2 UDP DirectorE &4 &t Ct & 2 & UDP Director0ll A 24 I| 11 &l Ol
A HHE LSO ELICHHAWZE 20l A 2 H0 st A& 2 &02ldte] ™ 36
H O Xl 2] “J| &2 UDP DirectorHA 2 4"2 2 0| Sot& Al 2.

HEc0HA 22| AIHH Ol AE S¢et &
I 1dl 0l &

Ol A= HEH0IHA 22l QTEHHOIA S AFE6HH JtA HE2H0| A9 A
IJdol&82S 2=ot=e U3 B X0 2ol & HELICH.
1. E20lAHA 22| OTHHIOIA 270!
2. A|AEI AN
3. AlAE 24
4. UDP Director HA 3 &
5. HEc2t0lA A THAIE
HS0|AA 22| CTEH H O] A 2 10

‘_

HESctolHA 2l QTHHIOIAN 20216t U S SHHE 2= & LICH

&1

o StealthwatchOll M X| 2 & & 22t 2 X & Internet Explorer t & 9 0| 4! 1} Firefox B & 3
0l & & LI C}.
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« HOIXNIE 20
S COAl & =, C

JE
o
{0
2
Q
M4
af
=)
rQ
I~
10
%
M
b
i
i
1y
ron

1. Ect2 M2 =4 2 =00 https://E &

CtS Enter21 € =& LICH
2. SMCHE20|AHAA 22| QAEHHOIAE 10 JASLIN?

Jg0H, 82 HO
0l 22 2= &t Ct & Administer Appliance(HH E 20| H A &4 2)E 2= &

—/

il Stealthwatch

Sign in

Vision to secure, p— e
Inteligence to protect ™ i | :
—

o XN RO, JtA S 2t0lH A Login(Z2 Z191) HI Ol Xl JF & & LICH

&~ N\
STEALTH

FlowCollector for NetFlow VE
6.9.0

Username:

Password:

3. User Name(AtE Xt 0| S) Z = 0f admln% gL C

4. Password(H 2 HS)Z 0 HE2H0 A A HEFUHA ML S adminHI LB S E
& g LICt.

5 Login(210)S ZHELICI.HEH0/AHA 22| OITEHH Ol A = HIOIXIJF €&
Ct.
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STEVE%EEH StealthWatch Management Console VE ? = =
i Info! This page automatically refreshes every minute - last refreshed at 13:35:22.
System
IP Address: .26.141
e emeny * Load Average:  0.00, 0.03, 0.05
VM Server Memory: 1G reserved, unlimited
VM Server 1.02GHz reserved, unlimited
Free Memory: 343G CPU:
Uptime: 2 days, 21:36:04
Version: 6.6.0
Build: 2014.09.09.1223-1 Platform: VMware Virtual Platform
Serial No.: SMCVE-VMware4.
6. OIS A @I "Al AE A2 2A"E H S KEEH LI L.
&l
A AEAIZE 2 A
O Zc2t0l A A0l A NTP(Network Time Protocol) & Al A& AIZHEZ AIZIONHEE 2
+4dotHAH O3 SHHE 2= & LICH
Z= 9| Flow Collector2t SMCOl & 2 E M Sot= JIECIBIOI AN AFS St A S
2 St NTP Al tHH £ AFE & LI Ct. Flow Collector 5000 Series H E 20l H A E Aol =
2,NTPE AAE AN EFS HO0IHHOIA Z MNEHA SLotAH F+4E L
Ct
1. S0l A 22| QI H 0l & & M & 0fl Al Configuration(21 Il 180l &) S 0l U
= oIl DS (+)E 2 & Ut 2 System Time and NTP(Al A & Al 28 2 NTP)E
S8 LIC

onfiguration

Naming and DNS

System Time and NTP

NTP Server(NTP Al B1) Hl Ol X| Ot & 2| 11 Appliance Setup Tool(X{ Zct0lH A A
dE)S MEGSH =120 0d0oIE0AM & &S NTP A It & Al E LICH
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System Time and NTP

A Warning: You should restart the system after applying changes to system time
settings

NTP Server

Enable Network Time Protocal

NTP Server Delete

335 0

Select a NTP server to add: o

Enter a server name to add: Add

=13

Time Zone

2. ISUO0IHA AMAR A ZS PHotHAE Otel2 A3 E6HH ol & Hl 0l Xl 2| Time

Zone(E &= A ZUH)ME 22 0l s & LICH

A T T i WUV Er s WV, SUAY

Time Zone £
Current Server Time Zone: Etc/UTC i
Select Continent: |Z|
Select Country: IZ‘

Select Timezone: lz‘ ‘
Ll A,

3. S =& E UL
« EEU2 EE 0l A Continent(Ch §)E & & & LIC
« EELUE =0 M Country(=0H)E & & & LICH
« EEU2 SE0U A Timezone(E &= Al 2HH)S A& & LI CH
Apply(® 2) 2 & 0| LIEt & LICH.

© 2017 Cisco Systems, Inc. AllRights Reserved.
30



cisco
Time Zone
Current Server Time Etc/UTC
Zone:
Select Continent: Morth America v
Select Country: United States -
Select Timezone: America/New_York — Eastern Standard Time [GMT-5] | w
4, HANSS IO M52 Apply(RB)2 22 & LICH 20 20| &L
Ct.
Are You Sure?
You should restart the system immediately
after making changes to these settings. Are
you sure you wish to apply these settings?
Cancel
5. OK(&9)Z 22! &LIC},
6. Flow Sensor &£ = UDP DirectorE ® &6t 2 A& LID?
« FlowSensorE & ot= S0/H G & A &2l "Flow Sensor & "8 H L &

LI Ct.

« UDPDirector€ #1&dot= S01% LS & & 21 "UDP Director 7+ & 2 &"S Al &

&gt LI Ch.

o XN AL, HSCHOIAA THAIZ MES H S

Flow Sensor 2 &

Flow Sensor 21 11| 1l 0 @ 0l = O 22/ HI 0l & ID2 HI 0l 2 =& 7 & 6t

b 2 2 LI

Flow Sensor0il Al OHZ 2| H 0| & ID2F HOIZE HIOIHE LHEUW=

B LsS HAHE 2= LILCH

1. & A =0l Al Configuration(21 Il 2l 01 &) Ofl 7= & 0fl U
Ct 2 Advanced Settings(1l =& & F)E == & LILCt.
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STEALTH .
(WaTeH
& Admin User
#A Home
#~ Configuration
Export(Li £ LH J1) & & H 0l X JF & & LI C}.
FlowSensor VE
Advanced Settings
] Export Packet Payload
I Export Application Identification
Include IPvG
¥ Include HTTPS Header Data (Applies only to IPFIX exports.)
¥ Include HTTP Header Data (Applies only to IPFIX exports.)
Export 32 bytes of the HTTP Request Path.
Flow Export Format:
® IPFIX
MetFlow v8
. — —
= o o =
2. HEStUERI E&ES g L.

32

W2 Holze Flow Sensor0il M Collector2 & = 8t= 0l Ol & 0l
;LTJ;%P 3

L2 LH DI Oldcl HOolZ2E HIOIEHE

= A&

X 26HI0IE 9| dt

OHZelalol& ID Flow Sensor0il M Collector2 GI0IEE & &6t

ol HSclaolA
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LHE2 LH DI

LHE W DI

2z Hu
10

02 e

HA2E

&9
SAdEESNNEXNEE £ JASLICH. EsH Ol EF22US EEE A
2ot o 2435 00 & LICEH.
IPv6 E & - Flow Sensor0l Al IPv4 £ IPv6 IH2! = EAEXE XY E
2= ASLILCH 0l @A S H| 2 4 35tolH Flow Sensordl Al = 1Pv4 T 2!
oF 2 A &LICEH

HTTPS il GIOIH W2 W I - Flow Sensor0ll A Collectorz2 & &
= UOIE0 HTTPSE22R2 oI HIOIEHHE LSS XN E XNFE £

USLICH Ol HIOIE{= SSL LB 0IE L SSLEA 0|2 ZEEL

CHOolEE0ME E22 KE S IPFIXZ &XoH0F &LICH XUt
25640l E & LI Ct.

t

o]

HTTP G CIOIE WY W -Flow Sensordil A Collector2 & & 6t
= HOIEHN HTTPEZ2R2 GIH HIOIEHE ZESXNENFE = U
LICt.Ol &3 2 HEi3lH BEX EEE Sl Flow Sensorfil A E2
HIOIElSl 482 T8 5= HTTP 2 2 (HH0I E ©$1)2] 2 TH 2 0f
ANEE = ASUL.0l EH0M= E22 S 2 IPFIXZ 83l

e LI Ct.

S N o o

Flow Sensor0il A Collector2 E2 2 UHI0IE{E & S6lJ| f ol IPFIX

H
rr
Z
)
I
[e]
=
<
[{o]
L
=
00
o
-
iy
paal
0x
o
1
50
i
-

o HIUE ctRE0l A= R0 ALSELICH
« OHSC2IANO0IE L ClOIEA HAS A &2 B HIOIS
U

« M2 H IR E AIZELICH

o HMBIMOIpps Ml HEIF & SLICH

o i OIE{HIOIA MEHH M MA & SFLE2| NetFlow 0] Hi
EDJF LM ELICT

o Flow Sensor0il & 12 L E T A TAPO 2o A& &=
A20 8t AL EHLICY.

2 2UHE ZEN S & FHAl A -

e 2 Flow SensorQIE{H Ol A MBI A 2 SE= HAHE
ol 2 & LICH

« X2 HR2E AFESELILH

o MEIAMOIpps Xl I =5LICH

« ZOHHOIAE DRE OIEHA L OHEZ2IAHOIE OOI
EHHOIAE Sl 22l & LI

« ZOIEHHOIAN ol XIBE A2 BEWHF== D76

NetFlow &l 2 EJt M & & LI C}.
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3. Apply(B2)E S 8ot €8 MNEELILH
4. 38HIOIXI 2 “OH=cH0l A A MA@ S HE A

UDP Director + = 2 &

02
ol

FLICH

SMCO| A UDP DirectorE 2t2|6tAl = 2R, HE2t01AA 22 HOIXNMA &G
HEsS P2HE 4= UASLILCH UDPDirector®] 32, A AIEIbeth0 IPFEAZ MY
OtEE E2RE NS0t H 4ol OF &LICt. UDP Director= & &= IH 2! 0fl CHoH =2t
MNALLIHO AN IPE MACTFAE BEE0HA ethOlA 2 E2RE 8 & LICH

B0 I20ARHA 222 =40 CHoll Lancope= 24 A= 2 EHE
AHH“'EiaMgsaﬁ%ﬂ’ég*LIE}.OI HERAUHNAM= A AZEON A UDP
DirectorE HH =4I Z dAESEH=UH MBSH=ZEN st EHE =S 5 2o 0F

8t LI CHACL).

UDP Director®] # XS 2 AGIHAY IS HHE 22 8 LITC

— =

A

1. 84 Z 0l A Configuration(Z Il &0l &) 0l = S0l [_= HGHI IS (+)E 2
St Ct 2 Forwarding Rules(® & 7 &)E 22 & LI .

Forwarding Rules(& & w 2) HI 0| XI Ot & & LI Ct.
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Forwarding Rules

Rule
# Description Source IP Address:Port List Destination IP Address Destination Port Number Delete

E NFLOW All-2055 26.103 2085 |

2z SFLOW All-6343 26.105 6343

Add

. Descripton(€ Z)2 S0 w20 et £EE = LA LIL.

. Source IP Address:Port List(4~ A IP = AL E S 5) 2 & (| UDP Director0il Gl Ol £
£ 8&ot= CBtol A2 P = 45 PESID DO FMOUOOHEESSE HASE
ZEUHSEUEEULILC.OS 222 ALEELIL.

[IP =A1:[EE B3] 0l: 10.201.1.41:2057
&1:

« ST ZENANZ=LCIHI0IAS 2= EE = =4AIotHA S AI[E E
BISIE A& LICLHE S0,All:3123= 2 & & LI Ct.

« CIDR(Classless Inter-Doma nRoutmg) HABES MESIH IPFA B
EYEE = JASUL.UHE S0, 17220010/169000%%2—1@u
Ct.

.

o« "AI'S AtECHALE, A AN 2Rt 22 242 2= N &tot
Holsst B CIDREE LEHELIUH. X2 HEIPFAE
YaolHAMXNOI H HE2HHES =otAH & L.

o LS ™ EfTof Ofst EHJ'HI ZEEMESHNYE EdT =
Aot =8 ZEW 20 4§*¢‘EA$LIEP.04|%%O+,6P tol
"E0 2= EESS431EHE S dEot= WAL OEUH ZE
554312 MM E}H A A LH O 1/30 A 44440 H 0l ZE S TH Al
MEBSEE 4Fot Y EciE=S =g +=UASLICH. OIS
ChS, AMAIHO CHE2 130 M & E 444412 ArESHH S 12, &
ATHO UMK 1730l Al &£ E 444425 AL EGHA & = A S U
Ct. & T2, I & 44440,44441 & 4444201 O st 2= E Y
= S A LE 554312 2|0 & & & LI Ct.

2 a2 FII6tHdHEnterd I EFE D USIPFAJAZE HSE Q&L
Ct
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5. Destination IP Address(CH &} IP == 2
L

6. Destination Port Number(CH & L E B1S)E S 0l =4 S Clut

=
N

0l UDP Director0il Al GIOIEH E =&l Gt =

[e)
Clatol A2 IPFASE HEE

(=]
I>

2

H

E

I3
fo

7. LHE =4l LI B0l A0l & € 6t &= = UDP Director0il Gl 0l &1 & & £ 6t = Cl 8t 0l A Ot
S04 A= BR AAFIHE 2 E UL

8 &A= 0tXIH Apply(E &)= 2 & LICt. UDP Director 21 Il 11 ¢il 01 & 2t & 0 M
SODEEHDAAENA AL OHOIE LS HHOEFHLD. 2F= 3HH & C
Ol LEEHE LI CE.

9. UDP DirectorHAZE - &ot2 /U sLIN?

o JE[CH, S A A2l UDP DirectorHA &8 S H = M ELIC
o JEX ZCHH 38H Ol X2 “HH 220 A A THAIA"S H S XS LIC.

UDP Director HA 2 &

UDP Director HA(High Availability)S S ol 0| & UDP Director2000 28 8 = &4 & = QU
SUCG.SLEER5F 2HG0SSFEAAU2L, S HO 8t =0 22401 AEJF E LU
CL.OIT UM 22t S E=IJI2 L C0H EdA S E= 8 S LICHOl &
Il I LMGIH BEX D 0E UMY D12 = =0 €L L.

S 2: HA A A2 &0l 4= UDP Director0fl of L} O] & 2] 7 = 0] L 0fOf & LICH. UDP
Directoril 0| 0| 2 & & # &0l A= &<, UDPDirector 72 = HE W (A& 24

OOdol& o ) e 2 S 9 UDP Directordfl Ot 2F =7 = 0] 2424

2 X ot= Kl 2ol g LIC.

01X J| & UDP DirectorE /* 4 &t Tt S 2 = UDP Director0fl 4 2Tl 20l & SHHE
B =6 OF & LICH. & UDP DirectorE 25 MZ 0tE 32,0/ JI0| &2 EXHE 2
G2 A2. 24U, 2 X UDP DirectorJt Stealthwatch System0Oll 4 HH Z 20l H A 2
0l0] = B2, 22X UDP Director0fl 2 19I5t Ol JI0IE 0 & EE HE HAF A
QLAE P S0k &LILC.

J| 2 UDP Director HA = A

36

o
02
il

= LICt.

J| 2 UDP DirectorE 8ot ™ U S

1. UDP Director 2t 2| I & Il 0l A 2| § A & 0l M Configuration(2d 1l 121 0] &) & 0l
A= [ 5Dl J1 5 (+)2 22! & [ 2 High Availability(HA)= 22! & LI C}.
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2. Enable High Availability ClusterHAZ2 4 A & & &8 3t) H 0
Settings(HA & & )0l M Enable High Availability(HA & & ?2}) =0l

NVSPVS A SR

Enable High Availability Service

High Availability Settings
Virtual IP Address
Subnet Mask
Shared Secret
Syne Ring #1(Eth2) Unicast IP Address
Syne Ring #1(Eth2) Subnet Mask
Sync Ring #2(Eth3) Unicast IP Address

Sync Ring #2(Eth3) Subnet Mask

0235

255255224 0

L@ncop HA

411

256.256.0.0

421

25525500

Xl 2] High Availability
E}o /\-1 EH o|-L| [:I.

3. Virtual IP Address(J & IP =
o S

Director2| IP =4 E 2 & &
sHsHLICF.)

-

S JtaIPFEa= RLUDJ

4. SharedSecret(= &= 23) £

o
He gorMaES

h 2
1n

<= UDP Director0il CH &t

4 ) 2 SubnetMask(Al E Yl Dt A ) Z = 0fl J| 2 UDP
LI Ct. (2 = UDP Director0fl Al &= O] &+ HE S LdHAH =
AE FAGSAS HESU O UO0IOF B LIC
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2X

38

5. SyncRing 1 (Eth2) Unicast IP Address(Sync Ring 1(Eth2) = LI A E |
IPF=AAANEBUNAIE LESUL. (FLIMNAEIPFA= S U
o= AEELUCLL)

6. SyncRing 2 (Eth3) Unicast IP Address(Sync Ring 2(Eth3) S LI A E IPF4) 2 S 0f
IP=42 AEU AT E S U LH

& 11: 2 IP 3= 2 (eth0, eth02, eth03)= 11 =&t JHE FLIHAE HE S0 AU OF & L

~

2= ZES =0 Apply(EE)E S =€ot 20 1dlolds £€8
8. 2 AHS2 & B UDP DirectorE ®# & otcd ™

UDP Director HA = &
2 X UDP DirectorE #&otcid OIS SHH E &2 &HLICY.

1. HA 29| 2 X UDP Director20002] (HZ2t0| A A 22| AIHH Ol AN 2 Q&L

Ct.

2. 0l 3tHY 2= IetOE(H B HScHOIHANAM BES 2= s Iet0l
Z)EUSS HAS Z= 20 ol H S OS2l At £20 2L
LICt.

. Synchng1(Eth2)$%LI MAE IPFA -J] 2 UDP Director2l 0] Z =0 24 8t
J=elEIPFALE LHAELIC S,0/=SyncRing1 FLINAE =A% S
%é* MESo A0 Ok &L L.
o SyncRing2(Eth3) R LIMAE IP =4 -J| 2 UDP Director| 0| 2 = 0fl 4 &t

HAU=EUEIPFAE AEELICH S, 0= SyncRing2 S LIHAE FARA S
2ot MESO }UA OF & LICEH

3. HA M S HEotL Ol HESSH0IHAUNM 2 HAHE MUBIAS Al RGHH S

&5t H Promote(SZ3)HEES S & LILCH
L

J
r
0
[

1. 2010 A 22 oTE H 0l A Ol % Ol Al Operations(& &) > Restart Appliance(O{
B2t0leiA MAIT)E B UL
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Configuration

Expand All

Refresh Tree
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o
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L core01 71 Exporter 159 58.86k 7
(—.0.1)
v 043 67 Exporter 92 128.94k 3
L' . 200.2 60 Exporter 74 31.62k 3
L% asa0l Cisco ASA 49 40.95k
(e 99.200.1)
« w02 Y 60/ Exporter 2 2.67k 92
e o SEp—— A -—"-.n'-i
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e Olcf =8 & CiscoISEZSHAHE SHQON FOIE Ct.
« Stealthwatch System0fl Cisco ISE-PICE FDJtot= & Xt= Ot &Y It 2 & LI Ct. Cisco ISE-
PICEE0 28t XS 82 = CiscolSEZANE B oA AL,

CiscoISEE oA S HAHE 22 LI

1. SMC & O Zcl A0l & 2 EH H 0l & Ol = 0l A Deploy(—= =) > Cisco ISE
Configuration(Cisco ISE 2 I| 1 ¢l 0| &)= & &4 & LILCh.

-lIl-lllf Stealthwatch

CIsco

Monitor Analyze bs Configure

Security Insight Dashboard (inside Hosts)

Active Directory

Add Cisco ISE(Cisco ISE = Jt) O gt & X} JF &€ & LI CF.

©2017 Cisco Systems, Inc. AllRights Reserved.
43



éln'sélé Cisco ISE =

(# CiscolSE Configuration Setup @

Clustar Neme:

[ ]

fest

Cetificate: @

sme-sshort

Primary pxGrid Node: Secordery pxGrid Nade:
0000

UszrNeme: @

admin

2. CiscolSEZAH OIES S ELICH.CiscolSEE2HAHE MAEE
Stealthwatch System S 0l @/ 0tCt 2/ A H E 4ol OF & LICt.
3. HLol=CSHE SEHSLICHOIXE 020l A 22| QTE HI 0l A2 SSL 2!

S A HOIXI("D Z2E"M A& LH)Q FriendlyName(2 R Ol S)E S0 &8 0l S
Y SLELICHOIAHHOIAS Sl HEZCt0IAHAADIN ZH0IHAEZ A2 XHal 9
IDE 215 &= JUSLICHZ,SMCIHISEN M Sot= Sct0IHE IS ML LITH.
4. HEU0/AHAAUHA SESIHAEISESHAAHW Ut I 2 pxGrid = =2 IP 3= 4
E g4 LICH
5, (B AS)HSH0HANA SEotA=ISEZEHAHO st 2 X pxGrid = &
IPFAELUHASFLICG.OI EE=HELHE R ASE LI I)I2 E HZ
Aot BEX S0 A2 E LT

| A0 A AFZEXE HEO CHol R EStAIER01ES €
SctOIHACISEZS A AE 0 U=s pxGrid 2 20| & E
Al & LI Ct.

7. Add(ZIt) > OK(&2l)E 22 & LILCh. Cisco ISE= Identity Services 2 H 2| & 0l !
ol =2t LIC.

8. SLICIJIs= ME0dtL] JASLIN?

e JNELH, LIS HQI"SLIC ThreatFeed J| = 2 A4 31"S H = KM SHL|CH
o X LLH, ZSIELICH. HECHOIHA AT DY AS 22 SLICH

© 2017 Cisco Systems, Inc. AllRights Reserved.



wlvale,
CIsco

%LIC THREAT FEED J| S & A

Stealthwatch IH I | X| & X & 22 Ot XI S & H=SMC 220/ HE CIHHIOIA S
= 0 SLIC Threat FeedE & d 3tol= A & LI CF.

Ly

CtsS S@HHE 2= LI

1. Enterprise(% & Z 2t 0| =) E 2| 0l A Stealthwatch Labs Intelligence Center = & X|

ERLALLEZHESZ 28 [+ S Configuration(2! Il 1 & 0| &) >> SLIC
Threat Feed Configuration(SLIC Threat Feed 21 II| 11 ¢ll 0| &)2 & & & L| C}.

't3 Enterprise
= T SMC
T L@

' Lo Lancope Status

Configuration * | SLIC Threat Feed Configuration |\,

Ctrl+Shift+E |[@ StealthWatch Labs Intelligence Center
Ctrl+Shift+C

SLIC Threat Feed Configuration(SLIC Threat Feed 21 II| 21 &l Ol &) CH & &F X+ OF & & L
Ct.

Refresh Tree

p

.
1y SLIC Threat Feed Configuration \ &J

The StealthWatch Labs Intelligence Center (SLIC) is an online threat intelligence service from
Lancope that delivers a regular feed of threats to StealthWatch via a secure channel.

This service provides dynamic information about specific command and control (C&C) servers that
are suspected of being responsible for bot activity.

@ Note: T you require a proxy for your SMC to access the Internet, please dick here to configure it.

Enable the SLIC Threat Feed l

SLIC Feed Key:

Note: Contact your Lancope representative to obtain your key.
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