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& 11 DMARC T ft/F#
How it Works
When emails are received by the mailbox provider, the receiver checks if DMARC has been activated for your domain.

N 1’\ ,’o NONE POLICIES:
N /) ( e 1. If the policy is none, then the mail is delivered,
> ‘ MK } [ @ QUARANTINE and the mailbox providers run filters. However,
- = po g ) statistics are still being compiled.
> a7l
: " 0 RERET 2.If quarantine, the email is sent to the junk folder.
If email fails DMARC verification, the

receiving mail server enables DMARC control/visibility
features and applies the domain owner's policy

> If it returns NO, the mailbex provider runs its filters
and allows email to continue on without any authentication

DMARC 133 7 BRLLE FHIIA AT ?

DMARC 13 | &Rk RN 2 AT BT . Rkl id 25 A2 A 8 2Ua
DMARC.

SCHF DMARC FRif ) s BR i K — S lis i A 7F ARG L A

If YES, it checks if the email
fails DMARC authentication.

3.1f reject, the email gets deleted and the end
recipient never sees it.
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REC e
& 14 SPF ) DNS 2Rl
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AAE - SPE I AR IE & P A WS HI G D R BLAE AR 4, n RB BIMEAFe A, T RE 2RI, AU
i NTEERAA B t SPE AT SRR “ Rt N7 38

DKIM - Domainkey 32 5 B4 BB {4

DKIM 255030 B WE4E; 2018 4F 1 A 1 RFC 8301) & —FhLLhnas 7 KRG8 42 S5 W4 e BE ) &
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1-5 DKIM Y DNS 2% fl

selector. domainkey.example. net IN TXT “v=DKIMl; k=rsa; p=public
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AR AR R, Ko DKIM, i@ s b4 21 2 2 3 1 e 44
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o RIGEHIHME . DMARC KB SO VFMEAF A A A HE RE 0T A I i JE il B 47 560 A AG: 28 10 S 1 12 Y = A
S Z A

W B8RP - EHER |



| 1% &\

%4: DMARC IiemE M

#1-2 DMARC #EHSET

DMARC 3RHEg
wE 5 FRUE B IR
x C“difr” ) |p=none “p=none” HMKEWRE AN LM KM WHRY, WRA

i3t DMARC #8300 # A ZORECE RIURIE . JL5R
WOEHEABAROY C MY S, R N AR A B R ICE IR
B SBN, AIAE P I T . BEHRNE S VRIS U A
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FE1E 5K DMARC F U808 A58 P F45 P L AR B0 o 3K e 78 ) IS AP TS 7 39 S AP S e 8 A b 45 ] 50
o EL A AT AT RO R € 1 70 EL A IS A B 2 T L S — S RS Ge it 15 Bkl DAE
BE MR AR

%%, AEMROUE T SEHE s, R LLUE & B R 25/ [ 20 g in g 100%. e, Ridid
DMARC 5 25 (4 J7 A7 13 A1 08 I 28 7 S IS A4 S AP S T AN 2 25 P R WA A

HFHIRZHI

2" 3

T 2

TE 3

TR 4

FETF a8 H BRI 4 14T DMARC SERRT, %08 5 ZEHAT L M 5%

ORI AL Ir) FERHE R 3 T
R BAMRER R SR A AR R 1T B 2D — AR R U7 B, %17 BRIk -
https://dmp.cisco.com.

5B R AL SZF] https://www.cisco.com/support/, BY[A] support@cisco.com $E3T X FFEH . X
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R F P PR R S AT E I R a O G e H A A ko CRATAS R AR 2R R ERAL
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TR TR B AR IR (7O P13 WM EE AL 15, RS 5tH e
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SEAE) o VEICATAT A AN [ Sc 3 DA R B3 I A8 PSR X 23 7 i MIEERR f4 R 5 S48

AEWS 1T DNS B

TRt 7 2 e 6 S0 DT RI OR3P IR 3844 R 48 (DNS) 123k . DMARC SRS E PR (BL K SPE A
DKIM 0 fK#8 T DNS AR 55 KAAAT S Bk o SR 75 ZEAE R 480 0 BN 1 B2 rh B 2 DNS — M
ARBCHEN BRI WA BT, B%% DMARC SIS M B BON IR .

G 5 M 7 AH S TT AR

XSG P A R E AT S AR I AR T RE P AR B A, BAREGR T St L R . 45
., EATRERA SR P BT EE N LT TR E R, SPA % S ATIEE SR RIBL, DU K
TH M5 i 28 8 AR AT F DA 5 [ AT 55 DLk 55 3 Bk AT A - B A7 ] AR s 20 R A A 1403 51
PGURIE ISR 0 B iy BAIE 25K, L BE A 165 JH ) DMARC SRS ARG SN ™ 4%, (£ R BE 1A it
AT B AR QAL I LA A I P ] A, A L A R o R B ELA B 1 AT A !
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Patrick Peterson, “DMARC FH# 15"
https://www.youtube.com/watch?v=6ZyzR1xNVOE
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1. 35 1FE DKIM 7E I W 56 F [13E 47 15 L
12. \EE =J5 Firfi &1 >k DKIM 244

13. XA S =T KA NS5 DKIM % 4H

14. XA 5 =07 KA NBE DKIM 1217150

4 B 15. FREUITA TG & %4
16. ¥ DMARC 123% % 5)) B 0 46 5 n
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%158 EINE EARE
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SRR o RE AR R 57 0 5 PR i A SR AT B 0 98 (9 B R M2l L R R P K B AR AL 2R,

& LU IR 2 MU ER 4-17 MOS0 B b Rl R B SE B UT L R

Fe LI R] DLPRE 56 BRI RE - B Un S AR, AR AR T3 FH R RO AT AT & ik B AR 1) B el /7
A o

FoAtdg (Bltn, SR IR B A s B IO B R R g e B R P AN D IR, IR i
E‘JEEMH@i@%Ji%%'JDME%ﬁ

NHR ER AL T A K T AP RO IR B, JC R RS R o nT ) SR RO T
T (R B

=1: FKEN TP 1914 PR

FESR ) AR B AT IS SRR T, S ROZ R ST R B RS OR S T [ — 6 T ZEAR IR

FEBLA B2 UONE, R B AMUR 23 T B RHE RS 1O U5 AR, R Rk -
https://dmp.cisco.com,
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Log In to Cisco Domain Protection
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S 2: EEER+H L% DMARC 2R W

FESLBT BLR B B8 1 — L5 a0 T

o JURHE RS EL AR T M A AR AUy A $E) (RBAC), RIDNTT Ar B R K P 452 3 A 8 2201 1
PR . B rRER 2 & G — A R P . ACH T BAURT BLE [T i B AR 2 (KA
(EEBIME) o BVEH TWBUR, ES 0% 4 5 R ARIIER”  CGF 170 .

o BXANE, RAKEEERDITTHLARME— URL, #lun:
https://organization_name.dmp.cisco.com.

o BRMREHL T —A APL W T RAGAETT U5 1) 77 i R R EE AR . BT IR APL OCRY, R E A
AR IR IZ A T APL YT TR .

o Ak, BBHESTRR R RE S (SSO), MRS RMEE AR (SP Rz , Al EiEM SRt
PR (IdP JR ) o BEVEAR 1 RNy st 4L B E SSO, 1EB R BEHMUE.

o EELOIN S (VLKEATH P GUEBR FAEAT 20k D W LSRRG 1 - B

$TB2: EisIFRIEH &% DMARC id3%

#ix

7 M 4% HEE KAl DMARC A0 3% A& S5 AE DR A R P ZE AT I AT LN P IR 2 — BRI E
FEHE RN BRI R Y 117 (0 J73%, [RII AT AR 423 ) ERHIE B S 2 41 T & . DMARC 5Eg
PASCA (TXT) B3 (RR) JEAAATAE DNS 1, 75 B WS4 32 UAr 38 Iz o i Ak P AN 25 5 S 281 )
A EliE .

X RIORA RN, ST AT N R B E “none” FRICHT DMARC 103K X ERALWCH 7]
BARRESE MR . R A, AT DU B RRE AR A M, DR ARSE 7 2208 SUE BRI .

NHHNEE T “none” FRILH] DMARC 123 AN 2 R A it M A2 3805 326 AR IS A A% 38 1
“none” FRiC R KRR B A ATHEFREAT B AR RIS — 2P SR DU R B AT
Bro —BREEE, EEAESE SPF Al DKIM I KA NSBUS (TEAHE R (1 )5 220 R v
17) » ALK DMARC S FRiC B 00y ™A% (O 5EE (I “FR a7 ARy “454” D .

2a: f£F DMARC & k2582 idR

g2t

FIF L) DMARC A sy, #&8n LB ATk DMARC RIS IC5% . 285, f&8nT LA A
DMARC 4= i 2815 B sl 61 2 128 (1 A % DMARC i3 XA . %5, DMARC A Al 42 4t 1) DNS
AL DL A 40T & A DMARC id 3% 115 B o

AR T G, WESHE “TA” > “DMARC” W,
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2-3 4 i 2 DMARC £% 1
atfran]n.
cisco Status Diagnostics Analyze Configure Tools Admin
) DMARC
Create and manage your DMARC records o
Use this tool to lookup your DMARC records or to create new ones with specific
@ Look Up Record |5 g

Enter a domain name to either view its current DMARC record or create a new one.

Domain:

ST 2 WA NS, RE sl CERY DAEFIZEA ST DMARC g EEE — A HHE R

W DMARC 56BE, R G2 NS TR AR R % Ik 1 2 37 1 DMARC id ¢ 8078 L REHTE Hrid
DMARC 23

i “Hr & DMARC idsx” PABIEEid 5.

There is no DMARC record for foo.com

Create new DMARC Record » | Host DMARLG Record at Agari |

AT P e 18 B 1) /2 B O DNS ZERE 08 . WA 78 RHEE DMARC id3%, KR M
FESCRFRTT O

%l
2-4 DMARC 4 2355 2

Create and manage your DMARC records

Use this tool to lookup your DMARC records or to create new ones with specific policies
@ Look Up Record @ Create/Modify Record

Choose and review settings below to create a DMARC record. Read the help documentation for details about each
setting.

Domain(s): foo.com

Send Aggregate Data to: pauls-mints-and-gum@rua.agari.com

|addiﬂona| email address (optional) |

Send Forensic Data to: pauls-minis-and-gum@ruf agari.com

|addiﬂona| email address (optional) |

» Advanced Settings

« Back Continue »:

W B8RP - EHER
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TE 3

S 2: EEER+H L% DMARC 2R W

FES R B, 3Oy “foo.com” , SEWEJy “WEiE” , JERHANZICRIE R S R BT IR AR ki oy

“pauls-mints-and-gum @rua.cisco.com” F! “pauls-mints-and-gum @ruf.cisco.com” -

T ICUW] 1T BLE DMARC 22 R 2 4 10 AN [7] DMARC SIS L% 7Bl
B BEONHAEEIE N DMARC R4 . BT DU AN, n] DU IE 5 73 bR 11844
LIE

SR ST 5 T SR B RS A A ik AN ik P s OR35S DMARC e 75 14 B
T AT (R A

o SR VRIS AN Rl i DMARC K 25 59 Il A AT AR AT 4 k4, 2% DMARC 3
P 1% B LE IR DMARC 3% P36 8 AR 5 bk . & B SBP IR EE IR,

BR 5 USRS T SR AR WCE K AR DMARC A6 25 0 IS JCAE WSO N AR 57 35 IS A S A S mofig Bl 2 4L
DN S PR H A B 2 IX

B4 BESRIGE SR CE R4 R 8IS DMARC & & (AR fTHEAF,  JF4E DMARC b i o AH 45
YE. BAEL IR LA 2 IR Bt JICE -

BREBIERKIZD: ¥ DMARC R&540E A& B m4 bt . BRAER T, BRI DMARC 4 %
W E BRI S b, BRERR LSS, IR T LR E B — RS s, XA LR A
JNTE DMARC 123%H' . DMARC #2035 B[] 3 P AN Hb bk 52 36 4 25 25040

KIRE PR RKZES: % DMARC & /A 8 &% 2 A b bl o BROAE LR, BART
DMARC £ 28 2 % B BRI & bk . B ERHOHuREAh, R v] DS 2 ) — AN S bk, GX
A Hindik#f 2> R DMARC 83 4. DMARC #2003 B ] 3% AN Mk & 26 91 25 5de

A7 BT B A R IS DMARC #6258 (1) SE IR St il DAARSOR, o HARS 2 ik, ek
AT NI B O R TS M LT RE 2 51 A A I R A 55 % i

ERRE
“REEBE” TRCRITRAEIER, BRARHENRE.

BRSSP A

ARTHEMEIV . BOIAEI T, — MR DMARC SER&EH T H A 7. WRGE, &)
LAt DMARC MUY 13800 A HAR SR o ANE B R € 1WA 785k, e AR T T T
IR SR AE A BN RE TN LA SR, T DO TR TR A — 1> DMARC 183K .

mady “gker”
DMARC i % B 0
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Create and manage your DMARC records

Use this tool to lookup your DMARC records or to create new ones with specific policies.
@ Look Up Record @ Create/Modify Record

Your new DMARC records are below. You must take action for DMARC records to be published!

Click "Create Instructions' for guidance on getting your DMARC record published. It may take up to 24-48
hours for the changes to appear within Agari after the record is published by your DNS provider.

Agari will detect published changes and update various dashboard sereens accerdingly. You may notice

changes to your To-Dos [ Create Instructions

DNS Record

. DMARC Record
Location

Domain

v=DMARC1; p=none; fo=1; ri=3600; rua=mailto:pauls-mints-and-gum@rua.agari.com; ruf=mailto:pauls-mints-and-

barcom _dmarc.bar.com 5
gum@ruf.agari.com

« Back

I “bar.com” fft DMARC il 5€ XL LU S5

e DNSiERME - WA dmarc.bar.com %3 DNS AL

e v=DMARC - iX /& DMARC #{E/I56 1 iR

e p=none - LKL (p=) NG, BN

o 1i=3600 - & I ARG (ri=) Bk 3600 5, BIAE/N— K

* rua=organization_name @rua.cisco.com - M EEE B (rua=) KIZEFIFIIRE H B4k .
Uk T U AU ME— Y, R RO BT R FH B o

 ruf=organization_name @ruf.cisco.com - N EE S HTE S (ruf=) K% B RS F - 4R 1y
Hbo MbHbHEGT T BT SR ME— 1, R BRI B R H B AL .

S|4 pidy QIR FREAAE T BSOS (xt)s

~

& o TEIRIE B RHE RS T R R RN E R I T R B

2b: #£ DNS F&7RicE

NGRS T # IERIH) DMARC g3 5, 68/ 2 58 DNS ik

K AT DMARC 035 1 HAR D BRI ) DNS & #7 A 5. (H2, WHEsZ DNS Heig R, W&
FE R I DMARC 103 & A oA TXT BIFRICT. Zics % O0E B ERi b m “ dmarc” g
HFIRAT, W E—BEPFI R “DNS 0B #0 Fn. RS 5E 81 DMARC id
, UGG SHITENES (BEARESISEAS) . ANEHRIT. HAT/HFEE, T Hics T i
Fa B 4 BRAb

W B8RP - EHER |
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PR3

S 3: wEFEmas W

TEE
o WA BEZEYRIAIR, W@ 7E4E DNS & T B IR DNS, E&RE KA TXT i3
B #6284 € T DMARC 821 #57) .
o INHREHEBGET Web F0E 7E 25 PRI & A DNS, 15 &k DNS W& PLA Aff A\ TXT id

F 5, DMARC i F R E .
o R TTAFENIEHIL DNS, 0] HE B AT R okiE L 51 A 7] 1 DNS 5 BB\ & Af
DNS it .

o WERFAH =TI NERIRITE DNS, AT RE R 2 A A A5 5 HR A R BB DNS i E

TBERMTERAASR!
5] %5 (1) DNS $2 fit i A Aii DMARC L% )m, W REIR 2 7 B 24-48 /MR A4 REAE S S50 78 JB R Ok
Ak e

BECRINETI A
~

& WRET R EE I BRI AR R (T AT AT T B AT p=None M%) DMARC i3k, J”'JTEJE
TJH:LF@E*' B BRI R S I R B 9 H KAl p=None HEM& A, 154k

[

AU IRINEN T 17 A2 BRHRAR Y, K2 HEESIH LA Ayt o ST LR RERA AR KM
ijiﬁJi% B ST R BAT B 2 T B A

FEAE—1EOLT, AL R b 5 Sh#82 Lh RS ORI KB W L8 3 5 51 A 23 5K
BRIV R e, RS EEAT B O 3R E A B RIS — AT IR > ARy T -

B 2-6 KT > “Rip” TELEEY “FmiE” R

‘What's New

'II"lII' Logout of Pauls Mi... |
CIsco Status Diagnostics Analyze Configure Tools Admin

Identify your next steps to deploy and maintain DMARC.

Add Domains.

Verified (0)
Configuration Completed 0 of 0 domains
I Am Working On 0 of 0 domains
Ready To Start 0 of 0 domains

BREk - EEER 1
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Tell Agari about your domains

Add your domains to the system by typing them in or by uploading a text or csv file of domain names.

How do you want to add your domains?

® Type in your domain(s): |

O Upload a file of domain names (text or csv):

» Advanced Settings

Add your domains,

BB 2 N THE DT, kR T IS L I
o AR SURTEL RSO T B A MRE AN (B SRR .
o CSV Eff: %S0 5881 R A A SCA BUE 5 7y B {5 301

SREM: WA
BEXTIEHE R “ gl #80> SR VF RO AN BT AL B3dE e A AE R S . W2 I LR 8823 1 i
THEAH R 18 .

B3 mil IR o KRR U TR IR AE

¥) Success - x

1 domain (of 1) successfully submitted!

Agari will verify that your organization is responsible for these domains (this may take up to 24 hours). If
verification is unsuccessful you may need to update the domains' DMARC records in DNS.

+ Check the Unverified Domains page for a list of added domains which have failed verification or are
still pending verification.

« If you'd like Agari to host the DMARC record for any of these domains, click here to select the domains
and begin the hosting process.

+ Your Protection Dashboard will show the current state of all verified domains.

FARAREIERIE?

Rn] LR E SRS R B 56 IR A 2

BB 2R BUAH I 5 it SRt O A% 31 R Gl i AT 380 Ll s S AT A B, X AR B “ IR
B e BALSENRETARBIERE, DT R SR TS, MR VFHEEATRAE. &
HHIR AT IR, AT ERG R E A

B60IE 38k 1) fo DRAE T 122 9k AT DMARC g3, Wi b —&0 sh g oSS o 20 WU F e 59
NI AT DMARC 103K i 2 B2 U3 A DNS 26 H, 302 Bon RO OB A SRALH) 55— M 5%
CHEM A A SRS R RN DU ORI H IR B E P A 138 D

W B8RP - EHER |
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S 3: wEFEmas W

A% DNS F3i-iE A H fi %R
NTEHIREE B DNS ZFR kS5 id % (NS ids) , BAERERL AT DU L 5 5t H SV DGR . n R A1)
1% DNS it 4 DNS R Gt E B, LT T REA T AT

. WIEEEREEA ARG EM cat.com. WHRERE NSTHLANMAE dog. com, 1M
cat.com [F] NS It /& nsl.dog.com, NWERSELEIHER cat . com A (FH
cat.com ] DNS HEATEIE & T p 4D .

NIEWIIRTE B DNS HB 22 #id sk (MX ids) , UMEERT OB 5 5 BB, XHA B2
AT BRI T ] A S A A

A BIEEZRERR RGETEM cat. com. HRBRC AHHALAME dog. com, T
cat.com M) MX it /& maill.dog.com, WERESEFEINEN cat. com KRR (F N KRIE
B cat.com BIFTA MBARAR E W) B FATENIE J& T8 .

£ 3a: FIERVISEMRA

AR LR SV DME R 7 200 s 21, 0 HL AT DUFE 38 7= il v A R R S I i, ] DL
A — AN LA HNAE — S 5 f8 A3 AR — D o $2 A4 RO Sy 2L A6 P AT LS A A s 25
HEEH O IR, ADAE - MRKIIEFIR P AT . A2 MR KR T R,
R AR R B AR R R AR E A

ﬁi\i «/zé:,} 2 > «igz» ﬁﬁ%‘:’fiiﬁ*ﬂiﬁéﬂ;
2-7 WA TTE B

Manage your Domains
Edit or delete domains, create Custom Domain Groups, add or remove domains from Custom Domain Groups

Al of the verified domains that you have access to in your organization

TP P Manage DMARG || #* Edit = || (= Add to Domain Group ~ ‘ @
m Doma Domain DMARC DMARC Hosted  Date Added
All Domains agaribank.com Reject Yes 2014-02-13
o Do alerts sashimibank.com Reject No 2014-02-14
= = corp.sashimibank.com Quarantine No 2014-02-14
Defensive Domains
ibd.sashimibank.com Reject No 2014-02-24
oty ol jobs sashimibank.com Monitor No 2014-02-14
Quarantine Policy mortgage.sashimibank.com DMARC Efror  No 2014-02-14
Reject Policy offers.sashimibank.com Monitor No 2014-02-14
No DMARC pwm.sashimibank.com Monitor No 2014-02-14
sashimibank.com Menitor No 2014-02-13
Third Party
sashimicard.com Reject No 2014-02-13
ARSI ES (e sochi.sashimibank.com Reject No 2014-02-24
SPF Hosted by Agari tuna.sashimibank.com Monitor No 2014-02-24
unagi.sashimibank.org Reject No 2018-01-12
Bank group
Cards
Checking/Savings
Events
HR
Marketing
Mortgage
Personal Wealth
Management
Add New Group

FEBLUU £, ] DU P i ah s B Ak, D3 o SR A0 B € SO84L, DU EL T B U
I AR -

| BREk - EEER 1
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RGN TE 8RR, TR ARk Uy 1), DA B S A s BRI 3. R AR 2 3h
SHARGRA . BT, AN Q) MRGL, JFH AT LLE AL B 2 X4l Flan,
IR 4L RS B4 A DMARC B4 S I P 8. 4 AR L — M5 DMARC
TEAE RIS, 280K B B3R AR HENE " AL — . ETE TR AT AR A R A DAFE e 4 v 5 in B
UilERE

e Ul T2 4l

“YEBN” 5 BIE” M. BRIy EEh7 , BRIRIEEE T AR o PSR RA 5L
SRIPR AR Ao S A9 1 35K

FB=T7: mARAEI AR (PIInE AR PR BAEL) B I

BEEE
B g SO AL T CLEE A DU A e A T AR 4l fldn, (2L EoRfld, &g — 41l
BAEAE A “R7 3, i HAR BB A iR s & 7 dle b dso A8 R P T DASE AR R A
o, ADAE - MROKIIRI R AT Bk 804 AT B I G F P ik SRR P &
& HAt 5

SRS A
ORI R SURAL B R, S TR IR

2. WAIEIERAL K. B “Return” LLEAE 47K,

3. GIESEHG, ML L i SR N 5

& P CTRINEIRAL” AL, A SRV B A 1 R SR

HRR B & SCiEi4E

1. K RS B S E A AT Y B SR E
2. g BLIROAR B AR AT IR % 4

3. WINEE N E R R iZ 4.

TEER: — BMNER A UL, el R KR .
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S AP SIRCED NP

o MiFUE

o YU H bk

o UBIFTA R AR IR BT 222 CF AR AATA 5E SCRATFAD

JR DB & I A AT DMARC 3% 5, BARHR AR T AR I 46 2o s

BUE, EATDOT R ISP as AR i, IR E RS A0, USGRBIIT A A N JFx Lt 4T 726

HR A4 —EL ¥ I E

SR 4. BIFE—EEARNEES
TG 7 BB AR P K i%k DMARC #4&E$3E CBREMIEEST) B, OB EERE.
AR, R DT AR, R BT 2 L .

it DMARC R 580, T UL B WP ko N IEAEACR I R I8 o1, RSB E P~ R (TP
Hidk) o PASCIXSEHR A2 75 iE i SPF A DKIM B 477 56 AIE K6 7 o

HEE— DR NS — B ), MRt () f K A B T IS 4 A A 2 2 v . B, IERI4HER
AT RE 2 B R R Bl BB TT B R AR A, (EH AT RE 2 A 28 = 07 R A NS R AT Hh R 326 75 8 vty ) S
P, A R A RE FOR B R BN S = R AR IER R . EEE, BRAENE =T
HBCE8  Fe s TS ShE AR R R FHA T e — AN H . —ANFEREE FE4 S RE R, FTRE
TELE BV R BB TR BE IR B . K2 30N W AR 2 26 2 JF 4RE T DMARC R 245 3RBUCR &8s, 4
HiIREE ORI E S RGN R At

Hpife: BHREEEEEE BT, D E Y TAGRE A S =J5 KAEN, TR i A
AR N E S RAIE -

FHiafE s

TR b > R E” SR, B BRHRARY R R

“OrPMTHRPERR T TR R 1 RS, Oy SRR WA S R G A LA . AL
KIS K — 1A KRB B HRA LS RGP 5 -
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Qutbound
THE BIG PICTURE

What does my DMARC
trend look like?

What's happening to
messages failing DMARC?

Which messages pass
DMARC with SPF & DKIM?

Which ISPs do | send email
to?

How much email using my
domains is legitimate?
THINGS | CAN FIX

What are my SPF
problems?

What are my DKIM
problems?

Are any legitimate
messages being rejected?

What legitimate subdomains
don't | know about?

WHO IS SPOOFING ME

How much spoofed email
am | blocking?

What subdomains are being
used to spoof me?

ST DA BEREAS R A 9 A % IR DR B SRS T R H0AE 2 o IR, JmT ABRE 4K 21 A ok 7]
A, UL IERAEE B R 5 43 B0k

o iy “MBUCBLE” LA B RIS (R R A IE T B, SR
— T ) A SR A O B A R A

- R EOE NG 2 B CBRMED o BARHEBGEINH vl (Bl 90 KD . BEFEK
ERRETRESEA.  (E, BFERIENHERE. D

- SO R (R H L A B D
- BSCELR E IE R i, AEREECA I T, A B R R S R A W] e
Fr B
# ) DMARC #&%
— MR F R 4 B A 0 A B BRI “ 3R DMARC #&#7 it
FESLAL, 10T R R S 2 BRHE R b AL s, IF HIX SR 0] BE A HEAT AR AT S A Bk .
o piii “DMARC iiid” 5% “DMARC Al ” Firf AT B EEB T IR T s e 208 .
o TEULHL BT b s R s S B 2 AR A, RIVEE P Ik IR ] B AR A% R s UK IR MR (9 i TP

H ko
o EEW LIS MR P A R IP ik “DMARC 7 B, M BHETIRA
T
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What does my DMARC trend look like?

Sashimibank DMARC Trend Report for Active Domains from March 4 to March 17, 2018
Qutbound (1D

Share Schedule
THE BIG PICTURE A 4

What does my DMARC
trend look like?

[ DMARC Fail [ DMARC Pass
What's happening to
messages failing DMARC?

Which messages pass
DMARC with SPF & DKIM?

Which ISPs do | send email
to?
How much email using my 5M
domains is legitimate?
THINGS | CAN FIX 2.5M
What are my SPF
problems?
M

What are my DKIM 4 Mar & Mar 8 Mar 10 Mar 12 Mar 14 Mar 16 Mar
problems?

o

Are any legitimate (i
messages being rejected? [4. Mar 6. Mar 8. Mar 10. Mar 12. Mar 14. Mar 16. Mai

[l n ]

What legitimate subdomains
don't | know about? Click on a chart section or on a link below to filter details by date, domains or message sources.

WHO IS SPOOFING ME

How much spoofed email DMARC Trend ReSUltS

am | blocking?
What subdomains are being Domains: ‘Active Domains' Group
used to spoof me? Message Sources: All sources

Date: 14 days starting on 2018-03-04
Displaying all 14 results
Search for Failure Samples on 2018-03-17

Search within talﬂe:l:l

Date ‘ DMARC Pass DMARC Pass % DMARC Fail DMARC Fail % Total
2018-03-04 2,923,449 49.47% 2,885,983 50.53% 5,909,432
2018-03-05 4,487,653 59.23% 3,088,653 40.77% 7,576,308

B TRNEZETE
VIR IAER B 53— A AL “ A TR AT A
o fE “IATLMERIGIEE” Hoy v, midh A TGRS N R .
UL P 8 5 R T B 4 T 3t 21 T 2 4 P DR A I IS ) 3 38 ) 7 45K

BREk - EEER 1
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& 3-3

Qutbound
THE BIG PICTURE

What does my DMARC
trend look like?

What's happening to
messages failing DMARC?

Which messages pass
DMARC with SPF & DKIM?

Which ISPs do | send email
to?

How much email using my
domains is legitimate?

THINGS | CAN FIX
What are my SPF
problems?

What are my DKIM
problems?

Are any legitimate
messages being rejected?

What legitimate
subdomains don't | know
about?

WHO IS SPOOFING ME

How much spoofed email
am | blocking?

What subdomains are being
used to spoof me?

“BATROEZETE" E

What legitimate subdomains don't | know about?
Sashimibank Legitimate Subdomains Report for Active Domains from March 4 to March 17, 2018

M Schedule
B DMARC Fail

bearstearns.sashimibank.com

DMARC Pass

news.sashimicard.com

security.sashimicard.com I

Ok 250k 500k 750k 1,000k 1,250k 1,500k 1,750k 2,000k 2,250k 2,500k 2,750k
Total volume

Register these subdomains in the Agari service to track their DMARC implementation, enable alerts, and receive
enhanced reports.

Legitimate Subdomains

Domains: 'Active Domains' Group
Message Sources: All sources
Date: 14 days starting on 2018-03-04
Displaying all 5 results

LA A o ) B I X A A I AT R A

AP T 8 4

I ECCUTHT SR R T AR

=
N s B LT E SRV . ) R BUEAE TR M N T R AR AR
THAELEI (AR “ o > “HBARRE " B2 R R AL E AR 7 A DI e -

REPR

TEAS B IR DA R B AR R T ] L AR R, R

22

2

1 J5 LB B #GE FE s

o HEEIF IR IR — 4 H bRl

o e XA H AR KA NBBAAL 1L S i B iE 22K (SPF. DKIM)

o SRR A AL 1k B\ — X 4H H AR 1 B O SRR A A it B 47 56 IE
o 5 =7 RAF ANHN SR — R X 4 H bR E B 4 B E

o CNIX H bR & DNS SPF /5% DKIM it 3%

o MEIMINKE

GHICAE, FraThRI B B IR

SARBERER, BOIH
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$Es: E—IBEFEt—a8ss B

$IR5: fAE— 1 BiREE—HE R

2 R AR A s — BETTR) f5 . 855 FE A e T A O 10— 2 B AR

Blan, wPICRAI T — R

o JRRPERIES, R EERZ I
B H E (AR e 7D BT MNER AR KT IRAEEE, B, Hhkh
joe@foo.com [R5 W [E FH - [RGB T Bl . B EA . S SIENE ) CRM RAHHT
BR A3 —Ff, IRATReth 2 T H % 1A =M .
WHRRIXFE N, iSRS .

o RLRIIMEI, SRS F ORI IE B
o5 f ek 2 5 R AN 2 R IEAT TR, R T 5 Tl AR SRS B E . CRBUE HoR %
AR 1R 5 3 TT e 4 8 ) by S A Ak B o ) AT DU R REURHE AR B A i B R 19
WAl E R, JHRER = DMARC #6844 5K 05 .
N5 Ak ) SR i, AT DA VE T AL FR AR AL B AR N R IR LSRG AR IR 3

o JRRPEA —BE G — KIEHCE SO Y 55 B i R 48 E sh kiR

filn, R STHLENEAE =T kAN (B0 Zendesk) 38 AN (AN
support.foo.com) E%%FB’Z%EHM&F, ﬁf%‘ﬁ%ﬂﬂ%Tﬁ%-’éﬂﬁﬁtﬁ?%ﬁﬁ%%%ﬁa

o HCHE, SEfRIARSCHEL 55

B R AA S el 55 B IEAF LA, 55 8 ORI AL E B IR AE 3, P9I
)OI DA (0 A R R 1 8 e 4 BRE ) R A W] BE X N 5

TR CEFEMR D Hens, AONAE A “HCE” > BB LB AT 4, Wb PR 3a [HREF
TBD] #prik.

$ER6: AR L HFAFXTEFEITHE

SE LT N 45 5 S B S A7 SR IR K SRS 22 S5, BIURT R T 1A X 2830 CBL R S 3N 180
WU R A N TR H AT 732K

“ZHN” TTE

SE1 SHE LW > RN T,
BANEOLT, BARHR ORI W B = J7 KA N A8 Al B IR X 8 R AN

| BREk - EEER 1
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3-4 “BH > “EHAN” TTH (EREZHEHAN)
Senders
Discover which senders are authenticating email sent on behalf of your domains.

© All Domains

7 Single Domain < Choose Domain >

~ Well-known Senders

These Well-Known (to Agari) Senders sent messages on your behalf in the last 14 days. When there are multiple domains using a sender, you can view
the per-domain breakdown by viewing details. Data shown are based on the top 100 IPs by velume; click the links for additional data where available.

Sender Name Domains Volume ,  SPF Pass SPF Record DKIM Pass

pwm .sashimibank.com 2,992,085 0% ® 99%
.ll"
Sender Profile
- offers sashimibank.com 607,583 96% [ ] 98%
&
acxi@em
Sender Profile
.' jobs.sashimibank.com 97,432 99% ® 0%
faleo ¢
o\
Sender Profile
- agaribank.com 0 0% [ ] 0%
Sender Profile
Displaying 1-4 of 4 Well-Known Senders 1 Well-known Senders Per Page:

B, EAE A, A E R A ALSE Marketo. Acxiom. Taleo Al Epsilon N&EMIE = K
fEN

RS SR IR, I A B IR R A NER R AR RN, IEAEEL, XaRER
FE S M ATE DNS HUR A IE #5430 AIE (S B R A

“REN” TUEL{ERE
BRI RS 2 EF/HL A CIEMHRA DNS B3¢, Ui E AT fe ORI A UK B SR B 1 1P
Hohik . R] DLE B U B A A B AR SR AL SRR WA N Ieah, BT VAR M T K
LI LG TP My bk ek DA S LI L s 31k it T FR 5 7€ DNS A8 S5

A < OHEHE” ETR R B Bon s, Rl ORI IR A
o ORILHERIH WA N
o RHALAEM 1P HuhE

R R
MR RLAN R P e AN, T B CHEEARAEAE A3 WA A AT TP Mk

W B8RP - EHER
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“REHEN" sTEHIER
A AR TR R

THaG 1A BB AR A A B a2 dh 2 A T RO R A

N7 U R URTER B 28 46 P AR LA AR E E SCRTEN -

s “HEHE” R AR =05 W WA NN CORHILAE” IR AR Ot e, O
B, IR RE G R AR AT WA, WA UL “ B0 Kz WA AR &
ORI KA NFER . )

e 1P skl o 21 8 5 SCRAE N BARCIER T AR MEAF) TP ikt 7336, JX48 1P #s
bk R R TR RIE RO . (B, VR 22 R B ZH SESHR A RN B L B IR AL He
M55 &, M AOR s A: . > fn A AT DA AR HEHE R TP kb 78 73 vh 45 7€ 350 TP ik,

WU RT DL R X 2 TP U BE TR N2 B E SCR AT AR EATHEAT 7028, AT DUk B e 1 n 2

“ORmRT B, AL,

~
& BRHERY T RO NRZRAT N CREANIN “RHLHE” B2 “CftdE” ) BELET —
YR B SPE Al DKIM SEIK FJEA (2 [ MR AE IR SESEME ) 1 S0R ok B S sk
Ut HE R A N A WE - 2 77 07 2 4F> T HA& 9 DMARC S K5 7= 38 X R

B 03 B AIE ) BB AF BRAT (451
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g

& AN RREHESR

AR IRAE PL R4

o JEFFHTH) SPF id 3k

o KA SPF it

o HANEBMMLTE &

S 3 3 W7 CF 100D TR T RBEARSE S ONEIREE L HERENER, 1B
AU, OB W 45 R R AR AN 2 = O R AR N BT A SR, DU X IX S8 5 R NS
FH B3 BAF J73 (SPF All/sl DKIM S 353 )

RN AR, 0] LR T @ mB43 LALE J5 B SPF.

%14 A SRBEHEZE (SPF)

RAT N HIEHELE Ry SPF, @it RFC 7208 & Ai:  (iHZ W
https://tools.ietf.org/html/rfc7208. )

ZAE S E SO “5321 . from” Hihlk (AR A KRN BB bR BGR [ B8 42 ) S I B ALK 126 B f)
IP Hbhk ) S S IE I FE . S BUR A E DNS B TXT ids& .

B AT LUK FE SMTP HH45 L1 SPF, F14% 5321 .from 35 3%E$#: 1P #hlkiF 7 &, DIFiERS
BRBUER: 1P Nz L sk .
I R AT FEAME SPF e3¢, 180T LLAT Z W8 NIE B 2R A Sk R ) TP Huhk,

SPFi2KiE%E
A oK UE, SPF TXT Lk EE ATRRFT X8R V) IP Mk DA ALY .
flhn, £ELACH R ELK) SPE g3k
"v=spfl ip4:198.51.1.137 -all"
o v=spfl ZRATRRAF
o 198.51.1.137 & o KL HEAF 1 TP Hutik (IPv4 Hitik)
o all EFBCRA, HWr S U IP Ml 198.51.1.137 MAZd ki lil 14

| BREk - EEER 1



F4E RHEARIER |

B sPF—3

&E IP Huht

B LA 51 0] B Sk 58 S SPF 1035 T I #28 IP ik .

o WETT LI 7E Hi T BN PR i £ R FE 2 B TPv4 B IPv6 Hihik, 1 ip4:191.51.1.137 5%
ip6:7939:a348:460d:966f:2986:d0ba:1e9a:c67e

o f&WLLLL CIDR #%30H6 € TP HuhkVuHl, %10 ip4:191.51.1.137/29

o &TLUFR R IBAE N RIE IR A B MX 18R BAEAT IP. B U0 “v=spfl mx -all” &AULIE N K
liiﬁE’J MX HIAEAT 1P,

o A LMFEH include: #2617 HAh SPFid3%; #l40, include:_spf.google.com 217 Google [
SPF it 3% .

BIE BRI RS 2 G A8 LT DNS 25, AU ARIEH . “include” . “a”
“mx” . “ptr” I “exists” HLHILLK “redirect” MEHif 2 DNS & ifj, HiA SPF il A4k
SPF Pl W 15) () 2 4% S SR 1 10 REEIR, LA % DNS LA AL Sk

RNIER
SPF 03 (1 45 R 5 So VR G AT AN R R B i 3 BTV

#4-1 SPF iZRIZHAEE

37, &R aX

+all ik FVF A B

-all N A AVFILEC LS I — NS EW I (lhn, TPv4.
IPv6. MX)

~all AR TR HB A2 5 5l sk TR 2 UL, #F R vr s .

fall AN E WA R PRk

~all 5 -a11

Z [EIHIX B 7E DMARC FRifEF SPF AR A7 7R 2 B, 3R 2 M (+-0) FERURT H T PR AL 20t 75 1
TE852 3 AR 77 AR 0 I E 42 B2 BCAT B AF IR 55 v (1) HE 3 TP 2 (A B ARV RO

FESK PR 1] DMARC AUEARHE GRS, £ 58 4% 2 T LA E AL (reanne) JFdR, RJA
PR BRI (rea117) , RAHEERBE (-all")

FEBAB BSOS SPF ALK, W LAEA] “BA LY SPE Rl 1?7 i i R Rp kM 92 50 -

SPF —3

B 1 18 Bl 7E SPF il 47 5 U AR IS 3 R B R4 1) TP Huhk 23R 2 4, 805 & BRI A R A
ANk SPF 1IEMiHh —#L.

TR BEEAERNIEE E T # SMTP . %+ SPF, 34 RFC5321.MailFrom (HFRN AL
N, IR bEEGR IR SR IE S (B DATA #4) TR “RMAN: 7 #lik (RN
CRIFRAEN: 7 bk AHITECR, RS —#.

KEZHIENT, “Return-Path” {53k H T &7~ RFC5321.MailFrom 38, 1 Hil# % 7E K2 B 4%
J g AN ] I

W B8RP - EHER |
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1%

T ER T SMTP X i~ :

220 smtp.example.com ESMTP Postfix

HELO relay.example.com

250 smtp.example.com, I am glad to meet you
MAIL FROM:<bob@example.com>

250 Ok

RCPT TO:<alicelexample.com>

250 Ok

RCPT TO:<theboss@example.com>

250 Ok

DATA

354 End data with <CR><LF>.<CR><LF>

From: "Bob Example" <bob@example.com>

To: Alice Example <alice@example.com>

Cc: theboss@example.com

Date: Tue, 15 January 2008 16:02:43 -0500

Subject: Test message

Hello Alice.

: fEAEn sy M

This is a test message with 5 header fields and 4 lines in the message body.

Your friend,

Bob

250 Ok: queued as 12345
QUIT
221 Bye

{The server closes the connection}

TELL EoRBIH, & 4 472 RFC5321.MailFrom Huibll, %5 12 47 & K0 R AF
sl L) o FESEaR IR, SRER A A X T SPR H B —#L.

F75: WEMMEFHR SPFicH

2" 3
B} 2

£ 3

HEFZHT SPF A0 AU AR XS - v Rl DR 7 (K P A S8k 5 2 A& A ] )

il PR RS i) RN TR S g R S R AN
AR N SPF Ui W] 3 K AT SPF id 3%

ANHht G 8 el 2

o NRERHEARS R WA AR “ORAFNBCE ST B4, DL T IR A& A5 SRR SPES

o MM EE ORI A K s fa 4286 (1 TP kit
IR AN CH LB A € SCRAEND R frSEHL SPF —E.
o EIL RANT TUHEA “opHTT > “HBPRAER " U MR .

BREk - EEER 1
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W 375 HENEEHNSPFER

HB 4 HH/EUERE SPF 1057k UL R E BT A RN
~

#F  HiES WX SPF id 348 il EasySPF™ 3 H13%, 25 4-12 T,

BB LG CAEER SPF AL 2 [E B A T A KA NI, K SPF ALK B A “-a11” S,
TR TR R RN E R BRSSP IR

Bl B R%H AR SPF

ST SHIE LW > RN U, RJEMN CHRANE: 7 SRR AN DL R I R A

A
IR Y Google TENHBAESEMERT (B, #AA G Suite 15D , K&K I Google FIHIFE “ K
(PN LF

v Well-known Senders

These Well-Known (o Cisco) Senders sent messages on your behalf. When there are multiple domains using a sender, you can view the per-domain
breakdown by viewing details. Data shown are based on the top 100 IPs by velume; click the links for additional data where available.

Add Sender £
Sender Name Domains Volume y SPF Pass SPF Record DKIM Pass Source Type
2,270 0% (0] 0% Manual | @ Remove

Google

@ SPF Alignment
@ DKIM Alignment

THIERS,  “SPF A FlfE7moxt T @ R B AL (T SPF it 3%,
$B|, 2 piili Google HIR A NHL B EEAW EA BRHIR T A NHI1E R -

W B8RP - EHER
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£15. AEmEEmwsPrice A

Sender Profile: Google

Detailed information on specific well-known senders.

Google

Web Site
hitps://gsuite. google.com

Important Information

For SPF: Google supports aligned-SPF provided you take some additional configuration steps. Instructions can be found here and here. Their sending IP-
space can be added to your SPF record with "include:_spf.google.com®.

For DKIM: Google supports aligned DKIM. Instructions are available here. Agari Customer Support would be happy to assist you with next steps.

Please contact Agari Support at support@agari.com for assistance with this sender.

Contact Information
hittps://support.google.com/alanswer/ 1047213

DMARC SPF Alignment DMARC DKIM Alignment

o o

Yes/Partially Supported Yes/Partially Supported

SPF Pass Rate DKIM Pass Rate ©

Highest Rate Seen Among Highest Rate Seen Among

All Agari Customers Your Organization's Rate All Agari Customers Your Organization's Rate

100% 100%

Agari Customers' SPF Pass Rate Distribution © Agari Customers' DKIM Pass Rate Distribution @

“CRAFNBCE SO T AL S AT KA N AE SR 2L SPF (5 B — Bt i, (IR W]
AEF SPF I, DAL Al E RS 702 6 xR A N s SPE & 43 38k )

Vilal R AN ESCH” TUTH A BERE, S8 2 2] ] [ B S ) SPF A0 IR LA A

include:_spf.google.com

NI AL Google [ TP Mtk

1 SPF itk M Re i £ R 3 48 /N A BEAER, HEESHERAER. RiG, BEFEF “SPFidgk”
FRRTT RN, PAR R O FE AT 4 1) SPF id 3 AL & A A\

BREk - EEER 1
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SPF Pass SPF Record

0% ®

“SPF i@t ” %% 8K HiZ KA BB %48 ) SPF — 304 £ 1 fg 4

(6 G Suite, A[ff ] G Suite Postmaster T ERISINAIGIESEL, LPASZIl SPF —#. HXRELZE
4015 5, 1515 https:/support.google.com/mail/answer/6227174. )

S| EBZERE, EWRASE RN T EE BTSN Zendesk T ik k-

'~‘ 667 100% o 100% DNS
n<zendesk

Sender Profile

B 4 iy Zendesk RN ESCHBER W B AR T RIEANBIE B
i) R A NECE SO DU R B, SRS ST T 1] R SE ) SPE LSRN AR N 2

W B8RP - EHER |
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Sender Profile: Zendesk

Detailed information on specific well-known senders.

an _
“ezendesk

Web Site
https://www.zendesk.com/

Important Information

£15. AEmEEmwsPrice A

For SPF: Zendesk supports aligned SPF provided you take some additional configuration steps. Instructions can be found here. Their sending IP-space can be

added to your SPF record with “include:mail.zendesk.com”.

For DKIM: Zendesk supperts aligned DKIM. Instructions are available here. Agari Customer Support would be happy to assist you with next steps.

Please contact Agari Support at support@agari.com for assistance with this sender.

Contact Information
https://support.zendesk.com/hc/en-us/requests/new

DMARC SPF Alignment

©

Yes/Partially Supported

DMARC DKIM Alignment

o

Yes/Partially Supported

SPF Pass Rate

Highest Rate Seen Among

All Agari Customers Your Organization’s Rate

100.00%

Agari Customers' SPF Pass Rate Distribution @
(1 1)

0-24%

100%

. ]
4o NGO I

Highest Rate Seen Among
All Agari Customers

100.00%

Agari Customers' DKIM Pass Rate Distribution &

0-24%

DKIM Pass Rate

‘Your Organization’s Rate

100%

2 |
24w [T I

include:mail.zendesk.com

B IZIAR AL Zendesk 1 TP Ml

I, L) SPF il AN KA N (Google F Zendesk) HIFZ A :

v=spfl include:spf.google.com include:mail.zendesk.com ~all

B CHEE R & N IR BAS SPF A%, DA HEAT IR AL, 15 ZN A A N A1 ol
SPFits%. /%, 0 SPFidx ({HiEVEE ik 10 Yk DNS HLH| &R RE . D

BREk - EEER 1
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Bl BEX%H AH SPF

TE1
EH 2
TE 3

#iE

FEORAENT TUHEE R 3870 2 B B RN

HARBEENZHEAN?

R UM B SCRAE AR g+ BB IR AN B R NS5 48 . BVF ST 4L 2L AT N IH &
GiR A b ERAE R P AR IR AR 5. BRI OL T, BRHSR AR IR L TEIE 5 % MR N SCER [ 1P
e e “RBC” B E SR

Ren] DU T B 58 SORAE N D 25 Rl R 5 oh B e & o B, 4m] LUK f S Ak It o 411 119
1 55 4 50 2K B R SURMEN

AT FE SCR AN

FHE BB > EEEE SR T .
£ B E RN FIAM, midr ORI

BB B E SR NI PR IFBEAT DR AT o
QSRR , W R Hrh kB Z RN 1P Huhk/AEH .

flhn, B s CURs R A B A P TP bk o A AE A D “IRIA AR AR 7 BB E SORAT
A

v Custom Senders

These senders are either not known to Cisco or are infrastructure within your organization. You can group and label IP addresses in the Unassigned
sender group in the Manage Custom Senders page.

Sender Name Domains Volume y SPFPass SPFRecord DKIMPass  Source Type
234,525 0% (0] 0% DNS

o My Internal Senders

X LT 0 AR, T ¢ B SCRIEN” 8 2 B0 BIR A Bk B E SCR A FTHE i
B, 1M H SPFACRAR/R A & WHZ I SPF 123% R 2 os K AT A

FHE BCE” > CEBEESCRIENT T, BT A BN B E SO E SCH TP Hith
IE

B IP bk N ®) SPF i 3%, ¥ SPF i BN EHEIX L IPv4 B¢ IPv6 bk, 1 40:

ip4:192.168.1.67
(AL REC 1918 Hubil 4. D

Frik ik 1) SPF il R IEHIE SN E S Google. Zendesk DA “FIINF RN H & SR NA
IR E TP Mk

v=spfl include:spf.google.com include:mail.zendesk.com ip4:192.168.1.67 ~all

A] LA¥E E CIDR #% =1 IP Hohtys F .

W B8RP - EHER |
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fEm “spriamE” #x W

St ] DU FH AR HLHIAE SPF sk R g e bl (Bl “a” « “mx” . “exists” ), {HIXLEHLH]
BONEG, AU, (B, @A EAE SPFRFC HTEHEH “pue” L. ) A IRIXLEH]
HHIELE(E 2, Vi http://www.openspf.org/RFC_4408#mechanisms.

TEST—H

FRE, WISk E B E SRR TP bk A BE AR IE S B — 3. %80 Z48 I AN 1% 35 it V52 it < 325 HIS 4 Fr)
A4, LA RFC5321.MailFrom (tHFRNE M N . HE2F bk oEE B 42 ) S HliEFIE S (8 DATA
) hERE RN T ik (RN R RAEN: 7 hk) VLR .

€M “SPF[a]@l” #RET

IR, 4808 W T DR AE HEAT B 0 B UE AN 9 28 5 38 rp B RS R A N B 4x T SPF A0 s 22
figE R 14 I LRI LE (14 350 i e 2 1)

S| FHE 7 > “HARE” > “JH SPF MR 47 LA WIIRR
41 SPF B R S IR =LA

What are my SPF problems?

Aetna Inc. SPF Problems Report for Active Domains using Outbound Data from March 12 to March 25, 2018

Share Schedule

SPF Problems

Permanent Error: 173 Messages
Temporary Error: 174 Messw
SPF Fail: 17,405 Messages
No SPF Record: 29,152 Messages

\

Hover over a chart section for an explanation of the corresponding problem or click on a section to investigate
further.

Identifier Misalignment: 279,840 Messages

Domains: ‘Active Domains’ Group

Message Sources: Only messages from my Sender Inventory
Date: 14 days starting on 2018-03-12

Displaying results based on the top 1,000 IPs

Search for Failure Samples on 2018-03-25

HWH, SRR BOZHROR

BREk - EEER 1



— T FIE RHEARBER |
“SPF |“= BEY =

HER, ATDMERL MM “BRukE” a4 e B R R E (B, AR R AN IERTE B
i 2 K SPF @) .

4-2 “ERRE” 'O
Select Domains
Domain Group: @ | Active Domains v

Single Domain: )

View Messages From

Most Recent: © day(s)
Date Range: () [2018-:0312_| t [2018-03-25 | ©
Message Origin
Custom &
Specific Sources: O | From All Sources s
From All Sources
Known Forwarders: || | From Inside My Sender Inventory s
Specifc IPICIDR Range: | From Outside My Sender Inventory
Subrmit. ‘ Reset to Defaults | Caneel |

4

il AT ge AR EE IV DL “OR B T ORIE” BTBEPE . AR NI BRSNS B R A AN R A
“EWrT > CORAENT DU COREAE” JETIR L.

R AR 5 R 23 R R AR AN SR T T R . N, AT e B E RN
MailChimp A& BBAFAEAE “ARIRFFA—E” [
4-3 MailChimp #RIRFF A —E o) 3

All Issues 1,546
MailChimp
Identifier Misalignment 1,546

B2 Sl AR MailChimp A& R BEPFEER TR T R AT NI HEARTE B -

W B8RP - EHER |



| #4TE RHEARBRIER

fEm “spriamE” #x W

4-4 MailChimp A—H[E1f% : FLH{EEME

What are my SPF problems?

SPF Problems Report for Active Domains using Outbound Data from March 12 to March 25, 2018

Share Schedule

SPF Problems

Permanent Error: 173 Messages
Temporary Error: 174 Messay'/—'\—%
SPF Fail: 17,405 Messages
No SPF Record: 29,152 Messages

\

Identifier Misalignment: These messages passed SPF check for the domain issued in the the SMTP MAIL FROM comn
but the MAIL FROM domain does not match the domain seen in the From: header, which is required by DMARC. This
mismatch in domains causes a DMARC-SPF failure. In the table below, click a number in the "Total" column to see the
misaligned domain combinations.

Identifier Misalignment: 279,840 Messages

Identifier Misalignment

Domains: 'Active Domains' Group

Message Sources: Only messages from MailChimp
Date: 14 days starting on 2018-03-12

Displaying all 8 results

Search for Failure Samples on 2018-03-25

Search within Iab\e:l:l

IP PTR Name SBRS | Country SPF lssue Total &
198.2.136.19 mail136-19.atl41.mandrilapp.com o United States Identifier Misalignment 398
198.2.135.12 mail135-12.atl141.mandrillapp.com 35 United States Identifier Misalignment 387
198.2.133.17 mail133-17.at1131.mandrillapp.com 3.4  United States Identifier Misalignment 385
198.2.180.19 mail180-19.suw31.mandrillapp.com 35 United States Identifier Misalignment 376
198.2.128.13 mail128-13.atl41.mandrillapp.com B United States Identifier Misalignment 4
198.2.133.28 mail133-28.at1131.mandrillapp.com 35 United States Identifier Misalignment 2
198.2.180.15 mail180-156.suw31.mandrillapp.com 23 United States Identifier Misalignment 1
198.2.134.14 mail134-14.atl141.mandrillapp.com 3.5 United States Identifier Misalignment 1

Total 1,554

ZALE 7R A MailChimp &35 IR — 80 (B 48 28 & 4 A\ MailChimp [ TP il 75 o 2145
) SPF i3%)

MailChimp ) “ KA ANFCE A" 5L B A X T4 MailChimp 1 Mandrill (MailChimp 77, fff
FAAHTE G TP Hutik, (HEAAFEK SPFELE) Ja H SPF & 44 56 1iF 1) A4 15 B :
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Sender Profile: MailChimp

Detailed informaticn on specific well-known senders.

Web Site

www.mailchimp.com

Important Information

MailChimp: Set Up Custom Domain Authentication: DKIM and SPF: hitp://kb.mailchimp.com/accounts/email-authentication/set-up-custom-domain-
authentication-dkim-and-spf

IMPORTANT NOTE: To pass DMARC with MailChimp you must implement DKIM per the instructions above. MailChimp does not support custom MailFrom
domains so you cannot pass the DMARC-SPF alignment check.

Note that Mandrill is a MailChimp product and uses the same IPs, but has different configurations. If you are using Mandrill rather than MailChimp, follow these
instructions instead: hitps://mandrill. zendesk.com/hc/en-us/articles/205582267-About-SPF-and-DKIM

NOTE: The Mandrill service does allow you to set the MailFrom domain to your own domain and you can pass DMARC-SPF alignment using Mandrill.

The SPF include mechanism for MailChimp is "include:servers.mcsv.net”.

The SPF include mechanism for Mandrill is "spf.mandrillapp.com”.

Contact Information
https:/fmailchimp.com/contact/support/
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Senders

Discover which senders are authenticating email sent on behalf of your domains.

All Domains

® Single Domain | ciscofunding.com v \

Modify SPF Record &'
® Most Recent: (14 | day(s, Date Range: |2018-05-25 | to (2018-06-07
¥(6) o [ EasySPFAnalyzer |

Host SPF Record @ Cisco

Approved Unapproved

7E EasySPF r 28 16—, BAUAE SPFIL3. 1610 N: 78 SPFidk P IRA M RN, A
IP Hit %7, DNS B RHLHIE LA I 10 3 o AT B VR 5 .

AT LI e bR 2= 70 SPF ids A 4F ELERVEE S, JF T MNLHIA1E 2 [0 &8 UL 5 i 3
1 2EE R AR R
4-6 EasySPF ##fg5: B 1

EasySPF™ Analyzer

Use this tool to analyze and update the SPF record for a specific domain.

@ Review Existing SPF Record

Domain to analyze: ~ agaribank.com

v=spfl mx ip4:172.22.125.10/32 include:bfi0.conf include:bigfootinteractive.com -all

IPv4: 4,098
DNS Querying mechanisms (10 maximum): 3 Syniax errors: @ No errors IP addresses authorized:
IPv6: 0

1 DNS querying mechanisms
Sender detail: EPSILON

2,688 |IP addresses authorized

Senders Included in this SPF Record

Well-known Senders Custom Senders
EPSILON Oregon Data Center
o New York Data Center
Go Back to Senders | Analyze With Data »

HWFE W HE T MBS T SPF Al
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EasySPF™ Analyzer

Use this tool to analyze and update the SPF record for a specific domain.
9 Analyze With Data
Domain to analyze: agaribank.com

v=spfl mx ip4:172.22.125.10/32 include:bfid.com include:bigfootinteractive.com -all

Z Reset to existing SPF record

IPv4: 4,098
DS Querying mechanisms (10 maximum): 3 Syntax errors: @ No errors |P addresses authorized:
IPvé: 0
Save Save and Publish »
Details from Sender Data
seen in the last 14 days
: DNS Querying Select
Approved Senders Supporting Data Mechanism(s) Include All Subset Exclude
o New York Data Center 0 messages from 0 IPs 4]
ip4:172.22.125.10/32 0
include:bfi0.com details 1
include:bigfootinteractive.com details 1
Oregon Data Center 0 messages from 0 |Ps 4]
mx details 1
Unassigned 0 messages from 0 |Ps 4]
EPSILON 0 messages from 0 IPs ]
include:bfi0.com details 1
include:bigfootinteractive.com details 1
Total DNS Querying 3
mechanisms:
Save Save and Publish »

EasySPF D 4TER 1B IM S5 2
TESEARE A, AT AT LT A
o i SCRFECEE BE B T A E 2 R AT N IR IE TR .

BRVFIS MBS =07 A NS SR SE T 4 B TP Mk . #8507 BE A5 244 SPF ad s ity R A N g L (HE
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- SPFliid % (%)
- DMARC it % (%)
- DMARC il &
- MR
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4-8 3t SPF ig ZAIEXK

v=spf1 mx ip4:172.22.125.10/32 include:bfi0.com include:bigfootinteractive.com
ipd:67.228.245.98 -all

~ Reset to existing SPF record

FERCR B AL S O &5 1P bk sE N, DNS Bl bt o .
R LABERS B BB SPF iC3 (WI4RT/E DNS B DU BR T 80 A5 7 56 5
G R H LR R R E TR SRS TER) TR N — RS TP ikt

4-9 EERERLERHEAEXHTE

Select portions of this Sender's SPF definition to include.

Sender:
qualtrics

SPF Definition: | include:_spf.gemailserver.com
| ip4:162.247 .216.0/22
ip4:54,186.193.102
ip4:52.222.73.120
ip4:52.222.73.83
ip4:52.222.62.51
ip4:52.222.75.85

OK | Cancel |

o WLFE LRAFV DUSEAEDYR 2, JFARSLIBUL SPF ilR, BRkHE “ORAFIFRAT” AIERLE 3
CRATHFTILR .
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Manage the settings for

View, edit, and delete all the details for this domain.

Qutbound
Approved Senders Unapproved Senders SPF DKIM
Domain DMA,RC
# Pass # Pass ~ Folicy Record Pass Key Pass
£ 188,685 32.69% 285883  74.32% ec ~ 32.67% 4 0.02%
Existing record:
1 .Oe
IkiThird Party: v=spf1 mx ip4:64.186.197.0/24 include:_spf qualtrics.com
Is Defensive: (] © include:spf.protection.outiook.com
include:spfhost. messageprovider.com ~all
Domain Groups: PRODUCTION @ View Record Details
Senders: Office 365, PROD, Qualtrics, Unassigned & Last saved SPF Analyzer record:

v=spf1 mx ip4:64.186.197.0/24 include:_spf.qualtrics.com
include:spf.protection.outlook.com
include:spfhost messageprovider.com ip4:52.222.73.83 ~all

Agari Policy: Synchronized with published DMARC policy: Monitor &
DMARC: Not managed by Agari ©

SPF: Not managed by Agari © View in SPF Analyzer

R mid “RAT” %4, BEasySPF #1058 3 # m  EoR B U SPF k5% .

I R 9 BB TE TV K& — B0 SPF WEPF R R AE NS T —FpLE], NI RER H AR “A—
BUORMENES” o FEXAMEOLT, MG 2 AN A NHCE SO U DAR € A2 15 7 2
FARERATE X R B %R N BTREAE3EAT 58 42 S 40 B8 IE

4-1 4R SPF 4728: £/ 3 (LE&H)

EasySPF™ Analyzer

Use this tool to analyze and update the SPF record for a specific domain.

@ Publish Updated Record

New SPF Record for:

v=spf1 include:servers.mcsv.net ip4:160.34.64.28 include:_spf.salesforce.com
ip4:208.185.235.45 ip4:212.70.67.12 ip4:213.200.109.65 ip4:205.217.12.155
ip4:180.87.148.12 ip4:89.187.113.3 include:successfactors.eu include:spf1.barclays.com
ip4:216.74.162.17 ip4:216.74.162.18 ip4:94.236.35.193 ip4:193.148.38.199 ip4:217.11.0.38
~all

1Pvd: 22,583

DNS Querying mechanisms (10 maximum): ] Syntax errors: @ No errors IP addresses authorized:
IPv6: 0

A Warning: Your new SPF record includes one or more Senders which do not appear to Agari to support aligned SPF. You may
need to take additional steps (for example, configuring aligned DKIM) in order to fully authenticate email originating from this sender
to ensure delivery. See the following sender profile(s) for more information.

« Cvent - Sender Profile

GUTHT R 238 70 60 538 ) SPF sk A1 SGAE DNS HgIEE SPF LR Bi . sy “4TEIULET”
AN LAGSEE Ui W (3T B ACT A
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You must take action for this SPF record to be published:

SPF Record - DNS Update Instructions

This revised SPF record is a recommendation. Be sure to monitor and review authentication rates for this domain and revise
the SPF record as necessary.

The exact steps to get your SPF record published will vary based on how the DNS for your demain is managed. However you
submit requests for DNS changes, you will need to request that this SPF record be published as a TXT resource record for
the domain barclays.com. Be sure to include the full SPF record below. There should be no line-wraps, newlines, or
whitespace other than the spaces explicitly shown within the record below.

If you have direct access to manage DNS for your domain through an online DNS administration tool, look for a section
to publish a TXT record or a section specific to SPF records.

If you have access to manage DNS for your domain through a web hosting online administrative interface, look for
DNS Settings and a place to enter a TXT record or an SPF record.

If your company manages its DNS internally you may need to submit a request to publish the DNS record through your
company’s DNS management team.

If a third party hosts DNS for your domain, you may need to submit a ticket with them to update the domain's DNS
settings.

Domain:

v=spf1 include:servers.mcsv.net ip4:160.34.64.28 include:_spf.salesforce.com
ip4:208.185.235.45 ip4:212.70.67.12 ip4:213.200.109.65 ip4:205.217.12.165
ip4:180.87.148.12 ip4:89.187.113.3 include:successfactors.eu include:spf1.barclays.com
ip4:216.74.162.17 ip4:216.74.162.18 ip4:94.236.35.193 ip4:193.148.38.199 ip4:217.11.0.38
~all

It may take up to 24-48 hours for the changes to appear within Agari after the record is published by your DNS provider.

Print instructions

FEEHY SPF

e B AR IGILE SPF L. b # A/ BAHTA SPF LRI, Wl Ul fEfEE A A
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B fEFFEE R SPE, ] DA A A BB GRS B 2= B4y, SRR sty SR (58 Al X 38 i
AT B 3 BRI
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Senders

Discover which senders are authenticating email sent on behalf of your domains.

() All Domains
@ Single Domain | ciscofunding.com " Modify SPF Record @
® Most Recent: day(s) © Date Range: [2018-05-25 | to [2018-06-07 |

EasySPF Analyzer

Host SPF Record @ Cisco  [mms

Approved Unapproved

RO BRI R ARG S P A SHEHE R AR

% 4-14 £ SPF idFiERE

) Reminder

An SPF Record hosted at Cisco will automatically include all Approved Senders for the
selected domain.

Ensure that the list of Approved Senders is correct for the domain ciscofunding.com

Cancel

H| 3 il kL7 DITIRVIERITE SPF id3k.
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Host SPF Record @ Agari

Host an SPF record for a specific domain at Agari.

New SPF Record for: -

v=spf1 include:%{d}.spf-protect-agari.com include:%{i}._i.%{d}._d.%{h}._h.spf-

DNS Record .
A Update DNS Record stage.agari.com -all

Agari has updated our systems and is ready to start processing SPF lookups on behalf of barclasyvisa.com.
The record will show as pending hosting on Diagnostics > Domains until you have updated the DNS entry for the domain, DNS has
propagated, and our systems have identified the new record which can take up to 36 hours.

To complete the process, you must take action for this SPF record to be used:

Hosted SPF Record at Agari: DNS Update Instructions

You must update (or create) the DNS for the domain to "point” to Agari (redirect) for SPF evaluation.
The exact steps to edit or create your SPF hosted will vary, based on how the DNS for your domain is managed.

Howewer you submit requests for DNS changes, you will need to request that this SPF record be published as a TXT
resource record for the domain barclasyvisa.com . Be sure to include the full SPF record below. There should be no line-
wraps, newlines, or whitespace other than the spaces explicitly shown within the record below.

If you have direct access to manage DNS for your domain through an online DNS administration tool, look for a section
to publish a TXT record or a section specific to SPF records.

If you have access to manage DNS for your domain through a web hosting online administrative interface, look for
DNS Settings and a place to enter a TXT record or an SPF record.

If your company manages its DNS internally you may need to submit a request to publish the DNS record through your
company's DNS management team.

If a third party hosts DNS for your domain, you may need to submit a ticket with them to update the domain's DNS
settings.

Domain: barclasyvisa.com
v=spf1 include:%{d}.spf-protect-agari.com include:%{i}._i.%{d}._d.%{h}._h.spf-
stage.agari.com -all

It may take up to 36 hours for the changes to appear within Agari after the record is published by your DNS provider.

nstructions

&E B EEHR SPF il X HATEAE . BFEEE DNS BN “Fem” BE (Exem) PAdtiT
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121 to April 4, 2018 Filter Results
Approved Senders | Unapproved Senders DMARC SPF DKIM
# Pass # Pass  Folicy Record Pass Key Pass
4,044  99.93% 808 0% = Y 9093% O 0%  DMARC Policy
62 100% 1 0% ose ® 100% O 0% | °° NoRecord
#oo - Monitor
1 0% 0 oee o 0% o 0% eeo Quarantine
112M  100% 22423  95.52% . Y 042% 1 90.88% = °°* Reject
] Inherited
6.87M  100% 96464 B7.18% ess Y 99.94% 1 100%  H Hosted by Cisco
0 0 - ® o SPF/DKIM Record
1 Error
194,862 99.68% 3,882  B5.47% = ® k 0% 1 9968% @ Record Published
7324 100% 4 100% ose ® 0% 1 100% | @ No Record, Messages Pass
#~ Saved SPF Analyzer Record
171,362  100% 3,365  B0.24% . Y % O 100% () No Record
1200  100% 5 100% e ® 0% 1 100% @ Hosted byCisco
Hosting Pending DNS Update
n
999,944  100% 14,869  90.01% ess Y 0% ! 100%  procress State
188,457 100% 2486  84.27% ase ] 0% H 100% & Configuration Completed
#~ | Am Waorking On
156 100% 2 50% ess Y % O 100% .0 Ready To Start
4 100% 287 100% 0% 100%
e ® ) o ¥ Hide Legend
0 0 sss [ ] O
e =
= ZZE R
FIEERRIEE
'El‘ . ,:'; N, N -—E"— por
BHEIEFEE - MTE M SPRAds, WML “or” > “RAAEN” TGS “42 B8 -
Discover which senders are authenticating email sent on behalf of your domains.
") All Domains
© Single Domain %
o S VL o N
RO R %8S, REEFERLDRUIFG/AR B 21 DNS 1% N 68 SPF idx:
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€ Reminder

You must take action in DNS to stop hosting an SPF Record at Cisco.

You must update the DNS for the domain
evaluation.

to stop "pointing" to Cisco (redirect) for SPF

Before you modify the DNS record, you should create and publish a new SPF record using Ciscao's
EasySPF ULy Analyzer.

The record will show as pending hosting on Diagnostics > Domains until you have updated the DNS entry
for the domain, DNS has propagated, and our systems have identified the new record which can take up
to 36 hours.

Remove the following line in the TXT record for the domain = to stop hosting at Cisco:

v=spf1 include:%{d}.02.spf-protect.dmp.cisco.com exists:%({i}._i.%{d}._d.espf.dmp.cisco.com -all

Continue ‘ Cancel
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PLUR e — 5 2% B8Rk, R B T i35 F SPF Sy Sk i g 2 .
Google G Suite B GBI, “iHid SPF #AULMFN: 7
https://support.google.com/a/answer/33786

Microsoft Office365 #BI, “7E Office 365 H1 ¥ & SPF LA BBy (i Hw:
https://technet.microsoft.com/en-us/library/dn789058(v=exchg.150).aspx
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OpenSPF:
http://www.openspf.org/

SPF 4E H A% H:
https://en.wikipedia.org/wiki/Sender_Policy_Framework

RFC 7208, “KAF NHIGHELL: 7
https://tools.ietf.org/html/rfc7208

Word to the Wise 1%, “{fif] SPF {7 &G 501E: -all B¢ ~all”
https://wordtothewise.com/2014/06/authenticating-spf/
ERRMIECEE, KA NSRIRHESE (SPF) i/ IR TR

https://www.youtube.com/watch?v=0EpU-iqBerl
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Domainkey 2 5l BB - F% 5y DKIM, 83T RFC 6376 KAii: (&3
https://tools.ietf.org/html/rfc6376. )
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H

o 1R#E DMARC %3k, DKIM &N “ k44N SAHILH .
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&G — TR B AL 7] 2 ARFY) DNS 1038 B # 8 .

CHAHT RBEEIEM K (MTAMBE R RS ERKSEH. QR EIN RN, 8K B
W I 2 8 in DKIM %42 .

BEZMEL TR H R @A . —®a H Tl @ %A MEL THaHE:
https://port25.com/dkim-wizard/

http://dkimcore.org/tools/keys.html
https://www.dnswatch.info/dkim/create-dns-record

R “DKIM P4 #t " 50 “DKIM 557 Kig b 2455,

K AL & DKIM 15 B DNS id3¢

Q5 DNS SCAL SR, A5 M A% fE R 1R800 DKIM {5 5 o XS0 i A R ki
SERARI T 7] 22 AR H) DNS g% . WHE R, RO Al

Xt /A 2% Ji B DKIM 4544
H %5 H DKIM 2544 136 B S B R e S o DA SR80 18 F 9 96 BY -5 6k N SRS ) — B4 %«
SOBF A 22 4 5

https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide/b_ESA_Admin_Guide/
b_ESA_Admin_Guide_chapter_010101.html

W B8RP - EHER
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https://www.cisco.com/c/en/us/td/docs/security/ces/user_guide/esa_user_guide/b_ESA_Admin_Guide/b_ESA_Admin_Guide_chapter_010101.html
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SEREU-AE=FL2EAEHRKM H

Symantec

https://support.symantec.com/en_US/article. HOWTO126432.html
Postfix

https://petermolnar.net/howto-spf-dkim-dmarc-postfix/

TEB12E14- AB=F%%ABFH DKIM

o ME=J5ATf #FiERK DKIM %44, % 5-3 1T
o N =5 RAF ANSZE DKIM %557, 5 5-4 1
o XVPATE S =5 RAENIGAE DKIM, 25 5-4 70

MEB=FEFBHEIFEK DKIM £
AT IR DL R, 0 A T4 52 800058 =7 A AR ) DKIM,

BB KR 27 > RN DU
My CEIRMAENT BIRPORAENT R NBCE SO B, T RRE S Z A\ DKIM DR
2

5-1 BX “REABREXXH” TUEA) DKIM AR RERE

Sender Profile; Salesforce.com

Detailed information on specific well-known senders.

&

Web Site

http:/fwww.salesforce.com

Important Information

For SPF: Salesforce supports aligned-SPF provided you take some additional configuration steps. Instructions can be found here. Their sending IP-space can
be added to your SPF record with “include:_spf salesforce.com”.

For DKIM: Salesforce supports aligned DKIM. Instructions are available here. Agari Customer Support would be happy to assist you with next steps.

Please contact Agari Support at support@agari.com for assistance with this sender.

Contact Information
hitps:/fwww.salesforce.com/form/contact/contactme.jsp

R DKIM Ut BB 2 s E g ) B LA R 368 : O Salesforce AR &AL T

https://help.salesforce.com/article View ?id=emailadmin_create_dkim_key.htm F35 % 3% f 5 44 e F
DKIM %4,

BREk - EEER 1
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B 3@z u-AE=524ABA DKM

RB=77 %4 AT DKIM 4R

Bl BB R B R AR NSRS (R THT) Salesforce - TR ) 1%l R A 4

o ERCEYIY

o JEPRIE PR

o {£ DNS H 5 A0 2~ 8]

X DKIM #8, AR A2 3L

o TXT M ARRIRYE LA, Rl “._7 , HEREEY, J5Il “.7 , R4, §l
Ul: selector. domainkey.domain.coms

. %XE AR IER AR A8 30: v=DKIM1; k=rsa; p=MHww.., ¥ p=Gf{HEZ2HN

o
EILLE T AR 2 P sl i & — A CHEHER T RN X — A CHbHER RN EH Bk
8%, NTTIAH R BT DNS TXT 1d5% .

g1  HUBEAF, WEE=JKRMANSEHDKIM %44, i, Microsoft Office365 Fl Google G Suite
2 H 3RS R B H DKIM %54

St B8 =7 & ALRiE DKIM

fear LU A AR OR Y (R AT TE, #ilan MX T A4E:
https://mxtoolbox.com/dkim.aspx) >KI&UF /&5 7E DNS H1IE#f &K | DKIM 1d3%.

£ BRHERORS h, SME “TR” > “DKIM” (H, SREHASa s . flun:

5-2 #®#& DKIM 2%

Check specific DKIM records

Enter the name of a domain and a specific selector to view the requested DKIM record.

Selector: |ipo|’[ |

Domain: |cwsco‘com |

Look Up

Lookup of iport._domainkey.cisco.com resulted in this raw data being found in DNS:

v=DKIMI1;
p=MIGEMAOGCSqGSIb3DQEBAQUARAGNADCBiQKBgQCctxGhInvNpdeQLIMba/ DotvdpzF IJuo730YFuwé /8bXcfB/p5JG/IME1rSfUlrNZs3kMn92d
PYvTYyRbyZ0UyMrsM32N2JATop3M7sitqHgp8pbORFgQy2xg+L2312cELg+gqwtban jWIZEPpVvrvbuz9QLBCULS+V5N51dgBL/ 1wIDAQAB;

Key length: 1024

18] DLIE IS B SR T BB A5 SR IGIE B = B4 B IEM . #l, 78 Gmail B i, @&
B i« R 4G Bonml ¥ 5 x SPE. DKIM 1 DMARC [543 5 3E 45 5 .

BE7R I B4 A\ Salesforce.com H & i%FERNEIEH & H . WE1ER, Gmail & F i 2~ DKIM PASS 1)
By IS IE 45 R
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DKIM R BRHERy W

Original Message

Message ID <6B8BEFC2-0C5A-4A25-B5A6-72D230269124 @cisco.com>
Created at: Tue, Jun 19, 2018 at 2:46 AM (Delivered after 6 seconds)
From: EETE DN CE wod@cisco.com>

To: | |-

Subject: H EEE e = n - = EEm
SPF: PASS with IP 173.37.142.88 Learn more

DKIM: 'PASS' with domain cisco.com Learn more

DMARC: 'PASS' Learn more

WA MR {2k, 0] LLFE 3 Salesforce F & 2411 DKIM {2k

DKIM-Signature: v=1; a=rsa-shal2b6; c=relaxed/simple;
d=cisco.com; i=@cisco.com; 1=5289592; g=dns/txt;
s=iport; t=1529401619; x=1530611219;
h=from:to:subject:date:message-id:references:in-reply-to:
mime-version;
bh=wwnGqgrNevIbPG97FceJsWespPFmLJJludpJAODKggzM=;
b=Cr5VTd6UKKVCEixQriG/FwA3lgOWTezZNMBYYUpDE/06uxRmllepYHIXF
exxCsMcecmhtauyH7CUXF{f12csTgWOnutzrhWhIU3p01U2fX821e8ViH]1eTI
bDnRiQb%C+gaVVgv2 TMRcpmaJZCnx0aBjJUC/Ubs5Go+vEE+t fADYXX/0
o=;

d=cisco.com - I~ cisco.com
s=s1024 - TEFEERN “$1024”
h=... - F T-#E B 1E k.
bh=... HEF ) IESCHES .

b=... - HEAF N I SE PR 372544 .

A RFEAHEARC I DKIM 15 kKN B MEE I E 2 FEAE S, iS5
https://en.wikipedia.org/wiki/DomainKeys_ldentified_Mail#Technical_details.

DKIM Z5 R ERHE R

NIRRT DKIM 40, SEH4E “ RN WA FIZER . £LUR 7RI+, DKIM Pass 41 L)
BB LR EE RN A RIZ I ERA (F135 K] DKIM PASS 45

g

BREk - EEER 1
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W &/ “DKIM " RETREE

Sender Name Domains Volume , SPFPass SPFRecord  DKIM Pass
o 9 (total) 126,949 99% 99%
* Details
113,995 99% O 99%
10,576 99% @ 100%
1,162 100% O 100%
Wz SR R NER PUTR B S R AN Salesforce & 4 2= A% (I HE/F ) DKIM PASS
1R
Zh

Sender Name Domains Volume , SPF Pass SPFRecord DKIM Pass

marketing cloud

it DKIM Pass FIAE {45 R AEERKG Rom “ A DKIM @0t 47 7 iy, BARLE TR —#oh

el

1,608,507 99% o 100%

Sender Profile

€M “DKIM [B)RE" xS & #Xin)R
AR A, 108 T DL ZE HEAT B 4 B e AN D 45 58 38 P 1 AN R A A B DKIM 25 4% i 22 i
TR i) AL AE (4 35N Pl 20

BB SHE M7 > CHERE” > K SPE R A 7 DEBEYIAIRE .

W B8RP - EHER
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& 5-3 DKIM [a)fEIR S8R =R A

What are my DKIM problems?

Inc. DKIM Problems Report for Active Domains using Outbound Data from March 13 to March 26, 2018

Share | Schedule |

DKIM Problems

Temporary Error: 2 Messages ']

DKIM Fail: 7,174 Messages '-'_'_'_"Wl

Identifier Misalignment: 39 462 Messages —

No DKIM Signature: 92,942 Messages

Hover over a chart section for an explanation of the corresponding problem or click on a section to investigate
further.

Domains: 'Active Domains' Group

Message Sources: Only messages from my Sender Inventory
Date: 14 days starting on 2018-03-13

Displaying results based on the top 1,000 IPs

Search for Failure Samples on 2018-03-26

WEHEENT, FRRFA—HE “%A DKIM 447 (BRI WRPEAR A K #E4T DKIM 2544) 2 Ja i
K@, iHER, WTUMEHE LA “BOoRE” g/ o FE e bk ik s (B, ER$R
AN EAE BT 2 JA R DKIM [F 85D

BREk - EEER 1
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W &/ “DKIM " RETREE

5-4 “ExigE” 'O

Select Domains
Domain Group: © | Active Domains v

Single Domain: agari.com

View Messages From

Most Recent: © day(s)

Date Range: () [2018-03-12 | o [2018-03-25 | ©
Message Origin
Custom =
Specific Sources: © | From All Sources A
Known Forwarders: (| From Inside My Sender Inventory e

Specific IP/CIDR Rangs: From Qutside My Sender Inventory

Submit

Reset to Defaults ‘ Cancel |

]

i, 65T AL I G FE DL AT, R AR IO R A A A
LW > RPN TR “ARIBAE” T L

R AT AR AR B R A N BN R T AR R . B, 0T BE ST R B E MR AN Google
FIEWIHEPEAFAE “BRIRFEA—E” A1 “JC DKIM 25447 (7]l :

5-5 Google fRIAFFA—EEIRE

Sender DKIM lssues Total
All Issues 107,981
|dentifier Misalignment 106,858

Google
No DKIM Signature 1,067
DKIM Fail 66

$W, 2 SR Google KX HIMBAF AR T % R AT NI HELRTE R -

W B8RP - EHER |
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% “DKIM )" B&EHkiaE W

5-6 Google ~"—EiFEEME
DKIM Problems

Share Schedule

DKIM Problems Report for Active Domains from March 13 to March 26, 2018

Identifier Misalignment

[ Identifier Misalignment: 106,860 Messages

Identifier Misalignment: These messages passed DKIM for the DKIM signing domain, but the DKIM signing domain does not
match the From domain as required by DMARC. This mismatch in domains causes a DMARC-DKIM failure. In the table below,
click a number in the "Total" column to see the misaligned domain combinations.

Identifier Misalignment

Domains: 'Active Domains' Group
M Sources: Only from Google
Date: 14 days starting on 2018-03-13
Displaying all 8 results

Search for Failure Samples on 2018-03-26

Search within table: l:l

P PTR Name SBRS Country DKIM Issue Total
209.85.220.69 mail-sor-f69.google.com 4.3  United States |dentifier Misalignment 106,800
209.85.220.41 mail-sor-f41.google.com 43  United States Identifier Misalignment 37
209.85.220.101 mail-sor-f101.google.com 44  United States Identifier Misalignment 13
209.85.220.55 mail-sor-f55.google.com 1.0 United States Identifier Misalignment 4
209.85.220.97 mail-sor-f97.google.com 4.4  United States Identifier Misalignment 2
2607:f8b0:4001:c06::245 mail-ie0-x245 google.com 25 Identifier Misalignment 1
2607.fBb0:400e:c01::242 mail-pl0-x242.google.com 25 Identifier Misalignment 1
74.126.83.43 mail-pg0-f43.google.com 3.6  United States Identifier Misalignment 1
209.85.160.53 mail-pl0-f63.google.com 3.4  United States Identifier Misalignment 1

Total 106,860

ZALEE R Google KIZMIMBAFA— Bl sk b, KB H— Bk RWCAR B A 1P ik
209.85.220.69, mail-sor-f69.google.como

R Z TP HLhE S B2 RO BE#E AR N T A SE PEAR O 15 8
FESR G, REZHCRM GBI 50,000 1) KR EH 5 DKIM 2 A — S0 AN

% 3

Bk - EEER
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N s=zzn

Domains: 'Active Domains' Group
Message Sources: 209.85.220.69

Date: 14 days starting on 2018-03-13
Displaying all 40 results

Search for Failure Samples on 2018-03-26

"o i Search within table:|:|

Domain , xE DKIM domain  Google Yahoo! AOL Microsoft Others| Total
a.com & s u ia.com 50,660 0 0 0 0 50,660
42,819 0 0 0 0 42819

5,395 0 0 0 0 5385

5,201 0 0 0 0 5201

1,125 0 0 0 0 1,125

1,118 0 0 0 0 1118

258 0 0 0 0 258

X R X, R LG /N 1) ) Y
e JCDKIM 24 (F X BT EE R 2 8o R AN 2 DKIM 2244)
o FRRFA I (HF X BREE “RENT BESHTREERNELEHRE T .

F TR, A BMER RN T A K “ 3T DKIM iUt 47 7 i HLER R gt
BRI KA N 2E4T DKIM 2244

HEFRITRRE
ST L AR DKIM BT 47 7 s RIS T A, sk BN DA
PABLBITIRG “ 657 B VT HHLAT S S AT R

HILAE, FrA TR R KR B SORE” $H P E CIVER . BN, T B AR EOR e N
FERRCA AR T CHRAMR A BN KA N s TR S VT &, (ERAE 3 S A THT /Y SPF 10 3%
YL 1 R T RO AR I S P A .

AR M) — e 2 50RL, w35 B0 1 i 93805 F DKIM 2844 i 72

Google G Suite EE A B, “XTF DKIM: ”
https://support.google.com/a/answer/1741247hl=en

Microsoft Office365 #fBI, “ffi ] DKIM $iE A\ Office365 H1 1 [ & Sk A& I Hy sl Wi A7
https://technet.microsoft.com/en-us/library/mt695945

OpenDKIM:
http://opendkim.org/

W B8RP - EHER
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szxy A

DKIM ZEFH % H :
https://en.wikipedia.org/wiki/DomainKeys_Identified_Mail

RFC 6376, “DomainKey iR 5|1l (DKIM) %4 ”
https://tools.ietf.org/html/rfc6376

Word to Wise 7%, “DA DKIM Primer Resurrected:”
https://wordtothewise.com/2016/04/a-dkim-primer-resurrected/
F-Zero, “4fTi@id 3 MU YRBE DKIM - i & DNS ML~
https://www.youtube.com/watch?v=q4SNXHhIIJw

| BREk - EEER 1
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¥ 1 H R kg

RERDBAEG LT
o FRIUFTA ML FTE & 4
o % DMARC it % 3)) 3|35 44 5 0%

{&£ F§ DMARC SCjE

FERTI LT, S8 TR 1O 3t B Bl AT B 0 B0 7 EHAT AP PR XM B R PAT %
ANDRRIN ] DU R ORI o (0 TR AR T R AL R R S

H}

18 % 5

RAERTI LS o 7 T — L8kl . AEEPUTPERN, EHMNREE o7 > “IHRE” U
B rh o R 3R A A H R P A 75
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6-1 BEERE S HTRIRE

Modify

Qutbound
THE BIG PICTURE

What does my DMARC
trend look like?

What's happening to
messages failing DMARC?

Which messages pass
DMARC with SPF & DKIM?

Which ISPs do | send email
to?

How much email using my
domains is legitimate?

THINGS | CANM FIX

What are my SPF
problems?

What are my DKIM
problems?

Are any legitimate
messages being rejected?

What legitimate subdomains
don't | know about?

WHO IS SPOOFING ME

How much spoofed email
am | blocking?

What subdomains are being
used to spoof me?

2R IR B R AT DMARC R e MIAE 2 ik (M EZEE, mHER T SRR 7
RITRFBRRINRE. WIS, X TAEMRE, EHRATCER “Bik & % L2 fhor Ui
S8

W B8RP - EHER |
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& 6-2

BRIt RESTERENRERLE

=/ DMARC szig W

Select Domains
Domain Group: © | Active Domains v

Single Domain: )

View Messages From

Most Recent: © day(s)
Date Range: ) |2'3"|8-03-21 | to |2D1a-34—03 o
Message Grouping
Granularity: © Daily Weekly Monthly €
Message Origin
Custom @
Specific Sources: © | From All Sources v

| and exclude Known Forwarder IP addresses

Known Forwarders: ) Only messages from Known Forwarder IP addresses
Specific IP/CIDR Range: ) |Leave blank for all IP addresses |
Submit | Reset to Defaults | Cancel |

REHEREEA 2 A WA WL Fo VRS AN 1R R B8 A X 4k o

ML R RV 22 4 78 BAT 28 B 2K B AR 05
/g R

R U, T DA R A IR 8] B B ) 26 78 T 23 A

G ML R 2 B SN AT HE Y s i o AR A2 F AR AT HE Y, B R T mT e
R

R, fan] LA 5 PRI A7 P 2 58 7 (1 P R0 0 SR s AL P R ol 25 TR PRl T8 1 i T P B2

AR RS o
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W (/A DMARC T

6-3 X EAFHERH

B &t W RESNEDSE B ESNRERIT

4M
ZM I I
OM . I . || | l . - .

3A22R 3248 3R26AH 3H28H 3438 4H18 4H3H

W RIERO RGN B FEBAER

R

3H228 3HF248 3H268 3H288 3HA08

75k

5i

(=]
=

2

w
=

[=]
=

FitR

i}

\

~

e, A ML ER e HEAT 3L BT Rl e et o U VT TS 0 L v o P s A “ A OBt L
AL LR 0 S HORIE A/ B0 3R 7

TR

1EiR
o FX[*) DMARC i3 iy 2

PR 75 7R HR 2 i i %niliﬁj_ DMARC 6 25 [f1 ) S Al 3 . [l 5 180005k B B A 380 BT & R A
A%ﬁ%ﬁﬁﬁﬂ‘bn, ] DUR S8 T IS R 0% 22 B HE2F 8 i DMARC ka2,  DAE 00 H e Jy il
FH A 248 S5

o Kilit DMARC MR R TH AT ?
AL AT DMARC & 2 RS AT AN R 08 AE, BAREUR T a) BASRIE AT b) 2008 1 £
PEo A8 A B mT A A AT O AR IS, 1 Ao B0 (Google Yahoo. AOL.
Microsoft 25) XHeEfTHIALEE 7 20s RN AT VELIE B DLIRAN SR 7 oA 38 1 10 s 14

o WRLLHE L@ T DMARC LA & SPF 1 DKIM?
A, AR e B sl s i GE it DMARC Fl/8% SPF &2 ) o 40T LU FH e R0 VRN
SATVELNE B, BFESNMETE S 0 W EAS & 7 TH AT 0
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=/ DMARC szig W

o FRKG A % WA ISP?

BB EE R T XN T LN &R S0 50 R K) ISP B4l 2@ d DKIM #1 SPF ##r. #
F A, R A A,

o MEHIAIRATMEAEA 2 DR G ?
5 NEMUE T, G ULES SRR B R, e LS R R R R .

A2 PRI B R AT NTE S ) TP ik BT (R b HERT A A ASIZRD , ked]
Cl i 2 Rl DMARC S5k, thoh, @R E K IENE B2 2l DMARC
SRR R, B0 Or B IR 46 DKIM 2844 1) B 3l 5 A1

SRR AR DMARC B 6y Bk HIR 1P 25 [A] SR A B 1

AT AR i)
o AWML SPF jn) i ?
o IRAEWELL DKIM |f) f ?

W2 BT TR, 1 A] U IR Be ) 5 RIR AN T B AT 48 SPF A1 DKIM 5 477 46 UE 13k /&
MEBVEMER . AREFELIEMER, BViEfEH “SPF M7 i, 55 4-9 JURfi H
“DKIM [ #” 5B, 5 5-6 7.

o JEMIEL AR ALY ?
A8 G R 55 TR SE S 75 B T 450 DMARC SRS S350 N\ 42 et 46 4 1 HR A
o HUBLLTRA T MR AE T
81 FH bR 2 TR IS B AL R T R SR I B T3 WS RARA TR AT,
% 3-3 Ho
WERIRE
o RBHLE T 2/ IR A 2
FESEJEAE 28 SRMG IR, A8 n] DULE BE Al 25 W0 1) o 2SI e SRS PR AR
o WAL 3 OE A SR R G K 2

5 E TR s R, ST DU A R e B2 AR 205 S IR BURGE BB ) T3 A2 JE
FHE ORI Ao 738063 M A £ 100 5% it DMARC 5 28 50

LHEAE

COHTT > B TR MR TEA LA . S T B R R
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HH AR R TTE

Manage the settings for

View, edit, and delete all the details for this domain.

Domain

a » =

Is Third Party:

Is Defensive:
Domain Groups:
Senders:

Cisco Policy:
DMARC:

SPF:

Name Server (NS):

Progress State:

Date Added:

Notes:

Approved Senders | Unapproved Senders DMARGC SPF
# Pass # Pass Policy Record Pass
572,044 100% 817,760 100% [ona] (@] 96.59%
7]
2]
@
Acxiom, GoDaddy Workspace Email, Google, Symantec.cloud (MessagelLabs) @
Synchronized with published DMARC policy: Reject @
Managed by Cisco @
Not managed by Cisco @
7]
® @ Configuration Completed @
b Ready To Start
#~ | Am Working On
2018-04-28 ©
-]
y
Remaove from Domain
save Changes I Cancel | Protection

DKIM
Key Pass

(4] 99%

SRR 2 2 o v 8 4 00 AL 3 A0 3 AR S B AVRF AL 2o fd T DA B R SRR A A7 8

RIBI 5 E -
B=H

RIS A5 b0 5 =05 A A N T AR SR A 2 ST LA T3 =07 A, thn] U RIB S =
Jriii. WEREAENC BRI RIE =05 K AEN, Wk E

(2]

B A L HMEAS T RSB AT AT VR fR A 13 . JRHE G T DMARC 96 46 55 W OR 477 B 71 5 DA
SN UEE IO B G R Y= Rl o S B S /1 B o v s o I R S Nl R IR
2G4,

58
I 8 AL 2

BRI R
eI R A RS S SR . BRI B AT EA AR ) DMARC id3%, AR 5ns 2 | sh[F 25
AEE SO . W R K AT T DMARC $50&, AT DLZE Ak 15 B I8 AR 7 S5R0
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=/ DMARC szig W

BTRARSE2E (NS)
SHIRFEE DNS DRSS 2.

Sl PP PR IR A K B S R A AT IR AR AR PRI A, O e AL R 3 DA K TR A R . T DlodE
Mg S AR R IR E Dy “RIEELBE D L O MECE” W ClERTITS” .

& EHHEIRES SR IR > ORI U b S USRI SR s A RS

6-5 it R R

Verified (2,695) Active (203) Defensive (2,492) fiew 286 Unverified Domains Add Domains
Configuration Completed ' 89% 181 of 203 domains
1 Am Working On 10% 20 of 203 domains
Ready To Start I <1% 2 of 203 domains
o CEMAE

1858 42 52 AR 3 HLE R ARAG I BIEAT Ho Al 1) B, ERHS AR & A HAricoh “ B R
B o [EE RIS TR AR, ]l O iZARe s “EeRiE” o
RIEF ol FA AR ORI E” , R EHIMZIRES TR LU
R Ve 1) 8L

o JRIEFEALF

L RGP AR ) L, B EARICN CRIEAEMTEF Y, DUEHEENEEZETURE,
Blhn, EERAZ DNS 255 H i K 53 3 SPF 10 % 8% DMARC RIS ESCAIEZ4, 7 HIEIEAE

A R
o CHERIITA
REZBISAETHIRI R b T BOIRZS . BARRE RS IHAT — L fF DU e e R4 I8, ] LU T
B SO ROIRAS, RPN “IRIEAEAL B 7 50 “ e ic B KON “ R ITIR”
A H
£ BRHE ORI HEAESEF R SN 2 L2100 H .
A
B SR B AT LR AR A I 2 0E . R RN g SOA, B IR AN FEAH S
BT A
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N S@mi5M16: i

$IE15F116: SCHE

Al b T A A AL B A BRGSO ST it B 7™ D SR SR AT B4 BRI FE T A
DR SR A 2R A0 2 SRS 2 A B B R AR SCHE R CARE I e HE R P SR B BABEAT AR
BRHEE.
o AL T #FRIEE T
25 P SR SR 2 BT, 37 B DR 8 5 3K B A B Aol AT B EAT VA I . B R A s
TR BE 8 T AR R AR ISP H2 W 48 777 T EE B A AT A2 36 P8 1) 8
o JEFTIEY) DMARC %8 46 4.
SERAN KA RIS B AR S AP R 2. AR M HNE h A AT DMARC ik, 2% 2-3 sl i A i
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€ Look Up Record @) Create/Modify Record

Choose and review settings below to create a DMARC record. Read the hel
setting.

Domain(s): my.domain
Policy! v Monitor
Quarantine
Reject
[Eaartonaremm-address (optional)

Send Aggregate Data to gari.com

CE MUK A5 p=Reject V1FE:

1 DMARC Record
v=DMARC1; p=reject; fo=1; ri=3600; rua=mailto:b
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Subscribe and unsubscribe to alerts

Change your subscription status for each of Agari's supported Alert types. If subscribed, you will be sent an email
notification when the Alert Event occurs.

Authentication Failure Spike

The volume of DMARC failure samples received in the last hour, originating from your Sender Inventory, has
exceeded a preset statistical threshold. This may indicate a serious SPF, DKIM, or identifier alignment problem
in your email infrastructure or at an authorized 3rd party sender. This alert evaluates failure sample data each
hour for your Active domains.

Brand Spoofing Alert

Messages from a domain not owned by you that are potentially spoofing your brand. These messages are not
protected by your DMARC policy. This alert evaluates non-DMARC data each hour for new brand spoofing
threats.

Custom Sender Changed
Due to a change in your Sender Inventory a custom sender IP range has been modified.

DMARC Record Changed
A DMARC record changed for one of your domains. Your Active domains are checked every hour. Defensive
domains are checked once per day.

Infrastructure Alert

The percentage of messages failing either DMARC-DKIM or DMARC-SPF, from any server in your Sender
Inventory, is higher than the normal daily failure percentage. The difference in the overall failure percentage on
the alert date for the server must be at least 10.0 percentage points higher than the overall failure percentage
on a normal day. This alert evaluates DMARC aggregate data each day for your Active domains.

O New Sender Alert
A sender outside your sender inventory has been sending for your domain

SPF Record Changed
An SPF record (or include) changed for one of your domains. SPF records are checked once per day.

Threat Spike
The volume of DMARC failure samples received in the last hour, originating from outside of your Sender
Inventory, has d a preset istical threshold. This may indicate the start of a phishing attack against

the domain in the alert. This alert evaluates failure sample data each hour for all of your verified domains.
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Alerts

Understand important changes with your domains. Subscribe

About 3 hours ago Brand Spoofing Alert: jcom.home.ne.jp
jcom.heme.ne.jp was detected spoofing your brand

About 2 hours ago Authentication Failure Spike:
assure.barclays.co.uk
849 DKIM failures from Apr 04 14:00 to Apr 04 16:00

About 4 hours ago Authentication Failure Spike:
assure.barclays.co.uk
297 DKIM failures from Apr 04 12:00 to Apr 04 13:00

About 4 hours ago Brand Spoofing Alert: lehman.cuny.edu
lehman.cuny.edu was detected spoofing your brand

About 5 hours ago Brand Spoofing Alert: ipsos-online.com
ipsos-online.com was detected spoofing your brand

View All Alerts
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Create new users

Create accounts for people within your organization, and assign them to roles and Domain Groups

Full Name: | | Roles:
Administrators
E-Mail: | | Organization administrator
Edit organization information
Default Dashboard: Protection Domain Policy administrator
Threat Manage domain and policies
Executive Overview Threat administrator
Configure Threat Feed and Whitelist
Admin Password: l:l User administrator

Manage users with these Roles:

Users

Auditing user
View organization and user audit trails

Read-only user
View all pages; schedule reports

Report user
Receive reports and alerts; view Reports
page

Threat Feed Submission API user
Retrieve threat feed submission data via
APl

Customer Protect API Documentation
» Domain Access: Domains Selected: 0

| | cancel
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