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1. BBPFEIA BRI AE 2 A5G, R St AT B g w1 A 2R g
~

& HﬂMﬁFﬁEtﬂmE@qﬂL%Emﬂrﬂilﬁ#ﬁ%ﬂ?@ﬁuxﬁ —ANERILE PR, R BIESI R A
) IP bl . CEEIPOR BRI IR

2. R RN AR R IR e, RS AW Sl H AR 1 25 b (HAB AT AE 23 B A
T I 45 4 £ B 4P A% SR A I G BN AN R 3 1) 385 SMTP JE Bk B A% 14 2 R = 20

AR IS
FEN Sl BRI BASUIS SR I 45 20 RE 2 A A 22 4% i 21 JERLE 18 P HEAT VR 2> AN SIS DR AG
HIS 1 A4

a. PRJE, MG 443 @i HTTPS FEHK AT IS 10 1F 2 Aok 3 RS E

b E R E Ok S LFREAT PR RS VAL T, A 45 SR S AR SR ST BAS b A [m] R
R I S B AR B A AR IR o SRk i I £ B 9 A R R X e 5 SO\ A S A
Serbre BT M A AR SR R R -

X-Agari-MsgInfo: 74771442-0e71-11e7-9bb3-0242ac110002;1490126610

X-Agari-Policy-Matched: Policy Name

X-Agari-Trust-Score: 1.0

— Bl fF AT BE A7 AE £ A4 X-Agari-Policy-Matched 3k
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»Exe N

X-Agari-Trust-Score %k HIEE N L FEHZ —:
- 0.0-10 Z[AHMEUE, FRAFEEFD (0 8% 10 AF) -
- “None” (o) - FRyn#i T B R Bk o 1 ms A+ 1 v 7
“Unscored” (RIS - LoRMBAFPRor AT, D5 G HBAF7E AR P2 1 00 R AR .
IRJG, HEAEREINBAZY,  DAAEE DR i 2% X % ) 0 917 4 A% S 25 ) ST 3K

. JEIL SMTP B WRH 216 B /L E I T MTA ST 4k S A0 B E 5. R E MTA 0] DK 1A%

B2 R RS P A AR A [ A AR gE, AT LU T i MTA.

RV TE BRI MTA SeUSCBPEIR K A it i 2 B B O BRHOHT 1 X-Agari Sk F AR 4 X 4k
A Sk v A% I 1) SR R/ 5P 73 AT R S 1A

- MR AL IS RIS RIS, T DUR IS AR08 B e A MR A i, AR IR BIREIX, Bk

A 0] WS AR AT BE— DAL BT R R, BRAAMERE (R, BHIED .

FEWNERARE o, ST DLIE FR R 22 28 sRAE TR AU RE UL (VM) | 22 286 v 4 ) 2% 4 £ B 47 A i
SR 0 2% 4 f Jy  A% ts d B RLE I 23 A (A ME— B8] 2 RAEIHES . A
¥ 2 %3838 Docker %% (2 1 https://www.docker.com/what-docker) 4» & & 2%
o Bt B MBS B R G, UEBIrZNHAT&R U A, 1E847 .
R T HM ARG

TRz BB AR AL IR B T2 5 55— A i 0 48 B B BT 7 AR SR AR o 4 S5 3R Web [
IR R BCR S5, SSmTBA “RP B > “AB RS ” DU RN T 22 e HAt AR AR O BIAS . DR RAIA
HAME— Bt H S A .

FEFURLRE 25K

BIERS A 64 £ Linux:

* Red Hat Enterprise Linux 7.2 8¢5 & iR A<
* CentOS 7.2 B R fRA
e Ubuntu 14.04 5% 55 =i A

CPU AR AMD x86_64

WA (AR
4 1% (U0

pea 16 GB (&{%)

32 GB (#1D

A 50 GB (&%)

100 GB DL I ClnRyiH-ws-$E£) , ohd

4% /var BX /var/opt/agari
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B AKIEEK

FEAS I LAl B v 22 e i R M 2 By f B AR IR AR I, REERES 5 R Sd 5. R A T g
2 #0547 A TR TR 7 K K

ANufi: 25
(SMTP)

FH A MG (1 19X S B2 5 A2 1 KON s R P

HisgG. 443
(HTTP/S)

X R A Al = IR 4 19 HTTP/S ik (VELN{E BiE S T 0)
VER . W DAL RS B X HTTP/S HY ufi i 2 AR HE .

Hi i
53 (DNS)

DNS A F EHL4 /TP HuhikfEHT -

FE: WRFENRFZIELEMH 127.0.* B 10calhost 34T DNS f##, Docker %
ANETER LR letc/resolv.conf XA R HIE . Mk, B DNS HEN
8.8.8.8 Ml g.8.4.4,, JFHURMELLF; KBS TCEM HIX S bE, DNS KR

AT BE R ZERE LML DNS i 55 #5150 B0 S R il b 3 T A A A DNS e 55 2 1)
S PRAE

H i
123 (NTP)

NTP H Fif [ [FP RS . & : 7E RedHat R, &0T LUK H LA dy & 50 F
NTP J& 15 1E % TAF:

nptstat

echo §$°?

WRIELE U1 NTP [ , WS A dr S UM 2 o o 46K NTP
WERITEAE S, 162 5 RedHat 3CAY.

https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/6/html
/Deployment_Guide/s1-Checking_the_Status_of NTP.html

B SRR : BRFEZERY HTTPS ij519]
B BB AT 2 B A ) R B8 7 B 0] DR 2w o BeAF B A4S i Th AT

¢ https://agari-ep-collector-config-prod.s3.amazonaws.com

e https://agari-ep-collector-config.s3.amazonaws.com

e https://agari-ep-collector-ingest-avro.s3.amazonaws.com

e https://agari-ep-collector-filter-prod.s3.amazonaws.com

e https://agari-ep-collector-filter.s3.amazonaws.com

e https://aws.amazon.com

¢ https://kinesis.us-west-2.amazonaws.com

e https://s3-us-west-2.amazonaws.com

e https://sns.us-west-2.amazonaws.com

W B8RP - EHER
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»Exe N

T e it P 2 R
ULARBEAB O Linux RATRR, AT BERR 22 17 9 22 e B AS A0 A ok 75 22 10 B 2 AR R AR 2

~

Postfix

AL Linux AT (EJ RHEL A 7.1) BRIAJE H Postfix k55 4% . WIERERIA Postfix k55 #% 1F
TEIEAT, WAUK A G ST RS R A, (LRSS R BRI A A A & U
Postfix 55 #%, HFHBAR4. )

BAT UL N a2 25 F I MIBR Postfix R 55 25 :

# sudo yum remove postfix

APT

APT (EHHBMETE) £2—4HTEHEIMAER TR, APT fRHRMH ¢ & 0] @8 I I8 & 1)
AT PR RS SR R

wget

weet &K AR B AT MR 28 i R B SE IR 7 . T8 FT RERR 22 H wget R3RIL EPEL
BAEEL.

EPEL (A Enterprise Linux #4254

EPEL /2 i it & f I A7t 2, A T 5838 25 T Fedora [¥] Red Hat Enterprise Linux (RHEL)
Lo HARABRTA =, 141 CentOS A Scientific Linux.
T ABE A LLR i 2 3K X EPEL:

wget -r --no-parent -A 'epel-release-*.rpm' \
http://dl.fedoraproject.org/pub/epel/7/x86_64/Packages/e/

& EORHE R, R B KR

- http://dl.fedoraproject.org

- Docker 5 RedHat iz A< 6.X.

f£ RHEL A 6.7 H1, Docker A B2 IFAEERIA I K. WRIEIEAT 52 3847 Docker ] RHEL At A
RATH, AT LA BT H ik 22 25 R AR
https://docs.docker.com/v1.7/installation/rhel/#red-hat-enterprise-linux-6.5-installation

Docker 5 CentOS 7.1 1 7.2

18R] AE L ZUNIBAT CentOS 7.1 A1 7.2 ) R G HAE L Docker 17k % -

PLR iy 2K 455 B B 4 2 . Docker 134 URL [ 3CfF, 7E /etc/yum.reports.d H 3 T @il —4
A

# cat >/etc/yum.repos.d/docker.repo <<-EOF

[dockerrepo]

name=Docker Repository

baseurl=https://yum.dockerproject.org/repo/main/centos/7

enabled=1

gpgcheck=1

gpgkey=https://yum.dockerproject.org/gpg

EOF
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@J@ /etc/yum.repos.d/docker.repo Iﬁ:}ﬁ , Ef uﬁ% Docker, ?#EE ij] Docker EE%
# yum install docker-engine
# service docker start

e Python YAML #I Python PIP
BRI RAT T BB %2 %% Python YAML (53 —Fikrid i 5 ) 1 Python PIP (Python % %&F2
PR B . IR 2 R A 7 X e A . R BUR Y BAN i & 2 3 e
# yum install python-yaml
# yum install python-pip

* Python f Python Argparse
A JK B8 42 25 JH A B 75 % python A python-argparse #/4 .
# yum install python

# yum install python-argparse

W B8RP - EHER |



BT

s s

BRSRMLETI B E R R

R B B TRRARR AL IR — 1 R 2% 8 8 Bl 97 A% SR e B o AZBIACRE LR ALl R
U NGELE

sensor-install-<orgname>-<date>.sh

TERAZAENC RN A5 L RIEAT RIS o 2218 22 2B FROA LA TH T I A% SRR 85 22 2B BV AS W] e 2 3 B
o WA REN, 15 ORISR A S 25T FEUAS 1) oy 20 19X 2% 4 £ BT 7 A IR 22 B AL AS

& n] LLE i 44 3

B B BN RS (BlaniEid SCP) o i A%, FEa) SO Jn 18T RE /5 25 B AR LLE A
A UASAT . a0

# chmod +x sensor-install-examplecom-2018-02-01.sh

B T 2 MR S N B B AR IS, 5B -1 TUHR R B & 254N, 1B TEIBAT B a8 22 2
A HT PRI 2 DU & Tk A

o EREXARA Linux THEHLEA RV AR ?

o [y kBT ERCE N RV BR & Al A ik FE 34T DNS. NTP. SMTP (A%) 1 HTTP/S
il ?

o ARHE. WEX HTTP MEff AR, BEEH v HPMREEZEM (HTTP 8 NTLMO) . FHl
2. a2

o TLS Vi: fEZeEWIN, 1A DLNCE 5 TLS B N B AL % B4 R8s . Rt R e T
TLS ) SMTP {5k H T = M 45 8y s B 30 A By, SRR AR (key SUF) « B4 M) TLS
W Cpem X)) FUETEE Cpem XHF) ?

FRTH L& FMARBR RS, BIATHAT 2R A .
2SS B DL B B 2H R

o FTEVBAIARRIRA .

o B H /opt/agari and /var/opt/agari/etc

o A ME, {5EIEATATINAE B BRI 4R A 1 BT AL IR S RS .
o R SCHREEIG R H .

o %% Dockers

o Z¥: PyYAML (I LED) .

o % AWS T.H (AWS. AWS SSL) .
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N ETmE

o PRRNWE T HEMAE ST AL UNIX AR (ATik; BRIAEOL R AR D
o JRRE HTTPS AAHEE (Alik) .
o WMNKXRET VS0 IEWAIY S3 FAAk M HEAT 23 A% .

o RN E R R BB R R 2 R B E TLS AET5 A TLS Be & (BRIAE Y “K7 -
2 TLS B

o HAREMRKHHERME (BB TR “K” ) .

o RSO RERIAHMN H s BRI ES S0

o TR E PP P T LRI A (W %D .

PA R 72 Linux Ubuntu MR FIg AT B BIA RG] . /£ FEId, 1EEE:
T B A A 2 8 A0 E . R T ) SO 7R~

o BIYLALID ZME—,

o Vi EH ID H Tl AWS.

o MWMB ARG R LN ARG FHRE] Docker M1 AWS T E, 422X T A,
o BEETLAFE M T U7 in H BRI B S 1 UNIX AR

o MW LLILEFESR € HTTPS fAEE.

o WEEILATE E GRS 2 A ) SMTP #2848 H i TLS iE-P.

o AL A H Bl

TEAEIZAT I 1oy 2 X 48 424 0 97 4 A i T A 7 461 -
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Eimsx A

VA ) A 5

Bl B E %

$ sudo

./sensor-install-examplecom-2017-09-27.sh

Cisco Advanced Phishing Protection Sensor Installation

Wed Sep 27 21:49:03 UTC

VERSION: 17.09.27035106

2017

+ mkdir -p /opt/agari /var/opt/agari/etc

Extracting install files into /var/opt/agari/tmp/agari.df8jXF

Running extracted insta
Running Install/Upgrade

e agari-collector.servi

Loaded:
enabled)
Active: inactive (de
ago
Docs: man:systemd-
Process:

status=0/SUCCESS)

Process:

(code=exited, status=0/

Sep 27 13:38:33 ubuntu

11
steps...
ce - LSB:

loaded (/etc/init.d/agari-collector;

ad)

sysv-generator (8)

SUCCESS)

systemd([1]:

agari-collector-filter...

Sep 27 13:38:33 ubuntu

Sep 27 13:38:33 ubuntu
Waiting for agari-colle

Sep 27 13:38:34 ubuntu
agari-collectord: PID 4

Sep 27 13:38:34 ubuntu
agari-collector-filter.

Sep 27 14:46:21 ubuntu

agari-collector[4284]:

agari-collector[4284]:
ctord to start...

agari-collector[4284]:
299.

systemd[1]:

systemd[1] :

agari-collector-filter...

Sep 27 14:46:21 ubuntu
is not running.

Sep 27 14:46:21 ubuntu
agari-collector-filter.

Sep 27 14:48:36 ubuntu
agari-collector-filter.

Warning:
daemon-reload'

Writing sensor configur

agari-collector[4664]:

systemd[1] :

systemd[1]:

agari-collector.service changed on disk. Run
to reload units.

ation to file:

since Wed 2017-09-27 14:46:21 PDT;

Starting LSB:

Started LSB:

Stopping LSB:

Stopped LSB:

Stopped LSB:

start and stop agari-collector-filter

bad; vendor preset:

2min 42s

4664 ExecStop=/etc/init.d/agari-collector stop (code=exited,

4284 ExecStart=/etc/init.d/agari-collector start

start and stop

net.ipvd.ip_forward = 1

Started

start and stop

start and stop

agari-collectord

start and stop

start and stop

'systemctl

/var/opt/agari/tmp/agari.df8jXF/etc/collector.yml
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UNIX ZHA R

] L 2
HTTPS L

Do you want to verify the AWS SSL server certificates

used for communications from this sensor to AWS? [y/N] (no)>no

You may optionally specify a Unix group that will be given read access to
logs as well as write access to the collector's configuration and data.
Group name (root):

Will this sensor use an HTTPS proxy to send data to the Agari cloud-?
[y/N] (no) >

Testing access to download S3 bucket...

OK.

Testing access to configuration S3 bucket...
OK.

Testing access to data ingest S3 bucket...

OK.

Testing access to statistical ping SNS topic...
OK.

Testing access to data ingest Kinesis stream...
OK.

Do you want to configure TLS Certificates for incoming SMTP traffic to
this sensor? [y/N](no)> n

Require that all SMTP sessions use TLS? [y/N](no)?> n

Which port should this sensor listen on for incoming SMTP connections?
[25]>

Enable DEBUG-level logging? [y/N](no)> n
+ : Creating directories

+ mkdir -p /var/opt/agari/etc /var/opt/agari/run /var/opt/agari/spool
/var/opt/agari/shared /var/opt/agari/log

+ mkdir -p /opt/agari/bin /opt/agari/lib
+ 1ln -Tsf /var/opt/agari/etc/ /opt/agari/etc
+ 1ln -Tsf /var/opt/agari/etc/ /etc/agari

+ 1ln -Tsf /var/opt/agari/log/ /var/log/agari
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#ix

Eimsx A

%§ﬁ}@if5i§j§ Running Install/Upgrade steps...
T&EX%&izﬁﬂE@ Moving new files to /opt/agari
SthT)E£%§§§ Downloading docker image from S3...
fﬁﬁEEG'TLS Deleting old docker containers...
ﬂEq% Deleting old docker images...
N Loading new docker image...

Z aJ LA 52 R Updated version to 17.09.27035106
iﬁ,&[ﬂ Iai% Running post-installation
Running post-installation

Running post-install steps...

Removing temporary install files in /var/opt/agari/tmp/agari.df8jXF

Installation Complete

VRIS, i 2 X 2% 40 #0737 A ks Ly 228
W RIS RLG R B R R BB R ABT T, WIS Z RS SR “CEEY > “UERGERT TH IS

B RS OB R
& 21 ERas R

\ 'it
s

KAS: | R ERMB AR

et 20 0 4 B £ B 7 A SRR NEAE R 2 0y i AT T RO RS

BESR
TR GEH N RN B B P AL R F T DUE SR B RL 2 5, S mT BUR DI B Ak 2
BRI L RS, 58 2-5 T

AR B L X B BN SR MR BB iR ReT

HI T A% SRR AE 22 B A b 4 € W 3 11 AT SMTP 431, I%TMHW@M#E%EA%W%
U R A AT LB Telnet 7442 3] 22 3 A AH E B 19 SMTP b 11 9 HAS e e fa b EL B2 & SMTP iy
A TAT RAB S — da 0 i A -

Stelnet sensor_name:sensor_port

Trying IP_address...
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Connected to sensor_name

Escape character is '"]'

220 collector-filter ESMTP Postfix
HELO example.com

250 collector-filter

MAIL FROM: <test@example.com>

250 2.1.0 Ok

RCPT TO: user@yourcompany.com

DATA

354 End data with <CR><LF>.<CR><LF>

Received: from 1.2.3.4 by test.example.com

Received: from 192.168.3.3. by internal

From: “John Smith” <jsmith@example.com>

To: “Jane Doe” <jdoe@example.net>

Subject: test message sent from manual telnet session
Date: Wed, 11 May 2011 16:19:57 -0400

Message-Id: <testing-testing>

Hello World,

This is a test message sent from a manual telnet session.

Yours truly,

SMTP administrator

250 2.0.0 Ok: gueued as message_ID

quit

BRI DATA 5 Received: ik, fEFRIA—1T BHIAN .7 FROKG LR data 8. “250
2.0.0.0k: queued as...” A2 RN HIMRIEE ORI L2, I HAR KA B HE & 17 4252 NI X
AL IR B B s A

HEBR Mt BB 15 e

R AE ST MaTL FROM: line:

451 4.7.1 Service unavailable - try again later
JEUS BRI ARG R A T RE 0 28 B £ B A RS R R B IR IR IS AT . 1 2
I EA T A

i Ei%%jfﬂljiﬁg /var/log/agari/container.log‘%?%?ﬁ%%§iﬁ§”ﬁ§ﬂiﬂ:gi1<V§2§Egﬁf:

Feb 01 2017 05:07:59 INFO collector-filter is ready.
WERFLAZ], WIFRRIFEBHRE AR BEA L8 e Ei.

o HERBEPINE BB LIRS R T TR 5 7087 RANE] 5 080, TEEE 5 0,
RILPEAIAR RS, W EH G 2 A&

$ /opt/agari/bin/agari-ep restart

o WIREHR S A A WAL, 57558 FUHR s AR

$ sudo service agari-collector restart
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EE THEN R (XHEkz: W

RIEHAIE RS

SERE e 2 X 2% 4 #0173 A TS VAl 45 B F ) T B T & S R AF IR SC, B EAT o m ik, AR3E &
TR OGS A (N sl S A 5 i, 4T e e B2 P B O 2 v 0 I 48 4 0 [ 47 1 SR DL SIS BT AR B3R
A B A M A R B R IS, TR AR S B E AT R A

R TR 0 I 2 B 0 77 4 A SRR R 2 /D A R T DLAR B 500,000 35BS, WEE(E R i B B ak 50 FF B
PEED o FELEFIRIE R, SR B3 LA P AR 8 A ) OUA TR A T B ASE BT AR

MR WERE

LR RN R A B L AR, DUAE R BRI AT 22 4 0%, DR IISPRIAE 58 17 212 0 2%

(OREALIEL)
e B O A% 3 1) 20 R DR KB R 22 4= X SR PR SR AT St o 16 25 ) 5 100 SE RIS PF 22 4= 19X 5 B Xk 2 ) XL
HALAIE IR .
TR W SRR A0«

o PYRLRENEALIARCE Y MK AL R Bk BT . BB ZARISE 27 B
MTA CHRAFHAESACER) JZ BB R R 2 a5 10§ 55 WK XUE AL L B 9 I 25 %t i 2E AT 1%
K, R OB R S ROE M B A RIS A7 A% (B3 Microsoft Exchange) A .

o PN R E AL IARC B ONLE T A RERIEAE . B EE . B S A B (e H A i s & i
SERUA HHEAT AR 1L . AR G 2% A 0 [ 47 O AR B 8 S SRR B R B B AR AR DI
Y, ERIBOT SR B R TR DAl e PR AN R FE A .

PHETNERIE

T BIAET 5 o 7 B 0 4 1 5 4 B 5 ) BRI

o BRHEIA E B AR S A O WL, EBNARELY ¢ LM
AT 8 S A B 20 M P LK e B IR RLHEAT I, ST B < Bt
R BEN AR

o IIHLATE—A CUCERR FEX, LR TR B TR LT, WA
i BB RL RGN B BT Web S
YRR TR BRI — SRS, ) T L3 AL RIS MR B3 S 0 RS
B

Ao E TN U (XX R )

LR R R AP AL R AR RIS R RS, s AUC BN AL I 1 DL AL B Ol
o MECEAE DA R AR AP TP K EEY > ALK DU P g AE TR, 7
—REN R CVE LI R 7 B, W RN TP bk s N LA A O
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&2-2 EETHREN (RABRZE)
Configuration
Name: cisco.example.com
You can rename your sensor at any time without affecting message processing.
Diagnostic information: Upload now
Scoring timeout: 600 seconds

Messages are delivered as unscored after the timeout is reached.
The recommended scoring timeout is 120 seconds. Increase the time if you want
allow more time for Cisco to score messages before delivering them. The maximum
timeout value is 600 seconds.

Deliver messages to: = = 1 8025
Hostname or IP address Port

Collect All Headers
%A

g1  HENEBMMERES RO E, I H AU 22 R R v ) 2 B £ By 7 A% SRR DR AP UL T B

TRAFIX SO B 50 D8 e BS54 5 Bl e, DU AR IR 4 S5O AT S 8T .

e, BER DRI MG A B R A B R A (S B RIS 1 B R 14 B SR v 4 X 2% 4 £
By i&as” » 95 00 .

B B SR ML T & BrirfE eI E X

R RN R R B PR AR, DU R B BRI A 22 AR5, LK IR I 5E 17) 213% 9 5k

WE B A2 1 1 A R DR SIS A 22 4 X G RO RN T St o 348 2 D) 65 ) KL S 222 4 T S ol e o2 F) 4% 38 T
EIRF

JSL K AL SR IE BN AEA) D (0 S B SRR BT R 1970 R A A AT G A i 90 b & 0 A e S B
BEAT A% . JERL g ) 2 A £ B 4 R AR S i R SRS B 2 1 B AR SR DI UL, R
BT RO s KA T SEWE A

BCENEEE

A R XA B A S e, BLE AT DA B R 22 A5G, DURFIPHIAE 5 1 B3 K
e B X A% 8 120 R S A R SR R SR AU T S o T iR I SR SR A o

o PR XEAEERLE MBI “ e —Bk” TR FEEE ZAMOE CE 7 B
MTA CHEAALHACEED) 2 BUERHIB AR 22 4 X O 175 25 W0 XU EE A% 125 TE B O M s 24 8% 1t s b AT 4%
15, B R S S IR Rk B 2 Y SR MR- A% (451040 Microsoft Exchange) A& .

o PR NUE AL IL BEONTERT A BB AR B EE . B R A BT A At o P B & b
SERUE FRREAT ARk . Rl N 45 B B 7 R AR B — T8 IR B IR A By 2 i B AR SRR DM
P, ERRIFE B TR S IS g A T SRR

WE & ERF5FE B A

AR RO E AL L BRI 22 450, 55 3-1 TR 48 1 ] g RE R 1 22 4 o 55 T 2 XL B
fLik.
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=FS

SE1
2
$E3
$E] 4
SE]S

. 3

g

WEEX: BREMGREMX

AR SRS 48 U AT E L AN B IS AP 22 e I S A 85 81 B RS) f 4 ) 2% 4 #0917 97 A TR AR R DU A% 0
— RS

CEMIE: 7 BARRATERE ] B = R B P PR IR, A R R N AL e AR
M A I g s . T BB (] A 3 DL TE A A R R A AR 3R R UL

N CBCE T AT RSB, DA B SO AT ] R

I8 H A EINA 4 H R HE AL .

BB STEIN 4 5,  DR A AN A T W 4

“Authentication-Results” RIELPEEFZEIN

1o % WX 28 54 £ B 4P A% SR R K FEMERR LR #5234 ) Authentication-Results 5% Sk [ 77 17E K 45 B iEAL &
BT B . B, B AU MTA (BRI EBM _E R AIETT MTA A E—DA
H A B AR IR0 Authentication-Results %3k, 10 %84\ 1 B BT A T Ui MTA 440
fic B N OR B btk e B (R, BATAVE H B kB bk, BRAEEN16EM LLHER11E
BT ES, M H el WAS AERA: 302 ik

H2, HEPFEE B v] RE RS 2 2%, AHEH RS T IE MTA 45k 78 8GN AN IS . R
TR TR B, R N 2 A B A R A R e X CK IR (&N
X-Agari-Authentication-Results) . WG HHE|, KESEA M AFE Authentication-Results
ko

R, ST LG 5 MTA BL & v BRI (8(Z ] Authentication-Results #k: &i@
% NUE MTA 1A SZEIR T B K. A48 P4 1A R WX & Fl MTA 72 G AT A 1
Yi I
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N 351 QURATHBHGN "B ” IES

SN QIERATEBEGR “FHE: ” diEss

v 3
$&| 2
N
#ix

PR3
i

EH 5

iz M)
iz ]

DU PR B3 B4 3 S BRI A 22 A K
FHUE CHRAEEREE T > B NNELIES .

MR CAERE A E 7 AR 2 2 W OGS AR IR T HE (R A A R
i — ZH 45 7€ [ BRI 22 4 Sese D 5 BL TR 2B BR

RN P28 IR i JE 2% diy 44 A Cisco_collector

VLI B PR A B UL, DB SR A B 01 T Rl pE B I RN iZ B R N 2 9l G
“ sk PR AR FH TR MO AR U D R BT IS, AR AR IR DRAT A% 338 R T TR () BB Sk A R
G B ISR . B i@ ? 15T HE%E joeadmin @example.com Bt R E L 7 Joe”

W 2 SRS NG, 50 L BE 8 L o 2% I 2% 44 £ 57 B A R s e AOK AL 36 & e 2 FH P I B A IS4
CRP: TERT A B A A B A sE G, ASATAR) W 8 25 35 IS A2 1 A IR 2 ek 8 SRS PAT 58 2
Ja) o USRS AE A A v e GE R AN RS b R RO AR i R SR e sk A, % FE E
X BE s 28 R IE B R S R R A P AL RS I e RS USRI R A R WELEER T A
A

WAL RS AT e TR BT 45 . RIS HIAEE, DR Z I S8 3% 5 4 2 o N Bk 45 e A% IR
B SREE CGES R N SCHEKUED) o WA 4 JEE 2 580N % 35 e bz S B 5055 978 2546
MaE R 2RI (BASEIZERAP) , WEFEEZTESPEE %M, iERIES T ERS
ANEATICHL . [FIFE, WA IEAS R H 2 H s B H Ak 2 s AR P IR E . 1R
BN SRS I I A

A IERE R R S e 28 . ERIERIEE O, SRR I/RmERL.

B FiCk B TR R am Bl ARG AN (X U3 BN — 8 2 IR A S IR 7R /]
LIRS

o LA FR: X-Agari-Original-From #:Lk%(#5: $EnvelopeFrom

o LA FK: X-Agari-Original-To .3k %4 : $enveloperecipients

T R ERHIB A % 4 O R I FE N MTA H R X MIEFER T, IEMNBINCLN R k.

o LA FK: X-Agari-Authentication-Results 3Lk %4 : $Header['Authentication-Results']

et T Ak B IR EHF S HR .
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Add Action

Quarantine

Add/Edit Header Help

Strip Attachment by Content Inserts a header and value pair into the message or modifies value
of an existing header before delivering.

Encrypt on Delivery

Strip Attachment by File Info
URL Category Header Name: I)-(-Agarl—Authentlcatlon—P esults
URL Reputation New Header s tin

Add Disclaimer Text

Bypass Outbreak Filter Scanning

Wame or Existing Header

@ sSpecify Value for New Header (optional):
|$Header[‘nuthentlcatuon—P esults']l

Bypass DKIM Signing
Send Copy (Bcc:)

Notify Prepend to the Vvalue of Existing Header:

Change Recipient to

Send to Alternate Destination Append to the Value of Existing Header:
Host I

Deliver from IP Interface

. Search & Replace from the Value of Existing Header:
Strip Header

Add/Edit Header Search for: l *

Add Message Tag
Add Log Entry Replace with: |

Leave blank to remove searched text from value

S/MIME Sign/Encrypt on Delivery

accepts regular expression

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel OK |

BB 8 plil IRAT T, vl B O T AR RO A IS B AR

o EAFIDILARAR SR kAT DU BE 05 B30k e 2 0 4% 4 #B 4 4% JER R X R B e st ik, BT BLEL
BARE R B B LA GEZ T30 o

o PRI RN S R A, BUeiER C FR7 FBRORE Y “$Subject” .

o IRPIEAR” % H RN E AL LT ARG Skl EEA S SRR B, B2 M
PR A IR [B] A 7547 A A% K 28 i 0 X 2% A #0374 TR s T R IR 15 DL . AN 200G R [l i A
TEET . MR, 715 2 R R AR L 5 AR SR I B R, U T 2 s A
IR JFARHE AR R AN . B E B B AR TAFIER G, & TRER “REEKE” %H
N “<>” OB BRI BAZ A B A ] WY Af 11 %328 2R

o NSRBI M A ok b e R TR AR R AR A 0 2 AH R B IO B kb, T U <&
MREEENL” % H. R E ML R SRS R AL IE 248 e L, L% 2
PEHbHE ) MX 0T BB R 224 55 “SMTP B tH” DIREFT8 & Tl ®ES52, &
AT DA FH b B BB T 7 v I 24 A £ 7 4 AR AR TR T HLER TP bk (TP Mk 1% L7 #6546
ok, B [123.123.45.67]) o 1EER, R E MR ARHhE o 384 5 R [R] Ak A
X’ WRATR.
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Edit Action

Quarantine

- Hel
Encrypt on Delivery Send Copy (Bcc') p
Strip Attachment by Content Copies this message anonymously to specified recipient(s).
Strip Attachment by File Info Email Addresses: collector_user@collector.host

URL Category
URL Reputation
Add Disclaimer Text

SR GLER L R IS D The following settings are optional.

Bypass DKIM Signing

Subject: [ssmaject
Send Copy (Bcc:)
- Return Path: Iblackhole@tomki.com
Notify
Change Recipient to Alternate Mail Host: |[123,123,45.67}

Send to Alternate Destination
Host

Deliver from IP Interface

Strip Header

Add/Edit Header

Add Message Tag

Add Log Entry

S/MIME Sign/Encrypt on Delivery

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel Ok

BB sl HE” .
R ER T BRI N AL g E X (il “9R587 ZHDD -
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Add Incoming Content Filter

Content Filter Settings

Name: | | cisco collector

Currently Used by Policies: Default Palicy

Description: | |This is a filter to send a BCC stream of messages into a Cisco collector, where certain aspects of the
message headers and authentication data are saved and communicated to Cisco

Add Condition..., |

There are no conditions, so actions will always apply

Add Action...
Order Action Rule Delete
1 Add/Edit Header insert-header("X-Agan-Original-From", "$EnvelopeFrom") 7]
2 4 | Add/Edit Heade: insert-header("¥-Agari-Original-To", "§enveloperecipients”) 7]
3 & | Add/Edit Header ;?n::;;:]e%der("x-Aqarlvkuthentlcahun-P!sults", "$Header['Authentication- ﬁ
4 4 | Send Copy (Bec:) bee (“collector_user@callectorhost, “§Subject’, "< »", "[123.45.67.89]") u

KRR TN X-Agari-Authentication-Results 17 3k: R4 24 BRI 224 M % MTA £l
SIS MTA B A NIk o a5 B RMIB AR 22 42 X 5¢ MTA A7 T30 5 W5 R iE, WA R
k.

MR fRAF BT L DE S -

K o IR A L B A N BB A SRS ORI . SR “BBLRSRNE” > AR NHRARSERE 7, JEAEAHRIAT I
“P L PEAS B b g R 0 IO A P AR D A LS| TR B I pE AR . AR RE D, TRER 2N
AW A AL IS

&5 ISR IS AT AT RE U0 R s :
& 3-4 BRI B ELEI R T

Add Policy... | RRRE—

1
! I
Order | Policy Name Anti-Spam Anti-Virus Advanced Malware Protection| Content Filtars : Qutbreak Filters | Defete
7 | tomki.com IronPart Anti-Spam Sophos (use default) : Cisco_collector : (usa default) l
Cloudmark Service Pr... McAfee oo
Positive: Quarantine Encrypted: Deliver
Suspected: Quarantine Unscannable: Deliver
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N 55 RESENEHARHFERENEELE

SH| 13 EPRTHE N, WA RAER >> . EER, RAESUE, MR IR RIS E
AEATHBAEIR [A] (), ATRESINE RGN FAH. B, R BLEERISE RN — &0 41 (IR [a] Ab B 5
W5 R A L

£ 2: BLESHMEIEIFERFHNIRE L

N T AE e B B RRIIE A 22 A 50 RGE TR IR, N A% K AR SR C B A v 2 0 4 Y £ B 7 A SRR AR
TR SRR 5 DL B AR [0 BRI R W, B e B — i, TR R DU 2D R A

HB® 1 RO T B N2 M SE T 0T R Pk A G IR s hE . “ A R R L AR A E
I R 8 ) B2 AR 55 AR R A s TC RR i A H bk ek ) 4 2 1) DNS 26 H o TEASRHB
BATE gk “collector.host” H T iZis .

$B 2 QIR A E S DUE LR MR AR R M. SR ML > “IRBIECE M . RE Al
IR Bl EC B ST — AN E A H o R s A A

& 3-5 B EXH

Edit Bounce Profile

Mode —Cluster: Cluster-o-rama Change Mode... B

¢ Centralized Management Options

Edit Bounce Profile

Profile Name: | [Impatient &3
Maximum Number of Retries: |3
{between 0 and 10000)
Maximum Time in Queue: | [3g00 seconds
(between O and 3000000)
Initial Time to Wait per Message: &0 seconds
(between 60 and 86400)
Maximum Time to Wait per Message: | [3500 seconds
(between 60 and 86400)

Hard Bounce and Delay Waming Messages: | Send Hard Bounce Messages:

© Use Default (Yes) Yes No
Use DSN format for bounce messages:

© Use Default (Yes) Yes No

Message Composition

Message Subject: |De- ivery Status Notification (Failure)

Parse DSN "Status” field © Use Default {No) Yes Mo
from bounce responses:

Notification Template: System Generated
Preview Message

Send Delay Warning Messages:
© Use Default (No) Yes Mo

Message Compaosition

Message Subject: I

Notification Template: System Generated
Preview Message €

Minimum Interval Between Messages: : seconds
Maximum Number of Messages to Send:

Recipient for SBounce and Warning Messages:

© Message sender

Alternate: [

Use Domain Key Signing for Bounce and Delay Messages:

© Use Default (Yes) Yes No
There is no signing profile matching bounce from address MAILER-DAEMONG__ NOTSET, Bounce
messages will not be signed until you create appropriate signing profile.
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$B2: EESEMENaprEREnEnLE B

S| LIOR, v EBME [ R 4 B R IR SR (FEAR Y “collectorhost” ) Gl 45 3
i “ HbsfEml” . 5IHAE E—Drh I AR B S & SO (FEAR I 4408 “Impatient” ) .
TR BB > BARES], RS AT EPUREE R DR

& 3-6 =0z

Edit Destination Controls

Edit Destination Controls

Limnits: Concurrent * Use Default (500)

Maximum ofI (between 1 and 1,000)

Maximum Messages -

B Use Default (50)
Per Connection:

Maximum oflsu (between I and 1,000)

Recipients: | @) ;5e pefault (No Limit)

Maximum afIO per |60 minutes

Apply hmits: | Per ESA hostname:
2 System Wide
Each Virtual Gateway

recommended if Virtual Gateways are in use
TLS Suppoert: | pone ~
A sec nf e
the © iffi he
cer
Bounce Verification: Perform address tagging: & pegaiit (o)
No
Yes
pplies anly if bounce verification address tagging is in use. See Mail Policies > Bounee Verification
o — et Pfie ooy o bt ol et bt e il St
Bounce Profile:  [mpatient v
P
Bounce Profile can be configured at Network > Bounce Profiles. |
H

.

T R 2 N 2 44 £ B 3P AR IR RS RN AE B2 BRI AP (I R 2 N, T AR I 25 45 N e rh (R B, AT DL
“TLS SZHF” IUE SN “FE” o BRI 22 45 W S BLAE W 2 4 M 7 32 B FE AL IR 3% (TEu
25 ki@ “STARTTLS” ) .

S|4 EHAETREIRLE, ATRTER >>.

ARG ER

TMERGEE > BER, WL RGBT ER PO Z B H bk, B A& X B E A
e B A7 A A AT ]

ZEEASMA B R RV

TR RE SR E P KB, g A WA BRI A 22 42 58 1 L3l MTA N B 44 . T 8 Al
MIZENLYT 3R (HAT) SEBL, B AL I& M IF Bhd AR 7 )5 2R i N Bl ik ds . B CimA o h iy
R E AL, BESSHBAR Tk S H B &S (BN AL AL 2 A B g A — 87, 72
M TE A R JE 1P A D
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N @3 BEERESFEMAAEL

I ) 0 ) At R BB Nl S AP G B VE AR, AR A W IR 5 9252 i ) PAY 8t 90 i 1 =l AL U
7] FERE N LRI 4% 5. S AT LAGIE DLRC AR N TP I ) A 2 DR U, K B A AR IE 21 vy
FM g B s (A SO TP A A FIBCED 2R E il ATt — Dy i B ik
BHEEAE B AR N AL ISR R o AR5, W LUEZAIETT TP AR HAT % H .

£ 3: FERRS[MABZE

g2t 3

I BEET A AT BRI, FEh v 2 0 2% 44 0 0 7 RT DA B 17 B 6 A/ mRT  HS A 1 BR AR AP N S
M2 4

B 1 IR0 ELAT R AR A 2 Ab RIS T AT R B SR A B A A HAAE R . R
IEE A, RN R 55 A T BE AL 2 A A % e R I 2% Y L B 47 A R AR O SRR 22 4 X S5 IR 55
BEARIZ ARG E AR . ST X S ey S SR AN S R, R DK R IR 25 3R N 1 42 5, I
TR ZR g8 AN 2 BH 1k BB 1 3 LE i F

G0, 38 R0 R S5 A B SR I AT RE D 5 B AR AR A A2 AR o H T SRR IR T B A 4 3 S
P, SRS AF I PR A A HAE AR T TP BE, [RGB RAS B T RE 2 B AP L B o
T TT L, K38 AR 55 S A0 3 44 S0 17 LE S R P o i R AR AR EE L SRAE A v 8]
SRR (it Hofbrb ] MTA sH A S8 R AR B X 2% B i ok 5 52D, B NEXT AT IRC B,
ORI AR 5 AN 44 5, AT A B, BB TRR AN P Il A BA AT DA B 1 4

PATN UL 4 1R IR 55 85 S N 2 A4 B i 2D 3R

FERBHIB A 2 P 5, 3T 2 BB 2R 0g > HAT iR Ui .

&3-7 YL ERA LT

Mail Policies Security Se

Email Security Manager
Incoming Mail Policies

Y Incoming Content Filters
Outgoing Mail Policies

I Outgoing Content Filters I

4 Host Access Table (HAT)

% + HAT Overview -

Mail Flow Policies
-
! Fxcentian Tahle

BEERAEREATIT ENLDT MR AL E, ) Il e B IR 5 25 I I 2w A5 A N 12
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53-8 E2 /0

HAT Overview

Find Senders that Contain this Text: I

Sender Groups (Listener: [EuiaRICRRTER UL RN

Add Sender Group... Import HAT... |
SenderBase™ Reputabion Score 7
Order  Sender Group W4 5 4 2 0 12 4 & & 0 MailFlow Policy Delete
1 WHITELIST TRUSTED
2 BLACKLIST ' BLOCKED |
3 SUSPECTLIST J THROTTLED i
4 UNKNOWNLIST ACCEPTED ﬁ
ALL ACCEPTED
Edit Order.,, | Export HAT... |

Key: | Custom || Default

S SIOME T S ITETE S AR, DR T B 7 AR A 0 R PR VAR B . I, S
S A U R BT P, LR T L 0\ S T R S 26 B\ (1 4% R

SH 2 B CREIA AL, &l AR R, R EA SRR, 6 S BT
HAIS 13 2 s B0 558 IR 1) — AN 4L

$®3 EHRIWEOF, SHEREANFIR: ERFIRPHFETE S 2 HREMEREN. £HIKE D
PIRMEN: FEH, BINERIRS 20 IP Hhll: 198.2.132.180. 7EFERE: FEHINER:, W
HAZRERRS .

& 3-9 FEHAMAG S E

Add Sender to WHITELIST - smtp-in 192,168.109.2:25

Sender Details

Sender: () | [195.2.132.180
(1Pvd or 1PVE)

Comment: IWhiteIist Cisco alerts server

BREk - EEER 1
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N @3 BEERESFEMAAEL

ST a4 Sl CORIFANA” BT IIRAE, Bz IP Mk R A NFIREL 55
£ 3-10 ZHASIZESH
Sender Group: WHITELIST - smtp-in 192,168.109.2:25
Success — Sender "198.2.132.180" was added.
Name: | WHITELIST
Order: | 1
Comment: | My trusted senders have no anti-spam scanning or rate limiting
Policy: | TRUSTED
SBRS (Optional): | Notin use
DNS Lists (Optional): | None
Connecting Host DNS Verification: | None Included
<< Back to HAT Overview | Edit Settings... I
Find Senders
Find Senders that Contain this Text:
Sender List: Display All Items in List Items per page m
Add Sender...
Al
Sender Comment Delete
198.2.132.180 Whitelist Cisco alerts server
<< Back to HAT Overview
FEWS  AGHRATED >> DU E T A

T, R ARS AR TP Hidk 2 198.2.132.180. HAMAZES A T “outbound.cisco.com” 15

fILEs il 9 DNS 26 H o —fRIGOLT . E I A% SR A Y B s ) TP
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B 4: REBREPEEREMELLRM X-Agari-Authentication-Results 3§ W

FF4: BLEEREMR MK LR
X-Agari-Authentication-Results &k

EE 1
B 2

$E3
LB 4
iz ]
6

iz ]
i

%ﬂ\WL@?WREWmﬂ%#ﬁéﬂ%%%mkﬁﬂ%ﬁﬂf@%ﬁ?ﬂﬁ%ﬁm%% il
FAG AT FH BRI 22 4 0 58 R G0 AL O AR IR IR, UTE 2048 A I3 405 10 B 4% IR B SO B R A
R4 15 B TR AL FE R I X-Agari-Authentication-Results %k [ 1E 6 77 ?2

L SR SR A 22 4 WY O R 4t 2 3 5 I O% HLAS ARV N X-Agari-Authentication-Results #i2k, 5 HAT
PR B BR:

DU 03 By B S BRI & A RO
AL R SRS > fE AT RS

RS PR R AR RIS, R TR R L2 ) (R R 7 SE RV S — L4 5 1 SRR A 2 4 )
KB PATRIARL . BTG 2 AT LT IR

JRs Ty IR E 8
Bid e 28 A7 % A Agari_auth_header.
R PEAR I INA AU, Flan: [ B A A& AHBEEAS N X-Agari-Authentication-Results 3k .

P REAZ I PR BOUFE . A ) T A NP I Z A0k o SRS, 0K %0 8 &3 TRCEE 51 3R T B 5
TR E . 25 UL DES AR T BLA I JEER A & .

AL PEAS AT EARAT A A SR AR e B BRI VL AT P AT B . AR A LA O 3AE,  fmT DR %
L8 A5 R R RN SO R R A N HIB PSS ST (IR k) .

RIS O RS K. 72 “WSINERAE” &, SRR m/gmER k.

I F e e g As . R DA B Sk IR0 2 B AR R a7 SR WP AR a6 R N (I 2845
AN 2 IR S AE R L BT AE AR Sk D

o kA FK: X-Agari-Original-From #:3k#{#%: $EnvelopeFrom

o M Sk#FK: X-Agari-Original-To #23k%(#%: $enveloperecipients

1 A $8 7~ 1Z 02 #E 25 E #l) Authentication-Results 3k

o LA FK: X-Agari-Authentication-Results yHT R k48 €16 : $Header['Authentication-Results']
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W 34, BEEMERER2MELRMN X-Agari-Authentication-Results 383k

& 3-11 X-Authentication-Results #&5-

Add Action

[x]

Quarantine
i Hel
Encrypt on Delivery Add/Ed't Header ep

Strip Attachment by Content Inserts a header and value pair into the message or modifies value
. ) of an existing header before delivering.
Strip Attachment by File Info 9 9

URL Category

Header Name: |XfAgarlfAuthenticatlonfR esults
URL Reputation Wew Header Name or Existing Header

Add Disclaimer Text

Bypass Outbreak Filter Scanning
Bypass DKIM Signing

Send Copy (Bcc:)

@® sSpecify Value for New Header (optional):
|$Header['AuthenticationfR esults']l

Prepend to the Value of Existing Header:

Notify

Change Recipient to I

Send to Alternate Destination Append to the value of Existing Header:
Host |

Deliver from IP Interface

. Search & Replace from the Value of Existing Header:
Strip Header

Add/Edit Header search for: I .
Add Message Tag
Add Log Entry Replace with: |

) . Leave blank to remove searched text from value
S/MIME Sign/Encrypt on Delivery - “ ) :

Encrypt and Deliver Now (Final
Action)

S/MIME Sign/Encrypt (Final Action)
Bounce (Final Action)

{*) accepts regular axpression

Skip Remaining Content Filters
(Final Action)

Drop (Final Action)

Cancel QK |

SH 0 FESCRAIRIER, 5 mhHE. SERUE KM NN BB SR U0 R R -

W B8RP - EHER |
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BHE N

B 4: REBREPEEREMELLRM X-Agari-Authentication-Results 3§ W

& 3-12 STIRBIEA AIBT i8S

Add Incoming Content Filter

Content Filter Settings

Name: ICistD_auth_header
Currently Used by Policies: | /o policies currently use this rule

Description: | |Add the X-Agari-Authentication-Results header to all incoming email

Orderi | |1 +| (of2)

Conditions

Add Condition...

There are no conditions, 5o actions will always apply,

L‘

Add Action...
Order Adtion Rule Delete

insert-header{"%-Agari-Authentication-Results", "$Header{'Authentication-
Results']")

Submit

R RS PR AT BT L UE % o

1 Add/Edit Header

l ﬂ

DB 12 TR PEES SRR AR N B SRS IR, 1 S A B SRS > £ NERAR SRS, JFEA AT A

AL YR AR g A 0 TE A P9 A R DR AR DA BT QU L e & . EEE AR, ST RE TR Y 1% SR
JA WL IERS . 1B XU HIEAT RS T B B 2840

£ 3-13 S/ B 3% 75 9 5 T B

Add Policy... |

Order | Policy Name Anti-5pam Anti-Virus Advanced Malware Protection | Content Filters QOutbreak Flters | Delete
7 | tomid,com IronPort Anti-Spam Sophos (use default) Cisto_auth_header (use default) ']
Cloudmark Servica Pr... MecAfee
Positive: Quaranting Encrypted: Deliver
Suspected: Quaranting Unscannable: Dellver

BB 13 SHRTEY >> (R E .
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&  BIEN#IAEAE ESA L5 A SPF. DKIM AT A HAth & 4y 36 iEHLH] CRA4E AN ID. DMARC 25 H)
PEAL,  DAEAE A IE A I BUPE 3 78 “ X-Agari- Authentication-Results” %3k .

FER K

SEREIR PIRG4S AR T R SR Ik B 2R (R AR R I AR . AE T S
AT, ATRES A LA B A R AR . AP DUR I DU R R VER AT R B SRR N 45
BT (MhEA https://appc.cisco.com) , R FMEEHE > EBRBEEECLENE
S0 W 2 ) £ R B AL TR AR IR AS

BRHGRIP - EEER
[ 314 | I



4

g

RAPES: FRER

AREENHLL NS

o FREL Web [ FH 15 1] BLFR
o B /g

o OHTAENIRARR E

FXHL Web 2 A #9175 19] 42 BR

BRI 2% 5 f 4 AT DL BT PR A MR N TR S L L N S

TR ERE LIS B —DMEH KRS, HT Ui Web S %, DK RA “EH
A7 BUR, DMERE AT DO H A QI S 2 K .

BRHEERBUEE ARG, BN ZIRE —HBEa:, HPhada Tk
) B 4%«
& 4-1 BOEHT A

Cisco Registration Information  Inbox

Cisco Advanced Phishing Protection <no-reply@appc.cisco.com>
tome [+
Hi
1has created an Advanced Phishing Protection account for you.

To activale your account, please visit:
https://cisco-demn.appe-stage cisco.com/account/activate’?

Should you have any questions or concerns, please contact Cisco support at: https://www.cisco.com/c/en/us/supportiweb/tsd-cisco-worldwide-contacts.himl
Account registration must be completed by 2018-07-07. The above link will no longer be valid after this date.

Thank you for using Advanced Phishing Protection.

VT IR WA b AR B BERE ORI P K e — N2 B
NUCE SR, LT LU R Chttps://appc.cisco.com) T
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BIE/HmiEH P

o M/t 5420

RPfRte

RizRAF
S AT CAAE B2 R 8 MR it (B BEAE N R R Ao 7 BB AT S 5 e 4

o fE P SCHETHIPTA T C CBERT . CHBPET L “37 L “IP ik AT “ARE R
7 ) hEE IR EE.

o FE CEELY > “SHEK” WP EERISHCE . ASBE T RIS AL T RN, AN BE G 4 S
o fECEELY > RS UM AERIMRS .
o fEEH” > RN WHFERKMEN. ABE “HHE” o IR BCCROH T K AFABL

o fE EHLY > UK WHThEBRISNIE. ARESULRASIE.

o fECEEY > NP WP EEH KM REIFEM APTEIE. AREEKE SR
N

o FE CEE” > “HuibbA” Wb EAE MR E . AREC]E B g E k2

AP
HZ PR B A RS P A BUR, BRAER TG R, desh, s M e s bl
BAEMPHZHE.

o fECEH” > M/ P AR EZHE.

RPERG

R B GO BRI RS P A A P B AR, BRAEL TG e i e f i, gbdh, M
JUEHE DO T DL AT g 4 2 i AR A

o fEEEL” > R U RIS

HAEER
PV GO BRI R . SR R A P A B R A B, B AR TTIOH 1 X 2L 4
o Bk, AGVE G DI SR E . SN A bk 2 R AT B

CEHEY > “HE” WHThEE I MEANARE.

CEHLT > R TUH T EE . O I g SRS A E
“HZMEPE” T OV i R R (G RE N TR ED .
CERL > RN TR AA . fdE. JE 4 EROE A TP,
CEHY > LR TIh AR R EHRCE .

CEHEY > I T EE . U@ ISR .

REOROR R R R
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SHENEHRE

AR S

BRI 28 5 4 m] DL B TR SR AL S A N BRI . HORIE (TP 380 LR 5 Sl fF
AR AT AR IR B A -

AR T T LA AR 14 5 3B S s AL N 3l P O B 1 R B0 o SRR v 0% 0 4 4 £ B 7 A% SRR UL
B BB HS AT AR AT — D AME PRy, IR HZ B LR J7 bR 22 72 B v -

o ERPFESEME - MEPFICAIOR B A AR A A 2
il
o BUEE - RRFEERAFEY (B, REHZERGET A GRS KRR ?

RGUMEIE R AL P RE A ST B E . BRI T AR R FT X E R
MT@Fﬁﬁﬁﬁ%\?Tﬁﬁﬁ“ﬁ?hm#“m:ﬁ CAEET L CHERT L “AET .
HEE4E N 0 B 10 ¥F4r, Hr 0 AT EE&L, 10 &5

FAE FEVE Oy & 25 BRI 2V 2 o IR SUSEVEPF 0 AR dst ISR R AIE . (BASVE RO, WRPE A
FFAE AR PP v B FE I AR

. %E%AﬁﬁkﬁﬁiﬁvAﬁﬁﬁééﬁﬁﬁ—Tﬁ

o RAXEMNRAAFNI LT HEE 0w = AlfE

. %ﬁ%Aﬁ#A%ﬁ%TL ﬁﬁﬁﬁmﬁ““ FIRE, RF AR I A A AT B B IR
oL~

o SREFEARANKESLE VMR HIE S PR = 0% 8 T A M % B S Bl 4

MY > “BER” U PR [ AR AN AR T IR, IS (5 ) ) DK /INRR A HL 3K TR
R BRI E . A BRI U R AR S 2 R R D KRR EEE . ERNAZAARX DR R T
B RPEM A NSRRI P2 BoRHA AT 200 M K W br sz e R L UER
K B %A IE T I

AT AG B R A NBREE T 58 e
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A 4-2 ‘Bt HEFHISR

Risk Overview Rukrview |
essages by Authenticity and Demain Reputation 8,362 118,268
Dosnping Miiiagei
Today | Tdmyn | Tweeks | Month

Tegp Sending Domains

Bhew Ariacks
Zem-Day Imposior
Spoof All Axtacks

Message Classificateon

L
L] o' A Search
- .
.. e Saarch lor domain sam
.1 s
2.2 o
5 e
H L
e Tae Yolume Trust Scone

miorn Trad

108 rarisagen .
Less Truat

Sy DA e DU 22 ) SR Mok 7 FR oy B SRR MER IR 4G AR, A FL IR T = AR A Y
AR B =AM e T RE T T PR R AT REAT ) A F) S A AR AR N o

FLR R R AL, 1§ R CHRAR SR AT ROR T I e A

A 4-3 HEE BHIR) X 2 75 T E 7%

Ris k Overview Risk Oversiew  Te-De List
Messages by Authenticity and Domain Reputation 8,352 118268
Domains Messages

Today | 7days | 2weeks | Mosth

Top Sending Domsiag

Show Attacks
Tera-Day pasier
Spoof AN ks

Maiiage Classifization

- o 4 Saaach

-
- s

. .;- .

.

13.: -
- e iy
" s Volume Tredt Soode

b Tru

SO reseage .
Less st
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X
RN RIR A AR ATBORIZ SR o SRR R ) B SRR BUbR B A5 1E [ el
EREERIETT . B

& 4-4 AR5 R

. . Risk Overvie
Risk Overview w | Todous
AU nECY 8,362 118,258

Comaing Messapes

® Toduy | Tdays | 2wesks | Month

® Qa o Top Sending Domains
. ©
P @ Se~ding Domain: gmailcom
ﬁ @ ® OD o -‘.-,qﬂs;g a1 Shiw ALTaCks
- -
@ % ¢ ® C} Zem-Oay mpostor
¢ il oo » spoof All Attack
5 BCKE
e o ®
°e Message Classification
e ¢ ® o e %
X e e e &
- 29 2
s @ @ ’ o9 ®
@ *Fe @ @ [ ] Saearch for domain name:
‘e o
o . 4
" L} ¢ e Volume Trast Score
Mot Tz
L

B risages .
Lets Tag

B R 2 FA AT SN

R FRIT
$4 AT A UL A 2 D 9 2RO 0T A AN R SR AP I P ) S S AT R GE 732K

Blin, EHRAEF N gmail.com. W RESE B F PRI EIR:
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& 45

1B EFKE 1 Gmail.com FIEFHE
Risk Overview
1
Demains
gmail.com Sending Domain: gmail.com

Messages: 5,195

Show Attacks

Zero-Day

Spoof

To-Do List

5,236
Messages

| 2weeks | Month

ling Domains

Impostor

All Attacks

Message Classification

Sending Domain: gmail.com
Messages: 41

Search

gmail.com

Volume

5,000 messages

Trust Score

More Trust

- Less Trust

X KR TronPort 7Eid 2 — R 28 HTK H gmail. com 38 5,195 FEVEME:: H RAR B A5 £ BN
s el o R, A 41 BB e e B AT HE— D A, RO AT SR T B

T R A AR R 0] 2 B a6 AL ]

B3R

o WAL, H4TH

o IR, 247 W

o FHBLAIR, 25 4-8 T

o BEARERALI, 490

o ZIBAIK P (JRPEEED , 49T
o [KPI{EEEIL, % 4-10

o CHERMAE, 5 4-10 1T
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SHTENER R

o HIEMHMER, F4-12 W
o FRidd, #4-14 W

& 4-6

Bt 57 iG55 2%

g2HA

bk

—
L L= Oeare dsliEeE

Sk v

SR

AEAE R IRIRAE A5 FE PR3 T E D BOHBARR AN b B FTs B Mo 7 A 0 — A B DM Bt 26

o Wl R RRT UL EARE R AT

I RERI T BT AT TR RS, BTGl TR E R AL R BT .

PAF R4 K

S G RS A, e PR AR VP T AR (EUE R G 4% B g 4 R B AR R

1255 Bty 73 R W AR

B I FE A AR .
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Q Domain Spoof
Message sent from a senver nod lonow bo send mail for

SMALEAN,COM
Maviings Bl ®
- . %
- a: bbis's g
Sesk o
ot R

R

ARALLA IR o 2 F8 AN A B A SR AN AR vl (5 A ik CER & i — AN R Bl A T Ak fE
O BT

#4-8 1A BY

Message Details

Y

Date: 7-Jun-2018 9:00:59 PDT @ 2 %

. ) . ) Message Trust Score: 1.5 (Suspicious)
From: Kallia Geria <Kallia.Geria@masterdcard.com>

) ) © Look-alike Domain
To: Trena.Elory@ciscofunding.com | masterdcard.com is an impostor of mastercard
Subject: Your Amazon.com order has shipped
Message ID: <facade06a004063887349ech 7569438 @BY2PR12MB0054. masterdcard.com> @
Message Trust Score Reasons
Authenticity Score: 0.1 Sending Domain:  masterdcard.com
Very low Authenticity Score Domain Reputation: 1.5

@ Likely Impostor Domain

@ Frequent, High Volume Sender

@ No Consistent Sending History

© Low Average Reputation of Sending IPs

MAIL FROM:
MAIL FROM does not match Header From: domain

W B8RP - EHER
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BRE BN

BC S m AR “CRIENT T B R R A R g S B R A4 B — DB DL .
N ARG G A AT 5 AR DL ) 3 B2 SR L I P S LAt e e SR R A A

& 4-9 ==t

Message Details

]
Date: 28-May-2018 12:56:25 PDT @ = % & ’Q
. i Message Trust Score: 0.5 (Untrusted)

From: Apple Support <apple_online_support@gmail.com>

) © Display Name Impostor
Tor cadenza.erhardt@ciscofunds.com apple_online_support@gmail.com is not expected to send for

/ apple
Subject: Issue with your Account
Matched policies: ~ Everyth

Message 1D: <caBb2017011108234739EB81DFTOB55@gmail.com> Ea archedpalicies verything

Message Trust Score Reasons

Authenticity Score: 1.0 Sending Domain:  gmail.com
@ Very high Authenticity Score Domain Reputation: 8.8
@ Frequent, High Velume Sender
MAILFROM:  gmail.com @ No Consistent Sending History

TR, (MPEE)

SR o e T R RN B CER BB A R I TR E B IIK T . 2 TronPort K HL
WP AR, AT TSR B S GLK ™ B R A

&,

Z 4-10 R )

Message Details

Date: 15-May-20189:01:13 PDT @ g % & 4
. . . Message Trust Score: 0.5 (Untrusted)
From: Laurie Prada <sjfdadmin@comcast.net>
. @ Display Name Impostor
To: michael_cope3@comcast.com

sifdadmin@comcast.net is not expected to send for prada

—_——— e Compromised Account

sjfdadmin@comcast.net is a suspected compromised account

Subject: RE: Mike @ Comcast Business

Message ID: <006201d3b0b253a4ba6a0sfeeld3eli@comeast.net> Eh

Message Trust Score Reasons

Authenticity Score: 1.0 Sending Domain:  comcast.net
@ Very high Authenticity Score Domain Reputation: 8.8
@ Frequent, High Volume Sender
MAIL FROM:  comcast.net © No Consistent Sending History

BREk - EEER 1
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2 MBI 5 0 SR B VE M AF AT R A SR IS (SRR A A P ) XA 202K, X LE
kB ARLZ S BEAE R BRI .

& 4-11 g5

Message Details
-
Date: 11-May-2018 9:55:29 PDT @ 2 % ¢
) _ Message Trust Score: 0.6 (Untrusted)
From: <steve@ciscoventurecapital.com>
. . _ @ Low Trust Domain
To: JOSEph'cum berton@mscofundlng.ccm ____.——# ciscoventurecapital.com is not a trusted domain
Subject: Aquick question
Message ID: <facade0fal04063e987349echT5659d38@BY2PRL2MBO054. ciscoventurecapital.co f@
Message Trust Score Reasons
Authenticity Score: 0.7 Sending Domain:  ciscoventurecapital.com

Domain Reputation: 0.6
@ Frequent, High Volume Sender

MAIL FROM:
@ No Consistent Sending History

MAIL FROM does not match Header From: domain

TR
SR PR T P, SRR B0 2 40 57 9 2 O T R T R

&4-12 BB

Date: 30-Mar-2018 1:53:4TPOTO
Message Trust Score: 1 (Untrusted)
From: .co.uk>
@ Low Trust Domain
To: .co.uk is not a trusted domain
Subject: Invoice -03-29-2018 © Malicious Attachment
Message contained malicious attachment(s):
Scan0001.xz
O
Message ID: <201 50330085301 ACESC24CEBE 12EF B@cheshireribbon co ulcer A
Attachment(s): Scan0001.x2

W B8RP - EHER
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N =BT R A R R B T4 Web SR R R R AT T FEA SRR T, EATRF
NFEET ) oy FE B e b e Sml AR IR Ee 0y R AT HE— DA, AR o it 7 28 % 8
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Message Details E
Date: 29-Apr-201T 20:00:44 EDT O = B 0o ¢
Message Trust Score: 1.3 (Suspicious)
From: Amazon Web Services <noreply-aws@amazon.coms
Tae ; " © Inauthentic mail frem highly trusted domain
Subject: Confirm your AWS Account Matched policies:  Untrusted
Paor Source Reputation
Message ID: <200 T01L10E1 SAESPEBS10FTOBS WinerylS. adl senvices.com=

Message Trust Score Reasorns

Authenticity Score: 0.1 Sending Domain:  am
Wery low Authenticity Score Dambin Reputation: 7.5
& Consistent Sending History

AXONLCOM

MAIL FROM: iservis.adl-services.com
MAIL FROM does not match Header From: domain Sending P Address: 155184 321 17 = (iserv1S adl-services.com)
SBR5: 5.9
DKIM "d=" tag: Mot available Wery low SBARS
Authentication results Non-aligned SPF Pass

DKIM result net reparted
DMART check unavailable
Search for similar messages
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inthe last T e L2
Details -channelnomics.com a1 messages (= 1% of1ou o Domain Reputation: | 7.5 -
-] =
Passed Authentication Likety Authentic [l Inauthentic

Passed Authentication Likety Authentic

28 messages § 909 3 messages | L0W

Messages by IP address

splaying 1 - 50f 5 1P Addresses

' Sengder Modelt

W inauthentic

O messages 05

wERpf L inglude tptingis e media Loem sng b 1l mets
apelabacom include:msglocus.com includespleventsion
.t -all

© Consistent Sending History o

Tag This Domain

nnnnnnnnn SBRS
36y - relay-14-31 magfocus.com as
6F - relay-14-BLmsglocus.com 34

o mail-ua0-x238. google com

..r il ua-ad . gooE.com

-

mail-sa0-x 22 googhe com

IP Addresses Per Page: 25 2

AL S HCR AR B I N s A R P o i 2 BB T DT TR -

5% (i IronPort ¥4 #T 4 EM. WRENNIEIESA TR, Za]LL
I “He O B RIE R . WAE IR M 0.0 B 10.0, 0.0 RaRERIKHE
2, 10.0 RonfEEmiE,

DT IA) R B ORI T S AR I iR R R “ B S e
-‘LIE” . «Km‘%—i‘n Ez «ﬂﬁggi” .

o TUSIAJHE [ MR A2 7 A B R AT I LR B I UEFRAE Ik :  SPF.
DMARC & DKIM.

o ANETEERTBAE 2 B A 0 UE R I I AR A %38k A N R A

o T HEELSZATME AR R E T S ISR E A AN “ITRERISE” SR B R R
A o

B EERTE A R a AYI# Bon A E AR el SR IIE” AT

FEVOM CUTREESL” K. [RIEE, PRI TR VE R 0T A A A e ] Y
PR IEH (7 K2 B30 K) .

s IE B P AR — AN S T LR BRI H . ZLEBRE RS, 1k “ 1P
bk SR IR AR “THERT
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ERIBRATE RN R . B0, R s iz B AT B RIE LT

5 “H TP M BE R OR B M AT 7 2 g SR AL U8 52 I TR] BN DN iz 3R IR A R B> TP
Huhk

o N IP b K A RO AL . ABES EATE IP, M2 aiZ e
IP 3 R IE MR B B 3k

o i “VEAIEE” DU “HRHEAE” B RELT AT AE RIS T
BEZRKMEN (P B3 5% .

£ “opr” > 37 DU BE “IPEAn(E B TR, R B A )OS SsdR € brid . R b
LN, AT RE N 2 A AR AN S A AR SN FH FR A o AR TCIORT LA Bl BEAT 20 A7 A G 2 SRS
CHER” A CEAEIEE” dRiC TRl AR . oAl B R AR ICAE PR AN SAER], (HAT TR
W, AT EWER T > BER” T AR LR .

& 4-15 &S 7 E

Domains
Domains that have sent mail to you
Today | 7days | 2weeks | Month

Filter Options:

Filter By Tags Reputation Range: Zero-Day Impostor Search:
0.0 10.0

Displaying 1 - 25 of 8,428 Receiver Domains

Legitimate Senders Unauthorized Senders

Domain Reputation SPF Record DMARC Record Tags
Volume v Auth %o Volume Auth %

t 23,632 92.21% 24 0.00% 85 yes yes internal
€ 16,568 98.76% 5 0.00% 8.5 yes yes internal
£ 5,262 85.529% a1 0.00% 8.1 yes yes webmail
i 4,424 98.60% [} 0.00% 85 yes no partner
I 3,755 100.00% L] 0.00% 85 no yes internal
t 3,614 34.95% 4 0.00% 8.5 yes yes internal
[S 2,992 83.86% T 0.00% 8.5 yes no internal
I 2,437 100.00% L] 0.00% 8.1 yes yes social
€ 2,301 99.78% 0 0.00% 8.1 yes yes webmail

1,053 99.91% 0 0.00% 8.1 error yes consumer

807 96.90% [ 0.00% 8.5 yes no partner

r 802 100.00% L] 0.00% 79 yes yes consumer
t 801 100.00% L] 0.00% 8 yes yes social
r 562 97.86% 4 0.00% 8.1 yes yes Tag This Domain
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Today | Tdays | 2weeks | Month
Untrusted Suspicious Trusted
Untrusted messages Suspicious messages Trusted messages
= 1% of total &% of tatal 92% of tozal
Show All Messages | Filter By Common Attributes Both My Domains (32%) | Other Domains (B5%)
Hide Zero-Day

SR A=A “ATE” o “RIBEY ML “RIAET o ST DLk B SCAHELE £ 1% 2

FRE—IPIRN TR, W5 Rl R R e R e

& 4-18 BEAE MR

Today | 7days | 2weeks | Month

Untrusted Suspicious Trusted
Untrusted messages Suspicious messages Trusted messages
< 1% of total 8% of tatal 92% of total
Show All Messages  Filter By Common Attributes Both My Domains (32%) | Other Domains (68%)
Hide Zero-Day

Commmon Attributes
Demains and Message Zero.Day | Impostor Domains  Campaigns 1P addresses From To Subject Date
Domain Reputation Trust Score Domaing and SBRS

Domains and Domain Reputation Score
Domains identified in this category and their domain reputation.
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BONSRAE, RAEHEPERCR A S UCHCHEAE, A S B RS From: . To: M Reply-to: ik HEFF
F RN/ B IE I

Ry DAAE SR AR 48 € BV (bRt . 3R ICAE “ e > 307 T o Be, tENECE “o
Proe NHEPESLER" & r4iid

FA 26 AR AT AE S PO IR HE (ST 30 .

FESRME P {5 A Hudik 4R
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“John Doe” <jdoe@example.com>
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AR Bbrid A “CErEEE” Tl 3R AR R 33R ) 38 B B
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2 5 paypal.com. BbAMESIRE 78 b A B, Al
HS A W] A5 FE PR 2 < 5.0 7 A e 752 L
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Policy Name:  General Imposters

AEEICAE I TR AR« ORAF” $RHLORAT 18 OB H RS

BB C RV R

FADTT A QML HEIE . TR R AR EMA =TE S

BB EEES KRN, T RIS, RS, SRJEAE From: TRUTRAGIIN MBI BAE, £
To: T BUH RIS AU AR (1 24 =) WPk

& 5-2 LYIERHE

Create Policy

Based on conditions in emails coming into your organization, trigger an event.

Policy Name: MyTest

Content
All conditions must apply (logical AND)

From: me@example.com

Reply-To:
Reply-To: address does not match From: address

To: me@company.com

To: address is equal to the From: address

Subject:

The From, Reply-To, To, and Subject fields are case-insensitive, partial matching

Sending Domain:

MAIL FROM does not match sending domain

Domain's Tags: Filter By Tags

Messages whose domains match any of the selected tags

| BREk - EEER 1
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Timestamp Policy Name  System Notification Event

Event with 1 message

13-Feb-201710:45:27 PST@ MyTest No Recipients notified

AR 1. O MBI A T UL RS AR S A SRS

R A8 25 1 UL A% NS 2 Gl S A R AL B 70 o FEBLIERE b, f0T DL N S8 2 419 JF e
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& n] LA RE PP IE TR o

PENOR, R E O IR C AR AT A

REBRIE
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WEAE) o FESEE H G, ] DL SRS A AR A VLA s, M by “ 07 Jh T &
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Reports

Review the summaries of policy events over time.

Total Messages Moved

2020
& &
& &

R

S . . . S . B« B« TR« .«
oF a¥ oF AT F oF oF oF &40 L ®
ADT ADT Ad T Akt ART DT 40T AN N B & V9

e

Show policies:| | with Enforce action

4 F K@ H T 2 A G Suite 5 Office 365 P85 J5 5 i 04T 1 B RN 28 B L5 9725 7

il P 42 i SR, S RT DUIE Sk M Xt — AL AR S AT SRS 4R A o XA IRRE B M P B P AR S
BURFE SRR (BRI 2 SfF e ol B [ LR RS s iR, R 7 B0k S 4 52 [l P g s
o SRk 2% B FL B 4 BE A AE S A A% 1 T SO AR e s LR A R AT AR, ORISR AL T3
— AN GEARE TR . . W RIEEEAEE O R R B B (R b R R AR R E D
ST DAASE P B i 5 D 45 4 B2 977 37 P FRD 4% 7 SRS D RERE X SR AR A% T R A

85 R H  C O SR 9 ) AT IR A

T4 5 e AR 28 25 R LI A 3
FEAR R AR R, ARG AR ORI AT, FEoR “SLHRHHAT” %4,

BREk - EEER 1




B5E RPES: ®E |

ey

i F I 2000 EHHRAAILE R, ZIZAE R 18—k BEAE FH % 75 SRS 2000 F 8% 5 2D # R
A 5 1 AT B A

B, R R T R LR S NS R AL

&

Z 5-5 T RIGEEBRAT.. A H

Domain Reputation Range: ; = o Domain Tage: | Filter By Tags
0.0 5.0

ending Domain: |n mpliance.com omain Type: ero-Day Impostor
Sending D i !edwondm li D in T z D

Displaying 1 - 16 of 16 Messages

Trust Score * Date From
3 27-Sep-2007 Amber Leon <amber@redwoodcompliance.com> vapg
3 27-S5ep-204T Amber Lean =amber@redwosdoompliance.coms= dspe
3 27-Sep-2017T Amber Leon <amben@redwoodcompliance.com= san
3 27-5ep-2007T Amber Leon <amben@redwoodoompliance.coms sken

& 5-6 THIEHBLT. AT TH

Domain Reputation Range: (= — Domain Tags: | Filter By Tags
.0 5.0

Sending Domain: !led‘lmndcumpﬁance.mn Domain Type: Zero-Day Impostor

Enforce Now ...

Maximum 2,000 messapes

Displaying 1 - 25 of 3,905 Messages

Trust Score * Date From
3 27-Sep-2017 Amber Leon <amber@redwoodcompliance.com:= vapg
3 27-Sep-200T Amber Lean <amber@redwondoompliance.com:= dspe
3 27-Sep-200T Amber Leon =amben@redwonsdoompliance.com= San
] 27-Sep-200T Amber Leon =amben@redwonsdoompliance.com= sken
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FNREL TR

Search Messages

Search and filter mail that has been sent to you.

From: |datadog alerting

To: |plorence

Subject: [Subject

Trust Score Range:
00 100
Authenticity Score Range:
00 10
Matched Policy: B

Received between: [2017-09-27

| and [2017-09-27

Domain Reputation Range:

0.0

Sending Domain: [Sending Domain:

Displaying 1 - 19 of 19 Messages

Trust Score * Date
8.4 27-Sep-2017
84 27-Sep-2017
84 27-Sep-2017
8.4 27-Sep-2017
84 27-Sep-2017

Datadog Alerting
Datadog Alerting
Datadog Alerting
Datadog Alerting

Datadog Alerting

Domain Tags: | Filter By Tags

DomainType:  Zero-Day  Impostor
Reset
From To

> I com

com> com

m> .com

m> l «com

om> w .com

SBRS Range:
-10.0 10.0

IP Address: |IP Addresss:

© Message Feedback
A Create a Policy

Subject
[Monitor Alert] Re-Triggered: EP /v2 Scorer / millisBehindLatest / stage
[Monitor Alert] Re-Triggered: EP /v2 Scorer / millisBehindLatest / stage
[Monitor Alert] Re-Triggered: EP /v2 Scorer / millisBehindLatest / stage
[Monitor Alert] Re-Triggered: EP /v Scorer / millisBehindLatest / stage

[Monitor Alert] Triggered: EP / v2 Scorer / millisBehindLatest / stage

sy “SLBISRIEIPAT 7 A e L5 R B A BT A A
TR R PR AR LS5 R P (K P AT I 5 e 35 22 T SR DT S oo ) i A IS 11X«

&/ 5-8

REFE T M SRR B

Selects all messages in
the entire results set

Selects all messages in
the current page of results

Enforce selected

0 messages selected. Select all 19 messapes Cancel

2

Displaying 1 - 19 of 19 Messages

Trust Score *

8.4

Date Fre

27-5ep-2017 Datadog Alerting <a
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FEDEPE BRI, Rl COEENFBRBIPATT o KRG RS IUEHE, ERTESL A
FON IR A PAT BRAT I B2, AR5 GRS BT (1 9 i AT B AR BB 12 fE . (il 5 AR RS

ANRERE B R LL MR B AR I T 2. D

& 5-9 EFEBERIRTHRIE
Enforce Now x
Enforce 3 selected messages immediately? @
Enforcement action; ¥* Move to folder "Cisco-Quarantine
Move to folder "Exec Spoofs"
Delete
Move to Inbox
T— 1
M PR R AT BRAE IS, AT 8 8 S RDRT S A2 S ) B AT #R AE ©
& 5-10 BN RO IRIE
Enforce Now x
@ !

Enforce 3 selected messages immediately?

“«

Enforcement action: Delete

Cancel

R 8 JE R R T SRS VRS B U, RN SR EP R ST e 5 R Rk 4 0 4 4 4
JRARIR AR -

W B8RP - EHER
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On-demand Policy

Details for On-Demand Policy 2017-09-27 17:23:30 #

Conditions; Action:
+ From: address: On-demand Move to folder: Agari-Quaranting
o contains datadog alerting User: Paul Lorence EP
+ To: address: Initiated on; 37-Sep-200T 10:23:30 POT B

& contains plorence
« Date range: 27-5ep-2017 to 26-5ep-2017

l:_‘} The system is contacting your sensor.

WK 22 R v 20 P 4 4 #1 A R I NS LS SAT B AR (K B 1) FRE s T AR S DXk
W, BRI RS R AR B .

& 5-12 oo . d0p e Ll 53
< Back to OnDemand Pollcy List
On-demand Policy

ted with and On-demand policy

Details for On-Demand Policy 2018-01-04 00:17:44 &

Conditions: Action:
+ To:address: On-demand Delete
& contains mjenes Wser; Mike Jones
+ Date range: 26-Dec-3017 to 30-Dec-2017 Initiated om: 3-Jan-2016 1E1T44 PETE

.Cl Processing messages ...
Message Status we . Pending 1 Deleted WA -Moved  E3-Movedwolnbex 1 - NotEnfarced

Q 9 13

16 of 19 messages processed 1 Why are some messages not enforced?

BEE RS AR SR A X — M, % DU R YA R IR A B L C “CMER” © “EF
27 . OB BCCRBHIAT” D BUEHE SR
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£5-13 BERB RSN

Cetails for On-Demand Policy 201603 3053608 o

Conditions: Arg e
rp—— e & — Gt
L M o

St e DU I8 223800 0T O

fmiorons?  Swad? Tt Sooow & ="t From

Sabpest
L ivprmare Vomkaids S Ciny Grgasiason Cesbraes
) . hwtdenr Pasasary s Pl s
Fl ' 11 8 w2000 L Len St S2E ke, Prrsacr Yo Sebroting Hodeniy 4z
+ AP RSl VeI R s
B T 0l e F a8
ratsnnes Plaaiur Hiaad Park® sg AT ot RS B Dby Lo SOST. Wil ey of
= 11 - 2250 " ——— —

> P L L SO L SEAT P
eyl oo soeTe Purstured Brwn over the meesiond
"o Flaatans mland Padc”
srepiyirieral ridoor.dom .

Ll A 11 8- 301N el e B v dowrdomn

“Rrwtdoor Pleaure nlard Paric”
= 5 8 JELE K - B e S L L E W M g fefule s o Bl el ES 4 v Lt et tell
=g e, e (e -

Dinplayirg 1 - 4 of 4 Mesisgen au Prrapisud | Mt mm WL sapis Pev Fag

MR 5 T Y AR A 4 1T g . (plim, “ CMBRBIR ISR o D

B 1 s ST BRAE AR Ah, BO8 BEAE 3R SAAT N B SR WP N2 15 O BB Z R o 2R
“RAECE? 7 AEE - NTIFER, RN C B S i .

RERIEERS|UH

JI A 4 5 SR 35 46 (R U 21 T 42 75 SRS R 51 Ui b o T B ER > SRS DI v 1 R SR L TR
HHATER

W B8RP - EHER



| £55F RPES: FW
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Cisco Analyze Manage
Policies
Policies On-Demand Policies System Notifications Policy Log
Generated On-demand Policies.

Displaying 1- 19 of 19 On-demand Policies
Name Conditions Initiated On Initiated By Enforced Rate ~ Delete

= From: address:

o contains datadog alerting
On-Demand Policy 2017-08-27 17:23:30 # = To:address: 27-5ep-201T 17:23:30UTC  Paul Lorence EP 3/3 - 100% 1]

© contains plorence
= Date range: 27-5ep-2017 to 28-5ep-2017

= From: address:
© contains datadog
On-Demand Policy 2017-08-26 19:17:03 & « To:address: 26-5ep-2017 19:17:03UTC  Paullorence EP  11/11-100% 1]
= contains plorence
= Daterange: 25-5ep-2017 10 27-Sep-2017

FEMCALIE T DU A 4 4% 75 SRS, IR 26 AF 8 Bl SR X RSN 1 3 ) AT

st CMMBR” BBR AT A B0 % o I B4 R SR . TR, R IR R e MBI R RPN B A 7R S
A FHE T A B DL .

F4 5 M AT WAL R DU AT R

& 5-15 R ERRE

Trust Score Range:
0.0 10.0

Authenticity Score Range:
0.0 1.0

Matched Policy: | On-Demand Policy 2017-09-27 17:23:30

ale

Enforcement: =~ All messages 5

Message ID: (Message |D:

B % H 3 oRe s 443 4% 7 SR AT BR B
BEEEHZHE, WA CEHEY > CAHT I R CH T BEREEMKKH
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& 5-16 FHE R ERE

Cisco [plore @ m) created the On Demand Policy fon-demand-policy/4367/

M a8 RSN
T 50 I A2k () T B B e T-HB 46 42 41E 35 (G Suite B Office 365) ¥ API i B B FIZE3R .

LRGN “HE” (RREAE AT WEPF SRS 1 5 f AT SRAE I (2 7] — NS R S8, WniR I
22K A SRR S K S 55 R PAAT 5 A, AAA% 75 SRS 170 BA B 48 0 B 22 S | SR AT R A1 = s 8
ok vt 0 D) 2% 4 £ 7 4 TR SR AT SR SRR MR RE . BAAI R 48 R I 4 32 SR 1) T A A TR A ) S b 4
AT #RAE . SEPT UAAE DL AL B B AT (% B b s i AT A ) H

/var/log/agari/enforcer.log.
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Sensors

BRI RIS 5 1 /S T E

Manage the sensors in your infrastructure.

 {3a27bd4-5d1d-11e8-9452-0242ac120002  # f551fele-5d1d-11e8-8f82-0242ac120002 2

Status

3 Status:  + Receiving Messages and sending data to Cisco
4 Version: 18.05.21222056
5 Hostname (IP); ip-10-245-0-147 (10.245.0.147)
Ubuntu 16.04.2LTS
Docker version 17.05.0-ce, build 89658be
[ Lsstconnectedat: 7-Jun-201817:2339PDT@
Started at:  30-May-2018 15:27:34 PDT @
Messages received in last hour: 7,143

(Agari only) Kinesis queue depth: 0

(Agari only) Hosted: true
Lasthour | 12 hours | 24 hours

Messages processed L-hour total / 24-hour average

7143/ 15035
16:30 16:45 17:00 17:15

»  Additional Performance Measures

Configuration

Name:  f3a27bd4-5d1d-11e8-9492-0242ac120002

You can rename your sensor at any time without affecting message processing,

Receiving mode: Upload Data
The "Do Not Upload Data" receiving made prevents the sensor from uploading files
to Cisco. Use this mode when you want to verify messages are being sent from your
gateway to the sensor without uploading files to Cisco for analysis

T mT DU SE R v 20 0 24 4 £ B 7 A% SRS DT 8045 IS 2 IR, 2R R R TN
ML U ol S o S P IR RS 2 38 I A A ekt DL AR BRI N A o B

WRIEE 2 LRSS, ENIRTR SR PR B — AL RS . &0 DL e v o & A R
T 2 I 2% 0 0 [ 1A% TR B I 24 BIDIR S R HEAT G B T 0. AR B 1 AR S DA IR B i
Eir (/s a/a6) £or.

RGO “oRBIAT 7, R DL IR TR A AR B R AR AR A g
PAT 7 RS BEAR . 2R s il AT BRAF IR 80% LA E USRI PAT IR, s il A
TR s, RTIZBHER MOt TS5 “ SRS TUI ) “ vt a A Rers
BOELERROE? 7 B, R CSRMIPAT 7 RIERETRNS (Rl R > R

W7 U PSS 44 PR A M« DLECHEEE” A2) o

SRR . AT R SR ATk %, AR A midr “SEH 7 o

PB4 RS A RE UL LA A TP Sk

“ R e B Ui RS BB 0 45 A DT A SRR RN TR o R TS i AR
LB Can R R e 0 46 B 1 B 7 A% AR AL TR EIRES) .

#x  AAR%0N Office 365 &I, FRERA A “ TRETIUESCIE” 24, B8R 2N 2 2 12
I A% A A Y B AR IRAT 5 8l PRAT I 31
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W4 By 0 B 3 R AT, mE FTRERR 2 5 B4 R

ARG B > SR T PR R G R . T RGEIB AN R G B R T A . TRl
BT BB N 2% B B A RS . BN AR GEAS B BRI ) 2% A SR E B8

H BRI RGP QI E B . B AT DU R R M R B B A L, A RAT )
ot ssms . AP, AR ERR RN SR i 1L 55 .

s “HRZH T BERTT ULV P BRI T ISR S, B S SR A A B O B A R AT
£ “HRHE” Tk, S TR B EhR GRg) w7 A R R AE A H BT
AfE

AT AE “gmiBH 2 Ui R IKPT RE” By, W Ak AL B E 4R UG R S - E
RGN A,

TR E A TP E AR AN Ml ERER T EEENALANSEZ AL, Ol E
KA E F S E . £ “HRHE” Wl L, S Biese “#He” Eis G mry
AT AL RANE ] H S M PELR1E 2

M HG BRI YT 1] “gdE 414" T .

SEEIITIRE

AT DAAE “ s AT I E " OB RIAH L AR s T .
£ 6-2 “BHIBITIRE" 885

Enforcement Settings

Enforcement allows you to create policies that move messages to a designated folder in the end-user's inbox.
Enforcement is available for Gmail and Office365 environments only.

Enforcement: Enable

Enforcement label(s):  The enforcement label (sometimes called a "tag" or a "folder name") is created in users' mail clients to contain moved messages.
Quarantine (default: Quarantine)

Enter additional enforcement labels, and drag labels to change priority order.
If a message matches multiple policies with different enforcement labels (including the default), the label with the highest position will be used.

Label name AddQ

Exec Spoofs Q

BREk - EEER 1
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Ry AR “amii pAT B P S GO B SR AT SO e I B E A SO e . XSO o T
JITAT S R S A AT AR oh, JF HR AR 28 B P AR LB AR 2 77 i P o B A S R R A4 AR B bR E -

£ 6-3 FERIBTTIRIE

Actions

Enforce and Notify actions are optional; all messages matching conditions of a saved policy are logged in the Policy Log.

Enforce: EAT YA

Move to folder "Cisco-Quarantine"

Move to folder "Exec Spoofs" | different enforcement actions, t
Delete fon in Enforcement Settings.
Move to Inbox

Motifv:

BRERMEHaPPR R E

SERE i 2 X 2% 4 £ 77 37 A IS W B AR R AR LU A RAR AR B . R AT S R e 2 T
LB RHEAT AT AR BUE R B R BT L
PIER MTA IP bk

B HH 326 s LA R ) S R AT A LU0 MITA (1 TP Mk o %R 822 {8l CIDR RoRikfa € 1P ik

#F  WIREDGEM T B MTA 1150,

& 6-4 “FRERE" 5

Sensor Settings

Messaging Platform: S Suite (formerly Google Apps for Work) -

Criginal-To header name: H-Gm-Original-To

ariginal-Mail-From header
name:

Internal MTA IPs: Add €

IFP Address

Message Components: Choose which components of messages to upload for analysis.

Agari recommends analyzing all available message components.

Include Subject: header

Include full From: email address
The domain portion of the "From:" address is always analyzed.

Include full Reply To: email address
The domain portion of the "Reply-to:" address is always analyzed.

The hashed local portion of the RCPT-TO address is always analyzed.

W B8RP - EHER |
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& 65 FFEFRE” 8%

User Account Settings

Single Sign-On: Enable

If Single Sign-On is enabled for the users in an organization, some of the following settings may be overridden by the Identity Provider used for
authentication. Refer to the documentation for the Identity Provider for specific settings regarding failed login attempts and password policy.

Session Inactivity Logoff: 12 Hours H
Password expiration: Never

Maximum failed login

5
attempts:

Password policy:  Default

Ingest: Enabled

%4 A EHEFRIE DMARC

BRI T ) RN BT A B P A8 (1 P9 P SCRE 1 3k B 2 A e 1
ARAFN o AT AR T fife SR e 25 0 48 849 £ 15 7 A0 e 0 AR N RAT A BB AR A B AT A, T
H R i — N WbR st ol L it e s 28k € A AF N o A B R AR AR RS X — 17 i Ak 4T T
ZHEEAIBE ST, SR DU RBR) i 4 W 48 B £ 7 47 v 22 4 b S DR DMARC SR, R 28R B & H
O AN T SE IR

EREZGATTEERELZHA

FME CEBEY > RN BEEERETRMA KEN.
2 LIRS BR A 8 550 d i P A B 27 4 R I B8l
S NS IR AR, A LA 55 1 B R k.

&F  BOAE T > B TUEARC Y AR BRI R T Ik AR IR R,

B R BN E N BB LN, N EFR. ZERRISECS A NK TP #idilk, 1Y)
B “RSELN TP HHE” ETR.
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“ 1
& 6-6 EHA” TE
Senders
Review senders to internal domains
Show senders for internal domain: | cisco.com
Today | 7days | 2weeks | Month
Senders  Unassigned IP Addresses

Displaying 1 - 19 of 19 IP Addresses

Sender Action
Messags IP addresses Seare Reason
Marke-f';’ 237 2 02 Manual ~ Approved  Undo
jsymantec 2 2 0.1 Manual X Denied Undo
W%ﬂﬁ) 5665 i 1.0 Madel + Approve & Deny
":“’ZG N d es k 101 5 09 Model + Approve @ Deny
GO gle 1 i 0.9 Model + Approve @ Deny
646 5 0.8 Model + Approve @ Deny
amazon 524 18 08 Model + Approve & Deny
webservices”
u Ofﬁce 3 65 6 2 03 Model + Approve & Deny
Displaying 1 - 19 of 19 IP Addresses << Previous 1 Next >> IP Addresses Per Page:| 256 %
BINHE XFAIE
o RN AR N ATRBAR . s R NRE T RIRA S, BoRskE A TP R

T3
o N - R FEFRE I IR BLN R BL R B A A N A A
o N - TP HhE: EEE W B A R B KA N AL KGR AR B (1 TP ik %
o HLM - T4 XESKEIZAM ANMRAE B AT NIRRT 4 R SR .
~
&k AL TR FUSME V4 B AR [ B 75 A BRRT A R R DL B 5% R PR AL

KELHTA 1P T AR A8 . BRIk, SHBORNER BRI, 5 — St R
FUSE VR 20 W8T AR OB 2 Y I H R DL

o EHSEME - JEE: WATIATEE LIAEVE) .

- FEPEORTENMHESIE L R AN o LS 2 7p A S AR e B 48 55 A AR N B TP ik
Ja SERIEE B, AR EZ AT NARE TP & BT 2 18 58 250R $00 Bl N T 4619 1) F0sk
PEPEr 1.0 CHSRHEHED BUECSEPEPF 2 0 CInR4EL) .

- EHEORVF R BB R 2% B B R A N

- B G135 RIS RIR B AZ AT NBEA A 1K 2 Bl A IE A2 38 1 B A 5¢ 42 DMARC —
BRI 5 Oy A bR
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o BRAE: QR BEE L8 A F N B0 CART RO AE B LS, DU SR BT DABAT A

= FEE NG R NRPRS YR D9 Bk v 0 00 44 24 £ 77 47 1) R At N A Ty RE S L A AL FE IR
o G LLBE I HO0H kB 4

- AR IR ZIBI R RN i DR AR R N 4 B 4P 4 JiE R B %A IR BB A

MLA LS AT FE R o
- ERWIRRAE IR AN, IR B R R 2 B LR S ok B Z R N BT
MEAAS AT SERI IR A o

KA ANEE S HR1E DMARC

SE]1
T2
T3
$E] 4

v 3
PE; 2
$E] 3
SR 4
$ES5

5203k DMARC 5Em&—#f, {EHRIE DMARC 1, %00 25006 K A N IE B $AT B 4 B iiE 4 i 22 42
SR AT SR, g AN TS B APH N  3vh J)  ES

DXAIET, P DMARC f R A NS BLRE PR IE S ] f. f f 20F R A R AE AT TP, T iR
IronPort ANl g AL, o RAS R RO L OB, UJE R PATRE— 0 A, (Hthm] DLk £ Wl it
R E A N TR LR A ANAELLE ] 2 3k DMARC TLEEH Sy, AN i HC PR
DMARC {EIZ 75 1 il il T 75 6 R ACPE N JF S DNS S8 AR “RAFN” T b iy
“HEME” RIWTSE R AT

MIRAR EP i R A NBRAE S, AL R “AF B > “HENR 7 T I 15 B T omE AT 1 bR s
DMARC 5%,

M 2018 4F 1 AITER, BEMZ A D2 AEE @2 BN P& DMARC S0 .

TERHE > SRBE UL P i o5 DU DMARC 55 1 44 BRI 3] s 48 SRS UL IH]
£ CRIRARRT T, KMIRBRIEA
[F] " FR 3l 2 SR AE F 23 S 5 B SR ) AT R AT /S P SR DT E 4

o LT R AR AF

2018 4F 1 H Z A fE EP T & B K% 7 I R3S IE DMARC 5%, #Ea DUE I PL R 5 B ) g e
DMARC 0% :

MBI > SRS UL R SR .

e “RBE AR PRI “PU DMARC” .

[ N R R bRl IR S SUARE . AT F bR G R kR T .
A IR BT H @RI o .

KBS EE FIRFE ] 0.4, &5 RRWF BN
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v Advanced
All conditions must apply (logical AND)

Authenticity Score Range:

=]
(=1

0.4

DB 6l TR AR A ORAF

B3t 534

BRI 2B T BES o3 AT S AE B A, 08 223 R 45 RN 2 B 4 1 4R R I 5 IS 1A 2 A
SR .

BRI 28 4 T R BE A A ) (R B A 3 A
o RERAFRANSOAFY 4 S5 ) T 1 R A R PR A D
o FHHMIF AR SRR E ARG, DUEE SR AR 2K

I R 534

B R 2 B B e R AR — A 2 DR, BRI T S E HAT IR O 4

it ERE RS

an SR KR I 44 FR AN SR Fe 4445 BT ANIAAT 78 B RO I PR 4348, b 208 T AL AR G O BB A
RELE A} ven 0 i 4 4 0 [ 4P B A

ST SR EET > UL

S| 2 [ MRS BER s RN R R RS R B, B N RS ] a7 BE
p: 7 S B S o LU K C R 10| B (D BBVt EY PN RAVE T A d -

SB| 4 RN E TR RS 8 AR
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Message Companents:  Choose which components of messages to upload for anabysis.
Agari recommends analyzing all svailable message components.

Include Subject: header

Include full Fram: email address
The domain portion of the *From:™ address is always analyzed

include full Reply To: email address
The domain portion of the “Reply-to:™ address is always analyzed.

include full Emvelope Recipient: addresses
The hashed local portion of the RCPT-TO address is always analyzed.

/.---"" Upload list of attachment names T

!
o Only MIME metadata is ana :l.'}r_-ri such as amtachment flenames ___,.-'

Bt 4348

W ALEA AR AR R A A0 R A B . SR 8 AT B v % o 4 44 £ 5 7 TR 3 A
855, SR L RAE — B A% AR B BN R, R0 25 I PO B F e o 1K 5y 58 1 RS

F HPRE TR EA UL RS ENL AR GR A ET L. I8 TR BN AL A T AN E B
KBS O . BB S H K B RS EHL R G IR, 5 S 3 R 2 R
Ry, B 1-1 T,

SE1 H, BLAHAT LR IR E A O A AR 1 4L 0 SRS

SE2 SHEEE > LRSI,

|3 A NRIFIEEH

S|4 K R 7 IR E T

SES il IR R E

S| 6 WA DML, 5 Ay B AT IR R0 0 B A SRR P X L R I o B AR SO B

& 6-9 V=1l ezt

Attachment Scanning: D ichments (@] Scan Attachments
Filenames, file extensions, file types, and hashes of all attachments are analyzed.

| BREk - EEER 1



$65 SEENSEMENEHTE |
W s

{5E F B4 53 47

o TEFRZRAMIEME TP A0 B a5 S 5 6-10 T
o FHfEFFAE R, 611 T

o [HHRMHIIEMEL, B o6-11 1

o Azure AD HFEIPRMGER, 5 6-17 1T

FIRRFRIE P E R M- AR

BRI, “othr” > “HRERE” TR AP SR, AR BRI, CEET >
“ IS DT 2 o AR R A 7 BL

& 6-10 EECSHIH RIS

Search Messages

o |To
Reply-Ta: |Reply-To:

Subject: |Subject

c:_'iﬁach ment: | has any attachment s -

Received between: |2018-03-30 and (2018-03-30

IR AR E R ARAE R I BAR e AT P T 45 3R A B SR

& 6-11 BEHIE: BRREIEIE

EhEt I ' has any attachment

walvad botwesl has attachment n-ame: ‘ 0
has attachment filename extension: —

ARG O HI AR, WA e I ) T R A S

W B8RP - EHER
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Azure AD 5iitAR B

&6-12 HEEHEE: BEBRHTE

has any attachment
PRMIWMIRY “has o malicious attachment
has attachment name:
has attachment filename extension: I]
has attachment hash of: F

sived between

B4 fmES R

JE BRI, T v 20 00 24 4 42 15 7 K A2 A 0 B R R 73 AT v i I 4 i 45 R . 8
. BORAE CHRPEEAE R hERR CREMAET .

#F AANKSKR, EEFTDURIFGEWE 3, EE IR 0B E A RS R .

£ 6-13 “UHEIFEIERE” BTSSP HOMIH FI4EAR

Date: 30-Mar-2018 1:53:47 POT @
Message Trust Score: 1 (Untrusted)
From: Lok
© Low Trust Domain
To: .co.uk is not a trusted domain
Subject: Invoice -03-29-2018 © Malicious Attachment
Message contained malicious attachment(s)
Scan0001.xz
Message ID: «20180330085303 ACESCI4CGBEIZBF B@cheshireribbon co.uk»

Attachment(s): Sean0001.xz

MR AER
SER v 2 X % 4 #8177 97 B A4 D e 0 B T TR R T B R SR B R R AT . B EY &
i, WA SRR G B AR AT
SR = g X 2 4 F B 3R DA R SRR SO R R A . SORVE HEPATER S 7047
o (PR SCHERS S (zip/rar/tar/ { gz/gzip/tgz )/ {bz2/bzip2/tbz2/tbz}/cab)
e Office 3(ff. PDF. MHTML. M0 BUE SO P & SO RTF
e Flash. Mk, Javascript. VBA

Azure AD 5itbiit¢A 525

I TronPort Hitik2H 5 Azure Active Directory ZH[F] 25, AT LS vy R0 4 B2 T Mk 28 19 SRS
IronPort 2x H 3144 Azure AD ZH I B 03 0 21 [F) 20 )5 ik 4 e, RS0 B 322 S B i 4 0

BT RN AE SR Th A AT A, 5 S B I SRR A AR NI AR, 5 5-1 T
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W EMIHAE D

LR E MBS, B IURBUERHS ) Azare AD 725
ST GEE > Mk H T RS A Azure AD R .

& 6-14 “E M Azure AD [F1Z5” #5£H

Address Groups

Displaying 1 - 2 of 2 Address Groups

Name y Email Addresses Referenced By Policy(s, Used in Scoring

Displaying 1- 2 of 2 Address Groups << Previous 1 Next >> Address Groups Per Page: 26 &

BB 2 RGKER - ADOEHE, T EEE Azure AD JHR TR . EHELEREERA G0 EFA 6
AT A

Z6-15 ZE#EEAD

Enable Azure AD Sync for for Address Groups »x

Cisco Advanced Phishing Protection can connect to and synchronize with your
Azure Active Directory environment to guickly create address groups for use in
policies.

This connection reguires you to grant an additional permission to Cisco Advanced
Phishing Protection. Clicking "Connect to Azure AD and Grant Permission” below
will redirect you to your Office365 / Azure login screen.

Log in as a Global Administrator to approve (via an OAuth Admin Consent} the
permission requested by the registered Cisco APP application. Granting consent
allows Cisco Advanced Phishing Protection to read group membership information
wvia an AP

This consent only needs to be granted once by a Global Administrator. The consent
screen is presented immediately after a Global Administrator logs in.

H|W 3 LR HOE F A2 Microsoft LUE RS E M TPV AIIK ™, IR/ 28 31%K 7
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Azure AD 5iitAR B

& 6-16 8] AD #7841 iF

e Microsoft

Fick an account

@ mjones@saintmetrica.com

mjocnes@nometrica ong

+ Ulse another sccount

S|4 TR, RGO EOR T ALHER R AD 25 58 N Rk 0.

& 6-17 TR

B Microsoft
T Oy @]
AD Group Reader
Pt 5 mleb i BT TR LT
This app would e to:
. M cirpctory dats
o Pl ll Grin.
. Mot ol eory’ bamc: prodien

e gy i vl e e propdily
7O B UL MO0 W D (BT T At MO

Woumhoud Ony SCOREE Yo brot e pubishur
P Crachicriail i I /o MG S SO0 BT B B30 o
wetae you st

oo I

$B|S5 S, CORBERE N R R RN SR A N, I3RS S Azure AD BEATAFD
BB

e A=Y il h kel |

B UE, BEE Azure AD [FP, HAEEE > MbbH T b QI 2 RS

$B| 2 EBAETT U “EiT Azure AD” BRI AL
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Create Address Group

Build collections of important email addresses. @

Group Name:

Use this group to affect message scoring
Add Addresses: | g4 wally ~ via Azure AD
Azure AD group:

You cannot syne to AD groups with more than 1000 users.

First Name Last Name Email Address *

$%® 3 0T Azure AD H N RAMEEF T HAYEK.
BB 4 EREEFDNA. RG0SR 1%L AR

& 6-19 H#AEAD 48

Group Name:  security_group
B Use this group to affect message sconing

Add Addresses:  Azure AD group: security_group

First Name Last Name Email Address *

Natia ™ sintmetrics.oom

Paul P WAFICL.COMm
Group last updased: 30-Mar- 2018 185857 POT O 2 vosal addresses
< Refresh now

$BW5 R Azure AD AAHAFAAETCIE SHIEALFED R 0L, A R T Bk By stk 45
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| £6E ERENSEMENELGH

Azure AD 5iitAR B

2 6-20 Y suy: )i hin

Skipped Addresses
Addresses are skipped if they do not provide a first name and last name. (For
example, external addresses.)

Email Address *

nat ics.met
me 3 l.com
pl i.com

3total addresses

p; 22 S ) b ol k= 47 e ki A2

R E Sl 2E RY R EX

BE CEH” > ML TR CORIE” SR USRI O R . B E R 5 Azare AD

KL o
HARS TS “Bpmin” - “CFafElRS Azure AD BI<B” F1 “C B3fER S Azure AD B
KEL”

& 6-21 MHHAZE S| TTE R "R 5l

Source
Linked to Azure AD
Linked to Azure AD

Manually unlinked from Azure AD

Individually added

Automaticaly unlinked from Azure AD

Manually unlinked from Azure AD

| BREk - EEER 1
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S| Rl DRI A AREE S “ iR bbaL” VU . AR A FRHE R J5 A, K5 2 “ R Azure AD
YLRIR” BT

& 6-22 JER: Azure AD 281G FEBE

Add A.ddl'E'SSES'. Azure AD group: nathan

You cannot sync to AD groups with more than 1000 users.

First Name Last Name Email Address *
Nathan 1 nl Metnes.oom
Group last updated: 30-Mar-2018 18:03:45PDTQ gap— Tio@
2 Refresh now (__ %3 Unlink Azure AD Group )

SE| 2 Rz EERCRILIE %Al Azure AD D FID, (HEETALE A SR OREFAAE . BEI, RTELE
Ftizdl, HTFRADASEREREN.

#6-23 5 Azure AD BEE B R0 M HHA

Add Addresses:  First name
Last name

Email address

Add ©
First Name Email Address *
© Nathan t nl etrics.com
Group unlinked from Azure AD group nathan. 1 total address

% Convert to Azure AD Group

BB 3 el U AR K ORAE DA OR A7 M b 4
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Azure AD SipitEEs M

Azure AD 2B [E] 255 MuEBH
WE RN 5, EUUEENA JF I E DR R BT R Sis 50 .

S| SHE EET > IR, REATTREERILETFR.
S|, 2 ) NRIE ENET oy, RJEiET “Azure AD [FIPAE RN TIEF P I Rk

& 6-24 E/F Azure AD [FZE TG F AR

Policies
Notify whenever:

Any policy event email notifies more than 10+ original recipients
A policy event email bounces or fails to be delivered

0 Azure AD Syncals to sync an Address Group within 2 day

| BREk - EEER 1



B6E EEENSKAMENEKT |

W Azure AD SitHHAR S

BRHGRIP - EEER
m. I



s 4 s

B RE % (SS0)

SR v % A % 4 £ B 4P ILAE B AR AR T PR i s C “SSO” D) HLEI T RE,  DUEIE T SAML 2.0
PSR AL B P 34T B B
fit Bl R S, AT L

o JTiE “ 87 Bkl BAULLREIARN AT EZ G UKD 5 BRI %
Mg, Tof S Rk S 2000 2 5 5 7 25 55 .

o BRI UG AR . 2R TR IT A RN, A ELE SSO FRALFE R I R U AR, T A
W ARG S B R R X BT T

o PRALTHTIE RN S MU . AT LR VR e P (B, SRR T R G A B R
i) Hr BRI g R R AT S 36 (X A] LA sgeid o B L
i) o BIE R LA VR B N 2 SSO B 4 iR A AR 55 A AR ORI (f3) G H B TR] ) )
IronPort HHA7fifg S IEIEAT S 4 B IE

FONHALUR G5, AT LT R AE

S| GREREmAMB AP E CEET > A7 .
W2 FHE AR RE” BREED.
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User Account Settings

Single Sign-On: Enable

If Single Sign-On is enabled for the users in an organization, some of the following settings may be overridden by the Identity Provider used for
authentication. Refer to the documentation for the Identity Provider for specific settings regarding failed login attempts and password policy.

Session Inactivity Logoff: 12 Hours 4
Password expiration: ~ Never &

Maximum failed login
attempts:

5

>

Password policy:  Default

Cancel

RORRoR R RIE” .

B 72 EEFNtEmER

Single Sign-On Configuration

Follow the steps below to configure Agari to use your organization's Single Sign-On solution. Upon completion, all users in your organization will receive an email with instructions to complete account
setup to use Single Sign-On to authenticate with Agari.

You may need the following parameters configured on your Identity Provider:
+ Entity ID: ep-stage.agari.com
« Assertion Consumer Service (ACS) URL: https://mikes-org-26.ep-stage.agari.com/auth/saml/callback

SAML 2.0 Endpoint (HTTP Redirect):

Public Certificate:

Cancel Save Settings

FEZIAGHEF, HA L5
e SAML 2.0 ¥ (HTTP) URL: 7S RfEF R, XANKN “HE” 80 “SAML g
N

o AHE (X.509)
TR A PN 1% HH R 508 SR B SR AL RR T Al A B AL
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AR ER VB IR, WU e L E 1) AR R R A R A, IR RN O R .
b, i IR AS K RAFREE, AR R BLE I K™ 8 R R8sk

S
Bk D A B ROf

o JrA AR RICE] B EEAE, R SATIATRAT T 445 SSO KT ) — kSR e, DUEAE
19 KBk v 5 I 2% 2 I 47 B A P R 5 SR B A 3R AR PR SRR

o HHICERAGMM RS ST AW (2, AR AE BLE 228 SR € 17 2 5
iR R 7

Ja H SSO J& B g skt B B e T SSO st 7 3K

o X TH IR BB SSO, AT A N FRIE B 26 5 0. A DRl I R A 2 B
B R R 55 SR AR 7 R R R & % .

o NTIRFIRMIE T E BN SSO, 75 EEE N SR 4 9 2% 4 #1547 36 55 T
(https://appc.cisco.com) FEHIAFHHBLEHLIE . TronPort B R TUA S EI/R “%Hi5” FB, FriE
A B S A k. CREBh S 0 30 UE SO VF FH AR 77 2l i B G . ) M, H P R
HE A SRR . WUR A P R 18] S SR AR AR By, RGO RIS ARA AT B
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