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- N FEM . KIS S A7 IR 100 S R 14 B FH A . SR

- LR ILFAE R U F AR R GRS D AT RCE . EER, BOAER R,
REEE AR TR ATIRES .

- TSR S Bl 7 A B 2 A B
= NAR AL e G A B 170 95 A0 PO VNN B2 B B A I R A T

- ERAESRERF A AR A S SRR RO S F A 7 A R0 Bl 0 S I S T
U

- ZHOFEERFEE, U VT RN R FDERGC SR, R AR DY U ) 2 i g
RIBRIAERAE o 28 W R IR B A I 2% LR

- EFTEEES BN ARG RN T, BlEERGEENE.
- ZE WA KRBT B B N 2R
B IRUT A A S E I VEAE B, iES W (FireSIGHT Z4Z /7155 -

BIEBGREER P

License: 1T &

%mﬁﬁmemn%%ﬁﬁﬁwwﬁﬁ@,%ﬁﬁ%@@*ﬁ%ﬁ%ﬁ%%ﬁ%%%%ﬁﬁﬁ
FH P AR o 485 mT DLE Ik A ek 7 43 S — AN 2 A0 SR A 22 F P SRR 19 BRI e SCH P el Bt 4
meMEA%%ﬁﬁﬁ%FHMMSEX%Fﬁ@ Kiz T WA . HREIEH PRk MEE
B P AOKBIRIEE, 530 (FireSIGHT 24/ 158) .

o)

#®x BUAEOLT, OB WUE SCE B UM g P B S e 2 L BLR

FEA IS I REAT S 40 96 00E 1 S0 8 8080 12 P mT AR 9 7 0> Web 5T _E B D0 A o A7 K B A0
W15 S, S0 (FireSIGHT FZ/H /7757 - N R4 AT HEA AU K F P 8 B G A

7 17 {2 e 2 100

#* 2-1 Rk E BT

&I R

Use External U R4 A B P R AE AR BEAT B B, TR L BRI,

Authentication Method sy 0 iy o it 8 38357, I HAMES TS B A, i

FH P AT LS 3 Web ST, TGS WAL Dh g
Maximum Number of | b I 75 % N A& 2545 1B 5L, %?%%fﬁm%sz,ﬁﬁ%FLﬁ

Failed Logins B S SR M B KRB BROANBEE N L A o W R VP
PR CH) 28 S R

Minimum Password BNA SRR, R T iE - S RN R K (LA 0N

Length AL o BUABIE N 8. (HN o TR LR RKE,

Days Until Password 4y A\H P& RSB AT (R ¥ BRAKE N o, $RREID KA.

Expiration

Bl FireSIGHT RGBT IliER I
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L EERgEErawR B

# 2-1 Rk ERGET (%)

IR 71 ]

Days Before Expiration |4 \AE F J % 5 5 o 21 1 2 A7 % 45 FH 7 06 2500 e 25 R P 8 o R 8. BR
Warning INKE N o Ko

A

AR B RECLIUNTE B AT R
Force Password Reset | e 45 (e 73 LA 5t ] FH 7 £ B B I8 S5 Iy S e HL o v

on Login

Check Password WP T LA R BB SR B i . R AU 2 /D )\ RNE IR G H 7
Strength BT 75, IF Rl 20— MEr 7R — MR TR EARE

S b B e B LS S B T
Exempt from Browser |40 AHEH IS FSEH T ARSI M& L, HiEFkEm. %
Session Timeout PG E P R AR .

TEVER, 0] DL A 8 ASGUE A 22 F P, TR AL R, B g AN Al A 2
FEAE, 40 LDAP H 345 255 RADIUS S WG F IR 45 2% . IEAE AR IR 45 2% L HIX S ] P i %
R E . BRI FHWAEVEME R, ES W (FireSIGHT #4755 .

RO BB BRI AR

EE 1
EH 2

License: 1T &
RSN B FE AP G, AU B O RS &8 WU iR & L EEE R, I8 AITE 1R & D
B BE FE V5 W) 51 3R RN N A e A BEE FE R BT R E AL 1P itk
ESRBBEHEIBR, ERITIATIRE:

Access: & H [

TERGE A0 |, %3 System > Local > Configuration .
Riif Database.

414> 7R Database Settings 32 HL.

% #% Allow External Database Access & iEHE .

A 414 B7r Access List 7B

YRS =7 M ZEK, 7& Server Hostname =~ E% 4 A B 1 0 i) 58 4= FR 3 34 (FQDN) 5% IPv4 b
bk PR TEZAE A 1Pve Mtk 2225 5E 15, FrLAJGVEAE A IPve Hitik.

Un RN\ FQDN, o 25U O 2 ) i RE 06 M@ AT B 4 P 0o (1) FQDN S RGN TP Mk, a2 Ok )
i B % JE 12 22 A T2 TP MUk A B 8 P ot

BOR—ANECZ AN TP Mk VR 030 FE U5 i AR, 1% s Add Hosts.
UERT, Access List 7Bt 115 2 E. 75 IP Address FEX .
7E IP Address 7Bt H, AIARAE SN TP ki A DL R e I A gh AT 3% 6
o WU IPv4 Hulik (140 192.168.1.101)
o MR IPv6 itk (f#1%1 2001:DB8::4)
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W T3 J0BC BHER

e f§iff] CIDR F£/iEH) IP HhkyE B (B0 192.168.1.1/24)

e f4%1E FireSIGHT R4 {# H CIDR WI{E &, &S5 (FireSIGHT ZF45/ /755 F ) “IP
kR )

e any, TREIERE IP Hbdik
HB 7 A Add.
IP Hbhl 8 0 20 s B v [ 41 b
ST 8 BCE, EMGREBEREV AR TRZE, FASEMERER (H).
$® 9 i Save.
XA R 2 R A7 H i P2 U7 IR BUPR 1
BB 10 REPAT T — F L IDBC IKANFE ST AR D IR

T%; JDBC 3RshiERF

License: /T &
TEQ AN P R B R OB E O R VPR E VT M 2 G, 15K JDBC IKEIFE T FER&E R
P R G . S A5AE I TDBC XS R 7 422 BUHE P
ET% JOBC IRZNFERF, BMITULTHRME:

Access: & ¥ 5

H® 1 EFEF 0 b, %P System > Local > Configuration .
| 2 i Database.
Z 414> 7R Database Settings 3¢ ..
$® 3 £ Client JDBC Driver 55171 [¥] Download 4% M8 I Wi 23 #2 /R N4 client.zip B,

BB, 4 R ZIP . EERALE
B DR O B 2 A R I SR 45 A4
BEBRBNRE Y S AR ST A T — A ZIP SUAF (client.zip) Wo BLEIFRAE LIT H X

e bin, AFH /A RunQuery IR 61175 vt LA K FF A2 7 ity A5 B A w22 18] F s 15 2
FEUE A ) A AT S
e 1ib, 7% JDBC LT JAR X1
o src, B bin HFEH AT AT A IRAR D
BWS  GEPAT N AT E P g SSLOE T M ERAE D IR
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gEZrEssLiEp B

R Pim SSLEH

V4

BB 1
PR 2
£ 3

EH 4

LE 5

% 6

N JIDBC BN T 2 J5, E 1 H DUE R AR P dr 44 1) InstallCert #2252 F1%2 25 [ 18 v 0 42 41t
() SSLET . 2 P i R G MBI O B 2R SSLAIE 5 S 38 AIE 22 & B (5 o 41842 TR,
HEH B ILRINBI L F7217 1 JRE B security HIRFHIZEHE (jssecacerts):

$JAVA HOME/jre[version]/lib/security

PLR 43 52 18 47 Microsoft Windows A1 UNIX [ 5H LA 2 87 12 LA & -
® (C:\Program Files\Java\jre[version]\lib\security\jssecacerts

® /var/jre[version]/lib/security/jssecacerts

W S AR R T U5 170 B0 2 U R D RE IR Java B9 N A AR FH 2 AR JRE, DA 20 1 2 BH R 2
|25 — JRE W) security HxH.

E{EH InstallCert 224 SSLiEH, BT TRE:

FEFENL b, TR A 47 A .

MR IRARTT T, RV 47 ZIP BTG G2 1) vin H.

BB OB) SSLET, EBEA LR N4 4% Enter -
java InstallCert defense_center

Hrf gefense center ERFHIFONAY FQDN 8¢ IP #hhik . InstallCert ASS2#F IPv6 il . Wi 4&s7E
IPv6 2% I, DU ZAsE FH — > ml AT () 2014

MIZ 1T Microsoft Windows [JTFHEALH, R0 a % 2R~ N %

Loading KeyStore C:\Program Files\Java\ljreé6\lib\security...
Opening connection to defensecenter.example.com:2000. ..
Starting SSL handshake. ..

Subject GENERATION=server, T=vidbc, o="EF}, 1nc.v,

RGN EERIED.

A LGB EFUET

RGN RN EEZE .

AR

RGN 2R, FFR AR F AR (f£i21T Microsoft Windows [FTFHEALH)

Added certificate to keystore 'C:\Program Files\Javal\jreé6\lib\security\jssecacerts'

using alias 'defensecenter.example.com-1'

WERETHRIAE A Crystal Reports, EICRKBEHERIN B (jssecacerts). WAk 75 248 A B
A LT L FE:

o WIRAHE=ITNH, WAREEPIAT N A EHEE =07 M ABEREE P, 5 2-6 b ERAE D IR .
o WUIRAHENXNH, WEAREHATHH B E R FERSEE, 5 2-7 i RiRIE B IR,

FireSIGHT R BIEERIOIER W
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N GERE=5RNREERiEE

R =7 N A ERRRRE

LR A, AT LU SCRE IDBC SSL HE B AR AR 55 = & U5 % ™ i £ B A0 v O b 2 0 00 2
NERBH T C B R S A AR O 22 TR RS N AT RE R A4S R

# 22 A & i IR

=R PR
JDBC URL PLF JDBC URL #r iR R 22, 1XAE P ot 11 IDBC XS0 FE 7 5 T
PLS H T

jdbc:vjdbc:rmi://defense_center:2000/VJdbc, eqge
,H\:EF’ defense_center x%ﬁﬁﬁﬂ ‘:F"IL‘ E/‘J FQDN Ei 1P i@iﬂ:e

JDBC IXZhFEF JAR |4 E 5 BRI FE R, i PR JAR SCHF:
Iﬁ: ® vjdbc.jar

® commons-logging-1.1.jar
XA, TR SR B F 3K c1ient . zip XA AE ) 110 T H 3,
U0 N JDBC WahiEfy, 5 2-4 TR
JDBC IXzff5 3 A E 5 R R, 2 A BL R SRS AR 3K
com.sourcefire.vjdbc.VirtualDriver

FH P 44 A0 7 FOERBR A LIOBE A, A B AT AR P BRI R
ARUEMER, WS HOEBIRER K, 5 2-2 Ui,

PLUR 2155 A Sl F = Fhis WAT M bR AE R S T B 2 B RV 3 s o o8 2 5 F AT b AT
AT E, ORI T Java FINH, #NSHEH FIRE TR, &3 5T ] a) g
JDBC SSL EH: 0 VE4H 15 .

Crystal Reports
PLR 1 B 3d& A T 7E 32 A Windows P85 H 2 4% Crystal Reports 2011, Q1 REKIZ1T 12 64 7
Windows M35, SCHFEEAE AT e AN
ZLIVF Crystal Reports 2011 8 R FE, W ATAT DL T #24E
- BENGE O N E JIDBC REIFET JAR XAFURINZ Crystal Reports 2KE§ 152, K H
Crystal Reports BRIAZ NS, B80T LLZE LR SO S 8 2R R AR 040
C:\Program Files\SAP BusinessObjects\SAP Business Objects
Enterprise XI 4.0\Java\CRConfig.xml
- BB P SSLOUE I G g (1) BH E 2 I B AH LY Crystal Reports %245 H &4, K
A Crystal Reports BRI\ 230, % H R A:
C:\Program Files\SAP BusinessObjects\SAP Business Objects
Enterprise XI 4.0\win32 x86\jdk\jre\lib\security

- B 5 Database Expert [ JDBC (JNDI) i&E4%, H5 BEME AEHE 247

JasperSoft iReport
ELFUVF iReport HEFZ M BHEUEE, AT LU #R4F
- MNP R #H IDBC IREFEIT JAR LRI A iReport KK 1E

— [HFE MBI FE JDBC IREHFRSF JAR AN JIDBC IREIFEF . WRINIRENFE
¥ S0P SR, iReport 1% 254k B 1 Bl 0 BR 3h R 26

- A NINIE B SRS AE BT i Bl R A
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wRaExEFEsEyEE A

Actuate BIRT
FFVF BIRT SR BRI EIRE, WA AT DL T
- f# M Generic JDBC Driver AR 7 MR SN2 5 58 o
- 3 FH Generic JDBC it B T 1 28 8 61 S 7 Fu s e i
- f#iF JDBC Data Source {45 257 iz 15 Gl B H 4 IR
je,

B WRGIEH IDBC A HRC B A I ek B AR R S, UAE A M A e T B
JDBC BXENHEFF JAR ST ARSI FEFF -

{EH B E X2 FERBIRE

ﬁ%ﬁ%ZE,@ﬂuFﬁﬁﬁxwwﬁ¢Iﬁ%§@mﬂﬁﬁﬁ R — A i
RunQuery 7561 Java x24T, AL 748 LB ) TDBC JR B HE Fr @S2 46 75 1) SSL iz .
RunQuery [ 128 FKICSK AR T HHE . JEACRD AL 78 18 B B8 0y R38R0 ZIP SR AL sxrc H 3%
., S N E IDBC WEIFEF, 4 2-4 T,

V4

¥  RunQuery H2&—/NRBIE P, ARIMAEFENME THE, BREaZE A ER LHES R
B E R EE k. AR RunQuery KI5 ., iEZ W ZIP 48 A& ) README 1.

A RAE E € SCRE P U I PR S m%lfﬂ PATR

o HJE X Java FEF R BIACEY, 26 2-7 TUA4H RunQuery I FH HI T 150 8 40 e & 2 MR A A if
[ Java FEAMT5 1%

o IBATRIML, EH 2-9 TURRHAT Java NPT 595 2 IR EOR

HENX Java FZFHYRHILES
RunQuery YR HE AT TR TIAE . 3 AL B0 LA TR R SE AT 52—

SR E SSL IR EE

TR P 223 SSL b B2 Ja (S 3% P SSLE+, 3 2-5 1) , f&nf DFERE 5
F AL N a4 178 B VEM ISSE SRA4LFE -

Security.addProvider (new com.sun.net.ssl.internal.ssl.
Provider()) ;

HNIEF#R JDBC ERNFER
AT LI class. forName () J7¥E, 7E Java M A INEK IDBC IRENFEFIE, WF AN

Class.forName ("com.sourcefire.vjdbc.VirtualDriver") .newInstance () ;

IRFEF R MM 2AT a3, W Z 5 s s IDBC K-

java -Djdbc.drivers=“com.sourcefire.vjdbc.VirtualDriver” program_name ...

,ﬁ\: EF' program_name 7%%%? E/‘J 4% *k °
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N ERAENEFREENEE

BEFERENIRE

FEFF L3R4 JIDBC EEXM R, AR AW . F U N AT/R priverManager . getConnection /7
%, BRI RBUEE N R

Connection conn = DriverManager.getConnection (“jdbc:vjdbc:rmi://my_dc:2000/VJdbc, eqge”,

“user”, “password”) ;

Hrlt my e AP0 ) FQDN 5k TP MUk, wser J9Hdi BEVs P B 47K, passwora S9N
JUER

ERRBNEANIE

A SQL il 5, R AW IR RIIC R AL LR E, WHFs:

Statement stmt = conn.createStatement () ;
ResultSet rs = stmt.executeQuery(“sqgl”) ;

Hr sq1 & SQL A, A RICHFH SQL T, WS AmAdEZE, 5 2-9 i,

ERREBMPGR
A R B A R 2R EE (rs), 80T DU DR 5 B

while (rs.next ())

{

for(int i=1; i<= md.getColumnCount (); i++)

{
}

System.out.print ("\n") ;

System.out.print (rs.getString (i) + " ");

}

KRG RER
TR ml LA 0 PR b ) 3, R s
DatabaseMetaData metaData = conn.getMetaDatal() ;

ResultSet tables = meta.getTables(null, null, null, null);
while (tables.next())

{

System.out.println(tables.getString ("TABLE NAME")) ;

}
FEFP AT LA R 51, 407 P -

ResultSet columns = metaData.getColumns (null, null, "table_name", null);

Hr table_name %i&ﬁﬁ% I FR
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BT H

EE 1

EE 1
B 2

£ 3
i

LE 5

2

2

pi i

wingEe B

FEIBAT N HZ AT, D AHER P im it HAHL R E crassearn, PLELE R JAR SO 241 H s AN
(A=

USRS RN # IDBC WKENFE Y, O 2-4 TP TR R ORI 4 ZIP BAF R, 1 T cuasseaTa,
ks

B UNIXEREPEITRA, RHRITUT3RE:

FEF AN 6 %

export CLASSPATH=$SCLASSPATH:.:path/lib/vjdbc.jar:path/lib/commons-logging-1.1.jar
Hodt parh &R MR E 40 16 BT A 0 T 301 ZIP B3R ) B SR AR .
7 Windows 7 EHRIEITRA, HHRITLATERE:

H i T EAL AR IE L £ Properties .
ARGk 2 WK System & .

/5.1 Advanced System Settings .
ARG 4 E.7R System Properties 7 [ .
1%EH Advanced ETFR .

Fi.i5 Environment Variables....

Z 40K 2 'l 78 Environment Variables 7 [
4% CLASSPATH % 4:70 & Jf siifi Edit....
R <= 7~ Edit System Variable 7 [ .

B LR WE IS E Variable value: 75X :
.;path\bin; . ;path\lib\vjdbc.jar;.;path\lib\commons-logging-1.1l.jar;.;path\lib

Hf path A2 BB 48 BT R0 R 3B ZIP A H R AE
s oK, RIFIZE
KRG K2 5~ Environment Variables & 1.

midr 0K, PRAFIZAE. SEIUAERIAT IS AT L

ERHIEEE

PLR & 15008 4 6 SRR B0 25 98 V5 1045 20 DA R At B8 58 1) 8 4 A 5% R PR A1)«

o STHEH) SHOW iEAJIEYE, 5 2-10 TUA2H AT 2 i) ERHECHE 2 10 52 356 1) MySQL smow 1 A1) 7%

o 7 ¥FH) DESCRIBE B{ DESC iEA)iE:, 45 2-10 TiA 44 T 2 BRSO FE 5 710 MySQL
DESCRIBE 15 A)iE vk,

. ii%ﬁiﬂﬁ%@%&,%}Mﬁﬁﬁﬁ?ﬁﬁ%ﬂﬁﬁﬁ%i%%Mﬁ@ﬁmmrﬁﬁ
k.
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N =gnEE

o WEAWRLL 5 2-12 TUANGR T8RRI P 0 S (T A AR A0 T SRR 36 AT R R AL
PR A VFIE A 1S B

o AW LAAE RS SAEME A B, 55 2-12 DU A0 far 3ot DA AT BEAS 2B A% 3017 il 1) B AT
A (EE UNIX N[ ERAT TP Mkt ), AT A £ A R AT Bl B 9 L H B P S0 114 45

. g%ﬁ%ﬁﬂ@ﬁﬁﬁ,%zmﬁ@éﬁ%ﬁ%ﬁﬁMﬁK%ﬁmemnﬁﬁmﬁ%m
Wo

o WL, G 2-14 WA ERE T RS LANRIMENIER.

BRI EEEMATES, WESHUL N &R

o E: RGYE, F 311

o HFE: NMRR, HF41W

GuitEREER, 2551 7

RILFAF RN 2 T2, 5 6-1 L

EHHER, 710

: HPWEEER, % 8-1 1

KELR, H9-1 7

L tﬁ

i
WM M

e
e
e

T i SHOW iE6)83E

suow 15 71 F1 RO FE T I T A 22 o DATT S T AE A ) JEURE RO P It ] DAASE FH 19 52 SCHR I
MySQL suow &A1) 15k
SHOW TABLES;

T AR B H B ATAT suow 1 A)IEVEI AN R

¥ #5789 DESCRIBE 5§ DESC iZA]i&5%

R SR LX) pescriee BRI B RN . £ ERHEIEEY, pescrise iE A1) H % H AL H 71
4 DA R B B 1 2R . DL A A A v SR RO 2 s T DA FH ) 32 32 FF Y MySQL pEscrIBE
EREI R

DESCRIBE table_name;

o

B Bl B3 SCHE A IR (9 62 pEsc:

DESC table_name;

# 23 #7409 DESCRIBE jZ73Z;

XHEF aX

table_name FIr 250 1R 32 1R 44 FR

- TH AR H AT AT pEscrise W AEIEIIAZCHE. Rl /&, FireSIGHT FR G U5 vl DhREA SC
FFLL N R AR

e INDEX FOR T HJ

e TABLE T-FJ

® DPROCEDURE [-fiJ
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Y #5849 SELECT iB4q)i85%

PLF 2 R A 25 1 SR B e N ] DA FH 1 32 SCHRF ) MySQL seLecT 151512

SELECT
[ALL | DISTINCT]
select_expr [, select_expr ...]

FROM table_references

[WHERE where_condition]

[GROUP BY { column_name | position } [ ASC | DESC ],
[HAVING where_condition]

[ORDER BY { column_name | position } [ ASC | DESC ],

wingEe B

..]

..]

[LIMIT { [offset,] row_count | row_count OFFSET offset}]

TREV FIR serecT {EA)H FHMSET D 7B

* 24 7349 SELECT 3Z5473%;

XRF X

select expr {column_name [[AS] alias] | function(...) [[AS] alias] | aggregate_function(...)
[[AS] alias]}

column_name FIT 25 1) 1) - B 1 44

function

SUBSTRING | SYSDATE | TIME | TIMESTAMP | TRIM

{ABS | CAST | CEILING | CHAR_LENGTH | COALESCE | CONV | CHARACTER_LENGTH |
CONCAT | CONVERT | CURRENT DATE | CURRENT TIME | CURRENT TIMESTAMP | EXTRACT |
FLOOR | HEX | INET ATON | INET NTOA | INET6 ATON | INET6 NTOA | LEFT | LOWER |
LPAD | MID | MOD | NULLIF | OCTET_LENGTH | POSITION | RIGHT | ROUND |

| UPPER}

aggregate_function

{AVG | COUNT | COUNT(DISTINCT) | MAX | MIN | SUM}

table_references

PA AR — Tt

® table reference INNER JOIN table reference join_ condition

® table reference LEFT [OUTER] JOIN table_reference join_condition

table reference

table_name [[AS] alias]

table name

Jiv 25 ) ¥ 4% 1) 44

join condition

ON conditional_expr

conditional expr

MR A ) 7 B M 5 UG A RTEIE

BB RRE], 5 2-12 7T

where_ condition

El?<{£**lﬁ:

® Is NULL BY IS NOT NULL

® NOT, !

®¢ BETWEEN ... AND

® LIKE

e =, I=, <>, >, >=, <, <=
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N =gnEE

N RIEA BT TR R MySQL 5%, 1EZ I FR, RIUER.

# 25 MysaL iE#%zt

HFSaMm FErEX ax

Ji ¥ 1 Pt Ea B 2
XA {} WA RS

=225 | TS H (R k£
AR AR seLecT G ATEVEIAZ SRR . Rl &, FireSIGHT F S8l Vi 10 D e A SRR
ARG R

o seLrcT * HPAEAZ0 B TR 2 F B

o JfE

o THIM

* Group BY THJff) wite roLLup fEUAFF

e 1NTO T-H)

® FOR UPDATE | H)

X & BRI

HI TP RE AN FLAt S B R A, ) A RO R R BT B S A IR AELERAKFTRE T HAF 047
ML, BRI IATER S

EALATHAT W IS CANEED Bk ASCRMERS . XA BRBA 20 (GhED
Bee. e OB BREAEM vsive THIHIER G .

TTRETR TR KRR E . ASCRERVIH S . Flin, IEERGE 1P sl 7B B
compliance_event %D intrusion_event ﬁ’ Elj'TszWj/[\ﬁ%K@/Eﬁ\ 1P f@,iﬂ:{%‘%\o ,[Hf.&l\, E%ﬁﬁ@%
MEEF 7B ERBE AT .

EF AR AR R FEROBE
SRR 2 DU 5 T B MR AP SR e s . DUF &0 I N B Ul £ 5 A2 B BT &
W, AT B A D AT, I B T o PR 1 45 2R «
o IPv6 Hibik, 5 2-13 1t
o IPv4 Hihik, % 2-13 11
e MAC #hli, 25 2-13 70
o HUEBHEIE, F2-13 W
o UNIX iR, 5 2-13 11
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IPv6 ik

IPv4 bk

MAC itk

BRI

UNIX B E) 3

wingEe B

SR B DL g A TPve ikt . LA oSIEHI BRI, 1EMHH aex ) K. BEEEK
€ IPve itk [ HI%HE 22, 154 H uneex () BREL.

B, LU iEA) A H/E connection_log %, ILRBEGHKZEMNSIEHEERE, HiBEERE IPv6
Hb ik PR A ) -

SELECT HEX (initiator ip), HEX(responder ip), packets_sent, bytes sent
FROM connection_log

WHERE initiator ip = UNHEX('20010d4b8000000000000000000004321") ;

BERMBE E DL iR #4200 TPv4 Hhhik A7 £ AN IPv6 bk AH R B F RN - T T IPv6 Huhik, &6
HEX () BBGRECH /S 3 R oR . EUE FEEAE REC, FH 1 37847 80-95, A2 BUICALH IPv6 Hiudik .
B0 1Pv4 ik 10.5.15.1 474N 00000000000000000000FFFFOA050F01 6

R R DL A% U i MAC $tohib . BELAHoN il BoR 4R, WA mex 0 AL

B, LLREAJE 1) /2 rna_host_mac_map ¥, MR EIXFAMH 1P Hulb#EATAR R, 121
F MAC HuHERIFENLRME S, B S RIRH AT 5 FL:

SELECT HEX (host_id), HEX (mac_address)
FROM rna_host_mac_map

LIMIT 5;

AR A 7 DL e A% A AR F AR B e . BN i R a5 R, W mex () BR

B, U»?%/'ﬂﬁiﬁﬁ/‘]% intrusion_event_packet %=, uﬁﬂﬂﬁ%%%%%#ﬁ@ﬁﬁ@ﬁﬁ:

SELECT HEX (packet data)
FROM intrusion_event packet

WHERE event_id = 1234;

SURHECHR e R 22 Bt AV A7 i O UNIX IR 8K, R E 1970 4 1 A 1 H 00:00:00 (UTC) 4
TR, BELLL A ] BoR R, 154 H rroM_unixTIME () PREL.

B, LLRIEAE RIS avdic_log K, HRICFKIN & Web S _LWFTA M P #AE, HRREIRZ
25 kAR
SELECT FROM_UNIXTIME (action_time_sec), user, message

FROM audit_log

LIMIT 0, 25;
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N =gnEE

WHICAE, BEET T RSN UTC 1A . BAR SUVFE H converr_tz () AL, {H2E HiRMt
UTC #4558 .

EEE, REHATRSE S RBEMRFME . 0T PU#EH concar ) F1 neap () BECKR S & UNIX
B TR BE A FD I & . fan, DA FiER) /& intrusion_event Fe:

SELECT CONCAT(FROM_UNIXTIME(event_time_sec)), '.'", LPAD (event_time_usec, 6, '0")),

HEX (host_id),

rule message
FROM intrusion_ event

LIMIT 0, 25;

B E AR 2 UNIX a8 H AR E, 4 ovix_rivestane () K%L

T RE R E PR E i

EiflET

IR R G IR s T AR R R 3R BT IR, (ER BT R AT R A B i g & i, B
A RE S 57740 FrCo B RE 7 AR ST R Y A

DR, SR S BRI ORI 45 AR . R IR A4
o R A PR ] T RR A I (RS R

o %I TP Huhik PR i) 25 1)

o fFH vimr FH)

YGRS, AR RAEFEAROERE. 52, BUFRTHREE DC3000 L 1124
H1F:

® fireamp event
® intrusion_event

® intrusion event packet
® connection_log (5.0 }#)izl-‘z,ﬁﬁ%%j\j rnafflow)
® connection_summary (5.0 ﬁﬁj—‘zgﬁféj\j rna_flow_summary)

MR R G S WAL 4 _EAS I ENLRO RO, WI2g i 3R B i Sl QO Wl e th AR v

AR 2% 5 3R AT St DR T B 5 R 5] B BN AR SR 1) A I 4 R M — TR

REBWR
AP E, B&EARA—EMW—. N TR, EEERNPES— N EER®
£ UUID.

AREH
j‘f]T 5%4‘%%&%LE‘J%’I\)\§$#H’E*EE& THEREXT intrusion_event %E@ﬁlﬁj ‘:F'@,
FLAT B
— intrusion event.event id

— intrusion event.event time_ sec

= intrusion_event.sensor_ uuid

Bl FireSIGHT RGBT IliER
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~BIE

A

b

R PHE#ZICR

iz B

PR S5 & — S ol A b, LA ) 485 300 BH ] L f] 56 FH 50308 22 7 10 o R -
o HFMIHZILTE, 5 2-151

oIRGB ERNEFM, H2-15 T

o NRHEM R HICHFNE, 5 2-15 T

o RIFBMFENMIFIR, 2 2-16 W

o KB MSAIHEIIFIR, 5 2-16 W

o L% EI RS AR, 3 2-16 1T

o BERGME, %217 W

o EHLIERAERGRIA, 5 2-17 W

o FHUEHHEL, 5 2-17 I

RIEHE, PATH PRI E RN IRE . BXRIEAER, 1520 B T a8 5 R R &
i, 5 2-14 1.

LA A i 3% [0 o A A0 sk ke s T P I Gk, BL UTC SRR T A I A8

SELECT FROM_UNIXTIME (action_time_sec), user, message
FROM audit log

WHERE user = 'eventanalyst';

BRBMARMDRERAREH

PLF ) & ] Events By Priority and Classification T {E7#i#£ ' [ Drilldown of Event. Priority Fl
Classification 8B . WG ARAE 1 3k Wi 5 2BR A Intrusion Events TAEFE, X Ht A2 78 B8
> Web Fi1H Fi%4% Analysis > Intrusion Events I 5 31| (55— /N T -

SELECT rule message, priority, rule_classification, count(*) as Count
FROM intrusion_event

WHERE reviewed="0" GROUP BY rule message, priority, rule classification
ORDER BY Count

DESCLIMIT 0, 25;

NREH R H KB REE

CUR &5t R E WIS AR S E . X TR0, LR IR SRR (2 S i MR
435
SELECT FROM_UNIXTIME (event time sec) AS event time, event_ id AS intrusion_ event,

intrusion_event policy name AS policy, rule classification AS classification

FROM intrusion_event

WHERE event_time_sec BETWEEN UNIX TIMESTAMP(’2011-10-01 00:00:00’) AND

FireSIGHT R BIEERIOIER W
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wEIEA

UNIX TIMESTAMP (’2011-10-07 23:59:59')

ORDER BY policy ASC;

BB WENRTIR

PLF A5 #3% [8] 78 WX 2% ERG I BB e MAC 4L 6 TP bk =00 A9 L& ML v () AR (S
B DL AFAS NIC [ R4 (3 7 «

SELECT HEX (mac_address), mac_vendor, host_ type, FROM_UNIXTIME (last_seen_sec)

FROM rna_mac_host;

PURE R 1P bk 5T 2 MAC Mtk

SELECT HEX (ipaddr), HEX(mac_address), HEX(host_id)
FROM rna_ host ip map LEFT JOIN rna_host mac_map on

rna_host_ip map.host_ id=rna host mac_map.host_id;

B BYAR 55 AR RYF SR

DA BRI CR IR, 1) S SR A X 25 A 380 1) A 55 2% R 312 S AR 22 ek, SRAULT T
CAFE R 18 0 Web ST B B 2

SELECT FROM_UNIXTIME (s.last_used_sec), HEX(s.host_id), s.port, s.protocol, s.hits,
i.service _name, i.vendor, i.version, i.source_type, s.confidence
FROM AS s

LEFT JOIN rna ip host service info AS i ON (s.host_id = i.host_ id AND s.port = i.port AND

s.protocol =

i.protocol) ;

R, AR EE E T R R, I ERE host_id. port F protocol £H5 LR BHSH
rna_host_service Bx4, 28 6-33 TL A rna_host_service_info Bc&, 2 6-37 T,

P4 _EBIAR S5 RE IR

PUN WA P SRR A DG B3R, R B TR 1h R S S LB 1 B0 A4 2 R 55 4 A O TRs T ) 31
Ry CLRAEANIRIRE R S8 b 2 A -

SELECT h.rna_vuln_id, v.title, v.remote

FROM rna_host_service_vulns AS h

LEFT JOIN rna vuln AS v ON (h.rna vuln id = v.rna vuln_ id)

WHERE h.ip address = INET ATON('10.10.10.4"')

AND h.invalid = 0;

EEE, WE WL rma_host_service_vulns, 25 6-42 TUF1 rna_vuln BEE, 25 6-52 TR E SR A A
& rna_vuln_id R

Bl FireSIGHT RGBT IliER
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iz B

RIERGHE

PL R & & il Operating System Summary LAEFEH A Summary of OS Names T . 405 AR 7EH
FE kb B TAERAR, XU TER 0 Web ST _F %5 Analysis > Hosts, 94 fF it #%
Hosts & 2 1925 — /N T :

SELECT vendor, product, count (*) AS total
FROM rna_host_os
GROUP BY vendor, product

ORDER BY total DESC;

FNHHRIERGRR

UM EWECS I SIS IR, 3R At Ry € SE ML R I 2 A R AR R G R T
G, VARSI AE 9 2% b 15 S A -

SELECT h.rna vuln id, v.title, v.remote

FROM rna_host_os_vulns AS h

LEFT JOIN rna vuln AS v ON (h.rna vuln id = v.rna_vuln_id)
WHERE h.host id = UNHEX('9610B6E6F1784DA4B39BEA7A210AAD68")

AND h.invalid = 0;

TETER, SRR MR U5 R R A 2 B S rna vuln ia BHIER. ESH
rna_host_os_vulns, 5 6-27 VLI rna_vuln BSE, 25 6-52 T,

FENBEMITH

PL R £ 16) & #1 Host Violation Count TAF i 2 1] Host Violation Count T . W15 A7ER 7 B L
HEE RN Compliance White List Violations TAEFE, X w2 7E P4 o0 Web St ik ##
Analysis > Correlation > White List Violations B & 2| [\ 28 — > TU [ :

SELECT host_id, HEX(host id), white list name, count(*) AS total
FROM white list violation
GROUP BY host_id, white_list_name

ORDER BY total DESC;

| FireSIGHT R BIEERIOIER W
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AEQEGHREN T HZ WRKIBITRIIEE . BRI 2 4 R0 R 55 KRB RN EERITT
ESSVB S5l Sy EERSE

ARVEEL, WSH TR A
# 3-1 FHRFERI

HEA...... HFHREBAXUTRAENEROR.. |77F: N
audit_log, % 3-1 I 5% &1 Web STHH 2 H . 4.10.x+
fireamp_event, i 3-2 7T Fire AMP 58 & 40 00 A B 25 A 5.1+
health_event, 2 3-8 1L XS s TR L . 4.10.x+
sru_import_log, i 3-10 1L poYi iR & s AN S W F 5 5.0+

audit_log
audit_log KA H K FireSIGHT RGH ' 5 Web AT HINEE . HICME, % HEF
AR & HIL T, AR E WAL 3.
HRUHEMELE, BESHLLT &
® audit log FE, % 3-1 .
® audit log H&, % 3-2 I

® audit log wfEM, B 3-2 I

audit_log FE%
FRHA T E avate_10g %V W IR B

# 3-2 audit_log FE;

FE k)i

action_time_sec T8 2B B A2 1 H A AT () 7Y UNTX B () 8K

message F P AT B R4

source FH 543+ 1k R R v R R 1 Web FEIHE FH P EALE 1P Mokt

FireSIGHT R BIEERIOIER W
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[ | fireamp_event

# 32 audit_log F£ (4)

FE A
subsystem JH P A2 B A0 S5 IR FA) S R B A
user AR AR R T B A

audit_log BX&
AT avaie_tog % EHITEA

audit_log 7R {5 i)
LIRS 25 B LHEFS 6 RO 471 F 5 A

SELECT from unixtime (action_ time_sec)

AS Time, user, subsystem, message, source, count (*)
AS Total

FROM audit_log

GROUP BY source, subsystem, user, message

ORDER BY source DESC;

fireamp_event

fireamp_event XA E K T EFEPMHFHIER . RLEEFAAE KT AL = I 2 sl b 25 1) %
R R % DAL 32 R AR ) AL P RS S . SAIE B TR Rk A
MR ALER AR, DO TR SRS . NRASCHR SR K.

HRVELIMEE, 1HS LT &
® fireamp event FE, F 3-2 I
® fireamp event B&, ¥ 3-8 W

® fireamp event RfIEA, ¥ 3-8 W

fireamp_event FE¥
TRFIRIE A E £ireamp_event & HI T ] [ E s 22 B .

#* 3-3 fireamp_event ££7

FE L]

applicstion id LB T S P A2 1D %5
application nane AT AL 6 47

cert valid end date TS ) SSL iE 4% 1B G 2L Unix A2 .
cert_valid start_date AR B A8 P ) SSLIEF5 I ) Unix I K

Bl FireSIGHT RGBT IliER I



| $£3F FR: RGER

fireamp_event [ |

#* 3-3 firramp_event F£¢ (4F)
FEB B

client_application_id

BPumNE (ER) BN

client application name

PN CGnER) KR

cloud_name

fil % FireAMP A i IR 55 B PR o FEAD cloud_name (H#SH — IR

cloud uuid ﬁi

cloud_uuid

filh & Fire AMP A% (¥ 2 i e 55 (6 P9 FME— IDo A cloud uuid (HHA —MHIKH)

cloud_name ﬁi

connection sec

5 A S A S P E B AR UNIX B A1 CE 00:00:00 01/01/1970 #2485t 1
WHD

counter

FFREE TS, TR AR AR 2.

detection name

0 1) 5 A o 2 S SRR R A R

detector_type

N BE R R RS o B detector _type {EHE — IS detector _type ido.
Al EER B EAAE SR ID W0 .

® Clamav - 128
® ETHOS - 8§

® SPERO - 32

e sHA -4

® Tetra - 64

detector_ type_ id

o ) 215 B R A A AR B ID. B detector_type_id fHAAH —MHIK M)
detector_type . AIBER) BN EAAE SR T .

e 4 -SHA
e g - ETHOS
e 32 -SPERO

e 4 -Tetra

e 128 - ClamAV

direction far O EAB R B SO B . WTRES A LA N E

® Download

® Upload

H BT ZAE R T (flan, iR 2 HTTP, W/HAEA Download) -
disposition SRR R KA IRAS . W RER A BFE:

o crEaNn - XA, K@é‘%ﬁ%ﬁﬁﬁ

o unkNoOWN - AN E SO A A AL R R A .

¢ MALWARE - Iﬁ‘@;ﬁ%%ﬁi}\ﬁ:o

e UNAVAILABLE - S MFJGVE M R 2 RIETE R L T #RAC B GO, 8RR Ak 55 AR
N ETE R .

. g;éOM STGNATURE - L5 P UHIWE A ULES, JF H DL P ¥ e 1)y AT

FireSIGHT R BIEERIOIER W
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[ | fireamp_event

#* 3-3 firramp_event F£¢ (4F)

FE

Vihp

dst_continent_name

ER 7N UINiIPN E2Y

*x - KA

na - LM
as - P

af - JEM

eu - BRI

sa - FFEIM
au - WKH)
an - FE AR

dst_country id

H Fr WL [ 23 X AR

dst_country name

A AL [ 5/ X 44 7

dst_ip address_vé

WFEEFH, BAESIRM nuil.

dst_ipaddr

ERER HFRT IPv4 5% IPv6 Hibik 1) — ki KR ik .

dst_port

A H bR 5

endpoint user

BRI B E A, R FireAMP ARSI ERH P . A5 LDAP K, AME

discovered_users # _F iR~

event description

SHERAM KK HAMHEFE R .

event_id

Fire AMP 21 11 A 3 ME— 1D,

event_ subtype

%ﬁ%%ﬁﬁﬁﬁuﬂﬂﬁ’ﬂﬁfﬁo /I\ event_ subtype ﬁ%‘ﬁﬁ*’l‘*ﬁ?‘%ﬁ‘]

event_subtype id fH. wIHEeR) SR EAAHSE ID 41k

® Create -1
® Execute -2
® Move -22

® gcan -4

event_subtype_ id

@ﬁl%%ﬁ#*ﬁ{ﬂﬂ E"Ji‘féf’EEl‘J W%B ID. /I\ event_subtype_ id {E%‘Bﬁ#ﬁ*ﬁa‘éﬁ’ﬂ

event_ subtype {Eo ﬂﬁ‘é gﬁ%{ﬁ*”*ﬁ%%%ﬂﬁﬂ?

o 1-filik
o 2-PAT
o 4 - A
o 22-3F)

Bl FireSIGHT RGBT IliER



| $£3F FR: RGER

fireamp_event [ |

#* 3-3 firramp_event F£¢ (4F)

FEB B

event_type FireAMP R . A event_type [HENH —MNMHK K event_type id fH. Al HE
H R~ E AR 2 ID W -

Blocked Execution - 553648168

Cloud Recall Quarantine - 553648155

Cloud Recall Quarantine Attempt Failed - 2164260893

Cloud Recall Quarantine Started - 553648147

Cloud Recall Restore from Quarantine - 553648154

Cloud Recall Restore from Quarantine Failed - 2164260892

Cloud Recall Restore from Quarantine Started - 553648146

FireaMp I0C - 1107296256

Quarantine Failure - 2164260880
Quarantined Item Restored - 553648149
Quarantine Restore Failed - 2164260884

Quarantine Restore Started - 553648150

Scan Completed, No Detections - 554696715

Scan Completed With Detections - 1091567628
Scan Failed - 2165309453
Scan Started - 554696714

Threat

Threat

Threat

Threat

Threat

Detected - 1090519054

Detected in Exclusion - 553648145

Detected in Network File Transfer - 1

Detected in Network File Transfer (Retrospective) -2

Quarantined - 553648143

FireSIGHT R BIEERIOIER W
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[ | fireamp_event

#* 3-3 firramp_event F£¢ (4F)
FE 5B

event_type_ id

Fire AMP 4 RIFI A ID. B event _type id [HHH — MHRH] event_type

fH. "TRER B EMAE R R

* 553648143 - LR BB

e 553648145 - AFFRER A H UM

* ss3648146 - NFEREPIKE = AR CJE3)
e 553648147 - &~ A FIBEE LG 3)

* 553648149 - CEHIH KR

* 553648150 - FREIKE CE)

o 553648154 - NFEEHIKE = H A

* 553648155 - 75 4 [ B

e 553648168 - CWFHIEHUAT

e 554696714 - AT )HZ)

e 554696715 - AT TR, Tk

e 1090519054 - far i 2 JE

e 1091567628 - FAMCTEHL, ARl

e 1107296256 - FireAMP 10C

e 2164260880 - [ BRI

* 2164260893 - & A [AIBEE A KK

* 2164260884 - fAEKE KK

* 2164260892 - MBS = A 7] K M
* 2165309453 - FAFH RN

file name

A I B R 25 ) STAR I A4 PR o 1Z A PR 5% UTF-8 745 .

File patn BRI BB 1 S A (0 SCPE B 1, SIS
file_eha R IS B ) SO SHA-256 B4 7 .

file size

AN BB 5 B SRR RN ()

file_timestamp

ARG DN B 58S 125 1Y ST ) B AR I ]

file type

S I B8 2 S IR SRS

file type id

ARG DN B3 BRSPS R Y S D

instance_id

A2 AR 328 B B Snort SEFI I HCF 1D

ioc_count

FE A v R I AR B 1) R

parent file name

ARSI 9 150 5 1) 45 e 0 BB 25 S AP B ST 1R 44

parent file sha

A0 393161 1 A N0 s 88 S AP PR SR Y] SHA-256 1 Aiv

policy uuid

VD fid s A1 B U ) 2 ] SRS (1 P — AR IR AR R AR ) 5

retroactive W E SRR RO B . AL B R R, W TR A S I E S
disposition disposition.§3E§$Eﬁﬂo ﬁTﬁEEﬁﬂiiﬁ disposition.%zEQ$Eﬁﬂo
score 0 B 100 Z[AHIEUE, FETLESHA I IR S B B0V AR AT AT .
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#* 3-3 firramp_event F£¢ (4F)
FEB B

security_context

X eI et R KR) M. BERE, /KR 2E 28T
ASA FirePOWER %% H 78 7 B .

sensor_ address

PR R A B 1 TP HdE

sensor_id

A A B Y ID

Sensor_name

EMFEALF I ZE R &R AR AR HHEAR RS WEAT, WA RITERER K
%&&T, m”ﬁtﬁzgiﬁﬂnullo

sensor uuid

ZE RS HIME— bR, iR fireamp_event.sensor name AN nuil, MBEFECN o,

src_continent name

VN PN TR S
- KRR

na - JEEM

as - Y

af - JEPM

eu - BRI

sa - F§FEIM

au - WA H| I

an - FA M

src_country id

PR LN S IX A .

src_country name

PR WL [ S HIX AR

src_ip address_ve6

fE 5.2 AT BRI . XA R IR Bl nuil.

src_ipaddr

FEREVR (1) TPv4 B IPv6 Hbhk i — ik KR .

src_port f%%gﬂﬁﬁgﬁﬁ[j%%o
ssl_ issuer common_ name SSL‘ﬁEﬁﬁﬁﬁﬁﬁii?§??Fﬁégo iiﬂﬁﬁfﬁ%ﬂEﬁﬁﬁﬁiiiﬁE@jiﬁl$ﬂﬁﬁéﬁ’ ﬂiﬁiﬁ]ﬁ%f@é?;iﬁt
aulno

ssl_issuer_country

SSL UE T & 2 1 E K /H X

ssl_issuer_organization

SSL iE Ak # 4 2H .

ssl issuer organization unit

SSL E ik # A 2 AT

ssl_serial number

SSLEHHIFFIS, HKEIT CA 4.

ssl_subject common_ name

SSLUEFHIFFAEHH 4. X E S UEBRAA H W ENAEL, EWnT gt i
2

o

ssl subject country

SSL A5 FfA & 1 2 X

ssl_subject organization

SSL E T & HIHZ,

ssl_subject organization_unit

SSL 5 FFAT & AL 2L LA

threat name R B & R o

timestamp Fire AMP S5 {425 R [A] 8K
url BRI URL,

user_id

B RS FORIE AW ENLR - B bs a5 . BEH P A

discovered_users %%q“o

FireSIGHT R BIEERIOIER W
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M health_event

#* 3-3 firramp_event F£¢ (4F)
FE 5B
username

B Ji U SR RAE BRSO I ML IR 44 K

web application id

Web M (GiEH) BN S .

web application name

Web M A (A& H) B4 K.

fireamp_event BX&

?ﬂéjﬁi&ﬂ U\?‘:E fireamp_event %%J:#Mfﬂ‘]ﬂ%%
7 34 fireamp_event &
BABRESIR...... 5.
dst_ipaddr rna_host_ ip map.ipaddr
1 user ipaddr_history.ipaddr

src_ipaddr

fireamp_event 75251

PR 23 |1

SELECT event

_id, timestamp, src_ipaddr, dst_ ipaddr, username, cloud name
event subtype,

51 PR 25 MEERAFEM, %8 cimestamp THFHES

event description, detection name, detector_ type

parent file name

FROM fireamp
WHERE usernam

LIMIT 25;

health_event

_event

e="username" ORDER BY timestamp ASC

health_event ﬁ@,/\%ﬂ:‘ FireSIGHT %éﬁiﬁﬂﬁ@ ’[j(ﬁ%'ﬁ: E’]{; IS o

ﬁa%-ﬁéelﬂ,fﬂ NS

DN

® health event FE, 5 3-9 W

® health event B&, F 3-9 W

® health_eve

nt RHIEM, ¥ 3-9 I

FireSIGHT R HIBEETio1iERa
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health_event W

health_event FE%
FHUIIE T nealen_event 2411 AU KO e L.

#* 35 health_event E£££
FER A
AR T B S IE AT R R AR BGE 4TRSS R R . Bl an, A TeiE AT BERE R AR

EEE‘J@??@UR%&F%&*EWE% Unable to Executeo

event time sec

75 A0 v o 2B PSCIZ AT IR O S 1) H SRR 8] £ UNTIXC I ] K o

ID

FAF I AR T

module name

A A HIE AT IR DU BRI 44 B

sensor_name

EREMH IR E RS CALTR. QBT RN EFHEHREREERT, MALTERE
FIR &R, FEBON nuil.

sensor_uuid

WA IIME RIS, WA sensor_name A null, WMHTBONE,

status

j"j sensor_uuid EF'TE%'JE@&%T&%E@@’ﬁ%ﬁﬁ%%%&%%o Efﬁﬁﬂ?

o red- PHURE. RRXTRATEDS - NBITROBERT S, CBESRE, JFH
AR PN 7

o yellow- BERE . RAMFREHHEL—NBITRESRT S, CEBTRE, IF
HLAZ 1A 8 1 R AR

o green- IEHRAS . R T B FT A 12 AT IR DU BREAE N 3% B0 % (32 AT IR B0 S s
e E AR E N B AT

* recovered - RN BT NI AIBITIROLBEE (RAFLT “F=HE” 8 “EdG 7 REHIHE
B AR L T2 1 w6 B AT IR DL SR P G L 1) PR B N3 4T

* disabled - RN A PEEM IR L H, BCAFTICEER, BT M7 IR

M

error - RNV I D — AN Z TR D, I H B B A )5 R BE AR

D E 3 issT.

units

value

BATIRBLIN GRS O 45 R R A, B, s (R RO
AT RGN IR 1S B 25 SR B 2. B, 80% ) value A 80,

health_event BX&
%E?E%&%E health_event %%J:%Rﬁfﬂ%f%o

health_event 7= {5l 2514
DL A3 [E 76 52 LA 1 0 BB % 25 AN 32 47 L S

SELECT module_name, FROM_UNIXTIME (event_time_sec)

AS event_time, description, value, units, status, sensor_name

FROM health event

WHERE event_ time_ sec

FireSIGHT R BIEERIOIER W
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[ | sru_import_log

BETWEEN UNIX TIMESTAMP ("2011-10-01 00:00:00"
AND UNIX TIMESTAMP ("2011-10-07 23:59:59")
ORDER BY event_time DESC

LIMIT 0, 25;

sru_import_log
sru_import_log KA H K CO/EKE FIZ TN B R HME S . M FireSIGHT £%4t 5.0 it A
HUf, sru_import_log KALE AN seu_import_log K.
BHREMEE, BESHLLR &
® sru_import_log FE, % 3-10 W
® sru import log B&, 8 3-11 I

® sru import log RFIEE, F 3-11 W

sru_import_log =7 E%
N RIIREFE sru_import_log 32 W15 18] I B FE 7B

= 36 sru_import_log FE}
3 o
action FET AT TN TR0 BE B X SRR AT I A

® apply - Ej\j%ﬁ)\}.%'ﬂﬂ Reapply intrusion policies after the Rule Update import
completes jiIDE\[o

* changed - X TR SE BB AN S, MUER A4 Ok, s MUK RA S
5 /= H GID #1 SID #H[H

* collision - X TR RSN 5, BT WA 5 B8 LR LA 2 0F s o
K, BBk A

o deleted- X THUUTIE, MK T HH RN .
* disabled - M THIME, CFEEBHEHAIERNSNS P2 AU
o drop - XF RIS, CAEBRHEMEREASNS TN ¥ E N prop and Generate

Eventso

* enabled- A TRUMBEFM S, CAEMBHRMEMBENGNS G H5HE . PUACEES . MU
BRSSO R O O LA T e

o error - X THUN BEHT ERA RN ST AT 5, AR
o new- XF TR G, RIEH —IIEN RAMBENR RS E.

detail SO B T I8 T 2L R S T SN PR R, R TR R,
BT,

generator_id U AE 28 1) GID.

import time sec 00 5 35 SO\ B AR TR) () UNTX a8 .

Bl FireSIGHT RGBT IliER I
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sru_import_log [ |

3# 36 sru_import_log FF (4)

FE EA

name SRR AR TR, o BT S o TR B AT S, XA
%, N fE 26 #5 B EL Snort.

policy A11, RN HTAH BRIA SN o 2565 2R A

revision F ) RRAS S

signature id R BRI AR | AR 5 B AL BE 5 1) SID.

sru_name U] T PR R M A R

sru_uuid U] 5 P PE— FRAR AT

type UM BT o SN R 2E A update rule. variable %o

sru_import_log B &
BTk sru_import_log R EPATES

sru_import_log 7RI ZE 6]
R I AR 25 AR, H LB R AL

SELECT FROM_UNIXTIME(import_time_sec)

AS time, name, type, action, generator_ id, signature_id, revision, policy
FROM sru_import log

ORDER BY time DESC

LIMIT 0, 25;
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[ | sru_import_log
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AEEEHREN T NREAE A A B ASCBNNTE B 077 M PT SCR B R .

BREFEMER, 5
7# 4-1 ABREHFFE

Bel T 2R A H 25

FRAXUTREFNERNE..

MR

intrusion_event, &5 4-1 T

NAZFAE, BRFBIERH Y WA, RS RAA G |4.10.x+

Tk (R H AR 1 545 R

intrusion_event_packet, f 4-6 71

i R NAR A B B B T P 7

4.10.x+

rule_message, i 4-7 71

NRZFFR RS S, B REKK A KA ID (GID), 24 |4.10.x+

ID (SID) Al i A< H ¥z

rule_documentation, zf 4-8 I

ARMMEEE, OFEELS. YR RGEULLT |52+

FIR ) 1) S ) 61 5 2 ) 5

intrusion_event

intrusion_event R & KT FireSIGHT RGIRA M A] BEMNRIE R . X TR BEMNIR,
RO AR PR AR il — A SRR O IE SR, R BGRB8 L U I 4
HHESHN . NI SN, DA O T By i AN B AR B H AR S 55 2.

o)

#r A TERTEIERNEMS SRR M A E I BIE R EIA; 5S35 intrusion_event_packet 7

I, 55 4-7 UL,

AREAMER, ES
® intrusion event
® intrusion_ event

® intrusion_ event

e DA 719 s
FE, £ 4-2 ]
HE, £ 4-6

~flEif, £ 4-6 I
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M intrusion_event

intrusion_event FE%
‘Fﬁﬁﬂﬁﬂﬁ intrusion_event %EFW)? IEJ E@ﬁﬁﬁ?&e

* 42 intrusion_event F£¢

FE A

access_control _policy name 5 ONAZ AT BN AR SR ORI A U5 i P2 1 SRS o TEVE R, 0 TR R
U7 16 42 1) SR W A4 R AN U5 0 428 A0 U 44 Bk 4L 45 e M — 9

access_control_policy UUID 552 RONAR S N AR SR SR B AR 7 17 47 i S UUID o

access_control_rule_id 5P RONAR A (RN AR SR S IBR AR 7 T 42 ) 0 83 P S A AR

access_control_rule name 5 ONAR A N AR SR SR IR A 5 ) 42 1) SRS A4 B o TBVE R, D7 042l
FIU) A2 R A BE A SR P A ME— 1, (ELI AR AN [R] SR 2 18] D AN 52 e — )

application protocol_ id &)Eﬁ W\LXE(]W%}*E;lﬂ%O

application protocol name U\‘F/ffg:[ﬁ

o UIRABENSWIRARANI AL, U 7R N 1 44 B

o WERARGEOREMPE LU, WEIR pending
o WIRERTBANMEL, MoEE

blocked BT R NARZ AT (1 dfE B 2 A o 0 4R -

o o- HIEB AR ESR

o 1-HIMBCHER (N, Sk hREE)

o 2- WERCIAENER, SZHemiig t a Qi v e B A B BTN AR 50
O e 5 P P B B 1% 2 5

client_application_id DN T 0738 SR B P AR

client_application name N A 0% PR 06D o WU

o RAENS I HRIRLAT, TR 4 R

o IR RGHIEIE PR, BB AT, R %

S

o WMEELEPBAENHBE, WA nu11

connection_sec B NBHAE B S F R UNIX WAL (H 00:00:00 01/01/1970 #24
i IFPED

counter RN AR EREF I I BE, HTXAER N RAE
A EREFEAE.

detection_engine name ;l/_lr: 5.0 ﬁ&zl_(;:'q E‘ﬁ)ﬂ ﬂ:b?&o Xﬂ'ﬁﬁﬁﬁl@%ﬂﬁ@ nulls

detection engine uuid ;r’£ 5.0 ﬁ)iZlK‘:F‘ E‘ﬁﬂa ﬁt?&o Xﬁﬁﬁﬁﬁlﬁ]%ﬁﬁ@ nulle
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#* 4-2 intrusion_event FE¢ (%)

intrusion_event M

FEB

1iBA

dst_continent_name

SR7RE S INi PN
o - RH

na - JL3E

as -

af - JEIM

eu - BRI

sa - M FEM

au - WKL

an - FE AR

dst_country id

s BT [ 53 XA

dst_country name

H A5 LB B 5 X A4 55

dst_ip address

£ 52 IR EFH T B mTmjaEdaEtt, hrBhrEREN
null, {HIXFEAAEE.

dst_ip_address_vé6

ES2AFEFHETE. ATFREFREN, EFBEPRMEREEN
null, {HIXFFAH]EE,

dst_ipaddr fib B A AT S K B B AR EHLE TPv4 5% IPv6 bk () 3k il &R
dst_port A RLA L AR R T

o IR FHMPNKAR TCP 8% UDP, M|y H kx5
o N FHMAWIZEAIR ICMP, NNy ICMP LS

dst_user_dept

H bR B e BT

dst_user_email

Fbs F P B A sk

dst user first name

Hbs I 45

dst_user_id

HArH P CRURAENR A 2 AT e B3 AARENLI D A EARIR S .

dst_user_last_name

Hbs L BRE I

dst_user last seen_ sec

FYut i — UCARAS AR T 8 SR A YA A ) UNIXC R [a] K .

dst_user_ last_updated_ sec

RGHRE — VT B bR A A0 s s G AN [R] ) UNIX B AR

dst_user_name

Hbs L B 4

dst_user_phone

F b L B R A 5 B

event id

AN AR T o ME— AR IR O B R AT

event time_ sec

AT R B AR PRI F) H SRR (8] ) UNIX I TR 8K

event_time_ usec

FAER B B WER G S R AT, BN oo

icmp_code

WRFHM N ICMP W&, NtFE N ICMP A0S, R =4 A M ICMP i
BARMK, Wi FBON null.

icmp_type

WRFHM N ICMP W&, NbFBoN ICMP 258!, R H AR AZ M ICMP it
AR, W FBON nuil.
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M intrusion_event

#* 4-2 intrusion_event FE¢ (%)
FE WifA
impact HHR bR EE . BEEIN T

o 1-4t (HRI)

o 2- L (FWRES I
o 3-3M (HETAS I
o 4- it CREIHEAR

o 5- K CREIFZW)

instance_id

AR 528 e B Snort S48 %L 1D

interface_egress_name kR R AR
interface_ingress_name DR R O 4R
intrusion_event_policy uuid i RN A AR S (O ME— AR ARAT
intrusion_event_policy name H RS S [ O\ S S

ioc_count

FE A ORI BUY R 67 B

network analysis policy_ name

55 PR RN AR FEA (0 N AR SRS SR IBC D 1] 268 93 A SRS

network analysis policy UUID

5525 BN AR F AT K NAR FEIE IR 90 2% 3 BT S [¥) UUID

priority

SR RBRAIRIN 7 R0 . MR OE 56 ZAE I 7 i B b AT L.

protocol_name

5 NAZF AT IR AL 5 D L SCAS A4 K

protocol num

PR TANA %5, QAR WL s

http://www.lana.org/assignments/protocol-numbers o

reviewed

N HEMRE ORI C H
o 1-HZ
e o- K

rule_classification

SONAZHAE SRR 73 S 00 i B, 308 5 5 Y 14 f A S £ R 0 A ) 3

E@Eﬁﬂfo @”ﬁﬂ: A Network Trojan was Detectedo

rule classification id

5 NAZFAFRBRE I 7 Kbr iR

rule_generator

A RNRFAF A A REs AT LG5I 5 RS 28 B TAL B 25

rule_generator_id

HERNAZ FAF T rule_generator Ham 4 HIZHAF I L HAS 1D (GID).

rule_message

HAFM VI SCA . 0 T2 TN R, BN REAEE . 6T
BT R R 28 M AL BLER (A, AR R RS .

rule revision

5 NAZ AR A

rule_signature_id

MNZHAHIZEA 1D (SID). B € BUE R AF A BRI . bt 2578 /2 51
TALPEERTH S

security context

KRR R ) 224t 5 ORI K . HEE, KRG 215
B N ASA FirePOWER % & R F B .

security zone_egress_name

figh e S 3 LA N AR AR I Y 1) 22 4 X0

security zone_ ingress name

figh e AW LA N AR FAF N 1 22 4 X Ik

sensor_address

iﬁi%ﬁﬁ E@%%&%E‘] 1P ﬂ‘{_j,iﬂ:o 7]‘%?&%] ipv4_address, ipvé_addresso

sSensor_name

BN AR F AT B B B A R
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#* 4-2 intrusion_event FE¢ (%)

intrusion_event M

FEB

5ER

sensor_uuid

ZE WA TIME— R IR, W sensor_name N nuil, MIEFRIRFFA o,

src_continent name

ER7RE N PN EA
o - KRR

na - AL

as - LI

af - JEI

eu - BRI

sa - BN

au - HKF|IF

an - AR

src_country id

H A5 E ML B 5 XA

src_country name

I b LA 53 X 44

src_ip address

ES2AFEFHETE. ATFREFREN, EFBEPRMEREEN
null, {HIXFFAH]EE,

src_ip address_vé

1E 5.2 AT EF LR BT rEH#ENE, FBRThmERRERN
null, ﬁiii??ﬂ<ﬁ15§o

src_ipaddr

i & A BT A2 (U5 WL IPv4 B IPv6 bk 1 — k6 s .

src_port

AT LAUCA L TR — T
o MR FHMWIKEE TCP 8, UDP, N AiEH: 15
o R IFHMAW KA ICMP, Ny ICMP 287

src_user_dept

VR P PAERRT T

src_user_email VEFH P R AR b
src_user_ first name VEFH 148 .

src_user_id

P RV A NAR A 1 o m B R IR BN D iR iRl

src_user_ last name

Vi DRiiog e

src_user_last_seen_sec

ARG S5 — RIS TR A P 8 S H #AAT R 18] A UNIX B[] .

src_user_last_updated_sec

B e USRI 7 0 3 YIRS 8] £ UNTXC B[] 38

Src_user_name

PP 4

src_user_ phone

PR RS S5

vlan id

5 MR NAR A K KR B ORI IR B A B VLAN (R8RS

web_application_id

NAZFAERAEHT ) Web BN AR RS Cmsé& D .

web_application_name

NS ER G Web B (CI& D o BURAE— T
o WURBENE WIS, U 7S N B 44 B
o WERARGRNE HTTP NP, (AICER A B4k Web BHT, 7R

web browsing

o WMEEREA HTTP ik, W={E
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: AME® |

[ | intrusion_event_packet

intrusion_event Bx&

7:%§§U5jﬁfff intrusion_event %%J:fﬂ?fEGE%%§o

7 4-3 intrusion_event H#&

TR A TR, ...

application protocol id application info.application id

o

application host map.application id
application tag map.application_id

client application id rna_host service info.application protocol id

%

web_application_id

rna_host client app payload.web application id
rna_host_client app payload.client application_id
rna_host client app.client application id
rna_host_client app.application protocol id
rna_host_service payload.web_ application id

dst_ipaddr
59

src_ipaddr

rna_host_ ip map.ipaddr
user_ipaddr_history.ipaddr

intrusion_eve

nt 7RI &
DR B E 25 A LR TR PG, B0 coune FEFFHEAI,

SELECT rule message, priority, rule classification, count(*) as Count
FROM intrusion_event

WHERE reviewed="0"

GROUP BY rule_message, priority, rule classification

ORDER BY Count DESCLIMIT 0, 25;

intrusion_event_packet

intrusion event packet KK TAK NRFMIBIE LKA AFNER . FiCE, WREEIEN

B B B O IE SR, intrusion_event packet 3 ANVEL F AT HE .
ARUEGEE, HSRLF &

® intrusion _event packet FE, ¥ 4-7 W

® intrusion event packet HB&, ¥ 4-7 W

® intrusion event packet RUIEIf, B 4-7 T
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rule_message [ |

intrusion_event_packet F£E§

7:%§§Uﬂjﬁfff intrusion_event_packet %%qjtﬁﬁﬂﬁﬁéiﬁiﬁiﬁzEQo

7 4-4 intrusion_event_packet F£;
FE WiEA

detection engine name

1E 5.0 A e k7 B XA & ##R Al nuil,

detection engine uuid

7 5.0 AT EF T B XA AR IR Bl nuil.

event_id

FAFMbR RS . I ID FERF € 2T B B rE— 1.

linktype

TR B AN R P A (A R I T IR AR B B . DUOCRREERRM 1.,

packet data

i A A R B A

packet time_ sec

S E L A SR 1) H TR I R] UNTX B ()8

packet_time_usec

FAFI A B A B ARG 0 FER AT, WBRAE Y o

sensor_ address

A AR ) 2 A I TP Mk ﬁ%fﬁjﬂlpv4 address, ipv6_addresso

Sensor_name

RN RFEF IR E B AR

sensor_uuid

ZE WA I ME—FRIRSRE, R sensor_name N onuil, WHARIRFEA oo

intrusion_event_packet BX&
%E?E%EZE intrusion_event_packet %%J:fﬂ?fﬂ%%?o

intrusion_event_packet 75 Z&1f]
A 25 3 ] 5 4 1D DL B 45 08 4 OB .03

SELECT event_id, packet_time_sec, sensor_address, packet_data

FROM intrusion_event_ packet

WHERE event id="1";

rule_message

rule message # & BT AR AR B 1412 o B 26 HUIVH 2B A7 U 15 8
ARVEAEE, ESHLT &7

® rule message FE, % 4-8 T

® rule message B&, % 4-8 T

® rule message RUIEM, F 4-8 I
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M rule_documentation

rule_message FE%
F%ﬁﬂﬁﬂﬁ rule_message %EFW)? IEJ E/‘Jﬁlﬁjﬁ?&o

# 45 rule_message F£¢

FE AR

generator_id firh 252 3080 (4 L4 1) GID .

message 505 fl A BRI SR TR PR 9 S
rev_uuid T FEAS P E — B AR AT o

revision F IR A 5

signature id TER A Fhm B SR B R R 55
uuid T P EE— FRAR BT o

rule_message BX&
B TCIEAE rule_message & L HATEL G .

rule_message 7~ {251
LR AR [E] GID v 1 H SID A 1200 HINAZFLIN B9 NAZ FE T &

SELECT generator_id, signature_id, revision, message
FROM rule_ message
WHERE generator id="1"

AND signature id="1200";

rule_documentation

rule_documentation i%@’a‘?‘%ﬂ:ﬁiﬁk}ﬂﬁﬁﬁ%ﬁﬁﬂﬂ H‘J%ﬂﬂlﬂ B"J% 1% o
ARVEMELR, ST &

® rule documentation FE, ¥ 4-9 W

® rule documentation &, 8 4-9 W

® rule documentation RfIZEf), F 4-9 T

Bl FireSIGHT RGBT IliER I



| 4T FHR: ARE

rule_documentation

rule_documentation FE%

?%ﬁﬂ ﬁﬂ?f rule_documentation %EFW)? IEJ E/‘Jﬁlﬁjﬁ?&o

#* 4-6 rule_documentation F£&

FB A

additional references HEZEBMS%,
affected_systems e ALY
attack_scenarios o] R I 5 1 s A o

contributors

R U LA AR S SRS A 1 BT AR 5

corrective_action

ARAT THG, BT BR BGR Ie TH 15 2

detailed _information

A RIEAETI R LR XS I B S R S5 2

ease_of_ attack

Wi AT R, thaE . WXL, LA w] DLAE A S AT I Bt

false negatives

ﬂﬁé—%ﬁlﬁf&ﬁ’]ﬂ?fﬁﬂo Ejﬂ)\fﬁjﬂ None Knowno

false positives

ﬂﬁ%%ﬁﬁe%&%%%o %W)\{Ejﬂ None Knowno

impact F P R B T B % R O R
rule revision 0 o A

rule_signature_id LA RIS

summary R SRR T

updated SR — YR ) E R[] UNIX B 1.

rule_documentation BX&

,@75/27:? rule_documentation %J::J’}tﬁj—“ﬁ%é\o

rule_documentation 7= Z14)
BLF A ID A 1 OB SN I 7 5. 4] ES 6. A,

SELECT attack_scenarios, corrective_action, impact, summary
FROM rule documentation

WHERE rule signature id="1";
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M rule_documentation

Bl FireSIGHT RGBT IliER I



s =2

FR: GitiRERR

ATAE A IGE M TR AT URL SEit BRERR 107 5 B SCRF BB 45 2 . IR BRI AT K LA
THBERGTHE R

o AN AN P R oy 1 U R 2 R AN NAR S

o AR PR 2 ) T A6 P B AN 1 TR B

o % URLfEE XKD Fd% URL Mk 55 AH G MR 23 (i 56 A5 P B b e e e 35
A RENROTEME R, HSH TR,

# 5-1 K /HH URL %t

FSH BHREAXLUTAZTHNS I BIENR.. iF:N

app_ids_stats_current_timeframe, % 5-4 T1 T’ﬁg FHAN— Z 50 N & P X 5 i 0 ml 4 ) AR B 5.0+
MEFIN

app_stats_current_timeframe, %5 5-5 T % N A1 — Z 50 B @ R o i = A R g =] 5.0+
B (RVFBHELEERER) .

geolocation_stats_current_timeframe, 55 5-7 U1 | $%47 B &I 75 1 U5 in) 4% 1) 7& 311 5.2+

ids_impact_stats_current_timeframe, #; 5-8 T %igéﬁ%ﬂ A PINRFEHI S EE (BRibfmES |5.1.1+

VIEE) .

session_stats_current_timeframe, 5 5-10 T AE A EENSGHEGE. TURETI . E%. £ 5.2+
JER AR I IR [A] B B e T 24

ssl_stats_current_timeframe, &5 5-11 7 4 SSL EEMSG it EdE. LRI, . £ |54+
TR RN TR) B B Gt v 2008

storage_stats_by_disposition_current_timeframe, | A& IET BB LK SR 7TROURE #T5. |53+

# 5-13 00 REE GO A IR AT [A) 52 B e v 28
storage_stats_by_file_type_current_timeframe, A5 BT ORI B S G v s . AT DR Y. 5.3+
% 5-14 7L SCARRAY | A SRR AT [R) S B e v A
transmission_stats_by_file_type_current_timeframe, | &% T CARMENER S5 . T UREFT. 5.3+
¥ 5-15 B SUIFRM . AR RAS AT [R] 42 HE T idie

url_category_stats_current_timeframe, 2% 5-16 U1 |44 JriF 3K /sl () 280 %) 73 i S A R G v 1) il v& ) | 5.0+
(RVFEEEARER) .

url_reputation_stats_current_timeframe, 55 5-17 T |[#Z P& KW uk 145 2 00 0 R &8 R G057 i 56053 5.0+
(RWBIEAMIERE) .
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B5E FHR: GHREE |

N THEgHRER

7 5-1 LfFF1 URL %t (48)

&R FREXUTAZNSGTHHRIERE.. 7P N

user_ids_stats_current_timeframe, 5 5-19 71 T P R4 B 18] 45 A NAR B AEE B 5.0+

user_stats_current_timeframe, £ 5-20 71 R PSR EM ARGV E6Esh (REeiEdg 5.0+
HIERD

TR IRERSR

ﬁ H"]%‘% *ﬁ U\ current_day. current_month E‘Z current_year éf':u:% ’ %ﬂ?/ﬁ\:ﬁ?ﬁi H"] E‘J‘ llﬂ T'Ii ° @J ﬁl:] ,

app_ids_stats_current_timeframe %JZEH"]% app_stats_current_day. app_stats_current_month
*D app_stats_current_year. app_stats_current_year ﬁﬁﬁ% 360 3&5’] é}fl‘[‘ﬁ?ﬁi, current_month

RAFE 30 RSG5k .

BRG0P ) 2 A W B R MG TH BN, B2 El = R0, HENHRSK
KK . current_day KM A1 HER G (15 FPEL 5 208, BURTHFEMER) ;5 current year
RKEVFE 7 AR (24 /M) o AREMEER, BES WA IRERNAMERE M, 5 5-2 0.

Gt IREFERAVF AT

AREEMFAER, HSHTE.

#* 5-2 it A FIATF

il Efe (5#E) FiEEw
current_day 15 £ =4 iy (8] DN T 24 /NI (4 T A 18] B

app_ids_stats_current_timeframe %D
user_ids_stats_current_timeframe

5 ok U I B RN 24 /NS ) i A (8] B

app_stats_current_timeframe-

user_stats_current_timeframe-

url_category_stats_current_timeframe *D
url_reputation_stats_current_timeframe

current month 1 /it HT/NSIIRT 30 K /N £
current_year 24 /NIF 2 HInHET 360 K

T4 1R be B H T U5 18] %2 o U, current month A2 10:00:00 - 10:59:59 1X — /NIt
B, fEA—2LL 10:00:00 AR TEIERAIIC . HER, — KT 00:00:00, ZEWT 23:59:59,
18] B T 4R IR [RIA47- 4% 9 UNIX I (R 8% (GMT).
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THgitREx A

B == AY ~ . . =
e EE 9% 1 RATHIETE)[B)FR
B B 20 (R RIBE R A A WP Y time start sec FBUE o
@Uﬁﬂ, ﬁu%@ﬁ@ SQL lg/ﬂji“é‘fé time_start_sec =6:00:00, )H\U%'/[\%%EH/‘] [‘ﬂ Bﬁ%ﬁﬁﬁﬁﬁ“
e X current_day : 6:00:00 & 6:00:14 CHFF 15 AU Bl 6:00:00 & 6:04:59 CHfFF
508 NER) .
e X}F current_month F: 6:00:00 & 6:59:59.
L4 leF‘current_year %%: Kk[ﬂ 0:00:00 §§ 23:59:590
K6 2R B 1T B 1 g 2 R [RI B R 4R I TRl B, M\ app_ids_stats_current_day R IEITHE
R, AlfgE LN A — AN
00:00:00
00:00:15

00:00:30
23:59:45

Ly SR P A oA B T o T 4 B TR) 2 A PRI TRDBR, U] R G 2 6 1 SR E AT M B K
o CHETTHRINS [H] 5] b N g il 4 1) B I [

o RGOS IR i) T 5 N Dy el R 1) g I TR

filtn, LAR W) b AN TF AR (A

SELECT application id

FROM app_ids_stats_current_month
WHERE start_time_sec = UNIX TIMESTAMP("2011-12-01 12:30:00");

I BT

SELECT application_ id

FROM app_ ids_stats_current month

WHERE start time sec = UNIX TIMESTAMP ("2011-12-01 01:00:00");

L) — AR, JT UG 8 [A)R% ) b N, 5 SRS T (] B i) s 8 N o 51 20
SELECT application_id

FROM app_ids_stats_current month

WHERE start_time sec BETWEEN UNIX TIMESTAMP("2011-12-10 12:59:00") and
UNIX_ TIMESTAMP ("2011-12-10 16:28:00");

Hekon:

SELECT application_id

FROM app_ids_stats_current_month

WHERE start_time_sec BETWEEN UNIX TIMESTAMP("2011-12-10 13:00:00") and
UNIX TIMESTAMP ("2011-12-12 16:00:00");

A SR 0 A e 2 O TS, R LA 2 o R O 40 2 2 S A, %6 T M fa e
FABIMR . B0, B REAT RN R, M0 current_day EHAIER L

(5 MM HER) | {EAE(LIT M current month (LLNFH¥LAL) B current year (LA AHLEL)
BEAH— R B GE T A

| FireSIGHT R BIEERIOIER W



BEE FR: GITREER |

[ | app_ids_stats_current_timeframe

app_ids_stats_current_timeframe

app_ids_stats_current_timeframe 3¢/ 5 A F I W1 A0 P25 v 57 FH G S AT NAR SAF O S 300
o] DR RE BRI g B A L B RTS8 P e A B Web R D LR S R A XURS: ALk 4%
AR MR IR I GE U1 B8 . IX B3R IE 2 BRIEF o 18 e N\ AR 2R W& 1T 4 BEL L AR 7 452 DL R N AR B T T8 7

AR

ET%E current_day- current_month %D current_year é}?:fr%%, I%E%QUEJ é}EﬁEEE%%%E’\Jﬁﬁ%ﬁT&,

52 71,

ﬁ?% app_ids_stats_current_timeframe %E@ﬁéﬁﬂ% E‘ ) lﬁ?]}ﬂ U\F%ﬁﬁ

® app ids stats _current timeframe FEZ, F 5-4 W

® app ids stats current timeframe &, % 5-5 T

® app ids stats current timeframe RFIEM, F 5-5 I

app_ids_stats_current_timeframe £ %
NRU AT LLAE app_ids_stats_current_timeframe & TVT KB MR PITA RO E

TR 5 B

# 53 app_ids_stats_current_timeframe F£¢

FB

R

application_id

JO2FH B P B A 5

application_name

FEFT P S _E R0 T A4 R

blocked

H 38 S N\ 152 SR T4 BELLE R B S

business relevance

B Al TAR BRI A RS R 2L (L 2= 5D, b 1 RORIRAC, s &
R

business_relevance_description

Xﬁik%ﬁﬁ?%‘féﬁ‘]ﬁéﬂﬂ (very low~ low~ medium~ high. very high) °

impact level 1

BE NGRS A 1 (52 d) MANRE .

impact level 2

SR 2 AT RE 5 32 Bt ) NR H A .

impact_level 3

SN 3 CENLARTA 5 2 W) A RFHI R

impact_level 4

SRR 4 CRABEKR) N ZFHIFEE.

impact level 5

PN 5 CRAETD PN FHA R,

is_client application

TR RS I A I P A 75 D 2 7 o 7 PR B — A BB A

is_server_application

73 PITAS I P 2 P A 75 D9 82 FH B80S SRR 38

is_web_application

R PRSI0 B4 7 FH A2 75 09 Web BT — A FARAR & .

risk

R TR RS HE L (1 5D, e 1 FORMBRARAR, s Row/™
P o

risk description

ﬁ%ﬁ{ﬁm@ﬂ/‘]%ﬁ (very low~s lows mediums high. critical) o

sensor_address

Eﬁk%'ﬁ: E"] %%&%E/‘J 1P ﬂﬁiﬂ:o 7]‘%?&%] ipv4 _address, ipv6_addresso

sensor_ id

SR HAF KB &K 1D,

Sensor_name

ERRNR S IR B AR

sensor_uuid

%%1&%[3@%*1‘%1/‘3\??, ﬁﬂ% sensor_name 7\] null, mu&t*ﬁ‘iﬂ?@yﬂ 0o
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app_stats_current_timeframe [ |

# 5-3 app_ids_stats_current_timeframe F£¢ (4¢)

FE L

start_time_sec & 5] B& T 46 H HAAD BT TR) 7Y UNIX B Ak B0 E R, B2 iR
JE B WG RIN B R E] R, 28 5-3 Ui

would have dropped R AN B P O NIRRT E N E RS A, WRREER
SR E/THONIEA G

app_ids_stats_current_timeframe BX&
F%U‘E EH ﬁ‘:ﬂ U\E app_ids_stats_current_timeframe %_l:ﬁ%'ﬁt E/‘J Eééé\ °

2 54 app_ids_stats_current_timeframe B &
B AR, ... 5.
application id application info.application id

application host map.application id
application tag map.application id

rna_host service info.application protocol id
rna_host client app payload.web application id
rna_host client app payload.client application id
rna_host client app.client application id
rna_host client app.application protocol id

rna_host service payload.web application id

app_ids_stats_current_timeframe 7= Z16]

L F &R A 5% 25 24K H app_ids_stats_current month Fe N HIET . TF4ICEHESEN
b 1) 1) B P 2 FH ) 52 BEL LB 32 32 A0 NAR 1 ) B

SELECT from unixtime(start time sec), sum(blocked)
FROM app_ids_stats_current day

WHERE start time sec = unix timestamp("2013-12-15");

app_stats_current_timeframe

app_stats_current_timeframe 3¢ /{025 ¥4 I8 N F AN WA 32 9 & O R 2% R 43 O oy S B R = A ) 4%
Hl VR I G B o 15T DAFE HESE A R0l 45 A O 1« oAy DR RN 288 23 o 8 0 4 0 1 48

?&T@E current_day- current_month ?ﬁﬂ current_year é}‘fﬁ“%%, ljﬁzé%lﬂ gﬁﬂ‘ﬁ@@%ﬁﬂ,‘]ﬁﬁﬁfﬁ?‘ﬁ,
52 7,

;ﬁ% app_stats_current_timeframe %%E@l?éﬂﬂ% A%\ ’ ljﬁaéélﬁ’] U\_F%ﬁﬁ
® app stats current timeframe FE, % 5-6 T
® app stats current timeframe Bt&, 5 5-6 T

® app stats current timeframe RfEf, & 5-7 W
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[ | app_stats_current_timeframe

app_stats_current_timeframe FEg

TR IR B PLE app_stats_current_timeframei%tptﬁﬁﬂﬁgﬁzﬁQo

#* 55 app_stats_current_timeframe F£;

FE

A

application id

JS2FH B 3 B AR 5 o

application_ name

FE L B bR R A4 R

business_relevance

B 5 Ak TAE BRI f R 2 (1 2 5) , b 2 RRRAK, s RoR
AR o

business_relevance_description

Sl AR U (very low. lows medium< high. very high) o

bytes_in FEF5 7€ (18] B AL RN 2l 3t 1 2
bytes_out FEFR 7€ V18] B AL P B H 3l 7 B 1 2

connections_allowed

FEVF I ERACE

connections denied

FHT 38 e U I 47 1) SRS 1T A4 408 F e R M

is_client application

TR ARSI £ 7 P A 75 D9 0 7 o IO P £ — A BB A

is_server_application

7 BRI £ I P A 15 D 2 FH RS — A BB AR

is_web_application

7R PRI B S22 7508 Web B ) — 4> FARAR & .

risk

SIS RS TE R (1 B s) , Horb 1 FoRKUEIRAR, s Fom)™ H R .

risk description

Xﬂ?ﬁﬁﬁﬁﬂ&%ﬂ@ﬁ%iﬁ (very low~ lows medium~ high-s critical) o

sensor_address

%E/ﬁ%ﬁg§%1&%l§/‘] 1P i@iﬂ:e T%iﬁ?’y ipv4_address, ipv6_addresso

sensor_id

S A 1 52 A R AR IR

sensor_name

I ) 52 B A AR

sensor uuid

ZEWRAWIME—AR AT, WIR sensor_name A nuil, MWIEFRIRFFHN oo

start_time_sec

D& 8] B T 46 1) UNIX I ()8R 7 048 2 MmN 5 B, 2 s
WG R I RS, 55 5-3 Ui,

app_stats_current_timeframe £ &
T:%%L%QH%EEIELZE app_stats_current_timeframe<%§J:fk?fﬂgﬂ*f%o

7# 5-6 app_stats_current_timeframe &4
BRI AR, ... 5.

application_id

application_info.application_id
application host map.application_ id
application tag map.application_id
rna_host_service.application protocol_ id
rna_host_client app payload.web_ application_id
rna_host_client app payload.client application_id
rna_host_client app.client application_id
rna_host_client app.application protocol id

rna_host_service payload.web_application_ id
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geolocation_stats_current_timeframe [ |

app_stats_current_timeframe 7= {5 Z1§)

o F SRR O ERER A 2SR, LN EWR Bl— K N 50l 4540 0 P AR HL XU & 16 B2 o5 B
HI NS A1 H o = 3

SELECT start_time_sec, sum(bytes_in), sum(bytes_out)

FROM app_stats_current day
WHERE business_relevance <= 2

AND risk >= 4 AND start_time sec = unix timestamp("2013-12-15");

geolocation_stats_current_timeframe

geolocation stats_timeframe &7 KA T AL EFN M NARZF RISt Bidl . 7T LLARIE S i 2
Tl B AT AL B 0 K 5 USRI S T .

ET%@ current_day- current_month 74[‘[] current_year é}fl‘l’ﬁ, Iﬁ |5€J éftﬁ‘ﬁ& izﬁﬁﬁﬁﬁ%f
% 5-2 Ui,

ﬁ?% geolocation_stats_current_timeframe %E’Jﬁéﬂﬂu o IFJ Iﬁ’] U\F%‘ﬁ

® geolocation stats current timeframe FE, % 5-7 I
® geolocation stats current timeframe Bt&, % 5-8 I

® geolocation stats current timeframe RfEif), & 5-8 T

geolocation_stats_current_timeframe FE&
??%U‘E EU% 1@‘:@‘ LJE geolocation_stats_current_timeframe ?% ‘:F‘ ij:? I‘Eﬂ H‘]?‘:Eﬁ ° Jﬁ[ﬁ%ﬂ E/‘Jﬁﬁﬁ%%ﬂz

A5 AH F) = B

# 5-7 geolocation_stats_current_timeframe F£
FE L
bytes_from S T3k I L 7 A A ) T
bytes_to SRR TT RIE I B
destination continent ER e INOPN S

% - R

na - JL3E M

as - MM

at - JEM

eu - BRI

sa - FR M

au - WAL

an - R AR
destination_country Fl b LR 5 5/ X 1G5
flows_allowed RV

FireSIGHT R BIEERIOIER W



B5E FHR: GHREE |

[ | ids_impact_stats_current_timeframe

# 57 geolocation_stats_current_timeframe F£¢ (%)
FE L
flows_denied EH T3 5 U T 45 1) 55 6 17 0 1 246 PR IR B
sensor_address A2 AT 32 B A 1 TP Mk . A 2N
ipv4_address, ipv6_addresse
sensor_id AL HEAF &1 ID.
sensor_name AN AR F AT 1) 2 8 A AR
sensor_uuid ZE WA IME—ARIRTF, WH sensor name N nuil, WHFRIRFFN o,
source_ continent VE =ML KB4 FR .
*x - RH
na - 463 M
as - LM
af - JEIM
eu - KM
sa - FA £
au - R
an - R A
source_country PR N E K H X AL
start_time sec N0 ) B FE 4 H TR 1A ) UNIX B IAVER . A S PEAE B, 55 iR
SE B GETERI I [R] R R, 28 5-3 T

geolocation_stats_current_timeframe £ &

ﬁ‘:%Yi& geolocation_stats_current_timeframe %ﬁ?}kﬁfﬂﬂé‘%o

geolocation_stats_current_timeframe 7= {521
2 09 24 e 1 T DM B 25 A 2 o4 4 9 5 50 e 5 44

SELECT sensor_name, source_continent
FROM geolocation_stats_current_ year
WHERE destination_continent='as'

LIMIT 20;

ids_impact_stats_current_timeframe

ids_impact_stats_timeframe &t & A FKIE T M M NRFAF MG TH . 7T LIARYE R 2
il e AN AL BEEE A 0y SR G T

ET@E current_day- current_month *ﬂ current_year éﬁﬁ‘%y 1%572%@] éﬁl‘[‘ﬂﬁﬁ%%ﬁqﬁﬁ%%alé,
% 5271,
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ids_impact_stats_current_timeframe [ |

;ﬁﬂé ids_impact_stats_current_timeframe ﬁﬂﬁﬂééﬁﬂn T MEJ ]Fﬂ U\‘F%TJ

ids_impact stats current timeframe FE, % 5-9 W
ids_impact stats current timeframe &, 8 5-9 W

ids impact stats current timeframe R{IZEf, F 5-9 T

ids_impact_stats_current_timeframe =£E%
?%%IE‘E EU% @ﬂ LJE ids_impact_stats_current_timeframe % ‘:F'Uj llﬂ E‘]?& o Jﬂﬁ%é@ E’(] ﬁﬁﬁ%%ﬂz@,

R ICESE S
7 5-8 ids_impact_stats_current_timeframe F£;
8 T
blocked FH T3 I N AR SR T 4 BEL L R A

impact_level 1

Bt B HE SR IR O A 1 (5280t N FECE .

impact_level_ 2

B 2 RS R KIANRFFEE.

impact level 3

MW 3 CENLHE RTA 5 280t N RHEAF R

impact level 4

N 4 CRAE R AR5

impact_level 5

BRI 5 CRFNRTD PN RHFECR .

sensor_ address

dﬁﬁkgﬁ:ﬁﬁ ﬁﬁ%’ﬁ’] 1P f@.iﬂ: %fﬁj} ipv4_address, ipv6_addresso

sensor_id

RPLHAFHBE ) 1D,

Sensor_name

RN AR AT 138 B B A R

sensor_uuid

SE RS TIME—FRIAAT, W sensor _name N nuil, WIHARIRFFHN oo

start_time_ sec

N 18] B 46 H A (B) ) UNIX B (8K, A RGNS R, 1SR
JE AW GE TR B RN TRIRE, 55 5-3 T,

would have_ dropped

W SRAE N RS T RN R S W BV EF AR, WMERROEFR
IOEAEERENEIE G

ids_impact_stats_current_timeframe £ &

ﬁ‘: %/f?j—: ids_impact_stats_current_timeframe %J:#Lﬁtﬂ?é/a\ o

ids_impact_stats_current_timeframe /< {5/ Zif]

U\‘Fgllﬁj IE] él E' HJ 25 /l\ blocked *D would have dropped %2{4:

SELECT blocked,

would_have_dropped

FROM ids_impact stats_current year

LIMIT 25;
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M session_stats_current_timeframe

session_stats_current_timeframe

session_stats_timeframe 3¢ & TH EEM G HEIE. W UURIEFZT . &R, L EBAET AR

WG vt #ds
ET%@ current_day- current_month 74[‘[] current_year é}fﬁ“ﬁ, I%E%QUEJ é}fﬁrﬂ&ﬁ%%ﬁ‘]ﬁﬁ%ﬁﬁ,
%52 7.

ﬁ?% session_stats_current timeframe %%E/‘Jﬁéﬁﬂg,%, 'L%?]Fﬂ U\F%ﬁﬁ
® session stats current timeframe FEZ, 5 5-10 W
® session stats current timeframe &, 2 5-10 I

® gsession stats current timeframe RfIEf, 5 5-10 W

session_stats_current_timeframe FE%
F%U‘E EH TﬁzﬂU\E session_stats_current_timeframe %%‘:PW I‘Eﬂ E@?&o ﬁt%ﬁ!ﬂ‘]ﬁﬁﬁﬁé%ﬁ@,é‘

FH A= B

#* 59 session_stats_current_timeframe F5&

FE L

bytes_in 355 0 DB 4 0 N S

bytes_out 155 0 P L B0

connections _alloned X $6 72 ) URL 5057 0 Vit e e M

connections_denied X TR E B URL 3800, H 333 e 1 1) 4% 1) SRS 1T A 41 240 P e P i

id I BORAE T Bt 240z ] o,

sensor_address AR AR S E WA ) TP Hulik . 4% XA ipva_address, ipv6_address.

sensor_id Pt IR0 B4 ID.

sensor_name A FONAR A 1) 52 B I AL R

sensor_uuid ZE A IME RIS, W0H sensor name A nuil, MIMARIRFFA oo

start_time sec D (A1 B T 46 H AR [A] Y UNIX B[R #k. A aNER, 153 E
JE B GL RIS IS (][] B, 28 5-3 T

session_stats_current_timeframe Bx&

ﬁ\aﬁ/i.ﬁﬁr: session_stats_current_timeframe ?%J:ﬁﬁfﬂ%ﬁa

session_stats_current_timeframe /=5 Z 1]
UL 75 0 A T AR ] 24 A 40 20 WP OB MO, 10 sensor name MERFHERI.

SELECT sensor_name, connections_denied, connections_allowed
FROM session_stats current day

ORDER BY sensor_ id DESC;
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ssl_stats current_timeframe

ssl_stats_current_timeframe Bl 7 SSL ERHI i1 EdE . v AR IE

(Al S B T Bl

ET%E current_day- current_month %D current_year é}fl‘l’%, MEJ

52 71,

ﬁ?% ssl_stats_current_timeframe %E’Jﬁélﬂ'fn ) 1H

® ssl stats current timeframe FEZ, % 5-11 T

® ssl stats current timeframe B&,

% 5-13 I

® ssl stats current timeframe RfHEIf), F 5-13 T

ssl_stats_current_timeframe FE%

TRV T LLAE ss1_stats current timeframe 3% T 17 ] [ ?E{L o

Z IR LT &0

ssl_stats_current_timeframe

. . BRI

SR GE T R ER R R AF AT

PR (AT R AR AL 55 1 [

7B
7 5-10 ssl_stats_current_timeframe FE£Z
FE WiER
block EARBEEMEO T EFH SSL 2 1EH = .
block_with reset EEBEMEL T EFH SSL & 1fifE.
cached_session HELE AT A SSL S iHHE.
cannot_determine verdict VAL SSL A HA 8] A A= [ 48 T AR 0=
cert expired WEH 2k AR SSL i & .
cert_invalid_issuer WEF MR & TCAEAE RS CA FIIZR N AR SSL il i & .
cert_invalid_signature UEF2E 4 TER SSL 2 iU .
cert_not checked IEP AR AR SSL &%
cert_not_yet valid IEF M ICH SSL =ik & .
cert revoked WEP YRS I SSL 21 # & .
cert self signed IEF N 21 SSL ik HE .
cert unknown WEFIRAS R A SSL & 16%E .
cert valid WEP A 2 SSL & 1Gi5iE .

cert_validation_cache_hit

£ B0 UE G2 A7 7 B 5 A K

cert validation cache miss

PRI UEAT T R BN AS IR K

decrypt_resign_self signed 5 0 B ZEUE 5 1 SSIL 2 U i B At 5 25 5 V2 A 4 1 T
decrypt_resign_self signed replace_key_ |{fi F| H 25 UF-H ) SSL <151t BN 5 5 o 25 5H 1) fift 2% 8525 J7 VE WY il 35 1)
only W\ﬁo

decrypt_resign_signed cert AR AR 1) SSL 2 U (5 Bl 5 EH 28 05 8 e 2 14 T
decrypt_with_known_key SSL 2 1 it By £ J1 2 BH 5 VE WA 2 0 VB

decryption_error

TEfif 5 W IA) IR R 1) SSL 2 i HUe

do_not_decrypt

SSL 2 U 5 BILAE A gt 2 1) KR
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M ssl_stats_current_timeframe

## 5-10 ssl_stats_current_timeframe F£¢ (4)
FE UiER

handshake_error

PEAL SSL R 2 1 & AE 48 FA5 R B E .

orig cert cache hit

TEGA7 R B FAAE 5 1 K

orig cert cache miss

FEGEAT AR B SR A TE A5 1 R

resigned_cert_cache_hit

E LA Th 4R B A UE AR H

resigned cert_ cache_miss

FEGEAF Th R B H 2R B ICER

sensor_address

ﬁiﬁi%#ﬂ’]“ﬁvﬁ%u%ﬁ‘] 1P ﬂﬂiﬂ:o 7]‘%5%?’9 ipv4d_address, ipv6_addresso

sensor_id

RO & 1 ID.

sSensor_name

A A I 52 R I A4 PR

sensor uuid

ZE VA TIME—FR IR, W sensor name N nuil, NMARIRFFN oo

session_cache hit

A3 SSL 21 1D 538 40 5 1K R E

session_cache miss

TEZAF AR T SSL &1 1D BIH 1 B IR EL

session_incorrectly_ identified_as_ssl

WA R IR A SSL 21k B & .

ssl compression

fEH SSL E4i &1 8=

ssl_sessions_decrypted

WL ITh 25 1) SSL =1k Bz .

ssl_sessions_not_decrypted

R AR 1) SSL 2 i U .

ssl_sessions_reused_by id

SSL 2 1 HBT ] ID Rk H

ssl sessions reused by ticket

SSL 2 i 57 i FH 368 R 1 ) K

ssl_sessions_with_ errors

FATERR R SSL £ TH £ .

ssl_v20 fEEH] SSL 2.0 FitAs 1) SSL i .
ssl_v30 fEH] SSL 3.0 FiuAs 1) SSL 2 il ¥ .
ssl_version_ unknown ﬁffﬁfﬁéﬂ SSLAWiZKEﬁ SSL ﬁ%iﬁggo

start_time_sec

W5 1] B JF 4 H B AN TR] ) UNTX Hﬂ%k BRIEMER, BESH
e E A WS RN A ARG, & 5-3 T

£ls v10 {EH TLS 1.0 fRAM SSL 21 $i & .
tls vil fiF TLS 1.1 fRA 1 SSL & iE 8= .
tls_vi12 8 TLS 1.2 A SSL 2 ih 8 &

total ssl_sessions

R E ) SSL 23 1 I S 4L

uncached_session

1D B K1 1K) G A7 B SR BELLE ff 3 1 K

undecryptable_in_passive_mode [ B A T B T AR 25 10 SSL 2 AR
unknown_cipher suite PRSI B S5 1) SSL 228 BB
uncupported_cipher suite P4 {EL A 52 S0 I 5 45 0 SSL 2 WO
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storage_stats_by_disposition_current_timeframe [ |

ssl_stats_current_timeframe Bx&

1@‘:%/275: ssl_stats_current_timeframe %L?ﬂﬁfﬁ%éo

ssl_stats_current_timeframe 75 Z5if]

PATR 75 D0BA JERER 0] 25 H ) SSL 2R 8 . OB RISl RIS A2 05 DLER S X
TREMER R, %M sensor_name FEFHESI .

SELECT sensor name, total ssl sessions, ssl sessions_decrypted,

ssl sessions not_ decrypted, undecryptable in passive mode
FROM ssl_stats_current_day

ORDER BY sensor_id DESC;

storage_stats_by_disposition_current_timeframe

storage_stats_by disposition_timeframe %@é‘ﬁﬁ%‘l#ﬂ‘]?ﬁﬁi&ﬁo mu*ﬁﬁ?%\ j@ﬁ\
A IR 5 RIS TR) 2 B 48 1 040

BV f# current_day. current_month MM current_year Zil 3%, 5SS IR EE R KIS,
% 5-2 UL,

ﬁ?% storage_stats_by_ disposition_timeframe %E/‘Jﬁgﬂﬂg E‘, I%Eéé%l)ﬂ U\F/[\#f
® storage stats by disposition current timeframe FE, % 5-13 W
® storage stats by disposition current timeframe &, 5 5-14 W

® storage stats by disposition current timeframe REIEM, 5 5-14 W

storage_stats_by_disposition_current_timeframe =E¥

F%U‘E EH ﬁ‘:ﬂ U\T'f storage_stats_by disposition_current_timeframe %% ‘:F' Uj I‘Eﬂ E‘]?Eﬁ ° .[H:%E_g‘
FR) BT A 2 R AL A TR B - B

7 5-1 storage_stats_by_disposition_current_timeframe F£;

FER iR

bytes written I/ﬁ:j(d\ (—?dljj) R

disposition A BPEERIRES . TR RE L

o cLEAN - R RZER, MMLEERBRM
o UNKNOWN - /Nl 58 SO A2 5 AL B 3 B A
e MALWARE - A& B E B .

o UNAVATLABLE - YA VLM BR = RIZIER UL T BN, U8R
7 IR 55 A 97 H 1 5K

e cusToM SIGNATURE - (A5 H P e e ULhe, FFECIUH P igE
177 AT AL BE

number_dropped VR 5T ) SO 4 25 37 IO MU
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[ | storage_stats_by_file_type_current_timeframe

# 51 storage_stats_by_disposition_current_timeframe & (4)
FE L

number_stored

WEAE S 1A ST A7 1 K

sensor

I 2 ST B 1 1D

sensor_address

ﬁiﬁi%’f*ﬂ’]’i’%l}%ﬁ@ 1P ﬂ‘{_j,iﬂ: *%iﬁ?\j ipv4 _address, ipv6_addresso

Sensor_name

AN AR F A B2 B B A R

sensor_uuid

ZE VA TIME—FR AT, W sensor name N nuil, NARIRFFN oo

start_time_ sec

B 18] B 4G H BHFNE B 1 UNIX B 8. B XVEgiE R, E5mie
EB WG THR B A RS, 5 5-3 T,

storage_stats_by_disposition_current_timeframe EX &

ﬁ‘:%Yfrf session_stats_current_timeframe %%J:#Mf@éé\o

storage_stats_by_disposition_current_timeframe 7~ Zif]

DL B 6 B A [ A 3 (0] 2 25 57 A7k O SO R, 4% sensor_name FEFHESI

SELECT sensor_name, number_ dropped, number_ stored
FROM storage_stats_by disposition_current day

ORDER BY sensor_name DESC;

storage_stats_by_ file_type_current_timeframe

storage_stats_by file_type_current_timeframe %@{E’TT& ﬁﬁ I{#%@ﬁ”ﬁﬁ@ Eﬁﬁ%lﬁﬁ E':] éfﬁﬁ“
Bym. ol UARYE 795 &R BRSNS B

BV f# current_day. current_month M current_year Ziil 3%, 5S4 ST IR EE R KIS,

% 5270,

ﬁ?@ storage_stats_by file_ type_current_timeframe %Eﬁﬁélﬂ'fm o) lﬁ IFEJ U\T%‘D

® storage stats by file type current timeframe FE, % 5-15 7T

® storage stats by file type current timeframe BX&, % 5-15 T

® storage stats by file type current timeframe Rf|ZEif), % 5-15 T
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transmission_stats_by_file_type_current_timeframe [ |

storage_stats_by_file_type_current_timeframe FE%

F%U‘E EH ﬁ‘:ﬂ U\E storage_stats_by file_type_current_timeframe % ':F‘ Uj IEJ E/‘J?E&L o JHS%E@ E@
T 2R #0602 A 1R i 2 B

#* 5-12 storage_stats_by_file_type_current_timeframe Ff&
FE WiAR

bytes_written

AR G

file type

ARSI B 5 S A K SO SR

file type_ id

I 22 S AR AL ID % 5

number_ dropped

WEEFF SRR S B

number stored

A7 B SRR SO A B

Sensor

A0 B S B4 (1 1D

sensor_address

EEEEZ%#H‘J%%&%E‘J 1P f@iﬂ:o 1‘%:‘&7\] ipv4 _address, ipv6_addresso

sensor_name

HERRNAR S IR B I A PR

sensor uuid

SE WA TIME—FRIRAF, W sensor name N nuil, NMARIRFFN oo

start_time_sec

D [F) B T4 H AN [R] ( UNIX B 8. 3 0TEAIfE B, 165 e
SE AW GLTRIN I (] [a] b, 55 5-3 10,

storage_stats_by_file_type_current_timeframe BEX&

1@‘:%/275: session_stats_current_timeframe %Lfﬂﬁfﬂ%é\o

storage_stats_by_file_type_current_timeframe <4525 1]

PR 7 90 B A% SRR R 0] 2 H e 5 SRR I SO EOR:, 4218 fide cype BEFHES.
SELECT sensor_name, number dropped, number stored, file type

FROM storage stats_ by file type current day

ORDER BY file type DESC;

transmission_stats_by_file_type_current_timeframe

transmission_stats_by file_ type_current_timeframe %%@é‘fﬁﬁﬁi#%’éﬂtﬂﬁﬁ‘] aﬁﬁ%Iﬁ: EI/‘J
GuitHdE . o DAARIE . R AR SR SR B ST R

ET@E current_day~ current_month *ﬂ current_year éﬁﬁ‘%y 1%572%@] ?}Eﬁﬂﬁﬁai@ﬁ‘]ﬁﬁ%‘%ﬁ,
% 5271,

ﬁ?@ transmission stats_by file_type_ current_timeframe ?%EGI$€EEH§ Eu i%zjlﬂ U\T%*ﬁ
® transmission stats by file type current timeframe FE, £ 5-16 T
® transmission stats by file type current timeframe &, % 5-16 T

® transmission stats by file type current timeframe RfIEf, 5 5-16 T
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B5E FHR: GHREE |

[ | url_category_stats_current_timeframe

transmission_stats_by_file_type_current_timeframe FE%

F%U‘E EH ﬁ‘:ﬂ U\E storage_stats_by file_type_current_timeframe % ':F‘ Uj IEJ E/‘J?E&L o JHS%E@ El‘]
T 2R #0602 A 1R i 2 B

% 5-13 transmission_stats_by _file_type_current_timeframe F£;
FE L

bytes sent

A 7175

file type

ARSI B 25 S A I SO 2R

file type_ id

I 22 S A SR AL ID %5

number_ dropped

WEE T SRR ST B

number_ sent

R IE LSRRI B

Sensor

A0 B S e (1 1D

sensor_address

EEEEZ%#H‘J%%&%E‘J 1P f@iﬂ:o 1‘%:‘&7\] ipv4 _address, ipv6_addresso

sensor_name

HERRNAR S IR B I A PR

sensor uuid

SE WA TIME—FRIRRF, W sensor name N nuil, WMARIRFFN oo

start_time_sec

DL [F) B T4 H AN [R] ( UNIX B 8. 3 0PEAE B, 165 e
SE AWM GLTRIN IR (] [a] . 55 5-3 10,

transmission_stats_by_file_type_current_timeframe EX&

ﬁ‘:%/fa—: transmission_stats_current_timeframe %J:#Mfﬂ%%o

transmission_stats_by_file_type_current_timeframe 7= {5l Z 16

PAR B R BRI IR 8] 24 H 4 B A AR IR BRI £ile_cype FEFHES.
SELECT sensor_name, number_dropped, number sent, file_ type
FROM transmission stats_by file type current day

ORDER BY file type DESC;

url_category_stats_current_timeframe

url_category stats_current_timeframe 3¢f 5 18 URL 25|/ 5 URL iF 3k < BL 1 & F2 A0 75 7%
{E RIS S mT DAPR i) e e 42 0 B ) S W A T A .

ET@E current_day- current_month *ﬂ current_year éﬁﬁ‘%y 1%572%@] ?}Eﬁﬂﬁﬁai@ﬁ‘]ﬁﬁ%‘%ﬁ,
% 5271,

7@‘3\% url_category_ stats_current_timeframe %%H@l$?£ﬁf§ E\ ’ ﬁ%zjlﬂ U\T%*ﬁ
® url category stats current timeframe FE, 8 5-17 T
® url category stats current timeframe Bt&, 8 5-17 W

® url category stats current timeframe RfIEIf, & 5-17 T
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url_reputation_stats_current_timeframe

url_category_stats_current_timeframe £ E%

TR UL R PATE url_category_stats_current_timeframe A ?E\i‘ o

7# 5-14 url_category_stats_current_timeframe ££¢

FB WEER

bytes_in FEHE 7E [ 18] B8 PN R N sl I 1T 4
bytes_out FEFE 5E 1 18] B P9 1 L b O 2 1 4
category URL #1255

connections_allowed

Xt 458 %€ 1) URL 5 i fo VF R E KR .

connections denied

XF T 46 € B9 URL 28530, eh T3 e Uy Il 42 1) SR8 T 4095 46 ) S e B0 .

sensor_address

pavapizan

XE

sensor_id

J:!:’i}?/}ﬁiﬁg 1&%5‘] 1P :H‘I_in_IJ:o 1‘%’:—&7\] ipv4_address, ipv6_addresso
o WU I8 B P B2 L A T R AR I

sSensor_name

WAz iR 2 W%

sensor uuid

ZE WA WIME— RIS, WIER sensor name N null, NIHARIRTEA oo

start_time_sec

DR IRIREIT UG ) UNIX I RER. A SR TR B 015 2, ES i &g
TR W 1] R Bg, 5% 5-3 UL

url_category_stats_current_timeframe £ &

ﬁaﬁ/f’—f'f url_category_ stats_current_timeframe %%J:Tﬂﬁ—‘ﬂfﬁo

url_category_stats_current_timeframe 7= {5216

AR iR [ £x 2 25 5% URL B0 B0 3 000 5 7R 45 58 I 7] [ B P A0 5 3R N 0 A0 4 3t it
TR LR SRV AR 26 R

SELECT category, sensor name, sensor_ address, start_time_sec,

bytes_in, bytes_out,

connections_allowed, connections_denied
FROM url_category_stats_current_year
WHERE category="Games"

LIMIT 0, 25;

url_reputation_stats_current_timeframe

url_reputation_stats_current_timeframe 2%@,{5’\5?5‘7\? %‘%kﬂ':] URL I%EEJ{?%E% E@@?ﬁ*ﬂ%ﬁ{fﬂ%
BERGHEE. W DERERERZE & FRGIERE R,

XE

ET% current_day. current_month *ﬂ current_year é’fﬁﬁ‘%, I%Eé%l)ﬂ éﬁl‘[’ﬂﬁ?ﬁ%ﬁ/‘]ﬁﬁ%%‘“'@’
% 52 7,

ﬁﬁ‘% url_reputation_stats_current_timeframe ?%E"Jﬁéﬂﬂ% E\ ’ l%zé%lﬂ u?%:ﬁ
FH, ¥ 5-18 T
K&, 8 5-18 I

~filEif), 8 s5-18 W

® url reputation_stats_current timeframe

® url reputation stats current timeframe

® url reputation stats current timeframe
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[ | url_reputation_stats_current_timeframe

url_reputation_stats_current_timeframe FEg
F%U‘E EH ﬁ‘:ﬂ U\E url_category_ stats_current_timeframe % ':F’ lﬁ IEJ E/‘J ?Eﬁ °

3 5-15 url_reputation_stats_current_timeframe F£

FE L]

bytes_in TEFE E B[R] B% P ) Nl i 2 71T 3
bytes_out FEAE 7 [ 18] B& P 1) H sl 7 2 1T 4
connections_allowed REHIEEE.

connections_denied PR T3 S U ] 45 1) 55 S 1T 0 4 A6 PR T F R =
reputation 5 g K] URL GBI R . BAR I —:

® High risk
® Suspicious site

® Benign site with security risks

Benign site

Well known

Risk unknown

?ﬁ/)ﬁ%ﬁg &%1&%% IP ﬂﬁiﬂ:o %ﬁ?‘\j ipv4_address, ipv6_addresso

>

sensor_address l

B

sensor_id AR R WA N IR IR .

sensor_name M R 52 A I A4 K

sensor_uuid ZE WA IME—FRIRAF, WK sensor_name N nuil, MIBLFRIRFFA oo
start_time_sec DN (FIREIT 46 ) UNIX B[Rk A %46 € TR R (8, 155 R € BlSt

THRIN A BB R, 55 5-3 L.

url_reputation_stats_current_timeframe £ &

%Eaﬁ%ﬁff url_reputation_stats_current_timeframe<%§J:fk%fﬁ%%§o

url_reputation_stats_current_timeframe 7~ 5| Z1f]
DL &R A 5 %2 25 %K H url _reputation stats_current month 7eMEZ 0. F&ICEIIAE
G VI 90 T 6 49 2 SR 05745 0B % e ¥ R e e

SELECT sensor name, sensor_ address, reputation, start time sec, bytes in, bytes out,

connections allowed, connections denied
FROM url reputation stats_current year
WHERE reputation="High risk"

LIMIT 0, 25;
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user_ids_stats_current_timeframe

user_ids_stats current_timeframe

user_ids_stats_current_timeframe T N, & ViR ISt EE DL A% H X4y i 2w
GuitEds .

E T ﬁiﬁﬁ%’éﬂ E'(] current_day. current_month *ﬂ current_year ﬁ ’ MEJ |5€J éfﬁﬁ‘ﬂ&ﬁj‘ﬁﬁ’] ﬁﬁ%fﬁ
P, 2 5-2 T,

BREMARBSEIT RN —BES, ESH THAIHREER, 8 520,
ﬁ?@ user_ids_stats_current_timeframe %%E’Jﬁéél{”u o] lﬁ |Ea U\?%'ﬂ

® user ids stats_current timeframe FE, % 5-19 W
® user ids stats current timeframe B&, % 5-19 W

® user ids_stats current timeframe RIEH, & 5-20 T

user_ids_stats_current_timeframe %

N RULHAE ] DLE user_ids_stats_current_timeframe 3¢ Vi A ) FEX o

7 5-16 user_ids_stats_current_timeframe E£
FEE R
blocked

H T3 S N\ AR SRS T A4 FEL o (1 JE P M

impact_level 1

MR FREF BN 1 (BB AR FHAEE.

impact_level_ 2

NP LSRRI G0 2 (AT RE 5 2 Bt ) IR A8

impact level 3

AR P HREEI AN 3 CERLERTAR 528t NGBS H0R

impact_level 4

NHFAEF BN 4 CRATE R N FHAHCE.

impact_level 5

NS Z R 5 CRANRTD R FEAHE.

sensor_ address

I MERZERSAT IP #hlik. XN ipve address, ipve_addresso

sensor_id

I I 5 1) 52 B A B AR RS

Sensor_name

6 I I B 1) 52 8 LA (R A R

sensor_uuid

B M ARINGE, IR sensor_name Jy na11, MIHLAREUTN o

start_time_ sec

T 8] BB R U6 Y UNIX B[R . A %fs 2 P RpE S, ES e Ehsg
T 2R W AR TR TR B, 26 5-3 Tl

user_id Hif: S ENLHE P N R IR S

username JEEFENMHPHEP 4.

would_have_dropped RN E T ORISR E N EF R, R REEFNEER
HFI%E.

user_ids_stats current_timeframe Bx&

,4{5‘ %/fﬁ? user_ids_stats_current_timeframe ﬁi#ﬁf Hééﬁ o
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M user_stats_current_timeframe

user_ids_stats_current_timeframe 75 Z14]

U\Fﬁlﬁﬁﬁlﬂe‘x‘% 25 %5’%5 user_ids_stats_current_month i%ﬁ‘]ﬁ)jlﬂﬁto /ME%%‘B@%&}%
1% username [ PH BRI N FAT B E &

SELECT username, start_time_sec, blocked, impact_level_ 1, impact_level_ 2,
impact_level 3, impact level 4, impact_level 5 FROM user_ids_stats_current_ year

WHERE username="username"

LIMIT 0, 25;

user_stats current timeframe

user_stats_current_timeframe ¢/ ¥4I/ Rl 7y (¥ 98 4 AN S il R AF (Fevr BRI
EHD MG R . st R DURR H06 42 R 1 R BRI A

ET@@ current_day- current_month *ﬂ current_year é}‘ﬁﬁ‘%y 1%572%53 gﬁl‘[‘ﬂﬁﬁ%%ﬁ@ﬁﬁ%#@‘rﬁ;
% 5271,

N2 33 - e 2 s
AREAMEE, HSRT &7
® user stats current timeframe FE, % 5-20 W
® user stats current timeframe EBt&, £ 5-21 W

® user stats current timeframe R{EM, 5 5-21 I

user_stats_current_timeframe RE%

_F%lﬁé Eﬂ T’S‘ﬁf U\T'f: user_stats_current_timeframe ﬁ ':F' 'Lﬁ IEJ EI'(JEY:E% °

7#* 5-17 user_stats_current_timeframe F£¢

FE AR

bytes_in T8I0 2 1) B P T e FH P N b R B 1 2 1 4
bytes_out TE DU 5 TR R PR X T e FH P b sl R 1) T 4
connect ions_allowed A TR I ) P 7 9 ¥ B B MR

connections_denied

Xt I 3 e i ) 42 ) SRS T AR 8 P R M

sensor_address

H’ﬁ}ﬁ/ﬁ%EG§%ﬁ%% 1P Hhudit. %ﬁj‘\j ipv4_address, ipv6_addresso

sensor_ id

R B 28 WA N AR IR S .

Sensor_name

U B 1) 52 BRI AR

sensor_uuid

SEE B IME—FRIRST, WIER sensor_name 4 null, MILARIRAFAN 0.

start_time_sec

DN (FIREIT 46 ) UNIX B[Rk A %46 €T IR R A 2, 155 R € Bl
TN I (e e B, 2R 5-3 L.

user_id

fi i 6 R B A AR EALR T B A AR IR

username

f i ok B SRR BN T B P A
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user_stats_current_timeframe

user_stats_current_timeframe BX&

ﬁ‘:%Yfrf user_stats_current_timeframe %%J:#hﬁﬂéé/a\c

user_stats_current_timeframe 7= Z516)

PN BRI 2 25 S DR e A0 2% 10 SRt A0 35 A8 00 eI 1A ] o AN s R0 S 3l ) 1
CA L So ¥ ANE 2 )3 4%

SELECT sensor name, sensor_address, username, start time sec, bytes_in, bytes_ out,

connections_allowed, connections_denied
FROM user_ stats_current_year

WHERE username="username" LIMIT 0, 25;
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BR: ZIMBEHFIEERET R

REAEHFEH T R ER N AR T2 S NS ER.

FireSIGHT 2 Gt {E M 725 AT UFN IR 4% 1 48 Bl 7= A5 R 9t 2 ) e 48 A il i IS4

WX 285 IR BT 2 50 1 R B S A TP A 1R X 485 5 7 RS R ARG 22 o T B AN G0 1) Py 2 AT RN IR 4% 7%
%, WEMFEASEHIERS . WMEHR. BhmMNE. FHEME. RAEER.

JRF XS E ML AT RE 25 5 18 52 1 B AR B b B TR Mo i B . BREY B IR IR EE & (VDB),
MR FE2E X2 2% Bugtraq 48 FE A MITRE [ CVE $3 FE . 36 v LU EHU N THEE, S
= IR IR B

TETER, WML A e T REE EHLIME B T R AR LAY 28 DL R 37 i ¥ 9m & 0 o] FH IS B
ENGP

HREMER, HSH PRSI T . Version F$ER L& R FireSIGHT R4 /A . BIR
METE SRR R R AR AR, (HR R BRI A OE  H C A H IR A B, DA
Redk 3RS

# 6-1 LB TIPSR GT T TR
BEEH FRAXUTHENEENE.. iy A&
application_host_map, = 6-4 7T T M 428 D0 24 T 32 LB 2 ) R 5.0+
application_ip_map, i A-1 7T 57 WA X g rhoA I 3 1) SR SR BRI 200 L AR, L |52+
B R AR -
application_ip_map,  A-1 1L 57 M A I % rRORS U B 7 R R ORBR A 2R 0 Axid. L (5.0-5.1x
YRR AR -
?‘:E 5.2 ﬁﬁzfi':‘:' Eﬁ)ﬂ o EH application_ip_map,
£ a-1 WM.
application_tag_map, 2§ 6-7 7T 57 W A X % rhoA DU 3] ) 82 SR BRI B 5.0+
network_discovery_event, % 6-9 7T RIAFEN N FE 5.0+
rna_host, # 6-10 UT KT WM EHLRFIEAREE . 5.2+
rna_host_attribute, 5 6-12 71 5WEEME e e EN B ENLE . 5.2+
rna_host_client_app, # 6-14 71 T Mo 428 I 2 v 32 LB Aar i 1) %) 5 P i B FH 5.2+
rna_host_client_app, % 6-14 JU SEW MR EHL BRI E A HTTP (Web 3% 5.2+
AR i N IR AR
rna_host_ioc_state, 2 6-19 7T TEA FEMLIBPPIRE - 5.3+
rna_host_ip_map, = 6-23 T EExt A fE N TR ENVE ML ID 5 MAC #ilikSeEe,  |5.2+
rna_host_os,  6-26 7T T W 42 ) 286 vh AL A I B B E R 4 5.2+
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38 P m IR TR S BBR ) 58 =T IR

(http://www.cve.mitre.org/)e

|
# 6-1 BB FIERG TR (%)
BSE...... FREXUATHENERNR.. 7
rna_host_os_vulns, % 6-27 I 5 W2 W 25 o 1 = LR e R 5.2+
rna_host_protocol, i 6-29 U1 T Mo 428 [ 286 v 2 AL A W 21 9 B 4.10.x+
rna_host_protocol, i 6-29 I s A2 I 8% 50 1 32 WL A2 8 B AH SGI EHL 5.2+
rna_host_service, i 6-32 T T M 428 I 286 v 32 AL A I 21 ) A 55 5.2+
rna_host_service_banner, i 6-34 71 X 2% 37t B PR 1 S 7E W s X 4% S AL A B AR 45 | |52+
i AT NG 1 A I = o 7191
rna_host_service_info, % 6-35 7L TE W8 2 R 4% v 2 ML G 3 ) B 45 B VR4 B o 5.2+
rna_host_service_payload, i 6-38 T 55175 M 42 X % m L b 0 1) ) Ml 55 DR R 1 A7 AR 5.2+
rna_host_service_subtype, % 6-41 T TE W 425 9 &% v 32 WL RS0 281) 1) AR 2% 1) 1 IR 55 5.2+
rna_host_service_vulns, %5 6-42 51 5570 W 2 9 4485 v 2 L R 00 381 1) R 4% S B ) TR 5.2+
rna_host_third_party_vuln, f 6-43 T 5 W4 28 o 1) ENLORIR I 28 = 7 IR 5.2+
rna_host_third_party_vuln_bugtraq_id, % 6-45 T |5 M3 W4 d i) FHL 58 Bk 5 Bugtrag B EH 5.2+
(IR ) S B 1) 28 = 7 Y ]
(http ://www.securityfocus. com/bid/) o
rna_host_third_party_vuln_cve_id, #f 6-46 7T 5 I W 2% v 1 ENL GBI Hit 5 MITRE () CVE % 5.2+

rna_host_third_party_vuln_rna_id, %% 6-48 U1

55 % W 2% b ) EHLORER T HAE 5 VDB A e < BBk
{55 =7 IR -

5.2+

rna_ip_host, % A-1 71

FF WML IP EHREAG R,
FS2 AT EFH. M rna host, F 6-10 TH.

4.10.x-5.1.x

rna_ip_host_client_app, # A-1 1T

4% 0 26 v L AR 3 0% i 1

FES2WAFEFH. 1 rna_host_client_app,
£ 6-14 THA

4.10.x-5.1.x

rna_ip_host_client_app_payload, %f A-1 71

S5 REZEME T TP FHL AR F HTTP (Web 31 %
NIk IV DS Rk

ES2 RAFEFHFH. B rna_host_client_app,
£ 6-14 REHA

4.10.x-5.1.x

rna_ip_host_os, % A-1 T

FE M2 A 2% rp TP LN B AG I 2 R AF R ¢

FES2MATEHEH. i rna_host_os, % 6-26 |
B

4.10.x-5.1.x

rna_ip_host_os_vulns, % A-1 7T

5 yEm g b i) 1P NG IRE o

?‘:E 52 ﬁﬁzl-(t{j aﬁﬁﬁo &3] rna_host_os_vulns, £ 6-27 W
B

4.10.x--5.1.x

rna_ip_host_sensor, #; A-1 JU

W 2% T A I 3 TP FHLE) 28 WM R 1) TP
FHL.

5.2 H‘)iZIKEF‘ Eﬂﬁ)ﬂo 8| rna_host_protocol, & 6-29 T
B

5.0-5.1.x
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7 6-1 XY EHFIEBRGI R TR (&)

FRAEXUTREFNESHER..

IS

rna_ip_host_service, # A-1 71

FE ML P 26 TP E ML EAS I E] R 55

FES2MATEFHH. H rna_host_service, & 6-32 T
B

4.10.x-5.1.x

rna_ip_host_service_banner, % A-1 71

RR) £ 37 e rh A g 7 W X 8% o S AL R T 380 £ IR 5% £
MRS LR AR AT CREMED T35 B bR

E 5.2 WZIKEF' E‘ﬁﬂ% ° EE rna_host_service_banner,
£ 6-32 R,

4.10.x-5.1.x

rna_ip_host_service_info, #HOA-1 T

FEME A 46 TP N1 EAS I 0 P A 55 (0 PR 15 12

E 5.2 H&KEP E&‘?Hﬂ o EE rna_host_service_info,
£ 6-35 T,

4.10.x-5.1.x

rna_ip_host_service_payload, 3 OA-1

SR R 25 TP L b AGH I 3 4 iR 55 S BB A B 28K

?‘:E 5.2 WZIS‘:F‘ Eﬁﬁﬁc EE] rna_host_service_payload,
% 6-38 B,

4.10.x-5.1.x

rna_ip_host_service_subtype, #HOA-1 T

FE H A2 0 2% op TP LA I 2 £ IR 55 1 1 R 55

E 5.2 ﬁﬁ$¢ Eﬁﬂ% ° E\IEI rna_host_service_subtype,
£ 6-41 THA

4.10.x-5.1.x

rna_ip_host_service_vulns, % A-1 7T

SRR R 25 TP AL AGH I 3 (4 iR 55 S IR O I

?‘:E 5.2 WZISEP Eﬁﬁﬁ ° EH rna_host_service_vulns,
& 6-42 WAL,

4.10.x-5.1.x

rna_ip_host_third_party_vuln, % A-1 7T

5l P R4 ) TP LSRR 8 = R
7552 AT EF .

rna_host_third_party vuln, % 6-43 ﬁi;ﬁé’f‘ho

4.10.x-5.1.x

rna_ip_host_third_party_vuln_bugtraq_id,
% OA-1 T

HIEEm g r) 1P ENLCH Hik 5 Bugtraq £
H R RS VIR DG B ) 56— U TR
(http://www.securityfocus.com/bid/)s

fE52 A EHH. H

rna_host_third_party_ vuln_bugtraq_id, & 6-45 71

BAC

4.10.x-5.1.x

rna_ip_host_third_party_vuln_cve_id, % A-1 71

5l 2% b i 1P EHLSCHR T His 5 MITRE /] CVE
B P R IR IR S IBG 1) 56 = 07 U I o
(http://www.cve.mitre.org/).

fE52 AP EHFM. W

rna_host third party vuln cve id, & 6-46 B/,

4.10.x-5.1.x

rna_ip_host_third_party_vuln_rna_id, % A-1 5{

SRR 1P EHLRER HiE 5 VDB 1 i
FRBK A = J7 I
£ 52 AT EFH.

rna_host_third party_vuln_rna_id, &£ 6-48 ﬁ;cé’fto

4.10.x-5.1.x

rna_ip_host_user_history, %§ A-1 T

PP 2 kR sE TP EHLI A PSS .

?‘:E 5.2 WZISEP Eﬁﬁﬁ ° EH user_ipaddr_history,
% 6-55 R,

4.10.x-5.1.x

rna_mac_host, 5 A-1 71

AR R MAC EHL CE TP HUAERIEHD -

4.10.x-5.1.x
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7 6-1 XY EHFIERGIFAI TR (&)

HEH...... FREAXUTARHNEENE.. [I7F:N

rna_mac_host_sensor, &5 A-1 T W2 P SHE 2 1P FENLA 28 WS FH L1 TP 5.0-5.1.x
EH.

rna_mac_ip_map, 55 A-1 T TEM M2 TP FEHLA MAC Hudik. 4.10.x-5.1.x

5.2 ﬁﬁ$¢ Eﬁﬁﬁo 23] rna_host_ip map, 58 6-23 T

bl rna_host_mac_map, £ 6-24 ﬁ%’fto

rna_vuln, 3 6-50 T B VDB A 1 4.10.x+
tag_info, 3 6-53 L J A I 2 1) S YRR AE R B i . 5.0+
url_categories, 5% 6-54 T JE 7 M 5 ) 2% oh =M1 E U5 [ B URL 454E 92559 . 5.0+
url_reputations, i 6-55 U1 JE s M 2 W 2% v E WL U7 R ) URL FRAERI(EZS. 5.0+
user_ipaddr_history, #f 6-55 71 W W 2% h R 2 ENLRI A P Bl . 5.2+

application_host_map

application_host_map ¢ {02 5 7E W % F A I 5 (1 454> N2 SCHR R 28 ) FbRAC BOA5 8
HREAMGEE, ESRUT &

® application host map FE, % 6-4 W

® application host map A&, % 6-5 W

® application host map RIEM, % 6-6 T

application_host_map FE%
R 7] 7E application_host_map < 7 A 17 B o

# 62 application_host_map F&

FE BiEA

application id I FH ER) A B Bl

application name 78 F P UH R oR B8 AR

application tag id W O3, PLE 2R A null.

business_relevance NS TAERCR AR M RS (1 & s) , H 1 Rk, s ®ow
o

business_relevance description S S A RERI P (very lows lows mediums highs very high) o

host_id FEHLH ID 485 .

risk RIS HER (2 2 5) , Hrh 1 RoRREIRAK, 5 R B R .

risk_description S RBEHI UL (very lows low. mediums highs critical) o

Bl FireSIGHT RGBT IliER I
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application_host_ map

application_host_map Bx&
T:%éﬁﬂﬂjﬁfff application_host_map %%J:%R%?E@E%l*o

#* 6-3 application_host_map H#&
BRI EIER. ... 5.
application id app_ids stats current timeframe.application id

application info.application id
application tag map.application id

app_stats current timeframe.application id
connection log.application protocol id
connection log.client application id
connection log.web application id

connection summary.application protocol id
file event.application id

intrusion event.application protocol id
intrusion event.client application id
intrusion event.web application id

rna_host service info.application protocol id
rna_host client app payload.web application id
rna_host client app payload.client application id
rna_host client app.client application id
rna_host client app.application protocol id
rna_host service payload.web application id

si connection log.application protocol name

si connection log.client application id

si connection log.web application id

host_id rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host id
rna_host_os_vulns.host id
rna_host_client app.host id
rna_host_client app payload.host id
rna_host_ip map.host_ id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service banner.host id
rna_host_service info.host_ id
rna_host_service payload.host_id
rna_host_service vulns.host_id
rna_host_third party vuln bugtraqg id.host id
rna_host_third party vuln cve_id.host_id
rna_host_third party vuln rna id.host_id

rna_host_third party vuln.host id

| FireSIGHT R BIEERIOIER W
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M application_info

application_host_map 7= {5216
DT FEHIIE L % 75 nost_ta 4 & IR0 KA R F IO 15 ..

SELECT host_id, application_id, application_name, business_relevance, risk

FROM application host map

WHERE HEX (host id)

application_info

= "00000000000000000000000000000008™;

application_info %@ﬁ%ﬂ‘ﬂﬁﬂﬁ?ﬁlﬂ%iﬁ{ﬂﬂ @J E/‘J@% E@{Jﬁ‘ ‘% o

A LU B A application id f & 5K H application tag map 3¢ N HH CERIARICHIZR . [A)
ﬁw &l LB I A application_id Tﬁ?%ﬁ application_host_map IR E

ARMELR, ESHLLT &

® application info FE, % 6-6 I

® application info B&, & 6-7 I

® application info RHIEM, 5 6-7 I

application_info =FE%

R FH A/ application_info & H VI 1 FEL .

7 6-4 application_info =
T WEA
application_description Xﬂ-mm H{]U‘EEHO

application id

JS2FH A BB AR5 5

application_ name

FE I S _E R B A4 K

business_relevance

5 RN o

B2 5 Al TARRCR A R TR F6 5 (1 & s, Horp 1 BRI,

business_relevance_description

Sl AR U (very lows lows mediums high. very high) o

is_client application

TR ARSI £ 7 P A 75 D9 2 7 o ) — A BB

is_server application

7 P AGL I F) I P 2 15 D e 55 4 2 8 — > BB 5

is_web_application

TR PRSI (14 R FH A2 75 09 Web B R — 4> FLAEAR &

risk

P o

JSLHT TR KSR E (1 & 5D, Mo 1 FORMBRAR, s Fon/™mHE

risk description

Xﬂ‘ﬁkﬁﬁﬁ‘]ﬁéﬁﬁ (very low~ low~ mediums high Ml critical) o
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application_tag_map W

application_info BX &
FRYIH I TE application_info R _FPATHIELE .

#* 6-5 application_info B &

TR A TR, ... 5.

application id application host map.application id

app_ids stats current timeframe.application id
application tag map.application id

app_stats current timeframe.application id
connection log.application protocol id
connection log.client application id
connection log.web application id

si connection log.application protocol id

si connection log.application protocol name

si connection log.client application id

si connection log.web application id
connection summary.application protocol id
file event.application id

intrusion event.application protocol id
intrusion event.client application id
intrusion event.web application id

rna_host service info.application protocol id
rna_host client app payload.web application id
rna_host client app payload.client application id
rna_host client app.client application id
rna_host client app.application protocol id

rna_host service payload.web application id

application_info 7Rl ZEif]
PLREWIR A nost_id N s MM D3t

SELECT application id, application name, application description, business relevance,

risk
FROM application info

WHERE application_id="8";

application_tag_map

application_tag_map 3¢ T 7% 5 7E M 4% F AN 2 (18N B FH SCBR AR 45 & .
BREMEE, ESHLT &

® application_tag map FE, # 6-8 I

® application tag map H&, 8 6-8 W

® application tag map wHIEM, 5 6-9 T

| FireSIGHT R BIEERIOIER W



B6E FE

: BMEHIIRERER |

M application_tag_map

application_tag_map FE%

7:%§§Uﬂijff application_tag_map %%qjtﬁﬁﬂﬁﬁﬁzE%o

#* 6-6 application_tag_map F£¢

FE

application id

JS2FH B P AR 05

application_ name

FER P A B R R B RLA

tag_id PRICHI N ER AR S
tag_name fEfﬁfﬁE%Eﬂjiﬁaﬁ%EGEﬁiaEszjio
tag_type LRIz —: category'EE typeo

application_tag_map X &

FERYIH AT application_tag_map R EPATIEES

3* 6-7 application_tag_map BH&

TR A TR, ...

application id

app_ids stats current timeframe.application id
application info.application id
application host map.application id

app_stats current timeframe.application id
connection log.application protocol id
connection log.client application id
connection log.web application id

connection summary.application protocol id
file event.application id

intrusion event.application protocol id
intrusion event.client application id
intrusion event.web application id

rna_host service info.application protocol id
rna_host client app payload.web application id
rna_host client app payload.client application id
rna_host client app.client application id
rna_host client app.application protocol id
rna_host service payload.web application id

si connection log.application protocol name

si connection log.application protocol id

si connection log.client application id

si connection log.web application id

tag_id

tag_info.tag id
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network_discovery_event [ |

application_tag_map 7<{5IZ16)

DA B3R 0] 5 45 %8 B R P A AR id g %
SELECT application_id, application name, tag_id, tag_name
FROM application tag map

WHERE application name="Active Directory";

network_discovery_event

network_discovery_event XKW EH KT RAIMM ENIMAFAHIEE . FireSIGHT 5 G kil 2] i 4%
W2 BT AR 2 AR ORI A, oI R R BT I 2 T fE, 30 Al 38 2 BT R R 9 2% 55 7 o A
Al FEHI @ AN B I B N 46 B P TS AE U 2% BT I, FireSIGHT 2 4t 46 B ML

M FireSIGHT £4t 5.0 JRATT U5, network discovery event #AUE C.F H I rna_events 7.
ARUEAMEE, B RT &7
® network discovery event FE&, £ 6-9 T
® network discovery event Bt&, B 6-10 T

® network discovery event RfiIEf, 5 6-10 T

network_discovery_event =FEg

7:%%§UHjEIZE network_discovery_ event %%FPtEﬁﬂE@%ZE%O

7 6-8 network_discovery_event F£7
FE L]
confidence

FireSIGHT &S WK S HA D BEEE (MEM o £ 100)

description

XA AR B

event id

FHFH ARG -

event_ time_sec

Az A R H YIRS [ ) UNIX I JA)

event_time_usec

FF e R SORD 1 B

event type

gg##géﬁgo WUQD, New Host Y, Identity Conflicto

ip_address

ﬁt%ZE%Eigiﬁﬁ: i%%fé§ﬂ2[] nullo.

ipaddr

HAERTEE R ALK TPv4 B8 TPv6e Huhik it — iR 3R

mac_address

HAF P L BN MAC ik,

mac_vendor

FHAFFTIS B ENLE NIC B A4 7 o

port

fish S AP P 1) 2% i B T A5 P 0 9 11

sensor_address

E}?&Efm%ﬁ: EI/‘J %%lﬁ%m IP ﬂﬁiﬂ:o %ﬁ?‘\j ipv4_address, ipvé_addresso

sensor_name

PR B AT I R B

sensor uuid

ZE WA IME—ARIRTF, WHR sensor name A nuil, NHFRIRFFN o.

user_dept

B Bk ENLEH P T AERIER T -

FireSIGHT R HIBEETio1IERa




FeE PHE: BUEHMAKREE |

B ma_host
# 6-8 network_discovery_event F£F (%)
FE ki

user_ email

B Ji B S AL (R ik o

user first name

e Ja SR BN A4

user_id

) Bk ENLIT T A RS 5 .

user_last_name

e ok ENLET P IR

user_last_seen_sec

ST B a B EAUK A P, FireSIGHT & S & Ja ol 2 F P 3% 3 i) B B R0 ] )
UNIX I a3 -

user_last_updated_sec X i e SR BN, FireSIGHT 48 fie i 58T I 10 3 ) H IR 8] 9 UNIX

I JR) K

user_name

e R ENB M 4.

user_phone

B Ja SR ENLRH P I 5.

network_discovery_event BX&

7:%%5UHjEIZE anetwork_discovery_event %%J:f&??ﬂggﬁf%o

#* 6-9 network_discovery_event B&

TAIRA R, ... 5.

ipaddr rna_host_ ip map.ipaddr
user ipaddr_history.ipaddr

network_discovery_event ;= {l &6

rna_host

PATR AR (B 45 52 I 18] A ISR AD s, AR A& A AR IR, AL 1P stbdik 5% .

SELECT sensor_name, event_ time_sec, event time_ usec, event_ type, ipaddr, user_id,

hex (mac_address), mac_vendor, port, confidence FROM network discovery event

WHERE event time_ sec

BETWEEN UNIX TIMESTAMP ("2013-01-01 00:00:00") AND UNIX TIMESTAMP ("2013-01-01 23:59:59")

ORDER BY event time sec DESC, event time usec DESC;

rna_host #¢ /B & KT MM L I ENL ARG R .
M 5.2 WRAFIE, MR ACH rna_ip_host.
BHREMEE, ESRLLTS:

® rna host FE, F 6-11 W
® rna host B&, H 6-12 W

® rna_host mHIEM, ¥ 6-12 T

Bl FireSIGHT RGBT IliER I
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rma_host M

rna_host FE%
?%5” ﬁm{f rna_host ?%‘:F'lﬁ Iﬂj E‘J?Eﬁo

7 6-10 ma_host FE;

FE AR
criticality FEHEEME: None. Lows Medium BY Higho
hops N ZEATL B A I 380 2 AL PR B2 8 50 48 T ) 2 ik o
host_id FEHLH ID Y5 .
host_name EHLEI L FR .
host_type FEHLHIZEEY: Host. Router. Bridge. NAT Device BY Load Balancero
jailbroken TR R BN R R A RS2 R ) — A B bR & .
last_seen_sec F G0 e A I ) FEHLE B 1 H HAATET (8] (1) UNIX B AL
mobile fa skl B ENLR S AR BE — bR &
netbios_name FHl NetBIOS 4 FR-F 1 Hi
notes FEHLA Notes FHLIE MR H 25
vlan_id VLAN #3555 (GUEREHD
vlan_priority VLAN #ricd WA 5 L M8 -
vlan_type 7 VLAN Fric ()3 e 5 e i 28 4
o o- LUKM
o 1- A

FireSIGHT R HIBEETio1IERa
I m



FeE PHE: BUEHMAKREE |

M rma_host_attribute

rna_host BX &

NRFIHFFE rna_host £ EHATIELA

7 6-1 ma_host K&
BRI EIER. ... 5.
host _id application host map.host id

rna_host_ attribute.host id

rna_host protocol.host id
rna_host os vulns.host id
rna_host client app.host id

rna_host client app payload.host id
rna_host ip map.host id
rna_host ioc state.host id
rna_host mac _map.host id

rna_host os.host_ id

rna_host sensor.host id

rna_host service.host id
rna_host service banner.host id
rna_host service info.host id

rna_host service payload.host id
rna_host service vulns.host id

rna_host third party vuln bugtraqg id.host id
rna_host third party vuln cve id.host_ id
rna_host third party vuln rna id.host_ id

rna_host third party vuln.host id

rna_host ;=216

LR B R A 25 % rna_host B, AIETHL ID. VLANID. 5/5&E 2 BN E A EHLEA,
P E ML

SELECT host_id, vlan id, last_ seen sec, host_type

FROM rna_host

ORDER BY host_type

LIMIT 0, 25;

rna_host_attribute

rna_host_attribute R F R T HMIEM L b & BN RBK ENUBMERE S, HAAB DMK

rna_ip_host_attribute %%o

ARIEAE R,

WS LLT 5

® rna host attribute FE, % 6-13 T

® rna host_attribute B&, % 6-13 T

® rna host_attribute RfiEif), & 6-13 W
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rna_host_attribute =2E%

7:%§§Uﬂijff rna_host_attribute %%qjtﬁﬁﬂﬁgngQo

7 6-12 ma_host_attribute F££

rna_host_attribute

FE

A

attribute name

EWEYE. 40, Host criticality BY Default White Listo

attribute value

EHURPEE

host_id

FHLH ID %5 .

rna_host_attribute Bx&

7:%35UHjEIZE rna_host_attribute %%J:%R%TE@E%{%O

#* 6-13 rna_host_attribute K&
BRI SH®R. ... 5.
host_id application _host map.host_id

rna_host.host id
rna_host_protocol.host id
rna_host_os_vulns.host_ id
rna_host_client app.host_id
rna_host_client_ app payload.host id
rna_host_ioc_state.host_id

rna_host_ip map.host_id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_ id
rna_host_service_ banner.host_ id
rna_host_service_info.host_id
rna_host_service payload.host_id
rna_host_service_vulns.host_ id
rna_host_third party vuln bugtraqg id.host_id
rna_host_third party vuln cve_id.host_id
rna_host_third party vuln rna id.host_id

rna_host_third party vuln.host id

rna_host_attribute /=5l 251
LR 7 5 7 2L ID SEIER A 2 HLR R

SELECT attribute name, attribute_value

FROM rna_host_attribute

WHERE HEX (host_id) = "00000000000000000000000000000008";

FireSIGHT R HIBEETio1IERa




FeE PHE: BUEHMAKREE |

[ | rna_host_client_app

rna_host_client_app

rna_host_client_app 3¢t 7 3¢ T 78 W 2 W 45 v = L A6 21 1) 22 7 ot S 043 2.

FHE@ rna_host_client_app %%a

AREMELE, ESHLLT &

® rna host client app
® rna host_client app

® rna host_client_ app

rna_host_client_app FE&

FH, ¥ 6-14 T
BE&, %8 6-15 W

w~flEif), ¥ 6-16 T

‘Fﬁﬁu t[jﬂ?f rna_host_client_app ﬁ EPW [EJ E‘J?E/}% o

HAHK O

% 6-14 ma_host_client_app F£Z
FE AR
application £ 5.0 fRAF EFH T B XA E Z iR [l nuil.

application protocol id

R 080 PO B U146«

application protocol_ name

LA AE— T

o WIRBEUSWIRARAINIHL, U 7R N FH 44 FR
o WERARGEORITME LA, WEIR pending
o WIRGELBBAMAER, WoEE

application_type

£ 5.0 fRA T B At B XA il #R IR [l nuil.

client_application_id

an BT DL N, U 7 2 ) P9 AR 9 5 o

client_application name

PAN AL — Tl :
o WURBEUSWIRAIRAIBIHT, U 7R N A 44 P

o WERARGRM BN E I N, ETIERAEARN T, oS3 2

2y i
o WIRERTERA R EmNAER, WoATE

hits

AL 1 2 7 i 187 P P K

host _id

FHL ID 45 .

last_used_sec

F Gt f Jr A BN i Sl R AR A] ) UNIXC R ] K

version

AE AL b AGH I A P B A
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rna_host_client_app BEX&

7:%§§U5jﬁfff rna_host_client_app %%Ji%h?fﬁgﬁﬁlxo

3 6-15 ma_host_client_app BH&

rna_host_client_app [ |

TR A TR, ...

host _id

rna_host.host id
rna_host_attribute.host id

rna_host protocol.host id
rna_host os vulns.host id
application host map.host id

rna_host client app payload.host id
rna_host ioc state.host id
rna_host ip map.host id
rna_host mac map.host_ id
rna_host_os.host id

rna_host sensor.host id

rna_host service.host id
rna_host service banner.host id
rna_host service info.host id

rna_host service payload.host id
rna_host_ service vulns.host id

rna_host third party vuln bugtraqg id.host id
rna_host third party vuln cve id.host id
rna_host third party vuln rna id.host id

rna_host third party vuln.host id

host_id

i

application_protocol_id

i

client application_id

1

version

LA TR SR

rna_host client app payload.host id

rna_host client app payload.application protocol id
rna_host client app payload.client application id

rna_host client app payload.version

FireSIGHT R BIEERIOIER W



FeE PHE: BUEHMAKREE |

[ | rna_host_client_app_payload

# 6-15 ma_host _client_app B& (4)

AR ARR. ...

application protocol_id
a5

client_application_id

app_ids_stats_current timeframe.application_id
application_info.application_ id
application _host map.application_id
application tag map.application_id
app_stats_current_ timeframe.application_ id
connection_log.application protocol_ id
connection_log.client_application_id
connection_log.web_ application_id
connection_summary.application protocol id
si_connection_log.application protocol name
si_connection_log.client_application_id
si_connection_ log.web application_id

file event.application_id

intrusion_ event.application protocol_ id
intrusion_ event.client application_id
intrusion_ event.web_application_id
rna_host_service_info.application_protocol_id
rna_host_client app payload.web application_id
rna_host client app payload.client application_id
rna_host_service_info.application_protocol_id
rna_host_ service payload.web application_ id

rna_host_client_app ={5]Z1if
DR ZEHIE % T2 nost_1a 4 & ML ERRIIB] 0% 35 1012 2.

SELECT host_id,

client_application_id, client_application_name, version, hits,

application protocol_id, application protocol name, last_used_ sec

FROM rna_host_client_app

WHERE HEX (host id) = "00000000000000000000000000000008";

rna_host_client_app_payload

rna_host_client_app_payload < {5 5 7F Wi #4594 Fh 4G WU 21 i) AL ) Web B FH SR HTTP

JiE P EE

AREAER,

HZ LT &7

® rna host client app payload FE, % 6-17 T

® rna host client app payload B&, % 6-18 T

® rna host client app payload wfil&Eif], % 6-19 T
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rna_host_client_app_payload [ |

rna_host_client_app_payload FE&

?%ﬁﬂ ﬁ ﬂ?f rna_host_client_app payload % ':F'Uj IEJ E/‘J ?E&L °

3 6-16 ma_host_client_app_payload F&

FE Lz

application 7E 5.0 A EF B X AT B AR IR Al nui1.

application_protocol_id S 380 £ S FH B AR R (ISR o X FRERAE % P uh N R, X
/E\—ﬁ Web Fjﬂﬂﬁ‘@lﬂ‘]ﬁ%, client application_id %D web application_ id ?
BCHRA M RME

application protocol name [;L‘F/ff—jﬁ

o IRAENE WIRA R AN, U TS R R 44 PR
o WERARGEORITME ZHAE, WEIR pending
o WRGEZFBAMAER, WoEE

application type 76 5.0 KA D FE AT B, S FT A 2 MR ] a1
client application id 7%V N FE RN BB AR B S .
client application name DL AR —T0

o UURBEMSWIRARAINIAT, IR N 44 P
o WIRARGRMBNF I, BRI RN, R s %

EZN

o WRIERNBEA R ImNAER, WoAEE

host_id LA ID G5 .

payload_name £ 5.0 RAT E 3 H 7B . X E Z AR [ nuil.

payload_type £ 5.0 AT EFH T B XITA AR B nuil.

version FEFHL_EATM ) Web B FH IR .

web_application_id Web B BRGNS (WRED o T RERA % o b R, XEA
Web Fjﬂ%%‘ﬁﬁﬁ/ﬁ%, client_application_id il web_application_id ?&/E\—
AR 1R

web_application name DL "F/ff — Iﬁ :

o WURBEUSWIRAIRAINIAL, U 7R N 1 44 B
o WERAZANE HTTP B PR EIIEIRBIEAK Web N, NEIR web

browsing

o IMREREEA HTITP &, NATHE
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[ | rna_host_client_app_payload

rna_host_client_app_payload BX&
7:%§§Uﬂﬂﬁfff rna_host_client_app_payload.%%J:%@??EGE%f§o

3* 6-17 ma_host_client_app_payload B&
BRI AR, ..... 5.
host _id rna_host.host id

rna_host_ attribute.host id

rna_host protocol.host id
rna_host os vulns.host id
application host map.host id
rna_host client app.host id
rna_host ioc state.host id
rna_host ip map.host id
rna_host mac map.host id

rna_host os.host id

rna_host_ sensor.host id

rna_host service.host id
rna_host service banner.host id
rna_host service info.host id

rna_host service payload.host id
rna_host_ service vulns.host id

rna_host third party vuln bugtraqg id.host id
rna_host third party vuln cve id.host_ id
rna_host third party vuln rna id.host_ id
rna_host third party vuln.host id
DBIIE Sof LA TR SR

host _id, rna_host client app.host id

application protocol id, rna_host client app.application protocol id

! ! , ! rna_host client app.client application id
client_application_id, - - - T -
- - rna_host client app.version
version
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# 6-17 rma_host _client_app_payload B&#& (%)

rna_host_ioc_state

AR ARR. ...

client_application_id
Bk

web_application_id

app_ids_stats_current timeframe.application_id
application info.application_ id
application _host map.application_id
application tag map.application_id
app_stats_current_ timeframe.application_ id
connection_log.application protocol_ id
connection_log.client_application_id
connection_log.web_ application_id
connection_summary.application protocol_ id
si_connection_log.application protocol name
si_connection_log.client_application_id
si_connection_ log.web application_id

file event.application_id

intrusion event.application protocol_ id
intrusion_ event.client application_id
intrusion_ event.web_application_id
rna_host_service_info.application_protocol_id
rna_host client_app.client_application_id
rna_host client_ app.application protocol id
rna_host_service payload.web application_ id

rna_host_client_app_payload 7= {5|Z i)
DL F 2R % T 25 nost_1a 9 o (012 B RIS Web SiFHI {3 K.

SELECT host_id, web_application id, web_application name, version,

client_application_id, client_application_ name

FROM rna host client app payload

WHERE HEX (host id) = "00000000000000000000000000000008";

rna_host_ioc_state

rna_host_ioc_state e fEfig Wi M 4% v EHLHT IOC IRE.

AREAER,

HZ LT &7

® rna host ioc state FE, % 6-20 I

® rna host ioc state &, % 6-22 I

® rna host_ioc_state nfil&Eif], & 6-22 W
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FeE PHE: BUEHMAKREE |

B ma_host_ioc_state

rma_host_ioc_state =R EX
7:%§§Uﬂijff rna_host_ioc_state %%qjtﬁﬁﬂﬁgngQo

# 6-18 rna_host _ioc_state FE
FE A
first_seen B UK BRI 0 Unix B 1K
first_seen sensor_address SR TS M 2R U 4 1 TP Huhib. B3O 1pva_address, ipve_address.
first _seen_ sensor_ name %596%%%”?”&2&@&@%%%?%&%&o
host_id EHLI ID i
ioc_category B . T A (L

® CnC Connected

® Exploit Kit

® High Impact Attack

® Low Impact Attack

® Malware Detected

® Malware Executed

® Dropper Infection

® Java Compromise

® Word Compromise

® Adobe Reader Compromise

® Excel Compromise

® PowerPoint Compromise

® QuickTime Compromise
ioc_description 5T B IR 15 BH o
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rna_host_ioc_state W

7# 6-18 ma_host_ioc_state FE (%)
FE iy

ioc_event_type BRI AR TR 1 4

® Adobe Reader launched shell

® Dropper Infection Detected by FireAMP

® Excel Compromise Detected by FireAMP

® Excel launched shell |

® TImpact 1 Intrusion Event — attempted-admin

® Impact 1 Intrusion Event — attempted-user

® Impact 1 Intrusion Event — successful-admin

® Impact 1 Intrusion Event — successful-user

® Tmpact 1 Intrusion Event — web-application-attack
® TImpact 2 Intrusion Event — attempted-admin

® TImpact 2 Intrusion Event — attempted-user

® Impact 2 Intrusion Event — successful-admin

® Impact 2 Intrusion Event — successful-user

® Impact 2 Intrusion Event — web-application-attack
® TIntrusion Event — exploit-kit

® Intrusion Event — malware-backdoor

® Intrusion Event — malware-CnC

® Java Compromise Detected by FireAMP

® Java launched shell

® PDF Compromise Detected by FireAMP

® DPowerPoint Compromise Detected by FireAMP

® PowerPoint launched shell

® QuickTime Compromise Detected by FireAMP

® QuickTime launched shell

® Security Intelligence Event — CnC

® Suspected Botnet Detected by FireAMP

® Threat Detected by FireAMP — Subtype is 'executed'

® Threat Detected by FireAMP — Subtype is not 'executed'
® Threat Detected in File Transfer — Action is not 'block'
® Word Compromise Detected by FireAMP

® Word launched shell

foc_id JE ) (I PEE— 1D i 5 o

is disabled HEEREGOEH,

last_seen fiJi o I 1 S0 BB IR P Ui B 8] 8K o
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B ma_host_ioc_state

7 6-18 ma_host_ioc_state FE (%)

FE i)z

last_seen_sensor_address B¢ )5 A6 I 2] 0 ) 52 B A ) TP Hhdik o A8 N ipve_address, ipve_address.
last_seen_sensor_name SR Ko B M PR S

rna_host ioc_state Bx&

7:%§§U5jﬁfff rna_host_ioc_state %%J:fﬂ?fEGE%%§o

#* 6-19 ma_host ioc_state B4
BB SR, ... 5.
host id rna_host.host id

rna_host_ attribute.host id

rna_host protocol.host id
rna_host os _vulns.host id
application host map.host id
rna_host client app.host id

rna_host client app payload.host id
rna_host ip map.host id
rna_host mac _map.host id

rna_host os.host_ id

rna_host sensor.host id

rna_host service.host id
rna_host service banner.host id
rna_host service info.host id

rna_host service payload.host id
rna_host service vulns.host id

rna_host third party vuln bugtraqg id.host id
rna_host third party vuln cve id.host_ id
rna_host third party vuln rna id.host_ id

rna_host third party vuln.host id

rna_host _ioc_state 7545251

DL #0388 [ 435 5 I 17 9 B 9 0 8 22 25 A EHLA doce
SELECT host_id, ioc_id

FROM rna host ioc_state

WHERE first_ seen

BETWEEN UNIX_ TIMESTAMP ("2011-10-01 00:00:00"

AND UNIX TIMESTAMP("2011-10-07 23:59:59")

ORDER BY ioc_id DESC

LIMIT 0, 25;
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rna_host_ip_map

rna_host_ip_map 7&K M2 ML AT FENLRIFENL ID 5 1P bk R Bk,
HZ L I&:

rna_host ip map FE, % 6-23 T

rna_host_ip_map FE&
T ERHIH P /E rna_host_ip_map 7 HH U5 I [ F B

& 6-20 ma_host_ip_map FE

ARIEAE R,

rna_host_ip map B&, % 6-23 T

rna_host ip map RHIEIE, 2 6-24 T

rna_host_ip_map [ |

FE iR
host_id FEHLIH ID 455,
ipaddr EHLIP Huhb # — 3R R .

rna_host_ip_map B£&
FRHIH AT E rna_host_ip_map K _LPATHELE .

7 6-21 ma_host_ip_map &
TR A TR, ... 5.
host_id rna_host.host id

rna_host attribute.host id

rna_host protocol.host id
rna_host os vulns.host id
application host map.host id
rna_host client app.host id

rna_host client app payload.host id
rna_host ioc state.host id
rna_host mac _map.host id

rna_host os.host_ id

rna_host sensor.host id

rna_host service.host id
rna_host service banner.host id
rna_host service info.host id

rna_host service payload.host id
rna_host service vulns.host id

rna_host third party vuln bugtraqg id.host id
rna_host third party vuln cve id.host_ id
rna_host third party vuln rna id.host_ id

rna_host third party vuln.host id
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[ | rna_host_mac_map

# 6-21 ma_host_ip_map B& ()

AR ARR. ... 5.

ipaddr compliance_event.dst_ ipaddr

compliance_event.src_ipaddr
connection_log.initiator_ipaddr
connection_log.responder ipaddr
connection_summary.initiator_ ipaddr
connection_summary.responder ipaddr
fireamp_event.dst_ ipaddr
fireamp_event.src_ipaddr
intrusion_event.dst_ ipaddr
intrusion_event.src_ipaddr

network discovery_ event.ipaddr
si_connection_log.initiator_ipaddr
si_connection_log.responder_ ipaddr
user discovery_ event.ipaddr

user ipaddr_history.ipaddr
white_list_event.ipaddr

rna_host_ip_map = Z=if)
U 25 L T BL MAC £ 8.

SELECT host_id

FROM rna host ip map

WHERE HEX (ipaddr) = "00000000000000000000FFFFOAQOAQAO4";

rna_host_mac_map

rna_host_mac_map FFF Wi 4% &% K E AL ENL ID 5 MAC sk R HX
HREAEE, ESRUT &

® rna host mac map FE, & 6-25 W

® rna host mac map B&, # 6-25 W

® rna host mac map RHIEM, B 6-25 I
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rna_host_mac_map [ |

rna_host_mac_map FE%

7:%§§Uﬂijff rna_host_mac_map %%qjtﬁﬁﬂﬁﬁﬁzﬁ§o

3* 6-22 ma_host_mac_map F

FE

A

host _id

FHLH ID 4R '5 .

mac_address

FHLI MAC Hbi,

mac_vendor

I 1 ) AL AR I 2% 42 11 (A N7

rna_host_mac_map Bx&

T:%%ﬁUHjEIZE rna_host_mac_map %%J:%RT?EQE%€§O

#% 6-23 ma_host_mac_map B#&
BRI IS, ... 5.
host_id rna_host.host_id

rna_host_attribute.host_id
rna_host_protocol.host id
rna_host_os_vulns.host_ id
application _host map.host_id
rna_host_client app.host_id
rna_host_client app payload.host id
rna_host_ioc_state.host_id

rna_host_ip map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_ id
rna_host_service_ banner.host_ id
rna_host_service_info.host_id
rna_host_service payload.host_id
rna_host_service_vulns.host_ id
rna_host_third party vuln bugtraqg id.host_id
rna_host_third party vuln cve_id.host_id
rna_host_third party vuln rna id.host_id

rna_host_third party vuln.host id

rna_host_mac_map ~{IZif]

AN B #R [F] host_ia A 8 FIENLHI MAC 15 8.

SELECT HEX (mac_address)
FROM rna_host_mac_map

WHERE HEX (host_id) = "00000000000000000000000000000008";
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FE: STMEATREREE |

B ma_host os

rna_host_os

rna_host_os {5 K T M AE M 2% b AL EAS I B AR AE R GRS B

ARVEMER, WESHT &
® rna host os FE, % 6-26 W
® rna host os Bt&, 5 6-27 W

® rna_host_os &, ¥ 6-27 I

rma_host_os FE%
_F%%ﬂiﬂﬁfﬁ: rna_host_os i%‘zplﬁllﬂ E‘]?‘Eﬁo

7 6-24 rna_host _os F£Z

FH BiEA

confidence FireSIGHT R 4N PUIERIE RS A EEEZ OMEMN 0 & 1000 &

created_sec AGUE U IR WL S 9 H IR [ A UNIX T

host_id EHLHID H 5.

last_seen_sec A GRS TR F WU 3 9 H IR [ ) UNIX T

os_uuid FEFHL LA TS 3R R G HME—FRiRFF . (EERHEUE B rh, UUID [#AE R G 4
PR B AR

product FEEHL EAI BN HRAE R S

source_type LR AR R GE bR R SRR -

* user - i Web FI 7 FE I di A KA (19 17 (144 5K
® Application - ﬁﬁi*ﬂiﬁ‘ﬁ)\%ﬁ%%ﬂ%*ﬁﬁ)ﬂ FA
® Scanner - Nmap BOE S R S RIS I 5 — AR

® NetFlow - 3 #F NetFlow H& % 5 H % dE

o rna- I RIFM. u O VLA BB VS D B FireSIGHT & Seia

vendor FEENL_E A I 0 B4 2R G2 10 (A 27
version £ AL AN B BB AT R GEHTRRA
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rna_host_os BX&

F%@ﬂﬁmﬁ: rna_host_os %Lﬁhﬁﬁ‘]ﬁ%Ao

7 6-25 ma_host _os B&

rna_host_os_vulns

TR AR A It R

host _id

rna_host.host id

rna_host attribute.host id

rna_host protocol.host id
application host map.host id
rna_host client app.host id

rna_host client app payload.host id
rna_host ioc state.host id
rna_host ip map.host id
rna_host mac _map.host id

rna_host sensor.host id

rna_host service.host id
rna_host service banner.host id
rna_host service info.host id

rna_host service payload.host id
rna_host service vulns.host id

rna_host third party vuln bugtraq id.host id
rna_host third party vuln cve id.host_ id

rna_host third party vuln rna id.host id

rna_host third party vuln.host id

rna_host_os 7=l Zif

PR AR 0] nost_ia N 8 B EHLAIHRAE RGE B

SELECT vendor, product, version, source type, confidence
FROM rna_host_os

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_os vulns

rna_host_os_vulns & EL 8 ¢ T 5 W42 W 2% v 3 AL QI (e VIR RO 8
ARUEAMEE, EZSRT &7

® rna host os vulns FE, & 6-28 T

® rna host os vulns H&, % 6-28 T

® rna host os vulns RfIEf], 5 6-29 T
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M rma_host_os_vulns

rna_host_os_vulns FE§
7:%§§U5jﬁfff rna_host_os_vulns %%qjtﬁﬁﬂﬁﬁﬁzE%e

7 6-26 rma_host_os_vulns F£

FER A

host_id LN ID 5.

invalid BaRIRRS T EVESH RN —ME:

. o- EIA
o 1o RIER
rna_vuln_id R IR P A 31 5«

rna_host_os_vulns Bx&
T:%%§UHjEIZE rna_host_os_vulns %%J;&R?fﬂ@ﬁ%%§o

F#* 6-27 rna_host_os_vuins B#&
BRI ALER. ... 5.
rna_vuln_id rna_vuln.bugtrag id

rna_vuln.rna_vuln_id
rna_host_third party vuln rna_id.rna_ vuln_id
rna_host_third party vuln cve id.cve_id
rna_host_third party vuln bugtraq id.bugtraqg id

host_id rna_host.host_id
rna_host_attribute.host_ id
rna_host_protocol.host id
application _host map.host_id
rna_host_client app.host_ id
rna_host_client app payload.host_ id
rna_host_ioc_state.host_id

rna_host_ip map.host_ id
rna_host_mac_map.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service banner.host id
rna_host_service info.host_ id
rna_host_service payload.host_id
rna_host_third party vuln bugtraqg id.host_ id
rna_host_third party vuln cve_id.host_id

rna_host_third party vuln rna id.host_id

rna_host_third party vuln.host id
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rna_host_protocol [ |

rna_host_os_vulns 7=5Z16)
DL F B R nost 4 Y & B9 EHLIOERME RS0 .

SELECT rna_vuln_id, invalid

FROM rna_host_os_vulns

WHERE HEX (host id) = "00000000000000000000000000000008";

rna_host_protocol

rna_host_protocol #0355 5 T 7E I #4  2% i WL A U 2] 5 B L A5 2
ARUEGEE, HSRLF &

® rna host_protocol FE, 5 6-29 I

® rna host_protocol &, 5 6-30 I

® rna host protocol rfIZEif], F 6-30 T

rna_host_protocol FE%
R F A 7E rna_host_protocol K H1 1y ] [ FEL .

7 6-28 rna_host_protocol FE¢

T AR

host_id ESINOR D R

ip_address 1 5.2 fA T S LB, X BT A AR ] nuls
layer UGBTI )Z . Network BY Transporto
mac_address 1E 5.2 A C AT B . SFrA BRI nuil.
mac_vendor 1652 RAFCFHIFE . X ATE 2 AR [l nuil.
protocol_name FHUE i & B

protocol_num P NANA $5 & Pl 5 -
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M rma_host_sensor

rna_host_protocol BX &

?%ﬁﬂﬁﬂﬁ rna_host_protocol %LT;L??E@E%Ao

7 6-29 ma_host_protocol &
BRI AR, ..... 5.
host _id rna_host.host id

rna_host attribute.host id
rna_host os vulns.host id
application host map.host id
rna_host client app.host id

rna_host client app payload.host id
rna_host ioc state.host id
rna_host ip map.host id
rna_host mac _map.host id

rna_host os.host_ id

rna_host sensor.host id

rna_host service.host id
rna_host service banner.host id
rna_host service info.host id

rna_host service payload.host id
rna_host service vulns.host id

rna_host third party vuln bugtraqg id.host id
rna_host third party vuln cve id.host_ id
rna_host third party vuln rna id.host_ id

rna_host third party vuln.host id

rna_host_protocol 7= {5/ Z=if]

rna_host_sensor

rna_host_sensor g4l HE W 3= I 4% ) =41 TP Hhhk 48 1 A& I 2 /A4S =L 1P Hhbik i85 4.
M FireSIGHT %4t 5.2 ilRASTT4H, rna host sensor %0 C.F FH I rna_ip host_ sensor 7.
SR &5

rna_host sensor FE, % 6-31 T

ARIEGE R,

LR E IR A host_id N 8 MIENLIIFTA HGL .

SELECT protocol num, protocol name
FROM rna_host_protocol

WHERE HEX (host id) = "00000000000000000000000000000008";

rna_host_sensor B&, 5 6-31 I

rna_host_sensor &, 8 6-31 W
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rna_host_sensor M

rma_host_sensor FE%

?%ﬁﬂ ﬁﬂ?f rna_host_sensor %EFW)? IEJ E/‘J?E&Lo

7 6-30 rma_host_sensor F£&

FE

A

host _id

FHLH ID %5 .

sensor_address

@Eﬁjﬁfﬂ%{’* E':] %%1&%9‘] 1P :Hiin_IJ:o 1‘%’:—&7\] ipv4_address, ipv6_addresso

Sensor_name

WA AR

sensor_uuid

ZE A IIME—FRIRRF, W sensor_name N nuill, MIEFRIRFFA o,

rna_host_sensor Bx&

_Fﬁﬁu Hjﬂ?f rna_host_sensor %J:#Vﬁ* E,(JH;L(AEF °

7# 6-31 rma_host_sensor K&
BB SISk, ... 5.
host_id rna_host.host_id

rna_host_attribute.host_id

rna_host protocol.host id
rna_host_os_vulns.host_id
application host map.host_id
rna_host_client_app.host_id

rna_host client_app payload.host_id
rna_host ioc_state.host_id
rna_host ip map.host_id

rna_host _mac_map.host_id
rna_host_os.host id

rna_host_ service.host_ id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id

rna_host_ third party vuln bugtrag id.host_id
rna_host_ third party vuln cve_ id.host_id
rna_host third party vuln rna id.host_id

rna_host_third_party vuln.host_id

rna_host_sensor ;=52

AN AR [A1K H rna_host_sensor KM E % 25 A LML LA KA NI B IZ L L% R &S

SELECT host_id, sensor_address, sensor_name
FROM rna_host_sensor

LIMIT 0, 25;
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M rma_host_service

rna_host_service
rna_host_service <05 5 T ik [ 45 Siig 1 RN B B FR 4 46 7 52 78 DO 9% v 1 T2 AL ks 38 )
55 i) — RS R
ARUEAELE, ESHT &
® rna host service FE, F 6-32 W
® rna host_service BE&, % 6-33 W

® rna host_service filEif), & 6-33 T

rna_host_service FE%
TR H AT rna_host_service EEPUJA i) E‘]?E/}%o

#* 6-32 ra_host_service F£¢

FE A

confidence FireSIGHT R4 ARAR S MK BEE HEM o & 100)
hits o ) 1) e 55 2% T U ER

host_id FEHH ID Hi'5 .

last_used_sec 2550 B J R I 380 ik 55 25 2l 1 SR A 8] 7 UNIXC B R] 8K

port JIR 55 A3 FH ) 3 1

protocol WEWI: Tcp 3¢ upp.
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rna_host_service I

rna_host_service Bx&
FERYIH AT rna_host_service R EPATIEES

7 6-33 rma_host_service B4
A E IR, ... 5.
host _id rna_host.host id

rna_host attribute.host id

rna_host protocol.host id
rna_host os vulns.host id
application host map.host id
rna_host client app.host id

rna_host client app payload.host id
rna_host ioc state.host id
rna_host ip map.host id
rna_host mac _map.host id

rna_host os.host_id

rna_host sensor.host id
rna_host service banner.host id
rna_host service info.host id

rna_host service payload.host id
rna_host service vulns.host id

rna_host third party vuln bugtraq id.host id
rna_host third party vuln cve id.host_ id
rna_host third party vuln rna id.host_ id

rna_host third party vuln.host id

LA EE 55 LA I £ 55

host _id rna_host service banner.host id
port rna_host service banner.port
protocol rna_host service banner.protocol

DGR S
rna_host_service info.host id
rna_host_service info.port

rna_host_service_ info.protocol
DGR S
rna_host_ service payload.host_ id

rna_host_ service payload.port

rna_host_ service payload.protocol

rna_host_service 7= Z 18]
DL F AR [ nost_ia 4 s HOEHLATRT 25 /K U0 R 45 240 5% .

SELECT hits, protocol, port, confidence
FROM rna_host_service
WHERE HEX(hOStiid) = "00000000000000000000000000000008™"

LIMIT 0, 25;
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B rma_host_service_banner

rna_host_service banner

rna_ip_host_service banner 7Tl E/E NTE MR 15 M 4% H ML L AR 55 28 O AL R RS AR A C“R i)
TSI 2 = AR Sk S B 1E104E, FireSIGHT RSN RS 2s il , FRIFGEAE N 25 R IR
i 0 J5 F Capture Banners %510 .

ARVEMEE, HESHLT &
® rna ip host service banner FE, % 6-34 T
® rna host_service banner Bt&, 5 6-34 T

® rna host service banner rfil&Eif], 5 6-35 W

rna_ip_host_service_banner FE§
F%ﬁ” ﬁm?f rna_host_service_banner %‘:F‘Uj IEJ H’\]?Eﬁo

3 6-34 ma_host_service_banner F

FE EA

banner Jk 55 A M, RS0 ik 55 st o W 38 10 28 — N Hid A R 256 .
host_id EHLIK ID w5 .

port JIk 2% 4545 ) 3

protocol WEMML: Tcp B upp.

rna_host_service_banner Bx&
Tﬂéﬁutﬂﬁf’—ﬂ? rna_host_service_banner %%J:ﬁhﬁfﬁ@ﬂ%ﬁo

# 6-35 rna_host_service_banner &

BABKALE. ... 5.

PLR T 5R 65 - PLR TSR 65 -

host_id rna_host_service.host id

port rna_host_ service.port

protocol rna_host_ service.protocol
DGR S

rna_host_service info.host id
rna_host_service info.port

rna_host_ service info.protocol

PRI SR 65
rna_host_service payload.host_id

rna_host_service_ payload.port

rna_host_service payload.protocol
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rna_host_service_info

# 6-35 ma_host_service_banner B4 ()
BB E Ik, ... 5.
host_id rna_host.host_id

rna_host_attribute.host_id

rna_host protocol.host id
rna_host_os_vulns.host_id
application host map.host_id
rna_host_client_app.host_id

rna_host client_ app payload.host_id
rna_host ioc_state.host_id
rna_host ip map.host_id

rna_host _mac_map.host_id
rna_host_os.host id

rna_host_ sensor.host_id

rna_host_ service.host_ id
rna_host_service_info.host_id
rna_host_service_payload.host_id
rna_host_service_vulns.host_id

rna_host_ third party vuln bugtrag id.host_id
rna_host_ third party vuln cve_ id.host_id
rna_host third party vuln rna id.host_id

rna_host_third_party vuln.host_id

rna_host_service_banner ;=521
PLR B WIR [F] host_id N s HIFHLI AR 55 25 11

SELECT port, protocol, banner
FROM rna host service banner

WHERE HEX (host id) = “00000000000000000000000000000008" ;

rna_host_service_info

rna_host_protocol & /f {5 & T Wi 4% W % it ML b Aar il 3] 1) R 55 4 1 PE 44 2 o
HREAGEE, ESRUT &

® rna host service info F, & 6-36 I

® rna host service info B&, 5 6-37 W

® rna host service info RfIEIM, & 6-38 I
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B ma_host_service_info

rna_host_service_info FE%
?%ﬁﬂ ﬁﬂ?f rna_host_service_info %EFW)? IEJ E/‘J?E&Lo

# 6-36 ma_host_service_info FE

FE Lz

application id £ 5.0 FRAT C 3 H T B X TG 2 0k o] 254
application protocol id o 380 £ 2 FH BB A BB AR IR (ISR o
application protocol name [;L‘F/ff—jﬁ

o UIRAENE WAV SN PSS R PR 44 PR
o WERARGERITME ZHAE, WEIR pending
o WRGEZBBAMAER, WoEE

business_relevance RS Ak TAE BRI % (1 &= s) , Hrh 1 #RWAK, s B,
Z:i;?;i;zilevance— S5 AR PERI B (very lows lows medium. highs very high) o
created_sec FG0 T R 3 R B HTRTE R] ) UNIX B A8

host_id EHLE ID G2

ip_address 15 5.2 AT EF KT B XA B ARR Al nuit.

last_used_sec RGeS R 3 P 45 9 055 30 ) H AR R] fY) UNIX [R]85

port e 55 245451 T A 1D

protocol MEML: Tep BX upp.

risk MM ABEAEEL (1 & s) , H 1 BRI, s RoR KR .
risk_description SR I (very lows lows mediums high. very high) o
service_info_id R 25 25 0 A AR 51 5

service_name 7E 5.0 A A 7B ST B ARIR Al nuit.

source_type JIR 25 25 (0 B AL ) SRR <

o user - J#IT Web 7 ST 1K FH ) 44 FR

* Application - T FHHALIGEN T — R HFA

* Scanner - JHJd NMAP ¥R INEUE A B R Q0@ T EHU AT RES A
o rna- I KIFAE. G D VCEC B XAV AL B FireSIGHT & Gefar il

e NetFlow - HI3Z#F NetFlow 1% %55 H #dE

vendor WL R 55 A% 4 R .
version AE AL b AG I 3 f R 55 4 B RROAR

Bl FireSIGHT RGBT IliER I
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rna_host_service_info W

rna_host_service _info Bx&
T:%éﬁﬂﬂjﬁfff rna_host_service_info %%J:%h%?EGE%f§o

F#* 6-37 rna_host_service_info B&
BRI EIER. ... 5.
application protocol id app_ids stats current timeframe.application id

application info.application id
application host map.application id
application tag map.application id

app_stats current timeframe.application id
connection log.application protocol id
connection log.client application id
connection log.web application id

connection summary.application protocol id

si connection log.application protocol name

si connection log.client application id

si connection log.web application id

file event.application id

intrusion event.application protocol id
intrusion event.client application id
intrusion event.web application id

rna_host client app payload.web application id
rna_host client app payload.client application id
rna_host client app.client application id
rna_host client app.application protocol id

rna_host service payload.web application id

host_id rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host id
rna_host_os_vulns.host_ id
application _host map.host_id
rna_host_client app.host_ id
rna_host_client app payload.host_ id
rna_host_ioc_state.host_id

rna_host_ip map.host_ id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service banner.host_ id
rna_host_service payload.host_id
rna_host_third party vuln bugtraqg id.host_ id
rna_host_third party vuln cve_id.host_id
rna_host_third party vuln rna id.host_id

rna_host_third party vuln.host id

| FireSIGHT R BIEERIOIER W
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[ | rna_host_service_payload

# 6-37 rna_host_service_info B4 (4F)

BRI ALER. ... 5.

DR GE S DRTE S

host_id rna_host_service.host_id

*ﬂ rna_host_service.port
rna_host_service.protocol

port R

. DRTIE S F
rna_host_service banner.host_ id

protocol rna_host_service_banner.port

rna_host_service banner.protocol

DIIibE S
rna_host_service payload.host_id

rna_host_service payload.port

rna_host_service payload.protocol

rna_host_service_info 7:f5Z16)
DL A M35 [ 5 T-75 nost_ia 4 s 193 HL K0 B0 1 B2 R sl 1 1 .

SELECT host_id, application protocol name, version, vendor, created sec, last_used_sec,

business_relevance, risk

FROM rna host service info

WHERE HEX (host id)

rna_host_service_payload

rna_host_service_payload %@é‘?‘%?'ﬁﬁﬁEWéﬁtPiM?‘%ﬂ%H‘] Web EZ)EH H/‘],f%_;%\o
BHREMELE, BESHLLF &

rna_host service payload

rna_host service payload FE, % 6-38 I

rna_host service payload B&, % 6-39 I

rna_host_service_payload 2 E%

T%%ﬁﬂ 'EHEI’T'JT: rna_host_service_payload i%EPUi l“ﬂ E@?Eﬁo

~HIEH, ¥ 6-40 I

= "00000000000000000000000000000008™;

7 6-38 ma_host_service_payload F£¢
FE iR
application_id 16 5.0 RAF O FHF B XATA & #0R [F] nuil.
application_name £ 5.0 RAF O FH B XWATA & AR ] nuil.

host _id

FHLH ID %5 .

ip_address

FE 5.2 AT EF M. X PrE &l #ER R Al nuil.
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rna_host_service_payload [ |

# 6-38 rma_host_service_payload F£ (%)
FE L
payload_name £ 5.0 JRAF O H B XA A & AR [F] nuil.
payload_type 7E 5.0 AR 23 b 7B, ST A B HER [l nuit.
port ik 5% 454 F £ 3 1
protocol MEPML: Tep BE upp.
web_application id Web 52 H A A5 5 o
web_application name LR AE— T3
o WIRAEWEIIHHIR ] Web N, TR 7S 16 S 1R 44 FR
o WRRSGKME] HTTP ML, (HIEEERMEAL Web N, WEIR web
browsing
o WRIELWAH HTTP &, WATE

rna_host_service_payload BEX&
7:%§§Uﬂjﬁjff rna_host_service_payload<%§J:fk?fﬂgﬂ*f%o

7 6-39 ma_host_service_payload B&

TAIRA R, ... 5.

web_application_id app_ids_stats_current timeframe.application_id

application info.application id
application host map.application_id
application tag map.application_id
app_stats_current timeframe.application_id
connection_ log.application protocol_ id
connection log.client_ application_id
connection_log.web_application_ id
connection_summary.application protocol id
si_connection_log.application protocol name
si_connection_log.client_ application_id
si_connection_log.web_ application_id

file event.application_id
intrusion_event.application protocol id
intrusion_event.client application_id
intrusion_event.web_ application_ id
rna_host_service info.application_protocol id
rna_host_client app payload.web_application_id
rna_host_client app payload.client application_id
rna_host_client app.client application_ id

rna_host_client app.application_ protocol id

| FireSIGHT R BIEERIOIER W
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[ | rna_host_service_payload

7 6-39 rma_host_service_payload B4 (4£)

BRI AR, ... 5.
PRRAIE SoF BLR 30 B -

host_id rna_host_service.host_id
port rna_host_service.port
protocol rna_host_service.protocol

DRTIE S F
rna_host_service banner.host_ id
rna_host_service banner.port

rna_host_service banner.protocol
DMRE S F
rna_host_service info.host_ id

rna_host_service_info.port

rna_host_service info.protocol

host_id rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host id
rna_host_os_vulns.host id
application _host map.host_id
rna_host_client app.host_ id
rna_host_client app payload.host_ id
rna_host_ioc_state.host_id

rna_host_ip map.host_ id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service banner.host_ id
rna_host_service info.host_ id
rna_host_service vulns.host_id
rna_host_third party vuln bugtraqg id.host_ id
rna_host_third party vuln cve_id.host_id
rna_host_third party vuln rna id.host_id

rna_host_ third party vuln.host id

rna_host_service_payload 7= Zif]
LR 2EHE 5 T4 nose_1a A9 s EHL EATIIEIN Web 212 5.

SELECT host_id, web application id, web_application name, port, protocol
FROM rna_host_service_payload

WHERE HEX (host_id) = "00000000000000000000000000000008";
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rna_host_service_subtype [ |

rna_host_service_subtype

rna_host_service_subtype ¢ 2 K T 78 Wi 4% 0 45 rf AL B A I 21 (1) e 55 28 1) 1 IR 95 2815 6 o
ARVEMEE, ESHLT &

® rna host service subtype FH, % 6-41 W

® rna host service subtype &, % 6-42 |

® rna host service subtype =&, & 6-42 7T

rna_host_service_subtype FE&
_Fﬁﬁu Hjﬂ?f rna_host_service_subtype %%':Plﬁ IEJ E':J ?E% °

& 6-40 ma_host_service_subtype F£f

FE AR

host_id FHLE ID 45

port JIk 55 st A8 P £ 3 11
protocol MEWMX: Tcp B upe,
service name LR AT — 00

o SR A SCHR EHL RS A

o W TCEIRALH TR A EE, WA none B H

o RFTEIABESE, NN pending

o WIRMRME O RS HIREL, RALIERFNRS S, WA unknown
source_type e 5525 (R A TR SRR -

o user - JHIE Web HI 7 S H A\ B4 1 H ) 44 FR

* Application - I EHHATIREN 55— NH A

* scanner - i NMAP ¥ sl YR & A 3 008 ER A DIRE A
o rna- MR I LRSS AL AC Y FireSIGHT £ Gt ko il

o NetFlow - H3Z ¥ NetFlow B & 5 H HdE

sub_service name FE BN AT B 7R 55 45
sub_service_vendar 8 AL AT 2 B 5 Ak 55 4% B B L7 o
sub_service version FE BN AT 6 i 55 45 R FRAS
vendor FE BN A3 4 R 55 4% 0 B LR
version 8 AL AN 2 AR 55 2 BORRCAS

FireSIGHT R BIEERIOIER W
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B rma_host_service_vulns

rna_host_service_subtype BEx&

4@36/35733 rna_host_service_subtype %L?ﬂﬁtﬁfﬁo

rna_host_service_subtype ;<5 Zif]
DT AEHIIE ] nose_ia 9 s HIEHLIOFTAT KIS0 T 1 2% 8307

SELECT host_id, service name, version, sub_ service name, sub_service version,

sub_service_ vendor
FROM rna_host_ service_subtype

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_service vulns

rna_host_service_vulns 755 9% T WU 22 75 M 4% 0 45 v SR AL B A 00 380 F1) R 55 4 B0 e ¥ O A5 88
ARUEAELE, ESHT &

® rna host_service vulns FE, % 6-42 T

® rna host service vulns B&, 8 6-43 T

® rna host service vulns RUIEf, 5 6-43 T

rna_host_service_vulns =FEg
F%ﬁﬂ ﬁﬂ?f rna_host_service_vulns %E{:’Ui IEJ E/‘J?Eio

# 6-41 ra_host_service_vulns F&

FE AR

application id 7 BT I 9 AR
application name FEH P S E SR s i R AR

host_id I*ILEI@ ID %5,

invalid TR IR IR T 38 47 0 B2 B R E ML 75 A AR 1

o o- WA
o 1- JEIFJERL

ip_address 1B 5.2 iRAH O F AL 7B . MErA AR A nuil.
port ik 55 st A8 FH £ i 11

protocol WEYML: Tcp BX upp.

zra_valn_id R P AR

service_name 1E 5.0 lRAF O FH T . XA &R Ml nuii.
vendor FE B b ar il 380 1) i 55 2 P 4L N2 s

version FE AL b A 21 1 Al 55 28 T RRCAS
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rna_host_third_party_vuln [ |

rna_host_service vulns BEX&
7:%§§U5jﬁfff rna_host_service_vulns %%Ji%hffﬁgﬁﬁlxo

#* 6-42 rna_host_service_vulns B4
TR A TR, ... 5.
rna_vuln id rna_vuln.bugtrag id

rna_vuln.rna vuln id
rna_host third party vuln rna id.rna vuln id
rna_host third party vuln cve id.cve id

rna_host third party vuln bugtraqg id.bugtraqg id

host_id rna_host.host_id
rna_host_attribute.host_ id
rna_host_protocol.host id
application _host map.host_id
rna_host_client app.host_ id
rna_host_client app payload.host_ id
rna_host_ioc_state.host_id

rna_host_ip map.host_ id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service banner.host_ id
rna_host_service payload.host_id
rna_host_third party vuln bugtrag id.host_ id
rna_host_third party vuln cve_id.host_id

rna_host_third party vuln rna id.host_id

rna_host_third party vuln.host id

rna_host_service vulns 7x5|Z14]
DL AR [ 55T nost1a A s HI N T IR SRR M2 5.

SELECT host_id, rna_vuln_id, vendor, service_name, version, invalid FROM

rna_host_service_vulns

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_third_party_vuin
rna_host_third_party_vuln X E KT 5 WML BHCEEKI S = NN KGR . HEE, 1
R AE BBk Tl E AL AT 88T N S =07 IR EoE -
ARUEGEE, HSRLF &
® rna host third party vuln FE, 5 6-44 I
® rna host third party vuln BE&, 8 6-44 T

® rna host third party vuln RfIZEif, 5 6-45 |

| FireSIGHT R BIEERIOIER W



FeE PHE: BUEHMAKREE |

[ | rna_host_third_party_vuln

rna_host_third_party_vuln FE§
7:%§§Uﬂijff rna_host_third_party vuln %%qﬂtﬁﬁﬂﬁﬁﬁiEQo

3 6-43 ma_host_third_party_vuln F£¢

FE A

description Xi%%ﬂﬂﬂ@iﬁﬂﬁo

nost_id EHLI D %5

invalid TR T B A R —AME

e o-JRIHAK
o 1 - JRIHTER

name T ] o AL

port D SRR T 5 S 1A B P R 55 A B S R ORIEG, U Rd E1
protocol 40 SR 5 A5 R Z B K N ORI B R R Wp N (rep B upp)
source T ] FT R

third party vuln_id 5T R ER BIAR 5

rna_host_third_party_vuln BEX&
7<%§§UHjﬁTZE rna_host_third_party vuln %%J:%%?fﬁ@ﬁ%%%o

7 6-44 ma_host_third_party_vuln &£
AR A R, ... 5.
host_id rna_host.host id

rna_host_attribute.host id
rna_host_protocol.host id
rna_host_os_vulns.host id
application host map.host_ id
rna_host_client app.host id
rna_host_client app payload.host id
rna_host_ioc_state.host_ id
rna_host_ip map.host id

rna_host _mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_ id
rna_host_service.host_id
rna_host_service banner.host id
rna_host_service info.host id
rna_host_service payload.host_ id

rna_host_service vulns.host_id

Bl FireSIGHT RGBT IliER I
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rna_host_third_party_vuln_bugtraq_id [ |

rna_host_third_party_vuln 7= Zif
LU F B X T nose_ia 49 & I HLIEE = 7 R{E L.

SELECT host_id, third party vuln_id, name, description, source, invalid

FROM rna host third party vuln

WHERE HEX (host id) = "00000000000000000000000000000008";

rna_host_third_party_vuin_bugtraq_id
rna_host_third_party_vuln bugtraq_id %@ﬁﬁ%%ﬁﬁ Bugtraq i&ﬁﬁ Hh R IR T L5 4 9 2%
T EHLORERH S8 =T IR IR RO 2. TEER, RS =0 IR IR AR S AU ATIRE A
ARHELE, ESHEL T &
® rna host third party vuln bugtraq id FE, % 6-45 I
® rna host third party vuln bugtraq id B&, % 6-46 T

® rna host third party vuln bugtraq id nf&Eif), % 6-46 T

rna_host_third_party_vuln_bugtraq_id FE%

Tﬂéﬁu 'L‘lj EI’T'JT: rna_host_third_party vuln bugtraq id %% ':F' Ui I‘Eﬂ E"J?Eﬁ °

## 6-45 ma_host_third_party_vuln_bugtraq_id F£¢

T WiEA

bugtraq_id 5 W1 R ER ) Bugtraq HU4 FEAR 71 5
description Xof Y VIR P 3 B

host_id FHLH ID %5

invalid FER IR T F WL A R —MA

o o- WA
o 1 - JWilERL

ip_address

£ 5.2 RAH EF M7 B XA E i #RIR [l nuil.

name U VIR PR 44 PR BA R

port B SRR V] 5 R g 1 e W) ) 1) R 5% 2 EORH D0 B R SR B, T R R O 1S
protocol U SRR 545 FAZ B SR OB, BRI & W (rep B upp) .
source U VIR P A

third party vuln id

5 SRR B 26 =TT AR5

FireSIGHT R BIEERIOIER W
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[ | rna_host_third_party_vuln_cve_id

rna_host_third_party_vuln_bugtraq_id BX&
F%ﬁﬂ ﬁﬂ?f rna_host_third_party vuln bugtraq_id %L?}hﬁi E/‘JE%Ao

3 6-46 ma_host_third_party_vuln_bugtraq_id B&
BRI AR, ..... 5.
bugtraqg id rna_vuln.bugtrag id

rna_vuln.rna vuln id
rna_host os vulns.rna vuln id

rna_host service vulns.rna vuln id

host_id rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host id
rna_host_os_vulns.host_id
application _host map.host_id
rna_host_client_app.host_id
rna_host_client app payload.host_ id
rna_host_ioc_state.host_id
rna_host_ip map.host_ id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service_banner.host_id
rna_host_service_info.host_id
rna_host_service_payload.host_id

rna_host_service_vulns.host_id

rna_host_third_party_vuln_bugtraq_id ;R{5|Z16)
PLR &R [F] nost_ia N s ML BugTraq Jeil .

SELECT host_id, third party vuln id, bugtraqg id, name, description, source, invalid
FROM rna_host_ third party vuln bugtraqg_id

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_third_party_vuln_cve_id

rna_host_third_party vuln_cve_id % & W4 £ MITRE i) CVE #4 Z m iR A i H. 5 W 3%
W2 I EALOCERIN 28 = 7 IR IIME B R, WRA @ MR FAME = F
i 4 -

HREAMGEE, ESRUT &

® rna host third party vuln cve id FE, % 6-47 W

® rna host third party vuln cve id Bt&, 2 6-48 T

® rna host third party vuln cve id RfIEl, & 6-48 T
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rna_host_third_party_vuln_cve_id [ |

rna_host_third_party_vuln_cve_id FE§
NERI|IH T LE rna_host_third party vuln_cve_id 3¢ P Vi A HIFE

3 6-47 ma_host_third_party_vuln_cve_id FE

FE AR

cve_id 5 MITRE ] CVE #45 Pe o i e 1 OS5 ) 5 o
description ok IR VR F 5 B

host_id FEHLHID %5 .

invalid fa R IRIE XS T EHLR EA W —ME:

o o- JEIHA K
o 1 - JWIHTERL

ip_address £ 5.2 [RAH B b 7B XA & #R R Bl nuil.

name U IF] ) A2 R B A

port D SRR T 55 2 S 1 ARSI B P R 55 A A S N DR B, U R
protocol 40 SRR TR 55 A6 P AZ BB N SRR, R R B (rep BR upp) .
source I 1F] AR SR o

third party vuln id 5 R BRHIAR 5

FireSIGHT R BIEERIOIER W
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[ | rna_host_third_party_vuln_rna_id

rna_host_third_party_vuln_cve_id BX&
7:%§§Uﬂﬂﬁfff rna_host_third_party vuln cve_id %%J:%R%?H@E%Z&o

3 6-48 ma_host_third_party_vuln_cve_id B&
BRI AR, ..... 5.
cve id rna_vuln.bugtrag id

rna_vuln.rna vuln id
rna_host os vulns.rna vuln id

rna_host service vulns.rna vuln id

host_id rna_host.host_id
rna_host_attribute.host_id
rna_host_protocol.host id
rna_host_os_vulns.host_ id
application _host map.host_id
rna_host_client app.host_ id
rna_host_client app payload.host_ id
rna_host_ioc_state.host_id
rna_host_ip map.host_ id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service banner.host_ id
rna_host_service info.host_ id
rna_host_service payload.host_id

rna_host_service vulns.host_id

rna_host_third_party_vuln_cve_id ;xHIZif)
LR A IR [F] host_ia A s I EHNLET CVE JEiH .

SELECT host_id, third party vuln id, cve_id, name, description, source, invalid
FROM rna_host_third party vuln_cve_id

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_host_third_party_vuln_rna_id
rna_host_third_party_vuln_rna_id.%%élé?@QE#%iEi*#ﬁ%ﬂﬂ%&ﬁ%E?(\q)B) q3H@$%7ﬁﬁﬁIi£§Hﬁf§Vﬂ
25 EHLOCERA S =0 IRIARIE R . R, R R =7 I IR S i EAVR A DI RE T .
ARUEMEE, SR &
® rna host third party vuln rna id FE, 2 6-49 W
® rna host third party vuln rna id B&, % 6-50

® rna host third party vuln rna id RfIEMf, & 6-50 &

FireSIGHT 24 BB EE 5 i0l35R
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rna_host_third_party_vuln_rna_id [ |

rna_host_third_party_vuln_rna_id &
F%ﬁﬂ ﬁ ﬂ?f rna_host_third_party vuln_rna_id % ‘:F'Uj IEJ H"]?Eﬁ o

& 6-49 ma_host_third_party_vuln_rna_id F£

FE WiEA

description Xﬂ‘/ﬁ{lﬁ]ﬁgw‘ﬁﬁﬂo

host_id EHLH ID 4w 5.

invalid fa IR T EHLREA R —ME:

o o- WA
o 1 - JRiATERK

ip_address 75 5.2 AR CF LT B 0 & EOR ] null.

name SR 42 R A A

port 0 LR S5 B R 1 R 55 S B S AT G, R
protocol 1S TR 55 2 DL S I, RV BB Cree B8 upe)
rna_vuln_ia FELRHF T B 0 T F 3 0

source SR S

third party vuln id RIS

FireSIGHT R BIEERIOIER W
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MW ma_vuln

rna_host_third_party_vuln_rna_id BX&
7:%§§Uﬂﬂﬁfff rna_host_third_party vuln_rna_id %%J:%R%?H@E%Z&o

& 6-50 ma_host_third_party_vuln_rna_id B&
TR A TR, ... 5.
rna_vuln id rna_vuln.bugtrag id

rna_vuln.rna vuln id
rna_host os.rna vuln id

rna_host service vulns.rna vuln id

host_id rna_host.host_id
rna_host_attribute.host_ id
rna_host_protocol.host id
rna_host_os_vulns.host id
application _host map.host_id
rna_host_client app.host_id
rna_host_client app payload.host_ id
rna_host_ioc_state.host_id
rna_host_ip map.host_ id
rna_host_mac_map.host_id
rna_host_os.host_id
rna_host_sensor.host_id
rna_host_service.host_id
rna_host_service banner.host_ id
rna_host_service info.host_ id
rna_host_service payload.host_id

rna_host_service vulns.host_id

rna_host_third_party_vuln_rna_id ;R IZif)
PL N E IR host_ida N s KIENIAIEA VDB ID KA 3 =75 K .

SELECT host_id, third party vuln id, rna vuln_id, name, description, source, invalid
FROM rna_host_third party vuln_rna_id

WHERE HEX (host_id) = "00000000000000000000000000000008";

rna_vuln

rna_vuln S X T ER VDB FiRIAKAE L.,
HREAGEE, ESRUT &

* rna_vuln FH, ¥ 6-51 W

® rna vuln H&, % 6-52 I

® rna vuln RHIEE, % 6-53 T

Bl FireSIGHT RGBT IliER I
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ma_ vuin

rna_vuln FE%
F%@ﬂﬁmﬁ: rna_vuln %%Eljiﬁl‘n] E‘J?Eﬁo
# 6-51 ma_vuln F£F

FH PR
authentication 5 B Y A R R

® Required

® Not Required
® Unknown
availability U IR0 4T S R A

® Always

® User Initiated
® Time Dependent

® Unknown

available exploita ST 15 A IR AT LA A A e IR B i

® TRUE

® FALSE
bugtraq_id 5 Bugtraq #4f FE R IA BRI bR S .
class TR )25

® Configuration Error

® Boundary Condition Error
® Design Error

credibility S 4 T (35 R

® Conflicting Reports

® Conflicting Details

® Single Source

® Reliable Source

® Multiple Sources

® Vendor Confirmed

credit BOA AR IR N R B2 21
ease M R I P e 23 R T -

® No Exploit Required

® Exploit Available

® No Exploit Available

effect SR T IR IR AR FH I AT B 2B 7 DL B VRS R
entry_date FE B8 P v N IR I P 38
exploit SR T A R] ULR 2R IR B 45 2

FireSIGHT R BIEERIOIER W
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MW ma_vuln

## 6-51 ma_vuln F (&)

FE A
impact TR, S5 AR EHE R S A TR Ul P O IR 2 11 52 SR % B . G
(HATREAN 1 5 10, it 1o FORHP B R . IR A0S0 B Bugtraq % H 49
HEWE
local i 7~ U VIR A2 15 0 Z0TLE A M 43 R H
¢ TRUE
® FALSE
long description SR B — MU EH .
mitigation XoF G 4] B AEC IR I PRUIS: P 356 o
modified date B BRI HE CnRaEH) .
publish date RATIRIR .
remote 7 IR IR A2 75 2 ik 4 28 43t R -
¢ TRUE
® FALSE
rna_vuln_id A H T IR R 0 B AEHR T ID 45 .
scenario X T 2 R FH U R B 32 S B 0
short_description Sof YR VI M 3
snort_id 55 Snort ID (SID) ##5 FE IR SCBR AR 5 o AR UL, T SR ONAR R U] s I 38 )
FHRF BRI () W 25 im0 R 5 N AZ BRI /) STD B o
solution XTI ) e 0 T R
technical description SRR A AR 6 EH .
title Ve AN i

rma_vuln BX&

TRIHE AT rna_vuin R EHATHIEES

# 6-52 ma_vuln B&

BRAKALE. ... 5.

rna_vuln_id rna_host_os_vulns.rna vuln_ id

g rna_host_service vulns.rna_vuln_id

rna host third party vuln rna id.rna vuln id
bugt id - - N - - - - -
ugkrad_t rna_host_third party_vuln cve_ id.cve_id

rna_host_third party vuln bugtrag id.bugtraqg id
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tag_info [ |

rna_vuln 75214
DR 2 R T T 2 25 AN RIS e 3o B0 b e o 05t 2 0 SRS VP

SELECT rna_vuln_id, bugtrag_id, snort_id, title, publish date, impact, remote, exploit,

long description, technical_ description, solution, count (*) as count
FROM rna_vuln
GROUP BY rna_vuln id

ORDER BY rna_vuln_id DESC LIMIT 0, 25;

tag_info
tag_info R B & HFEM L _EATIN B 08 R ICHIE R . R, —DMNHWESAEZ AR
BRI AR .
ARUEAMEE, ESRT &7
* tag_info FH, ¥ 6-53 W
® tag info BA, F 6-53 W

® tag_info &, & 6-54 I

tag_info =FEX
TRIIHB AL tag_info Ui M HIFE.

# 6-53 tag_info FF¢
FEB AR
tag description Fricud B o
tag_id PRAC T N AR IR AT o
tag name TEH P 5 bR BIbRiE I SCA .
tag_type PATR T2
® category
® tag

tag_info BX&
FRIIMATLE cag_into % LHUTHIRES

7 6-54 tag_info &
BRI EIER. ... 5.
tag id application tag map.tag id
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[ | url_categories

tag_info 7RI Z=if]
LT A5 A D 98 P i

SELECT tag_id, tag_name, tag type, tag_description
FROM tag_ info

WHERE tag id="100";

url_categories

url_categories A H &R M 4% W 4% rp ML T I SR I URL H#4E 1926501
BREAGEE, ESRUT &

® url categories FE, ¥ 6-54 W

® url categories B&, ¥ 6-54 T

® url categories nfilEif, & 6-54 T

url_categories =FE%
—Fﬂéﬁutﬂ url_categories ?%‘:PE@?E%O

# 6-55 url_categories F£7

FB A

category description %t URL ;K_t%lj E,(Jwéﬁﬂo
category_id URL F5 1) A bR 5

url_categories BX&
1@%/2& url_categories ?%J:j:;h//ffﬁ;%%a

url_categories 7~ Z=if]

DT AR [l 5 2950 ID 9S00 ¢ .
SELECT category id, category description

FROM url categories

WHERE category id="1";
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url_reputations [ |

url_reputations

url_reputations 34 H B~ W #5 W 4% Hh EHLATIE R B URL RHE RIS 2
BHREMEE, ESRLLTS:

® url reputations FE, % 6-55 I
® url reputations Bt&, % 6-55 I

® url reputations RFIEM, 5 6-55 I

url_reputations FE§
‘Fﬁﬁutﬂ url_reputations ?%EF‘ E‘]?Eﬁo

3 6-56 url_reputations FE;

FE 5 ER

reputation description Xj-{%‘%iﬁ(]ﬁﬁﬂo
reputation_id URL {275 14 #5H7 505

url_reputations BX&
ﬁ‘:%YfT'f url_reputations %L?ﬂﬁt@éAo

url_reputations 7= Z5if]
DL AR 6 (52 TD #0 URL {52645 .

SELECT reputation_ id, reputation description
FROM url_reputations

WHERE reputation_id="1";

user_ipaddr_history

user_ipaddr_history ﬁﬁé’\?%%”kj{ Hég":'jtﬁiﬂfjﬂﬂ/]ﬂ%):(ﬁzﬁ{; T o
BHRIEIME R, S RLLT &

® user ipaddr history FE, % 6-56 W
® user ipaddr history BE&, % 6-57 T

® user ipaddr history wfIEf, & 6-57 T
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[ | user_ipaddr_history

user_ipaddr_history FE§
?%ﬁﬂ ﬁﬂ?f user_ipaddr_history ﬁq:’lﬁ IEJ E/‘J?EQG

# 6-57 user_ipaddr_history F£&

FE L]

end_time_sec FireSIGHT R4kl £ 55— M 7 IEE G BN (brEEBaT— M P 2140w
B H ST RS (R (1) UNIX B[Rk . B VERL, FireSIGHT RS A MER .

ID FH P D7 523 ) S B s 1 5

ipaddr ENLIP Huhik 1 — i3k 3R R .

start_time sec FireSIGHT F Gutu I H ;38 5% 3 HLE 1) H AT () ) UNIX B[R]

user_dept P BTAERR T

user email FH P 0 HI A4 ik

user first name P45

user_id P BN BB bR A

user_ last name PR,

user_last_seen_sec FireSIGHT % %t 5 Jo ta I 21 FH P B9 FH P i 2 16 H S9RTIRE TA] ) UNIXC B[R] 8

user last updated sec FireSIGHT # %t fi J& BT FH 7 1 FH P ad s 00 H AT (8] UNIX I A] K

user name HPHHP 4.

user_phone P B HEIE S5 .

user_rna_service R B H P, IELEAE RN O AR G .
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user_ipaddr_history BX&
FHIH T use

#* 6-58 user_ipaddr_history B#&

user_ipaddr_history [ |

r_ipaddr_history'%%Ji%hffﬁgﬁﬁlxo

TR AR A It R

ipaddr

compliance event.dst ipaddr
compliance event.src_ ipaddr
connection log.initiator ipaddr
connection log.responder ipaddr
connection summary.initiator ipaddr
connection summary.responder ipaddr
fireamp event.dst ipaddr

fireamp event.src ipaddr

intrusion event.dst ipaddr
intrusion event.src ipaddr

network discovery event.ipaddr
rna_host ip map.ipaddr

si connection log.initiator ipaddr
si connection log.responder ipaddr
user discovery event.ipaddr

white list event.ipaddr

user_id

discovered_users.user_ id

user_discovery event.user_id

user_ipaddr_history 745l

LA &R [m] H 45

SELECT ipaddr,

user_last_seen_s

S

i)
S (TP IR Z SR 5 TP M 04 P 3

tart_time_sec, end_time_sec, user name, user_rna_service,

ec, user_last_updated_sec

FROM user_ipaddr_history

WHERE HEX (ipaddr)

UNIX_ TIMESTAMP ("

"00000000000000000000FFFFOAQOAOAO4" AND start_ time_sec
2011-10-01 00:00:00") ;
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[ | user_ipaddr_history
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BR: ERARE

AT A IOE F TE A K 7 5 5 BSOS 1S

HRFAEE, SR TRIIHMET . “Version”  FIFE/RFI H % % BT SCRF I EUE PE 5 1)
A o

#* 71 BEHER TR

BSE...... FRBEXUTHENEENE.. k2

connection_log, 5 7-1 1T EANER., RECEFNE rna_flow. 5.0+

connection_summary, 37 7-10 51 EEHERME., {BECEFHE 5.0+
rna_flow_summaryo

si_connection_log, #; 7-13 71 EANEEE, HTLZE86e. 5.3+

connection_log

connection_log R FH KIERFMNEE . MW EHAEE AL AL 0] 8 &R,
FireSIGHT %4t &4 & #5144 Jkt%ﬁ:@/\?%?"‘""k?ﬁfjﬁiﬂﬁﬁgﬁﬂgﬁo

M 5.0 IRAH FireSIGHT 24t JT1H, connection log 7 /NE CJEF Y rna flow 3.
BREHMER, ESRUT &

® connection log FE, % 7-1 W
® connection_log B&, % 7-10 T

® connection log RFIZEIf, B 7-10 I

connection_log FE%

T RFHIEATTE connection_log 7% HHVj M) I3 7 BL .

#* 7.2 connection_log F£

T L

access_control policy name @;ﬁlﬂ%ﬁﬁ?ﬁ FRI 7 1) E%’J%ﬂ)ﬂﬂ (Ejgjiﬁﬁ’éfﬁ) U7 17 %_E%IJ%EH%°

aceess_control_policy_UUTD AR TR V7 W IR BRI B ) 97 42 50 1
UUID.
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[ | connection_log

# 7-2 connection_log = (4£)
FE EA
access_control_reason Vi i) f RN SR R R . DU Il —
® User Bypass
® 1P Block
® IP Monitor
* File Monitor
* File Block
* File Resume
® Intrusion Block
o WRAKidFERE, MATEA
access_control rule action 505 1 5 U G E  BRAE (CBBRIAERAED ¢+ allow. block%e
access_control rule id ] 4 P R A
access_control rule name OB VT I d RN (BRI .
application protocol id 187 FE S P AT R
application protocol name DL AT — T,
o IR REE IR N, DR R R B 44 R
o WM CAARSAIREL, RALIEFRFRS R, WA unknown
o WMRARFERZUEEZHIE, N EIR pending
o WIREEPBRAMHGE, WATHE
bytes_recv 213 T I 7 A A ) e 1
bytes_sent R TT RE ST HL
cert_valid end date HEREP R A Y SSL e 45 1A 241 Unix I (B &
cert_valid start date R R TR E ) SSL AE 15 i Unix B[R] .
client application id NAZ A AL B0 5 P o 2 FH N B R IR S
client application name N E PR (D) o BURE— T
o UNSRAENE IR S, W) OR R ) 44 FR
o R ARGHTI BN I N A, AEIGE R A EARRIE, R
% 7 I 44 FR
o WALEREA R PN AAE R, Wy EE
client application version B P R B .
connection type RS BRI O L ME R — I
o R ERBARMAK, WA rna
o WSR3 FF NetFlow )& FH, NN nettiow
counter 5 R N AR AR EES
file_count Snort 7E 25 R B SO R, X T 208 o R B RS SO AR 2 AR Rl —
2t %
first_packet_sec o 0 2] 2 1 0 B — AN s AL I A H AR ] UNIX B ()L
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connection_log

# 7-2 connection_log = (£)
FE k)i
flow id BN EFRR S .

icmp_code

WREAE Y ICMP it T BON ICMP AQRS ;WA A2
ICMP it i, M5 BN nuils

icmp_type

R FEMN ICMP s, WL FEBA ICMP 287 iR HH A2 M
ICMP WA, W BN null.

initiator_continent_name

e s R I PN
o - KK

na - JE YN

as - MY

af - EUM

eu - BRI

sa - ISR

au - WRH L

an - F AN

initiator_ country_ id

S 22 1 ) SE ML [ KA X AR

initiator_country_name

RS 2 1 ) AL BE 5 X A4 R

initiator ip

TES2RATEFHITFE . BT HEH#REN, HFBThrRERTEN
null, {HIXFEAAEE,

initiator ip_ address

12 5.0 AT EFEHLFB . XITE &l #SIRE null.

initiator_ ipaddr

RS AE I ENLR TP Hidik = B R .

initiator_ipv4

£ 5.2 [RA T B FH 7B XA B AR IR [ nuil.

initiator_ port

2 U A AR 3

initiator user dept

HJa B R ENL P T AE I ]

initiator_ user email

H e R R EHLI P g stk

initiator_user_ first name

e Ja SRR E BN P 4.

initiator user id

t e R R EHLII P B AR S

initiator_ user last_ name

e Ja Bk R EE ENIH P PR,

initiator_user_ last_seen sec

X T i Ja R O BRI, FireSIGHT Z 48 Ja — Rl 21 H]
PRSI H B E] ) UNIX B 1a] 2 .

initiator user last updated_ sec

T R RARH ENA ), FireSIGHT REJG — K HHi )
LB SRR 1] 9 UNIX I [ K.

initiator user name

fJa B R EE ENUH P O 44

initiator_ user phone

HJa B R EHLI T B RS S5

instance_id

A A 328 B b Snort SEIHIEF 1D,

interface_egress_name

SIERA RN,

interface_ ingress name

SIERM R 0O,

ioc_count

FEIE 32 TP 3R B B B Fi 7 SO
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[ | connection_log

# 7-2 connection_log = (4£)

FE

il

ips_event_count

B BNAR A BB 2 i P A N AR S KR

last packet sec

AL 1) 2> 18 ) fi e — > Hes E0 I A H IR 18] UNIX I TR

monitor rule id 1

SRR S — N I ) ID.

D5 monitor rule_name_1

R ER IS

monitor_rule id_2 SR AN g M 1D, b ID 5 monitor_rule_name_2
AR IE IS

monitor_rule_id 3 RPN =AM ID. It ID 5 monitor rule name 3
HHAE A PR A4 FR SR

monitor rule id 4 EﬁTﬁ%E% E‘J%EI/I\J'IE?E%%EU‘JJB‘J ID. It ID 5 monitor rule_name_4
A it R A4 BRI

monitor rule id 5 ﬁ?EE%E%QE%E@§§3i4\ﬁﬁ%§%§ﬂﬂmﬂE@ ID. lLID 5 monitor_ rule_name_5
AR IE IS

monitor rule id 6 SRS RS MU ID. M ID 5 monitor rule name 6
HHAE A PR A4 BRI

monitor_rule_id 7 51@3}%9‘%E% E"J%’b/l\l'xﬁj’ﬁ?%ﬁﬂmﬂﬁﬁ ID. It ID 5 monitor rule_name_7
A it PR A4 BRI

B Eﬁﬁiﬁiﬂﬁgﬁl\ﬁ\&’éﬁéﬁﬂmﬂﬁﬁ ID. lLID 5 monitor_ rule_name_8
AT it R A4 RO

monitor_ rule name 1

55 TP IR AR 55— M P U 7 44
AR ID SR

o WA E monitor_rule_id 1

monitor rule name 2

5 IE R ORHR 55 AN M4 8% HUU ) 44 K

TAEAE ) ID SR

iy /] monitor_ rule_id_2

monitor rule name 3

SEREORHR I 5 =~ M 4% 25 FU ) 44 5K o

TAE G ID SR

i ] monitor_rule_id 3

monitor rule name_ 4

5 AP SR IBR AR 55 DU A M 2 4 0 ) 44 o

AR ID SR

A4S monitor_rule_id 4

monitor_ rule name 5

IR ORTR A B A M 4% 8% U F) 44 K

HAEE ) ID SR

AR S monitor_ rule_id 5

monitor rule name 6

5 IEFEORTR A5 7N A M A% 8% FU A 44 6K o

TAEfE ) ID SR

[l B2y /] monitor_rule_id_6

monitor rule name 7

5 EREORIR 1 55 LA M 4% 2% FU ) 44 8K

TAEGE ) ID SR

i ] monitor_rule_id 7

monitor rule name_8

5IE R ICHR RS )\ AN T 4% 4% F 0 £ 44 K o

A K ID SR

A RE monitor_rule_id 8

netbios_domain

2R E ) NetBIOS 1.

netflow_dst_as

PENUR BN S5 (14 H bR Netflow H 3 RGEHI%S .

netflow_dst_mask

Netflow H bbb B8 .

netflow dst_tos

Hdhs 60\ B PRV IR N TP i Sk i I 55 38 A

netflow snmp in

MR ) A B ot B R F K45 ) 1D

netflow_snmp_ out

M B it 1 9 AR e B B R K42 1R 1D
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# 7-2 connection_log = (£)

connection_log [ |

FEB

A

netflow_src_as

A TR AT S IOV Netflow FE RGHI% 5.

netflow_src_mask

Netflow 5 1k 5 25 #6805 o

netflow_src_tos

B A0 R ) E BRI TP Sk I R 45 25 8L

network analysis policy_ name

55 2E BRONAR A IR N AR SRS SR IR 1Y) I 4% 73 A SRS

network_analysis_policy UUID

5 25 BRONAR A RN AR SRS S IR 1) 9 4 73 A SR ) UUID

packets_recv

S 2 i 1 LR Bt B I

packets_sent

RS 2 U ) LA i 1 K G )

protocol_ name

A R D LR A4 R

protocol num

PR TANA %5, Wbl ~ Wbk A

http://www.iana.org/assignments/protocol-numberso,

responder_ continent name

Wi 7 2 1% < JEE 3 1) SEATL IR DR il 44 R
o - KRR

na - JL3E WM

as - I

af - AEYH

eu - BRI

sa - FA £

au - AR

an - FA AR

responder country id

Wi N7 2 8 AR 2 L 5/ DX AR

responder_country name

Wi N7 2 1 R RS 3 1 L L 5K/ DX A4 P

responder_ip

FES2MATEFHILFB . BT RGEHRENE, WFBRTRERER
null, ﬂiti??ﬁ<ﬁ15§o

responder ip address

£ 5.2 AT EFHIB T B XA B H#HGR [ nuil.

responder_ ipaddr

W] |87 24 % 3 1 B ML IPv4 8% 1Pv6 bl g — i 3 7R

responder_ ipv4

1E 5.2 A e 3B X il #R Al nuil.

responder_port

2V VI L A5 £ 3 T

responder user_ dept

B U SR N 2 U A B K ML P e 1T

responder_ user email

B JE U SR 2 U AR I S MLEK P P FR A Sk

responder_user_ first name

OB SRR N 2 1 R [ E LR P 47

responder user_ id

3 | En
m\m

YR SR N2 1 AR B ENLEI T R AR R IR S .

responder user last name

i

B i U SR B2 U B I ML P Ik I

responder_ user_last_seen_sec

Xt T e — OB S N 2 1 R B ENLIH P, FireSIGHT R4t
JE VRN B FH P & sh ) B AT TE] ) UNIX RS ).

responder_user_last_updated_sec

T B i — YRR £ R A 10 E LI /. FireSIGHT 2 %
T — S 0 1 R [ O UNTX B 48

responder_user_name

B i R SR N2 U A K BN I 44

FireSIGHT R BIEERIOIER W
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[ | connection_log

# 7-2 connection_log = (4£)

FE

AR

responder_user_phone

B i U SR WA L 2 U B [ LI P B L 5B

security context

SRS A R GRS M. 53 E, 2400 E
15 5B R ) ASA FirePOWER % 253 78 7 B .

security intelligence_ category

SIERL ORI I 2 4 B RE S -

security intelligence_ip

SR 2 2 GE M 1 TP bk 2 Y8 IP (src) 572 H AR IP (ast).

security zone_egress_name

EEAE AR R 22 42X

security zone_ ingress name

RN 22X,

sensor_address

ﬁzﬁi%gﬂ#ﬁﬁ§i%§ﬁiﬁéﬂﬁlI’ﬂﬁﬁto ﬁ%iﬁyﬂipv4 address, ipv6é addresso

sSensor_name

A% 2 A ) 528 BRI AR

sensor uuid

WA NIME—FRIRET, IR sensor_name A nu1l, JIHARIRRFA o,

source_device

12 5.0 AT E S HL 7B . XA &l #RE null.

src_device_ip

FES2MATEFHILFE . BT RGE#HRENE, WFBRTRERER
null, ﬂiti??ﬂ<ﬁ15§o

src_device_ipaddr

ALY AN AR R T
o FHIEIEHUE IS RF NetFlow 1341 IP Ml — IR R .
o NTERRERSRBER, HTBOY o,

src_device_ ipv4

o {E5.2 hiRAT ML B WA E AR nuil.

ssl_actual_action

AR5 SSL A I e AT HO 3 A o bl TR0 o i 5 RO #R A AT RETCIE I
17, BEIRAE AT RE S BUNERIEA R . W RERI(E B 45 .

® TUnknown

® Do Not Decrypt

® Block

® Block With Reset

® Decrypt (Known Key)

® Decrypt (Replace Key)

® Decrypt (Resign)

ssl_cipher suite

SSL BRI Bk ZEAFEN
Tt HSH

www.lana.org/assignments/tls-parameters/tls-parameterso

XF T U E TS E RN B0, T BON xnenls
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# 7-2 connection_log = (£)

connection_log [ |

FEB

A

ssl_expected_action

WA SSL KRN B2 120008 B AT B #R A o 7T BE RO B0 45 -
® Unknown

® Do Not Decrypt

® Block

® Block With Reset

® Decrypt (Known Key)

® Decrypt (Replace Key)

® Decrypt (Resign)

ssl_flow_flags

I IR bR E . ATRERIE RS
e 0x00000001 - NSE_FLOW__VALID - Wik B th 7B, HAh7E A
H
e 0x00000002 - NSE_FLOW__INITIALIZED - [N B4k 4 Ok 2% it 2% it
T
* 0x00000004 - NSE_FLOW__INTERCEPT - SSL <1 C. # #£

ssl_flow_messages

£ SSL 42 F-Hia], 2/ o Al AR 55 o (B AZ 4 (K078 2 . A R RS B,

152 % http://tools.ietf.org/html/rfc5246 o
e 0x00000001 - NSE_MT__HELLO_REQUEST
e 0x00000002 - NSE_ MT__CLIENT_ALERT
e 0x00000004 - NSE_MT__SERVER_ALERT
e 0x00000008 - NSE_MT__CLIENT_HELLO
e 0x00000010 - NSE_MT__SERVER_HELLO
e 0x00000020 - NSE_MT__SERVER_CERTIFICATE
e 0x00000040 - NSE_MT__SERVER_KEY_EXCHANGE
e 0x00000080 - NSE_MT__CERTIFICATE_REQUEST
e o0x00000100 - NSE_ MT__SERVER_HELLO DONE
e 0x00000200 - NSE_MT__CLIENT_CERTIFICATE
e 0x00000400 - NSE_MT__CLIENT_KEY_EXCHANGE
e 0x00000800 - NSE_MT__CERTIFICATE_VERIFY
® 0x00001000 - NSE_MT__CLIENT_CHANGE_CIPHER_SPEC
e 0x00002000 - NSE_ MT__CLIENT_FINISHED
e 0x00004000 - NSE_MT__SERVER_CHANGE_CIPHER_SPEC
e 0x00008000 - NSE_MT__SERVER_FINISHED
e 0x00010000 - NSE_MT__NEW_SESSION_TICKET
e 0x00020000 - NSE_MT__HANDSHAKE_OTHER
e 0x00040000 - NSE_MT__APP_DATA_FROM_CLIENT
e 0x00080000 - NSE MT__APP DATA_FROM_SERVER

FireSIGHT R BIEERIOIER W
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[ | connection_log

# 7-2 connection_log = (4£)

FE AR
ssl_flow_status SSL L IIRAS o X LB 15 W Bl S AT B R BT B RO A R T S 15 A 19
JEA . AT RE R E B4

® “Unknown”

® “No Match”

® “Success”

® “Uncached Session”

® “Unknown Cipher Suite”

® “Unsupported Cipher Suite”

® “Unsupported SSL Version”

® “SSL Compression Used”

® ‘“Session Undecryptable in Passive Mode”
® ‘“Handshake Error”

® ‘“Decryption Error”

® “Pending Server Name Category Lookup”

® “Pending Common Name Category Lookup”

® *“Internal Error”

® “Network Parameters Unavailable”

® “Invalid Server Certificate Handle”

® ‘“Server Certificate Fingerprint Unavailable”
® “Cannot Cache Subject DN”

® “Cannot Cache Issuer DN”

® “Unknown SSL Version”

® T“External Certificate List Unavailable”
® ‘“External Certificate Fingerprint Unavailable”
® “Internal Certificate List Invalid”

® *“Internal Certificate List Unavailable”

® “Internal Certificate Unavailable”

® *“Internal Certificate Fingerprint Unavailable”
® ©“Server Certificate Validation Unavailable”

® *“Server Certificate Validation Failure”

® “Invalid Action”

ssl_issuer_common_name SSL UE-FS MR ¥ 5 44 o IXIE AL AU 1 BN A, Ed
A REE S HAtE R

ssl_issuer_ country SSL F i & F 1 E K/ X,
ssl issuer organization SSL WFFai & F HI4H 2,
ssl_issuer organization_unit SSL E ik # I LA

Bl FireSIGHT RGBT IliER I
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# 7-2 connection_log = (£)

connection_log [ |

FEB

A

ssl_policy action

N SRS T B ) JC A U DT R 00 P BROA R A

ssl policy name

AT EBEM) SSL SRS 1 ID 4w 5 .

ssl_policy reason

SSL 3 l%ic 3 SSL <iE I JE A .

ssl_rule_action

BExt SSLRRIIAE I Fi il B A #RME (allows block &) o

ssl_rule_name

KR EFE ) SSL AL s BRIA R ID 2 5 .

ssl_serial number

SSL EH K F55, HKAT CA 7K.

ssl_server_ name

£ SSL e 77 Sy Y3 F- T v ik 55 s 44 PR o R 4R I 4 K

ssl_subject common_ name

SSL LS HIFFAT H H 44 IXIEH AL R & I ENLAE A, Ed

REE S ARG R .

ssl subject country

SSL UE P REA & M EK/HX

ssl_subject organization

SSL E 1 E #H AR .

ssl_subject_ organization_unit

SSL L5 RFAT & AU AL 2L LA

ssl_url category

R4 i 55 2 44 PR AIIE 5 3% FH 44 YU RO 21

ssl version

FH SR 3% 4 1% SSL 8% TLS Wr iR As .

tcp_flags

TE 2216 s 21 i) TCP bRk .

url

FE 21 I1A] 52 M 4% EALFNE KK URL Cln Rl LD .

url_category

% EHLFTE R URL #2651

url reputation

WP ENLFTIE R 19 URL 5%, LRIz —:
o 1- HA

o 2 - A[EENL AT
o 3 - fRAEE A R R PRk A
o 4- RPEUNS
e 5-CH
web_application id Web B H 1 A #IFR RS o
web_application_name L FAT— T -

o QURAENEWIAR IR N, U TS N AR 44 PR

o MERGATIE HTTP AP, (HIEIERM AL Web SiH], T

EaZR web browsing

o UNBEHZA HTTP jiis:, Wo2ME

FireSIGHT R BIEERIOIER W
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M connection_summary

connection_log BX&
AU T 1] connection_tog FHTHIRE S

* 7-3 connection_log &

A E IR, ... 5.

application protocol id application info.application id

ﬁE application host map.application id

application tag map.application_id

client application id . ) ) ) .
- - rna_host service info.application protocol id

19 rna_host_client_ app payload.web_application_id

web_application_id rna_host client app payload.client application id

rna_host client app.client application id

rna_host client app.application protocol id

rna_host_ service payload.web application id

initiator_ ipaddr rna_host_ip map.ipaddr

QE user_ipaddr_ history.ipaddr

responder_ipaddr

connection_log 7= {521

LR IR [AI 2K H connection log R MM % 25 ZhEH FA LS, X Ee e 5% 44 W0 A Hs 60 i TRk P

FrfE

SELECT first_packet_ sec, last_packet_sec, initiator_ipaddr, responder_ ipaddr,

security zone_ingress _name, security zone_ egress name, initiator_port, protocol name,

responder_port, application_protocol_id, client_application_id, web_application_id, url,

url_category, url_ reputation
FROM connection_ log

WHERE first packet sec <= UNIX TIMESTAMP("2011-10-01 00:00:00" ) ORDER BY
first_packet_sec

DESC, last packet sec DESC LIMIT 0, 25;

connection_summary

connection summary 3B 5 A IERERE I MERENEE .. FireSIGHT &4 A5 A FE AN

RIS o R 2T /2 LT SR A A RV S B0 e 22
o HAMFERIUEAR H b5 1P Hiht

o AR RN BRI

o AR

o HAHIF B2 Bras il O i 3245 ¥ 2% 1 F Fire SIGHTAS U 21 1) 4318 ), (i1 32 4F NetFlow

¥ ¥ 46  HH I E A R 130 52 a0 4 AL B

A R I B B RS A e N T AL A3 P AR R R AR K L A R )

Bl FireSIGHT RGBT IliER
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connection_summary

}‘}\ 5.0 ﬁ)izl—(l;l(] FireSIGHT %é}ﬁ%ﬁlﬁ’ connection_summary %1&% E%ﬁ—ﬂ’ﬂ rna_flow_summary %%o

ARVEAEE, ESRLT &7

® connection summary FE, F 7-11 T
® connection summary B&, 8 7-13 W

® connection summary RfIEM, F 7-13 T

connection_summary =FE&

#* 7-4

TRIN T IE connection summary 15 il I HHE 2 5 B

connection_summary F

FE

A

application protocol id

JS2FH B CH A R AR IR 5

application protocol name

PAURAE— T :

o UIRABENSWIRARAINIH U IR R 44 FR

o WMEMIE MBS AIEL, RALERHMIRS S, WA unknown
o WERARGERIMPE LA, WEIR pending

o WIRSERBBANMAEL, MoVEE

bytes_recv

2 U R 5 A B A TR

bytes_sent

SRR TT R S T

connection_ type

EEAE B AR . T A AR AR

I SRR BRI AN, WY rna

5 B S FF NetFlow %2 S H, WA netflow

flow_type

£ 5.0 [RA T EFHH 7B . XA B #RIR [ nuil.

id

EME R NIRRT

initiator ip address

£ 5.2 AT EF R B XA B #HGR ] nuil.

initiator ipaddr

KA N IP Hdk B R .

initiator_user_dept

HJa o R ENLI P TR 1T

initiator user email

Hi i SRR AL (s bk o

initiator user first name

e Ja SR R EE ENIH P 4 7.

initiator_ user_id

f e R ORGEE ERL R B RS

initiator_user_ last_name

e Ja B R EE ENLI A PR,

initiator user last seen sec

T i J5 8 F KA H ENL A, FireSIGHT &% f5 — Uk 2
JFUE Bl H AT TR] ) UNIX AR

initiator user last updated_sec

Xt B J5 SRR EHLK A P, FireSIGHT R4t dR 5 — CEHT
03 A H TR [A] 1) UNIX IR (AR

initiator_ user name

e Ja B R ENL T B 44

initiator_user_phone

f i SRR E EALI A R S5 .

interface_egress_name

SIERA RN,

FireSIGHT R BIEERIOIER W
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M connection_summary

# 7-4 connection_summary FEg (%)
FE BiEA
interface ingress name 5%EMLemEOEEd.

num_connections

MR PRS0 TRIWNSAT RERE, RIS AN 44 2R bR
IR, AT S A S 47 ) B m a0

packets_recv

2 N5 R (B de L i

packets_sent

RUE R TT RIE R B

protocol name

I 2 U rR A B P 44 K

protocol num

P TANA 9a'5, @i AN aEFrR

http://www.iana.org/assignments/protocol-numbers o

responder_ip_ address

1E 5.2 A EF 7B X &l #R A nuil.

responder ipaddr

M 791 2 T AR Y AL TP Huhk — kR

responder port

I 2 i v AP ) 3 1

responder_ user_dept

B RS SRR LY A 2 Ul RS 4 B SE LI L P AE 81T

responder_user_email

B i U SRR YL 2 T R A 1 LA S

responder user first name

B i U SR YL 2 15 R (1 E LT (44 5

responder user id

B JE U SR WA N 2 1 R 1 BN B bR iR

responder_user_ last_name

B RS SR LY A 2 Ul AR B ERLI L Ik I

responder_user_last_seen_sec

T R RS TR RS 2 il AR E LML, FireSIGHT £
G Ja — ORI B P S K H AN E] ) UNTIXC R a) K

responder user last updated sec

X T B i U SR B TR AR ) LA Y, FireSIGHT R 4t
Je — T AL A S H RIS (8] ) UNIX I TR K.

responder_user_name

B JE U SR WA B 2 15 R I ENL S I 4

responder_user_phone

B RGO LY A 2 Ul RS B SE ML L B A 5 R

security zone_egress_name

B AR R 22 42X

security zone ingress name

RN 22X,

sensor_address

iﬁk%#ﬁ‘]%%&%ﬂ‘] 1P ﬂ‘{_j,iﬂ:o 7]‘%?&%] ipv4_address, ipvé_addresso

Sensor_name

I B 2RI E BRI AR

sensor_uuid

WA NIME—FRIRET, WIR sensor_name A nu1l, JHARIRRFA 0.

source_device

PR FR IR, FTRER AR AR — T
o FHIEBHIE I SCRF NetFlow (54 1) 1P Hihik
o rFirestouT (UWIRESZ PRS2 E i Al 2K

start_time_sec

AL oh R T e 2 U ) 2 Bl () ) B8 T 4 e ) ST B) UNIXC i
A K .

Bl FireSIGHT RGBT IliER
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si_connection_log [ |

connection_summary BX&
?%ﬁﬂﬁ45ﬂ4fﬁﬁ connection_summary %TﬂﬁfﬁqﬁﬁAe

* 75 connection_summary B&

TR A TR, ... 5.

application protocol id application info.application id

application host map.application id
application tag map.application id

rna_host service info.application protocol id
rna_host client app payload.web application id
rna_host client app payload.client application id
rna_host client app.client application id
rna_host client app.application protocol id

rna_host service payload.web application id

initiator_ ipaddr rna_host_ip map.ipaddr

QE user_ipaddr history.ipaddr

responder_ipaddr

connection_summary 7~ {5 Z14]
A 0 [ 5 R U 0 0 A S P

SELECT initiator_ipaddr, responder_ ipaddr, protocol name, application protocol id,

source_device, sensor_name, sensor_address, packets_recv, packets_sent, bytes_ recv,

bytes_sent, connection_type, num _connections
FROM connection_ summary

WHERE sensor_name='linden' limit 5;

si_connection_log
si_connection log REH AR LEFREFIMEE . LI BA P o2 228 gE I,
FireSIGHT R B 2/ ae it WEMAOE X TR RIERENTTEMAER .
ARFHAEE, ESHLLT &
® si connection log FE, % 7-14 W
® si connection log B&, 8 7-22 I

® si connection log RFIZEf, B 7-22 |

| FireSIGHT R BIEERIOIER W
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[ | si_connection_log

si_connection_log =FE%
N H|H SR AE si_connection_log 3¢ ] I B ¥E E 7B

3 7-6 si_connection_log F£7
FE AR
access_control policy name TGS MU [ ) CBRBRAERAED U 0] 428 1] S
access_control _policy UUID TGS R U A N CBRBRIAERAE D U5 0] 428 1] S W 1
UUID,
access_control_reason RN O B R . DA R L
® User Bypass
® IP Block
® IP Monitor
* File Monitor
* File Block
* File Resume
® Intrusion Block
o WRARidFERE, NATEA
access_control_rule_action S RN B R CSBRABRIE) © allow. block’.
access_control rule id 0T £ P R
access_control rule name ST R BRI
application protocol id 187 FE RS P AR R
application protocol name DL FAE— 5
o SR AEEMEUIF RS, )RR B ) 44 BR
o WRAMRME OIS EIREL RAELIEFAIIRS S WN unknown
o WIRRGEKRMTELZHIE, WEIR pending
o WIREEPRAMHGE, WATHE
bytes_recv S T3k T L A A ) G T
bytes_sent SR AR TT KIE S 7.
cert valid end date BERE R A ) SSL IE 45 1A 241 Unix I [
cert_valid start_date 0 3% 4 Hh A FH 1) SSL IE RIS 1 Unnix 16 RV
client_application_ id AR A e A B 2% 7 i IS B AL PR AR IR 5
client application name NzF S B (nF D) o PUME— I
o WIRBENS IR UM B, SR R H ) 44 R
o R ARGHTI BN IS, AEIGE R A EARRIE, R
& 7 Uity 44 FR
o WRERPRAZ S mMAGE, WATH
client application version E}j‘lﬁhﬁ&}ﬂﬂgﬁﬁﬁo

Bl FireSIGHT RGBT IliER I
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# 7-6 si_connection_log F£ (4E)

si_connection_log [ |

FEB

A

connection_type

BT BRI IIE . o] PICA LU T & — T
o R REEREHE LRI ET, NN rna
o R A SCFF NetFlow &S H, NN netfiow

counter

5 AR RN AR FAF o B

file count

Snort £E 2 1% IRB B SCAEE X Tl PR RS SO 2R A

Fidx.

first packet_ sec

AR 1) 2 15 B 58— A S B i A H AT [R] UNIX R TR

icmp_code

R EMN ICMP s, Wb FEBCA ICMP AT, R FHAZM
ICMP WA, W BN nuil.

icmp_type

R EAE N ICMP Jik, WL T BON ICMP -8, Wk FHAFAZ M
ICMP it A, W5 BON nuils

initiator_continent_name

gt ard O INIPN R
o - KRR

na - JL3E M

as - WM

af - JEIM

eu - B

sa - M EM

au - WKL

an - FE AR

initiator country_ id

S 2 1 ) AL BE 5/ XA RS .

initiator_country_name

FHE 2 1 ) AL FE S5 X A4 P

initiator_ ipaddr

KELIEF ENLE 1P bk —#kh R,

initiator_port

2 RS A 1 3

initiator_user_dept

HJa o R ENLI P TR 1T

initiator user email

Hi i SRR AL (s ik o

initiator user first name

e Ja Bk R EE ENIH P 4 7.

initiator_ user_id

HJa R R ERLI R B RS

initiator_user_ last_name

RS TR EH ENH P K.

initiator user last seen sec

T J5 B S R H ENL A, FireSIGHT 2R %8 J5 — Uk 2
FUiE Bl H AT TR] ) UNIX AR

initiator user last updated_sec

ST REEFRESE ENEIHT, FireSIGHT R4iH )5 — R EHH
1O H BAFD B 18] () UNIX B )R .

initiator_ user name

e Ja B R ENL T B 44

initiator user phone

f i SRR E EALI A R S5 .

instance_id

A AR IR 52 8 W% B Snort 5249 %L 1D

interface_egress_name

SIERMRIA DO,

FireSIGHT R BIEERIOIER W
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[ | si_connection_log

# 7-6 si_connection_log F£ (4E)
FE EA
interface ingress name 5%EMLemEOEEd.

ioc_count

A Th R B ) BN FE R B

ips_event count

B BNAZ H AT BIE 2 BT T AN R AR

last_packet_sec

R 2 0 B — /8 LR 6 ORI () UNIX I

monitor rule id 1

SIERRHR A — A M A FUN ) 1D

I ID 5 monitor rule name 1

A R 44 FR DGR

monitor_rule_id_2 5@*%9%E%E<J%:/I\H§}§%§%mmum 1D, JHZ 1D 5 monitoriruleinameiz
A R 44 FROCTK

monitor_rule id 3 55@1%9%%5@%34\%%%%%%%% JID ,[H: 1D 5 monitor rule name 3
PHAFA R 44 PR G TEK

monitor_rule id 4 S RPN A 2 MU ID. It ID 5 monitor rule name 4
A R 44 FR DGR

monitor rule id 5 SERRBE AR MK ID. L ID 5 monitor rule name 5
A R 44 PR OCTK

monitor_rule_id 6 EﬁﬁééE% E‘J?ﬁf\’l‘ﬂ:ﬁ?ﬁ%%%ﬂﬂﬂﬁ‘] ID. It ID 5 monitor rule name 6
AT R 44 PR G TEK

monitor_rule_id 7 5iEE S B IR 28 U ) ID. Bk ID 5 monitor_rule name 7
PHAFA R 44 PR SR o

monitor_rule_id 8 SR RB S )\ G MU ID. M ID 5 monitor rule name s
A R 44 FR DGR

monitor rule name 1

55 BRI AR 5 — > M P2 2 A0 18 44
A 1D KK

o lﬂﬁﬁg *fKE monitor rule id 1

monitor rule name_ 2

5 IE R OCHR R AN T 4% A% U B 44 K

AR ID SR

A4S monitor_rule_id 2

monitor rule name 3

SRR ORTR 55 = A M 4% 8% FU F) 44 Ko

TAEAE ) ID SR

4R S monitor_ rule_id 3

monitor rule name 4

5 IE R ORTR A 55 DU A 4% 2% F N F) 44 K o

TAEfE ) ID SR

Iy /] monitor_rule_id_4

monitor rule name 5

5 EREORIR A 56 A M 4% 2% FU ) 44 5K o

TAEGE ) ID SR

i ] monitor_rule_id 5

monitor rule name 6

5 T PRI AR 55 /N M P % 0 P 44 o

A K ID SR

A4S monitor_rule_id 6

monitor rule name 7

IR ORTR 55 LA M 4% 8% U F) 44 K

TAEE ) ID SR

[l 2y /] monitor_ rule_id_7

monitor rule name 8

SERLORHR S )\ A T 4% 25 FU ) 44 5K o

TAEGE ) ID SR

i ] monitor_rule_id 8

netbios_domain

g2 rh i FH ) NetBIOS 2 .

netflow_dst_as

IR AT S AR Netflow H F ARG HIH 5.

netflow_dst_ mask

Netflow H Frithhkpr g .

netflow_dst_tos

HHE BN H ARG RIS TP FR SR R 55 258

Bl FireSIGHT RGBT IliER
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# 7-6 si_connection_log F£ (4E)

si_connection_log

FEB

A

netflow_snmp_in

MR ) A b B R K45 1) 1D

netflow_snmp out

M E B A ot B R K4 ) 1D

netflow_src_as

PE R BN S5 R (175 Netflow H F RA MRS .

netflow_src_mask

Netflow Y7 bk A 3 #4505 o

netflow src_tos

Hdhs 0 IR 5] H AR TP 3k R IR 55 3 AL

network_analysis_policy_name

5 A4 N AR A I AR SR R IER (14 190 2% 73 A SR

network_analysis_policy_UUID

52 BN AR A N AR SR SR IR 1A I 8% 29 BT SR 1) UUTID .

packets_recv

RS 22 1 ) LR B A ) A

packets_ sent

RS 2 U (1 LA o 1 a1 A B

protocol name

A TP T A DML A4 A

protocol num

PR TANA 9a 5, G0 BA N ks

http://www.iana.org/assignments/protocol-numbers o

responder_continent_name

LEINE iy SE N ER I IPNL R
o - KK

na - JE YN

as - AL

af - R

eu - BRI

sa - ISR

au - WAL

an - F RN

responder_country id

Wi 72 1 A7 6 P S AL ERD R 5 X A

responder_country name

Wi 7 22 18 AR 2 AL 5/ DX 44 7

responder_ ipaddr

i) 8 4333 S D T =ML TPv4 B TPv6 Mtk i) — k] R R .

responder_ port

VATV L A5 0 3 1

responder_user_dept

B i U SR N 2 U B ) AL P BT AE 81T

responder_user_email SRR — B £ 15 A 0 LI P S R
responder_user_first_name 50— U S £ 1 A E LI P 1
responder_user_id R — B T A 0 WL P B P A R R
responder_user_last_name S50 B V7 £ 17 S 0 E LI P O

responder user_ last seen_sec

X T B i U SR B2 TR AR ) LA Y, FireSIGHT R 4t

Jei ARSI 2 P 35 3 ) H YA 8] ) UNIXC I ] K o

responder user_ last_updated_sec

X T di i O SR B U5 AR I BN Y, FireSIGHT R 4t

Ja — USRI FH P AE s ) H PR [A) B UNIX I [k

responder_user_name

B i UG SR N 2 1 B K AL P B P 4

responder_user_phone

B U SR B 2 U B I ML P R A 5 4

FireSIGHT R BIEERIOIER W


http://www.iana.org/assignments/protocol-numbers
http://www.iana.org/assignments/protocol-numbers

BI1E FR: ERAEE |

[ | si_connection_log

# 7-6 si_connection_log F£ (4E)

FE AR

security_context R ) 2 A CRIPTKED M. BER, REMNUNE
15 50 N ) ASA FirePOWER & HH 7 L 7 B

security intelligence category S5 LR ek,

security intelligence ip SR 2 e e ) TP Mk 2 YR IP (sxc) B/ H AR IP (ast)o

security zone egress name EEEATRE OZ4X,

security zone ingress name BB F RN D 24X,

sensor_address R ZE WA TP Huhk . 3N ipva address, ipve address.

sensor_nane W 2 M A 7

sensor_uuid %%ﬁ%ﬁ‘]ﬂﬁ**ﬁlﬂf@, ﬁl]% sensor_name ?'\j null, Mlﬂ:ﬁlﬂfﬁ‘?’ix 0o

src_device ipaddr LN L AR — T,

o S HUEBEE IS FF NetFlow 91 # ) TP Huhik — 30 il 3R
o TR BRI B HERE, ETBON o
ssl_actual_action HRAE SSL KXot HE P AT A 354

H TR e i E R R AR T RETCVE AT

SEHRAE AT RE S PUWERAE A . AT RERI(E B 45

® “Unknown”

® “Do Not Decrypt”

e “Block”

e “Block With Reset”

® ‘“Decrypt (Known Key)”

® ‘“Decrypt (Replace Key)"”

® *“Decrypt (Resign)”

ssl_cipher_suite SSL AT FI RN B4 S A
Qe 1L W T e
www.iana.org/assignments/tls-parameters/tls-parameters o
XF T U E TR E RN B, T BON xhenl.
ssl_expected action RHE SSL FH Iy

PLZRT ELANAT IR . 7T BE B AL 4 -

® “Unknown”

® “Do Not Decrypt”

® “Block”

® “Block With Reset”

® T“Decrypt (Known Key)”
® ‘“Decrypt (Replace Key)"”

® ‘“Decrypt (Resign)”

Bl FireSIGHT RGBT IliER I
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# 7-6 si_connection_log F£ (4E)

si_connection_log [ |

FEB A
ssl_flow_flags InE R AR AR S . WTRER

{IEREECE

0x00000001 - NSE_FLOW__ VALID - %K B b7 B, HAthrBA
H

0x00000002 - NSE_FLOW__INITIALIZED - [N 45 ¥ Ol & i 28 30
AT Ab

0x00000004 - NSE_FLOW__INTERCEPT - SSL <> O # £ 4

ssl_flow _messages

£ SSL 4 Fla], 27 o Al 55 2% < (B AZ 0V 2 . A R TR E B,

ljﬁaé%lfﬂ http://tools.ietf.org/html/rfc5246 o

0x00000001 - NSE_MT__HELLO_REQUEST

0x00000002 - NSE_MT__CLIENT_ALERT

0x00000004 - NSE_MT__SERVER_ALERT

0x00000008 - NSE_MT__CLIENT_HELLO

0x00000010 - NSE_ MT__SERVER_HELLO

0x00000020 - NSE_ MT__ SERVER_CERTIFICATE
0x00000040 - NSE_MT__ SERVER_KEY_EXCHANGE
0x00000080 - NSE_MT__CERTIFICATE_REQUEST
0x00000100 - NSE_MT__SERVER_HELLO_DONE
0x00000200 - NSE_MT__CLIENT_CERTIFICATE
0x00000400 - NSE_MT__CLIENT_KEY_EXCHANGE
ox00000800 - NSE_ MT__ CERTIFICATE_VERIFY
0x00001000 - NSE_MT__ CLIENT_CHANGE_CIPHER_SPEC
0x00002000 - NSE_MT__ CLIENT_FINISHED

0x00004000 - NSE_MT__SERVER_CHANGE_CIPHER_SPEC
0x00008000 - NSE_MT__SERVER_FINISHED

0x00010000 - NSE_MT__NEW_SESSION_TICKET
0x00020000 - NSE_ MT__HANDSHAKE_OTHER

0x00040000 - NSE_MT__ APP_ DATA_FROM_CLIENT
0x00080000 - NSE_MT__ APP_ DATA_FROM_SERVER

FireSIGHT R BIEERIOIER W
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[ | si_connection_log

# 7-6 si_connection_log F£ (4E)

FE AR
ssl_flow_status SSL L IIRAS o X LB 15 W Bl S AT B R BT B RO A R T S 15 A 19
JEA . AT RE R E B4

® “Unknown”

® “No Match”

® “Success”

® “Uncached Session”

® “Unknown Cipher Suite”

® “Unsupported Cipher Suite”

® “Unsupported SSL Version”

® “SSL Compression Used”

® ‘“Session Undecryptable in Passive Mode”
® ‘“Handshake Error”

® ‘“Decryption Error”

® “Pending Server Name Category Lookup”

® “Pending Common Name Category Lookup”

® *“Internal Error”

® “Network Parameters Unavailable”

® “Invalid Server Certificate Handle”

® ‘“Server Certificate Fingerprint Unavailable”
® “Cannot Cache Subject DN”

® “Cannot Cache Issuer DN”

® “Unknown SSL Version”

® T“External Certificate List Unavailable”
® ‘“External Certificate Fingerprint Unavailable”
® “Internal Certificate List Invalid”

® *“Internal Certificate List Unavailable”

® “Internal Certificate Unavailable”

® *“Internal Certificate Fingerprint Unavailable”
® ©“Server Certificate Validation Unavailable”

® *“Server Certificate Validation Failure”

® “Invalid Action”

ssl_issuer_common_name SSL UE-FS MR ¥ 5 44 o IXIE AL AU 1 BN A, Ed
A REE S HAtE R

ssl_issuer_ country SSL F i & F 1 E K/ X,
ssl issuer organization SSL WFFai & F HI4H 2,
ssl_issuer organization_unit SSL E ik # I LA

Bl FireSIGHT RGBT IliER I
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# 7-6 si_connection_log F£ (4E)

si_connection_log [ |

FEB

A

ssl_policy action

N SRS T B ) JC A U DT R 00 P BROA R A

ssl policy name

AT EBEM) SSL SRS 1 ID 4w 5 .

ssl_policy reason

SSL 3 l%ic 3 SSL <iE I JE A .

ssl_rule_action

BExt SSLRRIIAE I Fi il B A #RME (allows block &) o

ssl_rule_name

KR EFE ) SSL AL s BRIA R ID 2 5 .

ssl_serial number

SSL EH K F55, HKAT CA 7K.

ssl_server_ name

£ SSL e 77 Sy Y3 F- T v ik 55 s 44 PR o R 4R I 4 K

ssl_subject common_ name

SSL LS HIFFAT H H 44 IXIEH AL R & I ENLAE A, Ed

REE S ARG R .

ssl subject country

SSL UE P REA & M EK/HX

ssl_subject organization

SSL E 1 E #H AR .

ssl_subject_ organization_unit

SSL L5 RFAT & AU AL 2L LA

ssl_url category

R4 i 55 2 44 PR AIIE 5 3% FH 44 YU RO 21

ssl version

FH SR 3% 4 1% SSL 8% TLS Wr iR As .

tcp_flags

TE 2216 s 21 i) TCP bRk .

url

FE 21 I1A] 52 M 4% EALFNE KK URL Cln Rl LD .

url_category

% EHLFTE R URL #2651

url reputation

WP ENLFTIE R 19 URL 5%, LRIz —:
o 1- HA

o 2 - A[EENL AT
o 3 - fRAEE A R R PRk A
o 4- RPEUNS
e 5-CH
web_application id Web B H 1 A #IFR RS o
web_application_name L FAT— T -

o QURAENEWIAR IR N, U TS N AR 44 PR

o WRARGHME] HTTP N H ML, HICTRRGEAE Web N, T

EaZR web browsing

o UNBEHNZA HTTP jiis, Woy2ME

FireSIGHT R BIEERIOIER W
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[ | si_connection_log

si_connection_log BX&

?%ﬁﬂ ﬁ4ﬁﬂ4fﬁﬁ si_connection_log %%#kﬁt H’]H?éA °

* 77 si_connection_log B &

TR A TR, ...

application protocol name application info.application id

Bk
application_id

%

application host map.application id
application tag map.application id
rna_host service info.application protocol id

rna_host client app payload.web application id

client application id rna_host client app payload.client application id

%

web_application_id

rna_host client app.client application id
rna_host client app.application protocol id

rna_host service payload.web application id

initiator_ ipaddr
Bk

responder_ipaddr

rna_host_ip map.ipaddr

user_ipaddr history.ipaddr

si_connection_log 7~ ZFif]

LAUNE IR MK B si_connection log KIHE 25 FKELFAFILR, IXLEeI0 e #4 M QI () 8%
B FPES

SELECT first_packet_ sec, last_packet_sec, initiator_ipaddr, responder_ ipaddr,

security zone_ingress _name, security zone_ egress name, initiator_port, protocol name,
responder_port, application_protocol_id, client_application_id, web_application_id, url,
url_category, url_ reputation

FROM si_connection_log

WHERE first packet sec <= UNIX TIMESTAMP("2011-10-01 00:00:00") ORDER BY
first_packet_sec

DESC, last packet sec DESC LIMIT 0, 25;
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RE: HPERR

ABEAEHFREHTHPEIA S0 E T RS RS {5 S . FireSIGHT R4 7] DLl
TERER & AR P & % (435 LDAP. POP3. IMAP. SMTP. AIM 1 SIP) Az R 2% 1 fy FH
FissE

BRIEFEMEE, B TRINEET
#* 8-1 FBREBENFE

BEH...... FREXUTHENEEMNE.. 4
discovered_users, 5 8-1 T HRRAGKEMBIMH P ER. 5.0+

user_discovery_event, 55 8-2 T PR IEAE, R8T W4 B P Esim s S . 5.0+

discovered users

discovered_users ?%@é‘?ﬁ%%%fﬁ%ﬂﬁ"]ﬁ)ﬂ)ﬂ E‘J#?Eﬂ% SN
M FireSIGHT £4t 5.0 JRATTUS, discovered users f0E CJEF M rua_users T o
BHXREMEE, BESRLLF &

® discovered users FE, $ 8-1 I
® discovered users BtA, % 8-2 W

® discovered users Rfil&EM, F 8-2 W

discovered_users FE%
T?‘%@J HZ'IEIE discovered_users %EF'UE L1} E‘J?&o

#* 8-2 discovered_users FfZ

FEB L]

dept P RAEERTT .

email FH P B A M k-

first name P 44 5,

ip_address B CES, XA AR R nuil.

FireSIGHT R BIEERIOIER W



B8E FR: AREDER |

[ | user_discovery_event

# 82 discovered_users FE (4)

FE EA

ipaddr R 2 A P B S EHLE IPv4 5XIPv6 Mkt (¥ — ki R
last_name FA P 0 1

HaSELSESHESEE ARG e — Ak s P 8 S H AT 8] ) UNIX I A
last_updated_ sec I Ja — SR P S BB AT TA] Y UNIX I [A) .
name P44

phone P g SR

rna_service £ 5.0 AT S H B X IrE SR Bl nuil.
user_id BRJE R BN P B AR RS

discovered users Bx&
TR TE rua_user £ EHUTIIEES .

7 83 discovered_users &

ERAINERFRES...... MRAUTHRSRXBHEME......

user_id user_discovery event.user_id
user_ipaddr_history.user id

discovered_users 7~|Z1if)
L AR ] 1 M3 5 ST ] LAk 2R i B % 25 4% LRI P i

SELECT user_id, ip_address, email, name, last_ seen_sec, last_updated_ sec
FROM discovered_users
WHERE last_ seen sec >= UNIX TIMESTAMP ("2011-10-01 00:00:00")

LIMIT 0, 25;

user_discovery_event

user_discovery_event %@,é\/l\ﬁﬁ)j Efﬂ%ﬁc E]/‘JiE.Z:KL o

TWHVER, M 5.0 AT, FireSIGHT R G4 i sk 528 WA 0N I i sk, 1A 75 ksl
%]%#Ilﬂj JHZ%EPE/J detection_engine name ﬂl detection_engine_ uuid %&Eﬁ”dﬁﬂ
sensor_name N sensor_uuid FTEARE . X B A B IR Bl e T A R PR B 1 2 R
HUEEDSS

ﬁ?%ﬁ?lﬂfmm B DL &

® user discovery event FE, F 8-3 T
® user discovery event B&, 5 8-4 T

® user discovery event RfilEf, 5 8-4 I
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| g% . AAEDR

user_discovery_event [ |

user_discovery_event FE%
TRY|H AT user_discovery_event i H’\]?Eﬁ o

7 84 user_discovery_event F&
FE WiEA
application protocol id R3] PR R FH WIS A AR TR AT
application_protocol_name PLRAE— 0
o EFEPFTHNHIAFR: LDAP. POP3 4§
o WMRRGHTZMER T H)—NRETERANAH, W2 278N pending
o WMEELEPRANHEE, WoATE
description KILFEAFFTU N Delete User Identity B¢ User Identity Dropped B, {78 H 44
YISk
event_id R BRI T .
event time sec DRI A ) H BRI [E] ) UNIX B AL
event_type RIVEAEZEAL, FIU0, New User Identity BY User Logine
ip_address 1E 52 IRAT O HF AT B . WA AR E nuil.
ipaddr Sr il 2 B E AL E TP Hihk i) = R OR
reported_by W& H B F K Active Directory IRZ583#) IPv4 Hubik. IPv6 Hulik sl NetBIOS
sensor_address Ror I 30 P R AT 1) 52 8 B I TP Mk, R N
ipvd_address, ipv6_addresso
sensor_name or il 1 F P R B0 S A 1) 52 A R A R SO A4 R
sensor_uuid WA IME—FRIRTE, W sensor_name N nuil, MBEFRIRFFA oo
user_dept B JE S EVLRIH P ERES T,
user_email IR B S LRI P B
user_first_name P 14 5
user_id B Ja S EVLRIH P AR RS
user last name }Eﬁ)ﬁl E’Jﬁif&c
user_last_seen_sec ARG E— AR F P 8 S H AT 8] ) UNIX I R] #K
user_last_updated_sec I Ja SR P AE B AN [B] ) UNIX B ] .
user_name BEERENRHP 4.
user_phone BE R ENRH P IS S5,
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B8E FR: AREDER |

[ | user_discovery_event

user_discovery_event BX&
7:%§§Uﬂjﬁfff user_discovery_event %%J:%R%fﬁ@&%l&o

3 8-5 user_discovery_event B&
TR A TR, ... 5.
ipaddr rna_host ip map.ipaddr

user ipaddr history.ipaddr

user_id discovered_users.user_ id

user_ipaddr_history.user id

user_discovery_event 7= {5 Z51]
L 3 I 1 MR i RO )2 i 5 2 8 A FRE AR % 25 48 0 P B

SELECT event_time_sec, ipaddr, sensor_name, event type, user_name, user_last_ seen_sec,

user_last_updated_sec

FROM user_discovery_event

WHERE sensor_name = sensor_name

AND user last seen sec >= UNIX TIMESTAMP("2011-10-01 00:00:00") ORDER BY event type ASC

LIMIT 0, 25;
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FR: KEE

AT A IGE T 5 R RIS 107 R 5 BT SO B A 45 S, B ANRCIRS e 4% g
fre FRAGEE, WS TRINM S

# 9-1 KRETE

BER GHAXUTHAZNERENR.. kA

compliance_event, # 9-1 71 75 BRI IR SR A 1 S TG D i P A= e ) SR TR 4.10.x+
HE,

remediation_status, i 9-5 71 Y BRI TR S ik R R DRy RIS AR G RN RCIR 1 4.10.x+
HEM,

white_list_event, i 9-6 TL MRGAEM B ENERIE AL AR TR E 4.10.x+
K B AR R 4 A

white_list_violation, 5 9-8 I A RIEMER, HEREEERMS EENERIES)  [4.10.x+
A SRS A A R T 3R

compliance_event

compliance_event ?%@;/_’\%ﬂlw‘ﬂ(ﬂsﬁﬁﬂEP'L‘EEEE/‘]%Eigﬁ: E‘]{%‘E\o
ARUMER, ESHUTE:

® compliance event FE, % 9-1 W

® compliance event B&, % 9-5 W

® compliance event RfIEIf), % 9-5 &

compliance_event FE§

HICAE, WERPRZFEBAAT R T H), BARBUR TR AT A KRR H Al 7 BRI . it
m%%ﬁ¢mm$%%ﬂﬁﬂﬁﬁw F1 RIS AT (B AR R B s s Web B T A2 BOGIR S 44, 0
PRI AR A 5 NRAHKMIEE . RIEEN FireSIGHT RARE, bR FB B RE R T
%o%m,m%@&ﬁCmmﬂﬁﬂﬁ,M%ﬁ%#ﬁﬁ@ﬁ%ﬁ%ﬁ%%o

TR, A 5.0 BROATTIR, FireSIGHT R4 23 105K 528 W& 00 1 W £ A0 s ksl , - 1 A~ H
#@J%I%#{W E compliance_event ‘:F‘, detection_engine name ﬁ‘u detection_engine uuid ?F

BAECGR P E A, I HERE XA 7B B R B ik, ARHFaNERER, B
ﬁ'@ sensor_uuid %Eﬁ ﬁﬁxieglﬁ detection_engine_ uuid ?F
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BIE FER: XBE |

[ | compliance_event

TRY B LE compliance_event ﬁq:‘lﬁ 5] E‘]?E{ o

* 9-2 compliance_event F£;
FE L
blocked FR il RN HAF B R T A A S AR -
o o- BIEOAWER
o 1-HIWBCOHEFR (NiR, ZHraEg b EED
o 2-MRCHFEN IR A2l b 2EE hic B R B B R SR
D) fi A A ) B L AR B L 5
description KT R AT B Hofuh 2 77 A5 B o

detection engine name

7E 5.0 A B3 H b7 B %A & ##R Al nuil.

detection engine uuid

£ 5.0 A B3 H b7 B XA B AR Al nuil,

dst_host_criticality

WRRIBRFEAE AR ENL AP 2B ENLEZNE: None. Low. Medium Y

Higho

dst_host_type

Eiﬁﬁjfﬂlgéﬁﬁz Host. Router. Bridge. NAT Device EE Load Balancero

dst_ip address

£ 52 AT EFH T B mFmjadeaEtt, hrBrhfEREN
null, {HXIFATEE.

dst_ip address v6

ES2AFEFHLETE. ATFREFREN, EFBEPRMEREEN
null, {HIXFFAHEE,

dst_ipaddr

fitk 5 A P B FR) H AR E ML TPv4 B IPv6 Mk i) — kil %7

dst_os_product

H AR EHL_E R ERAE R GEATR

dst_os_vendor

H AR EHL_E P ERAE RGN .

dst_os_version

HArEHLERBAERGIRA S .

dst_port

R FHAPNER E TCP 5; UDP, WA #EBOR &/ ENL I D5 . WS
PR R ICMP, I ICMP 1%,

dst_rna service

SR ARG, D 5 fi e SR SR TR R AL B BT B B R TGVRR
gl IO LA AR 3T

® none Ej?”f El - %&)ﬂ W‘D(/JIKL%
L4 unknown-—ﬁﬂ§%ﬂ§ﬁ§El%DHE5§%§$Eéi, 3E%£iREMHE5§%§
® pending - %éﬁ%*ﬁ%%%

dst_user_dept

H AR P P E B8]

dst _user email

H s F P i s k.

dst _user first name

HbsH 7 145

dst_user id

HarH 7 RV A 2 BT iR e 5 BAR EHLRA D N AR RS

dst_user last name

SRV DRliinf 5

dst_user_ last_seen_sec

ARG 5 — RIS B bR P 8 S B AR 8] ) UNIX B ().

dst_user_last_updated_sec

f e — U H AR P A5 B 1A Ta] fY) UNIXC A ] Ko

dst_user_name

HARF B 44

dst_user phone

H b L B A 5 B

dst_vlan_ id

HFr EHLE VLAN FriR5 CIniRaEH)
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| $£98 FE: XBE

# 9-2 compliance_event FE ()

compliance_event [ |

FEB

ViR

event_id

B A R R AR A HIRR IR

event time sec

fol 2 S B H BAISE E] Y UNTX B )

event_ time usec

fih i AP ) 8K ) R 4

event_type

fih i 5 BB R ) B 5 50 A o0 AR BROR R AR R B A S R . A B R

o ids, EFXPARFARAR S

o rna, FPXPRILFM. BHUERAFACR . RS EOR B E SO 5 ik
&

® rua, %+Xjﬁﬁf32iﬂﬂgg##ﬁ§%i%%

o whitelist, FFXI&EHA L RFIAK 3

host_event_type

ggﬂ#géﬁg, ﬁMﬁD, New Host Eﬁ Identity Conflicto

id RIEHEA BRI
impact HAF R bR S, HEWT

-4t (5%

- (TR S B

-3 (HRIAN S 2B
-IE S CRATERD

- IR CRAFZIE)D

IR NAZ S R S B R B 52

interface_egress name g OO,
interface ingress name S5&EEMerE 0D,
policy name ﬁﬁfﬁﬁiﬁﬁééﬁ%ﬁ%ﬂéo

policy rule name

fih e SR g 3 LA SR IR

policy rule uuid

SRIPAN I F ME— B R o

policy time_ sec

A RS R R A 1 H SR B 1) ) UNIX B8] 8

policy uuid

SRR S I ME—FRIRAT

priority

RECEAFIIILE S, R FH BB E . SO0 50 SR i (1 R 533 s
10 SR FER SRS (19 D18 5 B 3

protocol_ name

HHA KRB R .

protocol num

NANA 8RS (Rl H) .

rna_event_ type

7E 5.0 A e 3 B X prE Bl #R 1A] nuil.

rua_event_type

7E 5.0 A B H b7 B 3T & ##HR El nuil.

rule_generator_ id

Az i A AR A R AL B AR 2R 1D 25 (GID).

rule message

SRR SRR I NAR S AF BB SCA . O T2 T RN Rk, i B AR
JICE RRI o 0T T AR 2% A TIAL B AR A, ST SR R G A Y

rule_signature_id

FHAFHIZE 4, 1D (SID). A58 T BUE A A N AR SR I B AR . A 5 2
aHAL BT S .

security zone_egress_name

RIREAF A A 2 42X,

FireSIGHT R BIEERIOIER W



BIE FER: XBE |

[ | compliance_event

# 9-2 compliance_event FE ()

FE

R

security_zone_ingress_name

RELFAF RN 242X,

sensor_ address

A RS R IR S B AN A 1) 32 0 B % TP k. 130N

ipv4d_address, ipv6_addresso

Sensor_name

A R AR SR R S AR AR I S

sensor_uuid

%%‘:’i&%lﬁ/‘]”ﬁ*ﬁﬁiﬂ%& iR sensor_name N null, }”\Uﬁt*ﬁiﬂfﬁtyﬂ 0o

src_host criticality

P RCE I IR ENLR P e ) EHLE ZE 4 Noney Lows Medium BY

Higho

src_host_type

ﬁ?jiﬂlﬁéﬁﬁ: Host~ Router. Bridge. NAT Device Y Load Balancer.

src_ip address

ES2AFEFHLETE. ATFREFREN, EFBEPRMEREEN
null, {HIXFFAHEE,

src_ip address_vé6

ES2BEAFEFALTE. HTREHREM, EFBEFRAEREEN
null, {HIXFFATEE,

src_ipaddr

fisl 2 A BTV T2 (VR AL 1Pv4 B TPve Hihik i — ik 7w .

src_os_product

PREN ERBRAIE RS HIR.

src_os_vendor

JREHL LA RGN .

src_os_version

REHL LB RGIRA S .

src_port

PFEN ERs S, 5T ICMP fifE, Sosi2E ICMP 2681,

src_rna_service

G SR ARG, D 5 il S ST (R R AL B B B i RV
Al WY R AR

* none B H - LN HHLE
e unknown - fR#E C ARG SRS, ToVE U IR 5% % AR 1%
® pending - %éﬁ%ﬁ?%%%ﬁ

src_user_dept

PR T AE R T

src_user_email %ﬁﬁﬁ}hagmgﬂ#ﬂﬁhto
src_user_ first name VEF P R4 .

src_user id

PRI, BUR AR 2 R e SR IR BN, AR IR S

src_user_last_name

PR P R

src_user_last_seen_sec

FGuta AR IR P SR H AN A] ) UNIX R fa] K.

src_user_ last updated_ sec

s — UCSE IR A5 U2 B AT IS TR) A UNIXC I )3

Src_user_name

PWH PSR 4

src_user_phone

PR B RS S5

src_vlan_id

JEEHL VLAN #5785 ClniRiEmD

user_event type

fi ke P FAE R, A0, New User Identity BY User Login.
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remediation_status

compliance_event BX&
?%5” ﬁ4€ﬂ7£ compliance_event %J:?;Kﬁt H’]H?éA °

#* 9-3 compliance_event B &

TR A TR, ... 5.

dst_ipaddr rna_host ip map.ipaddr

ﬁz user ipaddr history.ipaddr
src_ipaddr

- —_— .

compliance_event ;< {5ZE1f]
PLUR AR | — A A B 2 25 o RBRFRd s, Hh i HE BaREF 4. JEA H AR IP M
hk YR E bR L SRER(E B
SELECT event_id, policy time_sec, impact, blocked, src_ipaddr, dst_ipaddr, src_port,
dst_port, description, policy name, policy rule name, priority, src_host criticality,

dst_host_criticality, security zone_egress name, security zone_ingress name,

sensor _name, interface_egress_name, interface_ ingress name
FROM compliance event WHERE event type!="whitelist™"

AND policy time_ sec

BETWEEN UNIX TIMESTAMP ("2011-10-01 00:00:00"

AND UNIX TIMESTAMP("2011-10-07 23:59:59")

ORDER BY policy time_sec

DESC LIMIT 0, 25;

remediation_status

remediation status & EH K THAFIFMIE S, T 2 B o rb L RS A0 R LA R S 15 SR s 3 A0
I 2B X SRR A

ARVEAEE, BRI &7:
® remediation status FE, F 9-6 I
® remediation status B&, B 9-6 I

® remediation status RfIER, ¥ 9-6 W

FireSIGHT R BIEERIOIER W



BIE FER: XBE |

M white_list_event

remediation_status S2E%

7<%25U5j%5ﬁ1%f remediation_status %éqntﬁﬁﬂEQ§ﬁy§EE%ZEQo

7 94 remediation_status F££
FER iR
id

38 S i i A R S BB IR 5

policy name

O A3 SO i A AR S I S

policy_rule_name

fih 5 AR E) AR ST R

policy rule uuid

SRR H I F ME— B IR AT

policy time_ sec

AR A SR SR BRSO H AN B 18] UNIX B R ER .

policy uuid

fish e R I 2 A1 1R R IER SRS (AT PHE — AR IR

remediation_name g ORI
remediation_time_sec 75 0 oo AR D SRR L SRR 8] £ UNTX I ] 88K

status_text

R AE RRANKUE BT R AEE DUITE R, B0 “successful completion of

. . »
remediation o

remediation_status BX&

4@36/2& remediation_status %L?ﬂﬁtﬁfﬁo

remediation_status 75| Z5if]

DA AR [R5 H IR BTAE B % 25 26105k XK EIEANBOIRZESE B, B b it (8]
(S AIRNANEPSE

SELECT policy time_sec, remediation_time_sec, remediation name, policy name,

policy rule name, status_text

FROM remediation_status WHERE remediation_time_sec <= UNIX TIMESTAMP ("2011-10-01
00:00:00")

ORDER BY policy time_sec

DESC LIMIT 0, 25;

white list _event

white list_event 0% 2 R GUAE I B ML S ik 2 3 44 5 & ML B8 5 4% F I A i) B 44
FE.

THIER, M 5.0 lORTTAG, FireSIGHT F 4041035 328 B0 Z 5| (1 101 26 A0 3 3 A, i A
PRI 5] SEAT I . {Ewhite 1ist_eventH, detection_engine_name ﬂudetection_engine_uuid
%ZE%iﬁzEClﬂZ[j null, iFEiE%é?i?ﬁﬁ4‘ﬁiE%E@E§ﬁﬂﬂzﬂi[ﬂi?iﬂi%o EE%E sensor_uuid.%zE%y ﬁﬁﬂ<

= detection_engine uuid FB, nRRHERIEEE.
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| #o% % £B%

white_list_event W

ARVEMELR, WESHT &
® white list event FE, % 9-7 W
® white list event Bt&, 5 9-8 W

® white list_event rfjl&Eif), 5 9-8 I

white_list_event =FE&

Tﬁﬁu:ﬂﬁ‘ﬁfﬁ white_list_event ﬁ‘:':'lﬁ IEJ E@ﬁ*&ﬁ?ﬁ%o

# 9-5 white_list_event FEE&
FE iy
description Tt BH 1 44 PR e a0 s 1

detection engine name

£ 5.0 A B b B %A E il #RIR Bl nuil.

detection_engine_ uuid

7E 5.0 A e 3 B X PTrE Bl #ER R Al nuil.

host_criticality

TR & A4 FRE BT 72 BC i EHLE ZE: None. Low. Medium BY
High.

host_type

jiﬂlﬁ@%éﬁﬁ: Host~ Router. Bridge. NAT Device Y Load Balancer.

id

H 4 BRI A AR IR .

ip_address

ip_address_vé

fE 5.2 A EFH LB . XA A #R E null.
fE 5.2 A EF 7B XA iR

Al nulls

ipaddr

AEFENL 1P Houbik i) — ik R om

os_product

BAE RS b A4 FK

os_vendor

BAE RGN -

os_version

BAERGNRA S .

policy name

P B & E g, B A A .

policy time_sec

Az A BRI TA] B UNIXC R[] 8K

policy uuid

B A A LF IS U SRS (RIS

port SfA kS AR E M (T A SRR IS E D AIF R R 3m 1  (n
) o T HARSRAE [ A A, 2T BOVE .
priority HA BB e s, M) il B

protocol_name

HHA KRB CRATAD .

protocol num

NANA fBZRigRms el A .

rna_service

il e 4 OB IR S CARSRATHDD &

sensor_address

Tﬁ{)ﬂﬂﬁﬁ%ﬁ‘]%%&%ﬂ‘] 1P f@,iﬂ:o *%ﬁy\j ipv4_address, ipvé6_addresso

Sensor_name

A A AR B

sensor uuid

ZE A TIME—FRIRRF, W sensor_name N nuill, MIEFRIRFFA o,

user_dept

I R AE R T

user_email

R B R A s ko

user_first_name

LA

FireSIGHT R BIEERIOIER W
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M white_list_violation

# 9-5 white_list_event FE (4E)

FE Lz

user_id R AL 2 BT B S B AL I AR IR

user last name P IR

user_last_seen_sec ARG G — AR B S S H RIS 1) ) UNIX B ALK
user last updated sec B 5 — VR P 3 B B AT ] ) UNTX A .
user name M REFH 4

user_phone P B S 58 .

vlan id VLAN Fral s (& A

white list name i & 1 4

white list uuid 14 B M — AR iR

white_list_event Bt &
TRY B IEAE white_list_event %L%}f&ﬁ%ﬁ%é\o

#* 9-6 white_list_event &

BRI AR, ... 5.

ipaddr rna_host ip map.ipaddr
user ipaddr history.ipaddr

white_list_event ;<5 ZFif)

LU AR 145 5 HIZ BT E S % 25 SFidsR. R UmAAff5 i EE, flna ik
SRS AAFR AR B B4 AR

SELECT policy name, policy_ time_ sec, ipaddr, user_name, port, description,
white_list_name, priority, host_criticality, sensor_name

FROM white list event WHERE policy time sec <= UNIX TIMESTAMP("2011-10-01 00:00:00")

ORDER BY policy time_sec DESC LIMIT 0, 25;

white_list_violation
white_list_violation 3 EREFG ML A BN, HEREREN LS 1) 3 WS 5 3 & F It S g
A 4 T K
HREMGER, WESRUT &
® white list violation FE, % 9-9 W
® white list violation BEk&, & 9-9 W

® white list violation /R{EM, 5 9-9 I
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white_list_violation

white_list violation ZREX
?%ﬁﬂﬁ,@ﬁ& white_list_violation %E{:’lﬁ IEJ E/‘Jﬁ?ﬁﬁiﬁio

7 9-7 white_list_violation
FE L
host_id AR ENLR ID 4.
info 5% 8 4 P AR DR A AT T A RO BERER 7 e BORCAAE B
X A A B, BOE R T RN H X 4% WIS A i P AL BRI
ip_address 12 5.2 iRAT LT B XA A #RERE null.
port Sl ks a4 RE M (BT ASRSSE R END BHA B 1 (A o X
THARSA A4 BB R, ZTFBOATE
protocol_name 53 RBR 3L
type HAHREMARY, fRREE R 2m T NN EAG IS B:
s HERA (os)
o R4 (service)
o BN (client app)
e Y (protocol)
violation_time_sec TR0 % 1) H TRTE [R] () UNIX I ]
white list_name ﬁﬁﬁfiﬁg El g$°
white_list_uuid (144 5 S

white_list_violation BX&

4@36/2& white_list_violation %J:#Lﬁtﬁ%ﬁo

white_list violation 7= 2514
UIR AR R 25 K0, G5 A4 BB, BB R E 4 e EHL TP M. s R
(1 4 5642 F) R M4
SELECT host_id, white list name, count (*)
FROM white list violation
GROUP BY white list name, host id
ORDER BY white_list_name

DESC LIMIT 0, 25;
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BR: XHEHR

REAEGH R MFMH TR LFRERER. BXREMER, B2 TR HHET.
# 10-1 XHEHFNTE

FRAEXUTAZTHERHE.. R

file_event, &5 10-1 T

2 A2 00 2% P G I B SO AR IS I AL R SO R, |5 L1+

HIRLUN R, AER AR BNEA SRR X SR R AT B4k

file_event

file_categories
file_ rules

file types

file type rule map

file type category map

file event AL GBI MH AP OB BRI STAF AR (A5 I o A RAE ML 328 X 2% L A0 81 ST A% 8 I
SRR ARSI A

ARVEELR, WS LR &

file event FE, % 10-2 T
file event B&, % 10-6 W

file event &M, 5 10-6 W
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H file_event

file_event FEY

file event ¢35t 4% W0 444G I 2 AU SCAF AR SRAG 2 o BEAS ST AT AT 55— MIER ARG
Bto RELUFOHEMAE IR TGS, B SCFRARR. K/ L BARTT i, SO
SHA256 Wiy« AL B ORI BE,  DARSTIE R A% A

7 10-2 file_event F£;

FE

A

action

AR ST AR SCAF AT I R AE . AT RE 2 DL R A

o 1 -faill

e 2-[H

o - EBEPRMCERK
R AT L

o s-EERMFHAR

o - mnE kN

J
N

zi S

g

3
AN
3
RTAN Y
I

J

application_id

L S AR A WU 2 N ID S5

application_name

LA AE— Tt :

o AP BN B A4 PR

o WERARGIIERBIBMH], W2 &8N pending B unknown
o URIES P BCA MG R, MOy E(E

archived

TR7R SRR O A7

cert_valid_end date

LA AT SSLUEF5 5 1E47 2K Unix I 8] 8K

cert valid start_ date

0 RS P 6 SSL A S IS 9 Unix B[R] 8%

client application_id

B CaniE D B A AR .

client application_name

FmN A CAERD 2R

connection sec

5y A e B A S A UNIX IR 8 CE 00:00:00 01/01/1970 #2452
KD .

counter HHRE RS, AT AER—F N & AERZAFEH

direction YHREC AN TE. BiZEE ek (B, wRERZ
HTTP, W HAE AN Download) .

disposition ARG RS . WTREM(E

o crLEAN - MAFREAN, AEEHEREMT

o UNKNOWN - AN E SO 2 AL B R A

o wMaLWARE - IR AL S B

o UNAVAILABLE - S JCVE M BRL = RIRE R UL TR E SO, SUER = Ik
55 AR Wi 7 I 37 3R

e cusToM SIGNATURE - X AF5H P & LRI A UL, HHULH P48 7t
AT Ab
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# 10-2 file_event FE (%)

file_event W

FEB

ViR

dst_continent_name

SR7RE IR PN
o - RH

na - L3

as - I

af - JEIM

eu - BRI

sa - FE M

au - WKL

an - FE AR

dst_country id

FI 3 AL 2/ DX AR

dst_country name

H A5 LRI FE 5 IX A4 R

dst_ip address_vé

£ 5.2 A B3 H b B XA Eif#RR Al nuil.

dst_ipaddr fih & S A BT UL K H AR EHLAO TP sk i) bR R .
dst_port R H AR S,

event description

HEMRAM R HAMEIER .

event id

HAR IR .

file name

R B SR A2 R AR A UTFE-8 747 .

file_sha

AR SHA256 W7

file size

R BN SR RN CFA 80 .

file type

AP I B 25 S A I SO SR

file type category

SO B

file type category id

SCAE S AR IRAT

file type id

i B 2= SO ALE) ID SRS .

instance_id

A AR 52 8 4% B Snort S48 %L 1D

policy uuid

VR =P ) U ) 2 1) SRS 1 e — AR IRRF AR 0 5
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H file_event

# 10-2 file_event FE (%)

FE R
sandboxed R ORIEZIAF AT B B WTRERIE IR -

® Sent for Analysis

® Failed to Send

® File Size is Too Small

® File Size is Too Large

® Sent for Analysis

® Analysis Complete

® Failure (Network Issue)

® Failure (Rate Limit)

® Failure (File Too Large)

® Failure (File Read Error)

® Failure (Internal Library Error)

® File Not Sent, Disposition Unavailable
® Failure (Cannot Run File)

® Failure (Analysis Timeout)

® File Not Supported

score 0o F| 100 Z[AIHIEUE, T EZNAS 70 M 91 R) UL 2 2 B A2 R AT NI4T .

security_context SR EE I )2t ORMPT KBS R, IBEE, RGN 215 R
R FH ASA FirePOWER % % 8 7 B o

sensor_address SRR B B TP Mk R R
sensor_id ROEEAFI B[ ID.

sensor_name AR R E R SCR LR RS & AT, MAZITE
PRIBLEIT, T BON nuit.

sensor_uuid 2R HIME— AR RAF, MR sensor name N nuil, WIHARIRTF N 0.
signature processed RN AR 5 D AT AL B
src_continent name /)ﬁfﬂﬂﬁ’]jﬁﬁﬂ}%ﬁ(o

*x - RA

na - JEEM

as -

af - RPN

eu - BRI

sa- FFEM

au - WKF L

an - F M

src_country_id PR FEHLAYE K H X AR o
src_country_name TR FEHLHIE K HIX L FR
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# 10-2 file_event FE (%)

file_event W

FEB

R

src_ip address_veé

7E 5.2 A B3 b7 B %A & ##R Al nuil.

src_ipaddr

fisl 2 AR BTV % VR AL 1Pv4 B TPve Huhik ) — k) R s .

src_port

BRI S 5 .

ssl_issuer_common_name

SSL UEFS MR & 44 o X8 W e R PR # 1) B4, (H ] RE

aHAMER .

ssl issuer country

SSL A5 AUA & Y FE 2K /3 X

ssl_issuer organization

SSL iE ik # 4 4.

ssl_issuer organization_ unit

SSL L1 3 R 2L Ay,

ssl_serial_number

SSLEH A5, HKkAT CA 2.

ssl subject common name

SSL UE TR & 8 H 4 . XIEH U BRE & M B4, (HEn]EEa

o HAE S

ssl_subject country

SSL E A # FIE KA X .

ssl_subject_organization

SSL iEF A& AN,

ssl_subject organization_unit

SSL iE 1A & R4 2L AL,

storage

AT AR . ATRERIME AN T -

® File Stored

® Unable to Store File

® File Size is Too Large
® File Size is Too Small
® Unable to Store File

® File Not Stored, Disposition Unavailable

threat_name

JE A R

timestamp CL A% 4 0 ST A A 28 1 AT ST A SR B IR ) UNIXC I ] K
url X'ﬁ:/ﬁﬁ/ﬂ URL.
user_id HAisH P (RURAEFA 2 AR5 Sk AR BN D AR IR S .

5 user_id P B

web application id

Web N CUii& D A A B FR 5

web application name

Web M (WiEM) B4R
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H file_event

file_event Bx&

7:%§§Uﬂﬂﬁjff file_event %%J:%kﬁfEGE%lxo

#* 10-3 file_event K&
B AR, ... 5.
application id application info.application id

application host map.application id
application tag map.application id

rna_host service info.application protocol id
rna_host client app payload.web application id
rna_host client app payload.client application id
rna_host client app.client application id

rna_host client app.application protocol id

rna_host service payload.web application id

file_event 7521

PATR #0318 SOV AN 2 cuean BB TR KR 2 10 D SCHRAE, BE AR, &G B A
4

SELECT file event.application name, file event.connection sec, file event.counter,

file event.file name
FROM file event

WHERE file event.disposition != ‘CLEAN’ limit 10;
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A B SRR AT SRR R AL AR O R IR 2 . BRI AR W DUl sk, (2
Hy BN M E W BEA L6, 1 HAERZHCE DL NN nu1e ASCRFAERR EPATES .

7 A1 FRIFE

= B = E AR A
application_ip_map application_host_map, % 6-4 1T 5.1.1
rna_ip host rna_host, # 6-10 T S5.1.1
rna_ip_ host_attribute rna_host_attribute, & 6-12 7L 5.1.1
rna_ip_host_client_app rna_host_client_app, 5 6-14 7T 5.1.1
rna_ip host_client_app payload rna_host_client_app_payload, % 6-16 7T 5.1.1
rna_ip_host_os rna_host_os, 5§ 6-26 Ui 5.1.1
rna_ip host_os_vulns rna_host_os_vulns, & 6-27 7 5.1.1
rna_ip host_sensor rna_host_sensor, & 6-30 5.1.1
rna_ip host_service rna_host_service, & 6-32 7 5.1.1
rna_ip host service banner rna_host_service_banner, 5 6-34 T 5.1.1
rna_ip_host_service_info rna_host_service_info, 5 6-35 UL 5.1.1
rna_ip_host_service_payload rna_host_service_payload, %f 6-38 T 5.1.1
rna_ip_host_service_subtype rna_host_service_subtype, % 6-41 1 5.1.1
rna_ip_host_service_vulns rna_host_service_vulns, 2§ 6-42 71 5.1.1
rna_ip_host_third party_vuln rna_host_third_party_vuln, % 6-43 T 5.1.1
rna_ip_host_third_party_vuln bugtraqg_id rna_host_third_party_vuln_bugtraq_id, 5.1.1
% 6-45 11
rna_ip host_third party vuln cve id rna_host_third_party_vuln_cve_id, %% 6-46 71 |5.1.1
rna_ip host_third party vuln rna id rna_host_third_party_vuln_rna_id, % 6-48 71 |5.1.1
rna_ip host_user_history user_ipaddr_history, % 6-55 U 5.1.1
rna_mac_host rna_host_mac_map, ® 6-24 T 5.1.1
rna_mac_host sensor rna_host_mac_map, ®6-24 T 5.1.1
rna_mac_ip_map rna_host_ip_map, % 6-23 I 5.1.1
rna_host_mac_map, #6-24
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rna_ip_host_third_party_vuln  6-44

3L

rna_ip_host_third_party_vuln_bugtraq_id  6-45

app_ids_stats  5-4,5-7, 5-9, 5-10, 5-11, 5-13, 5-15, 5-16 rna_ip_host_third_party_vuln_cve_id  6-47
app_stats  5-6 rna_ip_host_third_party_vuln_rna_id  6-49
application_info  6-6 rna_ip_host_user_history  6-56
application_ip_map  6-4 rna_mac_ip_map  6-20, 6-23, 6-25
application_tag_map  6-8 rna_vuln  6-51, 6-52

audit_log  3-1 rule_message  4-8,4-9
compliance_event  9-2 sru_import_log  3-10

connection_log  7-1,7-14 tag_info  6-53

connection_summary  7-11 url_categories  6-54

DHCP 2-3 url_category_stats  5-17
discovered_users  8-1 url_reputation_stats  5-18

file_event  10-1 url_reputations  6-55

fireamp_event  3-2 user_discovery_event  8-3

health_event 3-9 user_ids_stats  5-19

intrusion_event  4-2 user_stats  5-20

intrusion_event_packet  4-7 white_list_event  9-7
network_discovery_event  6-9 white_list_violation  9-9

remediation_status  9-6

rna_host_protocol  6-29

D

rna_ip_host_attribute  6-13
rna_ip_host_client_app  6-14 BT 2.2
rna_ip_host_client_app_payload  6-17

rna_ip_host_os  6-26

rna_ip_host_os_vulns  6-28 M

rna_ip_host_sensor  6-31 B

rna_ip_host_service  6-32 55 9.9
rna_ip_host_service_banner  6-34 2R 1 TF 9.2
rna_ip_host_service_info  6-36 288 7 A 5 1 T 2.3
rna_ip_host_service_payload  6-38 T 2.3

rna_ip_host_service_subtype  6-41

rna_ip_host_service_vulns  6-42
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