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1. X TF&HT Firepower B FhENf#EAR 7 Y Radware
DefensePro JR& 5k

B FXOS A EENTIA EX %N RSE (flin, Firepower BB HIBT AIEFE =7 DDoS MA) . XN
AL i — R REHE. 7& Firepower 4120, 4140. 4150 1 9300 2% %& L8 Firepower Al Ri%{E
%% (FX0S) 2.1.1 RESMAD, AIIAREFE =7 Radware DefensePro E#IEE, 7& ASA = Firepower Eiffi
RE N fRIR 5 =HMNERIEIT. Radware DefensePro 2 F KVM HEHIES, A& FXOS HFEFRESHRIELRS
(DDoS) #&MAIFIEEThEE . H7E FXOS #H#E /5 F AR 55 4ERT, %Eﬂ*ﬁﬂ’])\ﬂumz%\?ﬁ?&i@ﬁ DefensePro EflF
&, A 8EEL Firepower BB EIBRR 5 5.

AT LR AL T8 282 Radware DefensePro 1 Firepower BB IfRR TS %
LI VA=

B HFEREER

B FH/EREET#®

FE. RBSAENEEERRERATEIF. (B2, Radware DefensePro (VDP) ] ZEH fE B £ B 172 h R A I ST
B E#1TERE . DefensePro A A LMER BMLHIAERZ =N REER LIEIT.

HE:
B Radware DefensePro [E#IFE & LIFR A Radware vDP (E#l DefensePro) , siE{&#rA vDP.
B Radware DefensePro 2 F B8Rl §E 25 5ERE121HE% o

Radware DefensePro BRE$EHYIF AT 3K

7£ Firepower 4100 #1 Firepower 9300 £%|& 4% &7, Radware E#l DefensePro R AIIFRIEH Radware
APSolute Vision EIER4AE. #ZEBRNESIT/E=E (CCW) ABKE&ITHEM SFANIE. BRZNIERE, &I
%) Radware TPMEREE2MERE, RAEERATELIPPEREIFIFAIE.

A Radware APSolute Vision EIEZMEM £ F ] EKEIFME 2 MCH, 15217 Radware Wik Ay ST

(https://portals.radware.com/Customer/Home/Downloads/Management-Monitoring/?Product=APSolute-
Vision). 1&FE, B4 EM Radware A &EiF AT,

BHNARZLAR WWWw.cisco.com
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2. 7EBR S HEPERE HECE Radware vDP

FIX[EIZZEK
1£ Firepower Z4£1& % L& Radware vDP Z Hi, BWAMBRIAESIERRIEE HIEHARXA etc/UTC B NTP AR
e
EFF

. 1£ Firepower HlFEIESEH, HETL/REFTAEARETEHH NTP Xig.

R X TR iEFERAB/UTC.

EREERIET, &ZFER NTP fRB2%:

7E NTP BRSEZBFER P NE[F AR NTP RSHY IP dbtbsi £ 2.

B RE.

B X 1E Firepower HlfEH % E HEAFIRTBAIEAE R, 1ESR (FEAE FXOS CLI I E75/E) =% (B & FXOS Firepower
VI ETEREAE#EFE) (http://www.cisco.com/go/firepower9300-config) Ry “1&E HEAFNETE)” £8i.

—
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APSolute Vision EIESE iR ARk

Radware APSolute Vision & vDP U EIERE. JfE APSolute Vision EIE2E 32 vDP #1 Firepower B Fh 1
RSB E MR T EEThEE, BusfER APSolute Vision R3.40 S E Sk A .

EE: ZE{FH Radware DefensePro i#{T HTTPS &8, #41{#F APSolute Vision EIE5%. EAEA{FEM APSolute
Vision EIEEM1E R T A#ETE Radware DefensePro, @4 FXOS CLI.

2. IEARSHEHFERE H AL E Radware vDP
HEEZTE

" GRCEHEEREEANLSEREREDEELE, SAEANBRENERRE (ASE HREE
&) .

B 5M Cisco.com T& vDP BR& (35508 “M Cisco.com TEHME” ) , REBZMIGE TEHZE FXOS HF (528
“WEEIEFREME TEHE FXOS HIFE” ) .

Ao SO MEERO

AT LABLHETE Firepower BXAMBIHNZ 48R &0 vDP 12ih3R BB EFMEES | E LR EETEXANEO. BLELME
CERE—HEXEEO.

ERF
1. f£ Firepower #AEETE2EH, EFEOHF “E0” 1A,

2. & n— EtherChannel:
a. SR mmOEiE.

b. # “IwOEE ID” FE&F, MA—INT 17047 Z[EH1E.
c. EHBH.
d. XF “RKE” | ZFEESIHE. SMEELEREEE—NEBED. B7REEH,
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e. RIBEEARMAERED.
f. SEWE.
3. Xt MEORITUATHRAE:
a. REEOITHNREEBENR, TH “HIEBEO" INEE.

b. &+ BH.
c. XF “RAE” |, SHEHEGHE. SMNEELERESE—EEEQ.
d. SHHE.

7£ Radware DefensePro BR553EHERE LAY Firepower BTG EIZ 8 1%

AT 2 E/RI0fif &2 % Radware DefensePro M, 7 Firepower EAnBr I 1B & & 2 BIRIAR S P ECE L
BRI

FE: REBEE Firepower 4110 B¢ 4120 &% £ F Firepower BihBHH#RIR 5 E &% Radware DefensePro, M@k
MEBEGE—RIEEERIHE. ARFLRETEERER, TERERINSE. BXFEMAESR, ESE (BR FX0S
Firepower N FAEIEEECETGR) MBI B BB IEIZ ik & ER 4T

1. BRI BN EIZ IR & (GBS (BR FXOS Firepower ¥ FAE RS E16/) MBI IR A BN FHEIZ 58
WERT) .
2. £ FXOS CLI #, #HAREMRFZEN:

sSCcope ssa

3. 'R % Firepower BT AR 5 RAVIGRE -2 % Radware vDP B{%:

scope slot_id
create app-instance vdp

4. BRECE:

commit-buffer

5. 309 vDP fE R &8k EH R R FIVEEL :

show app-instance

6. (i) ERZFIHFATHEREEXH:

Firepower /ssa/app # show app-resource-profile

i

Firepower /ssa/app # show app-resource-profile
Profile Name Security Model Number of Cores RAM Size (MB) Default Profile

DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes

DEFAULT-RESOURCE FPRY9K-SM-56, FPRY9K-SM-44, FPR9K-SM-36, FPR9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36,

FPR4K-SM-24

6 24576 Yes

VDP-10-CORES FPR9K-SM-56, FPRY9K-SM-44, FPRY9K-SM-36, FPR9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36,

FPR4K-SM-24


http://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos201/web-config/b_GUI_ConfigGuide_FXOS_201/logical_devices.html#task_4D51AFC7091E4D8F8289F08C6A071459
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2. 7EBR S HEPERE HECE Radware vDP

(i) M E—LHhAANEEXH 2 —REFREEXH:
THERGE 1 HSEE:

Firepower /ssa*# scope slot 1

. i\ DefensePro [z Fi szl

Firepower /ssa/slot* # enter app-instance vdp

BRI NS

Firepower /ssa/slot/app-instance* # enable

- REFREEXH:

Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile_name

RXME:

Firepower /ssa/slot/app-instance* # commit-buffer

. vVDP R THELRTSE, HiHZERE:

Firepower /ssa # scope logical-device device name

. i Firepower ERnRAHIZ IR %

cope ssa
cope logical-device 1d_ftd

HEEZEO2ES vDP. BRILUERA SZER&HEERIERO, WrATLUEAamaEO.

F
F

irepower /ssa/logical-device # enter external-port-link name interface_id vdp
irepower /ssa/logical-device/external-port-link* # exit

73 vDP BLESMERETE :

a.

BES| FIEFIR

create mgmt-bootstrap vdp

. iCEELE IP sthit:

create ipv4 slot_id default

RERM KL

set gateway gateway._ address

. R E P NS

set ip ip address mask network mask

REEIR IP BLESCH:
exit

REEES I SEFEEEHE:
exit

BB IMNERH O 2K -

create external-port-link mgmt_vdp interface_id vdp

T E SRR OSE M -

scope external-port-link port
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14.

15.

16.

17.

2. TEBR S HEPERE HELE Radware vDP

ENZERERME =R :

set decorator vdp
exit
exit

MIFREAEAORETE=FNA:
show logical-device
RREE:

commit-buffer

73 DefensePro MR EZM. HIE, EESEMREEIREZHI, DefensePro NATZEHEM. BXEZES, 18
%4 Cisco.com i {(Radware DefensePro DDoS KEEMRAFIEFE)

7£ Radware DefensePro fs5iEhERE Firepower BNFHEISEEE
LU TERF B RInfal 24 Radware DefensePro Bfg, 37E Firepower BRI HEIHLFE NER Z BRI AR & 58 AL B Ak .

FE: RBEENAEGERREP AT IR, (B2, Radware DefensePro (vDP) F B a] ZEHL 8B E B A= PR AT
BB ITERE

1.

Bt & Firepower BB &R (5508 (ER FXOS Firepower HfEEIBEA BE5/) WEE Firepower B ;1
SR .

. FH Radware DefensePro {&im5MEE (HEZE i) % :

enter external-port-link name interface_name ftd
set decorator vdp

set description '''!

exit

. 3 Firepower B hEAFE 2 ECIMBE IR IR O :

enter external-port-link mgmt_ ftd interface name £td
set decorator '''"!

set description ''''

exit

. 4 DefensePro S E2SMNERETRIR O :

enter external-port-link mgmt_vdp interface name £td
set decorator '''!'

set description '''!

exit

(Ai%) ERFFA A SIRECE X fF:

Firepower /ssa/app # show app-resource-profile

il

Firepower /ssa/app # show app-resource-profile
Profile Name Security Model Number of Cores RAM Size (MB) Default Profile

DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes

DEFAULT-RESOURCE FPRY9K-SM-56, FPRO9K-SM-44, FPR9K-SM-36, FPR9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36,

FPR4K-SM-24

6 24576 Yes

VDP-10-CORES FPR9K-SM-56, FPRY9K-SM-44, FPR9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36, FPR4K-SM-24
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(A[i%) A LE—SHhAANEREX Mz —RERFREXH:
a. THERHE 1 895EE:
Firepower /ssa*# scope slot 1
b. i\ DefensePro [z F3scfl:
Firepower /ssa/slot* # enter app-instance vdp
c. BRMAXESG:
Firepower /ssa/slot/app-instance* # enable
d. RERFRENH:
Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile_name
e. BREE:
Firepower /ssa/slot/app-instance* # commit-buffer
. BEEER IR OBEIE:

enter external-port-link port-channel48 Port-channel48 ftd
set decorator '''"!

set description ''''

exit

. AETER = DefensePro LI & EIE5| HiE:

enter mgmt-bootstrap vdp

enter ipv4 slot_id default

set gateway gateway address

set ip ip address mask network_mask
exit

f

120 :

enter mgmt-bootstrap vdp

enter ipv4 1 default

set gateway 172.16.0.1

set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default

set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

- REEES|ISEFEREEE:

exit

HETIR L, HREEE P FHERAKH:

device clustering management-channel ip
device clustering master set management-channel ip
device clustering state set enable

RXME:

commit-buffer
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2. TEBR S HEPERE HELE Radware vDP

12. 3 DefensePro MFiIEEZWE. 515, HETRZLIZECH], DefensePro MA T EEKM. BXEZELE, &
£9 Cisco.com Lt#J {Radware DefensePro DDoS KH4EMRA F15FE) -

13. ERIIEFE, PRABIIEECAEERPEE DefensePro L. ELF BRI, BEZEMHE DefensePro SLflE
Yo, i@ B RN BREMERMAINE DefensePro SEfF1%ZE DefensePro SL§l g B AT 4 :

scope ssa
scope slot_number
scope app-instance vdp
show app-attri

R DefensePro RIfA7ELL, {BEAKREEEHPIK, CLIKFER:

App Attribute:
App Attribute Key: cluster-role
Value: unknown

MREAEGE R “unknown” 1B, BusmiH N\ DefensePro MF, ECE X IP ik, 6 vDP &8,
R DefensePro B BAMHEEE PR, CLIFER:

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

TEEFRG

scope ssa
enter logical-device 1d ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4d 172.16.4.222 mask 255.255.0.0
set virtual ipvé 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 ftd
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3_ftd Ethernetl/3 ftd
set decorator ""
set description ""
exit
enter external-port-link mgmt_ftd Ethernetl/1 ftd
set decorator ""
set description
exit
enter external-port-link mgmt_vdp Ethernetl/1 vdp
set decorator ""
set description ""
exit
enter external-port-link port-channel48 Port-channel48 ftd

set decorator
set description
exit
enter mgmt-bootstrap vdp
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3. B vDP Web BR%

enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri

3. B vDP Web BR%

J{¥ APSolute Vision EIEEEE FXOS HF8 LB ENL DefensePro A, A /EH vDP MK RHE.
EF
1. M FXOS CLI i##:5 vDP 2 FA L.

connect module slot console
connect vdp

2. FHAER PR (radware/radware) &5 DefensePro [ FSLf,
3. B vDP Web g%

manage secure-web status set enable

4. 1R vDP M A#=EHI&FiR[El FXOS 3R CLI.
Ctrl ]

4.3TH UDP/TCP i

Radware APSolute Vision EI8 283 11 & 2 UDP/TCP i[5 Radware vDP R {TiB{S. RH{EVDP KA S
APSolute Vision BIZ:EE(E, SRR X LR ORGE), HERBEHAEEE. BXITHMLLSS ERORIEMN
=&, 155 (PSolute Vision FiFEE) HHILTHRR:

B APSolute Vision Server-WBM B {5 ERSH O
B APSolute Vision fR% 5 Radware & &8 S0

5. BELTE

AT ER FXOS M S Tim k2|5 FXOS, Firepower 4100 F1 Firepower 9300 #H % BIET A TR 5EIE .
AT LTE B R Firepower RZ A% BT @ 1% 2] 5 Firepower BUBMFHHEIFRR 5 RHE X0 B A0 BEREE .
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B T#; {(Radware DefensePro DDoS ZfZfA FigrE) , HuittR:
http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configur

ation-guides-list.html,

B  T%# (Radware DefensePro DDoS EfZARAiER) , HiltH:
http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configur
ation-guides-list.html.

B 73 Radware APSolute Vision ‘EIE5AVIEME S F3CHE, 15S 7 Radware Muh_ERISCAETA
(https://portals.radware.com/Customer/Home/Downloads/Management-Monitoring/?Product=APSolute-Vis
ion). 1EFE, BWIUEM Radware FgEifEIttIT A,

BERAMERBIRRENA/REMEATEXEMEtER/XNEIRSSEREIR. EEEENTRIIR, B EL URL:
www.cisco.com/go/trademarks. MXHREMNE=ZFEFAEBNAEENVS. “GEKE” —ANERFAERERRMNEMEMBL
Az BGFEESEREXR. (1721R)

© 2016-2018 BRALKLF. WKFAE,


http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-installation-and-configuration-guides-list.html
https://portals.radware.com/Customer/Home/Downloads/Management-Monitoring/?Product=APSolute-Vision
https://portals.radware.com/Customer/Home/Downloads/Management-Monitoring/?Product=APSolute-Vision
https://www.cisco.com/go/trademarks

& T Firepower BRI IR 75 ZH Radware DefensePro AR SZHERIENI RS

10



	适用于 Firepower 威胁防御解决方案的 Radware DefensePro 服务链快速入门指南
	1. 关于适用于 Firepower 威胁防御解决方案的 Radware DefensePro 服务链
	Radware DefensePro 服务链的许可要求
	时区同步要求
	APSolute Vision 管理器版本要求

	2. 在服务链中部署并配置 Radware vDP
	准备工作
	配置管理接口和数据接口
	在 Radware DefensePro 服务链中部署独立的 Firepower 威胁防御逻辑设备
	在 Radware DefensePro 服务链中部署 Firepower 威胁防御集群


	3. 启用 vDP Web 服务
	4.打开 UDP/TCP 端口
	5. 后续步骤


