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Important Notices
This guide is delivered subject to the following conditions and restrictions:
Copyright Radware Ltd. 2016. All rights reserved.

The copyright and all other intellectual property rights and trade secrets included in this guide are owned by
Radware Ltd.

The guide is provided to Radware customers for the sole purpose of obtaining information with respect to the
installation and use of the Radware products described in this document, and may not be used for any other
purpose.

The information contained in this guide is proprietary to Radware and must be kept in strict confidence.

It is strictly forbidden to copy, duplicate, reproduce or disclose this guide or any part thereof without the prior
written consent of Radware.

Notice importante
Ce guide est sujet aux conditions et restrictions suivantes:
Copyright Radware Ltd. 2016. Tous droits réservés.

Le copyright ainsi que tout autre droit lié a la propriété intellectuelle et aux secrets industriels contenus dans ce
guide sont la propriété de Radware Ltd.

Ce guide d’'informations est fourni a nos clients dans le cadre de l'installation et de 'usage des produits de
Radware décrits dans ce document et ne pourra étre utilisé dans un but autre que celui pour lequel il a été congu.

Les informations répertoriées dans ce document restent la propriété de Radware et doivent étre conservées de
maniére confidentielle.

Il est strictement interdit de copier, reproduire ou divulguer des informations contenues dans ce manuel sans avoir
obtenu le consentement préalable écrit de Radware.

Wichtige Anmerkung
Dieses Handbuch wird vorbehaltlich folgender Bedingungen und Einschrankungen ausgeliefert:
Copyright Radware Ltd. 2016. Alle Rechte vorbehalten.

Das Urheberrecht und alle anderen in diesem Handbuch enthaltenen Eigentumsrechte und
Geschaftsgeheimnisse sind Eigentum von Radware Ltd.

Dieses Handbuch wird Kunden von Radware mit dem ausschlieRlichen Zweck ausgehandigt, Informationen zu
Montage und Benutzung der in diesem Dokument beschriebene Produkte von Radware bereitzustellen. Es darf
fur keinen anderen Zweck verwendet werden.

Die in diesem Handbuch enthaltenen Informationen sind Eigentum von Radware und miissen streng vertraulich
behandelt werden.

Es ist streng verboten, dieses Handbuch oder Teile daraus ohne vorherige schriftliche Zustimmung von Radware
zu kopieren, vervielfaltigen, reproduzieren oder offen zu legen.
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Copyright Notices

The programs included in this product are subject to a restricted use license and can only be used in conjunction
with this application.

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL License and the original
SSLeay license apply to the toolkit. See below for the actual license texts. Actually both licenses are BSD-style
Open Source licenses. In case of any license issues related to OpenSSL, please contact openssl-
core@openssl.org.

OpenSSL License
Copyright (c) 1998-2011 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to endorse or promote products
derived from this software without prior written permission. For written permission, please contact openssl-
core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may “OpenSSL” appear in their names
without prior written permission of the OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the OpenSSL Toolkit
(http://www.openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS” AND ANY EXPRESSED OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OpenSSL
PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young (eay@cryptsoft.com). This product includes
software written by Tim Hudson(tjh@cryptsoft.com).

Original SSLeay License
Copyright (C) 1995-1998 Eric Young (eay@cryptsoft.com)
All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).

The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the following conditions are aheared to. The
following conditions apply to all code found in this distribution, be it the RC4, RSA, Ihash, DES, etc., code; not just
the SSL code. The SSL documentation included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).
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Copyright remains Eric Young's, and as such any Copyright notices in the code are not to be removed.

If this package is used in a product, Eric Young should be given attribution as the author of the parts of the library
used.

This can be in the form of a textual message at program startup or in documentation (online or textual) provided
with the package.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display the following
acknowledgement:

"This product includes cryptographic software written by Eric Young (eay@cryptsoft.com)" The word
‘cryptographic’ can be left out if the rouines from the library being used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps directory (application code)
you must include an acknowledgment:

"This product includes software written by Tim Hudson (tih@cryptsoft.com)"

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS I1S™ AND ANY EXPRESS OR IMPLIED WARRANTIES,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR OR
CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER
CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
(INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The licence and distribution terms for any publically available version or derivative of this code cannot be changed.
i.e. this code cannot simply be copied and put under another distribution licence [including the GNU Public
Licence.]

This product contains the Rijndael cipher

The Rijndael implementation by Vincent Rijmen, Antoon Bosselaers and Paulo Barreto is in the public domain and
distributed with the following license:

@version 3.0 (December 2000)

Optimized ANSI C code for the Rijndael cipher (now AES)

@author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>
@author Antoon Bosselaers <antoon.bosselaers@esat.kuleuven.ac.be>
@author Paulo Barreto <paulo.barreto@terra.com.br>

The OnDemand Switch may use software components licensed under the GNU General Public License
Agreement Version 2 (GPL v.2) including LinuxBios and Filo open source projects. The source code of the
LinuxBios and Filo is available from Radware upon request. A copy of the license can be viewed at:
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html.

This code is hereby placed in the public domain.

This product contains code developed by the OpenBSD Project
Copyright ©1983, 1990, 1992, 1993, 1995

The Regents of the University of California. All rights reserved.
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Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

3. Neither the name of the University nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

This product includes software developed by Markus FriedI.
This product includes software developed by Theo de Raadt.
This product includes software developed by Niels Provos
This product includes software developed by Dug Song

This product includes software developed by Aaron Campbell
This product includes software developed by Damien Miller
This product includes software developed by Kevin Steves
This product includes software developed by Daniel Kouril
This product includes software developed by Wesley Giriffin
This product includes software developed by Per Allansson
This product includes software developed by Nils Nordman
This product includes software developed by Simon Wilkinson

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the
following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the following
disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials provided with the distribution.

This product contains work derived from the RSA Data Security, Inc. MD5 Message-Digest Algorithm. RSA Data
Security, Inc. makes no representations concerning either the merchantability of the MD5 Message - Digest
Algorithm or the suitability of the MD5 Message - Digest Algorithm for any particular purpose. It is provided “as is”
without express or implied warranty of any kind.

Notice traitant du copyright

Les programmes intégrés dans ce produit sont soumis a une licence d’utilisation limitée et ne peuvent étre utilisés
gu’en lien avec cette application.

L’implémentation de Rijindael par Vincent Rijmen, Antoon Bosselaers et Paulo Barreto est du domaine public et
distribuée sous les termes de la licence suivante:

@version 3.0 (Décembre 2000)

Code ANSI C code pour Rijndael (actuellement AES)

@author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>
@author Antoon Bosselaers <antoon.bosselaers@esat.kuleuven.ac.be>
@author Paulo Barreto <paulo.barreto@terra.com.br>.

Le commutateur OnDemand peut utiliser les composants logiciels sous licence, en vertu des termes de la licence
GNU General Public License Agreement Version 2 (GPL v.2), y compris les projets a source ouverte LinuxBios et
Filo. Le code source de LinuxBios et Filo est disponible sur demande auprés de Radware. Une copie de la licence
est répertoriée sur: http://www.gnu.org/licenses/old-licenses/gpl-2.0.html.

Ce code est également placé dans le domaine public.

Ce produit renferme des codes développés dans le cadre du projet OpenSSL.
Copyright ©1983, 1990, 1992, 1993, 1995

Les membres du conseil de I'Université de Californie. Tous droits réservés.
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La distribution et 'usage sous une forme source et binaire, avec ou sans modifications, est autorisée pour autant
que les conditions suivantes soient remplies:

1. Ladistribution d’un code source doit inclure la notice de copyright mentionnée ci-dessus, cette liste de
conditions et I'avis de non-responsabilité suivant.

2. Ladistribution, sous une forme binaire, doit reproduire dans la documentation et/ou dans tout autre matériel
fourni la notice de copyright mentionnée ci-dessus, cette liste de conditions et I'avis de non-responsabilité
suivant.

3. Le nom de l'université, ainsi que le nom des contributeurs ne seront en aucun cas utilisés pour approuver ou
promouvoir un produit dérivé de ce programme sans I'obtention préalable d’'une autorisation écrite.

Ce produit inclut un logiciel développé par Markus FriedI.
Ce produit inclut un logiciel développé par Theo de Raadt.
Ce produit inclut un logiciel développé par Niels Provos.
Ce produit inclut un logiciel développé par Dug Song.

Ce produit inclut un logiciel développé par Aaron Campbell.
Ce produit inclut un logiciel développé par Damien Miller.
Ce produit inclut un logiciel développé par Kevin Steves.
Ce produit inclut un logiciel développé par Daniel Kouril.
Ce produit inclut un logiciel développé par Wesley Giriffin.
Ce produit inclut un logiciel développé par Per Allansson.
Ce produit inclut un logiciel développé par Nils Nordman.
Ce produit inclut un logiciel développé par Simon Wilkinson.

La distribution et 'usage sous une forme source et binaire, avec ou sans modifications, est autorisée pour autant
que les conditions suivantes soient remplies:

1. Ladistribution d’un code source doit inclure la notice de copyright mentionnée ci-dessus, cette liste de
conditions et I'avis de non-responsabilité suivant.

2. Ladistribution, sous une forme binaire, doit reproduire dans la documentation et/ou dans tout autre matériel

fourni la notice de copyright mentionnée ci-dessus, cette liste de conditions et I'avis de non-responsabilité
suivant.

LE LOGICIEL MENTIONNE CI-DESSUS EST FOURNI TEL QUEL PAR LE DEVELOPPEUR ET TOUTE
GARANTIE, EXPLICITE OU IMPLICITE, Y COMPRIS, MAIS SANS S’Y LIMITER, TOUTE GARANTIE IMPLICITE
DE QUALITE MARCHANDE ET D’ADEQUATION A UN USAGE PARTICULIER EST EXCLUE.

EN AUCUN CAS L’AUTEUR NE POURRA ETRE TENU RESPONSABLE DES DOMMAGES DIRECTS,
INDIRECTS, ACCESSOIRES, SPECIAUX, EXEMPLAIRES OU CONSECUTIFS (Y COMPRIS, MAIS SANS S'Y
LIMITER, L’ACQUISITION DE BIENS OU DE SERVICES DE REMPLACEMENT, LA PERTE D’USAGE, DE
DONNEES OU DE PROFITS OU L'INTERRUPTION DES AFFAIRES), QUELLE QU’EN SOIT LA CAUSE ET LA
THEORIE DE RESPONSABILITE, QU’IL S’AGISSE D’'UN CONTRAT, DE RESPONSABILITE STRICTE OU D’UN
ACTE DOMMAGEABLE (Y COMPRIS LA NEGLIGENCE OU AUTRE), DECOULANT DE QUELLE QUE FAGON
QUE CE SOIT DE L’'USAGE DE CE LOGICIEL, MEME S'’IL A ETE AVERTI DE LA POSSIBILITE D’'UN TEL
DOMMAGE.

Copyrightvermerke

Die in diesem Produkt enthalten Programme unterliegen einer eingeschrankten Nutzungslizenz und kénnen nur in
Verbindung mit dieser Anwendung benutzt werden.

Die Rijndael-Implementierung von Vincent Rijndael, Anton Bosselaers und Paulo Barreto ist 6ffentlich zuganglich
und wird unter folgender Lizenz vertrieben:

@version 3.0 (December 2000)

Optimierter ANSI C Code fir den Rijndael cipher (jetzt AES)

@author Vincent Rijmen <vincent.rijmen@esat.kuleuven.ac.be>
@author Antoon Bosselaers <antoon.bosselaers@esat.kuleuven.ac.be>
@author Paulo Barreto <paulo.barreto@terra.com.br>
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Der OnDemand Switch verwendet moglicherweise Software, die im Rahmen der DNU Aligemeine Offentliche
Lizenzvereinbarung Version 2 (GPL v.2) lizensiert sind, einschlief3lich LinuxBios und Filo Open Source-Projekte.
Der Quellcode von LinuxBios und Filo ist bei Radware auf Anfrage erhéltlich. Eine Kopie dieser Lizenz kann
eingesehen werden unter http://www.gnu.org/licenses/old-licenses/gpl-2.0.html.

Dieser Code wird hiermit allgemein zuganglich gemacht.

Dieses Produkt enthalt einen vom OpenBSD-Projekt entwickelten Code
Copyright ©1983, 1990, 1992, 1993, 1995

The Regents of the University of California. Alle Rechte vorbehalten.

Die Verbreitung und Verwendung in Quell- und bindrem Format, mit oder ohne Veranderungen, sind unter

folgenden Bedingungen erlaubt:

1. Die Verbreitung von Quellcodes muss den voranstehenden Copyrightvermerk, diese Liste von Bedingungen
und den folgenden Haftungsausschluss beibehalten.

2. Die Verbreitung in bindrem Format muss den voranstehenden Copyrightvermerk, diese Liste von
Bedingungen und den folgenden Haftungsausschluss in der Dokumentation und/oder andere Materialien, die
mit verteilt werden, reproduzieren.

3. Weder der Name der Universitat noch die Namen der Beitragenden durfen ohne ausdriickliche vorherige
schriftiche Genehmigung verwendet werden, um von dieser Software abgeleitete Produkte zu empfehlen
oder zu bewerben.

Dieses Produkt enthalt von Markus Friedl entwickelte Software.
Dieses Produkt enthalt von Theo de Raadt entwickelte Software.
Dieses Produkt enthalt von Niels Provos entwickelte Software.
Dieses Produkt enthalt von Dug Song entwickelte Software.
Dieses Produkt enthalt von Aaron Campbell entwickelte Software.
Dieses Produkt enthalt von Damien Miller entwickelte Software.
Dieses Produkt enthalt von Kevin Steves entwickelte Software.
Dieses Produkt enthalt von Daniel Kouril entwickelte Software.
Dieses Produkt enthalt von Wesley Griffin entwickelte Software.
Dieses Produkt enthalt von Per Allansson entwickelte Software.
Dieses Produkt enthalt von Nils Nordman entwickelte Software.
Dieses Produkt enthalt von Simon Wilkinson entwickelte Software.

Die Verbreitung und Verwendung in Quell- und bindrem Format, mit oder ohne Veranderungen, sind unter
folgenden Bedingungen erlaubt:

1. Die Verbreitung von Quellcodes muss den voranstehenden Copyrightvermerk, diese Liste von Bedingungen
und den folgenden Haftungsausschluss beibehalten.

2. Die Verbreitung in bindrem Format muss den voranstehenden Copyrightvermerk, diese Liste von
Bedingungen und den folgenden Haftungsausschluss in der Dokumentation und/oder andere Materialien, die
mit verteilt werden, reproduzieren.

SAMTLICHE VORGENANNTE SOFTWARE WIRD VOM AUTOR IM IST-ZUSTAND (“AS 1S”)
BEREITGESTELLT. JEGLICHE AUSDRUCKLICHEN ODER IMPLIZITEN GARANTIEN, EINSCHLIESSLICH,
DOCH NICHT BESCHRANKT AUF DIE IMPLIZIERTEN GARANTIEN DER MARKTGANGIGKEIT UND DER
ANWENDBARKEIT FUR EINEN BESTIMMTEN ZWECK, SIND AUSGESCHLOSSEN.

UNTER KEINEN UMSTANDEN HAFTET DER AUTOR FUR DIREKTE ODER INDIREKTE SCHADEN, FUR BEI
VERTRAGSERFULLUNG ENTSTANDENE SCHADEN, FUR BESONDERE SCHADEN, FUR
SCHADENSERSATZ MIT STRAFCHARAKTER, ODER FUR FOLGESCHADEN EINSCHLIESSLICH, DOCH
NICHT BESCHRANKT AUF, ERWERB VON ERSATZGUTERN ODER ERSATZLEISTUNGEN; VERLUST AN
NUTZUNG, DATEN ODER GEWINN; ODER GESCHAFTSUNTERBRECHUNGEN) GLEICH, WIE SIE
ENTSTANDEN SIND, UND FUR JEGLICHE ART VON HAFTUNG, SEI ES VERTRAGE,
GEFAHRDUNGSHAFTUNG, ODER DELIKTISCHE HAFTUNG (EINSCHLIESSLICH FAHRLASSIGKEIT ODER
ANDERE), DIE IN JEGLICHER FORM FOLGE DER BENUTZUNG DIESER SOFTWARE IST, SELBST WENN
AUF DIE MOGLICHKEIT EINES SOLCHEN SCHADENS HINGEWIESEN WURDE.

© 2016 Cisco | Radware. All rights reserved. This document is Cisco Public. 8 /274 Ij|O| X|


http://www.gnu.org/licenses/old-licenses/gpl-2.0.html
http://www.gnu.org/licenses/old-licenses/gpl-2.0.html

1L 2 =

_-l:l-_ |_| E (@)

Che #E 232 80, =320 8 S22 BA|ELCH
Standard Warranty

Radware offers a limited warranty for all its products (“Products”). Radware hardware products are warranted
against defects in material and workmanship for a period of one year from date of shipment. Radware software
carries a standard warranty that provides bug fixes for up to 90 days after date of purchase. Should a Product unit
fail anytime during the said period(s), Radware will, at its discretion, repair or replace the Product.

For hardware warranty service or repair, the product must be returned to a service facility designated by Radware.
Customer shall pay the shipping charges to Radware and Radware shall pay the shipping charges in returning the
product to the customer. Please see specific details outlined in the Standard Warranty section of the customer’s
purchase order.

Radware shall be released from all obligations under its Standard Warranty in the event that the Product and/or
the defective component has been subjected to misuse, neglect, accident or improper installation, or if repairs or
modifications were made by persons other than Radware authorized service personnel, unless such repairs by
others were made with the written consent of Radware.

EXCEPT AS SET FORTH ABOVE, ALL RADWARE PRODUCTS (HARDWARE AND SOFTWARE) ARE
PROVIDED BY “AS IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE
DISCLAIMED.

Garantie standard

Radware octroie une garantie limitée pour 'ensemble de ses produits (“Produits”). Le matériel informatique
(hardware) Radware est garanti contre tout défaut matériel et de fabrication pendant une durée d’'un an a compter
de la date d’expédition. Les logiciels (software) Radware sont fournis avec une garantie standard consistant en la
fourniture de correctifs des dysfonctionnements du logiciels (bugs) pendant une durée maximum de 90 jours a
compter de la date d’achat. Dans 'hypothése ou un Produit présenterait un défaut pendant ladite (lesdites)
période(s), Radware procédera, a sa discrétion, a la réparation ou a I'’échange du Produit.

S’agissant de la garantie d’échange ou de réparation du matériel informatique, le Produit doit étre retourné chez
un réparateur désigné par Radware. Le Client aura a sa charge les frais d’envoi du Produit 8 Radware et Radware
supportera les frais de retour du Produit au client. Veuillez consulter les conditions spécifiques décrites dans la
partie “Garantie Standard” du bon de commande client.

Radware est libérée de toutes obligations liées a la Garantie Standard dans 'hypothése ou le Produit et/ou le
composant défectueux a fait I'objet d'un mauvais usage, d’'une négligence, d’'un accident ou d’'une installation non
conforme, ou si les réparations ou les modifications qu’il a subi ont été effectuées par d’autres personnes que le
personnel de maintenance autorisé par Radware, sauf si Radware a donné son consentement écrit a ce que de
telles réparations soient effectuées par ces personnes.

SAUF DANS LES CAS PREVUS CI-DESSUS, LENSEMBLE DES PRODUITS RADWARE (MATERIELS ET
LOGICIELS) SONT FOURNIS “TELS QUELS” ET TOUTES GARANTIES EXPRESSES OU IMPLICITES SONT
EXCLUES, EN CE COMPRIS, MAIS SANS S'Y RESTREINDRE, LES GARANTIES IMPLICITES DE QUALITE
MARCHANDE ET D’ADEQUATION A UNE UTILISATION PARTICULIERE.

Standard Garantie

Radware bietet eine begrenzte Garantie fir alle seine Produkte (“Produkte”) an. Hardware Produkte von Radware
haben eine Garantie gegen Material- und Verarbeitungsfehler fir einen Zeitraum von einem Jahr ab Lieferdatum.
Radware Software verfligt tiber eine Standard Garantie zur Fehlerbereinigung fir einen Zeitraum von bis zu 90
Tagen nach Erwerbsdatum. Sollte ein Produkt innerhalb des angegebenen Garantiezeitraumes einen Defekt
aufweisen, wird Radware das Produkt nach eigenem Ermessen entweder reparieren oder ersetzen.

Fir den Hardware Garantieservice oder die Reparatur ist das Produkt an eine von Radware bezeichnete
Serviceeinrichtung zuriickzugeben. Der Kunde hat die Versandkosten fir den Transport des Produktes zu
Radware zu tragen, Radware Gbernimmt die Kosten der Rlckversendung des Produktes an den Kunden.
Genauere Angaben entnehmen Sie bitte dem Abschnitt zur Standard Garantie im Bestellformular fiir Kunden.
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Radware ist von sadmtlichen Verpflichtungen unter seiner Standard Garantie befreit, sofern das Produkt oder der
fehlerhafte Teil zweckentfremdet genutzt, in der Pflege vernachlassigt, einem Unfall ausgesetzt oder
unsachgemal installiert wurde oder sofern Reparaturen oder Modifikationen von anderen Personen als durch
Radware autorisierten Kundendienstmitarbeitern vorgenommen wurden, es sei denn, diese Reparatur durch
besagte andere Personen wurden mit schriftlicher Genehmigung seitens Radware durchgefiihrt.

MIT AUSNAHME DES OBEN DARGESTELLTEN, SIND ALLE RADWARE PRODUKTE (HARDWARE UND
SOFTWARE) GELIEFERT “WIE GESEHEN” UND JEGLICHE AUSDRUCKLICHEN ODER
STILLSCHWEIGENDEN GARANTIEN, EINSCHLIESSLICH ABER NICHT BEGRENZT AUF
STILLSCHWEIGENDE GEWAHRLEISTUNG DER MARKTFAHIGKEIT UND EIGNUNG FUR EINEN
BESTIMMTEN ZWECK AUSGESCHLOSSEN.
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Limitations on Warranty and Liability

IN NO EVENT SHALL RADWARE LTD. OR ANY OF ITS AFFILIATED ENTITIES BE LIABLE FOR ANY
DAMAGES INCURRED BY THE USE OF THE PRODUCTS (INCLUDING BOTH HARDWARE AND SOFTWARE)
DESCRIBED IN THIS USER GUIDE, OR BY ANY DEFECT OR INACCURACY IN THIS USER GUIDE ITSELF.
THIS INCLUDES BUT IS NOT LIMITED TO ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY,
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION). THE ABOVE
LIMITATIONS WILL APPLY EVEN IF RADWARE HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OR LIMITATION OF IMPLIED
WARRANTIES OR LIABILITY FOR INCIDENTAL OR CONSEQUENTIAL DAMAGES, SO THE ABOVE
LIMITATION OR EXCLUSION MAY NOT APPLY TO YOU.

Limitations de la Garantie et Responsabilité

RADWARE LTD. OU SES ENTITIES AFFILIES NE POURRONT EN AUCUN CAS ETRE TENUES
RESPONSABLES DES DOMMAGES SUBIS DU FAIT DE L'UTILISATION DES PRODUITS (EN CE COMPRIS
LES MATERIELS ET LES LOGICIELS) DECRITS DANS CE MANUEL D’UTILISATION, OU DU FAIT DE
DEFAUT OU D’IMPRECISIONS DANS CE MANUEL D’UTILISATION, EN CE COMPRIS, SANS TOUTEFOIS
QUE CETTE ENUMERATION SOIT CONSIDEREE COMME LIMITATIVE, TOUS DOMMAGES DIRECTS,
INDIRECTS, ACCIDENTELS, SPECIAUX, EXEMPLAIRES, OU ACCESSOIRES (INCLUANT, MAIS SANS S'Y
RESTREINDRE, LA FOURNITURE DE PRODUITS OU DE SERVICES DE REMPLACEMENT; LA PERTE
D’UTILISATION, DE DONNEES OU DE PROFITS; OU L'INTERRUPTION DES AFFAIRES). LES LIMITATIONS
CI-DESSUS S’APPLIQUERONT QUAND BIEN MEME RADWARE A ETE INFORMEE DE LA POSSIBLE
EXISTENCE DE CES DOMMAGES. CERTAINES JURIDICTIONS NNADMETTANT PAS LES EXCLUSIONS OU
LIMITATIONS DE GARANTIES IMPLICITES OU DE RESPONSABILITE EN CAS DE DOMMAGES
ACCESSOIRES OU INDIRECTS, LESDITES LIMITATIONS OU EXCLUSIONS POURRAIENT NE PAS ETRE
APPLICABLE DANS VOTRE CAS.

Haftungs- und Gewahrleistungsausschluss

IN KEINEM FALL IST RADWARE LTD. ODER EIN IHR VERBUNDENES UNTERNEHMEN HAFTBAR FUR
SCHADEN, WELCHE BEIM GEBRAUCH DES PRODUKTES (HARDWARE UND SOFTWARE) WIE IM
BENUTZERHANDBUCH BESCHRIEBEN, ODER AUFGRUND EINES FEHLERS ODER EINER
UNGENAUIGKEIT IN DIESEM BENUTZERHANDBUCH SELBST ENTSTANDEN SIND. DAZU GEHOREN
UNTER ANDEREM (OHNE DARAUF BEGRENZT ZU SEIN) JEGLICHE DIREKTEN; IDIREKTEN; NEBEN;
SPEZIELLEN, BELEGTEN ODER FOLGESCHADEN (EINSCHLIESSLICH ABER NICHT BEGRENZT AUF
BESCHAFFUNG ODER ERSATZ VON WAREN ODER DIENSTEN, NUTZUNGSAUSFALL, DATEN- ODER
GEWINNVERLUST ODER BETRIEBSUNTERBRECHUNGEN). DIE OBEN GENANNTEN BEGRENZUNGEN
GREIFEN AUCH, SOFERN RADWARE AUF DIE MOGLICHKEIT EINES SOLCHEN SCHADENS
HINGEWIESEN WORDEN SEIN SOLLTE. EINIGE RECHTSORDNUNGEN LASSEN EINEN AUSSCHLUSS
ODER EINE BEGRENZUNG STILLSCHWEIGENDER GARANTIEN ODER HAFTUNGEN BEZUGLICH NEBEN-
ODER FOLGESCHADEN NICHT ZU, SO DASS DIE OBEN DARGESTELLTE BEGRENZUNG ODER DER
AUSSCHLUSS SIE UNTER UMSTANDEN NICHT BETREFFEN WIRD.
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Safety Instructions
CAUTION
A readily accessible disconnect device shall be incorporated in the building installation wiring.

Due to the risks of electrical shock, and energy, mechanical, and fire hazards, any procedures that involve
opening panels or changing components must be performed by qualified service personnel only.

To reduce the risk of fire and electrical shock, disconnect the device from the power line before removing cover or
panels.

The following figure shows the caution label that is attached to Radware platforms with dual power supplies.
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Instructions de sécurité
AVERTISSEMENT
Un dispositif de déconnexion facilement accessible sera incorporé au cablage du batiment.

En raison des risques de chocs électriques et des dangers énergétiques, mécaniques et d’'incendie, chaque
procédure impliquant 'ouverture des panneaux ou le remplacement de composants sera exécutée par du
personnel qualifié.

Pour réduire les risques d’incendie et de chocs électriques, déconnectez le dispositif du bloc d’alimentation avant
de retirer le couvercle ou les panneaux.

La figure suivante montre I'étiquette d’avertissement apposée sur les plateformes Radware dotées de plus d’'une
source d’alimentation électrique.

1@ 3: Etiquette d’avertissement de danger de chocs électriques
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AVERTISSEMENT DE SECURITE POUR LES SYSTEMES DOTES DE DEUX SOURCES D'ALIMENTATION
ELECTRIQUE (EN CHINOIS)

La figure suivante représente I'étiquette d’avertissement pour les plateformes Radware dotées de deux sources
d’alimentation électrique.

2l 4: Avertissement de sécurité pour les systémes dotes de deux sources
d’alimentation électrique (en chinois)

FREH AP HEEERE - R EGER - BENEERS DO
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Traduction de la Avertissement de sécurité pour les systéemes dotes de deux sources d’alimentation électrique (en
chinois):

Cette unité est dotée de plus d’'une source d’alimentation électrique. Déconnectez toutes les sources
d’alimentation électrique avant d’entretenir I'appareil ceci pour éviter tout choc électrique.

ENTRETIEN

N’effectuez aucun entretien autre que ceux répertoriés dans le manuel d’instructions, a moins d’étre qualifié en la
matiére. Aucune piéce a l'intérieur de I'unité ne peut étre remplacée ou réparée.

HAUTE TENSION

Tout réglage, opération d’entretien et réparation de I'instrument ouvert sous tension doit étre évité. Si cela s’avere
indispensable, confiez cette opération a une personne qualifiée et consciente des dangers impliqués.

Les condensateurs au sein de I'unité risquent d’étre chargés méme si I'unité a été déconnectée de la source
d’alimentation électrique.
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MISE A LA TERRE

Avant de connecter ce dispositif a la ligne électrique, les vis de protection de la borne de terre de cette unité
doivent étre reliées au systéme de mise a la terre du batiment.

LASER
Cet équipement est un produit laser de classe 1, conforme a la norme IEC60825 - 1: 1993 + A1: 1997 + A2: 2001.
FUSIBLES

Assurez-vous que, seuls les fusibles a courant nominal requis et de type spécifié sont utilisés en remplacement.
L’'usage de fusibles réparés et le court-circuitage des porte-fusibles doivent étre évités. Lorsqu'il est pratiquement
certain que la protection offerte par les fusibles a été détériorée, I'instrument doit étre désactivé et sécurisé contre
toute opération involontaire.

TENSION DE LIGNE

Avant de connecter cet instrument a la ligne électrique, vérifiez que la tension de la source d’alimentation
correspond aux exigences de l'instrument. Consultez les spécifications propres a I'alimentation nominale correcte
du dispositif.

Les plateformes alimentées en 48 CC ont une tolérance d’entrée comprise entre 36 et 72 V CC. MODIFICATIONS
DES SPECIFICATIONS

Les spécifications sont sujettes a changement sans notice préalable.

Remarque: Cet équipement a été testé et déclaré conforme aux limites définies pour un appareil numérique de
classe A, conformément au paragraphe 15B de la réglementation FCC et EN55022 Classe A, EN 55024, EN
61000-3-2; EN 61000-3-3; IEC 61000 4-2 to 4-6, IEC 61000 4-8, et IEC

61000-4-11, pour la marque de conformité de la CE. Ces limites sont fixées pour fournir une protection
raisonnable contre les interférences nuisibles, lorsque I'équipement est utilisé dans un environnement commercial.
Cet équipement géneére, utilise et peut émettre des fréquences radio et, s’il n'est pas installé et utilisé
conformément au manuel d’instructions, peut entrainer des interférences nuisibles aux communications radio. Le
fonctionnement de cet équipement dans une zone résidentielle est susceptible de provoquer des interférences
nuisibles, auquel cas I'utilisateur devra corriger le probléeme a ses propres frais.

NOTICE SPECIALE POUR LES UTILISATEURS NORD-AMERICAINS

Pour un raccordement électrique en Amérique du Nord, sélectionnez un cordon d’alimentation homologué UL et
certifi¢ CSA 3 - conducteur, [18 AWG], muni d’'une prise moulée a son extrémité, de 125V, [10 A], d'une longueur
minimale de 1,5 m [six pieds] et maximale de 4,5m...Pour la connexion européenne, choisissez un cordon
d’alimentation mondialement homologué et marqué “<HAR>", 3 - conducteur, cable de 0,75 mm2 minimum, de

300 V, avec une gaine en PVC isolée. La prise a I'extrémité du cordon, sera dotée d’un sceau moulé indiquant:
250V, 3 A

ZONE A ACCES RESTREINT
L’équipement alimenté en CC ne pourra étre installé que dans une zone a acces restreint. CODES
D’'INSTALLATION

Ce dispositif doit étre installé en conformité avec les codes électriques nationaux. En Amérique du Nord,
I'équipement sera installé en conformité avec le code électrique national américain, articles 110-16, 110 -17, et
110 -18 et le code électrique canadien, Section 12.

INTERCONNEXION DES UNITES

Les cables de connexion a 'unité RS232 et aux interfaces Ethernet seront certifiés UL, type DP-1 ou DP-2.
(Remarque- s’ils ne résident pas dans un circuit LPS).

PROTECTION CONTRE LES SURCHARGES

Un circuit de dérivation, facilement accessible, sur le dispositif de protection du courant de 15 A doit étre intégré
au cablage du batiment pour chaque puissance consommée.

BATTERIES REMPLACABLES

Si I'équipement est fourni avec une batterie, et qu’elle est remplacée par un type de batterie incorrect, elle est
susceptible d’exploser. C’est le cas pour certaines batteries au lithium, les éléments suivants sont donc
applicables:

e Sila batterie est placée dans une zone d’accés opérateur, une marque est indiquée sur la batterie ou une
remarque est insérée, aussi bien dans les instructions d’exploitation que d’entretien.

e Sila batterie est placée ailleurs dans I'équipement, une marque est indiquée sur la batterie ou une remarque
est insérée dans les instructions d’entretien.
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Cette marque ou remarque inclut I'avertissement textuel suivant: AVERTISSEMENT

RISQUE D’EXPLOSION SI LA BATTERIE EST REMPLACEE PAR UN MODELE INCORRECT. METTRE AU
REBUT LES BATTERIES CONFORMEMENT AUX INSTRUCTIONS.

Attention - Pour réduire les risques de chocs électriques et d'incendie

1. Cet équipement est congu pour permettre la connexion entre le conducteur de mise a la terre du circuit
électrique CC et I'équipement de mise a la terre. Voir les instructions d’installation.

2. Tout entretien sera entrepris par du personnel qualifié. Aucune piéce a l'intérieur de l'unité ne peut étre
remplacée ou réparée.

NE branchez pas, n’allumez pas ou n'essayez pas d’utiliser une unité manifestement endommagée.
Vérifiez que I'orifice de ventilation du chassis dans I'unité n’est PAS OBSTRUE.

Remplacez le fusible endommagé par un modele similaire de méme puissance, tel qu'indiqué sur I'étiquette
de sécurité adjacente a I'arrivée électrique hébergeant le fusible.

6. Ne faites pas fonctionner I'appareil dans un endroit, ou la température ambiante dépasse la valeur maximale
autorisée. 40°C/104°F.

7. Débranchez le cordon électrique de la prise murale AVANT d’essayer de retirer et/ou de vérifier le fusible
d’alimentation principal.

PRODUIT LASER DE CLASSE 1 ET REFERENCE AUX NORMES LASER LES PLUS RECENTES: IEC 60
825-1: 1993 + A1: 1997 + A2: 2001 ET EN 60825-1: 1994+A1: 1996+ A2: 2001
Unités a CA pour le Danemark, la Finlande, la Norvege, la Suéde (indiqué sur le produit):

® Danemark - Unité de classe 1 - qui doit étre utilisée avec un cordon CA compatible avec les déviations du
Danemark. Le cordon inclut un conducteur de mise a la terre. L'unité sera branchée a une prise murale, mise
a la terre. Les prises non-mises a la terre ne seront pas utilisées!

e Finlande (Etiquette et inscription dans le manuel) - Laite on liitettdva suojamaadoituskoskettimilla varustettuun
pistorasiaan

e Norvége (Etiquette et inscription dans le manuel) - Apparatet ma tilkoples jordet stikkontakt
® | ’unité peut étre connectée a un systéme électrique IT (en Norvege uniquement).

e Suéde (Etiquette et inscription dans le manuel) - Apparaten skall anslutas till jordat uttag.
Pour brancher a I'alimentation électrique:

1. Branchez le cable d’alimentation a la prise principale, située sur le panneau arriére de 'unité.
2. Connectez le cable d’alimentation a la prise CA mise a la terre.

AVERTISSEMENT

Risque de choc électrique et danger énergétique. La déconnexion d’'une source d’alimentation
électrique ne débranche qu’un seul module électrique. Pour isoler complétement I'unité, débranchez toutes les
sources d’alimentation électrique.

ATTENTION

Risque de choc et de danger électriques. Le débranchement d’'une seule alimentation stabilisée ne débranche
qu’un module “Alimentation Stabilisée”. Pour Isoler complétement le module en cause, il faut débrancher toutes
les alimentations stabilisées.

Attention: Pour Réduire Les Risques d’Electrocution et d’Incendie

1. Toutes les opérations d’entretien seront effectuées UNIQUEMENT par du personnel d’entretien qualifié.
Aucun composant ne peut étre entretenu ou remplacée par I'utilisateur.

NE PAS connecter, mettre sous tension ou essayer d'utiliser une unité visiblement défectueuse.
Assurez-vous que les ouvertures de ventilation du chassis NE SONT PAS OBSTRUEES.

Remplacez un fusible qui a sauté SEULEMENT par un fusible du méme type et de méme capacité, comme
indiqué sur I'étiquette de sécurité proche de I'entrée de I'alimentation qui contient le fusible.

5. NE PAS UTILISER I'équipement dans des locaux dont la température maximale dépasse 40 degrés
Centigrades.

6. Assurez vous que le cordon d’alimentation a été déconnecté AVANT d’essayer de I'enlever et/ou vérifier le
fusible de I'alimentation générale.
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Sicherheitsanweisungen
VORSICHT
Die Elektroinstallation des Gebaudes muss ein unverziglich zugangliches Stromunterbrechungsgerat integrieren.

Aufgrund des Stromschlagrisikos und der Energie-, mechanische und Feuergefahr dirfen Vorgange, in deren
Verlauf Abdeckungen entfernt oder Elemente ausgetauscht werden, ausschliellich von qualifiziertem
Servicepersonal durchgefiihrt werden.

Zur Reduzierung der Feuer- und Stromschlaggefahr muss das Geréat vor der Entfernung der Abdeckung oder der
Paneele von der Stromversorgung getrennt werden.

Folgende Abbildung zeigt das VORSICHT-Etikett, das auf die Radware-Plattformen mit Doppelspeisung
angebracht ist.

18l 5: Warnetikett Stromschlaggefahr
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SICHERHEITSHINWEIS IN CHINESISCHER SPRACHE FUR SYSTEME MIT DOPPELSPEISUNG
Die folgende Abbildung ist die Warnung fiir Radware-Plattformen mit Doppelspeisung.

18l 6: Sicherheitshinweis in chinesischer Sprache fiir Systeme mit
Doppelspeisung
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Ubersetzung von Sicherheitshinweis in chinesischer Sprache fiir Systeme mit Doppelspeisung:

Die Einheit verfligt iber mehr als eine Stromversorgungsquelle. Ziehen Sie zur Verhinderung von Stromschlag vor
Wartungsarbeiten sdmtliche Stromversorgungsleitungen ab.

WARTUNG

Fihren Sie keinerlei Wartungsarbeiten aus, die nicht in der Betriebsanleitung angefiihrt sind, es sei denn, Sie sind
dafur qualifiziert. Es gibt innerhalb des Gerates keine wartungsfahigen Teile.

HOCHSPANNUNG

Jegliche Einstellungs-, Instandhaltungs- und Reparaturarbeiten am geéffneten Gerat unter Spannung missen so
weit wie mdglich vermieden werden. Sind sie nicht vermeidbar, durfen sie ausschlieRlich von qualifizierten
Personen ausgefihrt werden, die sich der Gefahr bewusst sind.

Innerhalb des Gerétes befindliche Kondensatoren kénnen auch dann noch Ladung enthalten, wenn das Gerat von
der Stromversorgung abgeschnitten wurde.

ERDUNG

Bevor das Gerat an die Stromversorgung angeschlossen wird, miissen die Schrauben der Erdungsleitung des
Geréates an die Erdung der Gebaudeverkabelung angeschlossen werden.
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LASER

Dieses Gerét ist ein Laser-Produkt der Klasse 1 in Ubereinstimmung mit IEC60825 - 1: 1993 + A1:1997 + A2:2001
Standard.

SICHERUNGEN

Vergewissern Sie sich, dass nur Sicherungen mit der erforderlichen Stromstarke und der angefiihrten Art
verwendet werden. Die Verwendung reparierter Sicherungen sowie die Kurzschliefung von Sicherungsfassungen
muss vermieden werden. In Fallen, in denen wahrscheinlich ist, dass der von den Sicherungen gebotene Schutz
beeintrachtigt ist, muss das Gerat abgeschaltet und gegen unbeabsichtigten Betrieb gesichert werden.

LEITUNGSSPANNUNG

Vor Anschluss dieses Gerates an die Stromversorgung ist zu gewahrleisten, dass die Spannung der Stromquelle
den Anforderungen des Gerates entspricht. Beachten Sie die technischen Angaben bezliglich der korrekten
elektrischen Werte des Gerates.

Plattformen mit 48 VV DC verfligen ber eine Eingangstoleranz von 36-72 V DC.

ANDERUNGEN DER TECHNISCHEN ANGABEN

Anderungen der technischen Spezifikationen bleiben vorbehalten.

Hinweis: Dieses Gerat wurde gepriift und entspricht den Beschrankungen von digitalen Geraten der Klasse 1
gemal Teil 15B FCC-Vorschriften und EN55022 Klasse A, EN55024; EN 61000-3-2; EN; IEC 61000 4-2 to 4-6,
IEC 61000 4-8 und IEC 61000-4- 11 fir Konformitat mit der CE-Bezeichnung.

Diese Beschrankungen dienen dem angemessenen Schutz vor schadlichen Interferenzen bei Betrieb des Gerates
in kommerziellem Umfeld. Dieses Gerat erzeugt, verwendet und strahlt elektromagnetische
Hochfrequenzstrahlung aus. Wird es nicht entsprechend den Anweisungen im Handbuch montiert und benutzt,
konnte es mit dem Funkverkehr interferieren und ihn beeintrachtigen. Der Betrieb dieses Gerates in

Wohnbereichen wird hdchstwahrscheinlich zu schadlichen Interferenzen fiihren. In einem solchen Fall ware der
Benutzer verpflichtet, diese Interferenzen auf eigene Kosten zu korrigieren.

BESONDERER HINWEIS FUR BENUTZER IN NORDAMERIKA

Wahlen Sie fir den Netzstromanschluss in Nordamerika ein Stromkabel, das in der UL aufgefihrt und CSA-
zertifiziert ist 3 Leiter, [18 AWG], endend in einem gegossenen Stecker, fur 125 V, [10 A], mit einer Mindestlange
von 1,5 m [sechs Ful], doch nicht langer als 4,5 m. Fir europaische Anschliisse verwenden Sie ein international
harmonisiertes, mit “<HAR>" markiertes Stromkabel, mit 3 Leitern von mindestens 0,75 mmz2, fir 300 V, mit PVC-
Umkleidung. Das Kabel muss in einem gegossenen Stecker fir 250 V, 3 A enden.

BEREICH MIT EINGESCHRANKTEM ZUGANG
Das mit Gleichstrom betriebene Gerat darf nur in einem Bereich mit eingeschranktem Zugang montiert werden.
INSTALLATIONSCODES

Dieses Gerat muss gemaf der landesspezifischen elektrischen Codes montiert werden. In Nordamerika miissen
Gerate entsprechend dem US National Electrical Code, Artikel 110 - 16, 110 - 17 und 110 - 18, sowie dem
Canadian Electrical Code, Abschnitt 12, montiert werden.

VERKOPPLUNG VON GERATEN Kabel fiir die Verbindung des Gerates mit RS232- und Ethernet- miissen UL-
zertifiziert und vom Typ DP-1 oder DP-2 sein. (Anmerkung: bei Aufenthalt in einem nicht-LPS-Stromkreis)

UBERSTROMSCHUTZ

Ein gut zugénglicher aufgefiinrter Uberstromschutz mit Abzweigstromkreis und 15 A Stérke muss fiir jede
Stromeingabe in der Gebaudeverkabelung integriert sein.

AUSTAUSCHBARE BATTERIEN

Wird ein Gerat mit einer austauschbaren Batterie geliefert und fiir diese Batterie durch einen falschen Batterietyp
ersetzt, kdnnte dies zu einer Explosion fiihren. Dies trifft zu flir manche Arten von Lithiumsbatterien zu, und das
folgende gilt es zu beachten:

e \Wird die Batterie in einem Bereich fiir Bediener eingesetzt, findet sich in der Nahe der Batterie eine
Markierung oder Erklarung sowohl im Betriebshandbuch als auch in der Wartungsanleitung.

e |[st die Batterie an einer anderen Stelle im Gerat eingesetzt, findet sich in der Nahe der Batterie eine
Markierung oder einer Erklarung in der Wartungsanleitung.

Diese Markierung oder Erklarung enthalt den folgenden Warntext:
VORSICHT
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EXPLOSIONSGEFAHR, FALLS BATTERIE DURCH EINEN FALSCHEN BATTERIETYP ERSETZT WIRD.
GEBRAUCHTE BATTERIEN DEN ANWEISUNGEN ENTSPRECHEND ENTSORGEN.

® Denmark - “Unit is class | - mit Wechselstromkabel benutzen, dass flir die Abweichungen in Danemark
eingestellt ist. Das Kabel ist mit einem Erdungsdraht versehen. Das Kabel wird in eine geerdete
Wandsteckdose angeschlossen. Keine Steckdosen ohne Erdungsleitung verwenden!”

e Finland - (Markierungsetikett und im Handbuch) - Laite on liitettdva suojamaadoituskoskettimilla varustettuun
pistorasiaan

® Norway - (Markierungsetikett und im Handbuch) - Apparatet ma tilkoples jordet stikkontakt Ausschlielich fiir
Anschluss an IT-Netzstromsysteme in Norwegen vorgesehen

® Sweden - (Markierungsetikett und im Handbuch) - Apparaten skall anslutas till jordat uttag.
Anschluss des Stromkabels:

1. SchlieRen Sie das Stromkabel an den Hauptanschluss auf der Riickseite des Gerates an.
2. SchlieRen Sie das Stromkabel an den geerdeten Wechselstromanschluss an.
VORSICHT

Stromschlag- und Energiegefahr Die Trennung einer Stromquelle trennt nur ein
Stromversorgungsmodul von der Stromversorgung. Um das Gerat komplett zu isolieren, muss es von der
gesamten Stromversorgung getrennt werden.

Vorsicht - Zur Reduzierung der Stromschlag- und Feuergefahr

1. Dieses Gerat ist dazu ausgelegt, die Verbindung zwischen der geerdeten Leitung des Gleichstromkreises und
dem Erdungsleiter des Gerates zu ermdglichen. Siehe Montageanleitung.

2.  Wartungsarbeiten jeglicher Art dirfen nur von qualifiziertem Servicepersonal ausgefihrt werden. Es gibt
innerhalb des Gerates keine vom Benutzer zu wartenden Teile.

3. Versuchen Sie nicht, ein offensichtlich beschadigtes Gerat an den Stromkreis anzuschlieRen, einzuschalten
oder zu betreiben.

Vergewissern Sie sich, dass sie Liiftungsoffnungen im Gehause des Gerates NICHT BLOCKIERT SIND.

Ersetzen Sie eine durchgebrannte Sicherung ausschlieRlich mit dem selben Typ und von der selben Starke,
die auf dem Sicherheitsetikett angefiihrt sind, das sich neben dem Stromkabelanschluss, am
Sicherungsgehause.

6. Betreiben Sie das Gerat nicht an einem Standort, an dem die Héchsttemperatur der Umgebung 40°C
Uberschreitet.
7. Vergewissern Sie sich, das Stromkabel aus dem Wandstecker zu ziehen, BEVOR Sie die Hauptsicherung

entfernen und/oder priifen.

Ctg 232 B0, Z20] 8l S 202 BA|FL[C

[
AR 1
A2 01 glo] MHE & Y Lct
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MREETILOBKRINBZENHNE T, VCCI—A
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Cistal =2 Class AKCC 915 ZH|0f Cist &3 H:
0| ZH|= AR (Class A) I XHI} XSt ZHH|O| 0§ BHOWKFLE AFR X7} O] E O Qo|8}0F SHL|C. O] AtH|= 7H

o2l A0 M AHE3HOF SFLICt.
BSMI

112 10: Class A BSMI 9IS ZHH|of L3 237
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Class A BSMI 915 ZfH|Of Cist 23 O
O| HIZ=2 =7 S}HO|M AFRS}= Class A | Z0|0, B4 ZIh2 Kbl 7} 2HAMSH & Qo o2 AFRX[7F K &S}
;

XKX|Z &S OF BHL|C}.

=

Déclarations sur les Interférences Electromagnétiques
MODIFICATIONS DES SPECIFICATIONS
Les spécifications sont sujettes a changement sans notice préalable.

Remarque: Cet équipement a été testé et déclaré conforme aux limites définies pour un appareil numérique de
classe A, conformément au paragraphe 15B de la réglementation FCC et EN55022 Classe A, EN 55024, EN
61000-3-2; EN 61000-3-3; IEC 61000 4-2 to 4-6, IEC 61000 4-8, et IEC, pour la marque de conformité de la CE.
Ces limites sont fixées pour fournir une protection raisonnable contre les interférences nuisibles, lorsque
I'équipement est utilisé dans un environnement commercial. Cet équipement génére, utilise et peut émettre des
fréquences radio et, s'il n’est pas installé et utilisé conformément au manuel d’instructions, peut entrainer des
interférences nuisibles aux communications radio. Le fonctionnement de cet équipement dans une zone
résidentielle est susceptible de provoquer des interférences nuisibles, auquel cas I'utilisateur devra corriger le
probléme a ses propres frais.

DECLARATIONS SUR LES INTERFERENCES ELECTROMAGNETIQUES VCCI

712! 11: Déclaration pour I’équipement de classe A certifié VCCI

OB, 77AATREMEKET Y, COKBERERETEAT
BEBRPBEESIZRITIEYVHNES, COBZEICREREIEVL
MREETILOBKRINBZENF BT, VCCI—A

Traduction de la Déclaration pour I'équipement de classe A certifié VCCI:

Il s’agit d’'un produit de classe A, basé sur la norme du Voluntary Control Council for Interference by Information
Technology Equipment (VCCI). Si cet équipement est utilisé dans un environnement domestique, des
perturbations radioélectriques sont susceptibles d’apparaitre. Si tel est le cas, I'utilisateur sera tenu de prendre
des mesures correctives.

KCC Corée

12! 12: KCC—Certificat de la commission des communications de Corée pour
les equipements de radiodiffusion et communication.

712! 13: Déclaration pour I’équipement de classe A certifié¢ KCC en langue
coréenne

of 7|7|= YFE(As) TALHEEZ|7|2AM
DAt E£= AHEAH= O] BE FOISHAIZ] Hiet
0, 7h82lel X|Fo|M ALEdts AE SH2=Z
gLk
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Translation de la Déclaration pour I'équipement de classe A certifié KCC en langue coréenne:

Cet équipement est un matériel (classe A) en adéquation aux ondes électromagnétiques et le vendeur ou
I'utilisateur doit prendre cela en compte. Ce matériel est donc fait pour étre utilisé ailleurs qu’ a la maison.

BSMI

212! 14: Déclaration pour I’équipement de classe A certifié BSMI

SRR EAE S, 2R IR Rk, T RE s
TH, EIERTIUT, (G R IRICE L 5 B .

Translation de la Déclaration pour I'équipement de classe A certifié BSMI:

Il s’agit d’'un produit de Classe A; utilisé dans un environnement résidentiel il peut provoquer des interférences,
I'utilisateur devra alors prendre les mesures adéquates.

Erklarungen zu Elektromagnetischer Interferenz
ANDERUNGEN DER TECHNISCHEN ANGABEN
Anderungen der technischen Spezifikationen bleiben vorbehalten.

Hinweis: Dieses Gerat wurde gepriift und entspricht den Beschrankungen von digitalen Geraten der Klasse 1
gemal Teil 15B FCC-Vorschriften und EN55022 Klasse A, EN55024; EN 61000-3-2; EN; IEC 61000 4-2 to 4-6,
IEC 61000 4-8 und IEC 61000-4- 11 fir Konformitat mit der CE-Bezeichnung.

Diese Beschrankungen dienen dem angemessenen Schutz vor schadlichen Interferenzen bei Betrieb des Gerates
in kommerziellem Umfeld. Dieses Gerat erzeugt, verwendet und strahlt elektromagnetische
Hochfrequenzstrahlung aus. Wird es nicht entsprechend den Anweisungen im Handbuch montiert und benutzt,
kdénnte es mit dem Funkverkehr interferieren und ihn beeintrachtigen. Der Betrieb dieses Gerates in
Wohnbereichen wird héchstwahrscheinlich zu schadlichen Interferenzen fiihren. In einem solchen Fall wéare der
Benutzer verpflichtet, diese Interferenzen auf eigene Kosten zu korrigieren.

ERKLARUNG DER VCCI ZU ELEKTROMAGNETISCHER INTERFERENZ

2l 15: Erklarung zu VCCl-zertifizierten Geraten der Klasse A

COEREWR, 77AATHREMEKET Y, CORKBERERETEAT
BEBRBEESIZRITIENBVET, COFEICRERENF BV
MREETILOBKRINBZENHNE T, VCCI—A

Ubersetzung von Erklarung zu VCCl-zertifizierten Geréten der Klasse A:

Dies ist ein Produkt der Klasse A gemaf} den Normen des Voluntary Control Council for Interference by
Information Technology Equipment (VCCI). Wird dieses Gerat in einem Wohnbereich benutzt, kdnnen
elektromagnetische Stérungen auftreten. In einem solchen Fall ware der Benutzer verpflichtet, korrigierend
einzugreifen.

KCC KOREA

12l 16: KCC—Korea Communications Commission Zertifikat fiir Rundfunk-
und Nachrichtentechnik
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12! 17: Erklarung zu KCC-zertifizierten Geraten der Klasse A
Ol 7|7]&= YF8(Ag) TALAESZ|17|2M &
OjXF £= AFEX= O] HE F2ISHAIZ| Hief
o, 71delo] X|FoM AtESt= AE SHe=

gLk

Ubersetzung von Erklarung zu KCC-zertifizierten Geraten der Klasse A:

Verkaufer oder Nutzer sollten davon Kenntnis nehmen, dalR dieses Gerat der Klasse A fiir industriell
elektromagnetische Wellen geeignete Geraten angehdrt und dass diese Gerate nicht fiir den heimischen
Gebrauch bestimmt sind.

BSMI

712! 18: Erklarung zu BSMI-zertifizierten Geraten der Klasse A

T8 R A i, E R R BRI A IR, T RE S O R
THE, IEREREI T, M G RIRDCE I & B

Ubersetzung von Erklarung zu BSMI-zertifizierten Geraten der Klasse A:

Dies ist ein Class A Produkt, bei Gebrauch in einer Wohnumgebung kann es zu Funkstérungen kommen, in
diesem Fall ist der Benutzer verpflichtet, angemessene MafRnahmen zu ergreifen.
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o

R

7= AU S Sl TSE HIOIEE Y=2lst7| 2l MEXIL HESt= 7HH <X Y YLICH LEH o 2 S Y
R 7] 40 AAEE L R 7= 7|22 RAIEH &A/A7LHOHE Y2etotn A S s =5t= o2
AEEULH S 7= S eIoHA == 7| 20| Ot LCt HIO|HE &=
AHEE UL B 7H2] 7| = HEA7L HIO|EH & Y2 3tot AL s Mot= O AHed
A+E3to H&EA7H 2 HIO|HE QS et

7|18 AME5HEH QB EX| &2 71210 HIO|H 2= E si=g 4 glELIth 2o 7|7t A= 40T HEE &4
oS S EBHLE OfShE 4+ UALICH ELEsILE 2ALE HO|ElE USE S8t B Xttt 7|7} glod
o|sa =7t QA B ZE &7} & X|El L|Ct. Radware DefensePro DDoS Mitigation0f| M= 512, 1024 Et=
2048H}0|E 0| 7| 37| Z0|= X| YL}

KA MBS M

M M E S M0 MEDHE| HS0| ZetE[X| EELCh 22t WBM(F, HTTPS A M)S AL&2 [ Radware

DefensePro DDoS Mitigation C|HFO| A0 A= QIS ME AFRS0] AlHEBHL|C} 7| 2™ O 2 C|HFO| A0 = RIA|
MY E Radware SSL Q1E M7k AELICH 7 XN MBE SSL AISME XY == ASLICH

HE4SH ClBfO[ 22| QIS §E 78

MEB ClHto| 20| AN HEE B £H 4+ AgLch
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MEfSt ClHfO| 20| ISM HEE H 1 o2 H

> Configuration(74I/ 720/ ) 270l M Setup(d) > Global Parameters(™ % DOf 7] tH 5=) >
Certificates(Q S A{)E MEHTIL|CL.

Certificates( 2/5A7) H|O| 2 0f = C|HIO[A0 MFE 2 ASM =7t HEAIELICE K{7|0A QS A
HY A AN = AFLILHL ASME P20 HELUD, ASM HAES BAlY == JAFL L
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o= M 1A

WBM(Web Based Management)0f| CHot E ot HMAE 2[ XtH| MEE ASME SG3A L +=8E & ASLCL
M QIS Ao et AISM M 2F 8l 7|18 44 == ASLICH

f?(u_‘,

[T

QASM E= 7|18 W7 852 H

1. Configuration( 7141 2] 0/#9) 274 0| M Setup(27d) > Global Parameters(% < Of 7 5=) > Certificates(A S M) E
MERSHL|CE

2. L}S FoILE gLt
— QBME FtolE T (F7h HES SESLIL
— QUSME HLUSHHE ABM 0|52 & M S LICL
3. 2IEM 75 7453 Submit(H|E)S S 2L
2 11: QS o7 H
O 7HtH 2 49
Name(0| §) 7| E= 2B M O[S LICE
F9|: Q15 M 0|22 49K 2Tt 2| HOISHR| DHAI2. D2 BHR Q15 A
HO|=0| &dE = ASLIL
Type(#d) oIs YL
o
e Certificate(21S A{)
e Certificate of Client CA'(22}0| M E CAQ| 2IZA")
e Certificate Signing Request(QI1S A MEH 2H)
* Key(7|)—Key(7))& HEStH 7| 27|Q %= 27 HEDHALEY £
p=E1
7|2k Key(7])
Key Size(Z| 37]) 7| 37|(Ht0|E)Q L|Ct.
71 3717t EH 2 e Aol 2eto] XS E LTt Radwared| M= 7| 27|7}

1024 0| &0l QAIZME HFTLICE O] 37|2] QISME AHESHH CIX|H

AL HE QESHAHLE ASSIE HA|X|E C|RESH7|7F 222 02 7 Lt

Z}: 512 Bytes(512H}0| E), 1024 Bytes(1024H}0| E), 2048 Bytes(2048H}0| E)
7| 232f: 1024 Bytes(1024H}0| E)

Common Name(&& 0|& Z 20| i 2l O|E(0: www.radware.com) EE= IP =A@ L|LC}.

Organization(Z %) ZZElo| o|=QlLCt.

~

Email Address(0|0 & F2) |15 A0 mgHe ojo|Y FAYLI}

Koy Passphrase(?| @ |71 &2 8= AE2ITiol 715 Yealsin 71§ =iy o BagLct o

) 7= PKI HIO[E{2] 7% BT 20|02 95 272 BSs|of LI 42
gRs xr OI4010(0} 8104 Radwareo 4= 2} £7} U 7|28 J|o = st
O/ BREC YV Y BRE AZHES HYPLICH
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Verify Key Passphrase(?] | 7| 2 75 Holeh & gholg 9fs) ChAl iy
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T//A|2] O] F & L|C}.

State / Province(F/ k)

T/ YLt

Organization Unit(Z %] 414

£r9)

xjo| £A EE QU YLICH

Country Name(=7} 0| &)

Certificate Expiration(215 A{
=)

= =]
SM7t fre SHZ FXIE= 7|ZHE) YLt

7| 27): 365
1 - SIBEIR %2 1) 0| BHES NS BALE B2 SN RE| 112 CIHOIA0 N 27 HARE Z18
EARHUIC
ol E A A
= EM EE 48

712 ASM S48 At

1. Configuration( 711/ 20/ 1) 2t 0| A Setup(d) > Global Parameters(™ < Oj7HtH $~) >

Yoy e M MBE ASME I M MAEElE =

I

H

Certificates(Q1 5 A{) > Default Attribute(7| 2 E4)E MEiTIL|C}.

2. D=+ S L

Submit(H| Z)S S ={eLICH

H12: 7|12 ASAM D7 H S

zo| 7| & o H4E

s S|
Of 7} 84 == S
Common Name(2£ ZElo| =02l O|2QIL]|C}. 0f: www.radware.com.
0|&)

Locality(X| &)

/A 2] O| F Y LILH.

State / Province(F/ k) F/EQIL|C}
Organization(Z &) ZXlo| o| 2 LT}
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74 El)

Country Name(=7} 0| )

Email Address(O| |

F2)
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Q%02 JEX 40} BLITH

FO: Mt ABME 8|l £ HE =S ZSHX| Q40tofF SfLICE (&H X HiE = O ----- BEGIN PUBLIC
KEY----- , === END PUBLIC KEY----- ) 7™ 2 OIS A0 ¢f|H = HIEFZ20| 2L Q= AL, 77| MO
K78 OF tL|Ct. openssl EE= ssh- keygenit 22 LA QI Q|2 OfZ2[AH 0|2 QIS M 4 Al dIE2f

HZ| 2 =ete 4= AL L|Ct Radware DefensePro DDoS MitigationOjj Al M A st= Q1S = 8|5 E= HIEZ2 S
TSR

Q)
mey
ASM E= 7|18 7HH2{H

|I|>

L|c}.

o

1. Configuration( 77/ 2{ 0/ #7) £ 0| M Setup(2d’d) > Global Parameters(™ <% O 7H4~) >
Certificates(QAFA)E ME4TIL|CE.

2. H|O|= Of2{0f = Import(ZkM27]) HES SHELICH

3. Di7fE==E 792 O3 Submit(X| &)

SEELC

HE13: QASM Ofj7fH 71 2.7]

OH 7H 5 4= 23
Entry Name(% % 0| ) HIHQ|E MeE MEe 88 0|50|7Lt 7| £ CSRE Hoja Lt

Entry Type(&f= &) ot
® Key(7|)—Ct2 A|AERIO|M LHE AL HAO M 7| S 7FK LT
Zmago|dg atzste{™ o] 7|0 ABEME 7t Ok BFL|C.

® Certificate(Q S M)—CHE HUOM LHELHALE A M ASMHE
tHELL S M E Lot 7ILE ME 20 7t e0F gLt

Certificate of Client CA(E20| A E CAQ| 215 A)—Z 20| E CA
°"‘A1E 7MLt

)

N
ro
E\l
X
()

=
N

*t1: WBM(Web Based Management)2| DefensePro0f| A= A| 7+ X] =7}
SU(SLU CA LS, 2EM & 7|, SSH S/ 7()2 X[ gLt
Passphrase(= 27) Al 7l= PKIHIO|H 2| 7Y Biget RE0|22 &3 272 H8|0f
(O] Y7 B4 = Entry Type(® | & UICH &% 27 4%} 0|40]0{0} 50{ Radware0| A= 2}, %At
)0| Key(7])2! Z0]at 7|ZE 7|HoR S H| UM HIL BB H|UHS S ABER
Al-_Q_oF 2 9&L|Ch) AL CE

T Mg

Verify Passphrase(2f= &7 2Ql) | A2l 7|= PKI HIO|E{Q] 7tY DI RE0|E2 42 272 ED3|{0}
(0] O§7j 2= Entry Type(a | ZUCH 22 51 4% 0] &0[0{0F 5HH RadwareOf| M= 2t At 8
28)0| Key(7])Q! A0t 7I§% 7|HtO 2 S H|YUHS RO A3 HUHS S A2
AFE 8 4 YUBLICh) e

File Name(Lt & 0| E) JHME S oL ct.

© 2016 Cisco | Radware. All rights reserved. This document is Cisco Public. 64 /274 | 0| X|



Ol =M LELY7|
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1. Configuration( 7112/ 2j/ 0/ A1) 2t 0] A| Setup(-d%) > Global Parameters(™ < O} 7jtH 4=) > Certificates(QIS M) E
Meystct,

2. H|O|Z ofz2Hoi| U= Export(L{ELY7|) HES SEISLICH

3. OiZi#HaE F-det CH2 Submit(HE)S S LICH
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DefensePro C|H}O| A0 CH$H 20| M A A 8|0 E

2to| MY HALE AFESH0] ClHIO|A 7|52 YO 0|EY 5= S LT

Radware DefensePro DDoS Mitigation for Cisco Firepower0| = Radware DefensePro DDoS Mitigation

OfZ2|AH 0| & 2to| A= HRSHX| §X|B R&S M| Y-S XISt | IS A/2/&f 2fo/HA7F HagtL| T

Nelg eto|MAE FEg I CH3 2 Zotslof gL Ct.

® [|B}O|AO| MAC 4 A= C|HIO| A0 T+ &l 22| IP F=2x(Configuration( 7112/ 7124/ 0/ 49) 2 O M
Setup(4d7d) > Networking(L| E$| ) > IP Management(IP £t2]) MEH).

o MEO|MAE AFE T WOt M P el = X 2| 2t0| 42 ID.

—_—=
ME22 M2|Z 2t0|MA 7= O|H Y 2 MEELCH MER Ne[Z 20|MAE
License Upgrade(2}0//14 220/ E) 0| Y=ot 20|= 7|E 2t0|MAE CHA| AL S 5= Sl&LICH
Qu
L]l
M M2 2to| A 7| E w2 = N eto|MAE Yol =512 H
1. Configuration( 711/ 1 7{/ 0/ M) 2 0| M Setup(d7) > Global Parameters(T < O 7HtH==) > License
Upgrade(2t0| A ¥ 0| E)E MEISLICE
2. M 2to|M Z|of CHSH 2to|MA HO2|0l= o7 H S YT CHE Submit(H|EF)S S 2LICt

= 15: DefensePro 2}0| A 2 18|0|E Dj7H S

AL
Of 74 5= 43
Throughput License Key(X 2| 2 C|HFO|A X 2|2k 2fo| M A9l 7| @ L|LCt.
2to| M2 71)
Throughput License Method(*{ 2 2 (217] 8) 20| MAS Mot Ol AFBEIE LT 3
=fold BH) o IP—2L0|MAS MHB}T| 9B ClH0| 20| IP F2E ASSH
2o M4 Ma7| Lt

0x

87| 98f C|HFO| A0 MAC Z=AE

=]
o MAC—20|MAE A
§7| 2L}

AtEoth 2to|d A H g

\J

IP Address(IP F=24) (%47
(O] 07§ == Throughput License
Method (X 2| 2k 2f0| MA HiH)7L PO
Z20|3 EA|EL|T})

MAC (47
(O] 07§ ¥ === Throughput License
Method (X 2| 2 2}0| MA HEEH)7L MAC QI
B0 mAIE L)

Throughput License ID(X 2|2k 2t0| M A ID) | (217

x8) clsol 2ol IP FA QL

&) CIBto|£2l MAC =Lt

&) M2 2to| A S Wgdhs O A+ IDYLILY.
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DefenseProOf| Al &} S0 A|ZFEH 4

O] MMOj| A& 7|& DefensePro Rt 3 AlZH 27 71°d B! DefensePro &t HoF 14, 671 O X| 0f| CHSHM =
HYgL|C

o
of
=

Radware DefensePro DDoS Mitigation for Cisco Firepower= NTP(Network Time Protocol) 57|3}E X
EEL T

Radware DefensePro DDoS Mitigation for Cisco Firepower= @ A E | A|Zt Bl EXRtQt 5 7|3}HE LI Lt

Radware DefensePro DDoS Mitigation for Cisco Firepower0f| Al A|Zt = IRE HAT 4= QIS LICH DL
Hof A2 o7 =8 Y & + UL/ £ CLIO| M services ntp time-zone YA S AFSH A[ZtTHE

gy 4+ UsLC

o O

DefensePro & & Aok 14
Xl

DefensePro0f A= U2 MOF A|ZHS X|IBILICH YT MOF A|ZH AR & B2 DR} A|ZHS T4 4+ QULct.
QI RO} A|ZH ZO| CIHFO|ACA XFE O 2 A|AE A[A|Of S A|ZHS ZIFBLICE CIHFO| A A= 3t BX
AIZHS AFRSHEX| OfL| B QT HOF A|ZHS AFSBH=X| EA|ZLICH

KD AIAE AAZ 2502 T4 A, Y HOF A|ZH0| A|RISIALE SRS D05 A|AE A|ZHO|
MZASILICH YT RO 7|7 SO AF MO A|ZHS AFROHEZ AN CIHIO| AO|A AIAE A|ZHS DX
o LICt

Qv

L]0}

DefensePro 2 Aok J1Ad

>

1. Configuration( 711/ 20/ 1) Zt7 0| A Setup(
Settings(A| Z A7) > Daylight Saving(¥ &

2. OjfH=E Fdot Chs Submit(HE)2 28

17d) > Global Parameters(T < O 7l|tH) > Time
10h) 2 MEBHLICh

2

=

o

L|C}.

o 7l 'H == Mo
Enabled(2H43}) AT} MO A|ZHS AFRBIHLE AFRSIR| R 52 MEBH|C}.
7|23} Disabled(AF2 Ot 8t
Begins at(A|Z SR} 31 A|ZH) oI} ®MOF A|7HO| A|XF SHA} QI A|ZHOIL|C.
Ends at(Z =& R S A|Z) olZ MoF A|7ho| B2 S O AZHOIL|Cf
Current Mode(3{ % £ E) ClHO| A0 M EZE A|7HS AFRSHR| OFL| T QT KOF A|Z+S AR EHK|
X gguct.

DefensePro 4| EQZ AKX 1A

Ol MMof| =&t = XM= CHS 1 Z& LIt
e DefensePro I EZ MOl 7|2 Oj7f M= T4, 720| 0| X|
o LEZ HFOAM IP QIEHO|A 2| 74, 691 0| X|

e DefensePro HEZ M-S (3t DNS 114, 721§ 0| X|
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DefensePro H|EZ d7d2| 7|& o7 H=F -+
U942 Basic(7/#2) & 0! IP T2 IAE|0| M Dj7f 4 T4
d

HH EHSOAM HIESRIZ Basic(7/£) &2 AHE510] & = Y0| C|HIO|AE BIO|IfAYX| = 31T

MHERE XN + AS LI

H
o]
oo
o

IPv4 4! IPV6 X| &

DefenseProOf| M= IPv6 B! IPv4 T2 EZ &S X|5l10 IPv6/IPv4 T Zl E 2|3t 2 & 7|
X

X pds
SRS MSSUCH 2E|= IPvAo A 2 S SHLICE.
Z,

=

fjo

M
T
n
i
O
o
%)
of
al

DefensePro0j| A= CF22 E8HSHY IPv6 I 21 8! ICMPv6 I 219 X 2| & X| & etL|Ct.

o IPV6FARHEYI MY
o motHM NG

o 3K

e HOLHM

IP CHH o}

IPIfzlof ZO|7t {8 2o M&Y 4= o™ 1f2lo| 2dXt L= 12l MEste 2t H S StL7t A S o
7Ho| e mjZl o2 Zaf I EH o] Mo BfL|Ct.

IP =2 O MHIE O] M&E AR 3 Radware DefensePro DDoS MitigationOj| M IP T2 IHEO| 80|04 HEE
2R = ASFLICH CIHO| A0 M S Y HIO|H D0 £ot 2= T2 AHEE A Ho Ohg HESHA 2/t
LT ClHO| A0 M= |2 IP I 22 A= EISHA| = QK| H|OJE 224 0] Ha| 2| X| @42 X 2 C|HH0| 20
EAS e ZefOAHE O] S Chetof MEEL O

Eajy A<l
2/ 1/2/= DefensePro7} C|Hf0|A0] RHE Y EYT FH AX|SHX| Y& BE EYTS SAE
A7 @iLict.

Radware DefensePro DDoS Mitigation0j| A| = E2iE X 2| S4f=
Cleto| A0 M E HER S Mt AX|SIX| e 2E EafES

7|2 HERHZ o7 4
Of MHUAE 7|2 HEAZ oh7 S T3}

Q)

-

LT
712 YEYZ oj7iH+E /dsta

rir
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oE
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]
ot
nx
ol

o
I~
o

1. Configuration( 712 1 2] 0/#9) 27 0| M Setup(27d) > Networking(L| E$|Z) > Basic(7|2)2 MEgfL|Ct.

2. OYFHE4E A CHS Submit(HF)S S2YBLICH
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HE17: 7|2 1P T2 2 HE| o] M Of 7 tH S

o7 FE

Queuing Limit(} X ) C|H}O|

b MO XX @b= ZIHE IP HO|H 0| 2ot IPTfZIS

Aging Time(X| A|ZH) ClHtO[AZF RO ZefAHE HO[HIAHMS FAISHE 7| ZH=E) Y LICE
ok 1-255

71232k 1

T~ HA-

DefensePro 4 EQZA A™O|A Q| LE AL|80|M k2|
DefensePro ZHZ0|A| ZTE AIO| O3 0| 2t2|& £~ Q&L C}

Q)

L1

Radware DefensePro DDoS Mitigation Z E Q| Z{m| 1zf|0| M2 &t2|St2{™

1. Configuration( 7112/ 1 2j/ 0/ A1) 2t 0| A Setup(Ad%) > Networking(L| E2|Z) > Port Configuration(Z E
Zn|ago|d)S MEetL ot

(S =]

2. HE 70| HILL MHST BS § ¥ FBLCt

w
H

£ 43 74511 Submit(E)S S2BL|ct.

HEXZ 280X IP QEHHO[A 22| 79

Radware DefensePro DDoS MitigationOf| M= 2{|0|0{ 2 CIHI|O|A(ZE, EE 3 Y VLAN)O| Moo=l BE IP
OIE{I|O| A Zt0f 2t &S =¥ TtL|Ct. EESE Radware DefensePro DDoS MitigationOf| A= 2{0]0f 42} (0|0 71t
Z2CHE HEYI YOI E 7|8o 2 2t 8 S 3Lt

Q)

mel

IP QIE{H[O| A& F/4d5t2{H

1. Configuration(71Z/22{/0/ 1) 70| A Setup(d%) > Networking(L{| E¥ ) > IP Management(IP £tzZ|)E
MERSEL|CH

2. LC}g & olLE sdgLo
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DefenseProOj|A{ IP 2} R El M

O] H0f| M= DefensePro| IP 22 &0]| CHslf A HghL|Ct.
Radware DefensePro DDoS Mitigation C|HFO|AO| A= IP 242
TEELICE O] HO| 20| M= Ciafofl Cist &t Cifof EEE%
Clbto]A0) 21H HZAE BE HEYAL IP L2 Ho|20| £
2oE ZRESS SO SHOR2 YT 4 YsLiCh

Qu
L]
DefenseProOj| A 22| €t IP 2} El S A5t H

[N

MEfetL|ct.

2. g 5 ottE 2y
— FNy=e 3ot T EGoh MES 2L
~ N Z2S HEcAm YL F WIS
3. M FE ojrfE4s T CHS Submit(RIE)S 22U
4. FY D OpNRAE TYBLICE
5. Submit(R|Z)g 22gLc

Ha
e YH Z=E HIY M Metric(H EZ]) o3 5 ASHCH

g2
® Type(Rd) ZE = Static Routes(F% & 2) HO[S0| T EA|ELCE 78 =

n -|>
£
d
m
Qt

Configuration( 711/ 12 0] A7) 2t7H 0| A| Setup(4d’d) > Networking(L| E{ &) > IP Routing(IP 2}$

|:r. JExoz
@*aez TSI L

B2

(AEHH O )

E18: IP 2128 AHEH =) iS4
Of 74 g 4 e
Destination Network(Ci{ & | 427 o|&|= & HEAIYL|CH
HEHT)
Netmask(0t25) CHAF M= uo) HESIS opAS LY,
Next Hop(t+S &) 4 NEUWCR MEEE S B9 IP FAQLICH (CHS 2 &4 C|Hto| 20
Chsl 2291 A= oet girLich)
Via Interface (247] ML)zt 3(47| M2)L|CH 0] Z+S Rta| OIE 0| AL

e |ocal(ZZH)—

AE
® Remote({Z)—AMEUZ CIHO|AOA AH A

Type(#d) (5171 H8) 0| HE= X ZZ H|O|=0| T HA[EHLIE
MEUS CHO| A0 A HEY
Z:

M
Metric(H E &) O] =0 Z|&|AAHLL A Lhel HEZ gL ALICE.
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H 19:IP 2} E!: 2 O 7tH =

ol 74 ' = 29

Enable Sending Trapon | ICMP @& H|A|X| 7} Q= 4L, DefensePro0f| M EZHE &K O EE
ICMP Error(ICMP 2 20{ | x| & &hL|C}.

Edf M2 MBS
£8 84S 28 7| 23} Enabled(A12)

%t 11 ICMP(Internet Control Message Protocol)= Internet Protocol SuiteQ| H Al
ZZEZE SSIL0|H, HERAZE HZE ZARaH 2 AN 2F HAIX[(O:
QEE MHAE ALBY = QAL 22 E = 2R HO| 32T £ Q3)E
H&5h= O AF8 gL Ch

ARP B[0]2 74

T2 ARP7HALSSHES MHE ZQ UEYT SAEL 4 IEH 0| A0 R4E|X % HEND Faof
Cj&H ARP 2|0 SErSHLIC}H CH2 SAE [fjAl T2 A ARP Q80| 8T SAER stét= B E LAN EZfTE
2IYOR D2Y SAER AFBLICL 1 C1S YHE ST 2 QUHT0|AS S Cha SAE0|

2t gE Lt
2% QEO|H YT ARP $28 146D 2l 4+ ALITH

f?iu_‘,

el

ARP E|0| 22 T/d5I2{H

1. Configuration( 771/ 120/ ) 2t 0| A Setup(d™) > Networking(4| E{|Z) > IP Management(IP 2t&|) >
ARP Table(ARP E|0| )2 MEHSHL|C}

2. LC}5 & olLE sdgL

- MEe2 Fkstee T (EhHES 2L
— ¥22EyHY WS £ ¥ YL
3. ARPOj7HBi4-2 7453 Submit(H )2 22/g Lt
4. TR FQ NI OHHAS £ 012 Submit(HF)S St

I 20: ARP: 5 O 7ftH 4=

o714 oy
Port(Z E) ~E|0|M0| QU= QIE{H 0| A M elL|Ct.
IP Address(IP Z=4) AF|0| MO IP A QLICY.

MAC Address(MAC =4) | AE|0|AM 9] MAC =4 QlL|C}.

00t

Type(7 Q) e R L

I

.
A -

o

Other(7|Eh—3 X =& SX0| o,

® Invalid(F=5HX| EE)—ARP & 55 Fas0l11 222 AN gttt

e Dynamic(SX)—ARP T2 EZ0|A S2S St EIL|CH AP A™El A|7H0
SHEO| SASHE|R| U ZHQ LTI} E|0| 0] A AP E LC}.

e Static(HXN)—& 20| Y EQT 2| AHO|MOA LMY Ol FHQIL|Ct.
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74 ay

Inactive ARP ClBH0| 20 Af B2 ARP 7jAl #22 ATI5t7] Z0] 0|22t 82 0] ARP B|0| £0j
Timeoul(H[ 2 S ARP AT | ot gl 4+ 9l AIZHE)RILITE RIFE 712 Lhol ARP 7HA| §22 M DAIX

A2 T M o= =

Mzt oroml sjet A0 22X 7t QU Zo 2 JPYTLICH

AT

Z+: 10-86,400
7|22t 3,600

DefensePro 4 E&Z MM S 2|$F DNS #+4

DNS(Domain Name Service) 22|0|HEZ %53l & DefenseProE T84T 4= USL|Ct. DNS SCI0|HEE
NBOIR| YIS ST IP FLE A & YSLICH DNS S2A0IASE NGIES SO DefensePro’t
SAE Ol 242 fIsl HElE H&Y MHE T dsof gLt

DNS 07} 14- 74312 £ DNSO) cifet 7122 51 o] DNS Ml & Beli +
M
=

i)
i
inl
i
o
o
o
|»)
Z
w

DNS 23S 7/d5t2{H
1. Configuration( 71} 2) 0/ 1) 274 0| M Setup(d™) > Networking({| E{|Z) > DNSE MEHBIL|C}.
2. 7|= DNS 20| E Dj7/fH=5 g5t 1 Submit(¥|E)S = &/efLCt

3. WX DNS 88 7} £ £Hot2 B 18 5 SHLIS +8HLICE

— @22 3vtee T (EhHES 2T
— #224NG EHOIZN $32 £ ¥ 2T
4. OYPRH4Z TSR Submit(RIE)S SELIC

H 22: DNS 22}0|HE o7t

o 7H 5 2 Mo
Enable DNS Client(DNS DefensePro C|HIO| AT} IP A ZE £A13}7| 9|8l DNS 20| ER
SEOIAE A8) ES1EX| K HEL O,

—_

2t Enable(AF]), Disable(AtE Ot

7|23} Disable(AtR OF &)

'6'I-)

(==}

o

Primary DNS Server(7|= DNS DefensePro0j| A 2| E ML= 7|2 DNS M| IP =AQIL|CF
AMH)
Alternative DNS Server(CjA| DNS |DefensePro0j| M F2|E T &3t= CijA| DNSQ| IP FA @ L|Ct.

A H)
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Static DNS Table("3 %] DNS H|O| &)

The static DNS hosts(" & DNS SAE).

T (F7h HES 22st0f Af X DNSE F7pgL|Ct

2} §% DNS2| Am 120 d2 ChZ o = 4 E LT
® HostName(ZAE O|2)—X|™HEl IP FTAQ| Q0|2

® |P Address(IP FA)—X|HEl =021 O|E9| IP A

DefensePro C|HFO|A-HOF A& 1M

Of Mo Xl M= CHEat

my
s
Ind
o

® DefensePro C|HIO|A-HOQF MAQ| WA WMA T2 EZ LA, 730 0| X|
o [|HO|A HE2[E Q3 IF T2 EF T+, 761 0[X|
o DefensePro C|HFO|A-EQF MMM SNMP 3£, 781 0| X|

>

b |
rQ
nx
o

e DefensePro C|H}O|

o
Off M ClBFO| A& ALEX} 74, 87H|O|X|
o

|M g o7 #H = g, 75T 0| X|

[>
rQ
nx
o

e DefensePro C|H}O|

DefensePro C|HIO|A-EHOF A™HO| A WA ZEEZS T

Radware DefensePro DDoS Mitigation2 CtS2| HNA T2 EZ S X|ATHL|C.

e HTTPS - APSolute Vision1} DefensePro2}o| E41E.

e HTTPS - APSolute Vision1} DefensePro2}to| £41-2 5l DefensePro WBM(Web Based Management)0]| CHst
AE X AN AL, B, DefensePro 8.x 0| A WBME O O| A AFE | X| Y& L|CH WBME Radware

o L

DefensePro DDoS Mitigation for Cisco FirepowerOf| M AF2%t &~ HZL/LF
e Hiul . CLI(Command Line Interface)&.
® SSH - CLI(Command Line Interface)&.
o %l MH|A - DefensePro SOAP QIE I 0| A £.
Qw
L1
WBM 3 CLIOj| C{St WM A Z2EEZS P45t H

1. Configuration( 711/ 2j/ 0/ 1) 2+ 0] A Setup(4d) > Device Security(C|HFO| A HOt) > Access
St

Protocols(AMA ZR2EE)S MEASHL|CT.

2. Oj7fH=E T3t Chs Submit(RIE)2 S LI

H23: UMAZZES: ¢ AN A Df7)HS

ol 74 ' = 43

%11 Radware DefensePro DDoS Mitigation2 &(HTTP) M AE X|ISHX| Q& L Ct.
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HE24: MNATEES: HO 9l YA Dj7HHS

Ol 7H &8

43

Enable Secured Web
Access(E Ot 2l A EHM T

Y

DefensePro0ff HTTPS M AE AIRSIEE
7|24} Disabled(AtE ©F 3t)

— HA-
Z=9|: APSolute Visiond} DefensePro AFO| 0| FH| EAIS AFRSIE{H
stoletg Hesjof gttt

L4 Port(L4 ZE)

HTTPSO|N 288 $4lsk ZEQur

7|23 443

= HA-

Certificate(91Z A{)

o

[ e P I
o7 oy 1o o

b

I2 QI8 HTTPS MOl A AL 3= SSL Q15 M QL|C}.

tot

ME Radware0j| A
FL|C}.

LI FA AL 7tsT AT ME g A

ot

10
ro
ol
R
rE
oN
>
0ot
o

4

H 25 UMA T2ZES: Ul 07 S

74

L

Enable Telnet(2l 4l 2t 5}

DefensePro0|

7|24t Disabled(AtE Ot &t

B HMLE MESEE YLK E XTI

L4 Port(L4 ZE)

L HA-
2AOA AHESHE TCP ZE L Lt

7|24k 23

Session Timeout(M|M A|Zt
Hleh)

HI: CiHo|A 450 S¢S O[KIX| F =S 10200t AlZE Mgt
gholghL(ct. et AR AlZE Jioh2 & AlZHE L 2|0 1027HK] 2 &=

UAE LI}
Authentication Timeout(2!Z& o= ZZ2MAE AZ8t= O st AlZEASHE)Y LT
AlZHKSh) 7+ 10-60

7|23k 30

H 26: HM|A T2 EZ: SSH Oj7| S

o7

29

Enable SSH(SSH &4 3})

DefensePro0f| SSH AN AE ALESIEE

7|22t Disabled(AFR OF 8t

L HA-

L4 Port(L4 ZE)

SSH AMH| HAS Qe 22 ZEYLICL

7|23k 22

= HA-
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O 7HtH 2= 4%
Session Timeout(M| M A|Zt H| 2t 7|7t 59t DefenseProO| M HAS SX| &2|8= AZHE)YL|Ct. O] 2]
Hleh) HolEl 7|20 SR &0 = MM0| TS| HigdOo|H N30| S=ELIC
%k 1-120
7|22k 5
Fa: CIHO|A 50 2 O|X[X| =5 10200t A2t HiohS
2HOISEL|CE. [hatA AR AlZE Mot & AlZHE L Z| T 1027HX] 2 &=
ALt
Authentication Timeout(91& Ol ZZMAE 2AZSH= O Zst AlZEASHE)QL|CT
AlZt High) 7¥: 10-60
7|22k 10
H27: M2 T2 EF: Y MH|A D7
o7 4 443
Enable Web Services(® AH|A |2 MH| A0 CYSE UM A S AIRSIEE MHSX|E X|HEtL|C} 7|27k
g 3t) Enabled(At2)
DefensePro C|H}O|A-H Ot H7HOAM g Of7f H 7
ClHtO| 20 CHot HMAE X|YE S2|H AHHO| AR Mot 4= A& LT CIHO|A Mo 2 AZAE L2
e e e ESfEHE I7|ot=E HEQH HEQIR MAMEN HEE AHLO|AE T = ASLICH
B2IXP7} ClHO| 20 Tt 5 R3Ol 22| E2T(0]: SSH)2 & 61X|2 SNMPY} 212 2 24T 832

HEE = UASLICH LRI AL E X e E AEE ZEES Soff CIHHO| A0 MM A5k 0 53 C|HEO| A0 A
WNAS HESID A|AH 29t CLI EYE YEOZ MgghL|Ct
Qu
mry
MENTH C|HEO| 20| AN A HTHS /52 H
1. Configuration( 711/ 2j 0/ 1) 2t 0| A Setup(4d) > Device Security(C|H}O| A HOt) > Advanced(11&)E
Mgt ch
2. mEO| Cfgt Hehe B2 H B W T @ 2YLICL
3. HQIgS MESIALL MEd S FA5H0] WM AS 5{ESHALE 723t T2 Submit(X|E)S S2/efLCt
H 28: ZE HUTHOf7HE

UM EES L)

Port(ZE) (8171 T 8) Ec|d ZE2| 0| S Y LICH

SNMP Access(SNMP i | A) | MEASE A2 SNMPE A3 L EOf| LSt MHAE ST CH

Telnet Access(Z Ul M| 2) MENSH Z@ HUS AL8510] ZEOf Tt HMAE & LT

SSH Access(SSH M| ) MENDH 4@ SSHE A8 LEOf Cipt BN AE 58T

Web Access(2] AN2) MENSH HS WBMS AL 3Ll ZEO T3t UM AES 5|87 LICE

SSL Access(SSL A A ) MENSH ZR SSLS AL8510] ZEOf LD HMAE & &S L|CH
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T E Ping 74

PingZ & U= 22| AHHO|AE o/ = USLICH Ping0| HE&|X| = AHH 0|20 PingS H&HH

oZl0] 7| guCch 7|2 22 C|HO| A2 RE QIEH|O| 20| A PingS

Qv

L

Ping&t ZEE H™o|sle{H

1. Configuration( 711120 41) Z+E0Of|
Ping Ports(Z E Ping)Z MEistL|C}.

3. BheIzZ MESIILE M HA510] PingS 5 857{LE 5 851X &

o] ¥2 Ctgoz YL

e [C|HIO|A TH2|Z 9|3t RADIUS QI= T, 751 0| X|

Clufo] & 2| S $i3+ RADIUS 915 74

DefensePro0j A= 22| 8 =2 C|HIO| A HMASH= AHEXE 21T

[
LI

=

X Setup(d7%) > Device Security(C|HO|A HQF) > Advanced(11 &) >

M2 L Submit(H&)S S LTt

M

50| =7} HOFS H|Z&HL|Ch RADIUS

OIZ O F ALEXI7tCLI, &Y, SSH == |l 7|HE £2| £ AFE310] CIHIO|A 22| 0| M ASIEE 5| X E

2783 H RADIUS MH & AtEg = S LICH RADIUS MH & At
HOlES MEEA e == ASLICE

DefensePro= C|HIO[A 2| S ?|2t RADIUS Q1SS AE3SI0] AM & S0l
6)(Z= RADIUS MHO|| 7| 222 HSEl=)s dMELICH 87| 2A7[(H
ME(MBIA 7Y 24 6)0] 7| = MSELILE 7] HE ALEAL g2 M

Fel=|0] A0 OF BFL|Lt.

Ha

88t 2 912 A C|HIO|A 22 AFRX}

of M ME|A FY SE(AVP

K=}
=

O Ch

— =

2| X} AF2 AL M2 2 E RADIUS
299

F 70] XS0 RADIUS A Of

o
T

e 7|Z Authentication Mode(2!F 2 E)= RADIUSY} g/~ Local User Table(2Z A8 X} E|0] &) L|C}.
O 12| 0| M & =™35te{™H Configuration( 741/ 2) 0//‘?’) 2™ 9| Device Security(L/Hf O/~ 2 2H | 0| &
E0| M Users Table(AF2 X} Ef|0] 8)S MEASILICt. O3 CH2 Advanced Parameters(_2 & Gf7) 85~) €4 9|
Authentication Mode(2/& 2 5) EELHE SE0|AM 2R3 M2 MESID Submit(X|E)2 S &letL|Ct

e Radware DefensePro DDoS Mitigation C|H}O| A= RADIUS AME 0| CH3 M| A FHSHO| QLO{OF 3} C|HIO|A

CHM|AE S| 8lj0fF BFLLCt.
Qv
Tl
C|H}O|A 22| £ 2|3t RADIUS Q1= 2 1A sle{™

1. Configuration( 711/ 120/ ) 27 0| A Setup(2™) > Device Securlty(Ellrll-Ol* HOt) > Authentication

Protocols(2!5 = 2 £E&) > RADIUS Authentication(RADIUS Q!

S MEHSHL|C}.

= =

2. DOjLX| = Radware C|HO|A0f CHt RADIUS QIF o7 g5 —T“S?J CHS Submit(H|£)S S LIC.
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o7 L

Timeout(A| ZF K| gt) MAIE=SE7| ol == A= 2L0] =1HEl ZR0= CHHO| A0 A A 7t
2RIy S =HRI5HY| o ClHO| A0 M RADIUS MH 2| SE=
7|CtE| & 7| YL et

712341

= HA-

Retries(XA| &) RADIUS AE{7} & A 42 A| =0 SEHSIX| 82 & RADIUS A{H{ O]
AZS WA =ot= YL CE X FE MAE 34 20| 2= AZ A=0

AT SH(A|ZH F|BH) 2 2 RADIUS ME{ 7} AFR ElL|Ct.

7|22

Client Lifetime(Z 20|91 E 2210|UE QIF 7|ZHZE)YLICH 22+0| A E T} 20| ZEF F 0 CHA|
2tO| ZEHY) 21915} DefensePro0j|A| RADIUS Mt 2 22}0| EE CIA| QIS E}X|
& LCH S20|AET} 20| ZEFR O] BtZ &l 20f ChA| 2015
DefenseProOf|A| 22}0|HEE CtA| QISBIL|CE

7124 30

H 30: RADIUS QI5: 7|2 Dj 74

O 7HH 2 4%

L4 Port(L4 ZE) 7|2 RADIUS Mt{o| A& mE #HB QLT
2t 1645, 1812

7|27t 1645

Secret(H| L H5) 7|2 RADIUS AMH9| O1= H|LUHS QIL|C},
Z|C 22Xt 5= 64
& 1: DefensePro0i| A 2= & X ZstH s atE Lt MH2tA
Am g ol mUo| 2 HO|= AFEXIF T EAF =E T YLt
Verify Secret(H| 2 =}0l) HZHSE Folg ] &0l Is CiA| RS L(Ct

Server IP Address Type(AH IP 25 IPv4, IPv6

A Oz‘:‘d)

T TTo
Server IP Address(MH IP =4) | 7] RADIUS AMH{ 9| IP FAL|CH
H 31: RADIUS QIZ: Q] O 7}t
O 7H %8 = M
L4 Port(L4 2 E) 4 O RADIUS MH{ Q] M|~ ZE BB QL
Zt: 1645, 1812
7|23t 1645
Secret(H| 2 2) H Of RADIUS A{H{ Q| QI H| QU QlL|C}.
Eof 2Xt 2= 64
%t 11: DefensePro0ii M 2SS MASIH A SHE L L THEFA
ZAm 20| ool @S Z0|= AM2RIZF A S 2 X} S Ot 2L Ct.
Verify Secret(H| 2= £}9l) HIYHS S Holg I =olg sl ChA| LASLICH
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Server IP Address Type(A{H{ IP 2t 1Pv4, IPv6
Fa 8%

Server IP Address(MH IP Z=4) |49 RADIUS A{B{O| IP =AQIL|C}

A

DefensePro L/HFO/A-E 9F & 0fAf SNMP 4

SNMP(Simple Network Management Protocol)= APSolute Visiond} | E 3 C|HFO|A ALO|Of| 22| HEE £ A
wetet = e o E2(AH 0|4 2f0|0| Z2EZ LT}

Radware C|HO| A= 0= SNMP H{ X (SNMPv1, SNMPv2c 3! SNMPV3)0j| A EHE8H 2 Q& L|Ct.

7|2 Radware At2Xt= SNMPv10| A 1A &l L|C}.

A\

Z=0|: APSolute Vision0f|A{ = SNMPv2c E 2 X|5HX| UL L|Ct APSolute Vision0f| EAt8H= SNMPv2c EHE
| 7| gL T}

£ 3: SNMPV3E AM23}0] Radware C|HHO|A S APSolute VisionO| Z27+& I AL X} 0|21t Q15 A& HE I}
ClHtO[ 20 Fg & ALE AL & Sttt X3 Of B L|Ct.

Che FHIO| M= AMEdS CHHO| A0 SNMPE 7445t EXtof| CHsi HgtL|ct.
e SNMP X| ¥ H{7 T4, 7810 X|

e DefensePro SNMP AP X} 741, 79 O] X|

e SNMPAHFLIE| H7 1M, 811 0| X|

e SNMP 11Z H|O|E 74, 82| 0| X|

e SNMP AN~ M7 T4, 831 0| X|

e SNMP 22 M3 74, 841 0| X|

e SNMP 7| 73 74, 841 0| X|

e SNMP Cl4t 0§71 == O] 2 T4, 851 0| X|

e SNMP CHAN A LM 86| O] K|

SNMP X 2 B{3 74
Q)

[T

SNMP |8l B{F g 74512

1. Configuration( 711/ 12{/0/ A7) 27 0| M Setup(d%) > Device Security(C|H[0O|A H Q) > SNMP > SNMP
Versions(SNMP H{H)E M EdStL|CL.

2. D75 7ot Lt Submit(X| F)S S =& HCH
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H 32: SNMP X| 2l B{H o7 4
OH 7H 5 4= M
Supported SNMP Versions(X| & |3 X} X| & E[= SNMP 7™ & L|Ct.
SNMP E{ )
Supported SNMP Versions after | juo| 22 2473+ 3 SNMP 0f 0| E0{ A X| 25H= SNMP #H QL|ct.
=3 o
EﬁﬁmggTﬂﬂsmw K| @ig SNMP BT S MEfDIL|Ch K| QI K| Qs Q| el S 2Tt
S

DefensePro SNMP AF X} LM

SNMPV3 At R} 7|8 22| 0 M 2} AL At ALE AL O|B1f Q1S SRS 722 o 7HX| Hets 45 &

UG LICH O A0 HZAL = A= AHEXE F2l5tal Zf SNMP AL ALe| UM A D7 H~E XMF gLt
SNMPv3 DefensePro A2 AHE 14435l 2{ M DefensePro C|HFO| A7 SNMPV3E X| 25t & LM E[0{0F

St L| CH(Configuration( 711z 1 2/ O] ) £t 0| A Setup(d7) > Device Security(C|H}O|A & Ol > SNMP > SNMP
Versions(SNMP H{ ) > V3 A EH),

APSolute Vision2| SNMPv3 DefensePro A2 Xt 714 A| ChS 2H10| Z=8HE|L|CY.

1. 7|2 DefensePro AFEXI AFE, 1S S 79I EE E9l 7+ =l SNMPVv3E £ APSolute Visiond] 4 =l.

2. SNMP 112 H 0|20 A AL} =7},

o2
rlo
HL
K
o
oju
o
]
k1
H
ot
-
iul

11: SNMP AL 12y 0| MO A AFE X} O|E
'qu_‘,

0]

SNMPv3 DefensePro Al X}2 M 6t2{™H
APSolute Vision C|HIO|A %t Sites and Clusters(AfO/E U 2/ Ef) EE|0| M DefensePro C|HIO|A S
MegstLict.

-

=
Cheg SuBtLICH

N

e SNMP H{F0| SNMPV3QIX| +QIStL|C}.

o A8X} 0|2 radware | L|C}.

e Use Authentication(215 Al8) 2t QI2H0] M| RAOo M AAE O H7F L= O A=A
2013t L|CHAuthentication Protocol(915 =2 E &) 3! Authentication Password(2!15
HLHF)).

* Use Privacy(7iQI8 & At8) =QI2t0| MEHE|Qiom HZAE Oj7f =7t £ &[0f A=K
21018t | CH(Privacy Protocol(Z210|H{A| =2 E&) 2 Privacy Password(Z2}0|H{A| H| U F)).

=2 =
SEgtLot.

mjo

c. bEHAO| =l 7|E T StLigt: FEE B2, 7S HESH 8¢ Cra Submit(H E)

3. Configuration( 711/ 12j/0/ A7) 2t7H 0| A| Setup(4d ) > Device Security(C|H}O| A HOt) > SNMP > SNMP
User Table(SNMP AL X} E[|0]£)2 MEHSHL|C}.

4. LCfZ & otLE AL
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5. SNMP AREX} Oj7fH =5 74 (& 33 - SNMP AL X} 07} 4=, 80| O| X|)t Ct-Z Submit(H[Z)S

e

6. Configuration( 71/ 720/ 4) 20| A Setup(4d ) > Device Security(C|H}O| A HQF) > SNMP > Group
Table(1& E|0| 8)2 MEHGIL|CE
7. CHZ 22 AHE5H0] SNMP 150 M ALEXHE 442 CHS Submit(X[E)S S 2Lt

— Security Model(E2QF 2 %) - SNMPv3E LtEtL|= User Based(AHE Xt 7|QHE MEHTHL|CY

—  Security Name('Qt 0| &) - 5TH7 0f A 44433 ALR R} 0|22 MEkEHL|C.
— Group Name(Z1 & 0| &) - initial(0|L| &)S MESSFL|CT.

H3: SNMP & HO[20f Cigh X ol YE= SNMP & B 0|2 7, 821 0[X| &

g BESHAIL.

8. Configuration(71Z/ 120/ 27 0] A Setup(d%d) > Device Security(C|H}O|A H Q) > SNMP >

Access(HM|A)E MEISHL| L},

9. t3= UL

o

HIO|S ol 20| Ctaat Z2X| =helgtL|C.
e Group Name(& 0| &)0| initial(0| L| &) QI X| ZQI5tL|LC}.
e Security Model(&EQF B H)0| User Based(AF2 X} 7|HH)QIX| 2tOlIgtL|C.

e Security Level(& QF 2|#!)0| Authentication and Privacy(21Z % 74Q1H H)

e Read View Name(2]7| H7| 0|]8)0| isoQIX| 205t L|C}.
e Write View Name(#27| E7| 0|&)0| isoQIX| =tOl5tL|Ct.

b. affAol =0l 7|& & stitete ZE2E 3%, HESH Y&t i3S Submit(x|

)

M

HI: AM L AT D080 Chot LM QI Y E = SNMP M|~ H7 74, 81 HO|X| & HZSHYAI2.

H 33: SNMP A2 X} Oj 7 H =

h7H 4 e

User Name(At&X} 0| F) AL&AL Ol E0|0f 22F 0/F0|2t A Lt
Z|CH X} 4=: 18

Authentication Protocol(91& Oz T2 MHA SO AIRE Z2EZQIL|LC}.

- El (il T EYT — +
Z2EE) Mehsle @M C|Bo|A 44 The} ALRto| 4T 212 0| Mt x| s of

BHL|CHE 64 - C|BEO| A 244: SNMP Oj 7 t5i<, 6T 0| X| %
Authentication Protocol(Q1& =2 £ F)0| C|HIO|A =
2M-2 MD50]{0} 5t Authentication Protocol(Q15 &
290 M SHAQ Z$ 0| SM-2 SHAC]Of BtL|L}.

b
BA-

e MD5
e SSH

7|22t None(212)

\J

—

HX).0E =
§0|lM MD52! 42 O]
EEE)0| C[Ht0|~

HA
F2|: None(gl8)2 723t 240| Ot LT}
Authentication Password(?1% | Q915 HZHH S Q)
HIYUHD)

L|Ct.
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=
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=
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2. Oj7fEi4E
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C
=l S
2ot AL KHEF =X|S Al Hoi M
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7|27k Enabled(AE)
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Limi(S M ¢l Hl& Mot A8)
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ma

DNS A+g S ZH Hio|ij 2~ 5 F/d5t2{H

1. Configuration( 71/ 12/ 0/4) 27 0| A Setup(d%) > Security Settings(&E 9t A1) > DNS Flood
Protection(DNS E2{E H <) > DNS Footprint Bypass(DNS A8 ZZt HIO|Ij A)E MEHSHL|C}.

2. Footprint Bypass Controller(AtE Z7F HfO/Df~ AHEZF) S 20| M AFHR Z7H HIO|I|AE S
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4. (EiohHiO|IfA EO Cieh ALE St BHO|IH A D7) =& 7ot TH-Z Submit(X|E)S 2 = SfLIC)

H
o
o
O
4
»
=
ol
0|'J

Zh Hto| oA Df 7l H 4
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Bypass Field (817] M 8) 74 M=ot vo|mj A EQL|ct.
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Idle TCP-Session Aging Time(§%&
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1. Configuration(711] 2}/ 0/ 1) 274 0] A| Setup(d’d) > Reporting Settings(& 11 447d) > Syslog(A| A&l
21)E dEigtL

2. C}3 5 BILtE 8L ot
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Status(4/Ef)= DefensePro A|AEI 27 1 LIE{ 0| A
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Td%t= B8R, DefensePro= FMO| LHE Heto 2 P& F20| = X[ FE
=20 T2t 25 =X & A O
FO|: 2M+=2|7I 63,990 Ct AAHL} Z2 HMO| RS ™ APSolute Vision=
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Direction('& ) FHo| A E Efmo| L L Lt gt
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Packet Reporting(IfZl 211) |C|HO|AOA =201 EM S Q8| MER = 54 1 212 APSolute Vision0j|
HELXE XE LT

7|22} Disabled(AtE ©F &)

FOl: 7|0 M O] 7| 50| AtEot=E 2 E 8% 7|50 HEE2H MY
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Packet Reporting O Mol I{zl 811 7|5 I 10| M0 HHE T2Wo| [l ¥ 1 7|59
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Takes Precedence
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Policies( EQ|3 H3 H)E MEistL|Ct.

2. oLt Olgfol S MEStLCt.
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Configuration( 711] 1 2}/ 0/ /) 2t74 0| Al Network Protection({| E{|3 K ) > Signature Protection(A| L] X{
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3. DREWOIFHS O 20| PHTL
— M TIES TS e S SHE LI
a. 1A El0|Z 9o Q=
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Vision H{ 7 3.20 O|HOf| A X| & E).

a. A HOIZ 20| A= T (F7h HES SELICH

b. Rule Name(7+%] 0| &) BlAE Lo £33l = 742 0|22 Yaei|ct
c. Attribute Type(E4 93) CECH S20|M LRSS MetgL|ct.
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D ALSA YOl Al TLIKE BASLD HHE 4 Y& LIC Radware 0| ALK | 2P it oj7h e+t
X

Z=9|: Radware DefensePro DDoS Mitigation0f A= £ 0| 28| LX|&}X| QLOtE 7|&E T2 Lo AFRAF MO
MNIALUNE X222 FIte 4= JESLCHL AFEX Fo| A|IALNE +d8te 8% 7/25d 20| CH2 Ed 2
XdsoF gLICt O BO| X858 SELICHL AFEX Fo Al ALK 7|2 §E4& f1d R dal=@ Lt
F7t EdE KIHSHR| oW AFEXE ol A|LX Q| 7|Ef & 42 NULLYL|CH AFEXLFo| ALK 9
7|El 2= E/40| NULLO|™ Radware DefensePro DDoS MitigationOj A 7| & &/ & = 2 Z/(0f|: DoS-ALL, DoS-SSL,
At7] 2 All-DoS-Shield)dt A| LM E LX|A|7|0H F2HE SEE(NULLY §4)E 7| 2US d= 7|&E SHERE

X 2|stL|Ct. 12{™ Radware DefensePro DDoS MitigationO| M& T2 Z0j| AL X} ™O| A| ALK E =T}1S1A

| X2 O] S22 A ASIK| & LICE M2t RadwareOf| M= Z|CHoH B2 FIt E4 & X|HSH =& AT
Radware DefensePro DDoS MitigationOf| Al AF2 X} HO| A| LA E &EZ AFRSH= S YR gt T}
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L1}

ALK EZ ALK E H2{H

> Configuration( 711/ 20/ A1) 274 0| M Network Protection(| EQ| 3 H ) > Signature Protection(A] 1L X
H3) > Signature(A| 1L N)E MEASHL|C}.

AD:ADLAE D5 22{0 0|2 Uo| T 9o Y HAE AXIS ME 243l Cte R (W) HES
Saistct
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[T

ALK 23 A|OLKNE 21 AIDL X Dj7i#H42 ol 28 Ze st

1. Configuration( 71/ 120/ A) 27 0| A{ Network Protection(L| E€|3 & &) > Signature Protection(A| 1L| X
H3) > Signature(A| 1L H)E MEASHL|C}.

2. Filter by ID(IDE2 ZE{Z) 2M HE
o
=

3. & EX| Of2f AXto| A 7| =
4. A (mWH)HES SUSLCL

Q)
me|
AMILUN EZ AOLUNE 2D E4 j7iHs-2 Ho| =SS 2EYSHHH
1. Configuration( 71} 17 0/£7) 2t 0| | Network Protection(L]| EQ|3 E ) > Signature Protection(A| 1L| X
B 3) > Signature(A| 1L| X)E MEiSHL|CL.
2. Filter by Attribute(§/do 2 EEZ) M HES MEISHL|CT
=

3. & mA ofeff At YA 7[ES YL

D012 S0 5N 980 Z2, M BHS WO Uf Dafefof ohe CHYB QA4S J|Uo R ot 02
S8 2=20M Mg
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1. Configuration( 712/ 170/ A1) £t 0] A| Network Protection(l{ E{|3 H ) > Signature Protection(A] 11| X

B 3) > Signature(A| 1L| H)E MEiSHL|C.
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A
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Signature ID(A| 1L %{ D) (917] F8) AIAEO) A A|ZLLIH 0 SHEHst IDYILICH
Enabled(243}) S TREOYA A|ILHE AFRE 4 Y=X| X HBLICH
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Tracking Type(£X %) (917] X8) DefensePro0f| M 27 Z0f AK|s17{L} AHTHe E4 TS
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® Report Only(2 18t £~3l)—DefensePro0j| A| H 2| =l CHAG Izl S
e

® Reset Source(AA XA H)—DefensePro0j| Al TCP A AN 17l S 17l
22 P FA00 MESeL .

® Reset Destination(CH &t XA ™ )—DefensePro0j| A TCP M A&H 17l
CHef 401 MSeLCh

® Reset Bidirectional(F2taF X A )—DefensePro0f|A| TCP A& N
{7lE o2l &4 IPQEIHAl THe IP =4 = CHof| & ehLCh.

7|2 ¢t: Drop(AfH|)
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AMERFEO AIDLMO HEE 79 5 YlELITh
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ZEE mWEste{® TEE MEISI D Edit Filter(2E| WE)S MefstL|Ct.
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= 81: A|2LA: EA Hlo|2

o744 gy
AL of CHal MEist= S90l el 74 dd Z2M20M AHEdts 54 40| ZEE LI
9 ae Tt 2ol T (F7h HES S U

5 82: A|TL|HO| HE| Di7fES: Lk Oz

43

2 HHO= XEE Ol BN X FE Z2EZ &4 D7 Ha7t ASLICE

Filter Name(Z2 £ 0| &) AL XN EHEQ| 0|2 QL LCt.

Protocol(Z 2 EE) A= T2 EZQIL|C}
a:
e ICMP
e |CMPv6
e |P
e Non IP(H|IP)
e TCP
e UDP
7|24k 1P
ZF2|: Non IP(H| IP) 45 MEHSIX| DtYA| 2. O X Rot Zap7t el & L.
Source Application UDP 9 TCP EzjZ M29lL|C}.
Port(&2 O Z2|AH| 0] M E R
ZE) 02| golE ofZEA 0l ZE 05 STl MEeL| Tt
Destination Application UDP 5l TCP EZjTl M29QlL|C}.
Port(CH & 0 = 2[7 0] N
ZE) 2| gl OHEEI5’1IOI EE 5 SFO|A e Ct
H 83: A|JL{X2f EE Df7}H==: OMPC O{7HH 5
OH 7H & 2 29
OMPC(Offset Mask Pattern Condition) Oj 7} == I{E HMO| XIS ™Mo|sl= 34 Of 7| B4 ElghlL|Ct.
OMPC &0 A& 178 SH OtAZ S AHESt= 2| 4HI0[E2| 178 37| THE S AM LT S4 AL X7t
0¥ 22| HIOJE/HO|ZE0] Rl= I £ TCP/IP S| BEQ B2 S48 4A5t= O R8¢ L

OMPC Condition(OMPC | omPC =7 QIL|C}.

7
=) .
HA -
e Z3
e HCIF
o i g2
e HIOtZEZ
e Not Equal(ZX| &2)
7|22} Not Applicable(3 & g1 =)

© 2016 Cisco | Radware. All rights reserved. This document is Cisco Public.

133 /274 H|O|X|



B 83: A|OL|X9o| &

ZE| 07l 5 4~: OMPC DO} 71t =~ (A %)

Ol 7H %8

43

OMPC Length(OMPC
Z0J)

OMPC(Offset Mask Pattern Condition) G| O|E{ 2| ZO| &I L|C}. 2f

C o
e o gls

e 1 Byte(1H}O|E)

® 2 Bytes(2HI0|E)

e 3 Bytes(3HIO|E)

® 4 Bytes(4H}0O|E)
7|24k 1 Byte(1H}O|E)

OMPC Offset(OMPC ZAll)

L HA-
IP/TCP 3|0l M H|O|E HALE S3ll 578 HIE AME AlXot= T2
XL

%f:0-1513
712240
OMPC Offset Relative MEHSE S MI0| 2 HE OMPC SA1S K| &SHL|C}. 2t
to(OMPC 241 2+ T} &)
° HO
HA O
o P8

e [P Data(IP G| O|E])

e |4 Data(L4 L|O|E)
® |4 Header(L4 3||)
e Ethernet(O|{4l)

7| 2%f: None(8la)

OMPC Pattern(OMPC
Ij &)

OMPC %S E8] IjZI0 A X047 8l=
F 161 Z=3H0-9, a—f). Z+2 OMPC Length(OMPC Z0|) Oj7jtH=2

78'9|5=.' LIC.

OMPC Pattern(OMPC T §1) ‘g 2|0f|= 871 2| 7|= 7t ZgtE LTt OMPC

Length(OMPC Z!0])7} 4H}0| E O|Et0| B B2 022 xjSL|C}.

0| £ =0{, OMPC Length(OMPC Z0|)7} 2H}0| E0|™H OMPC Pattern(OMPC

I E)2 abcd0000Y 2= UL L|C}.

7|2t 00000000

T 37| D= QL o},

OMPC Mask(OMPC
OpA3)

— HA-
OMPC C|O|E{ Q| OfA T @l L|LC}.
167 £3H0-9, a—f). 242 OMPC Length(OMPC
OMPC Mask(OMPC OfA 3) & 0|0f = 87} 2] 7|27|- Egg L|C}. OMPC
Length(OMPC Z10|) /0| 4H}O|E O|2t0|H 8BS 022 &S L|C}.

02 S0{, OMPC Length(OMPC Z0|)7} 25}0| E0|3 OMPC OfA 3=
abcd0000Y <= QY& L|C}.

7|£Z#: 00000000

L= HA-

20]) o= Fol gLt
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AALN E= 59 74

S A& /B E2E OO 0|Mo| ZENA0 AUs Bz FHM T 7d A YLCL 82 M348
Folgt mf nefste CHAS @A(0: 2Hd, ofZ 2|7 0|M, 2/ 2, /™ 22 §)E 7|82 & dt= K0 mat
T LT

Zt AU XoE og CHE |f89 E*"OI Stk L} Radware VRT(Vulnerability Research Team)0j| A=
AMIAUME S I A|DLUMNE 25t SHe 2 S48 YL

= O
JIE SHS ABBIIILL M SHS RTksI7ILL 320N S42 A & YL

L o=

DS REO £4S 2 4 U0, BHY, M= U HT 22 54 RH| ZS Match Method(2x]
4)(Minimum(2| £) & Exact(38)E X 4 ASLICEL XA LSS 54 98 &4 87| U +7,
1361 0|X| & &ZSHIAIL.

EM2 AILN HO|EHHO|ANAM ML H 2E AHO|ELQ TVH XS 2 FIHE L|CE
Qv

)

AU BES EMEE #/dsta{H

—

-

Configuration( 7412/ 2j/ 0/ 1) £t 0j| A| Network Protection({| E$|3 K $) > Signature Protection(A] 1L| X
H3) > Attribute(§4)E MEiStL|C}

2. S42 AU OIS 2HHYAL.

~ oY Sy 9NolsNgHAn Sy Ee Mysn D (AN HES 2L
3. M SN2 FkehEE THe g s

= O Tro= =
c. Submit(X|Z)S 22IstL|C}.
H84: 54 949

£4 2Y Hy

Application(0f Z2|# 0| M) |0|et 22 AASZ Q0] Ut of Z2|AH oM Y L|ch
of: & M, MY M, B2 K
07 == MEALE L|Ct &, 40| 20| Ze|ALE ZatE|X| §i s &
OIﬁL_| |:|.

O o2 7Y &= UEFLICH

Complexity(=%fd) 34 ZAM 7L FO EE = 24 AYLICH
Of 71 4 =0| g2 T SHLHO OF RHL|Ch
o
o Low(®3)—0| A|ALXNE ClHO|A M0 &S 72| O|X|X| & LICH
® High(¥8)—0| A|ZLIN& ClHo|A 50 st &S O|F Lt
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Ql&L|Ct.

A H

240 o2 7 &= ASLITt

£4d 74 449
Confidence(X 2| =) SASMEE = A= M= fEYUCh M= 22 sS40 HEE F
S Bt LIC O & S0f, 34 M2k 80| 2822 2HE 42 E
g ZELCH
o7 == Es L Ct
Of7H H==2f g2 EF SHLHO OF S LT
o Low(R ), High(=2), Medium(SH)
Group(1E) s 2EE 34 152 44 = UASULCL
Platforms(Z 34 &) O|et 22 AAZZ AU F oot 2 MIA QLT
0ll: Windows, Linux, Unix
07 H == MEIAL LT 5, 40| 40| Zoe|AHLE Lot K| g 5

Ch OIE =9, HIER/AO

O|: FTP, HTTP, DNS
071 H == A ERALRE LT 5, D74 5=0f| 40
Ql&L|Ct.

A H

oK 7h 1 == 2| gt

LR ELE R

Risk(¢lel) SA0 H2E ey G2 0Xl= 342 *
HZA5E R Q0| =2 3422 Fo|FL
o7 = 2L o
Of7H =2l gf2 B SHLHOfOF B LTt
o Info(%,'i), Low(%t2), Medium(& Zt), High(&2)
Services(A{H|A) 0|2t &2 AAEZ QY FAt ZEEEZQIL|LCY.

Target(CHAH)

el (20U E

Threat Type(?|&l 7)

AAYME 7t &
o: 22E, 3

240 o5 7 5

U LIC

E O3 A a| A
SN QE &N 27| U 4T

CIHO[ A0 XSt Ed R 2 £42 & = A UL

e  Multiple Values in Attack(222| of2{ Z}) - EMH SYO0| st A|IL|M0| of4 2t
Xgg ot

e Multiple Values in Rule(11%!2] oi2{ Z}) - EM SEO0| St A|L|H Z2Z FXI0f oj24 g}
Aqe=X| K@ ot

[ ]

Multiple Values in Static(®d&2| 6{2] Z}) - EM SHO| A| LA Do A|IL|X0f o gt

UK XL L.
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e Match Method(2! X| HtH) - Complexity(2%t4d), Confidence(41 2| ) Sl Risk(Y &)t 242 EH 9H Z,
RLEXE-UEXLE e £4 /0| U= 5 FHO|TH MgtetLct
e
—  Minimum(&|2)—S4& 20 519) 8 S gto] A7t ZBE S LIEFALICL 0|2 SO, Risk(#/2) 4
& 0l| M Match Method( 24/ ) 7F Minimum(X] 2)01 4 Attribute Value High(£4 gt £2)=
Info(HH), Low(%2) == Medium(Z2ZH)0| OtL| 2} High(&2)2t2 XA Z) L Ct. Minimum(X|4)2
Complexity(5 &), Confidence(41 2| =) 3! Risk($| &) L|Ct.
—  Exact(XZh—Attribute Value(E ZHOIAM 1.9 ZDI0H AFRSIEZ 2 X|XSHL|C 0|2 S0, Attribute
Type(Ed §8)0| Risk(2IE)0| 1 Match Method( x| HitH) Exact(®d 2 S AI2SH= 42 Attribute
Value High(§d 2} =2)0M= 9I&0| =2 Z0tTH A8 gLt
Complexity(2 %), Confidence(2 2| ) 3 Risk($&) EM S5 2| Match Method( X| HHH)E HAS ¢~
O] A |_| |:|.'
A H

Qw
mel
ClHfo|AO|M X| o= EE

mjo

"

> Configuration( 711/ 72 0/ M) £74 0| M Network Protection(L| E{|3 H ) > Signature Protection(A] 1L| X
H ) > Attribute(£4d) > Attribute Type Properties(E4 S £/Md)E MEHSHL|CT.

f?(u_‘,
[T

S8, MEE B e BY fEo LX) Yy ES HE5E

1. Configuration( 71120/ /) £+74 0| Al Network Protection(4| E£|3 H $) > Signature Protection(A| 1L| X
H ) > Attribute(£4d) > Attribute Type Properties(E4 S £/Md)E MENSHL|CT.

2. 4 8¥s S ¥ 2T
3. Match Method(2 X| &) EECH2 S Z20)| A Minimum(%|A) = Exact(d2HE MEHSHL|CT
4. Submit(R|Z)g S2L|Ch

HEZA E2E ¢|otBDoS 24

Tg3HOF gL CE 27| Mo A2kl S A B K|
2

% [=)
= Ht2 1 FHetshA 285h= A0l St

% 7|8t DoS TRES AT 0 (BT LYY Y
A= =0 S S 7[Ee 2 sta g, i 2t
BDoS T2 L2 11 A3}2{ ™ BDoS E S E AR3|OF & L|CHConfiguration( 72/ 12{/0/ &) 2+, Setup(dH) >
Security Settings(& QF A7) > BDoS Protection(BDoS H 3)).

=

Radware DefensePro DDoS Mitigation for Cisco Firepower H 7 8.102 %|Cf 2007} 2| BDoS =2 & & K|/ gfL|C}.
S2f 7|8 DoS =2 HO| ZotEl ZHof| AT E = 282 et 25 L
o 22A=90, M YEYI NN =85 YEYAC YEYIS ALBSI0] SX 7|5t Dos TR

St A TATLICH 22 S M MIHES HSshe 02 S5 7|8 DoS 7S MAste 20|
ZSLCHO: DNS M MOHE, @ M MIHE, 02 M MOAHE ). 22H F E2fY

Ho|A2tRlo| S5 S XX etet = ASLICH

H
o

® C|HIO|A0AM Q2 E Sl OFRHI2 = e
2850 HEYIE ofdt= A0 FESHCEL 228 S4S BAZ I =7t Mot LCh
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o THo e oyyoR HHHH TN YU BHD WXFUCH FAo| WwHS FyyoR
OB FROIM 24 U LN BAS DF YXHLICHL § F2 DT SRS AH6}7| Sfef 41 L
LAl = I He| EjE EAE =L L

AYE B2 9 EE US AL ES A8 B2 HIOITAS P 4 YSLCH XHH 3 LSS BDoS ALg B2t

HEO|THA -, 94| O|X| & EARSHMA| 2.

Qu

T

BDoS =2 Ms}a{H

1. b

Configuration( 711/ 12/ O] £9)
Z2W)E ML

[ B =}

0| A| Network Protection(L| E2|3 £ %) > BDoS Profiles(BDoS

[ |

2. LCt3 & StLHE s&-TL
— IDZRLZ FISIEH T (F7HHES S/t
— DZRLZ HYSIHH HOIE ¥52 & H gLt
3. Oi7HH=E T3 CHS Submit(H|E)S S etL|ct
H 85: BDoS =2 dl: Aul D7 H %
AL

O 7l 84 2~ a9

Profile Name(Z2Z 0| &) BDoS =2 Eo| 0| EL|LCt

Enable Transparent N 59 X X3 A8 OB & XLt

Optimization(£ & | X5} AtE) - oo s
L& HELA SZ0AM= IHZI(0: VoIP) AX|0f o TIZEghL|C. kA,
SHAX QI EgfE 2 IPS CIHIO| AN AMK|E 7hs 2 X| A3}l OF BHLICE. O]
£ Z|XM3l= BDoS H|4ff L EH thE S0 £|F S7+0| M E 7| Sl
= JAELICH
A EH X XSS AMRSHH H = 7t AN X|F Z7H0| MM E W7t
T2 342 XHEHSHX| & LI

# 86:BDoS Z2H: EE B AP D7 H=
AL
O 7l 8 2= Ay
SYN Flood(SYN Z2{E) M8 UERYT EE £ RS MEBLCH

TCP ACK + FIN Flood(TCP
ACK +FIN 28 &)

TCP RST Flood(TCP RST
=9E)

TCP SYN + ACK Flood(TCP
SYN + ACK Z2{E)

TCP Fragmentation Flood(TCP
ZEfIHEO|M EBE)

UDP Flood(UDP £2{E)

UDP Fragmentation Flood(UDP
ZEfOHEO[M ERE)

ICMP Flood(ICMP Z2{E)

IGMP Flood(IGMP Z2{ &)
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T 87: BDoS T2 X: [ E 74

o745 L
Inbound Traffic(2/Ht-2 = 30N Ol gE= =0 QE2E EafE O G Z(Kbit/s) R LI Ct.
EzfH) DefensePro0| M= TS Z 0t 22 AF0lA =7| H|o| A2l S Tl gL Tt

Z+: 1-32,000,000

Fo|: 3%} 7|8t DoS B2 E A|AISHE R O d7H S TH4d6HofF gL Ct.
Outbound Traffic(O}2 HIRE | 230N O A %= X|Cf ORHIRE E o 2 (Kbit/s) Q) L|C}.

Egfd) DefenseProOf| M= CH = ap 22 aF 70| A 27| H|o|A2tlS T oL
Z+: 1-32,000,000

Fo|: 32 7|8t DoS H2 E A|ASHEE O] 272 745l oF gLt

H 88: BDoS =z H: shchak M O 74

A
O 7H %8 = 4%
RadwareOf A& 7| 2342 AHEO R A8 £ U= 2 M0 0| ZEE THoR S 2 ARt 22U
MY S 7|23te B0 H 0|20 28 £ W UYL 13 013 HEYT 450 et S S
ZHE 4 gLt
Fo|: |9 MY (QHLE EHE £ OfLHLE EHB)S HASH TYTY HHO| S Zo HE
JlBgtoR AHE M E LT
AL A UL ZRESY A 252 LEHHOR S S g2 100%S X1t & Agu ot
ee E 2T F0iM oA ElE A|C) TCP EajTo| W2 gelL|rt
ubpP Z E3T SN o4&l /0h UDP Eajmo| #E g olL|rt
ICMP S E3HT SolM o4 el 20 ICMP EajTo] s gelLct.
IGMP S ERHT SolM ol 4El= 20 IGMP E2jTjo| sl gelu|ct

H 89:BDoS Z2E: 1 Oj7ftH

AL
Ol 7H &8 43
AN 2! B g EX| 22 E—Z, BDoSO| M UDP PPS H| 8 Zh(H|0|Aatel gt X
Sensitvity(UDP T2 8I1€ | iy g2 nejee welglLic
BIZE)

* Low(X3)
e Medium(&7H)
* High(z& )
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H 90:BDoS =2 E: mjZl 1 9 =X M oj7ftH

o741 L

Packet Report(I 2! & 1) Z2EOM 2z2tel 245 25 E T E S4 12 S APSolute Visiond||
ELE=X] X8 ghL et

H1:0| 7| 50| AHESIEE HYE 42 7|0l HEEHHHG MHEE
A2 S 2 M| OF e L| CHConfiguration( 71 12 0/ 47) &H, Setup( 1)
> Reporting Settings(& 11 4%) > Advanced Reporting Settings(1

K7 M) > Packet Reporting and((ZfZ! 211 9!) > Enable Packet
Reporting(Z} 7] E 11 AlE)).

Packet Trace(Tj 2l % %) O] HHYA = B2 5 I XEHA Lert]ct

HEQ DA ESE ot SYNZ=4 1

SYNES Z2LS SYN ZE ZHoZHE Qo{gtLrt,

DefensePro C|HFO| A0 A Z[Tf 2007H2| SYN E3 Z2HZ Fde 5= UAS LT
SYN Z2/C 27 S0f|, ZZKX7} TCP $HE4) 0|32 2@ sFX| &1 Aj TCP HZAS 2K 7Lt TCP HE40|a =
HZSHX| 2 O|O|H = Q5| §b= TCP SYN Izl 2&2 E™LICH I3 M HE 77t 7H= MYAX,

YA QI TCP ALE A0 CHot ME|AE HESHA LT

SYN 2z Z2HZ F1435t7| ol L322 ZelgL .

e SYNEHE ES7 MESERE 2850 Y O/ HTF | A& L CH(Configuration( 712/ 1 2 0] )
7, Setup(A7) > Security Settings(& 2t 447) > SYN Flood Protection(SYN E2{E E3)).

e MY HYS HPY = ASLCH SYN E2{E MY dF2 CHo|A0| R E T2 HO| XE& LICH KMot

L2822 MY SYNEE 25 714, 95| 0| X| E & XRSIAA| 2.

JQﬂJ

.I

f;?’(u;,

LT}
SYNEHS ZzEg pMdslz{H

1. Configuration( 711/ 1 20/ £7) 74 0| A| Network Protection({| E£|3 H ) > SYN Protection Profiles(SYN
B35 D2E)E MeistL| ot

b. Profile Name(ZZZ 0/5) EELIR S20M ESE MENSHL|C,
c. Submit(HZ)S SagL|Ct.

4, ZZILO| FJ}SYNEQE ESE HO5t2{H Go To Protection Table(H2 3 E|0| &2 0| F)S S&/eL|C}.

H0:SYN Z2HOE HEYD B3 YMo| MY BE SYN Z3 S BS7} T3E0{0f BHLCH
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HE91:SYNHS T2 E o7
A

O 7l 8 2= a9

Profile Name(Z= 2 & 0| &) (7| M) z24o| o|EL|C}.

SYN Protection Table(SYN 25 | ME S T2 HO| M= H5I7F ZoHL|Of JYESL|CH

EHo|&

1012) 2e2 ot E o 2ol T (27} HES 280 BB 0|22 Mes
CHZ, Submit(X &)= S=/gL|Ct
Hi:ZHERS 25 FHMOAM SYN Z2 LS SHLITE AFE S = QS L L}
rrraw TEo Hed 2E 257 Y HAO X HE T2 ZeHE|of

UEX| ZAGHYAI2.

Go To Protection Table(2%
HOIER 0|3)

SYN E35 & FIts5t1 o

(o]

ps k=13
o=

2 Ol
=

& LIk

U= SYN Protection(SYN 232) L3} MXHE

SYN

SYN E2{E EZ E 9

{[‘);,U\,

o

ot

=HEH

SY

N

mH

O

2o Zobe

LTI
SYN 3 & F/dst2{H
1. Configuration(71Z/12) 0/ A7) 2t 0| | Network Protection(L| E€|3 B ) > SYN Protection Profile(SYN
B3 T 23) > SYN Protection(SYN E3)S MENSHL|C}.
2. BBE 7 EE +HH M 02 5 SILE 2L
— BT E IS T (F7H) HES S LI
— HoZ HUSIHBE HO|E22 g5 & W SEELCL
3. DWHE=E Fdot Chs Submit(H£)S S = LI
¥ 92: SYN E8{C H35 Oj7fH=
o7 4= g
Protection Name(£2% 0| &) Ao JgoM e BN E 6H 24 2 A AlEsE7| {3t o|EQlL| .
£ 3: 0/2| Mol SYN B& = 7pE QutE ol of Z2| 70| M, FTP, HTTP,
HTTPS, IMAP, POP3, RPS, RTS P, SMTP 5! &ullof AtEE 4= US LI
A %t2 RadwareOf| M D|2] FogL|Ct. 0|22t S A2 YA ¢S HEL =+
UG LI}
Protection ID(:2 % ID) (17| M) 250 = ID HE QL|C.
Application Port Ho8 ofZ2|H 0|4 S LEHHE TCP ZE I QL S20|A 02| ol E
Croup(HEEIAOIT £E 15) |z 182 MeyoiALt Yolo| ZES ML= TES ¥ ME2 S
Activation Threshold(2t 4 5} EX IAOA RE H2 SYN i3] =2, 0| £=E X1}5H DefensePro0j| A
YA XpcH ZX| S AlRFetL ]
2+ 1-150,000
7|22k 2500
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A
OH 7 &= 449
Termination Threshold(Z 2 X| ™ &l Tracking Time(ZXX AJ/ZH? SO EX CHAMO| A XSt HH2 SYN T 2]
YA Bk 42, 0| 4= 0|2t0| Z|H DefenseProOi| A ATt ZX|E FX|gL|ct.’

7}
HA -

-150,000

7|22+ 1500
Risk(?{e) 2182 0| SHO LY A 2 ALLCH

2t Info(H B), Low(=g), Medium(Z7H), High(&2)

7|23k Low(R3)

(57| &) SYN =7t 02| Fo|(ZH)E(0] [U=A| OfLIH ALEXt
FO|(AHEA) 2= 2IX| X| gL .

A AN OF:
A2 FY

Source Type( )

23

[El

1 — DefensePro0j| M AF238t= == £ T EA| IE = Safe-Reset(QHH-Y )2 AMRSH=X| of 5o a2t

CHELICH
2 — Setup(7) > Security Settings(2 ¢t 447d) > SYN Flood Protection(SYN £2{E E ) > Tracking

Time(FH AZH0|M 0] L2 7Y &+ AFUCH
= O &
Radware-#%& 45 &
H93: A3 Q¥ ¢ WAHS
Protocol(Z 2 E &) |Destination Port(C{ & ZZE) |Verification Type(Zd3 )
FTP_CNTL 21 ack
HTTP 80 request
HTTPS 443 request
IMAP 143 ack
POP3 110 ack
RPC 135 ack
RTSP 554 request
SMTP 25 ack
TELNET 23 ack
S I 1L AL 71
SYN Hz T Z 3 O{7|| H == 22|
SYNES m2d3 Foot 20| 25 oi7fH+E 794 =+ A& UL
7| 2X © 2 Radware DefensePro DDoS Mitigation {7 8.102 Safe-Reset(CHH-A A M) 215 B S AT
Z, DefensePro0j| Al SYN I 2l S =415} ™H DefensePro0f| M 2=l oA HS ZEE JF|Z AFE5= ACK
mfzlo 2 SEELCH 20| EN M RSTR 77| = SESHH DefensePro0|Af RST I{ 4l 2 H| 7[5t & IP
FAE TCP 215 HO|Z0 =7hetLCh S Yot 240 THS SYN IHZ(Y A 2 2 0| ™ SYN I{ S T &)0|
DefenseProS E1}5HH, A/ 0] CH8H M|A410] £ Q1=|L|Ct. DefensePro0| Al X|”El A|Zt SOt AA P =AE

ML o

Radware DefensePro DDoS Mitigation for Cisco Firepower {7 8.10& AI23IH Ct2 HX0| AHE| O Q= SYN

AXSE A Ol A
A

ToaE T I:lL‘|I:|'-

Ho zzd OpiHsE
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I ]
Q)
mel
SYNEZ T2 E 078 stz
1. Configuration( 7120/ /) £+74 0| Al Network Protection(4|E2|3 E 5) > SYN Protection Profile(SYN
H3 T2 ) > Profiles Parameters(Z 2 Of7fH4)E MEiSEL|C}
S w2t

=
3. Di7fE~E g% CfS Submit(X|F)S S &/etL Ct

H94:SYNZEZC H3 Z2I 0fj7HS

O 7HtH 2 493

Profile Name(Z2 & O|F) |(&7| T&)Z=H2| O|FL|Ct
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e Daily(O§ )—=r 10| o X[ZE AlZto] 2 E L Ct
e Weekly(O§F)—= 10| O3 X[ &l &, X[FE AlZto] 2 E L CH
(1 X2 APSolute Vision S 20| A E 0| L=l CHZ A|ZH0f| 2} AlSHE LY
Time(A|ZH)’ 0| A= AlZHY LT
Date('2 M) L0l 2 El= IR LI
Minutes(£)* 0| M= 2HAE(R) YL
Run Always(gtAt Alst)yt (20| 2t Ml E|=X| OFL|H FHOolEl 7|7 S0l 2t M A=l =X| XS LICE gk
® Enabled(AFE)—A|Z E£= F& A|ZH0] QlO| 20| HA| 2%t FoHHE
HAHEL|CE Schedule(2/E) B2 HI=0of 7 E & B A|Zto] A E L Tt
e Disabled(A2 OF BH)—ZXA 0| (Schedule( 2/E) B0 K|Sl A|Ztat BIEZ 2)
XEE AR W AR AR S&8 IR & AZHA] 2HE L
7| &4} Enabled(AL])
Start Date(A| & SR} 0| 2otk = Gt A|ZHYLICE.
Start Time(A| & A|ZH?
End Date(E2 ZR)° 0| O O & ARMEX| b= SRt AlZHY LT
End Time(ZE2 A7)
1 - 0| Dj7HH === XI'Y & Run(&) 2t0] Once(t ), Daily(Of ) £ = Weekly(D§ ) Q! 2202 AHE S %=

U LILf

2 - 0] o7 g X|"8 & Run(# @) £{0] Once(st )0l Z-20f|2F At
3 — 0| Dj7jH4= X[ E Run(43) ZH0| Minutes(&)2! 2 20j|2F A

4 — 0| 7 === K| ™H &l Run(A &) 2f0| Minutes(&), Daily(0f &) == Weekly (0 ) Q! 4

U LILE

5 - 0| o7 #Ha= X[’ & Run Always(2at &) &Qlzto| ME
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122: C|H}O| A XY EE!: C{A C|HIO|A B2

=

of | K

ol 7] ' = 4

Available(Al2 7}58H) 22 5l Selected(MEE$H =2 2 QIL|Ct. Available(A}2 7H53H S 20| A2 7t 6t
ClHFO| AT} HA|E LICE. Selected(MEHSH = 50| = 0| 20| X{£ ESH= CIHIO|ATF HA|E L|CE.

&4 238 O gHolE

APSolute Vision A{B{O| A B2 M3 Yol 24l H|0|E A7HS B 1 THAS YE|0|ES & ULLICH

27 4% T A0| = DefenseProo A H2|% 4= QUi ME CH2 RE B20| 40| Tee|of YLich B
0|22 YHSI0 E™ MHE 5 = JYSLLCH N2 2 2 APSolute VisionS 4%t [If APSolute Vision A{H 0] X| Al
27 4% S CH2 2 E6f0f BLICH T} 2 DefensePro CIHIO| 201 A SO|2& B2{0| T3t B2 4HS

B F= gAIZt 8 0|3 EAXMO| AFEE LT

APSolute Vision1} DefensePro C|HO|A 9| I} Q! HH™ 2 ZHOLOF tL|Ct. RadwareOf| A= APSolute Visiondt 71 &
ClHO| 20 F27| M Zt4 o= npde F7|H &ho IE% 7|25t 8 #F L

%k c£5F RadwareOf| A= DefensePro C|HFO|AO|AM A|QL|N DItYS HO|ES WjOCt 224 MY o}
YOOI ESt=& AT LT

njo

Ql
=

i

324 MH Ot g ¢ o|EE off, APSolute VisionO| Radware.comOjjA{ 21 = X| & g
e CHREEL T

rir

IZEA THE MO A

&4 29 njdo| x4 UHIO|E X U A[ZHE He{H

1. APSolute Vision Settings(APSolute Vision &%) 27| System(A/ &) £t7 0| A General Settings( g A7)
> Basic Parameters(7| 2 Oj7jtH4)E MEASHL|C}

N

Attack Descriptions File(&Z &% o} 2) g MENSHL|C}. Attack Descriptions Last Update(3&
OpX|9f HH|O| E) M| A E 4 X= APSolute Vision MH O A 524 A mA Q| OFX|9f ALH|O|E A
HA|EL|C

3 4y
7

=2
o
e

37 43 TS Yool Sst2H

1. APSolute Vision Settings(APSolute Vision £7%)) ©7| System(A/ E) = 0| A General Settings( gt 4 H)
> Basic Parameters(7| 2 Oj7jtH4=)E MEHSIL|C}.

2. Lt5 B otLIE sdLICH
— Radware0jA 34 AH it S G4 0| Es2{™H Radware.com 2}C| 2 HE S MEHSHL|C}.
— APSolute Vision —Z-Ef0|0,_1 SAEOM O YS 00| ESE{H Ct2 S AT LTt
a.cmmgamﬁaau HES MefstL|ct.
b. File Name(Z}g 0| F) A E A0 54 28 Mo ot B2 5 YEHSALL
BmmqﬁmamaEaamM%EM%Qéﬁaﬂum

3. Update(E|0|E)S S &|elL|CL Alerts(F12) E0l €3 = AL 0| EAIZH, ZEA| MHE A5
YO0 A=K O 27 AL
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7% — DefensePro 2@ MEf| ZL|E& 8l
A o]

APSolute Vision2| 22}l DefensePro R L|HZI2 HEQT Y HAE CiHO|AE DL HEISD M350
HEY A 450 BES 0|A 4 U X740 BABH=X| 29154 NOC(Network Operating Center)2| 2 2
NS E L

O MM0f Z&tk|= FH= CH3at &L

e 2t DefensePro C|HIO|A K& QL E{2l, 177H0|X|

e DefensePro 2|AA =2 D L|EHEl 1781 0| X|

® SGT(Security Group Tag) £ L|E 2l 1811 O|X]

25t DefensePro C|HIO|A HHE R LIEE

Overview(7f£) B40||= C|HO|AS| AT E Q0 ™ U C|HO|A Q| SHEQIO HMO| CHet WEE Zotste= Lyt
ClHIO|A "EIE HEA|E LT

N40)

[T

MESH C|HO| AO] CHSH Qtt CIHIO|A BB S HA|5H2H

[

> Monitoring( 2 L/ £ /) 274 0| A{ Operational Status(2 % AE{) > Overview(7} ) MEHSIL|C}.

= 123: 749: 7|2 of7p e

O 7l 84 2~ 4%

Hardware ___ |ol clutojao| stEQof E2HE HEYL|C.

Platform(3} = ¢J0f ZEHZE)

Uptime(7HS A|ZH) 2, AlIZE 2 R XZE= AL 7HS AZHY LT

Base MAC Address(7|2 [C|EIO|AO| e X HK ZEO| MAC =AY L|Ct.

MAC F4)

Device SErijlo oo ZhAb CIHO| A0 = U S 7} QIS L|CH JHA ClHIO|AQ| A2 ZEo
lUTbef( |HHO| & L& 00000000000| I A|ElL|C}.

HD)

T 124: 7 9: ALK YH|0|E Dj7E

ol 74 ' = 43

Radware Signature File C|HFO| A0 A1%| =l Radware A|1L|A] D} O| A QIL|C}.
Version)Radware A|1L|X{

o H )
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B 125: 7|2 AT EQ o Oj7fHx

oH 7H 8 = 43

Software Clbto|20f MA|E HE £2ZE90j2 HH YLt

Version(AZ E 2| 0] H{H)

APSolute OS CIHEO| AOf A %X| = & (0]l - . olL|C
Version(APSolute OS [HFO|A0f A X| =l APSolute OS {7 (0f|: 10.31- 03.01:2.06.08) ! L|C}.
B )

Build(7 %) ST AZEQO) o] HE Mo L)
Version Status(H{ M AEf) | 0] AZEQ0 M| AE|Q L|C}.

7t
HA -

e Open(2Z)—O0t% E2|AEX| &5
e Final(X|&)—2g|A= HA
Throughput I}
License(X 2| 2F 2t0| M A) o
® IO/ AT) B &S F/L A2/ EF &/ LICHGbps).

o FHg

H 126: 719: St=90f Oj7H S

O 7 ¥ == 449

RAM Size(RAM 27|) RAMS| =.7|(0 7HHFO| E) QI L| T}

Flash Size(Z2{Al 27]) [SHA(ST) K22 2 7|(H 7HBHO| E) YL T}

Cores(Z.01) ClHO| A7) EBf T ME2|E SH At&St= CPU/RO{ 9| £=YL|Ct. =, O] g2
DefensePro 22| & ¢t CPU/R 0= Z8H6}X| &L/

CPU Speed(CPU £5)  |CPU £ (GHz).

DefensePro 2| AA AR S D L|E 2

O] MM0| Z&x|= FH= CH3ar &L

e DefensePro CPU AI2E @ L|E{ 2, 17810 X|

e DefensePro 915 0|2 2 L|E{2 Q! X|27], 1791 0| X|
o YE YMo et DME ALEE 2L E{ 2], 180 O] X|

e DefensePro A|AE 271 My DL|EH2Z!, 180H| 0| X|

DefensePro CPU A& 2 L|EHE

ClHIO|AQ] B 2|AA AHRE U Accleratorl| AHEE SHE 2 = Y& LILCH

Qu

LY

&5t DefensePro C|H}O| 2 0] CHSH C|H}O|A AL &S RLIE{YStAH

> Monitoring(Z L/E{ §/) 274 0| <] Operational Status(2 Y %'EHl) > Resource Utilization(2| A A AR E) >
CPU Utilization(CPU A}28)2 MEISHL|C}.
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H 127: CPU A} 5: YHt o7 4

OH7H H == 2%

Resource Utilization(Z2| A A [ S X =2 L|= C|HO|A CPUS| BHE & QIL|Ct,
A& E)

Last 5 sec. Average K|t 5K S0to| W 2|AA AFREQIL|C}.

Utilization(X| ' 52 5Qt9|
B ANEE)

Last 60 sec. Average XL 60X SO0 TWH 2|AA AFREQIL|CE
Utilization(X| = 602 S 0t0
B AEE)

128: CPU A} AUZEI ALEE Of7HH
UREES N
Engine ID(2!1%! ID) Z 22 Qllxlo| 0|2 QIL|C}.
Forwarding Task(™ g 2 ¢l) | E2 T X 2|0f AF&E CPU F7|9| B & JL|C}.
Other Tasks(7|Et %t &) ofo|d 59| 7|El &0l A+SE H# CPU 2lAAQL|CH
ldle Task(7& % &) A2 7453t CPU 2| A A0 WA QIL|Ct.

DefensePro Q1= E|O|£ 2 L|E 2l 9 X|27|
T

ClHO|A QIF HIO|22| SAE 2 = A& ULCHL L Ho|Ze EHXEE X2 = JAE LTt
Qw
EIEU

&5t DefensePro C|H[O| 22| QIF Ef|0| S-S HL|E{ ™ 5l2{H

> Monitoring(2 L/E{ 2/) £t74 0| A| Operational Status(2 % AEH) > Resource Utilization(2]| A A Al E) >
Authentication Tables(21= H|0| &) MEHS!L|CT.

H 129: TCP 215 H|O|2: R L|E{ ™ Oj7fH

o 7 & 4 M
Table Size(EH|0| = 37]) HOIE0M ERE & Us 24 FA +YLCH
Table Utilization(E{| 0] £ X HEE|= HO|E9 HESYLCH

AEE)

Aging Time(FX| A|Zf) HOl=2| 00 Et(Z)LIct
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H 130: DefensePro HTTP Q1= E|0|&: 2L E{ Oj7tH S

oH7H 4 ay
Table Size(E|0|2 37|) HE HTTP AH{O] AA-CHAH A £0IL|C} 0|2 S0f, & 72| HTTP AH{ 2
SOt £ BH0| YO0 24 FAJL S FL, Y T MH 242 £ o)

50| H 0|20 UASLIC,.

Table Utilization(E{| 0] £ 3T Z-E| Ho|2o| W olL|C}
AEE)
Aging Time(7X| A|Zf) Blo| 22| of 0] & EfQl(z=) & LILCt.

Zt: 60-3600

7|24k 1200

Qv

mel
M ENH DefensePro C|H}O| 22| 015 H|O| S S X|2{H

1. Monitoring( 2 L/ £ Z)) 273 0| A| Operational Status(2 & AEll) > Resource Utilization(2| & A ALEE) >
Authentication Tables(2!Z H|0|&)& MEHTIL|C}.

2. & gH(Z, TCP Authentication Table(TCP 21Z H|0| &), HTTP Authentication Table(HTTP Q1= E|0| &)
EE = DNS Authentication(DNS 91= E{|0|£))0{ A| Clean Table(E|0|& X|27]|)E Z&IstL|C}.

A3: TCP 915 B0 Z T HTTP 915 B0 22| Z9 & X|97| ZX|& A/0h 1027 2 4 AU LICE

—d e A0 Mt DME AHEE 2L H T

0| §o| ZHI X Radware DefensePro DDoS MitigationOf| M $ts|X| Qt&L|Ct.

DefensePro A|AH 271 ME DL|E2

AAE 20 HAUSD BHEE HEE 2 4 ASLCH

Qu

el

DefensePro A|AB 2] MEE DL|E{YsIH

> Monitoring(2 L/E/ £/) 2+ 0| A| Operational Status(2% AtElf) > Resource Utilization(2| 2 A Al E) >
Syslog Monitor(A| Al 271 R L|E{)S MEHSHL|C}.
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H 131: DefensePro A|AE 27 DL E{& Oj7fHS$

Of 7 == ok
Syslog Server(Syslog A H) AlAE 23 B Q| 0|2 YL C}.
Status(AFEH) AAE" 23 ME o HEfYLICE

K-

® Reachable(®Z4 7l5)—AH0f FZE 5= ASLICE

oA
=
e Unreachable(@ 4 27I5)—AH0| FAE &= Qi&L|Ct

HA H
o NR—AAE 21 NHE Fots E2T0| XYE UDPS X
X & eIA 222 K| ™H L CHConfiguration( 714/ 12/ O] A1) 2
Setup(d ™) > Syslog Server(A| A 27 AMH) >
Protocol(Z 2 E &) > UDP).

Messages in Backlog(Backlog A AE 27 M 2| backlog0f Q= HA|X| £=QIL|C}.
HIAX])

oz
A

Cisco SGT(Security Group Tag) 2 L|E{ 2

ALEE SCT7t U= B2 e SGT2| 0| §1f ghe ZLEHEY & ASLICH

o

%t 11: Radware DefensePro DDoS MitigationOj| A| SGTO]| CH3t XAt LI 2 SGT A 44, 1180 K| E
e

SGTE 2L E{YsI2{H
> Monitoring(Z2 L/E{ 2/) £t 0| A| Operational Status(2 % AHEH) > SGTE MEHS!L|Ct.

132 SGT LB 72

O 741 4~ oy
Name(0| ) SGTQ| O|EL|LCt.
Value(Z}) SGTO| Z+IL|C}.
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8%t — DefensePro 22{AEH2Zl ZTLIEEZ

Clustering Status(Z 2/ E 2 AEf) S A5l Radware DefensePro DDoS Mitigation for Cisco Firepower0j| A{
SoAH L EE 2L HELCL

Qv

LT

SH2AETY S 2L E Y5 H

> Monitoring( 2 L/ E{ ) 2" 0| M| Clustering(Z 2] AE{&) > Cluster Status(Z2{AE| &Ef)E MEHTIL|C}.

H 133: 23{AEY DLE Ofj7jHS

7R I
IP Address(IP Z=2) SAE LCO| IPZAQLCH
Status(AHE) SAH LE9o| HEfRL|CE
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9%t — DefensePro E A4 E L|E 2l

DefensePro £ D L|E 2L LIS &4 20 2 FAEL|CH
e DefensePro SNMP £ 2 L|E 2!, 185H|0| X|
e DefensePro IP E4 2 L|E &l 1864 0| X|

DefensePro SNMP £ Z L|H &

C|HFO|A SNMP 2[0[0{2| A E & = A& LICH
Qu

L]

DefensePro SNMP EA4|E 2 L|E{ 25}

> Monitoring(2 L/ £ Z/) £t74 0f| A| Statistics(S 7|) > SNMP Statistics(SNMP S7|)E ME{TIL|C}.

H 134: DefensePro SNMP E 7|

YLt

Ol 7} 'H 5 29
SNMP =41 I 2] 5= H& MH| 20| A SNMP AEJE[0f HEE & AIX| 3= LC}.
SNMP ®2 17l & SNMP Z2 £ ME[E|0|M TE MH| A2 HEE T SNMP HA|X|

SNMP2| ME2HQl ‘GET 28 %

St

ZHIE SNMP GET-Request 5! GET-Next PDUE £=AI5H Z 1t
SNMP Z2EZ QE|E|0A B3R o2 ZHMSE =S MIB 7§K|

SNMP2| MEZHQl ‘SET' 28 4

EHt2 SNMP SET-Request PDUE $=4lst Z1t SNMP Z2E
AEEIOM dEH22 =Tt T

MIB 74 2= QIL|C}.

SNMP2| ‘GET 88 %
Request PDU =!I L|C}.

SNMP Z2 £ Z QE|E|0| M S2I5t0] X 2|3

% SNMP GET-

SNMP 'GET-Next' @ & ==

SNMP =2 EZ AE|IE|YAM £01810] H2|et =
Request PDU2| =9I L|C}.

SNMP GET-Next

SNMPQ| ‘SET’ 88 =+

SNMP Z2 & F QE[E|0| M S5t X 2|3
Request PDU2| =9I L|C}.

% SNMP SET-

£=AEl SNMP 22 “Too Big” &=

QF HEf EEO| 40| ‘tooBig'Ql SNMP Z2 E = A E|E[0f| A 4ot
SNMP PDU2| & £-QlL|C}.

Z=AEl SNMP 2% “No Such Name” %=

Q= AMEHO| 20| ‘noSuchName'@l SNMP =2 EZ A E|E|H A
A M5 SNMP PDUQ| & 4=l L|LC}.

#A1E SNMP 22 “Bad Value” 4= Q2 AE} TE 9| 20| ‘badValue’Ql SNMP Z2 £ 2 Ol E|E|0f A
A4 45t SNMP PDUS| 25 4= QIL|L}.

=M= SNMP 2 % “Generic Error” = =l
Al
o

2 ME} WE 9| 240| ‘genErr9l SNMP =2 £ 2 Ol E|E|0f| A
A3t SNMP PDU2| & 2=QlL|C}.
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I 134: DefensePro SNMP E7|(7|<)
R RES 4%
M4 E SNMP 'GET' S5 & SNMP ZZ EZ AHE|E|0fA] MBS

5 seuc

NMP GET-Responset PDU2Q|

& g

=l

E
o =

SNMP E

A
m

AMMS
(o N

SNMP Z2 £EF QE|E|0f| A

ot SNMP Trap PDUS| & 4=/ L|C}.

DefensePro IP £ A4

HE[ALE FAE T2 5 2

oL E2

(e]]

T

toj2of IP 20|0f SAHIE 2L EHE

A
T

s [=| o= AA
QBT O] HEXS 2T SEIE L& 29 += AS LI

Qv

=l

MENSE DefensePro C|H}O|A Q] IP EA| MEE HEA|oI2{H

SLCH 223 X8

> Monitoring(Z L/£/ &) B 0f| M Statistics(SA|) > IP Statistics(IP S4|)E M eistL|Ct
H 135: IP 57| 074

o 74 4 29
Number of IP Packets RRE Y2 £5 mosto] QIEm0|A0M =45 2 HlojH e &
Received(5=41 &l IP T{Z| 2~) olL|ct

T d .
Number of IP Header Errors(IP | xtme| j3M, A HS 2K, 7|Et YAl Q2 TTL(Time-To-Live) =1},
. = A
i 2F = IPEM2 H2lste B0l LU 27 SO/ IP3|H QR 2 Q8| H7|8 Y

HiOo[E{ 139l =L C}.

Number of Discarded IP
Packets(m| 7| &l IP T{Z! =)

7| 228 Y o5yl & = LICt.
Of 0= CtA| of =& 5t7| fl3l th7[ot=

ZotE|X| G5 U

=S¢ H|7| & Ho[H ™2

Number of Valid IP Packets

IPAFEX Z2 EZ(ICMP Z2hof| 43X oz M E

SEEEEEEEE

Received(s=A1El S5 IP I{ 3l ) oL},
Number of Transmitted Packets | M4 @ 80| ICMPE Z3lsl= 22 IP ALK Z2EZ0|M IPO| & 2 IP
(Inc. Discards)(™ &=l Tf %l GlO|E{a34o] = 2 9lL|C}.
(7| Z)

O 0 MEYE IP A 2 A& ColEI-S X=X LTt
Number of Discarded Packets on | cy 4o T &sx| Rt ote 2|7t LABHR| EUX|T HEH S7H £ S|

O| It L= T A R

XX H7IE W) 082 H7|E H2{ IP G5 10| LIk

of #=0i& Tzl0| (Uolo)) HY| 7|ES UHsHE B HUYE P A 2

A=klE 2= HO/H 70| et LCt.

© 2016 Cisco | Radware. All rights reserved. This document is Cisco Public.

186 / 274 H|O| X|



|
H 136: 2H9E S| 0j7yH4

oj 74 % Mo

Number of IP Packets 0| 20| A|Z IP C§AHR 0| OfLl QU2 [jO|E1240| £QlL|Ct Aoz

Forwarded(T &l IP I 2l =) }.lg CHAbO| = 2tst 74;2 KO A|ZSHLIC}H IP A0|E2|0| 2 XHE K|
2 s 222 2t EE A A

b ZSE L C

=

f

(o]

Number of IP Packets Discarded MaoMogz —’,‘—AIE|°*X| TIPS 817‘| Lt X| U5 X| = Z2E=Z O

Due to ‘Unknown Protocol (‘' <= W75 22 =40 Go|g12 &~

Qemz2EZ'Z Q8| I7| =l IP
ofzl =)

Number of IP Packets Discarded
Due to ‘No Route’('& 2
S o ol H7|= IPIHZ =)

4 2
o 0x

B0 20 Z2 S £US VHSHE HLH P $2 A $EE
2 1j200] ZBHELICE Of7|0f & 7| AO|EY0|7t 25 FHE FX = Of
SAEM 2t EY £ gl 2 GoIE o] T

Number of IP Fragments Of EIE[OIA] CHA Of S 8H0F SH= = AE IP T2 1HE QLT

Received(s=2I =l IP

ZefAHE )

Number of IP Fragments MIMOZ CIA| O{MEE IP ZEj1MHE £Q/L|C}

Successfully
Reassembled('d S X O = CIA|
OlMEE IPTHIRE )

Number of IP Fragments Failed | |p CEA| OfAMI2 T3S 0f A EFX|SH AITH(Of: A|ZH X1} @2 )9
oFT
=1

Reassembly(l:|-)\| O-IA‘I|=' I AOIL'E}. 7CI-_T|_ %'1:'— El?{( -6-| RFC 8150| OEF_T'_El%)O”A‘I EEH:I.DJE%
e _
Aujst P Ze 18l 4) S48 O ZYIYEE ZHHDE T S8 TOISHK| 23 ZIHH7|E IP

LL—= =2d

Zaj 1 E 47} opgLch

Number of IP Datagrams O| GIE|E|O|M MEHoZ CIA| oM E25] |P §|0|E 1240 20lL|C
Successfully | AE[E|OM EH 2= CHA| Of S &l IP CIO|H 12| ~L(Ct.

Reassembled(d &M O & CtA|
O Z% IP OB 13 =)

Number of IP Datagrams 0| ME|E|Of| A =2 O| M3 OF 3HX|OF ) oI E| O MBFA| 242
Discarded Due to Fragmentation | AEIE[OI N Z2) | 45} OF St H1HE| O] A BHA| B3

BHE] 0
Failure(Z2 1REjo| M Amyz | =117t 2850 /= 52 Olf 2 o) Zej AU 0[S Sde < gl of
2QlL|Ct.
[=]

olsy H7| 2 1P GlojE 1y ) | H7IE IPHOIEIH

Number of IP Datagrams 0| QIE|E[O|A T2} THE|O|MS £8ist ZA T AU E P C|O|E{ 124
Fragments Generated(2i & =l IP mZaj 1o Eo| 20U

—_— — —— = .
HOIEO ZOAHE =)

Valid Routing Entries T7|5 % 2tOE &2 20/L|C}.
Discarded(H| 7| =l S5 22 &
88 )
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10%t — DefensePro H|E2|Z 2 L|E{ 2l gl

Al Of

DefensePro W E9/2 SLIE{Z 9 X|of= O3 202 RANEL|CL
e DefensePro MM H|O|& 2 L|HZ & X0, 1891 0| X

o 2I2E HOE ML DL|HZ, 190H0|X|

o DefensePro ARP H|O|E M & D LIEZl, 1905 0| X]|

DefensePro M| E|0|2 2 L|E{ 2 2l o

DefensePro §|4 B[0]2 @LIE|Z 2 Mo Cre FA 2 FAHELICH 2LEE MM Bo]2 X, 185H0|X].

M4 HIOlE & ZELHTZ

2}t Radware DefensePro DDoS Mitigation C|HFO|A = C|HFO|AO|M E2|X| 9&2 ot1 ML= MME =E5}7|
e MM H|O| =28 Zetste A& T

%t 1: Radware DefensePro DDoS Mitigation2 MM H|O| 22| =2 ArEE0f CHst Z0E gfsistL|Ct.
DefensePro= H|O|& A2 E0| 90%2f 100%0]| = &5} H APSolute Visiondf| 2101 E =

Q)

L]

MM Elo|E EEE H2{H

> Monitoring(Z L/ £ &) 27 0| A{ Networking(L| E$|Z) > Session Table(A|41 E{|0]| &) > Session Table(A|M
Hlo|S)S MEdSrL|Ct.

B 137: HM-E|0] 8 ZLE{R™ 0j7H

A
Of 7H = =~ Ad
Source IP(AA IP) HolE MEHIO| Zotr|s A IP FAQL|CH
Destination IP(CH 4t IP) o=l MEYIOf 3t E[= &k IP FAQLCE.
Source L4 Port(AA L4 MM A ZEQL|CE
ZE)
Destination L4 Port(CHAf L4 | MM CHAF X E QI L|C}.
ZE)
Context Group(&t8t 18) |20t Hatel A% 12 SejA L Ct.
Protocol(Z2 EE) M Z2EZYLCH
Lifetime(Sec.) OpX|8f o zlo| =&t5t 0|2 0f @=0| AKX E|7| Toj Ho|=0|| ot U=
(2tO] ZEFR(X)) AZHE) YL
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HD: 32 E HO| 20 ME F7|H o2 RS M 1X|7| S +8SK| R LICt Routing Table(22 & £0/2) 52
E
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HAISH=E MEiSI ] =522 BAIS DRHZYEI 2EFL
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MEf ClHo| 20| 2t | E|0| 2 HEE B A2 H

> Monitoring(2 L/£ &) £t 0| A| Networking(4| E${Z) > Routing(2t &) MEiTtL|CL.

# 138: 2t2% H|O|= 2LE T Oj7fH+

74 5 L
Destination Network(Ci4f | A 27} Ho|E|= CHa HEQ A QIL|CT
HEHF)
Netmask(5ll OfA ) CHA MEUO HEQ T OpAT QL|CE
Next Hop(Ct2 &) e MeHoz MYLE Che o IP FAYL|CH (CHS 52 &4 ClHto| 20

Chafl 222l Meulof gt &Lt
Via Interface Radware DefensePro DDoS Mitigation0{| A{ Zf2 MNG-1(2/7| M&)QlL|C}. 0] Zte
(QE{T o]~ Zh) 2e| QlEmojA 9| gL Ct.
Type(R &) Ol HE= FX Z& HO| =02t mA|E LTt

2t /I YLCH

e

e Llocal(2Z)—AMEUS CIHO|A0M 2 HAY 4= ASLICH

® Remote(24)—AMEUS CIHO|A0M 2 AAe == &L Tt
Metric(0j| E2/) O ZEOf| FO|| AL ALHE B EE] ZrAL|CH

=

DefensePro ARP E||0|& M H T L|HZ
Y =0t 8 &858 25 Z3dte C/HIO|AC] ARP HO|ZYLCL &5 RS SH0M HEHoR HEge

HI:ARP HO[E0M= F7|H22 XtE M2 1X|7|§ +A3HX| S LICH ARP Table(ARP E|0|2) ¥&
HAISH=Z MESID =302 BAIE M2 DXH Y27t 2EFLCH
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MEHSE DefensePro C|HFO|A Q| ARP Ef|0| 8 HHE E HEA|Sl2{H

> Monitoring(2 L/E{ 2/) 274 0| Al Networking(L| EZ) > ARPE MESHL|C}.

H 139: DefensePro ARP H|0|2 2 L|E{Z D7t

PR H =

Port(ZE) AHO|MO] U= QIETO[A Mz Lt
IP Address(IP =2) AHO|MO IP FAYLICE

gﬂg Address(MAC AE|0|MO| MAC Z=A9QL|C}.
Type(Rd) e gLt

e Other(7|EN—X= == X 0| oL,

e Dynamic(SX)—ARP ZZEZ0|AM S22 ShETHL|CH AP ZFEl A|ZH0]
50| otz X| g2 42 =7t HO| 20| A ALK E LI

e Static(YH)—g=0| HESI | AHO|MOM LHERoH FAH LI

Qv
[T
R 2 SHOM Yoz HASIHH

4

1. Monitoring(2 L/ £ Z/) 2t7H 0| A| Networking(L| E£|Z) > ARPE MEHSHL|C},
El
o

EH
2. T =& MEISIT Change Entry to Static(2 52 MEHoz HZA)S MEistL|C
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& D8HL|C}. Security Monitoring( 2 2 & L/£/Z) BHE 0= AA|IZH ST 9 S oj7j4ol e S5 2 20|

_90|.m

=
2L ™ & 7F HA|E L T} Security Monitoring(42 0 2 LIE &) BtE 2 A3}
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>
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EH
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HTTP E 1A, 22054 0| X]|
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i

AFE XL HMBHRBAC AFEAF F )0 2} Security Monitoring(2 oF 2 L/ E &) 20| M B A|Sl= DefensePro
ClHFO|AQt Y™ O| A E LI AL 7H5 ¢t DefensePro0i| A AtEtot 340 21 R L|E g 5= JU&L|C

- O o= T M-y

APSolute VisionOf M= A 29t 30| AN 2|5t gttt

Radware DefensePro DDoS MitigationOf A= E 2| & H|O|AZ}IQIS A At O] H|O| ABIOIS AR SO
Efjd ol H|-Y e=r A EStLC

AAIZEHERIA EcfE D EX Oj7fHEE A Atz [ Radware DefensePro DDoS MitigationOf| A= X 2| 2F
2HO|MAE XRatot Egf 2 ZetstX| &L ot

A o2

Ct2 0| M= Radware DefensePro DDoS MitigationOf| A] 2 QF O|HIEE 2323817 Q|¢ X|dt= Q& fHS
ALt

YR B0 R ARV OHMES] 2 2EE XY & UASLICE Ol2jet Ho o F 2 Chg &0
O] AYE|= LSO, Y 2iI& X0 Chst M2 AL RO A ASLIC.
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nx o
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E 140: /%) 22
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/e 2 29
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= 140: 2/& IR (AIX)

Ol & G|

21 2l ck

Medium(F7) |0 982 HAMOl M2 20| 0| T 4 UKD JHE MH|A ST 2% BE
A% 9 PE AHAE E2E JH5 40l i LItH

High(& 2 Of SI%2 A Q! AH|A 7t 40 IOl B 7H50| I 00, AT MH|A
A A MY T P AMAS EfE S Y UCt

A B HLHE S ?S HAIEE 27 A8

O M40 & CF3 X0 T3 2ot L Ct.
* CHAIEE E7|9] EA| O§7H = T4, 195L 0| K|
e Bix| ZZ E0|E AL, 196H 0| X|

o X|&X 27 DL|E| AL, 200H[0|X|

X
o ZZ NE ME, 201H0|X|

e Mz=alg [{0|E B, 2091 0|X|

o AMAIZtEZT BN H7|, 210 0| X|
o EU NEE SA 27| 211H0[X|

Security Monitoring(2 2f 2 L/ E 2) 2t 0| | Dashboard View (LfA/2 £ HZ7)E AFESI0] HEQA Q| 251}
SO O[HES 245D Bot EACS AHsi 9lHS BAFLICE

74 C|HO|A, AO|EQ| 2 E CIHIO|A EE= HEQF Q| BE CIHIO[ A0 CHD HEE 2 = JUSLICHL HA|EE
ZLUHY BAEXNS2E ME 0 AL AlEZL= HAIZHEM S HSEL

Dashboard View(LjA/ 2 E H7)) tE= SUSH Q¢ HEHE HAISI= CHS ©ioz 4 E LT

e Current Attacks Table(¢iZj 22 H|0|8) - H|O|& HEA|QLICHE! 28 - siX| &4 H|O|=, 197 O] X| &=X).

e Ongoing Attacks Monitor(X|£X Z3Z D L|E) - J12j™, XIE BEA|E =L CHOE 29 - X|&£F 24
2 L|E, 2011 O| X| &f=x).

Scope(H|) & AFEX7F 2 HSH= CHE HA| O§ 7 H == Current Attacks Table( & Xl & £J0/Z)1} Ongoing
Attacks Monitor(X] %% 2 2 L[£)0| HEEL|CE XAtM o L2 CHA|EE E7|9] BA| OjH= 74,
195|O| K| & EASHYA|L.

Current Attacks Table( &1 Al &2 E|0/E) EE = Ongoing Attacks Monitor(X/£& Z &4 ZLIE))MM 348 F H
Zalgt 42, APSolute VisionO| Attack Details(&Z A2 F &) Ho| M2 HEE EA|ISLCEH O 7|0 MESI=
HIO|HE X|¥ots Z= &4 REC| Sampled Data(&4/Z &/ H/0/E) et SAE EAIZ = AS LT

7|28 © 2 Dashboard View(LjA/&2E 27))2] EA|= 15X0ICH M2 T EIL|CE 22| XI7F A2 DX|7| H| 8L
T 4= QIS L|CHAPSolute Vision Settings(APSolute Vision &%) 57| System(A/~ &) 2, General
Settings(¥ gt A7) > Monitoring(2.L| E{ &) > Polling Interval for Reports(2 1A £ 7t4)).
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CHA|EE E7|9| HEA| Of7H=p Fd

Ct2 EO| M= Security Monitoring(2 of 2 L/Ef 2)) 2+ 0| S| Dashboard View(LfjA[EZ E 2 7/)2| B A| Of 7 H =0
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HAZ= 2| HRE MO{5tH T, 1961 0|X| HAE TESIMAIR.
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1. P Scopen|Eg Z2/gtL|ct. £ 74o| H0]20| A L|Ct. 3 E|0|20j< Device Name(L/H}0/ 0/2)3t
ZE(Port) 0| U1, CHE H|O|Z0= Device Name(L/Hf0/ 0/F)1 Policy(& %) 20| & LICt.

%t 11: Radware DefensePro DDoS MitigationOf Al = HQ|Q| E2|™ ZE X|st2 X|/SHX| LS5 L|Ct.
2. Ch3 & StHE AL
— HAEEOM BEASH= HESRR B2 YME Moot H oS &elghs MEigtL T
— WX BHUE BEUEYI B YO B HASI2H 2Z 9| 0|2 M2 23 C}3 Select
Al(25 MEH)S MEHSHL|C}.

EYZE L= EGTHEHR BT FAu 2B X 2 G2 250 HO|EHoj~0 B HEE
HAISHHH 2% 2| & d& 223 C+S Select None(MEHSEX| QS )S MEHSHL|CT

oM 4 HIOI= A&

Current Attacks Table(g14lf &2 H/0/2)0|= X S41 =AM S40]| Cist WEIF BEA|E LICH EA| Oj7 H =9
ZAI| 12{| 0| M& Current Attacks Table(2814 ZZ £/0/£)0| HEA|Sl= HEE AM™ETILICHLJA|EE E7]|0] HA|
Of74 4= 74, 1950| 0| X| & x).
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Sl 224 HIo|22 EAISH2{H

1. Security Monitoring(42 oF 2 L/ £/ 2)) 20| M H|O|E{ £ HEA|E DefensePro C|HIO|A EE= AIO|EE
MERSHL|CE.

2. Dashboard View(CHA| 2 E K 7|) > Current Attacks Table(¥1Xll &2 E|0|&)= MEiTrL|Ct

oX 34 HOIEWME TS =dY = A& T

® Filter the rows(d EE{3) - H 0|5 2| /0 2t HOo|2 A2 FHALY = ASLICH HOlE A HO
CHot ZtMSH Li82 HIO|5 & B2, 57H|0|X| & ERSHUA| L.

o

e Sorttherows(® M) - QEX|+0|M LJ2IX}&=C 2 F= T HILIZ
TS OFRA HME @ 20 RO MBS BAISIL =ME BHPSLCHL

o 5% TZHo|oys 37 YE H|-0| HYS ot Y B WS Meystn W (3 MR Y EI))
HES SUTLICH XM LIS B M2 e, 201H0|X| S BRI

o IS NV YMOR 0|5 - 0| HYS +yt2 R P (MO = 0|5) HES B

° E1|o|;g| HEECSviuz LHELH7I o &
oY 2L YIXIQ oY 0|85 XY = UFLICH

- oAl ol WELZ|E K| =X @5

m§
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4
o
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i
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n
=
T
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a7 28: 9x S4 H0|S

— Scope(H9]) - LiA|2E E7[0|A
BAISHE 22|18 ZEQIHEYT

k=3

— 7| HE:

MAHL MEHSH A O = E|0|EE e A ||=| 7~ 7|
_ p = AL —
HMZ MEiS 4= Ql= 0|23 SANMEHE | QEXIL E=
— =
HA|SEL|CH e XKooz ol=E A
= . = 2
dMoz 0|5 Lj2lixjzoz
e CSV Z H|O|& LEL{Z MESLT| OBt S
—— Q| QorolL|C} I01= H=7l JEot7| ?let 2t
2Tl =5 H : ® Pause
Curreht Attacks Table
I > Ei:or-'e" 19 Ports (Out of 19) Selected; 47 Policies (Out of 47) Se\ectedl Display Last| 10 Minutes E
@ & | & M
]
Start Time ™ Attack Category | Status  Risk | Attack Name Source Address | Destination Address  Palicy Radvare Imbwrection Action Type &
B [ s E [
Jul 30, 2014 6:29:35 PM SYN Flood Ongoing & SYN Flood HTTR Multiple 209.235.4.224 S5GNS-Global-21 200000 Forvard
Jul 20, 2014 6:29:35 PM SYN Flood Ongoing & SYN Flood HTTP Multiple 155.0.0.2 SGNS-Global-17 200000 Forvard
Jul 30, 2014 6:29:35 PM SYN Flood Ongoing & SYN Flood HTTR Multiple 130.0.0.1 SGN5-Global-15 200000 Forvard
Jul 20, 2014 6:29:35 PM SYN Flood Ongoing & SYN Flood HTTP Multiple 206.225.0.1 SGNS-Global-20 200000 Forvard =
Jul 20, 2014 6:29:35 PM DoS Ongoing & DOSS-tcp-ack-zaro-ack-num Multiple 167.0.0.1 SGNS-Global-30 1005 - Forvard
Jul 30, 2014 6:29:15 PM ACL Occurred Black _13.13.0.61 Multiple Multiple Black List 8 - Drop
Jul 20, 2014 6:29:15 PM ACL Occurrad Black_13.12.0.81 Multiple Multipla Black List 8 - Drop
Jul 30, 2014 6:29:15 PM ACL Occurred Black_13.13.0.41 Multiple Multiple Black List 8 = Drop
Jul 20, 2014 6:29:15 PM ACL Occurrad Black_13.12.0.55 Multiple Multiple Black List 8 - Drop
Jul 30, 2014 6:29:15 PM ACL Occurred Black_13.13.0.95 Multiple Multiple Black List 8 = Drop
Jul 30, 2014 6:29:15 PM ACL Occurred Black_13.13.0.37 Multiple Multiple Black List 8 - Drop
Jul 20, 2014 6:29:15 PM ACL Occurred Black_13.13.0.97 Multiple Multiple Black List 8 = Drop
Jul 30, 2014 6:29:15 PM ACL Occurred Black_13.13.0.87 Multiple Multiple Black List 8 - Drop
Jul 20, 2014 6:29:15 PM ACL Occurrad Black_13.12.0.99 Multiple Multiple Black List 8 - Drop
Jul 30, 2014 6:29:15 PM ACL Occurred Black 13.13.0.17 Multiole Multiole Black List 8 i Drop T
] 11 »
1 /5 Displaving Rovs 1-25 of 123
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HIE[0] AR E| A LT

® Ongoing(ZTIdl F)—5H0| 2 O|FO{X| 2 AL, A|ZE D ZS=2E ALO|2
AlZHILICHDOS, A7H ST} 22 0of2f WOt O[MIES Egots 322 B2
e Terminated(ZRE)—a3242°| EX Ut LKX|St= 1jZl0| O O|A GioH
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° - Lte
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Attack Name(& 24 EFX| =l 22 9| O|EQlL|C}
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ES) HA|EIL|C} o2 IP A7} Attack Details(&Z A2 &) &0 EA|EL|Ct CHEL
DefensePro0j| A EX Zt2 1 4= Q= AT LIEH &~ QIS L|C}

M EXE 2 HEDHIPv4 = Ipve FATLE = QoD QIUEFIE()E ot =
AAI:I I_| I:l-

Destination DZO| CHAHIP Z=AQIL|C}H 20| IP AATF O] 71901 ZL 0| TEo CFSO|
Address(Ci & F=4) HA|EIL|C} o2 IP AT} Attack Details(&2Z A2 &) &0 EA|EL|Ct CHE2

DefensePro0j A EX Zt2 1S 4= Q= AT LIEH &~ QIS L|C}
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£33 HAMS BIIL BYS2 B 34 $2S MstD 3 (M2 0|5)
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H 142: ¥xj| 34 H|o|= DH7HHS(AIS)

Bypass(H} 0| I A )—DefensePro= 0|
ClHIO| A0 M 27 2 HO|HE &St

e Destination Reset(C{ 4t X} & H)—DefenseProdj| A{
Fa W EZEQ MEELCH

®  Drop(4tX|)—DefensePro0j| A| I 7S H 7| BtL|LCt.
A2|0f| =7ttt
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e Drop & Quarantine(2tx|| 8! Z2|)—DefensePro= EZ|Zl S AMK| 5}
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e Quarantine(Z 2|)—DefensePro= CH&HS | 2|0 =7+gtL Ct.
e Source Destination Reset(A A CHj At X A )—DefensePro0f| A TCP XjA&™H
2SI A4 1PEIfZI O IP =2 5 CHof| &S L O

® Source Reset(AA XA X )—DefenseProdj A TCP A miZlS TjZ AA IP

e Http 200 Ok(™H &) —DefensePro0j A O|2| Ho| =l I{|0|X| & A3 200 H At

e Http 200 Ok Reset Dest( A CH 4t A A )—DefensePro0j| Al O] 2| Ho| =
l11I0I7<I £ AH83510{ 200 H 8EHS B MH Z0| TCP I{EE A S

° Http 403 Forbidden(& X|)—DefensePro0f| A 0O|2| M 2| =l Ij|0|X| & ARSI 403
X 8 BT Mef X g of MEjR FUCk

Http 403 Forbidden Reset Dest(& X| CH4&t XA )—
L‘L1I0|7<I% M93+04 403 A 3HS EWD MH Z0| TCP I{EE TS

DefensePro0j A O|2| Ho|=l

= E
Total Packet Count(% | 22 A|RHSE AlgEl B2 Tj2lo] $2lL|Ct,
ERS

Volume(Z£ &)’ OF22] 220 O] ¢f2 S30| A|ZHE MR EO| 54 S F(ZEH[E)YL T
SYN E&(SYN 27[)0f| A 0] Zt2 ALK Sl SYN Tl £-0i 60H}0| E(SYN T2l 27|)2
H.

=t ALt
Device IP(C|H}O| A IP) | SAE C[HFO|AS| IP AL
Application S48 Eljl= Ol A8t &S 22 EE:
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e TCP
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e |P
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E 142: ©7) 27 60| 2 7HA(H1Z)

o7 & 29
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Distinguisher) 2} L|C}. O] Eof 2to| N/A EE4= 0(¥)0| 3 MPLS RDE A8 E = 9182
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Z2{o A1 WAL Hl2EL }

HE176: 2ot Aol He
CHY 278 ROt Amo| 2XtH HOtAD A 37 YEo| EXIL

34 99 <attack category> 7t A ZHE| A& L CF.

<quantity of attacks> &2 §3: <attack category>1 0|
<start time of first attack>1}(2}) <start time of last
attack>.2 AFO|Of| A|ZHE| Qi & LT}

FX| T+%l: <Network Protection policy>;

EFX| T1%l: <Network Protection policy>;>

OI-J nm

23 0| &: <attack name>;

324 0| E: <attack name>;3

A IP: <attacker IP address>;

A A |P: <attacker IP address>;4

CH At IP: <attacked IP address>;

i At IP: <attacked IP address>;*

CHAf X E: <attacked port>;

CHAr I E: <attacked port>;4

ZX|: <action>.

ZK|: <action>.*

1-34 e 22| (7ts
e ACL
o A7HHIX]
e A= 7|HI DoS
e DoS
e HTTP E8{E
. 3
oMb 23
e SYN E3 Lt
. oy @z
o AMEj X% ACL

&t .= DefensePro 7™

S 7m0l 0f

31 S).

e DNS
e BWM
2 — A2t "HAl2 dd.MM.yy hhimm@{L|C}.
3-S42 EE YOI L=H g2 82 FEE U
4 - 349 WE o] LtEH Zt2 CHE YLICH O] CHS 2 DefensePro0i M £7 gt8 210E & Q= E2%
LtEPH == AE L CH
APSolute Vision Zt2| X7} 20t A0 Z&H= Oj7 HSE Hoteh = QSL|CH S 0|HYS Eof £=AE|= 2O
BUE ADEENM E= ZR7I BB =2 0] FMO0| R LCH A2 ot A 7|0 =5 2|7 Z 10

Zstst

o=

of7h -5 MEE 4 AELICH

1. APSolute Vision Settings(APSolute Vision &%) 27| System(A/ &) £t7 0| A General Settings(dF A7)

> Alert Browser(Z

1 HElX|) > Security Alerts(E2QF A1)E MEASHL|C}.

2. Zaof mote Zp o7 Hofl U= elets MESLCH 7|2 X o2 B 2QI2to| MERE L Tt
Ct2 Of7 =0 Z=ohg MEfs &= JUSL|CH
— Policy Name(H*H 0| &)
— Attack Name(&Z 0| &)
— Source IP Address(22 IP F=24)
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— Destination IP Address(C & IP F£24)
— Destination Port(CH4 ZZE)
— Action(Z=X])

3. Submit(§|5)g SagLct,
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12% — DefensePro 22|

0| Z0j| A= Radware DefensePro DDoS Mitigation 22| 0j| CHsl A HSIH C2 MMO| =0 /JUSL|CtH

® CLI(Command Line Interface), 2231 O] X]

o g AH|~, 226H0|%|
o AP| X 2261 0| X]|
o  APSolute API SDK(Software Development Kit), 2271 O] X|

Command Line Interface

CLI(Command Line Interface)0fl %4 M| A3}2{ @ =2 7o 2 1t E{0|'d of 82]0| M ofZ2|70|Mo| 2ofof
gLt

Radware DefensePro DDoS MitigationO| M= Z|CH 57|2| SA| &Yl L= SSH MM & K| &BtL|C}.

CIHZ S s3stE O = CLIE AMEE 4 Q& LT} O 0| 23t A2 Radware DefensePro DDoS
Mitigation0fl A= B AE §Al02 KB &< 78 T}YS 44M210f, Radware Technical Supporto| TR+ 2 £ CLI
FHS TYALCH Yo = F2F0/AE HO|E, ARPHIO|E 52| QI2fEut 22 Chfet CLI HHo| &3
ZSHEIL|CE APSolute Vision2 At2350] O] IS CHR2 2 E 3t CH2 Radware Technical Support0f 2 &=
UELICHE[HFO|A T O 2)|0| M MY CHR ZC, 159I| 0| X| & X).

T 177: Radware DefensePro DDoS Mitigation CLI & 5! 0|+

g3l ok

acl AN HO| ZF LT

classes 220 ALl Eiy EMS TYTLICH
device ClHFO|A M QiL|Ct.

dp Radware DefensePro DDoS Mitigation & 9t A4 QI L|C}.
help X HE Hyo| = 23h2 TA|SHL|C}.

login C|HFO| A0 21 Q1%L L},

logout ClHFO| A0 M 2O0HR2E L Ct.

manage ClHRO|A 22| ZAm Ogj|o|-M iL|ct.

net HELA Agazo|MLCt.

ping AH o AEE PinggfLCt.

reboot THIE R et

security ClHFO| A EQHQIL|CE.

services odl | EQ|Z MH|AQIL|CF

shutdown ZZ5tL|Ct.

ssh SSHE &3l ¥4 =2 E0f AZLLCt
statistics ClHIO|A S T agjo|™iL|ct.
system A A" Oj7f =5 gL ot
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H 177: Radware DefensePro DDoS Mitigation CLI & U 0| (A=)

M

g3 23

telnet HUHS E8 27 sAE0 HATL L]
trace-route K| ™ E CjAto] S0t 20| EHA|E EXTHL|C}

E e —

CLI F& Xt Argt

Radware DefensePro DDoS Mitigation {7 8.100{| A|= CLI & 0j| Cisl CtS M St Atato| M2 =L},
o HCj SAI B 4 o 1207)

e JYT (O ZXt = 25674

of

manage terminal buffer-size set 16000000

CLI M| A|Zt =1}

"l L= SSHE Sl CLIo| E1-251H Q15 HXE 2A=steF 0|2 Fo|E AlZt Z0t7t LS LICH C|HFo| AL}
CLINMZ 28t = Authentfcatlon Time-out( 2I& A/ZF 2 af) Of 7] H==0]| G| El 7|7k LHO| AL X} O| E1t
HEHSE HUsoF L|Ch 2213 M ¥ X A|=35t0 LEH HO[E0] 102 2t 7|0 s IP FA0M O
Ol 2010| 3{8&|X| &Lt

YA = SSH MO B2, MM AlZh Z=1F Oj7h =2 MM O| H| 2 g%}t E|0 = C|HHO| A Q0| ¢1ZAO|

SR 22| Eles 772k dogtL ot 0|2 FolEl 7|7t0] Z=EE|0{= MM 0| 0f T 5| H| /40| H M MO Ats2 2
=L

MM A2t =0 Of7H =2 M|4H0| HIZ2HE3tE|0{ e 242 Solf CIHIO|Ae| HAZA0| A% E U= 7|7HE
X&de 4= AELCE 0|2 FlEl AlZto] XLt LHH MMOo| itse 2 Z=E Lt

Qu

LT

MM A|ZE x30HE 75k H
> L} & otLE S8

— 2o ye s ¥ys A8YULL
Manage terminal session-timeout

— SSHAIMo| #2 tg Yy g Ag Lt
Manage ssh session-timeout

— U MMo AP Ok BYS AL
Manage telnet session-timeout

— U950 Fe ohe YA ABE LI
Manage telnet auth-timeout

— SSHQIEo| ZR tha HHE AER LT

Manage ssh auth-timeout
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@)
—
N
or

2L MM A, ’Ul = SSHE £38)| Radware DefensePro DDoS Mitigation CLIS A2 4= Q& LICE.
CLIME Bt 22 7|sS MUt

o AUPE =E|Hoz FYE X FH A2

e G| C|BIO|A AT 0|ME £ 4 Y2, CLI BHAMO 2 HAISIEl system config & 2.

e system config 4% F2 S ALR3}0] system confige] £3 L= ALE CL2 [C|HIO|A 2| CLIO| £0]4 7.

0| S42 4|2 AT A0 4 ZH|o| AT 4+ U LICH
¢ E2UATI AR
o YYEY7

02 oF
o
NN 02
or tu r&

—

°
1
0x

rot
IH
Ohu
[=
Im

o AUl SISSHO| O3 79 7hs3 B
® Ping—HERAL CHE S AEE Pingdt| LHE S AEQ| 7t/ HIAE.
® Traceroute—LC}2 HEHE AT L|LC}. trace-route

<destination IP address> Output format:

DP#trace-route www.radware.com

trace-route to host 209.218.228.203:

50ms 50ms 50ms 212.150.43.130
50ms 50ms 50ms 80.74.101.129
50ms 50ms 50ms 192.116.214.2

* * *

A R

50ms 50ms  50ms 80.74.96.40

o Ul ZE0|AE—QA SAEO fEH LUl M MG ARSI T TFS CLI B S AL EL|Ch
telnet <IP address>

® SSHZEEZ0|YUE - }H S AEQ Lot SSH MM S A|Zf52{ ™ Ct5 CLI E S ALE LT

ssh <IP address>

@

LI E &

Zl1H 70| &8 E3l 22|% Radware DefensePro DDoS Mitigation ZSHZ 0| A5 H O|H E 2FM A| CIHIO| A A
E-MS ddgct

CLl, 2SI SSHE &3l ERS 2= P2 U3 ZELICh

manage terminal traps-outputs set-on

A .
= @‘g'

manage terminal traps-outputs set normal

= CLIAEXIO|A EE HE

Ol M= AL8otH E-S XE HO| 20T ELY7{L SSHet Ul S2I0|UEN = 22X #8F + ASHCH
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2 AMH|A

Radware DefensePro DDoS Mitigation C|HO|A = SNMP, 2/ T E "4l SSH, HTTP(L| & & o E2|#|o|M

Ar8) X HTTPSE Sdff 22| 5= UAELICH D0 A 2 OH%EPHIOI*._1 DUHY, & dFE ofE2AH oM

Mo Q3 pHal fZ2|H 0N U 13 XSS £ HLsle 7|52 HB517| 8] Radwareo| A& 7H s

HZE 7|8t SOAP(XML) APIQl APSolute APIE At 35l= Radware DefensePro DDoS MitigationQ| ¢! A{H| A

QIE{H 0| A& HS gLt

APSolute APIQ} S25tH 10| CIHIO|A 52 XEHEC R & = USL|CH 0{7|0f= 0| H|Oo|E 24 %

EdE 24, ds TEhL 7t8d B0 M & 2% Off Mzl XM ez ofE2(# 0| M-S HESH| ot Radware

DefensePro DDoS Mitigation 0| M| = 3 §X| 2t2| 2 X535} S0| ZSHE L.

F87|s:

o Q[F 0fE2|# 0|4 0]| A Radware M Z 7|5 X 0.

o APl ALE HER|3 CIHtO|ATZL O EZ|HO|MO AZEQNZE BAZBEE, FIFS ATEQ0 17 S0
Its.

o O /i EMFa AN E Z X QI SDK.

o ZHectMEES2AHOIM

[

M Sl Ao e old 7tol=
ot 1,7007} O] &of Y.

a
o Ay f
OAP/XML X| @2 3] 205111 QIFiet E410| 7}5.

-—

o HTTPSZ E3t

APSolute APl+= Java, Visual Basic/C# 5l Perl S9| 2BtH Ol 72t A0 E ARSI A ELE| O Z2|#H 0| M 9|
Radware DefensePro DDoS Mitigation C|HFO|A0f CHSE M A HMAE K|S SH= SOAP/XML Q1 E{ | O] A QI L|C}.
O QIE{H|O| A5 AtESHH C|HIO|A AL 2| o[ dt RLEHEY HEf X H5 E71I7f 7tseL

APSolute API0j| M= Radware DefensePro DDoS Mitigation C|HFO|AQ} AT Zr83l= L2 5 7HX| &S
M-S gL Ch

e CLYZ &
O ANE{H|O| A0 M= ChEE2 A[JABHA| R&LCt
— ping, telnet 3 trace-route@Q} Z+0| ZAIm| 12{0|M ¥ L= D L|E 20| Ofl HH.
— H|E7| £30| Q= HZ(0]: accelerator 2t& CLI HH).
— CLIHHo 2E2 M2 10007lo| o= X|eHE L.

e Radware2| SNMP MIBE 0O|2{&/5t= SOAP HHS E¢ff C|HO|A M I DL|EE.
CHE Ao HYE A8Y = AFULCH
— AZEEMIB Oj7fH 0 Z2, ¢t AM(PIM7()5t gt BE(E2E)g

A

— MBEHO|E &52 32, g5 443t &d=5 YHotn =2 o7 H+Z StLt Ol fH|0f

E
Y8 FUOIM22DOI0L, T E012 8 FUUIHLDSD OIS S SR S UH 8%
7tHE 2 OhE 25 7t 7))gt L ot
Radware DefensePro DDoS Mitigation ¥ MH| A= QHE 9l H2L2 X QF ZH0| HTTP EE= HTTPS 88 S E39|
Zt=otL|Ct ¥ MH|A = 7|28 o 2 Radware DefensePro DDoS MitigationOf| A{ = AF38}X| Q& L|C}.
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ChS2 AHE350] Radware DefensePro DDoS Mitigation & MH|AE ALESIEE AT &= USLICH
o CLI—% AH|A AEf i

o  WBM— MH|A E(MH|A > > 2 A/H/A K

e APSolute Vision— &/ & &O| A4~ EH

Clbho| A0 ) G ot 2 Ta| SIEH|0|AT} ALSElE Z20|E

0
x
o
[>
i
Rl
o
mot
>
30
i)
-
n

APSolute APl SDK(Software Development Kit)

APSolute API SDKO|&= {2 42 O Z2I70] M0 HOf % BLIEY 7|58 M&1 H2ete o ALSE +
Ut W 74 849 M7 RE HBELICH 07|10 Chgo| ZeHgL ok

e D= Ol O|ALQI B&2| WSDL(Web Service Description Language)
o APIZEZ

e XENE

o QR J|Z C|HO|A OO W/ELETE 7|52 82 2=

APSolute APl SDKO| L& X212 A|E8}7| 2|3 SOAP 2210| 9 E E2I(SOAP B 1.1 0|4 X| &)1t
HALHOMO E2E W 2tE S Xt
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SA-AE S

0| 220 A= BDoS £3 I DNS &
e BDoS AtE St HiOJmjA HE 51 7t

e DNS AR Z7t

Zt, 2291|O| X|
Zt, 235T|O| K|

HrojmjA HE &

BDoS A2 & 7F HIO|ojA EHE

Of 0= Lt B2 ZetE[0f AFLIC

HF O] If 2

9| footprint bypass(AtE & 7F HFO[THA) ZEO| CHsl A

e UDP, ICMP % IGMP #

EE2{2| BDoS AtE £7t HfojujA HE

e ZETCPZEZZ9B

DoS AtE S7F HioJuj A HE Sl g, 2321 O X|

XSt L 82 BDoS AFE 27t

k

HEO|mfA 7, 94H|O| K| & TSI Al

H 178: UDP, ICMP 3! IGMP

ZAEE2{9| BDoS AlE &7t

Ho| & BE % 2

i 1
HEE2  |BE XIS My
UDP checksum Accept UDP2| 220 1202 UDP & 0f Q= M 34 gheiLict.
ICMP ICMP 2 IGMP2| Z2: N/A
IGMP
uDP id-num Accept UDPQ| Z#2: 0 IP I§Z! 82| ID M QLCh,
ICMP ICMP % IGMP2| Z<: N/A
IGMP
ubP id-num-ipv6* Accept UDPQ| Z#2: 0 IPv6 T % 3||C{Q| ID M QL|C}.
ICMP ICMP 2! IGMP2| Z2: N/A
IGMP
ubP dns-id-num Accept UDP2| Z#2: 0 DNS #2|o| ID & QlL|C}.
ICMP ICMP 9! IGMP2| Z<: N/A
IGMP
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HEER 2 7l ey |71t EE CE

uppP dns-gname Accept S gls S #2l0iN 283 Zoel oS LTk

UDP dns-qcount Accept 1 CH! DNS A2 DNS #z2| =i L|Ct.

UDP source-port Accept sichgle ZZHO| AA EEQILIC

ubP frag-offset Accept 0.185 GIOIE| 1 0f M O] ZHIET} &3 XS HAIFLICE

ICMP T 1HE SA2 8HIO|E(64H|E) TR 2 ZHE L|CH

IGMP

UDP frag-offset-ipv6* Accept 0,181 G| O|E{ 1240l A{ O] IPv6 Z2f 1HE 7} &3} Qx| 2

ICMP HAISL|C} IPv6 ZEj 1HE SAI.2 8HIO|E(64H|E)
CHR 2 EFE L CH

UDP flow-label” Accept 0,181 IPV6 2} E{ O A E3| Ha|5 22 QNS JZ9|

ICMP 2t S X|7g5t7| fIsf 2 A00M AR LICHL EE2R=
AN FAQL00| Ot EE2R 2H S XTI 1 [/SHA
AlggtL|Ct

UDP source-ip Accept s le ZAHO AA P F=AQL|CH

ICMP

IGMP

UDP source-ip-ipv6? Accept 3ot ole ZHO| AA IPV6 Z=AQIL|CH

ICMP

ubP tos Accept he etS IP T2 3G 2] AH|= gk RE Lt

ICMP

IGMP

uDP packet-size Accept UDP ZLIGMP2| Z2: N/A | OO &3 &4 E Z&ste= mf2le| 37|(Ht0|E)Y L Ct.

ICMP ICMP2| ZA2: 74

IGMP

UDP packet-size-ipv6? Accept UDP2| ZA2: N/A OlO|Ef &3 8||C & Z&tsts IPv6 I3l 9

ICMP ICMPo| A2: 118 A7|(HtO|E) L Ct.

UDP destination-port Accept sictole o7l 8| | CHAH X E QIL|C}.
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H 178: UDP, ICMP % IGMP ZHE £2{°| BDoS AlE

UEEDY e 72 M |71Eg EE ks

UDP destination-ip Accept s ole CHAH IP Z=AQlL|C}

ICMP

IGMP

UDP destination-ip-ipv6? Accept szt ole CHA IPv6 A QIL|C}H

ICMP

ubp fragment Accept e els DEEE T IHE L ct

ICMP

IGMP

UDP ttl Accept s Q= IP I Zl 8| 2| TTL(Time-To-Live) Zf.

ICMP

IGMP

UDP vlan-tag Accept s 9le VLAN Ef 1 ZH(Q| ).

ICMP

IGMP

ICMP icmp-igmp-message-type Accept sich 9le T2EZS AKX 83 Z2+QL|C}

IGMP

ICMP icmp-message-type-ipv6® Accept S gle ICMP IPv6 A|X] S5 Z+QIL|C}.
Ql

1-NIN'(S, "o 2 918"

Ve EEOM EF US A EE = E2

LPERSLICE

AME[Ol 22 £ = HpO|T|ADH M2 LT},

1o d

2 — 0| ZE &= C|HIO|A 9] IP Version Mode(IP HH B E)7} IPv4 9 IPv6(Conflgurat/on(Zﬂt/jé'//O/ﬁ) 2t > Setup(4d ) > Networking(L| E

© 2016 Cisco | Radware. All rights reserved. This document is Cisco Public.

Basic(7|2))2 MY &l 2

4200 EAIELIT

A7) >

231/ 274 0| |




® 179: RS TCP HE E2{°| BDoS A} Z 7} H}O| I

[>
E
[y
a
~|

HEE2  |BE 712 ME |72 =L T

TCP-SYN sequence-num Accept o L= e E=3 ZHH TCP I Zl || o] A|RA Bl ZHlL|C}.
TCP-RST
TCP-ACK-FIN
TCP-SYN-ACK
TCP-Frag
TCP-SYN id-num Accept
TCP-RST
TCP-ACK-FIN
TCP-SYN-ACK
TCP-Frag
TCP-SYN source-port Accept
TCP-RST
TCP-ACK-FIN
TCP-SYN-ACK
TCP-Frag
TCP-SYN source-ip HFO| T A MAME| ZZHO| AA [P =AQIL|CH.
TCP-RST
TCP-ACK-FIN
TCP-SYN-ACK
TCP-Frag
TCP-SYN source-ip-ipv6” HFO| T A MAME ZHO| ANA |PV6 ZAQIL|CH
TCP-RST
TCP-ACK-FIN
TCP-SYN-ACK
TCP-Frag

el
onl
£Q
dlo

IP izl &H2| ID HZ L|C}.

o
on
£0
ojo
=
=
i
oK
N
lo
8
[ >
kil
m

°
-
o
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= X HA
HEED zc 72 el (712 EE g
TCP-SYN tos Accept IP T2 3G 2f AH|A Zh RE Lt
TCP-RST
TCP-ACK-FIN
TCP-SYN-ACK
TCP-Frag
TCP-SYN packet-size Accept TCP-SYN, TCP-SYN- HO|E 213 3|0 S Zatsh= mj210| 3 7|(HFO|E)QL|C}.
TCP-RST ACKQO| 4£2:60, 62,66, 74
TCP-ACK-FIN TCP-RST, TCP-ACK-
TCP-SYN-ACK FINS| & 60
TCP-Frag TCP-Frag®| 4 %: N/A
TCP-SYN packet-size-ipv6® Accept TCP-SYN, TCP-SYN- Ho|E 23 8|42 Zatst= IPv6 T2l 9
TCP-RST ACKZe| Z2: 80, 82, 86, 94 37)(H0| ) L|C.
TCP-ACK-FIN TCP-RST, TCP-ACK-
TCP-SYN-ACK FINS| B2 74
TCP-Frag TCP-Frag®| Z42: N/A
TCP-SYN destination-port Accept Z7Ao| CjA TCP L EQIL|C}
TCP-RST
TCP-ACK-FIN
TCP-SYN-ACK
TCP-Frag
TCP-SYN destination-ip Accept D AO| ChA IP Z=AQIL|C}
TCP-RST
TCP-ACK-FIN
TCP-SYN-ACK
TCP-Frag

© 2016 Cisco | Radware. All rights reserved. This document is Cisco Public.

233 /274 H[O| |




= X HA

HEgE  |EE Nl AE vl Es 4

TCP-SYN destination-ip-ipv6” Accept SZ49| CHA IPv6 =4 QIL|CE.

TCP-RST

TCP-ACK-FIN

TCP-SYN-ACK

TCP-Frag

TCP-SYN ttl Accept IP I{ 2! 8|5 2| TTL(Time-To-Live) Zt.

TCP-RST

TCP-ACK-FIN

TCP-SYN-ACK

TCP-Frag

TCP-SYN vlan-tag Accept VLAN Efl 2 g4(2[F).

TCP-RST

TCP-ACK-FIN

TCP-SYN-ACK

TCP-Frag

TCP-FRAG frag-offset Accept 0, 185 ClO|E{ 2240)l A O] ZefAHE T} £ QXS EA|FLICE
ZofAHE SM2 8HIO|E(64H| E) BHel 2 ZFE L

TCP-FRAG frag-offset-ipv6” Accept 0, 181 HIO|E{ 1240l A{ O| IPv6 =2 1HE I} &3} QK| 2
HAISL|C} IPv6 ZE| 1HE SAI1.2 8HIO|E(64H|E)
thel2 SFE Lo

TCP-SYN flow-label® Accept 0 IPV6 2} E{O| A EE3| X 2|22 QK= FZ9

TCP-RST 2 S XI°5H7| R 2 20M AL RLICHL E2RE &2

TCP-ACK-FIN ZAQH00| Ot E22 2l X3H510] TR

TCP-SYN-ACK AlgetLCh

TCP-Frag

1 _ “N/A“(é, “6H
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LIEFRL|CH B 2Ef Q! ~2f tE= HfO|T At M EL|Ct.
2 — 0] ZE L C|Ht0|A Q| IP Version Mode(IP {7 & E)7t IPv4 9! IPv6(Configuration( 714/ 120/ 4) 2™ > Setup(“d) > Networking(H| ES ) >
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DNS AF B7HHIO|TA 932 BE S HE, 7|2 MHEf Y 7|28
e A

o AAAA

e MX

e NAPTR

e J|E}

e PTR

e SOA2

e SRV

o HAE

AtMIS Li&2 DNS Atg &7t HEO|mfA 74, 1041 0| X| & HZ=BHUAIL.

E 180: DNS Al 27 HIO|HjA TE U 2t

e 7| My |2y e uy
checksum Accept UDP2| Z2: 0 mjZ1o| UDP & Cfoj| Qe X34 AL Ch.
ICMP 3! IGMP2| Z2: N/A
id-num Accept UDP2| &0 IP I20 8] ID = @l Lct.
ICMP %! IGMP2| Z2: N/A
id-num-ipv6* Accept UDP2| Z2:0 IPv6 T Zl &G 2| ID S QfL|Ct.
ICMP 3! IGMP2| Z2: N/A
dns-id-num Accept UDP2| Z<2:0 DNS 2|9 ID & QlL|C}.
ICMP 3! IGMP2| Z2: N/A
dns-gname Accept She els DNS #2|oj N 283 =0 el o|SeiLct.
dns-qcount Accept 1 CHQI DNS M|A1 9] DNS 2| £9IL|C}.
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I 180: DNS At S ZHHjo|ojx EE 3 ZH(AIX)
I 1
zc 7|2 Ay | EE g
source-port Accept [ = es E= 70| A A LEQIL|C}
flow-label” Accept 0,181 IPv6 2t E{O]| A EH3| X 2|5 E2 QsH= HEo| 2tie X Hs7| 93]
AA0M ALBRILICH BE2R = &4 FALL00| Ot 222 2tE S ZE5H0
DRSHA Mgt
source-ip Accept e 9e DOl AA P Z=AQIL|CH
source-ip-ipv6- Accept sich gle 22| AA IPVB =AQIL|CE
tos Accept e gls IP IH 2L 3| E ] MH[A gf STt
packet-size Accept UDP 3! IGMP2| Z2:N/A | GIO|E| @3 ¢S Zetshs T2l 7|(H0|E)LICh.
ICMPO| Z2: 74
packet-size-ipv6” Accept UDP2| &2 N/A HOE 23 S E Zdt= IPv6 T{Zl2| 27|(HHO|E) Y LT
ICMP2| Z2: 118
destination-ip Accept e ge CHAH IP Z=A Q1L C}
destination-ip-ipv6* Accept sl ole CHAL IPV6 Z=AQIL|C}.
fragment Accept i gls ZREZ ZYIPE H3YUc
ttl Accept slict gle IP I§ 2! &5 Q| TTL(Time-To-Live) Zt.
vlan-tag Accept sl ole VLAN Ef 71 ZH(QI ).
dns-ancount Accept 0 CHQI DNS M| 2] DNS S &F 2911}
flags Accept g gie DNS 35 Z2i1 ZE(AA, TC, RD §).
1 -NA"F, sl 8l8")= BEOM §3 22 AH8E == 9SS LEFHLICH Yt AEfQl =2 == Ho|mj A0t X & & L|Ct.
2 — L C|HO|A 9| IP Version Mode(IP H{™ 2 E)7} IPv4 8l IPv6(Configuration( 712/ 12 0/4) 2™ > Setup(Xd ™) > Networking(L| ES ) >
Basic(7|2))2 47 & Z0lT EA|ELCH
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S22 ME o mat eyt

# 181: 0|2] F2l&E 7|2 EH

Name(0| &) Description(A ) ZREE OMPC S4 |OMPC O(23
000 =4 P 1 0000000
001 2M4=9 P 1 0000000
010 Z=A| IP 1 0000000
011 Z2iA| P 1 0000000
100 ToS ZafA| XA 9 IP 1 0000000
101 CRITIC/ECP P 1 €0000000
110 OIH I EQ|A X 0] P 1 0000000
111 HEL3A X o IP 1 0000000
aim-aol-any AIM/AOL QIAEE O A K TCP 0 ffff0000
aol-msg AOL QIAHE TCP 0 0
ares_ft_udp_0 Ares_FT_udp UDP 36 frfffff
ares_ft_udp_1 Ares_FT_udp UDP 40 ff000000
bearshare_download_tcp_0 BearShare_Download_tcp TCP 0 frfffff
bearshare_download_tcp_1 BearShare_Download_tcp TCP 4 frfffff
bearshare_request_file_udp_0 BearShare_Request_File_udp UDP 0 fffffef
bearshare_request_file_udp_1 BearShare_Request_File_udp UDP 4 OOffffff
bittorrent_ command_1_0 BitTorrent TCP 0 i
bittorrent_ command_1_1 BitTorrent TCP 4 i
bittorrent_command_1_2 BitTorrent TCP 8 i
bittorrent_command_1_3 BitTorrent TCP 12 frfffff
bittorrent_command_1_4 BitTorrent TCP 16 frfffff
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Name(0| &) Description(A ™) ZERE OMPC 24! |OMPC OjA3
bittorrent_command_2 0 BitTorrent TCP 0 i
bittorrent_ command_2 1 BitTorrent TCP 4 i
bittorrent_command_2 2 BitTorrent TCP 8 i
bittorrent_command_2_3 BitTorrent TCP 12 frfffff
bittorrent_command_2_4 BitTorrent TCP 16 frfffff
bittorrent_command_2_5 BitTorrent TCP 20 frfffff
bittorrent_command_3_0 BitTorrent TCP 0 frfffff
bittorrent_command_3_1 BitTorrent TCP 4 frfffff
bittorrent_command_3_2 BitTorrent TCP 8 frfffff
bittorrent_command_3_3 BitTorrent TCP 12 fffffff
bittorrent_command_3_4 BitTorrent TCP 16 fffffef
bittorrent_command_3_5 BitTorrent TCP 20 ffff0000
bittorrent_command_4_0 BitTorrent TCP 8 ffffff00
bittorrent_ command_4 1 BitTorrent TCP 11 ff000000
bittorrent_command_4_2 BitTorrent TCP 11 ff000000
bittorrent_udp_1_0 BitTorrent_UDP_1 UDP 8 ffffff00
bittorrent_udp_1_1 BitTorrent_UDP_1 UDP 12 ffff0000
citrix-admin Citrix Z+2| X} TCP 0 0
citrix-ica Citrix ICA TCP 0 0
citrix-ima Citrix IMA TCP 0 0
citrix-ma-client Citrix MA 22}0|9E TCP 0 0
citrix-rtmp Citrix RTMP TCP 0 0
diameter Hij & TCP 0 0
directconnect_file_transfer_0 DirectConnect_File_transfer TCP 0 ff000000
directconnect_file_transfer_1 DirectConnect_File_transfer TCP 21 frfffff
directconnect_file_transfer_2 DirectConnect_File_transfer TCP 25 frfffff
dns DNS A M UDP 0 0
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Name(0| &) Description(4 H) ZREE OMPC 4 |OMPC O(A3
emule_tcp_file_request_0 eMule TCP 0 ff000000
emule_tcp_file_request_1 eMule TCP 4 ffff0000
emule_tcp_hello_message_0 eMule TCP 0 ff000000
emule_tcp_hello_message_1 eMule TCP 4 ffff0000
emule_tcp_secure_handshake 0 eMule TCP 0 ff000000
emule_tcp_secure_handshake 1 eMule TCP 4 ffff0000
ftp-session FTP MM TCP 0 0
gnutella_tcp_1_0 Gnutella_TCP_1 TCP 0 ffffff00
gnutella_tcp_2 0 Gnutella_TCP_2 TCP 0 frfffff
gnutella_tcp_2_1 Gnutella_TCP_2 TCP 4 frfffff
gnutella_tcp_3_0 Gnutella_TCP_3 TCP 0 ffffffOO
googletalk_ft_1_0 GoogleTalk_FT_1 UDP 24 fffffef
googletalk_ft_1_1 GoogleTalk_FT_1 UDP 28 fffffef
googletalk_ft_1_2 GoogleTalk_FT_1 UDP 32 i
googletalk_ft_1_3 GoogleTalk_FT_1 UDP 36 ffff0000
googletalk_ft 2 0 GoogleTalk_FT_2 UDP 24 i
googletalk_ft 2 1 GoogleTalk_FT_2 UDP 28 frfffff
googletalk_ft 4 0 GoogleTalk_FT_4 UDP 67 frfffff
googletalk_ft 4 1 GoogleTalk_FT_4 UDP 71 frfffff
groove_command_1_0 Groove TCP 6 frfffff
groove_command_1_1 Groove TCP 10 frfffff
groove_command_1_2 Groove TCP 14 frfffff
groove_command_2_0 Groove TCP 6 fffffef
groove_command_2_1 Groove TCP 10 ffff0000
groove_command_3_0 Groove TCP 7 fffffef
groove_command_3 1 Groove TCP 11 i
groove_command_3_2 Groove TCP 15 i
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Name(0| &) Description(A ™) ZERE OMPC 24! |OMPC OjA3
groove_command_3_3 Groove TCP 19 i
h.225-session H225 N M TCP 0 0
hdc1 =2 MH Sea 1 IP 1 fc000000
hdc2 Lo AtE SaiA 2 IP 1 fc000000
hdc3 =2 MN S22 3 P 1 fc000000
hdc4 =2 ALY S 4 IP 1 fc000000
http World Wide Web HTTP TCP 0 0
http-alt HTTP CH| TCP 0 0
https HTTP over SSL TCP 0 0
icecast_1 IceCast_Stream TCP 0 frfffff
icecast_2 IceCast_Stream TCP 4 frfffff
icecast_3 IceCast_Stream TCP 8 ffff0000
icmp ICMP ICMP 0 0
icq ICQ TCP 0 0
icqg_aol_ft 0 ICQ_AOL_FT TCP 0 iniiiii
icqg_aol_ft_1 ICQ_AOL_FT TCP 0 liniiii
icqg_aol_ft 2 ICQ_AOL_FT TCP 2 ffff0000
imap OlE| ull | A| K| 24 M| A TCP 0 0
imesh_download_tcp_0 iMesh_Download_tcp TCP 0 frfffff
imesh_download_tcp_1 iMesh_Download_tcp TCP 4 frfffff
imesh_request_file_udp_0 iMesh_Request_File_udp UDP 0 frfffff
imesh_request_file_udp_1 iMesh_Request_File_udp UDP 4 OOffffff
ip P Eafgl IP 0 0
itunesdaap_ft 0 iTunesDaap_FT TCP 0 i
itunesdaap_ft_1 iTunesDaap_FT TCP 4 i
itunesdaap_ft 2 iTunesDaap_FT TCP 8 ffffff00
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Name(0| &) Description(4 H) ZREE OMPC 41 |OMPC OrA3
itunesdaap_ft 3 iTunesDaap_FT TCP 2 ffff0000
kazaa_request_file_0 Kazaa_Request_File TCP 0 frfffff
kazaa_request_file_1 Kazaa_Request_File TCP 4 frfffff
kazaa_request_file_2 Kazaa_Request_File TCP 8 ffff0000
kazaa_udp_packet_0 Kazaa_UDP_Packet UDP 6 frfffff
kazaa_udp_packet_1 Kazaa_UDP_Packet UDP 4 ffff0000
Idap LDAP TCP 0 0

Idaps LDAPS TCP 0 0

Idc1 o AMY| A 1 IP 1 fc000000
Idc2 e AN SaA 2 IP 1 fc000000
Idc3 g2 AY 223 IP 1 fc000000
Idc4 SO ALH| Sy 4 IP 1 fc000000
Irp ECHIMZZES uDP 0 0
manolito_file_transfer_0_0 Manolito TCP 0 fffffef
manolito_file_transfer 0_1 Manolito TCP 0 i
manolito_file_transfer 0 2 Manolito TCP 0 i
manolito_file_transfer 1 0 Manolito TCP 4 ff000000
manolito_file_transfer_1_1 Manolito TCP 4 ff000000
manolito_file_transfer_2 0 Manolito TCP 4 ff000000
manolito_file_transfer_2_1 Manolito TCP 4 ff000000
mdc1 =7 AH SeA 1 IP 1 fc000000
mdc2 Z7FALH| 2EiA 2 IP 1 fc000000
mdc3 =7 AMH A 3 IP 1 fc000000
mdc4 S7h AR 222 4 IP 1 fc000000
meebo_get 0 MEEBO_GET TCP 0 i
meebo_get_1 MEEBO_GET TCP 4 Liniiii
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Name(0| &) Description(4 H) ZREE OMPC 41 |OMPC OrA3
meebo_get 2 MEEBO_GET TCP 8 i
meebo_get 3 MEEBO_GET TCP 12 i
meebo_get 4 MEEBO_GET TCP 16 i
meebo_get 5 MEEBO_GET TCP 20 frfffff
meebo_get 6 MEEBO_GET TCP 24 frfffff
meebo_get 7 MEEBO_GET TCP 28 frfffff
meebo_get_8 MEEBO_GET TCP 32 ff000000
meebo_post_0 MEEBO_POST TCP 0 frfffff
meebo_post_1 MEEBO_POST TCP 4 fffffff
meebo_post_2 MEEBO_POST TCP 8 fffffef
meebo_post_3 MEEBO_POST TCP 12 iniiiii
meebo_post_4 MEEBO_POST TCP 16 iniiiii
meebo_post 5 MEEBO_POST TCP 20 i
meebo_post 6 MEEBO_POST TCP 24 i
meebo_post 7 MEEBO_POST TCP 28 ffffff00
msn-any MSN Al & XH &l TCP 0 i
msn-msg MSN O Al & xH & TCP 0 0
msn_msgr_ft_0 MSN_MSGR_FT TCP 0 Lt
msn_msgr_ft_1 MSN_MSGR_FT TCP 48 iniiiii
mssql-monitor Microsoft SQL traffic-monitor TCP 0 0
mssql-server Microsoft SQL Server EzjjZ! TCP 0 0

nntp HEYA 2 TCP 0 0
nonip H|IP E2fz! NonIP 0 0
oracle-server1 Oracle A H TCP 0 0
oracle-server2 Oracle A H| TCP 0 0
oracle-server3 Oracle A{H{ TCP 0 0
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Name(0| &) Description(4 H) ZREE OMPC 4 |OMPC O(A3
oracle-v1 Oracle SQL *Net H{ A 1 TCP 0 0
oracle-v2 Oracle SQL *Net H{A 2 TCP 0 0

pop3 ZIAE QIUAZZEE3 TCP 0 0

prp PRP UDP 0 0

radius RADIUS ZE2EZE TCP 0 0

rexec Q74 I M A Al TCP 0 0

rshell o)z 4l TCP 0 0

rtp_ft O RTP_FT UDP 0 ffff0000
rtp_ft 1 RTP_FT UDP 0 ffff0000
rtp_ft 2 RTP_FT UDP 16 ffff0000
rtsp RTSP TCP 0 0

sap SAP TCP 0 0

sctp SCTP Ezj¥ SCTP 0 0
skype-443-handshake I E 4439| Skype A|L|H TCP 0 ff000000
skype-443-s-hello ILE 44309| Skype A| LKA TCP 11 fffffff
skype-80-1-56 I E 809 Skype A|L|X TCP 2 ffff0000
skype-80-proxy I E 802| Skype A|L|N TCP 0 il
skype-80-pshack I E 802| Skype A|1L|A TCP 13 ff000000
skype-ext-I-54 Skype A| LK TCP 2 ffff0000
skype-ext-pshack Skype A| LK TCP 13 ff0O0000
smtp Simple Mail Transfer TCP 0 0

snmp SNMP UDP 0 0
snmp-trap SNMP Trap(SNMP E ) UbDP 0 0
softethervpn443 SoftEther 0| Sl A|AHl TCP 0 ffffffO0
softethervpn8888 SoftEther O| 4l A|AE TCP 0 fffffO0
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Name(0| £) Description(4 H) OMPC 241 |OMPC OtA3
soulseek_pierce fw 0 SoulSeek_Pierce FW 0 i
soulseek_pierce fw_1 SoulSeek_Pierce FW 4 ff000000
soulseek_pierce fw_2 SoulSeek_Pierce FW 2 ffff0000
ssh SSH(Secure Shell) 0 0

tcp TCP E2jT 0 0

telnet Telnet(& 4ll) 0 0

tftp Trivial File Transfer 0 0

udp UDP Ez{H 0 0
voip_sign_1 VOIP A| LK 28 c03f0000
voip_sign_10 VOIP A| LA 28 c03f0000
voip_sign_11 VOIP A|aLH 28 c03f0000
voip_sign_12 VOIP A| LA 28 c03f0000
voip_sign_13 VOIP A|L|H 28 c03f0000
voip_sign_2 VOIP A| LK 28 c03f0000
voip_sign_3 VOIP A| LA 28 c03f0000
voip_sign_4 VOIP A| LA 28 c03f0000
voip_sign_5 VOIP A|L|H 28 c03f0000
voip_sign_6 VOIP A|L|H 28 c03f0000
voip_sign_7 VOIP A| LK 28 c03f0000
voip_sign_8 VOIP A| LA 28 c03f0000
voip_sign_9 VOIP A| LA 28 c03f0000
yahoo_ft_0 YAHOO FT 0 FFFFFEF
yahoo_ft_1 YAHOO FT 10 ffff0000
yahoo_get_0 YAHOO_GET 0 fffffef
yahoo_get_1 YAHOO_GET 4 i
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Name(0| &) Description(Ad ™) ZRE OMPC S4! |OMPC Oj23
yahoo_get 2 YAHOO_GET TCP 8
yahoo_get_3 YAHOO_GET TCP 12
yahoo_get 4 YAHOO_GET TCP 16 ff000000
yahoo_post_0 YAHOO_POST TCP 0
yahoo_post_1 YAHOO_POST TCP 4
yahoo_post_2 YAHOO_POST TCP 8
yahoo_post_3 YAHOO_POST TCP 12
yahoo_post_4 YAHOO_POST TCP 16 ffff0000
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H 182: DefensePro 224 E3 ID

IDH¥HS E= S H2 0|8 FHe| 2 7|2 7|2 Bng |Hd9F

e

8 sl == e e 518 25 YM2 ot O|HER Hg|X|

AELCt

° ME S5 Access(2 4] 2) AfEF 22 oM A YRLIC

70 HESI Z2S IPv4UDP  [SX 7|8 DoS 4 ES3 =3 IPv4 UDPQIL|C}.

4 EYI Z2E IPV4ICMP | SZ 7|8t DoS L E9/3 Z2{ IPv4 ICMPEILIC}.

72 HEQA Z2C IPV4IGMP | S} 7|8t DoS HES3 Z8c IPv4 IGMPYL|LC}.

73 HESA Z2C IPv4TCP-  |SXZ 7|8 DoS SYN Z07 Y= HEQA Z{c IPv4
SYN TCPIL|C}.

74 HESA Z2C IPv4TCP-  |SXZF 7|8 DoS RST Z2§17} 9= HEY T Z3C IPv4
RST TCPQL|C}.

75 HEQ 3 Z2{c IPv4 TCP- =X 7|8 DoS ACK Za17} 9l= HES 3 Z2{C IPv4
ACK TCPQIL|L}.

76 HESA Z2C IPv4TCP-  |SXZF 7|8 DoS PSH Zgj17} 9= Y EQA Z3{E IPv4
PSH TCPQL|C}.

” HE%3 Z2{= IPv4 TCP-FIN | £t 7|t DoS FINZ2§17} = HEQA Z8C IPv4

TCPQIL|C}

8 {EQ3 Z2{= IP4TCP- | 5% 7|8 DoS SYN 2 ACK Z2§17} Q= W ES3

SYN-ACK Z2{c IPv4 TCPYL|C}.
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22 ID(AI%)

IDH¥HS E= S H2 0|8 FHe| 2 7|2 7|2 Bng |Hd9F

el

79 4 E9A Z2{= IPv4 TCP- =X} 7|H DoS FRAG Z217} Y= HEQ3 Z7C IPv4
FRAG TCPQL|C}.

80 E3 ZE IPV6UDP | SE 7|8 DoS L E9|3 Z2{C IPv6 UDPYLICE.

81 HEA ZE= IPGICMP  |=Xt 7|t DoS HESA =2 IPv6 ICMPQIL|LC}.

82 EYI ZE IPV6IGMP | SE 7|8 Dos L ES/2 Z2{S IPv6 IGMPYL|C}.

83 {E 3 =2 IPv6 TCP- =X 7|8 DoS SYN Zg§17} Y= HEYA ZFE IPv6
SYN TCPQL|C}.

84 {E 3 =2 IPv6 TCP- =X 7|8 DoS RST Z8117} Q= HEQA Z3{C IPv6
RST TCPQIL|LC}.

85 HEQ3 Z2{= IPv6 TCP- | S% 7|8t DoS ACK Z2|17t 9= UEYA Z2C IPv6
ACK TCPQL|C}.

86 HES3 Z8 = IPv6 TCP- | S X 7|8t DoS PSH Zaj 17t 9= HEYA Z2{C IPv6
PSH TCPQIL|LC}.

87 HE%3 Z2{= IPv6 TCP-FIN | £ %t 7|t DoS FINZ2§17} = HEQA Z8C IPv6

TCPQIL|LC}.

88 4 E9A Z2{= IPv6 TCP- =X 7|8 DoS SYN 2 ACK Z2{17} 9= HEQA
SYN-ACK Z2{c IPv6 TCPYL|C}.

89 HES3 Z8 = IPv6 TCP- | S % 7|8t DoS FRAG Z2{17} 9= UEYA Z2{C IPv6
FRAG TCPQIL|C}.

100 QUM E|X] $2 L2 HA |4 A=z Low(R =) | 215X =P [ES UM E|X] = L2 FA QLT

¥e

103 ERE IPv4 H3Y oy ¥z el Apet drojmja | ZRE IPv4 §l2H YL T

104 QBSR4 IPVAS|C £ |0]4 e Kbt HoO|ZjA | SHIEX| 42 IPv4 §|E E£= B
5 20| ZolgLct.

105 TTL Less Than or Equal to oA &I [ X=1 HINM T2 MA TTLO| 1 O|&}

1(TTLO| 1 O|3})
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22 ID(AI%)

IDHZ E= SAKEI 0| 7tga2 712 4%
He
107 Inconsistent [Pv6 ol ¥z =g Rt UK|SHX| 4= IPV6 & YLt
Headers( X| 8} X| = IPv6
i)
108 IPv6 Hop Limit Reached(IPv6 | oAt &I e HOM IPv6 = F|SHO| E=HH2 L|C}.
S Mzt =9
110 Unsupported L4 oy A% s ik 2 KIQE|X| g L4 ZRESQLICH
Protocol(X| ¥ | X| &= L4 oro
(=]
T2EE)
12 SHIEX| %2 TCP &G 20| |ojA &S (0] O|AF RS B & = DefensePro 5.11 4
5120 M2t AFEE 4= AELITH)
ZHIEX| 242 TCP &5 Zo|LCt.
113 Invalid TCP Flags(&HtZX| oAt RIS Lro Xpct SHIE2X| %L TCP Z2ja¢QL|ct.
%2 TCP E2{1)
116 2Hl2X| 942 UDP &5 Z0| |o]4 Az SH2X| %2 UDP &g Z0|QL|c}.
119 U SAEQ ZYUS AA oy d= e Xtk EHASAEQ} LT AL EE Y IP
e Y Fa FaYLCH
120 Cha a0t SUsH 22 oy Yz 2 At CHaf IP A0t S YT 22 P FA(UE
FA(HE 34) 32
0| A|ZL|X2e|l CVE(Common Vulnerability
Enumerator)= CVE-1999- 0016 & L|C}.
125 L4 2 = T4 ZE O oj4 Az e At 2|0]0f 4 £ A = T A ZEJLOYLCH
131 Invalid L4 Header Lo Kpet O BBIX| Y2 L4 8| Zo|
Length(R 2 5HX| @42 L4 3l
Z0J)
150 HTTP 0| X| Z2{= 2 HttpFlood HTTP 0| X| Z3{= ZZQIL|C}.
240 TCP MH 812 DoS TCP ME| 212 Z2{= L.
350 SCAN_TCP_SCAN AZH R TCP AZHS A|Z L C}
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ID = == SH B2 0|F = In 7= 712 H2ng |49

=51

351 SCAN_UDP_SCAN A7H HEX| UDP AZHES A|E3tL|CH

352 SCAN_ICMP_SCAN A7H bR ICMP AZHZ A =8t C}

400 29| e & SR Y ¥ SZHL 7| HTTP elZo=
HoE|E AO|ES| KISHE HolS
gtz A=t

401 N o F oM AHS YO R AZHE &
MEOIA Sohs A Y 37| AtH
Mo MAEE HE £T SHYLCH
SAR7} 02 RE HTTP 282
&0 NH TS BASH0 H Ao
CHot M2 g +Fota{n YL 0] Z2
AtE E0| AHF ALg LT

402 29| T SMTP 29| THY SMTP 322 AL8X 0|53
HEZHD QIFC 2 B2 k[= SMTP 0| &
MEO M FehEl Ao A Ystate
A= L et

403 22k9| thQ FTP SR fQ FTP 3242 AL X} 0|51t
YW QIF502 2ok FTP A0
HISHE A Fol A Ystae A= guct

404 SE9| i@ POP3 29| T POP3 3242 ALSX 0|51t
HZHS 91502 B55|& POP3 O Y
ME O A RlehEl Ao H Ystats
A eiLct.
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if O
1 g
fot
R
rir

Ok

A B350

= I 72 712

nx

Y

405

xt9] C42) SIP(UDP)

40

F2r2| T Y SIP(UDP) 342 AHEXL
O|E1} H|ZHS 9IZ02 H5E|= SIP
MHB{0| X UDPE &3H H|oHE AEo
HstH= A= QLT O] R 342
SIP MH0| 58§ E2{EL Xejg =+
ASLCE

406

2%9| [ SIP(TCP)

2x49| )2 SIP(TCP) 34 AL8A}
O|EN HZHD Q50 F HS &= SIP
NE{ol A TCPE Seff Al A Hol
HYsteis AEQLICL o R¥0| 32e
SIP ABi0] 58 B2 x2j2 4
ol&LCt.

A H

407

T2 Y MySQL 42 ALEA} 0|t
HZH= 2522 BEok|= MySQL
O E{ H| O] & M E{Of| Al XSt
HIOo|EfH|O| A A Fof & ste=

Al =L Ct.

408

| O & MSSQL

40
J

4o
o

FIe| T MSSQL 542 AHEXL 0| E1t
HYUHS Q502 B3 5= MSSAL

Gl O E{ Hf| O] &~ MEH Ol M H|BHE
ClO[E{H O] & AHEHof & sted=

Al QILct.

409

SIP A7H(UDP)

SIP A7 S0 M= FofdS YA ALY
MBI 7| & LA oD (SIP AL AL
T SIP URIZHILE SHE /387 93]
SIP MHE Al 10 LICH MatHD =
Lt= 0| SPIT(SPAM over IP Telephony)

IHS Ut Ol AFS Y 4+ YL
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22 ID(AI%)

O
re
fot
kA
rir
Okl

HHEz 0| 7He| 2

2|

7|2

7|12

rE

410 SIP AZH(TCP)

SIP 274 SAHM M= F IS S AL
A1H'|01IA1 7|1E ZtUR HtHS(SIP AFEAL
r= SIP URIZITIE 82 1f#817| SI8)
SIP MH E AlEsta]n gLt Mot =

Lt 0| SPIT(SPAM over IP Telephony)

372 Uyots O ALSYE + YLt

414 SIP A7H DST(TCP)

SIP AT BHOIME 34 SABHILL
MEO| M 7|E ZtARE 2t H S (SIP AFEAL
L= SIP URIZLILE &2 1% 17| 98]
SIP MH E A Eotein Lt Moo=
LI=0fl SPIT(SPAM over IP Telephony)

ZAS ML= O AFRE 4= Q&L T},

416 S x| Q! SIP DST(TCP)

£ 2t2| Cf Q) SIP DST(TCP) 342 AHEX}
O|Z21t H|LUHS ol =02 HS = SIP
MHO|A TCPE Sl MiTHEl A HO
Astei= A =QLCH EF 3HL
MEO| A AJZFE MMM AT 23
SEOA EXIE|AJAELICL O] RO 342
SIP MH0| 52 E{=Ex X2iE 5

A& Lt

417

A
—Ho

t? e SMB

0
e

M-
TP Y SMB 542 AREXt 0| 51t
HYUHS 01FZo2 B E[&= SMB(IHY

=
o
=]
L

a0
o

) MEOIM HMThE AZo| HYdt=
2L Ct
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IDHS EE= A KBS 0| ZHe| g 7|12 7|12 Hng (49

He

418 SxkQ| Tf Q) SIP DST(UDP) SERQ| @) SIP DST(UDP) 342 AL A}
O|E1} H|ZHS 9lZ0 2 HSE|= SIP
A E 0| A UDPE Sdff &gt AEo
delsteie AzgUch S8 34e
AME O A A|ZHEl MO A H2TH 2 F
SEOIAM EXE|A}ESLICL O] FEo 42
SIP MHO| S8 E8{EL =g 5
UEL|CE

419 SIP A7 DST(UDP) SIP A7H ZZO| M= XU S ABIALL
MEON 7|E 7R HSHHZ(SIP ALZ Xt
= SIP URIZIE SHE K %|H7] QI8h
SIP MHE AlWste{ 10 Lt MatHZ =
Lt&= 0| SPIT(SPAM over IP Telephony)
BAS HYste o ABY + gL

450 DNS Z2{Z IPv4 DNS-A DNS 23 IPv4Z E3} DNS A 2| Z2{=QL|C}.

451 DNS Z2{E IPv4 DNS-MX DNS E3 IPv4Z £3F DNS MX 32| Z2{ = QlL|C}.

452 DNS Z2{C IPv4 DNS-PTR |DNS &3 IPv4Z £3 DNS PTR #2| Z8{ = QIL|C}.

453 DNS Z2/C IPv4 DNS-AAAA |DNS 3 IPv4E E3} DNS AAAA 32|
EHEYLICE

454 DNS Z2{C IPv4 DNS-Text |DNS &3 IPv4Z E3I DNS EHlAE 7|
EHEYLICE

455 DNS Z2{C IPv4 DNS-SOA |DNS &3 IPv4Z E3} DNS SOA 2| Z2{=QL|C}.

456 DNS Z2{C IPv4 DNS-NAPTR |DNS £3& IPv4Z E3} DNS NAPTR 32|
EHEYLICE

457 DNS Z2{C IPv4 DNS-SRV  |DNS &3 IPv4Z £3t DNS SRV H 2| Z28{ = QL|C}.

458 DNS Z2{C IPv4 DNS-Other |DNS £3& IPv4Z £3} DNS 7|E} 72| Z2=QL|C}.
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IDHS EE= 34 H3 0|8 4z 71& 7|2 #ng |(dY
el
459 DNS Z2{= IPv4 DNS-ALL  |[DNS E3 IPv4Z E3 DNS 32| Z3{=¢lL|C}.
460 DNS Z2{E IPv6 DNS-A DNS £3 IPv6S £33t DNS A 32| Z23{=Q/L|C}.
461 DNS Z2{= IPv6 DNS-MX DNS 23 IPv6S £3t DNS MX 32| Z2{=QlL|Ct.
462 DNS Z2{C IPv6 DNS-PTR  |DNS E3 IPv6S £3t DNS PTR 2| Z23{=QL|C}.
463 DNS Z2{E IPv6 DNS-AAAA |DNS E IPv6S E3+ DNS AAAA 32|
=gt
464 DNS Z2{E IPv6 DNS-Text |DNS £ IPv6S £3t DNS HAE 73|
=gt
465 DNS Z2{= IPv6 DNS-SOA |DNS 3 IPv62 £3 DNS SOA # 2| Z2{=¢lL|Ct.
466 DNS Z2{E IPv6 DNS-NAPTR |DNS E IPv6S £3+ DNS NAPTR 32|
=gt
467 DNS Z2{E IPv6 DNS-SRV ~ |DNS £ IPv6S £3t DNS SRV 72| Z2{ = Q/L|C}
468 DNS Z2{E IPv6 DNS-Other |DNS £3& IPv6S £ DNS 7|Et F2| Z3{=QIL|C}.
469 DNS Z2{E IPv6 DNS-ALL DNS 235 IPv6S £3F DNS 72| /= L|C}.
720 SYN ZE2E ES High(zg) |8 Z=X|of Ho PG 34 AIE T 8 ZE YL
s
721 SYN EZE A8 B High(=&) |8 Z=X|of A SR ACK/G|O|E| TjZl H|g0f CH3t SYN
] HZ0| ZE 100014212 Ho o Fg ol
Ol A| X 4 L CF.
722 SYN Z2{E 23 ®H H o2 Medium | 1 = x| of (O] Ol E = {7 5.10 O| A0 A =
@D s MAER) Y&LICH)
DefenseProQ| MM H|O|2 E50
Atggtct.
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H 182: DefensePro 34
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729
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IDHS = 24 E35 0|8 FHe| 2 712 7|2 gng (29

el

731 SYN B3 £2tH Info(X{ &) |Drop (O] O|HIE = H{F 5.1x0|| = 3| Et8}X|
s )
o1z TRMA F, K HK Bo|E B0l
ZAFSE7| Mofl Af A Ao| oflo|FE uf
Abg$HLCt

732 SYN 23 ZRE top ALK Info(% &) |Drop oI5 2 M A F0f o)Ak R332 EE
22 TCP Z2) 17} Qe 1j2l0] E&Hs} e
Abg L Ct Tzl L Ct

740 TCP A AtH| Bl X% ACL | High(£5) |Prop ACL Y 0h UX| 8t E4 T 0 il
Ehnk-u iy

741 TCP MM 3|8 Ef & ACL |Info(d k) |Forward ACL & * 1} UX|st= Ezmoj| Chs)
ik N[

742 UDP A ALF| Ef X% ACL  [High(&g) |Drop ACL 81} 2X|St= E2)Z o Ci3)
=ik N[

743 UDP 44 5|8 EH MEACL |Info(gs) |Forward ACL 71813} UX|shE Eajof Chot Ha

744 ICMP A| M Afx| Ef X% ACL  [High(&g) |Drop ACL X1} 2X|3l= =24 Z{of Cjsl
ik N[

745 ICMP MM &2 Ef XA ACL |Info(yg) |Forward ACL MM} Ux|st= =2 T of| CHah
Ehnk-iu iy

746 IP A AR Ef X% ACL  |High(g&) Prop ACLOIA BAIM o2 X YE|X| @& ACL

A YX|SHIP E2f T of Cys|

218 CKZ, TCP, UDP, ICMP, IGMP,
SCTP i X el B ZRES 50|
Oft ERfd).
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ID = == 34 23 0| = I 7|& 7|12 Hng |49
Hel
747 P KM &L AMEf KA ACL  |Info(H ) |Forward ACLOIIM HA|X O 2 X|E|X| &= ACL
Y3t Ax|ehIP E24Tof il
HIgL|CHZF, TCP, UDP, ICMP, IGMP,
SCTP & X| k& HEY ZREE 50|
OfH EyT).
748 TCP 57t 222 3 MEf KT ACL (M:gi;m Drop ACL &1 Ux|ote E24Tof Chef
o =B/ N ey
749 TCP HRE MUH MEf KT ACL (M:gi;m Drop ACL &3} YX|she E§Tof Cha)
°C ks
750 TCP sH=40| 3 91t AbE K& ACL (M;giﬁ)m Drop ACL 4# 1t AX| 3l E2)Zof Che]
o E:‘_EI‘ l_l |:|'.
751 ICMP Smurf If 2| AbE K& ACL ?ﬂjg'}l;m Drop ACL %1} AX|st= E2fZ o Chs)
=t Bk
752 ICMP T2 0| & MEf KT ACL (M;giﬁ)m Drop ACL ¥ It Ux|oHe E2fHof thof
o L=kl iy
753 GRE MM AtH ME| MEACL  |High(x3) |Prop ACL 1t XSt E2§T{ojl Cha
hnk-iju|ay
754 GRE 4 38 YE| MEACL  |Info(Yt) |Forward ACL 1t AX|5H= E )T of T3
Bk
755 SCTP MM AbR| AMEf & ACL  |High(&S) |Prop ACL ZH1t LX[SH= EciHof| CHoH
hnk-iju|ay
756 SCTP MM 3|8 AMEf KA ACL  |Info(H ) |Forward ACL M1} Qx|3H= E2)of| Cf3)
Bt
1,000-100,000 DoS AlC A|L|X = &lQl |DoS SOC(Security Operations Center) A| Z1L| X
B AIOLH ohio| A|ILIK He|QLICh E4 1D
HS = DoS M E ALK YL|Ct B== 1D
Mo s e AL L
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ID s = 34 H=2 0| 7tE| 2| 212 712 H2ang |29

H el

200,000 HTTP SynFlood Medium ™ K| 0 0|2| Mo|& HTTP-SYN-flood 22
& |me 239t

200,001 HTTPS SynFlood deium XK = K| of 0|2| & o|=l HTTPS-SYN-flood 22
@ED  |ums oL,

200,002 RTSP SynFlood deium XK = K| of 0|2| & o|=l RTSP-SYN-flood 22
A Bl

200,003 FTP_CTRL SynFlood deium XK = K| of 0|2 Mo|El FTP_CTRL-SYN-flood 22
() |mz P

200,004 POP3 SynFlood Medium X = K|of 0|2 X o|= POP3-SYN-flood 2
A Bl

200,005 IMAP SynFlood Medium X K| of 0|2| & 9| =l IMAP-SYN-flood 2
(D) |mz P

200,006 SMTP SynFlood M:dium X xH = K|of 0|2 & 9| = SMTP-SYN-flood 22
D |ms B3t

200,007 TELNET SynFlood M:dium XA K| of O|2| M o|=l TELNET-SYN-flood 22
() |mz 239Ut

200,008 RPC SynFlood M:dium X = K|of 0|2| & 9| =l RPC-SYN-flood 22
D |ms B3t

300,000-449,999 AHBAH Mol WEH AlaLy  |DoS AHBRH ol B W YLIT ALE A7t

A LM E 4-d5HEH C|HHO| A 0f A
SAEOR ID WSS MELCH
450,000-475,000 A8 ol e Mgt B |DoS A8 ol 17 Mgt B M QLT

AMNEXIESE M

d H}O| 01| Af
=AHOZ ID Hs

I
FL|CH.

yotot
=2 pS|
= od

C
AMMS
S
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ZH B3 ID(A%)

ID M= E= 4 B2 0|F izt 712 7= H2ng |49
Ehi
500,000-599,999 At87L ol SYN 2= 2z | SYNFlood Low(%2) | =x|of ALBXL 2| SYN Z2{E 25 WLt
e ALBAI7L BB S MgshDl ClHto| 2 0f A

=ANoR ID Ms g Lt

600,000-675,000 A X} Xo| HZ PPS F|stH DoS A2 X Mol A PPS X3t &

Hs HLQILICH AFEAVESE 4 {5‘6}5

ClHtO| 201N =X o2 ID He g
yygct
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H = D - DefensePro0j| Al X| & &=

TZ2EZ

0| 2 E0f = DefensePro A|Z1L| X 0f| M
ANILUNE ESf HT £ Y= T2E

e BGP
e BOOTP

® Borland Interbase Protocol
e CAZIO|MA SEI0|E

T2EE
e CVS
e DCERPC
e DHCP

e DNP3(SCADA)
e DNS

e EIGRP
® Finger

e FTP

e HTTP

e HTTPS
e [CCP(SCADA)
e [ICMP

® |dent

e IGAP

e [GMP

e |P

e |PP

e IRC

® [SAKMP
e |DAP

e |PR

e MaxDB

e MODBUS(SCADA)
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NDMP
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NetFlow
NFS
NHRP
NMAP
NNTP
Ntalk

NTP
ORACLE
Overnet
PCAnywhere
POP2
POP3

PP
RADIUS
RDP
Retrospect
RFB(VNC)
RIP

Rlogin
RTSP
SCCP(SKINNY)
SCTP

H ot IMAP
HQoF SMTP
SIP

SMB

SMS &4 o
SMTP
SNMP
SOAP
SOCKS4
SOCKS5
.sql
SSH
SSL
SUN-RPC
TACACS
TCP
TELNET
TFTP
UDP
UPNP
WebDAV
WHOIS
Winny
WINS
XDMCP
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e 3COM
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® Juniper
® Linux

® MacOS

e MS Windows
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C|HIO| AT} O AFCH 2 2HZ 5K O™ A|AHIS TICHSIH L Radware Technical Supportdf| 22 HEE K|
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ot
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Radware DefensePro DDoS Mitigation C|HFO|A MM 7|& K| TS MAMSh £~ Q&SLICH 28 H X ™= 21X[ o
MNyetotE 2ME T EHote O =50| | =& Technical Supportdf] 22 = JASL|C

CLIZ M-83t= 7|= AR Ttol|l= Ch50| =& L.

—_

e Radware Technical Support0j A Radware DefensePro DDoS Mitigation C|H}O|A 2| 2X| ™ & ZITtsl= O]
Untx o= QP O|O|E - O] 0| & CHYSH CLI HHOM =Tt EHo 2 Y E L|CH

e C|HFO|A0] Cieh 2 Zimagflo]d HYE A E(Y2le 22| AE{HO|AE Soll +=3) - C|HHO| A0 X Ry
FHES +ASHH o|2{ot Y REE XS | AR LICL HREE EMEE QEXNTLZ FEELCH HO|H
37|17t &&=t 27|(2MB)E ZutstH 7t 22 E R EE O SHL G C|Hto|A O agoldS
XX = ok TN HOo|H= B X|2X| Z¥&LCH

S

e dp_support.txt - Technical Supportdj| A{ Radware DefensePro DDoS Mitigation C|H}O|A 9| 22X &
ZICHet= O Yetd o= HQoh O0|H 7k 2ate|0f AEL|CH O|0|H = Chot CLI FHOM =T £ =2
TEE LT

e auditLog.log - C|H}O|A 0| 2t A2 0|M HE R EE ZatetL|CH Y2l 22| QIHE0|AE Sdf
). CIHIO| A0 M A B HHS LB O] HZEE TS| AlF
EXNTo =z HEELLL HOH 277t 5{&& =i 27|(2MB)E %=
ZLCt C|Bto|A Am| A0S X|RX| Gi= o FA HOolH= 2
auditLog.log mtlo| 2t R E X &= Ct2ut 25 Lt
<dd>-<MM>-<yyyy> <hh>:<mm>:<ss> <Event description>
off:
06-12-2009 19:16:11 COMMAND: “logout” by user radware via Console

e HTTPFLD.tar- HTTP Z2{=0f L3t §|O|E & =&t Ct.

e NTFLD.tar- HEQA E2{=0f CHst HIO|HE ZatefL|Ch

N ()

e

CLIE A83to] E{O['20lM 7| = X| @ ot Z3HS Wd U BAISIZHH

> 32 EYs Y=gt
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# 183: 80{(4%)

20 o
IP QI o] A Radware DefensePro DDoS MitigationQ| IP QIEI{|0| A= F 7o 7+ 8 @4, S IP
Fao #tE QHIO|IAR T ELCH 23 QAHI oA E22|& QHI0|A Ee

ZhAF OIEH I O| A(VLAN) Q! == /& LICL IP 22 &2 Radware DefensePro DDoS
Mitigation IP QIE{Ij|O| A 7H0|| =3 E| = HtH 22| X2 VLAND HA2tE P FAE
oSt IP QIE{H O] A LHOj| M =R &l L|Ct.
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oo 2|C|El Mt &E A A £ Q&L Ct Radware DefensePro DDoS Mitigation
HELQIE A2 I Radware DefensePro DDoS Mitigation C|HFO| AT} QIE{ Sl at
FEZ ZAL MBS Chot 2810|QIE AfO|o] A2 0 YUCH= HS & HA=
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NHR NHR(Next-Hop Router)2 EZjT0| ZIREIE|= [P FAZ AIRSI= HEYA
2aYL|ct
SYN 37| SYN F7|= TCP MB{OAf MEHSI= X7| TCP A|RA HSQLICH MB{O %7

AlEL Ho o F2I0|AUES| 7| A[BA Mo X0|F2 L5t Z5 L C
e 7| 5HE:tmod 32, Of7| A t= 64=0tLE S7tHSH= 32H|E A7

7t EQlL|ct.

e [}3Z3 HIE S 20| A E | MSSO|| S &S0 AMH{0f|Af {1EI5E MSS2|
elagielLct.

® 59| 24H|E: MHO|M MEHTH ZEIO|HE IP FAQLZE , MH 1P =49t

24H|E
ZE v o B 75 Yo
0|9t 20| MElBH B2 WS E |2 TCP aTAE S F4BLCL 5, B2
MB 7 MR O 2 SIBLICE A9 £7] A2 Mss Seto|elE0| x7|
AlB2 BT o2t o w2 S0jLLc

SYN 77} 7tS Xt SYN 7| & ArE3tE MHO|M A 2SS MKHSHA| Eote
EILICH CfM SYN 77t 2 422 £20] SYN+ACKE CHA| 2 -LICE (0l 2
MEO|M T gt 22 TCP 82 AR 8lof 5tof, 12T 5= A= 8742 MSS
W & otLHE AEalof ghLIC) ME O M ACKE & T =4l t ghof |2 7| 50|
-SSR &olst CHZ Q1A Y=l MSSO|AM SYN 7 252 ChA| 2EBtL|CH

O_| =
SYN Z3{C = O XEl IP =AM Q2i5|= 2a10| SYN T{ZIQIL|C} IP AL
FAQ|2 HEE S X2l /|X|0f Ciet Sl ES MSSHA| @5 LI SYN

Zaj=2 ols) AH{o SYN 7t 2% 7HS &LITh maby Thole] A2 Ao A

AZS AHSHA EUCh 22{Lt SYN 7|5 AL8dt= M= Af X2z
ASYLICH SYN Z2{E7H DX 7ty 2 Sg2 U & Hlgdshsts
ALt

© 2016 Cisco | Radware. All rights reserved. This document is Cisco Public. 266 /274 1| O| X|



# 183: 80{(A|%)

8o

Syn Flood(SYN Z2{E)

o)

SYN ZZ/Z2{E = DoS(Denial of Service) 20| Q& Q/L|C}. £+ my7l
S40|2t1 &= TCP 3-way HEH 0|2 E t=SHX| 10 SYNIHZIZ HE5tY
SYN E3|= 272 $83fL|ct £ TCP 3-way HE4|0| 2 2R S1X|TH 1
20f GOl m2lE MESHK| Y-S 5= UASLICH o[t 342 A4 E2E

20|23 gt

SYN IHZIOf| M ME{Of| Al HZS LELICH O3 Chg MHOA YEHE= 22
Ha|ot7| 2o H22lE 2Ee e, = 2ol S ChAl &5k, 22H0|AE0f A
AZS RO HO|H WES AR WK 7|CHRILIEH SAREZ} Eh4=2f SYN
2Y S E8010], =X 2 F7t HIOIHE 7|Ci2|= MHe| H2E|E 7t5
ME 5 UASLICH HEZ2|7F7HS XHE MBO0M S X S20[HES HZES
T = SLICH W2t ME 7t H 2 getE LT S8 Mg SYN 22 E=
TCPIP 7|2 Yo A= 4TS AELLICE F, O] SA0|| CHot 2t 0|7t
YEUCE 2L REXHCZE SO = UAFLICE F7HHEEE o efstn
AZO| A= E WK 7|Ch2| = AlZHE EOIEE MHE #4E & AFUCL

DHEHX| 2 2HREfo} StE{ol N £ 8 2% SYN THZIS TEZst0] HAHE 4+
QLT OIXSo 2, ¥ St SYNT} HRE SYNS TLE3I= [ £80| &2

mo

SYN-ACK Reflection &2
LA

5

2
Z2EES 52 7 A= 7I=(0: “SYN 271")0| AL Ct.
SYN-ACK Reflection 22§ B X|= SYN 274 Q2 HIX|S} =2 10| Q O, DoS
ZHo| SEB10 A4 E SYN-ACK THZ AES FQLICH
CIHFO|£0f SYN SZ0| 2ot 22 SE0|AE0| MM S ASStE HAIXIE
HU7| /o) BCIE 7|7t 2 E SYN-ACK I 2l S

L=
AN EEE EYTS 24, A L HESES DY S

A ZE /= Radware
DefensePro DDoS Mitigation C|HFO| A 9| I E QIL|LCt.

oA HEX} “A’S AL2St= S Z(Attack)2 HEQT, SAE L= MH|AO| CH3H =S El
oMol =X|Ql 9|¥ S LIEHY LT

S48 35 34 FE2 AIAYXN ololgHo| 20 el thz e S4Ate

G| Of Ef &| O] A~ 4L Tt

27 A2UH

Radware®| &2 A|JL|X Cf|O|EH|O| A0 = 24T SHL| ALK 7t ZEOf

SEEEIES I
O] LM E 912 % B3 B|0|20| B3 HHS M6} 2Ief Radwared| A
MBohs 0l2l HolE 18 U =20 =350 YL 2 3F 182 5%
OfZ2IA 01 EE IP F4 HOIB B30t 35 S40| BYE 32 AILUNE
UL

=g =82 3 AIAE QIE[EI7} CHE AEIEIS] IDS HEHE 1 SastLCE

© 2016 Cisco | Radware. All rights reserved. This document is Cisco Public. 267 /274 1| O| X|




# 183: 80{(4%)

80 Ho|

o S7} 7|5 DoS(YE 7|8t M| A 7%) 230N E 7 E2fT 22 Qo) ALg

by Ph53HHED LY B0 MBI ohol, YN ALV UEYT 2|22
AB3tR| 2817 ot M2 HO| EHA B2iE BHORRE YEYAS
SOjEHLICt.
BDoS 2 O A= O[2 X2l E2T B7H3 45101 0| BS SHLICL
HESI-B2ic B3 9¥L O12S EHELIC
e SYNEZE
e TCPFin+Ack E8{E, TCP AN E3 =& Z8sl= TCP E3 =
e TCPSyn+Ack 22, TCP Z2jdRIHO|M E2{E
e UDPErEt
e ICMP Flood(ICMP Z2{E)
e IGMP Flood(IGMP Z2{C)

TREES HPO|2{A L HEE AIAYS SAAT| T TH53 A4S S| =2 My
ofo|™M mz a2 A QlL|Ct

RE ADLHE THE 7)8t 240|0, 224X B2 £ Sof M4E TS AMustE b
Ag 3L C

b, 83 20 AHE A5 ASAOIA BIAES EAISHE B4 MHIAS U3 MQj0| 9l
T4 QA YLITE 017]0f B A7} Z 8|0 Eclipseet & QIEJH 0| A RE0|
Chel AHIAE HIBE & YUk

A2 37 Bl i3t B35 KB 7ISYUCE

2 2 AHZS C12 SAEO| BLY XPH SHAE7]| 9o QELOIL 22 HEYAS
AHgsHE 9F ol HRE Hiol2j AL C

ol OIE{Hl Ot BOI2 B2 XHAHO| 9IS K 7|SHs AR, ALS, OHIE &
0fo|C|of gL}
718 SIEe YE SE AHIA 7R, 22y iU U BY AIG0| T $ YsUT

ol Y3 014 W EHT HE Y Z2EZ0| HIHLHOZ L ol 4K g2 SHL

orERY AERQI2 ATEY O FOHHS 0|Gots TR L J|E YL
T2I1US ALBOL0] BOHS BN HEHDE St} SAES BAY &
gt

M2 Blo| 37 M 2 60| BZ(0day)2 LA MRS ML LE £ E UX| Rt FFAOf
chet S2e Lt
M2 Hol AR A2 BB & 4 gl FHAHO T2 BAYLIC LT
ALK Qo B2 BE ATLIX 7|3 Ot 2ol S H8 & YLt
oAZ 20| Yyt TES ST ST 7|8t EE Y I|U 7|5} 2L 12
oi7} gl B2 BXI6H717} ol @A b5 B UL

89 Y2 REtOR NAE 2l4A0) YN A E AESIL YBHOR
o A 8Hs QLT

Y x| MY WA ALY HOH2 SAAIT|E HAIZ AIZS AT, S| U YX|SHs 2O
AHl 2Lt

© 2016 Cisco | Radware. All rights reserved. This document is Cisco Public. 268 /274 Ij|O| X|



# 183: 80{(H %)

gomnr AR ZE A~

AHIZ

o=

Sot0], 2ot RLIHY 8L ZA

3

g0 Aol

EZ0| =0t ERO0| ZONEZORIDE &)= HAH
E=HAI7|7] Yo AA = HFE “EJ.:'.‘
LutH o 2 LY A|AH 0] CHSH FH|E BAM| A
YMS HHHEE gAE U

[elAE 24 Se|AE EM2 HIHSHO sE AT
ML
[e|AE 2ME BTl HO[2{A A DALHNE
243510 A QI HHO|ZH A S Al HSH= HIO| A&

Sx 7|t

MBH= Al T2 20| EXFS
27 7|5t

© 2016 Cisco | Radware. All rights reserved. This document is Cisco Public.

269 / 274 T|O| X|




© 2016 Cisco | Radware. All rights reserved. This document is Cisco Public. 270/ 274 1| O| X|



RadwarelLtd. | = AF2 XA} 20| M A A<k

By accepting this End User License Agreement (this “License Agreement”) you agree to be contacted by Radware
Ltd.’s (“Radware”) sales personnel.

If you would like to receive license rights different from the rights granted below or if you wish to acquire warranty
or support services beyond the scope provided herein (if any), please contact Radware’s sales team.

THIS LICENSE AGREEMENT GOVERNS YOUR USE OF ANY SOFTWARE DEVELOPED AND/OR
DISTRIBUTED BY RADWARE AND ANY UPGRADES, MODIFIED VERSIONS, UPDATES, ADDITIONS, AND
COPIES OF THE SOFTWARE FURNISHED TO YOU DURING THE TERM OF THE LICENSE GRANTED
HEREIN (THE “SOFTWARE”). THIS LICENSE AGREEMENT APPLIES REGARDLESS OF WHETHER THE
SOFTWARE IS DELIVERED TO YOU AS AN EMBEDDED COMPONENT OF A RADWARE PRODUCT
(“PRODUCT”), OR WHETHERIT IS DELIVERED AS A STANDALONE SOFTWARE PRODUCT. FOR THE
AVOIDANCE OF DOUBT IT IS HEREBY CLARIFIED THAT THIS LICENSE AGREEMENT APPLIES TO PLUG-
INS, CONNECTORS, EXTENSIONS AND SIMILAR SOFTWARE COMPONENTS DEVELOPED BY RADWARE
THAT CONNECT OR INTEGRATE A RADWARE PRODUCT WITH THE PRODUCT OF A THIRD PARTY
(COLLECTIVELY, “CONNECTORS”) FOR PROVISIONING, DECOMMISSIONING, MANAGING, CONFIGURING
OR MONITORING RADWARE PRODUCTS. THE APPLICABILITY OF THIS LICENSE AGREEMENT TO
CONNECTORS IS REGARDLESS OF WHETHER SUCH CONNECTORS ARE DISTRIBUTED TO YOU BY
RADWARE OR BY A THIRD PARTY PRODUCT VENDOR. IN CASE A CONNECTOR IS DISTRIBUTED TO
YOU BY A THIRD PARTY PRODUCT VENDOR PURSUANT TO THE TERMS OF AN AGREEMENT BETWEEN
YOU AND THE THIRD PARTY PRODUCT VENDOR, THEN, AS BETWEEN RADWARE AND YOURSELF, TO
THE EXTENT THERE IS ANY DISCREPANCY OR INCONSISTENCY BETWEEN THE TERMS OF THIS
LICENSE AGREEMENT AND THE TERMS OF THE AGREEMENT BETWEEN YOU AND THE THIRD PARTY
PRODUCT VENDOR, THE TERMS OF THIS LICENSE AGREEMENT WILL GOVERN AND PREVAIL. PLEASE
READ THE TERMS AND CONDITIONS OF THIS LICENSE AGREEMENT CAREFULLY BEFORE OPENING
THE PACKAGE CONTAINING RADWARE’S PRODUCT, OR BEFORE DOWNLOADING, INSTALLING,
COPYING OR OTHERWISE USING RADWARE'S STANDALONE SOFTWARE (AS APPLICABLE). THE
SOFTWARE IS LICENSED (NOT SOLD). BY OPENING THE PACKAGE CONTAINING RADWARE’S
PRODUCT, OR BY DOWNLOADING, INSTALLING, COPYING OR USING THE SOFTWARE (AS APPLICABLE),
YOU CONFIRM THAT YOU HAVE READ AND UNDERSTAND THIS LICENSE AGREEMENT AND YOU AGREE
TO BE BOUND BY THE TERMS OF THIS LICENSE AGREEMENT. FURTHERMORE, YOU HEREBY WAIVE
ANY CLAIM OR RIGHT THAT YOU MAY HAVE TO ASSERT THAT YOUR ACCEPTANCE AS STATED
HEREINABOVE IS NOT THE EQUIVALENT OF, OR DEEMED AS, A VALID SIGNATURE TO THIS LICENSE
AGREEMENT. IF YOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS LICENSE AGREEMENT,
YOU SHOULD PROMPTLY RETURN THE UNOPENED PRODUCT PACKAGE OR YOU SHOULD NOT
DOWNLOAD, INSTALL, COPY OR OTHERWISE USE THE SOFTWARE (AS APPLICABLE). THIS LICENSE
AGREEMENT REPRESENTS THE ENTIRE AGREEMENT CONCERNING THE SOFTWARE BETWEEN YOU
AND RADWARE, AND SUPERSEDES ANY AND ALL PRIOR PROPOSALS, REPRESENTATIONS, OR
UNDERSTANDINGS BETWEEN THE PARTIES. “YOU” MEANS THE NATURAL PERSON OR THE ENTITY
THAT 1S AGREEING TO BE BOUND BY THIS LICENSE AGREEMENT, THEIR EMPLOYEES AND THIRD
PARTY CONTRACTORS. YOU SHALL BE LIABLE FOR ANY FAILURE BY SUCH EMPLOYEES AND THIRD
PARTY CONTRACTORS TO COMPLY WITH THE TERMS OF THIS LICENSE AGREEMENT.

1. License Grant. Subject to the terms of this Agreement, Radware hereby grants to you, and you accept, a
limited, nonexclusive, nontransferable license to install and use the Software in machine-readable, object
code form only and solely for your internal business purposes (“Commercial License”). If the Software is
distributed to you with a software development kit (the “SDK”), then, solely with regard to the SDK, the
Commercial License above also includes a limited, nonexclusive, nontransferable license to install and use
the SDK solely on computers within your organization, and solely for your internal development of an
integration or interoperation of the Software and/or other Radware Products with software or hardware
products owned, licensed and/or controlled by you (the “SDK Purpose”). To the extent an SDK is distributed
to you together with code samples in source code format (the “Code Samples”) that are meant to illustrate
and teach you how to configure, monitor and/or control the Software and/or any other Radware Products, the
Commercial License above further includes a limited, nonexclusive, nontransferable license to copy and
modify the Code Samples and create derivative works based thereon solely for the SDK Purpose and solely
on computers within your organization. The SDK shall be considered part of the term “Software” for all
purposes of this License Agreement. You agree that you will not sell, assign, license, sublicense, transfer,
pledge, lease, rent or share your rights under this License Agreement nor will you distribute copies of the
Software or any parts thereof. Rights not specifically granted herein, are specifically prohibited.
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2. Evaluation Use. Notwithstanding anything to the contrary in this License Agreement, if the Software is
provided to you for evaluation purposes, as indicated in your purchase order or sales receipt, on the website
from which you download the Software, as inferred from any time- limited evaluation license keys that you are
provided with to activate the Software, or otherwise, then You may use the Software only for internal
evaluation purposes (“Evaluation Use”) for a maximum of 30 days or such other duration as may specified by
Radware in writing at its sole discretion (the “Evaluation Period”). The evaluation copy of the Software
contains a feature that will automatically disable it after expiration of the Evaluation Period. You agree not to
disable, destroy, or remove this feature of the Software, and any attempt to do so will be a material breach of
this License Agreement. During or at the end of the evaluation period, you may contact Radware sales team
to purchase a Commercial License to continue using the Software pursuant to the terms of this License
Agreement. If you elect not to purchase a Commercial License, you agree to stop using the Software and to
delete the evaluation copy received hereunder from all computers under your possession or control at the end
of the Evaluation Period. In any event, your continued use of the Software beyond the Evaluation Period (if
possible) shall be deemed your acceptance of a Commercial License to the Software pursuant to the terms of
this License Agreement, and you agree to pay Radware any amounts due for any applicable license fees at
Radware’s then-current list prices.

3. Lab License. Notwithstanding anything to the contrary in this License Agreement, if the Software is provided
to you for use in your lab or for development purposes, as indicated in your purchase order, sales receipt, the
part number description for the Software, the webpage from which you download the Software, or otherwise,
then You may use the Software only for internal testing and development purposes in your lab but not for any
production use purposes.

4. Subscription Software. If you licensed the Software on a subscription basis, your rights to use the Software
are limited to the subscription period. You have the option to extend your subscription. If you extend your
subscription, you may continue using the Software until the end of your extended subscription period. If you
do not extend your subscription, after the expiration of your subscription, you are legally obligated to
discontinue your use of the Software and completely remove the Software from your system.

5. Feedback. Any feedback concerning the Software including, without limitation, identifying potential errors and
improvements, recommended changes or suggestions (“Feedback”), provided by you to Radware will be
owned exclusively by Radware and considered Radware’s confidential information. By providing Feedback to
Radware, you hereby assign to Radware all of your right, title and interest in any such Feedback, including all
intellectual property rights therein. With regard to any rights in such Feedback that cannot, under applicable
law, be assigned to Radware, you hereby irrevocably waives such rights in favor of Radware and grants
Radware under such rights in the Feedback, a worldwide, perpetual royalty-free, irrevocable, sub-licensable
and non-exclusive license, to use, reproduce, disclose, sublicense, modify, make, have made, distribute, sell,
offer for sale, display, perform, create derivative works of and otherwise exploit the Feedback without
restriction. The provisions of this Section 5 will survive the termination or expiration of this Agreement.

6. Limitations on Use. You agree that you will not: (a) copy, modify, translate, adapt or create any derivative
works based on the Software; or (b) sublicense or transfer the Software, or include the Software or any
portion thereof in any product; or (b) reverse assemble, disassemble, decompile, reverse engineer or
otherwise attempt to derive source code (or the underlying ideas, algorithms, structure or organization) from
the Software, in whole or in part, except and only to the extent: (i) applicable law expressly permits any such
action, despite this limitation, in which case you agree to provide Radware at least ninety (90) days advance
written notice of your belief that such action is warranted and permitted and to provide Radware with an
opportunity to evaluate if the law’s requirements necessitate such action, or (ii) required to debug changes to
any third party LGPL-libraries linked to by the Software; or (c) create, develop, license, install, use, or deploy
any software or services to circumvent, enable, modify or provide access, permissions or rights which violate
the technical restrictions of the Software; (d) in the event the Software is provided as an embedded or
bundled component of another Radware Product, you shall not use the Software other than as part of the
combined Product and for the purposes for which the combined Product is intended; (e) remove any copyright
notices, identification or any other proprietary notices from the Software (including any notices of Third Party
Software (as defined below); or (f) copy the Software onto any public or distributed network or use the
Software to operate in or as a time- sharing, outsourcing, service bureau, application service provider, or
managed service provider environment. Notwithstanding Section 5(d), if you provide hosting or cloud
computing services to your customers, you are entitled to use and include the Software in your IT
infrastructure on which you provide your services. It is hereby clarified that the prohibitions on modifying, or
creating derivative works based on, any Software provided by Radware, apply whether the Software is
provided in a machine or in a human readable form. It is acknowledged that examples provided in a human
readable form may be modified by a user.
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7. Intellectual Property Rights. You acknowledge and agree that this License Agreement does not convey to
you any interest in the Software except for the limited right to use the Software, and that all right, title, and
interest in and to the Software, including any and all associated intellectual property rights, are and shall
remain with Radware or its third party licensors. You further acknowledge and agree that the Software is a
proprietary product of Radware and/or its licensors and is protected under applicable copyright law.

8. No Warranty. The Software, and any and all accompanying software, files, libraries, data and materials, are
distributed and provided “AS IS” by Radware or by its third party licensors (as applicable) and with no
warranty of any kind, whether express or implied, including, without limitation, any non-infringement warranty
or warranty of merchantability or fitness for a particular purpose. Neither Radware nor any of its affiliates or
licensors warrants, guarantees, or makes any representation regarding the title in the Software, the use of, or
the results of the use of the Software. Neither Radware nor any of its affiliates or licensors warrants that the
operation of the Software will be uninterrupted or error-free, or that the use of any passwords, license keys
and/or encryption features will be effective in preventing the unintentional disclosure of information contained
in any file. You acknowledge that good data processing procedure dictates that any program, including the
Software, must be thoroughly tested with non-critical data before there is any reliance on it, and you hereby
assume the entire risk of all use of the copies of the Software covered by this License. Radware does not
make any representation or warranty, nor does Radware assume any responsibility or liability or provide any
license or technical maintenance and support for any operating systems, databases, migration tools or any
other software component provided by a third party supplier and with which the Software is meant to
interoperate.

This disclaimer of warranty constitutes an essential and material part of this License.

In the event that, notwithstanding the disclaimer of warranty above, Radware is held liable under any warranty
provision, Radware shall be released from all such obligations in the event that the Software shall have been
subject to misuse, neglect, accident or improper installation, or if repairs or modifications were made by
persons other than by Radware’s authorized service personnel.

9. Limitation of Liability. Except to the extent expressly prohibited by applicable statutes, in no event shall
Radware, or its principals, shareholders, officers, employees, affiliates, licensors, contractors, subsidiaries, or
parent organizations (together, the “Radware Parties”), be liable for any direct, indirect, incidental,
consequential, special, or punitive damages whatsoever relating to the use of, or the inability to use, the
Software, or to your relationship with, Radware or any of the Radware Parties (including, without limitation,
loss or disclosure of data or information, and/or loss of profit, revenue, business opportunity or business
advantage, and/or business interruption), whether based upon a claim or action of contract, warranty,
negligence, strict liability, contribution, indemnity, or any other legal theory or cause of action, even if advised
of the possibility of such damages. If any Radware Party is found to be liable to You or to any third- party
under any applicable law despite the explicit disclaimers and limitations under these terms, then any liability of
such Radware Party, will be limited exclusively to refund of any license or registration or subscription fees
paid by you to Radware.

10. Third Party Software. The Software includes software portions developed and owned by third parties (the
“Third Party Software”). Third Party Software shall be deemed part of the Software for all intents and
purposes of this License Agreement; provided, however, that in the event that a Third Party Software is a
software for which the source code is made available under an open source software license agreement,
then, to the extent there is any discrepancy or inconsistency between the terms of this License Agreement
and the terms of any such open source license agreement (including, for example, license rights in the open
source license agreement that are broader than the license rights set forth in Section 1 above and/or no
limitation in the open source license agreement on the actions set forth in Section 6 above), the terms of any
such open source license agreement will govern and prevail. The terms of open source license agreements
and copyright notices under which Third Party Software is being licensed to Radware or a link thereto, are
included with the Software documentation or in the header or readme files of the Software. Third Party
licensors and suppliers retain all right, title and interest in and to the Third Party Software and all copies
thereof, including all copyright and other intellectual property associated therewith. In addition to the use
limitations applicable to Third Party Software pursuant to Section 6 above, you agree and undertake not to
use the Third Party Software as a general SQL server, as a stand-alone application or with applications other
than the Software under this License Agreement.
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11. Term and Termination. This License Agreement is effective upon the first to occur of your opening the
package of the Product, purchasing, downloading, installing, copying or using the Software or any portion
thereof, and shall continue until terminated. However, sections 5-15 shall survive any termination of this
License Agreement. The Licenses granted under this License Agreement are not transferable and will
terminate upon: (i) termination of this License Agreement, or (ii) transfer of the Software, or (iii) in the event
the Software is provided as an embedded or bundled component of another Radware Product, when the
Software is un-bundled from such Product or otherwise used other than as part of such Product. If the
Software is licensed on subscription basis, this Agreement will automatically terminate upon the termination of
your subscription period if it is not extended.

12. Export. The Software or any part thereof may be subject to export or import controls under applicable
export/import control laws and regulations including such laws and regulations of the United States and/or
Israel. You agree to comply with such laws and regulations, and, agree not to knowingly export, re-export,
import or re-import, or transfer products without first obtaining all required Government authorizations or
licenses therefor. Furthermore, You hereby covenant and agree to ensure that your use of the Software is in
compliance with all other foreign, federal, state, and local laws and regulations, including without limitation all
laws and regulations relating to privacy rights, and data protection. You shall have in place a privacy policy
and obtain all of the permissions, authorizations and consents required by applicable law for use of cookies
and processing of users’ data (including without limitation pursuant to Directives 95/46/EC, 2002/58/EC and
2009/136/EC of the EU if applicable) for the purpose of provision of any services.

13. US Government. To the extent you are the U.S. government or any agency or instrumentality thereof, you
acknowledge and agree that the Software is a “commercial computer software” and “commercial computer
software documentation” pursuant to applicable regulations and your use of the is subject to the terms of this
License Agreement.

14. Governing Law. This License Agreement shall be construed and governed in accordance with the laws of the
State of Israel.

15. Miscellaneous. If a judicial determination is made that any of the provisions contained in this License
Agreement is unreasonable, illegal or otherwise unenforceable, such provision or provisions shall be rendered
void or invalid only to the extent that such judicial determination finds such provisions to be unreasonable,
illegal or otherwise unenforceable, and the remainder of this License Agreement shall remain operative and in
full force and effect. In any event a party breaches or threatens to commit a breach of this License
Agreement, the other party will, in addition to any other remedies available to, be entitled to injunction relief.
This License Agreement constitutes the entire agreement between the parties hereto and supersedes all prior
agreements between the parties hereto with respect to the subject matter hereof. The failure of any party
hereto to require the performance of any provisions of this License Agreement shall in no manner affect the
right to enforce the same. No waiver by any party hereto of any provisions or of any breach of any provisions
of this License Agreement shall be deemed or construed either as a further or continuing waiver of any such
provisions or breach waiver or as a waiver of any other provision or breach of any other provision of this
License Agreement.

IF YOU DO NOT AGREE WITH THE TERMS OF THIS LICENSE YOU MUST REMOVE THE SOFTWARE
FROM ANY DEVICE OWNED BY YOU AND IMMIDIATELY CEASE USING THE SOFTWARE.

COPYRIGHT © 2016, Radware Ltd. All Rights Reserved.
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