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Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup

You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword%958
Enter the system name: foo
Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1
Do you want to configure IP block for ssh access? (yes/no) [y]l: ¥
SSH IPv4 block netmask: 0.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: y
HTTPS IP block address: 0.0.0.0
HTTPS IPv4 block netmask: 0.0.0.0
Configure the DNS Server IP address (yes/no) [n]:y
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: y
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch MgmtO IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
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SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes

o2 dlo| A= IPve THeE] =45 AFEEHe] A S AT

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n
Enter the password for "admin": adminpassword%652
Confirm the password for "admin": adminpassword%652
Enter the system name: foo
Physical Switch MgmtO IP address : 2001::107
Physical Switch Mgmt0 IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Do you want to configure IP block for ssh access? (yes/no) [yl: ¥
SSH IPv6 block netmask: 0.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: y
HTTPS IP block address: 0.0.0.0
HTTPS IPv6 block netmask: 0.0.0.0
Configure the DNS Server IPv6 address? (yes/no) [n]: y
DNS IP address: 2001::101
Configure the DNS Server IP address (yes/no) [n]:
Configure the default domain name? (yes/no) [n]l: y
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch Mgmt0 IPv6 Address=2001::107
Physical Switch Mgmt0O IPv6 Prefix=64
Default Gateway=2001::1
Ipv6e value=1
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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* ssh ucs-auth-domain\ \username@ {UCSM-ip-address | UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11

ssh ucs-example\\jsmith@2001::1

* ssh -1 ucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11

ssh -1 ucs-example\\jsmith 2001::1

 ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1 ues-auth-domain\ \username

ssh 192.0.20.11 -1 ucs-example\\jsmith

ssh 2001::1 -1 ucs-example\\jsmith

* ssh ucs-auth-domain\ \username@ { UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1
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* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

* telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address}ucs-auth-domain\ username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

Putty S eFo] I E A tha 7ES AHS Y T
* Login as: ucs-auth-domain\username

Login as: ucs-example\jsmith
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7] 2 Call home Configuration(Call Home T-74) % & ol 4] Address(5-22) 2 =2] 7] URL £ Satellite URL
Q1 https://ip_address/Transportgateway/services/DeviceRequestHandler = H}35 1 T},

@A 3 A Trust Point= A A g T} FXOS CLIZ AF&3Fo] A EHAE ¥ E S AA & oF gt}
a) HoFREE ¥y

scope security
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create trustpoint trustpoint_name
¢) Trust Point2] A 54 AR E AUt} A 9154 = Base64 5.3} X.509(CER) & 2] o] of of
Eiasies
set certchain certchain
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commit-buffer

o All:

firepower-chassis# scope security

firepower-chassis /security # create trustpoint tPointl0
firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkghkiGIO9wOBAQQFADBOMQOswCQYDVQQGEwWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQKEwxFeGFtcGx1IEluYy4xEZARBgNVBAST
ClR1c3QgR3JIVAXAXGTAXBgNVBAMTEHR1 c3QuZXhhbXBsZS57b20xHzAdBgkghkiG
I9wOBCQEWEHVZZXJAZXhhbXBsZS57b20wgZ8wDQYJKoZIhveNAQEBBQADGY0AMIGT
AOGBAMZw4nTepNIDhVzb0j722Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGGJITAFBgkg
hkiG9wOBCQcxFhMUQSBjaGEsbGVuzZ2UgcGFzc3dvemQwDQY JKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH9%asckCld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskv0]j6
jtcEMyZ+£7+3yh4211do3n04MIGeBgNVHSMEgGZYwgZOAFLINjtcEMyZ+£7+3yh42
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CINhbnRhIENsSYXJhMRswGQYDVQQKExJOdWI2YSBTeXNOZW1zIEluYy4xFDASBgNV
BASTCOVuUZ21luZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWEB
/zANBgkghkiGO9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 £KgGQgXc
wR4pYi042z42/39Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
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firepower-chassis /security/trustpoint* # commit-buffer
firepower-chassis /security/trustpoint #
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CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X
instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X
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o gojof gt}
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G AR A 0w maRleh wf v S 7 F Q5k4] &
F4t
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Tl s 77,27 A0 4 23,
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0~ 159 ojH glo] = 7Fs3d

History Count(”] 5 ) %EE OQE
shetaL ARG A7 A A=A ©

A A d=
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=
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- Disable(H] 24 3}) — =7 % Q12 H A 8A = WA
7 ok A E A7k A o] 1]
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Change Count(¥17 ) 2 = ZAZRJTHAAIEAZF A 1HE St HESE W7

Ay 71tkel oF sk & 4 AR Y T
o] gk 1~745/1 7t 0.2 Aest 5= Q)5

o] 7242 Change During Interval(3l] 3 {+2
Disable(H]| 2/ b= A ¥ %] &2 45 F-Al

No Change Interval(17d Q31 | 242 Q5@ A&7 A2 YA E B UA S S WA sl7] A

S| 4 Save(AHE ZE T}

Z. 7]
A A 23
FXOS CLIE AF&-3}¢] Firepower 4100/9300 Al A|
S TR = AElE A 23 = Al
gl Aol sl 27 o2 AA S AT T AFUTH

N AFgA AR L F

H ] 36003(60%)°] Al ZF 23S AT
stefw A AIZE 23 ghe 002 A g Tk

L 2AIA

Firepower-chassis # scope security
G2 7|2 Ag o] Bt RES Pk
Firepower-chassis /security # scope default-auth
71 3 HTTPS, SSH 3 &Yl Al ol th 3k 7 AlF 232 A Yo
Firepower-chassis /security/default-auth # set session-timeout seconds
A4 (A8 AR ZE Al dE R AR 23S AR E Y
Firepower-chassis /security/default-auth # set con-session-timeout seconds
SAS (AE AR A B A Al AR 23 A S U
Firepower-chassis /security/default-auth # show detail

o) A
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Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

SEESES

Firepower 4100/9300 2§ A] ol = A A2} Ak glo] A o] Al A3 23 7] 3bo] Ay AF8-2} Al A
S e A A A7 23 A7 o] YT o] A AR 23 7] 52 AlE] Y 4, SSH, HTTPS &
H| 25 25 A2~ P 2ol A - o2 A8t}

A ZE AR A Al AR 295 EERE A4 7 AdFU o] F A shA thE 24 9 o
Al zzoll gk A7 235 R A Y] 27l ek Ale]d 24 A Al A7 232 8| g
st = 54y

A A7 23} 7] 2202 36003 (60%) 0] B FXOS CLIZ AF&-8f W7 sk 4= ol5u ) o] 248 v &
Aslsted Ao A A1 23 38 002 A g

L 2AIA

Hob HES g,
Firepower-chassis # scope security

7)% 0% o] Bot mES gl h T

Firepower-chassis /security # scope default-auth

Ao A A7k 2 AU

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds
(A8 Al M) 2% Ao A AR 232 AR FU

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds
GERE R EE R PR R 3810

Firepower-chassis /security/default-auth # show detail

< A

Default authentication:
Admin Realm: Local
Operational Realm: Local
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Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600

Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600

Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No
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4100/9300 AHA & T S = AFU T AR 28] Ho) A= SIS 236 AR A 7F A 28 o]
A AU AR A A e UER = g o] A EA G5 U o] B AR ARE A =18
S AlEskE A A ¥ AZE 5 <F 7] ohe oF T

A 219 A% 342 PG e U2 S A L.

4

Shsh BE F3 9] AL A Y@l A £ 3] A 2B A FHY

e
k]
L
=
i
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O
z
ki
Mot
-
il
e

712 HY 2 A= AW e oguth Ho 29 A% S5 E 23S § ARE AL Al
Bol] A 271 718 A7 308-(1800%) 4 H .
o

CALg AL
x],HLH %1

A AR A e 1) 2 A 9-7], 37 0]

o] 552 Al2=Elell A Common Criteria Q15 H =2kl ALE 7] &) Al 5= A4 < sty
ok A W82 Bl /IS & el 51 H| o] A& Falsh Al .

EZEAA

Sl 1 FXOS CLIG A B9k R =2 Soj7i T},
scope system

scope security

SA2 Ho 28] A= A SlgeE AU
set max-login-attempts
max_login

max_login %k 0~109] A4}
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}.

set user-account-unlock-time
unlock_time

e ARF T,

commit-buffer

gL FF e 1] % A S

2] A} = Maximum Number of Login Attempts(Z o] 12 A= 34 CLI A A A HH o 21
A3 812 2313 3 Firepower 4100/9300 A} A ol A 271 Ag-21o] - AEj = il
AFYTE A g W82 o 2220 A% 3154 A A, 36 H o] A S FaLsH A Al L.

o

ZEZAA

FXOS CLI®I A HQF B =2 ozt
scope system

scope security

N Aol AbgA R ) £3HE

=1

A g,

etail

(=%

Firepower-chassis /security # show local-user user
of| Al:

Local User user:

First Name:

Last Name:

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

(¥ AL ARg Al 2F e E A v,
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.2(1) .



22N E Aol )& BAFTE 49 AR AL B3 o) WA EE WEolof Gt o
2 50 min_length 4] 152 AAE BF 157 o] 42 AL§ S 1] DABE wEofoF F Tk o] &
4 22258 4 Common Crteria €15 720121258 583 37 5 sfhsl ok A2 vl
& 0ok 1F AT Az, 51 Ho] A B RILAAAS.
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=ERE

S 1 FXOS CLIOI A HoF RE 2 S th
scope system

scope security
A2 HaHEHE Dol & A

set min-password-length min_length
GA3 73S ARG

commit-buffer

=24 AR A A

L ZAA

@Al 1 System(A] 2= 8l) > User Management(A}-8-2} ¥2]))& A &g,
7] 2 Local Users(2 72 AH8-2h) 1S &8 g}
@7 3 Add User(*H&-21 3:7h & 22 5to] Add User(AH-8-2 527h) st a5 k.
G 4 ARkl e A R E v D=5 g T
ol & A
User Name(A}-8-2F o] 5) = | A =8l ARE-8h= Al o] F. o] &2 aLfrall of st AF8-#}
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Last Name(’d) 2=

Y
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Abgabe] o] wl el F 2y o},
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Password(H]| 2 5) I =
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ko] MU 5 7} O e A, Bl 5 gl 815 56t
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geEH s 2, 27 H o] A] Fx).

Confirm Password(H| 2 & &
hHE=

R L ECEL IS

Account Status(4] 8 A H) T =

GEN7E Active(Z4) = G E A5, AFR A o] Rl IDSFH
W & & A}-8-3}] Firepower Chassis Manager 2 FXOS CLI| 21
ek sy

User Role(A}8-#} 9 &) &5

ALgA AR TS S gl Aol S ek o FY TS

AL AL 8%

RO 71 £ g 9 A

_,d
ol

o
Jo o
B

ol

v

=

Account Expires(7] 7 &) | =

1 Date(Wr= ) =0 A HH @5 o] Fof] AFE-E = gl
Fa T o] = AR ARG S AT Tl ol AR S
TERHA RS A T /SHE & HA R
ol A= oI EE A 7 dFHH
Expiry Date("t5.¢) 2 &=

@A 5 Add(F7HE F9 3yt
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A1 System(A] 2=5l) > User Management(AH-8-<} #2) & A & gt
@A 2 Local Users(Z7Z AH&-2h) 512 S8t

A3 2pAlate] = AR A Al ol A Delete(*H A E =3 -

Al 4 Confirm(2}H21) th 3} Aol A Yes(el)S 28 ).

24 AR A7 2 3f = v 2 )

27 AL A AR S Bk A 1] B S5l W ALg Aol ] )4 AAA o] 9]

Sh=

ZRAA
A1 System(*] 2~ 5]) > User Management(A &2} ¥+2])E A &gt}
A 2 Local Users(2 72 AF8-AH) §1S &84T
A 3 G st e v @A shete = ARE AL Al el A EditCE )12 B
7 4 Edit User(AH8-2F AR th 8} Aol A o5 5 sty s a8y o

G okelZpE SHFH

o]; f;;jl

o AFE2F A A S &4 31512 Account Status(©] 71 E A E) =0l A Active(BA) BfH 2 HE
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Firepower-chassis # scope security

A E AREA A Ol B A ARS AL B RS i E gy

Firepower-chassis /security # scope local-user user-name

A ARG A Ol e B E RS 755 Ay

Firepower-chassis /security/local-user # clear password-history

A2 Ao EAAH S ABF o,

Firepower-chassis /security/local-user # commit-buffer

o

U A= v S 7|58 A9 ERAAS A dY

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope security

/security # scope local-user admin
/security/local-user # clear password-history
/security/local-user* # commit-buffer
/security/local-user #
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o2 = 44 7)) o] X - 2) 8k T} 3| I ©] 1] 2| & Firepower 4100/9300 A A] o] 4 & =3+ th(Firepower
Security Appliance®l] ©] 7| X] 2= 44 H o] #] HZ).
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Logical Devices(=2] %] T]n}o] )& A B3} Logical Devices(:=2] 4 T]H}o] ) Ho] 2| & T},
Logical Devices(:=2] 4] TH}o] 22) g o] 2] = Af Al o] -4 5 o] Q1= =2] 4] tiupo] = B55 Holsy
th =24 tufo] 27 FA F o] QA| &2 7, tial o] & &= WA X 7F A E Y

o]l Este & =24 t]ulo] £~ 2] Update Version(H 2 ¢ Hl o] E)S- &8 3} Update Image
Version(©] 7] #] W o] E) tj s} FA45 vt

New Version(M] H )0 2= AT E Qo] M A& e g ),

OK(Z<eHE &8 g},

EEECEE NS

Firepower 4100/9300 A Al A H o] & F 1ol =at e W th3 A A& AF-&3F4 Al 2.

L ZAA

A B #-9-AHE A3 http://'www.cisco.com/go/firepower9300-software 5= http://www.cisco.com/go/
firepower4100-software = ©] & 31 T}
Firepower 4100/9300 A} A] o] T3+ A~ E ¢o] t}-g 2= ¥ o] x| 7} Bah$-A o A g gt}
Cisco.comol| Al 2 A 3} A ¢)| o] 9l 7] 2| & 212§ Firepower 4100/9300 A Al ol A A 28k 4= Q)= A H]
= Oeeedy.
Firepower 4100/9300 Af Al o] A s 9] R =R Sof 3},
Firepower-chassis #scope firmware
FXO0S 9ol o] "] A & Firepower 4100/9300 Aj A] &= T} 2 =3k T},
Firepower-chassis /firmware # download image URL
U&7 S S-S ARESko] 7hA S 9 o URLS A A gy ot
* ftp:// username@hostname / path
* scp:// username@hostname / path

* sftp:// username@hostname / path

* tftp:// hostname : port-num / path

e B Abg el e R 22428 BUEZ .

Firepower-chassis /firmware # show download-task image name detail
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Firepower-chassis /firmware # show package image name expand

oA 7 & RS Aol Folo HrIA M e s & A5y
Firepower-chassis /firmware # show package
ol H ME = Felo] 7| A& AA e off o5 Aol A AHE-H Tt
w48 @elo] 97145 BN shel W ohg ol Futh
a) Hellol AA RER So3tyHh
Firepower-chassis /firmware # scope firmware-install
b) ol 7 AE AA G

Firepower-chassis /firmware/firmware-install # install firmware pack-version

A2sgol A Balo] 714 2 Sl s, Se) A 2 ek Pl B

O

221,
0 yesZ kel 1L A% AU
B9lo) 9745 Sl e T A ~Ho] A & AR =
Mﬂﬁw1E4iwi%ﬂ4*wﬂa$ﬂEqba

=
] O
=

oA gl |

version_number

PN
FAE 209 S

d) yesZ ]Hdto] AA = Al Ayt dorglo] = L Z A2 Foll = Firepower 4100/9300 A A]

408 Ae) A4 A
B8 gaelels XA s wuHPs Y thgat el Fu.

Firepower-chassis /firmware/firmware-install # show detail

A0 A7 s s E e dEete] A Bl WAdE & 5 sy

ﬁ?ﬁ

Firepower-chassis /firmware/firmware-install # top
Firepower-chassis #scope chassis 1

Firepower-chassis /firmware # show sup version

o
T ool A= Aol M-S 1,010 % 18 o] =gt

Firepower-chassis# scope firmware
Firepower-chassis /firmware # download image
tftp://10.10.10.1/£fxos-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.

Download task:
File Name: fxos-k9-fpr9k-firmware.1l.0.10.SPA
Protocol: Tftp
Server: 10.10.10.1
Port: O
Userid:
Path:
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Downloaded Image Size (KB): 2104
Time stamp: 2015-12-04T23:51:57.846

State:

Downloading

Transfer Rate (KB/s): 263.000000
Current Task: unpacking image fxos-k9-fpr9k-firmware.1l.0.10.SPA on primary(
FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1.0.10.SPA expand

Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:

Images:

fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

Firepower-chassis /firmware # show package

Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:

The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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«SSH &~ E 7] A, 52 7 0] A

« IPSec B.F A1E 4, 53 7 o] %]

«c ET2E XQ1E gigk 4 A CRL 74, 58 o] A
< QISA A 5 &9l A K, 59 H o] A]

« CRL 7714 T} 25 4, 63 # 0] #]

« LDAP 7] & 9154 A, 65 #l o] A

« ZE}OlAE QIFA AT &4 3], 66 H o] A

W Q1% 7)ol vl g net HE S ek g 2 4
3T
=

e EL
73-%-7F 9h 5 U Tk Firepower 4100/9300 A Al = o] 2] 3 Bk 915 31 F9] 33

» Common Criteria == &4 3}, 124 # 0] A]

* IPSec Ko Al d 44, 53 H o] A

* NTP A1 H Q15 &4 3}, 85 7 o] A

* LDAP 7] ¥ 154 A4, 65 # o] A

o IP N2 B2 LA 125 Ho] A

« FEOIAE QITA Q1T &4 3}, 66 7 0] A
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AL o] 2] 8k g5 Firepower 4100/9300 A Al ol A] Q15 A Z2fo] A A5 &4 )3l =
& T}, Firepower 4100/9300 A A ol 4] Q15 A Zelo]| A A2 DA 315kt}ar 3
pol 22 FAE ol Axvt Ao 2 A A& e

SSH &~ E 7] A A

FXOS "] 2= 2.0.1 o] Aol =, tjufo] 29 27

A SSH 3~ E 7|7} 10248 E 2 3l= =

| 24 =
= 55Ut FIPS 2 Common Criteria 9153 =3l W o] 2|3 A T AE 7|5 21A|8Fa
SAE 712 Ao gk AFA B U-&-2 FIPS == 24 3}, 124 ¥ o] #] == Common Criteria &

= 843}, 124 H o] A 2 FAAFA A &

ot

A SSH B2E 718 A3 95S 58 A £2E 718 495 G 9AE £

HA L.

EZEZAA

©A 1 FXOS CLION A Al 2~ =2 Soj gkt
scope system

scope services

9712 SSH S 2 E 7|2 A gy o},
delete ssh-server host-key

SA3 e AR
commit-buffer

&7 4 SSH 52 E 7] A7) 5 2048H E= A4 ot
set ssh-server host-key rsa 2048

SHAs TS A
commit-buffer

SA6 A SSH Z~E 715 A )
create ssh-server host-key

commit-buffer

GA 7 A BAE 7] 378 solg )
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ipsec not A2 74

show ssh-server host-key

SE 7] A7]:2048

IPSec H ¢t A1d A4

& UESNAE Tt dold HFld tis)] A= F = tast 9 A5 A H| =5 Al33t7] $3)
Firepower 4100/9300 A Al ol A IPSecE /3 & = A5 U T, o] 542 A 225l o] A Common Criteria
NS AZolA2E A7) a8l AT =25 sty th ARA g 82 Bk 15 A& el
2,51 Ho] A & Farshd Al L.

4

et
=

IKE % SA A4 bl ¢33} 7] ZF e mj A o] 28-S At =S A8 7 -5-(oF el o] Aol A
sa-strength-enforcement= yes = A 4):

SA A g-o] & 3slH 49 IKE g4 7] =27]7} ESP @4 7] A7) w.t} 28
7§ Ad o] Azfgry,

IKE &7 7] 7] 7FESP @7 7] A 7| o} A A
- SA A& g2lo] Tysla A Ao AT

SA 7] g0l W24 3he 45 SA 4 & 8helo] E el 14do] 4B H T

IPSec H ot A g S A8t tha TAIE 354 A Q.

ZEZAA

%A1 FXOS CLION A B e o7t}

scope system

scope security

w2 7l 9e AR,

enter keyring ssp

! create certreq subject-name subject-name ip ip

SA3 dAE AT 2 RS JFFYh

enter certreq

WAl =7hE ARy,

set country country
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DNSE A4 ot

set dns dns

ol d & H4 gt
set e-mail email

IP AR5 A3t
set fi-a-ip fi-a-ip

set fi-a-ipvé fi-a-ipv6

set fi-b-ip fi-b-ip

set fi-b-ipv6 fi-b-ipv6

set ipv6 ipv6

Ao Aug AAFU.
set locality locality

7 ol g& AP
set org-name org-name
o] o] 52 AT

set org-unit-name org-unit-name

BN

N
iy

HEH s S A8

! set password

FHE AU

set state state

certreq®] A ©] &5 A Pt}

set subject-name subject-name

set modulus modulus

A4 2ol AL AAFUT

set regenerate { yes | no }

. Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager - 7}0] =, 2.2(1)
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exit

MZ e Ela
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“
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i
Qi‘
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o

enter trustpoint interca

ASA A 84S AT
set certchain

ol A

MIIF3TCCA8WgAwIBAgIBADANBgkghkiGOWOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAkKGA 1UECAWCQOExDDAKBgNVBAcMA INKQzZEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0GA1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
A1TUECwwEUIRCVTELMAkKGA 1UEAwwWCQOExGjAYBgkqhkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgK CAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39XcXA1/x9THCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYrI29yuyOrlqoi9k9gL/oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/I9x/J5nbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keY s/rbZdR SeXy9kMae42-+4FIRHDJjPcSN
Ywl1g/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAW WRGkKpfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGwWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwb+vrSwE9HsAiMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqSfIsAuVI/QdPDbW ShjflIE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGJm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eY Dexvd0gbORWb3 1H32ySI
[1a6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104;cSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RVNZJ52sUaDIC3UodTUCAWEA AaOBgTB/MC8GA 1UdHWQoMCY wJKAioCCG
HmhOdHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAJBgNVHQ4EFgQU7Jg01A74
ipx8UOAPk76pVYQQ5AwHWYDVROjBBgwFoAU7Jg01A74jpx8UOAPK76pVEYQQS5Aw
DAYDVROTBAUwAWEB/zANBgkqhkiGOWOBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR31rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ1qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHKAOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5SR 18n
BNXYHqgxuoNMmgbS3KjCLXcH6xXIN8t-+Uk{P89hvIt/flul+s/VISVZWK4tAWVR 7wl
QngCKRIW6FYpzeyNBctiJ07wO+Witde3Kh[IDYvAIhFixWeVGD2r6QW5BY bgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rJX8D9UmfhqqN/3f+sS1fMdqWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue0ScwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj1oulk+/ZyPtBvFHUKFRnhoWj5SMFyds2Iaatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
BiLBjN+BXggxMmG8ssHisgw=

MIIFqDCCASCgAwIBAgIBBDANBgkghkiGOWOBAQsFADBwWMQswCQYDVQQGEwJVUZEL
MAKGA 1UECAWCQOExDDAKBgNVBAcMA INKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwOxNjJEyMTUyMTMONTRaFwOyN;EyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA 1 UECgwGbmV3c3RnMRAwWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOxLWNhMSgwJgYJKo0ZIhveNAQkBFhlpbnRlcm0xLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw 1wSO4IBX5

4itJSOxy XFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvKnUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
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A2

VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5YUaRJIMak/t8kCqhtGX fuLLll
E2AkxKXeeveRIn6cpQdSJiNzCT/tIIQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNX1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQfCj5hSmk3StVQK glCjaujz55TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH 1yeHJHrL1Zgl5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwAWEB/zAvBgNVHRSEKDAmMMCSglqAghh5SodHRwOi8vMTkyLjE20C40L;15L21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiErK dupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSI8BSWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CDSW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0djTKFUM8uBO3 f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qewtcfUBY Z4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

ASM A 23S FAIGUH.
show certreq
of| A:

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SJC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICWTCCAakCAQAWVTELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSKkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
U1AwggEiIMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEK AoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvR W6Q20+gHeSRwckqjCIK/tsIxsPkVO

60duZY Xk2bnsL Ws6tNk3uzOIT2QO0FcZ1ET66C8fyyKWTrmvcZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjUSYnR1
qiR4q7j1RmzVFxCDY3IVP/KDBo0oa5SNyCLEUZECP5SQCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzA1BgkqhkiGOWOBCQ4xGDAWMBQGA 1UdEQQNMAuUCA INTUICEwK gA
1jANBgkqhkiGO9wOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
2L.2pjxSOHbQICC+ENRVRM YujTnp67BWuUZZ103dGP4/IbN6bCOP3CvkZdKUsJKNO
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oA 25

7] 26

w7 27

o) 28

w7 29

7] 30

A 31

o) 32

7] 33

7] 34

m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL.7gq/1ShF
RIh6sq5WIp6EO0S] YefK 62E7MatRjDjS8DXo0xj6gfn9DqK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVczmTxXEKJBFLVduWNo6
DT3u0xImiPR1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

[PSec X == o7},

scope ipsec

27 AAE AR He 2 g,

set log-level log level

IPSec A2 & THEaL =y

enter connection connection_name

IPSec = =% tunnel B+ transport= 4 4 3Hu T},
set mode tunnel or transport

24P FA2 AT,

set local-addr ip_address

A4 Ip F42 AT,

set remote-addr ip_address

B 2E 8 ARg et 4% 974 AR Ay g,
set remote-subnet ip/mask

(e ALy 94 IDE ARy

set remote-ike-ident remote_identity name

7] B olg& AP

set keyring-name name

(B AR 7] W R s s A e

£

set keyring-passwd passphrase

(8 AL IKE-SA 9% & ©9) 2 44 g,
set ike-rekey-time minutes
minutes %< 60~14402] T 5=

(A B A}3) Child SA 1 & & 9] = A 74 3 tH(30-480).
set esp-rekey-time minutes

minutes 3% 30~48°] A = 54T

(A8 A 27 44 ol =32 AdF A dxe 2 2

et
<
kY
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set keyringtries retry number
retry number Fk- 1~59 A-Y F A FY T

A 35 (A8 AL 1S4 S A B SRS 28 e v 2 sty o
set revoke-policy { relaxed | strict }

136 Ade 2Adstdyn
set admin-state enable

931 RE AAS thA] 2E
reload-conns

97138 (M A 7)E BT AE ZAE o] 82 Psecel F7hEH o
create authority trustpoint name

W39 IKEY SA A7 B3] B ) A8 TA g

set sa-strength-enforcement yes or no

EYXE IJAE gt 44 CRL 7
3 2] ¥ 2154 += CRL(Certification Revocation List)©ll %X]quﬂr o] A E o F2]Ale] 42 CRL
S AHEske] Ao Q1S g th AW of EE] A o] & CRLS AHE-3o, T o] & A= 8 = ¢l
= SHolAE o EE A o)A A~ S 6§ e AFFYTH

CRL(Certification Revocation List) 4 2.5 AF-&-3Fo] 9] o] 154 & 7 538t =5 Firepower 4100/9300 AH
A= ?“*% T AsFU T o] #42 Al F ol A Common Criteria $15 7 &2kol A 25 7] £13l A
& ZAF sty ok A g W8-S Het )15 AEetold 2, 51 H o] A & FaLetA Al .

CRL A1 AHg3}e] 9o} 5N 2 AZsteld thg WS FBFHAA 2,

L RAIA

@A 1 FXOS CLIGIA] Hot === Eoj 7yt
scope security

GA2 EYAE ¥ E RER Sojztyt}
scopetrustpoint trustname

B3 S mER Sol g
scope revoke

A 4 CRL 99 & th2- 2 =9 U T
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import crl protocol:/luser id@CA _or CRL issuer IP/tmp/DoDCAICRLI.crl

GA G (A AN CRL AR 7FA 7] 2 A 28] A S FA]3 T

show import-task detail

GA 6 A5 A] dlA] WA =& CRL-only= A7 3t}

set certrevokemethod {crl}

A dH 2= g9l g

4

-

IPSec, HTTPS % 94 3k LDAP 172 o] A CRL(Certificate Revocation List) &1 =5 A3} A &=
AAA FA 3T dFHTL

EXJ(X—]FG o] o} ) CRL AHEX509 =42 CDP ARANA Y =4 CRL AHE VJEMYY
E} A4 CRL AHE A28 #e]of o)af =% o2 tpF 251 FXOS A| ~Elo| A 27 CRL A X
E UEtA YT 4 CRL A B = ASA Al A & A 2] 591 A ol thafj A=t 2 2lg Yt A
Z CRLE A A 9]of Q154 A1l #-8-g .

o} & IPSec, LDAP ¥ HTTPS 91 A& 913k Q154 aj %] &1& A8t == v & 38t Tl =
U
=

]
IPSec B¢k Ald A, 53 o] %], LDAP #l| &2} A A, 113 H o] %] = HTTPS 74, 107 H o] #] A A4S
= EAPN el

r1r

N

* Certificate Revocation Check Mode(31 541 3| #] &4Q] R =)E Strict(9 2)= A G et 749 1] o]
A ARl #le] 1 o] g wiwt % CRLo| A& Ut d]o] I5A Aol FECAJSE
Aot FE CANA A8 o] AISAT 2319 495 d= = 5 A5y

s IPSecol] W3l A% CRLS 74 w= 7142 CRL 39 Authority Key Identifier(7] 3 7] 2]
Zh)(authkey) H =7} lofof gt o] D=7} 910 [PSecoll A = 3l & 3 o] 2844 &
Ao F 7 51-1/] c}.

« 44 CRLE 5 g 5 ate] 54 CRLEE} ”W AU ol ISME TS W Y T
HAR] fra g (EHQlE) A A CRLO] Sl 74§ 9]o] /1S5A €] CDPE= A Yt

e O3 A Qo M= A A% CRL Felo] 7|24 o 7 sk 3} Ut}

e = YA 1ot LDAP Al FAF A4, IPSec A4 Tz FEo|AE Q15 35
« | 2 753 FXOS A A] ] AHFXO0S 2.3.1.x o] 2] 7] A2 WA o2 F35)
T Foll A= EA] sl A 55 <l A F QISA Aol wet A4 A3E A
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27 4% CRL§1+= LDAP 174 IPSec <14 ZEPAERNSTH AT
vlof QIS AR &A1 | AA AT AN DL | AA AT AN DL | WA A AN L&
glo] ASA ARIA | HA AFA AA Do | A AFA AL B | AA ASA Al Lo
CDP &<l

o Q1A Ao F
E CA A ZF Aol st
CDP &2l

s1ol A2 A0l

=M FaA ArrA

EH

syslog M| A] A &} gH7] 4

2 )

syslog M| A] A &} gH7] 4

2 )

syslog "l A] A &} &7 A
A A3l

EERERELEE
A7 2124

syslog M| Al %] &} $HA| A

2 s

syslog M| Al %] &} $HA| A

2 s

syslog W A| A] &} 7] A
4 25

g o] JASA ATl A
shbe] CDP7} ek

syslog W A| A] ¢} &7

2 23

3] o Q1541 syslog ™| A]
1oF 37 44 A o)

N

syslog #I A] A &} 7] &4
2 21 5

frask Aol 3+ T
o] QA A Al A 3}
1}-2] CDP CRL©]| H] 9]

o] o
=]

r2
iin)
oX
oH

syslog M| Al #] &} A A
2 Ay

s)o] 91z xﬂol_q

CDP = )23 &

i o
sl Aol A=

)

syslog M| Al %] &} $HA <

ERE)

syslog " A| A] ¢} 7| A
A A3

=21 CDP7} A A 7t
CDP AH7F ok

syslog ™| A #] &} 7]
2 25

syslog "l A A &} &7 A
2 2 =)

A1 CDP7} AL
H W7} 7hs Folal
CRL9] CDPoﬂ AT

syslog WA %] ¢} &7
A A9

syslog Wl Al %] <} g4
A A9

Mol 9l&
¥ 2: 27 A% CRLY} St Strict= 2 E Q1= A el =
27 44 CRL = LDAP <14 IPSec 12

o] 9154 #9] 8hel

A IeAM Al e

A 15A Al B e
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=72 A4 CRL 3 = LDAP <12 IPSec <14
glo] Q1A Z el A CDP 2l [ A 1A A F g A dsA Al B&
vlo] RISA AQle] FE CA QL |4 A ole

<Al gk CDP &<l

o] Q1A A A A ASA] 1 | syslog HIA A £} A A4 A5l | syslog WA A 2 $HA A
a2 Ak A
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Tl o] QIS A AQlol| A el A & QI [syslog WA A &} 3] A4 A 5f |syslog WA A &} 37 A4
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o] 1A AQlel A shte] | AA AA A
CDP7} e (1A Al el
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o] QISA AQlol A slrte] | A2 AdE Ad A
CDP CRLo] H]o] (1541 Al
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u]o] Q15 A A2 CDP 5 v | A4 A& A4 4F
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A ARD B D)

015 A o] CDP7} A WHCDP A | 914 Al ¥ A4 4
H 7ok Q154 AlQl 1)
)15 A1ell CDP7F Lot w7t 7H A A& A4 ¥

5 % 9] 3L CRL®| CDP9ll 1A WH,
CRL°ﬂ ASHA g AlmE o] 9l
(154 A QL A 1)

o] A A @lo] 18t |syslog HI A A<} 37 A4 A sf | CDPoF 2 9sh= 49 A2 o] 4

=5 st

A =]

CDP7} §l o™ oA Ao Aol 7}
WA 31 syslog WA A 7} Al 5

=
% 3272 A% CRLYL o) Relaxed= 273 ¥ Q154 afjA] &< =

27 4% CRL 1= LDAP 124 IPSec <12 ZEHAEJNSTH AT
o] QIFA AL &l [ HA AFA A AA QA AL AA QA AL

o] JAFA ARIAA | HA AF5A AL A AFA A A ASA A

CDP &2l
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X 4: 27 A4 CRLY} 37 Relaxed= 473 % Q154 3| A 2

27 A% CRL 9=

IPSec 12

To] 124 A9l Tl

A 1A Al

5 of

o154 A 2lol| A CDP &<l

A QASA AL

27 A A

o] 154 Aol FE CA QI |4 RS
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g]o] Q1A Aol A 3 A H < |syslog WA X &} &7 A4 A9 |syslog WA X <} A A4 2 5
=X

o] JAGSA] AlJel| A stte] | Ad A A4 HEF

CDP7} (A=A Al 9

1)

gjo] QIZA Aol A srte] | AF AHF AR AT

CDP CRL®] H]©] 9] 5-(315A] A

Ql )

g o] ol=A] Ao CDPF U2 |4 A& A4 dF

2 gle Aol ARl

A A el Fd 1)

Q15A] ol CDP7} A WECDP A |12 A& A4 HF

W7o (15 A A9 1)

Q1S5 Aol CDP7F AL AW 7} 7| A2 A& AFd AdF

% Zo] 3L CRL?] CDP9| $J A 5t

CRLof| frashA] &2 Aol 9l

S(ASA A = 1)

o] A5A] A Mol 1K} |syslog WA X &} &7 A2 A9 |CDPe} A3teh 45 4ol A

CDP7} gl Aol A el 7}

WA S syslog M Al A] 7} Al &
)

i=4
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« SCEP ¥ OCSP+= A Y5 A &5t}
« 718 g 25 CRLY syt A sk 5= 95Ut

« EYAE ¥olEY F}9] CRLY| A ¢E Ut}
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of»
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N 25)7] Aol

CRL A H.Z A}L-g&3lo] 9] o] Ql5AE AF 38 %= Firepower 4100/9300 A A = o] 1] -
Ay

A2 A G g ERAE ZAE tf g A4 CRL T4,

ZEAA

A1 FXOS CLIGIA] Hot Z == Eoj 7yt
scope security

W2 EBAE XQE BEZ Sojyr)
scope trustpoint

S 3 A mE2 Sol 7t
scope revoke

S 4 A A AU
sh config

W5 Pshe T4e AP
of| A

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

A6 T & FEEY T
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(HH Abahy Al CRLS Th 2 =alo] Al g P4 & el g,

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

LDAP 7] % 914 A4

%

Firepower 4100/9300 A A] o] 4 TLS A< % 918} 7] 9] 8] et 3 LDAP S0l E 7] 8 Q2=
TAT 5 AU o] £ 4284 Common Criteria €15 75 2ho] o1 & A
© A T sty A S 82 Bk IS HE koA, 51 o] X & At Al L.

2
Rl

A5

Common Criteria 2. =7} & 315 SSLS &4 316131, A B DNS A HE A}-83}0] 7] 8 QZEAE
A28l oF gH T},

LDAP A H| g5 sl SSLe] &/ st Ad& 24 v 7] & A RE =zt gelsfoF gy

o+ & LDAP <1 Z(SSL 24 315 918] LDAP A8 A K= CC R =0 4] DNS A H.of of gt}
QFA e LDAP 0] E 7] & ASAE A the GAE S A L.
T Z A A

FXOS CLI®I A Het RE= Sojztt)
scope security

LDAP 2 =2 Eoj 7t}

scope ldap

LDAP A H] R=2 Solzith

enter server {server_ip|server_dns}
LDAP 7] ©§& A7t}

set keyring keyring name

TS ARG
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commit-buffer

< 243t

LDAPS} 7 Sehol A E ISA & AFE-8to] AFE-212] HTTPS HA| 25 1S
& 5= A5 Y Tk Firepower 4100/9300 A1 A] €] 7] 15 42 A4 578 7|k Y ok

il
0,

IN
ol
b
S
>,
[»
i)
filo
il
2,

e
Kl

F 79~ o] Z o] HTTPSOl| )3l 3185 &= Fd g Q15 34 Y.
SZo]AE QlZA ¢Q1Z 7]% 9] FXOS 2.1.1 A 20 A= ¢1ZA4] | #] &elo] A D= &),

o

o] 71%5& AHEstel S| A E ASA A A b 87 A S8l oF Yt
* X509 574 Subject Alternative Name - Email(5=#| T A o] & - o] Wl )0l A}-&-2} o] 55 Eg3f o
e,

* Supervisor®] EZHAE ¥ EZ QT A

g},

s

72 FE CAZF S eFol A E 5ol Mg afof &

ZEAA

Al 1 FXOS CLIONA] AH) 2~ B g So 7t}

scope system

scope services

(A AL HTTPS 15l o) & §-4-% el ghv}
set https auth-type

o A

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

7] 3 HTTPS ¢1 28 Zglo]A E 7julo 2 A A3},

A 4

set https auth-type cert-auth

FAE AR,

commit-buffer
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* Firepower Chassis Manager Al /42 S5 A 7] Al =8 ®174 ALY, 67 | o] #]
e 2] 1P T2 WA, 68 ¥ o] A

<o ZelAlo] A el 1P WA, 69 H o] A

* Firepower 4100/9300 A A] o] & H 7, 72 7] 0] A]

* Pre-Login Wi, 73 #| o] A]

* Firepower 4100/9300 A} A| 2] 5-%, 76 =] o] %]

* Firepower 4100/9300 AHA] %19 117], 76 3] o] A]

o ZAF 7| E LA Bl 77 # o]

« A F8E = Q)= 1D 2S5 A ], 77 Ho] A

Firepower Chassis Manager A| 5 S 55 A 7| &= A| 28] H 7

/\} 3}

4

g Al 2251 17 Abs} o 2 Q13 Firepower Chassis Managerol| Al A} & 0. & 2 1o} 4= QlHF Ut
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4

Al AFaE7] Aol
Firepower 4100/9300 A} A1 &] ¥2] IP 4= FXOS CLIoIA] W73 & 4= gl

L
=

(RUBNAU
2 2
N -

#HYIPF4LEH
Ed2S A

B

FXOS CLI®| €372 &1 th() 4] 2~ FXOS CLI 9 o] #] a1,

o3 2o IPv4 #E] IP FAE AT TH

2 Y AHAYE 2ol WS BT,
Firepower-chassis# scope fabric-interconnect a

b) Y& WEs dHste] @A B P FAS AT
Firepower-chassis /fabric-interconnect # show

¢ T HEE ekl A2 A PS4 LAl EdolE AT

Firepower-chassis /fabric-interconnect # set out-of-band ip ip _address netmask network mask gw
gateway ip_address

d) A28 A ERAAS ARl
Firepower-chassis /fabric-interconnect® # commit-buffer
Thg3} 2ol IPve #el IP 742 T
a) JHH 2l o]aﬂuﬁz a«] \:H_A =2 37@51—1/]1:}.
Firepower-chassis# scope fabric-interconnect a
b) ¥ IPv6 7o W el E A FY T
Firepower-chassis /fabric-interconnect # scope ipv6-config
c) He HHES dYsto] AA B IPve TAE ST Yo
Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if
d) o BEE gt A= #e IP T4 R Al EdolE A

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé ipv6_address ipv6-prefix
prefix_length ipv6-gw gateway address

e) /\]_/:Fé] :rL/Kéoﬂ Eﬂxﬂ}ﬂa ﬂu]bﬂ_qq
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Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

o
Tk ool A= IPva 2] STE} o] 2= B Aol E 9] o] & T,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

Ch2 dlloll M= 1Pve ¥he] QIEf | o] = R Alo| E o] & -4 it

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPvé6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé-config # set out-of-band ipv6 2001::8999
ipvé-prefix 64 ipvé-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

W=l Aol d Al IP 7

%

Firepower 4100/9300 A A]ol] A A A of Zg|Alo] A A IP F42Z s =
th 28 A st WA FXOS & ol A 1P AR5 WA g v, o E el Alo] A el el A 1P
HE WA oF

e
Rl

Firepower Chassis Manager& A}-8-3}¢] o] 2] M7 & A| =3P A u| 27t TekE 4= JdHFH ok 2HA)
A Aqu] 2~ TS 9318 W FXOS CLIE AFE-3l o] 8 gk 17 & F=af &l oF gt
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L 2AIA

A1 FXOS CLI®| 1At} (4] 2= FXOS CLL 9 7l o] A & #2314 A1 2.)
A2 =24 tute] 22 HeE A A o).

scope ssa

o

scopelogical-device logical device name

uu
X
w

#el REAEROR WIS A S N2 Bl RE2EY detol g

£ hg ot 2 Ahol Hol gtk

ASA =24 tubo) 29| £ 74

a) =% utel s he] RERENS Y
scope mgmt-bootstrap asa

b) &3l it P REE JE )

scope ipv4_or_6 slot_number default

i)

.

o) (IPvaTH ) A IP F2E5 AT
set ip ipv4_address mask network mask
d) (IPveqt s ) Al IP F4E AA T}
set ip ipv6_address prefix-length prefix _length number
o) AelEgle] FaE 4P
set gateway gateway ip address
T ARG,
commit-buffer
ASA =214 Huto]l 2] S aE Y 14!
a) FHsE P PESERS G
scope cluster-bootstrap asa
b) (IPv4rt &) A} 71 P& A STt
set virtual ipv4 ip_address mask network mask
c) (IPveRt 3 ) Al 71 1PE A At
set virtual ipv6 ipv6_address prefix-length prefix _length number
d AP Es 2gduh
set ip pool start ip end ip
e) AlelEdo] a5 AAT Y

set gateway gateway ip_address
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H TAL AR,
commit-buffer

Firepower Threat Defense®] 563 % 2l 2~HY +4
a) =9 tutel 2 phe] REXEDS Qg
scope mgmt-bootstrap fid
b) E¥el dgtp R=E Pt
scopeipv4_or_6 slot_number firepower
c) (IPv4dt 3 Al IP =45 AT
set ip ipv4_address mask network _mask
d) (IPv6T 3% Al IP 28 A4 3T
set ip ipv6_address prefix-length prefix_length number
e) AlolEfle] #4252 I
set gateway gateway ip_address
f) & AN
commit-buffer
21 2~H & 74 2] 7 $- Firepower 4100/9300 A Aloll A2 ¥ 7} of Z ] 7l o] Aol thalf A} 1P

G2 Aok FTh A 7F el 2E EE HA T4 ) A9, T A9 2t o Z e o
Kol thal o] 2] & FAE w3 of g,
A

o 3l o] REAEHN AR E xSt
£ 4%

scope ssa

b) slot= W& A A3 Th
scope slot slot_number

0 olZeAIM JxHsT W9E ARG
scopeapp-instance asa_or_ftd

§) B HEAED ARE A gD
clear mgmt-bootstrap

o T ARG
commit-buffer

ofZ e Aol d S v ZA sty

disable

commit-buffer
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. Firepower 4100/9300 2} A] o] & 7

et
=

S 2~EH Y A 2] A9 Firepower 4100/9300 A Al ol 12 H 7]
FEXES JHE 2 -3 v shal of o) A A] 7 &8 2~ H
AR O] ZF e EE Al o] Aol disl o] gk Al E W g of g T

e e |

A6 cHE] Aol o] L e}l Aol aL &5o] thA] ekl A El 7 H W ol E e Aol & thAl 24 3t

U,

a) ssa BER UA 9| S A4 g
scope ssa

b) slot® W& XA}
scope slot slot number

0 NEEAIM 2T 2R WAE AT e,
scopeapp-instance asa_or_fid

d) ol=gAeldS dAstgun
enable

€) 4E AU

commit-buffer

£

o

2t o Z e Aol Aol thal o] 2] 7k TAE NkEefof STt

Firepower 4100/9300 A} A] ©] & * 7

A28 Aol

Firepower 4100/9300 2§ A] o] AF-&-% o] 53 FXOS CLIONA] W7 8 = gl5 o

EZEAA

FXOS CLI°| 44 g vk Al 2~ FXOS CLI, 9 ¥l o] #] ZFa1).
A2 Nzg REZ Sofzht,
Firepower-chassis-A# scope system
73 WA o] 8L FAFU T

Firepower-chassis-A /system # show

w74 A o B TR

(RUBNA)
X,

. Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager - 7}0] =, 2.2(1)
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Pre-Login i\ .

Firepower-chassis-A /system # set name device name

A28 Aol ERAAE AR o

Firepower-chassis-A /fabric-interconnect® # commit-buffer

of

ok ol lebo] 2 o] B2 WA U .

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address
New-name Stand Alone 192.168.100.10

New-name-A /system #

Pre-Login =l

Pre-login W1 7} 91 2. A}-8-2}7} Firepower Chassis Manager®l] &= 1913 wjj A] ~glof] vy ]|~ E 7}
FEA A YT AFEA7 WA A] PH A OK(EFR)E S8 A A8 AL o] 5 H UG X F X E ZF
o] IAIF Yt Pre-login ¥iU 7} 74 ¥ o] A 20 H AFEA} o] T3 B S EEZE Fo] vEE
A Y

AHE217HFXOS CLIS %191 8h i, vl e 5 3 8 3 =7} el ] Aol il o) (A 3 4597
EAEU

Pre-Login v 4] A3 A]

o
o

A1 FXOS CLI¢| ¢

A2 Bt REE S

L ZAA

Az th(l A 2~ FXOS CLI, 9 #| o] #] 1),
ER S

Firepower-chassis# scope security

913 ujy Bel RER Sojhty

Firepower-chassis /security # scope banner
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. Pre-Login vl L] 4

@14 U H S 28k pre-login MU & wHE Y T

Firepower-chassis /security/banner # create pre-login-banner

@A 5 AF8-AF7} Firepower Chassis Manager B-5= FXOS CLIO| 221213} # o] FXOSol| A AF-8-A}ol Al 3 A]
affoF & w| A A & A

Firepower-chassis /security/banner/pre-login-banner™ # set message

pre-login | #IA| A B| 2 E S 12 517] 919 o5}t FAp7F 4 Hy vk

A 6 & EO| A pre-login Wi WA A& &g} o] o &= 01 E% ASCIT 2115 AR 2=
FU A 2o O2ES g d = om 24 =9 A £A 7= 19244 Yt = Ako] ol Enter
syt
& t}g %ol ENDOFBUFZ ] 8 &} 1L EnterS =2
HA X A 3} AAE FH AEE Y cerl 2 cE 54
A 7 A28 A EWAH S Aul )

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

iy xo,

=

e
oo

U,

o
k5 ol el A = pre-login Wi U & A4 & o}

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Pre-Login W\ 7

EERE

A1 FXOS CLIC| 12 g th(2 42~ FXOS CLI, 9 ¥ o] #] a1,
HOREE gy

Firepower-chassis# scope security

W mok B e 2 Selzh ),

Firepower-chassis /security # scope banner

(RUBNAU
)

ey
X
w
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Pre-Login 1l ] 2} .

pre-login-banner ¥\ B ot R =g 5o 7t}

Firepower-chassis /security/banner # scope pre-login-banner

A}-8- 217} Firepower Chassis Manager 52+ FXOS CLI®| Z1213}7] ol FXOSO| A AF-g-=}of| Al 3L A
afoF & w| A A & A Pt

Firepower-chassis /security/banner/pre-login-banner # set message
pre-login i HIA| A B] A E S 12 517] 918 o5} FAp7E 4 Hy vk

3 F S E O A pre-login Ml WA A& Y H Y} o] o= o] W EF ASCIH A= A& 7
AFUth Ay g Y~EE e ¢ dom 7F o A 4 75 19289 Ytk & AFe] ol Enter

FEUh
%] 8 t}2 %<l ENDOFBUFE ¢!
HAA] A )8} JAE H2stEH ctrl Y cE TR Y
A 2~E Ao ERAA S Al

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

Gl

=

JE
e

g

U,

3}al EnterS =

o
t}2 o ol A = pre-login WU & A Ut

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Pre-Login vlj L] 2} A

(RUBNAU

ey

2
—

EERE

FXOS CLI®| <12 g th() Al 2~ FXOS CLI, 9 3 o] %] Zkar),
Het R EE Y,

Firepower-chassis# scope security

WjY Bek E 2 Eoj g,

Firepower-chassis /security # scope banner
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A 2B ol A pre-login WU = 2FA $h T,
Firepower-chassis /security/banner # delete pre-login-banner
A28 Fgol EAAAE AT

Firepower-chassis /security/banner* # commit-buffer

o]
U} ool A = pre-login ¥l & A} A g T}

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Firepower 4100/9300 A A| & 5%

L ZAA

Overview(7H _Q_)E }\‘] 122 '(:5]'031 Overview(7H _8_) flﬂ O] X] =29 14 Tq-
Overview(7l] &) 7| 0] #] ©. &% 9] ol A] Chassis Uptime(A) Al HEF) S ol 91+= Reboot(2] F-9)E =&
e,

Yes(o1)E 2231 Firepower 4100/9300 AH A1 2] A 117] & el g}
Aol 45 28 ol djol 27l 402 AL 5 2

Firepower 4100/9300 A A| 211 117]

oA 3

L ZAA

Overview(7| )& A &3} Overview(7] Q) | o] %] & Lt}

Overview(7]] £) #H] o] #] 2 % ]l A Chassis Uptime(*] Al HEF]) Aol 91+ Shutdown(X tF2-)=
=83y}

Yes(ol)Z £l 3}o] Firepower 4100/9300 A A1 2] A9 1171 = el gt}
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A 2Eo LA E BE =74 t]ulo] A7F AAH o 7 AT)ew & ZF vl RE/ez o] Ao AX
31, mpA] RS & Firepower 4100/9300 AH A & €l o] 7 Ut

T4 29

FXOS CLIE A}-8-3}4] Firepower 4100/9300 A Al & 37 7] P02 HAs 4= 9l HUt)

s
=

= =94 tulo] A FA L E3FEle] AfA] o] RE AL} AL %] &t} o] Axab
| A1 np AL AL-she] Al ~E1L A A4 5] W Firepower 4100/9300 A Al o] gl &
oF FUTHE7] T4, 6 01X AR =),

td

b e 1
(m b fu
2z
9 o 1>
gmiz rir
=<‘)1=4

e w2

2
il
>,
2

(A1 8] A}3}) erase configuration 2 O A A | A AuLE glo] A A AL A A A FEU L AnE
gho] M 2~ FA S A A = A 5o = v dAE AR

scope license

ol

deregister

Firepower 4100/9300 Aj A1 & &= 5 &3k A7 ol A tupo] 27} Al A g Ut tufo] = 8] BE 2fo]
M2 Ef| B E B 1247k A AP T

=24 el d2agn.

connect local-mgmt

Firepower 4100/9300 A A] ol A] BE AFEA}F A S X2 A E L T4 7|2 02 BsH
W o B3-S 4 ey ok

erase configuration

Al 22 oll A RE ARG A} A A& A sk wA A E BA R

Y TELE yesE Aesto] 7L ATk AL HIF T

HE AFEAF G4 ©] Firepower 4100/9300 A A of| A 2] 9] %1 9= A] 2~ ¥l o] A F-&] Ut}

l

A+=1D A=A A H

%7] 74 ©] % Firepower 4100/9300 A} A] 1 of Z 2] A o] A o A A}-8-5}7] 9] &+ =} 2] A SSL Q154
F AT AZA 7 A AEE Aol B2 Fetol9IE Heb Aol o & AE0 2 A e
ZHUTh Al o] E HEF-$-A = Firepower 4100/9300 A A] 5 Q1 E] o] 20 2] S M A~ )
Firepower 4100/9300 A A] o] o 4| 2~3} 2] W W A Q15X S b8l 22 AL-g-2}o] Al & 78} SSL 2 1L
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£ E A YT FXOS CLIE A}-8-3}¢] CSR(Certificate Signing Request)= A/ 3} 2L Firepower 4100/9300

ALl A A ID ISM E AA s v A AHEE 5 sy T

o] ID Q1A & A}

S8t SetolAE B A7 A4S A Feh FaL glo] 4§ A28 ZA Y

ZEZAA

@1 FXOS CLIo| AA37 T} (A 2= FXOS CLI, 9 F| o] A & 234 A1 L)
A2 B RES 9Y
scope security
dA3 7] FYe A YTH
create keyring keyring name
A4 TiQl 710 e s ArlE A d YT
set modulus size
SAs TS AU

commit-buffer

GAl6 CSREE=E AT 7] &2 %’é(‘ﬂ]' subject name) 2.2 A SAE AT = 9l
A H AN A AHRE 36 e S 58t F 0 ALy wAdS AYA o2 ARE

CSREE=E 74 uf QI5A 1] ”“ﬂii dEstete 252 EVF FAE YL
create certreq certreq subject name
password
set country country
set state state
set locality locality
set org-name organization_name
setorg-unit-name organization_unit name
set subject-name subject name
GAT S AN Y

commit-buffer

GA8 Q1T Sl AT CSRE WEHU T )15 7] ¥E CSR& AH&-8te] ID Sl oA & B U T

a) A CSRE EAIFH

show certreq

b) "-----BEGIN CERTIFICATE REQUEST----"& A] 28} 3L(3Z3}) "-----END CERTIFICATE

o Al
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REEESETERPEN |

MIIC6zCCAAMCAQAWAzZELMAkKkGALIUEBhMCVVMXEzZARBgNVBAgMCkNhbGImb3JuaWEx
ETAPBgNVBACMCENhbiBKb3N1IMRYWFAYDVQQKDA1DaXNjbyBTeXNOZW1zMQOwwCgYD
VOQLDANUQUMxGJjAYBgNVBAMMEWZWNDEyYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9wOBAQEFAAOCAQS8AMIIBCgKCAQEAsOONSgagkfz2£i4JVEANG+7YGgcHbnUt7LpV
yMChnKOPJjBwkUMNQAImMQsSRODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKVObttYg3kf/UEUUgk/EyrVg3B+u2DsooPVg76mTm8BwYMgHbJEV4Pmu
RJWEB8YEVVWH7JTE1j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3GIITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBornyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQkOMSAWHjACBgNVHREEFTATghFmcDQOxM]jAudGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsSFAAOCAQEAZUfCbwx9vt5aVDcL+tATUSXFE3LA310ck6G)1INVOW/ 61
JBNLxusYilrZzZcW+CgnvNs4ArgYGyNVBySOavJO/VvQlKfyxxJ10Ikyx3RzE]gKO0
z2zyoyrG+EZXC5ShiraS8HUWVE2wEFM2wwWNtHWtveQy55+/hDPD2Bv8pQ0C2Zng31
kLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8zREOWT+xHtLSgqAqg/aCuomN9/vEwyU
OYfoJMVAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

exit

& sl e 715 }% M ﬂﬂ% H”é% D E%Hé— i Eég—wq,

F3 FXOSE 7}A & RE ID Q154 &= Base64 2] olojof ghujt}. 915 7| ol A & ID 91 %
A AlQle] th2 8219l 749 WA OpenSSLY 7> SSL &5 o] &350 o] & W gha|of g
o},

ID JI5A ANE FAZ A EHEE EIEE A

create trustpoint trustpoint_name

sh o] A ol whet 11 Ao A, 15 7] ol A & ID Q15A AN S 43

i FHASAEAESE AT THY A Eﬂ~ﬂ%vﬂﬂ%ﬁééﬁﬂﬁﬂuw
Y E g A wl 9o FERIFAE a1, 7L ol ARl 7 FHATAE B
<% U tH(E BEGIN CERTIFICATE % END CERTIFICATE ZH
S E2E ¥RIE HAlslo] ZodH YT

set certchain

o All:

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Trustpoint Certificate Chain:

e

>MIICDTCCAbOgAWIBAgGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQQODAjBTMRUwW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/ISZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAxXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTc1NjU2
>WhcNMjAwNz I 4MTgwNjU2WjBTMRUWEWYKCZ ImiZPyLGQBGRYFbGYj YWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBgggqhk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRoqZKnkeJUkmlxmglubaDHPJ5TMG£JQYszLBRJPg+mdrKcD1
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>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/ zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIKkwEAYJKWYB
>BAGCNxXUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxXPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYh1lsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr

> ==

>ENDOFBUF

% ARG

commit-buffer

ot

E#XE %9

¥RAE R

A==

exit

7] ¥ REg Solziyrt},

scope keyring keyring name

13EA A A ERj~E ZRIES CSR tisf] A e 7] |3 A4%
set trustpoint trustpoint_name

A e AL ID JAFAE 7HA F Y T

set cert

A S AFIID ASA ] &S BAEFH

ol A

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

>MIIE8DCCBJagAwIBAgGITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODAIBT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwNDI4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUZETMBEGA1UECBMKQ2F's
>aWZvcem5pYTERMASGA1UEBXMIU2FuIEpvc2UXFjAUBgNVBAOTDUNpc2NVvIFNS5c3R1
>bXMxDDAKBgNVBAsTA1RBQzEaMBgGAlUEAXMRZnAOMTIwWLNR1c3QubG9jYWwwggEi
>MAOGCSQGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZQ4 3mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 SmMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1HLPvOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftg2MONVIkdkFRG0OJqge/IG8a4s/9D82a
>/cujcbO0hNssvmAhhlVql PGnodNR7TMEfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
>AAGjggJIYMIICVDACBgNVHREEFTATGhFmcDQOxMjAudGVzdC5sb2NhbDAdBGNVHQAE
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwWYDVRO jBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1UdHwSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ04 9bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>Y¥YmxpYyUyMEt1leSUyMFN1lcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXNOaW4sREM9bG9jYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsSYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuUQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLUS5B
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWXVY2F's
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsGAQQBgjcUAgGQUHhIAVWB1AGIAUWB1AHIAdgBl1AHIWDgYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
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7] 20

A 21

oA 22

A 23

7] 24

7] 25

) 26

oA 27

woemazd a4 |

ks

s

>sgoIK60akbjotOTvUdUd9b6K1Uw=

>ENDOFBUF

A2®l RER Sojgiy.,

scope system

M)z~ BE Soj iy,

scope services

A M E AHESHES FXOS 9 M Bl 28 A duth

sethttps keyring keyring name

FHE ARG,

commit-buffer

HTTPS Aot A4 ¥ 7] F5 FAFUT o] Aate] 3gtAlol A 433 7] & o] 55 vt sfoF §y
thoshd E9 el 7] 2 7] ¥ o] 5ol TTPS AW 7} o} 2] A QIS4 & AHE-8H=5 o] E
HA 2 APy

show https
o A

fp4120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower cert
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

=<
>,
il
2
T

7 & ¢lZ A 2] U] 8-S A}l Certificate Status 3L©] Valid= FA] ¥ =%] gF¢l 3t}
scope security

showkeyring keyring namedetail

o All:

fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail
Keyring firepower cert:

RSA key modulus: Mod2048

Trustpoint CA: firepower chain

Certificate status: Valid
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Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, 0O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:03:43:8d:e6:06:a0:91:£6:76:7e:2e:09:54:40:
0d:1b:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:£f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:€6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8£:8d:c3:8a:4a:09:9f:
9€:49:29:12:26:44:c1:d5:91:da:29:5f:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:c4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:e£:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£9:ae€:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:04:26:a7:bf:20:6f:1a:e2:cf:£d:0f:
cd:9a:fd:cb:a3:71:0d:21:36:cb:2£:98:08:61:95:
5a:05:3c:69:e8:74:d4:7b:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Alternative Name:
DNS:fp4120.test.local
X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c
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aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZTOvYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQQOBYj cUAGQUHhTAVWB1AGIAUWB1AHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=
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olo] Y X2l Trust anchor’} & &= AFUTH A ASAME

7d 8] EHCE FRJAE A= oF Ut

7} . e FXOS&

3
pch
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FECAR A4 = AF A

L REREE TR

015 A = Base64 91 79 X.509(CER) & 2] o] o] of gt}

Firepower-chassis # scope security

71 B9 o] &5 A4 gt

Firepower-chassis # create keyring keyring-name

SSL 7] Adej(HI E)E A Yk

Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
EdAAS ARG

Firepower-chassis # commit-buffer

o]
U2 dllell A=

Firepower-chassis# scope security

71 A7) 102441 E 9] 7] & A 3ot

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

71 7] % %H/‘ﬂ*é

/security # create keyring kr220
/security/keyring* # set modulus modl1024
/security/keyring* # commit-buffer
/security/keyring #
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Firepower-chassis # scope security

714 7] el digk 7] & Bk RER o3
Firepower-chassis /security # scope keyring default
712 7] % ARA:

Firepower-chassis /security/keyring # set regenerate yes
=AM ARG,

Firepower-chassis # commit-buffer

o

U ool A= 712 7] | & A8d Ut
Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

B BEE PP
Firepower-chassis # scope security
7] Foll gk 4 == Sty

Firepower-chassis /security # scope keyring keyring-name

o|\

A A ¥ IPv4 H+= IPv6 =2 W+ fabric interconnect®] 0| 5 & AF-&351o] Q154 24 & w5} ¢l
A gl gt HE S E JEstets 2R 2 EV A Y th

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}

EAAAe AU

Firepower-chassis /security/keyring/certreq # commit-buffer
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Firepower-chassis /security/keyring # show certreq

of
U o= 712 FHA 02 7] ol tigh IPv4 F49 3| Q154 84 & WHEa AT

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8qMZ04UGGILKFXQQc2c8b/vil2 rnRF8OPhKbhghLALYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGALIUJEQEB/wWQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQue LTNPnrndgqUwuZHUO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

cheol S & 2]

* BEGIN ¥ END &
IFHEAS

Sl

o A& A A S A A S} Trust anchor = F-E] BES Al ] Q1 F Ao t 3k Q1 5A] Q1S A T}

EE HApsto] vkl

= A4
T - —
ol 273 o] 3% wUS Trustanchor EE=S1F S o2 A

Aoz 7] Fol gt s 83 A

nel mEE QL

Firepower-chassis # scope security

. Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager - 7}0] =, 2.2(1)



]
s}
1l

s gder s g daazs el 44 [

7] ol thg P4 BER Sojzhh

Firepower-chassis /security # scope keyring keyring-name
NEREE ER ELsla

Firepower-chassis /security/keyring # create certreq

3)A} 2 A @ ot #7h e ARG,

Firepower-chassis /security/keyring/certreq* # set country country name
277} 4 A ¥ DNS(Domain Name Server) 545 A 4 g1 T},
Firepower-chassis /security/keyring/certreq* # set dns DNS Name
A%A 243 AAH ol mlel FAE AAFIT
Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

Firepower 4100/9300 A} A 2] IP F4 5 A A gt}

Firepower-chassis /security/keyring/certreq*# set ip {certificate request ip-address|certificate request

ip6-address}

A2AE LT HALe] EAPE 9127 AlS/A e A g

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)
ASME 248k =4S A I

Firepower-chassis /security/keyring/certreq* # set org-name organization name

%7 w98 A4,

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
QAZA 270 g v AN 52 A QU8 AL,

Firepower-chassis /security/keyring/certreq* # set password certificate request password
ASHE A 38k= 3ALe] EAE AR A/E=E AZ U

Firepower-chassis /security/keyring/certreq* # set state state, province or county
Firepower 4100/9300 A} A] 2] FQDN(Fully Qualified Domain Name)2S- *] A 31 t},
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
EAAHL ARG

Firepower-chassis /security/keyring/certreq # commit-buffer

Trust anchor T 915 51 0 2 BAbste] A% % 5 9 AFA 29 EAT L

Firepower-chassis /security/keyring # show certreq
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Firepower-chassis# scope security
Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreqg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04

Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg*
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

set country US

HH o H o H I

MITIBfTCB5wIBADARMQ8wDQYDVQODEWZzYW1 jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKnlt8gMZ04UGQILKFXQQc2c8b/vil2rnRF8OPhKbhghLALYZ1F
JgcYEGS5Y11+vgohLBTd45s0GC8mMARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgMBAAGY
LTArBgkghkiG9w0OBCQ4xHJACMBOGA1UJEQEB/wQQMA6CBNNhbWMWNICECSE1XAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXr1lHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

chol A 1)

set dns bgl-samc-15A
set email test@cisco.com

set locality new york city
set org-name "Cisco Systems"
set org-unit-name Testing
set state new york

3
pch
o

* BEGIN 3! END &5 %33 Q154 84 o] 9 AE S JALsto] spd el A4yt 7] Foll th gk
ASAE DS AT, A5A 8o £3¥ 39S Trustanchor == 15 THOE A5

o A 2] A A S A A8}l Trust anchor = 5-E] HES Al ] Q15 A of tf 3k
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Firepower-chassis # scope security

A B A AL AgAgety )

Firepower-chassis /security # create trustpoint name

o] A1&] A Aol 3t S AR E AT
Firepower-chassis /security/trustpoint # set certchain [certchain)]

W o AFA ARE A AA] F2 49, FE CA(Certificate Authority)ol] <15
Trust Point &5 = A SAE Y518 = T3 2 EV FAE UYL ST AR E ¢
o] ENDOFBUF & ¢ & 3lo] ¢hx 3ttt

T8 9] % A = Base64 21 59 X.509(CER) & 2] o] o] oF gh] ).

EdAAe ACEY

Firepower-chassis /security/trustpoint # commit-buffer

o]
b2 ol M= A8 A& jbE L A1E] A Aol didh IS4 E Als gyt

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkqhkiG9OwOBAQQFADBOMOSWCQYDVQQOGEWJIVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvdXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkqhkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1d3mkOVx5gJU
Ptt5CVQpPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BASTCOVuZ21luZWVyaW5nMQ8wDQYDVQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/ zANBgkghk iGO9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVVYVYVYVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #
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B aczazq9e9

okl A @ 2]

Trust anchor 2= 15 ST oA 7] & ASAI & whol 7] ] 02 7hA U th
7] Bog ITA 714 7]

A2k817) Ao
c 7] Q1Z A0 Olg A5A A Eaahs A8 AWS TA T

* Trust anchor == Q15 S ol A 7] & ASA & 7HA ST

L ZAA

Firepower-chassis # scope security
G2 ASAE FA1E 7] ol i 74 RER Soj i th
Firepower-chassis /security # scope keyring keyring-name
9A 3 7] B AFSAE 5418 Trust anchor = Q15 T ol tigh 4l A H-& A4 F .
Firepower-chassis /security/keyring # set trustpoint name
A4 71 F AeME dE R 2= st s Ay
Firepower-chassis /security/keyring # set cert

S E 3L E of Trust anchor T2+ Q15 £ o 2 K] ub SA HAEE Zojd Ut Q15A 9

= o =
HFE T Zoll ENDOFBUFE ¢l 5to] Q154 o8& da gy

T8 9] Z 4] %= Base64 21 7% X.509(CER) & 2] o] o] o} g},

A5 EAAA S AR

Firepower-chassis /security/keyring # commit-buffer

o
s ol M= Al E A3 S A8t IS E 7] B o= A 5 H T

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

> MIIB/zCCAWgCAQAwgZkxCzAJBgNVBAYTA1VTMQswCQYDVQQIEwJDQTEVMBMGA1UE
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BxMMU2FulIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzARBgGNVBAST
C1R1c3QgR3JvAXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYOAMIGT
AOoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

VVV VYV VYVVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

cheol ST 2l

HTTPS A B A& 7] g o= A3}

HTTPS 4

e HTTPSO|A] AL&3hs S5 9 7] & W4 LY3He] HITPS 4 & 28 F EA4HE 437
U A st Alul A} BE § A HTTP 2 HTTPS Al o] &gt}

L RAIA

Firepower-chassis# scope system

WA2 Mg AN RES dEE
Firepower-chassis /system #scope services

7 3 HTTPS A ¥ =5 &4 31 o)
Firepower-chassis /system/services # enable https

A 4 (A8 AR HTTPS A 40 AHE 3 X EE A Gt
Firepower-chassis /system/services # set https port port-num

A5 (A= AR HTTPSOl thall 498 7] o] o] 5& A A FH .
Firepower-chassis /system/services # set https keyring keyring-name

A 6 (A8 AR = Q1| A AF-8-3F+= Cipher Suite H.9F 288 %] gt}
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode

cipher-suite-mode™ Th& 7191 & % st 4= lFU T
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* high-strength
* medium-strength
* low-strength

* custom- 282} 7 9] Cipher Suite AFY A2 & A AT 5= A FHUTh

@A 7 (A8 213} cipher-suite-mode”} custom O = A A F 7 9- =] 2l o] off 3F Cipher Suite H.QF2] #H~H]

7 8

g S A A U
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string< 3 t] 256A}°] ™ OpenSSL Cipher Suite AFY 2 =3l oF Ut} &1 =
59 A AR F EU o & (=2 50), +EA 71 5), (Bl ), (FE)2 A E T S Y
o} A gk W82 http:/httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite S 33314 A] 2.

o 2 S0] FXOSI A 71 gk o2 AL ah $7k 2 AJ BAG & ew} 2an,
ALL: 'ADH: 'EXPORT56: ! LOW:RC4+RSA: +HIGH: +MEDIUM: +EXP: +eNULL

Eig cipher-suite-mode”} custom ©] 2] 2] Lo &2 A A E o] gl o o] FA4-& FAFH YT},

(R E AP AFA A B2 012 B4} = w B SHE o,

set revoke-policy { relaxed | strict }

A9 A28 AN ERAN S AR,

Firepower-chassis /system/services # commit-buffer

of

O}2- ool A= HTTPS S &4 315 oL, ¥ B o 5 44302 A 4311, 7] & o] 52 kring7984
2 A7 3}a1, Cipher Suite H.QF &l ¥ high® A A sla, EWHAAS AUl gy}

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

HTTPS = E W 7

)

s}

O:

m%
¥
rir
=
X
[-'El

HTTPS A H| 2= 7| 24 0 5 X E 44394 A 3lE o] )J<5Y Tt HTTPSE H| &4
HTTPS $1 40l AH8-3 X ES WAT 4 5T
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L 2AIA

kg

Platform Settings(= 2 3% 2 4) > HTTPSE A & g
HTTPS A4 o] Ab&-3F L EZ Port(EE) Lo 19
Mu) s 7] A 02 FE 443004 &4 s
Save(XHE ==yt

Firepower A Al = HTTPS X E 7} X4 H el = +AH Ytk

HTTPS X E & W7 gt S0l = A A o] =& HTTPS Al o] TE g UTH AFE A= th- 3} 2ol Al X E
5 A}-8-3}9] Firepower Chassis Managerol] ThA] 21215} of 3t T},

ST 1265535 Aol o) A% QT e o

https://<chassis mgmt ip address>:<chassis_mgmt_port>

olul <chassis_mgmt_ip_address><T 827} 271 :IL JS A8 59 Y H 3 Firepower A A] 9] IP
Th Ee TAE o|F oY <chassis_mgmt_port>% W 74 $F HTTPS LE YUYt}
S 2 A A

Firepower-chassis # scope security

B 7] 9 AR g

Firepower-chassis /security # delete keyring name
ERAA S AU

Firepower-chassis /security # commit-buffer

o]
U ool M= AR A A& A A

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.2(1) .
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A Aol 7] Fol A AHEhA e HeF o,

L 2AIA

WA wek wER So gy,
Firepower-chassis# scope security
SA 2 W AE A S AR T
Firepower-chassis /security # delete trustpoint name
93 ERAH S AR,

Firepower-chassis /security # commit-buffer

o

U el M= Al E A3 S A gy

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0

Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS 1] g4 3}
EXRE

GA1 A 2E REE 9]

J

.
Firepower-chassis# scope system

WA2 A2g AH 2 BES gH P
Firepower-chassis /system # scope services

A1 3 HTTPS A M| =& v &/ 8t ety ot
Firepower-chassis /system/services # disable https

A 4 A 2=E o] ERAAE S AR T
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AAA A

AAA 7 1.

IYYEXN |
Firepower-chassis /system/services # commit-buffer
o]
Uh2 ool A= HTTPSE Bl 24 shstal ER A S 7Bl Yt
Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
o] MAe| A= 91, MG o] & o] 71 o] el AW I Th AA T NE L g FES Fars
AL
AAAE TFE ko] B Al Aol S Ad Aul = gFos, 4N FART AHEFE B2
s A R| 2ol g g el Do AR E AlTFUT o] AL A UEY A ¥e] B Heks
da Fad Hrow 2FHY
5
ZL A28 Folaly] Ao] WE AL§ o B AW ES YHFES QP PHOR &
T2 QARG A FRl WS AlS U T AAA A H = AREAE] QIS A8 dIAE S vl o] B o] 2o A
4 B A9 Lol W v, el o] QA ks = el o s
F QgUTh AL WAl AR5 Fom, Qe Asfeki vl =92 94|27k AR H T,
e Al S Z 38 Al A ol ui gk #e] 2 S Q1S58 = S Firepower 4100/9300 A A1 & -4 & 4= Q)
Y
s HTTPS
* SSH

5 0]
Ao E AL FANE TRAZE G A2 S G BF, T hs EE A0 § T
& BUFHE AU AE AL AZHE AF AL P A2 e BF IO B S
L
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)T} E L AL A T MM A F 2aH]FHE B aAE AU of 7)ol = Al 2E AFE A 7F ALEA)
7FAA T BUlAY = dHolH o] ¢ Tl X o7 SN EA DAL T AR 7=

= Tl o] Fol A o)== AF F-of Ajof, -, FF A, dAas FEE B &G A Sgol ARE

&

o 7he- 7} ) ALS 5 e EUh A Fofol M=
5 shelaof gtk ol ke W & B o w AL gL Q1% B A Yol

AAA 7B
AAA M B = A 2 Al & el AR = HIEY A A Y

=0 A H
o =
ol ARG AT A 2T S G @ hssh u] 2 E A S A ‘—H—% FAGIT o7}

TR B4 S A A ol 8 & 2 A g

=7 dlo] g o] 2 A ¢

Firepower A Al = AF&AL7F ARG 2L 220U S A& 7 = 2 dlo]HHo] A&
A H Al 22 dlo B Ho] 25 AFE-3to] ARE-AL Q1F, G Fof B o] 7' & Al

LDAP #| &<} 173

LDAP A& A}2] &4 -4

o] ZFe] ol Al A B L EEAsA A g 7] A AU Tk 7 A Al
ol &gk &4 T shufoll ek A A o] L 7 - Firepower eXtensible 23 | Al o A= sl A4 &
AR&skaL 7] A S FA Y U

Active DirectoryS LDAP A ¥ & A}-8-3}= 7 9-9ll i= Active Directory A ¥ ol| A AF-&-2} A1 4 & YA 5
o] Firepower eXtensible <% A Al 2} v} G T} o] A S vE5 ¥ A F+= v WU E 7FA oF T
t}.

L2 A A

Al 1 Platform Settings(Z 2 3% A ) > AAAS A B3
w7 2 LDAP ¥< 283t}
@A 3 Properties(5579) G G oA v 2 =5 AT
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oap A4 44 |

1% EE
Timeout(X] 7+ 7)) 7 = A1zke] 23} 7] Ao A] 25 0] LDAP H]o] ] o] =] @12 A]
S8k ¥ Was M) del YUtk
1-6039] 55 9 Frieh. /1 gk 302Gtk o] £4 & 2

Attribute(54) 2= Ab

g7} olak 9 271 Qel o3 %S A 4aH LDAP 44, o] 44
o g o Bk AU T A AHe L8 A Bl B EE F skl of

&4 ol B3} Ao e REUTh

Base DN(’] - DN) 9= A7 4§27k Zorelskan A 9o A AL o] ol 7] et AL
4 DNE Qo w3 A ) el A 1A A 2ok sHe

LDAP Al T30l M 54 & a4t o] 5 Y vt 712 DN ol =
o] 2552k A CN=$userid Z o] = wl Ex} =2 A A= 5= 9l &Y

t}. o] Suserid™ LDAP 2152 AF-&-38}] Firepower A A] ol < A]
25 AlEdhs Y4 AAAE AE U

o] %4 YU of ol A 713 DN A 45HA ekow 4
o] 8H= 7 LDAP A3 4] 31& A 8l of F k.

Filter(ZH) 2= LDAP 7 A& A o ¥l L] 9} A X3} = AFEAF o] B0 2 A3k Y
t}.
O e} H

A 4 Save(H7hHE S FU T

theoll =3 e A
LDAP Al-&A-5 A4 gyt
LDAP A5 Z} A ~J
Firepower eXtensible =% | Al o A= 2 o] 1671 2] LDAP Al & A5 A L3t}
Al 287 Aol

| &= Active Directory 4] B ol A A}-&=} A4 & A &}

Active DirectoryS LDAP AW 2 A}-&-3}+= 7§
ddUT o] A S R EHA FEREASE 7”4‘3% Iy

o] Firepower eXtensible =3 | A &} v}
=3

EERE

A 1 Platform Settings(Z 3% 4 ) > AAAE A B}
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A3 F7Fe ZF LDAP Al-g Aol thall tha& 8 du v

a) LDAP Providers(LDAP A| 32}

Aol M Add(FTHE S 3t

b) Add LDAP Provider(LDAP A| &2} 571 t 3} d=pol| A th B =5 23 .

Address)(2 2~ E ©] E/FDQN(&=
cIPFa)TE

o & B
Hostname/FDQN (or 1P LDAP Al &A7} & S AE o] & == [p F42 YUl SSLo|

ddstel 5ol 2 J‘E = LDAP "] o] E] H| o] 2~ B9} Q1 Z 4] 9]
CN(Common Name) ¥} 7 &3] A =] & of gt}

Order(so4) 2=

Firepower eXtensible &% A A | A A& 215 Q1F5-317] 913 ©]
AP A A BhE A gL,

Firepower eXtensible L A Zﬂ of| A Firepower Chassis Manager
Y= FXOS CLIOl g o 5 o] Q1= th& A #}ell 7]wbato] th5
oR LG FS T AT THRES el 1~164be] o] A%
£ 9838 AY lowest-available =5 0(52 A 0)S YHT

U

Bind DN(¥}S1= DN) 2 =

7] DNoj| 81 B 214 o thf} 917 2 AA Adlo] 9=
LDAP tl| o] E] H|o] & o] 7}£-E o] 315 o] Z(DN)YJ Y t}.

AP E = FH ) FxE 4ol ASCI 2554 Ytk

Base DN(7]%- DN) Z =

AA AREA7E 2118 L A 22 §llof| A AF-8-Z} o] Fof] 7] =3
"]“Q“X}DN do L A ek uf A ufol] A 3 A S Al A}alf oF s}
= LDAP A= T x| A EA T af o] &9 th 7] 2 DN Z o]
= # o 2557} 4] CN= $user1d 4 o] § LR R
AHF Y ol W $useridi= LDAP 21 5-& AF-8-3}¢] Flrepower
Chassis Manager %=+= FXOS CLIO| A A A5 A =351 94 A}
/A= Ay

o] k& 71 DN9] 7] EZko] LDAP ol A4 & %] 4o 7%
LSRR =

Port(LE) 2=

Firepower Chassis Manager %=+ FXOS CLI®| 4] LDAP Ut o] E] H]
o] 29} EAIS u Al EE = X E HD}. ¥+ XE HT =389

Ay,

Enable SSL(SSL &4 3}) A =

=1
Hi- A~

o}

o] SHelehg M BT 49, LDAP ol o] Ej o] z:o)o] F410] 9t
517} 9 8 gk o] Feleto] el ghe B, A% Ju
o) [e)
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Filter(Z &) 4 = LDAP 342 A o ¥l AE o} A &= AHE-AF o] 5 0.2 A3
Yt
o] gk-& 71¥- HE7F LDAP Holl A=A & 45 Ha gy
.

Attribute(34) 2 AREAE A B 2 el thal 5k A St LDAP 4. o] &

e olE AT AT A A dl =S A2t
of o] &4 o] F 3 YA F= fhe sy
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Capture Session(7] %] AlA) ol A A 4 € 2% A A 5o FAFYLE dA 44 93
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54 3 A AL AHA s A Al ol B DSk Delete(2HA) HES 29 YT
BE A 7 A AR S AAISE H 37 A Al E-5 9]l 91 Delete All Sessions(5.+ Al
AAA)HES S T

UEYIT AZAA g AE

A2l el

2E O] F EE IPv4 T4 E AHEEHE U ES) Aol A thE tnke] 28 pingdle] V1R U ES L A
Bl E e W ping B H < ALGFUTH BAE o] B i IPv6 FAE AHESHE U ES) F6) A T}
& tlvko] = F pingd} 2] ¥ ping6 H & AT T

BAE O HE IPv FAE AFESHE U ES) F0) A The tulo] 2o tF 4R E 48w
traceroute " 5% AL§ FUTh SAE 0] Ei= IPv6 F45 AHEaHE HE G A th tute]»

of t)3t 4 25 343} traceroute6 H 7= A& T}

* ping % p1ng6 WH L 16cal- mgmt oA AFRE S 9l )

o ol

° ping Ué %‘ 2 module E]_Eoﬂ /‘1 = A}%%E} ‘}F“ 9}\%14 ‘3}
* traceroute 2 traceroute6 5 & < 10cal-ngnt LEO| A AFEE = A HF LU T

» traceroute " % 2 module R EO| A = AFES 5= 9l 5 YT
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E]”\%‘ Ué ‘j’g % 8}‘/}‘% (?:} E:JIS}‘O:] local-mgmt 5‘31{? module EEoﬂ 0375_'%1/] E]’
* connect local-mgmt

* connect module module-IDconsole

o) A

FP9300-A# connect local-mgmt
FP9300-A(local-mgmt) #

S AE O]|F EEIPV4 TAE AL U EY A A U & gufo] 25 pingsle] 7|2 UEH T AA

g H2EFU.

ping {hostname | IPv4_address} [count number packets 1 | [deadline seconds ]
seconds 1 | [packet-size bytes ]
o A:

of ool A= U EH Ao 9= thE tute] 25 129 pingdto] A st WS Bl Sy

FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 eth0O: 56(84) bytes of data.

64 bytes from 198.51.100.10: icmp seg=1 ttl=61 time=0.264 ms
64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms
64 bytes from 198.51.100.10: icmp seg=5 ttl=61 time=0.216 ms
64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
64 bytes from 198.51.100.10: icmp seg=7 ttl=61 time=0.223 ms
64 bytes from 198.51.100.10: icmp seg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp seg=9 ttl=61 time=0.227 ms
64 bytes from 198.51.100.10: icmp seg=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp seg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp seg=12 ttl=61 time=0.261 ms

---198.51.100.10 ping statistics ---
12 packets transmitted, 12 received, 0% packet loss, time 11104ms

rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms

FP9300-A(local-mgmt) #
E o8 i IPvé 748 AHE S MEAN DA T tile] 2ol thg B2
PN

traceroute {hostname | IPv4_address}

o) A

FP9300-A(local-mgmt) # traceroute 198.51.100.10
traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets
1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms

2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms 2.028 ms
3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms 0.577 ms
4

netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms 0.289 ms
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FP9300-A (local-mgmt) #

i

?1'711 q (}ﬂE—u. A}ﬁo}) exitE ?:} E—ﬂ] 1:5}04 local-mgmt ZE& %‘Eé}ﬂ 34@}94 Eﬂ‘ﬂa] T %O}‘QH 1’4'

19_'74] 1 E]'% ug Eg % O\:} E_:]' 6‘}0:] /eth-uplink/fabric ASRER = }\] Z}%‘_q E]'
* scope eth-uplink
* scope fabric {a | b}

o) A

FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

7 2 show port-channel & 7 Y 2 sto] 2121 0] whe] A e B 2bs el 3 A TE Y HEE %

Al gy
o A
FP9300-A /eth-uplink/fabric # show port-channel
Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell?2 Data Disab
led Admin Down Administratively down

48 Port-channel4s8 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

A3 S HHEH S YAFY] jport-channel REE A 25 7

e
[
i
0}
5
[m
o
s
mlm
=5
>
o
i
°

* scope port-channel /D

o All:
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FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

A 4 show HH S 1 3te] A H LE Aol dig e RS TAIFYT

o All:

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

@71 5 show member-port '8 %S & 3le] X E A d o] W] X EO tfgl e RHE AT

o) A

FP9300-A /eth-uplink/fabric/port-channel # show member-port

b
!

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #

EE AU a4 trpol o] @98 w7k b 25Ut EE AU el A
A AABAY =24 luhel 27k AR A9, LE AG e QA FoAbH 2 AshE o,

T‘;_]’lﬂ 6 %7]' XE iﬂ% E—l LACP Xé E.%‘ E.E:]T‘ji /eth-uplink/fabric/port-channel EE% %—E%}fﬂ_ E]’% Ug
HS Yol fros REE AZFE YT

* top
* connect fxos
o) A

@A 7 show port-channel summary %S ¢] g sto] AA| X E A dof tgt QoF AR E TAI G
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o All:
FP9300-A (fxos) # show port-channel summary
Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

10 Pol0 (SD) Eth LACP Eth2/3 (s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1 (s) Eth2/2 (s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5 (D)
48 Po48 (SU) Eth LACP Ethl/1 (P) Ethl/2 (P)

=7} show port-channel 2 show lacp ™ % 2 rxos Lo A AF&-8 = F Ut} o] 2]t & thek
st X E Ad 9 85 EY, 72 H, A 52 LACP JHE R A8 d AFSE = lFU T
ool =& 2]

¥ E A9 AA 3¢ AW E EtherChannel(EE A '9) 7}, 132 Hlo] A o] &8 FHxa A Q.

Az E g o] ool A 2T

A 2a7] Aol

Al 2=¥le] 3 A Q) H) & el ol A E o] Aol 7h Al et thg A | whet A E o] ¢
Nﬂﬂ %%?ﬁ%ﬂ% o] LR M 2E $ndtelH 7 ~EE oW A& TFTP F-9 3L, A Al
akaL, A o] m] A & Abg-aho] F-dsfof gt

4 FXOS W el that B+ oA & 7hA & 5= 5 U o

* Firepower 9300—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252 & flowid=77282&softwareid=286287263

* Firepower 4100 Series—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423&softwareid=286287263

B olu|X]o) = Al Ao M g o] EgE o] 95Ut ol & Eof tha2 FX0S 2.1.1.649] #A| &
ol A JuTh

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA
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| &2

axegel gojn %7 [

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

T2 AA
ROMMON©]| oA ~g T},

@) % LEo| AAFT)
b) AlEle AR g

A2ge] 292 A Astn], 28 2 A 2 Foll FHErhe Bhe] vz} EAH T,

¢) 7+ ET}S Fo| Escape 7] %] ROMMON 5= 2 Soj it}
o) A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

ﬂéﬂEﬂﬂﬂ%TmP g3t
a) ﬂam e Yupa,
&ﬁ&ﬂﬂﬂﬁ 54

T AF Y

rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>

U,

A
A 55Ut ping 8 S AF&-31o] TFTP A B ol th 3k

rommon > gateway <default-gateway>

Jol Ego] IP 47} 22 A A A=A 8o

FU Tk set 3
DAL HiEY
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b) Z]~E}E o] v X] & Firepower 4100/9300 A Al ol] A M A| 2~ 7155+ TFTP U] € H 2] o] FHAF U T},

L ZJ 2B E o] A Bl WS = M5 WA W59} AA 514 25Ut Cisco.com 4= E 9
o] th EF?ﬂﬂXV%HFXOSﬂ%P+ J2EE o u] x| Zh g & Hoj g ARnE 3
= T AsyH

¢) boot ¥ & AH-E-5Fo] ROMMONGSI A o] | %] & F-& gt}

boot tftp://<IP address>/<path to image>

i

i Firepower 4100/9300 A] Al 2] A ufj dof 2= USB &3l 4+¢] ¢ USB | t] o] tjufo]
£ AH&-3le] ROMMONO A Z] ~BLEE F 3 5 QG th A|~Fo] A T o
USB tjuto] 25 4§l et 749 Al =515 2] F-9 3l oF USB T Hfo] 27} Q12

Jehl = Qe # FA 7L e TE A 2EE of v %7} =gy,

tio

o] 2] 7} 5241 %)

o All:

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

|

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

iiadssasisssasisssasiisssaiiissaiiisasaiiissaaiitsasiiisasiiiasaRiiisantis;
igddssasisissasisssasiisssaiiissatiiasaiiissasiiissasiiisasiiasatiiisantis;
igadssasiissasiiissasiiissatiisaniiiasasiiasaiiisaniiisaniiisaniisssti

File reception completed.

Firepower 4100/9300 A Al of] W 2 =3 Z) ~ELE o] n] 2| o} Y x| 3}= &7 A| 28] & ] =} o] u] X
& 2=yt
a) T A 2=E g e A) o n]x

USBE &3] o] gt o]m x| & T} =
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switch (boot

( config terminal
switch (boot

(

(

) #

) (config)# interface mgmt O
switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if) # no shutdown

) (config-if) # exit

) (config) # ip default-gateway <gateway>

) (

config)# exit

switch (boot
switch (boot
switch (boot

b) ¥A Aol A bootflash® &7~ A 2~8 B ]z} o] v A & FHAFG L o}
switch(boot)# copy URL bootflash:
the B 3 shbE A stel b4 9191 e) URLS A4 ek,
* ftp://username@hostname / path/image name
* scp://username@hostname/ path/image _name
* sftp://username@hostname/ path/image_name

* tftp://hostname/path/image name

o Al

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_ images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot)# copy
scp://<username>@192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

¢) OlHAE AT A S = Firepower 4100/9300 A} A ol E-AFSH & nuova-sim-mgmt-nsg.0.1.0.001.bin]l
A BE] A} ol u A 2 symlinkS RHEUTH o] 3 228 BE|xt ojujA & 2= wAYFo| &
gl Ut ol oW A& REdte AL 5= & A glo] symlink o] &2 A4
nuova—sim—mgmt—nsg.o.1.0.001.bin°] o] o gt}

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

of A
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if) # exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config)# exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.2(1) .



A a2 |
| EEEEEESEEEE

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

A4 e GERES A AE oA S et

switch (boot) # load bootflash:<system-image>

o All:

switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

glo] o] 4 o] 1A 2 2 Eshel a1 A EA B

{1
gk
R
ol
A
gﬂ
Ao
-
=
D)
it
fu
[t
ro
-
v
dlo
ol
o
o

B3 o WA BT oln A E REd A% sl g

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

A1 6 Firepower 4100/9300 A Al o] A AR-&-3F Z 2% HE o] A & th2 = 9 A X T} 2hA g U] &2
ojul =] e], 43 F| o] A & FadFA Al L.

o) A

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.2.1.1.73.SPA

. Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager - 7}0] =, 2.2(1)
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Tftp 192.168.1.2 0 Downloaded

FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

O PPN P PR

é?

A 2Fst7] el

Supervisor?] =X = Z A 7} EFE 2L Al 2BV S ] o] g o2 Al Ee = gl A - ok A b
2 7| ~ELE

S AbE Bol A2 8E B8 4 SlIh of TR AT Shastel W 2 SEhE ol vl & TFTP 38
shar, Zeh A8 AE RS, A A 283 wel 4 o)1) A B the e, A o] 1] A8 Abgeke] 1Y

sk gt

et
=

o] Aapol = Al S Al A E o] EFF UL I A3} Al 2a' o] Bt § 93] vhA] -4 &

of gk,

Cisco.com®] b5 919l 4 57 FXOS W el thk H57- oJ W] A & 7hA & 4= 54 o

* Firepower 9300—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252& flowid=77282&softwareid=286287263

* Firepower 4100 Series—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187 & flowid=79423&softwareid=286287263

2 o)) A= A 9] H 1 shelo] Egu o} YT o & Eof the- FXOS 2.1.1.649] B o]
IRDIS]ES

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

EZEAA

ROMMONZ®I| A 23t}
a) =& Y Eo| AZAFY )
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A a2 |

b) A2Eg

d
Alzaglo] Y& Al gah, 25 2 A 2 Fol 7 ETH Bo] vzt EAH U

c) 7IET}LE Fol Escape 715 =2 ROMMON B =2 S0t}
o) A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.

use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

Yk,
Aol E o] IP F27h Suk 2 A A4 H A= BRI T set
A5 YT ping ¥ 8 & AH&-3Fo] TFTP A H ol theh 122 H|

7] ~E}E o]u] 2| & TFTP -4 &
a) Jm IP 2, ¥he] Uvpss,
S AHEEt Y s B

T AFHTL

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>

l>‘
(M of
ot off

rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) Z]2~E}LE o] X = Firepower 4100/9300 A A] ol A N A 2~ 7153+ TETP t] 2 E] 2] of] H-AFgH T}

Z1~ELE o]n]x] B Ho+=HE v8]d HE o X sHA &5Y T} Cisco.com 2L E ¢
o] & 2= H o] %o A FXOS W A3} Z) ~E}E o|ux] 7Fu|F S Ho]FE= ARE 2
o >~
=T

i
=
A

¢) boot ¥ G- AH-E-5Fo] ROMMONGCI A o] | A& & gt}

boot tftp://<IP address>/<path to image>
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Firepower 4100/9300 A A] ©] ™A s dof| = S
2 A}-8-319] ROMMON©O| A Z] 2B} E S He 3t 91%143} Al 2=Hl °l A A W
USB trto] 25 A8t 49 Al =8'S 2] -8 8l oF USB tluteo] 2=7F 212 g Yt}

tio

o] %) 7} 541 F)

o All:

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

vrebl = o] # A 7F LhERd thE 7 22BhE o A7} R =gyt

e

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

|

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

iiadssasisssasisissasiissatiisaaiiiasaiiissasisisasiiisasiiasatiiisantis;
igadssasisasasisissasiisssaiiidssaiiiasaiiissanistsasiiisasiiasatiiisantis;
igadssasiaissasiiissasiissatiidsantiiasasiiasniiissniiisaniiisaniisssti

File reception completed.

>~

Z) ~E}E o] u X7} 2 =¥ T init system " B S AL-&510] ZEA S A E
init system ™ %2 A| 2 Hlof| T} 2 =¥ HE AX E o] o|uX] W Al '] B E A8 L85
ZYPAY FRI=E A F U o] WS &8ss b 9F 20~304% A 5

o All:

switch (boot)# init system

H‘I
B~
fo
I

i
)

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] y
Detected 32GB flash...

Initializing the system
mke2fs 1.35 (28-Feb-2004)

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager - 7}°] =, 2.2(1) .



Checking for bad blocks (read-only test): done
Initializing startup-config and licenses
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

GAl4 ET o] 2] & Firepower 4100/9300 Af A] of] T Z =3t T},

a) B olnAE ke REsew we) 1P a4 2 Ao Eelo] & A4 sof Gtk USBE

oA B e 5 T

switch (boot) # config terminal

switch (boot) (config)# interface mgmt 0

switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown

switch (boot) (config-if) # exit

switch (boot) (config)# ip default-gateway <gateway>

switch (boot) (config) # exit

b) A Aol A bootflashZ 5 o] 1| X] A 7] & EF HAF T

switch(boot)# copy URL bootflash:

the T 3 shbE Abgstel b4 & 519 e URLS A4,

s ftp://username@hostname/path/image name
* scp://username@hostname/ path /image name
* sftp://username@hostname/ path/image _name

* tftp://hostname/ path/image_name

o A

switch (boot) # copy

A a2 |

53 ol el

scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA

bootflash:

switch (boot) # copy

scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA

bootflash:

switch (boot) # copy

scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
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bootflash:

c) OlH|AE A FH S = Firepower 4100/9300 A} A o] H-A}$F £ nuova-sim-mgmt-nsg.0.1.0.001.bin®ll
A B A ol u A & symlinkE THEUTE o] A= 228 A} olu| R & e wAY S &
HEUTh oW o|n A& Z =8} AL sh= A & &gl o] symlink ©] 2 &7
nuova-sim-mgmt-nsg.0.1.0.001.bin®] o] oF 1t}

switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

o A

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TEFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

29AE 2 YT

switch (boot) # reload
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o All:
switch (boot)# reload
This command will reboot this supervisor module. (y/n)

[ 1866.310313] Restarting system.

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'

Or can not find correct boot string !!
rommon 1 >

7 22EhE 9 A2 o] ) o] A Y o,

rommon 1 > boot <kickstart-image> <system-image>

25 Al 2"l o] n| X 7} 2 =5 &= =oF g}
A= QEASHAl A 4 sy .
o A:

rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096

01/01/12 12:33a <DIR> 4,096 ..

01/01/12 12:16a <DIR> 16,384 lost+found

01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29a 330,646,465 fxos-k9-manager.4.1.1.69.SPA

01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin

4 File(s) 946,269,798 bytes
3 Dir(s)

?

y

A a2 |

o] d 2 B A} A3 WA A 7F FEAIH UL o] 2] ] HA]

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA

1 Kickstart Image verified successfully 1

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592

Usage: init 0123456SsQgARAaBbCcUu
INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome..
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Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed

Unpack CMC Application software

Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to "nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

oA 7t REW 27| 4 AAS Yttt TEZEVF ZAR Y A § 8-S 27] 4,
6 T o] A & L34 Al L.,

Firepower 4100/9300 A Aol A} AFE-3F ZHE HE o| v A& Th 2 =gtk FRE HE o7 B
A& A 2B Eotel] ALg-gk o] m x| oF Y X &|of T}, ApAI S U8 o] m|#] ], 43 H| o] A &

LB A L.

o All:

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #
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GA9 o] GACNA R rER FAE S o|n A S AX YT
2 AHE A RS QEEyy
Firepower-chassis /firmware # scope auto-install
b) FXOS ZIF HES A3t
Firepower-chassis /firmware/auto-install # install platform platform-vers version_number
version_numbere= "3 2| 5?1 FXOS & & HE9 M HE Y vh(el: 2.1(1.73)).
©) MRS AAT RZEYO] 7] AE WA AT Th A AF L 2ﬂxﬂ A E =)Aol

A7 H FXOS EHE REE o] 9714 7ko] W] E@ o] Q=7 el FUTE E3 7] E A4
FR¥ 3 A 2go] Yoreo)me] AR AP ofof dhrka P gt
vesZ este] A2 A% T 214 Ao,

d) yesZ Peisto] AAE A% AAA FASA o A she] B2 HaFu

Firepower eXtensible - A A= HES 45E F31 74 845 fJado| =AY A
zedyn.

e) fdadlel= TrAAS RUH Pt vhe- o] gt

* scope firmware< ¢} & 4 T

* scope auto-install §J = 3 o}

» show fsm status expand2- ¢} & gt}

A 10 A ~ES e

o All:

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

o

.

AN 2Ee 7F 1ot BB/ ADS 3 thg mpA] 2O 2 Firepower 4100/9300 AjA] 9] A QS 7131
A A FU T o] SR A 2= ok 5~104 A e APt

AN A 2E A EE U E E U A H e 7 "Discovery( )" ell A "Config(T-d)" & uhl Th- w14
u}.o 2 "ok uhy Lk,

o Al:

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status
Server Slot Status Overall Status Discovery
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Firepower Threat Defense = 2] 2~E] #H o] AJ3)] & .

1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

Overall Status(¥1 4] 4F¥l)7} "Ok"ol ¥l A 2=810] 278 ATk, o 5] ok o] Feo] o1 25 AT
Aeha(etol H2s 74 F) 3014 vivkel 28 thAl A slok gk A4 & v 8-

* Firepower 9300 W2 A] 2} 7}o] =—http://www.cisco.com/go/firepower9300-quick
* Firepower 9300 373 A7 7} o] =—http://www.cisco.com/go/firepower9300-config
« Firepower 4100 Series W2 A] 2} 7}o] =—http://www.cisco.com/go/firepower4100-quick

* Firepower 4100 Series 27 A4 7}0] =—http://www.cisco.com/go/firepower4100-config

Firepower Threat Defense = ¢ 2~F] HH 2] A3l &=

(HUBNRU

o] Aa}=5 #23}4] Firepower Threat Defense”} 41 2] ¥ Firepower 4100/9300 2] ~E] W & ThA] &
2hel el R A etal Alsl] Bt AlVE] 0E e - Sy A 23U S 28 Y fH Y
A4 5 o] 9)+= Firepower Threat Defense ol = 2] Al o] A W A o] 5 7] 3} 5] X @82 A Hlo]H =24 ¢
npo] 25 93k ol x| WA JHlo] E, 46 T o] Ao Lo} = GAIE Tt HHS FdstA A
gl oF .

A #ke7) Aol

Firepower 4100/9300 A A ©] w=2] 4] tufo] 2~ g H 2% 5140 A o] 39 XML 95 =4 75F
HEZ WEWad 74 HEWY] 75S AR E Yo ARAIgE W82 4 7 S 7/ B 7] AR,

189 #| o] A& FHarstA Al 9.

EEPNFY

W el % QghTh 142 7hA 2 = el o)
©7],192 o)A A& F23 A A L. o Ee Al H A7 A LT
Is)

2ol 42: 7 okoll -9 Fh,
o A T 2E W 2 R Mol DAHES el Aol A% 1AL AP FUT S
2018 A Bl A g s el tl@ A A =l d tukel 28 918 olml A vl Al o]k,
46 oA AL F23A A 0.
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RN

. Firepower Threat Defense = 2] 2~E] ¥ o] A3} &

oA 4

of Z2 Al o] A A2} Y 1 & ¥4 3k $of &= Firepower Threat Defense 2 8 ¥ 72 o] A] 2} H 2 3} U %] &}

E5 HQFEES oA 27|18

a) Security Modules/Security Engine(=.QF &

b) Reinitialize Security Engine H &< 3}

c) Yes(eh)E S8 ste] MA S g1y 1
2 A AF Yk

off Zg] Al o] o] 22}l el 7t 5 a1 Sl ~H o 2dg Y}

ofZ g Alo]d A A M A A s o] A el
a) FXOS CLI®| A Security Services(H.0F AH] ~) =5 A

Ak
firepower scope ssa
b) eNZe Al I8l =S FAF T
firepower /ssa # show app-instance
o A:
firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Profile
Name Cluster State Cluster Role
ftd 1 Enabled Online 6.2.3.1624 6.2.3.1624

In Cluster Slave

Firepower Management Centerol| A & @ o] B. W1 & 2} A - U}, Firepower Management Center -3

7hol 2ol A nEeo] B Wl AA"E FESH A 2

-4 Firepower 9300/4100 & 2 ©] B. §-11 - Firepower Management Center®l] THA] 527131 T}, Firepower
p p g p

Management Center 1-/3 7}o] Eof| A "S 2] 2~ #IH wA"E F23H4 A Q.
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43 100, 101, 102, 104, 106
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T4 7EA 7] 189
T4 7t 72 7] 189
A gk A 189
Az 189
T/ WEU7] 189
71E 8 dHE 31

.

dx 88
TETor A 88
gx 2 A ZE 86
T 86

=24 Yulo] 2 46,140, 144, 146, 154, 158, 169, 170, 175

=23 A4 144,146

24l 170

o] ] Alo] A QAT A AbA|

A4 169

Ad FE 169

olu| x| M HJHo|E 46

o]s] 175

= 2~¥ A4 140,154, 158
=84 fulo]l A~ A4 £8 169
=24 tjnfo] 2o A4 169
=L

D

date 86
H7] 86
DNS 123

=

A 32 202
XE g AE 202

=]

Hiy 73,74, 75

pre-login 73,74, 75
RS EE 185186

oAl =713 186

el s 185

=91 185

A7 185

HAY 117] 186

AL A7l 186
HeFBE UhA 27|31 186
HOFRE U AU 185
HAd RE AHA 185
Hol ®RE A7)/117] 186
Het EE &2 18
HIH S 27,31,32
=4 31

Zo] AL 32

WA k7 3

A 27
HUH s 29t 30,41

HdHS 7|5 29-7] #

AE 30

N

AN

AHE 94
SNMP 94
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AFE-2} 26,27,30, 41
ZAZQF 30,M
g 2 26
HYHE A F 27
g 30

AR A ;M
HdHs 229 41

AR o] FH-E 30
HHEHSE 223 30

AFEAF QIE Aol 2~ 1
overview 1

WAl 6
27174 6

AAL #HE A 1
AFEAF QlE H o]~ 7l 1

AL e ZUEE 2

AA A7 23 34,35

AT E o] Foll 204
5T 204

=49 9k A28 209
535 209

FTog A4 88
Al E5- 204, 209

AR 92
olFLE 30,41
ZAZ AT 30,M
¢ "ol 140, 146, 158, 169, 170
=] % tulo] 2 AFAl 170
598 98 o] =84 tulo] 2~ A4
o Z g Alo] A QlaE s 2bA 170
AA 169
AZ EF7 169
Ze 28 A4 140,158
olul x| 43, 44,45
e 43
T2 &2 45
Cisco.com®| A T} 2= 44

Firepower eXtensible &3 A A 2R F HE J1eo|=

Firepower Security Appliance®l]] ¥ 2=
ojm A ¥ 46

AelolE 46
AE 32

712 32
AF+ 99

HR 99

146

SlE]Flo]~ 131
T4 131
4 13

=

A4E 23012 67

4455 5

IR [

=

27174 6

3

AR E], SNMP 94

==A
R

=
=

=
=

7]

% 34,35

timeout 34, 35

2 2~E 140, 150, 154, 158
A3 140, 154, 158

AH 150
Y 2~E¥ 142,151,152
] 152

network 152
S 2H Aol HA 151
redundancy 151
size 151
device-local EtherChannels, 2~ $] %] | A -4

= 99,100, 101, 102, 104, 106, 109
2F4] 109
A4 100

AZFA 7F4 271 106
Q1A 2 101,102
1287 100

AH 99

EYAE X0E 104

o

m

of

1=

E

Al A\]2~ 94,100, 101, 102, 104, 106
HTTPS 100, 101, 102, 104, 106
SNMP 94

= 92,95,96
2HA] 96
Ag Aé 95
AKX 92

B AE ZQE 99,104,110
2k 110
A4 108
AKX 99
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Breakout X E 133

L
call home 18
)7 74> 195, 196, 198, 199, 200 HTTP Z=A] T4 18
HZL A A Al 2HA 200 chassis 2
A7 A A A 196 A BUEY 2
2 WA A A= 199 Cisco Secure Package 43, 44
P2 WA AD TA 199 HH 43
ZJE 198 Cisco.comol| A Th-&-2 = 44
PCAP 3¢ t}&2= 199 Firepower Security Appliance®l] 4 == 44
s§Z1 4 A A AFA] 200 CLI, %% (Command Line Interface)
R WA A A 196 CLI(Command Line Interface) 9
WA A vl B RE 199 SR RS
oo 47 CLI(Command Line Interface) 9§ 4|2~ 9
Aagol= 47 clustering 138, 140
Heo] dagol= 47 Wy 8- A 138
YE Y 132,202 SEESo] adol= 138
74 132 AEZEo] 87 A3 138
status 202 spanning-tree portfast 140
X A7 87,88 CSP, %2 Cisco Secure Package
A4 87,88 Firepower Al A] 2,6, 76
Zz3e 30 FH EUEY 2
WS 30 AH= 76
ZARENE  43,04,45 A 17 16
TA4 B 45 z271 74 6
A o]= 45 Firepower Al Al A4 1171 176
4R 43 Firepower = 0Z HE  43,44,45
Cisco.com®| A T}&-2= 44 T2/ E 45
Firepower Security Appliancedl] 4 == 44 ool = 45
AE 43
A Cisco.com®l| A T}2 = 44
Firepower Security Appliance®l]l A Z= 44
AAA 112,113,116, 117,118, 119,120 Firepower Chassis Manager 1, 8, 67
LDAP Al 3AF 112,113,116 FaQ EEZ a0l 8
RADIUS Al &4} 116,117,118 AR&AF QI o]~ e 1
TACACS+ Al &#F 118,119,120 g R0k 61
asa 46, 140, 144, 154, 169, 170 Firepower eXtensible OS 45
=] A tufel 2 Al 170 =qF e Jadol= 45
=23 ASA =27 t]ulo] 2~ A 144 Firepower Security Appliance 1
= Aol A= AHA 170 e 1
a2 169 Firepower Threat Defense, 33 threat defense
A4 FE 169 foga 47
ol ) 1A Yelo]E 46 Arelel= 47
2o ~E A4 140,154 ftd, 73 threat defense
ASA o|"]x] 43,44 FXOS *§ 4], %3 Firepower Al Al
AR 43 HTTP = =A] 18
Cisco.com| A TF&-2= 44 T4 18
Firepower Security Appliancedl] 2= 44 HTTPS 8, 34, 35, 100, 101, 102, 104, 106, 107, 108, 110
authNoPriv 92 T4 107
authPriv 92 BRI s 2ok 8
Breakout #|©] & 133 H &3k 110
T4 133 ASA 7k 271 106

Cisco Firepower 4100/9300 FXOS Firepower Chassis Manager -7 7}-0] =, 2.2(1) .



[
it
o,
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71 = 4744 100
7] ©& A4 100
Eg2E ¥20E 104
FEWA 108
timeout 34, 35
LDAP 112,113,116
LDAP Al¥ 2+ 113,116
2k 116
A 113
License Authority 19
noAuthNoPriv 92

NTP 86,87, 88
T4 86,87
2+ 88
=71 81

P

PCAP, 3% 3|71 744
PCAP 3¢ 199
2= 199
ping 200
PKI 99
pre-login B\ 73,74,75
2bA| 15
Ag /xé 73
T4 14

RADIUS 116,117,118
RADIUS A=+ 117,118
2hAl 118
A4 11
rommon 47
Aadel= 47
RSA 99

S

Smart Call Home 18

HTTP Z2A] 4 18
SNMP 91, 92, 93, 94, 95, 96, 97, 98

A3t 92

W7 3H 7|5 93
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AHE 94

AHE-AF 97,98

kA 98

SNMP (Al <5)
AF&AF (AlE)
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o 92
AE 9
#<l 91,93
ARYE 9%
E¥ 9596
2HA] 96
Ag/\g 95
SNMPv3 93
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SSH 34,35,89
T4 89
timeout 34,35
syslog 120
2493 74 120
24 A2 F4 120
44 g 4 120
system 6
27174 6

T

TACACS+ 118,119,120
TACACS+ Al &2 119,120
27 120
A4 119
Telnet 34, 35,90
T4 90
timeout 34, 35
time 86
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timeout 34, 35
% 34,35
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traceroute 200
A4 H2AE 200

U

users 25, 32, 38, 40, 97, 98

e 25
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H &3l 40
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g3 40

SNMP 97,98
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