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* Power Supply Type(
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Firepower-chassis# scope chassis 1

A e o] foke W v ohg e
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Firepower-chassis /chassis # show environment summary

ol

Firepower-chassis# scope chassis 1

Firepower-chassis /chassis # show environment summary

Chassis INFO :

Total Power Consumption:
Inlet Temperature (C): 32.000000
CPU Temperature (C): 47.000000

Last updated Time:

PSU 1:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
PSU 2:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
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PR ENERN |

FAN 1

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 2

Fan Speed RPM (RPM): 3388
Speed Status: Ok

Overall Status: Operable
FAN 3

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 4

Fan Speed RPM (RPM): 3212
Speed Status: Ok

Overall Status: Operable

BLADE 1:
Total Power Consumption: 216.000000
Processor Temperature (C): 58.000000
BLADE 2:
Total Power Consumption: 222.000000
Processor Temperature (C): 62.500000
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EXEC HEREQ top HH #
o] A E] EXEC E.=9] scope adapter ™ & /adapter #
Aol &5 EXEC R =9] scope cabling ™8 = /cabling #
Chassis(A Al) EXEC E.= 9] scope chassis ™§ & /chassis #
olg Yl Ay T ¢l EXEC =9 scope eth-server 8 &, ©] |/eth-server #
HE ) B E 519 Hae A A YA
EHEYth
olxj Yl Ay = EXEC E.=9] scope eth-uplink ™ & /eth-uplink #
Fabric Interconnect EXEC ZLE=9] scope fabric-interconnect | /fabric-interconnect #
o5
H ¢ o] EXEC 2. =9] scope firmware ™ /firmware #
S 2E oYl JEH oA~ |EXEC 2= scope host-eth-if ™ & /host-eth-if #
Za o] e W B39 WH 2
o] gl A A YAE] A g5
o T 2E oyl QIH H o] 2~
3 ‘j/ﬂ*o‘ /adapter # EEoﬂ /\1
AHE 7Hs Sy o)
o] Al ~ EXEC 2 =9] scope license ™ /license #
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BUEH EXEC X = 9] scope monitoring ™3 = /monitoring #
z4] EXEC X.= 9] scope org 8 & /org #
R ARAR EXEC 5= 9] scope packet-capture " & | /packet-capture #
Bt EXEC E.=9] scope security ™ & /security #
Server(X] H) EXEC E-=9] scope server § & /server #
/\1 HA~xzz2dg EXEC F=9] scope service-profile W | /service-profile #
Fa AE) 2 T2 S WA sEA L
TSR] vl Al Q.. =, create,
set T= = delete 319 B = {3t
S AH&3HA] mHA Al L
SSA EXEC 5= 9] scope ssa ™ & /ssa #
S EXEC X.E 9] scope system 4§ & /system #
7} HBA EXEC =9 scope vhba ™ 7 /vhba #
Zha ol e Y B ke WHEe
A A L= A EF T
7} NIC EXEC 2. =9] scope vnic ™8 = /vnic #

A7) weloll ALg 7hs g kW 4717} e,
* create object
* delete object
* enter object
* scope object
o A Ez AL AL Q2T 28k 9o A
A AR S e o

] %] i /& ARE-so] AREAF7F O]Z\—‘ﬂi 3
object "7 ol = & enter object 8 ¥ ©] 3 HF U T

AR AL Q122R 285t A A ] A] o] 3 e o] B vhe Eol v
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%] &}+= delete object X
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Command(™3 %) iy

create object F #HAIA 7 A H Y o

delete object WA 7} A AU o

enter object sfFel= A AA Y A R=TF A FHE Y

scope object A e FA BE7)F A 2= U )
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st eh e v A W2 A8 Al g WE S o WA Aol A KAyt
B T WEo] e A Eie)7E HE 2E2E oo YEbd Yt o] M1+ commit-buffer
B deshd A

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services
+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #
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1

e
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Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup

You have chosen to setup a new Fabric interconnect. Continue? (y/n): y

Enforce strong password? (y/n) [yl: n

Enter the password for "admin": adminpassword$%958
Confirm the password for "admin": adminpassword$%958
Enter the system name: foo

Physical Switch MgmtO IP address : 192.168.10.10
Physical Switch MgmtO IPv4 netmask: 255.255.255.0
IPv4 address of the default gateway: 192.168.10.1

Do you want to configure IP block for ssh access? (yes/no) [yl: y
SSH IPv4 block netmask: 0.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: y

HTTPS IP block address: 0.0.0.0
HTTPS IPv4 block netmask: 0.0.0.0
Configure the DNS Server IP address (yes/no) [n]:y
DNS IP address: 20.10.20.10
Configure the default domain name? (yes/no) [n]: y
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforce Strong Password=no
Physical Switch MgmtO IP Address=192.168.10.10
Physical Switch MgmtO IP Netmask=255.255.255.0
Default Gateway=192.168.10.1
IPv6 value=0
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .



SEEEN
B 24~ -moscu

DNS Server=20.10.20.10
Domain Name=domainname.com
Apply and save the configuration (select

o2 dlof| A= IPve T 45 AFEEHe] A S AU

'no' if you want to re-enter)? (yes/no): yes

Enter the setup mode; setup newly or restore from backup. (setup/restore) ? setup
You have chosen to setup a new Fabric interconnect. Continue? (y/n): y
Enforce strong password? (y/n) [y]l: n

Enter the password for "admin": adminpassword$%652
Confirm the password for "admin": adminpassword%652
Enter the system name: foo
Physical Switch MgmtO IP address : 2001::107
Physical Switch Mgmt0O IPv6 prefix: 64
IPv6 address of the default gateway: 2001::1
Do you want to configure IP block for ssh access? (yes/no) [yl: ¥
SSH IPv6 block netmask: 0.0.0.0
Do you want to configure IP block for https access? (yes/no) [yl: y
HTTPS IP block address: 0.0.0.0
HTTPS IPv6 block netmask: 0.0.0.0
Configure the DNS Server IPv6 address? (yes/no) [n]: y
DNS IP address: 2001::101
Configure the DNS Server IP address (yes/no) [n]:
Configure the default domain name? (yes/no) [n]l: y
Default domain name: domainname.com
Following configurations will be applied:
Switch Fabric=A
System Name=foo
Enforced Strong Password=no
Physical Switch Mgmt0 IPv6 Address=2001::107
Physical Switch Mgmt0O IPv6 Prefix=64
Default Gateway=2001::1
Ipv6e value=1
SSH Access Configured=yes
SSH IP Address=0.0.0.0
SSH IP Netmask=0.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=0.0.0.0
HTTPS IP Netmask=0.0.0.0
DNS Server=2001::101
Domain Name=domainname.com
Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): yes
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* ssh ucs-auth-domain\ \username@ {UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

* ssh -1 ucs-auth-domain\ \username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -1 ues-auth-domain\ \username
ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

* ssh ucs-auth-domain\ \username@ {UCSM-ip-address | UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1
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* telnet ucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

* telnet ucs-{ UCSM-ip-address | UCSM-ipv6-address }ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

Putty Eg}olAE A T TS A&t
o TFS- 0 2 27191 ues-auth-domain\username

Login as: ucs-example\jsmith
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scope monitoring
scope callhome
scope profile SLProf
scope destination SLDest
set address https://tools.cisco.com/its/service/oddce/services/DDCEService
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scope monitoring scope callhome set http-proxy-server-enable on
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scope monitoring
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set http-proxy-server-enable on

@A 2 ZEA] URLS A4
set http-proxy-server-url ur/
7N A url> X EA| A ¥ 2] http == https T4 Y Y T}
o A

set http-proxy-server-url https://10.1.1.1

9A3 XEE A h
set http-proxy-server-port port

o) A

set http-proxy-server-port 443

A 4 W3S 7By

commit-buffer

(%1 & A}3}) Call Home URL 2} 7]

Srof| Al 474 3t Call Home URL-S 2HA| 8t WA th5 HAFE AFE-sH4 A 2.

L 2AIA

w1 R Y e dE gy
scope monitoring

@A 2 callhome H ¢S &t
scope callhome

Al 3 SLProfileS &5t}
scope profile SLProfile

Wl 4 BAA 2 EAF .
show destination

o) A

SLDest https https://tools.cisco.com/its/oddce/services/DDCEService

A 5 URLS AHA gy o).
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register idtoken id-foken
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ool tuto] 20 B8-S H adtelw g

scope license

tio

%12l

ot

.

deregister
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scope license
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scope licdebug
renew
7122 02 1D JISA = o7l vt} A o7 ALl W, o] A 2 dleto] M E = 309 v 7Y

7
Uth o] & 50 QTE Yl A A~ 7]7Fo] A $HE 7d-$- B-i= Smart Software Managerol| A g}o] A A&
A5t Ag-, ol e & T sl e 55 S FFoE AT 4 Q5T

Al
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=)
=]
il

Smart License Satellite Server +-J Firepower 4100/9300 ~H *|

T} A 2} Smart Licence Satellite A H & A}4-3} % 2 Firepower 4100/9300 M A| & £ 81 W &

HolFUrh

A12FsE7] 7ol

* Smart Software Licensing AF4 2.7 A8 21 Ho] Ao YA H 2E AA| 24S 53y}

e

s Cisco.com®l| 4] Smart License Satellite OVA 3} S T} 2 =3} 31 VMwareESXi A W ol o] 34 &
A2 LAY o A A S W82 Smart Software Manager Satellite 41 %] 7}o] =&
o
¢ ASA AAo] o} §li= A5 oh AAE Faste 2 F o
« 7] FS AT B A4, 117 o] A]).

3 7] ol el QA 23S AT S0 7] Foll hsk A EA 2 A4,
119 5] o] A)).

» 0] 154 84S Trustanchor =& Q15 7|02 AF3)o] 7] HE AT A] AU & whsy

.

AT N LE S1EA, 7] H, EY]AE ZQE 116 #lo] A& Fa1sH4 A

>

EZEZAA

A1 Callhome tAF 2 2 Satellite A H & A g3t}

scope monitoring

scope call-home

scope profile SLProfile

scope destination SLDest

set address https://ip_address /Transportgateway/services/DeviceRequestHandler
@A 2 A} Trust PointE A/d s ol

a) WO WEZ qeah)
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scope security
b) Trust PointE AJ/d3lal o] 55 A A ot
create trustpoint trustpoint_name

c) Trust Pointe] Q1A A RBE X} 3HaL: 154 = Base6d 5 3} X.509(CER) & 2] o] of o
Sk
set certchain certchain
certchain 50 = o] A=x}2] 21Z A A AFZ @ F A}3F 428 Alo] BE o1 =] |0l A HE A}
Eaisi=g
HHEd S AHE A E& F 5, FE 2l =
A AH 55 E= 54 E dEstae 22 EV gAE UL Y A E 4 Y
o

i=] T
2 3o ENDOFBUF = ¢ 8 3lo] &7 gt}
d TE= ANTEY .

commit-buffer

o All:

firepower-chassis# scope security

firepower-chassis /security # create trustpoint tPointl0
firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkghkiGO9wOBAQQFADBOMQsSwCQYDVQQGEWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1IE1uYy4xEZzARBgNVBAST
C1lR1c3QgR3JVAXAXGTAXBgNVBAMTEHR1 c3QuzZXhhbXBsZzS57b20xHzAdBgkghkiG
9wOBCQEWEHVZZXJIAZXhhbXBsZS53b20wgZ8wDQYJKoZIhvceNAQEBBQADgYOAMIGT
AOGBAMZw4nTepNIDhVzb0]722Je4xAG56zmSHRMQeOGHemdh66u2/XA0Lx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt 6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGgITAJBgkg
hkiGI9wOBCQcxFhMUQSBjaGFsbGVuzZ2UgcGFzc3dvemQwDQYJKoZ IThveNAQEFBQAD
gYEAG61CaJdoJdaVMhzC1l90306Mg51zglzXcz75+VEj2I6rH9asckCld3mkOVx5gJU
Ptt5CVQPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfualLtvlWvihevskv0j6
JtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEGZYwgZOAFLINtcEMyZ+£7+3yh42
11do3n040XikdiBOMQOswCQYDVQQGEWJVUZELMAKkGAIUECBMCQOEXFDASBgNVBACT
C1NhbnRhIENSYXJhMRswGQYDVQQKExXJOdAWI2YSBTeXNOZW1zIE1uYy4xFDASBgNV
BASTCOVUZ21uZWVyaW5nMQ8wDQYDVQQODEWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWER
/2zANBgkghkiGI9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKgGQgXc
wR4pYi104z42/39Ijenh75tCKMhW51laz8copPlEBmOcyuhf5C6évasrennlddkkYt4
PROvxGc40whuiozBolesmsm)BbedUCwQgdFDWhDIZJIJwK5+N3x/kfa2EHU61idlavt
4YL5Jg==
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> ENDOFBUF
firepower-chassis /security/trustpoint* # commit-buffer
firepower-chassis /security/trustpoint #

@] 3 License Authority®ll Firepower 4100/9300 A Al & 55 31 Th(License Authority®ll Firepower Security
Appliance 55, 24 ¥ 0] #] #Z). Smart License Manager Satellite| A 55 E&S Q3 3} BA}3| ok
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scope license
enable reservation

GA12 o] d s o F 95 A g sk d:
scope license

scope reservation

i

GA3 dof e mEE AT

request universal

i

show license resvcode

@Al 4 Cisco Smart Software Manager 3 & 2] Smart Software Manager Inventory(S1 ¥l £2]) 3} S 2 o] 53} o]
Licenses ¥ < 8 g4t}

https://software.cisco.com/#SmartLicensing-Inventory

Licenses §]0] &= o] 7} E ¢} A9 BE 7] gho] 2~ Qduk 2 9 hy7F TA gt}
License ReservationS 28 3}3, A ¥ o oF 874 I =& el =}

716  Reserve License H &5 ¢ ‘4 =3

Smart Software Managerol| A 15 Z =& AAFULH Z=E U253 AY S HEER BAS 4
AF Yt} o] Al Aol A= Smart Software Managerol| )2} B}O] A 27  ALgE U

(UNNGD)
X
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FXOS CLIG A 2fo] A4 W9 &
scope license
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scope reservation
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U
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install code
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Q7 ehol Ak o] 4 B e £
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&2 2 © 2 Smart Software Manager
7HAHE T R E R frA B T Sl
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license smart reservation return

Firepower 4100/9300 A A 9] 2}o] X 27} S A] F 4~ 31 Evaluation(3 7}) Bl 2 A 3k Yo},

o

Smart Software Managerol| ] FXOS Q1 2~H =& 2k
& gy

show license udi

T~ X = FXOS UDI(universal device identifier)

Smart Software Manager Inventory($1 ¥l £2]) 3} © & 0]353}9] Product Instances 512 = 2] 1t}

I

https://software.cisco.com/#SmartLicensing-Inventory

UDI(universal device identifier)E A}-8-3F¢] Firepower 4100/9300 A} A] & 7 A gh o},
Actions > Removes B 3}iL, A ¥ W13 I =5 Aol H 3T

Remove Product Instance ¥ &< &8 3t}

QT 2ol M A7} ALE THe g F = W E U )
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Smart Software Licensing 5.1 E] & .

GA T A 2=ES A F-E U T} Firepower 4100/9300 A A] 2] 58 WH of] o &k 2FA| ¢k U] -8 Firepower
4100/9300 A A] 2] -8, 90 Ho] A A H S 28 A Q..

Smart Software Licensing .1 & &

ehol 2 HHE nelW the 3RS sk Ale.
* show license all

22E 2ol 412 A, 2evh
g e, QERe B E 4

* show license status

* show license techsupport

Smart Software Licensing 7| =

7% ol& e Sl A

Firepower 4100/9300 | A] 2] Cisco 27} | 1.1(1) 2mbE A2 E o] gho]d o A= g

E 2T Ed o] gol i ol E& sty #eEl e 5 sy
b obE celdisi 54 AW WE
o 454 @it 2§ ehol
715 ded Fa glo] &84

FUTHES Al E AT E o] go| A
Aol gl d= A FH oS
ghiroll & = 15 Yt} Smart Software
Licensing 1-/3 < Firepower 4100/9300 A}
A v o] 2 o) 1ok 15 2 L U .

714 4 7 deregister, register idtoken,
renew, scope callhome, scope destination,
scope licdebug, scope license, scope
monitoring, scope profile, set address,
set http-proxy-server-enable on, set
http-proxy-server-url, set
http-proxy-server-port, show license all,
show license status, show license
techsupport
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LDAP A}-8-2} <24 of th gt 41 01D
/\

$-& =3 CiscoAVPair <5

CN=CiscoAVPair,CN=Schema,
CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration, CN=X
instanceType: 0x4

uSNCreated: 26318654

attributeID: 1.3.6.1.4.1.9.287247.1
attributeSyntax: 2.5.5.12

isSingleValued: TRUE
showInAdvancedViewOnly: TRUE
adminDisplayName: CiscoAVPair
adminDescription: UCS User Authorization Field
oMSyntax: 64

IDAPDisplayName: CiscoAVPair
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7 4

*local- 27 Q15 A4
e none- 4 A} A7 B UH T E X AR 3 BILIEE F &
* radius- RADIUS {15 #| 4

* tacacs- TACACS+ ¢l A 4

(L8 AL ek A%, A ATA 1EE APk
Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name

(R ALg) o] Ewele] iz ALg Aol ik A3 g Abolo] 518 H ol Axke A FY
=

Firepower-chassis /security/default-auth # set refresh-period seconds

0~6002] g2 A G FH T 7]k 60032 Y -

o] M7k AFHS 27 B9 FXOSE §) Aol M B BH = A 02 AFSA W AR FEFA =
U

(A8 A8 FXOS A ) Al o] %55 AThaL 1H87] 2 vk o} A =
o A 7e A S T

Firepower-chassis /security/default-auth # set session-timeout seconds
0~6002] A4 AATUL 7)1 E 3L 60024 Y},

ar RADIUS == TACACS+ Ao gt 2vtA A=3S A A43l 79, session-refresh 2
session-timeout 7+4 S 5] 94 AFE-A7F WIS A A A S8HA] ol x HEF A st
7‘]vE—_— _]__E:] oH E_/J }\]

K
et
ko
o
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o
=
oM,
i
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B

=

() AL F ol That 2vkA] 1F S AT
Firepower-chassis /security/default-auth # set use-2-factor yes

2 2HA] 91%& RADIUS 2 TACACS+ & G of vk A &=},

A 2E Aol ERAA S AB YT

commit-buffer

ol
o2-9] ool A= 7] Q155 RADIUSO| A7 3)aL, 7] Q15 A& AF Z1& & providerl & A
sk, 297 15 B4 shetaL, A 2 1hA S 3002 (5%) = A ek, Al A2k 29
7S 5402902 A, 287 15 B ST 18 o ERAA S AN
ot

Firepower-chassis# scope security
Firepower-chassis /security # scope default-auth
Firepower-chassis /security/default-auth # set realm radius
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Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540
Firepower-chassis /security/default-auth* # commit-buffer

Firepower-chassis /security/default-auth #

=z 7]
Z3} 74
FXOS CLIE A}-8-3}9] Firepower 4100/9300 A Al ol A AF-&-2} M A& F 5 & wj7h%] AF-8-2}7} o} -2
2AGE FdsA g= AR 43S F A AE AR 5 A5y Z5 A4 3 HTTPS, SSH,
Yl Ao disl 2H7] v A8 S AT 5 dsUH

st A F YT 7] 232 600 J Y T} o] A& uj ek )
ﬁﬁ%ﬂﬁ*VP«4ﬁ% o ® AA9Y

EEPNEY

Bk wES g,

Firepower-chassis # scope security

718 A o] Bt REE

Firepower-chassis /security # scope default-auth

HTTPS, SSH & &l Ald o) o gk {5 AlF A S-S A A ok

Firepower-chassis /security/default-auth # set session-timeout seconds
(8 Abah) 2 Aol Bl @ 5 AR AR 2 g
Firepower-chassis /security/default-auth # set con-session-timeout seconds
(R Abgh) Al 2 ) A AR 2 AR g,
Firepower-chassis /security/default-auth # show detail

o All:

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No
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Z. 7]
QR4 e
Firepower 4100/9300 A A ol = M A AF-&-2} Ak glo] Ao Al A3 23} 7] 3bo] Xy AFS-2} Al A
S e A Al A zE 23 A o] YT o] A AR 23 7] 52 Al E 24, SSH, HTTPS &
H| 25 BE A2 P2 A g d oz A8t
AYd ZE A Ao A A7 205 EEE A4S 5 dFYT o] E A shd thE 2] o
Al z=ol th3k A7 23S F A A O] Qo] ek Aleld 28 A Al A7 23S 1) 84
33k 4= QlF Utk
A A 7F 23 7] S 36003%(605) 0] H FXOS CLIZ AF&-3] W 74 & 5= gl5U ) o] A4S v
Aslsled Ao A A1 23 38 002 Ao

L EAA

Firepower-chassis # scope security

J)B AT Ro] nek RES Qe gy,

Firepower-chassis /security # scope default-auth

A A A7 2 T2 g o,

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds
(A Al B f A AH A7 23S A EI T

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds
(B AL AL ) AL A7 29 A S By

Firepower-chassis /security/default-auth # show detail

o All:

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600

Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No
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7]¥-% © 2 LDAP, RADIUS %=+ TACACS T2 EZ &gﬂﬂ A A Aol A Firepower

Chassis

Manager == FXOS CLI¢| 219131 & /‘]-—Qx}oﬂ Al Q7] A BA 2~ Agko] FojF Lt} Het

Are] ol =, A A AFE A 93 A x| 5H= AR AFE oA xﬂ/\ = A 3+5= Aol nparz) e 4=
.

A7 AHgR] 9% FAS e PHOR FAT 5 ATk

assign-default-role

AL 2191S At A7 1F AT AT 15 Gush § AL A TS A
B9 A ARE o] A8 A 3R 23 S gyt
ol 7] AU Yk
no-login
AHEATE 22918 A RS 917 1% AT AT 1% Y sk A AL AL A

=A% A2k AR

L 2AIA

Firepower-chassis # scope security

@A 2 Firepower Chassis Manager 2 FXOS CLI®|| T] 3t AF-8-2} N A =7} AFEA} 5HS 7| o=
of st=A15 A8 .
Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}
A3 A 2E Ao ERAA S AR

Firepower-chassis /security # commit-buffer

o
U el M= 94 AHSAke] 9 A AS dAstal EdAA

Firepower-chassis# scope security
Firepower-chassis /security # set remote-user default-role no-login

o

A g,

Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #
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HH S Hot -5 elo] A sty Aol & Flrepower eXtensible ¥ A Ao A AL-&A}7) 7= 5k
HEH S A3 S 2] e MY HEE Yt e S 8 &5h] U thHEHE A3, 33 7 o] ]
Fx)

2 A A

0{1

9A 1 Bl REE 9JE3c)
Firepower-chassis # scope security
A2 HE S Wt S90S 23 EA] e HEA st A & A A T

Firepower-chassis /security # set enforce-strong-password {yes |no}

o]
U efol A= S Bk =5 8l g shety

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

o 2191 A= Sl A

&8¢ Hh slpnte =

L
e
z

Lol Aufjatd A A E AIZE 52t AREA7E 7H7] =5 Firepower
4100/9300 A A1 S T8 = AFsUTE AR E = A A= Sl -7::4“5'}‘34 ’\}%X}ﬂ Al 2= Ell o]l
A YT AR AL A S5 HEh = dE ol FAIHA U o] A AR AR thA] 119
= AlEste W A E A7 Et 7ivke of g

A 232 A% SFE A5 H e dAE Sl A L.

B A R0 AE 05E 2aetd BE §9 9 ALS A AR (@el A 3ol A 2sel 4 7Y
o}
P71 A 2719 A% A 85 0Tk Al 27191 A% SIS 20 F AR} A2

glof| A 7] 7] Al ZHE 304-(1800%) Y Y T

C AL A 2 AFEIE W 0] B A1 97) A% WA AL AT e 1] 9 K] 7], 44 A o]
A MRS FEFA A S
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FXOS CLI®| A HoF =2 S0zt

scope system

scope security

) 2719 A A1) 518 g g,

set max-login-attempts

max_login

max_login 72 0~102] 4=},

o) 2210 AL Slapol] e §- ARG A F Al ol A R A E = 4] E = AR ()
o}

set user-account-unlock-time

tio

A4

et
L

unlock_time
TS ARG

commit-buffer

= E B R A7

F+2] A}+= Maximum Number of Login Attempts(Z t 2191 A| %= 3147) CLI A gl A g ¥ ) 21
ol A= A 31422 23} 3 Firepower 4100/9300 A Aol A 771 AF-g-=}o] 3 e S &

o)

- — 1_]. ]—37——
shAl e 4= %QHD}. AARE 2 e =91 AL Sl A, 43 v o] A & FHaLshA Al L.
EZEAA

FXOS CLIOI A HQF =2 S0yt

scope system

scope security

A ARgAke) AHgAE AR ) E3hE EAFU
Firepower-chassis /security # show local-user user detail

o) A
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Last Name:

Email:

Phone:

Expiration: Never
Password:

User lock status: Locked
Account status: Active
User Roles:

Name: read-only

User SSH public key:

A3

(e Aba) AL Ake) R S A E U Th
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

W7 1ol dis) Ao vl E 8 S A

L 2AIA

HEH S 22 ate] Het R EF g t)
Firepower-chassis /security # scope password-profile
AR JASHAREAT AR E AZE ol o]l M = A= HEWE WA 5 Ay
Firepower-chassis /security/password-profile # set change-during-interval enable
2AR AFE AEATL U A B UWEE wAY -l Ao 255 AP
Firepower-chassis /security/password-profile # set change-count pass-change-num

~108] ¥ Fhol= 7 ot
Change Count('A 7 3157 T =of XA H v UHE HA 31571 225 = H o) A7 A4
Firepower-chassis /security/password-profile # set change-interval num-of-hours
1A] 7k ~ 7454 79 o ¥ ghol= 7he gyt

d & £, o] =71 482 A A ¥ 31 Change Count(¥1 7 315 T =722 AAE - 24 =2 <l
.l "}*O“X}L 48412 ol el M T & o 2 WA T = dFH L

o|\

A2 o] ERAA L Ao,
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Firepower-chassis /security/password-profile # commit-buffer
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o] ool M B 1A Bok WA S-S By sksh W
&0 A e EAAR S AU
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Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

=
fol
N
o,
J&?i
r o
oo

i
ot
olN i

o o oy

W] s Qo] 391 < 245}

2 A ] BN 5 S Wl o Fulh. of
o) min_length <74 ©] 152 = &

W] 52 whs ol of itk o] &

e o o
s
D)
o
ox

DS

AL A 2~ El o] A Common Criteria S! glol A2~ E & &3l= oA T styd Y ARA g &
S HotolF AZeoldx 65 Ho| A Fas A L

HavEwW s do] gl 43 H ths dAE s &

K
i
>,
2

FXOS CLIoI A HoF B =2 ozt
scope system

scope security

22 & ol g A g ok

set min-password-length min_length

%l}ﬂ %U]ELL4E+

commit-buffer
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Firepower-chassis # scope security

M E e mok RES g

Firepower-chassis /security # scope password-profile

A A oW 715S m B s o

Firepower-chassis /security/password-profile # set change-during-interval disable

AR A% ALAL A= A L s E WAsy] 474X vl chelof sz Ak NS A
oy,

Firepower-chassis /security/password-profile # set no-change-interval min-num-hours

o] #he 1~745A 7k 0 2 A e et 5= gl T

©] 142 Change During Interval(3] 3 7+7 &<t ¥ 7)) &4 o] Disable(?] 2/ sh= A ¥ A &
Hu,

FA o] EWMA RS AUl ),

Firepower-chassis /security/password-profile # commit-buffer

ol

b i
4t

of

theol ool A= B 1A Fot WA fA
44 ERGAE A

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

vl g4 shebal W7 <t g A& 2AIRte =

tio
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Firepower-chassis # scope security

HRH S 22 ated Het RS 993t

Firepower-chassis /security # scope password-profile

2AR AFH AGAL o Aol ALEE WA EE AME5] Aol Yok Sz 153 ]
525 QG

Firepower-chassis /security/password-profile # set history-count num-of-passwords

o] F&0~150= Aee 4= glHF Ut

7|82 © 2 History Count(”] & ) 2 =71 002

AREA o] ol ALg T u AW EE AL 5 AL
A28 Aol ERAAL AB G T

Firepower-chassis /security/password-profile # commit-buffer

o
b el A AN E 7S S8 FYSD EAA

Firepower-chassis # scope security
Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5

i

A gt

Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

=24 AR A A

L ZAA

Firepower-chassis# scope security

AR AR S AR T,
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Firepower-chassis /security # create local-user /local-user-name

o 71 A local-user-name->- ©] A7 ol 1T wff ALE3 A o] YU}, o] T2 L3l of st A}
S A o]l tig X3 & A g ALeES whehof Y THARE A} o] & X F, 32 Hlo] %] Hx).

AHEAYE AR R ol 2119 IDE WA T 5 U Th AR A S APA S A 2 wHEo] of 3
Yt
27 A8 A S BHBEA T W BYRTAE 4G
Firepower-chassis /security/local-user # set account-status {active| inactive}
AFEA A o vl 5 S g g o,
Firepower-chassis /security/local-user # set password
Ut} password

T
U 5 &5 G133 YT password

lm

USSR

O

HEH S Bt =5 8Qls DA shetd A&k HldH 57 B % s A H, Bek =5 2l a1
S 534 & vU ¥ 3 & Firepower eXtensible &3 A A o] A AR thv] L & %] 3, 33 ¥
o] A Zx).

(R A1) AFgAR] o] B2 A A FI

Firepower-chassis /security/local-user # set firstname first-name

(8 Abah) AL AR e] e A A e,

Firepower-chassis /security/local-user # set lastname last-name

(A8 AR AFEAE AR o] iR = IS A TUT month A= E o] 52 A A SAd U
Firepower-chassis /security/local-user # set expiration month day-of-month year

B wEe] AAH ASA ARE TG Fol = o] o AL ET} e 4 B AT
S guth &, #4 BE o) gl oL ES TAY 5 A5

sk
i

GERL RS CRE DESSSE LR
Firepower-chassis /security/local-user # set email email-addr

(8 AL L8 A A5 M E A g

Firepower-chassis /security/local-user # set phone phone-num

(A8 AP IR S fl= A 2ol A8 = SSH 71E A1 S o
Firepower-chassis /security/local-user # set sshkey ssh-key

= ARG AL Al 71824 & = read-only S &o] & E M o] G AAL = glsHTh A&}l Al
el 7F 71 o ol s

Firepower-chassis /security/local-user # create role role-name

o 71 A role-name-> AH-&-AF Al A of] 33t} &= WIS YER = Gy oA A 9 g 37 ¥
o] =] ).
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T A GBS AGIEAL SR A N)E G DL AT A5 B AR A 7)E
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TYE GBL AR E A A el s
Firepower-chassis /security/local-user # delete role role-name

Fa BEARGAN 712 A &R read-only G &0 3 H W o] AL AAL 5 glsHT

EdALAS AU

Firepower-chassis security/local-user # commit-buffer

o
The ool A= kikipopoehs o] F-9] AL A4 A WA BHIL, o AL A A S T4 ek,
MDA S E fool2345% A, HE A AHEA GBS B0, EAARS AT

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

Jus

Th ol o] A = lincey et o] &9 AH&AF A& A shaL, o] AFEAF Al & &4 shshH, v
AT gl A 2ol AF-8-% = OpenSSH 715 A A3}l aaa & = AF82} 9 &S stgs}
i, ERAA S Al

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAuUo9VQ2CmMWBI9/S1£30k1CWjnV31gdXMzO0WU15iPw851kdQgap+NFuNmHcb4K
iaQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1lsGk51ug51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDPD
m8HPh2LOgyH7Ei1MI8="

Firepower-chassis /security/local-user* # create role aaa

Firepower-chassis /security/local-user* # create role operations

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

Uh2-9] o= jforlenzehi= o] & 2] AF&AF A& A 8haL o] AHEAF A& & st vl
S Gl A 2ol ALEE = Bl SSH 715 AR et EANA M-S AUy

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
User's SSH key:

at

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)



| Are we

EEREEFEEE N |

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAU0IVQ2CMWBIY/S1£30k1CWjnV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1lxQQcawclj+k8£4VcOelBx1sGk51lug51lsloblVO
>IEWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> ---- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

=24 AREAF A A A

= 2 A4

B BEE PP
Firepower-chassis# scope security

27 AL A AR L AR A o,

Firepower-chassis /security # delete local-user local-user-name
A22e T ENAAS AN

Firepower-chassis /security # commit-buffer

o]
U ool M= foo AHSAF A& AHAl sk E-AA S ARG

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

27 Mg A A B8 mi v 2hy 3}

27 A8 A A%
e},

L EAA

Hek wEg Y,

Firepower-chassis# scope security

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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Firepower-chassis /security # scope local-user /ocal-user-name
27 84 AR S BHSTA B B TAE A G T,

Firepower-chassis /security/local-user # set account-status {active | inactive}

Fau B AEA AR G Y FHE AR £4T 5 g

ol
T2 Aol A= o] 7k " o ehal sk =4 AR A A S 2 skt v
Firepower-chassis# scope security

Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security/local-user # set account-status active

Firepower-chassis # scope security

A AR} A Qo) e =7 AFEA e RES 9

L

e},
Firepower-chassis /security # scope local-user user-name

AR AR AR B D E 7SS ey
Firepower-chassis /security/local-user # clear password-history
A28 Aol ERAAE AB G T

Firepower-chassis /security/local-user # commit-buffer

o
U2 dlel M= i 3 7|58 A5-a0 EAA S 7Sy o

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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Firepower-chassis # scope firmware
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Firepower-chassis /firmware # download image URL
the TE F LS ALES] 714 & 91 o] URLE A4
* ftp://username@hostname/ path/image name
* scp://username@hostname/ path/image name
* sftp://username@hostname/path/image name

* tftp://hostname : port-num/path/image_name

GA 3 the HEH S Algete] T RE TR A~ U YT

Firepower-chassis /firmware # show package image name detail

o
T}S oo A= SCP &2 E 22 A}&5}0] o|n] %] 2 E AL},

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1(FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

o] H 1 Ne)
olm| ] o] B4 el
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Firepower-chassis# scope firmware
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Firepower-chassis /firmware # show package
o0 A& g,

Firepower-chassis /firmware # verify platform-pack version version number

il

version_number= 2] 5 FXOS =% &2 M YTkl 1.1(2.51)).

Firepower-chassis /firmware # show validate-task

Firepower eXtensible &< A #] = F HE Jado|=

.&

A 2Fst7] el
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e
El

(RUBNAU
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Firepower-chassis# scope firmware

g AA REE ) E P

Firepower-chassis /firmware # scope auto-install
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Firepower-chassis /firmware/auto-install # install platform platform-vers version _number

ZPE HE A HE AUkl 1.1(2.51)).

version_number+ "3 2] <1 FXOS

Al =8 & @Z]% iEEfﬂ‘ﬂ 7] A& WA G th Al 252 FA A DA of Z2]Alo] A3} A
3% FXOS A F AL E o] 3|71 %] Tkl ] S8k o] Q=4 dedF Ut g 7| & Ao T2
a1 Al ~glo] o] = UE 2 A FEw ofof ghrfar 7 gt

yesE Y Hsto] HAES ASE AJA] g

yesE Yot AA S AET ANA e noE Y& ste] A& HALdHH
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Jadol= TRZAAE RUE st W th33 o] fth
a) scope firmware=S ¢ 2 Ut}
b) scope auto-installZ- ¢ = g1}

c) show fsm status expand-S § = g1t}
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FTP, SCP, SFTP == TFTPE AF-&3}1o] =8| 4 tujo] 2 A E 9]o] o] n] 2] & Firepower 4100/9300
AL ol AL 4= ol EH T

=2 T X\

A12}7] Aol

T4 AL A0 9 B e ARE FAFUT
Lol Pl A S BALSL L Gt AR A ] P A W AF HAeluA
» 2T E o] o]u]A] el o] it she o) F

2 A 4

ROk qH 2 mEE Qe gy,

Firepower-chassis #scope ssa

NEZ Ao M 2ZEH o] REF e

Firepower-chassis /ssa # scope app-software
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Firepower-chassis /ssa/app-software # download image URL

e T F S AbEshe] 744 & kel ol URLS A9 gk,

* ftp://username@hostname/path
* scp://username@hostname/path
* sftp://username@hostnamel/path

* tftp://hostname:port-num/path

WA 4 S HH S Abg el B EE ZeAas RUHY

Firepower-chassis /ssa/app-software # show download-task

A5 v WS ARE St R =R o & Aol E &

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

o] &k

N

A6 tho] W E S AE ko]l 54 o Aol Al e AlFALE S EJAE U T

Firepower-chassis /ssa # scope app application_type image version

Firepower-chassis /ssa/app # show expand

o

TS o o] = SCP ZRZEZS Ag-a}o] oju] x| & &

Firepower-chassis # scope ssa
Firepower-chassis /ssa # scope app-software

A,

Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:

File Name Protocol

192.168.1.1

cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author
asa 9.4.1.41 N/A
asa 9.4.1.65 N/A

Firepower—-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand
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Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: O
Firepower-chassis /ssa/app #
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Firepower-chassis #scope ssa

GA 2 Qo] E FQl Hot BEe] WS A

Firepower-chassis /ssa # scope slot slot number

G713 o] E T2l o E Al Ao HeE Ayt

Firepower-chassis /ssa/slot # scope app-instance app template

A 4 AR s Ay

Firepower-chassis /ssa/slot/app-instance # set startup-version version_number

SAS S AU

commit-buffer

A28 Aol ERAA S A GG ol Z el Aol A o] A 7F JH| o] EF AL of F 2] Al o] A o] thA

AREISICE
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Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

Flrepo‘xrerz |1N'/93““}\H}\ 01 A -1 ‘” = ti‘jl’ O| =5f o5 1 qv_‘u ;Exl'——‘e /\I——g—c ol—/\1]}\ O]
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Firepower-chassis #scope firmware

9A 4 FXOS F o] o)1) A = Firepower 4100/9300 A A] & TF£ 2 =&t}

Firepower-chassis /firmware # download image URL
0o TE F S ALatel 14 € Bele] URLS A4 g,

* ftp:// username@hostname / path
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* scp:// username@hostname / path
* sftp:// username@hostname / path

* tftp:// hostname : port-num / path
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Firepower-chassis /firmware # show download-task image name detail
stol Felo] A7 A ] WE&= =

Firepower-chassis /firmware # show package image name expand

U WES d9ske] Hdlol 371+ ¢ H A
Firepower-chassis /firmware # show package
ol M o= Hdlo] A7) A5 BA T wf o5 Ao A AR H YT
Bl 71 A& dA st v} o] gt
a) Ao AA RER Soj3yt)
Firepower-chassis /firmware # scope firmware-install
b) Helof 7| A& AA T
Firepower-chassis /firmware/firmware-install # install firmware pack-version version number
A=A B ale] 71X 8 SF1she, el Ea A ag Rk ol
ol <=},
9) yesa d =3t g %

ol HA71A =
ouq O—]E”O]E VLEH]

d) yesE fH3to] AxE A%
o M= A7t AA PR Al L

dadol= ZeAlAE RYH Yt a3 o]
Firepower-chassis /firmware/firmware-install # show detail
sho] dA Helo]l S & 5 dssyHh

Firepower-chassis /firmware/firmware-install # top
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Firepower-chassis #scope chassis 1

Firepower-chassis /firmware # show sup version

of

oS do A= Hello] AS 1.0.100% g o] =gt}
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Firepower-chassis# scope firmware

Firepower-chassis /firmware # download image
tftp://10.10.10.1/£fxos-k9-fpr9k-firmware.1.0.10.SPA

Firepower-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Download task:

File Name: fxos-k9-fpr9k-firmware.1l.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.1l.0.10.SPA on primary(
FSM-STAGE: sam:dme: FirmwareDownloaderDownload:UnpackLocal)

Firepower-chassis /firmware # show package fxos-k9-fpr9k-firmware.1l.0.10.SPA expand

Package fxos-k9-fpr9k-firmware.1.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

Firepower-chassis /firmware # show package

Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

Firepower-chassis /firmware # scope firmware-install
Firepower-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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A SSH 3~ E 7|7} 10248 E 2 3l= =

|44 5
95 A5 Y FIPS 2 Common Criteria Q15& T8t W o] 23t A9 & 2E 7] & 2HA| 35141
T E 715 AA ok gy} AFA S U] 8-S FIPS == &4 3}, 144 ¥ 0] X] == Common Criteria &

= 243}, 145 F o] A & Faa Al S

ol

A SSH B2E 718 A3 95S 58 A £2E 718 495 G 9AE £

HA L.

EZEZAA

Al 1 FXOS CLIO A A2 2= Szt
scope system

scope services

9712 SSH S 2 E 7|2 A gy o},
delete ssh-server host-key

SA3 e AR
commit-buffer

&7 4 SSH 52 E 7] A7) 5 2048H E= A4 ot
set ssh-server host-key rsa 2048

SHAs TS A
commit-buffer

SA6 A SSH Z~E 715 A )
create ssh-server host-key

commit-buffer

GA 7 A BAE 7] 378 solg )
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show ssh-server host-key

SE 7] A7]:2048

IPSec H ¢t A1d A4

4

& UESNAE Tt dold HFld tis)] A= F = tast 9 A5 A H| =5 Al33t7] $3)
Firepower 4100/9300 A Al ol A IPSecE /3 & = A5 U T, o] 542 A 225l o] A Common Criteria
NS AZolA2E A7) a8l AT =25 sty th ARA g 82 Bk 15 A& el
22,65 H o] A & At Al L.

et
=

IKE % SA A4 bl ¢33} 7] ZF e mj A o] 28-S At =S A8 7 -5-(oF el o] Aol A
sa-strength-enforcement= yes = A 4):

SA A g-o] & 3slH 49 IKE g4 7] =27]7} ESP @4 7] A7) w.t} 28
7§ Ad o] Azfgry,

IKE &7 7] 7] 7FESP @7 7] A 7| o} A A
- SA A& g2lo] Tysla A Ao AT

SA 7] g0l W24 3he 45 SA 4 & 8helo] E el 14do] 4B H T

IPSec H ot A g S A8t tha TAIE 354 A Q.

ZEZAA

FXOS CLIGIA] ¥ et w =2 Sojzht}
scope system

scope security

7] W& A
enter keyring ssp

! create certreq subject-name subject-name ip ip
SEERESEEE RETIEL RIS
enter certreq

Z7he A g

set country country
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DNSE A4 ot

set dns dns

ol d & H4 gt
set e-mail email

IP AR5 A3t
set fi-a-ip fi-a-ip

set fi-a-ipvé fi-a-ipv6

set fi-b-ip fi-b-ip

set fi-b-ipv6 fi-b-ipv6

set ipv6 ipv6

Ao Aug AAFU.
set locality locality

7 ol g& AP
set org-name org-name
o] o] 52 AT

set org-unit-name org-unit-name

BN

N
iy

HEH s S A8

! set password

FHE AU

set state state

certreq®] A ©] &5 A Pt}

set subject-name subject-name

set modulus modulus

A4 2ol AL AAFUT

setregenerate {yes | no}
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exit

MZ e Ela

i
“
o

|

il
°

i
Qi‘

T

o

enter trustpoint interca

ASA A 84S AT
set certchain

ol A

MIIF3TCCA8WgAwIBAgIBADANBgkghkiGOWOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAkKGA 1UECAWCQOExDDAKBgNVBAcMA INKQzZEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0GA1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
A1TUECwwEUIRCVTELMAkKGA 1UEAwwWCQOExGjAYBgkqhkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgK CAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39XcXA1/x9THCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYrI29yuyOrlqoi9k9gL/oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/I9x/J5nbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keY s/rbZdR SeXy9kMae42-+4FIRHDJjPcSN
Ywl1g/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAW WRGkKpfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGwWNTO85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwb+vrSwE9HsAiMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqSfIsAuVI/QdPDbW ShjflIE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGJm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eY Dexvd0gbORWb3 1H32ySI
[1a6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104;cSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RVNZJ52sUaDIC3UodTUCAWEA AaOBgTB/MC8GA 1UdHWQoMCY wJKAioCCG
HmhOdHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAJBgNVHQ4EFgQU7Jg01A74
ipx8UOAPk76pVYQQ5AwHWYDVROjBBgwFoAU7Jg01A74jpx8UOAPK76pVEYQQS5Aw
DAYDVROTBAUwWAWEB/zANBgkqhkiGOwW0OBAQsFAAOCAgEAvVI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR31rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ1qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHKAOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5SR 18n
BNXYHqgxuoNMmgbS3KjCLXcH6xXIN8t-+Uk{P89hvIt/flul+s/VISVZWK4tAWVR 7wl
QngCKRIW6FYpzeyNBctiJ07wO+Witde3Kh[IDYvAIhFixWeVGD2r6QW5BY bgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rJX8D9UmfhqqN/3f+sS1fMdqWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue0ScwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj1oulk+/ZyPtBvFHUKFRnhoWj5SMFyds2Iaatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
BiLBjN+BXggxMmG8ssHisgw=

MIIFqDCCASCgAwIBAgIBBDANBgkghkiGOWOBAQsFADBwWMQswCQYDVQQGEwJVUZEL
MAKGA 1UECAWCQOExDDAKBgNVBAcMA INKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwOxNjJEyMTUyMTMONTRaFwOyN;EyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA 1 UECgwGbmV3c3RnMRAwWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOxLWNhMSgwJgYJKo0ZIhveNAQkBFhlpbnRlcm0xLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw 1wSO4IBX5

4itJSOxy XFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvKnUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
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A2

VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5Y UaRJIMak/t8kCqhtGX fuLLll
E2AkxKXeeveRIn6cpQdSJiNzCT/tIIQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNX1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQFCj5hSmk3StVQK gICjaujz55STGGd
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH 1yeHJHrL1ZgJ5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwAWEB/zAvBgNVHRSEKDAmMMCSglqAghh5SodHRwOi8vMTkyLjE20C40L;15L21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJh5G5UWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxKFRIiErK dupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSI8BSWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CD5SW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aROlGdP/Hwvb0/+uThle89g8 WZ0djTKFUM8uBO3 f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3 WbfCue/qewtcfUBYZ4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

ASH A 23S FAIGUH.
show certreq
of| A:

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SJC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):

ggd:

MIICWTCCAakCAQAWVTELMAKGA1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSKkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT

UlAwggEiMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEKAoIBAQDq292Rq3t0laoxPbfE
p/1ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmOBASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0
60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8tfyyKWTrmvcZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5SYnR1
qiR4q7j1RmzVFxCDY3IVP/KDB0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd

K5TxAgMBAAGgJzA1BgkqhkiGOWOBCQ4xGDAWMBQGA1UdEQQNMAuUCA INTUICEwWK gA

1jANBgkqhkiGOWOBAQsFAAOCAQEAR{RBoInx XkBYNIVeEoFCqK ttu3+Hc7UdyoRM
2L2pjxSOHbQICC+SNRVRM YujTnp67BWuUZZI03dGP4/IbN6bCIP3CvkZdK UsIKNO
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w7 23

o) 24

oA 25

7] 26

w7 27

o) 28

w7 29

7] 30

A 31

o) 32

7] 33

7] 34

m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL.7gq/1ShF
RIh6sq5WIp6EO0S] YefK 62E7MatRjDjS8DXo0xj6gfn9DqK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVczmTxXEKJBFLVduWNo6
DT3u0xImiPR1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

[PSec X == o7},

scope ipsec

27 AAE AR He 2 g,

set log-level log level

IPSec A2 & THEaL =y

enter connection connection_name

IPSec = =% tunnel B+ transport= 4 4 3Hu T},
set mode tunnel or transport

24P FA2 AT,

set local-addr ip_address

A4 Ip F42 AT,

set remote-addr ip_address

B 2E 8 ARg et 4% 974 AR Ay g,
set remote-subnet ip/mask

(e ALy 94 IDE ARy

set remote-ike-ident remote_identity name

7] B olg& AP

set keyring-name name

(B AR 7] W R s s A e

£

set keyring-passwd passphrase

(8 AL IKE-SA 9% & ©9) 2 44 g,
set ike-rekey-time minutes
minutes %< 60~14402] T 5=

(A B A}3) Child SA 1 & & 9] = A 74 3 tH(30-480).
set esp-rekey-time minutes

minutes 352 30~4802] A4 4 AHF YT

>
)
>,
o
P
N
r2
iy
oy
9
¥
OJO(:"
]
L
R
ofx
>
=)
[»
o,
N
it
i
o
oot
T
io
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. EYXE

EEo e 44 CRL T

oA 35

7] 36

7 37

7] 38

7] 39

set keyringtries retry number

retry number Fk- 1~59 A-Y F A FY T
GERGIEESE RS DEE SRS LS E e
set revoke-policy {relaxed | strict}

dde &gty
set admin-state enable

BE QS ] gk
reload-conns
(A AH) 71 E EY2E EAE o] F2 IPsec] F7HE T
create authority trustpoint name
IKE 2 SA A2 7+ 958} 7] B= v H o] 282 FAFU
set sa-strength-enforcement yes or no
FERIE| gk 4% CRL 7-4

| A1 215 4] = CRL(Certification Revocation List)oll %] 14 o}, o] A E o ] Alo] A4S CRL
2 Abg-3te] Al o] Q%2 S it A H] o Fe)A ol H& CRLS AHG-3hel, 1 o] 4 4121 & 4= 9]
= STholAE o Aol o] MAlA 25 518 e /o
CRL(Certification Revocation List) 4 2.5 AF-&-3Fo] 9] o] 154 & 7 538t =5 Firepower 4100/9300 AH
AlE ?“*% T UAFUH o] FA42 A28 ol 4 Common Criteria §15 &2kl A5 A7) 93] Al
F5E 54 F ST AT U1 S 1ok AF A E ol A, 65 Aol A A L.
CRL 1.8 AL§3to] o] Q15M S AZ s v the 9§ SasH A <.
L RAIA
FXOS CLI®I A HoF =2 S0zt
scope security
EYXE ¥E RER Sojzit)
scopetrustpoint trustname
A B Z Soj iy}
scope revoke
CRL %<& th2 2 =gt
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import crl protocol:/luser id@CA _or CRL issuer IP/tmp/DoDCAICRLI.crl
A5 (A8 AFE) CRL A K 7FA- 0. 7] T2 A A9 Al S AT
show import-task detail

GA 6 A5 A] dlA] WA =& CRL-only= A7 3t}

set certrevokemethod {crl}

FA a4 %% el 4

-

r1r

IPSec, HTTPS % 94 3k LDAP 172 o] A CRL(Certificate Revocation List) &1 =5 A3} A &=
AAA FA 3T dFHTL

EXJ(X—]FG o] o} ) CRL AHEX509 =42 CDP ARANA Y =4 CRL AHE VJEMYY
E} A4 CRL AHE A28 #e]of o)af =% o2 tpF 251 FXOS A| ~Elo| A 27 CRL A X
E UEtA YT 4 CRL A B = ASA Al A & A 2] 591 A ol thafj A=t 2 2lg Yt A
Z CRLE A A 9]of Q154 A1l #-8-g .

o} & IPSec, LDAP ¥ HTTPS 91 A& 913k Q154 aj %] &1& A8t == v & 38t Tl =

IPSec Xt A G143, 67 ¥ ©] A, LDAP Al & AF A, 131 #H o] A] 2 HTTPS 14, 125 | o] X A&
= EAPN el

4

N

FaL * Certificate Revocation Check Mode(%15A] 3l A &<l R =)E Strict( A 4= A3t 49 «L] o
A A 1o glHo] 1 o] wiwk A4 CRLO] 7‘4'9“9‘43} (F o] AS5A Aol FE CA QL
Ao FE CAA A go] ASAW 239 495 d= & 5 Ad54Hh)

IPSecel] W3l 44 CRLS 73 & wj= 7} CRL 3}< ol Authority Key Identifier(7] 2 7] 28
Z}(authkey) B =7} glofof et} o] D=7} ¢l o [PSecoll A &= 3l 3} o] & A &
Ao =2 rFgy

i~

o
-

15} WA} e] 54 CRLETE 9-24 4 o i/\}ﬁ%qp}.qﬂﬂ RS
ad(EAE) A CRLe] 9= A Flof AFA 9 cDPE FAHY
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SEREREEERE

=5

4273 A

% CRL §1 o] A 2

f
o
o,
ol\
)
i<}
)
o
re
>

27 4% CRL§1+= LDAP 174 IPSec <14 ZEPAERNSTH AT
vlof QIS AR &A1 | AA AT AN DL | AA AT AN DL | WA A AN L&
glo] ASA ARIA | HA AFA AA Do | A AFA AL B | AA ASA Al Lo
CDP &<l

o Q1A Ao F
E CA A ZF Aol st
CDP &2l

s1ol A2 A0l

=M FaA ArrA

EH

syslog M| A] A &} gH7] 4

2 )

syslog M| A] A &} gH7] 4

2 )

syslog "l A] A &} &7 A
A A3l

EERERELEE
A7 2124

syslog M| Al %] &} $HA| A

2 s

syslog M| Al %] &} $HA| A

2 s

syslog W A| A] &} 7] A
4 25

g o] JASA ATl A
shbe] CDP7} ek

syslog W A| A] ¢} &7

2 23

3] o Q1541 syslog ™| A]
1oF 37 44 A o)

N

syslog #I A] A &} 7] &4
2 21 5

frask Aol 3+ T
o] QA A Al A 3}
1}-2] CDP CRL©]| H] 9]

o] o
=]

r2
iin)
oX
oH

syslog M| Al #] &} A A
2 Ay

s)o] 91z xﬂol_q

CDP = )23 &

i o
sl Aol A=

)

syslog M| Al %] &} $HA <

ERE)

syslog " A| A] ¢} 7| A
A A3

=21 CDP7} A A 7t
CDP AH7F ok

syslog M| A| %] &} &7 A

2 )

syslog "l A A &} &7 A
2 2 =)

A1 CDP7} AL
H W7} 7hs Folal
CRL9] CDPoﬂ AT

syslog WA %] ¢} &7

2 )

syslog Wl Al %] <} g4
A A9

¥ 5: 27 34 CRLY} S Strict= AR B Q154

EE RSN

=7 44 CRL 3=

LDAP &1 72

IPSec <12

o] 9154 #9] 8hel

A IeAM Al e

A 15A Al B e
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=72 A4 CRL 3 = LDAP <12 IPSec <14
glo] Q1A Z el A CDP 2l [ A 1A A F g A dsA Al B&
vlo] RISA AQle] FE CA QL |4 A ole

<Al gk CDP &<l

o] Q1A A A A ASA] 1 | syslog HIA A £} A A4 A5l | syslog WA A 2 $HA A
a2 Ak A

i
>
£

Tl o] QIS A AQlol| A el A & QI [syslog WA A &} 3] A4 A 5f |syslog WA A &} 37 A4
=4

i
i

o] 1A AQlel A shte] | AA AA A
CDP7} e (1A Al el
1)
o] QISA AQlol A slrte] | A2 AdE Ad A
CDP CRLo] H]o] (1541 Al
<1 )
u]o] Q15 A A2 CDP 5 v | A4 A& A4 4F
E_Ezﬂ-./_’[:gj\t 7—]0] 01%( %.
A ARD B D)

015 A o] CDP7} A WHCDP A | 914 Al ¥ A4 4
H 7ok Q154 AlQl 1)
)15 A1ell CDP7F Lot w7t 7H A A& A4 ¥

5 % 9] 3L CRL®| CDP9ll 1A WH,
CRL°ﬂ ASHA g AlmE o] 9l
(154 A QL A 1)

o] A A @lo] 18t |syslog HI A A<} 37 A4 A sf | CDPoF 2 9sh= 49 A2 o] 4

=5 st

A =]

CDP7} §l o™ oA Ao Aol 7}
WA 31 syslog WA A 7} Al 5

=
% 6: 272 A% CRLYL ) Relaxed= 2735 Q154 afjA| &< =

27 4% CRL 1= LDAP 124 IPSec <12 ZEHAEJNSTH AT
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« 718 g 25 CRLY syt A sk 5= 95Ut
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X0,
of»
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N 25)7] Aol

CRL A H.Z A}L-g&3lo] 9] o] Ql5AE AF 38 %= Firepower 4100/9300 A A = o] 1] -
A Q. AA T RS ETAE FQE| )3 A2 CRL 74, 72 Hlo]| A & Hr st

ZEAA

A1 FXOS CLIGIA] Hot Z == Eoj 7yt
scope security

W2 EBAE XQE BEZ Sojyr)
scope trustpoint

S 3 A mE2 Sol 7t
scope revoke

A 4 A TS AU
sh config

GAs A= TS A E
of| A

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

A6 T & FEEY T
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(HH Abahy Al CRLS Th 2 =alo] Al g P4 & el g,

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

LDAP 7] % 914 A4

%

Firepower 4100/9300 A} Al el A TLS A2 -5 | € 3}7] 913l Qg LDAP E¢olAE 7] & ASA &
T = AHFYT o] FA4E A 2B A Common Criteria 915 A& 2o A~E A
= ZAF sty th A S U 82 Bt AT AEZEelAd 2, 65 H| o)A E FalstA Al L.

2
Rl

A5

Common Criteria 2. =7} & 315 SSLS &4 316131, A B DNS A HE A}-83}0] 7] 8 QZEAE
A28l oF gH T},

LDAP A H| g5 sl SSLe] &/ st Ad& 24 v 7] & A RE =zt gelsfoF gy

o+ & LDAP <1 Z(SSL 24 315 918] LDAP A8 A K= CC R =0 4] DNS A H.of of gt}
QFA e LDAP 0] E 7] & ASAE A the GAE S A L.
T Z A A

FXOS CLI®I A Het RE= Sojztt)
scope security

LDAP 2 =2 Eoj 7t}

scope ldap

LDAP A H] R=2 Solzith

enter server {server_ip|server_dns}
LDAP 7] ©§& A7t}

set keyring keyring name

TS ARG
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EQISA AT &3

commit-buffer

ZTolAE QISAM 15 &3}

LDAPS} 7 Sehol A E ISA & AFE-8to] AFE-212] HTTPS HA| 25 1S
& 5= A5 Y Tk Firepower 4100/9300 A1 A] €] 7] 15 42 A4 578 7|k Y ok

il
0,

IN
ol
b
S
>,
[»
i)
i
il
2,

%

AL QlFA olFo] A3t A9 o] A o] HTTPSO H&l 3] &5 += #2435 A2 Ay

SZo]AE QlZA ¢Q1Z 7]% 9] FXOS 2.1.1 A 20 A= ¢1ZA4] | #] &elo] A D= &),

o

o] 755 AHE3lEH S oA E JISA A T 8.7 AFES S8l oF Ut}
* X509 574 Subject Alternative Name - Email(5=#| T A o] & - o] Wl )0l A}-&-2} o] 55 Eg3f o
o,

* Supervisor®] EZHAE ¥ EZ QT A

g},

s

72 FE CAZF S eFol A E 5ol Mg afof &

= 2 A4

@71 FXOS CLIGI A AH] 2~ R =R Sojzhr),
scope system
scope services
A 2 (48 AFEH) HTTPS <15l thgh &4 gkl .
set https auth-type
o A

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

7] 3 HTTPS ¢1 28 Zglo]A E 7julo 2 A A3},
set https auth-type cert-auth

w74 e ARG,

commit-buffer

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)



T IP 4

4
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« B2 IP T4 WA, 81 Ho] A

e ol ZE]Alo) A el 1P ¥, 83 H o] A

« Firepower 4100/9300 A A] ©] & H 7, 86 7] o] A]
* Pre-Login ¥, 87 7] 0] %]

* Firepower 4100/9300 A} A] 2] 5-5, 90 5| o] %]

* Firepower 4100/9300 A} A %1 117], 90 3| o] A]
e T 7 E A B 9] Ho] X

« 2128 4= = ID Q1A A A, 92 7| o] 4]

97

) BB

Al AFsE7] Aol
Firepower 4100/9300 A§ A] €] ¥2] IP 542 FXOS CLIOI A ¥ 7 & 5= Q)5 U )

s
=

(HUBNRU)

)

=

Y IP 405 WS & A F4E AFE3}H9] Firepower Chassis Manager 5= FXOS CLI®| tf 3 &
© d4E v AA ok gyt
SR AA

FXOS CLId| A (N Al 2 - FXOS CLI, 14 9| o] #] ZFa1).

-3 o) IPv4 T IP F 425 AT L

a) BT AHANE a0 WS A4},
Firepower-chassis# scope fabric-interconnect a

b) T WHS Qeste] dA) B P F42 g

Firepower-chassis /fabric-interconnect # show
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Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network _mask gw
gateway ip_address

d) A" FAd ERAAS AR

Firepower-chassis /fabric-interconnect® # commit-buffer

A 3 oh5 3 2ol IPve Y IP FAE T FUTH

a) B JAHANE a2 WS 24T
Firepower-chassis# scope fabric-interconnect a

b) el 1Pve T WS A AT
Firepower-chassis /fabric-interconnect # scope ipv6-config

o) Hw wEE dHste] Al #E IPve TS ST L
Firepower-chassis /fabric-interconnect/ipv6-config # show ipvé-if

4 e Ee dEalel N 2e el P74 2 Ao Eso S T

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipvé ipv6_address ipv6-prefix
prefix_length ipve-gw gateway address

e) Al LA EWAM L An T}

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

of
Th2 dlloll A= 1pv4 whe] Q1Ef | o] &~ B Alo] E ol & -4 duth.

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

thS dlol| 4= 1Py B SlE H o] & 2 Alo] Eglo] 2 A},

Firepower-chassis# scope fabric-interconnect a
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Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipvé-config # show ipvé6-if

Management IPv6 Interface:

IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipvé6 2001::8999
ipv6-prefix 64 ipve-gw 2001::1
Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

W=l Aol d Al IP 7

4

Firepower 4100/9300 A Al o] AAE o Z]Alo] ] #2] IPFAEF XOS CLloﬂH H A+ 95y
o} 28 A st WA FX0S Z % gl ol A 1P B E W3 thg, o Z 2] Al o] A dllol A 1P A
HE WAl ok gt

e

o

an)

R

B3
—

Firepower Chassis Manager& AF-8-3}¢] o] &t ¥17 & A

17 sk Au| 27t FeE S lF U Th A
2 A u) 22 Fehs 95k A FXOS CLIE AHS-3) olel et WA & &

FafoF gt

ZEZAA

FXOS CLI®| AT} (N A2~ - FXOS CLI, 14 H| o] A & FZ 3] Al L)
=24 gule] 22 WS A g
scope ssa
scope logical-device logical device name
P HEAEY O R WS NGt A 2e el REAED geluEE FAFU . T3 7
= the3h e Aol Hol grvh
ASA =24 tuko] 29 %Y 4:
a) e jute] 4 wh] REAENS J vk
scope mgmt-bootstrap asa
b) &F° g P Z=E .

scope ipv4_or 6 slot_number default

rl

¢) (IPv4aer &) A 1P 42 AU}
set ip ipv4_address mask network _mask
d) (IPv6Tt ) Al IP FAE AT

set ip ipv6_address prefix-length prefix_length number
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e) AlClEdo] a5 A dh
set gateway gateway ip_address
h TS AN,
commit-buffer
ASA =] 4 tnfe] 2o FE| ~H Ag:
a) ez v REXERS g,
scope cluster-bootstrap asa
b) (IPv4Rt 3 d) A} 71 1PE A8 FH
set virtual ipv4 ip _address mask network_mask
) (IPveyt s A 7Hd 1PE A gt
set virtual ipv6 ipv6_address prefix-length prefix_length number
d) AP =S 283
set ip pool start ip end ip
o AclEsle] Fag gFUTh
set gateway gateway ip_address
e AR

commit-buffer

il

Firepower Threat Defense] = H & 2

a) = dulol s pe] REXERS 4
scope mgmt-bootstrap fid

b) Exol Ul P =S

scopeipv4_or_6 slot_number firepower

o2 E Y T4

U

gt

c) (IPv4%t 3 Al IP =45 A3,
set ip ipv4_address mask network mask
d) (IPv6qt sl ) Al IP 45 AT
set ip ipv6_address prefix-length prefix_length number
e) AlClEd o] a5 ATk
set gateway gateway ip_address
) TS ARNIGUH.

commit-buffer
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et
=

ol Aaf tial A 1P

e 2~ -4 2] 7 -9- Firepower 4100/9300 A Al ol 12 ¥ 7} o 2] A
HA] e 7} off &2 Al o] A

bt ROk G T A 1 2] 2] S HA 7499 A 5
o el o] 2 & A= wkE ] of ).
Zp o Zef Aol ol theth #he] FEAER JR S A3t
a) ssa RER WS AT
scope ssa
b) slot= W& A4 Fh
scope slot slot_number
c) NZgAleld dx=td 2 ML E A F T
scope app-instance asa_or_ftd
d) ¥ FEXER JRE A ey
clear mgmt-bootstrap
e) TS AT

commit-buffer

2]
A

off ZE] A o] & v & sheh Tk
disable

commit-buffer
i Fe 2~ 14 2] 79 Firepower 4100/9300 A Aol 1A 7} off Z-2] Al o] A o] off 3F ¥
EXER ARE A3 v 4 shshoF FLith A 7 22 B HA T 49,
A A 2] ZF off Z el Al o] Ad ol el o] 2] g SAIE Wk o g T
of =g Aol o] Lz e}l Aol al E3o] thA] ekl A7t HH off Ze] Al o] A & vhAl &/ 8ot
Y,
a) ssa L= ThA| MY E A G gy
scope ssa
b) slot= W& XA YT}
scope slot slot_number
¢) olEeAleld At AR ML S AF T
scopeapp-instance asa_or_fid
d) oNZgAeldS dAsFy
enable
o TAS ARG

commit-buffer

i
1 4o

o
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Y
El

S B 74 9] 49 Firepower 410019300 A1 410l 2178 7} o 52 A o] M & T} 814
shshel W ohe WAE W oF FLivh A4 3 Fe] 28] i HA T A5, F AjA
2} ) Zel A o] Aol thal o] el % WA E WHE e oF k.

Firepower 4100/9300 A} | o] & ¥ 7

Al AFsE7] Aol
Firepower 4100/9300 Al A] o] A}-8-% ©] 55 FXOS CLICIA W4 & 5 5 Ut

ZEAA
FXOS CLI®| A3 Y TH( A2~ - FXOS CLI, 14 | o] #] ZFan),

A2 N2E Reg Solzht)

Firepower-chassis-A# scope system

(RUBNRU)
2,

W73 @A) o] 5L BIgh ),
Firepower-chassis-A /system # show
WA 4 A ol Be T
Firepower-chassis-A /system # set name device name
A5 A 2=E] el EAA S A8y ok

Firepower-chassis-A /fabric-interconnect* # commit-buffer

o
the ol o] 2 o] B WA G L

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
New-name-A /system #
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Pre-Login =lj

Pre-login ¥\ 7} 91 ©.WH A}-8-2}7} Firepower Chassis Managerol] 21918 wj] A] &) ujj1] 8l ~E 7}
FEAG Y AR A7 w2 4] S el A OK (D) E S eHd AR A o] S e 2 EIE G
o) TLAIEI LIt} Pre-login W11 7} T4 ¥)0] 917 Eowl AF4A} o] 7} W HWE T E T E o] W
FEAF YT

AF&-ZF7FFXOS CLIC 211814, H U & 32 J 3 E7F U7 ol iy 8l A E (-4 & 4 -9-) 7}
EAEY T

Pre-Login ¥ 1] A3 A]

(RUBNAY)
X,

L 2AIA

FXOS CLI°| 323U TH A2 - FXOS CLI, 14 3| o] %] Z+a1),
wok e g g

Firepower-chassis# scope security

Y Bl e Sojztr),

Firepower-chassis /security # scope banner

o W H S 93k pre-login Wi & v TH
Firepower-chassis /security/banner # create pre-login-banner

A}-8-2}7} Firepower Chassis Manager 52+= FXOS CLI®| 21213} 7] Z ol FXOSo A AR-g=}ol| Al 3 A
afjof & mA A & A A v

Firepower-chassis /security/banner/pre-login-banner* # set message

pre-login Hj WA A B|AE S 12 517] 913 o3} FAp7F 4 Py

3 F 3 E o A pre-login HiY WA A& & T o] ol = o]H % F ASCI A = AFE-E
AU e S Y2ES 9 e g don 7 o] A £4F 5= 19224 Utk & AFo] ol Enter
9 o} = ENDOFBUFE ] 23} 3 Enters £ $h= 3y th

AL A A7 o3 G AbE A 4s e ctrl H e R U

A22E T ENAAS AN

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
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e e |

o
U5 o oll A = pre-login ¥l H & A3 T}

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Pre-Login "l | <4

o
X,

L RAIA

FXOS CLI®| A3t A 2~ - FXOS CLI, 14 o] #] ZFa1).
HeltmEE g8

Firepower-chassis# scope security

iy Bk e Sofiit)

Firepower-chassis /security # scope banner

pre-login-banner ¥ 1] B ot R =2 Sof i),

Firepower-chassis /security/banner # scope pre-login-banner

A}-8-2}7} Firepower Chassis Manager 5= FXOS CLI®| 21213}7] o] FXOSol| A AF-&A}ol Al FA]
Sk & vl A% & 4|4 g v,

Firepower-chassis /security/banner/pre-login-banner # set message

pre-login Bl #| A1 4] B| 2 E S = 5t7] 913 st 4A7F A Hy v

X FIE A pre-login MUY HAI A& &€ 3t} o] o= ofH E% ASCII F-AF 5= A}-&-8F 4=
‘%W@ﬂﬁgJﬂ*E§%§*$%£ﬁﬁ%Qﬁm%ﬂ$ 927k} H t}. & Akol ol Enter
U

t}2- ol ENDOFBUFE ¢} 23}l Enters £ ¢

O

mm b
lm

o
)

234}
A A3 AAE H AW cerl ¥ cE FEUYT
A 2~El Ao Ed A A S Aulgh

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

it

| A

A

A]

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
88



o
o5 ool A = pre-login Bl & 4 U T}

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

Pre-Login vl 1] 214

o
X
N -

L RAIA

FXOS CLI®| 9123 th() Al 2= - FXOS CLI, 14 3 o] #] ka1,
Bl REE g,
Firepower-chassis# scope security

Wi mok e So) 7o),

Firepower-chassis /security # scope banner

A 2= E ol A pre-login ¥ S AFAI 1 T}

Firepower-chassis /security/banner # delete pre-login-banner
Az A EAAAS A G

Firepower-chassis /security/banner* # commit-buffer

o
t}2 o ol A = pre-login B U & 2FA| U T

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #
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B Firepower s100/9300 43 4] 2155

Firepower 4100/9300 A} A| 2] 5-¢

L EAA

GA1 AfA] BER Eojzit),
scope chassis 1
972 e BES st A Y] HdS EUT

reboot [A}{-] [no-prompt]

A [no-prompt] 7] ] =5 AE5 RS AT 5 A7 SA] G P H
719 =& AHE-3FA] 2 21 commit-buffer 8 %S 9 2 & W 7}A] A| 2~ F)

Y.

Al 2=dlol] A8 e =] A tuto] A7F A 0 2 AvkE $ 7F Bt RE/dlzle] delo] A
a1, vEA BF O 2 Firepower 4100/9300 A A1 2] A o] AX] & A2 Ut} o] L2 A AE HIE 15~20

B AE AP
A3 Pry ZRAAS RUEY s .
scope chassis 1

show fsm status

Firepower 4100/9300 A A| 7191 717]

L2 A A

GA1 AN RER Soj 7T
scope chassis 1
w2 ok BH S Aol A Y AL U

shutdown [reason] [no-prompt]

Za [no-prompt] 7] ¥ =& A&t B E S H & T AJAY
=2 AR EA] &0 commit-buffer X =S ] &k

Al 2=glel] A B =4 tulo] A7 A o m Ak-d
a1, vl = O 2 Firepower 4100/9300 A| A] 2] 2 o] A YT}, o] =
ok A8 H 0 2 Arkes | Al A A9 Fel 1 §e A
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GRS

4

ot
o
N
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ox
e
o

Rohe T2 A2 g B Pt
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connect local-mgmt
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7F YT JISA 7 AR A E Aol B g SEto]AE Hebg-A oA o] & Abs & 41 F| 514
ZHFYTh Al 8ol A E H2F$-A = Firepower 4100/9300 A A] 5 Q1 E] o] 220 2] S M A~ )
Firepower 4100/9300 2§ A] o] o 4] 23} 2] W W ] Q15X S b8l 2= A& 2}o] Al &8} SSL 72 1L
& ¥ A Y E FXOS CLIE A}-8-3} 9] CSR(Certificate Signing Request)S A AJ 3} 3L Firepower 4100/9300
AfAJ O A AR A3 ID QISAE AAee W tha AAE AR S 5= dsU T o] ID ISA & AL
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scope security

7] H AU

create keyring keyring name

AR 719 a2~ A7]1E AP

set modulus size

TAE AN,

commit-buffer

CSR Z =5 A YT} 7] & J5 A4 (4 subject-name) &2 1S E AT = a1, 15 A o] 2
AR A7 UL ANE TR Ao B uF R AS AU 02 A+ AT

=
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CSRIE=E AT w A HUHEE Y Hstets ZHZETF A YT

create certreq certreq subject name

password

set country country

set state state

set locality locality

set org-name organization_name

set org-unit-name organization_unit_name

set subject-name subject name

TAE AR FI Y,

commit-buffer
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A5 Tl Al g CSRS WEHYT 15 7] 82 CSR3 AHE-381H] ID IS4 & A4
a) A CSRe FAI YT
show certreq

b) "----- BEGIN CERTIFICATE REQUEST ----- "2 Al 2FehaL(ESH) "eeee- END CERTIFICATE
REQUEST-----"& #1}+=(3% & Ea}ah )

o Al

MIIC6zCCAAMCAQAWAzELMAkKkGA1UEBhMCVVMXEzZARBgNVBAgMCkNhbGImb3JuaWEx
ETAPBgNVBACMCENhbiBKb3N1IMRYWFAYDVQQKDA1DaXNjbyBTeXNOZW1zMOwwCgYD
VOQLDANUQUMxGJjAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9w0OBAQEFAAOCAQ8AMI IBCgKCAQEASOONSgagkfz2 fi4JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJjBwkUMNQAImMQsRODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKVObttYg3kf/UEUUgk/EyrVg3B+u2DsooPVg76mTm8BwYMgHbJEV4Pmu
RJWEB8YEVVWH7JTE1j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3GIITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBornyxgGth5dPVOdhQIDAQABOC8wWLQYJ
KoZIhvcNAQkOMSAWHjACBgNVHREEFTATghFmcDQOxM]jAudGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsSFAAOCAQEAZUfCbwx9vt5aVDCcL+tATUSXFE3LA310ck6G)1INVOW/ 61
JBNLxusYilrzZcW+CgnvNs4ArgYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgKO0
zzyoyrG+EZXC5ShiraS8HUWVE2wEFM2wwWNtHWtveQy55+/hDPD2Bv8pQ0C2Zng31
kLfGldxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8zREOWT+xHtLSgqAgqg/aCuomN9/vEwyU
OYfoJMVAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP755aNyaBEPkO0365rTckbw==

exit
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ID Q15A ANE FAT A EHAE ZAES AP

create trustpoint trustpoint_name

st o] 2| H o) upe} 11 A A, Q15 7] e A -2 ID A4 A AS JHEFHet

al Z7ol =2 ALES o] 2= =1 o] 7 EO]ZHQ}T ol Z A 2 A3} s) ok s},
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% U tHX = BEGIN CERTIFICATE % END CERTIFICAT EZd L 323 AA 92E &5
& EY2E ZRIE BAlslo] ZofdHUt

set certchain

o All:

Y
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firepower /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press “C to abort.

Trustpoint Certificate Chain:

>MIICDTCCAbOgAwWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggqhkjOPQODAjBTMRUW
>EWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1lc3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTcl1NjU2
>WhcNMjAwNz I4MTgwNjU2WjBTMRUWEWYKCZ ImiZ PyLGQBGRYFbG9j YWwxGDAWBgoJ
>kiaJdk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggqhk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUyInbDHPr FWEEBCcbxGSgQW7pOVIKkWEAYJKWYB
>BAGCNxXUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYh1lsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

TE ARG
commit-buffer
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scope keyring keyring name

13EANA e EY]AE EQEE CSRY thal BA3E 7] Hy 435

set trustpoint trustpoint_name

AT AW E D A 7P ST
set cert
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of Al:
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Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

>MIIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODAjBT
>MRUWEWYKCZ ImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwNDI4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUzZETMBEGA1UECBMKQ2F's
>aWZvcm5pYTERMASGA1UEBXMIU2FuIEpvc2UXFjAUBgNVBAOTDUNpc2NVvIFNS5c3R1
>bXMxDDAKBgNVBAsTA1RBQzEaMBgGA1lUEAXMRZnAOMTIwWLNR1c3QubG9jYWwwggEi
>MAOGCSQGSIb3DQERAQUAA4 IBDWAWGgEKAOIBAQCZQ4 3mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 SmMHCROw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1HLPvOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftgq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcbO0hNssvmAhhlVql PGnodNR7TMEfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
>AAGjggJIYMIICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAABgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwWYDVRO jBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1UdHwSB1DCBOTCBzgCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
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>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFN1cnZpY2VzLENOPVN1lcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24 sREM9bmFhdXNOaW4 sREM9bG9j YWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPWShYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1ljZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsGAQQBgjcUAGQUHhIAVWB1AGIAUwWB1AHIAdgB1AHIWDgYDVROP
>AQH/BAQDAgWgMBMGA1UdJQQMMA0GCCsGAQUFBWMBMAOGCCqQGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1Uw=

>ENDOFBUF

exit

A 2El B e Sojgiyt)

scope system

A2~ Reg Solzh ),

scope services

A JASAE AHE =S FXOS 9 A H =5 T gyt
set https keyring keyring name

T AT,

commit-buffer

HTTPS A ¢} AZH 7] P& AT} o] AxFe] 3ol A A3 7] & o] 55 ukd sl oF g
7 | |

ok 3k F 2ol 713 7] 9 o] Fo
HA & APk

show https

of| A:

fp4120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower cert
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

Al 8} aL Certificate Status 3t©] Valid= 3 A 5 =%] g<lghyt}.
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scope security
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show keyring keyring name detail

o Al

fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail

Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Valid

Certificate status:
Certificate:
Data:

Version: 3 (0x2)

Serial Number:

45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a

Signature Algorithm:
Issuer: DC=local,

Validity

ecdsa-with-SHA256

DC=naaustin,

CN=naaustin-NAAUSTIN-PC-CA

Not Before: Apr 28 13:09:54 2016 GMT
Apr 28 13:09:54 2018 GMT
ST=California,

Not After
Subject: C=US,
CN=fp4120.test.local

Subject Public Key Info:

Public Key Algorithm:
Public-Key:
Modulus:

00
0d:
al:
50:
fc:
dé:
3a:
al
9e:
20
ae
87:
07
47:
cd:
Sa:
d4
1d:

:b3:
1b:
9c:
0d:
27:

18

dc:
Hiol']
49:
:de:
:d8:
6c:
rec:
64 :
9a:
b5:
:e9

85

Exponent:
X509v3 extensions:

X509v3 Subject Alternative Name:

ee

30

:db:
5b:
11:
29:
47:
3b:
91:
94 :
15:
fd:
3c:
:dd:

43:

a3:
c6:
:bb:
de:
2b:

c9

15
12

28

11

69

65537

8d:
:d8:
8f:
:db:
8a:
83:
3d:
:d7
126
ff:

2f:
c4d:
:b4
cb:
:e8
6d:

eb:
la:

26

50

:al:
e0:
8a:

a3

07

(0x10001)

rsaEncryption
(2048 bit)

06

:30

£5

c3

144

:45:
£5:
rae
3f:
HEW)
:bd:
:d4
:da:

£9

126
:71
274

DNS:fp4120.test.local
X509v3 Subject Key Identifier:

FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:

07:

7d:
dc:
:cf:
1e6:
148:
:cl
14:
6a:

L=San Jose,

:al:
07:
:70:
bf:
: 54
fb:
:bl
8f:

Se

61

4e

e’7

91:
:75
143
rad:
146

6e
91
b0

03

HE i
:db:
t4f:
ag:
:35:

82

ef:
146
:bf:
:bf:

21

:Tb:
:cbh:

f6

37

91

16

20:
:36
31:
18:

176
:2d:
0d:
1f:
:51
174
:30:
8d:
:da:

c4

93:
84 :
:da:
of:
:cbh:

fé
06

O=Cisco Systems,

tTe:
ec:
40:

31

:cbh:
:de:

82

c3:

29

ica:
9b:
icc:
: 30

£3
b6

la:
2f:
:30:
:b6:

2e:
ba:
0d:
:29:
3e:
To:
:a0
8a:
:5f:
b5:

c0

e2

98:

82

le:

09
55

f2

ff:
78:
:d2
4a:
5b:
6a:
:70:
:bd:
:55:
fd:
61:
:39
3d:

84

:e3
:cf:
08:
:33
5d:

:54:
:c8
66:
:a8
6b:

42

19

:2e:
09:

b6

dc:

60

40:
:c0:
:c4:
re2:
le:
:73:
84 :
9f:
:d6:
1f:
rca:
S5c:
22:
0f:
95:
rab:
5d:

keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:

URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,

CN=Public%20Key%20Services, CN=Services, CN=Configuration, DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:
CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,

CN=Public%20Key%20Services, CN=Services,CN=Configuration, DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority
1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r
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X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:b0:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:b6:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACIAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9])YWwxGDAWBgoJkiaJk/ISZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
1ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUyMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREMIbmFhdXNOaW4 sREM9bG9] YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQOcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1uLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVZzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBgj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No

oheol @ A9

A A= A ASA

7} &
https://<FQDN or IP>/ %} =3} ] Firepower Chassis Manager=. ©|-5 3T}

woemazd a4 |

Al E=A] Elete R §) Beke-A o] T4 A E

o
]

Bl A = 3 T4 BAF2 98 S 7122 154 9] subject-names &1} Q154 7}

FQDN(Fully Qualified Domain Name) 2.2 3% 7 -9- He}--A ol A sl v
CHIP FA4E S8 A 2eks A5, A8 8 4 = JASA AR H T 2t

U tH(Common Name Invalid).

Al
2]

2 94| 23 of G

o
2 SSL L 77 EAE
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|4

A

=

« NTP A H] ¢l& f—;”ﬁ} 99 ¥ o] %]
o I g AIZE A 100 A o] A

« SSH T4, 106 Jﬂ o] #]

« " A 107 H| 0] A]

« SNMP 44, 108 7| ] #]

« HTTPS 77, 116 # ] #]

* AAA T4, 129 | 0] #]

* Syslog T-%3, 141 #|°] %]

« DNS A ¥ 7, 143 9] 0] #]

* FIPS 5= 4] 3}, 144 ¥ 0] #]

» Common Criteria == &4 3}, 145 ] 0] |
o IP A2 E-5 4 146 7] o] A

NTP M1 Q15 &4 3}

Firepower 4100/9300 A} A ¢l X NTP A ¥ Q135S & glete] A vt GA & T3 sH Al 2.

(¢3

%

e
Kl
olr

e g4shE 49 E R Aol tls) 4o 4o 2 g5

| = SHALYF X4 Yt}

*NTP 215 7]

« NTP A1 Q159

« AW E Q1S3 7] ID 2 7] gho] E 23tk MD(message digest)S A4 w] oW 7] 312
A2 & FEto|AE 2 Ao &&= o 7] ID7F AFS-H YT} o] 7] gk ntp-keygens A&
st wAlE g gk Yok

ll

0

ELEAA

A1 ntp 4.2.8p8S Th>-Z =g T}
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ntpd openssl= 24 38} NTP A ¥ & A A gt}
NTP 7] IDs & 7] gt& B Syt
ntp-keygen -M

A 715 s dA ol A&t
FXOS CLI®| A NTP A ¥ & A4 gt
create ntp-server server id

NTP A1) & 18 gtk

scope ntp-server server id

SHA1 Key IDE A 4 gt}

set ntp-shal-key-id key id

SHAI Key StringS A 74 §H o}

set ntp-shal-key-string key string

NTP Q155 &4 st

enable ntp-authentication

SR ARk

%

>~

| =&l ol A NTP(network time protocol)& 7-d 8t 7}, 75 0. &2 F#h Bl A 7S A A st A, A A A
Bl AIZHS B of o] A ¥ CLI %S AHE-sA Al 2.

44 2 Firepower 4100/9300 A Al = A A]of] A 2] gl =] 2] t]ulo] 2~ 7he]l A5 0 & 7] 55|

[>

g
o

=

Rl

Firepower 4100/9300 * A] o]l Firepower Threat DefenseS 7% & 7d-$-, Smart Licensing®] 1} 2}
2 tulol 2~ 55 Al SulE B AR TS 138l W Firepower 4100/9300 A Al ol A NTPE -7 8
oF 1 T}, Firepower 4100/9300 A] A] 2 Firepower Management Center®ll th 3l &< 3k NTP A & A}
g3lloF g,

NTPE AHE3H= -9 Current Time(& A Al 7H) §o| A ARkl 5738t AHE & 4= JdHULh &
= Time Synchronization(*| 7} -5 7] 8}) ¥ 2] NTP Server(NTP 4| H) ©| o] &-9| 3] Server Status(* H
AH) B=ol A FAE ZENTP AW 9] 5718 JHl & & 7 dFH T Al 28-S 54 NTP A ¢ 5
71348 o gl 74 7 Server Status(A ¥ 7 El) Sell o= A B ofo] Zol| vh-g-2 AXE ol A4A S W
&5 0% F dFyh
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FXOS CLI°| A2 3Y D‘r(O’Uﬂ* FXOS CLI, 14 ¥ ©]
o B E S AR A E B AR E gy

Firepower-chassis# show timezone

A ka1,

TR A g A7 el

o

Firepower-chassis# show clock

o

R Al TAE AR R B A e g E AR A S P S BelE U
Firepower-chassis# show timezone

Timezone: America/Chicago

Firepower-chassis# show clock

Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

A4
EERE

A2E REE QE

Firepower-chassis# scope system
A 2B A 2 REE g o,

=

Firepower-chassis /system # scope services

EF=ATHE A A
Firepower-chassis /system/services # set timezone

ol AL ALY T, F7F R B ALY Gl ek 2A4E Qe stebs TRZE BARY
th7h mEmEe] 44% Au s 4.

2] AR AL gBEH LuE B AN ARE

Utk 1(d) S g ste] destAg 20ty )= dH st

Firepower-chassis /system/services # top
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Firepower-chassis# show timezone

cheol dol A s HE AUE BB B AUE AL EAANE A B s 4
A EF A7E A G

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe
3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2
Please select a country.
1) Anguilla 28) Haiti
2) Antigua & Barbuda 29) Honduras
3) Argentina 30) Jamaica
4) Aruba 31) Martinique
5) Bahamas 32) Mexico
6) Barbados 33) Montserrat
7) Belize 34) Nicaragua
8) Bolivia 35) Panama
9) Brazil 36) Paraguay
10) Canada 37) Peru
11) Caribbean Netherlands 38) Puerto Rico
12) Cayman Islands 39) St Barthelemy
13) Chile 40) St Kitts & Nevis
14) Colombia 41) St Lucia
15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent
19) Dominican Republic 46) Suriname
20) Ecuador 47) Trinidad & Tobago
21) E1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States
23) Greenland 50) Uruguay
24) Grenada 51) Venezuela
25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana
#2 49

Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area
4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County
11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon

20) Mountain Standard Time - Arizona (except Navajo)

21) Pacific Time

22) Pacific Standard Time - Annette Island, Alaska

23) Alaska Time

24) Alaska Time - Alaska panhandle

25) Alaska Time - southeast Alaska panhandle

26) Alaska Time - Alaska panhandle neck

27) Alaska Time - west Alaska

28) Aleutian Islands

29) Hawaii

#? 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#

NTPE Ahg-5to] Wit o A|7E 44

NTP= HIES] = A28 kel A oetA] 5718k A 2e Al g sk A5 4 A Al A8S Fdshs
ol A ok A ehe) 22k 3R CRL A 23} o] Al kol vk 2kl = o) 2] 3 7 2t
2do] Faghrt. At 4707k NTP A2 743 5 Ay Th

EERE

Aod REE g
Firepower-chassis# scope system
A28 qn) s R e 2 ey},

—=

Firepower-chassis /system # scope services

AAE BAE O, TPvd B IPv6 T47h 1 NTP ATH & AL ol 25 A 2818 F4 g o),

Firepower-chassis /system/services # create ntp-server {hostname | ip-addr | ip6-addr}

A2~ A o] E AL Al a ),

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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Firepower-chassis /system/services # commit-buffer

TAAE ZENTP AW 9 5713} AJH & Hed:

Firepower-chassis /system/services # show ntp-server

57 NTP M1 9] 57| 3} Aol & Hefwl:
Firepower-chassis /system/services # scope ntp-server {hostname | ip-addr | ip6-addr}

Firepower-chassis /system/services/ntp-server # show detail

of

o}S- d ol A= 1P 54 192.168.200.101 3 AF-8-31= NTP A & FA St ER A A S #AHl gt
[Bh=1

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

oS ool A = IPv6 T4 4001::6S AFE3= NTP A& A5 EAAH S AU},

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

NTP A B 274

L ZAA

g BEE g T
Firepower-chassis# scope system

A2uE) An) 2 w e g Qe g o,

Firepower-chassis /system # scope services

A QY TAE o] F, IPv4 = IPv6 T4 7} 91 NTP A B 2 214 g o},

Firepower-chassis /system/services # delete ntp-server {hostname | ip-addr | ip6-addr}

AR A o] E AR S AR E o,
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Firepower-chassis /system/services # commit-buffer

of

U2 of| ol A = IP 42 192.168.200.101 2 AF-8-3}= NTP A H & 2+ A5l al ER A H S A1l g

g},

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

T}S- of o] A] = Pv6 2 4001::6S AFE31E NTP A H & 2HA| 8t EW A A S A ul ey},

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

%Lz/—q_ B-l ;\]7} ;_q;@ pS) ;g

LA

4

H =2

o] A d o) A = Firepower A Al o] G5 2 A|7HS -5 0.2 At WH S Ay h A =8 &9

R

i
El

L 2AIA

Firepower-chassis# scope system
A28 AE 2 BEE QY
Firepower-chassis /system # scope services

Now 2% TAF

Firepower-chassis /system/services # set clock month day year hour min sec

2] 49, Ao 3 Al A2 ALEFUT AT 2447 B2 0 2 @ afok 315 o] u] TpmE 19

2 98P,
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O ool A= A 2] 252 U
Firepower-chassis# scope system
Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

I ZAA

SECEEEEE AR
Firepower-chassis # scope system
AR AH] 2 BEE g g o,
Firepower-chassis /system # scope services
Firepower Aj Aol T g SSH A A 2~ & FA st W ths F sthyE a3 Yok
* Firepower A§ AJl] t &k SSH A A5 &8t ths WP = A H It
Firepower-chassis /system/services # enable ssh-server
* Firepower Al Al of] th gk SSH N A ~ & 3] 8314 FoelH o3 WS o H

Firepower-chassis /system/services # disable ssh-server

A2 o] AL A g,

Firepower /system/services # commit-buffer

o
th3-2] of o A = Firepower Al Al ol T $F SSH A 25 S st ERAHS AUl

Firepower# scope system
Firepower /system # scope services
Firepower /system/services # enable ssh-server
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Firepower /system/services* # commit-buffer
Firepower /system/services #

Gy 7
Th& 824 4= Firepower 1419 th 3k @4 914 =8 B4 3hak AL} vl B4 shah = ol & 4 g
e PEMEERE S SEREEtis

%

ml
o

WY P& A CLIS A§SHE 3 9ol vk g8 5 g

L ZAA

WA A2Y RES gH g
Firepower-chassis # scope system
WAz Mg ANz RES 4 E
Firepower-chassis /system # scope services
| 3 Firepower A Aol gk &Yl A M|~ 5 A5 oh 5 T ohvbE A F U
* Firepower Al Al of] th gt &Il AN ~F & -galeH oh5 WH S 8 FUh
Firepower-chassis /system/services # enable telnet-server
+ Firepower A Aol th 3 €41 o4 8 ] 8-804 g oel e vhe B2 g ok

Firepower-chassis /system/services # disable telnet-server

GA 4 A =E A EAAAS A g

Firepower /system/services # commit-buffer

o
kgl ol WS BB EAAE S AN FU T

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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SNMP -4

SNMP ~d .

o] A M of| A = Firepower Al A] ol 5] SNMP(Simple Network Management Protocol)& 74 3l = WH =
Ayt 2k A g W82 v 58 st Al S

SNMP(Simple Network Management Protocol)i= SNMP #2] 2} B of o] A E 7} F-Alof] WA %] & 2] &
Algats o Ze Aol dlolo] ZREFAYTE SNMPE U E qﬂoﬂ = Oufo] 20 B EY 2
Ao A HE T23E T dea W FE Aol & A F o)

SNMP Z Q¢ F &= th8 3714 3F&E o 2 LAt}
* SNMP #2] 2} — SNMPE AF8-3l= Y| E S A gujo] 9] &5S Aojstal X YE Y5t d 22

o] = A 228,

« SNMP ©l o] d E — Firepower A A| Hlo]E & %] #2] sl H Q. A] glo]E] & SNMP #&] A}l
1. 3138}+= Firepower A Al o] S35 AL E go] 54 8 4 Q)Y T}, Firepower Al A= MIB Z &4
R o] HES AUt SNMP ol o] A EE &/ s}staL #ef it o o]  E 3he] BAE A
3} ¥ Firepower Chassis Manager %=+ FXOS CLI®| A SNMPE &7 3} 8} a1 -3 gy o

* MIB(managed information base) - SNMP ol o] d Eof] )= #a] = &= /A o] &

Firepower Al A] = SNMPv1, SNMPv2c¢ ¥ SNMPv3E A 3t t}h. SNMPvl ¥ SNMPv2ci= &7 H.QF
AT HE 718 FA S AR F U T SNMPE theoll o ¥ o syt

* RFC 3410(http://tools.ietf.org/html/rfc3410)
* RFC 3411(http://tools.ietf.org/html/rfc3411)
* RFC 3412(http://tools.ietf.org/html/rfc3412)
* RFC 3413(http://tools.ietf.org/html/rfc3413)
* RFC 3414(http://tools.ietf.org/html/rfc3414)
* RFC 3415(http://tools.ietf.org/html/rfc3415)
* RFC 3416(http://tools.ietf.org/html/rfc3416)
* RFC 3417(http://tools.ietf.org/html/rfc3417)
* RFC 3418(http://tools.ietf.org/html/rfc3418)

* RFC 3584(http://tools.ietf.org/html/rfc3584)
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jikes
o

<]

%] =] = SN

SNMP 2

e,
o
|

SNMP2] 8 7|5 SNMP ol o] A E o A &8 -& At 75 YUt o] 8 g &d ol = SNMP &
YA7E 835 AFshA] Fol: gtk &S AR E AR IF, AAIZ AA F 5, vloly gk
Hol gjgt A4 &4 = 7 T a8 o EE YEH 5 lHF U
Ef] = oy T SstUE SNMP 2 H S AUt ESS SNMP | A7 EF
S T LEH Sl AEotA F7] ol &H BT A8 A o] Hoj X Firepower A A= EF 4741
A5 Ut} inform 2% & 213k SNMP ¥ 2] A= SNMP 5 PDU(protocol data unit)
. Flrepower*ﬂ*lﬂPDUE T Xete A4 A S A AFSE

SNMPv1, SNMPv2¢c @ SNMPv3& Z}7F o2 H el ndl S L}E}@M\ﬂr Hot Rl Melst Hol 5
3} Agtslo] SNMP WA A = A 2] e uf 485 Hol WAYSFS 243y
HolE 42 SNMP Efj o]l 145 WA A& FAIeh vl 2R3 Ad
NA 7} FNE A e Bss|of shi=X] = QS oo st=Al &
TAE =R o el AP E = 2ot 5o dEbd Ut SNMP B9t =
A D3

* noAuthNoPriv — 915 £+ 94353} §l &

* authNoPriv — 9152 A9k 2+ 5 3} }l &

s authPriv — 215 2 ¢+ 5.3}

SNMPv3 = Woh 28l 8l Wok 28 B Al Th ot BEe L8R 2 ALE A 422 919
A Q% AFAUT 0ok 2 ek melo A 548 wet £EYYTh Bk Ry} 1ok 4
& Aol SNMP A2 & A1) 8 v o wek vl AY Fo] A8 EEA AR FuU

HN

w | 5E 9% ds3 A

E.ix_]

vl |noAutiNoPriv | AHUE #2918 |zl AFYE LA 222 AT
|

v2e [noAuthNoPriv | 7 U E] #4918 [91Zl ARUE 249 942 Apgg .
=]
=

hat
e
m{m
>
oo
)
T
O

v3 | noAuthNoPriv | Username

Q5o A7 o B

g0
dlo
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v3 |authNoPriv |HMAC-SHA No(e}H]  |HMAC SHA(Secure Hash Algorithm) 7] W} 9155
) A &gy o}

v3 |authPriv HMAC-SHA DES HMAC-SHA &8 74k 01 =S A &gk o},
CBC(Cipher Block Chaining) DES(DES-56) ¥ 7]
Qo] 9153} &7 DES(Data Encryption Standard) 56
HIE 9353t A g

SNMPv3 2. ¢ 7] %

SNMP =] &

SNMPv3E HE Y Aol A 015 2 o453 TS Agtslo] tlulo] o) th3k Bot WA ~5 2|35
U th SNMPV3E 74 AR AL = e ] Aol it A gks %‘—04 33l SNMP v A A & 955}
& tF. SNMPv3 USM(User-Based Security Model)-&- SNMP ] A %] =5 B oFS: 38k T} A H]
25 A FELh

« WA A o — A AT

o2 M7 w E4E A YekeA), 1) dlol B A2k ok
o] 59l Wb o 7 WAl e 5 gl

Eﬂi T
Hup v @ol WS A &3t=A Sl
s WA A A 1S — =4l HolHE W ARgAe] 2 E D7 Sl H = g T

e IA] 2] 7] L o st — Ao gl NSl NEJE] s R A 20 RV eFE e AR
H A FrE= s}

Firepower A A] = SNMPol| th&-& A gt

MIB ~] <1
Firepower A A1 = MIBol| thafl ¢17] & A ~5 A Aot

AHE 7hs g MIBS} o] 2@ MIBE 815 & = 3= 9120l ek W82 Cisco FXOS MIB = 7}o] =
& FxshiA e

SNMPy3 A} 87 0] 15 = 2 = 3

Firepower Al A] = SNMPv3 A}-&#}ol] tf 3] HMAC-SHA-96(SHA) ¢1 5 L2 EF & A

o
ot
T
o

tlo

SNMPv3 218215 9] 3t AES o] HA] LR B

Firepower A A] = SNMPv3 WA A] 3 315 9]t Zelo] W A] L2 EF 5 3} 2 AES(Advanced
Encryption Standard) & AF8-3}™ RFC 3826< 3 T}

Elo] Al HIE WM & 5 priv S A ol A= SNMP K0t ¢+ 5 31E 9] 3l DES B-3= 128H] E AES 9% 3}
£ d8e 4 JF YT AES-128 745 243 315131 SNMPv3 AR§- Aol T & S efol v A] vl 5 7}
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sNMP 235} 2 sNMP %4 74 ]

A= 7%, Firepower A A= &l ko] Bl A] ML &5 AF8-8ho] 128H] E AES 7] & At
AES Zeto| WAl H W Sofl = H 4 84 o] & 3 F FUt ot At gaER A4

75, Al 6axbE A48 B,

SNMP &4 3} 2! SNMP 4 1A

L EAA

FUHY REE g,
Firepower-chassis# scope monitoring
SNMPE &/d shetytt.

Firepower-chassis /monitoring # enable snmp

SNMP 7 FrU B =2 g gt
Firepower-chassis /monitoring # set snmp community

set snmp community § %S 1= d & SNMP AR YUE & dEsiets ZF5ZEVF A E YT
SNMP 7 U El S A AU A7 UE ol FS U T2 AR YT AU E o] 52 H ) 32

o] G5A #Apdol @ 4 AT
Firepower-chassis /monitoring # Enter a snmp community: community-name

SNMPE A4 Al 28 942 A4 FUTh A 28 A2t o] §& o e F2 E o] §3} 4
st e =, Hdf 25549 At AL el 2 ¢ s Ut

Firepower-chassis /monitoring # set snmp syscontact system-contact-name

SNMP o o] A E(4 )7} 51 ] 128 AT A9 917 o & 1 51274
FxAwA ol & 5 sy

Firepower-chassis /monitoring # set snmp syslocation system-location-name

A 2=E Aol ERAA S AB Y T

Firepower-chassis /monitoring # commit-buffer

o

o2 9] oo A= SNMPE &4 31512 SNMP A Y E] SnmpCommSystem2E- 74 5} 1L A
el T2} contactpersons 73 5FaL A 2hA 9] A] systemlocations T3 8kl E W =
.

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community
Enter a snmp community: SnmpCommSystem2

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

5ol -8 2]
SNMP E & 9 AL8-25 A A g T},

SNMP E 34 2343

EZEAA

AN EUEHE 2eE gy ok
Firepower-chassis# scope monitoring
o7 2 SNMPE &4 3t ot
Firepower-chassis /monitoring # enable snmp
GA 3 AHE S2E o], IPv4 T4 BT IPv6 747t AT SNMP E3 & A4 ),
Firepower-chassis /monitoring # create snmp-trap {/hostname | ip-addr | ip6-addr}
7 4 SNMP E #of] A8 SNMP AR Y E o] &5 A A
Firepower-chassis /monitoring/snmp-trap # set community community-name
@75 SNMP Eo]l AF8-3 X EE AT
Firepower-chassis /monitoring/snmp-trap # set port port-num
W6 Eao] AHEE = SNMP B B Rl A g o,
Firepower-chassis /monitoring/snmp-trap # set version {v1l | v2¢ | v3}
AT (A8 A 45T =9 fE2 AP
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
oo Meldl 2= 9l T},
e A O Z v2c = v3E A E S 75 traps
« HH O 2 v2cE A H % 79 informs

2 A2 AR v2cE AE T Aol AFE 5 AFU T
SA8 (HE AR HAS v3E AEE A ER Add Ags A g

Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}

& AeE 5 g5y,
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snmp == 214 I}

A9 Al=E Ao ERAE S AR T

Firepower-chassis /monitoring/snmp-trap # commit-buffer

of

ThE o o A= SNMPE &g 8}a} L IPv4 =24 & AH8-31o SNMP E -5 A4 3} 3L 3]
o] 3 E 20 4] SnmpCommSystem2 # 77 HE] & AT A A& A 3oL A
T dE fFES EHoR AAS T v3 S privE A G EWY A S

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* set port 2

Firepower-chassis /monitoring/snmp-trap* set version v3
Firepower-chassis /monitoring/snmp-trap* set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* commit-buffer
Firepower-chassis /monitoring/snmp-trap #

HH = I

TF& of o A = SNMPE &4 3} &} 1L [Pv6 T 422 AF-8-3Fo] SNMP E S A A &}

3
S
A FEE Efer st v A4S prive A5t ERAA

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem3
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* set version v3
Firepower-chassis /monitoring/snmp-trap* set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* commit-buffer
Firepower-chassis /monitoring/snmp-trap #

#
#
#
#

SNMP E 3] 214

L RAIA

9A1 RUEY Re2 Qd#sh)

Firepower-chassis# scope monitoring

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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92 AAHE EAE o] F T IP F47) i SNMP E#S 24| g o,

Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}

W3 A2 el ERAH S AR

Firepower-chassis /monitoring # commit-buffer

of

T}S- oo A= TP T4 192.168.100.1122) SNMP E S 2 A|5l11 EdA A S A B3

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

SNMPv3 A}-& =} A A]

L 2AIA

AN EUHE 2eE gy ok
Firepower-chassis# scope monitoring
7 2 SNMPE 74 313 T,
Firepower-chassis /monitoring # enable snmp
A3 74 SNMPV3 A8 AE A g T
Firepower-chassis /monitoring # create snmp-user user-name
create snmp-user 8 %S YT T HUMS S
Firepower eXtensible % | Aol A &= th3 8.7
* 87} 0]/, 807 o] ko] of Yt}
CEA S D g FAR E g ok T o,
~N@HN &)+ {3 <>
O rlEe 2 EUT o $(22 719), 2 (mER) Ee = (T 2).

+ 717) B BAE 57 o Egslok Fuinh,

L A4 H 02 FIS AL A sk BA 2 A U T Wol £ ok H U th o] B Hof "12345"
FAbdol = ol el @ FA} 4] EgE 3 Zyxwe EARdol = 37 £y Th 27h4

o $57h 54 HEE 235 49 AT FA7H 67 o] T3 =
R EE L
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s}
1l

smpva 2124 44 I}

du A%H o FoAAL dhshs B Aolo] S AL dadA g B4 A
5 Bl B BA 7k A E A 25U o & 5o abed&i219] 7
W] 5 Akl 39084 ¥ abed&!259] 73 $-oll = u] w1 5 Akl B kg o,

0 4 AES-128 QHE 5} AL8-& 24 8 st v S4B 5 o,
Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}
7122 0 & AES-128 ¢35 sk v EA 5k o] SlF Ut

A5 AFEAF ZetolH Al HIEH 5 A g ot

Firepower-chassis /monitoring/snmp-user # set priv-password

set priv-password &S 93t 5 Telo| A U H T S Q] H el FldlelE TFEZETF R A

Huleh,

Firepower eXtensible &% A AN = & 271 S SFH31A] &&= RE HEHTE AR YL
« 82 0|4, 804} ol 5ol of Tk

£A, 57 D B B £k T,

~1@#% & F()_-+ N>

O F Ve e X5E S gl A $(E Y 712), 2(Ee ) EE=(T2).
}

o4 E3HaloF Fuh.

L Q%M 07 SIS Lo BA 2AE U wo] TS h LT o & ol 12345
Bapdol = o2 @ BA7L 47 F e L zyxwr Ak ol 37 F e T 2ohgk A B

o 57 54 HEE 2AeE AR HF BATL 467 0% TFHE AP w4 A4

ZIFSAY Ak B} Abolol] FUE AL BaA 4 BT AL

A&EH o
¥ 7é—°r°ﬂ T 7MW A 7 A H A B YT ol E S0] abed&!219] 73 F-
NI S Abel] A 9 81 vF abed&!1259] 7ol = MW T i Abel] E g

WA 6 A28 T EAAEE A

Firepower-chassis /monitoring/snmp-user # commit-buffer

of

9] of ol A = SNMPE €/ 88} 3L snmp-userl42}+= ©]
AES-128 §t 5 315 &/d 38t Bl & 5l s e}olH A| H]
g,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

o] SNMPv3 AF§A-2 44 3 L
%ﬁeﬂﬂ&ﬂEqﬂﬁ ﬂ

i) ulm
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Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

SNMPv3 A}-&- 2} 2HA]

L 2AIA

vy vEg e,
Firepower-chassis# scope monitoring

A4 ¥l SNMPv3 A& AFE 2HA| g o),

Firepower-chassis /monitoring # delete snmp-user user-name
A 228 o] ERAAE A g,

Firepower-chassis /monitoring # commit-buffer

o
OF2 o o] A i= snmp-user142+= ©] 5 2] SNMPv3 AF& A5 21 A6l EA A A S A vl gyt

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4d
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

HTTPS 4

)

o] A4 o]] A = Firepower 4100/9300 A A] o]l 4] SNMPE -4 &1 = WS A gy,

LT

Firepower Chassis Manager = FXOS CLIE AH&-3Fo] HTTPS XE& WA & 4= JHF Ut} o
HTTPS 74 2F3doll = FXOS CLISF AF--3l of gt}

ol=A,7] ¥, E8{A~E XS E

HTTPSel 4 = PKI(Public Key Infrastructure)?] 174 .45 Al-8-3lo] 5 tjufo] 2~ o] S| Ze}o]

[e)
A E B 2}-9-# 9} Firepower 4100/9300 A A 7+2] B ok FA1S A A g},
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PKI t] v}o] 2~ = H] t] & RSA(Rivest-Shamir-Adleman) &% 3} 7] 9] %S B F-gu ) 7191 7] <9 &
H 712 A E o]l B2 W 7] Fell AdEUS. 7] T sty e °L£§}ﬂ A A = v #] 7] = 8
3k 5= o) U Th oF 5 8lE v A A2 Bl ) WA xpE S 2be] B 7] 2 WA A = o F sleb 4
A A AR 712 1 WA A S S I e B A A A9l 712 e oA A
dzshe g olgtal: $hste] g7 719 Afde T Y TR dsyn SR Y N 71 E
Abgate] AE A 02 HAIAE a5 = ek BT AR 71 E Afstal Aol dEsE YT
P53t 7]9] Aol vhgshA| R, A WkA O 2 5128} E ~ 2048°F0] EQJ U oa]‘?l;—gli = Hol7t
Y 20 717 #-e 71 Bu or A g th FEXOSOll A = 27] 2048M] E 7] o 2 7] 7] & AlF-5k A}
$A7E 37171 9% AT F ATk

T & olFol v AY JISA 7 EE F5- 718 7] B AT E Tz Ao ST

Q12
FAE BANE Ao YA OZ F trto] 27 1 AE 913N E wBFUTE AFAE o] 2 7
15 ikl 1D €158 156 40 g 5 . el o ] €hoe] gt €911
A& AL AN E A2 7] 4 2 AR AFE AFAE BHE 5 AFUTh 97 g
AA) AT AFA 7 Qi tlrhol ol AAT 5 o] 4§t Hute] 9] IDE Fol sl He1E 3
ol glom e Abg el Heh$ A= 7)ol 1% 418 HAFth 7144 © 2 FXOSel &= 7] ¥ 7]
o) 70 718 2Pk AA A9 AFA7 WFEe ek

RERE

FXOSoll thet t] &3 e Algsty] ola] A= o = i B ESAE IAERRH U
Ho] =9 IDE gl =Tty ISA & do] AA T 5 AdFUth A= JISA = sl d A=
A7 e Al g sk, o] & FE CA(certificate authority), & {F CA =& FE CAR A4 == 215 A
ole] A -2l Trust anchor’} & = AFHTH A Q1EAE oW FXOSE £33 Q=4 242 A
3 EeiAE EEA S 84S AEH}FLIT

|
T8 QF A= Base64 Q1 Y X.509(CER) & 2] o] of oF gh ),
3
FX0S+= 713 7] 95 23kl Hd 8709] 7] J& Al gyt
T2 4] A
WA Hek mEg g
Firepower-chassis # scope security
A2 7] F o ol 55 AT

Firepower-chassis # create keyring keyring-name

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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SSL 7] A o] (M E)Z A A gt}
Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
E@H S ARG

Firepower-chassis # commit-buffer

o]
U ool M= 7] 271 102491 E 2] 7] & & A g ok

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

3
o

S L oSl v AY JISA 7 EE A5 7 7] B ASHE o= Ao STk

EERE

wok =g g
Firepower-chassis # scope security

713 7] ol vk 7] © Bt R Sojith
Firepower-chassis /security # scope keyring default
7% 7] % A A

Firepower-chassis /security/keyring # set regenerate yes
EAARE AL,

Firepower-chassis # commit-buffer

o

T2 el A= 718 7] 2 A8 U Tk

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)



]
pc)
s}
il

o

Ao maazd oy ad [

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

Heh R EE Y,
Firepower-chassis # scope security
7] ol gt 74 RER Solgith

Firepower-chassis /security # scope keyring keyring-name

+ fabric interconnect2] ©] F= AFE-31o] Q154 24 & WU Q]
AHE g E L2 ETVF A HY L

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}
ERA AL A

Firepower-chassis /security/keyring/certreq # commit-buffer

o|\

XA [Pv4 = 1Pv6 4 T
A QAo gk n AT E Q

Trust anchor 1= Q1% 5™ O & HALSlo] AEe 4= Q= 54 84S AR

Firepower-chassis /security/keyring # show certreq

of
U ol 712 Aoz 7] Foll thek IPvd F24:9F 7] Q154 235 whaal A9 Yo

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLAlYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1IUJEQEB/wWQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #

chgol A% 2]

* BEGIN ¥ END

2L AP ATA 2Yo HrES g gk 7] Yol
ﬂ%ﬁ%%%#ﬁwﬁiﬂ%ﬂﬁﬁﬂiﬁﬁT%%ﬂmMmmEEf%%%%SEﬁ%ﬁ

e},

Firepower-chassis # scope security

7] Fell ek 74 RER Solqhth

Firepower-chassis /security # scope keyring keyring-name

AFA 232 A

Firepower-chassis /security/keyring # create certreq

ALk 24 G Tke) T mE S A FY .
Firepower-chassis /security/keyring/certreq* # set country country name
924 7} 14 ¥l DNS(Domain Name Server) 745 A4 Ut}
Firepower-chassis /security/keyring/certreq* # set dns DNS Name
AFA 243 AAH oMY FAE ARG
Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

Firepower 4100/9300 A} A] o] IP =225 A4 9 ot

Firepower-chassis /security/keyring/certreq*# set ip {certificate request ip-address|certificate request
ip6-address}

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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aF FAeR 7] Foll U dTA 8

ASME a8k 3Ake] BALE 91218 A5/ A Y o

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)
AEAE AT 24 S AR P,

Firepower-chassis /security/keyring/certreq* # set org-name organization name

z4 vol g A gk,

Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
SEREEE LS R E LR LS IR DALY

Firepower-chassis /security/keyring/certreq* # set password certificate request password
QEME 2 HThE SlAke] AP A F A E AT

Firepower-chassis /security/keyring/certreq* # set state state, province or county
Firepower 4100/9300 A A] ] FQDN(Fully Qualified Domain Name)= <] 4 34t}
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
ENARE AL,

Firepower-chassis /security/keyring/certreq # commit-buffer

(e}
v

Trust anchor == S5 S 02 FAlSlo] A45E

Firepower-chassis /security/keyring # show certreq

o
e o= a3 SH0RE 7] Hof| th3kIPvd F49 3 Q1EA S w1

Firepower-chassis# scope security

2344 |

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Certificate
Certificate
Certificate
Certificate
State,
Locality name
Organization name

Organization Unit name

/security # scope keyring kr220

/security/keyring # create
/security/keyring/certreqg*

certreq
# set ip 192.168.200.123

request subject name:
request ip address:
request e-mail name:
request country name:
province or county
(eg,

/security/keyring/certregq* # set subject-name sjc04
/security/keyring/certreqg* set country US
/security/keyring/certreg* set dns bgl-samc-15A
/security/keyring/certreg* set email test@cisco.com
/security/keyring/certreqg* set locality new york city
/security/keyring/certreg* set org-name "Cisco Systems"
/security/keyring/certreg* set org-unit-name Testing
/security/keyring/certreqg* set state new york
/security/keyring/certreg* commit-buffer
/security/keyring/certreq # show certreq

sjc04

192.168.200.123

test@cisco.com

Uus
(full name) :

HH o o o o H

New York

city): new york city
(eg, company): Cisco
(eg, section): Testing

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQERBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLAlYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGIw0BCQ4xHjACMBOGA1IUJEQEB/wWQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring/certreq #

ohol e 2

* BEGIN 3L END & £33 154 873 o 9§ 2ES JALsto] sl A7
ATHE D& o s, dSA 24 0] ¥ 3L Trustanchor H3=

e},

3
)
o
i
o

« A& 2178 A S}l Trust anchor 2 5-F BE2- A1 & Q1A o] T3k Q154 #9184 gk

Firepower-chassis # scope security

92 AE A S A G
Firepower-chassis /security # create trustpoint name

GA 3 o] A A el ek T FRE AT
Firepower-chassis /security/trustpoint # set certchain [certchain ]

B A5A BRE A GeHA &2 49, FE CA(Certificate Authority)ol] <1
Trust Point & = S E A3 8= T5XEV ZAE YUY s|F ARE
| ENDOFBUFE ¢ & 3}o] ¢ha gt}

Te %154 = Base64 Q159 X.509(CER) & 2] o] of of gt}

WA 4 EAAAE AN,

Firepower-chassis /security/trustpoint # commit-buffer

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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b2 ol M= A1 E A& jbEaL A1 E A Aol dig IS4 E Als gyt

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkqhkiGOwOBAQQFADBOMOSWCQYDVQQOGEWIVUZEL
BxMMU2FuIEpvc2Us IENBMRUWEWYDVQOKEwxFeGFtcGx1IEluYy4xEZARBgNVBAST
C1lR1c3QgR3JvdXAxXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYO0AMIGT
AOoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehukK3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGgJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEGZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQOswCQYDVQQGEwWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWERB
/ zANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5fKgGQgXc
wR4pYiO4z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJIwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

ENDOFBUF
repower—-chassis /security/trustpoint* # commit-buffer
repower-chassis /security/trustpoint #

chgoll A % 2]

Trust anchor H=+= Q15 S ol A 7] & AASA & whol 7] & o2 1A F Ut

a4
o
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
>
Fi
Fi

o i o

— R

Al

hyA

= 7474 2.7)

817] ol
c 7] W AEA G HF AEA AN T AF AL T4

* Trust anchor == %15 S oA 7] & ASAE 7HA S U

ZA A

Firepower-chassis # scope security

FAE FAD 7] Pol g T RER Sl

o
°
o
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Firepower-chassis /security # scope keyring keyring-name

A 3 7] H AF A E $2A13F Trust anchor B2+ Q15 S o] )3k A& X3

o
By
o
xch
T
kS

Firepower-chassis /security/keyring # set trustpoint name

G4 7] HRSAME A R 2= gE dAE
Firepower-chassis /security/keyring # set cert
3 =3 Eof Trust anchor £ 915 S o2 5-F v
v} T}3 Zoll ENDOFBUFE ¢ 9314 254 9

T8 9] %X %= Base64 21 7% X.509(CER) & 2] o] o] o} g},

AFA ) HAES B d 5T

o
N

=>A19]

W75 EAAA S AR,

Firepower-chassis /security/keyring # commit-buffer

o]
U ool M= A E A3 S AA 8L IS E 7] B o= 745U T

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:
VV VYV VVVYVVYVYV

v
1
1
1
1
1

g

(@]

g

H

H

]

g

H

=
1
1
1
1
1

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

gl e 2]

HTTPS MH|2E 7] H o2 4

t

g},
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HTTPSOI A AF&3t= X E 9 7] &) WA S 283le] HTTPS 73S 953 S ERNAA S A 73HA
U A Atk a} R E & 2] HTTP 9 HTTPS Al o] &5 Yt

L 2AIA

AR REE Qg
Firepower-chassis# scope system
N2 Al wEE g g,
Firepower-chassis /system # scope services
HTTPS A ¥ 2~ 5 &4 3t o},
Firepower-chassis /system/services # enable https
(8 A} HTTPS 1 2o AH-83 X EE A A3}
Firepower-chassis /system/services # set https port port-num
(A=} AR HTTPS O sl A7 3k 7] &9 o] 55 A .
Firepower-chassis /system/services # set https keyring keyring-name
(A8 ALel) ZH Q1) A AF-8-31= Cipher Suite B¢t 2 & 2] A g}
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suite-mode= ths 719 = & 3tubd 4= H Ut
* high-strength
* medium-strength
* low-strength
* custom- AF-&-2} A 2] Cipher Suite ALY AL S A A & = 5T}
(A1 €] 218} cipher-suite-mode”} custom ©. % A A ¥ 7 9- =i Q1 of] T 3} Cipher Suite H.¢+2] # A~ H]
S A g
Firepower-chassis /system/services # set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string< Z tj] 2564} 0] OpenSSL Cipher Suite AF¥S =8l oF U T &9 &=
S5 EAE AR S gl Ut & (= 5), HEA 71 2), -(3Fe] %), (F )2 A S

o} kA gk U8 http:/httpd.apache.org/docs/2.0/mod/mod_ssl.html#ssIciphersuite S 33314 A] 2.
o| & E0] FXOSlA] 7|23t & 2 AbE-3he T3 4= AFS A 2 o 25U o

ALL: 'ADH: 'EXPORT56: ! LOW:RC4+RSA:+HIGH: +MEDIUM: +EXP: +eNULL

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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ZFa cipher-suite-mode”} custom ©] 2] 2] ko &2 A A E o] gl om o] FAH-& FAFH T},
A8 (A8 AR QISA B A B gQls A 3t e v A st T

set revoke-policy { relaxed | strict }

GA 9 Al 2E o] ERAAS AT

Firepower-chassis /system/services # commit-buffer

o
& oo A = HTTPSE &4 31811, X B WIS 5 44302 HA 31, 7] o o] 55 kring7984
2 A A3}aL, Cipher Suite H.0F Z ™ S- high® A4, EA AL Avlgh},

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

HTTPS 2 E ¥ 7

HTTPS A H| A~ 7| 224 0 & X E 4430 A &4 3} 5] o] Q) HF Yt HTTPSE M| &4 813t == §IA| v,
HTTPS ¢ 2o AF&3 T EZS HAT = 9l &5

L RAIA

GA1 A 2E RE 2 eld g}

Firepower-chassis # scope system

A 2 A AE AH| A REE g

Firepower-chassis /system # scope services

A 3 HTTPS 129 A&-3 X EE (43t

Firepower-chassis /system/services # set https port port-number

port-number®] 1~65535¢] A2 A AUtk HTTPSE 7] B4 0. & ¥ E 44300 4 &4 815 o] Ql5Y
=3

A 4 A 2=E o] ERAA S AR T

Firepower /system/services # commit-buffer
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HTTPS X EE ¥ g $o = dAlo] =E HTTPS Al o] Tu g Ut ALEAE th3- 3} o] A X E
5 A}-8-3}9] Firepower Chassis Managerol] ThA] 21215} of 3t T},

https://<chassis mgmt ip address>:<chassis mgmt_port>

ol ul <chassis_mgmt_ip_address>T A-&A7F 7] T8 A s 5 4 = § Firepower A A 9] 1P
T Ew TAE o|F oY <chassis_mgmt_port>% W 74 $ HTTPS LE YUYt}

ol

Th2o] oo A= HTTPS £E M55 44302 AA s ERAAE Al gyrh
Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set https port 444

Warning: When committed, this closes all the web sessions.

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

Firepower-chassis # scope security

gE 7] 92 AAE U

Firepower-chassis /security # delete keyring name
ERARE ARG,

Firepower-chassis /security # commit-buffer

o
Uk dloll A= AR A & AHAl S v

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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A Aol 7] Fol A AHEhA e HeF o,

L 2AIA

WA wek wER So gy,
Firepower-chassis# scope security
SA 2 W AE A S AR T
Firepower-chassis /security # delete trustpoint name
93 ERAH S AR,

Firepower-chassis /security # commit-buffer

o

U el M= Al E A3 S A gy

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0

Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS 1] g4 3}
EXRE

GA1 A 2E REE 9]

J

.
Firepower-chassis# scope system

WA 2 Az AN BEE dE g
Firepower-chassis /system # scope services

A1 3 HTTPS A M| =& v &/ 8t ety ot

Firepower-chassis /system/services # disable https

A 4 A 2=E o] ERAAE S AR T
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AAA A

AAA 7 1.

IYYEXN |

Firepower-chassis /system/services # commit-buffer

o
o2 o o A &= HTTPS & vl &4 gl ER A S Al gt

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

= H

Slel FoF PR o R T
A%
AFE M 2T Folaty] Aol WE ALSA o B3} M ANEE AHFES a st PHoE &
312 Q1 ALg A 3ol W2 A B L TE AAA A B AL§ A 1% Sel 92 o] B wo] o] A
$9 D A el SE A ot Ick 22 o] A A8 =0 o g
F AU A WA 0] AR5 o, AFo Ashaka V=T A7k ARF U,
oh A EaHabs Ao Ul e 1] 7€ Q1% 8RS Firepower 410019300 A A1 S T4 T 5 9)
ARl

* HTTPS

* SSH

A -0l

A o= QA T TRA AR ARG A 27t E 8 B, Bl EE AE s {3
= sk AYH T AREATF QIS H W Sl ARE A thebEk AN s g el diEk 57t
= W0E T AFyh
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o} 7h4-9
o) 7HeH & AR} Al F S Bl aaE S TE o] 7]o) A28 ALE A7 A8 A
H A F B AY R delE o) & Bol X Tk AH B WAL A0 )=

2 8 ol FolAu] o= UG o] Alo], Y, AF HA, elhs BEE L £ A BE) AHE

e,

%, A% Fol % e 45 g
ATS G502 ARG AY At Fof © o7t ' 3} A ALE-3 5 ek A 3 OMV =g
A ALEAL] QF o R Selslol Gt o} 2P S BE O R ALFEAAE AF R AD ol
s 97 b 5 Rl

AAA A

AAA MBI oA 22 Aol B 919 AHE = V=S 2 AR QU th & AF8AHE 48
ol ARG AT A 2T S G T assh Au] 2F A S AL FAG T o7}
TR B4 S A A ol 8 & 2 A g

=7 dlo] g o] 2 A ¢

Firepower 4] A = A4 A7} AL 52 519) & ) 5 91z 24 W] Epulo) 2
A T2l 22 dlo]ejio] 28 Abg-Ehel AL Q1 F, A E Hol L of 7 F L A

LDAP #| &<} 173

LDAP #| 3- 2} 2] <

74

o) AN T &
o121 &4 % Bito
ApEERL 713 S A

Active DirectoryS LDAP A B & A}-&3}= 7 9-ol & Active Directory A ¥ o] A AF-&%} o] 7} - E & A
/313 Firepower eXtensible 3 A Al 2} v} 3T}, o] A& Tha =X = HEHEE 7FA of

e,

£ A Ao o 718 Ak A A3 A
=]
(e}

L) ol
% Firepower eXtensible &= A Al A &= sl d DA S

; L
_?L
il
o
o
K
1%
i, td
on f

L2 A A

Firepower-chassis# scope security

HOILDAP REE fdEsy

Firepower-chassis /security # scope ldap

ek

A 46 2 gehs dl I =R HolE o] = P& A

Firepower-chassis /security/ldap # set attribute attribute
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WA 4 4G A o B TP dmE 2 doleulo) 2 74 AFF .

Firepower-chassis /security/ldap # set basedn distinguished-name

GAS A GE BEE X6 g AZE2 dlo| o] A8 A sy T

Firepower-chassis /security/ldap # set filter filter

W76 A7} b E T 914 & w7hA] 4] 22 H0] LDAP A1 o] S5HS b 7]l oF s}t A7k 1hA & 414
e,

Firepower-chassis /security/ldap # set timeout seconds

1;/_}7:”7 ]/\Eﬂ:rL/dq]E@xﬂ ﬂ ?}Hﬂ-.

Firepower-chassis /security/ldap # commit-buffer

o

Th5 ol el A= LDAP 4743 & CiscoAvPair =, 7] 3Lt o]
"DC=cisco-firepower-aaa3,DC=qalab,DC=com" 2.2, & E] & sAMAccountName=S$userid =, A| 7}
3 7VAS 522 74z AAS EWRAAS Al o)

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap* # set filter sAMAccountName=$userid

Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

4

e
ki
rlr

AFE-A} 271912 LDAP AF82}F9] userdn©] 25545 2 3el+= 7 -9 A gy}

ool 9 9]
LDAP A& A5 A3 g o},
LDAP A| &=} A A
Firepower eXtensible <% | Al ol A = 2t} 167112] LDAP Al & A& A L3},

A 78 7] Aol

Active Directory S LDAP A B 2 A}-8-3}= 7 §-0ll & Active Directory A B ol| A AL-8-%} 0] 7} S E & X

’d 5} Firepower eXtensible % A Al 2} v} 3t} o] Al WR H A = vdHETE 7FA of
ot

2] .
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Firepower-chassis# scope security

HOFLDAP REE Y=g}

Firepower-chassis /security # scope ldap

LDAP A M Q128125 455 1ok LDAP A =8 Slel g

Firepower-chassis /security/ldap # create server server-name

SSLE &4 3}t 49, dnkA 0 2 [P T4 H= FQDNY! server-name = LDAP A1 H 2] H.QF Q154 o
24+ CN(Common Name) ¥} 78 =&} 7] U x| afj oF G T IP F2427}F 2| A =] %] 2F 3k THH DNS A lﬂ &7
A sof gieh,

(R AL AL T 2 ZA o] e ghe A4S LDAP £4-2 A AT
Firepower-chassis /security/ldap/server # set attribute attr-name

o] 44 G ol B FYUITh A LTS AEA ATEE A Fhe] o] £4 ol F3} AT S
25U,

o] gk 7] &7 o] LDAP Al g Aol thall A=A &2 3¢ Zagurh

(R A1) 97 AHEATE 283 A 29 o) A A} o] B 7] %8 AL§ A DNE
L8 w) Ao A S A EEoF 3F= LDAP Al 20l A 54 ¢ 3L ol FS A4t
Firepower-chassis /security/ldap/server # set basedn basedn-name

713 DN ol ] 255101 4 CN=Suserid 201 & # 4} 52 498 4 A e o) 4184}
0] 52 LDAP Q155 AF-8-3}19] Firepower Chassis Manager == FXOS CLIO| M2~ 5 A =38l= 94
AEAE g

o] k2 7]+ DN 7] 4ko] LDAP Al-&#ell thal A4 A &2 44 Byt

(a8 Ak 71 DNl S8z 5L Aol v £17] 50 44 1190] 513z LDAP Hol &1 o] 2= o1}
TE9] At o] F(DN)= A FH

Firepower-chassis /security/ldap/server # set binddn binddn-name

A= H o EAE doli= ASCH A 2554 4 Y o

(A8 AL}y o) 7l WE| 9} 2 A 8k AL} o] E 0 % LDAP A4S A ek,

Firepower-chassis /security/ldap/server # set filter filter-value

o] #2712 ¥ 7} LDAP Al g Aol sl 27 = 4] &2 49 B gyt

Bind DN(¥91 = DN) B =] %4 ¥l LDAP Hlo] o] 2= o} 7 E o] vl ¥l 52 A4 g}
Firepower-chassis /security/ldap/server # set password

T, §(AA 712), 2 (e ) Bu = 2)E AR BE B ASCH A4S 49 = lFy T
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oap 434 44 [}

£ dAste ™ setpassword HH = S F Enter 715 FEI ZFIZE 7| {S

(38 A}3}) Firepower eXtensible &3 A 410 4] AH&42 21 5317] 918 o] A FAZ AH&aHE &4

Firepower-chassis /security/ldap/server # set order order-num
(111 1) LDAP A Bl she] Balo] A5 = TES AQFch 7 TE 955 389501k
Firepower-chassis /security/ldap/server # set port port-num
LDAP AW S} B4 & 1) 158} A1-§-2 245 i 1] B4 5 o,
Firepower-chassis /security/ldap/server # set ssl {yes | no}
A2 v sy
cyes- FE37F Aok testE AT 5 e A5, AZl A

e no - o 3t7F v A S E O] A FUTE S AR e A G HAER AFH Y
LDAPE STARTTLSE AF&-3HU T} o] &= L E 3802 A}-8-5lo] ¢+5 3ty B8 383t}

AlZro] 35 7] Mol Al ¥ o] LDAP H o] Ho] 2ol 174 & Al ksl H] a3 ARk (Z)S A4
.
Firepower-chassis /security/ldap/server # set timeout timeout-num

1~60% 2] ATE LAY (524 0)S Y 2l 51e] LDAP A3 #Foll X4 H A A A S 4hS AHE
Syl 71 Egke 302Y Y o).

LDAP Al A} BEi= A GAI B E Algshe Wiv & #1784 th
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
A g Zsynh

* ms-ad- LDAP A] 3" A}7} Microsoft Active Directory ¢} Y T}

« openldap- LDAP A& A} 7} Microsoft Active Directory”} ©}'d Yt}
GERARERE R E DR E L
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}
Fao o] P SsL Aol 24 she Ag-olnt gy
A2 o] A A B g,

Firepower-chassis /security/ldap/server # commit-buffer
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T}S-9] d o] A= 10.193.169.2460] 2F= 0] 2] LDAP A1 ¥ Q1 <8l A~ & A4 3} binddn, Y]
UHE, A, XE SSLAA WY $A48 A5 ERAA S AR

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server* # set order 2
Firepower-chassis /security/ldap/server* # set port 389
Firepower-chassis /security/ldap/server* # set ssl yes
Firepower-chassis /security/ldap/server* # set timeout 30
Firepower-chassis /security/ldap/server* # set vendor ms-ad
Firepower-chassis /security/ldap/server* # commit-buffer

Firepower-chassis /security/ldap/server #

Th2-9] ol ol A3 12:31:71:1231:45b1:0011:011:900°] 2}3= ©] & 2] LDAP A ¥ Q1B A5 A
73 3kaL binddn, MW Z, =M, L E, SSL AA, WY £45 A8k EAAA S AR g Y

ct.

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:

Confirm the password:

Firepower-chassis /security/ldap/server* # set order 1
Firepower-chassis /security/ldap/server* # set port 389
Firepower-chassis /security/ldap/server* # set ssl yes
Firepower-chassis /security/ldap/server* # set timeout 45
Firepower-chassis /security/ldap/server* # set vendor ms-ad
Firepower-chassis /security/ldap/server* # commit-buffer

Firepower-chassis /security/ldap/server #

LDAP A& A} 2}

A2 HQFLDAP REE

L RAIA

Firepower-chassis# scope security

$) 2 g v,

Firepower-chassis /security # scope ldap

SAI3 A H A E A AU T
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Firepower-chassis /security/ldap # delete server serv-name

N2 FAO] ERAAL AR T

Firepower-chassis /security/ldap # commit-buffer

o]
t}-& of ol A = Idapl ©] 2} LDAP A ¥ 2 AhA 8} a2 E WA A S Al g},

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

RADIUS A| 3 A} -4

RADIUS A|-&-=}2] &4 4

o Aol A P ek &4 & o fHe] BE A
olel§ 44 % shiol olgk o] L3 49 Fi
AgEhaL 71 A AT

AL AA ol ez 712 A QY ek AN E Al g A
irepower eXtensible =% A Ao A= el T DA S

e

L EZAA

B ES T
Firepower-chassis# scope security
1B RADIUS R =5 ] &t}

Firepower-chassis /security # scope radius

(18] A1ah) A7) ohe B 1EhaL Q148 W 7hK) RADIUS A1 o)) 541 € A4 %
g,

Firepower-chassis /security/radius # set retries retry-num

i)
> U
ol
il
N
o
%

(A8 Ak A7} g w9tk 91 3 W7k A] 25l e] RADIUS A1 €] $5& vl 7] sl of 8= A
]_

Firepower-chassis /security/radius # set timeout seconds

A2 T AL AR,

Firepower-chassis /security/radius # commit-buffer

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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th2-9] ool A= RADIUS A A %= S5 42 47 3taL A|7H
EdAAS ARg)

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

P

I
o
(9%]
S
P
it
il
o2
gh
H

o 3

ool =& 2]
RADIUS A & A5 A A g o}

RADIUS A| &=} A A

Firepower eXtensible <=3 | 4| o] = Z tff 16711 2] RADIUS #| & A& A g o}

L EAA

wok =g g
Firepower-chassis# scope security

19 RADIUS R =5 §] &3t}

Firepower-chassis /security # scope radius

RADIUS A H 1 ~H A5 A4 3Fal HQFRADIUS A H BEE=E =53t
Firepower-chassis /security/radius # create server server-name

(A1 ®] AF&) RADIUS A ] oke] F4lell AHg-5 = L ES A4 T
Firepower-chassis /security/radius/server # set authport authport-num

RADIUS AH] 7] 5 A A g}

Firepower-chassis /security/radius/server # set key

7] k& A7t setkey WHS S S Enter 7|1 & FEI ZFITE 7| 3hS 4™

(A8 ALgh) o] Aol A =g =M S A AT

Firepower-chassis /security/radius/server # set order order-num

(228l AFER) A 8] 7} o2 5 9tk 914 & wj 7k X RADIUS A 1] 942] 218 A A =8k 814
yt.

Firepower-chassis /security/radius/server # set retries retry-num
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718 A9 2591tk 14 @ Wl 7kx) A 28] RADIUS A M 9] S5 th7]shok sh A (1A &
A gvIe,

Firepower-chassis /security/radius/server # set timeout seconds

2 RADIUS A &-A}ol| th gt 2tHA] Q152 A&l st 7-9- 1 -2 Timeout(A| I+ 23 atS 74
Sl Blo] FH5Yth

%ﬂg]ﬁw%M%ﬂE%ﬂﬁ ﬂMﬂqq

Firepower-chassis /security/radius/server # commit-buffer

o

T} o of] A= radiusserv7 o] 2F= o] &9 B A AHAE HAFIIL QlFE T EE 58585 A
43}l 7] & radiuskey321 = A A3}l £A S22 *g gotal QA &= SIS 4% A A5 A
A S-S 3002 A At 2wk Q1SS A stel ERAAE S ARl gy o

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set order 2
set retries 4
set timeout 30

#
i
#
# commit-buffer

RADIUS A -& =} 214

L 2AIA

Firepower-chassis# scope security

@Al 2 H9FRADIUS R =5 98¢}
Firepower-chassis /security # scope RADIUS

WA 3 AR A E AA G,

Firepower-chassis /security/radius # delete server serv-name

WAl 4 A28 Aol BRI S AR FU T
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Firepower-chassis /security/radius # commit-buffer

o
T}S- of o] A &= radius1©] 2= RADIUS AW & 2HA)| 6l EAAH S Anl

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

o
Is
o

TACACS+ A| 3- A} 74

TACACS+ A 32} 2] 44 ?*é

As A Aol gt 7 Ay RE AleApel
Fi

o] Eﬁ FEH T 0}‘/} of tjgk Ago] xE3H irepower eXtensible =% A Al A = i A A S

e e S FAG,

L ZAA

Firepower-chassis# scope security

THA 2 HoF TACACS+ Z= & &3t}

Firepower-chassis /security # scope tacacs

B3 (A AL AW 7} e E A ThL 1 & W 7hA] A 28 o] TACACS+ A ¥ o] 7S o] 7| aljof 3=
AR A S AR F

Firepower-chassis /security/tacacs # set timeout seconds

%74]4 ]/\Eﬂ:rL/doﬂE@xn/q ﬂu]zﬂ_qq

Firepower-chassis /security/tacacs # commit-buffer

o
OF2-9] of| ol A= TACACS+ A ZHA|F 7+ A S 45% = A A st EAAA

o
X
o)
xh
A
o

Firepower-chassis# scope security
Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
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Tacacs: 254 44

Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

ohgoll S % 2]

TACACS+ Al ¥ A5 THE Ut

!

TACACS+ A&} A A

Firepower eXtensible -3 | #l| ol 4= F tf] 16711 2] TACACS+ Al & A& A A .

L2 A A

Firepower-chassis# scope security

H O TACACS+ =5 8 gych

Firepower-chassis /security # scope tacacs

TACACS+ M B Q1 2B 25 QA 8LaL Bek TACACS+ AW REES g}

Firepower-chassis /security/tacacs # create server server-name

TACACS+ 41| 715 A 4t}

Firepower-chassis /security/tacacs/server # set key

7] #k= 25k setkey "= AT 5 Enter 7|5 TEIL ZFIZE 7] g3 dH A
(A8 AR of Aol Aled =AM S AP T

Firepower-chassis /security/tacacs/server # set order order-num

N7} e B ek A1) w7k A] 2 80] TACACS+ A Ml e] 58 v 7] a0 sl AIE A&
AR g,

Firepower-chassis /security/tacacs/server # set timeout seconds

2 TACACS+ Al- &AL o 8k 26 A| 2158 A 83k 9 ] 32 Timeout(A 7+ 23}) 3+ 4
sk Blo] E5 U

e} AL} TACACS+ A H £} 8] F2lo] A8 = X EE A G gt

Firepower-chassis /security/tacacs/server # set port port-num

AR A o] E AR S AR o,

Firepower-chassis /security/tacacs/server # commit-buffer
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2 of| o] A & tacacsserv680°] 2= o] &) 1] Q1A A WA 3L 7] S tacacskey321 2
AAstal A S 4R HAE I Q1S XEE 58592 A A s ERAMA S ARG

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsserv680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

TACACS+ A & A} 2FA]

EEAA

Firepower-chassis# scope security

HF TACACS+ REE 12 g},

Firepower-chassis /security # scope tacacs

ARE AW E A A

Firepower-chassis /security/tacacs # delete server serv-name
A28 o] ERAA S A

Firepower-chassis /security/tacacs # commit-buffer

o
T} of of| A] = tacacs1©] 2H= TACACS+ AW & 21 A8l EA A S Al o}

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #
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Syslog 74

A 'l 7] & ] npo] 2 9] WAl K] E syslog B2 2 & F01 AW 2 43 31 = WH4]

Aol 278t 2ok A E sk dl R3] HUth syslog A H] 2~ #IA A& A8
A= AgstAY bk 4 T el whef AU o] 2 AS Fal 2E b )
B dFUTh 22 A2 EYlE7E I AR A gol] X7 &t

L 2AIA

Firepower-chassis# scope monitoring

ZEZ 9 syslogs AES A st AY v & 83y o

Firepower-chassis /monitoring # {enable | disable} syslog console

.syslog7} 273 st¥l 7 5- Al 2~
T A eow ydygyr

o &

7] ¥ FFL Critical($ @) QU T}
Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}
&G A AE = syslog A1 o] LUE WS &/ 3s}kst L Bl 24 st v

Firepower-chassis /monitoring # {enable | disable} syslog monitor

(A8 AL LS AT BAISHE = b e A A £ S Atk 2UE Abe 7 24 s 2
3, A28l G 57 ol o] WAAE BT £E SHE AFE gk o2 g,

7] 3. 238 Critical(9 &) QY o}

Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}

Eigl Critical($] &) 7]k 4==2] WA] A= terminal monitor "8 %S =3 Aok Hujd &
Ueel EA R,

syslog J H.E syslog 3t Y of| 22= 7| 5& &4 gfael AL} v &4 sty o).

Firepower-chassis /monitoring # {enable | disable} syslog file

HA A 7 270 3k o] & AT 1 o] Foll= A 167HE AHEE F A EFH T

Firepower-chassis /monitoring # set syslog file name filename

(8 A A8 A7} shelol A gstel s b e HAA RS A

H G, A =H 2 syslog I ol] Bl F = o] 4o WA A& A Y

o2 ydgyrt 7] 4552 Critical($]1 §) Yt

Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}
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(28 AR Al =g o] 7 e e ®l WA Aol H A wAI A S Hoj2ir] Al Estr] el A vk =17
(HFO] E &9 E A F vk ¥ 9= 4096~41943041F0] EQI U T

Firepower-chassis /monitoring # set syslog file size filesize

2] 5 syslog A1 ¥ F o] 37l syslog WA A & AFel =5 -3 U o}

a)

b) (

d)

o] - syslog A H 2 th 37§l syslog "I A A] 238k 7] 5& 24 shshA Y vl &/ shghy o

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

(R e AP AL AT 9 R 2ol Agelel s b S B A A S Eg A g 97 ool
(9 5hE A, A5 S Aol S S o)) A A AT £ e U

H m&‘i

7 oz gy 7|2 5238 Critical($] 3) Y Y T

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

AAE A7 syslog M 2] BAE o] B B [P F22 A Q3T S2E o] 2= 2] 2567
2 Apg 8 2= 9l T}

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} hostname
hostname

(A AL A1 E DA syslog AW & 54 syslog WA Ao 234 7155 55 A4 Pt

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

27 228 PAFUT. SR n B el s 4 2 2 e 98 e g g,
Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}

0o % sl 4 gL,

* audits(FHAH) — B A 2 oWl E A S &5t e v & sty o

cevents(°| N E) — B= Al 28] o] E 27 & €4 3} Bov= v &4 315 T

I
juii}
i
o
fu
oY
to
gk
ox
12
H
rir
=
ot
o
fob,
%
AW
o

s faults(2 3 — =& A

xﬂ}d 7{1:!161-1/]1—4_

Firepower-chassis /monitoring # commit-buffer

2

o] ool A= = A 1} Yol A syslog WA A & ~E A& &4 shal= WY

o
f
£
X
i)
(m
=
3

N -
As AR FE Y

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console
Firepower-chassis /monitoring* # disable syslog monitor
Firepower-chassis /monitoring* # enable syslog file
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DNS A H 773 .

set syslog file name SysMsgsFirepower

set syslog file level notifications

set syslog file size 4194304

disable syslog remote-destination server-1
disable syslog remote-destination server-2
disable syslog remote-destination server-3
commit-buffer

Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring*
Firepower-chassis /monitoring #

H H FH o S I

DNS A ¥ -4

Ngell A S 2E 9] IP 748 13l of 8hi= 25 DNS A ¥l & 4 g ajof g th. o] & £o DNS A
HE 1A 5HA] ¢ © ™ Firepower Al Aol A A A8 14 uf) www.cisco.com 5 9] o] &S AH&8 4=
ﬁ%@%meLmm%i%dqiﬂm4méigqﬁﬂ¢gqqzmumwﬂmwﬁm
&7 T dFUHh

%

Wi ole] DNS ABIE T3 45 glele] M =uk w74 ek =4 whe] W edol DNS A &
87k T A5, ol =42 DNS A 3R e S gl o)

EEPNEY

7;”1 /\]/\Eﬂ .g_ oly] z;squ;}

Firepower-chassis # scope system
WA 2 AzE Az BEE g g

Firepower-chassis /system # scope services

« A4 IPv4 B5= IPV6 227 9= DNS A Bl & AHE- St 5 Al AES A shef i tha 3 2o
gy,
Firepower-chassis /system/services # create dns {ip-addr | ip6-addr}

* A1 ¥ 1Pv4 B2 IPv6 227} 9hi= DNS AW & 2l ek ¥ th5- 3} o] §h

Firepower-chassis /system/services # delete dns {ip-addr | ip6-addr}

A 4 A2 Ao ESHAAH LS AMlS ]

Firepower /system/services # commit-buffer
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U3 ool A &= IPv4 42 192.168.200.1055 AF-8-3F= DNS AW & 4 3lal ERAE & 7
PR h=

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

)& ool A = 1Pv6 24 2001:db8::22:F376:FF3B:AB3FE AF-&8}+=DNS A ¥ & A5l E
WA S AT

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

FIPS &= 3H4 3}

UF2- ool A= 1P 5242 192.168.200.1055 AH-8-3F+= DNS A1 H & AfAl8tar E- A5 70
ek,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105

Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

Firepower 4100/9300 A A] ] A FIPS 2. =& A 3}ete W ths GA S Tt Al 2

L ZAA

FXOS CLIY| A Kol n=2 Sof7hut)
scope system

scope security

FIPS =5 &4 313
enable fips-mode

T4E A

commit-buffer

Azge AR P
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Common Criteria = = 24 3} .

connect local-mgmt

reboot

ohgoll S e 2]
FXOS 2] 22 2.0.1 o] dell = ﬂﬂﬂ*Jngﬁ%% J¥ SSH E2E 7|7F 1024¥ E R 3= 51
9 E 95 Y T} FIPS 2 Common Criteria 215 7 AF8HS- &538l¢H o] 2] 3t A 9] 3 ~E 7| &5 A
A8taL SSH &~ E 7] A A a@H]ﬂ@%%@ﬂ%% stol Al T 2E 715 A/ sl oF du
o F7} WAE S shA] @ oW, FIPS W=7 B4 85| o] Tlukol 27} ¢l E F SSHE AFE-5hol
Supervisorel] 1A 4= §l5 U T FX0S 2.0.1 0] S AF8-381o] 7] A4S 33k A A S2E 7]
S et elsydh

Common Criteria == 4] 3}

LS

ol

Firepower 4100/9300 A A] ¢l 4] Common Criteria 2. =& & 3}5l2 W & ©A & 73

L2 A A

FXOS CLI®I A HoF B =2 S0zt
scope system

scope security

Common Criteria = =% So] 734t}
enable cc-mode

TS AN

commit-buffer

Al aEe AR EU T

connect local-mgmt

reboot

b0l e & 2]

FXOS "] 2~ 2.0.1 o] Aol = ‘:]H}O]/\A Zl = A ZF AAE SSH T 2E 7|7 10240 E R 3= =
9= A5 Y} FIPS 2 Common Criteria 215 8.7 AF8S 5381w o] 2] 3t 3449 348 7|2 A
A3taL SSH & ~E 7] AA, 66 d|o] A o] A5 AAE AE-5te] A & AE 7|5 A soF gt}
o] F7} GAE =33 A| ¥ 2, Common Criteria =7} 84 315 o] t]ujo] 27} 2] &5 $ SSH
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scope system

scope services

NA =S B Mu| o] I IP E5S A

IPv42] 7 -

3

o

.

create ip-block ip prefix [0-32] [http | snmp | ssh]

IPv62] 7

create ipv6-block ip prefix [0-28] [http | snmp | ssh]

o
1Pv4:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope system

/system # scope services

/system/services # create ip-block 10.1.1.1 24 https
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 11.1.1.1 24 ssh
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 12.1.1.1 24 snmp
/system/services/ip-block* # com
/system/services/ip-block # up

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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Firepower-chassis

oz z= sy i

/system/services # sh ip-block

Permitted IP Block:

IP Address

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # create ipvé6-block 2014::10:76:78:107 64 ssh
/system/services/ipvé-block* # com

/system/services/ipv6-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 snmp
/system/services/ipvé-block* # com

/system/services/ipv6-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 https
/system/services/ipvé6-block* # com

/system/services/ipv6-block # up

/system/services # sh ipv6-block

Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2014::10:76:78:107 64 Https
2014::10:76:78:107 64 Snmp
2014::10:76:78:107 64 Ssh
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* Firepower Q18] 7| o] Z~of] th &k =] 5] 2 A| gk A}&}, 152 3] o] #]
« AAE o] 2 A, 152 0] ]

« TUE Y SlE F o] 2, 159 # o] A]

« QIEj s o] 2~ ] <, 160 | ©] A

Firepower 1 E| 5] o] = 7@ H

Firepower 4100/9300 A§ Al ol A &= & 2] 2] 1E{ o] o] 2~ & EtherChannel(# ) Qe Ho] 2~ & 2| Y
Y ot EtherChannel 21 O]/\E sAgH o] W QEF o] 25 H o 16717h4] 238 5 Q55
N

AA] ] TE | o] =

QNEH o] =

A A] #HE] Q1 E] | o] 2= SSH X += Firepower Chassis ManagerS & 3F FXOS Al A] #H2] o] AR&- YT},
o] IE]F o] = o Z | Al o] A #e] & v=] A tluto] 2o Eish= ] 3 1y | o] 2~ 9b= )
Aot

o] Q1 | o] 2~ €] Fhe}r| Bl = CLION A 773 &l oF
S gl 274 #eof A4ds o ¢ £

Firepower # connect local-mgmt

YT} FXOS CLIOA] o] QlE]d|o] 2~of tjgh A 1
EE

Firepower(local-mgmt) # show mgmt-port

=24 Ale] 5ol SFP 2E A4S 3] A5 Y mgmt-port shut 8 &S 35l 2= AfA] ] Q1
B o o] 2= Al As gyt

=R

7 g o] 2 g 3 F s B

« Data(t 0] E]) - Bl E] Q1] o] 2= 3=
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* Firepower 6 X2 & 1G SX FTW Network Module single-wide(FPR-NM-6X1SX-F)
* Firepower 6 X2 E 10G SR FTW Network Module single-wide(FPR-NM-6X10SR-F)
* Firepower 6 X E 10G LR FTW Network Module single-wide(FPR-NM-6X10LR-F)
* Firepower 2 X E 40G SR FTW Network Module single-wide(FPR-NM-2X40G-F)
* Firepower 8 3£ E 1G Copper FTW Network Module single-wide(FPR-NM-8X1G-F)
Shzsllo] uol sl 2 The T E Ak AbEE 5 glgin
c1%2
394
S5 6

<798

Jumbo Frame Support

Firepower 4100/9300 Aj Al A = 7] 24 0 2 AR X <) 2| o] &A3tx o] L5t} Firepower
4100/9300 A Al o] A= H 54 =2 4 ‘qﬂ}o]’\oﬂﬁ ARz A ds S skt =24 Hut
o] 2xo A QIE]H| o] 2= o] tf gt A gk MTU A4S 544 8l oF 3t T}

Firepower 4100/9300 A} A] ©] off Z 2] Al o] A el thal #] ¢ ¥ = F o MTU 918431 H T},
Firepower Threat Defense°ll th 3l 212}l g 5 4 ”ﬂ] Ik vﬂr

a1 1 Ao ST, o) 7158 AL e T‘%HPO]*J? e
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EE!

e A5k A e,

Sl=¢jlof ulo] g 2~
*FTD& 0. & A Y51 ASAE Ak ClE o] ~& A8 5= 95Ut

* FTDO A= Q12kQl A &3 Ab&-sh= et =4l of nlo] s 2tk 4] gt
_/':

[¢]

* Breakout £ E ol thal] st=¢of wpo]sfj = x| QIEjH o] 25 A& 4= gl
« St=gl|o] vho] 7 2~ Q1E 7| o] 2~ & EtherChannelol] X 33l 3t =9 o] vpo] s~ 8 0 2 A}-&-3 =

31 © ™ EtherChannelol| A &t SlE| Hjo] 22 ALRE == Q51U T

7] MAC 2~
718 MAC 54> &2 QI #l o] = 9] f- o whe} vt
s o4 Qe o] 2 - =] A QlE | o] 2= Y ' MAC 45 AHEEu o

* EtherChannel - EtherChannel®] 7 - Ag 2159 43t 2 E Slg o] 27} 53 MAC 45 &
&Y} o] 7]°52 EtherChannelS U E 9] A of Z2] Al o] A 2 AR&A}ol| Al £ 8F A THF U T
o5 =l A AAN & ¢ glow, A F A gl REY] dEdynh 2 E A <Y
o] 2= F9] AL MAC T4 5 AF&atH QIE o] 2~ FIH A& MAC F4ol 43S 74 &5

e,

TE H o] 2= 54
NBH O R Beld QlE] s o] 2= u] 84 5} o] 21
EtherChannel & - 713}31, S1E] o] 2= 448 54 & & eyt
AR JAE A o] = -4
NEE NP EEEEE S ER R ERELE N BIEDICE BENE b P
q

& 5 94T SlE F ol 28 AFE 51 W FXOSOl A SlE o] 28 B2 4 0% 258} o) 52
Aol el A 1= 4 0.2 B akshoF gtk
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A 2a7] Aol

+ o] 1] EtherChannel 2] %1 1] Q1 21 e o] A~ = 7| H & o & =4 & 4= ¢l {51 U}, EtherChannelol] ©1E]
S0l 2% 37ha}7] Hol A4S FATIAL

L 2AIA

SAI QB H o] A RES A AL T
scope eth-uplink
scope fabric a

WAl 2 SlE) s o] 28 B she k.
enter interface interface id

enable

o A

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

s
o

aL 17 2 E 2d o] Al O]Eﬁﬂo]/\ MEAo R 4% 4 sy JEiH‘jﬂ ”ﬂ‘ﬂ
1 91 E] 5] o] 2~0f| A enter interface 5=+ scope interface ™ ¥ S AF-8-3}= 49 7127} §l
S U= 77 EAE Y X E A dof 2 E H o] 25 F7138}7] Aol enter interface &

#2 A1-galo] e o] 28 S A3l oF T,

|

WA3 (18 AL A A o) 2 FF & AU
set port-type {data | mgmt | firepower-eventing | cluster}

o A

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data 7] ¥ == 7| 2 F3 AUt} cluster 7] 9 &
.+ Port-channel 48 4] A5 o 2 A A U},
%,

$ o % B4 FaAY w3 T

= AYEA np A Q. 7| A o7 FelaE Alo] ¥

WA 4 A5 Aol QlEjso) 2o sl A ¥ =

R

set auto-negotiation {on | off}

o A

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

9A 5 QA H o~ EEE AR
set admin-speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}
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<) A

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

9A6 QB FHol A mEY A RES AT
set admin-duplex {fullduplex | halfduplex}
o A:

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

SA7 e AT

commit-buffer

o) A

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

EtherChannel(:2E || d) 57}

EtherChannel((ZE A 9)2 5 s 32 9 Qe Ho] 25 H ) 16701744 233 5= dHY T
LACP(Link Aggregation Control Protocol)®l| A i= -+ U] E 9] A tjn}o] 2~ 7Fe] LACPDU(Link Aggregation
Control Protocol Data Units)& 1l 2Ha}o] QlE]H| o] ~& FH 3Hg o},

LACPol| A= AF&2}2] 24 gl o] EtherChannelell 3 35 5 0.2 F7F 2 2HA4|5}+= 24 & =
Utk =3 4 S /E A Elsta A Qg Ho] 9] ofFo] BF SukE A 1F AAE] e
A gAY

Flrepower 4100/9300 A A] ol A EtherChannel 2 W5, 524 ¥ 37} 7}5 S o] 5 2t = EtherChannel
< 524 tulo] 2o st w7} 4] Suspended( /\] T FEE AU theo Aol A=
EtherChannel 2] Suspended( A| &) 4Bl 7} 3l #l Y o}

* EtherChannel©] 5 ¥ & =] 4 tjulo] 2o 3l to]E Qg Ho] 2 = #Ae] A Ho| A= F+
= 1o =
* EtherChannel©] 2] 28 9] & H-2l =8| 4 tjn}o] 2o tjdl 7he] QA g H o]~ = F ~H A

o] gz Z7bEu,

« EtherChannel o] 221 2:E ] &l %o]u] §51 a1} o] ko] Zej o] 221¥ 2] 4 tlujo] 20
e CERICE DECET RS,

EtherChannel-> Z t]nfo]| 2o aE w7} X Urlﬂ-b‘rxl <Yt} EtherChannelS =2 & t]u1}o]
Z~of| A A A 0}74 v =2] 4 tjufo] 7} 2hA H 7 9-, EtherChannel->- Suspended 73 ] & 7 35 1 T},
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EtherChannel( .= #9) %71 [

L 2AIA

A1 dE Aol A RES Gy
scope eth-uplink

scope fabric a

%7:” 2 I E xHL‘] /@/\qur/}
create port-channel id
enable

A3 HiH QB o]~ E YT
create member-port interface id

o All:

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1l
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

L RGE RS R E DR LRE L Ao
set port-type {data | mgmt | firepower-eventing | cluster}

o All:

Firepower /eth-uplink/fabric/port-channel # set port-type data

data 7] == 7] FAAUTE o] R E DS 7] gk diAl S E Alo] FAZ AR S = g
7F o 2 cluster 7] 9] =5 A B oHA] vp AL

SA 5 (A8 AR X E A d o] = el gis] QB o] S =S AT
set speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}
o A

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

S 6 (HE AR 2 E Q] e HEel dis mESAE AA T
set duplex {fullduplex | halfduplex}
o A
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Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

SA T AE Aol I o] 2ol el A= A5 o] & 2 stet v v A sk o

set auto-negotiation {on | off}

o) A

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

918 S AU

commit-buffer

=& AolE 14

Qe Fo)~ we] |

TF 4] 4 Firepower 41009300 A A4 AH8-8 28 o] B2 T 5= $-S welFLTh
23 7o) &S AH-5to] 40Gbps EE 7] thAl 10Gbps ZE 474 % AT T & 9l5rveh,

Al &Fet7] el
Breakout £ E o] t)&] =9 o] nlo]gj 2 x| 9] g Ho] 25 FA T = gl T

S A A
S e GRS A el A £ Aol Ee 4TI

scope cabling
scope fabric a

b) & AolES AT

create breakout network_module_slot port

o A

Firepower /cabling/fabric/ # create breakout 2 1

o) TS ANFUH

commit-buffer

ﬂ5ﬂ$9ﬂ$%%Hqﬂﬂﬁﬂ &< ot o] A 8k 7 - commit-buffer 8 7 & 4 8}

7] Aol H3F Alo]BS = A g oF st}

A2 v ¥ E & ARE-8FO] Breakout EEE &4 38t A S Tk
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a) QEH o~ REE g}
scope eth-uplink
scope fabric a

scope aggr-interface network_module_slot port

e

o oln] L E o] win 2l ol ¥ ]/\b 7H‘§7—§2i—?7‘”§—’? REUTH ZE XH”/] el
H Q1 91 E] 5] o] 2~ 0] A enter interface 5=+ scope interface ™ ¥ = A}
oS dEl e 77 AU 2 E A Qg o]~ &
interface ™ & S A}-8-3}o] Q1 E|H o] 25 A g oF g}
b) set HEH S AFESte] QIE oA~ S W X E {3 S AP YT
enable T disable '8 % S AF8-3} o] QlE]H| o] 2~
o) TS AWFYTH

commit-buffer

47 74

Al ﬁﬂﬁ%ﬂﬂﬂ&iEﬂE%&nkmﬂ%]
Syt o] YA TA T A HH7F R w7bA] Bl e 2 et AE
A S 2 Pt GH}OIAﬂOﬂ S 25 Ao)7} o] FA A HH F&H
ﬂa}ﬂé E%OH A B AE S29 Aol g E E 2 gtaoF

B AR A% W RN A S MBS SH 9B AF o MY

eth-uplink .= ¢} flow-control 2. =& A}# = A| 25t}
scope eth-uplink
scope flow-control

o A

firepower-4110# scope eth-uplink
firepower-4110 /eth-uplink # scope flow-control
firepower-4110 /eth-uplink/flow-control #

29 Ao 3 AL FAsAY AT
enter policy name
713 A S st W o] F O % defaultEs ) 2 P Tth

o A
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firepower-4110 /eth-uplink/flow-control # enter policy default
firepower-4110 /eth-uplink/flow-control/policy* #

14 g

9A3 A e=9EA

shebx] ofd /3

set prio {auto | on}
3l PPPE &4 513

G2 =9l ol whet o] Lol o

o All:

firepower-4110 /eth-uplink/flow-control/policy* # set prio on

S 4 229 A FA LA FAE S gAY v EAd gk o
A EY TN DA T4 QS FH AT kA s

Sl

b s 2571 9

set receive {on | off}
con(A7])- LA A &%

A XENM BE ERF S TA

EQAY dA A 83 E A

ol

o o~ Qq
= [e)
o
=

s

ol
%)
il

« off(127]) - Y

o) A

firepower-4110 /eth-uplink/flow-control/policy* # set receive on

| A5 A stetA v 2

GA5 Z2F- Ao AE AA
set send {on | off}
s on(A7)) - 21 HF =7t YT ol A Firepower 4100/93000 A4 | E ¢ Ao A A]
AUtk Ed o]l A4 e = Fobs w7kA] B ek ¢ A SAH YUY

off(127)) - 917 2} ghglel £E Eelo] Ao w sFEL T

of A

firepower-4110 /eth-uplink/flow-control/policy* # set send on

w76 42 A,

commit-buffer

o A
firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #
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firepower-4110# scope eth-uplink

firepower-4110 /eth-uplink # scope flow-control

firepower-4110 /eth-uplink/flow-control # enter policy FlowControlPolicy23
firepower-4110 /eth-uplink/flow-control/policy* # set prio auto
firepower-4110 /eth-uplink/flow-control/policy* # set receive on
firepower-4110 /eth-uplink/flow-control/policy* # set send on
firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #

B E Y lE o]~
* show interface

Qe o] 2 e FAF T

e

OEE Aol LE JTL S A o] 2 o] B trhibA Y]

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show interface

Interface:
Port Name Port Type Admin State Oper State State Reason
Ethernetl/1 Mgmt Enabled Up
Ethernetl/2 Data Enabled Link Down Link failure or
not-connected
Ethernetl/3 Data Enabled Up
Ethernetl/4 Data Enabled Sfp Not Present Unknown
Ethernetl/6 Data Enabled Sfp Not Present Unknown
Ethernetl/7 Data Enabled Sfp Not Present Unknown
Ethernetl/8 Data Disabled Sfp Not Present Unknown
Ethernet2/1 Data Enabled Up
Ethernet2/2 Data Enabled Up
Ethernet2/4 Data Enabled Up
Ethernet2/5 Data Enabled Up
Ethernet2/6 Data Enabled Up
Ethernet3/2 Data Enabled Up
Ethernet3/4 Data Enabled Up
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2129l U3t == e A5t A 9 FTD

2.0.1

FTD off &2 Aol el A 1kl H s
T P A AuE 24 8ed
FTD<>ﬂ H FXO0S A & ¢l E‘ro e
tﬂ AsdYeh B2 e dot=

B‘r"l A3k g H o] £~ F eIt T
chE o 12}l 1E H o] 2~ Bl A
HA AE Ho] A5 A5 o2 B3y
=3

At/ ¥ v ¥ : show fault |grep
link-down, show interface detail

A A = = &P F: Firepower 4100/9300
FTD

st=dlo] §-3] I EH = &5 A FTD

2.0.1

Hardware Bypasst= J A ol E & o]
Qletel ‘ﬂﬂﬂlo]i“}*}ol"ﬂ/ﬂ A% =
223t} o] 75 A ES 0
Eetedol 7o AT UEHAA
AdE A Tl sk o ARgE 5 Q)
FH

2171/%=7 ¥ Firepower Management
Center 3}¥:

Devices(E] H}o] 2~) > Device
Management(t] v}o] 2= #2]) >
Interfaces(3] E] 7| ©] 2~) > Edit Physical
Interface(Z 2] 4 Q1€ H o] 2~ =3])

A % = Z 2% Firepower 4100/9300
FTD
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7% o1& = Sl 75 B H

Firepower ©|H1E -3 SlE|H o]~ FTD|1.1.4 FTDO| A A}-&-3F ¢1E] o] ~ 9] 43S
Firepower o| I E & %] & 4= 9)\1)5‘4‘4.
o] ¢1E}#o] 3= FTD t]H}o] 29 B %
e A o] =Y T} o] 1B Ho] 2~
£ AH&-3t# W FTD CLICNA] 3l & 1P 5
2B 7B S A s ok T
& 91 Hy EdE S o] HE(: ¢
oMl E)el A &&= FU T
Firepower Management Center 1-/3 7}-©]
e R = = = b Dl El
AR S FZEAA L

ATH/577 ¥ FXOS ™ & set port-type
firepower-eventing, show interface

A A = &= Z & Firepower 4100/9300
FTD
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* Firepower 4100/9300 A Aol A 22 2B & 4 38H7] Aol 294 7438 ustaL AfA] & B
£ EtherChannel=- =9 X o] A4 o2 AA3}HA L.

A AEE ~93] 9] BZ2L (Cisco FX0S 3348 Fa13t 4 A Q..

Alo] E 7+ Z 2] 2~ E ¥ S £ 3l Data Center Interconnect = 7] %7

H 3 EYY & A2 3517] 9 DCl(data center interconnect) T & %5 th3- A4k} 22o]
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o eafok Tt
MO|ES 28 AH HH 2| =+
— X HeZ 22AH Ho 23 37
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Firepower 4100/9300 A A] ol A 2}-9-8
UF AYAE REo] 49 WA =24 tufo] 25 F53F T3 ASA ol Z2] Al o] A of A]
B e 2 94 sha o} T,

SEEERL

* Cisco.com®l| 4] ¥=] 4] t]ufo] 2o A}-§-3F off Z 2] A| o] A o] W] A & ThE 2 =3 U5 3l i o] v]
2] E Firepower 4100/9300 A A] ofl th2-2 =3 T},

N

3L ASA<E Firepower Threat Defense = Al A] 2] L& 5o &= 5 U3t o =1
Aol 22 FH S AA o FUTE A= bE ol EeAlo] A 8
AA AL E A FFUth RE5S 53 ofE Aol o E WA
AP F YAV R ERES LS FF ] ol ZeAlo] A A AR

%3 %) o] of gt

« =g 4 tfufo] 2ol ARE-E whe] QlE #|o] 25 A U th e QIE H o] A= Ha QY Th
o] ¥ *IE o] == AfA] He] o=k A}9“51L ARAL FHe] Q1E] #] o] 2 (FXOSl 4l MGMT,
management0 B+= 7B} FALSE o] 02 FAE F 9lon) o= ey

SR AA

Security Services(}.9F A H] ) &
scope ssa

o) A

Firepower# scope ssa
Firepower /ssa #

of =g Aol A2’ o)A WS Ayt
@) AHg 7Hs e ov A & STk AL Shel = WA MES o] Fuint
show app
of 7|
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is Default
App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
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ftd 6.2.3 cisco Native Application Yes

b) HF RE/IZ E3 HHE AA T
scope slot slot_id
slot_id= Firepower 41009] 7 -9- &/ 1°] 3L Firepower 93009] 74 9- 1,2 =+ 39 YT},

o Al

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

¢) ofEeAleld A= AE AT
enter app-instance asa

o Al

Firepower /ssa/slot # enter app-instance asa
Firepower /ssa/slot/app-instance* #

d) ASA oW A WS HA g
set startup-version version

o A

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) £F HEE FRIY

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) SSAEZ=E FEFYTH
exit

o A

Firepower /ssa/slot* # exit
Firepower /ssa* #

o) A

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit
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Firepower /ssa* #

U7 3 =24 tufo] 22 WA s )
enter logical-device device name asa slot_id standalone

o) A

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

A 4 =24 tupo] 2o yhe] gl vloly QB | o] 25 St 7} QI E | o] 2o tha o] AS Wk
e,
create external-port-link name interface id asa
set description description
exit
s name(©]5) - ASA -7 ol A AL-&-5| = Q1 E H o] 2~ o] F o] o} Firepower 4100/9300 A A] 4= 1}
o] A 7} ALg-8H= o] B U th.

* description(’d¥g) - - W o] o=+

i

e

Exl

(ME FHEU

o All:

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

A5 de] FEAEN ARE AT
) HEZE A YT
create mgmt-bootstrap asa

o A

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) WA &3S AT
create bootstrap-key-secret PASSWORD

set value

password #k-< 38 FH TH
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e)

password F= 13 th
exit
o A:

¢

MEMEE 2P e A A
olehel el vl E W 58 Qloju e

o Al

ot

294 upel = |

Ut} FXOS A~ A 3ko]

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade
Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 ¥ JIE so] 2~ A& A Ut
create ipv4 slot _id default

set ip ip_address mask network _mask
setgateway gateway address

exit

o Al

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 ¥ Qe so] 2= A S 3 gy
create ipv6 slot_id default

set ip ip_address prefix-length prefix

set gateway gateway address

exit

o Al

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210

prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #
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= %13 Firepower Threat Defense <=7} .

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

A6+ AFF

commit-buffer

o) A

Firepower
Firepower

GA 7 =8 A tufo]l A5 F5% $ I Qo =
9] DDoS BA] & 23} Au| A8 A X 4 9l Y Tl Radware DefensePro 4 1.,

/ssa/logical-device* # commit-buffer
/ssa/logical-device #

w}2} A =3} E] Radware DefensePro 713

S RKY

o

Firepower# scope ssa

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa # scope slot 1

/ssa/slot # enter app-instance asa MyDevicel

/ssa/slot/app-instance* # set startup-version 9.10.1
/ssa/slot/app-instance* # exit

/ssa/slot* # exit

/ssa* # create logical-device MyDevicel asa 1 standalone
/ssa/logical-device* # create external-port-link inside Ethernetl/l asa
/ssa/logical-device/external-port-link* # set description "inside link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link management Ethernetl/7 asa
/ssa/logical-device/external-port-link* # set description "management link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
/ssa/logical-device/external-port-link* # set description "external link"
/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create mgmt-bootstrap asa
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine
Confirm the value: secretglassine

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
/ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
/ssa/logical-device/mgmt-bootstrap/bootstrap-key #

= %] Firepower Threat Defense =7}

=83 =g 4 fulo] A= dE o 2 ZEd AV uU_A BoE A=k Firepower 9300 7
o] Bigo] ole] A9l tluto] 2o i Fe 2H Ei EYY tule] 28 TET 5 gk Fel s
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% 93 Firepower Threat Defense <=7}

B BE BES ALgaol SR mEe] 27)9 2o aH o) el %Y T 2% E85te] A1
# % glen

A28 7) el

* Cisco.comol| A =] 4] t]uo] 2o AL-§-8F off Z2] 7| o] Al o] WA & T} R =3k b5 af i o] 7]
A] & Firepower 4100/9300 A A] o] th2-=2 =T},

A

i1 ASA< Firepower Threat Defense= A A W &] BLE HE &= 5 Y3 o &2
Aol A 91261 2~ 58 A A shof Gt A= rhe o) Bel Aol £ &
A A LHA FEUTh BRES 5 Aol o e MAdS

A 7 AN EE REL A3 FP o o Zg Aol d b
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o] ] Qe o] 2= AfA] TE] 8o 20k AFE-E = AfA] T 1 H o] 2~(FXO0S 4] MGMT,
management0 B2 7| B} AR o] F o= FAIE 4 9low) oh= thE YT
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E
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o

n)
d o
k)

% o
ro,
o
. &
4 o

EEPNRY

Security Services(}.QF A H] ) =5 A A g o)
scope ssa

o Az

Firepower# scope ssa
Firepower /ssa #

A}-8-3F Firepower Threat Defense B 4 ©] 2 & A}&-2} 2fo] A 2~ Al °KEULA)ol 5 gt i B A
°] EULASI o}#] ‘5] tA] &2 7-¢-elvt o] ©A| & 3 shd gy}
a) AH& 7hs @ oW A E Stk ARt = W MEE Aof wU T

show app

o A
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is Default
App

asa 9.9.1 cisco Native Application No

asa 9.10.1 cisco Native Application Yes
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b)

d)

e)

= %13 Firepower Threat Defense <=7} .

ftd 6.2.

w

cisco Native Application Yes

olw A Bl e S AT
scope app ftdapplication_version

o Al

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

2ho] 4ll 2= Al 2ol 2] gt}
accept-license-agreement

o Al

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #
o -
Te AFUTH
commit-buffer

o Al

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

Security Services(H.QF A 1| 2 R EE FE T}
exit

o A
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Firepower /ssa/app # exit
Firepower /ssa #

H
Hol BE/AX o ¥

L
o
B
ox.
xh
k3
°

scope slot slot id
slot_id+= Firepower 41002] 73-$- &4} 10] 31 Firepower 93002] 74 -%- 1,2 £+ 3 Yt}
of| Al

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

NZ A M Q1 HAE AT
enter app-instance ftd

o Al

Firepower /ssa/slot # enter app-instance ftd
Firepower /ssa/slot/app-instance* #

Firepower Threat Defense ©| 7] %] ¥ & A7 3T,
set startup-version version
o] A} ebi-Eoll A EULAC &2l & v 2] Fd W M

o A

i
hins
L)
o
i
O

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

2~ = >
X EES TEEYT
exit

o A

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

(A & A}8}) Firepower 4110 B23= 4120-8 © = Radware DefensePro 91 2®1 25 A A T}, o] & 7
st =2l A Huto]l 25 A 7] Aol ef Eg] Alo] A I’ =5 A Sl oF vt

enter app-instance vdp

exit

=214 gufo] 2~ A4S &7 3k S0l = Firepower Threat Defense w=2] %] T] n}o] 2~ 9} o] A H] 2 |
9l o]| 4] Radware DefensePro Ti‘ﬂ g olHE A& A8l oF it 513 =g 4 tjufo] 2
Radware DefensePro -4, 208 | o] X| A A & 4 A FE 2 Z5H A 2
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o A

Firepower /ssa/slot* # enter app-instance vdp
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) SSA REE Za it}

exit
o) A

Firepower /ssa/slot* # exit
Firepower /ssa* #

of A

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

o) 4 jute] 28 4 F v,
enter logical-device device name ftd slot_id standalone

o) A

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

w24 Cnjo] 2o phe] @ lolE] Q1) o] 28 STk 7t ole s o] 2ol s o] 2] gk
Einsies
create external-port-link name interface id ftd
set description description
exit
* name(©|5) - Firepower Threat Defense 7-4J 9| A] AF-&%] = Q1 | o] 2 0] 59| o} Firepower
4100/9300 AN A] =3 ufo] A 7} ARE-81= o] F- Y Y T

s description(’d) - Mo &= &= FH("E FHUTh

o) A

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
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Firepower /ssa/logical-device/external-port-link* # exit
Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

S 27 7F A8 e s S-Sy ARt 2 Alell= o Z g Aleld CLI 39l
IR

a) FEXEHAE AT
create mgmt-bootstrap ftd

o All:

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b)  Firepower Management Center 2] o] AF-8-3H 1P T4 & X4 g T},
create bootstrap-key FIREPOWER_MANAGER_IP
set value /P _address
exit

o A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

o) WEh mEEhed Ei E)E 443,
create bootstrap-key FIREWALL_MODE
set value {routed | transparent}
exit

o All:

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d)  tln}o] 29} Firepower Management Center (ol 378 7|15 A A gt}
create bootstrap-key-secret REGISTRATION_KEY

set value
registration_key #t< 4 EFH
registration_key 3k <13tk
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exit

o Al

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

A R EH S S AT

create bootstrap-key-secret PASSWORD
set value

password k< =3
password 3k S %}
exit

o All:

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

grtete TAE olFS A I
create bootstrap-key FQDN

set value fgdn

exit

o) A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS A ¥ o dx = F&E 558 A4 Frh.
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

o A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.9.8.7,10.9.6.5
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h)

)

)

k)

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

A4 wrele] EE FRE B5e Agguh
create bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

o) A

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value

cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

1Pva 2] Q1B 0] 2= 4L T FU T
create ipv4 slot id firepower

set ip ip_address mask network_mask
setgateway gateway address

exit

o A

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPve ¥2] QI o] 2 A& AT
create ipv6 slot id firepower

set ip ip_address prefix-length prefix

set gateway gateway _address

exit

o) A

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

Po) REAEY RES Fayd

exit
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< A

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

A7 TS AFFU
commit-buffer

o All:

Firepower /ssa/logical-device* # commit-buffer
Firepower /ssa/logical-device #

WA 8 =24 t]rlo] = %3l & g Q of u}g} A =3}E] Radware DefensePro 7} = ZS- tjnfo] A~ &
H ¢] DDoS B4 % 9‘r§} el 22 A X 4= <5 Yt} Radware DefensePro 3 K., 207 #] o] x| Al A4 &

AL

of

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.3.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane

Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine
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Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

7ML

(RUBNAD)

(RUBNAD)
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FHUT Fe2E el A & A2 E Afo] =1 MAC
MAC 54 % 1P F45 A3

A MAC F4 5 53814 &
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A}ol E ID= LISP #HAFS AFE 3 Z 29 il g|E] &A 3 oo
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Aol E ZF S 2B ol thg AA R 82 v
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« dlolg AlE JIEAFE A7) 24 -
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v
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-
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* AFO] E 2k ol A] -ALO] E ZF FE] E R o Al 224 H| 0] 4]

ASA =T AH F7}

@< Firepower 9300 AHA| S AHA] U] E2] 28 & F=7}38 7L ) }\] 7L
F7he = syt A 3 S aE " e B9 2 AlAE I

ilzg]_/d /\]_C.l.

oAb 8 AL, 164 7 0] 4

FHEHH GO R oY AAE

o= Faafof g AjAl st

of 2HAHE F7IHE ths 2] T4 A S v Aol 4 a9 BRI

ASA =] ~H A4
Firepower 4100/9300 Aj Al ol A 8] 2~ S F+%3U o}

0% AYAE mEe] 49 WA el 4 tulo] 28 753 018 AS

2~E B EE 34 stgoF gyt

A o ZE] Aol el A v 1 E

Firepower 4100/9300 Aj Al ol A 2}-9-B ¥ W3} B = sl W e ASAE 753 5 dFHTh

A 2a7] Aol

S AATHA] 2 A ol = Firepower 9300 M A1 2] 37 & &
1

o b

H Q1] #| o] A~ 7} LR %] ¢F-2 74 - Interfaces(3] B 3] 0] 2~
@

E] ¥ (intra-chassis clustering)2] 7 -$- ©] EtherChannel®ll = 3 H
2 ©] Operation State(< % FH)E TAI & F AFHTL

l> do 2

Foll sl EdaH" S

dAstaf o Ut 37) L5 B e &2 F 5 S }L‘rE}Uer ZEuh

g of| A] port-channel 48 S 2] 2~ E]
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L 2AIA

A1 EFYAEHE F5387] Ao dlolH {3 AE o]~
Yt} EtherChannel((EE 2§ 9) 7}, 154 H o] K| ==

w24 cjupo] |

W= EtherChannel(XE ) 9)S H 4 17 +A S
2 A o1 F| o] 2 1A, 152 H| o] A = FZ 3 A

o
RERIHHA ol A= Fej Yol 7] A o2 o lF Ut =3k HlolH QIH o] ~F 753
Foll Sel=gol 71 5 dF Y
AMAL 2 2~H P o] 49, B H o] E O]Eiﬂloli—t“ﬂﬁ% QIE 7 o] 27} # 4 17)] $1+= EtherChannel
olojof gt t}. ZF A Al ell EtherChannel& 571U th.

GAl2  Fe] F8 AE o] 2 E = EtherChannelS 5713t} EtherChannel( (2 E A 'g) F=7}, 154 7| o] %] &=
= AA Qg H o]~ FA, 152 Hl o] A & FZFAAAI L

e Y o]l e 4 U o] A JAH o] 2= A A Bl &
QlE] Ao /\(FXOSOH ] MGMT, management0 == 7] E} f-A}3F o] &S
o] 2= 3l sk hE ek,

@73 Port-channel 482 28 28 Ao A E o kYt AA] 7FEH AEH ] 4
2~ 17] & port-channel 481 F=7}5+4 ).

GAl4 B AH| A REZ Qg
scope ssa

o A

o
2 EA

Firepower # scope ssa
Firepower /ssa #

GAs  SHAHE AT

enter logical-device device name asa slots clustered

2 AL EE A Bl
5 A4 #e) Qe

F, WM Qe o) 2 4

* device_name - Firepower 4100/9300 M| A| =3 vlo] A7} S8 ~H ] A& 4 38FaL QI Hlo] ~

£ 83T wf AR FU T o] = B BE A AFRH = S8 &Y ol &

5 ob7 AAeHA] L A g-oll = B g 37 S B A el oF it

o] bt} a9l o]

slots - A B35S S8 2F ol &gt} Firepower 41002] 7 9- 12 #| A 3+ U}, Firepower

93009] 4-%-1,2,3S AAF UL ZES AA A &S A= Flrepower 9300 Af Al 9] 37 X

' EX Bl tel S EH"Y S st oF St 3 e e

] 8 7} Y EbA] @54
o A

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

dAe  de FEAES RAE ALY

enter mgmt-bootstrap asa
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< A

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

HHA ) EHSE A G
enter bootstrap-key-secret PASSWORD

set value

exit

exit

HRH S S S uf = AP 74| ASA e AH7E 9l oW 18- kY o FXOS A2~ F gho] it
W AYA R A S S glojHd - AEAE = AsH

o A

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: happytuesday

Confirm the value: happytuesday

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

Y& i eEE A
enter cluster-bootstrap

< A

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

Bk RE AN S AE e olES AA

irel)

.

set service-type cluster name

o A

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

O] 82 17} ~ 38742 ¥ ASCII #2421 o] o] oF G},

S &y JE oA RES AT
set mode spanned-etherchannel
o A

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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Spanned EtherChannel 2. =% Y317 A Q95 & 2= Ut

HY P FAARE PG

o] An i wok BE A phe) B o) 2 T H A H Y

a) 2P F20] EE T o) F bz Ae s o] 9] 2 2ol 2 F5le] FgH ok
set ipv4 poolstart ip end ip
set ipv6 pool start ip end ip
H2g Y2 = 7Y ol et e F A4S E3HeoF Ut} Firepower 930001
A RE WE GG A GLASAR AN D) Fa8 Lok T 3e20 S o)
Yool A, 3} FE TP, DA vharl folol] Sohe A I Tl 2ol
P )32 o] 9 ol ) Qg ek S48 B4 1 el e
of thekIP 45 ol o8l ol oF P Th IPv4 B/E= IPv6 T8 AHEE = Sl Uy T

b) ] I H o] 2] 7|7 S 2H IP F4AE AT
set virtual ipv4 ip _address mask mask
set virtual ipv6 ip _address prefix-length prefix
ol IP FAt F2 U EYAY] S 2E E FAR lojof ARt £ A= oyt

o) UMEAAAIES ] F45 A=Y
set ipv4 gateway ip_address
set ipv6 gateway ip_address

o) A

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27
Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11 2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask

255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv6 2001:DB8::1 prefix-length
64

A IDE A
set chassis-id id
el 2~E ] 7} A Aol = g D7

o) A

i<}

ST

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

A}OlE 7F ZF 8] AE H o] 29 1~89] Alo] E IDE A A g},

set site-id number.
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Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

Sel2E Aol Y9 Ao EF el vis) 15 715 YT
set key
o A

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

FH RS g stebs ZHTEL FAHU
FH e 17~ 32 | ASCH EAL YT F6 DL )2 A ek b A g o] &
Ae A7 A Qulols 9 AgH AL W £ dolE Az Selo) dFL vAA ko,
Aot sE R AgHU

AHE 7He g A E S o] M-S Sl gk vk ARE S WS A T
a) AHg s @ Ae EAT

show app

of A

/ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.1.4.152 N/A cisco Native Application Yes
asa 9.4.2 N/A cisco Native Application No
asa 9.5.2.1 N/A cisco Native Application No

b) AFESH AL ¥ REZS dEghy
{1}scope app asaversion_number{2}

o) ol WS V|Eew AAFYH
set-default

d frEs Iy

exit
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<) A

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
/ssa/app* # exit

/ssa* #

SAMT TS Al

commit-buffer

dA18 2 2~Ho & A S F718FE ™ 3153 chassis-id 2 281 site-id S T4 J| ofF 8= A -5 A
o]3kar o] AabE WUt of U - A A] BFel B A S AR T

A9 vRAE U ASAC At S AEY TS BE AU

of

A 19] 79

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
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enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3

exit

exit

exit

exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::27
set key
Key: f@arscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

A 29] 7%

scope eth-uplink
scope fabric a
create port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
create port-channel 4
set port-type mgmt
enable

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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create member-port Ethernet2/1
exit
create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

Zel 28 e o F7b
ASA S 2H W E F7hsh Ay Al gy o
\}

o] WAz A A FF B A Al Rt A g YTk 22
o F/AY wAlshs Aol BEe] Abs o R

=

22E] ¥ o] o|n] &J 3} % Firepower 93001 =
7hE Y

S

A2K8}7] Aol

71 AL A of A M S Shel IP 7 o B0 1P F} 91 SelaHl AL I 5
Sk A GO AT, of M WAE Foheh] o] 4 A )& Sl s g

?@%?@ﬂ%@ﬁ?ﬂﬁ@ o= Qla) =24 vuho] 27} A A g ),
« QUEI T 0] 22 A A Ao A E e s of gt

FTHE A 2E o] 9 R v Fel 28 W 9] ASA A E e Ao Mol M thE AE e B
=8 248Ut el W F7t 2o 28 W 0 AUAE BE P 4B R 44T
Bl
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ZE2~Eoo & NMAE 713 273 chassis-id 2 2V} E site-idS -4 8l oF 5F+= 7
2]3}a1 ASA S8 2~F AAA, 189 F o] A o] AA}E WHEE ) oL Al Af Aol U $ :rué
Yy}

m{m

A
A8

m{o

FX0S *} 2] 57}
< Firepower 9300 A A1 S AHA] U] S 8] 2B 2 F71st AW AA] 1 S 2] ~H P § 02 of 2] AfAIE

F7ba % QU Tk AlAl 2t 2elaE ) A% 2 A AE B A o FA S o gt A4 s

of 22 E F71He thi tFE9] 9 AAS vh5 Aol dE iy

Firepower Threat Defense = 2] ~F A4

Firepower4100/9300 AT FH B Ao A S AHE &4 5 F AFUL BE 27 A2

U}E}X}Eoi/‘g”%‘/]‘ﬂr A 2 ~E g o] A 2 AN E A o2 A sl oF Fu Tt
AM shube S8 2~EE 75 b GA FF87] f8 3 HA A o] RFEAER] S TS A
Alell JAFFY T}

A 2a7] Aol

o 5 S A XA &2 7d--9l| I= Firepower 9300 A} A] 2] 37 B5 &5 259 3] S8 ~HPE S
A stelof U 37 RES BT A &2 A5 SH 27 e efsU

2 Qe o o] 27} E3HE X] 982 73 -9-, Interfaces(3] E] 7l ©] 22) ¥ 0| A port-channel 48 F 2] 2~
3 Q1 7 o] 2~ 9l] Operation State(-<3 €))7} failed(2 3= FAIH YL JAE} AjA] S
2~¥] ¥ (intra-chassis clustering)©] 7d-- ©] EtherChannel®l] &= ¥ Sl Ejdjo] ~7} A Q 8} #] ¢ko =
= o] Operation State(= 3 A EHE FA| < = JdHFYTh

L EAA

A1 FHEEE 567 doll HolH {3 18 o] 2= B3 EtherChannel(Z2E A 2)& H A& 170 74
Yt} EtherChannel((EE 2 Q) F7F, 154 H o] X| o= A A JIE H o] 2~ 4], 152 H| 0| K| & F 23 A
S

EZdlolH JIH I o] AE FEF Fo S 2Eo F71E 5 F YT

A 2 e 2B 9 9] 7, E Eo] B Q16 o] 1= wn] Q1B 0] 227} 2 4 17] %) EtherChannel
o]ojof gy t}. Z} A Aol EtherChannelS 371 o}

dAl2 (A8 AR S AEHE 5 6H7] Al Firepower oI E A 2] £-8 AAH o] 25 T T T A A
AEH o] 2= -4, 152 #H| o] A & FrxeH4 Al Q.

o] Q1E]3l|o] 23 FTD tjulo] 2 9] B % 312 Qe so] =gt o] 1B 7| o] =& A}-§-5l 2] FID
CLIYNA 3G 1P =4 2 7] e} v /|55 Ao syt o & 59 Fe] E TS ol E(d: §)
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. Firepower Threat Defense = 2] 2~ €] A4

ol E)ol| A &2 g 5 )5 YT Firepower Management Center ™ % ZF32 ]| A configure network ™3

2] 38 91E 9| o] 22 B 3= EtherChannel S 3=7}3U th. EtherChannel(ZE 2] 9) 57}, 154 ¥ o] %] &
2 A QI H o] 2 A, 152 o] A & FZEAIA L

2] ol o] A A4 FE U} o] #E] Qe H o] A= AfA] Ta]g ozt /\}%Q
Bl 9| o] 2~(FXOS®l| Al MGMT, management0 %=+= 7| E} ARG o] § 0.2 &
o] 2~ 391 7} Sk DL,

Port-channel 482> 2 2] 2~F #l|o] ] A2 oAUt A A] IF 2] ~E 5 9] 75, W Qe oo] 2~ F
2~ 17]& port-channel 481 F=7}3F 1 o},

Hol AMu]2x REE 9l gy},

scope ssa

< A

Firepower # scope ssa
Firepower /ssa #

FY2HE AU
enter logical-device device name ftd "'1,2,3" clustered

o) A

Firepower /ssa # enter logical-device FTD1 ftd "1,2,3" clustered
Firepower /ssa/logical-device* #

device name-> Firepower 4100/9300 A} A] Supervisor(Z2] 27} S 28 & A A S G/ 8kar 1 E 7] o]

25 ddats v AR YT o] = Bel BE A AR = S22 E o] Fo] obd Uyt

aL Eae AASHA G2 4ol = A2 37 BE &5 Bl dial SY A "S
o Ayt 3 EES BT 7 AsHA &2 A5 S 2H 7 YERHA] U T

i

73 3}4l

ol

Fejog REAEY ARSE

W
o
o
2
I
o

a) SE|XE REXE A
enter cluster-bootstrap

b) A4 IDE AR g
set chassis-id id
Ze]2~El 9] 7} Af Ao = a8 D7 E 8 F )

¢) AbOlE 2+ Ze]~E] ] 7% 1-89] Alo] E DS A A gt}
set site-id number.
A}OE IDE A Asted 3h-S 002 A& S}
of A
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Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

d) HetRE TAA FH2EH 715 AA Y

e)

f) HeEE NN FHAH 5 oS A I
set service-type cluster name
o] 52 17 ~ 382 = ¥ ASCII w2+ o] o] of gt}
g) SUYLH FEREH RES FEYLL

exit
o) A

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: f@arscape

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl

Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

e FEAER v E AU
a) e FEXEY AAS AYIUS

enter mgmt-bootstrap ftd

b)  ¥&]| 3} Firepower Management Center2] IP 45 X 4 gt}
enter bootstrap-key FIREPOWER_MANAGER _IP
set value /P _address

exit

c) =84 tnlo]A7}t A5 E 2= (Routed(2H9-¥ ) =& Transparent(F4)) S A 4 g o).

enter bootstrap-key FIREWALL MODE

set value {routed | transparent}

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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d)

e)

2

h)

)

=24 dute] 2~ |
-]/\a A A

exit

t]v}o] 2= ¢} Firepower Management Center 7+l 378 7] & XA gt}
enter bootstrap-key-secret REGISTRATION_KEY

set value

registration_key

exit

o) Tluto] o] AFE T MMM EE 4 Tt

enter bootstrap-key-secret PASSWORD

set value

password

exit

=24 tko] 0] A8 FAE o B Q).

enter bootstrap-key FQDN

set value fgdn

exit

=24 Tutol 2ol A A9 AR 9 DNS A 552 A4,
enter bootstrap-key DNS_SERVERS

set value dns_servers

exit

o) 4 Tluto] 2o A EH 912 FEE Fieke] X g v
enter bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

Y 2H 9| 7} Bol Bgol tia ] IP FAE A T

a Firepower 93000 A= 255 A X 8}4] &2 4 F-ol = AfA] 9] 37 5 &5 25
el IP F4AE AR FUTE 3 RES BT A 2 A5 e 2EH7F Y

BA et
)&} 7o) 1Pva #2] QE Ho] 2~ A= AT T}
1 ) e s o]~ A AT

enter ipv4 slot_id firepower

2. AelESe] =45 A dH.

setgateway gateway address

3. IPFAE vAAE DAY
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5.

Firepower Threat Defense = 2] %~ 14 .

set ip ip_address mask network_mask

e [P REE ZFE3 )

exit

A o] vh A mE] dja) k= g o,

th&-3} o] IPv6 #2] S1El sl o] 2~ A = A4 T o)

1.

vl AE ol = AAE A I
enter ipv6 slot_id firepower

Aol Edel F45 A g
setgateway gateway address

IP_Z’_/\ ) xJEA]_E 2 % i;sﬂ]/]u]_

set ip ip_address prefix-length prefix

HY P RES FEFYTH

exit

A o) v A o o gl wk g o

P RESEY REE FRI L

exit

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

ziggy$tardust

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value:

Spidersfrommars

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.31 mask 255.255.255.0

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

w9 A o] 2 mE S

ofN

23,

exit

A8 7bs @ 2XEY ) M7E el @ ohg AL

a) AH& 7he e Bl S FAE YT
show app
of A

/ssa # show app

Author

Deploy Type

w24 cjupo] |

CSP Type Is Default App

Application:
Name Version Description
ftd 6.0.1.37 N/A
ftd 6.1.0.11 N/A
ftd 6.1.0.21 N/A

b) AR MR 9 mEE gy
scope app ftdversion_number

o) o MAE 7IEHer A
set-default

d) o] B el HF AREAF 2ho] 2 Al ool & o .

accept-license-agreement

o) YEEETEIHT

o A

/ssa # scope app ftd 6.1.0.21
/ssa/app # set-default

/ssa/app* # accept-license-agreement
/ssa/app* # exit

/ssa* #

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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T8E 7N gk

commit-buffer

Firepower 4100/9300 A} A 2] Z}(supervisor)™= 7] & Het HE AT EQo]l AL TR Edta 2
e FEAER 4 B e QIE o] = AA S 7 Hel gl st 28 aHE 5Ty
}.

S 2Hol th2 AAE F718FH W I3 chassis-id 2 317-3F #E] IP 45 A 8l oF o= A -
£ AlelskaL o] AApE wHE gt} O}Wm‘ APA] Bl 5D 7 A S AR S T

2] 1P F4AE AFE-3lo] ZF B9t &S Firepower Management Centerol] =718t Th5- ) QIE] 3| o] 2~
A S22 253y

Firepower Management Center®l| F=7}3}7] Ao BE 28] 2 4 0] FXOSAA 34 o= 3

Zej 2ol glofof Fuuh,

oflt
(i,

3

of

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
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exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

MA) 29] 75

scope eth-uplink
scope fabric a
enter port-channel 1

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

FH2EH Y S

N

71E 28 2=H oA FID S8 28 | & F7Fsk 7 v ul Al § o

e
K

o] AX}2] FXOS WA= Al Al Al F+7F Al el jE 2] &g Yt} S 2] 228 & o] o] n] &4 3} % Firepower 9300
of A LES F7)ek= A9-ol= EEo] Abs o2 F7F Yt 218 = Firepower Management Center
= 3l oF Y T}, Firepower Management Center T A 2 711 g U T},

e AE ol G2 A E F7rek e v A& sk Al A sl oF 8k 95 Al 2] 8haL Firepower
Threat Defense =21 ~8 A, 197 3| o] #] o] A A} WH5 Ut of Wl 57 AfA] 5ol & A7 74
< ARy

o A /\] ID

R
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Radware DefensePro -4 .

7] 2 Firepower Management Center®l] 4] Devices(T] 1} ©] 22) > Device Management(T] 1} 0] 2~ #+2]) & A & 5}
U Add(5~7}) > Add Device(T] V}o] 2= F=7h & A Esto] Af =] %] tnfo] ~ & F7}gh o

@A 3 Add(3+71) > Add Cluster(Z 2] 2~ F7HE A&l g},

Sl 4 ZF TS B=o A A Master(TF~E]) tlHfo] A5 A Elgh ),
ez ol 3= ﬂVE% tute] 25 dEstd 71E S22 o] Fo] AF o ¥ ¥ H FMC
o Wb F71e Al 98 sl BE A3 Lo o] B t]ulo] 2 7] Slave Devices(< @] 0] H. U] H}o]

) Al 7L o,

A 5 Add(5F71), Deploy(7-%)= A}z

22
SY 7AW E 236t o] Ef U

Radware DefensePro -4

Cisco Firepower 4100/9300 A Al ol A = @ E-& o] =ofl Q= of 2] A ] 2x(o: W38 2 A] = 33E]
DDoS e Z&] Aol ) E A A& = AFHTE o] el Z Aol B A H] 2= A2 AR1E 48]
Qs g A4E 5 AU

Radware DefensePro % H.

A A A=) = A H) 2 A o)d A ol A A = 3}E] Radware DefensePro 71y & 2 &2 A %] 3} o] ASA
5} ¥ W= Firepower Threat Defense 2Foll 4] 2l &) & 4= 9] 51 U}, Radware DefensePro+= Firepower

4100/9300 A Al 9l 4] DDoS(Distributed Denial-of-Service) B% ¥ ¢+3} 7| 5& A3 3= KVM 7§k 7}
2 Z P E QY A u] 2 A o] g o] Firepower 4100/9300 A A] o] A g4 5}% A UEY A EdY

2 7]+ ASA T% Firepower Threat Defense W3}® o] =23} 7] o] T A DefensePro 71 5=

% 3fafo v,

%

= 2N &2 Radware vDP(7}d DefensePro) B2+ 7FeH8} Al vDPEFALE

mlu

» Radware DefensePro 7}

g},

« Radware DefensePro 7Hy Z R Z L A 9o e} H =3 dmdolg e ans ),

e
Rl

Radware DefenseProol U] 3l A} 4 9 - A}3)

Firepower 4100/9300 A A] ¢l Radware DefensePros 75 3F7] %9l ete/UTC 3 Al = NTP A1 H
& A}-8-31 == Firepower 4100/9300 A Al & +/d 3l oF 1] T}, Firepower 4100/9300 A Al of] A st 4
AZre AR sk i ol ti gk ARA g W82 A B AIRE A, 100 o] XS RS Al
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vl

* Radware DefensePro(vDP) & &2 U5 H.ol o] Zgfo] d 2o A ASAS} $HA Al 4 Yt}
* Firepower 9300

* Firepower 4120 - ©] &2 ol A &= CLIE A}-8-3} 9] Radware DefensePros 75 3l oF 3H T}
Firepower Chassis Manager= ¢} %] ©] 7]5-& A d3}1#] &5 4T

* Firepower 4140 - ©] & %ol A= CLIE A}-8-3}% Radware DefensePros -5 3l oF 34t}
Firepower Chassis Manager= ¢} %] ©] 7]'5-& A d3}1#] &5 4T

* Firepower 4150

* Radware DefensePro = # 352 U} 1.9t o] &2} 0] 9 2ol A] Firepower Threat Defense 2} &7 =]
Huoh

* Firepower 9300

+ Firepower 4110 - ¥=2] 4 T]ujo] 29} 5 Aol v 20| €] & %8 of Frirh. =] 4 tiujo]
227} o] m] glute] 2o A o] fo = w0l H & A A 4 Yl T
Firepower 4120 - =2] 4 tjnfo] 29} Ao Hl e o8& F-FaloF vt =] 4 Hulol
27F olu] fuo] ol F-A | o] $-ofl = vl e o] H & A A& = gls

* Firepower 4140

* Firepower 4150

#7443

e Au 2 Aol 2 A A IF FH AH Al A A H A sy Tk 131‘/}*]1 Al Fe 2E A
2] 29| =38 -/ ol A = Radware DefensePro(vDP) ol Z&] Al o] & 75 & 4= 35Ut
=]

* DefensePro o Z & 70| A& o 37 Bt HEA HEo A Az Al3)

=28 =¢] 4] t]u}o] ~o| Radware DefensePro %3
U Al 593 ASA T Firepower Threat Defenses=¢] %] tju}o] 22| kol Q= T A H] 2 A
¢l o]l Radware DefensePro= A %] 3} += W & H o] 51Ut}
Al ZFst7] 7|

* Cisco.com©l| 4] vDP o] 1| A & T} & = (Cisco.com®| 4] o] 1] %] T} 2 = 54 ¥ o] %] Z3)3} t}-&
35 o] W] 2]  Firepower 4100/9300 A Al o] T 2 =8 th(= 2] 1 T]u}o] 2 4 Eg)o] ofu]
A th 2= - Firepower 4100/9300 A A], 57 #H o] %] k=),
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=93 1=2] % t]nlo] 2l Radware DefensePro -4 .

« A ] 2] Ao A 5 H3E A © 2 Radware DefensePro o =& Al o] A :TL%%aL ‘/F A=Y
ok AA] W 8 ~E -l gisi A= AHA] U] 28] 2~ E] o] Radware DefensePro 143,
RS A23HA Q.

L2 A A

VDPE-O 2 W] o) AE|H o] S E AFETHel i A Qe o] 28
2 A, 152 e A of] el mgmt FH o2 A TE 18 A 227
Hio] 25 /& 5 AdFUTh

=43 74 S 2 ASA T Firepower Threat Defense +=2] %] tulo]| ~ & A Y= H3E ASA F
7}, 170 # 0] #| == 55 H 3 Firepower Threat Defense 57}, 175 | ©] %] %+32). Firepower 4110 5=+ 4120
Hot o] Z}o|d ol o] x| & A A sh= AHF- A2 AU 7] Aol Firepower Threat Defense ©] 1]
A5} 71 vDPE A Al oF Ty

EﬂﬂﬂAUE%%ﬁﬂqq

Firepower# scope ssa

D33k b2 A A QTE ] o]
(e} A=
I -

o Zel Aol def &

Radware vDP Q1 2~E ~ 2 A AT}

Firepower /ssa # scope slot slot_id

Firepower /ssa/slot # create app-instance vdp
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot/* # exit

T4 AR,

commit-buffer

B R E 9| vDP A W X2 A el g

Firepower /ssa # show app-instance

o A
Firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State Running Version Startup Version Cluster

State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not
Applicable None
vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None

vDP ol 2] 7| o] 1 ©] Online(=>=FR1) Bl 7} =™ =] 2] tjupo] 2ol A =g}

Firepower /ssa # scope logical-device device name

vDPoll #2] 1E| o] 28 TR T 12l 4 Tlufo] o] A 9-9f Bl B4 B Ho] A8 ALE
7 Ao QE Ho] 48 AFE a4 AU,

Firepower /ssa/logical-device # enter external-port-link nameinterface id vdp

o
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. =93 =2 % t]nlo] 2l Radware DefensePro -

Firepower /ssa/logical-device/external-port-link™* # exit
A9 vDP-E 9w lE o]~ S
a) FEXEZ JHAE A ST
Firepower /ssa/logical-device* # create mgmt-bootstrap vdp
b) @Y IPF4LE FAGYL
Firepower /ssa/logical-device/mgmt-bootstrap* #create ipv4 slot_id default
o AelEgle] FaE MY FUT
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway gateway address
d IPFa ks s A
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set ip ip_address mask network_mask
e) ¥l P4 HHE TR
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit
f) e FEAER] 74 WeE TR

Firepower /ssa/logical-device/mgmt-bootstrap™ #exit

@A 10 ASA HE Firepower Threat Defense 2 2-9- ¢Foll, vDPE 0| x| & d] o] E] QIE #| o] ~ & 4 gt}
Firepower /ssa/logical-device* # scope external-port-link name
show external-port-link ¥ & = 9] ¥ 5} QIE] o] 2= o] F& SAFH T
GA =24 Hupe] 2ol vDPE F7H T
Firepower /ssa/logical-device/external-port-link* # set decorator vdp
VDPE AF8-3 2t QlE| 3 o] o] T8 o] % kg o).
A 12 M EvtE] ho] QIE H| o] el A H 5SSl I
Firepower /ssa/logical-device/external-port-link™* # show detail

o A

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

GA13 S AR

commit-buffer

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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A A U 2] 2~ E ol Radware DefensePro -4 .

ool =g 2
DefensePro ol S| Aol /A o] T & AAFYTH EHEE AT wf717] off Ze] Alo] 2 2
2l AE7F = A ek Y T &ZFA| g U] 82 cisco.com®l] 4] Radware DefensePro DDoS $+3} AF8- A1

R E LS

2~¥] || Radware DefensePro -~

A ZE S AH A L

A 22 Aol AfA] TF Ee 2~ FA oA A YA 5
9] &9 & -4 o] A= Radware DefensePro ol &2 7| o] A&

A25}7] Aol

* Cisco.com®l| 4] vDP ©] 1| X| & U} 2 = (Cisco.com®l| A o] W] ] T} 2= 54 #H o] %] Z2)3F v}
3 0] 1] %] 2 Firepower 4100/9300 A 4] o] T8 &= 3 Th(i= 2] 4 T]npo] 2= 432 E¢)jo] o] 1]

A th& 2 = - Firepower 4100/9300 A A], 57 H o] #] %),
ZZAIA
vDP&© &2 M o] #e] Qe o] 25 AMgate &= 45 A o] ~ 5 &4 513k of 5 A A 1 E] 7] o]
2~ 743, 152 Flo] Al of] b2} mgmt 3 &2 AA G Th 2HA] & 9ol = o Z2]Alo] A #e] <l
Hiol~E 3% F dFYTL
ASA M A] U] E2] ~EJ(ASA =] 2~F A4, 189 ¥ o] #| 33) 1= Firepower Threat Defense A A W
£ 2] 2~E](Firepower Threat Defense = 2] ~F] A4, 197 # o] #] Fx)E 7+ Y

Radware DefensePros AF-8-3lo] 2| F(F2tolAE A2) L EE g ol g}
enter external-port-link name interface name { asa | ftd }

set decorator vdp

LAAAJ

set description
exit

=24 fupo] ol ek o §- we] X ES S

enter external-port-link { mgmt_asa | mgmt_fid } interface _id { asa | fid }
set decorator """

set description """

exit

T e 2EE Sy

enter external-port-link mgmt_vdp interface name { asa | ftd }

DefensePro-&

set decorator """’

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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set description """

Ze2E 2E AY L T

enter external-port-link port-channel48 Port-channel48 { asa | ftd }
set decorator """

set description """

exit

1= DefensePro Q1 =¥ 2= 370 )] th & ] FEAERS A F T
enter mgmt-bootstrap vdp
enter ipv4 slot_id default
{1}setgateway gateway address{2}
set ip ip_address mask network_mask
exit
of| Al:

enter mgmt-bootstrap vdp

enter ipv4 1 default
set gateway 172.16.0.1

set ip 172.16.4.219 mask 255.255.0.0
exit

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default

set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

#o) PEAED T

ox

¥ 9]

il

TEIY

exit

—

nl 2~ ¥ & o] =9 A DefensePro o Z 2] Al o] A QA AW~ S sy}

connect module s/of console

connect vdp

vhE B o] =l A dhe IPE A d YT

device clustering management-channel ip

ol7d @Al A I3 IPE AFS-Sho] pEAE IPE AT
device clustering master set management-channel ip

=Y 2HE &4y

device clustering state set enable

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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A A U 2] 2~ E ol Radware DefensePro -4 .

f=gAold &S TR FX0S 5 CLIZ Eokty

10, 12, 13, 14T A & WHE3ko] 11ebAlol| A gelgh np 2~ IPE A A staL 7z Edlo] = of ZE|Alo] A
A’ 2o tisf S 2 E ST

TAE ARG

commit-buffer

Fa o] AAE $h5 3 F DefensePro Q1 =81 27F Fe] 2E o] A H A=A Bl of Tt

X DefensePro o] Z2] Al o] o] S8 2H o A= =A] APt
device cluster show
the W F shbE ARgSte] o W DefensePro 912 ¥ 227} 7] 2w 82914 gel g,
a) DefensePro 9122812~ W95 ¥ A3} 3L DefensePro2] ol &2 Ao A7 HoFU )
scope ssa
scope slot slot_number
scope app-instance vdp
show app-attri
b) %% W 91E FAI5 U A @ DefensePro €1 21 A HE ol FU T o] WA & AHESHA &
Fol Qi =24 tuo] = 2 yDP o] Z Ao 1 s' o] AuE W HAFG T
scope ssa
scope slot_number

showapp-instance expand detail

DefensePro o & 2] 7l o] A o] 2e}lo] vt S 2| 2= o o}z 74 ¥ %] 42 73 -¢- CLI
gy,
App Attribute:

App Attribute Key: cluster-role
Value: unknown

rlr
ul
dlo
o
=5
>

Al 2=Elo] “unknown” #k= 3 A]SHHA DefensePro o & 2] 7| o] A& A 2}&lal vp~H IP =4 & T4 5
o] vDP 8] 2=HE Ao}
DefensePro ol & 2] Al o] d o] 2&Qlo] ] Z8 2~E o] FA ] = 4§ CLI= oS AU

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

of

scope ssa
enter logical-device 1d asa "1,2,3" clustered

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipvé 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description
exit
enter external-port-link mgmt vdp Ethernetl/l vdp
set decorator ""
set description
exit
enter external-port-link port-channel48 Port-channel48 asa
set decorator ""
set description
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

nn
nn
nn

nn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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UDP/TCP 2 E &4 7] 9 vDP §] A ]2 &4 5} .

okl A @ 2]

DefensePro ol =] Ao o] WS & AAFYLH vEH T E A4 wj7h=] o Z2] Al o]

g}l A ef 7t B %] &FU T Z}A S W82 cisco.com©l| 4] Radware DefensePro DDoS £+3} A}
S R e AP el

He e
&4

°
.
A

UDP/TCP :2E & 7] B vDP ] A H| 2~ &/ &}

A3

Radware APSolute Vision Manager 91 E] 3| o] = t} 3 UDP/TCP ¥ E & A}-8-3}9] Radware vDP °f|
Z g Al o)A EAlg ]t} vDP of| =] A o] A o] APSolute Vision Manager2} 52182 o] 23t X E
N 914 2 7 ool WSS 02 Q1a) ARkl ) k) Belafol itk Aol 54 e ol 4
A3 Y -8-& APSolute Vision AF& A A o T2 55 %}Zﬁé‘}’g} Al S

» APSolute Vision Server-WBM E41 & £ A Ao 3t L E

» Radware T] v} 0] 2~ & A}-8-3}+= APSolute Vision Server®] 4 X E

Radware APSolute Vision®l] 4] FXOS A Al of] -5 % 7} DefensePro ©f] = 2] 7l o] A2 &) 3} &) ™ FXOS
CLIZ A}F&-3Fe] vDP § A H] =& &g glafl oF gt}

= A A

FXOS CLIC A vDP ol & 2] A o] A Q1 =®l 2o AA gt
connect module s/of console

connect vdp

vDP ) AMH] 25 LA sty

manage secure-web status set enable

vDP off ZE] Aol F4-& F 838l FXOS BE CLIE Eobgtt.
Ctrl ]

2] 2] tuho] 2 ]

w24 Tl A% ARSI, ASAS B BEE kel lEldol s AL WAL, 7] E el
2 tlupol 2o 4 718 2} FAE 5 AU T

=2 Aol Z&ol A4

o AAtE S ste] o Hel Ao A o) el ARG
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L 2AIA

A1 B8 CLI o A2 gyt
connect module slot_ number console

oo Wok HES A ekA) ez tlko] o] wek 7ol AR skel W B 12 slor_number A8

o) A

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TGA 2 cfEE] Aol 2E0 AA TG ufo] 2ol A7 H

connect ftd

o
I
L
v
IS

connect vdp name

A A4S 918 FXOS B8 CLIE AHS-3 4= ol Y

Al 4 FXOS CLI9] Supervisor(#2] A}) =+ 0. & Folzi )
a) ~5 4Egyh

gl o Ze] Aol S TEFY T

b) @Yl ofEE Ao S TRt

telnet>quit

of| A]
O A oA = HeF 25 100 1 ASAC] 912 3 th3 FXOS CLI2| =3 nlo] A ¢l 2 t}
Al FaFYL

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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Connected to 127.5.1.1.
Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepower#

=] %) tuho] 2 ALA

L 2AIA

(

?}ﬁ]1 Ei?}}ﬂﬂ]5:1mgiég %Jgi

e,

I

Firepower# scope ssa

EEEREESEE |

SA 2 Al A= =] A Habo] ol Rk Al AL S gl g T

Firepower /ssa # show logical-device

A3 A4 & =2l tube] 2= 21 7tel val vhe B H S el g

Firepower /ssa # delete logical-device device name

A4 =2 A Tupo] 2ol AAH o 3= ol EE] Aol el Rt Al AL S Sl o

Firepower /ssa # show app-instance

A5 2hAl e of Zel Aol ] A ztell el the WS dE Y

a) Firepower /ssa # scope slot slot number

b) Firepower /ssa/slot # delete app-instance application name

c) Firepower /ssa/slot # exit
SA6 TS A Y

commit-buffer

A28 Ao EAA S A g,

ol A]

Firepower# scope ssa

Firepower /ssa # show logical-device

Logical Device:

Name Description Slot ID

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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B =92 auelzg aa9 g e oA A2rx 24

Firepower /ssa # delete logical-device FTD

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

|

=] A ynfo] el AAEA] G2 of &2 A o] A Q1A' A AHA|

=2 2] tluho] 25 Al eh T 2] 4 tiupe] 2o] o Fel o] FAE AAE ANA B ZERE
FEARYG Zel Aol A AL A S A5, AP Al Zel Aol AR A E AT )
A ChE o) Fel A o] A& ALge] el H tnte] 22 A & &Itk el d tupe] 25} o
o) AAH A e o Z oM AL AT Wk mE/ALNA A sl W The AAE e
F g

N

O

L EAA

Heb Auj2 REF g
Firepower# scope ssa
A9 ofZe Aol el AR A2 B
Firepower /ssa # show app-instance
A o Z A o)A Zztel sl b W E S 4 gy
a) Firepower /ssa # scope slot slot number

b) Firepower /ssa/slot # delete app-instance application name
c) Firepower /ssa/slot # exit

TAL Aulg ),

commit-buffer

A 225 g0l E A S AR
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>
[7d
>
]

ol A]

Firepower# scope ssa

Firepower /ssa* # show app-instance
Application Name Slot ID Admin State
Version Cluster Oper State

Operational State

ftd 1 Disabled
6.0.0.837 Not Applicable

ftd 2 Disabled
6.0.0.837 Not Applicable

ftd 3 Disabled
6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

Stopping
Offline

Not Available
ftd
ftd

ftd

2

o

=2

LIS

%7 ;L& 23 tF-3 ASA CLI ol A W3

4100/9300 2§ Al ol A -4 &

= ASA‘:‘ Firepower 4100/9300 A A] of| 4] ¥k 4-5-3F 4=

B T APARR, REAEY TS
xH:rL?;stO]: ST ASAE 18 T8 2 Z0] RE A E @ LA 3} 37

4
ol
o
o
1
I
m
29
on

Running Version Startup

6.0.0.837

6.0.0.837
AFUTH ASAE 71 W)
R s RAgUT 59
UA] 4 2.2 Firepower

By reg ol lG5Uth S8 AH Y ASAY A-$, Ao A YA A o2 FXOSAA] FE A
B9 AL ATET dar ey
TR AA
SA 1 of =g A o] ZLo] A, 215 H o] Aol whe} ASA FZo] AAT T e ~E o] AL 7] 0
o AZATITh WA o e A AE 8§16 o AT T}
B2 A mES A4 EUD
enable
configure terminal
7] 32 © % enable B] Y 5 3= vl o] Ql5U T}
@3 WS T BEE Ay
firewall transparent
A4 S A EU T

write memory
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. Firepower Threat Defense i=2] %] U] u}o] 9] QlE]do] 2~ 87
Y2 e iAo o A5 o] Aol Bx fylel HAE Y

asa(config)# firewall transparent

asa(config)# write memory

Building configuration...

Cryptochecksum: 9£f831dfb 60dffa8c 1d939884 74735b69

3791 bytes copied in 0.160 secs

[OK]

asa (config) #

Beginning configuration replication to Slave unit-1-2

End Configuration Replication to slave.
asa (config) #
@A 5 Firepower Chassis Manager Logical Devices(:=2] %] T]u}o] 2x) # o] 2| ol X ASAE 57 51 H Edit(~
Ay ofo] & = G}
Provisioning(*Z 2 H] A ) #| o] x| 7} YEFE U T}
GA 6 FEXAER] S A5k tufe] 2~ ofo] Z-& S YT 4 9 7S WA g $ofl OK(ER))
= Yk
Password(M| YW1 &) L E 5 31} o] o] = ks w4 sl oF Pt
FEZES T4 WA gk 17k TAEH W Yes(ol)E =9 7T
GA T A T EHH B Ao e A9 5TE A S RSS2 A Ao A BREAEF S A
TS5

A ARGk o] ThA] EE 1 ASATHEhAl 25 w7k B A 7]tk e o 4] ASAS]
EnEg P40 45w ASAL £ LEZ §450UT

Firepower Threat Defense =2 4] tjn}o] 2~ 9] Qg F o]~ W H
o]~

Firepower Threat Defense t=2] 2] T]u}o] 2=o] 4| 1 & 7| 43 e 2 AT AdSFH 1
& T}& Firepower Management Centerol] 4] Q1E] | o] =~ A& 571388 4= )54t

REEMEL

- QlE] o] 28 T4 3L A A) QlE] sl o] 2= T4, 152 5| ©] 2] & EtherChannel(EE ') 371, 154
7 o] A] of] w2} EtherChannel-S =784 T

=24 tufo] 2o o 8-S =71} Firepower Management Centerol] A 5 7] 3} 2 @ §lo] ghd=
EtherChannel®] M4 & 4 o d5U T

REEQH 0|7 7R o2 S8 aH| & 99 o] ojn] g QHH o] ~E
EtherChanneloﬂ F7bete = ol = WA =24 tlnfo] 2o A Qe #| o] 2 S F-& 3| Al g T}
S EtherChannel®] $18 #| o] 2~ & F=7}3] ok &1Lt} A EtherChannel®] 73-$- o] Z Al gF S t]u}
o] 2~ EtherChannelS &+ = 9154t}
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 ¥2] == Firepower 0| W1 E Q1B H| o] A~ & WA 6} & = 7 $- Firepower Chassis ManagerS A}-& 3
of gttt CLION A &= o] W7 AL A AekA] &5t

s S 2HY =5 17F8A 9] 4 9-9 = Firepower Management Centerol] 4 4 & 5 7] 3}sl 7]
of B frulol A QIF H o] ~ 5 F7 el AL Al A s oF Pt WA Slo]H/Awhuto] fylof
A 1Y o] 25 WA g Fof] wpAE/HE H fHl o A WA= Blo] EHFUTE AL QlE H|o]
= 32 E S v E HE FrtE R R o]~ RYHYd = S A4 YT

L 2AIA

GA1 Bok AR A REZ )
Firepower# scope ssa
@A 2 =24 Huto] 25 AU
Firepower /ssa # scope logical-device device name
A3 =84 tuto] 2o A RIF Fo] 2 & S S Al Tt
Firepower /ssa/logical-device # delete external-port-link name
show external-port-link § & & ¢} &3} JIHH o]~ o] 55 AT}
A 4 =24 tuto] 2o Af JIF Hlo] 25 St
Firepower /ssa/logical-device* # create external-port-link name interface_id ftd
GAS S AR YT
commit-buffer
A2 o] AL A B g,
@A 6 Firepower Management Centerol] = 1913t}
7] 7 Devices(T] W ©] 22) > Device Management(T] W} o] 2~ #+2])E A &3} a1 FTD t] vfo] o) thaff =4 o}
o] Z(e )& FYFUL 7] A 0 2 = Interfaces(3) E] ¥ o] ) o] A el ),
A 8 Interfaces(Q) B ¥ o] ) ¥ 912 A}t o] Sync Interfaces from device(T] H}o] Z~o] 4] Q1E] H| o] 2~ 5 7]
shHES UL
A 9 Save(A ) FH I

o1 4] Deploy(7-5)% 2}t 3 FIE tubo] o] AL THY F YLtk WAAFE 5L )
744 B4 8514 T

ASA =27 t]nto] o) A A E o]~ W

o
ASA =24 tiute] 2o 4] 7] QIE o] 22 U, §9 8l Al iz AT 5 AL Tk ASDME A
QU o] 28 A 0.2 A A T
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| YT RENSE ERIEE 5P

A28 7) Aol

« 27 ST F o] 2= T4, 152 #| 0] X] E EtherChannel(¥£E A '9) 37}, 154 7| o] ] o] w}z} Q1 E] 7| o]

<5 A3} a1 EtherChannel S 37154 U}

« =84 t]nlo] 2of S FX| ¥al & EtherChannel 2] W A S A8k = 54t

« RERIEH |27 7| 2 o2 S| 2E o) e 799 o] ojn] ddE AH Ao~
EtherChannel®l] F=7}3}2] = 7 9-ofl = WA =] 2] tjulo] 2~of A ¥ 7 o] 2~ -8 afj A g+ o}
$- EtherChannel®l] 91 €] 3| o] ~& F7}38] oF €Y t}. A EtherChannel2] 73-5- o] &2 4] 3+ F-of tjn}

V\Oﬂ EtherChannel S &3& 4= 151t}

<Y ES A E’_‘E/EtherChannel-— A| A 8} A L} EtherChannelol] &9H Qg H o] 2~ E A& st= 5
FXOSol| A QIE H o] 25 A AstH ASA Aol A el o] FAH 2= éﬂ St x24S 53
T AdFHTh :r“qoﬂ’\ﬂ AE o] ~& A A= A Foll= 74 dRtel]l 24 9IS = T UF

Ut} ASA OSol| A o] A A # o]~ %LH S TFEoZ AAT F AFYH

c FHAHY B Ad e A e FUolA AEH o) A8 FIFsk A Al A S oF ST

WA Zelo] B puto] Fulo] A QIE o] A5 WA T Sl rpiE/oE B fulo] A W sk
Aol LU A QE o 2= 1] & 98] T E AR F7hE L SlE o] A B Y

o= FFS A wreh
EERE

BE A4 e B gl g,
Firepower# scope ssa

w2l dubol 22 AP

Firepower /ssa # scope logical-device device name

=24 t)uho] 20 A Q1B o] 22 & a Al g

Firepower /ssa/logical-device # delete external-port-link name

show external-port-link "8 & & ¢} &5} of Q1B H o] 2 o] 55 QI gt}

we] QI o] =0 A9 A we] A H o) AE
commit-buffer 3 &S A}-&-3}o] W7 ALES 7 /g—c;sjq;}‘

=4 tute] 2o A lEjs o] 28 ST
Firepower /ssa/logical-device* # create external-port-link name interface id asa
FAE AR

commit-buffer

A2 el AL Ao,
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2] 4 o] & B

* show app

A8 7bs @ ol vl A & Fl gyt

Firepower# scope ssa
Firepower /ssa # show app

Supported Deploy Types CSP Type

SEEREESESCISERN |

Is Default

Name Version Author
App

asa 9.10.1 cisco

ftd 6.2.3 cisco

vdp 8.13.01.09-2 radware

* show app-instance

Firepower# scope ssa
Firepower /ssa # show app-instance
App Name Slot ID

Cluster State Cluster Role

Native
Native
Vm

Admin State Oper State

Application Yes
Application Yes
Application Yes

Running Version Startup Version

ftd 1 Enabled Online
Applicable None
vdp 1 Disabled Installing

Applicable None

show logical-device

2] 2] Tlupo] 2ol v & AL el 3t

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID

6.2.1.62 6.2.1.62 Not
8.10.01.16-5 Not
Oper State Template Name

show app-resource-profile

vDPol| t) 3t 2] a2 208 FA G

Firepower# scope ssa

Standalone Ok

Firepower /ssa # scope app vdp 8.13.01.09-2
Firepower /ssa/app # show app-resource-profile

Profile Name
Profile

Security Model

CPU Logical Core Count RAM Size (MB)

asa

Default

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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DEFAULT-4110-RESOURCE FPR4K-SM-12 4 16384 Yes
DEFAULT-RESOURCE FPR9K-SM-56, FPRO9K-SM-44, FPRY9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36, FPR4K-SM-24
6 24576 Yes
VDP-10-CORES FPROK-SM-56, FPRO9K-SM-44, FPR9K-SM-36, FPRY9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36, FPR4K-SM-24
10 40960 No
VDP-2-CORES all 2 8192 No
VDP-4-CORES all 4 16384 No
VDP-8-CORES FPROK-SM-56, FPRO9K-SM-44, FPRO9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44,
FPR4K-SM-36, FPR4K-SM-24
8 32768 No

Ao & 7k 2] 2 E % o] A]
o doll= A dH = 28 2H 5ol tig W&o veof A5t

Spanned EtherChannel & 2= = 2-A1-§-2 Ao E 719 4

ohS el ol A = Ul 2h9-E 9F 9] 3 2k--E] o Aloell 9] 2] Fh(tm2a-Ab$-2 4H4)) 270 vlo] Bl AlE Zhzt
o 2711¢] E 2] 2~F "7t QFUTH S22~ W= DCIE §3l 282 Aol Fa= A4 Yt
Zk Abol E o] ] A~E W= Ul 2 9] H-8& ~ 3 EtherChannel S AF-&3}e] 22 ~ ¢ X0 AAHY
t}. 7} EtherChannel> 2 2] ~H 9] B A A& 23U o)

7k dlo] ¥ Al 2 U5 2 e 5 2}9-F ol A= T8 ASAE &3+ OSPFE AHE- Ut MACY &
o) 28 P R 2PEIole} 249 T DOLS Fo 6ol e 48 Sk 54 Aol
o) W el el w7} 1 F A9 2 9 2 dlole ME ol a7 o] 4451k ASA

d

o

S Eolae gl We 4ol A%, Fel A8 2 Aol Ee] i g e Bl i A1A
3 AAS FANF FUT of = & Abo] E o] WE Fej 28 Wi LRI AT AT, 2 3
o E#1¥ & DCIE o) vhe Abol Eof Fej 8 W 2 o] E3 o,
7} Abol E9] 22914 @ Tl the Ababe] X318 B

« Abo] E 7F VSSAVPC — o] Al thE] 2.9] A9 ol E] AlE 19] ahvte] 292 S A X5}, vpe A
shp= dloly AlY 26 AA Ut ZF o]y Al o] 22 fFHl o AF8E < = g 7HA
A2 2 29 ot A4 sh= v, VSSVPC E g o] DCIE -3l &6t =5 sk A Y]
o] ¢ AZA Y -z oy Ay o] A= A74g Ut DCIoA F7F Egj 3 & A 2

# A 73, gl mel 2 frlS DCIL ARk 29 o] A2 e 4= 5y o] 4¢ Ed
o tlol¥ LEi ZARbol| A B2 DCI2] A5 o] v~ H o] Lok S

2} Aol 8] 27 VSSAWPC — 2917 o] 2542 A 517] 9130 2 Abo] ol 5 o] VSSAPC 4

S 270 AT 55U T o] A o 3] S8 ~H FH 9] Spanned EtherChannel + =7

i%ﬂ"ﬂ‘ﬂ AAdH dole AY 1 A F o] gk 27 29 X|of] AZAH HolE AH 2 AfA| =

o] 0] 2] 9] o1}, Al Spanned EtherChannel-> "] "= o] 915U T 7} 27 VSSHVPCO A +=
Spanned EtherChannelS- A}¢] E-Z 7 EtherChannel 2 7+ ).

J&: n&'ﬂ
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Spanned EtherChannel =" &= o] ~E.9 A E Alo] E 719] ¢ .

(s )

——\_
oy Bocegaett’

AH
EtherChannel

GOl HEH

SIEAHYE
A
EtherChannel
b 80| 52 = H 80| 52 2= e
IO - A Syt | e S |

(=)

2t E 2t 2 E =
GOl HE 1 Cilojg ME 2

Spanned EtherChannel & .= o] A E.¢ A~ E Alo] E 719 o

O el ol A= Alol E g o] 2h-Ef 9f ZF Afo] E o] U5 Y[ ES] A, 5 ol Z2] Al o] WIES] A % DB
UIES] Z8] Abool 9] A h(e] 2 E-9) = E 4bql) 271 dlol ¥ AllE} zhzbel] 270 9] Sef =8 ¥ 7} 9}
FU 282 W= DCIE §3 S ~E Aol Fa= Adg U 7 Afe| B9 F#~H 1
= i B ol el gl ozl Aol Al B DB Ul E 9] o]l B gk 2 9 EtherChannel & AH8-8ho] 27
91x1ol 47Ut} 7} EtherChannel> 28] =¥l o] BE A& X33}

7} Apo] E €] Alo] E g o] 2F--H = HSRP9} & FHRPE AH8-8lo] 2 Afo] Edf| &
MAC 2 IP T4 5 Al e FHth o =4 &2 MAC T4 & EH-”(ﬂapplng)ﬁ 3] &h=
mac-address-table static outside_interface mac_address "8 % & A}-&-3}0] Al o] E 9| 0] ! Al MAC
T25 ASAMAC 524 Hlo| 5ol A4 o2 F7}e}= awc} o] g gEro] glo, } 1219 A

o] Efo]7} Alo]l E 29] Alo|Egflo] & TAIE ¢ sl Egj T o] ASAE T3] W 1E # o] 2=
A Afol E 20 el Al Al Esto] A E 4o 4 9,,\1’5 Lt} OTV(Overlay Transport Virtualization)
= o] 9 frAFSE W © &t o] E] VLANO] /\}O]E ol :@’ﬂ%‘%‘:} Eg o] A ]E gllo] 2h-5-
H= o d¥ 45 Eg oA th& Ao Eo) DCIE = A e e AH & FTteoF &
Yt & /) &) Alo] El A Alo] E 4 ] ‘j/}"T‘FjOﬂ A4 % T ‘31*‘5 35, BEE A A oF Ed T o] T}
E Aol E9] Ao Edo] gh5-Hol dEd F AFHTh

i~

A 713

m’ iz
rlo

l
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w24 cjupo] |

I EtherChannel

A TH EtherChannel

A 0| E9J0| 2tLE:
7}at MAC % IP(FHRP)

DB NW

ASA 22 AFH

. ——

olf ol o)

A3 EtherChannel
A TH EtherChannel

Hlo|E ME]|
QIHHYE

o Ef MIE 1

vPC/VSS &

224 Ao A Fx

(1
o
=

400783

GlojEf HIE 2

$22 Abo] E 7] o,

il
)
Bl

71 AR

Firepower 4100/9300 A} A] ol 4] ASA©f| T
ALl E 3 S 2 P JHA

o|A]l ASA 2 ~HE 75T u 7}
Firepower 4100/9300 A} A] of] t] g+ A}o] E
IDE 74T F AFYTE Holli= ASA
o ZE] Al o] el A ALl E IDE T4
ok PFUTE o] 75 Ykl 7] T
Fol FdalHFYh A o] ASA T
A ol A Al E IDE A AT 5= QlE
Yt} L3k Aol E 7F Fe] AE H o]
T3S FHoje gt kg
A5o] A E ASA9.7(1) 2 FXOS 2.1.1
2 gagel=sle 3lo] EHYTL

o} WS A5 T set site-id

FTD &5 6715 938k AjA] 7F S8 2~H

2.1.1

o] 4] FTDZ $1 3+ A} *1
g5 5 9l
of o 6719 BE
}.

31/\15131_

6711 A1 A

g
N
ém
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=214 utel 20 715 [

715 °ol&

7e AE

Firepower 93002] FTDoI| A A A] W] &2
2y E A

Firepower 9300-2 FTD of] Z 2] 7] o] A o]
A= MA Y F] 2~ F S AL F

714 8 % enter mgmt-bootstrap ftd,
enter bootstrap-key
FIREPOWER_MANAGER _IP, enter
bootstrap-key FIREWALL_MODE,
enter bootstrap-key-secret
REGISTRATION_KEY, enter
bootstrap-key-secret PASSWORD, enter
bootstrap-key FQDN, enter
bootstrap-key DNS_SERVERS, enter
bootstrap-key SEARCH_DOMAINS,
enter ipv4 firepower, enter ipv6
firepower, set value, set gateway, set ip,
accept-license-agreement

ASA 25 6711& 91t A Al 2 22 2~ | 113 A ASAE FSH A I 2 ~HPB S

2 431 = AdsU HAd 6719 AHA
of A e7le REas 23T T AFY
t}.

Cisco ASAE 913 AjA] S 8] 2H ¥ 1.1.1 Firepower 9300 A A] U] -0l A E= ASA

HetEEE SHAHY S T A5H

714 78 = enter cluster-bootstrap,
enter logical-device clustered, set
chassis-id, set ipv4 gateway, set ipv4 pool,
set ipv6 gateway, set ipv6 pool, set key,
set mode spanned-etherchannel, set
port-type cluster, set service-type, set
virtual ipv4, set virtual ipv6
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T4 A L.

12,
T4 7HA 2 71 1 7

« 74 7HA 7/ B 7] A K, 229 #H o] A
« FXOS 74 3+ U2 U] 7], 230 =] o] %]
« AHE A HBU 7] o e, 232 | 0] A

o A BT v 4 A, 233 H o)A
« 74 3 71A 271, 234 | o] A

I B 7] AR

T W B 7] 7]5S 28314 Firepower 4100/9300 A Al 2] =] 4 tjnfo]~ W ZE 744 A A S
i%‘oh XML 3t S A4 A 2 Yud 5 lFUTh Yol g 74 Y-S 7P A 744 A

< Firepower 4100/9300 A Al o] w2 7] 2 -8-3}o], e 3 A FA 02 Fol7FAY Al 28]
OHEH H 578 4 A5y

A7 %A ALY
C A S g FAEA A . A SIS FEEE A
717t AR g S AU,

ColZel oM Tl A AR A shelo] EekE| ) kLT o Telvlo] M whel A B
He P sl o) el 7o) ol A Al Fehis 4 we) £ ALgslof e,

A& ALgF T4 7P 2

“

* Firepower 4100/9300 A| A] | A 41 S 714 QW Firepower 4100/9300 A} Aol &= BE 7]E2] +
(=] A Hnto] 2 Ehyo] A E AL 7FA @ 7] shdel] 3 A o2 ks ulA

s TS 7P L A9 A8 S W 5 A Firepower 4100/9300 A Al 2 17F 714 @ 1= A o] &

FH

T4 S 744 Q3= Firepower 4100/9300 2§ A1 &] Z#E A X Ego] Bl A Y w1 w9} F A3 u

Adolofop Pt W o] b= 714 9.7] ﬂ%H % o] 1 7] %] ¢ <51 . Firepower 4100/9300

AAIE fadlel = B vhp 1o =8 wjrit} W] 45 WR Y= o] F5UTh

TS 714 Q.= Firepower 4100/9300 A Al ol = Y WS w2} LS &0l A UESH A

Rgo] AXH o] glofof gt
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B eos 4 s um)

FX0S -4

» A& 714 Q& Firepower 4100/9300 A Aol =, 7F4 @& R W 7] Lol Aol =24 tu}
o] 2o i3l SulE nZE o] off ZE] A o] A o] m| A 7} A X =] o] glofof T,

« o & 2] 7l o] A ol EULA(End-User License Agreement)”} 34+ =] 2] tnfo] 27} 7h4 @ = 443
gtdo] Zstr|o] Qo A S 7FA 7] Aol Firepower 4100/9300 A A ol A & & off & 2] Al o]

PR — 1o,

A o] EULAY 59 g of gt} ofm 2] o] Al uf gt o},
4

&MY Has 9 2] A] 54 o] H&

2ol HAVSHA Al 2.

ul o]

o224 g0 2w W) AsAL /1 S e

gl W B 7]

Firepower 4100/9300 A} A &] =] %] t]nfo] 2~ 9 Z A E 440 HA S E 3= XML Y-S 94 A
W2 yRydE A WEWr) 75 S AE g
T4 WEW7] 7]%5 Abgel tie o R A 7P/ HE 7] RS R AL

ZEAA

g
)
dlo
o
¥

A A E A S WE W
scope system
export-config URL enabled commit-buffer
the P ShhE Abgshe] Ul Shle] URLS 44
* ftp://username@hostname/path/image _name
* scp://username@hostname/ path/image name

* sftp://username@hostname/path/image name

* tftp://hostname : port-num/ path/image name

Aok Utk 9 o5& A G o 4

o A
Firepower-chassis# scope system
Firepower-chassis /system # export-config scp://userl@192.168.1.2:/export/cfg-backup.xml

enabled
Firepower-chassis /system/export-config # commit-buffer

]

EERMECER R RE R
scope system
scope export-config hostname

show fsm status
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Firepower-chassis# scope system
Firepower-chassis /system # scope export-config 192.168.1.2
Firepower-chassis /system/export-config # show fsm status

Hostname: 192.168.1.2

FSM 1:
Remote Result: Not Applicable
Remote Error Code: None
Remote Error Description:
Status: Nop
Previous Status: Backup Success
Timestamp: 2016-01-03T15:32:08.636
Try: O
Progress (%): 100
Current Task:

710 WHW7] 215 Bejd v

scope system

tlo

o2
sl
°
o

<
T

show export-config
& WRy) 44& s 5w oS ST ok,
scope system
scope export-config hostname
WE7] A4S 4t ohg 9P Aeg o
* {enable| disable}
* set description <description>
* set password <password>
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-filepath and filename
* set user<user>
WEWZ] 25 A Al BeS 3y
scope system
delete export-config iostname

commit-buffer

mxos 4 w2 w7l [l
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AFE 4 V7] el o}

Firepower 4100/9300 A} A &] =] 4] t]ujo] ~ Bl S & 74 A& E 3t XML 3145 914 A

W2 Aoz R Ed dofe W7 7l eS ARyt e 7S vfd, v

o A e F of oFst 5 5 U A U B 7] = ol efd

O 2 oot et APFPUrh o & 5o vlF 82U 2% 10A] o] R 7] & o oSt
Fodnit) 0% (Ao A2 RIS EF AT

T8 WEW7] 7155 Abgol tie 588 AR 74 7P 7B 7] RS x4 A Q.

L ZAA

of

a)

b)

d)

e)

2

h)

obgl 7] e A4 sl

B2 AL W WS AT

scope org

scope cfg-export-policy default

WE 7] 42 &g st

set adminstate enable

207 Al she] FANA AT TREZS A

set protocol {ftp|scp|sftp|tftp}

W] gt S A AA Y IP T4 EE 5 2E o] 55 A At o] = Firepower 4100/9300

AMAZFAEQ AE 3l AAED 5= = MH, 2E2] X ofglo], 24 =efo] B, 7§ 817/
27) vl el & gy oh.

IP F27Folel E2E o] 5

set hostname hostname

gk o9l TES AL S TE MBS ARGt

set port port

tlo
>
ofo
ol

I
ol
o
o
Z
%)
o
E
—LI
o,
Ko
)

?_L
T
JL

A7 Ao 2% W) ALE S AFER} ol & AU Th LR E T TFTPY 2% o
= A g8 ey

set user username

o)
st

A7 MB] ALgA} o] Zo HEH S S A AT} T2 EFo] TFTPY 4 §-o] 2=
A FEY

set password password

T AL R A4 F2 3D o) F £3HE XA Y
7] Azl A gl o] &5 Ut

rlr
)
ofo
i

i
o
K=
s
L
ol
tlo
0%
i
i)
ol
o
=
e
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setremote-file path _and filename

DA AE WEWE 83 2% 24 T O Daily(7) %), Weekly(W15) %= BiWeekly(Z
F) % s & JEun

set schedule {daily|weekly| bi-weekly}
Do A" el EdaEe AU

commit-buffer

< A

Firepower-chassis# scope org

Firepower-chassis /org # scope cfg-export-policy default
Firepower-chassis /org/cfg-export-policy # set adminstate enable
Firepower-chassis /org/cfg-export-policy* set protocol scp
Firepower-chassis /org/cfg-export-policy* set hostname 192.168.1.2
Firepower-chassis /org/cfg-export-policy* set remote-file /export/cfg-backup.xml
Firepower-chassis /org/cfg-export-policy* set user userl
Firepower-chassis /org/cfg-export-policy* set password

Password:

Firepower-chassis /org/cfg-export-policy* # set schedule weekly
Firepower-chassis /org/cfg-export-policy* # commit-buffer
Firepower-chassis /org/cfg-export-policy #

Firepower-chassis /org/cfg-export-policy # show detail

HH HH = H

Config Export policy:
Name: default
Description: Configuration Export Policy
Admin State: Enable
Protocol: Scp
Hostname: 192.168.1.2
User: userl
Remote File: /export/cfg-backup.xml
Schedule: Weekly
Port: Default
Current Task:

T WEWY] v 4E AA

SR 7L )0l 78 R W77 A A A 2 - Al =l el A @75 A e = el H Export
Reminder( B 7] v ] &) 7] %5& A&y o)

EZAIA
T R vE] dE S sk tes T
scope org

scope cfg-export-reminder

set frequency days

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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set adminstate {enable| disable}

commit-buffer

o) A

Firepower-chassis# scope org

Firepower-chassis /org # scope cfg-export-reminder
Firepower-chassis /org/cfg-export-reminder # set frequency 10
Firepower-chassis /org/cfg-export-reminder* # set adminstate enable
Firepower-chassis /org/cfg-export-reminder* # commit-buffer
Firepower-chassis /org/cfg-export-reminder # show detail

Config Export Reminder:

Config Export Reminder (Days): 10
AdminState: Enable

7 2.7

Firepower 4100/9300 A Al ol A dof] B 4 A S A&t 743 71427 715 AHEE
AFHTh o] 75 & AHESH Gl FEF FAH SR FolAY A AF e 25 ——% T 49
FUth 74 7HH 7] 715 Aol gt Fagt AR = 7 7HA 7 B 7] A B S RS A
o

SR A A

A7 Bl A T4 FAL A 2w he-2 SR
scope system
import-config URL enabled
commit-buffer
Th TE % ShhE Abgste] 7hA & 919 o) URLS A 43 o,
* ftp://username@hostname/path/image name
* scp://username@hostname/ path/image name
* sftp://username@hostname / path/image name
* tftp://hostname : port-num/path/image_name

o) A

Firepower-chassis# scope system

Firepower-chassis /system # import-config scp://userl1@192.168.1.2:/import/cfg-backup.xml

enabled

Warning: After configuration import any changes on the breakout port configuration will
cause the system to reboot
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Firepower-chassis /system/import-config # commit-buffer

S 2 1A 9] o) FelE Felste W e FAFUTh
scope system
scope import-config hostname

show fsm status

o All:

Firepower-chassis# scope system
Firepower-chassis /system # scope import-config 192.168.1.2
Firepower-chassis /system/import-config # show fsm status
Hostname: 192.168.1.2
FSM 1:

Remote Result: Not Applicable

Remote Error Code: None

Remote Error Description:

Status: Import Wait For Switch

Previous Status: Import Config Breakout

Timestamp: 2016-01-03T15:45:03.963

Try: O

Progress (%): 97

Current Task: updating breakout port configuration (FSM-STAGE:sam:dme:

MgmtImporterImport:configBreakout)

SA3 7IE A Y] A S B tas ST
scope system

show import-config

W4 71E A 2] A S SRS B ST o
scope system
scope import-config iostname
A7) AP AW e B e AT
* {enable| disable}
* set description <description>
* set password <password>
* set port <port>
* set protocol {ftp|scp|sftp|tftp}
* set remote-filepath and filename

* set user<user>

G 5 7hA 2. 7] A4S AbAl e W ohe-S S g o)
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scope system
delete import-config hostname

commit-buffer
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7 WA, 237 H o] X

HES T AAXA H2E, 244 7 o] A

X E A A 821, 245 T o] A]

o /‘\ﬁEoﬂcﬂ Z}-oﬂoﬂjﬂ i:,l_ 248 gﬂo]*]
« 224 9 A 2 Elo] A B 252 3 0] 4]

Firepower Threat Defense =

13

e 2E o] A s H, 261 0] A

S AR
W7 WA= A4 L A FAE T 7] SFAL Firepower 4100/9300 A A S 5381 ElY 355 I
oFab] 915l AL 2 2 513 o3 50 A QU e 2 2 275 A sk Fiepower 410019300
AL o] 4 IE o]~ 5 FHshe EHI S 2AT 5 dFYTh
ofg] siZl WA S AT 5= o, 2 A2 o2 QlEFo] =9 Ega e AT = AUF
o 2 2R Aol 5 2 QTE A o] sl tie) ize] w7 A (PCAP) Tl o] AT,
Wl o] ¥ E v
Firepower 4100/9300 A Al 5= vl - W} 22| 91 £ Eof] T w58 & ARE- Ut
HFRE EE g A
Hol & /434 A Ethernet1/9 Internal-Data0/0
ROt 25 1/ Az Ethernet1/10 Internal-Data0/1
HOFEE?2 Ethernetl/11 Internal-Data0/0
HOtRE?2 Ethernet1/12 Internal-Data0/1
HeFHE3 Ethernet1/13 Internal-Data0/0
HOt B E3 Ethernetl/14 Internal-Data0/1
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A2 AA B A L A A
7 78 A e A 3] B A7 AR

« W7 A AAS AegEt7] 28] A A F7e] TR S Ak AR AAH S
e AFHT A A RS A RS el A7 w o] T dkA] el sl oF Tt

«ofe] &4 A A A A DE A FEU T

s Y5 291 2] 9] Q11E] 2w Aol A v A4 A g T

s W5 =91 %] ol A o] sl e 4= §l= 3l ] (Security Group Tag 2 Network Service Header ¥l %1 )oll &=

)7k 534 o)A 5T

EtherChannel A A ol ti3l] 3§71 & AT 7= glsy ot 28 =2 4 tufo] 20 stdd
EtherChannel®] 7 -$-oll &= EtherChannel 9] 7—} wy Qe H o] 2o A | F1 S A 4= dHF YT

< A Alo] 24 AFE9] kol = PCAP 3 & BALEL AT Ul 5 gl T
C 2 A AR AR S A AT AAH LE T2 AR 5 A o,

SA HZ A RER Sojht
Firepower-chassis # scope packet-capture

WA2 B S AU 2 AA e DE T4, 240 Aol 4] AL FEFAA L
AR WA Aol LI Qe o] 2o BEE AT 5 ATk

A3 A A A S B st es R I
Firepower-chassis /packet-capture # enter session session _name

w74 o] 97 AA AL ALEE WS 275 AT
Firepower-chassis /packet-capture/session™ # set session-memory-usage session _size_in_megabytes
1~2048MB W ¢l el A W3 A71& A A48l oF F .

SA S o] 37 AR AAeNA AAE 7 o] Dol & AFFU k.
Firepower-chassis /packet-capture/session* # set session-pcap-snaplength session_snap length _in_bytes
21788 229 o) 64~90061 0] ESf of ghth Al 2~ o] & FA3HA oW 7] E A Z o]
= 15188kl EQi Y T}

GG o] TR AA AAe] Eeelof & B A 2

b
it

EE A

ot

.

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)



| &2

A9

EPEEP R PRl

o] ZEJA HAT G Jom, 5L A7 AA A Fo B84 TES} o ZgAlo]Hd LE =
tholl A A& 4= JHF U Th Ao Eshe 7F L E o EHOH Lo PR AA o] AdH Y
EtherChannel 2 A] of] t 8] 2| 7] & 74 2] &k == ¢l 5 Y o} 13145:3]31 tju}o] 2ol S+t EtherChannel
9] 7 %-o|| = EtherChannel2] ZF M1] ©1€] o] 2~of| A w712 7 2] & = 9l & o),

Fa 7 A A A LEE A A H olefjoll Y ¥ 7 o A create T2 deletes A&

Fue.

a) =94 ETES AAFGYH
Firepower-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port id
of A

Firepower-chassis /packet-capture/session* # create phy-port Ethernetl/1
Firepower-chassis /packet-capture/session/phy-port* #

b) (48 Abah Qo WE S A g
Firepower-chassis /packet-capture/session/phy-port* # set {source-filter} filtername

) Y E A dEE A A3} set source-filter """ S AF-8-3U T}

of 224 TEo} o Ze Aol d XE 5
o] 970 714 shelo] A,

=
¥ A create 2] deleteS A&

a) =g Aol TEE At

Firepower-chassis /packet-capture/session* # create app_port module slot link name interface name
app_name

b) (418 A1) sk BE S 4§ o,
Firepower-chassis /packet-capture/session/phy-port* # set {source-filter} filtername

Zhar X EJ A BB E A A3} set source-filter """ = AF-&3HU T}
c) ¢ @& Z ok ubE HhESle] st B o &g Aol X EE FUHgY

A A Ade A Al AFske .

Firepower-chassis /packet-capture/session* # enable

AR 7 A AR 7)Aoz w24 s U T AAS BAE o7 B shshE WA ol A
98 o 520 A A o] BB UL TE Aol ofn] B4 JEd w AAS FH S o5
7E AR o] AHS B4 stel | A ofu] S sk 9% A AL v 24 Sl of Ttk

A28l G o] EIAA S A vl gy}
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Firepower-chassis /packet-capture/session* # commit-buffer

A2 A A S A shsbd Al =gl A S 2L A & Al T Al Aol A PCAP & HhE 2=
st |A AA S TA S oF Ut

of

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create session asalinside

Firepower-chassis packet-capture/session # set session-memory-usage 256
Firepower-chassis packet-capture/session* # create phy-port Ethernet3/1
Firepower-chassis packet-capture/session* # create phy-aggr-port Ethernet2/1/1
Firepower-chassis packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
Firepower-chassis packet-capture/session* # create filter interfacelvlanlO0
Firepower-chassis packet-capture/filter* set ivlan 100

Firepower-chassis packet-capture/filter* set srcIP 6.6.6.6

Firepower-chassis packet-capture/filter* set srcPort 80

Firepower-chassis packet-capture/filter* set destIP 10.10.10.10

Firepower-chassis packet-capture/filter* set destPort 5050

Firepower-chassis packet-capture/filter* exit

Firepower-chassis packet-capture/session* # scope phy-port Ethernet3/1
Firepower-chassis packet-capture/session/phy-port* # set src-filter interfacelvlanl00
Firepower—-chassis packet-capture/session/phy-port* # exit

Firepower-chassis packet-capture/session* # scope app-port 1 linkl Ethernetl/1l asa
Firepower-chassis packet-capture/session/app-port* # set src-filter interfacelvlanl00
Firepower-chassis packet-capture/session/app-port* # exit

Firepower-chassis packet-capture/session* # enable

Firepower-chassis packet-capture/session* # commit-buffer

Firepower-chassis packet-capture/session #

HH H = FH H

o 7L Aol TRk HE

4

B @A A F 2 QA A A EH B FASAL A A4S, A S v 5
& ohAl A shalof 1A vl gl 4 g

A1 w7 A RER Sofgith
Firepower-chassis # scope packet-capture
A2 A s 7l WA DEE YA s .
Firepower-chassis /packet-capture # create filter filter name

e A0 WA BEE A sl w:
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Firepower-chassis /packet-capture # enter filter filter name

7129 A2 A BE S A ok

Firepower-chassis /packet-capture # delete filter filter name

shukol4bol BE 42 A skel BE| AR AL AT,
Firepower-chassis /packet-capture/filter™ # set <filterprop filterprop value

EPEEEEEEEERE |

TP TEE TPV T ARG Slel DEW R F QAL S AL A M A T

T EAHY S T lEsyHh

F oA ds=2H £4

ivlan Inner VLAN ID((EE & 507} 59 9171 9] vlan)

ovlan | OQuter VLAN ID(Firepower 4100/9300 A A] ol €] &} 5=71% vlan)

sreip 222~ [P F42(IPv4)

destip |I-% =] IP =4 (IPv4)

STeipv6 | 22~ TP 54 (IPv6)

destipv6 | 22 %] [p

=
=
sreport | A~ X E W

<
destport | 22 2] LE H 5

protocol | TP 3 2 E 1074~ & 2] 2] IANA A 2] Protocol #4]

ethertype | o] B ¥l Z 2 EF F 31075 &2 o] IANA A 9] o]t LR E S f
IPv6 = 34525, ARP = 2054, SGT = 35081]

& Zk. of|: IPv4 =2048,

srcmac | A2 MAC 4

destmac | ¥ %) 2] MAC 74

of

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # create filter interfacelvlanlO0
Firepower-chassis packet-capture/filter* set ivlan 100
Firepower-chassis packet-capture/filter* set srcip 6.6.6.6
Firepower-chassis packet-capture/filter* set srcport 80
Firepower-chassis packet-capture/filter* set destip 10.10.10.10
Firepower-chassis packet-capture/filter* set destport 5050
Firepower-chassis packet-capture/filter* commit-buffer

H= H = FH H H
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A7 AA REZ ot}

Firepower-chassis # scope packet-capture

ARSI FAT A2 WA AR HAE G g
Firepower-chassis /packet-capture # enter session session _name

N7 A AL A 2.

Firepower-chassis /packet-capture/session* # enable [append | overwrite]

i gE Al A8 FQl st A A S A 5 fls U T

Y

i)

2 A AAo] 18 F21 Bkl Ee=iol WAL w) A3 PCAP hle] 2717 Z7ka ok
3 7] A ghel] =dshH A]2~Elo] 37 2} A| & A]| 23} Al Drop Count(21A] 47) B =7} 57kt

A2 A Ade T A ek

Firepower-chassis /packet-capture/session* # disable

Alzg e EAAEE ARG,
Firepower-chassis /packet-capture/session™ # commit-buffer

AL AR ALE SR A, A0 £ AL ol 9] peap shele] el ¢ A4
Hek A HOlEl & Gol A A& 49 A5 715 POAP HOTEE A A o ohd 4o
o617} 71 shal(Ri Al FAAE LI,

of

Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # scope session asalinside
Firepower-chassis packet-capture/session # enable append
Firepower-chassis packet-capture/session* # commit-buffer
Firepower-chassis packet-capture/session #

YEH A 37 8475 AFEslo] B4 = Q= F Al doll A 27 335 2 PCAP(Packet Capture)
HdS geres = dH5U

PCAP 3¥ & workspace://packet-capture U EH o AZHH M o} B 52 AR
=3

workspace://packet-capture/session-<id>/<session-name>-<interface-name>.pcap
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SPEEREREN

L 2AIA

Firepower 4100/9300 2§ A] o 4] PCAP 3} & B-A}&}l 2]
i IR A ARl PCAP U S the2=dtE i WA AAS S A s ok gt

e

a) =7 #elo] AAF
Firepower-chassis # connect localmgmt
b) PCAP #& HAMEU

# copy pcap file copy destination

of

Firepower-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1: /workspace/

A 24

A sk QA L N8 HZ WA AAE AAISAY, BE N R A A S A

3
F AU

2 A A

7 WA BER Eojgit),

Firepower-chassis # scope packet-capture

=4 93 A AL AL A s el

Firepower-chassis /packet-capture # delete session session _name
WE Y AR A AR A sk

Firepower-chassis /packet-capture # delete-all-sessions

A28 Pl ERAAE ARG T

Firepower-chassis /packet-capture* # commit-buffer

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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Firepower-chassis# scope packet-capture

Firepower-chassis packet-capture # delete session asalinside
Firepower-chassis packet-capture* # commit-buffer
Firepower-chassis packet-capture #

HEHA AZA HEE

A 287) 7

TAE o|F EE IPv4 47 = VES Ao A thE t]ulo] 25 pingdle] 7|2 U EY A AA S
HAE3H W ping W H S AU S 2E o] & = IPve T47F A WEY A thE tnt
o] 2~ & pingst# ¥ ping6 H & S AU T

TARE O|F L IPvd FAE AMEEE Y EY A0l A UE tuto] o) i3 FRE F435tH
traceroute " 33 Al U TH T AE o] F = [Pv6 T4 S AFR8HE U EY A0 A T & tule] &~
o o gk %‘i%: F2 3} ™ traceroute6 W &= 3 A&t}

« ping & ping6 8 -2 1ocal-mgmt F = A AFEE 4 QlG Y th
¢ ping 8 & 2 module HEO| A = AREE 5= 9l HF U T
* traceroute % traceroute6 "8 % local-ngmt oA ARE-S 4= QG T

* traceroute 8 % -2 module RENA & AR S 4= 9GS
T2 A A

E]’% Ué ‘j’g % 8]"/}‘% (?:} E—ﬂ-lé}‘o:] local-mgmt EElE module EEoﬂ 0375'%1/] ‘:]'
* connect local-mgmt

* connect module module-IDconsole

o A

FP9300-A# connect local-mgmt
FP9300-A (local-mgmt) #

TAE O] F E IPvA FAE ARS s U ES ALl A thE Tnke] 25 pingste] 712 vl E9 A 14
S HZAEFY

ping {hostname | IPv4_address} [count number packets 1 | [deadline seconds ] | [interval
seconds ] | [packet-size bytes ]
o A

of ool A= U EH Ao A= & tute] =& 129 pingdto] st WS Bl Sy
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FP9300-A(local-mgmt) # ping 198.51.100.10 count 12

PING 198.51.100.10 (198.51.100.10) from 203.0.113.5 eth0O: 56(84)

64 bytes from 198.51.100.10: icmp seg=1 ttl=61 time=0.264 ms
64 bytes from 198.51.100.10: icmp seg=2 ttl=61 time=0.219 ms
64 bytes from 198.51.100.10: icmp seqg=3 ttl=61 time=0.234 ms
64 bytes from 198.51.100.10: icmp seg=4 ttl=61 time=0.205 ms
64 bytes from 198.51.100.10: icmp seqg=5 ttl=61 time=0.216 ms
64 bytes from 198.51.100.10: icmp seg=6 ttl=61 time=0.251 ms
64 bytes from 198.51.100.10: icmp seqg=7 ttl=61 time=0.223 ms
64 bytes from 198.51.100.10: icmp seqg=8 ttl=61 time=0.221 ms
64 bytes from 198.51.100.10: icmp seqg=9 ttl=61 time=0.227 ms
64 bytes from 198.51.100.10: icmp seqg=10 ttl=61 time=0.224 ms
64 bytes from 198.51.100.10: icmp seqg=11 ttl=61 time=0.261 ms
64 bytes from 198.51.100.10: icmp seqg=12 ttl=61 time=0.261 ms

---198.51.100.10 ping statistics ---

b

bytes of data.

12 packets transmitted, 12 received, 0% packet loss, time 11104ms

rtt min/avg/max/mdev = 51.005/51.062/51.164/0.064 ms

FP9300-A (local-mgmt) #

FAE Ol F B IPv4 T4 E AFEShe UIES Ao A oh tuto] 2of gk 4
&g FAFU

traceroute {hostname | IPv4_address}

o) A

FP9300-A(local-mgmt) # traceroute 198.51.100.10

traceroute to 198.51.100.10 (198.51.100.10), 30 hops max, 40 byte packets
1 198.51.100.57 (198.51.100.57) 0.640 ms 0.737 ms 0.686 ms
2 netl-gwl-13.cisco.com (198.51.100.101) 2.050 ms 2.038 ms
3 netl-sec-gw2.cisco.com (198.51.100.201) 0.540 ms 0.591 ms
4

netl-fp9300-19.cisco.com (198.51.100.108) 0.336 ms 0.267 ms

FP9300-A (local-mgmt) #

(A8 AL exitE Y8 1ocal-ngnt REE FESHL 23S HE

AF SO

o ﬁ'd

Ohe WA ool @) A EE Ade] JHE HAE - 9]
SR

e HE S AHASY] Jeth-uplink/fabric TS5 A 23 Y T}

* scope eth-uplink

* scope fabric {a | b}

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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<) A

FP9300-A# scope eth-uplink
FP9300-A /eth-uplink # scope fabric a
FP9300-A /eth-uplink/fabric #

)
ol
s
N
N
lo
rJ
i)
0%
=
S
L)
offt
0%
=
f
%
X
o
2
b
(m
N
{8
I
Jfu
tio
=5

7] 2 show port-channel ™ & 2 <]
Al gt
o A:

FP9300-A /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason

10 Port-channell0 Data Enabl
ed Failed No operational members

11 Port-channelll Data Enabl
ed Failed No operational members

12 Port-channell? Data Disab
led Admin Down Administratively down

48 Port-channel48 Cluster Enabl
ed Up

FP9300-A /eth-uplink/fabric #

A3 T2 S Y35 /port-channel R EE Al ZFEkaL 7

[
=
i
WE,
bl
(m
ol
b
il
=]
>
X
i
v

H

* scope port-channel /D

o) A

FP9300-A /eth-uplink/fabric/port-channel # top

FP9300-A# connect fxos

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2017, Cisco Systems, Inc. All rights reserved.

The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license.

<--- remaining lines removed for brevity --->

FP9300-A (fxos) #

A 4 show HH S A8t A G¥ L E A Do) gk Aelf AR E FAYTH

o All:

FP9300-A /eth-uplink/fabric/port-channel # show

Port Channel:

Port Channel Id Name Port Type Admin
State Oper State State Reason
10 Port-channell0 Data Enabl

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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]
fm
:)f:",
1o
ox
)
s
o

ed Failed No operational members

FP9300-A /eth-uplink/fabric/port-channel #

|

I

7] 5 show member-port 8 %S Y H3lo] LE 2 do] Wl LEof tjs AE] ARE EAIFY T

o) A

FP9300-A /eth-uplink/fabric/port-channel # show member-port

Member Port:

Port Name Membership Oper State State Reas
on

Ethernet2/3 Suspended Failed Suspended

Ethernet2/4 Suspended Failed Suspended

FP9300-A /eth-uplink/fabric/port-channel #
2E Qe w24 o] o] B9 w7 JERA gtk XE AEE =24 1
A AASAY =2 A tute]l 27F A A B, FE AL S A S AHE degyn

A 6 ‘1%—7]' XE 5(]']];] 2 LACP ARE HHH /eth-uplink/fabric/port-channel =& %Eé‘}ﬂ E]'% ]
230 o
3

& YA fxos REE AT
* top

* connect fxos

o A
A 7 show port-channel summary % S ¢} 2l sto] AA| X E Aol tgt QoF AR E FAI G H

o A
FP9300-A (fxos)# show port-channel summary
Flags: D - Down P - Up in port-channel (members)

I - Individual H - Hot-standby (LACP only)

s - Suspended r - Module-removed

S - Switched R - Routed

U - Up (port-channel)

M - Not in use. Min-links not met
Group Port- Type Protocol Member Ports

Channel

10 Pol0 (SD) Eth LACP Eth2/3 (s) Eth2/4 (s)
11 Poll (SD) Eth LACP Eth2/1 (s) Eth2/2 (s)
12 Pol2 (SD) Eth LACP Ethl/4 (D) Ethl/5 (D)
48 Po48 (SU) Eth LACP Ethl/1(P) Ethl/2 (P)

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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| EEEEEESEEEE

Z7} show port-channel 2 show lacp 8 & 2 fxos B0 A A& = QJF YT o] 3 HHS T
FEE A B R EGT, 7HH, AR E 5 LACP A K& A8tk H AR E s U

H
X E g A A3 A B = EtherChannel((EE A|9) 71, 154 H o] A 2] W& HZ3H4 A 2.

23 E 9o} ol A B

A 2Fst7] ol
Al =B o] A s = AT E ] Ao 7 A sk vk A Apol] whef A E 9]o] ¢
A AS FYE S A Th o] TRA2E SR e ™ 2 2EHE o n] A & TFTP Y-8 5har, A A
eI FE) A} o) m A& vk 2 EaaL, A o] u A& ARg-sho] R el of gt
Cisco.com®] U3 9129l 4 574 FXOS W el thk &7+ o] A & 7hA & = 5 U
* Firepower 9300—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 Series—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

B o u Ao = A A} 9] M selo] EFH o] gFIth o] B Fo] the-& FXOS 2.1.1.649] A 2
F olm A gk,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

L EAA

ROMMON®I| A2t}
a) 2% ¥E AZAgYrh
b) Al&EE AFE YT
Al 2=glo] 28 Al Etel, 21 ZR2 A2 Fof] T ETE- Efo]w 7F 3T A YT
¢) 7FH-Et}hE Fol Escape 715 =2 ROMMON R 2 So] 7t}
o) A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
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EREE

PP EECERES

Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.

use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

7| 22E}E o] n| A& TFTP 7§ §tt.
a) ¥l P52, ¥ ok, Aol Edo] 1P F27F 2whE A A H A=A SR . set H
S AREto] ol gk & 4 9l Yt ping 18 S AHE-SEo] TFTP A B ol et Ad & A ES

F e,

rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) Z]2~E}E o] u] A = Firepower 4100/9300 A} A| o] ] N Al 2~ 7153+ TETP ©] & ¥ 2] o] E-A}g o},
2ELE o]u| X A Ho = HE M A5 o A XA 5T} Cisco.com A~ E
T2 = Fo] X ol A FXOS W A 7} Z) ~ELE o] n| %] 2k w3 & HolFE ARG 3
Sab S as =

c) boot %S AF&-3te] ROMMONG®I A o] W] A & FL8 3T},

boot tftp://<IP address>/<path to image>

i

al

to @ ﬁ

o

3 Firepower 4100/9300 A1 A €] ¥ s o] 9l 2+9) 8k USB 7| t] o] T]ufo] 2~
2 AHg-3to] ROMMON®l 4] 2} 2Bt E 2 3 gUth A 2ge] Aa S )
USB tluto] 22 4F ek 49 A 282 2] 9 sl of USB tute] 227} 214 k.

olu| A7} =41 FA S YEM = 9] # A 7F YERE T ZI AELE o]n| A7} 2 =Yt}
o All:

rommon 1 > set
ADDRESS=
NETMASK=

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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rommon 2
rommon 3
rommon 4
rommon 5

|

GATEWAY=

SERVER=

IMAGE=
PS1="ROMMON ! > "

> address 10.0.0.2

> netmask 255.255.255.0
> gateway 10.0.0.1

> ping 10.0.0.2

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

A a2 |

igadssasasasasisiasasiiaaaiiiasasisasasiiaanisisaniiisaniiiasaRiissRntt;
igadssasissasasisiasasiiaaaiiiasaiiiasasiiaaniiisaniiisaniiiasaRiissRnRts;
igadsaasissasasisiasasiiiasasiiaansiiasasiisasnRiisantiiaantiisRntttssnni

File reception completed.

Firepower 4100/9300 AjA] ol 85 2 =37F Z) SELE o w]A] oF A o= - A| 28] 9 #he] &} o] 1| 4]
E =gy

a)

b)

B3 A28 9 gl A o] v A 2 e 2= skl W el P FA 2 Alo] 29 o]
o

USBE &3l o] & o] A & 2= 5 glsY

switch (boot
switch (boot
switch (boot

) config terminal

)

)
switch (boot)

)

)

)

#
(config) # interface mgmt 0

(config-if)# ip address <ip address> <netmask>
(config-if) # no shutdown

(config-if) # exit

(config) # ip default-gateway <gateway>
(config) # exit

switch (boot
switch (boot
switch (boot

A2 A8 ol A bootflash = 157 A| 8l B dhe] 2} o] W] X & FAFG Y T

switch(boot)# copy URL bootflash:

0g T8 F kb2 AMEaHe] 714 S el el URLS A gk
* ftp://username@hostname / path/image name
* scp://username@hostname/path /image name
* sftp://username@hostname/ path/image name

* tftp://hostname/ path/image _name

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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o A

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

c) °lH|AE A3 S = Firepower 4100/9300 A} A o] A} 3+ £ nuova-sim-mgmt-nsg.0.1.0.001.bin®ll
A A} o] v A Z symlinkE "5 U T o] YA+ 228 #E A} o|u A & 2= WA Y F &
Utk oW o X & R Eale il 3F=A] & A glo] symlink o] 52 &
nuova-sim-mgmt-nsg.0.1.0.001.bin®] o oF 3+ T},

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

o) A

switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
( #

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

e 2 Eg A A ojuj A S ZEgh T

switch (boot) # load bootflash:<system-image>

o A

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

o

Azego] o)A ol A & Zrstel 3w AwskA 2l stelw, B oA & 2 g 5 g
o]

1
22l g o,
Bu o] WA B ol S RE AF S aaol gt

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

Firepower 4100/9300 Af A ol A] AF&-8F Z % M & o] n| A & thg 2= 2 A XYt} 2pA| §F U] 82
olm =] ¥, 53 #H| o] x| S FaeA A Q.

o A

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

SEDRECE R

A28 Aol

Supervisor®] £ 1= oA 7} £ E) 3 A 28S T o] 3 AT H O AT 5 glE S The AR
g Abgato] A28 e B e 5 AT o] X2 A4S R sl w 4 AEkE o] )X TFTP
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%

ataL, Ze Al S A2 EkaL, A Al AT 3 el A} oA & v 2 Eskal, A o] A& AE-sho] B-H

sl oF T,

et
Rl

o Aol iz Al 2wl Zef Al AL o] T UTE 1 Ax), A2 o] ByE T ghAs] ] 74
of g,

Cisco.com®] T}2 Y F ol EA FXOS B Aol 3 & oA & 7142 5= dFY L}

* Firepower 9300—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 Series—https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

B olu o &= Al /o] M E o] 3= o] JlF U o & 5 a2 FX0S 2.1.1.649] & 9]
LIRS =

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

B

ROMMONe®] o 4| 23k o},
a) &% X Eo A4}
b) AlZ=Hle AP
Al 2~Hlo] 25 Al Atet, 21 SEREA XA Fol| TR ETHE o] 7F 3EA Y T
¢) 7HEETHE 5ol Escape 7] & 2] ROMMON 2. =2 Sof iUt}
o) A

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA

bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA
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Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

WA 2 7 AELE o] X & TFTP ¥8 FYrh

@) ¥e P T, o) oks, Aol Eslo] IP 27k Guk ol 443915 ST e set S
S AHa-ho] B 3HS 2 5 A<rvIch ping 9 & ALE-Sko] TETP AHlo] t @ 12 & Bl ==

F U,

rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) ZI2E}E o]H|X] & Firepower 4100/9300 A Al | A A 2~ 715

o

al

JW

TAEE ojn x| A HEE=HE B x HE o X
4

to @

SN

¢) boot ¥ & AH-8-5Fo] ROMMONGSI A o] %] & F-& gt}

boot tftp://<IP address>/<path to image>

o

al Firepower 4100/9300 A A] ©] A s d ol 9J+=USB &
& A}-8-3lod ROMMONC A Z] ~ELE & H8 3t 1=

x
o]
PR

A a2 |

g TFTP U 9 8 2] o] HA Y T

314 &5 Yt} Cisco.com AZ E ¢
T2 5 o] A o A FXOS W % ¥} Z] ~E}E o]m
9

A b & BAFE JHE 3

o] 4913k USB 7] t] o] tjujo] ~
%L]rjr ]/\Eﬂo] stg %o] Lq]

USB tlihol 22 418t 9 Al 2812 2] % g a0k USB tlute] 27} 14 g o,

olu| A7} =41 F A& YEM = -9 # A 7F YERE U
o Al

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
EEEEREERE

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
BEREERERE
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Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

igadasasisssasisssasiissaiiissaiiiiasaiiissaaiiissasiiissasiiasasiiisantis;
iiadasasisssasiissasiisssaiiidssatiiasatiissasiiissasiiisaniiasasiiissntis;
igadssasiassasiiissasiiiasasiisaatiisasasiiasaiiisantiisaniiisaniiisssti

File reception completed.

W3 Z2EE o)l 7k R F init system 7 H-& ALEko] Z o)A E A%

.
e o] o] X B Al sEl ] BE TS Hiteto]
h3)

init system % & A| AHo| tpEREH 2 E
5 sk ol °9F20~30 Y= A8

=A e FR =S AUt ol BE S

of A

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] y

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

9A 4 BT o]u] A E Firepower 4100/9300 2§ A of] T 2 =gt}
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a) B olnAE theRES e W # 1P FA 2 o] =9l 2 M gaof Gtk USBE E3 ol 2]

FoluA 2 e REd 4 gny,

switch (boot) # config terminal
switch (boot) (config)# interface mgmt 0
switch (boot) (config-if)# ip address <ip address> <netmask>
switch (boot) (config-if)# no shutdown
switch (boot) (config-if) # exit
switch (boot) (config)# ip default-gateway <gateway>
) (

switch (boot) (config) # exit

b) 924 A1 oA bootflash= & o] M| %] A| 7§ & K5 HAFGY T
switch(boot)# copy URL bootflash:

the FE F SHE ALgSH] 714 & 5h o] URLE A4 o

* ftp://username@hostname/ path/image name
* scp://username@hostname/ path/image name
* sftp://username@hostname / path/image_name

* tftp://hostname/ path/image _name

o Al

switch (boot) # copy

scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA

bootflash:

switch (boot) # copy

scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA

bootflash:

switch (boot) # copy

scp://<username>@192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA

bootflash:

c) °lv|AE Al 34 S & Firepower 4100/9300 A} A o] A} 3+ & nuova-sim-mgmt-nsg.0.1.0.001.bin®ll
A A} o] v 2] & symlinkE " U T o] YA+ 223 #E] A} o|u R & 2= WA Y F &

25Ut oW oA & ZEdhe AL sh=A] 9} Ftgle] symlink ©] &

nuova-sim-mgmt-nsg.0.1.0.001.bino] & oF g},

switch (boot) # copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

of Al

switch (boot)# config terminal

Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config) # interface mgmt 0

switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0

( ) (
( ) (
switch (boot) (config-if)# no shutdown
( ) (
( ) (
( ) (

switch (boot) (config-if) # exit
switch (boot) (config)# ip default-gateway 10.0.0.1
switch (boot) (config) # exit
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switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...

switch (boot) #

GAs A9AE 2EFYL

switch (boot) # reload

o Al:
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPROK-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .
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rommon 1 >

GAl6  AAEE BAIAE ofu XA R gt

rommon 1 > boot <kickstart-image> <system-image>

Y

A

o All:

rommon 1 > dir
Directory of: bootflash:\

01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12
01/01/12

=g

12:
12:
12:
12:

12

33a <DIR>
33a <DIR>
l16a <DIR>
27a

:29a
12:
12:

3la
34a

4,096

4,096
16,384
34,333,696
330,646,465
250,643,172
330,646,465

File(s) 946,269,798 bytes
Dir (s)

lost+found
fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
fxos-k9-manager.4.1.1.69.SPA
fxos-k9-system.5.0.3.N2.4.11.69.SPA
nuova-sim-mgmt-nsg.0.1.0.001.bin

A a2 |

o A AF o m A7 R E = E ek ghol d & e AF A s wAI A 7F A YT o 2l ]k w A
AopA FAE o sy

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
! Kickstart Image verified successfully !

Linux version:

[ 0.000000]

INIT: version 2.86 booting

2.6.27.47

(security@cisco.com)

Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

POST INIT Starts at Sun Jan
Sl0mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan
Creating /callhome. .

Mounting /callhome. .

Creating /callhome done.
Callhome spool file system init done.

Platform is BS or QP MIO:

30

1 00:27:32 UTC 2012

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.
Warning: switch is starting up with default configuration
Checking NVRAM block device

done

FIPS power-on self-test passed
Unpack CMC Application software
Loading system software
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up

Please wait
nohup: appending output to

‘nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)
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the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

oA 7t REHW 27| 74 AA S dEstgte ZEZE ZAIFH YT AAS W& 7] A,
11 o] A& Farsty Al L.

Firepower 4100/9300 A Aol A} AFE-3F ZHE HE o| v A& Th 2 =gtk SAE HE o7 B
A& Al 2wl Eho]] ARg-gh o] n] #] 9} ¢ X &l o FHu v ApAgE W] &2 o] W] A] ¥k, 53 H| o] A & F
AL

o Al

FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

o] WA A e RES TAF NE o] v A F AA Gk,
a) AE AN ES Qg
Firepower-chassis /firmware # scope auto-install
b) FXOS =& HES DAY}
Firepower-chassis /firmware/auto-install # install platform platform-vers version number

version_number+= "2 %] %1 FXOS &% HE9] W " th(el: 2.1(1.73)).

o AzEe AR AZE o] 37 E WA SHAGU T ALsEe @A AAH o Fe]A o] M
& A et Fh wa 71E Al Aol

)4 FXOS E9F £ZEF o] 917]4) 7ol n]5go] gl
Fasm Asgol grrglose) AR ARY s ofof Srka Fugic,

yesE dH3lo] S-S AST AJA gt
d) yese Y5kl AR E AET AJMA] FRASAY noEs 3t AA

Firepower eXtensible %4 A Aol A= HE2] St5HS F31 74 84 E a8 o] = A L b

2EFUL,

of
il
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e) Yaglol= T2 AAE RUH Y HW 53} o] gt
* scope firmwareE ¢ = st}
* scope auto-installS ] = 3 T},

« show fsm status expand= ¢ = g1t}

A0 A AES AR YT

o A

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

A| 2818 7F 1ot RE/A Y] APS 2 th8 npA 2O 7 Firepower 4100/9300 A A] ©] A QS 1131
AAIZRIY T o] 2 A A~ 9 5~10F = 2 HY T
GAN A 2E G E S EUE Pt A el 7} "Discovery(7 A)"oll A "Config(7-/3)" = v T3 v}
ulo & "Ok"= Hpy Lt}
o A
FP9300-A# show server status
Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

Overall Status( A A El) 7} "Ok" o] | A]| ~F o] Htl A YUt o] 8] Bt o] Fefo]Ad =& A+
detar(Etol s 4 23 =8 A tluto] 25 vhA] A s ofF T A A & U &

* Firepower 9300 W2 A] 2} 7}-o] =—http://www.cisco.com/go/firepower9300-quick
« Firepower 9300 37 417 7}o] =—http://www.cisco.com/go/firepower9300-config

* Firepower 4100 Series W2 A] 2} 7}o] =—http://www.cisco.com/go/firepower4100-quick
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EREE

Firepower Threat Defense = 2] 2~E] #H o] AJ3)] & .

* Firepower 4100 Series 3+74 A% 7}-0] =—http://www.cisco.com/go/firepowerd 100-config

Firepower Threat Defense = | 2~E| "1 o] A 3f] &+

o] Aa}E %23} Firepower Threat Defense”} 4 %] ¥ Firepower 4100/9300 S 2] 2~E] W & ThA] &
ohel el = A ekar Al s Bt AluE] 0 E e ¥ S Y A 2EF YUY 228 Y FHW
047:'301 )= Firepower Threat Defense ol Z 2] 7] 0] A 8] A o] 57]|3} 5 %] ¢Fo AbejolH =g % t]
nto] =5 95k o x| WA i dlo] E, 59 Flo] Ao 1o} = GAE Tt S FdatA A
g8l oF %L‘% }.

A #k3k7] Aol

Firepower 4100/9300 AjA] &] =] 4 tufo] 2~ Bl F g 440 A4 o] 239 XML 345 =4 75F
= U2l 74 WEu7] 715 ARy oh AR 82 7 7hA 71 B 7] ﬂi

229 F o] A& LTI Al 2

SZREAA

ZHo]lH frylo] 7heHH WS BT 748 7 = ol gig A A 74 9 7HA
Q71,234 Hlo| A AL FxEY A Q. fE g Aol A 7F A A YT

gho] Al 2~ Al ool & o] Fth

o% 49 2U2H W 2 Fule] HAdo] A e S of Aol A AR M & AR o &
g Alo] A Al A WS A8 ek el digk A 32 =] A tufo] & 913 o] m ] Bl HHl o E,
59 Ho] A A5 Al L.

off Z 2] Alo] A Al &} B -8 ¥ 7 3t -] = Firepower Threat Defense 2 & ¥ 7 o] A] 2} W] A 3} & %] 3}

5

o
EE RS RES UA 2718 T
a) Security Modules/Security Engine(X.<
b) Reinitialize Security Engine H &<

O Yes(el)E 2 sl WAL Shelgnh 1
2 A5,

o) Fe) o] do] L2kl ez} ¥ 31 Fef 2ol 2ol b,

F/5.0 Q1) o] A 2 o] gk,
o) ok

SESEER ESE RO EIE R

ﬁrepower scope ssa

b) cfEgACl A 2RI AE FAF U
firepower /ssa # show app-instance
of A
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=484 |
. Firepower Threat Defense = 2] 2~E] ¥ o] A3} &

firepower /ssa # show app-instance
App Name Slot ID Admin State Oper State

Running Version Startup Version Profile
Name Cluster State Cluster Role

ftd 1 Enabled Online 6.2.3.1624 6.2.3.1624
In Cluster Slave

A 6 Firepower Management Centerol] 4] & o] B. Wl & 2F#)| 314 U}, Firepower Management Center -/
Zhol Bl A n&e o] B Wl ALA|E a4 AL

Al 7 E5-% Firepower 9300/4100 & 2l ©] H. -1 & Firepower Management Centerl] TFA] 527134 T}, Firepower
Management Center 7-4 7}Fo] = ol A "S&| 2~ F W wA"E FZ23HA A L.

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)



%% 91
THE T EL N
2 AA 5
A2 IP F4 81

w81

T4 117,118,119, 120,122,123
HTTPS 117,118,119, 120, 122, 123
T 7HH 7] 229
TA A L7 N B A7) 229
A g AL 229
A7 229
T4 WHEU7] 229
Z|1E NS 37

| -

gm 105
FEog HA 105
kL A ZE 100

T3 100

=24 tule] 2~ 59,166, 170, 175, 189, 197, 215, 217, 218

SHE AL 170,175
2HA 217

o ZE| A o)A A2 AbAl 218

4 215

AZ2 FTE 215

oluj Al W o] E 59

Ze2~E A4 166,189,197
=24 Hulo] 2 dd T8 215
=24 gute] 2o A2 215
ET e A 55 1N

M

tufo]l =7 86
W 8

D

date 101
H7] 101

DNS 143

=

s 8
history 8

T

w87, 88,89
pre-login 87, 88, 89
HEFAHEE 8
WS 33,37,38,43

4 37

N
-~

4
AN

w
w
.
4 w
o 8
-
w

-0,
4
M
_lZi
oo

43
317, 45, 41, 48, 52

=
A=y

=
o T TR R R N TR N
on® u2 o ox foir folr o S o)

O H
EQL-JEHUF
r\lhjz\'—{‘

_Ecnﬂlg

=

~

¢

'E g
folr fol
NN
e

¥

(2]
~

AN

AHE M
SNMP 111

Ab-&2} 32,33, 37, 38, 45, 47, 48, 52
712 Q1% 38
ZHRZ 2 37,45,417,48,52
g 2 32
HYWHE X3 33

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .



[
it
o,

AHEAE (A1)
a9 3
AH&A A% 45, 47,48, 52
HEH s 229t
AR O7HEE 37
AW S 2 2 0kl
1,1
ZE RUHE 1
27174 1
AAT e EUEE 1
AR AT 27 40,4
A E o] Aol 248
575 248
£ v A=)
5% 252
105

2~
oz 44

A B 248, 252

37
A A]

252

ks
105

_l

>
o

ES

o

&
AE 109

o7} & E  37,45,47, 48,52
ZAZ A% 37,45, 47, 48,52

LA ALg2Le] G A a2

A8 W

=g A gufo] A 2kAl 217

45, 47, 48,

52

166, 175, 197, 215, 217, 218

=99 919 o] el Hulol = A4

off Z&] A o] A A=E 2 AbA|

A4 215

AR FE 215

e Ea= IS
A3 o ojuX]

166, 197
57

21

Firepower Security Appliance®l] Th-% 2

o]n|#] 53,54, 55, 56, 57
el 53
A 2l 55
Cisco.com®l| 4] T} 2= 54
Firepower eXtensible <3 || #l|
Firepower Security Appliance®l|
ojm x| ¥ 59
Yol E 59
38
7% 38
AZFA 116
4H 116
QIE| o]~ 152
T4 152
74 152

ol

of\

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)

o}

B
[e]
=+

&
=

=

bl

1

%

57

S dael=

5

4, 5

1

56

A

F 1

90

ol 2
e
o [of

42
A7 g4 98 42

A\l

AT HE, SNMP 111
Z£ 4.4
timeout 40, 41
S22~ 166, 185, 189, 197
A7 166,189, 197
4K 185
Se]2~E% 168,186, 187
e 187
network 187
28 2~E Ao A
redundancy 186
size 186
device-local EtherChannels, 2= ] %] o| 4] /]

186

168

7] ¥ 116,117, 118, 119, 120, 122, 123, 127
Akl 127
A4 11
AEA 7FA 27 123
AEA 2% 119,120
A3 118
AR 116
EYAE ¥0E 122

| =3

E21 A8~ 111, 117,118, 119, 120, 122, 123
HTTPS 117,118,119, 120, 122, 123
SNMP 111
109, 112, 113
27 113
AR 112
X 109
EY2E IE
2+A] 128
A3

E9Y

116, 122, 128

122
AE 116



<

&
N
i)
R

237, 238, 240, 242, 243
A A A 243
A A A 238
3 2 Al A A 242
R WA AR FA 242

PCAP T} T} 225 242
7 A A 2kA 243
T IGA A A 238
7 A A TR E 242
Helol 61
Aadel= 61
Heol Jadel= 61
XE g 154,245
T4 154
status 245
E= Az 101,103,105
274 101,103, 105
zEue 37
HAHS 37
ZAE WME  53,54,55 56
T4 &2l 55
Jaeo]= 56
X 53
Cisco.com®l| 4] T} 2= 54
Firepower Security Appliance®l] H-%2 =

|

A

AAA 130,131,134, 135, 136, 137, 138, 139, 140
LDAP Al 34} 130,131,134
RADIUS #|&=} 135,136, 137
TACACS+ A 32} 138,139, 140
asa 59,166, 170, 189, 215, 217, 218
=g A fuke] 2= A4 217
=1 E ASA =2 H Huto] = A 170
o ZE|Alo] A QlaE 2 2hA] 218
a4 215
A4 £8 215
olulA] M o] E 59
Zel2~E A4 166,189
ASA o]"|#]  53,54,57
AH 53
Cisco.com°l| A T} &2 = 54
Firepower Security Appliance®l] H-&2 =
authNoPriv 109
authPriv 109
Breakout 7| ©] & 156
T4 156

Breakout ZE 156
call home 22
HTTP ZZA] 74 22
Cisco Secure Package 53, 54, 57
41 53
Cisco.com°|A] T} 2= 54
Firepower Security Appliance®l] tF-+-2 = 57
CLI, %2 (Command Line Interface)
CLIAA A&t 9
CLI(Command Line Interface) 14
N~ 14
CLI(Command Line Interface) A2~ 14
clustering 164, 167
e 8 A 164
LXESo] Jade|= 164
SLESO] 89 AR 164
spanning-tree portfast 167
CSP, #2 Cisco Secure Package
Firepower A1 A] 1,11, 90
SH ZUEHE 1
55 90
A 1171 90
27174 N
Firepower Al A A 117] 90
Firepower =% W& 53, 54, 55, 56
A4 &l 55
Hae]= 56
41 53
Cisco.com°| A T} 2= 54
Firepower Security Appliance®l] T} 2= 54
Firepower eXtensible OS 56
EYEF WS dadel= 56
Firepower Security Appliance 1
ML 1
Firepower Threat Defense, 3= threat defense
fpga 61
Aadel= 61
ftd, %2 threat defense
FXOS A 2], %2 Firepower A A]
HTTP = 54| 22
T4 22
HTTPS 40, 41,117,118, 119, 120, 122, 123, 125, 126, 128
T4 125
v gd st 128
ASA 7H4 2.7 123
ASA 2% 119,120
71 ¥ A8 1M
7] & A4 118
EY2E XJE 122
XE W 126
timeout 40, 41

=
o,

i
P

Cisco Firepower 4100/9300 FXO0S CLI %] 7}-°] =, 2.2(1) .



LDAP 130,131,134
LDAP A|-&#F 131,134
AbA 134
A 13
License Authority 24
noAuthNoPriv 109

NTP 100, 103, 104
741 100,103
AFAl 104
=7} 103

P

PCAP, = o] 7) 74 4]
PCAP 3} 242
2= 242
ping 244
PKI 116
pre-login ¥\ 87, 88, 89
2kA 89
A 87
T 88

RADIUS 135, 136, 137
RADIUS A& A 136,137
27 137
A 136
rommon 61
dagel= 61
RSA 116

S

Smart Call Home 22
HTTP X ZA| 74 22

SNMP 108, 109, 110, 111, 112, 113, 114, 116

A 109
W3 HE 7% 110
HRFFFE 109
ARE 1M
AFEA 114,116
AFA 116
A4 114
&= 109
AH 108

. Cisco Firepower 4100/9300 FX0S CLI -4 7}-°] =, 2.2(1)

SNMP (Al <5)
211 108,110
AFdE M
E= 112,113
AHAl 113
A 112
SNMPv3 110
B35 110
SSH 40, 41, 106
T4 106
timeout 40, 41
syslog 141
2493 744 H
2442294 14
44 g 4 14
system 11
27174 1

T

TACACS+ 138,139, 140
TACACS+ A 32} 139, 140
24 140
34139
Telnet 40, 41,107
T4 107
timeout 40, 41
time 101
7] 10
timeout 40, 41
=& 40,4
HTTPS, SSH 2 &4 40,41
traceroute 244
AAA HAE 244

U
users 9,31, 42, 43, 48,51, 114,116

44,98 44 42
g44ds 51

CLI A4 A5k 9
SNMP 114, 116



	Cisco Firepower 4100/9300 FXOS CLI 구성 가이드, 2.2(1)
	목차
	Firepower Security Appliance 소개
	Firepower Security Appliance 정보
	섀시 상태 모니터링

	CLI 개요
	관리 객체
	명령 모드
	객체 명령
	명령 완성
	명령 기록
	보류 중인 명령 커밋, 삭제 및 보기
	CLI에 대한 인라인 도움말
	CLI 세션 제한

	시작하기
	작업 흐름
	초기 구성
	액세스 - FXOS CLI

	ASA의 라이선스 관리
	Smart Software Licensing 정보
	ASA의 Smart Software Licensing
	Smart Software Manager 및 어카운트
	오프라인 관리
	영구 라이선스 예약
	Satellite 서버

	가상 어카운트별로 관리되는 라이선스 및 디바이스
	평가판 라이선스
	Smart Software Manager 통신
	디바이스 등록 및 토큰
	License Authority와의 정기적인 통신
	규정 위반 상태
	Smart Call Home 인프라


	Smart Software Licensing 사전 요구 사항
	스마트 소프트웨어 라이센싱을 위한 지침
	Smart Software Licensing의 기본값
	일반 Smart Software Licensing 구성
	(선택 사항) HTTP 프록시 구성
	(선택 사항) Call Home URL 삭제
	License Authority에 Firepower Security Appliance 등록

	Smart License Satellite Server 구성 Firepower 4100/9300 섀시
	영구 라이선스 예약 구성
	영구 라이선스 설치
	(선택 사항) 영구 라이선스 반환

	Smart Software Licensing 모니터링
	Smart Software Licensing 기록

	사용자 관리
	사용자 계정
	사용자 이름 지침
	비밀번호 지침
	원격 인증에 대한 지침
	사용자 역할
	로컬 인증 사용자에 대한 비밀번호 프로파일
	기본 인증 서비스 선택
	세션 시간 초과 구성
	절대 세션 시간 초과 구성
	원격 사용자의 역할 정책 구성
	로컬로 인증된 사용자의 비밀번호 보안 수준 확인 활성화
	최대 로그인 시도 횟수 설정
	사용자 잠금 상태 보기 및 지우기
	변경 간격에 대해 최대 비밀번호 변경 횟수 구성
	최소 비밀번호 길이 확인 구성
	비밀번호에 대해 변경 안 함 간격 구성
	비밀번호 기록 수 구성
	로컬 사용자 계정 생성
	로컬 사용자 계정 삭제
	로컬 사용자 계정 활성화 또는 비활성화
	로컬로 인증된 사용자의 비밀번호 기록 지우기

	이미지 관리
	이미지 관리 정보
	Cisco.com에서 이미지 다운로드
	Firepower 4100/9300 섀시에 Firepower eXtensible 운영 체제 소프트웨어 이미지 다운로드
	이미지의 무결성 확인
	Firepower eXtensible 운영 체제 플랫폼 번들 업그레이드
	논리적 디바이스 소프트웨어 이미지 다운로드 - Firepower 4100/9300 섀시
	논리적 디바이스를 위한 이미지 버전 업데이트
	펌웨어 업그레이드

	보안 인증 컴플라이언스
	보안 인증 컴플라이언스
	SSH 호스트 키 생성
	IPSec 보안 채널 구성
	트러스트 포인트에 대한 정적 CRL 구성
	인증서 해지 목록 확인 정보
	CRL 주기적 다운로드 구성
	LDAP 키 링 인증서 설정
	클라이언트 인증서 인증 활성화

	시스템 관리
	관리 IP 주소 변경
	애플리케이션 관리 IP 변경
	Firepower 4100/9300 섀시 이름 변경
	Pre-Login 배너
	Pre-Login 배너 생성
	Pre-Login 배너 수정
	Pre-Login 배너 삭제

	Firepower 4100/9300 섀시 리부팅
	Firepower 4100/9300 섀시 전원 끄기
	공장 기본 구성 복원
	신뢰할 수 있는 ID 인증서 설치

	플랫폼 설정
	NTP 서버 인증 활성화
	날짜 및 시간 설정
	구성된 날짜 및 시간 보기
	표준 시간대 설정
	NTP를 사용하여 날짜 및 시간 설정
	NTP 서버 삭제
	날짜 및 시간 직접 설정

	SSH 구성
	텔넷 구성
	SNMP 구성
	SNMP 정보
	SNMP 알림
	SNMP 보안 수준 및 권한
	지원되는 SNMP 보안 모델과 수준 결합
	SNMPv3 보안 기능
	SNMP 지원
	SNMP 활성화 및 SNMP 속성 구성
	SNMP 트랩 생성
	SNMP 트랩 삭제
	SNMPv3 사용자 생성
	SNMPv3 사용자 삭제

	HTTPS 구성
	인증서, 키 링, 트러스트 포인트
	키 링 생성
	기본 키 링 재생성
	키 링에 대한 인증서 요청 생성
	기본 옵션으로 키 링에 대한 인증서 요청 생성
	고급 옵션으로 키 링에 대한 인증서 요청 생성

	트러스트 포인트 생성
	키 링으로 인증서 가져오기
	HTTPS 구성
	HTTPS 포트 변경
	키 링 삭제
	트러스트 포인트 삭제
	HTTPS 비활성화

	AAA 구성
	AAA 정보
	LDAP 제공자 구성
	LDAP 제공자의 속성 구성
	LDAP 제공자 생성
	LDAP 제공자 삭제

	RADIUS 제공자 구성
	RADIUS 제공자의 속성 구성
	RADIUS 제공자 생성
	RADIUS 제공자 삭제

	TACACS+ 제공자 구성
	TACACS+ 제공자의 속성 구성
	TACACS+ 제공자 생성
	TACACS+ 제공자 삭제


	Syslog 구성
	DNS 서버 구성
	FIPS 모드 활성화
	Common Criteria 모드 활성화
	IP 액세스 목록 구성

	인터페이스 관리
	Firepower 인터페이스 정보
	섀시 관리 인터페이스
	인터페이스 유형
	하드웨어 바이패스 쌍
	Jumbo Frame Support
	Firepower Threat Defense에 대한 인라인 집합 링크 상태 전파

	Firepower 인터페이스에 대한 지침 및 제한 사항
	인터페이스 구성
	실제 인터페이스 구성
	EtherChannel(포트 채널) 추가
	분할 케이블 구성
	플로우 제어 정책 구성

	모니터링 인터페이스
	인터페이스 내역

	논리적 디바이스
	논리적 디바이스 정보
	독립형 논리적 디바이스와 클러스터형 논리적 디바이스

	논리적 디바이스의 요구 사항 및 사전 요구 사항
	클러스터링의 요구 사항 및 사전 요구 사항

	논리적 디바이스 관련 지침 및 제한 사항
	일반 지침 및 제한 사항
	클러스터링 지침 및 제한 사항

	독립형 논리적 디바이스 추가
	독립형 ASA 추가
	독립형 Firepower Threat Defense 추가

	고가용성 쌍 추가
	클러스터 추가
	클러스터링 정보 Firepower 4100/9300 섀시
	기본 유닛 및 보조 유닛 역할
	Cluster Control Link
	섀시 간 클러스터링을 위한 클러스터 제어 링크 크기 조정
	섀시 간 클러스터링을 위한 클러스터 제어 링크 이중화
	섀시 간 클러스터링을 위한 클러스터 제어 링크 안정성
	클러스터 제어 링크 네트워크

	관리 네트워크
	관리 인터페이스
	Spanned EtherChannels
	사이트 간 클러스터링

	ASA 클러스터 추가
	ASA 클러스터 생성
	클러스터 멤버 더 추가

	FXOS 섀시 추가
	Firepower Threat Defense 클러스터 생성
	클러스터 멤버 더 추가


	Radware DefensePro 구성
	Radware DefensePro 정보
	Radware DefensePro에 대한 사전 요구 사항
	서비스 체이닝 관련 지침
	독립형 논리적 디바이스에 Radware DefensePro 구성
	섀시 내 클러스터에 Radware DefensePro 구성
	UDP/TCP 포트 열기 및 vDP 웹 서비스 활성화

	논리적 디바이스 관리
	애플리케이션 콘솔에 연결
	논리적 디바이스 삭제
	논리적 디바이스와 연결되지 않은 애플리케이션 인스턴스 삭제
	ASA를 투명 방화벽 모드로 변경
	Firepower Threat Defense 논리적 디바이스의 인터페이스 변경
	ASA 논리적 디바이스에서 인터페이스 변경

	논리적 디바이스 모니터링
	사이트 간 클러스터링 예시
	Spanned EtherChannel 투명 모드 노스-사우스 사이트 간의 예
	Spanned EtherChannel 투명 모드 이스트-웨스트 사이트 간의 예

	논리적 디바이스의 기록

	구성 가져오기/내보내기
	구성 가져오기/내보내기 정보
	FXOS 구성 파일 내보내기
	자동 구성 내보내기 예약
	구성 내보내기 미리 알림 설정
	구성 파일 가져오기

	문제 해결
	패킷 캡처
	백플레인 포트 매핑
	패킷 캡처 관련 지침 및 제한 사항
	패킷 캡처 세션 생성 또는 수정
	패킷 캡처에 대한 필터 구성
	패킷 캡처 세션 시작 및 중지
	패킷 캡처 파일 다운로드
	패킷 캡처 세션 삭제

	네트워크 연결성 테스트
	포트 채널 상태 확인
	소프트웨어 장애에서 복구
	손상된 파일 시스템에서 복구
	Firepower Threat Defense 클러스터 멤버의 재해 복구

	색인
	A
	B
	C
	D
	E
	F
	G
	H
	I
	J
	K
	L
	M
	N
	P
	R
	S
	T
	U




