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ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1
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ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

« sshucs-auth-domain\\username@ { UCSM-ip-address|UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1

1§ Telnet M Linux 2% & 5%

)

AR BUATEOLR, &2 Telnet. A 5%)2 H Telnet (W], i5Z AL E Telnet , 25 82 Tl

« telnetucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-ga-10
login: ucs-ldap23\blradmin

« telnetucs-{ UCSM-ip-address|UCSM-ipv6-address }ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ues-ldap23\blradmin
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A ER S,
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https://software.cisco.com/#module_Connect_42_/software.cisco.com/#module/SmartLicensing
https://software.cisco.com/smartaccounts/setup#accountcreation-account

wairge |
B sesssrTnsiigs

o WSERHR AT pr0 g K — AN B2 AN VF AT IE o

. ﬁf%'”J-U\ﬁ%%)\EE%MEJ‘Ziﬁ in] HTTP AAEE, DI Reas e U5 i VF v iR AL o AN SCRF B ZeiF
Al o

* FL'E DNS JIRk454,  DAE B BENS AR AT VF rT AU A LAG IR 55 45 (1 44 B o

* BCE BRI

VARG R OUEH T FXOS HUAEH 1) ASA 4 ¥ %5 . 4 K Firepower UV 18112 45 14 2 V5 ]
FITVEANMS B, 1520 (Firepower & FEHOACE TR -

u Ab I_' ‘ + N \,1_ 0
e HIF T EGMNEE
FXOS HUAEERIANC B 54 “SLProf” ffJ Smart Call Home BC & SCAE, %X H T-38 8 4 vl ik ML
1) URL.

o & & e HIT A
L5 BRI rUEMUR U8 E, 0] DUASERCE HTTP ACRE . 22 ) Vi Rl IEMUR HURTE T, 207
FXOS HUH L A S IR BE BT VF T UEMK 7 SRAF 4 1D

UK

S (k) FUE HTTPARHE, 28 12 7.
L2 [V AIEAUR MR M Firepower 41345, 5 13 L.

(AJi%) BcE HTTP (KIE

RS RIS HTTP AREEHEA T BB Uy i), DA 2004 B ek -4 Al B B AR B b ik . BACBE— %
5+ Smart Call Home.

N

ER AR S RN HTTP ACRE.

UK

T EPFRS (System) > F 7 (Licensing) > Call Home.
Call Home UL #& 4L A T~ & VF T UE MU WA I H britii URL DL G E HTTP AR 7B o

ER O BRARRAT DAL TAC B 7R, 5 AN B B VR a] LR A AT LA
URL.

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)



WAEEE

(7T3%) M call Home URL [

5“5 8 Je H (Server Enable)” FHigZ T, IE#ETFF (on).

{1:88 %5 %8 URL (Server URL) 71l AR %5 23 I (Server Port) 7 BU i MUFE IP MUALAIS L1 Bin, 4
HTTPS JIik 552 A i 1 443

M RTF (Save).

(AJi%) flfR Call Home URL

)

i
wE1
A
TIR2

A LR 2 I B 56 T & [ Call Home URL.
pUK i

LR Gt (System) > P57 (Licensing) > Call Home.
7£ Call home BC & (Call home Configuration) X154, EFAMR (Delete).

[ FTIE A7 & ML A4 E AR Firepower R 218 &

T
IR 2
$IE3

PIE4

UM FXOS HUA I, VFATIEMUA LR 22 FXOS HURT 55 VF T UEMUA LR 22 18] )38 A5 AU ID IE45
EILLH FXOS HUAH 73 BC SIUAH A I RESAK 7 o S, SRR —bEsesl. H, @R ID UEf
T A 1) A S DA i 2, R JE T R 2O M FXOS HLAR

UK

TR REA AT AR T, H B FXOS HLAR W8 021 1) e Ak 7 37 sk I 52 v 2 T

7 Firepower LA EEEZSH, PR L (System) > IF A (Licensing) > & §E1F Al (Smart License).
TEMINFE SR G);E A S k& (Enter Product Instance Registration Token) - B H 4 N33 /F4 L

#iit Register.

FXOS HUAH 23 ) VF n] UE AR A LA A -

IO EM 545, 1 s EUGEE M (Unregister).

XF FXOS HUAE 2 NIk P o iR B4 . REEsMIBR s R AV IESRBCRE S . T Re s 2
HUCT 3 AR A 1) FXOS HURE BOBCVF AT IE . s, o m) DU e S A B 3 ) e 188 45

FX0S Hl ARV S EE1FmIF IR I 2

SR RERCIHE PG AR MRV REVF AT I — AU, I RPE R BEAS (SSM) &5 . &
TR RERE B ) SV RTIE, R I SR AR SRR R TR (T P S PR A AR

Cisco FXOS Firepower HlfEE R E R B, 2101) i



wairge |

B oS REEEFTIIERSS

73 FX0S #48

'EH TSm0 % ] A A D DRI T AN 22 H g AH A T+ software.cisco.com LR AEAR Y45 PR 28 K45 P
LR S P ] DUE P 2 25 MR Re A B ey B2 . G, FXOS MU VF nl kAl
WS KEI GRS R T2, BnEE A P FE 1 R Retk 5 PR A 10 &2 0 —

—H OB IZ VAN Z )5, BT AEAE F B R Bt A X 31 Cisco SSMFITHOL F HATEL R
Lt

* O B A TR
B A H I VFATIE
o R TSR Z A AR A VR AT IR

ARVEAE R, WS R By LA B se g P g DR 22 M B A e .

BB EeIF I D 2RSS
DU R P /s WAL S FXOS HUAR, DU FHA eV vl Uk BEAS AL,
FIAZHI
< WAE R RERAVT T AT, B 11 DU BT b A A

* M Cisco.com FECEREVF I A OVA XX, FH4E VMwareESXi IR 45 7% - 225 F0fic F b e
HRVEAMEE, ESH (RS s DA 2355 /)

UK

PR Y (System) > 7] (Licensing) > Call Home.

7t “Call home i # (Call home Configuration)” "I, H LA URL ##t “Hilik (Adress)” 7Bt HERIA
URL.

i CLI ﬁﬂﬁ%ﬁ%&',ﬁ o (2 (FXOS CLI Bt 4am ) 4 Aeir il ik TR A BEAR I & D 3R,
TREZE R

[ERARERNS ﬁﬁ*ﬂﬁ/fﬂﬂ Firepower %4145, 25 13 7o TEVER, WO\ RVl Uk HEa8 A K
FNSZ TR )4 R

7K AVF A UE T B8

ST B FXOS HURA UK AVFTIE. M) B A0 VRS AE B o B P SO R P T2

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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http://www.cisco.com/web/ordering/smart-software-manager/smart-software-manager-satellite.html
https://software.cisco.com/download/release.html?mdfid=286285506&flowid=74662&softwareid=286285517&os=Linux&release=2.0&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/web/software/286285517/129866/Smart_Software_Manager_satellite_2.1_Install_Guide.pdf

| g

A

Rgxkarmiigz [

pEd e

FETFURZ AT, Sl SR AVEFRTIE, A BEAE R BERRA T B AL T o T AR DA IR AL HE AL
RURAVFANIETR B o AR B IR 1, i ) CARA DAL HE

AL & K AVFA[IET A

$IE6

L1

DA R 2P o i feT 1] FXOS AL 43 Bl K AV AT IE

UK

PR Y (System) > I A (Licensing) > 7k A AJIE (Permanent License).
R (Generate) A2 BT FA FRSARRS o 5 0B FROS AR BE 52 o1 21 BY I AR

e ARV BRI BEAS TP Y “ R BRI P38 A7 (Smart Software Manager Inventory) %,
AR ATE (Licenses) 1617 :

https://software.cisco.com/#SmartLicensing-Inventory
VFATIE (Licenses) 310K {27 55 G (KK ARG (K BT AT BUAT VFRTIE. B AR A

R AIETR B (License Reservation), F{Rs AL a1 T 5 F s AR RG I B HE

A T ATE (Reserve License).

BRI AT PR AR A o SR DA B2 A BRI 2 BT . AR R BRI B
VFATUEIL AL T8 IR .

I RIS A P AT IEFR ES (License Reservation) 121,  NI#R K 7 ARARAZAA T K AVE A IE TR B
TEIRXPMESL T, 828 /K AVF T T RS I 30 A\ 18 1 A e R A 4.

7 FXOS WAL G [, KA il B2 AU i A\ R #XES (Authorization Code) SCANHE .

iR % (Install).

— BAE R FXOS HLA R 5841 PLR VP, “IKAVFWIE” (Permanenet License) U {2 - 75 (1) 77
AFUEAR A TP AR I 7K A VF AT IE R 36 30

(AJi&) iRi% FXOS 7k A1F A]E

WA BUR AV TR, S U ] DL R R R LIRS GRIE S B RE AT B o WRANIENG T AT
SRR, VPNIER R RES, TRttt 5 A

Cisco FXOS Firepower HlfEE R E R B, 2101) i


https://software.cisco.com/#SmartLicensing-Inventory

wairge |
B =esssrTmReies

UK

S PR Y (System) > 7] (Licensing) > 7k A A IE (Permanent License).
P2 AUHIEIE (Return) A BURIEACHT . KRB AAD S 1 2 BY AT .
FXOS MU LA ARV HdE N “PEL” (Evaluation) dRZS
LBI Uik R BRSPS EAE” (Smart Software Manager Inventory) %, i == @@L {5 (Product

Instances) LT :
https://software.cisco.com/#SmartLicensing-Inventory

PR A AHLEH RS AR R (UDD) # R & 1) FXOS HLAH
LIS EPHRIE (Actions) > MIBR (Remove), F55AE A iR ARG MG S HE

F$IE6  AiLiMIBR~= 3L (Remove Product Instance).
TRV AT UE R 8 3 21 ] 3t o

BREM TR I R1E %

ThEERFR FE A 1L RA
T[] FXOS HLAH 1 BB BEAR A VR LI(T) M REAATVR AT, AT DU SNV BEVF AR . B REVF

AU S P A5 RE . ST DUARRA S 2 s FH 4%
MALE RS WA VP BB e r], &
AT CAEDW Y 1 ARV AT IR S ORI K . R REAT VR AT
i AR FXOS HUARE P 5 | R 22 e 2 AR 47

FINT LR bR

Z 4t (System) > IF 7] (Licensing) > Call Home

Z 4 (System) > i A] (Licensing) > & §£1F AJE (Smart
License)

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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https://software.cisco.com/#SmartLicensing-Inventory

el

HRE&EIE

© JHPmR S 17 0

o (HE AR SR, 5 18
o 1) SR KR U, 5 19 0T

o WS REAESR SN, 5 19 )
< e, F22 0

o ARHB IR R O E SO, 5 22 I
« WCEJURCE , AR 23 0T

o BCEIRKZERIREL, 526 1T
o MCEmRNEMICERA . 5 26 1T
o QAT 2 27 1T

o MERASH ™, 2R 28 1T

o Wm s A R, 5 29 1

PR P ViR RGeS vl B A8 AT ik o BRI IR P i AT E— R 44

EITR

EIE Gk P

EHLGKR BRI, I GRS s B . bk R AR A B B OB K O AT 58
BB . AP BUIK A TR BRNE 1Y, O AENIIR RS B P IR .

BRI Z A TR AR, JF HAS I JoiR R B DK L RS S IR A

Cisco FXOS Firepower HlfEE R E R B, 2101) i



Arem |
B @osrzmEsE

AR SR I IERT R P K P

AN G BOAE  Pbk R WU AT SRS, O EL AT DLk BAT A B 01 s AA A BUR AR L
KRIGHIEEER . — HARHUA IR AL, A iRk . CASHIASI ik )™ B PR e B4
B MR . R E R ] CAH AT vk, ik P FR e TG SIRAS, HRA
DUATRCE (G A .

TLFE B4 I8 &Y B A b
TGRS B0 F I FH il F 384T 1F LDAP. RADIUS 5% TACACS+ HE4T 5 43 36 0F 181 FH S bk 7

AR TR 5 A A ] b 7 MUZS R P - DU AS LD P e P v SCIRD i EoRe 8 i A e 1
SR R A

A RITRE By U UEFR- S 0 LA K o e AN B A 5 0 B R 4R SR P PR A5 L, TS LR

P
< TREG G UEFR 2R, 519 UL
* WU'E LDAP $24EF 7 . 26 101 1T
* lii & RADIUS #2487, 28 104 7T
* Pl % TACACS+ #2472 )7 , 28 106 1T

F Rk P R 2 A
T AR E P ik AERUE I Tal ). M BEE RN RN, RSS2 ik
BOAEOLR, ik A 2.

IR R E R iK™ s, ok ik SRR E AR AR, BT DO R R E R
BRI H .

T [2] i A 2 B0 46 SR

F P 4434 FAAE Firepower HLAE & BELS R FXOS CLI %3¢ 1D K X55% 1D A ECEIH ik P i, 15% 18
AR 45 i I PR

< B ID W LIS 1 H) 32 NER, WRELL R T4

o B3k ID WAIME—,
o B ID AL BEF R I3k o ' EAREAEU A BRIk, il R Rk

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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AREE
maznmnEsEn |

C B D KA AT
s RAEGIEEA S 785 ID.
ORI, AT ID. AR, AR BT

TN (=

ElREREESESESIEYL
SRS TR AR GE T bk S #R R A TH . B S R AAARPRI A el LI E R4, LUt
P B AT SRR A . R SRR A OB T, RN A0 SR R

SR BUCREAS P A s o G SRS A b B 0 B0 UE O 7 S FH 05 5 FE RS Ay, W Firepower RJ 4 e 4
VER SRR L AT G LR BRI AT 35615 -

:—‘—r VZan

< AL B> 8 NTAT, I 80 MFAT .

Y

R W LUERHERS REE 15 DA GrNE ) 1R, DA &l b
mioKe ARVEME R, WS E R/NE KR A, 2 26 1.

« WAELE B2 — AN KRS F

s WL T B2 /b — AN NG FREFAE

© WMIRAEL 5 B — AN EE R CRPBRD 5445

o« RREAL A IELL T 3 IKINEAF, 151141 aaabbb.

o AR = A DMTAT U HE 51 1) 3% S50 7 5 - BE, 9141 password ABC 5§ password321.
AR P 2R, 55 R P 44 R R

« AU b AR A U By . 0, RGN T L b 1 SR

c AREBFLURNFS: § GInffs) o 2 (H5) M= (55) .

o Z b P RV B BRI B R ANk A

&
=

F4

IR B B uE$E SR

RN SRR R RS Iy S e R 55 2 — WO B RS, W2 B ] %R 55 (B I RE /7, LARA ff FXOS
P REfs 5 RAEATIEAS . T AR U FE w58
ILFE S I UEAR 55 R RY A Rk

FH Pk 7 T REAF AT FXOS HUR A< ol 75 B 4 Bk R 5545 7

#50] I FXOS WA FL 8% GUI il FXOS CLI 7 3 1 320 F 5 3 961 AR 55 6 S 1 7 I s 45
e

Cisco FXOS Firepower # {8 &2 s2 BLE 15/, 2.1(1)
I -“



AREm
B aEsnrirssE

ERERSMEIERSTRAFfAE

U RAEIERE 5 3 Bl A 55 vh U AT ik, I 25t OR ik ) A0 458 P 48 FXOS HLAR AR
P te, JF HIXLe M (i) 44 M FXOS AR I A4 FRAH LR . AR A Cusms, 1™ T gk
SRR, B T R BRR .

S HIEIERMIEF PR AR BT

XFF- RADIUS Fl TACAS+ R &, &2 A 5o FE 5 43 B0 UE P AL AR 7 Hh (1) FXOS ALAE e & H P e i,
FH 7l i R AR 7 6 5 3] Firepower HUAR B F 28 F1 FXOS CLI. M7 J@MEAEAE 0 o 4h & 16 £
E IS TR R =

M85, FXOS $uAT LA #R1E:

L A i B e R 55

2 BRI

3 R RE, A A EC A A R X R

TR FXOS SCRFHIZFE S 03 ik P2 AR 1 s PR LA -

BN EIR IR BEXEH ESNG Bi% 1D E5k
LDAP 1B T r] L FEHAT LU R | Cisco LDAP 51 il i %
fEZ —: unicode 257 JE M .

S iEATLY i LDAP | WARIEFEAI

2, WilEG 4 | CiscoAVPair FE X g
SRIGIA fAAR R | TE, T BN s
JEM . ID:
1.3.6.1.4.1.9.287247.1

*JJi£ LDAP J5 %, -
s | AT A B
1, OID.
CiscoAVPair) ]

@A e B,

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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AR

st

mizgmnwirsEn |

SHEIHRERERF BEXREMS ESIN: B4 1D Z3k
RADIUS Ak Ry DLE AT LU R4 | Cisco RADIUS SEjiti it
B2 —: JV T ID 4 009, e P11
LR RS 1D K o
R HERLF 1D 5 001
RADIUS 7%, {ifi | A F#ER#lBos, o
Ak AT | RPN cisco-avpair
ARAE B JE T, TR E 2 A
. | AR
: ;ﬂ J& RADIUS Jj shell:roles="admin,aaa"
o MHMEFFR | 9112 100mles11, b,
Him, BERIZS " 15K
cisco-avpair) {1 LAME B
B E sk
TACAS W WY 7%, JHER | cisco-av-pair £ TR

A FK cisco-av-pair £
H e gk,

TACACS+ 2t FE 42
HEIEYE ID 74T R .

PR LB, 1
BI%E cisco-av-pair &P
I, ffe i E 24 H
iapiies 8
dsoarmEirgellrolessdnin
aaa"
shell:locales*"Ll
abc", fE cisco-av-pair
JEPEEE AL S (%)
g Db 1 S Pk,
DL TE S A7 T AH 7] £ 47 56
EAC B S ) HAth R}
PESEERIE AN
il A% AE R 4y B AT
KB AME .

LDAP A A& £ #9715 OID
PLF A€ X CiscoAVPair J& P 7545 OID:

CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X

instanceType: 0x4

uSNCreated: 26318654

Cisco FXOS Firepower HlfEE R E R B, 2101) i



s
B rrae

attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X

HARfat
ARG E I
B

R
SER BN RGBS Vi BOAREOLS, BB SR Rt A, ANREE X

o
o

ARG E AT KBV, (HIERUE SR GRS

I

-
X NTP BCE . H T2 550 ) Smart Call Home BCE M 248 H & (S R4 H B IRS 28 0K
B) WEHATERE Vi . 6 RG A4 BRI ) .

AAA BB R
XL AR AAA BLE RIS U o 0 RG] .

A B0 NI PRy RS EC E X

A P S5 P A A b B 6 P 10 5 7 S0 SR AT A B A T TR B ko ANRECR R A
i B A7 B0 A (K P 418 R A 3 R I S A

TR LIEFITE

A sk, BT AR L B B R B0 R S AR ). BCE s PE)S,  Firepower
HURG f5e 2 AT LAAE Gl At S 0 B (0 D P SE R 100 15 AN o 3 R A (100 - I ) I3 LE A
B SR R AERT,  RXAE TR DR 438 1 I S sk v K F e O S A8 T e I ARt

FIP s 5B A HIAE B 5 g Sl vk B h L B S 80, Rs A REE R . i, R
TR g Sl SR BB 8, AML S IR UEHT P VA BT AL AR — A, HR LA
W41k

FRNTEOUT S5 D SR 00 %A AS P S st 80 Se VPR BRI JE0BT A LAHIT IR 3RS o
BT S E, R DA R A M B 43 B0E (KT £ 8 ) S A sre v 5O SCRP EE S A0 T S i (R i

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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| mpem

ERTLEI L

EERFRE

3o A B ARG, T AR A AS 1 B 47 B I ) P AR R S /I RO RES HEAT (R R S U K. R
S 2 5 R S A O ) A A P A 0

B fREC &

ik

T

AN FVFE RS (No

password change allowed)

IR TIUAS SO VR 305 3 MU (148 52
ZINTS 50 PN B A R 3 B 1R
2

AR AT 1 A1 745 /N2 A1)
ToHE A b . BRAESL R, oK
(kA 24 /NI

i, EAEAH SRR IE A SO
HAGJE 48 /NI PR B O S, T
AT B
o 5 1 5 98 01 1) S et b AR
* o B el ) B v A 48

B RN P SRV Y
4 (Password changes
allowed within change
interval)

W TR 7 A 1B 473 56 1R FH P 1
R A TR ST B PN RT DL B 5 e
KIKEL.

AT LLFREAN T 1 F 745 /N 22 0] )
TR aIBE, LA AT 0 R 10 Z[H) ()
KB R BRSSO T,
FOVEAH B 3 B0 AIE 1) 2 4E 48 /N
Vi) B PN e 22 B 5 2 IR o

Bihn, FELEAH G50 E F s oI
B G 24 /NI N iR 2 SRVF— IR
G TR WA

o 1 T 5 340 1) B 54 ok o

B T

o 155 B N T o 15 A 24

kP FR G (System) > F§ A &2 (User Management).

$IE2 il Settings (W HE) IR

A RIS A B

Cisco FXOS Firepower HlfEE R E R B, 2101) i



B esgras

ARER

AR

iE:pu

ZHAB P IEIE (Default
Authentication) 7-B

FEILREE R, 6 P AT S SRR A BRI T e IX AT BL2 BL
G
* A1t (Local) - Z0{E Firepower ALAGAHb & SUH bk .
* Radius - WJ0{E A Firepower HLA 15 ¢ 1) RADIUS k55 %% I
JE SCHL R P o
* TACACS - WA %45} Firepower HLAF 1R i ) TACACS+ IR 45
ax b R Pk
* LDAP - {AZ51E ) Firepower HUAH TR &) LDAP/MS-AD Jli 5%
iy FoE SO g o

* J& (None) - WU Pk ;72 Firepower HUAR AR 7, 4
FH PSR SNy, AN S5,

=5 & S 4E5E (Console
Authentication) 7~ B

T 3 45 5 5 S 1% 3 FXOS CLI T S 9630 (0 773
XA LU PR o — 1
* 7K1 (Local) - LZ04E Firepower ALFGAHb & SUH ik .
* Radius - WJ0{E A Firepower HLA 5 E [ RADIUS JI %545 I
& SCT K
* TACACS - W Zi{E Ny Firepower HLAf 15 € ] TACACS+ %%
a5 b SRk .
* LDAP - W Z07E k) Firepower HLAH T8 2 ) LDAP/MS-AD Il %%
a5 b Rk

* J& (None) - WA FH ik 7 72 Firepower HUAH Atk f, 00
7T A 43 5 3 11 B 42 FXOS CLI I G 5 250

miEAPRE
TR P A sk n P P 228 ok o FLE R B 0y S0 UF S AR AN o) F P AR g
R AT RSN e A A
« S ECEKIA F B (Assign Default Role) - 704 7 748 F K iz
S
* JT& K (No-Login) - N AVFH Bk RS, HMER P 4%
I IEm k.
AR PIRE

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)




AR

st

el A |

AR iR

Password Strength Check 1% | WAL, P At Pt aR 204 G s i e ) (3 2 [ 1
HE ) B 4R T 5, 26 19 50

History Count 7 E{ H Pl Glg i foes . i tbgs s, i K Re il F Sear oAl

FHEE (IR . [ S0 v B P 55 i TR) I 1 A A s, Fedle
IR AR, IR TR 2k 21 sl kv 208 (8 5 A 2 A
e IH 150

ZAE AT LA 0 22 15 (TR

fEn LK i SRR R 1L (History Count) 7B E N 0, IXFRAE
FH Py sl sk v 4, A B AR Re % 55840 ] 2 /i CAE FH 250 .

Change During Interval 7“5

PERIAHB IS UE P T IS RE W S SO i o 1% P BT LU :

* |2 (Enable) - A< B 43 5650F FH 7 mT AR S < 5T 2500 B
(Change Interval)” A1 “ 541141 (Change Count)” # & K
B,

* 2 (Disable) - AH G356 UF ] ASBETE A “ o B ] b
(No Change Interval)” 5 1) ]I A BT L0 L350

Change Interval 7B

70 H A BAT 78 B2 i £ (Change Count) 7B 5 5E 35 5 T 2
& NI R

AE AT LAAE 1 & 745 NS TR

Blan, WHIZ B E N 48, B itE] (Change Count) 7B i%

LN 2, IS AASH G AR IR 7 AE 48 /NIRE A PIAT (15 55 B XA fiE
2 7.

Change Count 7B

AHb B 0BG P RERSAE T K RIB% (Change Interval)” PA B g L
EATNUET PN €8
A AT LA 0 B 10 AT A .

No Change Interval B¢

A Hb B4 56 UE F A S SO 2 B 2 A A ) B D N R
AE T LAAE 1 & 745 M) EEAE.

WA H Change During Interval J& 1% % 4 Disable, 1% [i][1]
R E e 2

MR (Save).
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mrEe |
B gEscsruzam

ZE%;kizslrt;&“%%Lﬁuéﬁ

TEAT RO E AV P a8 ok M i KR, B I i, ™ 259 FXOS LA B0E — B e
ORISR o SR OB I B B e KSRGS RS BE . REAS BRI
BOE I AN . (RGO, P A — BARE I TGRS, AR5 4 RE 2l E .

PATLUR 2P, DARC B f K8 sk 2l

PR s AR IR KRB SRR, AR R Cds LR D BB

X A2 A SR R S 30 F AR IR S P S AL AR 2 R I — o B RVEAIE R, TS W 2 A IAIES
P, 5537 T,

UK

$;1 M FXOS CLI N %A
scopesystem

scopesecurity
TIR2  BE RIS R R EL
setmax-login-attempts
max_login
max_login {HA] LA 0 2] 10 2 [A] [PAT AT 35K
T3 FE AR B R G SR BT T AR GEBUE I L CRARD 4 B
setuser-account-unlock-time

unlock_time

T4 IAACE:
commit-buffer

BeEm/NERBKERS

UK Y e /N A A A, A 20t /DA R e B0 H I P AP B i o . WK min_length
WEIRBEA 15, W 2048 15 D e 2 P AT QI B s . UL AR R G0 B ] T- St HI AR e A
WEHMIERARZIEIZ — o FRVFEAER, WS LENEGMIE, 26 37 Ut

AT LU AP SR DURC B e N R A
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| mpem

UK

M FXOS CLI #EN 2241
scopesystem

scopesecurity

HEN B A IC B S 22 R

scopepassword-profile

T E e NI
setmin-password-lengthmin_length

NI ¥

commit-buffer

B AR A Rk

T
$IE2
$IE3

T4

UK

PR G (System) > F A& I8 (Us

BIE A P kP

er Management).

rii AR P (Local Users) T F .

AR P (Add User), AJTJFRANE P (Add User) XJi5HE .

TR MRIEGE, WS AT

AR Eipe

RAR&5B S SIS T T 2R . A BR DA SME—, IR L ik
FrAARRHENRT R S S B 1l 1 A 3R SR, 26018
T .
BRAEH PG, DEEE RS ID. MR ZH bk 2, AlEsEm
k.

BAFTFE M. ZFBEEZEH 32 N ERF.

HWERTFE PR, ZFBREZEE 32 NERF

F#R (Email) 7B FH P B R AR dE

F1% S5 (Phone Number) 7B | H F' i s 56
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MpR A 1t F P P

ARER

AR A

FRY B Btk P OGRS . an RS B R R B A A, DU R A
SRR # Y, Firepower NJ 47 JE A 28 8 o415 Lo AT AT AN AL 9 BEAS
BRI G5 1) 2 4 25U, 55 19 70

HIAZRD T B AT H I

M IR 7S (Account Status) 7B

WHARAS W B N TESN (Active), JH 70 LG SAH ] G855 1D Al
156 5% Firepower HUARE BLESH1 FXOS CLIL

F R faf (User Role)sl| 3

AR E L ik S RBR (B At GEZS B Al 5 22
T .

A H P ERA L T “ L7 (Read-Only) /{5, T HIt A (7
VRO R R . B EAMA, EAE Cul BT S m.
FH PR ORISR I S e P N — IR R 2 e A3
U SR ) K 43 BC T A € BN R IR BILAT £ € i
EEs, WSS k8 ] _E—AMA AR .

e

T A 225 (Account Expires) &
L HE

Wik, 7EEIHEA B B (Expiration Date) 7B 8 & 1) H 3 5,
Bk P 2 H ISR

EAH PP FCE I H S, ek TR E AN
. SR, AT AR G E AT R S e 3 H

e

249 H A (Expiry Date) 7B

M B H . H kAR A yyyy-mm-dd.

R BOR R H Dy EIbR, 2 R8T DURT Rk £ 2191 H 9 ) H
IE

Al Add.

il PR S 2 B vk

UK

PR RS (System) > F§ A& 32 (User Management).
AR P (Local Users) iETi <.

705 AR E M BRI Pk 2 o6 AT, R IER (Delete).
TEFAIA (Confirm) XTiFHEHT, fidiZ (Yes).

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)




| mpem
wrseRxwArms )

AR SUF R AR A Rk R
TG LI FEINAT 7 R DA AAA BRI A BEWAS slids A ik

UK

W1 EPERY (System) > F§ A EIE (User Management).
P$E2 LA HA R (Local Users) L.
PRI EEREREEUE A Rk e rAT T, sidideig (Edit) GRERERR .
SIR4 AYREA P (Edit User) SHEHES, HATLL P2 —:
o BPE K, 3 ALK PR S (Account Status) FECTTE SN (Active) LT
« BSOS, iE ALK RS (Account Status) 7B HAETE RN (Inactive) FRIETA .

BRI P LSS N ES) . ARRIEL.
$ES L RTE (Save).

Cisco FXOS Firepower HlfEE R E R B, 2101) i
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AR5 3R

© RTWURER, 531700

* M Cisco.com FEMAE , % 32 1T

o s 1AL F) Firepower 4804 , 95 32 1

© WIEMRI TSN, 332 1T

* Jh4k Firepower W4 JEHAE RGU- R4, 5 33 1T
o PRSI A WURIRA , 34 T

o [T, 34 0T

X FHIEEE
FXOS HUAE A H W% 43 PN FEAC S TY
N

ER TR A I 2 A H B A TR A A R . 1) MET T B SR, IR GRS R

UEE IR

PS40 (Platform Bundle) - Firepower - & #4840 & — R VIZ1T7E Firepower & B 5| 4 Fll
Firepower ‘%A HHL/ 55 )2 ML . P SR & Firepower 19 EHAE RE AT,

* W H (Application) - W A& S8 ARAE 22 /5 3 FXOS MU L3 & B meAg . N FH UG AE
h R A S (CSP) AT ASAT, TR0 E B e a5 | 2 1y, fAbeE g% b, &
5RO, siFH NGRS & M . T DK R — B G R 2 S AN ]
WUAAFi%AE Firepower &5 FE 5% I,

A

AR WIS MG A s A AR, WA ST T B AR AL

Cisco FXOS Firepower HlfEE R E R B, 2101) i



migEE |
. M Cisco.com T iRi&

M Cisco.com T AL 1%

Fra6 Z 8
#0754 Cisco.com I f7,

UK

L1 LR (System) > EF (Updates).
“T] 581 (Available Updates)” UL @ s HLAR 10T FH 1) FXOS ~F & 45 A WG A Y H g 5135 .

2 P IHIRER A CCO TH M EFH (Download latest updates from CCO) 4% .
FXOS U~ 30T m] 780 5825t B AR 28 h 4T I
PR3 EHIE IR EE, SRR N EEIA TR

1% _E £ 2 Firepower R 1% &

FrigZ Hl
i DR A 2 AR AWARAE AL TS BT H

UK

SIEB1 EPERYE (System) > EF (Updates).
“n] 58 (Available Updates)” T2 /R WA _Enl FH ) Firepower 14 JEHAE R 1 5 28 G4
N Y

TIE2 N EEE& (Upload Image), nF1JT “_LAZMG (Upload Image)” X iGAfE
PRI  AUHERIET (Browse), nSHIRIIFIERANE FAEIBE .
PB4 fihEfk.

CLE P g A% 3 FXOS HLAH

TS TR G, BRI, RGN A VR M AR SOR X R
LM VERAT

B UERRIR B ST RIS

KB KIWARA N 22 FXOS HLAH Ja, REEH SRR k. WRT 2, fnT LU U R fE T
4 AR (1 5 B

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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}

BRIGERE

74 Firepower AT Bi2ERGTaESE [}

UK

PR ST (System) > FEFH (Updates).
“n] 58T (Available Updates)” UL 2 /s WA E 0T FH ) Firepower v 4 JEHAE R4 1V 5 L5 g
N H BB 314
rh S IGUE WAGAR N B IR E (Verify) (SLiERRiCERR) o
R GUKG IR MAG I SEHE AR YR e EME” (Image Integrity) 7B Woikds.

2% Firepower Al i BiR(ERZ TSI E

FF& Z 8
M Cisco.com F# T & L HAFMS (EZ M Cisco.com MG , 2632 T1) , REH LG
AL 2] FXOS WA (IS A% A% 2] Firepower %% %, 25 32 1) &

UK

P FR Y (System) > EF (Updates).

“H] FH 5378 (Available Updates)” JUIH 2 /s WA AT FH T Firepower W4 JEHAE R4 ~F & 5 R
RN HI e 3136
AT E TR B FXOS ~F & #H R Jrdt VI FH4% (Upgrade).
RYUKE SRR L A A . B T AN T B N ] S R E ) FXOS P & Bz [a]
T AL A, B ESE, g, EMASEEBR&Il, REUFHLEES.

Ml (Yes), MNEALZEEgk a4, 8 fihdE (No) BN %,
Firepower AJ 4" REAE RGAT IR, T/ INAALAT

Cisco FXOS Firepower HlfEE R E R B, 2101) i



migEm |

B =vzsEssnmgms

E B AR IR F RIBRIR R AR

A

FHIaZHl

iR

FIR2

$IE3

WIUH AN Firepower BUUMII I B 545 )5, B BA A Firepower HIAH & BEAREL FXOS CLI F+4¢
Firepower @S HIE R £ . LFH2) Firepower BB 2 41 %%, D 204# ] Firepower & #i
Lo HRELNME R, 1EZ4 Firepower REHRA I http:/www.cisco.com/c/en/us/support/security/
defense-center/products-release-notes-list.html.

IR, X Firepower 0 B (138 40 B 46 (04T BB 458 2 SR WL E Firepower HUA 5 #1419
Logical Devices > Edit 71 System > Updates U [fii " . X865 i B R (1A Z F5 61 i Firepower
AN ST 32 R B I RS B FicAs (CSP B

M Cisco.com F#ZH T2 & &N MBS GESH M Cisco.com NEMUE , 5532 50) , RJEH
g AL 2] FXOS WA GES K MG AL 3] Firepower 224 1Bi 4, 5 32 11D &

R IEAETH AT S PP WAR A — A sl AN TR, 200 ST 2 S R .
g2

LB % (Logical Devices) T “@# %% ” (Logical Devices) GL[fi .

“EIHEA” (Logical Devices) ULUH /R fENLM FACE M IZHE R AR . WRNMAREZE RS, R
Gk o4, SR TAHOCICE .
AR B (3B B A 0 NV [ BB #TARAS (Update Version), 1] 47 7T B #BR& AR A (Update Image
Version) X 1G4
X TR (New Version), 188 BB 1A FRAS -
it OK.

18 F DL R #4520 3R T 2% FXOS HLAT L1 [

UK

A5 FH 9 8% 30 W 2% ST http://www.cisco.com/go/firepower9300-software 5¥, http://www.cisco.com/go/
firepower4100-software.

R AR W 2 i T IF FXOS WUAG I S 8 i i -
M Cisco.com £r 4k, R 5B I FEEEL N 8840 N FXOS HUAH VT 1) IR AR SS 2% .
fE FXOS MLAS b, AR

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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BRIGERE

EEZTO |

fxos-chassis # scopefirmware

K FXOS & R T 2803 FXOS HLAf:

fxos-chassis /firmware # download image URL
AU IERZ € BT @ A SCHE¥) URL:

« ftp:// username@hostname / path

o scp:// username@hostname / path

« sftp:// username@hostname / path

o tftp:// hostname : port-num / path

S T B R
fxos-chassis /firmware # show download task image name detail

NEGEE, AT BU fir 4 A [ A A A A

fxos-chassis /firmware # show package image name expand

AN LR iy B AR A ARCA S

fxos-chassis /firmware # show package
ARy, FERL N DR A R A S

B
a) HEN 22 B

fxos-chassis /firmware # scope firmware-install

b) 2 [
fxos-chassis /firmware/firmware-install # install firmware pack-version version number
ER b oA T G O B BRIV AT O el e iU A U W s O

©) iR (yes) 4kLLIGAE .
WP RAETE T, FRGOR B AN e e i RE T RERR 2 LM oA RESE G, JF H AR ZAE B R b ke
A

d) Gl (ves) 4k 2cke. TJHRUETIEZ)E R FXOS HUAH .

ST R

fxos-chassis /firmware/firmware-install # show detail

LRGSR, TR AN fir & A P ERRCAS -

fxos-chassis /firmware/firmware-install # top

fxos-chassis # scope chassis 1

fxos-chassis /firmware # show sup version

7S RS [ E T R R T RROAS 1.0.10:

fxos-chassis# scope firmware
fxos-chassis /firmware # download image tftp://10.10.10.1/fxos-k9-fpr9k-firmware.1.0.10.SPA

fxos-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Cisco FXOS Firepower HlfEE R E R B, 2101) i



migEm |
B =sx%

Download task:

File Name: fxos-k9-fpr9k-firmware.1.0.10.SPA

Protocol: Tftp

Server: 10.10.10.1

Port: O

Userid:

Path:

Downloaded Image Size (KB): 2104

Time stamp: 2015-12-04T23:51:57.846

State: Downloading

Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.1l.0.10.SPA on primary (
FSM-STAGE: sam:dme: FirmwareDownloaderDownload:UnpackLocal)

fxos-chassis /firmware # show package fxos-k9-fpr9k-firmware.1.0.10.SPA expand

Package fxos-k9-fpr9k-firmware.1l.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

fxos-chassis /firmware # show package

Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

fxos-chassis /firmware # scope firmware-install
fxos-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.
Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.
The upgrade operation will take several minutes to complete.
PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.

Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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ZEINIEE %

o GANIEEIME , 537 0

A FIPS B, %5 38 1T

o A HBEMARAERI , 5539 1T

* BB SSH BHLEY , 5539 1t

* BCE IPSec %4 IHIH , 5540 1T

© MCEAGAT AU CRL, 2845 70

o KRTAUEBHEBZIRRA , 545 1
 WCE CRLGEMI F#, %549 it

* A NTP 55 #5535k, 55 50 51
© WHE LDAP #PIFMES , 25 51 )T

« BCHE IP UiiBE , 552 1T

© A EGES S RUE , 5 53 0

ZEINMES T
e IR RS BURT LG A I 75 UM A5 G b 56 [l L1730 F0 A BRI 2 SRS (1) 22 b E () B TR A
FXOS WU SRR & H b T2 A bRiE
S LN T8, TR SRR G X bR AE ) T RE 1) A T 2D 3R
* J3 H FIPS £, 2% 38 it
o A HIE bR AERL , B8 39 T
* BiC & IPSec “Z4IHIE , 5 40 UL

s i EASAT S A CRL, 5545 1L

Cisco FXOS Firepower # {8 &2 s2 BLE 15/, 2.1(1)
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w&NEEME |
B =AApsiEx

*WCE CRL & IA 3, 5 49 il

* A HI NTP JIR45 % 5 ik, 28 50 1C
* WE LDAP BHIFMIE , 251 0T
*WCHE IP Vil 414, 2 52 1t

A ET SO IR E . 5 53 1L
« FUE B/NER KR, 5 26 1T

s WE RN RO, H 26T

JHPES . 5 22 3T

AR R, RIS FXOS LA LR VAE SR . 72 FXOS HUA LR N VAE A R EA 2
TECARE A SR 2 55 ZER AR T R

& FH FIPS =23\

AT BA T BB BAZE FXOS B _FJit ] FIPS Bt

UK

TR LA P S0 5% FXOS U4,

PIB2 EPFFAIKE (Platform Settings), LIFTFF “FH i E” (Platform Settings) % 1.

PR3 EF FIPS/CC XK (FIPS/CC mode), LAFTFF “FIPS Flig FH#x#E” (FIPS and Common Criteria) % [ .
WIR4 kP FIPS Jrxt B (Enable) SIEHE,

WEBS LU RTE (Save) fRAFHLE

PIR6 LI RER E RS

ETREE

£ FXOS JRA 2.0.1 20, B RBCE W i QI BT SSH EHUE P65 1024 {7, 254
FIPS MU JUFRAEAUET K, B B I AL D], I A2 SSH BNLE Y], 2 39 0P i
AERAT L BRAEBOIT I NPT WERAPAT LI, WIFE FIPS B4R OO0 T, B BT
JRBNG, A TCIEEH] SSH R R BG4 . SR AEAE  FXOS 2.0.1 5 sy A AT I dR e &, G
it ZE BB L

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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| =a&ilEamn

eRamreEr I}

J& R AR AR T

PE1
$IE2
PE3
PIR4
PIR5

SIE6

PATEL T AP, BUAE FXOS HUAH b A Al I R
g2

LU P 63 T 5 43 6 5% FXOS LA »

EFTF A E (Platform Settings), LTI “FH W E” (Platform Settings) % 1.

1% £ FIPS/CC #& =, (FIPS/CC mode), LI JT “FIPS AUl H###fE” (FIPS and Common Criteria) 7 [
e “i@HFr¥E” (Common Criteria) FTX N K] /B A (Enable) & iEHE

FUHRTE (Save) IRAFRLE

TSR E A B R

ETRARE

7E FXOS JRA 2.0.1 20, HIRBCE BN QI SSH ENL HP g5 1024 f7. EF5 5
FIPS FHit FIARAENIE TSR, 20 S IH MR, HAT A R SSH EHLEEH . 58 39 TUh i
AR B ENLE . W RAPATIX LR P B, WIE “i# AR (Common Criteria) A5
AT, WAE A, KL SSHIERERE BG4, Wi & H FXOS 2.0.1 55
FERAPAT WA VS, WIJC T A OB 1 BN .

4 X SSH £ H1% R

£ FXOS hAS 2.0.1 Z i, B in i B QU B SSH ENL# PIREH S 1024 {7, 2454
FIPS Il FIFRHEE R K, B8 U BB IH BN PO E RO 0 BNV B AR, E2 5
JAH FIPS B3, 57 38 mmlin ATl Fn Rt 265 39 1t

PATEU R, DUSSSH Y SSH BNV P25 OB AT A e A5 2R K AL B

UK

M FXOS CLI #F AR5 4555 :

scopesystem

scopeservices

JIHBR SSH EHLZH:

deletessh-serverhost-key

NI

commit-buffer

# SSH LN K BEE 2048 47

Cisco FXOS Firepower HlfEE R E R B, 2101) i



B &= PsecneE

Sk
g
~

&

setssh-serverhost-keyrsa 2048

VNI ¥

commit-buffer

BIEHT ) SSH EHLZ 4
createssh-serverhost-key
commit-buffer
BAUHT A N LA L -
showssh-serverhost-key

EHUEHKE: 2048

Bl & IPSec £ & i@ 1E

~

T AAE FXOS HLA FIC & 1PSec, I 2 T 4 24 1) e tha £ 5 43 i 281 g U4 o 2 1% 473 B e e 55«
R A B ARG AR IE A R SR BE AR 2RI — o A RTEAE R, S 2 ES M

M, 337 T,

TERINESHME

iR

AR E AT IKE T SA IR s S5 AR BE A VU RC (78 LR 2B sa-strength-enforcement

B yes)

JA ) SA AT ) -

7 IKE P s 1% 8 K /N /INT- ESP Wi 10 235 40 K
AN, TERE RN

IKE P () 238 57 K /N KT 8055 T~ ESP P i (1) 2%
FHR/NEE,  SA SRATAS A i I FLIER %

250 SA ST :

SA AT R A I HIER KT .

PATIXLEP R, DIRCE IPSec 442 ilil .

UK

M FXOS CLI # N 22455

scopesystem
scopesecurity
QI A
enterkeyringssp

!createcertreqsubject-namesubject-nameipip

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)



REINESHE

FEN

TIE12

$IE16

TIE17

B N RT3 SR A5 R -

entercertreq

B KX
setcountrycountry

W 'H DNS:
setdnsdns

B L TP

sete-mailemail

WHE IPfE R
setfi-a-ipfi-a-ip
setfi-a-ipv6fi-a-ipvo
setfi-b-ipfi-b-ip
setfi-b-ipv6fi-b-ipv6
setipv6ipvo
BCEAL
setlocalitylocality

BEEAHRY IR
setorg-nameorg-name

BEEAIPAL AR

setorg-unit-nameorg-unit-name

B
!setpassword

WERE:
setstatestate

WCEAE T3R5 S (certreq) 11 /@44 FK:

setsubject-namesubject-name

B

exit

PacRiEiE
setmodulusmodulus

T UE P SR AR HHT A A
setregenerate{ yes | no }
BCEAFIE A
settrustpointinterca

B

exit

w5 IPsec 22EE I}

Cisco FXOS Firepower HlfEE R E R B, 2101) i



fii E IPSec L@

FIR19

IR 20

TERINESHME

&

B NOBT A A A A

entertrustpointinterca

A RAE A4 TE K -

setcertchain

e

MIIF3TCCA8WgAwWIBAgIBADANBgkghkiGO9WOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAKGATUECAWCQOExDDAKBgNVBAcMA INKQzEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS5I
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJIDQTEMMA0GA 1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
ATUECWWEUIRCVTELMAKGA1UEAwwWCQOExGjAYBgkqhkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIICIJANBgkqhkiGO9WOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39Xc XA 1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYrI29yuyOrlqoi9k9gl/oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/19%x/J5nbGiab3vLDKss 1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keY s/rtbZdRSeXy9kMaed42+4FIRHDJjPcSN
Ywlg/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAWWRGKKpfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGwWNTOS85{K3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMS1lvwb+vrSwE9HsAiMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9z0LpRsVqStIsAuVI/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE
wEZaoFg+mlGJm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eYDcxvdOgbORWb3 1H32ySI
[a6UTT9+vnND11838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8u5B4VcLKIC
x0vkqjo6RvNZJ52sUaD9C3UodTUCAWEAAaOBgTB/MC8GA 1UdHWQoMCYwJKAioCCG
HmhOdHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UOAPk76pVIYQQSAWHWYDVROjBBgwFoAU7Jg01A74jpx8UO0APk76p VY QQSAwW
DAYDVROTBAUwAWEB/zANBgkqhkiGOWOBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwYRudsyXbv7INR31J/X1cRQj9+KidWWVxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z8ohWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94LrJCggfMQTuNJQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbc5R 18n
BNXYHqgxuoNMmgbS3KjCLXcH6xIN8t+UkfP89hv]t/flul+s/VISVZWK4tAWVR 7wl
QngCKRIW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWceVGDf2roQW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA 6rJX8D9UmfthqqN/3f+sS1fM4qWORJIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj1oulk+/ZyPtBvFHUKFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw—=

MIIFgDCCAS5CgAwIBAgIBBDANBgkqhkiGOWOBAQSFADBwWMQswCQYDVQQGEwJVUZEL
MAKGA1UECAWCQOExDDAKBgNVBAcMAINKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAIBgNVBAMMAKNBMRowGAY JKoZIhveNAQkBFgtzc3BAc3NwLm5I1
dDAeFwOxNJEyMTUyMTMONTRaFwOyNJEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAJIDQTEPMAOGA1UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOxLWNhMSgwlgYJKoZIhveNAQkBFhlpbnRlemOxLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGO9wOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyEx514P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw 1 wSO4IBXS5
4itJSOxy XFzPmeptG30XvNqCcsT+4BXI13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvK nUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stklTuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyoS5Y UaRIMak/t8kCqhtGXfuL 1l
E2AkxKXeeveRIn6cpQdSJiNzCT/IIQL/T/CCqgMICRXLFpLCS905S502B6QFgcTZ

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)



REINESHE

mEIPSec 22iEE [

yKR6hsmwe22wpK8QI7/50WNXIolb96hHIJ7RPbG7R X YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQFCjShSmk3StVQKglCjaujzS5TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRdIPMsTJ4yPGOBieuRwdOp
18w/rFwbHzv4C9Fthw1JrRxH1yeHJHrL1ZgJ5txSaVUIgrgV CJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEA AaNBMD8wDAYDVROT
BAUwWAWEB/zAvBgNVHR8EKDAmMMCSglqAghhSodHRwOi8vMTkyLjE20C40LjI5L2Iu
dGVybS5jcmwwDQYJKo0ZIhveNAQELBQADggIBAG/XujJh5GSUWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxkFRIiErK dupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSISSWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazalT9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31210i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CD5SW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjz0OK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctn WyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED IrUN636Tw
SjGAPHgeROzy TFDixCei6aROIGdP/Hwvb0/+uThle89g8 WZ0dj TKFUM8uBO3f+II
/cbuyBO1+JrDMg8NkAjxK1JIp1c3WbfCue/qewtcfUBY Z4i53a56UNFS5EfOrpy/8
B/+07Me/p2y9Luqa

ENDOFBUF

BIRUET 441K
showcertreq

i

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICwTCCAakCAQAwWVTELMAKGA 1UEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
Ul AwggEIMAO0GCSqGSIb3DQEBAQUAA4IBDwAwggEK AoIBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKW TrmvceZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR 1
qiR4q7j1RmzVFxCDY3IVP/KDB0aSNyCLEUZECPSQCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzAIBgkghkiG9w0BCQ4xGDAWMBQGA 1UdEQQNMAuCA INTUIcEwKgA
1jANBgkghkiGOWOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
2L.2pjx5OHbQICC+8NRVRM YujTnp67BWuUZZ103dGP4/IbN6bCIP3CvkZdKUsJKkNO
m1Ye9dgz7MO/KEcosarmoMI9WBSELIweVdtoycSdIzs9shOxwT6TAZPwL7gq/1ShF
RIh6sq5WIp6E0Sj YefK62E7MatRjDjS8DXo0xj62fn9DgK 15iVpkK2QqT5rmeSGj+
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BLE IPSec Z2BIE

TIE2

$I1E23

TIE24

LB 25

IR 26

TIE2

$IE29

$IE 30

TIE 3N

$IE 35

1% 36

R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kX AVczmTxXEKJBFLVduWNo6
DT3u0xImiPR1sqW1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

N IPSec #E

scopeipsec

wCE HETCKR
setlog-levellog level

B FIIE N TPSec & :

enterconnectionconnection_name

Fe 1PSec A 15 A B Bl A& -

setmodertunnel or_transport

BEE A TP Huhk
setlocal-addrip_address

BRI TP Hudik

setremote-addrip_address

U RAL I BETE A, DU B RE 1«

setremote-subnetip/mask

CAIE) BEEIERE S

setremote-ike-identremote identity name

BUE B P A R

setkeyring-namename

(Arie) BE S PIE

setkeyring-passwdpassphrase

(Al3%) HE IKE-SA AEdEM (48 .

setike-rekey-timeminutes
minutes {H 7] LLE 60-1440 CELETTEND 2 0] (ATl 1540
(Al3k) WE T SA AEm A (4388 (30-480):

setesp-rekey-timeminutes
minutes {H 7] LU 30-480 (ELSGTEN) (M) [PAT A 4854
CRJIE ) T BT R 3 1) T A S P 57 PR AT 3L

setkeyringtriesretry number
retry_number fH V] LLE 1-5 (S TEN) Z [A][PAT T 350
(AT Jo H EREEFE S A1 21 R A

setrevoke-policy{ relaxed | strict }

JA %

setadmin-stateenable

BTN ATE R

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)
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| =a&ilEamn

1% 38

PIE 39

mEREsssc W

reload-conns

(Al BIE TS AR N A IPsec:

createauthoritysrustpoint_name

FC B AT IKE H1 SA 4% ) 0 25 5 158 8 (R UL -

setsa-strength-enforcementyes or no

EEE1_{E I ﬁ%lu\ CRL

O A IE A5 DR B AEUIEAS AR 8104 (CRL) o %5 )7 S N H A8 Y CRL G 2 i 5585 K B 3 ik o IR 55 2 1
A CRL 427 5B 4ok [ ANFE 32 A5 AT (1755 7 S 2 P PR3 77 i 375K

eIl E FXOS HUAR DME RS R #5514 (CRL) 5 RIS UERS SEUEAS o 32 SEEL AR SR 038 H At A
UEE RPESR LR AR Z IR T2 — o ATRVFAE R, WS LA . 5 37 it

HUTIX L B DS CRL 13 S BE A 4540E 15
pUK

M FXOS CLI #2245

scopesecurity

BEAMGAT: A

scopetrustpointsrustname

BEN AR

scoperevoke

N# CRL 31

importcrlprotocol://user id@CA_or CRL issuer IP/tmp/DoDCAICRLI.crl
(AIE) ox CRLfE B S AL REIRZS :

showimport-taskdetail

REAEAS RS VA BEE AR T CRL:

setcertrevokemethod{crl}

K IERHEIFRIEE

1A LAZE 1PSec 424 LDAP R E U 713 (CRL) A 2B U HC B oA A% B 58 K2

Cisco FXOS Firepower HlfEE R E R B, 2101) i



w&NEEME |
B =Frsawnens

A& CIEERZE) CRL G EM X509 iE41) CDP 15 B 3kE, 457304 CRL {5 8. 4% CRL 15 B
RGEHN R T8 FE, 878 FXOS R4 AR CRL {5 E.. 14 CRL 1) EGUBEM SETAIET
B YT IEAEAR TR PAIE 155 S CRL {3 50008 FH T35/ 6 26 30E o ik

%3 ek ZE F 24> LDAP F1 IPSec iEFIF PRSI AP IR, 1S N E IPSec 4410l ,
5540 71 A G143 LDAP $24LRE , & 102 1L,

R T EREER, FARR R T A UE PR 41 A0 A B AE TR0 E .
R 1. BEHEHEAEEIRA ST AERTS CRL

FoAHE%7S CRL LDAP %% IPSec jE#3%

o AR A 5 i 2L e UE i 2L e UE o
KA 45Uk 155 ) CDP e UE 5B e UE 5B
BEXS R AEIE T BE R CA TETI i | 2 AN

17 CDP K 2

RPEFUEFHE T T FRE IR R | RN, RER R /G HEN | BN, RYERR 25 H &N
e H

EUI[‘

FERSSEUEAS B A T AEIESS | RN, REB R ARG HAGH | R, RERR RS H G

HA CDP /DX S UE A5 B ERRI, ARG R R H G | WARUETS: JERRM, REtor
ARG H S S

i) CA: JEH )

A~ CDP CRL fEEFH B4 | BRI, RETRAGHEN | EERD)
R S UE P e b ol 2 B

ToVE RS U PEE T AT | RN, RAERARGHEN | FEE . ERAN, RGER
CDP H g HEHE

i) CA: M)

IEFS A4 CDP, {H CDP [lud5ds | BRI, RET R ARG HEN | WAFIETS: SRR, REER
R H] & ARG H & A

i) CA: MEH )

UES AAT CDP, RS54 CJAN | RN, KGR R RGHEN | WIS SRR, REwR

HCDP FHA CRL, fHCRL A | & e HENE
75k 58 \ N N
AR FTR) CA: JERERLL

Cisco FXOS Firepower {8 &2 8 BELEER, 2.1(1)
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| =a&ilEamn
srirpmmnznz

R 2. BIEBHHRERIR AT R BB ARETS CAL

BB E7S CRL LDAP &1 IPSec iE¥
2R E P hE e ELSE R R TR TR
6 A6 SR 15 4% HH ) CDP e B SE LR T T SEHE R 1B

B 6 X SR TR (AR CAIE 1530
47 CDP ki %

Ao
>
=

XU T AR IEBIAIE R | BRI, RE R ARG HEH | BRI, R R rRRTGHEH

143 JEN B

EXTEEUE PV BE R TATAIE TS | R, RGN RGEHEN | EEAW, RED SRS HEN
B B

HAS CDP Bl /b % S50 54 BT BT

A~ CDP CRL 7E A H US4 | Ed s TR

FIRSGHE P B P oA 2

TR B SR PR AT | T R

CDP

iE4 B 45 CDP, {H CDP JIR45#% | &R R

o]

WP HA CDP, WR&#sCash | ERT) HER T

HCDP IHA CRL, {HCRL K

HEME4

R 3 BEHEHEAEEIRA TR AMERS CRL

T A HhER7S CRL LDAP i%E#% IPSec iE1%

o A IE SERE I SERE I

R A0 S5UE F#E ) CDP SERERIIE TS SERERIIE TS
EEXPAAEUEASRE (AR CAGIE-F4h, | /2 AN

4T CDP 7%

E ﬁ%&$%&ﬁﬁ%%ﬁ%:@%%w,%% IRFRGEH AW ﬁ%%w,%% IRFRGEH W
A & B
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KT EHEHEIIREE

TERINESHME

FAHEFRZS CRL

LDAP jE#:£

IPSec EiE

FEXSSEAE P BE P AR TR

RN, RGRR RS H G
jS8

RN, RGRR RS H G
JS8

HEAN CDP /b %o S5 54 TR TR
A/~ CDP CRL fE LA ALY | BRI ER )
G2 UE To i Ay 2
TovE N SR B AR | &R R
CDP
iEP5EA CDP, {H CDP R%#% | R8T ER )
2]
WEHA CDP, &4 Cash | &8I R
H.CcDP | HA CRL, 1H CRL A
HEME4

T4 BIr PRSI EREIE N TN E G AR HhEe7s CRL
BB KihE%7s CRL LDAP &3 IPSec %3
R A X6 I 54 SEREIRIE P B SEREIRIE P B
R X 2 UE 85 Y CDP SEREHAIE T B8 SEREE T BE
B 6 X6 SR TR AE AR CAIE 1540 | A2 ANiEH

47 CDP Ky %

XS UE TS B AR UL PS50 1E 2%
W

BRI, RBBR ARG H G
&

BRI, RSB RS H G
&

FEXTAEUE-TIRE PR T AT UES

BRI, RBER RS H G
JS§

BRI, RBEoR RS H G
JS§

KA~ CDP /b AIE A5 5 HERR I HERR I
R~ CDP CRL fE A4 | T RN
IR SR P B

TCVE N O AP RE T AT | R HEREI

CDP

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)



REINESHE

mEcRLeH T I}

BARHERZS CRL

LDAP jE#:£

IPSec iE#:

JIEF HA CDP, {H CDP fil454%
2]

HERR I

HERR I

WFPEA CDP, kS22 83
H CDP LB CRL, {HCRL A
HIRE 4

BB

BB

fii & CRL EHA Tk

R RGHLE € W N4 (CRL), DAMERERE 1 & 24 /NSRS CRL Bkl 15,

A\

TR AR B SURE 1V 1% 2h RE

(<%

«FTP
« SCP
« SFTP
« TFTP
- USB

iR

A

« N3 #E SCEP 1 OCSP.

« 54~ CRL A AJ i B — A e W R e

* FAMEE RS CRL.

R

R A BE LA /NIN DAy 1) o i 5 40

PATLL N BB LIS CRL B N .

FHiEZ Al

PR CIC E FXOS LA LM (CRL) {5 RIS IEXTSFIESS . ARG R, TS PR S A S ias

CRL, %5457,

UK

M FXOS CLI i3\ 224155

scopesecurity

Cisco FXOS Firepower HlfEE R E R B, 2101) i



B ERNPREESHEE

HENAFAE R
scopetrustpoint
BEN AR
scoperevoke

e A TG
shconfig

BOE P ERCE

T

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

B H E S

exit

CAre) JE LT 308 CRL 08T He A -
TP

Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

J5 F NTP AR 55 258 B0 36 E

HATLCLF DB LUAE FXOS HUAE 15 FH NTP BR45 2% S 0 B IE

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)
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| zeilEam
wE AP zsHiEE W

\\Y
iR « JAHIS, NTP BHAEUFThRESS /N T T4 ClC B 10 IR 25 2% .
AN FHEH SHAL BT NTP %578 S 56k .

o BT R 1D FUSHME, A REIHAT RS B S B0AIE . B EH ID HHF45 405 P i F R 45 28 AE
VISR SR S A LA AN A . AR ntp-keygen 15 H H [l 52 {H .

UK

1 i ntp 4.2.8p8,

122 {F ntpd openssl 3 i 2% NTP 454 .
$IR3 LM NTP %91 ID R 4IE:
ntp-keygen-M

A FH I 62 1 1) 2 BH AT DA T 2D 3R

FR®A LUEI AP 506 5% FXOS HUAH.

PS5 EHFFEIZE (Platform Settings), LIFJT “FH A" (Platform Settings) & .

W6 A “WEMEKIE” (Set Time Source) X1k, ridi{ER NTP BR5588 (Use NTP server) fHLIEH%4
FIRT EA I SHAL P45 NI BV I NTP g5 4% o

$IR8  1idifR7E (Save) fRA7 NTP IR AL E -

$IE9 % B NTP 53383E (Enable ntp-authentication) & iEHE

P10 L RTFE (Save).

\rL [ == | Te—\. AN ~

12 = LDAP Z$HINUEH
AL E 24 1 LDAP & 7 i 51 ERIE 1, DMEALE FXOS WA F0F TLS #Efs. X2 NI RSN
B HAREDAF SR AL R Z kT 2 — . AR ER, ESH S IIFSMrE . 54537 .

A

AR RS “HEHFRE” (Common Criteria) £, WAZ55 ) SSL,  HZff H ik 45 #% DNS 15 &
B HIIE TS

Wiy LDAP fled5 %25 H R I SSL, AR GEAE T IR N 5| HEARG 2% BIAE B

LDAP R 452845 B g CC BN 1424 LDAP #%E#: (JAH SSL) 1 DNS 15 &,
PATLLU BB, DUACE 241 LDAP %57 i 3 P ERE 4«

Cisco FXOS Firepower HlfEE R E R B, 2101) i



w&NEEME |
B Esrsanx

UK

£ A FXOS CLI #EA %4
scopesecurity

P2 A LDAP
scopeldap

$IE3 A LDAP R4 ok

enterserveriserver_ip|server_dns}

T4 WHE LDAP %
setkeyringkeyring name

FI]S  HARE:

commit-buffer

BLE IP 171e] %13k

BOATFOL T, FXOS HUAR fH4EXS At Web iRk 555 (K P A U ) o 620040 FBEAS TP BRI SR VR IR 55971

RNCE TP Ui 5% .

IP s i) 51 3¢ SCRF LU #lL
«HTTPS
« SNMP
«SSH

T4 1P HihkEe (v4 5 v6) , AN RARSSHLE % 25 A M. PN 0 FIRTEE 0 FeiF G R il
B R 55

UK

P LA P S0 8 5k FXOS LA,

PIR2 EHFFEIRE (Platform Settings), LATIF ““FH 1 E” (Platform Settings) Tl -

$IB3  EFFE1FIF (Access List), LLITIT “iin 4% ” (Access List) [X 45

FRA Rk, EaTLIEE . AIAER 1P U5 [ 212 A1 H ) IPv4 F1 IPve Hidik.
LR IPv4 B, W ZB NAT RLE) TPv4 TPHBSE . RT4R [0-32] K& Ik M.
LRI IPV6 B, A ZU NG R TPv6 TPHAIE . T4 [0-128] K FE Ik

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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eRzmmirssnkE W

= LR W I | R ~ A
BRA%ERimiE$P 54435k
al il RG0S % P il B 5 LDAP &5 H, X HTTPS 5 17 H 347 S 4 563E . FXOS WA L1
ERIA G DI UF N B T .

A
R RAHERS MRS, XSV T HTTPS (M ——Fh & G e 5.
P UE TS B Y B0 UE D RE I FXOS 2.1.1 MUARASCREIE 1 i 5L 7T o

% R DA A A2 LA N EESK, AR Dy R
* P b 5 AE X509 JE@ 1k “UE A &+ A FK - EAF” (Subject Alternative Name - Email)
.,

o Bl P AU CA HIE B R N BV LS [ RS IR CA 2544 .

$IE1 M FXOS CLI ZEA 45
scopesystem

scopesecurity

P2 (a[k) AF HTTPS S35 Uk i«
sethttpsauth-type

w15

Firepower—-chassis /system/services # set https auth-type
cert—-auth Client certificate based authentication
cred-auth Credential based authentication

T3 HTTPS SRR BN 1% 7 i
sethttpsauth-typecert-auth

FTRA HARE:

commit-buffer

Cisco FXOS Firepower HlfEE R E R B, 2101) i
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ARG ER

« HCEHEL TP HhhE , 55 55 T

© PN TP, 55T

o SKHIME . 2 58 UL

« FEHiH3) FXOS HLAE , 3 61 1L

© KM FXOS HUARHUE , %5 61 1T

o LRZAGALSMUET , H 61 1T

o WA, 5 66 1T

o NIRRT SO RGP IR, 5 71 0L

B EIE IP it

FFI6 Z B
AL FXOS CLI 514 FXOS VU8 FreEr s 1P #uik.

)

ER ECERLIP Muhb )y, AR bl BT 3L B Firepower MU FILAR 5 FXOS CLIFATL i
%o

UK

1 EH:3 FX0S CLI GEZ Vi FXOS CLI, 26 1)
HIE2  HILE [Pv4 S EE 1P Mok, iEHUTCL R ERAE:
a) W E AT B a [HVEH -

Firepower-chassis# scopefabric-interconnecta

Cisco FXOS Firepower # {8 &2 s2 BLE 15/, 2.1(1)
I -“



zggE |
B =xEEpw

b) EAE Y P Hilll, HHMALL R a4

Firepower-chassis /fabric-interconnect # show

) FANLUR 4, WCEB I B P Huhk A 5
Firepower—cha551s /fabric-interconnect #
setout-of-bandipip _addressnetmasknetwork maskgwgateway ip address

d) ARSI E S

Firepower-chassis /fabric-interconnect® # commit-buffer

$IE3 FWLE IPve B P Hullk, iEPAT LT ERAE:
a) W E AT HLH a (VS .

Firepower-chassis# scopefabric-interconnecta

b) ¥ EE T IPve it B 75

Firepower-chassis /fabric-interconnect # scopeipv6-config

C) BEPTE M T IPve Hibk, iEWIALL Ry

Firepower-chassis /fabrlc-1nterconnect/1pv6—conﬁg # show ipv6-if

d) HANCLUTR 4, FECE T TP kR G
Firepower—chassm /fabric-interconnect/ipv6-config #
setout-of-bandipv6ipv6 addressipve-prefixprefix lengthipv6-gwgateway address

) N RGN ET5:

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

PUR 7R e B TPv4 58 FAE 11 R O,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

DU 7RG S TPv6 0 542 LRI 56

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower—-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipvé6 2001::8999
ipv6-prefix 64 ipve-gw 2001::1

Cisco FXOS Firepower {8 &2 8 BELEER, 2.1(1)
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gxmAeEr [

Firepower-chassis /fabric-interconnect/ipvé6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

B MHERRIP

A

&R LA FXOS CLI B 23 FXOS AR N B 2 1P stk Sk, #0208 S6#E FXOS T
EFE TP A5 R, RJGEAEN FH 00 58 TP {5 B

iR

SR T FXOS HUAA & BLAS U T IR SE B g n] RE 4 P EURSS H T Ok T RE S AT A ] BE 1 R 55 HH T,
IR Z5AE ] FXOS CLI U TI% HE 5 4

H#EF FXOS CLI.  (iEZ Vi li FXOS CLI, #i 6 51D .

He 0 R N B AR A

scopessa

scopelogical-deviceasa or ftd

F BB B B S | SR

X T HST

scopemgmt-bootstrapasa_or_ftd

X AR

scopecluster-bootstrap

T BB A B | R R P S 4

XA AT G

setvirtualipv4 _or 6ip_addressmasknetwork maskgatewaygateway ip address
X T ARG

setvirtualipv4_or 6ip_addresspoolstart ip end _ipmasKknetwork _maskgatewaygateway ip _address

P IE I E Y ssa B

scopessa

EER(NRE R S WA il

scopeslots/ot number

W Y BB N T o
scopeapp-instanceasa_or_ftd

HRE G SRR .

clearmgmt-bootstrap

ER O TR, DAUTER R FXOS HUARIAAN N RS 6-8 . WIRZH AR SR
B W2 AP BRI AR X P R

Cisco FXOS Firepower HlfEE R E R B, 2101) i
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B =smE

IR RG] SR PECE .
exit

L0 HANCE
commit-buffer

TR BRI BINERG .  GFSMERR NN eB MG . 58 143 i )
TR, WRGE SRR P IP 5 R, RIS % B R R &
W2 KA TP, 1 I HERD A W4 AR S ok 55 3 A AT KA
XTSI E
setvirtualipip _addressnetmasknetwork _maskgwgateway ip _address

setvirtualipvip _addresspoolstart_ip end ipmasknetwork _maskgatewaygateway ip_address

T3 fHIANCE
commit-buffer

2R BIEE

UURECE TSR AR, ] 6ok B Firepower UM BLERIN, R GOR Bos g SOA, I/ b 20/
HEF R LA E (0K), R)a REASPORMA T AR WK B SR A, Aot
FLAEE N A4 R R AR B

M E| FXOS CLI I, R W /AR SCA (EiE) » REFRRmAEL.

B & X AltElE

1 EH:3 FX0S CLI GEZ [ Vi FXOS CLI, 6 1)
HIE2 PR,

Firepower-chassis# scopesecurity

T3 BEARE 2R

Firepower-chassis /security # scopebanner

FERA AL S B SR ATREE
Firepower-chassis /security/banner # create pre-login-banner

PIRS iR AE ) Gk Firepower HLARE B 2554 FXOS CLI il FXOS M [a] HI )™ S s i) &L -
Firepower-chassis /security/banner/pre-login-banner* # set message

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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%
g
~

exzziE [

JRB—AXSUEHE,  H -5 8 ST R R OSOA

EVERTTAL, BB SERTREIRTY B . 180 DLE I 7 Boh i AT brvE ASCIT 745 o
WA, FATERZ 192 NF4F. 4 Enter §E35:47 .

EBENE BT —47, %\ ENDOFBUF 3% Enter & UL 52 1k .

¥ Ctrl A1 C BEIUNS BB B TEAE

ARG EAE S

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

LA 79 3 2 o i A i «

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

128U X AR

T

$IE2

g2

R FXOS CLI (& Vil FXOS CLI, 256 1) .
HEN A p

Firepower-chassis# scopesecurity

HENR R 22 AR

Firepower-chassis /security # scopebanner

BEN B R HTR 22 Ao

Firepower-chassis /security/banner # scope pre-login-banner

FREAE ] 1 B 5k Firepower HUAHE FEESEL FXOS CLI fif FXOS JW i) ) B (17 B -
Firepower-chassis /security/banner/pre-login-banner # set message

JABN—ANREIEHE, T4 A S AR B SOA .

TESEIRFTAL, BB SERTREIE Y S o 1880 DL e 7 B b g AT bVl ASCIL 74 .
WA, FATIRZ 192 NF4F. 4% Enter §E347T .

TEVE NS B R —47, %\ ENDOFBUF 3% Enter % U152 i .

¥ Ctrl A1 C BRI B BT HE

ARG EAE S5

Cisco FXOS Firepower # {8 BB EI5F,

BT ZAT

BT ZAT

210) 1
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ARG EE

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

DN e R

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

MFR = % BT R

LI

$IE2

HHF) FXOS CLI G2 Vj il FXOS CLI, 556 71D
N

Firepower-chassis# scopesecurity

HEA R 22 4

Firepower-chassis /security # scopebanner

MR GEH N 53 5 S T

Firepower-chassis /security/banner # delete pre-login-banner

BN R G EAT 55

Firepower-chassis /security/banner* # commit-buffer

LA™ 73491 RT3k 268 i A -

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)
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FXO0S #1785
SUE

TEFEHBEST (Overview) F1FF “MEYL” (Overview) BT,
Al “BWEY” (Overview) TLIHIA LM “HUAHIZ4THS )7 (Chassis Uptime) 5714 I EHT B 31 (Reboot).
s & (Yes) AR 5G] FXOS HUAH

%éﬂaﬁ%%lﬂ’%éﬁk@aﬁa’ﬂfﬁﬁﬁu% SR JG RPREAS 22 Wi/ 18, B n e M S EE 0T H 8)
FXOS HlAT. Mt FE KL 72 15-20 434k

< 4] FX0S ¥ #8 Hi&

UK

HEFEHESR (Overview) T JT “HEYE” (Overview) U »

i “HEYE” (Overview) GUIHIAT B A “HUAIZATINA]” (Chassis Uptime) 5534 ) X ] (Shutdown).
R (Yes) BAREICH FXOS HLAH

RGN IEH KRG FIE MRS, RGN 2 2By 518, )5 K FXOS HLAH .

REZEESMIES

TESEMIMETC B S, B E 2544 SSLAIETS LLE FXOS HLAR Web S HIEHT ot TR & H A8 44 E
o, i E as A e S EEE . B i 5 & B VT ) FXOS HLAT Web Frii, b dsss
Y SSL iy, ESRMIAEVI ) FXOS MU Z RS2 b4 . &nT M LU RE/Y,  fEH] FXOS CLI
A BGIEFS 24415 3K (CSR), ﬁﬁ%ﬁﬂﬁ’]ﬁ%ﬂ% LA FXOS HUATAE T o e 5 ik 15 Fo R 25 7 it
S ARIEL, JFEIR A B Web St L%

g2

ERER FXOS CLI. - GEZ Vi In) FXOS CLI, %56 1) o
BN 2R

scopesecurity

U A

createkeyringkeyring name

Cisco FXOS Firepower HlfEE R E R B, 2101) i



REZEEFES
e \ s
TRA WERBHRIBECK /.
setmodulussize
TS WHIAALE:
commit-buffer
PIR6 MLE CSRTFB. nfDMEHEAEIT (i, FEAF ARiEts, tnf UEFERvpkE S (ol
IR HRNUEF B S ORIt WA, /EEIE CSRFBUN, RGafmAUE1E 1
createcertreqcertreqsubject name
password
setcountrycountry
setstatestate
setlocalitylocality
setorg-nameorganization_name
setorg-unit-nameorganization_unit_name
setsubject-namesubject name
1= N
TR HABLE:
commit-buffer
SR8 il CSR, KA AL AR MU ML o
a) GLR5E%HE CSR:
showcertreq
b) ZHIMN OffL%E) “---—-BEGIN CERTIFICATE REQUEST-----" #| (JF15)
CERTIFICATE REQUEST-----" [fiffith :
il
————— BEGIN CERTIFICATE REQUEST-----
MIIC6zCCAdMCAQAWdZELMAKGALIUEBhMCVVMXEZARBGNVBAGMCkNhbG1lmb3JuaWEx
ETAPBgNVBACMCFNhbiBKb3N1MRYWwFAYDVQQKDA1DaXNjbyBTeXNOZW1 zMQwwCgYD
VQQLDANUQUMxGJAYBgNVBAMMEWZwWNDEYMC50ZXN0LmxvY2FsMIIBIjANBgkqhkiG
9wOBAQEFAAOCAQS8AMI IBCgKCAQEASOONS5gagkfz2fi4JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJ3BwkUMNQA1mMQsRODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV1Ohhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVqg76mTm8BwYMgHbJEV4Pmu
RIWES8yEVVWH7JTEL ] 90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIYZVatTxp6HTUezH2MIIz0avU6dltBornyxgGth5dPVOdhQIDAQABOC8WLQYJ
KoZThvcNAQkOMSAWH]ACBgNVHREEFTATghFmcDOxM] AudGVzdC5sb2NhbDANBgkg
hkiG9wOBAQsFAAOCAQEAZUfCbwx 9vt5aVDcL+tATUSXFE3LA310ck6G) INV6EW/ 61
JBNLxusYilrZZcW+CgnvNs4ArgqYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgKO0
zz2yoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtveQy55+/hDPD2Bv8pQ0C22ng31
kKLfGldxWf1xAxLzf5J+AuIQ0CM5HzMOZm8 zZREOWT+xHtLSgAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDIEXp7rCx9
+6bvD11n70JCegHdCWtP75SaNyaBEPkO0365rTckbw==
————— END CERTIFICATE REQUEST-----
W9 IR HHIE P SRR
exit
FER10 B PR
exit

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)
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ARG ERE

FRN

TIE14

LIE15

I 16

T

$IE18

IE19

REZFEERMES

AR PTHUEBLIURH Base6d 15X A BEF A EI FXOS. W1 MAIE AR MU F 02 f1IE 15 sk
7T<ﬁ? (S HAbAR 20, A ZISEAE T SSL T (41, OpenSSL) #EATH:H,

AT O TS T S AL TR

createtrustpointtrustpoint_name

LEASAT SV E A CSR:

setcertchain

ER T P RRE B AE AR A, AU HEIE B A RE AT S . AR SCAR S, ¥
REAE GG AE TS, ARG 2B A RIES, #5144 BEGIN CERTIFICATE 1 END

CERTIFICATE Fric o KRN SCAHT HIFERENG 25 4T 5.
A A Ser e

i

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.

Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghkjOPQQODAjBTMRUW
>EwWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNzI4MTclNjU2
>WhcNMjAwNz I4MTgwNjU2WjBTMRUWEWYKCZ ImiZ PyLGQBGRYFbG9j YWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEwWWTATBgcqhk jOPQIBBggghk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJI6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIkwEAYJKwYB
>BAGCNxUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

VNI ¥

commit-buffer

B HE A R

exit
HEN BRI

scopekeyringkeyring name

FAESS 13 D QI IE AR R0 CSR B IS PI3F O

settrustpointtrustpoint name

SRS BB SE .

setcert

REIGIE A5 AR LR S G I D5 A5 1) P9 24

i

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

>MIIE8DCCBJagAwIBAgGITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODA BT
>MRUWEwYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwWNDI4MTMw
>O0TUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwWJVUZETMBEGA1UECBMKQ2F's
>aWZvcm5pYTERMASGA1UEBXMIU2FuIEpvc2UXFjAUBgNVBAOTDUNpc2NVvIFNS5c3R1
>bXMxDDAKBgNVBAsSTA1RBQzEaMBgGA1UEAXMRZnAOMTIwWLNnR1c3QubG9jYWwwggEi

Cisco FXOS Firepower HlfEE R E R B, 2101) i
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$IE20

TEN

T3

T4

$IR 25

IR 26

TR

>MAOGCSQGSIb3DQEBAQUAA4IBDWAWgGGEKAOIBAQCZQ4 3mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftgq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcb0hNssvmAhhlVql PGnodNR7MfYwgjM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
>AAG3jggJIYMIICVDACBgNVHREEFTATGhFmcDQOxMjAudGVzdC5sb2NhbDAdBGNVHQAE
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVR0jBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFNlcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXNOaW4sREM9bGYjYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsSYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1IMjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWXVY2F's
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1ljZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsSGAQQBgj cUAGQUHhIAVWB1AGIAUWB1AHIAdgBLAHIWDGYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1UW=

>ENDOFBUF
B IR
exit

B 22 A
exit

BEN R G

scopesystem

BEA R S5

scopeservices

& FXOS Web il 45 LS AT B IETS :
sethttpskeyringkeyring name

FAABC R :

commit-buffer

ARG EE

2R 5 HTTPS H 5585 RIK 3 P13 . BN R EATE P IS 3 20 P QU I B PIA 2 FK . R e

R BN R IR A4 FR, W HTTPS RS54 AR BB, ARRAE HBriE -
showhttps

5l
fp4120 /system/services # show https
Name: https

Admin State: Enabled

Port: 443

Operational port: 443

Key Ring: firepower cert

Cipher suite mode: Medium Strength

Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

SRSANRERRNZ, HAEBIRE (Certificate Status) {5 7~ 4 B3 (Valid):

scopesecurity

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)
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showkeyringkeyring namedetail

i

fpd4120 /security # scope security
fp4120 /security # show keyring firepower cert detail

Keyring firepower cert:
RSA key modulus: Mod2048

Trustpoint CA: firepower chain

Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:

zezrsmirs W

45:00:00:00:0a:de:86:55:16:82:24:£3:be:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256

Issuer: DC=local, DC=naaustin,

Validity

Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT

Subject: C=US, ST=California,

CN=fp4120.test.local
Subject Public Key Info:

Public Key Algorithm:

Public-Key: (2048 bit)

Modulus:
00:b3:43:8d:
0d:1lb:ee:d8:
al:9c:a3:8f:
50:0d:c6:c9:
fc:27:30:bb:

Exponent: 65537
X509v3 extensions:

X509v3 Subject Alternative Name:

DNS:fp4120.test.

e6:06:a0:91:

1a:07:07:6e

(0x10001)

local

X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94

X509v3 Authority Key Identifier:

rsaEncryption

f6:
:75:
26:30:70:91:

L=San Jose,

CN=naaustin-NAAUSTIN-PC-CA

0O=Cisco Systems, OU=TAC,

keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:

Full Name:

URI:1ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%$20Key%$20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:
CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority
1.3.6.1.4.1.311.20.2:
...W.e.b.S.e.r.v.e.r
X509v3 Key Usage: critical

Digital Signature,

X509v3 Extended Key

Usage:

TLS Web Server Authentication

Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:a3:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:

Key Encipherment

Cisco FXOS Firepower #/
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B susEsks

02:21:00:ed:47:4e:6€:24:89:04:6£:¢c£:05:98:e6:b2:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MIIE8DCCBJagAwIBAgGITRQAAAArehlUWgiTzvgAAAAAAC)AKBggghkjOPQQODATBT
MRUWEWYKCZImiZPyLGQOBGRYFbG9])YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
bIEgMB4GAIUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEwHhcNMTYwNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQOGEwWJVUZETMBEGA1UECBMKQ2F s
aWzZvemSpYTERMASGALUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEiL
MAOGCSgGSIb3DQEBAQUAA4IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCROQwWIADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
RIHLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDSTCCoNIUhKGOERXXSGF/j43D
1koJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftgq2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5gq9Tp3WOH2ufLGAa2H109XR2FAQMB
AAGjggJIYMIICVDACBgNVHREEFTATGhFmcDOxM]AudGVzdC5sb2NhbDAJBGNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGALUdHWSB1DCBOTCBzgCBy6CByIaBxWxkYXAG6Ly8vQ049bmFh
dXNO0aW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG9] YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD91iYXN1P29iamVjdENSYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQOcBAQSBvzCBVDCBuUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1luLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDT]j1Q0dWIsaWM1MjBLZXk1MIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmFO0aWOuLERDPWS5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQQOBG ) cUAGQUHhTAVWBIAGIAUWB1AHIAdgB1AHIwDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCsGAQUFBWMBMAOGCCgGSMA 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/ALiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

————— END CERTIFICATE-----

Zeroized: No

ETRAEE

BLIOAE R (PR 15 & B 2 A5 AT UE D, 1l 7E Web 3 Vi #s (LA~ 4 N https://<FODN or IP>/
% Firepower JUAHE HL2S .

ER AR A NSRRI AR . A SRR U 4 e A B AL, s 2 A
YA DUAH Y 7 A0 ) e W B 1P kb Vs ie), Rl oAt SSL AR (A H 44 JE4% (Common
Name Invalid)) , BRI AE A )2 2 ASAEIE S .

MR R E

FriEZ |l

W SRE B ARG RS R R B, WU R SRR R s BRI . B b e,
W0 A BB HAT TFTP 51 AT N ECH ARG B ME, R e AT E 51 2.

i€ FXOS RRA K & W% 1] LU Cisco.com [ BA ME—L B 3k 15

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252& flowid=77282&softwareid=286287263
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ARG ERE

1E
V7K

7R

uz?y

mxeagrEtnsg |

* Firepower 4100 £ %1 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

PRE MG A FE A MA e, Flan, LUR & FXOS 2.1.1.64 B 2487 R & i .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

i 1] ROMMON::
a) EREFIEEEG
b) HH RS,
RGTITaR I, IR R —AME T e

©) {5 IN IF] % Escape 843 X ROMMON iz,

w15

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

XA SR AT TFTP 5| 3484k
a) IOUEFHL IP Mhhih . B HEHERD DLW OC IP Mkl AT DR E . AT DU set n A A A IE. 7T
LA ping fiv MR 5 TFTP AR5 #5 H&EHz .
rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "
rommon > address <ip-address>
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gem |
B susEsks

rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) K Bhmug A 20T A ) FXOS HUAR U 1R i) TETP H 5%
IR RIMRIRAS S IGRRAS S AN ILEE . 7] LA Cisco.com H2E N 48 T T Hk 24T 48 11
FXOS AL J3 2B AR 2 ] B0 96 & I o
©) {# ] boot #ir4 M ROMMON i3 Zlj {4 .
boot tftp://<IP address>/<path to image>

ER BT UEH A S FXOS HUAH AT AR L USB 4 v i) USB 44 % % L ROMMON 35|
SRS, WRERGIEITINEAN USB %4, BREEFHIRG, R4SV
USB % £ o

RGN TR — R # 55, FORIEEERUE, RN )E g .

il

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=

PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2

rommon 3 > netmask 255.255.255.0

rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2
IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

s s s i asiidssaiiissaiiisasaiiisaasiidssasiiissasiisssatiiisastis;
FHEFHFHH AR R R R R R R R R R R
igddssasissssasisissasiiiasasiiaaasiiasasiisasniiisaniiiaaniiisaniissssni

File reception completed.

T3 FEEENININEZE FXOS HURK IR s BAH L BC IR PR 2R GERIVE BE G IR -
a) TR REGUME A IS, TR E A IP Mk G, CvkiE I USB R AUX e o

switch (boot)# config terminal
switch (boot) (config) # interface mgmt 0
switch (boot)

(

(

( config-if)# ip address <ip address> <netmask>
switch (boot)

(

(

config-if) # no shutdown
switch (boot)
switch (boot)

(
(
(config-if)# exit
(

config)# ip default-gateway <gateway>
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switch (boot) (config)# exit

b) N5 R G RN B AR G N AR R 2% 2% 52 1 21 bootflash:
switch(boot)# copy URL bootflash:

AN IREZ —, AIEAE SR ARISCAFRE URL:
« ftp://username@hostname/path/image name
« scp://username@hostnamelpath/image_name
« sftp://username@hostnamel/path/image name

« tftp://hostname/path/image_name

il

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

©) {EB MG I HIF) FXOS WA, HI4E—4 M nuova-sim-mgmt-nsg.0.1.0.001.bin $i i) 4 FE 25 Wi {%
RF S . LB AT AT RN B L N ) i B R . AN IR IR AT 4, 154
B AR 24 V4 nuova-sim-mgmt-nsg.0.1.0.001.bin.
switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

il
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
(

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin
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Copy complete, now saving to disk (please wait)...

switch (boot) #

ISR T 2K R SR -

switch (boot)# load bootflash:<system-image>

il
switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

MBI RWAG 5, FAN LU fir4 LLBT 1k R G 22l in 2 IH 5
R nEWEmG S, NALRIAT
.

FP9300-A# scope org

FP9300-A /org # scope fw-platform-pack default

FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.
FP9300-A /org/fw-platform-pack* # commit-buffer

T HOF R A FXOS HUR BT S g A0 aE R, HSHPUREE , 4 31
g

~ o

il
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #



| zmgem

mirsrmxuzgsns I

MR R G R E

N

FHIEZ Al
R B G SR N AA R, R A s, WM BU R R IR R gE. 2E5e it e,
w0t I SR ARAT TETP Jash#dE . FOFE SALINAE . RO R GERVET BEER IR, AR5 A Bk
| SEEIP

a2

AP EAT IS A RGNS Bk, REREE, BHZEEETHICE RS .

F5 58 FXOS FAS PR Z W% 1T LA Cisco.com ¥ LA N E—A4v & 315

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.htm]?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 & %1 -https://software.cisco.com/portal/pub/download/portal/
select.htm]?&mdfid=286305187&flowid=79423 &softwareid=286287263

PR WG AL FE =N e tE . flan, LR FXOS 2.1.1.64 IR E W% .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

UK

1Jj il ROMMON:
a) JEEIPEH G 1 .
b) HH AL,
AG TR nE, FEAEW R T BoR—AME BT 28 .

©) f81¢1A 1 15] 4% Escape 453k X ROMMON A5 ,

w5l

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa
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e |
[ R e

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.
use SPACE to begin boot immediately.
Boot interrupted.

rommon 1 >

T2 XASIME AT TFTP 5] 2 #4E:

a) IOUEFEHL P Huhik. R PEHERD DL OC IP MR AR TR E . T LMEH] set @y A E IE. W]
LUMfH ping #ir 2K 5 TFTP k5% ds ik $z.
rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) ¥t )3 s 2 d 2 AT AR FXOS MU VT [ TETP H 3%
ER O JHEWURRA S SRR A S ANILEL . 7T LA Cisco.com HE N 4 0T Hk 314 e 8 1)

FXOS WA S 3 a8 2 (8] IR0 Y6 &R 145 -
¢) {fH boot #ir4- M ROMMON JiA Z A4 :
boot tftp://<IP address>/<path to image>

ER BT UEHEAE] FXOS HUA AT AR _F1f USB #if# 1) USB 44 % % M ROMMON 35|
FashiG . WRAERGIEITHHEN USB %%, BHREEHRNRL, REA LU
USB % o

REK B — R # 5, FRoRIEEERUE, SRR nE)E s g .

w15

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=
SERVER=
IMAGE=
PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1

rommon 5 > ping 10.0.0.2
EREERERE

Success rate is 100 percent (10/10)

rommon 6 > ping 192.168.1.2
rrrrrrrrnd

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA
ADDRESS: 10.0.0.2
NETMASK: 255.255.255.0
GATEWAY: 10.0.0.1
SERVER: 192.168.1.2

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEFAFH R AR R R R R R R R R R
ks sissasanssisaasiiisanRiiianRiiiasnaiisaaniiisanaiianRRiiaRRRiiisnnREti
igddssas i siiissasiissatiisaatiidasatiiasaiiisaaiiiisasiiisaniisssti

File reception completed.

$3 NSNS, 4 init system 772 T HTA% AL AE
init system i & 1] LIS BRZEAF P IIN R, O FEE ARG ITE KNG L RS ER ARG E .
SERZ AT A KL T E 20-30 434

i

switch (boot)# init system

This command is going to erase your startup-config, licenses as well as the contents of
your bootflash:.

Do you want to continue? (y/n) [n] y

Detected 32GB flash...

Initializing the system

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Initializing startup-config and licenses

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done
mke2fs 1.35 (28-Feb-2004)
Checking for bad blocks (read-only test): done

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting SAM partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Workspace partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done
Formatting Sysdebug partition:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test): done

TR KRS T A FXOS HLAS:
a) EURHKE MG, TREERCE AL IP MR OC . Gkl USB R AX LA .

switch (boot)# config terminal
switch (boot) (config) # interface mgmt 0
switch (boot)
switch (boot)
(
(
(

(config-if)# ip address <ip address> <netmask>
(
switch (boot) (config-if)# exit
(
(

config-if) # no shutdown

switch (boot)
switch (boot)

config)# ip default-gateway <gateway>
config)# exit

b) SR =AM WG A IR R 45 45 52 1 £ bootflash:
switch(boot)# copy URL bootflash:

Cisco FXOS Firepower # {8 &2 s2 BLE 15/, 2.1(1)
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UM ERZ —, AIEE SR A RISCIFEE URL:
« ftp://username@hostnamel/path/image _name
« scp://username@hostname/path/image_name
« sftp://username@hostname/path/image_name

« tftp://hostnamel/path/image_name

ENE

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

©) K% s h &1 E] FXOS MU, #I7E— M nuova-sim-mgmt-nsg.0.1.0.001.bin 7 [f1) 5 P 2% LR 1)
FFasEge. BCEERERT DL SN EpLH ZNR  AF BAS UG . AN BN UG A A, RS
142 FR 45 24 A nuova-sim-mgmt-nsg.0.1.0.001.bin,
switch (boot) # copy bootflash:<manager-image>

bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

A5
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.
switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
(

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...
switch (boot) #

FIRS  HUHT AL

switch (boot) # reload

15
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

'l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'
Or can not find correct boot string !!
rommon 1 >

TR NASIGE M RLEWAR T T

rommon 1 > boot <kickstart-image> <system-image>

R RGMEAEMBIN, T RES T BIVF AR B A R R XS E T L AR
o

Al
rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096
01/01/12 12:33a <DIR> 4,096 ..
01/01/12 12:16a <DIR> 16,384 lost+found
01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29%a 330,646,465 fxos-k9-manager.4.1.1.69.SPA
01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA
01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin
4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
! Kickstart Image verified successfully !

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
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Usage: init 0123456SsQgAaBbCcUu
INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
S10mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome. .

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed

Unpack CMC Application software

Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to "nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

TR BB, KRGS EMAVIGIRERE. AXEAFEE, SRR E.

FIR8 NS FXOS HUR LA - SRR o 1 5 SR E AR R N 5 8 S 2R 8 T T F e 152
FRAAHRT N . A RVEAME B, WS WUEAEHE , 55 31 1L,

il
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)
Type: Platform Bundle
State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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FP9300-A /firmware #

RN B GARILJE, AT SGE A SR R G, BRI BRG] . A
FRE R MR K SO RGN REBEAT Ashas, UM IEAEIZAT (KRR 5 i BUR B IR RAS 2 L
L o

a)

b)

<)

d)

BB AT LI a HOVEH -

FP9300-A# scope fabric-interconnect a

1] show version fiy & ] fr 7 IEAEISAT I A RMRAS RIEAEISAT AU R GERAS o R A HTIX 4254 o
Wom g

FP9300-A /fabric-interconnect # show version

BN B i A B IR -
FP9300-A /fabric-interconnect # activate firmware

kernel-version <running kernel version> system-version <running system version>
commit-buffer

FR RS ARRE T REE SN “Disk Failed” o TGO ILIEE, o] LL4REEPAT HERE
1] show version i 25 1iF 5 S MRAE AT UM E,  IF I WAL B IRES .
BERWM SHPRESM “Activating” HECH “Ready” J&, FHAT F—

FP9300-A /fabric-interconnect # show version

A5

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:

Startup-Sys-Vers:

Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version

5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)

Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:

Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
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Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

S0 FH A RS

-

FP9300-A /fabric-interconnect # top

FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"
FP9300-A /chassis #

RGURAE I AR I HOBT A B FXOS WL Z /T, SeR RS 2 it/ | 8 . el PR 475 22 5-10 73
B

PEN BERFRE. RELRENM “Discovery” HHH “Config” , mAEN “Ok”

il

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Discovery In Progress
1/2 Equipped Discovery In Progress
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Config Complete
1/2 Equipped Config Complete
1/3 Empty

FP9300-A# show server status

Server Slot Status Overall Status Discovery
1/1 Equipped Ok Complete
1/2 Equipped Ok Complete
1/3 Empty

4 Overall Status 2274 “Ok” I, RO EMME . EUIRTEEP E RN 2 (Wi
ERCED I BT A B . 2 TR

* Firepower 9300 FIH A 145 54 -http://www.cisco.com/go/firepower9300-quick

* Firepower 9300 Pt = $5 7 -http://www.cisco.com/go/firepower9300-config

* Firepower 4100 R YN [1H5 74 -http://www.cisco.com/go/firepower4 100-quick
* Firepower 4100 R ¥ E 4554 -http://www.cisco.com/go/firepower4100-config

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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o BB HIRETE . 279 0

« Fi'E SSH, %82 1L

Wit ® Telnet, %582 I

* fil'E SNMP, % 83 IT

* it ® HTTPS , 589 1T

« FE AAA, 5599 T

c BERGHE , 108 1T

* Ml DNS 554, 25 111 08

% B HERFORT 5]

A

Il H] NTP DU A2 R SE L RCE P28 I TR B (NTP), sl & H IR (], o0 &E 2 i R e
NTP B E AL FXOS HUH S AU L 2 AT T 4R et 2 18] B Bl A2

Pt

I RAEAE FXOS MU L8 Firepower BUMG A, W AZIAE FXOS HUAA LGS NTP, 5 GEVFn]
T TAE IR AR A T A I TRV Bk E A . N FXOS LA FI Firepower 5 BR Lo FAH [ () NTP
MRZ5%%.

G RAEAE A 9 NTP, W] LLAE 2 RTET[E) (Current Time) £ A FH AR DRA, s thnl Ll
18 i<k B 8] [2] 27 (Time Synchronization) 17~ |- NTP BR 588 (NTP Server) £ 111 “JIR5#RS” (Server
Status) FBEH R CEEMN NTP k&5 M FARE . WER RS 5% E NTP Ik lm 2, &
A DUB AR B AE e “IIRS528IR A (Server Status) 5532 4 & Bl AR L 3REUCE 245 &

Cisco FXOS Firepower HlfEE R E R B, 2101) i



FaigE |
B zseswamaNE

EFECE R HEAFOET 8]

1 EHFTFEI&E (Platform Settings) > NTP.

T2 S YETATE (Current Time) £,
RAE WA E LEEMHIE B FEX
R AT NTP, 4058 0] LL7E Y BTRF (8] (Current Time) JEI K LA A SR FR A . SaT LLE LA
i8] E 4 (Time Synchronization) %17 I [f) NTP AR5 88 (NTP Server) = 1) “ R4 #IR4&” (Server
Status) FBEH G CECEMN NTP R4 M FRE . WER RS I0E 5% E NTP kG4 lA 2, &
AT LB AR B s e “IRSS 2 IRAS” (Server Status) 5532 (145 BB bR FHREUE 245 ..

WERRX
o

FIB1 EFFAIEE (Platform Settings) > NTP.
$IE2 L HETETE (Current Time) L1,
L3 MBEX (Time Zone) 14134 Firepower HIFHEFRE 24 ) B X .

{ F NTP i & H HAFNET 8]

NTP H T30 50 JE MRS 28 R G, NI AE W25 28 48 Hh P AHRE i 110 () 20 s [R) o BRF ) A A 5 L I ook
WS, BInEAE CRL, ARSI AE. &2 T ARG E 4 4 NTP %45

UK

$IE1 EHFFEI&E (Platform Settings) > NTP.
$E2 N EE4 (Time Synchronization) £ .
P$IE3 (FIRERE KR (Set Time Source) [, Adi{#EA NTP BR5588 (Use NTP Server).

T4 W TEEE A NTP IREG 4 (Z 41 , WE(E NTP BR$ 88 (NTP Server) 7Bt P A NTP il
2510 TP Mok B HL4, AN (Add).

PIRS HRTE (Save)s
i FH 48 € 1 NTP Ile45-#315 EL & Firepower L4 -

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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mNPEEEE [

el Ll NTP BRE5 88 (NTP Server) K “JRE#IRE” (Server Status) 7 Bt A1 5 1 15 e 554 11
FDARAS . WIR ARG IE S NTP RSS2 72D, BT LU GRS /e “ RS9Ik (Server Status)
FEU A bR F3RECE 245 Bl

IR QURARGNMESGEL 107080, RGESEOTER, MG, T E XS K Firepower HLAR
.

fHIES NTP AR %522

LI
$IE2

$IE3

g2

EFFB1&E (Platform Settings) > NTP.

A3 8 [E] 4 (Time Synchronization) 115 .

X REEMBR IR S NTP iS55, 157E NTP BRS5 38 (NTP Server) 3 i iz ik 55 s ek W 1) A R
(Delete) < Fr5.

MR (Save).

F g E HHFIET )

P
$IE2
PR3
$iE4

SIES

AR {E Firepower HUFH_E T30 & H WA .

UK

EHF B E (Platform Settings) > NTP.

AiiliBF 8 [E] 4 (Time Synchronization) £ .

(LR B BT B 3RIR (Set Time Source) N, i F &M% EHTE (Set Time Manually).

st BER (Date) Tz, WosHP, SREAEH H D en] 0 wCE H .

A5 FO I ()R R0 0 I [R1 R 58 A /NIsE S 438 AM/PML.

'’ LA KB R SEET (8] (Get System Time), i & H AR TE], PLUCHC I FAEH SR IERE 2
Firepower ML & 1A% 19 2R 48 b i & 1 H IR a)

M RTE (Save).

S F 8 2 (1) H AN [R]C & Firepower HLAH o

AR WARSNRESGET 1058, RESKEEN, WiE, BT E RIS K Firepower ML E
IR
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Bc & SSH

T

$IE2

I3

FAKE

PLUR R A28 adn] i3 F 525 6 Firepower HLAE 1 SSH Vi) . ERIATEOL ., SSH 4T FPIRES .

g2

%P &R E (Platform Settings) > SSH.

)i H 21 Firepower MU ) SSH Vi), %1% /2 SSH (Enable SSH) & %A .

T HUL T /B Al SSH (Enable SSH) 5 IEAE .
it fRTF (Save).

fit & Telnet

A

CLU R A28 i) i3 B AR FXT Firepower HLAR 1) Telnet il BRINTELL T, Telnet &b T2 AR .

F SSH i A,

iR

NI
g
N

HHT, Telnet M & X ATAEALH] CLI N A R AEH]

UK

HEANRGRA

Firepower-chassis #scope system

BEANRG S

Firepower-chassis /system #scope services
LM B X Firepower HLAA Y Telnet Vi), W4T UL FER/EZ —:
* B ALVFXT Firepower HLAEREAT Telnet Vi lal, 58I LL N4
Firepower-chassis /system/services # enable telnet-server
* TR X Firepower HLAEREAT Telnet Uil 58I LL N4
Firepower-chassis /system/services # disable telnet-server

ARG EAE S5

Firepower /system/services # commit-buffer

DL 7481 )5 ] Telnet 3% HAfINT-55:

Firepower-chassis# scope system
Firepower-chassis /system # scope services
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Firepower—-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

fic & SNMP

{# F§ SNMP WL, 7t Firepower HLA L g & ] 1 M 254 P (SNMP) . B RFEAE R, ESHUT
T

*F SNMP

177 5 D0 28 5 BE P (SNMP) & — NN JZ P, T4 SNMP 45 B8 AR 2 1] 1R 45 S L7 B A%
o SNMP $24E T AriAb HESRIE 35 =, A] - W s R BRI 28 (R 158 45 o
SNMP HEZE H = AN 4 e«

* SNMP & #L 2% - F T8 SNMP R4 il R 42 W 25 152 28 TS B M R 4

* SNMP X3 - Firepower HLAH P (A AL 4E, T T4 Firepower HLAR I 2048 FE AR 3 75 22 () SNMP
PR ARAR A BE . Firepower HLAR A S ARHAM MIB 54, Z2J5 ] SNMP ACHE 161 4% BE 28 AL
P2 AP OC A, W TE Firepower HIAH & #L#¥5L FXOS CLI HJ5 -l & SNMP.

« EHAE HJE (MIB) - SNMP UHE L1152 3 % S8 4
Firepower HL4 3 SNMPv1. SNMPv2c fil SNMPv3. SNMPv1 Fil SNMPv2c #5344 FH 3 T4k X 2K
2. AR SNMP HJE S, TS B LT ARiE:

* RFC 3410 (http://tools.ietf.org/html/rfc3410)

*RFC 3411 (http://tools.ietf.org/html/rfc3411)

* RFC 3412 (http://tools.ietf.org/html/rfc3412)

* RFC 3413 (http://tools.ietf.org/html/rfc3413)

* RFC 3414 (http://tools.ietf.org/html/rfc3414)

* RFC 3415 (http://tools.ietf.org/html/rfc3415)

* RFC 3416 (http://tools.ietf.org/html/rfc3416)

* RFC 3417 (http://tools.ietf.org/html/rfc3417)

* RFC 3418 (http://tools.ietf.org/html/rfc3418)

* RFC 3584 (http://tools.ietf.org/html/rfc3584)
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B swwriEm

SNMP & #1

Taigs |

SNMP [t — 4 Th e 2 e s A4 ik 11 SNMP ACH 0 413X B850 AN sk . SNMP 45 3 48 A 1615
Ko WENRT LAFR R AE G S B0AIE . FFT AN RN IT . BIAH AR R g R R B A
ek

Firepower ALAH SNMP 18 %142 5Ch Fa sl m & . BEBIEARWEE AN AT 5E, Ao SNMP 45 B3 7RI 21 B

BER AR RIEATATHI A, I HL Firepower HURT GRS 77 CUCEIMBE. IBCHI3E 25 753K (1) SNMP 4521

A —~ SNMP mi S 570 (PDU) SKRAIATE B W Firepower M4 A PDU, U]
PLFFOROR I T HE 3K

SNMP % & 2R FNLPR

SNMPv1. SNMPv2c fl SNMPv3 43 R 7n AN R 22 A o 2e ) 55 B ik 2 4 2 0 45 6 SRl e Ak
P SNMP 78 B FH 22 4L

LA E B L SNMP FE B ORI (177 LI B ol (RSB o AR 8031 7 52 2 15 s 2 Vs i G it e o
WAL SRR L YOI T S 2 480, SNMP 224255 SCFF LR — el ML
BR:

* noAuthNoPriv - J& & 45 % i1 5k in 25
* authNoPriv - S50, (HICIN%
* authPriv - 543 56AEF1 N2
SNMPv3 [A] I $ 4t T 22 R R 22 A 552 . 22 AR e o F P RO P BT A 1) A 0 15 B ) B 40 BT 3R

o ZARFGE LA SAVFI R YO . AN Z U A 45 G R E AEAL . SNMP K
LIRS 1K) 22 2B

SCHERY SNMP 2 £ BV FIR HIH &

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)

R E AN 4L

% 5. SNMP &£ 1ZEIF0ZL 7

] Level SHBIE e HiR

vl noAuthNoPriv | 3 45 #: % LD 544 Hh G
RO A7 0

v2e noAuthNoPriv | 4L 725 % T X S
RO A7 G0

V3 noAuthNoPriv | Jfj /14 & T P 44 D
T BRI
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SNMPv3 & £ Tfj ¢

SNMP 7 3%

snvpd z2ohee

=2
Jjo

Level

S 5IE

mE

wiR

authNoPriv

HMAC-SHA

AL HMAC
AR
(SHA) K543 5%
k.

V3

authPriv

HMAC-SHA

DES

RAIET

HMAC-SHA 3%
(1S IIE . PR
TPV (CBC)
DES (DES-56) hxifk
(1S RS, &
SO & bk
(DES) 56 1 i .

SNMPv3 J8 K5 AF R 45 L WitdEA T B 40 56 UE AN N 28 AH 45 A R AR AL B 25 O 2 3 N . SNMPv3 (X 3%
OV G B (K PR AU BEEAE, IF4 N SNMP 48 . SNMPv3 JEFH J1 I 22 AR (USM) A2 9

SNMP 4 B 24, FERAELL TR ARSS

* R TEHENE - B DR BORAER SRR OL N AT S 85, JF HLER P AR el mT
PLARE R A IR .

* RIS A IRAIE - B DRXT T CGREUERIZI P A it R8s ) 7 W S it TR A
* W EHUEVERTINE - SRR AN SR BRI Bl R R

Firepower HL#i 4 SNMP #2441t | %137 ¥

$txt MIB 89325
Firepower HLAI SZH0) MIB 1) - 215 17

&M T SNMPv3 A P 89 543 30 i)
Firepower HLA £ X SNMPv3 H J7 32 #F HMAC-SHA-96 (SHA) B3 5 iE Hp i

&M T SNMPv3 ] F Y AES F2FA 1713

Firepower HUFH fH F i 0 % kv (AES) 150 F-T- SNMPv3 1 B I 1 B P 2 —IE 55 REC

3826,
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FaFA D B, priv XETIHL AL DES 5 128 £7 AES IS5k $%, LIEET SNMP 24N . i i
AES-128 it & I3 & SNMPv3 F I BE AL %0, W] Firepower HLAR 1 FH 1% FafL B A0 ok A6 ik 128 47 AES
HH. AES AR /D] HAT )\ NP8 il 04 SR e, BaTiEERE 64 M ERT.

/2 A SNMP B2 & SNMP E 1%

UK

T EHFAIKE (Platform Settings) > SNMP.

L2 {F SNMP X, 15PN FE:

AR

i

BIFIRZS (Admin State) 5 EHE

SNMP &g it £ B 22 H . [NHARGASEH SNMP R4 25K
A a R 45

(Community/Username) 7Bt

im0 P B Firepower AL 5 SNMP = AL A5 A H i 11 JEik S ceBRiA
Uity 1 o
HX/ARZ Firepower HUAE1E'E &% 4 SNMP ML AE (] 5 B B A A5 1)

ZRIA SNMP vl 5% v2 #1X 448 SNMP v3 )74

BAAT 1M 32 FAFZ ) PR A R . 2 @ Cat
TN OB L GRS 2 (gD B BRIMEY
public.

R, W3t X/ A& (Community/Username) 7B OB,
FFRAMS TR LABKE: = (Set: Yes). WRMX/ARZ
(Community/Username) ‘7B W ARIH A, S FBAMS ER3C
ABIKE: & (Set: No).

ARG EIE R AR (System
Administrator Name) 7B

$1 57 SNMP S IR R -

WA AT, % 255 ANFAF, I8 HLHE b SR 4 R i
i,

i E 7B

SNMP AL (IRS54%) 1847 e AL & .
BN PR P E, BE 510 TR

PE3 LR TE (Save).

ETRARIE
B33 SNMP FABFFH 7 o
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£l SNMP BafH

UK

szzsnmpiart Il

EFTF AR E (Platform Settings) > SNMP,
7t SNMP BB (SNMP Traps) X34, fidiiRm (Add).
£ In SNMP [ (Add SNMP Trap) X iGHE, 5 LU 7B

AR iR
FEHBARFE Firepower #1461 ) 22 & 3% B BE A SNMP =M LA 4144 8% 1P ikt
#HX/ARZ 1] SNMP EALAEFEBERS, Firepower HLAH L & 1) SNMP v1 5{ v2

(Community/Username) 7B

X 48 SNMP v3 H P 4. X455 SNMP IR 45 Bic B 1 4 X
o AT

BIANT 1R 32 PRI PR/ . E2MH @ (at
) 0N OB L CREE) 2 (D) B

i 07 B

Firepower HL4 5 SNMP = A LIE {5 LAAG ¥ B B4R 1) 11
N1 65535 2 A 35K

Version 7B

F T BB SNMP RRACHIZRY 5 o 3] DU LA Herpr— T
V1
-V2
V3

WY IRAIESE V2 50V3, WL BRI AR . 3] Lz BA
T

- BB

o &5 H

v3 PR (v3 Privilege) 7-

IR ALV, 5 PRSI . X)L DR o —
T«

* BRIEE (Auth) - G SO I0AE, (HA AN
* THHIEE (Noauth) - &1 B 4356 F AN &
« BUBR (Priv) - A S 4 5 AE AN %
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$EA SHHE (OK), nXHR SNMP 6 (Add SNMP Trap) XG4 .

LS HTRTE (Save).

fIB% SNMP &R

T

EFT &% E (Platform Settings) > SNMP,

FAKE

FIR2 /£ SNMP FERf (SNMP Traps) DXIsrb, 785 G AR 0 B 0 W (R AT i iBR (Delete) 4]

bxo

£1)72 SNMPv3 FH
SUF

T

HEHTE &G E (Platform Settings) > SNMP.

$IB2 (£ SNMP B A (SNMP Users) X1, R0 (Add).
FIE3 (I SNMP F A (Add SNMP User) X iGHEH, S DL 7B

A iE:pu
BFRTE SrIigs SNMP FH P IR 44

BN % 32 REEE o A RR AL REIT K,

J
Iy

_CRRIZ) . (A)5) . @ (at'5) Al- GEFFR

BaEn LR E
)

o

LS (Auth Type) T

FREAY. SHA.

£ AES-128 (Use AES-128) 5

sk, ZH PR AES-128 N .

HEHE
DT BL PR .
WIAERD 7B REERTPNEREIRVE PN TR

F2FAZEHY (Privacy Password) 7
B

AN S Y S
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AR iipu

W IARSFAZE G (Confirm Privacy | I FHiA H H A F U OB AL S0
Password) 7%

SEA SLHE (0K), 7]%HRIn SNMP A (Add SNMP User) 5 1G5 4E .
PIRS U RTE (Save)s

fIFS SNMPv3 FH
bUK i

PB1 EHFFAIEE (Platform Settings) > SNMP.

$IR2 1 SNMP F P (SNMP Users) X3, 755 @ AZIBR (1 FH PR 2 14T b s i IBR (Delete)
Fro

B & HTTPS

AT BT 4E FXOS HLAE FhCE HTTPS.

A

AR AT LUEH] Firepower HLAR R A% ok FXOS CLI Wik HTTPS it 1. fifg Hfts HTTPS fic B4 nl 4
Fl FXOS CLI 5¢ 1.

IEH . BRRMEZEER

HTTPS i H AFHZEA it (PKT) IEALAFAE AN B (5 P x| W2 F FXOS HLFE) 2 (Rl A7 42
Al

hnE % $AFN AR

RS PKI ¥ 45 B A — XFEXSFR Rivest-Shamir-Adleman (RSA) #4540 (Horp— MR RE, H—
NATE) s AFELE NI . AT — 291 i B3 n ] o — 2 . BRIEINZ M A,
JRETTAE BT M A R, Bl B SRR R . %7 T BUs I A
HRINE R 87 ) TR ERUEH I A8 AR WHRFEOT AT AE ] FR ARk
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B ogzex

FERE

IR I, A3 7 A N AV I BT A AR LLE B o I8 350 K vl DUARR], OB Kk 512
PrEE 2048 i — ki, FMAKESK, ZaMpiE. FXOS 2t —PEASHIR, W 2048
PEEIIUE AT, I UV T 2 %40 3R

G0 FEREAE A RS SOl TRt 3, a2 T sl T AR RN IR T .

P

VER 2B AT INES, WA R& T AT T IE PR B AP LU B % G HH %%
A5 BRSO . AR mAE, BT A A RS S R A 400 . R iR S R
A2 UE B gA R, P RER SRR &S0, B a8 eyl SR S0 0L . BRIAE
BUF, FXOS B WENBELIET, HihadkaBilssmm ALy,

ZiEER
T FXOSTRAL IR (1 S B0 E, 5 m] A2 A5 AT R B A s SRIOF 2R h e B3 K 28 =7k

5o BB =IPET MAUAAE B S AGAE R, AT LUERIE B AU (CA), A LU+

1) CA BUEATAE GE MR CA FIEAEEE— 7)) o SRPUFHIET, n2iiid FXOS Al 1K,
IR R B R AEE R

|

BEEEW  UF %2R ] Base64 4ifid X.509 (CER) 4% 2.

B 2 % AR

FXOS g% 3 RF 8 MEPIH, WHEBOAE T,

UK

BEN 22 At

Firepower-chassis #scope security

QU IR 4 S P

Firepower-chassis # createkeyringkeyring-name

BEHE SSL B PIKIEL (UL A AL -

Firepower-chassis # setmodulus {mod1024 | mod1536 | mod2048 | mod512}
PN

Firepower-chassis # commit-buffer

LUR 7R Bl st SR/ 1024 {07 1) 3 9134

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #
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ETRAFE
NAZE I QI IEAS TR

EIERECAE AR

LUE e A i G e v PPV IR B R THE V0 £ NN S Z B ST B

BEN 22 R
Firepower-chassis #scope security

BEANBRIN B IR 35 P 2 i o

Firepower-chassis /security # scopekeyring default

FOBT A BRI E PR

Firepower-chassis /security/keyring # setregenerate yes

N 55 -

Firepower-chassis # commit-buffer

AR 7 8] 587 A BRI 10

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

Bl 22 2 AR ETIEF 15 5K

ERERE

151 1) 32 25 SATRAYIE 5 1A K

N
Firepower-chassis #scope security

BEN B IR AR

Firepower-chassis /security # scope keyringkeyring-name

stz zar i

I HRE 1Pv4 B IPv6 MUl mRATH AR B ELI AR 44 PR AU EIE 5T 5K o RGURF S K AUIE 53 KR (1

5

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] |subject-namename}
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TBA k%
Firepower-chassis /security/keyring/certreq # commit-buffer

TS Do T LB RE 25 AR SR AU MU FE 515 5K -

Firepower-chassis /security/keyring # show certreq

LA R 7 9 A P S AT 3504 s IR I s HAT TPva i hikRAIE K

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDQwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGQILKEFXQQc2c8b/viW2rnRF8OPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAGMBAAGY
LTArBgkghkiG9w0BCQ4xHJACMBOGA1UJEQER/wQQOMA6CBNNhbWMWNICECSELXjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuzZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVvUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H
BA==

Firepower-chassis /security/keyring #
BT SREVIRAE

o SEHREAS RSO (BFEIT4G [BEGIN] ML [END]AT) » JRR AR RIS Kty 1S
TR SO A AR AR BE B AU AU, DIRBCE PIFIE .

o QRS2 A A R F 0 AR AR BB L A A AR RS v EIE o

&S REm el % AIRBIER I K

T ARG

Firepower-chassis #scope security

P2 HENE Y E AR

Firepower-chassis /security # scope keyringkeyring-name

FRI QIR K:

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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TIE10

TEN

TIE12

SIE13

$IE14

LIE15

CIEFAIRAIERIER

Firepower-chassis /security/keyring # createcertreq

Fi 58 O ) FITAE TR K /0 DX P [ 5/ DX AR

Firepower-chassis /security/keyring/certreq* # set country country name

2 SR I 184 M 55 4% (DNS) bk

Firepower-chassis /security/keyring/certreq* # set dns DNS Name

F0E 5 UL AT SRAH ST A I A M-

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

¥8 52 FXOS LA 1 IP Hudik:

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request

ip6-address }
F 5T U SR IEAIE A5 1 2 W) Ja S T A ) 1T Bk L -

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

TR B RIE A2

Firepower-chassis /security/keyring/certreq* # set org-name organization name

i E LA A
Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

MRS SR A5 AT # Y .

Firepower-chassis /security/keyring/certreq* # set password certificate request password

& U SR ILIEF 10 2 =B SR 48 S T E A X

Firepower-chassis /security/keyring/certreq* # set state state, province or county

5 € FXOS HUA 158 42 B e 4l 44 «
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

N 55 -

Firepower-chassis /security/keyring/certreq # commit-buffer

SRR AT LS I A A A5 ATl U A AUR WL PR A5 375 5K -

Firepower-chassis /security/keyring # show certreq

LR 7 B4 P ver R 1 5 I B I (s BAT TPv4 BBk AR 515 5K -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04
Firepower-chassis /security/keyring/certreg* set country US
Firepower-chassis /security/keyring/certreg* set dns bgl-samc-15A
Firepower-chassis /security/keyring/certreg* set email test@cisco.com
Firepower-chassis /security/keyring/certreg* set locality new york city
Firepower-chassis /security/keyring/certreg* set org-name "Cisco Systems"
Firepower-chassis /security/keyring/certreg* set org-unit-name Testing
Firepower-chassis /security/keyring/certreg* set state new york
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

H o 3 S S 3 S
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Certificate request e-mail name: test@cisco.com
Certificate request country name: US

State, province or county (full name): New York
Locality name (eg, city): new york city

Organization name (eg, company): Cisco
Organization Unit name (eg, section): Testing
Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCB5wIBADARMQ8wDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZO4UGQILKEFXQQc2c8b/viW2rnRF8OPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQEB/wQQOMA6CBNNhbWMwNICECSE1XjAN
BgkghkiGI9wOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZzHUOO3Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD0O1ZTLO9H
BA==

Firepower-chassis /security/keyring/certreq #

ETRAVIRE

FERE

o STHRIE SR ICA (AEIT4A [BEGIN] RIZ A [ENDIAT) 5 AR RIS At ATk 1

VRSO A AR AR R BRI, DIERBCE PIFMIEF .
o QRS2 A A R F 0 A AR B B0 A AR RS v EAIE o

I EER

pZt A B NG Y B

Firepower-chassis #scope security

T2 QAR
Firepower-chassis /security # createtrustpointname

PRI HISZEAE SR eI BE
Firepower-chassis /security/trustpoint # setcertchain[ certchain |

WRAE A 2 AR EIE TR R, RGNS 5T T 7€ SCHRAE P U HLAE (CA) A LE A2

PUEAE A . RS BN —47, $# N ENDOFBUF LLSE BifAE
BEERR F UK Base64 4ifid X.509 (CER) 4%
e
B4 Lg%

Firepower-chassis /security/trustpoint # commit-buffer

LUR 7R Bl G5 52 A5 A mi OF R 32 A5 A s e

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower—-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
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Trustpoint Certificate Chain:

\%
%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskVv0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgZYwgZOAFL1Nj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsYXJhMRswGQYDVQQKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ2luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAWDAYDVROTBAUWAWERB
/zANBgkghkiGO9w0BAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKgGQgXc
wR4pYiO04z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVVYVYVVYVYV

\

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

ETRBVIRME
MG AR SIS MU LR AR U PIPMIE T IR L N PR

FHER SNERIR

FriEZ Al
o FiC BB S B PIIMIE S HE- EE 5 A
o IR AR S B -FAUA LR SR ECE BFAIES

TE AR
Firepower-chassis #scope security

B2 N RHMGIE T2 DI R B

Firepower-chassis /security # scopekeyringkeyring-name

PR3 O NI SRICE PP UEAS (5 AR B B P A UL i 2 32 A5 A s

Firepower-chassis /security/keyring # settrustpointname

SA JEH TR AL B ERE S P

Firepower-chassis /security/keyring # setcert

FESRRAT ), I AR AT B B B AU U B RIE P SO . AEIEAS S A9 R 4T, 8 A ENDOFBUF

SERGIE RN -
BEEE  {F UK Base64 it X.509 (CER) 1%
v
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Firepower-chassis /security/keyring # commit-buffer

LAR 7- 5 A5 AR ROFRAIES SN B I3E

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # set trustpoint tPointlO
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.

Keyring certificate:

VVVVVVVYVVYVYVYV

\

>

MIIB/zCCAWGCAQAWgZkxCzAJBgNVBAYTAlVTMOswCQYDVQQIEWJDQTEVMEMGALUE
BxMMU2FuIEpvc2Us IENBMRUWEWYDVQOKEwxFeGFtcGx1IEluYy4xXxEzZARBgNVBAST
C1R1c3QgR3JvdXAxXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGY0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINv7wd6Vv2pBt6ZpXgD4VBNKOND1
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAgGMBAAGGJTAjBgkq
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IThveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqglzXcz75+VFj2I6rH9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

ENDOFBUF

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

ETRAYRIE
A5 FH 25 53L& HTTPS JIRSS

B & HTTPS
A

FAKE

EE SCNHTTPSACHE CHUd S ekt th HTTPS A0 A o LAV I J5, — BARfEEldR s 445, oy
HT HTTP A1 HTTPS £l #0551, 1A o i

T ARG

Firepower-chassis# scope system

TR2 ARG HA:

Firepower-chassis /system # scope services

PR3 i HTTPS it
Firepower-chassis /system/services # enable https

CArak)  Fa5E AT HTTPS #E4% 13 1 -

Firepower-chassis /system/services # set https portport-num

(A>T HTTPS HYEF P44 5K
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Firepower-chassis /system/services # set https keyringkeyring-name

W6 (k) FeE Al Cipher Suite 22444

Firepower-chassis /system/services # set https cipher-suite-modecipher-suite-mode
cipher-suite-mode 1] UL LU RS2 —:

« high-strength

» medium-strength

« low-strength

* custom - VR R € H 7 s XIP Cipher Suite FUYE 45 H

P (a[iEk) WA cipher-suite-mode ¥4 custom, 15 21k Cipher Suite 224V [ 52 X445
Firepower-chassis /system/services # set https cipher-suitecipher-suite-spec-string
cipher-suite-spec-string W L& I % 256 MN74F, If HAA 25 & OpenSSL Cipher Suite BiyE . £l
FEAT A B R 74T, 1 OIS + ()« - GEFRP F: (B9 BRAb. AXRIEAE R,
1524 http://httpd.apache.org/docs/2.0/mod/mod_ssl.html#sslciphersuite .

B, BRATEEL T, FXOS {8 rh o B 7 15 # 04 -
ALL:!ADH:!EXPORT56:!LOW:RC4+RSA:+HIGH:+MEDIUM:+EXP:+eNULL
ER WA cipher-suite-mode BCE VER custom 2 AMREATIABAL, U 2K 6
T,
PIR8 WA RSN ETSS:

Firepower-chassis /system/services # commit-buffer

LAUR sl 5l HTTPS, K 5 B E N 443, K8 DI A BR8N keing7984, #4 Cipher Suite 2422
AVCE A, IS

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

B HTTPS i

PR OU R, S 443 FJA F HTTPS RS . 25 HTTPS, HA LA e o, BT
HTTPS %4 .

Cisco FXOS Firepower # {8 &2 s2 BLE 15/, 2.1(1)
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F&iRE
B miEen

1 %P FEAIRE (Platform Settings) > HTTPS.

1
v
FE2 AEiwO (Port) TBUTHIAZ T HTTPS SE#L A o $5E — M T 1 M 65535 Z IR HHEAL. BRI

WUR, {EuEI 443 F S H RS

PR3 SRTE (Save)s
I F8 72 1Y) HTTPS ¥ 1L # Firepower LR -

Wk HTTPS %t 5, AT i HTTPS 2 iR #0 G . F P 75 S F i 1 2597 6 3% Firepower #l
LS, W TPIR:

https://<chassis_mgmt_ip address>:<chassis_mgmt_port>

o <chassis_mgmt_ip_address> J& R AEWI AT E W 01561 A\ 1¥] Firepower HLAE Y IP Hhbksk FHL 4,
<chassis_mgmt_port> 5= REWINIKCE ¥ HTTPS i 1.

i B 5 SA 2R
oL

T AR

Firepower-chassis #scope security

S MR I
Firepower-chassis /security # deletekeyringname

X RN

Firepower-chassis /security # commit-buffer

LA R 7 M Bk s 934«

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

MiFR = EER

FHIA Z Hil
R PIAARAL ] 525 AT A
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pz A BN W

Firepower-chassis# scopesecurity

P2 WERARE 2 E TR
Firepower-chassis /security # deletetrustpointname

T3 A FHS%:
Firepower-chassis /security # commit-buffer

PAR 7 B R 52 A5 A s

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

2% F HTTPS

B EARGHE

Firepower-chassis# scope system

P2 HEARGIRSSHE:

Firepower-chassis /system # scope services

FIR3 A0 HTTPS k%
Firepower-chassis /system/services # disable https

TR HINRGREAES:

Firepower-chassis /system/services # commit-buffer

PLUR7RBIAE ] HTTPS JfAfA 45

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

fic & AAA

AFRIINHGRRAE AR . A REAE R, ST 8.

Cisco FXOS Firepower #lf8 B IESEEL &5/, 2.1(1)
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B xFam

*F AAA

Taigs |

AAA ARG, TRV SNSRI UT I SERE s DA 8T DT SR O IR 55 HEAT UF 2
Pt A B o SRR TR R AT P 2 A BN 22 A P 5 R EL B,

B4 5IE

S uEseft 7 — O R T Rk, RO R e T AN RO P A A RO, R
BT VTR . AAAJIRSS 3K ™ 00 5 3 Btk SR b el P vh A7 i 1R LA Y P AR UEREAT LA SR
SEUEVLES, WAVFHI U7 P2 WEREIEAVLE, W5 Oy RN, IR L2871 o

AT L FXOS HLA T EXT WA IR & FDE BT SO I0E, BLRLL R 231
- HTTPS
- SSH

< RATERG

1%
SERURI T IR FE: TS AL VPP U BRI T3 . s, XU P T 5 B I
AR LARAUA AT A R i)

it

SELFE T PP 200 BT PR B AR 5T L SR 60 K e PP ) R

PO . ORI IE SRS TR G RN T AR EORRAT I, X2 S T AT BRAa il
I R0 TN TR IR S sy BT B

BRI, FFICKZBERRZE

T USRI T S B R D BE AR AT DR S BB IR D RERC ST o AR 2 2R S0 T P ik
TSR EAE. AT DU K haE, o n] LUK LS S i M B RERC 5 A6 AT o

AAA FR 525

AAA RS0 P T BEAT V7 PRI M 2%l 55 as o SO IR T T VUMM o SEBUH] T S8t ki, X2
SRR A 28 1o 3 B0 E (1 1P RN ) MR LS BEYSORIAIR 55 o AL RS I T AN Kt DA T I B, K2 %
VRS s A 1

AR S A

Firepower HUAR4E4 AT HI ™ HE B SCAFBUFS AAS L B e o 45T LUAE R AS Ui A QO AAA iR S5 2%
ARG S IAE . AN .
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B & LDAP 1R =

B & LDAP 22 FrRY B 1%

[EA LE o) |

TEICAE S5 TP OB 1R JB M) T I 2R 2 () P AT S IR P R e 5 2 BB . U R BN R R e B d5 AR
XL/ YL, Firepower B4 R AR RGN AT F 1% 0% B I 2B BRIA R E

WSATH Active Directory {£ 5 LDAP lx%5+#5, i {E Active Directory k554 HH A g A ik F DAY
Firepower HJ§ et R4 . JLik P N EEIERIHAM %0,

UK

P11 G FEIRE (Platform Settings) > AAA.

$1E2 i LDAP &I E.

LB 3 (EEE (Properties) X1, HE LI FB:

A

iE:pu

#BAT (Timeout) T-B¢

TERGHEIN 21T, ARG ER LDAP £dfs e I N AL 21 )i [a]
QPSUVSE VAR

AT 12 60 R HRS BRINES 30 M. iZJm I

B

BT (Attribute) 7K

LDAP &P, it AR Bl . etk n 22—
PRRAERT o RGUAEH] g A UG FE s k44 PR R

#7574 DN (Base DN) ‘7B

LDAP ZR LR X 34, EdE g, i
oIt B R G AARE SEH 7 A 3REUH F 1) DN I, 454804
THIGHE R . HEAih DN PR ] DL Ay 5K 255 NPk E
CN=Suserid K, Hr, Suserid FriRz2i ¥ ] LDAP S5 5e3iF
Vjin] Firepower HLAR IIEFEH 7

e T DA ST T P S S ST 2 v/ SO W 1= Dz 110 D)\ P A
S0 OE AR LDAP #2245 F s & — ANl DN

3iEEE (Filter) 7Bt

LDAP 2R AR AR LU e B SO ug eI 44

BN I WIS BA AE METR FARE L hE A, W
B CE LB LDAP SRR P — M v s .

PR 4 LR (Save).
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FERE

Bt & LDAP 1211125

ETRAYERIE
B4 LDAP 2 4t R .

tll3Z LDAP 1R {32/

Firepower FJ 4 JEHAE R4 2 L HF 16 > LDAP $2ff4/7 .

FHiaZHl

WA H Active Directory /24 LDAP J[R45#%, 15 1E Active Directory JIi 554 G E HI ik - LAER
Firepower AJ§ R R L. JLik P N EA IERIHAR % .

UK

EFE A8 E (Platform Settings) > AAA.

Rl LDAP TR,

T ZLN N AR LDAP $2 4L FE 7

a) 7f LDAP i2{32]% (LDAP Providers) X+, 570 (Add).

b) 7Ei10 LDAP 121%2/% (Add LDAP Provider) X5, IHE LR 7B

AR iz:pu

FHZ/FDQN (S IP ) | LDAP $2 AR5 B ik B 19 L4 5 1P M. 4n S5 T SSL,

(Hostname/FDQN (or IP G B IR LT LDAP 2 76 24 A uE v 1 F 44 5K (CN).

Address)) 7Bt

s 2=E Firepower A ¥ FE#AE 22 GeA# FH LU ALFR e 5 P b4 T & 47 364
I o

BIN—T 1R 16 248, B i AN Sl T FMEER 0

(%), i A ALL Firepower W4 i B4 R MR His 7E
Firepower HLAH 45 ¥ 2888 FXOS CLI 72 S H AR BEREFE 40 R
—ANE] G o

437 DN (Bind DN) 7B LDAP HUiE FEMK ' (X 5 44 (DN),  %F 355t DN K TG 6 %471
BRI R AR .

SCRFIR IR AT H G 255 4> ASCIL 747

At DN (Base DN) 7% LDAP E R P IR e X 44, M RE i, Micfe i
JUE I H ARG 2 A S0 P & 3RO /- 1¥) DN B, IR 554
NMTFURIE R . SEAT DN FIKJE AT AT B KK 255 AN
FF A CN=S$userid K%, A Suserid AriR 22 H LDAP
BB UE VT ) Firepower ALAHEF B 2% 88 FXOS CLI [P FEH 7 o

A K AT, B O 7E LDAPEI B3 T A ILAE DN,

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)
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SIE4

$IES

mEap iy ]

&R A

i OB Firepower HLAf & il 3350 FXOS CLI 5 LDAP %3 b7 45 i
AT o 1o AnfEdm 15 4 389,

JBF SSL HikAE gk, FFEXTS LDAP 20ds 2 W AR BT s . i

HOHIE T, 5 iy BiE £ SR AW SOR %
LDAP {#/1] STARTTLS . 1X S VFA# /113 11 389 AT I e £ o

SEER (Filter) 7Bt

LDAP R AR TR LEVL T O SO ug s 7 44
A IR, BRAECE LDAP SRR F® T BT B8 .

B4 (Attribute) 7B}

LDAP &, et M XIS B e . SR P22 —
ANAFENS o RGAEH ) d s A VL BC UL A% RN -

AT, BRAECE LDAP JEIR L3 T 808 M.

F4A (Key) 7B

7E4R3E DN (Bind DN) "7 B 45 € (1 LDAP il ek 7 (1545 .
18] LU ANT bR ASCIT 745F, HAK. § (T5) (2
(a5) B = (255 B4k,

fAIAZ$H (Confirm Key) 7B

T H K LDAP B0 225511

#2ES (Timeout) 7Bt

ERGHBIN 2RI, RAZARER LDAP $0405 P2 I N AL 9 i st i)
CLARD R BT o

BIAN—NT 1 60 FP2 A ROEEEL, s 0 () , DM#

FIAE LDAP Y30 _LHe 2 4 R nE. BRIAEA 30 #,

Vendor 7

BEIE PR RSt LDAP SRR e ik 55 2 PR AR A5 S AR A 7 -

* 411 LDAP $#24ILFE /& Microsoft Active Directory, ik +%
MS AD.

* I LDAP $245F2 FF AN 42 Microsoft Active Directory, 1%
#%3TFF LDAP (Open LDAP).

2RIMIE I FTFF LDAP (Open LDAP).

©) MM (OK), AKHRIN LDAP 12{#72/F (Add LDAP Provider) Xf i 4E,

MR TF (Save).

CATa) o HE i 2 ek 2.
Firepower-chassis /security/ldap/server # set revoke-policy{strict | relaxed}
R SRR HER T SSL R A

Cisco FXOS Firepower HlfEE R E R B, 2101) i



FagE |
B &= rabius 2R

Mk LDAP 12 14132 /5

F$IE1 EFETFEI&E (Platform Settings) > AAA.
$£I82 i LDAP LR,

I3 {i LDAP 1272 /F (LDAP Providers) X Ifrh, 76 5 AREMFER 1K) LDAP $&{EF5 7 X0 R 2 AT A
iR (Delete) Kb,

fic 2 RADIUS 12&£i2F

B & RADIUS 122 FRIE

FE AT 55 RO ) J P T SR I BT SR AR e e S R BB . R MR R P AT
XL PRI BEE, Firepower I EARAE R GOR AT 1% 50 B F RIS BOA L

UK

P11 EPHFFEIRE (Platform Settings) > AAA.

$IR2 i RADIUS M5 K.

$IE3  (EE1E (Properties) X1k, S LI F B

B A

#BEY (Timeout) 7B ERGBIN 211, R FARIE R RADIUS B 28 i A6 2% 1 15 1)
(RAFS R AL o

WA AT 1 3] 60 MPRREEL ERIAMEA 5 T,

ZJE PRy WA I

Eik (Retries) 7B TSR RIS A R R R K

PB4 L RTE (Save).

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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ETRAYERIE
B4 RADIUS $#24EFE % .

132 RADIUS 12 {£12F

meE RADIUS 121tz I

Firepower R[4 45 AE R Gt e 2 SCHF 16 > RADIUS $24EF2 7

g2

T EHEFEI&E (Platform Settings) > AAA.

$£IE2 i RADIUS &30 .

L3 A TERINFAEA RADIUS $24EFE T
a) 7t RADIUS 1272 F (RADIUS Providers) X35+, fdifmm (Add).
b) 7EiH0 RADIUS 21%%2 % (Add RADIUS Provider) ®iGHED, 115 LR 7B

AR HiA
EHIA/FDQN (S IP #ilit) | RADIUS #4ERS I 45 B4 i 1 HL4% B 1P ik
(Hostname/FDQN (or IP

Address)) 7B

7 Bt Firepower 14" FE4AE R Gl LR ALRE 76 FH P JEAT B 43 0IE

BN — AT 1A 16 Z [A R Ry, ol iy A dm AT BB 0

(&), AriE 2 AHLL Firepower 1J ¥ R4 1/E R SR IAE
Firepower LA 5 #4358 FXOS CLI & X H AR ALFE 7 70 e T
— A T -

B4 (Key) 7B

HAEFE SSL =24,

#IAZ4A (Confirm Key) 7Bt

B FH0A H IR SSL s 247 .

%4 O (Authorization Port)
TR

Firepower HLAH & H 23 5¢ FXOS CLI 5 RADIUS ¥#s FE ATl 5
A 3 1o G A 1 28 65535, A 1524 1700.

#BHET (Timeout) 7B

TERGUHN 21T, RGEZER RADIUS Kffi 4 I8 NAE 3% 1 I
] CLARD g A7)

AT A 60 B Z KRS, BB A 0 (), Al
£ RADIUS &I EA5E 1) 4 e BROAEN 5 5.

Cisco FXOS Firepower HlfEE R E R B, 2101) i



FaRE
B s TAcAcs+ RitERF

AR r:pu
Eik (Retries) 7B TSR R AT (R R R K

IR, AT 0 M 5 Z AR AR AR E %
{H, Firepower HUA & ELEHG A /E RADIUS 21| F485E 1
fE.

©) MilifE (OK), n55H7In RADIUS {2432 (Add RADIUS Provider) %15 E .,
PB4 LHRTE (Save).

A& RADIUS 232 =
e

1 LT EI&E (Platform Settings) > AAA.

$IE2 il RADIUS 50 .

$IR3 1F RADIUS 1214#2F (RADIUS Providers) Xt 1, 755 B AL R 1K) RADIUS $&{EFE 500 W 1) 42
AT o AT ER (Delete) [ 45 .

BcE TACACS+ IR {12+

B & TACACS+ iRt 12 FRIE 1%

70 BEAT 45 AC B 1) JB P T SR T ) B A S (R e e e 5 BRA W o SR AN LR P LR AT
XL JE LW E, Firepower 14 R HAE R0 AT F 1% 0% B 2R BRIN R & .

UK
$IE1 LT EIRE (Platform Settings) > AAA.

$£182 i TACACS &3k
$123 B (Properties) X1, G LI R 7B

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)
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m & Tacacs+ 12tz I}

AR iE:pU
#BAT (Timeout) B¢ TERGEHIN 21T, RO IRIERL TACACS+ Hidfa 72 N WAL 9% (1 I

] CLLRR R HALD
WA T 12 60 FHHEE. BRINED 5 5,
P B

PB4 LT RTE (Save).

ETRAVIRE
B4 TACACS+ $2{LFE T o

17 TACACS+ 1212 F
Firepower nJ " JB45:/E RG22 3CHF 16 > TACACS+ #2417 /7 .

UK

F$IE1 LT EIEE (Platform Settings) > AAA.
$IE2 i TACACS &I .
PR3 AW TEERMIEEA TACACS+ S it F
a) {F TACACS 12{#t#2F (TACACS Providers) X1, iR (Add).
b) 7E#RAN TACACS 2{#72/% (Add TACACS Provider) X ifiHEF, 5 LU F 7.

AR iR

EHB/FDQN (S IP #blt) | TACACS+ R AEFE i bk B4 16 =01 4 s TP ik,

(Hostname/FDQN (or IP

Address)) 7B

e 2EE Firepower AJ ¥ FE A 22 GeA# FH LU 3RALFR e P b AT & 47 364
(I o

NN T 1R 16 Z B HEE, s fm A\ s AR nT FMEEL 0

(%), Arit A AL Firepower Wi A R GOMR His £E
Firepower FLAH 45 ¥l 2888 FXOS CLI 72 S AR AEREFE 40 N
—ANE] I o

F (Key) 7B B SSL in#s 354,

fRINE$H (Confirm Key) 7B | xEHTHIA B B SSL a4,

Cisco FXOS Firepower # {8 &2 s2 BLE 15/, 2.1(1)
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T&igE
B ==zs8z

AR Higk
i A7 B Firepower WA 5 #1 4%5 FXOS CLI5 TACACS+ ¥4l FE AT il
A5 ISP ASEFH ) 1

N 1 F 65535 Z [l 3k, BRilim ok 49,

#BRT (Timeout) 7 ERGHBINZ 0T, ARG 2RIER: TACACS+ HUl FE N N AL 27 1)
] CCARD Ry Bpr) o

BN T 160 Fb 2 [l HERL, sEfN 0 () , DUl
FHAE TACACS+ T+ FHee A RBH . BRIAMEN 5 7P,

©) AiFE (OK), 1 JCHRAN TACACS $21#2F (Add TACACS Provider) %15 HE.
P4 PR (Save).

fiP® TACACS+ 12 12+
UK

Z1 kEHEFEAIRE (Platform Settings) > AAA.
B2 i TACACS ituiF,

$IE3  F TACACS B#2F (TACACS Providers) X3k, 765 @ AEAH BRI TACACS+ $2ALFE 75 M 1)
R AT R IER (Delete) Kb

BRRERGHE

R H SRRk B i K MR REAT R H G TP R P RS s 10— Fho7 ik R Bk
B ARG H SRS A B TR HUAE A . R H IR S5 B PR AR A SO,
AR 5 G B SO AT B R o ARXAIE 3 s HE TN FUS SR AR P ORI . 5003 B
B HE R S F b P A HE

g3z
F$IB1 LT AI&E (Platform Settings) > 24 HE (Syslog).

PIB2  FEANH AR
a) At H#R (Local Destinations) ZETF .

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)
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- |

b) 7EZKit B4R (Local Destinations) i |, S LLF 7K.

AR

F:pu

$=H#) & (Console) 5y

Admin State 7Bt Firepower HlA & S AEE GG EBoR RS H & E.
W ARE 6 L BN R G H G BRI e H AW B
FIH &, e AR (Enable) BikHE. WURBOE L BB
(Enable) ZiEHE, RFGHEHEBESHMBIHED, HEASE
INEREHE L.

Level 7 IR TEH G - HEIRZS (Console - Admin State) £ /3 F

(Enable) SUEHE, WFEFREARLEREBI G LS H IR AR K20 .
Firepower HUA/ERE il & F i s b 20 B DL BiF R 3] BLAE A
T

RRBEREAR
« U8 &

« Critical

We#i 2= (Monitor) 347

Admin State -

Firepower LA & 7 75 AL Bom R 40 H & R

U R SEARE AL b B s R A H AR B PR 28 H T B
FHE, 1L EA (Enable) SUEHE. W RO L B A
(Enable) &EHE, RETHEHER B MEIHES, HASE
INAE AL A .

R (Level) FHi5l%k

Skt T RS - BIRIRZS (Monitor - Admin State) (11 /2
(Enable) SIEHE, W5 IEPEIEANTE INALAR B BoR ISR B 900
ARG FER g & UL B R X ar BUE LR I —
I)[L\f:

cREHREAR

« KB &

« Critical

- FHiR

.EZ%

*

I

{i‘]
p ]

i
i

« Debugging

Cisco FXOS Firepower HlfEE R E R B, 2101) i



B eszs58%

¢) miifR7F (Save).

PRI FCE LR H AR

Taigs |

a) A7inFE H#R (Remote Destinations) £ .
b) {£iTF2 B4R (Remote Destinations) 15 [, K% = /MhaHEIE R 58, X4eHHmT L

1#ifi Firepower HLAEAE 13 &«

IR ARG H R B O BT H bR, nT DRI SN AR 4 H SR 55 s L 1) A P Rt TRl A R
K IFFEGRAE H G e Jmon FEEAT AR B . Bilhn, W] DR EAE I R E R AR S H ST 5
FEPATIRERAE, I H S SBCEAE IRC % R A7 B SO E DLBEA TR, s (R 2 T3t [ A

RIS B
& H ik

Admin State 7B

W R ARLE AR H B S e R H R R, wEiEh ia R
(Enable) & iEHE.

5 (Level) THz415%

PR RS I BRI BP0 . RGAEIERE AT A7 fis
PR B A AR o 3K AT L DR 3L — i

cRREAAR
< KRB &

« Critical

* Debugging

FE#14&/1P i (Hostname/IP
Address) “7-Bt

TR H A SCPE PR B 1 A LA B TP ik

AR ORI R o ANE I TP M, A2 DNS Ak 55
Ao
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| Tags
mEons Rz [

AR r:pu

W& (Facility) 413 ARG SR G5 L FE E A SCPFI BRI AR 4 H S %
AT LA AR e — T

« Local0

« Locall
« Local2
« Local3
«Local4
« LocalS
« Local6
« Local7

¢) riiifRTE (Save).

PIEA ELEAHCRYE:
a) AR HhsRiE (Local Sources) £ .
b) 7EZRHRIR (Local Sources) L I+, IS LI R 7B

2R iR
MIEEIATS (Faults Admin | 2155 F RS0 H & id st @Rk + B (Enable) SIEHE,
State) 7Bt Firepower HUAEHE i % AT R8I

BEAEIRAL (Audits Admin | 25 HIZ H & id s, W%+ B (Enable) £IEHE,
State) 7Bt Firepower HLAEFFic sk BT A1 # 4% H & F4F

EHEEIKT (Events Admin | 2755 H R4 F0E MG d 5. WL+ A (Enable) ELAE,
State) 7Bt Firepower FUAH il kA7 R F44.

©) milifRTF (Save).

O o
fid & DNS PR 5532
R REE R LA RN 0 1P Mk, 877535 2 DNS kgs2s. i, W5 AN & DNS AR5 2%,

&AL Firepower HUAE LICE BCE N, AREAEH www.cisco.com S5 K. 180 e 75 248 H IR 4545 1)
IP Hhiik, HCny LU TPv4 55 IPv6 Mk, #5552 nfLARC & 4 4> DNS 45 4.

Cisco FXOS Firepower HlfEE R E R B, 2101) i



FaRE
B aEonsEss

A

R A2 DNS g asit, RGN CMERBEHUB PRIk 545 WERACHLAL P fiy 4 25K DNS iRk 55
i), B RELABENLIN %2R 3 4 DNS IkR5545

UK

$IE1 EHFFEIRE (Platform Settings) > DNS.
$122 %+ B DNS BR% 88 (Enable DNS Server) 5 IEHE.

HIEI X TEERMNEED DNS R 5 (% 4 , iii{F DNS BR%% 28 (DNS Server) ZE& i A\ DNS
AR 4450 1P Huht, AiE5RIN0 (Add).

PR SRTE (Save)s
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EOEE

* KT Firepower &AW &I, 5 113 1L
© YniHE O EYE . A 116 0L

o RS IRE , 5 116 1L

o Qg @, B 117 0T

o MUE PSS, P 118 T

s - 2 AL A7 43

% F Firepower Z &% &1E0
FXOS M8 2 5 —32 11 P & EtherChannel Cuii 1338 ) #2110 . EtherChannel $% 11 % 7] A5 6] —
FAR) 16 MR,

“32M0"” (Interfaces) T1H

M Firepower HUARE EEAS 1) “F2 117 (Interfaces) JUIAT, %A LAAB MG L E 2228 L PIRAS, dnli
e gEbE, R HEEE O, DL G i TE .
“H: (Interfaces)” LT HH P 55 70 2H e«

* L7 ©7r Firepower MU H 2 (R45 I FOMAR R o 80T LORE BUbR B A AEAR AT 3% 11 D)7
PAEREAT iz H I AR B .

A ks, R ERIREs:
arth - DRI RN,
WK - B e HAR I
2L - B2 IS PRASAT [
Ht - R,

Cisco FXOS Firepower # {8 &2 s2 BLE 15/, 2.1(1)
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B soxm

o NHEH A EWAEIR: FAAED (Al Interfaces) fIFEH4%1T. FEAE DO (All Interfaces)
IR b RN, BT BUR el . BT DL S 4REE (Edit) 284 1 g 1,
Bl BRI LR . A R SRAT, HS L5700, 5 115 U,

)
R R I 48 SR AT, W% SRS

(Operation State) 1 7.7~ 4 5K (failed). X} THUAH NEERE, b EtherChannel JG
TATAT L 1, 18] 28 IS 1T IR ES (Operational State)o

it
jn
o
HE

BEAZ LT LOE AR R —
* $dfi (Data) CERINBEED - AEEAEIZHR I 2 M3 5 m i 1

* L (Management) - A] DAZERZABE 46 2 M SE S B 1o HURE 0 RN IE AR BE 46 0 G M B
I o

1t Firepower MO 1 N P, W) BRAE B4 /RS W 4 42 TR B AR 42 11 2 M AT 3L
EEEEE NS B O o E . T IRCE RS IR R Firepower £ B o
EIBAT M SSH RS HAE AL A CRAK S 500E . TP HbE AR e mT LAY configure
network 2 7E CLI _ERCE HRE, thn LINEE 0% & (Devices) > i ZEIE (Device
Management) > 1% & (Devices) > &2 (Management) [X 32 5 2 IP Huhit,

W@ R 0] DUE R B A 0% & (Devices) > X EETE (Device Management) > 3% [0
(Interfaces) 5f 45 FIFLREGE S N — R TRCE . RIS WHE DR ik . 2 Wi RS #%
H e 1F3E4T LDAP 8¢ RADIUS #MHE 30Uk i, W R AR e v 8l #: 0 Ei SSH U 1],
&R LU SSH U In| S B2 Wi 1 o 2 W L eV i B B, AN Fo Vil i e

* Firepower S - 645 1142 Firepower B S5 81T £ 10 — 28 B 11 o A R b 1, 8 20idE
Firepower &¢BpBi 48 CLI b FC & H: 1P bk AL Ath 240, i, o] DO B R TGS (B
M8G5 ThorBE k. 2 Firepower 4 BE L iy 22 % 1 1] configure network 74 .

« 81 (Cluster) - I TAEHE @ B 50 £ IR o B L1 268 . 6238 1 3y 23 G B AR B4 ) it AR AT
WA IS o BRUEOLT, R e il 48 F A Zh O dt A ir 2 I FE K o

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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muzny I

pEd e

455 B %t

1A LIMEH Firepower & B A0y 8X Firepower JEUWM S 18I CLTUKE AN LATHRERS . 40 SZ Bl B0 v 11 4%
FIRCE g NN s — BB AN RS IO, e PR S T— M2 0. R)a, DLRCE L%
F| FXOS LA -

T R IO LT B 461«
o PRIt 4 A ME— Ao ity — BN —AN B, K7 G2 in o\ At oy B
« A AT RERS i 1. B 11854 32 11 A4 ] DARC & A BT
HRVEQME R, W20 (Firepower & B LI EFGRT) H1K) “Hd s IPS THBEOMWNELE” &

A

X} T~ Firepower P81, Firepower 9300 F14100 F 41 b HE 264 O 1165 8 R 234T DR .
BE A S84 T ) AR5 H I A DR B 10 PR TG 1O 2 T AR B3 ) o 70 AR A OB i A i), b D e vl
T YRR 2SI

TS T D REAE BERSAT NV TP AT B o AN TR B0 X S84 1 R M ged 0 eIl HIAE ASA
I Firepower Ja 57 £ S FH R B0 11 o 35V, AN]SR E B SRS T DI Re 42 11 .

G A AR ) BEAESAT ThRE, 5200 DG E 4 EtherChannel; 75U, #&RDEf X 64z O 1E by %
H #5019 EtherChannel % 173 o

T RLR RS R E PRI 0], Firepower J8 P B A S RPRE A 5847
« Firepower 9300
* Firepower 4100 %41

X LE T 5 1) 52 SCHFRE A 54T I 28 B A 4
* Firepower 6 %ij [ 1G SX FTW HL47 5 /W £5 18t (FPR-NM-6X1SX-F)
* Firepower 6 %fi 1 10G SR FTW A7 % 9 4B E (FPR-NM-6X10SR-F)
* Firepower 6 ¥jii 1 10G LR FTW A % [ £8 A5 (FPR-NM-6X10LR-F)

* Firepower 2 %fi 1 40G SR FTW FLA7 55 W 48 45 Ht (FPR-NM-2X40G-F)
BT HREATHI DL o 11X«
*1. 2
*3. 4
*5. 6
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B vz

SE RS

FXOS HUAEER A S H B R . B4E FXOS HUAR I 225 i s AR W & b T LIS R, 80K 75 2
ARV S BB OB A IE R MTU W
FXOS ML b H 2 Fe ok MTU 2 9184,

wiEEORTE

P$IB1 EPED (Interfaces) $1JT Interfaces LI

“$: 1 (Interfaces)” L[ B2/ 410 O e e i I E R R B, B MRt ez v,
P2 AR D OO N AT el dRAE (Edit), TT9T T 4R4E1E O (Edit Interface) X iGHE,
T3 FHHEED, Wik /A (Enable) SIEHE, BEAAHHE D, 1EHUYIET B (Enable) KA.

LA (ATk) MZEB (Type) FH AR PIEFREIE (data), Kb R E HEHEHL 10, EHE firepower &
4 (firepower-eventing), LUK%IOMCE A Firepower ZiFi: 1, 4% HEE (mgmt), LUK DD

BN,
EB IR E R (Cluster) 28
i,

IS (n[ik) MIEE (Speed) | H7414 rhik FpE B .
FIE6 il OK.

BEEROMNEERS
UK

$IE1 EPHED (Interfaces) 1T Interfaces VL.
“¥z 1 (Interfaces)” UL [ THFB 27 107 e e I B R R B, MRt ez nyEL.

TR2 TR OV BRI RN R O, ESRAT LN R AEZ

s T B O FRIRSWCE NS T, 1 s AR B O “ARFS (State)” I EZH
(Disabled) JT5¢, #3ETESCH ER A (Enabled). 1iliE (Yes), AT

P BRGSO CR o BLELOL R 7 PR R ARSI 1 AR A8 DAy 2 (2

s EOR R O HURAS T SO AR, W AU AR 2 ) IR (State)” BEFFIMEB R A
(Enabled) J7%, ¥¥& & HSCH 22 (Disabled). /i (Yes), Al K.

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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oigmnEs [l

B IR BRSSO CA T o DLUEDUL R R BILNTRT N2 10 Rt 22 D K 6

CUEESANBERES

%
g
—

%
g
N

$IES
IR

TIE7

EtherChannel CUHK Ay v I1MIE ) 52 AT AL 16 AR ple a4 11
2 FXOS P4 & EtherChannel i, EtherChannel #4b T-#£#2 (Suspended) R 74, B 2K LAl
W, BB ST . EtherChannel 76 LA R 55 N KB HEFRIR A

* EtherChannel V% Il Ay Jit 373 %8 15 % 1 400 Bl A iy 11

* EtherChannell %5 il 4 1k SEHE— 3020 (138 5 5 2% (1) 7 B ER CCL iy 1]

* EtherChannell ASIIA /R 5RAF 7, HLZRDAT AN RHUI T SR A (1038 4580 2% 10 B o
I

W7, EtherChannel 7E&04 ' 7 BC R B S AT A IEH TAE. W RN %4 R EtherChannel
MR IZ 4515 45, EtherChannel ¥k 52 4 3EEE (Suspended) R 7.

FrigZ Hl

FXOS P AT BB SR 1 B P (LACP) 43 T SCHF EtherChannelo  FATTHE BCRFIE A A Lt
FIE R “W53) (Active)” B, DLSZBlE AL A E.

UK

EPE#EO (Interfaces) 17T Interfaces UL
“H 1 (Interfaces)” LRI TR TR AT O L22E M O E M ERE, £ FRPIRUt O 38 051%.

A O£ 7R nis O@iE (Add Port Channel), 7] #] JF7/nif ;&8 (Add Port Channel) %I
G HE .

{t i [383E ID (Port Channel ID) 7 B¢ H 4 A HIEIE ID. ARUEN T 15 47 Z [,
BRSBTS 48 N AEREYSBIRE R TR o W RN AR i TR TE 48 P T AR TR il GE
#, %0 LY EtherChannel B & ANF) ID, R OiEFE “4ERE (Cluster)” 28, ANERAT M3 105
i 45 52 EtherChannel.

BA M OEIE, & B (Enable) BIEME., TEEH by DliE, 1HIEES /B (Enable) &%
HE

MZERY (Type) NI ke TMER: KHE (Data). EIE (Mgmt) B EEEf (Cluster).
WAL, 1N HEO (Interfaces) 1EJi1< .

FUK O N B Ul TE, 15 7E A A% O (Available Interface) 5']2'%*‘%?"&% H, filiifkhniEo
(Add Interface), K BEE “m b ID (Member ID)” 514, i 2 AT LLR I 16 AN [F]— 288 Al
FERIFE
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B AN . BRI D, W R R L, R A Cerl B . Bk
P MR E ], TEREE R RIS MR, R, AERAT Shift BEFFEIN, Rl RS
il e — A

SR8 LI FUEE MBI, A €85t ID (Member ID)” F113 2 LA (G AIBR (Delete) 1241 .
FIB9 il Settings (BEHE) EIK.

S0 HNGEE (Speed) 4517 ok #6311 IHLIE P o

FE]N kil OK.

A& 77 > B4

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)

PR AR5 B 4 el e B 2 S8 U T FXOS BUAR o 87T LU FH 23 S 2k 4R it 4 4 10 Gbps 3t
1, AR A 40 Gbps i [ 1.

FHiEZ Al
FAT TR GAT D Re i3 AT 2, 23 33 G

UK

EFH4ED (Interfaces) 77T Interfaces VLM .

“$Z 1 (Interfaces)” VL IH JHHB B/ 4107 O 2235 B I B R, 8 FRPHRAt O ey £,
F O N AT H R 43 320 11 (Breakout Port)” bR K 7R BENE S 74 SZER B0 H 24 B AR L B o0 SCRF 152
Mo XTFORCE A SRS, i F SN =ca (B, DOKI2/1/1. 2/1/2. 2/1/3
F2/1/4)

FKE 40 Gbps #2 14529 4 A~ 10 Gbps #21-, iHHAT LR #4E

a) AR DTS N (1 43 32 3% O (Breakout Port) 4.
“f) % 53 37 11 (Breakout Port Creation)” X URAHEST T, ZEREHHU S AR E4RSL, IS EHUAH
B

b) i Yes () #HTHAIA,
Firepower HIFH H ), #5& 4% 108540 4 /> 10 Gbps #1H o

FLKE 4 A 10 Gbps 7 SCH VLA M) BN 40 Gbps 8211, IHPAT AT #4E

a) RS RO FTA N T IR (Delete).
BRI UEAEST IF, HOREHA S AR B4R, JREE IR A TR 4 AN SCRE VAR WA B, HLAE R
=P

b) il Yes () #ETHAIA,
Firepower HUFHH T, 5 14 L #4604y B4 40 Gbps #2171,



10.

#

BRI

s RTEMB, #1190

o BTN ASA WA, 8121 0L

o QU@L P B AR v, S8 123 TT

o« FREAERE, W 125 W

o RTINS HE, % 138 1T

o FERNT I LS Radware DefensePro 4555 , 25 140 1T
« FENUAT N EERE LIS Radware DefensePro 4555 , 25 141 1
* JFJ8 UDP/TCP i I F1 A ] vDP Web 5%, 5 142 1T

o ERBIN BB SIS, 5 143 1T

o MEREH e, 5 144 1

o WHIBR L5 AR B A AN ORIR R 581, 35 144 T

A Y 1 [ - | \rL
XFZEEE
i ] Firepower WA E BRI “ 1@ 4145 " (Logical Devices) JUIMIAIEE . a4 AN ERIZH K -
G @ I &I, FXOS HUARE H 5 | S5 ik 24 e MR RS oK 5 | A e e o R R L
HEIE BT 1) iy 5 | 48, Sre A HLAE N AR I 00 T #E% 21 Firepower ALAE 25610 I A7 %4
SIS SHIE SR e &
AT LG LU R PRI R s 2 —

A

AR AR AR FXOS I F, N REEIE ST oA R AR B . HA)iE UL,
RIEC R AR, WIANGEAE A2 i QU IR, R4 (0 P A~ IZ 4R B
QIR
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B xF=Eses

A

AR QUREIELERC AR, W AENUAT T RIPTA B L m] R BN AN RN
IERAF2RA . TR, BT LUSA TR E B SRR AN RIRRCAS , (HBITAT B Ll Zi G 508 ] 2R
(KB

* 37, (Standalone) - 5 1] LA 22234 4E Firepower HIAH ) REAN 22 0y 5 G M I8 AR W 4%

 JEl¥ (Cluster) - AR, 0] LUK 2 A2 BRI G il MRS . SRR RA A B
TAERENE CEEL RS AT RN RS A R AN 2 AN B U AR
Firepower 9300 %5 2 B HR B 25 SCHEHLAT N A HE

“IBEE % (Logical Devices) UL & FEAN FXOS HUAS 2 APt/ 51 85 1 2055 i@ v 46 10 4 BLIX
5.
BEAMIZ A DA S PR A LU R R
© WHB A HIME— 24K
o ARG L) EENV A RR, B ASA 5 FTD.
« P A, B “H57” (Standalone) B, “#EHE” (Clustered).
* IR (Status) - WIRIEH B A PR
U SE AL (OK) - 2 4H 15 4 e B 5E 1k
K5E L E (incomplete-configuration) - 325 15 44l B K 58 o

REAMIZ A DR L DL A5 R
AR (Security Module) - ‘B8 22 4R
* 3iij 1 (Ports) - 7~ 73 B 45 Y. FH S48 o 11
* . H] (Application) - @722 FIsAT N H .
* AR (Version) - {7~ 22 R FIz AT 1N H IR A RiUAS 5

)

% % Firepower JMpBi HHIE 4 £ 110 5 064 1] Firepower RS, A S ML
Firepower YA L2411 “IB48IRE " (Logical Devices)> “47i8” (Edit) fl “ %
47 (System) > “EEHi” (Updates) L[+ . Firepower HLARHE EL 45 7E X LE v i) |
BRI AT TG Firepower JBM B A1 I8 45 5 4 (K P RRAS (CSP S
Firepower #5718 o

* F 4 [P (Management IP) - Y7 73 O AE A @ 48 W 24 7 2 1P (1A HE TP il
* F 2 URL (Management URL) - It 7 73 L 45 W FH SE49 1) 457 B URL.
* WK (Gateway) - {773 FC 25 I FH S48 1) 19X 26 1 S s i
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tEmze AsAiZiEes I

* FHLi; 1 (Management Port) - {715 3t 45 I FH S 481 14 4 B3 11
< JR7 (Status) - TN S B EPIRA :

7E4% (Online) - N IEFEIS AT R 1A%

2% (Offline) - N 5 b9 HAN AT 4% o

IEAE 2245 (Installing) - [ 22345 IEAEHEAT

K223 (Not Installed) - [ JH R 2225 o

RS (Install Failed) - N 2258 2

IEAEJ3 3l (Starting) - N IEAE 3.

JA BRI (Start Failed) - I H i 5 2R

LA 3l (Started) - B FH B A 2)),  IEAE 554 B AR BBk

TEAE1E 11 (Stopping) - N IEAEE 1.

15 112K (Stop Failed) - W JEiZib NS 4R

MR (Not Responding) - N FH A Hi 5

IEAETSHT (Updating) - N R AF IEZETH ]

BT R (Update Failed) - B FH 40T R IK .

) (Update Succeeded) - N FH A T+ e 2«

tIE ML AY ASA IBEEIE &

0T LA FXOS WA e RS 2 i/ 51 3 G I8 £ . 1 Firepower 9300 55 2 i1
% b, R CECE TR, WIORVEGIEMA B R . TEMIEREERE, RS A RERE ML %

(Aik) 1&n] LL22 3% 58 = 7 Radware DefensePro MEUL-F- & LIAF 4 —I5 DDoS ¥ AT R %5, T
HAT T it LA ASA B kKBS 2 87 GES < T IRSSHE , 26 138 70D &

R IAEN AR P I AT R b 22 R — SRMM AR A H AT ANSCRP A T AR R A TR, A
Bea] LS AT R 5E B M I ANRIRRCAS s ABITAT R A2 C 0 (7] — R AL (R I AR e 4%
FHIEZ Al

R AR TIB B A 1 Ay S |8 O E T IB AR A, DA S BRI 1B AR A
CHEZAMBRIZ &, 55 144 50 &
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B oEnumasABERs

* M\ Cisco.com | ZZ A T 8 v 45 1 N % (S M\ Cisco.com FEZ , 23270 , 2R
Ja K efg EAER] FXOS HUAH (IS ) g AL 3 Firepower %42 %, 5532 51D o

* e EDE R Yot ST 1A B
UK

P11 EFIBEEIRE (Logical Devices) 1 JT “FHi 1 %" (Logical Devices) UMl
“EEHWR” (Logical Devices) UL s fEHLAA F L E AR B0 . WER MRS BATTIZ 1
o WRGHK s — 2R W UG B B
W$IE2 LRI E (Add Device), AT IFARANILE (Add Device) X[ iFfiE.
HE3 N IEE 2R (Device Name), 15 A E K &I —NLIK,
FIRA X TR (Template), HEFBERIBIERN R LR % (Cisco Adaptive Security Appliance).
PSS X TERIGRLZA (Image Version), i IEFE ASA #AFRA
F$IE6 X Ti&EER (Device Mode), i s diJh 3 (Standalone) L% %4
$E1 ALE#AE (0K).
Btwefs Won B - W& AR (Provisioning - device name) % 1
PIR8 JEITEIER O (Data Ports) XK, AR5 miihi B40 WO 45 e 4 1O REAN 0 1
g X I i U VN5 Y A

REK Eor “ASA it E (ASA Configuration)” X1 .

$IB10 4 —f315 2 (General Information) i£1-F b, 52/ FAIEAE:
a) {F Firepower 9300 55 Z btk 6 I, 18 “ 2 AL FE (Security Module Selection)” "R, il
AL T I R & ) iy, k.
b) MEIEFE O (Management Interface) | i 5138 H 1 8 5 150 46 B FH (045 B2 10
©) FEERAIGOLTN, BoE B
BEAE B TGS e ARy o i B b A B 1 A B TP bbbt ks ] T-3%$% ASDM [ TP
Hohk .

1 JAHb3EZERY (Address Type) | 7412 bk FHb bk,

2 {p%&I2 IP (Management IP) 7Btrf, Jc & A IP Hhuhik.

3 AR IEES (Network Mask) BUATE34CE (Prefix Length).
4 i N (Network Gateway) Hilif.

HIB1 {8 E (Settings) ETHi-Kr, 7EZA8 (Password) FEPHIA “HBLEL (admin)” F J 550,

FIE12 HE (OK) X “ASA B E 7 (ASA Configuration) XJ i .

PR 13 SHRTE (Save).
Firepower W4 JR#AE RGUIERL R B8R E ARARRAS, RS | 3 F e BRI PR 1 B B HE IR 3R
()22 AR 5 | R B B £
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nmrempmsEss I

Bl 2 I0 3L B B N Z AR IR

A

1T LAl FXOS HUAR 22258 I REAS 22 At/ 5 | 45 QIO 8 158 % - #F Firepower 9300 %5 2 HiH 15
% b, R OECE TER, WICIECI M IR . T EINPRAERE, AR5 A RN BT R

iR

~

(AJ#%E) 18] LL22 2% 58 = 7 Radware DefensePro MEULF- & LIAF 4 —I5 DDoS K FIT 2 R %5, T
A T2z W 1Y) Firepower JEUMSHEIEZ % & 00 GES ST IRSBE . 5 138 11D &

R

TS IAENLFE T T AR ER b2 (] — 2R s H AT SCReA LA R k. s, B
Benl LS AT 2 B R AN IRAS,  AE BT AT A5 H o Z i 4 () — S AL R 8 ke 4% o
Fria Z |
o U A AE T TR AR A I e Ay B L CRCE TR, A eI R EIAT 1B AR B A
GES MR A, 5144 70
* M\ Cisco.com N &5 H] T8 ¥ 4 (1 8 JHMUE (G52 M Cisco.com FEMMG , 532750 , A
JE ¥ LG b AR 2] FXOS MR GES RIS AL 2] Firepower 2404, 5532 70D
* FLEE R BT S O EIEU R DRE AN RO . B, STl
i Firepower SHF-4: 11, AR T F4Hm & (a0 Web FH4F)
gz
EFHB AL % (Logical Devices) 1 7 “@H# ¥ #” (Logical Devices) B [f .

“WHEY %" (Logical Devices) TUIH W~ AENLAE _FIECE M@K & 5K . W MR EA T2 %
%y MRGR Bs— 4R WS DL 2
AR NI & (Add Device), 7] ITRINIEE (Add Device) XJ iEHE .
i Ti% & B FR (Device Name), 1 4B IR — N2 K.
HEAAFRH FXOS HUAR & BE G | B8] 10 B A HE e DL RO TR 15 BN R AE e iy 5 | 48 Pl
H & 4R
%} T84 (Template), 15+ Cisco Firepower BLiBA1E (Cisco Firepower Threat Defense).
Xt T-BRAG AR ZS (Image Version), 1i1% £ 50 W S5 A1 40 A4 AN
XTI EIETR, (Device Mode), i & iiJh 37 (Standalone) FLiEF4 4]
M E (0K).
BrHes Won ARG - %% AR (Provisioning - device name) % 1

JETT i #Ein O (Data Ports) X, RJ5 midi 20 Hogs e MR E H

Cisco FXOS Firepower HlfEE R E R B, 2101) i
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BEgE |

B3I S BN B B R &

TEN

TIE12
P13

TIE14

HAWASAT D Re s AT DL TR R @ o dn AR [ I 3 Bl —ANBE LRS84 70 o (1 /4%
F U] 48 R, AR MO L. AT ZAE 5T Thae, DIt R A J
B, AR ERANMR

s B R B AR

RGUK R B T HE

E—f%15 2 (General Information) i3 £ [, 5 FAIERAE:
a) {F Firepower 9300 % Z itk 4 [, 1F “ 2 AMHLIERE (Security Module Selection)” FIfl, £
TEALH T S % (1) e i, Kk .
b) NEIEIEDO (Management Interface) [~ 7413 " F38 45 15 4% 20 F 0 B2 11
RIS — A SCREFSRAT DI Re R O “3 81”7 (Management) #2111, TSI B — 42815 11
B IR MO XA
©) fE “4%P (management)” &, MCE PO
1 btk 2B (Address Type) 7513 Pk Sk,
2 /TR IP (Management IP) 7-Bof, B AH IP Huhil.
3 N LEHERY (Network Mask) i Fi434</E (Prefix Length).
4

AN MM X (Network Gateway) Hilil:.

TEIRE (Settings) LTI I, 58 FH#EE:

a) 7E;EME A (Registration Key) 7B, H AVENHY A1 ZAE Firepower 45 B AL IR £ 2 M L2 )
HEH .

b) {EZFAY (Password) 7B, A&,

) 7t Firepower &I%2 () IP (Firepower Management Center IP) ‘7 B: 1, 4 A1 T45 FLIK) Firepower
EBLHULE) TP HhE

d) 7r#8 &1 (Search Domains) 7B, A B &ML RIBYIR (HESHEIT) .

©) EFEP T KEEA:  “iFEW (Transparent)” f “#H (Routed)” .

f) 7& DNS BR$5 88 (DNS Servers) 7B, SN\t # 1% DNS JR%&#51%, JESHIT.

g) ERLMREEMNZ (Fully Qualified Hostname) 7B, S A BV #4516 52 42 IR 2 44 %

h) JEPEARI% Firepower SHAEN A A E . Wk 3R, KAl A
LR 8 K% Firepower HAF I I, W50k 452 LTBLEN firepower-eventing ¥ 11 . A XTHEAE
B, 1S RT Firepower %4k &0 , 5 113 T,

FEWY (Agreement) BT b, DI 2325 20 P VE ] X (EULA).
MEFAE (OK), 1 AL E X T HE .

M R7F (Save).
Firepower I 4" 54 RGTIE IS N 45 € ARAERRAS, 555 | 50 T RIS B 1 e B 4t B4
(1) 22 AR 5 | AT B
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A E AT
MR, B2 B SAG RN E .. SRR RSN ERErE G AR
=AW RIS RESE LA R A Z AR A IURYE . AE 2 MY Firepower 9300
SCRERUAR SRR, RIRT UK S AN LAR i T B o A 38— Nl o Rt al 4 PR 2 LA 40
AL E AR R SRR MURE AR S PR ¥ #% (Il Firepower 4100 341D [RIME—1%+%,

XF FXO0S #1558 LRy RE
S B 7524 T A B FXOS BURT 1A BALEN e DL B

o h v (B AE B AR T RE RS CBRAISDUE, A0 M o Al 48) o X THM A EERE (IR
Firepower 9300) , U4 H Firepower 93005 AT SEAFIR(F . X THUAR LR, FTEF3)
P B2 11 L B EtherChannel LREATHLA (A1

s EN H P R G| S AP ELE .

FERE RN, FXOS MUAE 35 5 | 5 A5 | SR P RC B HEIL B S A BEL IR SRR I i
$2 0 B ILASERE R E RN % RIS EE 1 SUERRERRES, vl LA PO 5 S A8 e i
A P m) S A A TR

o W O B 11 O I X 4 % 1 O B 45 SR

ST A AERE, 5 M54 O RABR T EtherChannel, S SE#E2518L. Firepower 930045
5476 P95 F ] EtherChannel £A, it & 8301 BL 52 0 LI 2 AN, AT 4 4
CIRAIHR ] T B M Ao 0 THUARS I SERE, 2500 T AT 3l 482 11 46 1] 5 /9 4% EtherChannel .

Y

IR BRI O LUN, AR

* AR (B B A% S O B 1
LA B 23 3R (AT S B ARE M S A it 1 B 22 PEAR A R

ITREHENHZIEAE
GBI — NP R B R B BT A A R B4
S ANAE A EIAT IR s AR, A 52 A

A SR

AR TR I B AT HH oy T 48 4 1 B BhIEAT G e 0P THLAE S, e e B B o XETAL
FEIRVAERE, UK — A2 N L D 2 EtherChannel.  HEAEHEZR Y EtherChannel A1 F Firepower
9300 T BHEATHLAR N SRR E AR EIEAS
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BEgE |
B T rxos s e

XFTA 2 AR IR TGRS, TS 20K SR R R\ — DU R 2 ) — A . SR P
PRI, W2 — 6 B R AR, SR IR RS R AL, & S EUR T I & IR Bt R A i
10 0 RS L AU BT B, SRR TR B T 2 IR B 3T T

SRR T B U e L AR P TR e AT e U

R E N AE B SR R SR RHT B SRR KN

WIERWTRE, MoK AR RE I 10 KN BE s SRRSO T Ak DTS, DA SRR 1 B % v] LA
3L B e N ol

SRS T B I U e 2 RS TN OB B B SRS ) R B A — & 0 I ] PR 3AT R K/
AN o A it R R/ R T S B A PR R B T A AE KR TR D RE M i . Bl

* NAT 2RI OB B AR, 5 200 B A R [T AT PR R4, R L R B A R e 4 o
T MU AAA 2T IhRE, PP il E A H R B B
o ARG B0y AN, AR SN R AT PR, PR B IR O AR TR B
o

Y A e TR AR A B T LA B SR A A B 7 B 0 S DS SRS, 05 1 E LA e FR

A

AR R DA R A IR (AR ) R, NS ISR B 0 AR KD

HLFE B SRR R SRR R BB U R

NELER T W e A R e (VSS) B R @38 (vPC) P88 44 ] EtherChannel 1 ) 8R4
Till#E % . EtherChannel " (1) BT A B 2% #OE 1H B0 RS . S VSS B4 vPC [1—#B 50, R8n] LK
[i]— EtherChannel ") FXOS HLAH #3423 VSS 5 vPC R F A bl bl M [ — A4
EtherChannel % FUBTEH2 OIS, AP & S8R A8 HpLIAT A g — & AL —FF . W,
I EtherChannel & % % A ¥, 1i3EES W 4% EtherChannel

i i i
Firepowerd Firepower2 Firepower3
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BHERE

xrmosismes ]

A6 (B SR RE R SR RHIZ B SRR AT R 1

EIE N 4R

EERM®

N T IREEREE I BE R (T BE, A 2 M AR IR IR ] (RTT) 456 2/ T 20 2270 . thd KIEIR RE A5 1Y
SR AN I A B 2B AR B A I I . R AT AEIR, VS AR A L ) AR B %L AT ping
23 (B8

SRR I R AT S, AT E P B FF R L s DL I, b T P A e P i

A VUK T WA AR B N RS eI gt S AR PR B O B TR

SRR DL ERE AC A B (Management) 288982 0, 04 R AR T 5 W 4% (Spanned) 2 H A7 2k F M
O, w0, WU HBSEE RN

XITASA, FHHAFIP HIME R 2R T 0T 3 AR [ etk 4 ] DARC B — N bl
RS CRUFR AT B AAEN D ARREAE G P A bt bl o = A4 1P Mk R At thuhk i 42
— PRV BRSO, AR IP MR R A ) A, AR AT LS 4
Feo ANt IP b T, AR SR AR A A flhn,  nT DU R ) AR 1P ok
PHAEHE, IZMBNEAR L0 BT s . B BN O, T DR RARHE TP Hukk . X T TFTP
BRG H B E IR, ARG A AE N I REN A AR A A HE TP bk oR 32 3 IR 254

X} ¥ Firepower BB fH, 17 1) [F]— P9 2% b (RN 25 0 B 28 TP kil o BBk & e e 3 A il
N, A X TP k.

£ 2& EtherChannel

TEnT LK AR I — N B AN T4 s S A vh P LA 1) EtherChannel.  EtherChannel 58 18
TR R RS O B . R E AR SRR B 97 K AR T AT ARG 5 9 2% EtherChannel.
{EE AR, EtherChannel 0 B b HUA —AN 1P Huhil (26 e 1. BB WARECR, 1P Mk 4y fic £
BVI M AE MM A B a2 11 . 51483945 8 T EtherChannel [ 45 1) 3 A4 o
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B ssvsss

Firepoweri

i®OiAE 5

5 1D LUK 55 245 E A9 MAC tthiit
S5 T LI TR DR . J B0 0 5 24 1D

i i ID 5530 RURE E I MAC il TP M hEC G A H o BEAE Ak ) 5l 40 A5 HH i UK 2 1) MAC Hbik
RUIP kb, i SRR B B 48 T 42 5 MAC Sl RN TP bk b3 g T B 128 B L PASAS i) i
B AN SR AR R 42 J5) MAC Huhlk, 530 MAC Huhb$85); M, EAUERAES 5 MAC Hs
BEo FUAT A5 M 4% EtherChannel [18% PRS2 SZ 700 S0 2 (19 MAC ki A0 1P Mkl

3l 51D B FAE A LISP K 2 et A% sl

SRvEFH

HLAR B RE AN R E K

SR T AR
* %1 Firepower 4100 51 FrA AL, ]85 . %] T Firepower 9300: T % B4 20
A28, S AT LATE S WA P 22 BN [ Bt 1) e A, (R R AR e I T A R 2 T
et
* BRUHTIUE TS, AHEAT 56 A M AT IK) FXOS #Ak
WA ERE D, R A R DS, il MR B D . EtherChannel |
FHFE T AR RIS . TR AP AN ) 9 28 BRI, AR Z5005 2 LA R 4 fF: R
TAHIFRE D ID, 28R ZRUCH,  Hoe 1 n 2% T 7] — %5 9 4% EtherChannel '1'o HVER, T
A B e 1 AU AR IR AR 1) EtherChannel
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maemnEsEn |

« A IR — & NTP k5545 XFT Firepower @Y 1, Firepower & BE A/ Coth t4 25048 H [H]—
NTP 4545, B2 F8h s E M.

 {§TFH ASA B, 20 ) VAU WA N s X T Firepower B8, i V5 1] 34 B Firepower
(e LIV SEN

HFE B SRR Rt o & 5

* 1545 A S0 56 A B LG B IR HUAR IR T 4T EtherChannel J& D) 2 2 #AHLS,  FAE FXOS Bl
GEN R

I RFESCRFIIHMINE, S (Cisco FXOS HEED .

H [5) SR RF HI 6 S SR T

C M
* Firepower 9300 F-[¥] ASA - SCEFHUAR A LA RDR1, s (R A7
* Firepower 4100 41 F[1) ASA - SCREFLA A1 s (M AR HE o
* Firepower 9300 _|-¥] Firepower Jgl/BpS5 1 - SCREHLAR A FIHLAR R S48 -
* Firepower 4100 %41 (1) Firepower B - S FH LA R 20
* Radware DefensePro - X T405 ASA HIHUR AR SCFF

A8 (8] SR RE RY 32 AL

* XT- ASR 9006, 4 RZAR EAEERIA MTU, K ASR #10 MTU W& N L4 MTU £ 14 4>
T . BRAE ) mtu-ignore ET5, 150 OSPF ABITx a5 24 il fe s ok Me, iEvER, 4
MTU 5 ASR IPv4 MTU AHULURL .,

o 7E T AR B R B 12 RS L, T ARG PR A 1 B AR B 45 R AT e Ly 11 i3 T2
B PortFast K NPRFTBE S IIATEME AL AR

o YT HHML_L )5 W 4% EtherChannel 45 25 18 1, S 0] LIAAZ HepL L i) — Nl 22 11 ) B ik
LACP # %,

s EATHNL L, FATEBAE ] LU b —F EtherChannel $7 8417 5%::  source-dest-ip £
source-dest-ip-port (i % i) L El Nexus OS FI/EEl 10S port-channel load-balance 7 %) . 1%
IIAE BB E AL OB vian, 502 SEUL IR BRE P 3 R R A 152
S EERA M A B i

* YURZERZ #e | b T £ EtherChannel H 471835502, MAS #ed/l L EtherChannel 32 145327 i 457
IEE R, A OB 8. AR S T i AL S 2 BT S AEAELEIR .

o T N AE P THI R SR 1Y) EtherChannel £2 1 F 24 VR Nexus 22 #4145 F LACP Graceful Convergence
e
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BEgE |
B massmEsEN

BRI R B RR B AT BT I 28 BN IGUE SR 4 )RR I0 A . AR TP R B, b€ n) I AT IE
IS 4 A o AT HHLIRUE S 4 SRR A A] B T BUR B 258

* Uiy 1383 40 o W ] TR AN 88 e TIE 2 11 keepalive [H] B o

* 7 Supervisor 2T EtherChannel -, BRINWESINAE 3 BLHEE HIG NSV O T 8EfAE VSS it
S EAN G RO, TR 2 3 e e A i A P 8 S0 B SO [ B
router(config)# port-channelidhash-distributionfixed

V)4 R R T TR AR BN VSS AR RE R Al Y 3 NS

#7518 &£ B£ B9 EtherChannel

o N TIERAS AL, 1 EtherChannel BiU1E 0 “ 3230 (Active)” ;5 FXOS HLFH A SZHF ON B
3o LT T A e s A2 i

« BRIMEBL N R 0K FXOS EtherChannel ] LACP S 1 4 1 o 188 ] fg 8y 1 8 5 0 11
TR (AL 30 70, M3 BUREHE B PRGBS ib s WERTE TP IIER . 3RAT
HEBUECK LACP RSO U M BT AT el “ 307 LACP Sl

firepower# scope org

firepower /org # scope lacppolicy default
firepower /org/lacppolicy# set lacp-rate fast
firepower /org* # commit-buffer

* JEAK T 15.1(1)S2 [¥) Catalyst 3750-X JBEL 10S BAFRAH,  BLAETE B 4 AN #7414 EtherChannel

RTINS . FEBRNS LB E N, WREEHE S IE AR 45 EtherChannel, W™ 348
BRI, RS AAZ WL EtherChannel AN4x 1E# TAF. S ma A, ii# stack-mac
persistent timer 7y 2 B — NS KM, DAIB IS SR E B, 8 sphEi iRk
0. B, AT AT B S nAR e A MUK AR A, 1l 15.1(1)S2.

o B 2% 5 45 A Hh EtherChannel Bt & - 1545 0 0 5 W 4% EtherChannel 1% #5454 EtherChannel
3 Y M B B AT A L

15 M 2% EtherChannel - X -5 8k BT A3 SR 8F 1 53 I S48 0 % 15 (9 4% EtherChannel, fT7 4% 1
FEAS N 5 FF 0 —A> EtherChannelo 58 £R5FN 4 L #0822 e b1 ] — AN JE a4
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BERE

IEfi#y

VLAN 101
i O] 1 1

/\

Ethis B

maemnEsEn |

Szl
i
N101| | mmgnwsn ¢
HNE 1| |
Eth1/1
FP2
50 2 :

A
U

O 3

ik 4

Eth

Eth1/1

FP3

% 24 ANl EtherChannel - % T8 15 25 A EtherChannel, ALFE 4 82 B2 1) B 4% 0 & 1K 4F
fi] EtherChannel, 15452 7EAC #AL LI #7011 EtherChannel; 1527 EAC AL oK 2 N 4E
%4 EtherChannel 75 78— EtherChannel.

VLAN 101|| SEEHTHIEEE

HOiHE 1| RO@EE48  Fpe
Fa /) BLER 14 ,
1 W
=
i 2 | | W DB 48

n!dl:l:?_i% SN B 1 i
] | EECEE
u =

S s 3 | W il 48

9 D‘;% £y bR 11
{ ] (I EEEEE
St Sl

i O 3 CiIE 48

lﬂl:l;?_i\ﬁl ¥ rav okl FP4
{ ) (RS
L

A3l

AN 101
i 1

SEHTHIEEER
iHOEIE 48
£ B 11

| Jwaxmae
L

iBE
TaE R

\ Josie

Nt

i Qi 48
P CEC RG]

1

| Juzme

F
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B s=zass

HivME
« FATEE VUK EtherChannel 3% 8] VSS 8¢ vPC, PASEILTUAY .

AEPLAEN, EANREN LS 2 BT AR A, AN REAE SRR s AT Fofh 2 i A 2iine
ERENAE AT .

SHEKIANLE
SR IR 1T L3 4.

BCE ASA 5 7F

AT LONFXOS HUAT & B | A vl B A . HE R G B T A AR E . X T HUAR ISR,
AU EREMHLRT . A8 DY LB Ra, BrLUR S| SRPRENS - MUER
FIBNN B, SRR

FHi6 Z Al

* S 25Nt Firepower 9300 HLAR HH 4=l 3 MG 5 AR,  BIALREAAT 20 . WAL
FATHE 3 ML, B AL IEH TR,

* /£ 0 (Interfaces) WEI-R I, WURACFEATAT R R, W s 13038 48 SERERAE: LINIETT
AR7S (Operation State)s i 7~ 4 KW (failed). X THUAH PN AERE, I EtherChannel Jo 75 AT A7 A% 52
B, 0] 208 IS AT IRAS (Operational State).

UK

T HEERZA, 20N “BdlE (Data)” 2878 11088 EtherChannel (HHFR Ay HIEE) . 1S
gt W IE , 55 117 B D@, 5 116 T,
2 Ja, AT DK B 0 N B AR
XTTHUAR MVEERE,  Pra B4 1120 2 /b — A B #2111 EtherChannelo 7EREANHLAR_E A
[f]— EtherChannel.

P2 N “E P (Management)” 882 15 EtherChannel. 15 2[5 (i ¢y | 1@ IE , 25 117 DUE4m iz
J&YE, 55 116 T
PTG EAERE, £ & LA AR R R« 2L (Management) #% 11

SIR3 XTHUERSERE, o I 48 WIS S L, AR R
WERAE A L, A SRR S B R B, Firepower HUARE HLas S5 IA N AR LA 4R
BE, IR HASESH1A8 TD (Chassis TD) 8. & WU LR IR OB 1.

YIR4 IEFBIRIRE (Logical Devices) 1T “i@# 1 %" (Logical Devices) ULl
“EHWA” (Logical Devices) UL 2 /RfENLA FACE PR A& HIFR . Wi R Bl EAT 24 1
%, WIRGER SR 4R WS DL & .

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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BHERE

P17
$IES
P9
PE10

TEN

$IE12

$IE13
TIE14

$IE15

$IE16

L1

SIE18

mEAsALE

MR & (Add Device), M7 JFRMMIEE (Add Device) X i HE,

WREHATA —ANER, RO MBI SRR IR AR R . e i b0 B A7 SRR AR DG I B
Y poB s B .

X TR & B FR (Device Name), i 4B B A LML — AN ZFR. FXOS MU B 5 | 48 FH 1% 44 PR & 4
RV LA O 1 AR A RRAS AR e R b A FH R AR B 2

X THRHR (Template), 15EFR BRI BIEN K 2R % (Cisco Adaptive Security Appliance).

X} T ARG AR A (Image Version), i51EF ASA #AFRRAS .

XTI EER (Device Mode), i i 828 (Cluster) LiE 4 .

MBI #EEf (Create New Cluster) FLIE4%H]

Mt OKo

WAL E T AT RO, 3 5%, RECKHR SRR e, PEAek R AR - B2
(Provisioning - device name) % 1.

BRONIEDL N, P4 L2 o B gh SR

i R R A B

ARG BN “ASA Jit'E (ASA Configuration)” XiFHE, L& 252 (Cluster Information) LK
LI

{EMLFE ID (Chassis ID) 7B, S ANAE ID. GRE P RS HLAE #8200 HIME— ID.

Tl AR, 7Euh R ID (Site ID) 7B N SEHLA IR0 25 ID (1 1 8 Z 340
TEEBEE A (Cluster Key) 7B, MR HIBERS 4 hilnt S i & 5 iy S0 2% 9.
LS PR KN 1 8 63 DNFIF M ASCI Z7 H o SL S8 FH /2R s Bl e J0UAS 52 i B i 4%
i, WHRREBRRAS PR R EER A, AR 2 LU SOk I% .

W EBEH AT (Cluster Group Name), X2 22 A HEEAC & A (R BEH A4 F5K

YRR K E A 1 B 38 NFIFH ASCIL F4FHi .

A EIRIE D (Management Interface), RS mr A PR .

PR PR b 2B (Address Type).

IAF B TR E 2 AR e & i B

a) 7EEIE IP it (Management IP Pool) 7Bt , FC'E A IP Hudikith, Horp—ANHbhbR 43 B gh 2101
FENMERER R, 7124 N DL 45 53 B TR S 46 kR &85 o H -
/A5 SRR R S ECEA [ k. 15 R, X T Firepower 9300, B 5 HLAE 200 HE 3
ANHE,  BMERIENE T A BGERE . ARy R AR, WIN AL S 2 k. JE TN E R A
REPLIP Huhl (FRAE “ EAEREIP ik ” ) ANAEUCHuhEbrp, 154 B AE R kg TAERE 1P My
BEOREA —AS TP Huhl . SRS TPv4 F1/8 IPv6 Mt

b) fi N LEHEES (Network Mask) B ATZ%1CE (Prefix Length).
©) HIANMLEM % (Network Gateway).

d) %y N EEFL IP Hilk (Virtual IP address).
I 1P Mk 2520 S et o 1 RN 4, (EARYERb B .

Cisco FXOS Firepower HlfEE R E R B, 2101) i
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B B & Firepower BRI FH IS B

HIR19 (Fi1&E (Settings) ETi-Krf, X} T 285 (Password), %A “HBLEL (admin)” FJ %504,
FIE20 L HE (OK) XM “ASA BLE ” (ASA Configuration) XJ i .
TR 2 UHRTF (Save).
FXOS HUAHE B |l 1k F 38045 78 (A RSOAR I [a) A 22 A HRATE L AR 5 | R e G B RN B 1
WE A B LR .
WX 22 A THUAA GRS, BT — VAR B R
a) {EH—AHLH Firepower YL E EESS b, S AN EREEHEMEE (Show Cluster Details)
Blbr: 2RI E
b) ERR| N —HUEE L1 Firepower YU E ELSS, JFL IR PR I H % % o
©) EPANINE EEE (Join an Existing Cluster).
d) g EHIECE (Copy config) HiLHE, K5 5THHE (OK). WIRHGHEE T ILEIEHE, T shii
ANBCE, PALECSS —MLAERCE .
e) {rEHIER¥MI5 2 (Copy Cluster Details) X[ iGHEF, KEMGSE — AWM WERE S, KRG A
E (OK).
) fidi B EA E bR, SERHE BB CE TS, AL L N

* 1% ID (Chassis ID) - % AME—IH1L4E ID.
* ufi &5 ID (Site ID) - i AN EHf AT A5 1D,
« 81 Z4A (Cluster Key) - CRTIETE) Hi A A AR % 8 .

Rl OK.
g) i Save.,
IR 23 P WA e R DL A e SRR E .

fic & Firepower B BH 11 62 3%

AT LA FXOS WU BES [ A iR A . AR G & AT A IIARE . X THUA R 4R
e, L AUPSREC BRI AE— DU EAREARRE: R, BT LU S SRR P RCE NS — L
MR BIENE P, SRR

FHiEZ |l

* NI Firepower 9300 LA 40 3 MSTHUARAE I HARHE, RIMEIES%AT et A AEL
EAT 3 A, RS IER TAE,

* 76350 (Interfaces) IR b, MRS R E: L, 3 @ 48 AR REE 1 1)IE1T
ARZS (Operation State)5 .7 4 K (failed). X THUAH P SERE, I EtherChannel JG i AT AA] 5% D2
I, 0] 26 6 IZ TR (Operational State).

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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BHERE

PIE8
$IE9
IR0
TEN

FIR12

B & Firepower BN B 1 & 8% [ |

UK

HELERE W, B/WIN—A “Hdl (Data)” FRAEE 115 EtherChannel (AR A3 IHE) o 15200
Ol MIE , 2 117 im0 g e, 2 116 1.

B2, ] DU B2 s o B4R A

W HURERISERE, P B8 1 b 20k 22 /b AT — AN 1 2 82 11 1) EtherChannel.  ZERENHUAR B0
[7]— EtherChannel.

SN “AFH (Management)” 257932 1 o}, EtherChannel. 152 5 61 @i L IEE , 55 117 WekgmiifE O
J&TE . 5116 UL,
X THUAETSERE, (U B InAETR ) “4 81”7 (Management) 4% .

RSPV IRIGERE, 1o L1 48 SN G2 11, ARG 42 R ot o
WERARS R, B IR E B &I, Firepower HUAHE BLAS 2 U0 BLAERE I HLAT N 4
#, JF HA G RHLEE 1D (Chassis ID) 7Bto fE& WU LRI R o4 1

(FJIE)  ¥N 0 Firepower S 1. WES I gnfade L EME , 55 116 1L,
#2112 Firepower BN £ 1 — 0 B B4 11 . B UL 11, #6204 Firepower @Bk B 41
CLI A& I 1P ik A 25, Blan, %nT LUK BRI Sh (EI M 45353 iRk,
W21 Firepower J8 Y5 1 6y 2225 "1 1] configure network 174 .
XFFHUAATRAERE, 7Ee- U Eus A R )z 0.

EPIB AR IR % (Logical Devices) 177 “&4# %45 ” (Logical Devices) T [f] .

“BHI " (Logical Devices) UL AN /N AEALAE L HC B I8 R 2 A3 o W SR R B BT 12
%, RGO Won 4RI L B .
MR % (Add Device), HJ4TIFRMIEE (Add Device) X iHHE,
MR HA MR, REUSPER SRR B 8 . A B A 4R AT Gl
PR 5 S
XTI & BFR (Device Name), 1 A& R AFRAE—/ N AR, FXOS HLUFEEHEL 5 |20 H 1 44 FRIC B4R
T/ PR E LS ICE s AR AT 2 e 3 v A (R S 24 PR
X184 (Template), ii5i%EFECisco Firepower Eii51 (Cisco Firepower Threat Defense).
X T RRIGRE A (Image Version), %1%+ Firepower /W55 1 A1 RAS o
7F 1 EZIEI (Device Mode) H, i 8EEE (Cluster) "PiL 44 .
MBI FTEEE (Create New Cluster) FLIE 44
Mt OKo
RS E TATMIMAL R 2%, REUSPR S EAERCEN . AR BRI - s K
(Provisioning - device name) % 1.
B O N S a8 D e B . HA RS T hae i A DU bR 2. e 0 iRk
() I 23 P — MR AT X AN 1, S35l B, A R O X R I, AT
BP 24T DhRe, UG SRR, T CA FL AN L. WUAR TR R T AN SR A 55 Bt vy 11
AASZFER HLAE A EtherChannel i 51
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B & Firepower BRI FH IS B

FIR13

TIE14

SIE15

S I%16

i B O R A LR
RAYH 7R “Cisco Firepower & HHY5 fHIBC & (Cisco Firepower Threat Defense Configuration)” %J 154

FEHLFE ID (Chassis ID) 7B, HANIAE ID. SEREA EEANHIFE #0208 FME— 1D,

EEEHE 2 (Cluster Information) T [, 5L N FB:

a) fE##8 ID (Chassis ID) B, i ANAE ID. SEHE IEEAHUAR #2504 FH E— ID.

b) 7EEERFEE (Cluster Key) T-BiH, W SEREHIE M 1 4 bl i & 5 0 B E 2 4
P RN 1 8] 63 NFFFI ASCH A7 H o 2B P TAE R 8. Ok IiA 52 £ s
BARTE, ORISR T A R, SN TGRA LSRRI,

©) W E&ERLH A (Cluster Group Name(), X/ 2 S AHEL & A (K EREL 4 o
HRRLBERSE R 1 3] 38 MR ASCIH F 15 .

d) M\E3IEFEN (Management Interface) |7 513 % $818 5% &% 2L F (09 HLRE 10 .
IR B — N SRR ST DI REI B TIAE ) “ L (Management) 42 111, T2 I 21— 4245 11
B SRR .

eI E (Settings) LI I, 5Ep N H#A%:

a) {EiEME A (Registration Key) “FB: 1, S A3 MHI R ZLAE Firepower 5 3 A0 F 4% 22 [ L2211
B

b) {EZFRY (Password) 7B, A&,

) 7t Firepower &I%E (> IP (Firepower Management Center IP) 7B, #i A1 T45 FLI{) Firepower
EELFULNT TP Mk

d) 7E#$EE (Search Domains) 7B, AR & KHEREIIER HESHRIT) -

©) MBHAIEIRS (Firewall Mode) [ $7%4% H ik ££1ERR (Transparent) 585 H (Routed).

f) 7t DNS BR5% 28 (DNS Servers) 7B, i\ Firepower & [JrS 11 ¥ 4% N 244 F () DNS JK 55 #8471 %

(5 .

8) T EREEN R (Fully Qualified Hostname) 7B, % A\ Firepower 8 Al % 45 1 576 42 bR &
AR

h) MEH4#£0O (Eventing Interface) 755, LK% Firepower FHAFR N M FH 8210, W
KIGE, RGO B,
SR E B L T Firepower FHF, L ZECE — AN EAE N firepower SR . RISy
Bo— AN A W SAT IhRE B E R “FHAF” (Eventing) #:11, WS — KB EHE, #HAE
SR IX AT .

73015 2 (Interface Information) JEI K9, HAEREH RS AL E — N7 38 P kb, M
HohE 2R (Address Type) [ H7413 rPag S, ARG A RAS e SMHIAS DL R 7B,
IR BTN A 3 AR E TP bk, B AR AT e, ORI 4 3
M, AR A S IER TAE.
a) {EEIR IP (Management IP) 7E{f, fic'E IP Mk,
TE [ — M 4% Foh RS 1P M.

b) i N 4&HERS (Network Mask) il BT434<E (Prefix Length).

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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| =Egs

$IE18
TIE19

$IE 20

TEN

TIE2

31O S |

©) HIANMLM K (Network Gateway) Hilil .

EWIY (Agreement) LT -K [, FYEeIte52 i & 7 el ¥ (EULA).

Rl#RE (OK), 1 JCH “Cisco Firepower Jak BB fHIFC & (Cisco Firepower Threat Defense Configuration)”

X EHE

R R7F (Save).

FXOS AU B 51 850 5N 248 7€ I A RRCAS I 0] B> 22 A B HAE IR AR 5 | R P e B RS R 1

WE KA B LR .

XPFHURTAERE, BT DHUE I 2 e

a) 7S —AWL4E Firepower N E FEgs b, St EANERERIEMIEER (Show Cluster Details)
SV =K AT AN S i

b) BT YU L0 Firepower WU E HEAS, IF4% BRI INIZ R %

©) EFEINNIRAE EEE (Join an Existing Cluster).

d) A EHIECE (Copy config) FIEHE, )5 ritiHE (OK). WIRIGHIE P LA EHE, 20T Bk
ANBCE, PALECSS —MLAERCE .

) {EEHIEEHEMIZE S (Copy Cluster Details) X iFHES, KU — MU IIERRLE, AR5 Mt
E (OK).

) B E bR . B EOE R DA, (HA I DL B

* ¥l#& ID (Chassis ID) - fii AME—[FIHLAR ID.
« B H A (Cluster Key) - CRTA ) i A AH [RS8 29
« &8 IP (Management IP) - J 55 A5 B 1 5 B b 5 5Ok 5 A AR R Rl A 7E [R] — N 4% I

=ik 0) @
g) &l Save.

4 B TP HhhibKs AN 22 SR HAR N B Firepower & FE ARy, AR5 1E Web St 4% H4H AR .
P S A U IIAE FXOS O s ar B, AR5 A vl HS In 2 Firepower & B H L 1

SRR LILFE

THRERFR

FEEAK | ThEERER

Xt Cisco ASA #HATHLAE | 1.1.1 &0 LA Firepower 9300 HLAE A T ASA ‘LA HL G A4

SRS

BATSINT LU bi%E: 1B%81% % (Logical Devices) > B & (Configuration)

X6 > ASA BEPEEATHL | 1.1.3 U, ERTLON ASA JA FIPURRISERE . 2 w] AAE 6 IHLARH AL 6 B,

GERE S

FAMEM T LLUT % 12488 % (Logical Devices) > B & (Configuration)
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BEgE |

B cFmss
INRE AR FERA | TheEER
% FF{E Firepower 9300 | | 1.1.4 Firepower 9300 2 ¥ Ff] Firepower & fill B FH HATHUAR P SERE
Eﬁg;&%w]j? gﬁ?‘%ﬁn I FAMEM T LU % 12488 % (Logical Devices) > B & (Configuration)
FXOS HLA -1 ASA 1y | 2.1.1 UAE, BT DALESE ASA SEREIN A FXOS HUFIHC & 3l s 1D LLHT, #%Zi4E
Sl () AR ik ASA N ECE ST ID; BB Sh AL T B S . SRR, EARETIE ASA

P E B S ID. AN, b TSI AR SRR s A A, AT T )
FI| ASA 9.7(1) F FXOS 2.1.1, TR AL &0k Ae e PEFPE R I 2 It it o

FAMEM T LU Bi#%E: 12%8% % (Logical Devices) > Bt & (Configuration)

X} 6 4~ Firepower @i | 2-1.1 AR, T LIS Firepower BUPMIifE 3 FHALAT I SEHE . 188 2 nT LLTE 6 MHLAR h A
T BEHRIEATHLA R R o6 ML
BAMEN T LLUF bi%E: 1Z258i% % (Logical Devices) > BL & (Configuration)

X F Bk 554
Cisco FXOS WU HI{EEA T v ESCRRZ ARG (91 Bl K8 F1 355 =77 DDoS MW H]D o 3X L8 HIF1 iR
G DN AT — T RS54 . 75 00 ORI IR GS BE L B b, v DLe 356 — 7 Radware DefensePro
MR- 5 55T ASA B K588 T Firepower J8l 5 #H1321T . Radware DefensePro & 2& T KVM [ 404
V£, HAE FXOS MU EAR 4 A X 44 i 45 (DDoS) ¥l A2 i Thig . (EBIFX0S HUAE 5 F AR
KB, Ok MZ I a2 Gt DefensePro EFUY- 6, AR5 210k % ASA 5 Firepower &,
Jp 17 A 7 2K 3 o

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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| smiEgs
x¥mse I

A

iR o DL N4 45 3 3 Radware DefensePro “F6 5 ASA —i#ig4T:
Firepower 9300
Firepower 4120
Firepower 4140
Firepower 4150

o DUF 24 4% 52 FF Radware DefensePro V& 55 Firepower B 55— 21847
Firepower 9300
Firepower 4110
Firepower 4120
Firepower 4140
Firepower 4150

YRS SCRIE DL N I st FXOS HLAH B2 22 %% Radware DefensePro:
Radware DefensePro 1J 5 ASA 7t Firepower 4120 5¥, 4140 24 %44 L —iliE17 .
Radware DefensePro 1] 5 Firepower 95 #7447 Firepower 9300 5 4100 %4> % 4% |
—AIBAT.
I R AT PR AR 5 P 223 Radware DefensePro, W42 4 ] FXOS CLI ¥ F1&1ffi s o

o U BRI Firepower 4110 BY, 4120 4% 55T Firepower 835 1 ‘42 %% Radware DefensePro,
MDA b 8 e e 26— [ BB s . IEiess BRCE TR RS G, BIE LB,

o I DAESRSIC & P, B (E L ASA B k5 8Y Firepower BS54 FRIATLAR Py R AREAC 2 P )3
H Radware DefensePro JI% 454 .

* RS BEAENUAR M AR TERC E P AN S HF . (B2, FENLREIREERERG 5o, a2
Radware DefensePro W .

* DefensePro W FH AT LAE by PRSI F B 22 — AN 2 i FizgT,
* Radware DefensePro U & 0] AIFR A Radware vDP (JEF DefensePro) , BYE AR A vDP.
* Radware DefensePro 1T & 7] GE Ml /R WERR A B 515 i 4%

* f£ FXOS M58 _L#5% Radware DefensePro Z i, W7 FXOS HUAEHC & A1#H etc/UTC
DX I NTP k4545 . A 5WE FXOS MU H I S IR TEGE S, 162 0 3CE H PRI A,
79 T,

Cisco FXOS Firepower # {8 &2 s2 BLE 15/, 2.1(1)
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. eI 371848 % F AL E Radware DefensePro AR 25 5%

EIR 1B 551% & LB & Radware DefensePro AR & §i%

N

LU FRFP R 4] 22 %% Radware DefensePro MU%, DL KCAEMST ASA & 48 15 4% B T H PR — IR 45 4 P id
B,

pEd e

T

W2

$IE5
$IE6
T

L8

R EEAE 4120 L4V % I ASA Fi 4% Radware vDP, 44514 ] FXOS CLI #i3&Mide . %
WA 7E Firepower 4100 %% 1K) ASA Hij I Ik 55 8% H %2 e FIC B Radware DefensePro ¥ 58 % CLI
P, #5% FXOS CLI Bt & 455

1 S FEAE AT Firepower W & L1 Firepower 8 H 95 1 71 4% Radware vDP, 42514 f] FXOS CLI
BB RS . A WA /E Firepower 4100 5% Firepower 9300 %45 L) Firepower J& 5 18I 11 0 Ak
G5k 2 M & Radware DefensePro [¥]56 %% CLI $t1], §£% FXOS CLI L& 5/ -

] CLEENUAR I SR8 (207 e & P #%8 Radware DefensePro W

FHiaZ |l

R TR 1 2 e B R B A R s, E SR iR s GES 1
MBS . 26 144 T

* ]\ Cisco.com F#L vDP W% (5% [ M Cisco.com FEMUL , 58 32 T0) , R IbmG &
3| FXOS MU GEZ IR m% 4% 3] Firepower 4% 5%, 26 32 71) &

UK

B NE D PEBRASEE VBB A (Enabled) (2 [ 04z I BRIRA , 58 116 10) &
LB R % (Logical Devices) 1T “i@# 1 %" (Logical Devices) UL Ifil

“EHIEA” (Logical Devices) UL IH E /R fENLAE FACE MR XA 50K . R MR EZH XS, R
G R —RIH R, ERERUE R
QIO ASA Wi GES QIO ASA Wi, 5 121 10 .
WVER, FERIEANT. ASA R 2% R 45 I mi HRTE (Save) AT, W2 SCH& LU D IRK
vDP B FE N2 ASA P4 .
1E1&1HE8 (Decorators) X441, £+t vDP. Radware: FEfUl DefensePro - it B & L IHL. B EMIE
2 (General Information) £ T+ FAI LA~ 7B
R CK Z A vDP WA EAL 2] FXOS ML, TEEARAS (Version) 74158 Hr B 5248 F (R A
- E O (Management Interface) NHIFIK T, LRSI L ERIDIR | th a1 RS AL,
PEPE BRI HEZERY (Address Type): 1Y IPv4. 1Y IPv6, i IPv4 Fll IPV6.
R4 AE b 2D BB b3k 22 R (Address Type), fic'® LK 7B
a) 7EEIE IP (Management IP) 7 Brb, [t & ACHy IP Hudilk.

b) 1\ IPv4: #ii \M4EHEHD (Network Mask).
L IPv6: I ABIZRAKE (Prefix Length).

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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| Emgs
N FE M & 8 Bt & Radware DefensePro AR 55 & [ |

©) HIAMLEM % (Network Gateway) Hitil.

PR AU EAREL S OSBRI AN HieHs v 1 553 1) ST B AE

FE10 il OK.

TN Sl Save.
Firepower fJ " JEHAE R G0l T 872 MIAAERCA, IR 51 SR 7 Be B AN BLRE I BCE HEX 2R E
()2 A RBEHOR T E B R 4

W F8 N E 8% L it & Radware DefensePro AR % 4%

DU 27 B 7 n] %23 Radware DefensePro B, DL JZAE ASA AR P A2 FE Ay THI 14 IR 45 5 HP B 2 ok
4. AL Firepower BT MEIHLAR N EEE 2 1T (1 IR 45 5% 1 i i Radware DefensePro Bt B #y, 155
#% (FXOS CLI B & 4858 ) it “YENUAE NAERE L & Radware DefensePro IRS5HE” .

FFI6 Z B
SRR TR AR W A B e AR O E A B A, U BRI A GES
MERZHEEE . 5144 70

* M Cisco.com F# vDP W% (5% M Cisco.com FEWS , 55 32 71D , R lbms 4%
2| FXOS HUAH S K mg A% 2] Firepower %A% 5%, 2532 51) &

g2

FE1 KB MEORE RS K E N ERBA (Enabled) GFS: 0 ol DA BDRA , 45 116 11 .
P2 E ASA PUENERE GES RIS ASA RE, 45132 7)) .
TWEVER, RPN Al Save AIC B HLA WAEREZ 1T, AU H I D B m 4R BEh 7 I vDP
Biies.

T3 (F1E1FIEF (Decorators) X i, %FvDP. REK 78 Radware: [FEl DefensePro - Bt & (Radware:
Virtual DefensePro - Configuration) X} . E—f%{E 2 (General Information) T~ A E L

FE.
T4 REKZ S vDP RA LAER] FXOS MU, TE1ERRAS (Version) | 74138 Fh ik $-44 8L48 F i) vDP hiz
/N

FIBS {EEIRIED (Management Interface) NH4I% ~, AL,

PRO6  AUHEALHCYS vDP BFR (1 A5 Bodh o 11 5530 1 S HE

LET N5TEOEE (Interface Information) £ .

FIB8 VLA ] sl 2 BY (Address Type): 1Y IPv4. {{ IPv6. Pv4 Fll IPv6.

PR NN RBIEE DL B R, SR BOGR TS P bk R il 2E R (Address
Type).

Cisco FXOS Firepower # {8 &2 s2 BLE 15/, 2.1(1)
I -“



BigigE |
I 5% UDP/TCP s O /3 A vDP Web AR 5%

a) 7EEIE IP (Management IP) 7 Brb, it &AM IP Huhil.
b) X IPv4: fii \ML&HEE5 (Network Mask).
L IPv6: HABIZRIKE (Prefix Length).

©) iAW MK (Network Gateway) Hilif.

FE10 il OK.
SN G Save.
Firepower 1~ REHAE RGe ML T 2048 2 RAERRCAS, K5 | 3R 3 e B A A R 1k B I B dR e
)22 ORI B R %
IR 12 EFIBEEIRE (Logical Devices) 1 JT “#@#Hi 1k %" (Logical Devices) UMl
SEB13 RO E FE %5 E£ S vDP 4 H. KAFEIE IP (Management IP) 41 41 H 1) g 1
* 41 CLUSTER-ROLE JT Z £ X DefensePro SE9 2 7 A unknown, 2AZ01E N DefensePro M H,
BeE 1P Hudik, 52 vDP AR HEGIAE

* 41 CLUSTER-ROLE 7t % %1 X DefensePro 8451 .75 A primary 8% secondary, 1569 N R4k,
It HOAESERE P IR .

Fr 75 UDP/TCP i# O #A /3 A vDP Web AR %%

Radware APSolute Vision 5 B #5422 [ a] {# [ &-Ff UDP/TCP ¥ I 55 Radware vDP N JH#ET (5. R
vDP W [ 5 APSolute Vision & 2834705, S84 Z0RH ORI Wi 1 0] U5 18] B R 4L By KBS A%
WP St s 2 R JF B R4 5 B, 1521 (APSolute Vision 785 ) T HILL N A&

* APSolute Vision B 55 28i% 0 - WBM B{SFIRIER S
* = Radware i% & B APSolute Vision PR Z S AE Sin O

S A# Radware APSolute Vision & F 5 7F FXOS HLAH L1 4L DefensePro W, #0A%004F H FXOS
CLI Ji | vDP Web flz%% .

UK

FHIB1 )\ FXOS CLI &3] vDP M 24
connect modules/otconsole

connect vdp

W$I®2 )i vDP Web it .
manage secure-web status set enable

I3 B vDP N HEEHIE FFR M FXOS #itk CLI.
Ctrl |

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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BHERE

szanAsssEnsse

IR N HEU2 IR RIS &

)

A8 H DUR R PP 12 22 N BB R P A ) 5

pEd e

W ARIEAETT R 5 B P ), AT U AN IR SSH %7, B Ks SSH %% /™ by
THR BV BOBT HIRRAS o

UK

BUER R N BB PRl &, AT LN
a) M FXOS CLI, % 2 apity/s 4.

Firepower-chassis # connectmodules/ot numberconsole

FR BERSATE A SRR A T s, TR 1VE A slot_number .
B UGERE R 2 W, 4k N FXOS #&3k CLI.
b) TR N SE R, TR NGEH TR S a4

Firepower-module]>connect asa
Firepower-module1>connect ftd
Firepower-module1>connect vdp
M FXOS CLI [ 815 |58 2 21 22 A b/ 5| B () Ja S 1 T ) 20 b/ 5 | B4 R 4t
(H[IED BN Ctrl-A-D, IR %] £ 32 7] 3] FXOS 8t CLI.
BN Ctrl-]-, AEEHRE 2] 5329 2] FXOS 58t CLI.
T bR HERR H R, AT REAR VS ) FXOS #58k CLI.
iR[H] FXOS CLI 1145 B3 )22
a) BHR RS B HE, TR ~.
10K 1B H 2 Telnet W H o

b) FHEH Telnet N, THfIA:
telnet>quit

w1
DLUR 7l & e i 1 1) ASA, AR5 IR [A1 3] FXOS CLI [ F 5 |42,

Firepower# connect module 1 console
Telnet escape character is '~'.

Trying 127.5.1.1...

Cisco FXOS Firepower HlfEE R E R B, 2101) i



BEgE |
B re=Ees

Connected to 127.5.1.1.
Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepowert
Mk iZiE1E &
Hig

YR IEFIBRIRE (Logical Devices) 1T “i@# 1 #%” (Logical Devices) ULl
“H " (Logical Devices) UL IHI N fENUAE LECE MK &£51R . W MAREEH S, &
G R RN, BRI TG E .

WIR2 AR R 161 R DRt R TR A BR (Delete)

PRI AR (Yes) B ARZIM B HIZ 450 4%

BERA  mhiZ (Yes) fiAR SR Y H B E -

ilFR 5 12 48 & A~ R EX B Rz A 3k 151

MRS IG, RGUR PR RO EMI R A B IO N RO I RASII R N T, DR IR
N SE T, R R A G B A . N TSI AN S AR A ORI, Al
LAUR BN 22 by 51 5 v fif sk 5 S2

UK

P11 EFIBEEIRE (Logical Devices) T TT “FHi 1 %" (Logical Devices) Tl
“WHEY %" (Logical Devices) TUIH W~ AENLAE _HIECE @K & 5K . WM ARG EA T2 %
% WIRGH Do — R WIS SR R . AR5 T 7, 0T LUE 21 51848 5% A SRR
I F SEA 51 26
WIR2 ST AR I R S48 et N R A ER (Delete) o
I3 iz (Yes), DA IARREIH RN A 249

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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11.

#

B EER/5I EEIE

© KT FXOS iy 4 51% , 5 145 T
o AEFERR e, 5 146 1T

o ik ARy G, 5 147 5T

o FEZAORYYGE, 147 1T

o BRI ARSI, 5 148 1T

o FIFF/IR 2 AR YR, 5 148 TT

KT FX0S Z21RP|/=Z 25| E

1t Firepower HLARE BLAS 1K) “ 2B/ 242547 (Security Modules/Security Engine) ULIfT [, 0] LA
PG TR G PR FFIAT LN Dhfg:

* 15 FH/E8 A H (Decommission/Recommission) (fYX P22 AR - 5 i G, 2ol
HENEY I b nT DASE AT e i, ARG H8T 8 e i, Mgy IE Rk .
WSS /AR e e, 5 146 1.

* i\ (Acknowledge) - LB 2222 22 R 2k . ST Ry 518, 55 147 1L,

* #H )4 (Power Cycle) - FHTJH N 2R 51 5, 1S 0 E S22y 5%, 5 147 0L,

VI AL (Reinitialize) - A% A 22 Y51 B AERE, 2B/ 5 |25 1 R i 5022 1)
NHAIRCE, REEFENRG . EEFVIGATERG, RN 22y 5 AL E T
%, Firepower N 4" @3 ARG B e B N A, R E @M, HFAS[INH. 1F
S TR A Ay 5 5, 5 148 T,

y'\

EBE RPN, ity g8 R T N SR R . AR BT AR 1L
LAREYY G B2 AT, VS A N K

Cisco FXOS Firepower HlfEE R E R B, 2101) i



wewpslgEer |
B cREFERzsEs

* YR/ IF (Power off/on) - Y4 22 A BEHY/ 51 B M IEIRAS . 1S 4T TF/OCH e B, 36
148 7T,
LAY 2455 | 8% (Security Modules/Security Engine) T2 46 L R 45 & :

« BEPIRAS (Hardware State) - 7 2 4R HR/ 5 SR KPR o
JA 3 (Up) - ARy 51 5 LRI R By, A s AT A (I i
IEAE )3l (Booting Up) - ‘¢ A= Miky/5 | 48 1 46 J Bh ik it
DM (Down) - 22 AR 5 1 588 1 FEL YR 4T I sOREE AP g e BEL 1 22 A LB/ 5 16 1 D I 3
AR ICHK (Unassociated) - % A MY 51 3 847 15 2 IR IR 1B 40 ¥ 4% o
ANCHEC (Mismatch) - 22 A EER T 458 Y il b 222 1 B e it A “ 90
7 (Recommission) Bt “Hfiik” (Acknowledge) ThE, 1 2 Ak & 1EH iS4 IRA .

* SSIRAS (Service State) - /R 22 A MEHY 5| EARAFIPIRA -

AT (Not-available) - 22 4R CMSTRE A2 (R . FORT 208 20 i, A2 [ 21 1E %84T
INOE

A4k (Offline) - Y518 O3B O . COCHHEIEESUNTE B s #i
11:4% (Online) - 22515 22 2 T AL T IR i TR .
A MY (Not Responding) - & 4 HH/ 5| BE A M [

B (Fault) - 22 B/ 513 TR . BB REGUMBRSIZR, T A SRR T e s
DI PE4A £

A AILEC (Token Mismatch) - 37~ B4 2% BIA LA 4 b8 A 1) 22 S BEEHAS & 2 TG B 1) 22 42
B, XA e AT LI T IR, AT “ FEHPILnik” (Reinitialize) D) AE il 2 4245
bk 2B W 1B1TIRES .

* Y5 (Power) - /R 22 /5 | 45 1 L ROIR S :
JF (On) - fFH “HLYEIR/TT” (Power off/on) ThHE D) 2e M Hy/5 4 (1) LIRS
5 (Off) - ffFH “ IS/ TT” (Power off/on) T RE )2 4l 5 |4 i HEPEIR A5

* NiJT] (Application) - w73 % Y 5| 85 E 2 1 I AR B 2R

= kv =

ERIEFERRERR
ST LRI, e RO GOk AL E P ER, BBl A AR . i Big
AT AT AR B 6 B AR 22 D ARG B IR A

WEREER I A A e i, fmT DU ] e et Bedh, WEREENA 3 % LR ICTE A IR R
WZ, BT Ll IR R R A M ik,  DLEE @ 15 R 4 IE R DORES I AN EER W1 an L %
B 2

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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| mewps g

THCPS AL |

UK

PR IR (Security Modules) 17 “ 224 ” (Security Modules) T -
BUEH e, iz g T NS A (Decommission).
BRI e i, St e AR TN NI EHT/E A (Recommission).

R (Yes) A L5 T BCHOHT R R E 1 2 i .

AR ERR/5|E

$IE2

FIE3

2PN LRI BN I, B R e, RIE A BT E .

W AR R “AIERL” (mismatch) B¢ “ A MUAICHL” (token mismatch) qRZS, X RN LHA IR
Rl (22 AR RO 5 2 TR R A BN IL AT . an R AR b O HdE O HAR
ARG AT e (Al te, IR R T R B DA D, TSI aa AL
B, ARJEA LA e B IR R R

UK

W F R £ HERR/ % £ 5|2 (Security Modules/Security Engine) ] I “ 4 fbib/ 22 45| %87 (Security
Modules/Security Engine) 1 [fij .

R S AEEEA A 1 2 BB/ [ 25 o) Y. A (Acknowledge)
Rl R (Yes) Bl I ZEHAINTE 2 1 2 ity 5 | 4

EERERYP/S|E

$IR2

SIE3

UK

WP % £FEHR/% £ 5] % (Security Modules/Security Engine) ] 7T “ 2 4/ 22 4254 ” (Security
Modules/Security Engine) U1 [ »

i AR B T ) 2 Y ST Y. (1 E B (Power Cycle)o
PATU P BRAEZ —

* i REEF (Safe Power Cycle) ik R E i 2 Bl DMETE RS HE B 45w 1% R3]
B2 TR P e /5 8 FIsAT N

« 5 IZENEE (Power Cycle Immediately) ik 52 48 37 BV H B 45 5 (1) 2 A /5| 4

Cisco FXOS Firepower HlfEE R E R B, 2101) i



B =rusnesEmse

wewpslgEer |
va LY L\ I_‘_I -
BRI EER/5]| 2
LE I UG 22 SRR 5 BRI, 2 ARy 5 | SRS G A% A, T AT 228 10 I FH S RN 28 4 ol
MHBR. EFFVIGATERE, Wk 2 ARy 530S T 2% %, Firepower N4 R RF0K &
PreBe N, ERRRE WA, AN .
A
gt EFEIVIGAINE, Zepiby g8 pTa N R N R . 7EF i T e by 5 B
B, V520 BT N FH i
PUK
SEA1

Modules/Security Engine) BT [,

YR £ 1ER/% £ 5% (Security Modules/Security Engine) 7 JT “ 4L/ 22 45|47 (Security

PR2 g AR ED IR 0 2 Y 5 T N EH IR K (Reinitialize) .
PRI i (Yes) HAEZTF VAR E 1 2 Ry 51 % .

LAY G BEFOR R B, AR LT BRI R e R R RE R A

T EA B
FIFIRA R SRR B IR

g3z

E

PE1

WPt % £ 15 /% £ 5] % (Security Modules/Security Engine) ] 77 “ 2 43/ 22 425|487 (Security
Modules/Security Engine) U1 [ »
WIR2 TGPy 5 i, T HAT L M ERAE:
a) iz Y/ B FIT AN IR R HL (Power Off).
b) PATLL FHfEZ —:

AN

* Hii &R £ XH (Safe Power Off) i R4 5545 2 T
2 TR P /5 8 FIsAT N
PR3

7]

B, DMELE RGO R K 2 A by 5|
A SLEDEHL (Power Off Immediately) 1k 5 40 37 B ¢ P46 72 16 22 Wi b/ 5] 4
AT iy 5 i, TEPAT DR R AR

a) R AR G T R (1 FF AL (Power on).

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)



| zempysigem
e ELIEE S A |

b) iR (Yes) BN EAT I (22 B H 5 | B 1) Ll o

Cisco FXOS Firepower #lf8 B IESEEL &5/, 2.1(1)
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wewpslgEer |
B 7 xawsEnrsE
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12.

#

BRESNSH

© RTEESAMZE, #1511
o PHIECESCE, 2152 0T
« WRIAZEE S, 2 153 0T
© WEME TR, 9153 1T
© SABCEIE, 154 1

- 0= B2 =
XFEEENETL
fa] DU LB S B S BE 5 FXOS MU E ik &A1 S Nl B W & 1) XML 3045 H Bim FE Ak 4%
oA AL 2 )5, AR LU AN E SO, e A E % BN T FXOS M4, LLR[A[F)
CAIEMC S, s RE b bk .
JEI) F0 PR i)
E SN E SN A W R SR B G, A R AT RS SN RES ML,

o o 2 NI O E B B B AN S AE D B SN o S 2B P 4 (48 P e 4 RS PR 5 Y
PR BB AT

< RRECE P A2 FXOS ML, FXOS HUH LRI OATRCE (RAEMTEHBE) R ERIf
STCAEBHA I TR E.

o BATREBUE FUR LR SO N TR 3 G EL Y R )> FXOS HLAS .«

* AT SN FXOS HURTF 6 FARRAS N 5 AT S I FORSCAAR ] o 7700, 3 AR e
R TATEBEAETI sl 40 FXOS HUHIN T 4 i & .

* AT FXOS U AR 55 PAAT 3 IS I P PO [ v 2 e A ) £ 199 238 A

* WEAT BN FXOS MU I AUN 5 1EAE T NI 1 SO R 58 SO R A8 AR e % 202k T IE R M B AF
NIV

Cisco FXOS Firepower HlfEE R E R B, 2101) i



- RESNSH |
SHREYH

o QRSN TC B SO FL N T B B A R B (EULA) HE2 5% %, WIE S ARLE 2
AP, WZ0AE FXOS HUAA 452 % N Y EULA, 5 ERAE R R Mo

SO G B i DUAT IR A0 ST V8 550 S SRR A 5 A v PR SO 44 R BILAT ST A2 21 A Ay

= oo

St E 1
1 T B 5 L Th RS0 5 FXOS MU 3 N A A G e B W E 1 XML U5 Y B RE AR 45 o8 a4
HutE AL

WEERKTIESAN/ W, T E T B EEE .
g2

P11 KIKIEF RS (System) > ELE (Configuration) > S (Export).
PR2 TORECE S BTN, SRR S H (Export Locally).
BUE SO, RSN, ZC T Res A3 FEEIEON T EE, B RE SR
T ARAE AT
I3 BOMEE ST B AR R R RS, 3 G AT I R B S H (Export) 114
BoE RO AE, JFeg R R e g,
WX TOREE SO B A IR 45 s
a) 7f “¥TF 'S H” (On-Demand Export) i, fiiliiRNILEE & (Add On-Demand Configuration).
b) EPE I PR S5 A AT I EAE . e T LU U R P2 —: FTP. TFTP. SCP 8¢ SFTP.
©) HU N S NATAEAL B ENL A B IP sk e DUR RS B AA6ERES . A HLER ) 8% 5 FXOS
BUAR W A8 Ik 9 2867 i) () A A 15/ 5 A
WA EHLAZ A TP sk, D20 & DNS JIR55 25

d) R REAEB A 1, 5 AEER O (Port) T BT G 5
) N RGATE LRSS A5 AT I 7 4 o RSO TFTP, K0 %7 B o
) IR A S 2. WO TRTP, ¥ ETEN %7 B .
8) EfLE (Location) B, FANCE SO T AT BN 5B, BSR4 . WRIEA NS T S0
%o P HERAES B %SO L — AN R
h) fiid OK.
“EFEMCE” (Remote Configuration) 443 I 214% 75 5 i (On-Demand Export) £ .
) p S ARE FH T R L E 1 S (Export) 14411
Be &S O, O R R RR A E .

Cisco FXOS Firepower l FE &2 82 B Ei5/, 2.1(1)
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| mEsSASH

wasRssty I

it BaikES W

$IR6
PR
SR8

$IE9

TEN

oIV 3 R DO RER B8 FXOS HUARZ AR v 1P 6 IO B BEE I XML SCIF H 3l 5 B R g%
IS T AT RIBE L REE BRE N B AT T . RS VR R R T, TR
TR S P RER B FI TRl i, W R AE 2 =R E 10:00 J5 AIRER — kRIS
ARGUSAE R I = I L 10:00 filt 58 (5 H

WEERTRESAN SN, THARMEHEES I RMEZEFE.

UK

K IRIE R RS (System) > B & (Configuration) > S (Export).

Mtk S H (Schedule Export).

K A P BB 1T X B9 5 H (Configure Scheduled Export) i 1A .

e L5 AL R 55 o A N EEAE A e T BUZ LU R M2 —: FTP. TFTP. SCP 5 SFTP.

SR M RIS, HiET B (Enable) SIEHE.

AR ), AT DM R e S AE S AR TR s (R, RS R R T e,
W e LR .

BN SO NAFE AL B EHLAA P k. ] DU RS 48 AEERES]. AR A 45 8L FXOS Al

AR T8 I 9 28 U ) PR AT AR 5 5 A

WHRAEH FEHLATTAEA 1P Hohik, W20 AL S DNS k%545

LR AEAE AR BRI 1, 1 7EER O (Port) -B P At 1145

N R GG B R NR S5 A5 AT I 7 440 R 2 TFTP, Wik iz 7B .

NI A 2 . GBSO TFTP, B0V N H % 5B

TEALE (Location) By, I AACE SO A B e 8 12, G SCIEA . R IEA g T304,

T ERAE P BB i S I — AN R

PR BN S A3 R EECE R ST BUERL R URIZ —: “BER” (Daily).  “&F/5” (Weekly)

o “REPI 7 (BiWeekly)o

it OK.

THRIM T O WA T RIS, RGOR SRR R VR A S S B e e

A

REIE FHiEEE

T HARRRIRE, ik RGHE R RENBA AT IO E 3 IR ik

Cisco FXOS Firepower HlfEE R E R B, 2101) i



B s\ asxx

P
IR 2
$IE3

PIR4

RESNSH |

UK

K IRGE R RS (System) > B E (Configuration) > S (Export).

B RS TP, 1k S Al A IREE (Reminder to trigger an export) [ &IEHE.
AP E 3 28], RGNS BT R AT N S A IR E (1 F1 365 Z R HEH0D
iR 772 ER (Save Reminder).

SANEE X

LI

TIR2

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)

RT DU RGBS AT RE Y 2 1 L FXOS HULAR -3 HH LB B A . IR g FevF R (0] AR R4
FLE MR G AATIR A . AR R THESA/ TN, THA R E S AR = 2E
Bo

UK

K IRIE R RS (System) > ELE (Configuration) > S X\ (Import).

BENA I B SN

a) i SCHF (Choose File) LLT i 4L 3 N (W IC & SCAF IR H Ik €

b) i+t Import.
RGUATFEHARTERE, TH RTS8k 8L, S T Re e L0 3 sh A

©) il (Yes) LARfTA 25 NHR & M0 & S
WABCEBMER, AR E RECENH S FXOSHUAR . B AR, W AT 0 3 v
B, FXOS HURHE e 2 HHT A 3

BN 2 R ()37 R AR 45 A N SO

a) {f “Remote Import” GZFEFN) FH, Al G FH FEFE AL E SN (Import) 444
RGKEF TFHIAGTEAE, 5 RIEHIA R T E4h e, I8 T BE 7R E B E shHLA

b) A= (Yes) LUIA S A48 & ML & S
AR EMMER, SO R R E N H B FXOS HUAT . £ S AR, WA 4 32k
B, FXOS MR HREERE).

BT IR R 45 7% L e & SR SN

a) 7F “ILFEFAN” (Remote Import) , iR NNIEFZECE (Add Remote Configuration).

b) P RS A A N EAE A . e BUR LR —: FTP. TFTP. SCP 5 SFTP.

©) W RAAT T ARER A NG 1, 7R O (Port) B A 145 .

d) S NEAR SCHAEAEA B I BN B TP Mk, E R LU IR 2% fEA6RES . A bR 2ok FXOS
HUR R8T 99 288 U il (AT Ao s/ 5 AR
WA EHLA AN TP Huhk, U201 S DNS 425

©) M N ARG RIEHR IS5 A5 N AL I ) 4o IR IMSUR TETP, 5B R 1% 7B



| mEsSASH

CONT-o B |

) OGRS S 2R iR BUE TFTP, Bk H &% B .
8) {EXMHEE1Z (File Path) 7B, HiANELE SCIFM ek is, A4,
h) piHRTE (Save).
TCRERLE RS N2 “IEfE A (Remote Import) % o
D) AR P A E BN (Import) $241 .
REHIT IR IEHE, T RIGMV T EGREL, &S E ] Re 7 ZH 5 a s .
) AR (Yes) LU EE 5 N3 & L & S

DA PCEPMER, AP RE M BCE N AT 2 FXOSHUM . fE S AN e, R 7 S S
B, FXOS WU 5 25T A 3l

Cisco FXOS Firepower HlfEE R E R B, 2101) i
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13.

#

i Bl 3R

o RTHEAER . 157 1T

o O g A AR IR T, 5 158 T

o P EAE AR E S 2 160 1T

o A EEGE AR, 5 161 UT
I A LR SO 5 162 1T

 MEREE iR, 5 162 1T

AT HFEEMIK

i ik TR I 5198, T IR B OE B E W A, 1 e FXOS MU i . &)
U P B G0k TR sl ik FXOS WUAT L 1) 5 2 AR s 1 R S 11 P AE 2

oL r UG 2 N AR S, RS ISR U SR 2 A LIRS . e TR S AR o
ARUE PR I 1, R G S B R 3Rk (PCAP) STt

iR O AR ST

FXOS AU X P 0 15 853t 1A LR et
L HER i OBk & oyl
AR 1/ 455 Ethernet1/9 W BB 0/0
AL /42 45| K Ethernet1/10 PR 0/1
AL 2 Ethernetl/11 W B EHE 0/0
AL 2 Ethernet1/12 W R 0/1
AR 3 Ethernet1/13 W BB 0/0

Cisco FXOS Firepower HlfEE R E R B, 2101) i



B oEsisEsiramFeE

siEamE |

R it O] AL g 15 BA
LA 3 Ethernetl/14 P EE 0/1
M EFARH

Kol AR A AE LR PR

* Ffi I8 i 2 14 %1 100 Mbps.

o RIMEAAT R (KA i 23 Rl RAsAT B i SR x i, HROOR W] AE i B ik e il . AETT 4R Edls
B R UG AT, IR A W A2 ]

* A2 AN S AR
o ALAE N FB AL 1 B BEEAT 3R

KT N IBACHBLCTA PR R 6 (Bln, bR M g RS SR B L), g AR
e

 REFRS (B, A RS D .
A
ER VAR R T BRI, ET D S AR R R SR s 1 2 R

T P A 8 B 11, A0 B AR LA D A B 0 i 11 3 BB ) et
iR

« YRR S TEAL TR SPIR AN, BEEEHIE S H PCAP U1,
o813 € R s Reaa AL BB |2 e R/ 1 B ) T S TR £ 7 NV L 1| A

B mIEEIRE B MRS

UK

P11 RKIKEHFT R (Tools) > £3E B %% (Packet Capture).

3RS TE (Capture Session) K644 45 B 4 HT CUAC B B A SR 1 A3 . an R i A B 4k

PR il A

T2 PATLUTERIEZ
* ZAVEAE WA &,
* EORILA B AR T

Jll Cisco FXOS Firepower HliE &R Ei57, 2101)

SRS ERV N ED NS

i A IR SR (Capture Session) 144 .
15 M %S TR REE (Edit) %4



£ Ea IR BN

FIR10

TEN

nssExEanrsiE I

14 P B B #IE S %K S 18 (Configure Packet Capture Session) % 1. BLEHIEEHKSE

(Configure Packet Capture Session) i || ff) 220 SR VIS BEAE FXOS HLAH LG E EE C 2w &, R

o W ZE RS IR . IR R T B Ay SR s i 1 . EC EEUE B3X = 1& (Configure

Packet Capture Session) % F1 KA U605 FH e CEHE Al Sk 21 10 - B

THIESIEAFR (Session Name) 7 Bt 4 A\ B a (0 Hli 3R 25 05 1 44 0K

Al CLIE i CA R PRy e 2 T e B s Al R S S I ZE i XK/ B I X K /) (Buffer Size) 4

FiEPETE XHME2 —, BEFRBEENX (MB) (Custom in MB), SR 54 AT 2 X KN, 18

SE MIZEITIX RN 25T 1 A1 2048 MB Z ] .

7E:Snap 1K/E (Snap Length) 7B 45 7€ Sl gk B G . AU TE Dl 64 48 9006 711 .

ERIAH Snap K24 1518 715,

FRE {PAT I AR TR AN, G A 8 5 AT 10 PCAP SCIFE &K s B in &) PCAP SC1F.

EBLEHUE B 13K S 18 (Configure Packet Capture Session) 7 I/ Z5M0, 17 i o 24l SR B L 2

BRI AR

RSB BTER R RANER, ORI AE D,

BRI WO LA V2% P THD 1) 0 7 AT v O PRI o, it ol T R e VAT B 5

B R N TS BR i 1 A% H )38 4 R 2% [

a) iR NG A TAE
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