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T M A% & H T EXEC £ [ scope /adapter #
adapter 7%

A2k &+ EXEC #3 H scope /cabling #
cabling 7%

MUAH 1% FT EXEC #2301 scope /chassis #
chassis 774

DN & & T EXEC #3H scope /eth-server #
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AR M AT B &+ EXEC #:3 H scope /eth-uplink #
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system fir %>

RE#L HBA 1& 1T EXEC #5231 scope vhba | /vhba #

AN
i &>

FEALL NIC iE T EXEC BEU[f) scope vnic | /vnic #
i
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« createobject

« deleteobject

« enterobject

« scopeobject
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SRRV B S B o X TREAS ereateobject fir %, AFAEXS V[ deleteobject F1 enterobject fit %«
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TU@%* AT R N AR AL BT 2, TR LS $AS commit-buffer iy . ) DU /AT
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LR 75 0 S 7s S 7 A i 4 iy A\ S e iy 50

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services

+ create ntp-server 192.168.200.101

exit

Firepower /system/services* # commit-buffer

Firepower /system/services #
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R MRS R AT AL AT AT AR, BN 2 BT BT BRI T o Hl % R E A BN
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* AT IR

o 1 M IEAL
T 7] LU T SSH A Telnet JKi%4% %] FXOS CLI. Firepower AJ 4 JE4:4E R G i %2 345 8 /> SSH Jf:
Rt ST SSH BEATHEE, MHEEANIE FXOS HUAH 1 L4 a2l IP Motk
i FH LA R LRl 2 kit SSH. Telnet 5%, Putty 347 8 5%

AR SSH BX kG,

] SSH M Linux & 2 5% :

« sshucs-auth-domain\\username@ { UCSM-ip-address|UCMS-ipv6-address}

ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1

« ssh -lucs-auth-domain\\username {UCSM-ip-address| UCSM-ipv6-address| UCSM-host-name}

ssh -1 ucs-example\\jsmith 192.0.20.11
ssh -1 ucs-example\\jsmith 2001::1

« ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -lucs-auth-domain\\username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

« sshucs-auth-domain\\username@ { UCSM-ip-address|UCSM-ipv6-address}

ssh ucs-1dap23\\jsmith@192.0.20.11
ssh ucs-1dap23\\jsmith@2001::1

18 Telnet M\ Linux £ 555

A

AR AU, 222 Telnet. A 5%)A H Telnet (UL, 15 S ML E Telnet , 55 99 T,

« telnetucs-UCSM-host-name ucs-auth-domain\username

telnet ucs-gqa-10
login: uecs-ldap23\blradmin

« telnetucs-{ UCSM-ip-address|UCSM-ipv6-address } ucs-auth-domain\username

telnet 10.106.19.12 2052
ucs-ga-10-A login: ucs-ldap23\blradmin

M Putty 77 Jii 5 55

o &7 uces-auth-domain\username

Login as: ucs-example\jsmith
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PRUEHCE SO o AR, VF RTUERC SO AR e — ) P B B IR VF T UE AU LS () H AR ik URL. B
AERAFIEA TAC BIFR7R, 75 WA S VR T EAUR ALAS URL.

ANEE R B T 25 ] Smart Call Home
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u Ab I_' ‘ + N \,1_ 0
e HIF T EGMNEE
FXOS HUAEERIANC B 54 “SLProf” ffJ Smart Call Home BC & SCAE, %X H T-38 8 4 vl ik ML
1) URL.

scope monitoring
scope callhome
scope profile SLProf
scope destination SLDest
set address https://tools.cisco.com/its/service/oddce/services/DDCEService

@EEi%aHbikﬁ#V?fﬂ
S SR T R LRI, T LU NE T TP ACEE. 5 U oAU MU, A6
FXOS HUAT -y A 1 I B PV TR P SR 4B 1D

UK

HIB1 (k) EUE HTTPACEE , 25 16 7L
W2 AV EMUR NI M Firepower 224> 1345 , & 18 WL,

(A[ik) Ec & HTTP (X

RS R LA HTTP AREEEA T B U i), 062000 B ek - VR nl B B A B b ik . A BE— %
T Smart Call Home.

A

B OASZERS HTTP ARE AL .

Cisco FX0S CLI Bt &5/ 2.1(1)
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WAEEE

N
g
N

JAH HTTP AL

scope monitoring scope callhome set http-proxy-server-enable on

T

scope monitoring
scope call-home
set http-proxy-server-enable on

BEEAHL URL:
set http-proxy-server-urlur/

oyl SEAREE R S5 #5 1) HTTP 5 HTTP Mk,

-
set http-proxy-server-url https://10.1.1.1

Pacup
set http-proxy-server-portport

i

set http-proxy-server-port 443

BNGEPRIX -

commit-buffer

(r]ik) fifIF& Call Home URL

A FH DL F2 3 A1 53 46 i e & A9 Call Home URL.

UK
CIPANHAE RN P

scope monitoring

&y N\ callhome G [ :
scope callhome

#r#k SLProfile:
scope profile SLProfile

W Hbx:
show destination

(%) fHiFR Call Home URL

Cisco FX0S CLI B E#573 2.1(1) i



wairge |

[ | 1815 AIESR & A E A Firepower R 218 &

T

SLDest https https://tools.cisco.com/its/oddce/services/DDCEService

kR URL:
delete destination SLDest

NG X

commit-buffer

[5)1F AT E S & #1440 £ A Firepower & 218 &

S S
g g
N

E

J Cisco FXO0S CLI B & #&/ 2.1(1)

M FXOS HUA I, VRl UEMUAR HLR 22 FXOS HIUAT 55 VF T UEAUA DL 2 1] )38 5 AUk ID E4S
EIE2RK FXOS HUAT 20 BERIAH A R RESIK 7 o G, SRR — IR SE]. (EO, Wi2R ID EF
T U A T A S AT RS, R e R M FXOS HLAR .

UK

ERRERAE B HAS T, SN EDR I FXOS HUAT 8 0 21 1 Rz Fhmk F 1 >R 642 il M2 b
7E FXOS HLAS A4 A 4 hit:

scope license register idtoken id-token

T

scope license

register idtoken ZGFmNWM5NjgtYmNjYSOO0ZWI3L
WE3NGItMWJIkOGEXZJIxNGQOLTEON]I2NDYx%0AMDIzNT
V8N3R0OAXM1ZONjWkdpR214eFZhM1dBOS9CVNNEYnVKM1
g3R3dvemRDS0AY29NQTO0%3D%0A

LR JE WO A, TR -

EH

X FXOS HURTEAH 2 K 7 R IR e R GE e R e L BTy VRl IESRBURNIE . S n] ey 22
B MR B ¥ FXOS HURT BBVl iE. i, o m DL BEHCH A2 LR IR 16 4%

TR ID RS R AT & A B, A -

scope licdebug renew

BOATEOL T, IDUEASRE6 AN BB ERT,  VFATIERBURE 30 R BB W AR U5 ) LI (R I 1) A B
BE ARG QA REPCPH T BREE Hh BEAT TARATVF R SE S, AT RE 2N Ho AT — T Bl BB -



WAEEE

rxos aEmeEsrTireEsIE |

FX0S HlfE R E REIF R IEE IR T 2

SR gECIHE PG DA OBV REVF AT i — AL, L RPE RE AT BEAS (SSM) &5 1] .
AT R REE B VAT, B W SR 1R SRRV AT R SR AL P SN (1 R AL ﬁ%ﬂi‘&i .

tﬂﬂ;fﬁﬁg‘ﬁm%jﬁ P i DR T AN 7 B2 B FH A7 T+ software.cisco.com K JEVRMEY AEHH 5 1R 28 Sk B 3
R S ] DUE PRI 228 R e S Bl ey B2 . JH MG, FXOS MU VF vl iE i
WS RIE PRSI TR, stinlA) e B4 It A 1 AR Be A FE BB 1 B —

— BN ORI Z RN 25, B AEAE ] B IO it £ 2 Cisco SSM B IL R AT AT
e

o O M TR
B o Al FVFATIE
o B A F) AR Z AR S VF AT E

ARVEAE R, WS R RNk B T LR e A P s DR 22 e ML B AR e .

71 FX0S #178 BCE B REITAIEL E MRS =5

LUR R o i e & FXOS HLAT, DA REVF e 2 & 1L
FriEZ Al
WL REPATVF R L AT 5 B 15 U A A BT A B A A

* ]\ Cisco.com T Z & GEVF AT UE A OVA X, FF4E VMwareESXi IR 45 o8 I 22 245 FIEE ' b SCA5 o
HREAE R, ESH (RIS s D2 2337 .

UK

B TARERSS 28 B E M Callhome H¥x:

scopemonitoring
scopecall-home
scopeprofileSLProfile
scopedestinationSLDest

setaddress https://ip_address/Transportgateway/services/DeviceRequestHandler

QBT A R
a) BEA

scopesecurity

b) B A AF TR

createtrustpointsrustpoint_ name
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http://www.cisco.com/web/ordering/smart-software-manager/smart-software-manager-satellite.html
https://software.cisco.com/download/release.html?mdfid=286285506&flowid=74662&softwareid=286285517&os=Linux&release=2.0&relind=AVAILABLE&rellifecycle=&reltype=latest
http://www.cisco.com/web/software/286285517/129866/Smart_Software_Manager_satellite_2.1_Install_Guide.pdf

B ixsTiEmg

WAHEEE

©) AFAT SR AR . R UK Base64 4ifith X.509 (CER) #% 2\,
setcertchaincertchain
WRATEM AT EIEBEE, REKERRERAETEGEE AP, € LBHAEBEAL (CA)
MIE 2. ZEEIANG B F—1T, # A ENDOFBUF LL5¢ i ff

d) ffiAALE

commit-buffer

) E P A0 A WA R FXOS MRS G 2 5 1) V8 rT UEAT R A LAYE T Firepower 2243384, 2 18 1) &
TR, AN EVE T IE A B2 TR 1 SRR A B A

7K AVF R UE T B8

N

LT LA FXOS HUAR 70 B K AVFRIIE . 3 90 B e v S AE e EANSE VT B R A3 AE R A AT 355 o

iR

FETTURZ AT, UK AVERTE, A AR RERCPFE B h A . JFARPTATIR ™ # gt A
UK AVFRIIE R o ARSI E BL DR A, W I IR R4S R .

BL & K AVFR[UETI EE

DL FR T B 4l 1a) FXOS WUAE 4Bk AT E .
pUK

M FXOS CLI & FHVF Al IET B -

scope license

enable reservation

P90 B Ve B AV T UE TR

scope license

scope reservation

AL BT R A AR

request universal

show license resvcode

e MR R BEAR T TP 0 “HI BB PSS 2247 ” (Smart Software Manager Inventory) Bt %5,
R ATIE (Licenses) 2T -

https://software.cisco.com/#SmartLicensing-Inventory

J Cisco FXO0S CLI B & #&/ 2.1(1)


https://software.cisco.com/#SmartLicensing-Inventory

| #airegm
(i) 5T FXos kA FAiE |

VFATIE (Licenses) 510K 2o 5 B Ik P AHSC MBI VFRTE. GEIERURAD .

WIS P ANETES (License Reservation), J7EHE H 8N A2 ¥ 7 Y HHIE AR

WIE6 i iIFAIE (Reserve License).

B BEIIAE BEAR R A A AU o AT DA OB B0k HL A I B BT . R R B AR A B
VAT UEIL CU AL T RS

RIS FE B AT IEFR B (License Reservation) 241, & I P ARBAZAAT K AVFRTIE TR
FERXPMEOU R, N AR FH R AV T UE T B 28 A\ (1 & BE VP AT Ry 2 o

£ FXOS CLI i N7 AU :

license smart reservation install code

) FXOS LB 34552 4519 PLR ¥/,

%
g
~

(AJi&) iRi% FXOS 7k A1F A]E

URAN R BR AV TR, B U H] DL R R R L IE SR IE 45 3 RE AT B S o WRANIENR T AT
DR, VPIER R RES, TR bt T A

UK

S M FXOS CLI LRt AR :
VRIS RETR B IR T
FXOS WAL R AE N AR VF I FFREAN “PFfl 7 (Evaluation) R
DTIR2 AERREHAER L AT FXOS M B4 AU (UDD),  IX AT LA BIRE Y FXOS Sl

show license udi

L3 Uik R RS B EAT” (Smart Software Manager Inventory) FE%e, i == @S5 (Product
Instances) £ :
https://software.cisco.com/#SmartLicensing-Inventory

WX  AFHDLEH AP HAT (UDD) # R & 1) FXOS HUAH .

LIS EPHRIE (Actions) > HIFR (Remove), £EHE PN A B IRIBAHS o

L6 MRS EH (Remove Product Instance).
TR AVE AT UE AR 3 31 AT it o

WS R ARV AT
BT fr &R AT TR
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B =esssrTmReies

« show license all

WAHEEE

BRI RRE . AR A . UDLME R BRI 2REHIRE. Ak
A& VFAEFAE BRI BEACEEAESS

« show license status

« show license techsupport

BREM TR I R1E %

THRE AR FEMA 15t AR
T 1) FXOS HLA SR REFATVFR] L1(T) TR AR VAT, Aanr DA SRV BV R IR . R RETE

AIUEA SR E P05 I . R LA 0 28 B FH 1 4%
MIAN A B S B HIVF A B 9] R RV nT,
BT DA T AV AT UEA S DOA oK. B RERAEVF T
BB A FXOS U L5 | B0 22 e 2 T3k 77
FAMGINT L R4 deregister. register idtoken.
renew. scope callhome. scope destination. scope
licdebug. scopelicense. scope monitoring. scope profile.
set address. set http-proxy-server-enable on. set
http-proxy-server-url. set http-proxy-server-port. show
license all. show license status. show license techsupport

J Cisco FXO0S CLI B & #&/ 2.1(1)



B

AR &

FImR S, 55 24 T

T 16 1 P 42 (4R S S0, 58 24 T

T 1) 25 A (K 4 S JE0) 5 5 25 T
ARG O I TEFR SR, 5 26 B

I fas, 5528 1T

A b B BT P R R SO, 4 28 T
HEREERA S I IE RS . 58 29 T

BCE A0 2 i, 55 30 1T

P LR 1 f S, B 31 T

A Hb Y SOAIE IR P P A R B R Y, 56 32 T
BEE R SR SRS, #3210

Pic 5 g ) 5 14 o R S R B e, 58 33 T

o B e /NI R A, 3 34 1T

e T %85 05 10 G B 5]
e i [ s sk £, 28 35 1L

QUEEAH ik, 35 36 0

THIBR AT Pk, 55 38 0

WGBS AT Pk P, 58 38 T

Vi R A b B 4 56 I 1 P (R B R g skl 3R, 5 39 T

3535 T
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B Arkes

Rk A

Arem |

Rk T U5 RS s 2 vl RO AL 48 N A R 7 o BRI IR ) A AT HE— R T 44 A
AP

I
i
o
=
T

LB TSR B R, OF BGVR S e B . ik R A B A R ik OF AT 5
Ro A EOIK B O RERINE S, B IEATIR RSB ke Y

G IK P AR S AE TR AIRES, I AN B, JovoRs i B Bk e BN ARE SRS

b m
=0

poi
2

51

==

i
\—H

A HHIEIERI A kP

A By Bl P ik P B BSE S HUREAT S S0 UE, I Hoar DU BT 1 01 sl AAA SR RATAT FH P
KB . — HAMH i B8, ok ek g sk . CA AR ko A VRGN D LA
BB EM R . R EHR ] CASHT AT vk, ik P e fR e Tam sl RS, HoRA
DATRCE (A AR .

IS8R B Pk P
TCFE Gy I IE 16 Pk R Fe AT 30 sF LDAP. RADIUS 8% TACACS+ SH4T 5 45 Bk 1 FH bk

AR TR I 5 AT A ] b 7 RS R Pk ™ DA I b v SR E10Re 8 i A A
Sk R A

A Ry B UESR 3 J5U U LR ey e BRI Bz B B (SR UE AR OB e I PR AS B, WS LT
R

« A SOy I UEFE 3, 5 26 1T

* MU'E LDAP $2 {1675y, 28 118 1t

* lic & RADIUS #2407, 28 122 1T

* e E TACACS+ fefitffy . 55 125 it

Pk A B2 E
AT LARCE A 7 ik AETOE I TRl e S BA RN I, RGU A Ak .
RS OUR, Pk A 2.

2 RSB R K e, o Rk ST B AR AR, AT DO K T
oI W H .

T [ P2 EiE S =

J Cisco FXO0S CLI B & #&/ 2.1(1)

7 4438 FIAE Firepower HUAH A FE#S A FXOS CLI f1)%55% ID. ¥58 5% ID A Be B H Pk i, 1% &
DL 45 3 s U AR o6«



maznmnEsEn |

D LIS 1 32 AT, IR
(LEFREFA
fERHT
_ CRRigo
- kg
LG

« B3R 1D L HE—,

© %3 ID AL T BEFRF IRk BANRE LAC BB IR AT Sk, i RIS

* Gk ID X5 KNG,

s ANREBIE AR TS ID.

QIS ANRETERCSSE 1D, WZUINERF Pk P, SRS G A bk

I =) F ARV 35 = = )

B XS TR AHATE R R O T I BATE EL O B AAA BRI P T LABC E R 48, BAKT
P SR AT i A A o W SR R Sl AR A LR, JUAREAS P A A P i

SEBUEEAS P R B i o A SRR A B Gy 0 UE B P 0 IR 2 A A B AGL 7, T Firepower 14 JiE 45
VERGRHE L AT LU R ZORIAE T30«

o WA E D 8 NFRF, ®ZE 80 NTFAT.
\Y

ER BOTRUERERS LEE 15 DT (R/NEIRE) 1#S,  DART& 38 Al A
Ko ARVEMME R, ES RN ERDFES KR A . 28 34 1.

o DAIRLAL 5 B2 /b — N K T B)
o AR 5 B/ — NN FR)
MR b — AN EE R CRFRD 5445

* NREALETIELE TR 3 IKINFAF, 1401 aaabbb.

o AFEL L =AU AT IR HES 1 2 2247505 BE, 9] 4 password ABC BY password321.
« ARG P AR, 85 H A IR A R

o DAJRUIE R SR T A AT o 0, RS AN T DR A i i ]

ARSI S: § CEfis) « 2 (%5 = (55)

o A ORIV B DU P I B R AN

EE
EE
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AREm
B aEsnrirssE

TiE SR IIEE SR N
USRS SRR R G A IR R IR S 2 — B E R GE, WLZ5 B TR 45 B e RE 7, LA R FXOS
PR Refie 5 RGAATHAE . T AR SRR w0 H - 24
TR S I IERR 55 R A Pk P
HIP ik S ol e A7 £E T FXOS HUAE A sl 72 5 0y 6 LE IR 55 2 11
gﬂy\ FXOS WA FE#5 GUI Al FXOS CLI & A il i e 2 5 47 50 1k I 45 5 3 (0 F P R I v 2%
ERSHNIERSTHAR AR

UIARAEIERE S A AL IR 55 2 b QU AL R, WA ZiURfG Dok A48 7 A2 FXOS HLAE H T AR
prifsfsa e, JF X a4 FXOS A A2 ARG S MR ¥ (o sms, 1 mT e
ARk, BT R .

mESH IR EFPAREL

X+ RADIUS Fl TACAS+ L, B0 2000 #-3 F2 & 43 30 uEF2 (I FE /5 7 A0 FXOS MLAE fic & H 7 s,
FH P B Z AR RE P 8 % 3] Firepower HUAH S BLSS I FXOS CLI. MH P B YEAAE e 2s 25 H - 1R A
RN X I B A o

P85, FXOS ST U N #RAE:

U i A 5 g g iie IR 55 o

2 BAER .

3 WARA R, R BOg 2 A R D B

R A FXOS SEHFIEER 5 60 TEHL OURLT 10T P b 25 Lk

SR IIERERRF BEXEME GESIN: B 1D E3k
LDAP n ik T ] LUEPEHAT LU R4 | Cisco LDAP SIZjifh 75 22
Yz —: unicode A& 1%

< AR LDAP | WARIEFE L
%, filE o | CiscoAVPair & &
kA At | e, TEEH LR B

JE k. ID:
7 AP 1.3.6.1.4.1.9.287247.1
*J R LDAP Ji %, B
{FFfE— 4% (1 PR &84 B o 151
i, OID.

CiscoAVPair) £

A EE SR,

Cisco FX0S CLI Bt &5/ 2.1(1)
“. [



AR

st

mizgmnwirsEn |

SHEIHRERERF BEXREMS ESIN: B4 1D Z3k
RADIUS Ak Ry DLE AT LU R4 | Cisco RADIUS SEjiti it
B2 —: JV T ID 4 009, e P11
LR RS 1D K o
R HERLF 1D 5 001
RADIUS 7%, {ifi | A F#ER#lBos, o
Ak AT | RPN cisco-avpair
ARAE B JE T, TR E 2 A
. | AR
: ;ﬂ J& RADIUS Jj shell:roles="admin,aaa"
o MHMEFFR | 9112 100mles11, b,
Him, BERIZS " 15K
cisco-avpair) {1 LAME B
B E sk
TACAS W WY 7%, JHER | cisco-av-pair £ TR

A FK cisco-av-pair £
H e gk,

TACACS+ 2t FE 42
HEIEYE ID 74T R .

PR LB, 1
BI%E cisco-av-pair &P
I, ffe i E 24 H
iapiies 8
dsoarmEirgellrolessdnin
aaa"
shell:locales*"Ll
abc", fE cisco-av-pair
JEPEEE AL S (%)
g Db 1 S Pk,
DL TE S A7 T AH 7] £ 47 56
EAC B S ) HAth R}
PESEERIE AN

A A% AE R 4y B Ak
il CEZNI- P

LDAP A A& £ #9715 OID
PLF A€ X CiscoAVPair J& P 7545 OID:

CN=CiscoAVPair,CN=Schema,

CN=Configuration,CN=X

objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair

distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration,CN=X

instanceType: 0x4

uSNCreated: 26318654

Cisco FX0S CLI B E#573 2.1(1) i
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B rrae

attributeID: 1.3.6.1.4.1.9.287247.1

attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X

HARfat
ARG E I
B

R
SER BN RGBS Vi BOAREOLS, BB SR Rt A, ANREE X

o
o

ARG E AT KBV, (HIERUE SR GRS

I

-
X NTP BCE . H T2 550 ) Smart Call Home BCE M 248 H & (S R4 H B IRS 28 0K
B) WEHATERE Vi . 6 RG A4 BRI ) .

AAA BB R
XL AR AAA BLE RIS U o 0 RG] .

A B0 NI PRy RS EC E X

A P S5 P A A b B 6 P 10 5 7 S0 SR AT A B A T TR B ko ANRECR R A
i B A7 B0 A (K P 418 R A 3 R I S A

TR LIEFITE

A sk, BT AR L B B R B0 R S AR ). BCE s PE)S,  Firepower
HURG f5e 2 AT LAAE Gl At S 0 B (0 D P SE R 100 15 AN o 3 R A (100 - I ) I3 LE A
B SR R AERT,  RXAE TR DR 438 1 I S sk v K F e O S A8 T e I ARt

FIP s 5B A HIAE B 5 g Sl vk B h L B S 80, Rs A REE R . i, R
TR g Sl SR BB 8, AML S IR UEHT P VA BT AL AR — A, HR LA
W41k

FRNTEOUT S5 D SR 00 %A AS P S st 80 Se VPR BRI JE0BT A LAHIT IR 3RS o
BT S E, R DA R A M B 43 B0E (KT £ 8 ) S A sre v 5O SCRP EE S A0 T S i (R i

Cisco FX0S CLI Bt &5/ 2.1(1)
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| mpem

ERTLEI L

IR ECA SR IIERR S5

3o A B ARG, T AR A AS 1 B 47 B I ) P AR R S /I RO RES HEAT (R R S U K. R
S 2 5 R S A O ) A A P A 0

B fREC &

iz:pu

T

AN FVFE RS (No

password change allowed)

IR TIUAS SO VR 305 3 MU (148 52
ZINTS 50 PN B A R 3 B 1R
2

AR AT 1 A1 745 /N2 A1)
ToHE A b . BRAESL R, oK
(kA 24 /NI

i, EAEAH SRR IE A SO
HAGJE 48 /NI PR B O S, T
AT B
o 5 1 5 98 01 1) S et b AR
* o B el ) B v A 48

B RN P SRV Y
4 (Password changes
allowed within change
interval)

W TR 7 A 1B 473 56 1R FH P 1
R A TR ST B PN RT DL B 5 e
KIKEL.

AT LLFREAN T 1 F 745 /N 22 0] )
TR aIBE, LA AT 0 R 10 Z[H) ()
KB R BRSSO T,
FOVEAH B 3 B0 AIE 1) 2 4E 48 /N
Vi) B PN e 22 B 5 2 IR o

Bihn, FELEAH G50 E F s oI
B G 24 /NI N iR 2 SRVF— IR
G TR WA

o 1 T 5 340 1) B 54 ok o

B T

o 155 B N T o 15 A 24

& EOA S0 0 IE AR 55

UK

BEN 2 AR

Firepower-chassis # scope security

HBEANBRINBR 2 A

Firepower-chassis /security # scopedefault-auth

EiERENYEEE L AT

Firepower-chassis /security/default-auth # set realmauth-type
HA quth-type FgUL N REET- 2 —

*1dap - 53¢ LDAP S 51IF

* local - fi5 & A Hb 5 47 i

*none - FLVFARIH] 65k, JoiiiRE %Y

* radius - 53¢ RADIUS G135 Uk

Cisco FX0S CLI B E#573 2.1(1) i



B =szxeEss

PE1

* tacacs - 75 7€ TACACS+ G {7 4 1iF

(AR FRE MRHR S IR P20, R AT

Firepower-chassis /security/default-auth # set auth-server-groupauth-serv-group-name

CRATIE) AR 0 ) i 5 Il SR R e K Tl ) o
Firepower-chassis /security/default-auth # set refresh-periodseconds
FRE T 0 F1 600 Z IR E . BRINMEN 600 75
WA B TR R, U] FXOS 25 TAh Web 2 il i T AR ZRES, (HAZ 1251l
(AT3E) 48 B LIREIHE K5 22 FXOS Ak Web 231 45 3T 1) 5 1 HF ) 7] i -
Firepower-chassis /security/default-auth # set session-timeoutseconds
FRE T 0 F1 600 Z IR IHEH. BRI 600 75
B WIAUN RADIUS 50 TACACS+ SUS BB A R B 6 ilE, 7% ESEK session-refresh il
session-timeout H[Y, b Gz A% FH ORGS0 b FR EAT B 03 S0 IE
CATIED) g A0 1) B3 473 B0k 7 21 8 DA XKL 38 B4 473 B«

Firepower-chassis /security/default-auth # set use-2-factor yes

ER O UK FE SIS AT RADIUS Fl TACACS+ 43

sk

TN R G EAT S5

commit-buffer

Arem |

LUK 7 814 BR A B 03 B BB RADIUS, K BRIA By B 2 BEFE P 2H 0 provider 1, i HIXUA
FHOKAE, BRHTAR G E R 300 # (58, KA TREBIN IR E R 540 8 (9438, JER
JA FBUH 2 B 5iiE . AR5, BIIAMTS

Firepower-chassis# scope security
/security # scope default-auth
/security/default-auth # set realm radius

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

fic & 48 3 S TR EB AT

FXOS HUH HAT Lt oo il N 5 s, ARG S R 40t 25 1l BN I B O 5 O P 251, 1A% 1
SR EAEN . g e R R, ST R (AR ATESIG . SSH A

HTTPS) -

/security/default-auth*
/security/default-auth*
/security/default-auth*
/security/default-auth*
/security/default-auth*
/security/default-auth #

#
#
#
#
#

set auth-server-group providerl
set use-2-factor yes

set refresh-period 300

set session-timeout 540
commit-buffer

Z ot FEHEER A A 3600 #5 (60 2351 , W FXOS CLIHHTH ot BAAFI MBS, Wit 4ant &1

HEIE B 0.

J Cisco FXO0S CLI B & #&/ 2.1(1)



AR

st

egaeArnaesn ]

BEN 2 AR

Firepower-chassis # scope security

HENBRINBZR 2 4

Firepower-chassis /security # scopedefault-auth

BB LR ST

Firepower-chassis /security/default-auth # set absolute-session-timeoutseconds

(ATIE) PG 4 1l AL 0] 25 1R I A 8

Firepower-chassis /security/default-auth # show detail

T

Default authentication:

Admin Realm: Local

Operational Realm: Local

Web session refresh period(in secs): 600

Session timeout(in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout(in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout(in secs): 600

Serial Console Absolute Session timeout(in secs): 3600
Admin Authentication server group:

Operational Authentication server group:

Use of 2nd factor: No

AcB iz H PRI A B SRR

BRIAESLT, 1148 LDAP. RADIUS B TACACS WY M I LR 5% 7% % 55 Firepower AL & #H g ml
FXOSCLI T F P 4% 7 SRR . T 2e AR DN, A B PR A DT E 2 7 8 FH - f E R s S A
A ) BRI

foaT LA e BATR 5 XA IR P IS A1 €6 SRS«
assign-default-role

A G O HAg R B G S e SR ERE P AN BE N L Ay (4R e B R 05 B, SeVR I A
MR g,

PR ERINAT A

no-login

P SR I Hm R 5 iy W e SR AR e A P A (B S A5 I, B4 ).
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BEN 2 AR

Firepower-chassis # scopesecurity

P S 15 AR YE T 7 A 4 SR I%F Firepower HUAR B FE 2% Al FXOS CLI [ /7 s i) -

Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}

N R AR EAT S5

Firepower-chassis /security # commit-buffer

PATR 7 B Ay S R P P B A S, AT 55

Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

AR S MU R AR ERERE

URJA T R SR A, Firepower nI 3 JHRAE R L A SUVEI S IEFE AT G sl ol I () 30 A (i
Z [ I 1) RS R T s, 5 25 T

HEN 2R

Firepower-chassis # scopesecurity

e R & O R e 2 C A8

Firepower-chassis /security # set enforce-strong-password {yes | no}

LA 7391 J P o e i S A 2 -

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

X E BRSNS RKIKE

J Cisco FXO0S CLI B & #&/ 2.1(1)

T RCEACVE T P Za O sk M R RO, R i, T 2 FXOS HLAT B0 — BUs e
RO . R OB BB B KRG R, S WARGUE. REASBRRUIT
BeBUE MR FEXFEOLR, AR B e N TR, R A el 8k,
PATLUR DB, DARCE o R sk 2



| mpem

A

RsExarneczmEscd [

iR

AR R KRB R R, AR R CRds LI D BB

TN SEIL ARG AR EAE A IR AL A Z TN — . FRVEAGE B, TES W 2 A e A
P, 5551 0,

UK

M FXOS CLI HF N\ 24t R

scopesystem
scopesecurity
BCE I KOG s R IMCE
setmax-logln attempts
max_login
max_login {H 7] LLJ& 0 1| 10 2 8] FAT-fAT 4L 4
T AE TR B K20 SR HIT A R GO IR T CRARR D A7) -
setuser-account-unlock-time

unlock_time

NI

commit-buffer

fic & 5 ol 8] PR BY B K %5 A BE iU 3

g2

HEN 22 A

Firepower-chassis # scopesecurity

HEN R C B S 2 A

Firepower-chassis /security # scope password-profile

B A b B 473 BRI Y P 405 2 /DN I 5 A B e B [ R

Firepower-chassis /security/password-profile # set change-during-interval enable

i A B3 0 06 UE T A B ] e P T A S S ) e K IR

Firepower-chassis /security/password-profile # set change-count pass-change-num

ZAE W L2 0 3] 10 HIAE AR
FOE RN, AEAZIN T BEPY, A BE Uk Ok BE i 28 (Change Count) 5B P TR € (M1
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Firepower-chassis /security/password-profile # set change-interval num-of-hours
ZAE AU 1 %2 745 CRED FATREE.

B, W% B 48, BERLITEI (Change Count) B & 4y 2, HEAAHI G G2 00 1F HH 7 15 48
ZINIS) Y PRAT BB A BE O RE R 2 K

TERE ARSI EES:

Firepower-chassis /security/password-profile # commit-buffer

LR 78 J3 - “ 1] B 39 18) 5 24 (change during interval)” JET0, K 50U B0 B R 5, 45 58 el al bR i &
H 72 /NE, I BT SS

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

BEm/NHEKENRS

AR e N K R o, A 20 e DA R e i H I P A B s i e B, QA min_length
WEIRBEA 15, W 2048 15 A el 2 AT QI # s . IO A2 R G0 B ] T- Sl AT AR e A
MEHMIERARZIEI L — . ARFEAMER, WS LENEGME, 26 51 0.

AT AR 25 B ARG B foe /N T A A

UK
$E1 M FXOS CLI #E N %4 ik
;1B 2 scopesystem

scopesecurity
PR3 HENEAACE SO A

scopepassword-profile

TR e RDNEIKE:
setmin-password-lengthmin_length

LB IAGCE:
commit-buffer

Cisco FX0S CLI Bt &5/ 2.1(1)
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BEN 2 AR

Firepower-chassis # scopesecurity

HEN B R IC B S 22 R

Firepower-chassis /security # scope password-profile

8 P[] 3 SE 0 fie

Firepower-chassis /security/password-profile # set change-during-interval disable

i 52 A B 5 55 UE D A S O S B A T A R B 2D /N I

Firepower-chassis /security/password-profile # set no-change-interval min-num-hours
ZAETT LU 15 745 ONRD TR
WS A¥s Change During Interval J& 113 E 4 Disable, 1% 7] [H] {5 #i 220

ARG EAL 55

Firepower-chassis /security/password-profile # commit-buffer

DL 748 AT [a)R& 31 1A) 55 2% (change during interval)” EX0, H4 I8 e la] k@ B &4 72 /NN, #fAAE

%

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

&80 RicRitE

HEN 2 AR

Firepower-chassis # scopesecurity

BEN SR C B S 2 Ak

Firepower-chassis /security # scope password-profile

FRE A BRI UE ] P A G R e — B A B, AESRZ AT, )R] UEE T AR e ) B 1 -

Firepower-chassis /security/password-profile # set history-count num-of-passwords

ZAETT LUEM 0 & 15 (=
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ERAEOL T, History Count 7 BBUE 0, XFIRZEM Py L4, A ™ BN A Re % = 2 A H 2 1y
AL A

TR ARG EAES:

Firepower-chassis /security/password-profile # commit-buffer

DT 73 18] C A % A Iy S s v 80T HAR AT 45

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5

Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

B AR A kP

T ARG

Firepower-chassis# scope security

T2 QK

Firepower-chassis /security # create local-user /ocal-user-name

e, local-user-name &% MK P IR BEAL T IR 7 248K o EAABRALZAME—,  FFEALH ik 44 B
(IR AN R R 2 B i 1) PP 42 B0 4 32 st 36 24 10D

QU 5, AREESCE S ID. AR ik, BB ik
T3 SRR SR IR A

Firepower-chassis /security/local-user # set account-status {active| inactive}
A WEH IR R A
Firepower-chassis /security/local-user # set password
HINEL: password
N : password
R AR A s R A, U] R A 25 5B i, Firepower I JEHRAE R G825 45 AT A AN 2
SRPERT AL R (RS (TS BT ) S e S 0, 55 25 70D .

TS (T IREH AT

Firepower-chassis /security/local-user # set firstname first-name

FI6 () K

Firepower-chassis /security/local-user # set lastname /ast-name

FRT (U  FRE RS EH ) month ZHUL 3 A ARKIET AN 7B

Firepower-chassis /security/local-user # set expiration month day-of-month year

Cisco FX0S CLI Bt &5/ 2.1(1)
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ezl I |

ER AR BCE R S, e SR E AN . AR, AT LUK G T
FI B fee it 9 H 3.
CRIIED 48 E )l

Firepower-chassis /security/local-user # set email email-addr

CRIIED  H4RE ) il 545

Firepower-chassis /security/local-user # set phone phone-num

CAIEE)  fig e TS s ) 1Y) SSH 3 H «

Firepower-chassis /security/local-user # set sshkey ssh-key

P L BIBAA I T 8k (read-only) fte, JF HULMEOITEMER. X T 245 E 4 ) a1 Hish
NG

Firepower-chassis /security/local-user # create rolerole-name
b, role-name JEARE LS ik ORI € GES At 5528 10 .

R P MORBERIESAE R RS G A SR WRAE T ] IR 23 e B A s
FRNBRBLA f L A B, WS Sh & il 4R S A A AR
ML I 23 BE 1) £ e

Firepower-chassis /security/local-user # delete rolerole-name

ER O T BAD I T HiE (read-only) 10, IF HLI A (O T
38

ATESS o

Firepower-chassis security/local-user # commit-buffer

LA R 7l 644 2 kikipopo R K, S8 AT K™, K i i B fool2345, JpBL B 53 HI P
i, I HifAMES

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

LUR 7Bl 638 4% 0 lincey IR K™, Ik, BEE OpenSSH # HH LA T JC s 4 Ui ), 73 ic
aaa FIZE A, IF HAIAMES

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAUOIVQ2CMWBIY/S1£30k1CWinV31gdXMzO0WU151iPw851kdQgap+NFuNmHcb4K
1aQB8X/PDdmtlxQQcawclj+k8£4VcOelBx1lsGk51ug51s1oblVOIEWCKEL/h51rdbN1I8y3SS9I/gGiBZ9AR10op9LDpD
m8HPh2LOgyH7Ei1MI8="

Firepower-chassis /security/local-user* # create role aaa

Firepower-chassis /security/local-user* # create role operations

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

Cisco FX0S CLI B E#573 2.1(1) i
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PLR 7RG 85 44 0 jforlenz R H ik, I Pk, % & Secure SSH % 8H LLEEAT JC #6015 1)
I HAIAMESS

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
User's SSH key:

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAUo9VQ2CmWBIY9/S1£30k1CWinV31gdXMzO0WU15iPw8
>51kdQqap+NFuNmHcb4KiaQB8X/PDdmt1xQQcawclj+k8£f4VcOelBx1lsGk51lug51sloblVO
>IEwWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> —---- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

i PR S 3tk A P ik

BEN LA

Firepower-chassis# scope security

TR A s 1 b -

Firepower-chassis /security # delete local-userlocal-user-name

TN R SR EAT S5

Firepower-chassis /security #commit-buffer

LUR 7B foo FH MK, I FLEIAESS

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

ARSF R AR A Rk

TR LI FEHNAT B R A AAA BRI A BEWAS slifs AT ik

N A
Firepower-chassis# scope security

B0 s BRGSO, BEAASHUT] 7 22 ik

Firepower-chassis /security # scope local-user/ocal-user-name

J Cisco FXO0S CLI B & #&/ 2.1(1)
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PRI SRE A kRIS IE R AR AR
Firepower-chassis /security/local-user # set account-status {active | inactive}
AR ORI A RCE ). AREE
g8

PLR 7= Jit A~ 44 4 accounting (R AR H] ik -

Firepower-chassis# scope security
Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security/local-user # set account-status active

AR S I IERI PRV RSN BIER

i YN o W
Firepower-chassis # scopesecurity

T2 BEANCIREH K A P e e
Firepower-chassis /security # scope local-user user-name

TR R CARE AR B R ) Sl

Firepower-chassis /security/local-user # clear password-history

TR FHARSIEES

Firepower-chassis /security/local-user # commit-buffer

PR 75451 e 65 0 g s g s v 8O F BT 55

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

Cisco FX0S CLI B E#573 2.1(1) i
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AR5 3R

© RTWURER, 541 70

* M Cisco.com NEMAE , % 42 17T

* ¥t Firepower 1[4 JEHRAE R GG T 43 FXOS HUAT , 3 42 1T
© WUEMURI SN, 5 43 1T

* JI4k Firepower W4 JEHAE RG- G HRAL . 5 44 1T

o BRI VA A WUR N E FXOS HUAR , 5F 44 1T

© PRSI A YR IRA , H 46 T

o [T, 47 T

KXFIRIGEIE

A

FXOS HUHAE A AR 70 g AN SEAS SR AL

pEd e

JIT A WA T B 2 4 R B A TR B A IR . 1520 DAEf 7 B U, IR G R 5

TR

PS40 (Platform Bundle) - Firepower - & #4840 & — R VI 1T7E Firepower & B 5| 4 Fll
Firepower ‘% AR/ 55 )2 MG . 1 SR & Firepower 1™ EHAE RE AL,

* W H (Application) - W & S8 ARAE 22 /5 3 FXOS MU L3 & A A% . N FH UEAE
h R P S (CSP) AT ASAT, TR0 8 B e ety 5 | 2 1y, fAbre iy % b, &
E@BRRR A, s R I8 A A B e A o AT UK R N H B SR B 2 AN AN ]
WUAAFi%AE Firepower &5 FE 5% I,
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AR QURTHICE S ISR EUG AN — A B A IR, W20 ST 6 R L

M Cisco.com T &A%

FFI6 Z B
s A Cisco.com MK 7o

UK

S i M2 ST 2 http:/www.cisco.com/go/firepower9300-software 5 http:/www.cisco.com/go/
firepower4100-software.

FXOS HUAR I T 300 7E X B as 4T T
T2 AEPE AR, SRR IR B AH AL

1% Firepower AJ 4] R #R4E B2 e e A AR 15 T~ 2 2l FXOS #1486
&P LME ] FTP. SCP. SFTP 5l TFTP ¥4 FXOS #AFWL% & 15 FXOS HLAH .
FrIRZ Al
R T 3 NI SO AR A R
o S5 NICHE DUBAG ) IR 55 245 1) TP bkl R 54 3 B IE AT E
* FXOS W& SCA ¥ 56 4 B e 44 7

UK

T AR

Firepower-chassis # scope firmware

HIE2  F# FXOS B 4

Firepower-chassis /firmware # download image URL
UM IERZ —, NIEE A MRSCIREE URL:
« ftp://username@hostnamel/path/image _name
« scp://username@hostname/path/image_name

« sftp://username@hostname/path/image _name

Cisco FX0S CLI Bt &5/ 2.1(1)
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wirmgmxzr |

« tftp://hostname:port-num/path/image_name

SN TR, WERAT AT A

Firepower-chassis /firmware # show package image name detail

LA 7= ] SCP WSl S il et «

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

S UERRIR RYSTEE 1L

KB (KIWARA N 52 FXOS ML Ja, RS H SN IEBR I ss vt WlRTE, mT DM L N g fe T
B IE AR 1 58 B

EFF) FXOS CLI GEZ [ vjin) FXOSCLI, 259 71 .
TN [ A

Firepower-chassis# scopefirmware

(IEUS 8

Firepower-chassis /firmware # showpackage

B e w5 .

Firepower-chassis /firmware # verifyplatform-packversionversion_number

version_number J&fEFAERAL FIFXOS T & 8 kA, #la 1.1(2.51).

ROV ISR AT RE T 2 L
N yes LAIIA S AL LGRS0 0IE

B2 DRSS T AT N

Firepower-chassis /firmware # showvalidate-task

Cisco FX0S CLI B E#573 2.1(1) i
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B A% Firepower T RIBER ST ARHE

7t4% Firepower AJ | RIZIER G WY E

\ =ML

12 5E1%

FHiE Z |

M Cisco.com T E T &L HAFME (EZS M Cisco.com FEMUG , 2642 T1) , REHILMG
FEF] FXOS WA GES K Z % &g N33 FXOS MU » 55 44 50

UK

HHEF| FXOS CLI (2 Vi) FXOS CLI, 59 701
HEN R

Firepower-chassis# scopefirmware

HEN A 8 2R

Firepower-chassis /firmware # scopeauto-install

274 FXOS & #gp 4.

Firepower-chassis /firmware/auto-install # installplatformplatform-versversion _number

version_number =B IFAE L L1 FXOS V-SRI FIRRA S, #ilhn 1.1(2.51).

REK 1 R B R AL . B S B A YT O e i N S FE 2 1) FXOS P & A2 4]
I A AR . Beoh, B EEE, g Rd, MaSIEa &L, REKBTHEEE.
i yes, TIHAINIEAEE R SLI0AE .

i yes, WHRINEARER A 2de, BRI no, PTHUH 23
Firepower W[4 JREAE RGHT AR, THR/H BT MAELL1F

BB RRAE, WEPAT L N AR
a) i\ scopefirmware.

b) #i X\ scopeauto-install.

) %\ showfsmstatusexpand.

ZE % T £ 2 FXOS #1585

&R LA H] FTP. SCP. SFTP B{ TFTP, &4 & AT WG E HI2) FXOS HLAf .
FrIRZ Al
AR T B NI B S AR A R

o S5 NILHE DUBIAG ) R 5545 4 TP bkl R4 43 BAIF AT IE

o BRGSO 1 58 4 B e 44 B
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BEN A RS

Firepower-chassis # scopessa

HEN B A A

Firepower-chassis /ssa # scopeapp-software

NGB AR

Firepower-chassis /ssa/app-software # download image URL
UM ERZ —, IEE S ARISCIFEE URL:

« ftp://username@hostnamel/path

« scp://username@hostname/path

« sftp://username@hostnamel/path

« tftp://hostname:port-num/path

B NG, THAT L R A

Firepower-chassis /ssa/app-software # show download-task

BAEC NEMN, AT LT HRAE:
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

BAFRE NG R, AT U 4
Firepower-chassis /ssa # scope app application_type image version
Firepower-chassis /ssa/app # show expand

DA 7R B SCP s 52 il es%: -

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@l192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:

File Name Protocol Server Userid State
cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user Downloaded
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app
Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Cisco FX0S CLI B E#573 2.1(1) i
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Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: 0
Firepower-chassis /ssa/app #

EFNZ IR B IR IR AR A
82 HT

A\

AR YIUG0IEE Firepower MBI 4R 25 5, BB Firepower HIAH & BEAFEL FXOS CLI F+4¢
Firepower BB 4 %« ELTFE) Firepower J&U B 181IE #5% %, L Z0d FH Firepower 55 £ Hp
Lo HRELNE R, 1ES4 Firepower REGRA I http:/www.cisco.com/c/en/us/support/security/
defense-center/products-release-notes-list.html.

SR, X} Firepower Jak B By £ 12 48 15 2% (AT AR] BE B A2 S BEE Firepower HUAR & 2235 1
Logical Devices > Edit fil System > Updates 5[ 1. X L8 5{ [ o Bos A 2 FR 61 i Firepower
AN ST 32 R B I RS B FicAs (CSP B

M Cisco.com & E A T4 & &N AMYG GEZRM Cisco.com FEMLG , 542 70 , KRG
WUE 33 FXOS WA GES K% &g N3] FXOS LR » 58 44 10 &

WEREIEAETE 0 S M IB IR A A s AN TR, 2E S THCF B R .
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[ 4 7+ 2K

BEN A RS

Firepower-chassis # scopessa

R Bl Ay S LEAE ST I 2 e .

Firepower-chassis /ssa # scopeslotslot number

v L B AT SR I N -

Firepower-chassis /ssa/slot # scopeapp-instanceapp template

RN T TRRCAS e B2 DAy RECEE B [ A«

Firepower-chassis /ssa/slot/app-instance # setstartup-versionversion_number

VNI ¥

commit-buffer

WA RSP EATSS . NTWR S, SRR 80,

R

PATR 7 B 0T IR AE 2 4 pbibie | 384T () ASA A mG . TVER, ST LLEH] show i@ 2 BEHPIR

78N o

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:

Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:

Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

I AR 82D BRI T2 FXOS HUAT E A Ao
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migEm |
B =sx%

P MRS AL http://www.cisco.com/go/firepower9300-software BY, http://www.cisco.com/go/
firepower4100-software.

RYWGAET 28 4T IF FXOS HUA I 30E T 380 0T 1 «
PIE2 I\ Cisco.com 4k, HRJFHE A3 MR T 2B T FXOS HLAT UG ] (1R 55 4% o
I3 £ FXOS {46 I, N[

fxos-chassis # scopefirmware

L4 F FXOS [EfFmUE T 28] FXOS HLAE:

fxos-chassis /firmware # download image URL
AN R — a2 BT e ASCHF ¥ URL:
« ftp:// username@hostname / path
« scp:// username@hostname / path
« sftp:// username@hostname / path

o tftp:// hostname : port-num / path

PR LA TR

fxos-chassis /firmware # show download task image name detail

TER6  FHSEHUR, A LU fr & A [ R

fxos-chassis /firmware # show package image name expand

FIRT AL e & F AR S

fxos-chassis /firmware # show package

AR, AR A BR AR A S

PR8I
a) BEN PR

fxos-chassis /firmware # scope firmware-install

b) B[ PR
fxos-chassis /firmware/firmware-install # install firmware pack-version version number
ROV IR AR, FEI AR R v] B 75 2 LB A B S A

©) Al (yes) 4k4LL0AE .
IS UE SRS, RGO B B e 28 ) L Bt A Rese ik, IF B RGEAENBnd e et
CIY=

d) fili2 (ves) ke, YA IEZ E S FXOS LA

IR NIRRT
fxos-chassis /firmware/firmware-install # show detail

B0 ST, A LU A A 2 i A

fxos-chassis /firmware/firmware-install # top

Cisco FX0S CLI Bt &5/ 2.1(1)
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BRIGERE

fxos-chassis # scope chassis 1

fxos-chassis /firmware # show sup version

MR ERE REE TR TRRAS 1.0.10:

fxos-chassis# scope firmware

EEZTO |

fxos-chassis /firmware # download image tftp://10.10.10.1/fxos-k9-fpr9k-firmware.1.0.10.SPA

fxos-chassis /firmware # show download-task fxos-k9-fpr9k-firmware.1l.0.10.SPA detail

Download task:
File Name: fxos-k9-fpr9k-firmware.1l.0.10.SPA
Protocol: Tftp
Server: 10.10.10.1
Port: O
Userid:
Path:
Downloaded Image Size (KB): 2104
Time stamp: 2015-12-04T23:51:57.846
State: Downloading
Transfer Rate (KB/s): 263.000000

Current Task: unpacking image fxos-k9-fpr9k-firmware.1.0.10.SPA on primary(

FSM-STAGE:sam:dme:FirmwareDownloaderDownload:UnpackLocal)

fxos-chassis /firmware # show package fxos-k9-fpr9k-firmware.1l.0.10.SPA expand

Package fxos-k9-fpr9k-firmware.1.0.10.SPA:
Images:
fxos-k9-fpr9k-fpga.1l.0.5.bin
fxos-k9-fpr9k-rommon.1.0.10.bin

fxos-chassis /firmware # show package
Name Version

fxos-k9-fpr9k-firmware.1.0.10.SPA 1.0.10

fxos-chassis /firmware # scope firmware-install

fxos-chassis /firmware/firmware-install # install firmware pack-version 1.0.10

Verifying FXOS firmware package 1.0.10. Verification could take several minutes.

Do you want to proceed? (yes/no):yes

FXOS SUP ROMMON: Upgrade from 1.0.10 to 1.0.10
FXOS SUP FPGA : Upgrade from 1.04 to 1.05

This operation upgrades SUP firmware on Security Platform.

Here is the checklist of things that are recommended before starting the install operation

(1) Review current critical/major faults
(2) Initiate a configuration backup

Attention:
The system will be reboot to upgrade the SUP firmware.

The upgrade operation will take several minutes to complete.

PLEASE DO NOT POWER RECYCLE DURING THE UPGRADE.
Do you want to proceed? (yes/no):yes

Upgrading FXOS SUP firmware software package version 1.0.10

command executed
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ZEINIEE %

o AN, 510

« JAHIFIPS B, %5 52 01

o A AARERI , B 53 T

* ER SSH BHLEY , 9553 it

* BCE IPSec %4 IHIE , 55 54 71

© MCEAEAE AU CRL, 2859 0T

o RTUEBmAIRRA , 3 60 1T
 WCE CRLGEM &, %563 1L

* A NTP 55 #5535k , 25 65 i1
© WHE LDAP #PIFMET , 2 66 1T

« BOE IP UimBIEL , 567 I

o I P E S RE 5 68 1

ZEINMES T
e IR RS BURT LG A I 75 UM A5 G b 56 [l L1730 F0 A BRI 2 SRS (1) 22 b E () B TR A
FXOS WU SRR & H b T2 A bRiE
S LN T8, TR SRR G X bR AE ) T RE 1) A T 2D 3R
* J3 H FIPS £ , % 52 it
o BB bR AERL , B 53 T
* BiC & IPSec 4 IHIE , 5 54 UL

o i E S AT S A CRL, 55 59 1L
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w&NEEME |
B =AApsiEx

*WCE CRL &I N3, 5 63 il

* A HI NTP JIR45 28 S ik, 55 65 1L
* WE LDAP BHFRMES , 2 66 U1
*WCHE IP Vil HI , 55 67 uL

A HIZ P s SR, 5 68 Bl
o FOE B/ NERD A AR Y, 5 34 T

s WE RN SR, F32 T

JHP S, 5 28 I

AR R, RIS FXOS LA LR VAE SR . 72 FXOS HUA LR N VAE A R EA 2
TECARE A SR 2 55 ZER AR T R

& FH FIPS =23\

AT BA T BB BAZE FXOS B _FJit ] FIPS Bt

£ FXOS CLI A %4
scopesystem

scopesecurity

$IR2 i FIPS £
enablefips-mode

FI®I HARE:

commit-buffer

TRA TSRS

connectlocal-mgmt

EE50=E)

T RAVIRMIE

fE FXOS A 2.0.1 20, Bk E R &N A SSH NV AL A 1024 7. ZERF4
FIPS Fill FAREDIE T oK, 20 S IH L4, FE 2B SSH BHLEET , 565 53 LR i
AN D BB AR OB ) U o WERANPATIXSEB D B, WIE FIPS A Ua SO0, Beas T
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| =a&ilEamn

eRamreEr I}

JRBA, A TCIEMEH] SSH R R B G 88 W SR AAE ] FXOS 2.0.1 B sy A AT A dR e &, K
it ZE BB K L o

J& R FpR R

PATEL AR, BLAE FXOS HUAH b8 FIal I rvER

UK

e “i@HFrvE” (Common Criteria) FTX W K] /2 A (Enable) &L HE
M FXOS CLI N % A5 :

scopesystem
scopesecurity

JR P38 AR A 5

enablecc-mode

VNI ¥

commit-buffer
EC RN
connectlocal-mgmt

reboot

ETRAEE

75 FXOS JRA 2.0.1 Z AT, B RBCE R i QU RIBLA SSH LNV DI 5% 1024 7. ZF&
FIPS FIE FAREAUE TR oK, A0S S IH =AU 8, A A B SSH EMESH , 58 53 U IKTE
AR D R OB ) WL o WERAPATIXLEH P 28, WIAE “3@ FFr#E” (Common Criteria) 5
AFHIES Y, WAEFA)GE, Kok A SSHER 2B 514, W L4 FH FX0S 2.0.1 83
FERAPAT WA BEE, WITC T A BOR 1 ENL .

4 X SSH £ H1% 4R

fE FXOS MRA 2.0.1 Z I, WAVIGERE NG IA SSH EHLS AT A 1024 A7, BHFE
FIPS FUE bR NUERT SR, S0 St 1H EALE A AR OB 0 WU . Ao EafE S, S0
Ja ] FIPS #5X , 58 52 musl i il b, 25 53 1L

PATEUR AP, DUSSBUH Y SSH BNV P25 OB AT A UE A5 2RI AL B

Cisco FX0S CLI B E#573 2.1(1) i



B &= PsecneE

E

M FXOS CLI #E AR S5 H -

scopesystem
scopeservices

JBR SSH A= HL2E 41
deletessh-serverhost-key

i NTER

commit-buffer

H# SSH EHLE K BEE ) 2048 47

setssh-serverhost-keyrsa 2048

VN ¥

commit-buffer

AR SSH EHLEH:
createssh-serverhost-key
commit-buffer
BB BN P -
showssh-serverhost-key

FHEHKE: 2048

Al & IPSec £ i@E

T LUAE FXOS HUAR L RCE 1PSec, Xaiaed 2 F 199 255 Kt €0 5 (o 3] S it n 85 40 £ 43 B0 UE IR 55 o
R A B ARG R AE A IE A P E SR PE A AR 2RI 2 — o AT RPEANE B, WS L RS M

P, 5551 .

J Cisco FXO0S CLI B & #&/ 2.1(1)
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REINESHE

A

w5 IPsec 22EE I}

iR

AR PR E AT IKE FT SA JEHE R s S5 g om BER UL HC (78 LA R PB4 sa-strength-enforcement

N yes) :

Ja i SA $dT)E

7E IKE P s 192380 K /N /N1 BSP Wi (1 2% 40 K
AN 7PN

IKE Vi 2 8 /KT 805 ESP Phis 1%
AR/, SA PRATAS A i I HLIE R T

S SA JUTIR

SA $ATH A I B .

PATIX LD, DIBCE IPSec % 4iHil .

M FXOS CLI #k X 22 44555 .

scopesystem
scopesecurity

QU A

enterkeyringssp

!createcertreqsubject-namesubject-nameipip

i N IRIB R IE 5375 SR A5 R -

entercertreq

B 5
setcountrycountry
¥ # DNS:
setdnsdns

BCE MR

sete-mailemail

BCE TP 5 -
setfi-a-ipfi-a-ip
setfi-a-ipv6fi-a-ipv6
setfi-b-ipfi-b-ip
setfi-b-ipv6fi-b-ipv6
setipv6ipvo
BCEALE
setlocalitylocality
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BL & IPSec R£i8B

$IE9

SIE10

TEN

$IE12

IE13

LIE15

I 16

17

SIE18

IR 20

TERINESHME

E

BCE ALK
setorg-nameorg-name

BEE AN R

setorg-unit-nameorg-unit-name

WH B
!setpassword

WEIRE:
setstatestate

W certreq f) A TR
setsubject-namesubject-name

B

exit

B AL :
setmodulusmodulus

BB UE R SR I HHT A

setregenerate; yes | no }

BEEAA AR
settrustpointinterca

B
exit

NP B K5 A A

entertrustpointinterca

A RAIE A4 TE K -

setcertchain

T

MIIF3TCCA8WgAwIBAgIBADANBgkqghkiGO9WOBAQsFADBwWMQswCQYDVQQGEwJVUzEL
MAKGATUECAwWCQOEXxDDAKBgNVBAcMA INKQzEOMAwWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS5I
dDAeFwO0xNjEyMDgxOTMzNTJaFwOyNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMAo0oGA ITUEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzZENMAsG
ATUECWWEUIRCVTELMAKGA1UEAwwWCQOExGjAYBgkqhkiGO9wOBCQEWC3NzcEBzc3Au
bmVOMIICIjJANBgkqhkiGO9WOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39Xc XA 1/x9IHCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/JrAie7bNn3ZYr[29yuyOrlqoi9k9gl/oRBzH18BwBwGHBOz3hGrSK
Yc2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4 YuhDTz4hl/19x/J5nbGiab3vLDKss 1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keY s/tbZdRSeXy9kMae42+4FIRHDJjPcSN
Ywlg/gcR2F7QUKRygKckJKXDX2QIiGY SctISHj1808705s/pmQAW WRGkKpfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGwWNTOS85fK3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMSlvwb+vrSwE9HsAiMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9z0LpRsVqSfIsAuVl/QdPDbW ShjflE/fP2Wj01PqXywQydzymVvgE

J Cisco FXO0S CLI B & #&/ 2.1(1)



REINESHE

TEN

BLE IPSec Z£IBIE

wEZaoF g+mlGJm0+q4RDvnpzEviOYNSAGmOKILhSHQ/eY Dexvd0gbORWb3 1H32yS1
[1a6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8u5SB4VcLKIC
x0vkqjo6RvNZJI52sUaD9C3UodTUCAWEAAaOBgTB/MC8GA1UdHWQoMCYwIKAioCCG
HmhOdHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UO0APk76pVIYQQSAWHwWYDVROjBBgwFoAU7Jg01A74jpx8U0APK76p VY QQ5AW
DAYDVROTBAUwAWEB/zZANBgkghkiGOWOBAQsFAAOCAgEAvI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3rJ/X1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z8ohWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ7qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHK AOIbnvAxoroHWmBId
94LrJCggfMQTuNJQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwR SfotEbc5R18n
BNXYHgxuoNMmgbS3KjCLXcH6xIN8t+Uk{fP89hvIt/flul+s/VISVZWK4tAWVR 7wl
QngCKRIW6F YpzeyNBctiJ07wO+Wt4e3KhljJDYVA9hFixWeVGDf2roQW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA6rIX8D9UmfthqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05ScwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ 11Rj1oulk+/ZyPtBvFHUkFRnhoWj5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFgDCCAS5CgAwIBAgIBBDANBgkqhkiGOWOBAQSsFADBWMQswCQYDVQQGEwJVUZEL
MAkKGA1UECAWCQOEXxDDAKBgNVBAcMAINKQzZEOMAWGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKoZIhveNAQkBFgtzc3BAc3NwLmS5I
dDAeFwOxN;EyMTUyMTMONTRaFwOyNJEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA1UECgwGbmV3c3RnMRAwWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRIcmOxLWNhMSgwlgYJKoZIhveNAQkBFhlpbnRIcmOxLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGOWOBAQEFAAOCAg8AMIICCgKCAgEA
wWLpNnyEx514P8uDo WK WF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBX5
4itJSOxyXFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvKUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUq11stklluh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyoS5Y UaRIMak/t8kCqhtGXfuLll
E2AkxKXeeveRIn6cpQdSJiNzCTAIIQL/T/CCqMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50WNXI1olb96hHIJ7RPbG7RXYqmcLiXY/d2j9/RuNoPJawl
hLktholdPA28xInfIB1azCmMmdPcBO6cbUQfCj5ShSmk3StVQK gl Cjaujz55TGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhclIXRdJPMsTJ4yPGOBieuRwdOp
18w/rFwbHzv4C9Fthw1JrRxH 1yeHJHrL1ZgJ5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMD8wDAYDVROT
BAUwAWEB/zAvBgNVHRS8EKDAmMCSglqAghh50dHRwOi8vMTkyLjE20C40LI5L21u
dGVybS5jcmwwDQYJKoZIhveNAQELBQADggIBAG/XujJhSG5UWo+cwTSitAezZWbJA
h1dAiXZ/OYWZSxkFRIiErKdupLqLOThjnX/wRFfEXbrBQwmSkWAUUDr97D1Uz+2A
8LCSI8SWKXmyf0jUtsnEQbDZb330VL7yXJk/AO0SFOjihpPheMA+YRazalT9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHMA3gFKmW{3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dy52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CDSW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbM Xxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjz0K/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctn WyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED IrTUN636Tw
SjGAPHgeROzyTFDixCei6aROIGdP/Hwvb0/+uThle89g8WZ0djTKFUM8uBO3 f+I1
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qewtcfUBYZ4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

BRIEPAEA K
showcertreq
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TE2

IR 28

TERINESHME

E

T

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP
Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::
Certificate request FI A ipv6 address: ::
Certificate request FI B ipv6 address: ::
Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SIC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):
Request:

MIICwTCCAakCAQAwWVTELMAKGA IUEBhMCVVMxCzAIJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSKkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEJVMQwwCgYDVQQDDANT
UlAwggEiIMAOGCSqGSIb3ADQEBAQUAA4IBDwAwWggEKA0IBAQDq292Rq3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja2 15mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV 7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKW TrmveZjDjkMm2nDFsP1X9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjU5YnR1
qiR4q7j1RmzVFxCDY3IVP/KDB0a5NyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGglzAIBgkghkiGO9w0OBCQ4xGDAWMBQGA1UJdEQQNMAuCA INTUIcEwK gA
1jANBgkghkiGO9WOBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCqKttu3+Hc7UdyoRM
21.2pjx5SOHbQICC+ENRVRM YujTnp67BWuUZZ103dGP4/IbN6bCIP3CvkZdKUsJKkNO
m1Ye9dgz7MO/KEcosarmoMI9WBS8LIweVdtoycSdIzs9shOxwT6TAZPwL7gq/1ShF
RIh6sq5WIp6E0Sj YefK62E7MatRjDjS8DXo0xj62fn9DgK 15iVpkK2QqT5rmeSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kX AVezm TxXEKJIBFLVduWNo6
DT3u0xImiPR1sqW1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

————— END CERTIFICATE REQUEST-----

PN IPSec #T:

scopeipsec

WE H BTG
setlog-levellog level

B EFNHE N IPSec %

enterconnectionconnection_name

B TPSec FE 1 B A B8 1 A 4y

setmoderunnel_or_transport

BCE A IP Hidik

setlocal-addrip_address

BB IP ik
setremote-addrip_address

WCRAL R TER S, 0B B FE 1 1 -
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TR

pZ

=29

30

$IE 3

s

32

$IE33

pZ

TR

pZ

34

* 35

36

$IE37

pZ

38

mEREsssc W

setremote-subnetip/mask

CRIE) BEEIERES

setremote-ike-identremote_identity name

BRI AR

setkeyring-namename

CAIE) BEE B PIAE D

setkeyring-passwdpassphrase

(AT & E IKE-SA Edr A (it .

setike-rekey-timeminutes
minutes {6 1] LAZ 60-1440 CELETTEN ) IR (AR AT 4240
(Al3E) WE T SA Em A (4r8f) (30-480):

setesp-rekey-timeminutes
minutes {5 7] UL 30-480 (RLETEN) Z M RT3 44
CRIE ) BB AP H ) 1) F8 A 4 o 47 R AT I H

setkeyringtriesretry number
retry_number fHN] L2 1-5 (CBUEAEN) 2 AL 34
(ATa%) Jo HEREEHTAETS Al 21 &k

setrevoke-policy{ relaxed | strict }
Ja &z
setadmin-stateenable

BTN ATE R

reload-conns

(Al B IAE ST S B FRS N2 TPsec:

createauthoritysrustpoint name

FCE AT IKE A1 SA 4 ) 0 3 198 2 (R UL -

setsa-strength-enforcementyes or no

EEEf—{E I ﬁ%ll_,\ CRL

O A AR PO AR B AETE 15 MBS 5136 (CRL) o &7 i W FH A H CRL S 25 R 45 35 (1 SR B0 AUE « IR S5 2% Y
FFIH CRL #27 BRIE 4K 1 AN 5245 AT 008 7 i S FH R U7 ) 145 5K

&AL E FXOS WA LA HIIEF 85512 (CRL) 15 BB TEX S5 UE 15 o 302 S0 2R 48 1138 FH AR v
TEA R AR Z TN — FXREAER, WSS UES MM, 251 1

PATIXLEPIRLLAE ] CRL {5 B EX S ETS
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KT EH BEFIREE

UK

M FXOS CLI #E N 224 2

scopesecurity

BEAAEAE R

scopetrustpointsrustname

HEN AR

scoperevoke

N CRL 3CfF:
importcrlprotocol://user id@CA_or CRL issuer IP/tmp/DoDCAICRLI.crl

(i) o CRL {5 B S AR :
showimport-taskdetail
R VA BCE A R T CRL:

setcertrevokemethod{crl}

ATIER miEYIREE

T 0] LALE 1PSec Fl1%¢ 4> LDAP EHHRHE 15 A 713 (CRL) A e EC BN ™A%~ 3 “9fn” .

A& CIEERZD CRL G EM X509 HE151) CDP 15 B 3kEL, 4578504 CRL {5 8. 4% CRL 15 B i
RN R TE T, 5 FXOS R4 AL CRL {5 5. 214 CRL 13 & (AU 2 THF 5
BEA YT IEAE AL B PAIE 5, A CRL {35 5 Y FH T3S G 28 30E o

H R A H e ZE ] 224> LDAP 1 IPSec IEFE T M & AP, 1EZ 1 Bl E IPSec %410
%5 54 U1 A G173 LDAP $R LR . 55 119 b,

MR TIEREE R, FARTR T B B 41 A A R BB RE IR IE
R4 BEH BENEERIRA TR T AMERS CRL

T A HhER7S CRL LDAP i%E#% IPSec 3%

o A AEIE HETE Lo B s LT R IE T i

R SEUE B #E ) CDP L e B 1S L e B 1S

B0 A REAR CAIETS 3 | & AN

17 CDP ¥ 7%

i(; SPUE TS HET R FEATUE TR | JER I, RIS R ARSI | RN, ARG n R H S
A )S8 )S8
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srrprunznz

Fo A ER 7S CRL LDAP E#E IPSec &1
CEXTEEE TV BE PR TATAIIED | ERRIN, RATRAGHEN | EBRW, RETRAGHEH
B B
A CDP §k/b 3 S5k 1o 4% ERRM, RALDRREHEN | WEEP. EBRRW, REER
B ARG HEMHE
HilE] CA: ZEREKRTH
A~ CDP CRL EE BB UKL | BN, RGEERREHEN | EREI)
R EHE P aE A2 B
Toik N AR P EE P ATAT | &R, RE TN RGHEW | MEE. ERRN, REER
CDP B ARG HEHR
TR CA: JERERLTH
WE1 24 CDP, {H CDP IR%5%% | &3k, REN ARG HEN | FEE: ERRW, REER
LR B ARG HEMHE
AR CA: JERERLTH
WFPBEA CDP, &4 )as) | ERKIN, REBRAKEHEN | WNEEH: ERRN, ZEER
HCDP I HA CRL, fHCRL H | & A HENE
HRAE P CA: e
%5 BIIP BMHRTERIEHTREE AT CRL
BAARE7s CRL AP E3% IPSec i£1%
A S AL 1 T SRR B T LSRR IE P A
2 2 UE 8% A9 CDP TS g TS g
Bl A UE R AR CAE 4 | 2 ANiEH

4T CDP f 7%

XA (A fIE g 2

BRI, RAEE ARG H G

BRI, RAEE R REH G

M & B

FEXPAEUEASBE P TARATIESS | BRI, R W R ARG H N | RN, R WR R 5 H G
hst hst

HA CDP /DX S UE A5 B HERR I HERR I
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KT EH BEFIREE

TERINESHME

B A AKHhE%7S CRL LDAP %#: IPSec &1
HA~ CDP CRL fE R H A | BRI ER T
FRI6 A5 UE P e oy

Tovk N SEE B AT | R TR
CDP

W HEA4 CDP, {H CDP k%528 | dHpia) R

EL k]

W HEA CDP, &4 nsh | ERNI) R
H.CDP B4 CRL, {H CRL A

B4

%R 6: IBEP REMNEEN IR AT T ARMERS CRL

Fo At %7 CRL LDAP i IPSec E3%
K7 A4 4% SEREIRAIE P B SEREIRAIE P B
o A X S5AIE T 4% H ) CDP SEREIRE 5 SEREIRIE 5%
5 6 SR TR AE AR CAIE 1530 | A& ANiEH

1T CDP ¥ty

e ABAIE S HH AT A HIE 30T 2K
e

RN, RGRoR RS H G
JSt

HERRML AR
jSt

SR ARG H G

AEXFSFUE S BE PR 1 AT T

BRI, RAEERRGH G

HERRM, &R

G ARG H S

B J58
A~ CDP /b3 S5 E 154 RN R T
HAS CDP CRL fE AL | &) ERE R Y)
PR 2 U P b oy 2%
ToVE R SEUE P BE P AT | R FER T
CDP
iEP5E 4 CDP, {H CDP R%#% | B8 ER NI

2R H]
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fic & CRL £ &

REINESHE

mEcRLeH T I}

JeA RS CRL LDAP E#E IPSec &1
WEHA CDP, W44 CAsh | &I ER )
H.CDP N 5 CRL, {HCRL A

HIRZ 4

K7 BirP REREERIEA TR G ARMERTS CRL

BHAKiER7S CRL LDAP %3 IPSec &3

R A0 SR 5% SEHL A B SEHL A B
K A IR 1545 HH ) CDP SEREHAIE 158 SEREHAIE 158
B X AR TR AR CAE 4 | 2 ANiE

4T CDP %

X AEUESBE T AR TUE AR | 3
e

BRI, RGBR ARG H G
&

BRI, ARG B ARG H G
&

HCDP [ HA CRL, {HCRL &
B4

FERFEEIE-PDEE TP TAEMRIED | ISR, R R HEH | BRI, R R rRRGHEH
l%\ 4@\

KA CDP /DX S5 UE A5 B HERE I HERE I

HA~ CDP CRL fERAH A | RN LRI

RI0) SEIE P B O

TR NS SR RE P AT | ) BRI

CDP

WEFH AT CDP, {H CDP R%5 4% | HEH D) HERZ I

CoRH

IS BAT CDP, JRg5aeC)R3h | ML) HERR I

T

B RS E N e W R4 (CRL), DMERERE 1 2 24 NI CRL JGAEE 15
HEalE LU PO O T Tz 0 e
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B EscRemTs

«FTP
« SCP
« SFTP
« TFTP
- USB

A

peat 23 « N7 4#E SCEP 1 OCSP.
« &/ CRL AN & — A~ W N3,
« WAMEAT S CRL.

)

ER Bl DA Ta] b C A .

PATLL N DR LIS E CRL & M) .

FHIaZ Al

iR fas G & FXOS HUAE LM (CRL) {5 SIS AEX E 5. AT EAME R, G BTN s
CRL , 59 Ti,

UK

$I®1 M FXOS CLI # N4 i
scopesecurity

T2 AENFEERAE
scopetrustpoint

pZ E I YNTLEL EW
scoperevoke

FERA HidE R
shconfig

FIRE  BCHTILNE

T

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

Cisco FX0S CLI Bt &5/ 2.1(1)
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rENPEsssnkE W

! set crl-poll-pwd
set crl-poll-server 182.23.33.113
set crl-poll-user myname

T HH P A
exit

CATIE) 3d N 208T CRL MK
il
Firepower-chassis /security/trustpoint/revoke # sh import-task

Import task:
File Name Protocol Server Port  Userid State

rootCA.crl Scp  182.23.33.113 0 myname Downloading

& F NTP R 55 88 S0 56 E

)

HATLL B LIAE FXOS HUAE BB FH NTP IR4528 5 40 56

padt i

< A, NTP S0y AE T B4 RN F T T G B R4S 28
« (N SZREEEH SHAT #E1T NTP JIR45 8% S 0 504

o IR ID MEPIE, A RENEAT IR ST A S I AE. T ID T S 7 i MR 95 4
VIS A N AT TN B I . 3 DMEDRAE ] ntp-keygen 15 Hi AR [ %E 1 -

UK

N4 ntp 4.2.8p8.
7t ntpd openssl J&5 T I 2224 NTP [l 5545 -

A2 f% NTP #5481 1D FlE5H 1 -
ntp-keygen-M

A I A i R S A AT DL R D R
M FXOS CLI Gl NTP IR55 5%

createntp-serverserver_id

N NTP 5578

scopentp-serverserver_id

% E SHAL 247 1D
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B &= AP EHRES

setntp-shal-key-idkey id

PIT  WE SHAL HHHFFH:
setntp-shal-key-stringkey string

S8 oM NTP S35 :

enablentp-authentication

\rl_ | === |'—2—‘| - >
W& LDAP ZAINEP
TEATBC L 242 1) LDAP 20 7 i AL S, DMIEAE FXOS HUAE L508F TLS 3ERL . 1K/ AL AR S
HEHFRAEAIE S PRS- PE AR 2RI — o AT RTPEAME R, WS LA HE . 5 51 00,
A

AR WmREH “WHAFRME” (Common Criteria) #2x0, W25 FH SSL,  HAAZAd F k45 %5 DNS 15 &
BB IR UE TS

IRy LDAP k554 H R I SSL, W AR GEAE T G 42 I 5 | RS, 0 8 A5 6L

LDAP 452845 S b2 CC B~ T 224> LDAP %4 (J5H SSL) ) DNS 15 &
PATUL R BR, DUECE %2431 LDAP 2% 7 i 5 B ERAE P «

UK

$IE1 M FXOS CLI N\ 24k
scopesecurity

P2 i LDAP i
scopeldap

$1B3 A LDAP 5 sk

enterserver/server ip|server dns}

P4 WE LDAP %
setkeyringkeyring name

LS AR E:
commit-buffer

Cisco FX0S CLI Bt &5/ 2.1(1)
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BLE IP i71a] %13k

w

B

pZ

1

2

BLE IP a1 5l%k

ERANIEOL T, FXOS HUAH FEZE0 A Web IG5 #% 00 T A Uil 82048 FBEAS 1P i) o vr g5 41
RRCE P Ui F1I% .
IP U 1) 7138 SCRF RA T p s

«HTTPS

« SNMP

« SSH

W14 1P Hihkde (va4 8 v6) , AN RIRSBCE % 25 AR T M. 7 0 FITHTEZE 0 FiF o R il Vs

&1 &

M FXOS CLI i3 N R &5 455K

scopesystem

scopesecurity

L VTR IR 55 B2 TP B

IPv4:

createip-blockipprefix [0-32]https/snmp/ssh

IPv6:

createipv6-blockipprefix [0-28]https/snmp/ssh

1Pv4:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

# scope system

/system # scope services

/system/services # create ip-block 10.1.1.1 24 https
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 11.1.1.1 24 ssh
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # create ip-block 12.1.1.1 24 snmp
/system/services/ip-block* # com
/system/services/ip-block # up

/system/services # sh ip-block

Permitted IP Block:

IP Address

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

Prefix Length Protocol

24 Https
24 Ssh
24 Snmp

/system/services # create ipvé6-block 2014::10:76:78:107 64 ssh
/system/services/ipvé-block* # com

/system/services/ipv6-block # up

/system/services # create ipvé6-block 2014::10:76:78:107 64 snmp
/system/services/ipvé-block* # com
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Firepower—-chassis /system/services/ipv6-block # up
Firepower-chassis /system/services # create ipvé6-block 2014::10:76:78:107 64 https
Firepower-chassis /system/services/ipvé-block* # com
Firepower—-chassis /system/services/ipv6-block # up
Firepower-chassis /system/services # sh ipvé6-block
Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol

2014::10:76:78:107 64 Https
2014::10:76:78:107 64 Snmp
2014::10:76:78:107 64 Ssh

BRA%ERiHIEP BR5IE

A R G2 P il 155 LDAP 5540, %F HTTPS 35 7 JH 2 34T S BiE. FXOS HLAE EIR
LN R A AT IR V= 7 S i

A
IR ORHNEB S MRS, X RVEHIT HTTPS AME—— 7l B (3 Rk 5.
& TS S I UE DI RE K FXOS 2.1.1 MRS SCRFIEF 8540 7

2 P e P 0 2 LA N BR, A R Ik D e
s Fl P 44 LA X509 JE T “IUEPBHE H & AR - liB1:” (Subject Alternative Name - Email)
i,

© B S UE AR A A CORIAE S AR B 18 BRI AE MR CA 2844 .

$£E1 M FXOS CLI AR

scopesystem

scopesecurity

P2 (k) A HTTPS G450 UL i
sethttpsauth-type

-

Firepower-chassis /system/services # set https auth-type
cert-auth Client certificate based authentication
cred-auth Credential based authentication

SIS K HTTPS 5 350k B 25150 -
sethttpsauth-typecert-auth

T4 IANCE:
commit-buffer

Cisco FX0S CLI Bt &5/ 2.1(1)
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o DR IP Huhl , 5 69 T

o SOV ERLIP, 371 0T

o GRHIMENE , H 72 0T

« THiE 8 FXOS HLAR , 35 74 1T
* KM FXOS WA HLIE , 55 75
o CHRZEHMUEY, 75
o NERAFERERAL , 5 81 B
o WHURSCHRGKE , 5 85 L

=

=

B EIE IP it

FFI6 Z B
AL FXOS CLI 514 FXOS VU8 FreEr s 1P #uik.

)

ER ECERLIP Muhb )y, AR bl BT 3L B Firepower MU FILAR 5 FXOS CLIFATL i
%o

UK

1 %83 FXO0S CLI GEZ Vi FXOS CLI, 259 1) o
HIE2  HILE [Pv4 S EE 1P Mok, iEHUTCL R ERAE:
a) W E AT B a [HVEH -

Firepower-chassis# scopefabric-interconnecta

Cisco FXOS CLI B2 #57 2.1(1)
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B =xEEpw

b) EAE Y P Hilll, HHMALL R a4

Firepower-chassis /fabric-interconnect # show

) FANLUR 4, WCEB I B P Huhk A 5
Firepower—cha551s /fabric-interconnect #
setout-of-bandipip _addressnetmasknetwork maskgwgateway ip address

d) ARSI E S

Firepower-chassis /fabric-interconnect® # commit-buffer

$IE3 FWLE IPve B P Hullk, iEPAT LT ERAE:
a) W E AT HLH a (VS .

Firepower-chassis# scopefabric-interconnecta

b) ¥ EE T IPve it B 75

Firepower-chassis /fabric-interconnect # scopeipv6-config

C) BEPTE M T IPve Hibk, iEWIALL Ry

Firepower-chassis /fabrlc-1nterconnect/1pv6—conﬁg # show ipv6-if

d) HANCLUTR 4, FECE T TP kR G
Firepower—chassm /fabric-interconnect/ipv6-config #
setout-of-bandipv6ipv6 addressipve-prefixprefix lengthipv6-gwgateway address

) N RGN ET5:

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

PUR 7R e B TPv4 58 FAE 11 R O,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0
64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask 255.255.255.0
gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session
Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

DU 7RG S TPv6 0 542 LRI 56

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipvé6-config
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower—-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipvé6 2001::8999
ipv6-prefix 64 ipve-gw 2001::1

Cisco FX0S CLI Bt &5/ 2.1(1)
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gxmAeEr [

Firepower-chassis /fabric-interconnect/ipvé6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipvé-config #

B MHERRIP

A

&R LA FXOS CLI B 23 FXOS AR N B 2 1P stk Sk, #0208 S6#E FXOS T
EFE TP A5 R, RJGEAEN FH 00 58 TP {5 B

iR

SR T FXOS HUAA & BLAS U T IR SE B g n] RE 4 P EURSS H T Ok T RE S AT A ] BE 1 R 55 HH T,
IR Z5AE ] FXOS CLI U TI% HE 5 4

H#EF| FXOS CLI.  (iEZ Vi li FXOS CLI, %3 9 51

He 0 R N B AR A

scopessa

scopelogical-deviceasa or ftd

F BB B B S | SR

X T HST

scopemgmt-bootstrapasa_or_ftd

X AR

scopecluster-bootstrap

T BB A B | R R P S 4

XA AT G

setvirtualipv4 _or 6ip_addressmasknetwork maskgatewaygateway ip address
X T ARG

setvirtualipv4_or 6ip_addresspoolstart ip end _ipmasKknetwork _maskgatewaygateway ip _address

P IE I E Y ssa B

scopessa

EER(NRE R S WA il

scopeslots/ot number

W Y BB N T o
scopeapp-instanceasa_or_ftd

HRE G SRR .

clearmgmt-bootstrap

ER O TR, DAUTER R FXOS HUARIAAN N RS 6-8 . WIRZH AR SR
B W2 AP BRI AR X P R
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IR RG] SR PECE .
exit

L0 HANCE
commit-buffer

FRN BRI BWNERG.  GFSMERR NN eB M fEE s . 8172 3. )
TR, WRGE SRR P IP 5 R, RIS % B R R &
W2 KA TP, 1 I HERD A W4 AR S ok 55 3 A AT KA
XTSI E
setvirtualipip _addressnetmasknetwork _maskgwgateway ip _address

setvirtualipvip _addresspoolstart_ip end ipmasknetwork _maskgatewaygateway ip_address

T3 fHIANCE
commit-buffer

2R BIEE

UURECE TSR AR, ] 6ok B Firepower UM BLERIN, R GOR Bos g SOA, I/ b 20/
HEF R LA E (0K), R)a REASPORMA T AR WK B SR A, Aot
FLAEE N A4 R R AR B

M E| FXOS CLI I, R W /AR SCA (EiE) » REFRRmAEL.

B & X AltElE

1 EH:3 FX0S CLI GEZ Vi FXOS CLI, 59 1)
HIE2 PR,

Firepower-chassis# scopesecurity

T3 BEARE 2R

Firepower-chassis /security # scopebanner

FERA AL S B SR ATREE
Firepower-chassis /security/banner # create pre-login-banner

PIRS iR AE ) Gk Firepower HLARE B 2554 FXOS CLI il FXOS M [a] HI )™ S s i) &L -
Firepower-chassis /security/banner/pre-login-banner* # set message

Cisco FX0S CLI Bt &5/ 2.1(1)
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%
g
~

exzziE [

JRB—AXSUEHE,  H -5 8 ST R R OSOA

FESL/RPTAL, B S SEATREIE Y S o 1800 DUZE e 7 B p g AT b v ASCIT 7455 . #E 0T LU N 24T
WA, FATERZ 192 NF4F. 4 Enter §E35:47 .

EBENE BT —47, %\ ENDOFBUF 3% Enter & UL 52 1k .

¥ Ctrl A1 C BEIUNS BB B TEAE

ARG EAE S

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

LA 79 3 2 o i A i «

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

128U X AR

T

$IE2

g2

R FXOS CLI (& Vil FXOS CLI, 259 ) .
HEN A p

Firepower-chassis# scopesecurity

HENR R 22 AR

Firepower-chassis /security # scopebanner

BEN B R HTR 22 Ao

Firepower-chassis /security/banner # scope pre-login-banner

FREAE ] 1 B 5k Firepower HUAHE FEESEL FXOS CLI fif FXOS JW i) ) B (17 B -
Firepower-chassis /security/banner/pre-login-banner # set message

JABN—ANREIEHE, T4 A S AR B SOA .

PESERATAL, BN B SERTRE IR B 7880 DU I B i AME AT hRvE ASCIL 745 . #sa] U N 247
XA, FATHRZ 192 NF4F. 1% Enter BE41T .

TEVE NS B R —47, %\ ENDOFBUF 3% Enter % U152 i .

¥ Ctrl A1 C BRI B BT HE

ARG EAE S5
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Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

DN e R

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

MFR = % BT R

LI

$IE2

HHF) FXOS CLI G2 Vi il FXOS CLI, 559 71D .
N

Firepower-chassis# scopesecurity

HEA R 22 4

Firepower-chassis /security # scopebanner

MR GEH N 53 5 S T

Firepower-chassis /security/banner # delete pre-login-banner

BN R G EAT 55

Firepower-chassis /security/banner* # commit-buffer

LA™ 73491 RT3k 268 i A -

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

E 325 FX0S #1158

LI

HEAPUAAEA

scope chassis 1
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T2 AL & FOE A S LA

reboot [ reason | [no-prompt]

B S (no-prompt] JHET, WA fir 4 S HUARKE v TR 3o SR A
[no-prompt] JCEET:, WIZEEHI AN commit-buffer 721 RAANSEH A .
RGO IEH R ARG ERCE R RBE, )G R /515, 5o XT8N A 30
FXOS HUAf . I e KA % 15-20 73l
PRI WEEH RIS
scope chassis 1
show fsm status

< 4] FX0S # 38 iR
pUK

T AEAPFARN:

scope chassis 1

P2 HALL N2k ANLIAE:

shutdown [ reason | [no-prompt]

AR WARBEAEH [no-prompt] XY, WA 2 JE AR LRI SCH . W R AEAMEH [no-prompt]
T, WIAERES N commit-buffer iy 2 RS KM
RO IE T R RGE LB AR AR B E, SR SR 22 /518, )5 G FXOS HLAH
I R AT 2E 15-20 3t FEALA LD R M, S88nT LASRFE A LAA 1) P A =k
-,Ij;ggga 3 %fL?@lﬂL%i
scope chassis 1
show fsm status

RERZEESMIES

ESEIRAVIGRIL E f5 . B Ak B 2544 SSLUE S LAt FXOS AU Web W HAEH o HFIZAIE 1552 Eﬁziﬁ
1, &P iﬁﬁfXJ VRS AT . B bl Y% & K77 i) FXOS HLAH Web ST, X Ya2
Ptk SSL A&, BOR ARV i) FXOS WA Z A2k 5. T LU LU R R, A FXOS CLI
AL GIE A SR (CSR),  JF 22219 30 1 B 40 E 15 LAAE FXOS MLAETEFH o M B 0k 15 Fe/F 0 P ity Xl
VAR EATIE:, JFHEAE 5) Web Ftii i o
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pUk
P11 EHF| FXOSCLI,  GEZH Vi FXOS CLI, 9 51) .
HIB2 N L.

scopesecurity

FERI G

createkeyringkeyring name

TEA WERRYIMEECR

setmodulussize

TS fIAALE
commit-buffer

PE6 FUE CSRTF B W LU AEARI (B, FAH LRGeS, el LOEF avekE e (i,
DAL HRAUET 5 m Ll iR, K

createcertreqcertreqsubject name

G4

setcountrycountry

setstatestate

setlocalitylocality
setorg-nameorganization_name
setorg-unit-nameorganization_unit_name
setsubject-namesubject name

NG

commit-buffer

FIR8 T CSR, KR A TIMU AL o

a) R5EHEE CSR:
showcertreq

%
g
~

b) ZHIN ) “-----BEGIN CERTIFICATE REQUEST

P
————— BEGIN CERTIFICATE REQUEST-----

MIIC6zCCAdMCAQAWAzZELMAkKGALUEBhMCVVMXEzZARBGNVBAGMCkNhbGImb3JuaWEx
ETAPBgNVBACMCFNhbiBKb3N1IMRYWFAYDVQOKDA1DaXNjbyBTeXNOZW1zMOwwCgYD
VQQLDANUQUMxGJjAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9w0BAQEFAAOCAQ8AMI IBCgKCAQEAS0ON5gagkfz2 £14JVEANG+7YGgcHbnUL 7LpV
yMChnKOPJjBwkUMNQA1mMQsRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/axTW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10Ohhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKVObttYg3kf/UEUUgk/EyrVg3B+u2DsooPVq76mTm8BwYMgHbJEV4 Pmu
RJWEB8YEVVWH7JTEL]j90vxbatjDjVSJIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIY¥ZVatTxp6HTUezH2MITIz0avU6dltBIrnyxgGth5dPVOdhQIDAQABoC8wWLQYJ
KoZIhvcNAQKOMSAwWH]ACBgNVHREEFTATghFmceDOxMj AudGVzdC5sb2NhbDANBgkqg
hkiG9wOBAQsSFAAOCAQEAZULCbwx9vt5aVDcL+tATUSXFE3LA310ck6G)1INV6OW/ 61
JBNLxusYilrZZcW+CgnvNs4ArqgYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgKO0
zzyoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtvcQy55+/hDPD2Bv8pQ0C2Zng3T

J Cisco FXO0S CLI B & #&/ 2.1(1)
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ARG ERE

$IE9

TIE10

$EN

TIE12

TIE13

TIE14

$IE15

I 16

L1

SIE18

kKLfG1dxWf1xAxLzf5J+AuIQ0CM5HzM9Zm8 zREOWT+xHtLSqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyuLpLwgkxBOgyaRdnea5RhiGjYQ21DXYDIEXp7rCx9
+6bvD11n70JCegHdCWtP75SaNyaBEPkO0365rTckbw==

————— END CERTIFICATE REQUEST-----

B HE A5 1 SR AR
exit

B PR

exit

REZFEERMES

IR PTAUEPLACEH] Base64 i A AE S A F FXOS. 1 R GEAS AR LR H RS 1 UE -+ Bl
fE AR, 2RS4 SSL T A (filfnl, OpenSSL) #EATH:#t.

T
sl gL

createtrustpointsrustpoint name

FEAR AT FBE A ) CSR:

setcertchain

ER O TEH AN B AR A, AU HRIE B AT AR T A . AR SCARSC K
MRAF PR MGAE TS, AR A4 P A — NP RjUES, 4945 BT BEGIN CERTIFICATE il END

CERTIFICATE Fric o KRAEAN SCAEL S il ERIG RIS AT R
A S LRI Cor M pa R L e

TP

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:

>MIICDTCCAbOgAwIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggqghkjOPQQDA jBTMRUW
>EwYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwNZzI4MTclNjU2
>WhcNMjAwNz I4MTgwNjU2WjBTMRUWEWYKCZ ImiZPyLGQBGRYFbGYj YWwxGDAWBgoJ
>kiaJdk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcqhk jOPQIBBggghk jOPQMBBWNCAASVEA27V1EnglgMtLkvJI6rx
>GXRpXWIEyuiBM4eQRoqZKnkeJUkmlxmglubaDHPJ5TMG£JQYszLBRJPq+mdrKcD1
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIkwEAYJKwYB
>BAGCNxXUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lqy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

VN ¥

commit-buffer

IR HE AR AR

exit
HEN BRI

scopekeyringkeyring name

RAESS 13 D QI I AR R0 CSR B S PI3R OCHK -

settrustpointtrustpoint_name

SRS AR S IETS .

setcert

Cisco FX0S CLI B E#573 2.1(1) i



B oussassiEs

FIR19

$IE20

TEN

T2

$IE23

R -F A A ATLRAI AR P P8 £ A5 PR PA) 75«

TP

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Keyring certificate:

>MIIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACjAKBggghk jOPQODAjBT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTYwNDI4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWjB3MQswCQYDVQQGEwJVUzZETMBEGA1UECBMKQ2F's
>aWZvcm5pYTERMASGALUEBXMIU2FuIEpvc2UxFjAUBGNVBAOTDUNPpc2NVIFNS5c3R1
>bXMxDDAKBgNVEBASTA1RBQzEaMBgGA1UEAXMRZnAOMT IWLnR1c3QubG9j YHwwggEiL
>MAOGCSQGSIb3DQERAQUAA4 IBDWAWGgEKAOIBAQCZQ4 3mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuK3F5U
>R1HLPvIOrHtYY296D9¢c/7N3Tee3gZczrcWys9w+YDsSTCCoNIUhKGOERXXSGF/j43D
>ikoJn55JKRIMRMHVkdopX1u21liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJge/IG8a4s/9D82a
>/cujcbO0hNssvmAhhlVql PGnodNR7MEfYwgjM5q9Tp3WOH2ufLGAa2H1 0 9XR2FAGMB
>AAGjggJIYMIICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAABgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFNlcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREM9bmFhdXN0aW4sREM9bGYjYWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPW5hYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1QdWJsaWM1MjBLZXk IMjBTZXJ2aWN1lcyxD
>Tj1TZXJ2aWNlcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vY¥mplY3RDbGFzcz1ljZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsSGAQQOBgj cUAGQUHhIAVWBLAGIAUWB1AHIAdgB1AHIWDgGYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUd9b6K1UW=

>ENDOFBUF

IR PR

exit

IR 2 A

exit

HEN R G

scopesystem

BEA R S5

scopeservices

Fie & FXOS Web il 55 LA B iE 15
sethttpskeyringkeyring name
N

commit-buffer

ARG EE

WoR5 HTTPS M55 28 SRR E 130 . N BoREATE P IS 3 20 P QIR I B VIR A AR WA el

H R TRERA S BHER A FR, W) HTTPS MR 55 #5 Mi ARS8, AN ReAd L BriE 5.
showhttps

J Cisco FXO0S CLI B & #&/ 2.1(1)
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zezrsmirs W

il
fp4120 /system/services # show https
Name: https
Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: firepower cert
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIUM: +EXP:+eNULL

PR DRFARERHNE, #HIAERIRE (Certificate Status) {4 27~ H B (Valid):
scopesecurity

showkeyringkeyring namedetail

w15
fp4120 /security # scope security
fp4120 /security # show keyring firepower_ cert detail
Keyring firepower cert:
RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Certificate status: Valid
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
45:00:00:00:0a:de:86:55:16:82:24:£3:be:00:00:00:00:00:0a
Signature Algorithm: ecdsa-with-SHA256
Issuer: DC=local, DC=naaustin, CN=naaustin-NAAUSTIN-PC-CA
Validity
Not Before: Apr 28 13:09:54 2016 GMT
Not After : Apr 28 13:09:54 2018 GMT
Subject: C=US, ST=California, L=San Jose, O=Cisco Systems, OU=TAC,
CN=fp4120.test.local
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:b3:43:8d:e6:06:20:91:£6:76:7e:2e:09:54:40:
0d:1lb:ee:d8:1a:07:07:6e:75:2d:ec:ba:55:c8:c0:
al:9c:a3:8£:26:30:70:91:43:0d:40:0d:66:42:c4:
50:0d:c6:c9:db:7d:bf:b0:ad:1£:31:29:£f2:a8:e2:
fc:27:30:bb:8a:dc:5e:54:46:51:cb:3e:ff:6b:le:
d6:18:db:de:83:f5:cf:fb:37:74:de:7b:78:19:73:
3a:dc:5b:2b:3d:c3:e6:03:01:30:82:a0:d2:2e:84:
al:b4:11:15:d7:48:61:7£:8f:8d:c3:8a:4a:09:9f:
9€:49:29:12:26:44:c1:d5:91:da:29:5f£:5b:b6:d6:
20:de:47:££:50:45:14:82:4f:cd4:ca:b5:6a:dc:1f:
ae:d8:3b:28:a0:f5:6a:ef:29:93:9b:c0:70:60:ca:
87:6c:91:2f:e0:£9:ae:46:35:84:f3:cc:84:bd:5c:
07:ec:94:c4:8a:3f:4e:bf:16:da:b6:30:e3:55:22:
47:64:15:11:b4:26:a7:bf:20:6f:1a:e2:cf:£d:0f:
cd:9a:fd:cb:a3:71:0d:21:36:cb:2£:98:08:61:95:
5a:b5:3c:69:e8:74:d4:7b:31:£6:30:82:33:39:ab:
d4:e9:dd:6d:07:da:e7:cb:18:06:b6:1e:5d:3d:5d:
1d:85

Exponent: 65537 (0x10001)

X509v3 extensions:
X509v3 Subject Alternative Name:

DNS:fp4120.test.local

X509v3 Subject Key Identifier:

FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94

X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:

Cisco FX0S CLI B E#573 2.1(1) i
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URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration, DC=naaustin,
DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint

Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services,CN=Configuration, DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:0b0:ec:d7:09:8a:b1:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:
02:21:00:ed:47:4e:6€:24:89:04:6£:¢cf£:05:98:e6:b2:0a:08:
2b:ad:1a:91:b8:e8:bd:ed:ef:51:d5:1d:£f5:be:8a:d5:4c

MIIE8DCCBJagAwIBAGITROAAAArehlUWgiTzvgAAAAAAC)AKBggqhkjOPQODA)BT
MRUWEWYKCZImiZPyLGQBGRYFbG9)YWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYwWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOW)B3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvcemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPpCc2NVIFNS5c3R1
bXMxDDAKBgNVBASTALIRBQzEaMBgGALlUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEil
MAOGCSqGSIb3DQEBAQUAA4 IBDwAWggEKAOTIBAQCZQ43mBgCRINZ+Lg1UQAObT tga
BwdudS3sulXIwKGco4 8mMHCRQwW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJdn55JKRImMRMHVkdopXlu21iDeR/9QRRSCT8TKtWrcH67YOyig9WrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfsIMSKP06/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGjggJIYMIICVDACBgNVHREEFTATghFmcDQxMAudGVzdC5sb2NhbDAdBgNVHQ4E
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFWwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4 tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1eSUYMFN1cnZpY2VzLENOPVN1cnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQCcBAQSBvzCBVDCBuUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWS5hYXVzdG1luLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTJ1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
T31TZXJ2aWN1lcyxDTj1Db25maWdlcmFOaWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1j2XJ0aWZzpY2F0aWouQXvo
aG9yaXR5MCEGCSsGAQOBg]j cUAGQUHhTIAVWB1AGIAUWB1AHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCsGAQUFBWMBMAOGCCgGSM4 9BAMCAOgAMEUC
IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

————— END CERTIFICATE-----

Zeroized: No

BT RAVIRIE
BRI R PR 15028 2 A AT UE TS, 1l E Web 3 Vi ds IR~ 4 N https://<FODN or_IP>/
4% Firepower JUAHE HLAS .
S
AR WSSO R NI IR UE B AR . WERUE B UR 45 5 e IR e A, WA e
YA LU R 7 2Avy el e i A TP kb U 1), Rl Al SSL AR (4 FH A4 JEAE (Common
Name Invalid)) , BIAEASEHI 2 2 A5 AR UE S .
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OCT T A |

MRS R E

LI

Fraa Z 8l

L S8 B R R WS RS RS A B, T RV R PR S s O R A . B i R,
TA A SIS AT TFTP 5| S#E . TECHM ARG BASHLG, R BG 5] 5.

FrE FXOS MU IR &2 85 1] LU Cisco.com _EF L T —7 & 3K 15

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 %741 -https:/software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

PR WG ARG =N B SO, Blan, LUR & FXOS 2.1.1.64 [ 2411k E g .

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

UK

Jj il ROMMON::
a) RIS G
b) HH RS,
RGN, AR R A SR —AME I i 2% .

©) f8¢A 9] 1E] 4% Escape 843k X ROMMON 5

RtIR

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA
Use BREAK, ESC or CTRL+L to interrupt boot.

use SPACE to begin boot immediately.
Boot interrupted.

Cisco FX0S CLI B E#573 2.1(1) i
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B Jsusens

rommon 1 >

REER

TER2  XASIME AT TETP 5] T #AF:

) BOUEYEE IP uhl, A ERHERD LU OC TP Mkl R ORI RS . AT LUME AT set i S B HAE. W
LUf# ] ping i %Il TFTP ik 55 48 10IE % .

rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>

rommon > gateway <default-gateway>

b) ¥ B g 5 B a] I I EXOS HLAR T i) i TETP H 5%
EB BRI S SIZARA S AULHL . AT LA Cisco.com AT 4% UL 1+ 247 e 411

FXOS A5 3 3l G2 ] IR 56 2 AR o
¢) {fH boot 4 ROMMON Ji= Zj 14 :
boot tftp://<IP address>/<path to image>

ER T LG N3 FXOS MLAE R H B USB @il USB #E14 % £ M ROMMON 5|
SIS . AL RGIBITIE N USB %4, BHEEHIAIRS, REA SR

USB %o

RGUK s —RH # %5, FoRIEAZRGE, N5 RINE0E s .

il

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=

PS1="ROMMON ! > "

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 > ping 10.0.0.2

Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

ADDRESS: 10.0.0.2

NETMASK: 255.255.255.0

GATEWAY: 10.0.0.1
SERVER: 192.168.1.2

IMAGE: fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

TFTP_MACADDR: aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEHHFH R A AR R R R R R R R R R R R R R R R
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OCT T A |

iddssasisissasisssasiissaaiiiisaaiiiiasaiiisaniisaniiisaRiiissaRiiisantid;
FHEFHFHH AR R A R R R R R R

File reception completed.

PSRRI A FXOS HUAR IR R SR AGAR VLG 1A P AR U LR A5«
a) ZLFEME RGAEF ARG, TR E A B IP bR ¢, JovidE il USB R aix semg

switch (boot)# config terminal
switch (boot) (config)# interface mgmt O
switch (boot)
switch (boot)
(
(
(

(config-if)# ip address <ip address> <netmask>
(
switch (boot) (config-if)# exit
(
(

config-if) # no shutdown

switch (boot)
switch (boot)

config) # ip default-gateway <gateway>
config) # exit

b) Kk AT R G RN B AR UG A FE 45 4 5 41 21 bootflash:
switch(boot)# copy URL bootflash:

U ERZ —, N IEAE S A MRISCIFEE URL:
« ftp://username@hostnamel/path/image _name
« scp://username@hostname/path/image_name
« sftp://username@hostname/path/image_name

« tftp://hostnamel/path/image _name

ENE

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_ images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

©) WUZ B RIh R HIF] FXOS HLAE)E, HfE—N M nuova-sim-mgmt-nsg.0.1.0.001.bin $5 [ 5 B35 (5
WIS BERE . SRR AT LU Jm B L) 28 i B as . ANV ZOIMAMI BT 4, 5Bk
PR AR IR 24N 2 nuova-sim-mgmt-nsg.0.1.0.001.bin.
switch (boot) # copy bootflash:<manager-image>

bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

il
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config) # interface mgmt 0
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch (boot) (config-if)# no shutdown
switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit
(

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Cisco FX0S CLI B E#573 2.1(1) i
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REER

Connection to server Established. Copying Started.....
/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot)# copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...
switch (boot) #

IS 2 R SR -

switch (boot)# load bootflash:<system-image>

Al
switch (boot)# load bootflash:fxos-k9-system.5.0.3.N2.4.11.69.SPA
Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait

Cisco FPR Series Security Appliance
FP9300-A login:

INBARE WG, F A LU fir & LABT 1 R Ge 2l B H AR -
R nEWE G )E, NALRIAT I
%,

FP9300-A# scope org
FP9300-A /org # scope fw-platform-pack default
FP9300-A /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility issue.

FP9300-A /org/fw-platform-pack* # commit-buffer

N REOF LR EAE FXOS HURA LA S Mg amg . AGTRaME R, WS, 5 41
P

A8

.
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:
Version: 2.1(1.73)

J Cisco FXO0S CLI B & #&/ 2.1(1)
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MIRIF Y R TR E

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

NI R G RE

A

FHi6 Z Al

WAE S BB N AR, RGTCIE TR A ), W LM LU R R IKE R SE. E5e il e,
O A SR HRAT TETP JAShERAE . BB AN KT AR GERE BEGsAR, SR 5 T e

BIazh.

iR

AREFOFEPE ARG B, REREN, BT eiiiERL.

Fr € FXOS MU IR &Z W5 7] LU Cisco.com EH A T —7 & 3k 15

* Firepower 9300 -https://software.cisco.com/portal/pub/download/portal/
select.htm]?&mdfid=286287252&flowid=77282&softwareid=286287263

* Firepower 4100 Z %1 -https://software.cisco.com/portal/pub/download/portal/
select.html?&mdfid=286305187&flowid=79423 &softwareid=286287263

PR AR A FE =AM e Bilan, LLUR 2 FXOS 2.1.1.64 1Pk & %,

Recovery image (kickstart) for FX-0S 2.1.1.64.
fxos-k9-kickstart.5.0.3.N2.4.11.63.SPA

Recovery image (manager) for FX-0S 2.1.1.64.
fxos-k9-manager.4.1.1.63.SPA

Recovery image (system) for FX-0S 2.1.1.64.
fxos-k9-system.5.0.3.N2.4.11.63.SPA

UK

Jj il ROMMON::

a) RIS G

b) HH RS,
RGN, AR R SR — MBI R 2%

©) {811 A IE] 4% Escape 43k X ROMMON #55X

w15

Cisco System ROMMON, version 1.0.09, RELEASE SOFTWARE
Copright (c) 1994-2015 by Cisco Systems, Inc.
Compiled Sun 01/01/1999 23:59:59:59.99 by user

Cisco FX0S CLI B2 &5/ 2.1(1)
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e |
[ RS

Current image running: Boot ROMO
Last reset cause: LocalSoft
DIMM Slot 0O : Present

DIMM Slot 1 : Present

No USB drive !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address aa:aa:aa:aa:aa:aa

find the string ! boot bootflash:/installables/switch/fxos-k9-kickstart.5.0.3.N2.0.00.00.SPA
bootflash:/installables/switch/fxos-k9-system.5.0.3.N2.0.00.00.SPA

Use BREAK, ESC or CTRL+L to interrupt boot.

use SPACE to begin boot immediately.

Boot interrupted.

rommon 1 >

%
g
N

X EBIIEIAT TFTP 5] 34845

a) IGUFEFHL IP Mk, P EHERD DL AW OC IP Mokl 25 BRI E . nTLUT] set B EILE. AT
LU H ping @2 5 TFTP k45 #5 (1)3d 4%
rommon 1 > set

ADDRESS=

NETMASK=

GATEWAY=

SERVER=

IMAGE=

PS1="ROMMON ! > "
rommon > address <ip-address>
rommon > netmask <network-mask>
rommon > gateway <default-gateway>

b) ¥ R B mAg S ) w] S EXOS HLAR T i) i TETP H 5%
EB RMEIOR S SR S ARG . TR TR I FXOS MR 5 E 34 2 75 DU,

157 18] Cisco.com R AL a0 .
¢) i H boot 74 M ROMMON 5 Bl .

boot tftp://<IP address>/<path to image>

AR BT UEREAE] FXOS MU AT AR L USB 68 ) USB 44 % M ROMMON 3|
FRABIMAG . R RGUSATRGEN USB %45, BHEEHINNRG, REA T
USB % 4o

RN WA —FRI# 5, FORIEAERERIUE, SRIEHINEE 2hmig .

il

rommon 1 > set
ADDRESS=
NETMASK=
GATEWAY=

rommon 2 > address 10.0.0.2
rommon 3 > netmask 255.255.255.0
rommon 4 > gateway 10.0.0.1
rommon 5 >

| |

ping 10.0.0.2
|

Cisco FX0S CLI Bt &5/ 2.1(1)
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Success rate is 100 percent (10/10)
rommon 6 > ping 192.168.1.2

Success rate is 100 percent (10/10)

mirmxuzansg I

rommon 7 > boot tftp://192.168.1.2/fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

ADDRESS:
NETMASK:
GATEWAY :
SERVER:
IMAGE:

TFTP_MACADDR:

10.0.0.2
255.255.255.0
10.0.0.1
192.168.1.2

fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA

aa:aa:aa:aa:aa:aa

Receiving fxos-k9-kickstart.5.0.3.N2.1.11.1.SPA from 192.168.1.2

FHEFAFH R AR R R R R R R R R R R
ikdsaaasissasasisiaaasiiiaaatiiiaaasisasaiiisaaniiisaniiisaniiiasaRiissnnRid;
igddssas iRt sat i saaiiidaaatiiasaiiisasiii sttt iisssti

File reception completed.

IR shmg )5, 48] init system 2 T ETRE AL IR AR
init system v & 1] LIS BRZAH N, O FEE ARG ITA RS LU &g LR ITERCE .
SEZ AT A KL TEE 20-30 434t

T

switch (boot)# init system

This command is going to erase your startup-config,

your bootflash:.

Do you want to continue? (y/n) [n] y

Detected 32GB flash..

Initializing the system
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks

Initializing startup-config and licenses
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):

Formatting bootflash:

mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):

Formatting SAM partition:
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):

Formatting Workspace partition:
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):

Formatting Sysdebug partition:
mke2fs 1.35 (28-Feb-2004)

Checking for bad blocks (read-only test):

R A% N 3% FXOS HLAH :

a) FFHKEMG, TEK

switch (boot)# config terminal

switch
switch

(
(
(
(

boot) (config) # interface mgmt 0
boot) (config-if) # ip address <ip address> <netmask>

switch (boot) (config-if)# no shutdown

(read-only test):

done

done

done

done

done

done

done

done

licenses as well as the contents of

EEHIP HhkAIM e, Joikilid USB X SEmig .
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BT ST R R E

switch (boot) (config-if)# exit
switch (boot) (config) # ip default-gateway <gateway>
switch (boot) (config) # exit

b) g =AM A R A M Z R AR 45 4% B2 1) E1] bootflash:
switch(boot)# copy URL bootflash:

U N REZ —, AIEAE R A RISCAHR E URL:
« ftp://username@hostname/path/image name
« scp://username@hostnamelpath/image_name
« sftp://username@hostnamel/path/image name

o tftp://hostname/path/image _name

il

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

switch (boot) # copy
scp://<username>@192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA
bootflash:

©) WUE R Ih R HIF] FXOS HLAE)E, HI/E—/N M nuova-sim-mgmt-nsg.0.1.0.001.bin $5 [ 5 B 45 L5
MORT S ik o EBER T LA S B L SN s i) i PR AR . ANV BB B A4, 1Tk
B 2 ARG 2N 2 nuova-sim-mgmt-nsg.0.1.0.001.bin.
switch (boot)# copy bootflash:<manager-image>
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

il
switch (boot)# config terminal
Enter configuration commands, one per line. End with CNTL/Z.

switch (boot) (config)# interface mgmt 0O
switch (boot) (config-if)# ip address 10.0.0.2 255.255.255.0
switch

( ) (

( ) (

(boot) (config-if)# no shutdown
switch (boot) (

( ) (

( ) (

(

config-if) # exit
switch (boot) (config) # ip default-gateway 10.0.0.1
switch (boot) (config) # exit

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....

/

TFTP get operation was successful

Copy complete, now saving to disk (please wait)...

switch (boot) # copy
tftp://192.168.1.2/recovery images/fxos-k9-system.5.0.3.N2.4.11.69.SPA
bootflash:

Trying to connect to tftp server......

Connection to server Established. Copying Started.....
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7

IR

/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot) # copy

tftp://192.168.1.2/recovery_images/fxos-k9-manager.4.1.1.69.SPA

bootflash:
Trying to connect to tftp server......
Connection to server Established. Copying Started.....
/
TFTP get operation was successful
Copy complete, now saving to disk (please wait)...

switch (boot) # copy bootflash:fxos-k9-manager.4.1.1.69.SPA
bootflash:nuova-sim-mgmt-nsg.0.1.0.001.bin

Copy complete, now saving to disk (please wait)...
switch (boot) #

TR I AL

switch (boot) # reload

A5l
switch (boot) # reload
This command will reboot this supervisor module. (y/n) ? y

[ 1866.310313] Restarting system.

!l Rommon image verified successfully !!

Cisco System ROMMON, Version 1.0.11, RELEASE SOFTWARE
Copyright (c) 1994-2016 Dby Cisco Systems, Inc.
Compiled Wed 11/23/2016 11:23:23.47 by builder
Current image running: Boot ROM1

Last reset cause: ResetRequest

DIMM Slot 0 : Present

DIMM Slot 1 : Present

No USB drive !!

BIOS has been locked !!

Platform FPRO9K-SUP with 16384 Mbytes of main memory
MAC Address: bb:aa:77:aa:aa:bb

autoboot: Can not find autoboot file 'menu.lst.local'

Or can not find correct boot string !!
rommon 1 >

PNEEILR GRS CIEE

rommon 1 > boot <kickstart-image> <system-image>

MIRIF Y R TR E

R RGMEAEMBIN, T RESE BIVF AR B A iR R XS R A AR

I o

.
rommon 1 > dir
Directory of: bootflash:\

01/01/12 12:33a <DIR> 4,096

01/01/12 12:33a <DIR> 4,096 ..

01/01/12 12:16a <DIR> 16,384 lost+found

01/01/12 12:27a 34,333,696 fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA
01/01/12 12:29%a 330,646,465 fxos-k9-manager.4.1.1.69.SPA

01/01/12 12:31la 250,643,172 fxos-k9-system.5.0.3.N2.4.11.69.SPA

Cisco FX0S CLI B E#573 2.1(1) i
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01/01/12 12:34a 330,646,465 nuova-sim-mgmt-nsg.0.1.0.001.bin
4 File(s) 946,269,798 bytes
3 Dir(s)

rommon 2 > boot fxos-k9-kickstart.5.0.3.N2.4.11.69.SPA fxos-k9-system.5.0.3.N2.4.11.69.SPA
1! Kickstart Image verified successfully 1!

Linux version: 2.6.27.47 (security@cisco.com) #1 SMP Thu Nov 17 18:22:00 PST 2016
[ 0.000000] Fastboot Memory at 0cl00000 of size 201326592
Usage: init 0123456SsQgAaBbCcUu

INIT: version 2.86 booting

POST INIT Starts at Sun Jan 1 00:27:32 UTC 2012
S10mount-ramfs.supnuovaca Mounting /isan 3000m
Mounted /isan

Creating /callhome. .

Mounting /callhome..

Creating /callhome done.

Callhome spool file system init done.

Platform is BS or QP MIO: 30

FPGA Version 0x00010500 FPGA Min Version 0x00000600
Checking all filesystems..r.r..r done.

Warning: switch is starting up with default configuration
Checking NVRAM block device ... done

FIPS power-on self-test passed

Unpack CMC Application software

Loading system software

Uncompressing system image: bootflash:/fxos-k9-system.5.0.3.N2.4.11.69.SPA

Manager image digital signature verification successful

System is coming up ... Please wait
nohup: appending output to "nohup.out'

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the Fabric interconnect and its clustering mode is performed through these steps.

Type Ctrl-C at any time to abort configuration and reboot system.
To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance. Continue? (y/n):

TR BB, RIS EMAVIGIRERE. AXEAFE, SRR E.
FIR8 N HEAE FXOS HUR LA - SRR o 1 5 SR E AR R N 5 R S 2R 8 T T e 152
FRAAHRT N o A RVEAME B, WS HE , 55 41 0L,

il
FP9300-A# scope firmware
FP9300-A /firmware # show download-task

Download task:
File Name Protocol Server Port Userid State
fxos-k9.2.1.1.73.SPA
Tftp 192.168.1.2 0 Downloaded
FP9300-A /firmware # show package fxos-k9.2.1.1.73.SPA detail
Firmware Package fxos-k9.2.1.1.73.SPA:

Cisco FX0S CLI Bt &5/ 2.1(1)
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Version: 2.1(1.73)

Type: Platform Bundle

State: Active
Time Stamp: 2012-01-01T07:40:28.000
Build Date: 2017-02-28 13:51:08 UTC
FP9300-A /firmware #

I N BT GARIML G, BT B EGE RSB R SR, DR IR G ] . A
FICRE R WBIA K SO RGN, ARBEAT ABhias, DU IEAEIZAT M RRCAS 15 i BUR B I RCAS 2 L
LG

a) BEEATHHAG LI a (7] .

FP9300-A# scope fabric-interconnect a

It

b) {§i /] show version iy & W] A5 F IEFEISAT I W ARZ AR IEAEISAT (M RGERUA . SO A X Lo 45 o

Ban g .

FP9300-A /fabric-interconnect # show version

©) HiA LU fir WIS R -
FP9300-A /fabric-interconnect # activate firmware
kernel-version <running kernel version> system-version <running system version>
commit-buffer

ER O RSAVIRESWREENCY “Disk Failed” o #ETETHOMIEE, A LAREEHAT A2
J¥
d) {fH show version it 2 I UEJH BIARAZE 1T CIEMRE, JERPSBUER I ETRIRA .
BEZER ZERPREM “Activating” Kl “Ready” 5, HHIT F—
FP9300-A /fabric-interconnect # show version

il

FP9300-A /firmware # top

FP9300-A# scope fabric-interconnect a

FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers:
Startup-Sys-Vers:
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

FP9300-A /fabric-interconnect # activate firmware kernel-version
5.0(3)N2(4.11.69) system-version 5.0(3)N2(4.11.69)
Warning: When committed this command will reset the end-point
FP9300-A /fabric-interconnect* # commit-buffer
FP9300-A /fabric-interconnect # show version
Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Activating
Act-Sys-Status: Activating
Bootloader-Vers:

Cisco FX0S CLI B E#573 2.1(1) i
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FP9300-A /fabric-interconnect # show version

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.11.69)
Running-Sys-Vers: 5.0(3)N2(4.11.69)
Package-Vers: 2.1(1.73)
Startup-Kern-Vers: 5.0(3)N2(4.11.69)
Startup-Sys-Vers: 5.0(3)N2(4.11.69)
Act-Kern-Status: Ready
Act-Sys-Status: Ready
Bootloader-Vers:

TR0 FH SR G

RtIR

FP9300-A /fabric-interconnect # top
FP9300-A# scope chassis 1

FP9300-A /chassis # reboot no-prompt

Starting chassis reboot. Monitor progress with the command "show fsm status"

FP9300-A /chassis #

REER

RGURAE S AR AT HORT A B FXOS WL Z AT, JeR RS 2 it/ 5| 8 . el PR 2975 22 5-10 73

B

TEN BERGRE. REFIRESNM “Discovery” HSH “Config” , HmAAN “Ok” o

Al
FP9300-A# show server status
Server Slot Status

Overall Status

Discovery

1/1 Equipped
1/2 Equipped
1/3 Empty

FP9300-A# show server status
Server Slot Status

Discovery
Discovery

Overall Status

In Progress
In Progress

Discovery

1/1 Equipped
1/2 Equipped
1/3 Empty

FP9300-A# show server status
Server Slot Status

Complete
Complete

Discovery

1/1 Equipped
1/2 Equipped
1/3 Empty

Complete
Complete

i Overall Status 2274 “Ok” I, RO EMME . EURT E P E RN 2 (WIS
UERCED JFHEB ST A B . B TR

* Firepower 9300 I8 A 145 54 -http://www.cisco.com/go/firepower9300-quick

* Firepower 9300 Pt $5 7 -http://www.cisco.com/go/firepower9300-config

* Firepower 4100 R 5| HLH A [JH8EF -http://www.cisco.com/go/firepower4 100-quick

* Firepower 4100 R ¥l E 455 -http://www.cisco.com/go/firepower4100-config
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regE

o VCE HIWPRE , 5593 1

« FiE SSH, %98 1L

* i ® Telnet , 99 1T

* fic'® SNMP , 599 7T

* fic'® HTTPS , % 106 1T

« FE AAA, F 117 0T

c BLERGHE, #1270

* Ml DNS 554, 25 129 1T

% & HEFFNAT g

A

R NSO 4RI CLI fr S AE R SE LR E M ZS I [E] PR (NTP),  T-ahie & H AN ), s 28 2
EX TR

NTP B¢ AL FXOS HUAH S AU L 2 AR T 4R vt 2 18] B B[]0

e

WHRAESE FXOS HLAE L3 Firepower BHB A, WDAZIAE FXOS HUAH _LECE NTP, R/ REVFr]
T TAE IR AR A T M A I TRk E A . Y. FXOS HUARFI Firepower 5 B Lo FITAH [ () NTP
MR%%%.

TR ) 42 NTP, AT LLYE 24 BR8] (Current Time) YE3i -~ & B BAAFRA, st
10 B 18] [E] 57 (Time Synchronization) £~ [ NTP BR 5585 (NTP Server) X+ 1] “HREEIRA” (Server
Status) FEE AR CEEMN NTP &4 FARE . WERRGIE 5% E NTP ks lF 2, &
] LU R B ASAE “ RS 29IRAS” (Server Status) 5530 (45 S B bR EIRECE 245 1.
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1 %83 FXO0S CLI GEZ Vi FXOS CLI, 59 1)
$1B2 EEECEENNX, HHRATLL R ERAE:

Firepower-chassis# showtimezone

SB3I AEEE M H PR .

Firepower-chassis# showclock

PAR 2591 8 7s dan n $7ps IE B A I DM i 3R 8 H 390 A IS ) »

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

WEX

1 EARGHEG

Firepower-chassis# scopesystem

T2 ARG

Firepower-chassis /system # scopeservices

PRI WEMNRX:
Firepower-chassis /system/services # settimezone
VBN, REEK R BN SRR 5K/ DRI DX D00 B R 2 o AR R RGP AT A i
NI A R
MERIRE AL EE BN, RN BN CBCE TIEFMR XA . BN 1 O HEATH,
BEIN 2 () BUN#HAE.
TR EAECREMINX, AT .
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

PAR 2 DR I DXE B ARSI X, BIAESS,  JF H o CRCE I X

Firepower-chassis# scope system
Firepower-chassis /system # scope services

Cisco FX0S CLI Bt &5/ 2.1(1)
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Firepower-chassis /system/services # set timezone
Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa

2) Americas
3) Antarctica
#? 2

4) Arctic Ocean
5) Asia
6) Atlantic Ocean

Please select a country.

7) Australia 10)
8) Europe
9) Indian Ocean

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis

14) Colombia 41) St Lucia

15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent

19) Dominican Republic 46) Suriname

20) Ecuador 47) Trinidad & Tobago
21) El1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States

23) Greenland 50) Uruguay

24) Grenada 51) Venezuela

25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana

#2 49

Please select one of the following time zone regions.

1) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Eastern Time
) Central Time
) Central Time
) Central Time
) Central Time
) Central Time

16) Central Time
)

)
)
)
)
)
)
)
)
)
)
)
)

O WO Joy Ul WN

Mountain Standard Time - Arizona

Michigan - most locations

Kentucky - Louisville

area

Kentucky - Wayne County

Indiana - most locations

Indiana - Daviess, Dubois, Knox & Martin Counties
Indiana - Pulaski County

Indiana - Crawford County

Indiana - Pike County

Indiana - Switzerland County

Indiana - Perry County

Indiana - Starke County

Michigan - Dickinson, Gogebic, Iron & Menominee Counties

North Dakota - Oliver
North Dakota - Morton
North Dakota - Mercer

Alaska panhandle

County
County (except Mandan area)
County

Mountain Time - south Idaho & east Oregon
(except Navajo)

- Annette Island, Alaska

southeast Alaska panhandle

Alaska panhandle neck
west Alaska

17) Central Time

18) Mountain Time

19

20

21) Pacific Time

22) Pacific Standard Time
23) Alaska Time

24) Alaska Time -

25) Alaska Time -

26) Alaska Time -

27) Alaska Time -

28) Aleutian Islands
29) Hawaii

#2 21

The following information has been

United States
Pacific Time

given:

Pacific Ocean

RERRX

Cisco FX0S CLI B E#573 2.1(1) i
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Therefore timezone 'America/Los_Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/LosiAngeles (Pacific Time)
Firepower-chassis#

& HHIFAET (5]

NTP H T-52ii 5 )2 454 240, nIAEM S RGP AURE 00 0 R 2D B 1) o isf ) AU M B4 7 I ok
), BIWnsAE CRL, JLEFERSHR AIE. &2 T ARCE 4 > NTP i%4% .

HEARGR

Firepower-chassis# scopesystem

BEAR GRS

Firepower-chassis /system # scopeservices

B E M ENLA . IPv4 8% IPve Hulkic & R %0, A HAT ) NTP k4528

Firepower-chassis /system/services # createntp-server{hostname | ip-addr | ip6-addr}

AR GERC EAL S5 -

Firepower-chassis /system/services # commit-buffer

BE T CHCE K NTP RS 2% 19 [F R A

Firepower-chassis /system/services # show ntp-server

PARFFE NTP [ 55 8 M A0 R 2
Firepower-chassis /system/services # scopentp-server{hostname | ip-addr | ip6-addr}
Firepower-chassis /system/services/ntp-server # show detail

DU 7 fei4d ] 1P kil 192.168.200.101 it B NTP IR 45283t B A IAMT 5

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

DL 754 ] IPv6 kil 4001::6 Bl B NTP IRk 45 2% 3 HAfIAT S5

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #



| Tags
mNPEEEE [

TP NTP BR 5525

B ARG

Firepower-chassis# scopesystem

BRGNS

Firepower-chassis /system # scopeservices

$E3 IR E EHLA . 1Pv4 B8 IPv6 Hidil [ NTP R4 2%

Firepower-chassis /system/services # deletentp-server{hostname | ip-addr | ip6-addr}

TR FHARTREES:

Firepower-chassis /system/services # commit-buffer

Nij
g
N

DU 7RI TP Hudik 192.168.200.101 [¥) NTP JR4-#%, H HMIAMTS: -

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

PR 7~ INER H54T IPv6 Hidik 4001::6 [ NTP 4525, I HAIAESS:

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

F & E HEAFNET 5]
REBT A GUNT4E Firepower HUAT L TFsh 5 E H RIS 8] . ARG HBIME S B A%

A

R WRRGNPICYATIEAE S NTP RS EL, ROk Lk T s i E H IR &

UK

T ARG

Firepower-chassis# scopesystem

BRGNS

Firepower-chassis /system # scopeservices

%
g
N

Cisco FX0S CLI B2 &5/ 2.1(1)
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Firepower-chassis /system/services # set clock month day year hour min sec
T, A A RS =AM AN AUEH] 24 NS U, T 7 pm AT RURIA Y 19,
RGN EME SO AR TG .

LU 7nBIBC & T AR GT

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

Bic & SSH

LA R a0 e ot I 5 6 Firepower HUATH SSH Vil BRIAKE SR, SSH AL T3 HPIRZS .
UK

1 ARG

Firepower-chassis #scope system

B2 ARG E

Firepower-chassis /system #scope services
W3 ERCE XS Firepower HUAH Y SSH Vi), iHHATLL FEAEZ —:
* ZALVEXT Firepower HUATREAT SSH Ui, THHIALL T v
Firepower-chassis /system/services # enable ssh-server
* BAK XS Firepower HUATREAT SSH Vi), T5HIALL R AT

Firepower-chassis /system/services # disable ssh-server

%

TR ARSI EES

Firepower /system/services # commit-buffer

LA 783 IR Firepower LA 1) SSH U i), I HAMIAESS

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

J Cisco FXO0S CLI B & #&/ 2.1(1)
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EC & Telnet .

AC & Telnet
PLUR R A 248 Wde] i3 F 525 H X6 Firepower HUAR 1) Telnet V5 n) o ERIATE DL T, Telnet &b T2E HARES

N

% HAU, Telnet MeE RABEAEMH CLI B AR,

B EARGH

Firepower-chassis #scope system

T2 HEANRGIRSF

Firepower-chassis /system #scope services
LR3I FWELE XS Firepower ML) Telnet Vi), iE#AT L FiEEZ —:
* BLALVFX) Firepower HUARREAT Telnet Uiln], %A LLT fir 2>
Firepower-chassis /system/services # enable telnet-server

o BEK 15X Firepower ALATHEAT Telnet Vi n), &EHIALLT i 4

Firepower-chassis /system/services # disable telnet-server

TR ARG AL

Firepower /system/services # commit-buffer

PAF 7 et Telnet JF FLAfIAAT 55«

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

ficE SNMP

ARSI AT E Firepower HLAR _FHCE ) 51 0 485 BEHMY (SNMP). A R VEANME R, TESLL T

i

%F SNMP

] PP 25 P (SNMP) 2 — NN HTZ B3, HI T2 SNMP /8 R G RACEE 2 T1a] FR 0045 B2 A1 EA%
3o SNMP 124t TARAEAL RAEZSATIE AL 5, T )T MR B R 45 o g 1%

Cisco FXOS CLI B2 #57 2.1(1)
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SNMP & #1
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SNMP HEZE H = AN58432H .-
* SNMP & 2% - H T8k SNMP Ac# HilF I 34 0 24 152 2% TG Bl I R 4

* SNMP {{H - Firepower HUAH P IR R41L4F, T 43 Firepower HUAR I 5085 HAR 95 75 22 7] SNMP
BT B . Firepower HUAA S CHEA MIB 454 . 55 ] SNMP A H I 61 2245 # 28 A4
B2 MM F, WETE Firepower HIAHE L #35 FXOS CLI H i LS SNMP.

EHAE B (MIB) - SNMP AUBE_E (32 5 0 G445 .

Firepower HL4H S SNMPv1. SNMPv2c fil SNMPv3. SNMPvI1 Fl SNMPv2c #ffif I 3T 4 [X T X
2. 7K SNMP 1)5E X, THZ B LA R hrifE:

* RFC 3410 (http://tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
* RFC 3412 (http://tools.ietf.org/html/rfc3412)
* RFC 3413 (http://tools.ietf.org/html/rfc3413)
* RFC 3414 (http://tools.ietf.org/html/rfc3414)
* RFC 3415 (http://tools.ietf.org/html/rfc3415)
* RFC 3416 (http://tools.ietf.org/html/rfc3416)
* RFC 3417 (http://tools.ietf.org/html/rfc3417)
* RFC 3418 (http://tools.ietf.org/html/rfc3418)
* RFC 3584 (http://tools.ietf.org/html/rfc3584)

SNMP (1 —ANSCHE D i RERS A ok H SNMP ARSI Ao X L8380 A1 AN 225K N SNMP 45 LS R 1% 1
Ko AT LR RAME B Rl TERTE SN HERETT . B AR Rt B R TR eI A E
HoF.

Firepower HLAEHE SNMP 38 514 ek BB slid S0 . BB WOl ATAT 55, K24 SNMP 45 B 88 /0 21 [
BIF I AN AOEARART AN, IF H. Firepower HIAR JCIER € 215 CUCEIFARE. R0 35 K 1) SNMP 4 2
SHEH —~ SNMP i 5 iU 2270 (PDU) SRAfIAE B . WIS Firepower HLAH A #2UL PDU, XAy
DLUFF R ORI TE HINE 3K

SNMP % £ 5 FAH R

SNMPv1. SNMPv2c fl SNMPv3 53 | /R AN R ) 22 A o 2e i) 55 Bk 2 4 2 i) 45 6 R i e A
B SNMP 1 SIS Y #2224 H L

Cisco FX0S CLI Bt &5/ 2.1(1)
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| Few=
ss5i SNMP 22 iemmngaids [l

LN E B 5 SNMP BB SCIB IR S B e AR PR o AR 20 il 2 15 i 205 99 S e
WG 52 SCRF N A PON R T S K 2 . SNMP 2225 SCFF LUR — AN el ML
BR:

* noAuthNoPriv - 76 & 43 56 1iF 5 n 2%
* authNoPriv - G473 51E, (HILIN%
* authPriv - & {56 UEF1 N 2%
SNMPv3 [A] I Hefit T 22 R 22 A 55 . 22 ARS8 S F P RO 7 B A 1) A €0 152 66 1) S 40 BT 5

Mo ARG WARIN R SRVF I L G o AR 2 A A 4 5 R A E AE AL B SNMP 24l
LI R (22 AL

S Fre) SNMP & £ 152U 7L &
s 2 A BRI 0 65 X

= 8 SNMPZ&iERIFIL 5|

s 7 S 5IE hnE wir

vl noAuthNoPriv | 4p< 54 % L X 44 HR T
REHEAT 2 A B

v2e noAuthNoPriv | #L[X 745t i (LI 57 8 T
REE AT G B0

V3 noAuthNoPriv A4 i R 4 DT et
TSI E

V3 authNoPriv HMAC-SHA w AT HMAC
LA S
(SHA) ¥ 543 5%
1k

V3 authPriv HMAC-SHA DES AL T

HMAC-SHA 1%
ISR IE. BRIk
TE S YUEE (CBC)
DES (DES-56) brifk
FOE= RN AT YN
PRALE I bR itE
(DES) 56 1 I o

Cisco FX0S CLI B2 &5/ 2.1(1)
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SNMPv3 & £ Tfj ¢

SNMPv3 J8 K5 AF R 45 S WiEA T B 00 56 UE AN N 28 A0 45 A R R AL e 25 U 2 43N . SNMPvV3 (X 3%
OV G B (K PR AU B, JFE N SNMP 4 8. SNMPv3 JE T J1 I 22 S B8 (USM) A2 45
SNMP 78 B 22 4s, FEHEAELL R RS

* R IEHENE - BRI BORAER SR T UL N A B S 8, JF AR P PR et mT
PR R A IR .

* I RIS A IRAIE - B ORXT T CGREUERIZ P A I R8s ) 7 W S i TR A
* W EHLEVERTINE - SORAS RN SRR A Bl R

SNMP 7 3F

Firepower LA SNMP #2451 37 F:

$txt MIB 8932 $%
Firepower HLAH SZHE0) MIB ¥ B2 15 17

&R T SNMPv3 F P 89 543 38 IE Y
Firepower HLF £ X SNMPv3 H J7 32 #F HMAC-SHA-96 (SHA) B3 5 iE Hp i

&M T SNMPv3 F F Y AES F2FA1#3%

Firepower HUFH fd F = 0N % kv (AES) 150 F T SNMPv3 i1 B (I B P 2 —IE 55 REC
3826,

BaFh B uY priv PEIRAR AT DES 58 128 f7 AES W25 k£, LLUET SNMP 22425 . s o
AES-128 M & I SNMPv3 H] 1 IR BEAA B 65, U Firepower AUAS 1 FH 122 K& FA 25 Aok 22 1 128 £i7 AES
9. AES FRFAERD /D0l A )\ 7/ R4 iR E, Brldeei® 64 NMERF.

& F SNMP F-Ec & SNMP /&%

TE1 AR

Firepower-chassis# scope monitoring

F2 A SNMP:
Firepower-chassis /monitoring # enable snmp

SE3 HEAN snmp AX A

Firepower-chassis /monitoring # set snmp community

Cisco FX0S CLI Bt &5/ 2.1(1)
m. [
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i\ set snmp community T2 )5, RIVGPFEREHEAN SNMP #E[X .

155 SNMP At [X o I XA/ S . A XA T LOSE R TR 747 R, 2 32 71T

Firepower-chassis /monitoring # Enter a snmp community:community-name

FRE M TT SNMP INRGIR AN . RABARNLME L W LOBERE TR 7R 8, w2 255 74T, 6
G R S e ik 42 R LA S A

Firepower-chassis /monitoring # set snmp syscontactsystem-contact-name

FE SNMP AAEE (IRZ5#8) BT ITAER BN S . RGN E LI LA B F B i, I
% 512 NP4
Firepower-chassis /monitoring # set snmp syslocationsystem-location-name

AR GERC BAL 55 -

Firepower-chassis /monitoring # commit-buffer

PLUR 761 )5 ) SNMP, it '® 4% 3 SnmpCommSystem?2 ] SNMP £1[X., it % 44 4 contactperson [ R4t
RN, BLE AN systemlocation R RALE, I HAHNES:

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # set snmp community

Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

ETRARE
B33 SNMP [ABFFI 2 o

£I13Z SNMP g

HEA AR

Firepower-chassis# scope monitoring

J& Hl SNMP:
Firepower-chassis /monitoring # enable snmp

IR E I ENA . IPv4 HihkEE IPve Hihk 615 SNMP BT,

Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

¥a e T SNMP FaBFRT SNMP 1 [X 44 .

Firepower-chassis /monitoring/snmp-trap # set community community-name

fR7E H1 T SNMP FEBF 135 -
Firepower-chassis /monitoring/snmp-trap # set portport-num

Cisco FX0S CLI B E#573 2.1(1) i
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g€ FH T BB SNMP Ji AR 45 .
Firepower-chassis /monitoring/snmp-trap # set version {v1 | v2c | v3}
(ATIR) R SRR PR

Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
BT BT LU

* BB (traps), 1R ICAIERE v2e 5 v3,

* B (informs), WHNRAERE v2c.

R AR B v2e I, ATRT DL T A 3
IR

CAre) WSRO RRASEEFE v3, R S BB R AR -

Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
% BOT L2

* SIEIE (auth) - 4 SIAE, (HEAT N

* TS B IIE (noauth) - BT S IE RN 2

* BUBR (priv) - 11 5 G S UE 85

BN R SN EAT S5

Firepower-chassis /monitoring/snmp-trap # commit-buffer

PLF 7t 5 HT SNMP, A TPv4 Huhil-Gif gt SNMP BB, Fi e FABFRE7E 8 1 2 A8 SnmpCommSystem2
A, B E A v3, B IRASS AL E N MERE, R v3 AR B E A “BUR (priv)” , HF HARIAMT
%

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3
Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower-chassis /monitoring/snmp-trap #

LA R7RilJE I SNMP, - A8 TPve 3t i1 idt SNMP [, $55E A BibRE #8 35 1 2 _EAEH] SnmpCommSystem3
X, RFRRASBEE Y v3, KRB RSB BEE I FEPE, K5 v3 BURBEE Y “BUR (priv)” , I HAHIAME
%

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem3

Firepower-chassis /monitoring/snmp-trap* # set port 2
Firepower-chassis /monitoring/snmp-trap* # set version v3
Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv

Cisco FX0S CLI Bt &5/ 2.1(1)
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Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower-chassis /monitoring/snmp-trap #

fER SNMP &R

LI

gz

HEA AR

Firepower-chassis# scope monitoring

WA 45 5 E M4 B TP Huik ) SNMP [l

Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}

AR SEBC EAT 55 -

Firepower-chassis /monitoring # commit-buffer

DU 7= e Ar T TP Hudik 192.168.100.112 1) SNMP FaBE, 3 BT %

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

£1)32 SNMPv3 FH

UK
BEA AR

Firepower-chassis# scope monitoring

J& 1l SNMP:
Firepower-chassis /monitoring # enable snmp

B 5E i SNMPv3 Fi )7

Firepower-chassis /monitoring # create snmp-useruser-name
HI\ create snmp-user T2 )5, RAFFEREHANZEL,

JE P E2A F AES-128 5 148 H -

Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}
ERAHOL T, Z5H] AES-128 T

R P AL Y

Firepower-chassis /monitoring/snmp-user # set priv-password

i\ set priv-password Wi %5, RGN EENIEHIIABRAA L

Cisco FX0S CLI B E#573 2.1(1) i
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Firepower-chassis /monitoring/snmp-user # commit-buffer

PL R 7<) SNMP, 11744 24 snmp-userl4 () SNMPv3 )7, J3JT AES-128 B, 58 %
R, I HAAMES

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #

fIFS SNMPv3 FH
SUF

TE1 AR

Firepower-chassis# scope monitoring

SIE2  MIFRFREN SNMPV3 [/

Firepower-chassis /monitoring # delete snmp-useruser-name

TIRI ARSI EES:

Firepower-chassis /monitoring # commit-buffer

LA R 2Bl ER 4% 24 snmp-user14 () SNMPv3 HIJ™, I HAfitAE S5

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

fic & HTTPS
AU 4E FXOS HUAH _ERCE HTTPS.

A

AR AT LUEH Firepower HUAH & FEASEY FXOS CLI B HTTPS i 1. Firf HiAth HTTPS Ft &AL vl fi
FHl FXOS CLI 5¢ /%0
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s, zenagets I

IEH . BHRHRMEZEER

HTTPS i AFHIEA it (PKT) [EALAFAE AN B (a2 7 ] Y25 A FXOS HLAE) 2 (Al A7 4
Al

MEEAFAEHIR

RS PKI ¥ 45 B A — HFHEXSFR Rivest-Shamir-Adleman (RSA) #5554 (Horp— MR RAE, H—
NRTF) 5 AFEEAE NI . BT — %2 1 B3 T H o) — A . BRGNS H S,
RAEJTAE A FOT A B R, BB B G EAAR A . 2t mT U I A A I A
FR IS (R “2847 ) CANEESRIE I AT A Wi B0 Tl H IR AR
IIfR B L, T2 7 WA N FAA R T A AR LIE B . s S5 K B vl AN]SR R 512
PrAE 2048 7 — MOk UL, FMAKEIMREK, LatEtiim. FXOSIML—ANBRINEEHIR, 771 2048 47
RGN, IF R VFRIE S 2 %P,

DR SRS A PR S e I, D 25T T A BRI B IRMIE S

SEH
P AT R A, P T I RSB TE P PR A B A BB B 5 AT e
S EISCIE. BRI, B i LB IR R AT, AR L
A AAE SRR I, P EEE S B B0, ELALP S B Sor S 7% . SRS
BT, FXOS WA I (2 4IE T, Hh Ak [k A BIRR 10 A L3 B,

ZIEER

H FXOSTEAL I A S I e, 485 AT S AR AR B AR AT R SRIBOF 2 A e 4 5 00 1RO 268 =7 ik
oo =I5 RS MUAE S K S A5 AR R 2, 1% AS A AT LR HAIE-B AU MU (CA), ] DU
] CA BUF AR Gl AR CA FIFAERE 70D o ZERPUPHET, il FXOS A= it 151K,
HARFRITAL B Z AR

| B

BEE

B 2 % AR

B iFH Y%A H Base64 4ifid X.509 (CER) #& .

FXOS % 30 Hf 8 MEYIIA, WHBAE YA,
UK

BEN AR

Firepower-chassis #scope security

A IR 4 Y1

Firepower-chassis # createkeyringkeyring-name

Cisco FX0S CLI B E#573 2.1(1) i
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PRI W SSL &K (LM A AL -
Firepower-chassis # setmodulus {mod1024 | mod1536 | mod2048 | mod512}

TR A

Firepower-chassis # commit-buffer

LA Rl G IR/ 1024 47 K135 P14

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

T RBVIRME
ALK

EIERECAE AR

U SR A PR e R ], A 2T Bl FOR A B B I MIE S

B AR
Firepower-chassis #scope security

FIR2 HEABRNE PR % P 2 R

Firepower-chassis /security # scopekeyring default

T3 FH A RBOAE PR

Firepower-chassis /security/keyring # setregenerate yes

B2 LI PN o
Firepower-chassis # commit-buffer

PR 7 81 S 7 A BRI D10

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

J Cisco FXO0S CLI B & #&/ 2.1(1)
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B E AIREIER B>

{3 I E IR I B 2 B AR AYIEH 15 5K

TE AR
Firepower-chassis #scope security

T2 HENEYICE AR

Firepower-chassis /security # scope keyringkeyring-name

PRI EHRE 1Pv4 5l IPve Mkl sRAT AR I ELIDEA A4 FR A AIE Fii sk o ARG R B I T SR %%
fe

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] |subject-namename}

TR A

Firepower-chassis /security/keyring/certreq # commit-buffer

PSR T LUR I RIE AR A s U U B IE 55 5K

Firepower-chassis /security/keyring # show certreq

LAR 7 9 A P BE A 504 3§ A QS I s HAT IPva bk FRIE oK -

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name sjc04
Certificate request password:

Confirm certificate request password:

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name:

Certificate request country name:

State, province or county (full name):

Locality (eg, city):

Organization name (eg, company):

Organization Unit name (eg, section):

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCB5wIBADARMQO8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcecNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLAl1YZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4ARTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHjACMBOGA1IUJEQEB/wWwQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiG9wOBAQQFAAOBgQCsxNOqUHYGFoQw5 6RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPgVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring #

Cisco FX0S CLI B2 &5/ 2.1(1)
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B cEmamaiEsiEk

ETRAEE
« LHREFIERSCOR (WHEITAG [BEGIN] MER [ENDIAT) » IR ILARAF RIS F . Rl aiE1s
RN SO AR AR AT SR B AU, DERIBCEPIAEF .
* B S5 A A 0 F 0 MAS AR B R A5 AEAIE 15 B B IR 5

ERSRIE B2 EARRIER B K
UK

TE1 AR

Firepower-chassis #scope security

T2 HENEYICE AR

Firepower-chassis /security # scope keyringkeyring-name

T3 GIAHEIE K.

Firepower-chassis /security/keyring # createcertreq

TRRA FE ] B S DR FE 5 X AR

Firepower-chassis /security/keyring/certreq* # set country country name

FIS o HIESRAHRI 44 IRk 55 %% (DNS) Hiuhik:
Firepower-chassis /security/keyring/certreq* # set dns DNS Name

FIR6  FE HUETS U SRAH SR Mo k-

Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

PIRT 4R FXOS HUAH 1 TP Mtk
Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

DR FE TR UEAD 1 23 ) b 5 £ 1A 0 Tl st e«

Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)

TR FE RIS ALZ:

Firepower-chassis /security/keyring/certreq* # set org-name organization name

TR0 FE AL
Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name

TR R SRR E T L # A -

Firepower-chassis /security/keyring/certreq* # set password certificate request password

T2 FETERILIEB A w S BT ERE . hEARX.

Firepower-chassis /security/keyring/certreq* # set state state, province or county

FIR13 J55E FXOS HLAH 1584 e 1844 -
Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name

Cisco FX0S CLI Bt &5/ 2.1(1)
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T8 L%
Firepower-chassis /security/keyring/certreq # commit-buffer

FIR5 BRG] LU B F A% 2 A5 AR B SGIE S U AU FOUE A5 17>

Firepower-chassis /security/keyring # show certreq

LA 7 A P vetr SR 1 5 A B I s FAT TPv4 bk FRAIE 515 5K «

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreg* # set ip 192.168.200.123
Firepower-chassis /security/keyring/certreg* # set subject-name sjc04
Firepower-chassis /security/keyring/certreg* set country US
Firepower-chassis /security/keyring/certreg* set dns bgl-samc-15A
Firepower-chassis /security/keyring/certreg* set email test@cisco.com
Firepower-chassis /security/keyring/certreg* set locality new york city
Firepower-chassis /security/keyring/certreg* set org-name "Cisco Systems"
Firepower-chassis /security/keyring/certreg* set org-unit-name Testing
Firepower-chassis /security/keyring/certreg* set state new york
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

————— BEGIN CERTIFICATE REQUEST-----
MIIBfTCB5wIBADARMQO8wWDQYDVQQODEWZzYW1jMDOwgZ8wDQYJKoZIhvcNAQEBBQAD
gYOAMIGJAOGBALPKNn1t8gMZ0O4UGILKFXQQc2c8b/viW2rnRF8OPhKbhghLAIYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56REOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/wQQMA6CBNNhbWMwNICECSE1X AN
BgkghkiG9wOBAQQFAAOBgQCsxNOQUHYGFoQw56RwQue LTNPnrndqUwuZHUOO3Teg
nhsyudsatpyiPqVVIviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYvVUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

#
#
#
#
#
#
#
#

Firepower-chassis /security/keyring/certreq #
T RAVIRIE

« LHREFERSCOR (WHETTAG [BEGIN] METR [ENDIAT) » IR ILRAF RIS . RGeS
VRN SO AR AR AT SR B AU AU, DLRIBCE PIFAE A .

o QRS2 AR AT 5 I AR AT B B S ) £ AR S v B B

tIEZEER

T AR

Cisco FX0S CLI B2 &5/ 2.1(1)
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Firepower-chassis #scope security

B AF AT 55

Firepower-chassis /security # createtrustpointname

NS AG AT AR B UE TR

Firepower-chassis /security/trustpoint # setcertchain[ certchain |

FAKE

WERAE A 2 AR E IR E R, ARG SRR AUE T 5T T 7€ SCHRAE B AU HLAE (CA) A LE A2

PSR RFIR . RGBT —17, %A ENDOFBUF LL5¢ 854
EEEW  FPUACKH Base64 Znfid X.509 (CER) #%

o
THRINCEE S

Firepower-chassis /security/trustpoint # commit-buffer

PAR 79 €3 52 A5 AT A0 PR (A5 AR A1

Firepower-chassis# scope security
Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.

Trustpoint Certificate Chain:

\2
1
1
1
1
1

W

=

(7]

H

2

Q

g

H

H

e

g

H

2
]
1
1
1
1

MIIDMDCCApmgAwIBAgGIBADANBgkghkiG9OwOBAQQFADBOMQSWCQYDVQQGEWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQOKEwxFeGFtcGx1lIEluYy4XEzZARBgGNVBAST
C1R1c3QgR3JvdXAXGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADGYOAMIGT
AoGBAMZw4nTepNIDhVzb07j722Je4xAG56zmSHRMQeOGHemdh66u2 /XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINv7wd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4AMD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTA jBgkq
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgGZYwgZOAFL1NjtcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEWJVUZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW9I2YSBTeXNOZW1zIEluYy4xFDASBgNV
BAsSTCOVuZ21luZWVyaW5nMQ8wDQYDVQQODEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWEB
/ zANBgkghk iGO9w0OBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPlEBmOcyuhf5C6vasrennlddkkYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

VVVVVVVVVVVVVYVYVVYVYV

\%

> ENDOFBUF
Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

ETRARE
MG AT BIE S AU LR SR U PIAMIE A IR L 3 NS P1A

FHER SNE AR

FrigZ Al
* M A1 PIPAMIE S IE RIS AE A

J Cisco FXO0S CLI B & #&/ 2.1(1)
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wirss zan W

o IR A S G- AR LR SR ECEE BPAIES

BEN 22 A
Firepower-chassis #scope security

BE R L CUEAS ) 85 PPA IR C B K

Firepower-chassis /security # scopekeyringkeyring-name

oy NFL A SIS BHPAAIE A5 (45 A4 e A WU 45 72 S A5 AT A

Firepower-chassis /security/keyring # settrustpointname

JA B I s AR AR S IR IEAS (15X 3«

Firepower-chassis /security/keyring # setcert

FESEIRTFIG ORI S AT BIE AR WU IE B SO . fEUE PSR —47, A\ ENDOFBUF
SERGIE TN -
BEEER  {F X OUR A Base64 4wt X.509 (CER) 1%

o

PN

Firepower-chassis /security/keyring # commit-buffer

LA 7 R AR AR ROFRAIETS S NS HI3E

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

VVVVVVVYVVYVYVYV

\%

>
%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

ENDOFBUF

Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

ETRARIE
A% FH 35 AR B HTTPS kS«

Cisco FX0S CLI B E#573 2.1(1) i
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BCE HTTPS

A

EE O SCNHTTPSHLE CEESTE SOk H HTTPS £ F il ORI B0 5, — BARfFERAT 45, Tl
2ME HTTP Al HTTPS £ 1EARKE <M1, A TR,

UK

T ARG

Firepower-chassis# scope system

T2 ARG

Firepower-chassis /system # scope services

$IR3 A HTTPS )%
Firepower-chassis /system/services # enable https

PB4 (k) IR T HTTPS &8

Firepower-chassis /system/services # set https portport-num

SIS (AR R T HTTPS KIS 8R4 Fx

Firepower-chassis /system/services # set https keyringkeyring-name

FE6 (L) FEE A Cipher Suite %422 :

Firepower-chassis /system/services # set https cipher-suite-modecipher-suite-mode
cipher-suite-mode 7] UL LU R KRB 2

« high-strength

« medium-strength

« low-strength

* custom - FLVFIETE & H 7 L) Cipher Suite FLE 745 H o

BT (k) W cipher-suite-mode 4 custom, 1%5$R E 31 Cipher Suite 224V H & X JH:
Firepower-chassis /system/services # set https cipher-suitecipher-suite-spec-string
cipher-suite-spec-string " LL 5 i % 256 MN74F, IF HAAZ 454 OpenSSL Cipher Suite BiyE . £l
FAEAT SR BRI 45, 1 OIS o+ Il - GEFRD) M (B9 Brob. AGE4IE R,
12 [ http://httpd.apache.org/docs/2.0/mod/mod_ssL.html#sslciphersuite .

Blhn, BRIVEFWE, FXOS {# i s Ve 2455 8 h .
ALL:'ADH:!'EXPORT56:!LOW:RC4+RSA:+HIGH:+MEDIUM:+EXP:+eNULL

ER WIRA cipher-suite-mode BBV ER custom 2 AMRATATHABAL, U2 1k
i,

T8 ARSI EAES:

Firepower-chassis /system/services # commit-buffer

Cisco FX0S CLI Bt &5/ 2.1(1)
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| Fewa
g hmesizn [

LU 7n 5 1) HTTPS, R H 5 BEE N 443, K3 PR L FRBEN kring7984, ¥4 Cipher Suite %2424
MVCE R, AR S

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

B HTTPS i

ERINIEOLR, e 0 443 FJEFH HTTPS kRS . #CEE2E HTTPS, HA DA Mo H, B H AT
HTTPS %4 .

B HEARGH

Firepower-chassis #scope system

B2 ARG

Firepower-chassis /system #scope services

$E3 I5EMT HTTPS R L

Firepower-chassis /system/services # sethttpsportport-number
A port-number $§ 7€ ANTF 1 Kl 65535 Z MIF4E4L. BROANG UL, fEut 1 443 1) H HTTPS.

A A RGRCEATS:
Firepower /system/services # commit-buffer
BECHTTPS 3 1 i, Jify 2407 HTTPS 2 ib#0f < i o JH P il A8 5 o 11 5258 6 5K Firepower A1
MR LA, W PTR:

https://<chassis_mgmt ip_address>:<chassis_mgmt_port>

Hrh <chassis_mgmt_ip_address> & AU TC E IV % A1) Firepower HLAR I IP Hulk ok 34144,
<chassis_mgmt_port> & RN E 1K) HTTPS i - o

PLUR /R BI0K: HTTPS i 115 15 E ok 443 - HAfIAT S

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

Cisco FX0S CLI B2 &5/ 2.1(1)
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B miEen

B 5 £H 2R

TE1 AR

Firepower-chassis #scope security

P2 W B
Firepower-chassis /security # deletekeyringname

T]3 Mk
Firepower-chassis /security # commit-buffer

LAR 7= M B 134«
Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO

Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

Al R S 1T =

FrigZ Al
il O SR ARAL T B2 A5 AT R

B ARG

Firepower-chassis# scopesecurity

T2 MIEREE G
Firepower-chassis /security # deletetrustpointname

pZ RN

Firepower-chassis /security # commit-buffer

LAR 7R B B 52 A5 A R

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

J Cisco FXO0S CLI B & #&/ 2.1(1)
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2 F HTTPS

Ao & AAA

%TF AAA

#HHTIPS [}

UK

HEANR GBI

Firepower-chassis# scope system

BRGNS

Firepower-chassis /system # scope services

A5 HTTPS It
Firepower-chassis /system/services # disable https

ARG EAL S5

Firepower-chassis /system/services # commit-buffer

DU 7”125 HTTPS 34\ 35%:

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

KRB NAGBAE ALK . ARG R, ESHLCN .

AAAZ—ARSs, HITEHvH LB RV ) SERESRNE . PPAL AL PR DU S Bn ik 95 k4T 11 2
P A5 ko SR SERE RN iy R AT W 4 BRI 22 A VT 5 A2 G EL L

B4 IEIE

SRS T MR R %, IRl e T AN SO T A R, R
T VIR . AAA RS R S 3 3ok SEUE S B e vh A2t i JLAB T P B IEREAT B 2R
SEUEUCHC, W ASVERI T Uil 2% . GRSEUEAULES, WS I UE 2RI, JF AR 4E M 2% 15 1) .

TR LLKE FXOS HUAREC & X HUA IR A BLE R AT SR S0 UE, AL LL R 230
«HTTPS
- SSH

<R ATEERlG
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B @swarisEsr
b3
BB PAT MG K e € SOV U7 I WREE R A [R5 3l BRI ERIRSS . X P HEAT S BiE s
A RESSTRAGZ ] AT 25 Fh 2R Y (1 15 o) 8 31«
E378
TP FH 0 A ) A ) B, X AT AR R G I R R Bl P AR S i ) Rk B
P A . Il A2 I ISR IR ST HE AL AR EoR BTN, XS B T AT R
B ARG, SRR RS R RINE S .
SHIEIE. RFEkZ BRZE
T nl USRS B Oy S0 UE D fig, e nT DK S R BUCRIC Ik DU REC S0 o AR 24 2R S0 0 P ik
TS SE . ] LLEOE Ak D e, A n] DORI S S0y B e A A T RERC & A8
AAA fR %528
AAA G528 T AT U I 45 1) W 268 i 55 o SO Sl F T U R o S0BUH T-9Iit s, IX e
TREME A 2 223 5 73 B TR F P REA% U ) WIS 5 RIAR 25 o SO IKOGT B TR R PR AT I R, X L %
P T2 44T
AR P S H
Firepower HUAT4E4 n] HI T 7 BB S 7 A A P o 65T AASE FH A 5040 FEAR S AAA IS5 2%
KALALH S B IRUE . BB .

B & LDAP 1211z~

B & LDAP 2 HIZFrrY B 1%

FE AT 55 F RO ) J ) T BRI BT AT SR AR e I e R BN BE . R AN R P AR AT
X LE PR BEE, Firepower I EARAE RGO 12 BB I F RIS BN B

WAL H Active Directory 14 LDAP Hli4s4%, 15 7E Active Directory i 257 - G H bk ' LA &
Firepower P[4 EH#EVE RS, SLik ' B HAT SRS %00 .

UK

BEN 2 AR
Firepower-chassis# scope security

HEN 224 LDAP R

Firepower-chassis /security # scope ldap

AR 545 52 S PR S AT R A R

Firepower-chassis /security/ldap # set attribute attribute

Cisco FX0S CLI Bt &5/ 2.1(1)
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[EA LE o) |

PR A 5 4i5 5E DX A4 R C SR AT Bt A R

Firepower-chassis /security/ldap # set basedn distinguished-name

AR BL 5 4i5 5E T DE AR R AT B A R
Firepower-chassis /security/ldap # set filter filter

BEEAEVEW] LDAP 95 & ORI AT,  ZR G A5 I 5545 A iy 7 P B 1] ) g -

Firepower-chassis /security/ldap # set timeout seconds

AR GENC EAT 55 -

Firepower-chassis /security/ldap # commit-buffer

PLUF 7-4% LDAP J& 4 ¥ & 4 CiscoAvPair, F5HEmb X 744 % N
“DC=cisco-firepower-aaa3,DC=qalab,DC=com” , KL JEZF K E N sAMAccountName=Suserid,

I TRI R e B 5 4,

IRER N

Firepower-chassis# scope security

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security # scope ldap

/security/ldap # set attribute CiscoAvPair

/security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
/security/ldap* # set filter sAMAccountName=$userid

/security/ldap* # set timeout 5

/security/ldap* # commit-buffer

/security/ldap #

iR

R LDAP F 7 1F) userdn #Bid 255 ANFFF, F 8508 RN

ETRAIRIE

B LDAP 2R F .

tlliZ LDAP 1232 /=

Firepower 14 JEHAE R % S 16 1~ LDAP $2{1ER4 /7.

FHiEZ Al

A ] Active Directory {4 LDAP R4 4%, 1 1E Active Directory 45 %% th G Pk 2 LGS
Firepower "4 JREAE RS, Bk N AT ARSI 205

HEN AR

Firepower-chassis# scope security

W24 LDAP s

Firepower-chassis /security # scope ldap
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TEN

@7z LDAP R&5-8% 5245, HEN 224 LDAP R4 #atdiak:

Firepower-chassis /security/ldap # create serverserver-name

R SSL &R H, server-name GEH g IP Huhibok FQDN) ARSI VS HC LDAP AR %5 28 %4 A UEH 1)
WA (CN)o BRARFRE T IP Hudik, 520 & DNS ARSs 25

(AIE) VA LDAP @bk, FISRAAE T (o X st B A8 -

Firepower-chassis /security/ldap/server # set attributeattr-name
VLB PR Je — DN AFRMER o RGUAEH] i S Hh A W UL T e 1 44 PR AR
AL T, BRAECON LDAP 3R AURE P BEE T BOAE M.
(i) /5 LDAP L b BRI 4, AEBUR A TR, Ml B30k LRG0
FRAE SLHT P 443K BUH 7 (1) DN B, RG24 B M T AR 2R -

Firepower-chassis /security/ldap/server # set basednbasedn-name

BEfl DN K T A E ) B R KB 255 AN 4F02: CN=username K%, o, Ji P bR A48
H LDAP 5 {3 561iE Vi 7] Firepower AL BE#S 5 FXOS CLI I 2 H /o
ZAE R IR, BRAECh LDAP $A4EFE 73 E T 2R JLRT DN,

(A3%) A LDAP udl JFEmk 7 % B X 5] 4% (DN), %Ik /7 6 Bl DN (T % S S B4 %
BB -

Firepower-chassis /security/ldap/server # set binddnbinddn-name
SCRFRBCR PR ARG BE 2 255 /> ASCIL 75

(HIEE)  #5 LDAP L Z IR VLAC 22 L g as i ) 44

Firepower-chassis /security/ldap/server # set filterfilter-value
FAE A LI, BRAEC A LDAP $24EFE P R E T BN DRSS .
e A6 E DN F83E 1) LDAP dlt RNk 7 1 i 20«

Firepower-chassis /security/ldap/server # set password
A LU AT R FRE ASCIL 74, (HZM. § (155D o 2 (%) 8= (55%5) BR4bk,
FLWCE N, VEEEEN set password M7 )5, 1% Enter 8, JFAEHERAT AL N B

(F3%)  48%E Firepower W4 EARAE R ST A LS ALRE =00 I P 2EAT B 4 B 0E AR Gy

Firepower-chassis /security/ldap/server # set orderorder-num

(Ark)  dee 5 LDAP RS #3 1845 A 1 . FrvEs 1524 389,

Firepower-chassis /security/ldap/server # set portport-num

L5 LDAP IR g5 a5 A5 I, 5 I il s A 1 -

Firepower-chassis /security/ldap/server # set ssl {yes/no}
TEIHAE -
*yes - EORINE . WK TIE RS, R R
*no - 25N . SRR RSO .

LDAP f#i [ STARTTLS. X VR4 s 0 389 #E4T =5 @ (5 .
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B & LDAP 1211125

B2 52 RGAEHN 20T, 2% LDAP S04 B B AE 2% (O] CBARE 9 507 ) o

Firepower-chassis /security/ldap/server # set timeouttimeout-num

BIN—AT 1R 60 FbZ [al i dEsl, s 0 (%) , LI LDAP $4EF2 78 e (1) 4 Rk i
B BRUME 30 7P

SIE13

T4

=

15

FRAE It LDAP SRRy B 55 25 VR0 7 B I L 7 -

Firepower-chassis /security/ldap/server # set vendor{ms-ad | openldap}

IR ;

* ms-ad - LDAP $#EF2)7 /& Microsoft Active Directory

* openldap - LDAP #2254 J& Microsoft Active Directory

CRIE) JA RS i 51 A

Firepower-chassis /security/ldap/server # set revoke-policy{strict | relaxed}

a4

Ao

AR GENC EAE S5 -

UEHC B A A A SSL S f5 A4

Firepower-chassis /security/ldap/server # commit-buffer

PLUR /R BI85 4404 10.193.169.246 [1] LDAP 2545 526, BCE SR DN 0. W7, il SSL %
B BEN R ENE, I BAATS

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

Firepower-chassis /security/ldap* # create server 10.193.169.246
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

H= = S

order 2

port 389

ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

set
set
set

DU 7 G 4 A 12:31:71:1231:45b1:0011:011:900 ] LDAP IR 285041, HUEYlE DN 255, i
J¥. uiils SSL. . BN REgErE, I HfiAT5%:

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn
"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=qalab,DC=com"
Firepower-chassis /security/ldap/server* # set password

Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*

H= = o

order 1

port 389

ssl yes
timeout 45
vendor ms-ad

set
set
set
set
set
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Firepower-chassis /security/ldap/server* # commit-buffer
Firepower-chassis /security/ldap/server #

B LDAP 2 {432 Fr

UK

BEN LA

Firepower-chassis# scope security

HEN 24 LDAP FE

Firepower-chassis /security # scope ldap

TR T € (IR 55 2«

Firepower-chassis /security/ldap # delete server serv-name

PN WK

Firepower-chassis /security/ldap # commit-buffer

CLF Rl iiR 44 4 1dapl 1f) LDAP lgs#%, JF HAfAMT S

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

fic 2 RADIUS 12&£i2F

B & RADIUS 122 FRIE

FE AT 55 RO ) J P T RIS (IR e T S R BB . R MR R P AR AT
XL R VRN BEE, Firepower I JEIRAT RGO A % U B I 2 BRI B

N A
Firepower-chassis# scope security

HEN %24 RADIUS B
Firepower-chassis /security # scope radius

CRIIED  ARELETEWIIRSS &% COCH 20T, FEHr ik 5 RADIUS AR 55 s 264718 17 1 8L

Firepower-chassis /security/radius # set retries retry-num

CAIE)  BEAETE YIRS 8% COR M2 AT, RIS RADIUS R 5585 A H Wi IS 4 I 8] ) e -

Firepower-chassis /security/radius # set timeout seconds

J Cisco FXO0S CLI B & #&/ 2.1(1)
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$IES

ECE RADIUS 121125

AR GERL EAE 55 -

Firepower-chassis /security/radius # commit-buffer

PAR7- B4 RADIUS HB KB E ol 4, Kol AR BCE Y 30 2, Jf HAfAES5:

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

ETRAERIE
B3 RADIUS 2L F8 % .

1132 RADIUS 12112

%
g
N

Firepower 14" JEHAE RG22 SCFF 16 /> RADIUS $&EFET .
puk:S

BEN 2 AR
Firepower-chassis# scope security

HEA 2245 RADIUS 3K
Firepower-chassis /security # scope radius

f17 RADIUS IRZ5 235545, HEA %4> RADIUS R 452345 .

Firepower-chassis /security/radius # create serverserver-name

(Ali%) 45 H T-5 RADIUS JR 454838 45 (1% H o

Firepower-chassis /security/radius/server # set authportauthport-num

E RADIUS 55 25 % 41
Firepower-chassis /security/radius/server # set key

ERCEBYIE, WA set key %), 4% Enter 8, JF/ERLRRTAL SN DI -
CRAIE)  Fig e 2 bR 55 2 R WU o

Firepower-chassis /security/radius/server # set order order-num

(i) BEEAETEWINRSS & COCH 20T, HHreik 5 RADIUS AR 55 s 24718 15 1 8

Firepower-chassis /security/radius/server # set retries retry-num

BRI W IR GS % COCHIZ /T, RGN AFAF RADIUS IS5 s A H Wi Y iR i ] [ e o

Firepower-chassis /security/radius/server # set timeout seconds

BRI RADIUS $RAURE P FEOUA 38 S O Il At iU IC B = (A # FY (Timeout)
18-

ARG EAT S5
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Firepower-chassis /security/radius/server # commit-buffer

PAUR7- B 83—~ 44 4 radiusserv7 HOIRSS 552451, K5 5 Oh 00 ki B 5858, FFMPIBEE N
radiuskey321, RN BN 2, A HAKREOR ED 4, RN AN 30, AN RS RIE, JF
FLAfAESS

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server*
Firepower-chassis /security/radius/server #

set order 2

set retries 4
set timeout 30
commit-buffer

fB% RADIUS 2 {12

T ARG

Firepower-chassis# scope security

P2 P4 RADIUS Bix:
Firepower-chassis /security # scope RADIUS

SRR3R E RS54

Firepower-chassis /security/radius # delete server serv-name

TR ARSI E(ES

Firepower-chassis /security/radius # commit-buffer

PLR 75 ES 44 4 radius] (K] RADIUS JR45%8, I HAf0MT5:

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

Cisco FX0S CLI Bt &5/ 2.1(1)
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m & Tacacs+ 12tz I}

BcE TACACS+ 12 {12 F

BLE TACACS+ tRfiti2 FRYE 1%

10 WA 55 A C 1) P T T eSS 2R R B A SR (R e e 1 5 2 BRA W i SR AN R P R AT
X LC R PR (1) B, Firepower AJ 4 JE#AT R G0RH % B T 2B BRI E

BEN 22 A

Firepower-chassis# scope security

HEN %4 TACACS+ 1
Firepower-chassis /security # scope tacacs

CAIE)  BEEAETE MRS 4 ORI, RGUNAEAT TACACS+ IR g5 i A A ey S F) IR 1) [ o

Firepower-chassis /security/tacacs # set timeout seconds

AR GERL EAE 55 -

Firepower-chassis /security/tacacs # commit-buffer

PLR 7R B TACACS+ BRI IR BN 45 76, I A5

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

ETRARIE
B4 TACACS+ LR o

132 TACACS+ 12 {12 ¥

Firepower W " JEHRAT RGU I 2 S0FF 16 > TACACS+ $2 LR

BEN 2 AR

Firepower-chassis# scope security

HBEN 24 TACACSH i :
Firepower-chassis /security # scope tacacs

{7 TACACS+ IRZ-25 5541, HEN 4 TACACS+ 4528tk

Firepower-chassis /security/tacacs # create server server-name
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B s TAcAcs+ RitERF

$IE5

IR

52 TACACS+ IR 45 a5/
Firepower-chassis /security/tacacs/server # set key

ERCEBYIE, WA set key %), 4% Enter 8, JF/ERLRRTAL SN DI -
CAIE)  Fig e 2 bR 55 2 R WY o

Firepower-chassis /security/tacacs/server # set orderorder-num

TR AETE MRS 45 ORI ZAT, RGN AFRF TACACS+ MR S5 A i [ Fi s ] 17 o -

Firepower-chassis /security/tacacs/server # set timeoutseconds

BRI TACACS+ #EALFE Pk 0 R R S 56, a4 I & 5 K IR B It
fH.
(A1) 382 T5H TACACS+ RS #4345 1o 11

Firepower-chassis /security/tacacs/server # set portport-num

A RGN BAL S5 -

Firepower-chassis /security/tacacs/server # commit-buffer

PLF 7= ) 1 44 0 tacacsservo80 RIS 4 S, K% BH 1 B4 tacacskey321, GNP E A 4, K&t
YIRS B E A 5859, I HAMAMT S

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsserv680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #

fB® TACACS+ 12 {12 ¥

N
Firepower-chassis# scope security

HBEN 24 TACACSH i :
Firepower-chassis /security # scope tacacs

TR 1AMl 55 4+

Firepower-chassis /security/tacacs # delete server serv-name

BN R SN EAT S5

Firepower-chassis /security/tacacs # commit-buffer
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DL =I5 44 4 tacacs] [F) TACACS+ HlRZ4%, I HAfIMT %

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

BRERGHE

i
g
N

ARG H WSROk A A 1T B IR RIEAT R H ST P R P IR S5 s 10— P 55 . KR Bl
B PR GEH SR S5 a5 A B TR HUS AR . R 40 H SRS 52 01 B R ARl e Sk, Bl
AR ] P E B SCPFT R . DO MO 3Gl sk H T H SR R Il . H R0
IR S A A BT A ) o

UK
BEA AR

Firepower-chassis# scope monitoring

JA BT [l 6 X R G H

Firepower-chassis /monitoring # {enable | disable} syslog console

() IEFEE BRI RIGE B0 WRAGHECHM, REFARES G LRt Ll b
THE o JONBEINE R SR e 2R AU 81 o BRINGOH N “ ™ 5 (Critical)”

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

BN SRER SRR HEHR.

Flrepower-cha551s /monitoring # {enable | disable} syslog monitor

CAIE)  WEHFEE R AR R0 . AL asIRA TR, RG0R Bon g & Ll Bl . 2
TIE T B SR M s BRI 21t o BRIAZR A ™ BE (Critical)” o
Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}
AR A4 T terminal monitor 722 5, A TEZ i A EERET “™HE (Critical)”
I
JA F EREE R 1) R 48 H S S SN R G H ST

Firepower-chassis /monitoring # {enable | disable} syslog file

TR Wk B S A RR . U2 TR 2 16 N FAT.
Firepower-chassis /monitoring # set syslog file namefilename

CAJa) PR B ST B B0 . iR SCPIRA TR, REKE R# 48 HE X 4E
fitf L0 S LA B R e GO 1B T004% B SR N = BRI S o BRING0 A “ ™ (Critical)” .
Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings |
notifications | information | debugging}

(ﬂﬁi) ﬁ?\ ZZL\HJB&%E/HM\?EE%’E%E/HM\ZHU, Tﬁ?ﬁmﬂijﬁx’fﬂ‘j{d\ (I//L y‘j$"fi) o “{'['1
A 4096 3| 4194304
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Firepower-chassis /monitoring # set syslog file sizefilesize

TR0 FCE R E = MNIMNBRGEH SRS ds kL R 48 H B R
) Ji A 2 =AM R G H GRS 4 Ak R g H G B -

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2 |
server-3}

b) (k) EFEEAEHERISNE H S A R RIS HAR TR, RGOR I AN IS5 25
FIR ML S VA T R e GO TiE B SR B A e BRI 2 o BN 7™ T
(Critical)” -

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level {emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

) ¥RECHRE MIEFE RS HEMSS A AP Hikk. A PR 2 256 T4 .
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
hostname/ostname

d) k) e n ORI RS H SRS SRR RS H G R S R RO
Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3} facility
{local0 | locall | local2 | local3 | local4 | local5 | local6 | local7}

SN FCE AR B8 T A R A AR Ay A BT i

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
AT RAFE LA oI
* B 4% (audits) - Jo M ST ITAT S A2 SR H S0k
* =4 (events) - Jo FHBEE I T RGEFAHI H LR
* BFE (faults) - i FH ol 25 BTy R 40 i) H e =%

T2 MfAES:
Firepower-chassis /monitoring # commit-buffer

LUR 7Bl G ] Jo FAEAS 0 SCA i A ik 2R 48 H A R OT BLAE 55«

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console

Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #
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BCE DNS PR 558

)

WUR R G LS ENLA AT R 1P ik, 8575 245 € DNS RS 4% Bilan, iR A E DNS ikss4%,
AT Firepower JUAH FRCE BN, AR www.cisco.com 4R R H] BETTEAE Ik 25 2% 1)
IP Hbhik, FLATLDUE IPv4 B8 IPv6 dthlik. 4852 AT LICE 4 /> DNS 25545 .

pEd e

Fo & 2 1 DNS 5451, RGN LME S BEHUBHE RS 4% . W RAHLAE P iy 225K DNS iRy
S, EHAELIBEHURTHEER 3 4> DNS Hds %

Firepower-chassis #scope system

ARG S

Firepower-chassis /system #scope services
LA SR DNS kdsds, AN a4, R R:

© B E R 48 LU AT 5 5 TPv4 51 IPv6 Huhik ) DNS 4525, iH AT LA R #4E:
Firepower-chassis /system/services # createdns{ip-addr | ip6-addr}

* MR RAHRE 1Pv4 2 IPv6 HililfK) DNS JIRS54%, AT L T #4F-
Firepower-chassis /system/services # deletedns{ip-addr | ip6-addr}

AR GERL BAT 55 -

Firepower /system/services # commit-buffer

DU 7RI EC & HL AT IPv4 Hidik 192.168.200.105 ) DNS A 458 3 AT 5

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

DU 7R E B HL 4% TPv6 Hidik 2001:db8::22:F376:FF3B:AB3F [f] DNS R4 2% 3 H A0 MT-45

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

DL 7 IR B AT TP Hudik 192.168.200.105 (1) DNS A5 28 3 H A AT

Firepower-chassis# scope system
Firepower-chassis /system # scope services
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Firepower-chassis /system/services # delete dns 192.168.200.105
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #
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#

EOEE

* KT Firepower %AW &1, 5 131 1L
o gmEHEEEME . PH 133 W
o Qg @, 2 134 0T
o MUE PSS, P 135 0

5% F Firepower £ 218 &30

FXOS LA SZRF #8211 LA EtherChannel (i [Tl ) #2111, EtherChannel #2152 1] DAL &[] —
A 16 SR .

Vi3

EAuES

o

O LRI TR —:

« 5045 (Data) (BRINIED - AREFEIR R4 2 ML= 5 0

* &P (Management) - 1] A7E@ 5 £ Z L2 B 11, KRR R M B 4 0 Tl — AN B
[
1 Firepower J&(Pp B8 NI, )3 BREE 1 E 12 Wi S A BILE AR 36 1 2 i T 3L =
BN 5 B AR DS . S T RCE R PR IR Firepower B B H Lo
EABAT IR SSH IR SS-ds HAT AL B O ARHb B 3 90 1E . TP HuhERIER SIS 1 ] LM configure
network @27t CLI FRCEHR'E, ol LINEHET0IEE (Devices) > R &ZE R (Device
Management) > 1% & (Devices) > &2 (Management) [X 32 57 2§ IP Huhit,
W@z 0 a] L R H A 0% & (Devices) > X FEIE (Device Management) > 3% [0
(Interfaces) b 7 b R 58 0 — il it AT ic . AR 2 Wi g nak . 2 W R 82
F ALVFREAT LDAP 8¢ RADIUS SN S A gaiiE. Biltn, i RECAAR e vFdla 4 1 i SSH Vs I,
T LAESE A SSH U ML B2 Wik 1. i2Wrde L Vg B, A RvrE i E .

Cisco FXOS CLI B2 #57 2.1(1)
| -EI



B sesuns

* Firepower S - 1032 112 Firepower BB fHI T £ 1 20 BEE 11 . SEA F LB 11, I 20iHE
Firepower g/PpSifHl CLI bRECE L 1P Mk A LA 240, idn, fn] Dok B s &Sl (il an
M55 5) TharBE K. 12 Firepower & BE L ir 22 % 11 configure network 114 .

AR - TR R B IR e e D 2R AL R A 8 5y 40 C B A4 1 e S AR AT BE A% I 4
REELE . BOANEOUN, RGUafoin EIE 48 1 B ah @A hI FEH .

E® 4] LU Firepower & HHpu0h R Firepower UGG A CLI B PN LATBEM . 49~ mi Bk v 11 4%
1B A PN o — ELRE P AN TR E A IS, BTTA S AN . K5, SERCE #AL %
F| FXOS ML

T IO LT B 461«
o PRIt 4R A ME— . iy — BN —AN B, K7 52 n N At oy BEX
« U B ATRERS i 1. B 11854 32 11 A4 ] DARC & A KT
HRVEQME R, W20 (Firepower & B UL EFGRT) H1K) “Hc'E IPS THBE DM WNELE” &

A

PR 455 B %t

X} T Firepower J&Pp8i 11, Firepower 9300 F14100 F 41 b [ HE 2645 O V165 8 R 24T Dy Rg .
BE A S84 T T A0 5% H IS A DR B 10 PR TG 1N 2 T AR 83 8y o 0 AR AR OB i A R st b D e vl
T YRR ZE I

TG T D REAE BERGAT N TP AT & o AT ZORX L84 1 IR iR geqrxts eI FAE ASA
I Firepower Ja 97 £ S FH R B0 11 IV, AN] 20 S0 DG E B SRS T DI REm 42 11 .
fn A AR ) BEAESAT ThRE, 5200 i G E 4 EtherChannel; 75U, #&RDER X 64z O 1E hy %
H#%2 F iY) EtherChannel i 7

T RL R RS B E R4 0], Firepower J8 VB A8 SCRPRE A 5847
« Firepower 9300
* Firepower 4100 41

X LE T 5 1) 52 S REA GAT I 28 B A 4
* Firepower 6 %ij [1 1G SX FTW HL47 5 /W £5 45t (FPR-NM-6X1SX-F)
* Firepower 6 %fj 1 10G SR FTW FLA7 % 9 24 B 5 (FPR-NM-6X10SR-F)
* Firepower 6 ¥ 1 10G LR FTW A 55 [ £4 45 (FPR-NM-6X10LR-F)

* Firepower 2 %fi 1 40G SR FTW FLA7 55 i 48 45 Ht (FPR-NM-2X40G-F)

REAESEAT R REAE AT LU dig X
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Emx I}

1. 2
*3. 4
.5\ 6

FXOS HURTER A T B R . 2E4E FXOS HUAT L 222k 1S e B A ve & LR T WSROk 7 22
AR LR DR SE R MTU W&

FXOS HLAH LW FE5K MTU 4 9184,

WIEEORE

BEA B R
scopeeth-uplink
scope fabric a

JA I

enterinterfaceinterface id
enable

-

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

AR ANRESIE COVE by i I RO R o SRR A R g LI 5 B 1 A enter
interface ol scope interface 77 %, =W E|— MR, FERN S, BNVIZLEMH enter
interface iy 2445 11, AR5 PR N 21 g 1 38 38 o

(A) BB 2RAL.

setport-type {data | firepower-eventing | mgmt | cluster}

TP

Firepower /eth-uplink/fabric/interface # set port-type mgmt
data JCHE N BRINEAL . 1570 1EF cluster JCHET .

CRIE) BB ML
setadmin-speed {10gbps | 1gbps}

Cisco FX0S CLI B E#573 2.1(1) i
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T

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

PSS

commit-buffer

clEES MR

EtherChannel (FR Jyum MIHE) e ] LLEE 16 MR —2RM Wk 8 1,

24 FXOS 146 )2 EtherChannel i, EtherChannel ¥4k T-3E#2 (Suspended) RS, HEEK HA TS
WS, Bl e JE B ) . EtherChannel 78 LA R0 BB HU AR &

* EtherChannel ¥ JI11 24 Jh 7 3% 4515 46 1) B0 0 Bl s 1

* EtherChannell 75 i1 4 1 R SERE—F040 (1) 38 4 0 2% 1) 45 BB CCL ity I

* EtherChannell 8 I A N EERE—384y, H DA — N AaBHUINN T SR 032 5% 4% (1K 5000 it
||

IHVE R, EtherChannel 758004 ' 7 BC R B B A AT S 1B TAE. WS N2 15 %5 F % EtherChannel
MR 2 4 5%, EtherChannel 1k 52 4 3E#2 (Suspended) R .

FHiEZ |l

FXOS HUF A A T R 0l Wi (LACP) 5 32 4F EtherChannelo  FAT T SOR I A # A L ity
HiE N “i580 (Active)” B, DLSEIRG A A

TR B
scopeeth-uplink
scope fabric a

P2 A -
createport-channelid

BR
pZ KRN W AAEARE

createmember-portinterface id

i

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2

Cisco FX0S CLI Bt &5/ 2.1(1)
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RO A |

Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

CATae) BEE L ORA:
setport-type {data | mgmt | cluster}

T

Firepower /eth-uplink/fabric/port-channel # set port-type mgmt

data KT OY BN TH21IEHE cluster SCHE Y, BRARZOR o 1 2RI AR B %, T AN
NN

CRTE ) Ay S 133 1 BT A o i EE 4 I T -

setspeed {10gbps | 1gbps}

-

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

VNI ¥

commit-buffer

oI5

DU 455 25 A R AT e B 43 S A G LUTL T FXOS HUAS - 80T LU 20 S 2 48 B3t 4 A 10 Gbps 3
1, AR A 40 Gbps i 1 o

FIAZHI

HAT WS84T ThBE A3 AN AT g 43 3 LR

UK

LRIEF 3, WAL R %
Q) FEAALAR

scopecabling
scope fabric a

b) A3

createbreakoutnetwork module_slotport

Cisco FX0S CLI B E#573 2.1(1) i
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TP

Firepower /cabling/fabric/ # create breakout 2 1

©) HIARCHE -

commit-buffer

XHIEREHBIER. ICEZ N0, NAERH commit-buffer 742 A BT A 4737

Nij
g
N

B H/C B Ay S 1, A L R A4
a) HEAHE AR
scopeeth-uplink
scopefabrica
scopeaggr-interfacenetwork _module_slotport
ERE NBESMUE SOVE b iy BT R R T e SRR A i O A 182 1 A enter
interface 5{ scope interface #ir%, SWE|— MR, TRRNBALAALE . BNVAZSELEH]
enter interface iy &4 4% 11, SR FRRE LS N 21w |- 3038
b) AT set iy A Mc B Fe 3 RE AL 2R
{{i[H] enable 2% disable iy B 2 H W& FLR A .
©) HNALE:

commit-buffer

Cisco FX0S CLI Bt &5/ 2.1(1)
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#

BRI

« KT E, H 1370

o QUERBHATIY ASA @A, 5 138 1L

o QU@L P B AR v, 3 140 TT

o BREAERE, O 144

© RTMSHE, 50165 1T

o AT LS Radware DefensePro 4555 , 25 167 1T
« FENUHT N AE LIS Radware DefensePro li45%5% , 2 168 1
* JFJ% UDP/TCP i I F1 A ] vDP Web %%, 25 171 1

o ERBIN BB RS, 5 172 1T

o« MBS, #5173 0

o WHIBR L5 AR Ve A AN ORIR R 581, 35 174 T

LY 1 [ - | \rL
X FiZEIZE
QBB A, FXOS MIFTE H S | 8m i  3de & A A Bk 5 | SR P B A F L i
HEIZ PR 1) e b5 |8, sl e FIALAR AR T I R HEE R Firepower HUAH P 23 BT ‘22
AREHOR I P R
AT LA DL PRI AR RS —

A

AR SRR A BRI FXOS HUAE L, N e Q@ sl AR R Fh R iR e . Hefid e,
RIG O =L, WAL QI R, AR P R
R

Cisco FX0S CLI B2 &5/ 2.1(1)
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B oEnumasABERs

A

AR QUREIELERC AR, W AENUAT T RIPTA B L m] R BN AN RN
IERAF2RA . TR, BT LUSA TR E B SRR AN RIRRCAS , (HBITAT B Ll Zi G 508 ] 2R
(KB

* 37, (Standalone) - 5 1] LA 22234 4E Firepower HIAH ) REAN 22 0y 5 G M I8 AR W 4%

 JEl¥ (Cluster) - AR, 0] LUK 2 A2 BRI G il MRS . SRR RA A B
TAERENE CEEL RS AT RN RS A R AN 2 AN B U AR
Firepower 9300 %5 2 B HR B 25 SCHEHLAT N A HE

- v =Ry, 8
Bl 3R ST B ASA 1BEEIF &
SRR FXOS MLFE 1 22 B I BEAS 22 A Eh/5 |2 QU7 @8 i 4% . {E Firepower 9300 25 2 B H %
b, WO ECE THER, WIGiEe @A R ss . B SENREERE, ARG A et B AT % % o

A

e 2 (AJ3E) 1&W\] LL2285 58 = J7 Radware DefensePro HE4UT- & LIAE 25— DDoS il fiL 8 IR %%, 1
HA T2 R 11 ASA B K2 8 GES R TIRS8E , 26 165 10 &

)

R AENURT T R TA B e iR AN SRR T AR R TR, A
BenT LLISAT R 58 B B AN R RRAS , AH BT A SR 20T RC B A 7] 2RI R AR e 4%

FrigZ |l

o TSR PR T A e A 5 e 1 CURCE T, AT SRR DA T2 48 4
GEZ MRS . %173 50 .

* ]\ Cisco.com FZZH T @8 & 0N WS (S Cisco.com FEBE , ZH 42T , 2R
JEBWE T 83 FXOS MU (Tl K 12 55 B 24 S A g 48 FXOS HLRE » 2 44 10) &

* MU EDE R Yo EAT A I B
g2

TR AL RRFHA:

Firepower# scopessa

T2 QR R

Firepower /ssa # createlogical-devicedevice_nameasaslot_idstandalone

HIBI AT B
Firepower /ssa/logical-device* # setdescription"logical device description”

Cisco FX0S CLI Bt &5/ 2.1(1)
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BERA R S O B R 1
Firepower /ssa/logical-device* # createexternal-port-linknameinterface_nameasa
Firepower-chassis /ssa/logical-device/external-port-link* # exit

PIS EFHIFEPER:
a) QIS FRFRS

Firepower /ssa/logical-device* # createmgmt-bootstrapasa

b) Al jH B
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD

©) BCEBE:
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # setvalue
{H: password

d) SR R G

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

€) ElEET P M.

Firepower /ssa/logical-device/mgmt-bootstrap* # createipvdsior iddefault

) B RO

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™ # setgatewaygateway address

g) WHE IP Ml A

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setipip _addressmasknetwork mask

h) EH P TP A E YO

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

1) RV SRR S

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

6 HARLE:

commit-buffer

AR GERC EAL S

Gt

Firepower# scope ssa

Firepower /ssa # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # set description "logical device description"
Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: <password>

Cisco FX0S CLI B2 &5/ 2.1(1)
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B3I S BN B B R &

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 1.1.1.254

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set ip 1.1.1.1 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* # show configuration pending

+enter logical-device MyDevicel asa 1 standalone

+ enter external-port-link inside Ethernetl/1l asa

+ set decorator ""

+ set description "inside link"

+ exit

+ enter external-port-link management Ethernetl/7 asa
+ set decorator ""

+ set description "management link"

+ exit

+ enter external-port-link outside Ethernetl/2 asa
+ set decorator ""

+ set description "external link"

+ exit

+ enter mgmt-bootstrap asa

+ enter bootstrap-key-secret PASSWORD

+ set value

+ exit

+ enter ipv4 1 default

+ set gateway 1.1.1.254

+ set ip 1.1.1.1 mask 255.255.255.0

+ exit

+ exit

+ set description "logical device description"
+exit

Firepower /ssa/logical-device* # commit-buffer

1) 22 30 37 B B 1 iZ 4R 1%

AT LA FXOS HLA 222G RS 2 iy 51 38 G i@ g B 81 % . 7F Firepower 9300 %5 2 L i3
b, RS CRCE TR, WICTEAIERACT B R % . T EMBRAERE, AR5 A eI BT WA
A\

TR (AJ3%) 1&80] LL22 %% 58 = J7 Radware DefensePro ME U1 & LI 4 —T5 DDoS i AT IR %S, 1
AT 22 e 1Y) Firepower BV S AHIE B v &I TH (S0 ¢ T IRSEE . 2 165 1) &

A\

AR EUAHENUE T BT R B R SR H AR A SR AR TR, AR
By LS A TR 58 W R AL ANRIRRCAS , (H BT AT R SRb 2 0 (] SR 8 A e 4%

FHiaZHl

 GUAR IS AR H] T IR R A R e ey G | OO IR, WA eI R B R R
CGHEZ MR 5173 10 .

* ]\ Cisco.com | ZZH T 8 v 45 0 N % (S M\ Cisco.com FEAZ , 24270 , 2R
Ja ks N EE] FXOS MU (IE S )R 2 55 15 24 g 408 FXOS WA , 2 44 1) &

o il E AR A BT I B . ISR DL E AN R . 5, BT LA
# Firepower 142 11, AR A FAME (140 Web ZFF)
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nmrempmsEss I

BEN A RS

Firepower# scopessa

QI IZ A e
Firepower /ssa # createlogical-devicedevice nameftdslot idstandalone
device_name HFXOS HIAHE BLG [ T HCE & BEBCE LA ICE s B S EZ B & P
18 2 445K o
(A% 2% Radware DefensePro B4 :

Firepower /ssa # scopeslot_id

Firepower/ssa/slot_id # createapp-instance vdp

PATIERE T P R 5 — P AR AR W AR LB, 24k 248 ] Firepower Jg i 75 1132 48 150 2% 11 ik
28L& Radware DefensePro & 1fids . 12 MR @ 5 % LS Radware DefensePro JIx 555
, 5167 IRERE, AL EE 4 JT4A.

Ir) 2R UR 25 70 PO MR 6 11 -
Firepower /ssa/logical-device* # createexternal-port-linknameinterface _nameftd
Firepower-chassis /ssa/logical-device/external-port-link™ # exit

MBS SRS
a) QIS FRFR

Firepower /ssa/logical-device* # createmgmt-bootstrapftd

b) R B Firepower & AV TP Mtk
Firepower /ssa/logical-device/mgmt-bootstrap™ # createbootstrap-keyFIREPOWER_MANAGER_IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value IP_address

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

) FREZHBAREATHRA G hEuEY]D -
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFIREWALL_MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value firewall mode

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
d) R & Firepower & B R0 B B2 () 554

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretREGISTRATION_KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

{H: registration key
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
©) e TR A M

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-key-secretPASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

fl: password

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
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f) faw @i se i Fh4 .
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyFQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value fgdn

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
8) frE W& DNS s #isR (RIS

Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keyDNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value dns_servers

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

h) fee iR &N REY (HE2S5RIT -
Firepower /ssa/logical-device/mgmt-bootstrap* # createbootstrap-keySEARCH_DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search _domains

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

) e RO
X j& Firepower FAFM M E 1, (LA HmE (Bl Web 45

LA IPvA B OO0 5, AT LU N ERAE:
T Qs P L0 52

Firepower /ssa/logical-device/mgmt-bootstrap* # createipv4slot idfirepower

2 WCE MR

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™ # setgatewaygateway address

3 W IP HuhE AR

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # setipip _addressmasknetwork mask
4 GEHEEL TP P

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4™* # exit
TEQUEE 1Pv6 FFFRBE CIXES, WAAAT BL T AR
LA A= S JUPE ¥

Firepower /ssa/logical-device/mgmt-bootstrap* # createipvéslot idfirepower
2 WE M OCHE

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™ # setgatewaygateway address
3 WE IP HhERIRTS

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6™* # set ipip_addressprefix-lengthprefix
4 R HEELIP ECE G

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # exit

DRGSR

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

J Cisco FXO0S CLI B & #&/ 2.1(1)
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a) Firepower /ssa/logical-device/* # exit

b) Firepower /ssa #scope appapplication_typeapplication_version

c) Firepower /ssa/app #show license-agreement

d) Firepower /ssa/app #accept-license-agreement

NI ¥

commit-buffer

ARG EAL S5 -

Gt

Firepower# scope ssa
/ssa #create logical-device MyDevicel ftd 1 standalone

/ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
/ssa/logical-device/external-port-link* # set description "inside link"

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Value:

Firepower
Firepower
Firepower
Value:

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa/logical-device/external-port-link* # exit

nmrempmsEss I

/ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
/ssa/logical-device/external-port-link* # set description "management link"

/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
/ssa/logical-device/external-port-link* # set description "external link"

/ssa/logical-device/external-port-link* # exit

/ssa/logical-device* # create mgmt-bootstrap ftd
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret REGISTRATION KEY
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # create ipv4d 1 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0

/ssa/logical-device/mgmt-bootstrap/ipvad* # exit

/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

/ssa/logical-device/mgmt-bootstrap* # exit
/ssa/logical-device* # exit

/ssa # scope app ftd 6.0.0.837

/ssa/app # accept-license-agreement
/ssa/app* # commit-buffer
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WS, B2 B SAG AN E . SRR NRAIN T ERErE G &R
=AW, [FIBE RESEIL AL R A Z AR A IURYE . AE 2 MY Firepower 9300
SCRENUAR SRR, RIRT UK B AN LAR i T B o A 38— N o s al 4 PR 2 LA 40
AL R IHUAR R SERE: MURE AR S PR B #% (Il Firepower 4100 341D FRIME—1%+%,

XF FXO0S #1558 L& RE
S B 7224 T B, FXOS BURT 1A BALEN e DL B

o h v (B AE B AR TS RE R CBRAIS DU, A0 M o Al 48) o X THMAEERE (IR
Firepower 9300) , ULEE %A H Firepower 93005 tR AT SEAFIRA(E . X THUAR LR, FTEF3)
P B BE 11 L B EtherChannel LREATHLA 1A

s RN H P R AR T G| AP E .

FETRE RN, FXOS MUAE 35 5 5 | 5 A5 | S RE P RC B HEIL B S A BEL IR SRR I i
$2 0 B ILASERE R E RN % SRR 1 SERRERRES,  ml LA PO 5 A8 e i
A G P m) S A T

o B B B 11 O I X 4 % 1 O B 45 S

ST HLAE A AERE, 5 M54 O RAER T EtherChannel, S SE#E258L. Firepower 930045
5876 P9 58RI ] EtherChannel £A, it & 8301 BL 52 0 LI 2 AN, AT 4 4
CIRAIHR ] T 5 M Ao 0T THURS I SERE, 2500 T AT 3l 48 11 43 1] 5 /9 4% EtherChannel .

Y

IR BRI O LUN, AR D

* VAR (B A B A% 2 IO B 1
LA B 23 3R AT S B ARE M S A it 1 B 22 PEAR A R

ITREHENHZEAE
GBI — NP B R B, BT A A R K
S AUNAE A EIAT IR s AR, A 52 A B

A SR

AR TR I B AT HH o 1ML 48 42 1 B BhIEAT G e 0F THLAE N AERE, e I B B 0 . XETAL
FEIVAERE, UK — A2 N L D 21 EtherChannel.  HEAEHEZR Y EtherChannel A1 FH Firepower
9300 T BHEATHLAR N SR AE AR EIEAS
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BEEE
xrmosismes ]

XFTA 2 AR PR TRIGRRE, TS 20K SR R R\ — DU R 2 ) — A . SR %
PRI, W — 6 B AR R, SR IR RS R AL, & S EOR T I8 & IR B R A e
10 G RS L AU BT B, SR AR TR B T 20 IR B 3T T

SRR T B U B R AR P TR U AT S U

R E N AE B SR R SR RHT B SRR KN

WIERWTRE, MoK AR HIRE R 10 KN BE e SRR (T Ak DTS, DA SRR ) B % v LA
3L B a7 Nl

GRS TR B I U e RS TN S B B B SRS ) R B A — & 7 I TR] PR UAT R R/
AN o A it R R/ R T S B A PR 28R B T A A KR TR D RE M. Bl

* NAT 2RI OB B AR, 5 2008 B A AR (AT AT PR R, s L R B R e 4 o

AT MU AAA 2T IhRE, PP il E A H R B B .

o ARG B0y SRR, ARAE R SN R AT PR, PR R IR O AR A R B
Y A e TR AR A B T LA B SR A A A B 2 B 0 S DS SRS, 05 1 E LA e F

A

AR AR DA R A IR (PRI ) R, S ISR B 0 AR R KD

HLFE B SRR R SRR R BB U R

NELER T W AE R R e (VSS) B R @1 (vPC) #5844 ] EtherChannel 1 4 8R4
Till#E % . EtherChannel " (1) BT A B 2% #OE 1H B0 RS . USRI VSS B8 vPC [1—#B4r ), R n] LK
[i]— EtherChannel ") FXOS HLAH #2422 VSS 5 vPC HR A A Hibl. A Heblize & [A— A4
EtherChannel % FUBIEH2 O SO, BN & SR S HALIAT A g — 6 AL —FF . R,
I EtherChannel & % % A1), 1i3EES 4% EtherChannel

3

i i i
Firepowerd Firepower2 Firepower3
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BEgE |

XF FX0S HlFE LA sRRE

46 (B SRR RY SR RHZ B SRR AT R 1

EIE Y 4R

EERM®

N T R IREEREE HIBE R (T BE, A Z M AR IR IR ] (RTT) 456 2N T 20 2270 Bhd KIEIR RE A5 1Y
SR AN I A B 2R AR B A I S . R AT AEIR, VS AR L 1) AR A T B %L AT ping
23 (B8

SRR R R AT S, AT E P B FF B L s DL I, b I P A e P

AV T WA AR B — N R . eI gt S AR PR B B TR

SRR DL ) SERE HC A B (Management) 288985 0, 04 AR T 5 W 4% (Spanned) 2 H A7 2k FL M
O, IO, WU HBSEERRN R

XIT-ASA, FHHAFIP HIME R 2R T 0T 3 AR [ etk 5 ] DARC B — M ik
RS CRUFE AT B AAEN D ARREAE FHZJa P A bt bl o = A4 1P Mk 3R At thuhk i 42
— PRV BRSO, AR 1P MR R A ) A, AR AT LG 4T
Feo At IP b T, AR SR AR A A flhn,  nT DU R ) AR 1P ok
PHAEHE, IZMBEAR 2O BT A . B BN O, T DO RARHE TP Huhk . X T TFTP
BRG H B E IR, ARG A A NIRRT A AR A A HE TP Mk oR 3% 12 3 Ik 254

X} ¥ Firepower BB fH, 17 1) [F]— P9 2% b (RN 2 0 IO 28 TP ki . B ik & e e 3 A el
N, VA X TP k.

£ 2& EtherChannel

T LK AR I — N B AN T4 s S A vh P LA ) EtherChannel.  EtherChannel V58 18
TR R RS O B . R E AR SRR B 97 K AR T AT ARG 5 Y 2% EtherChannel.
{EE AR, EtherChannel 0 % b A —AN 1P Huhil (26 e 1. B3BBG, 1P Hbhik 43 fic £
BVI M AE MM A B a2 11 . 5183545 8 T EtherChannel [ 45 1) 3 A4 o



| =Egs
svsst I

Firepoweri

i®OiAE 5

uh 2 1D LUK 55 245 E A9 MAC tthiit
S5 T LI TR D URL 0 J 56 0 5 4 1D

i i ID 553 RURE E I MAC il TP s hEC G A H o SEAE Ak i 5l A0 A5 HH il UK 2 1) MAC Hbtik
RUIP kb, i SRR B B 48 T 42 5 MAC Sl RN TP bk b3 8 AT B 128 B LA PIASAS i) i
BN SR AR R 42 J5) MAC Huhlk, 530 MAC Huhb$85); M, EAUERAES 5 MAC Hs
BEo FUATAE 5 M 4% EtherChannel (1 8% PSS 2 S2HRF00 S8 (19 MAC ki A0 TP Mkl

3l 51D B FAE A LISP K 2 et A% sl o

SRvEFH

HLAR B RE AN E oK

SR T A AR
* %FT* Firepower 4100 51 Fra AL, ]85 . %] T Firepower 9300: T % B2
A28, S mT LATE S WA P 22 AN [ Bt 1) e A, (RBLA TR AR e I T A R 20 T
et
* BRUHTIUE T AL, AUEAT 56 A M AT IF) FXOS At
WA ERE D, R AR DS, . MR P D . EtherChannel |
FHFE D BRI RIS . TR AP AN ) 9 28 B AR Z505 2 LA R 4 fF: R
TAHIRE D ID, 28R ZUCHE,  Hoe 1 nl 2% T[] — %5 4% EtherChannel 1o HVER, T
A B e 1 AU AR IR AR 1) EtherChannel.
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BEgE |
B massmEsEN

« A IR — & NTP k5545 )T Firepower @Y1, Firepower & BE A /Coth d4 2504 H [H]—
NTP 4545, B2 F8h s E .

 {§TFH ASA B, 20 ) VR IEMUR WA s X T Firepower B8, i V5 1] 34 B Firepower
(e LIV SEN

A B SRR Rt o & 5

* 1555 A S0 58 A B LG B IR HLAR IR T 4T EtherChannel J& D) 22 #AHLS,  FAE FXOS Bl
GEN R

I RFSCFFIIHMINER, HSI (Cisco FXOS HEED .

T [5) SR AF HI 6 S SR T

C M
* Firepower 9300 F-1¥] ASA - SCEFHUAR A LA RDH1G,G s TR A7
* Firepower 4100 41 F[1) ASA - SCREFUA A1 s [ A HE o
* Firepower 9300 |-¥] Firepower Jgl/lpS5 B - SCREBLAR A FIHLAR R S48«
* Firepower 4100 %41 (1) Firepower B - S FH LA R 20
* Radware DefensePro - X T40% ASA HINUR AR SCHF

A8 (8] SR RE RY 32 AL

* XT- ASR 9006, 4 RAAL EAEERIA MTU, K ASR #10 MTU W& A L4 MTU £ 14 4>
TR . BRAE ) mtu-ignore 15, 150 OSPF ARITx 45 24 il fe s kM, iEvER, 4
MTU 5 ASR IPv4 MTU AHULURL .,

o 7E T AR A R B 12 1AL L, T ARG PR A 1 B AR I B 45 R AT e Ly 11 i3 I ZE
B PortFast K NHRFTBE S IIASERE AL AR -

o YT ML) E5 W 4% EtherChannel 25 25 18 1,  #0] LICAAZ HepL L i) — N dor 422 11 ) B ik
LACP # %,

s AEATHNL L, FATEBAE ] LU b —F EtherChannel 7 847 5%::  source-dest-ip £
source-dest-ip-port (1% i) A E} Nexus OS FIEEL 10S port-channel load-balance 7 %) . 1%
IAE BB BSOS vian, 502 SEUL IR ERE P 3 R 0 A 152
S EERA M A B i

« YURZERZ #e A b T £ EtherChannel H 4718385002, MAS #ed/l L) EtherChannel 32 14532 i 457
IEE R, A O TR A 8. A T i AL S 2 BT S AEAELEIR .

o J N AE P THI R SR 1Y) EtherChannel £2 1 F 24 VR Nexus 22 #4145 F LACP Graceful Convergence
iie.
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| =Egs
maemnEsEn |

o BRI IR R B AT BT I 28 BN IR UE SR 4 )RR 00 A . AR TP R B, B HE n) I AT IE
IS 4 A o AT HHLIR RS 4 JE R A] B T BUR B 58

* Ui 1383 40 o W ] TR AN 88 I TIE 2 11 keepalive [H] B o

* 7 Supervisor 2T EtherChannel -, BRINWESINAE 3 BLHEE HIGN 5L O T8 AE VSS it
S EAN O RO, TR 2 3 e 4 i A P O S0 B SO I 2 B
router(config)# port-channelidhash-distributionfixed

V)4 R R T TR AR BN VSS X AR RE R Al Y 3 B S

#7518 &£ B£ 1Y EtherChannel

N TIERAS AL, 1 EtherChannel B0 5 0 “ 3230 (Active)” ;5 FXOS HLFH A SZHF ON B
3o LT T A e s A2 i

« BRIMEBL N R 0K FXOS EtherChannel ] LACP SR 1 4 1 o 18 8 ] fg 8y 1 8 5 0 11
TGRIN TEEIE 30 B0, IS BEREHZ LIS ROUG AR, X ik v WARREDIMER . 34
LN LACP HEEH U ot RO T “ 8RN LACP e

firepower# scope org

firepower /org # scope lacppolicy default
firepower /org/lacppolicy# set lacp-rate fast
firepower /org* # commit-buffer

* JEAIK T 15.1(1)S2 [¥) Catalyst 3750-X JEBEL 10S AFRAH,  BLAETE B 4 AN #7414 EtherChannel
R T HNHES . FEBRINAS ML E N, WUREEHE S IE AR 45 EtherChannel, W™ 148
BRI, RS A AT WL EtherChannel N4y 1E# TAF. S ma A, iiF stack-mac
persistent timer 7y 2 & A — AN R KM, DAIB IS BRI E B, 8 sphEi R
0. B, AT AT B S nAR e A MUK AR A, 1l 15.1(1)S2.

o B 2% 55 45 A Hh EtherChannel Bt & - 1545 0 0 5 W 4% EtherChannel 1% #5454 EtherChannel
I Y M B B AT A L

15 M 2% EtherChannel - X -5 8k BT A3 SR 8F 1 53 IS4 0 %% 15 (9 4% EtherChannel, fT7 4% 11
FEAS N 5 FF 0 —A> EtherChannelo 5 #f £R4F4N 4 L # 8 T A2 e b1 ] — AN JE a4
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SEifAlL

iy
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E ]

N1
i R 1 1

OlifiiE 2

ERGREED  F
350 A 1
Eth1/1

A
U

O 3

ik 4

FP3

Eth

Eth1/1

¥ 25 Al EtherChannel - % T8 15 25 A EtherChannel, ALFE 4 82 B2 1) B 1% 0 & 1K AF
fi] EtherChannel, 15452 7EAC AL LI #7011 EtherChannel; 15 27)(EAC AL 0K 2 MR
%4 EtherChannel 75 78— EtherChannel.

it

“WLAN 101| | sasissises

ROME 1| wOEE 48 FP1
_f\ £\ BLER 1M
0 I X
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]H Dﬁﬁ o ﬁlll [m] ﬁ)ﬁ 48
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s e
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A

A3l
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L
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xgiligs I

HibME
« FATEE VUK EtherChannel &35 2] VSS 8¢ vPC, PASEILTUAY .

AEPLAEN . EANREN LS 2 BT AR A, AN REAE SRR s AT Fofh 2 il A 2iine
RN AT i,

SERRIANKE

SRR T e i A P g 1 A T 48

BCE ASA 5 7F

T LONFXOS WA B | A vl B A . HE R G B I AR E . X THUAR ISR,
AR EREIHLR . A8 DY LB Ra, BrLUR S| SRPRENS - MIER
FIBNN B, SRR

FHIEZ Al
* SR Firepower 9300 HLAR 4=l 3 MR 5 AR,  BUAL AT 20 . WAL
FATHE 3 ML, BB AL IEH TR,

* /£ 0 (Interfaces) YR I, WURACFEATAT R R, WS 3058 48 LR LIIETT
AR7S (Operation State)s .7~ 4 KW (failed). X THUAH P EERE, I EtherChannel Jo 75 AT AT A% 52
B, 0] 208 IS AT IRAS (Operational State).

UK

EERE T, 2/DME A “4dl (Data)” A E: 115 EtherChannel (AHFR ¥ 1HE) « 152
Gl FETE , 5 134 UsgmiEE s bE 5 133 L.

BONTEOL R, TS LA ERE . B )G, W] LU EdE: s n 21 42 1 .

X HUFETRIAERE, A Edhi e b2k 22 /b AT — AN B 2 82 111 EtherChannel.  7EREMHLAR L3S 0
EtherChannel.

AN “% B (Management)” 2745 8L EtherChannel. 152 [ G5 EE , 55 134 7144z 11
JEE 5133 T,

Uity I IE 48 TR A AERES I BE M o 6T HLAE RIS, 2/ ity 11 I8 48 IS n—AN ik a2 11 .
BN RS

scopessa

T

Firepower # scope ssa
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BEgE |

Firepower /ssa #

jullfec i

enter logical-devicedevice nameasa "1,2,3" clustered

i

Firepower /ssa # enter logical-device ASAl asa "1,2,3" clustered
Firepower /ssa/logical-device* #

device name t FXOS HUAH B HL5 M TRCE LR B DU BCH s EARTE LA B bC E Al

HRIEEREA TR . IR A =AY A, B i R e iRl 2 an it

AR AU FX AR A 3 AMEEHG A AR, R e de it . i AN E A 3 A
i, ERERASIE R T,

(WS 28

enter cluster-bootstrap

i

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

R E N S AN A K S Y

set service-typecluster name

i

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

BRIV SE R 1 2 38 AT ASCIL 45 Hi o

BEE AL R

set mode spanned-etherchannel

e

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

519 2% EtherChannel 1522 Mk — S R
Pic A B TP Mk
A T 2 A R R B
a) PCEAHY 1P Mhhikth,  FCrp— AN bR B o) e B8z O RN R
set ipv4 poolstart ip end ip
set ipv6 poolstart ip end ip
AE AR RS B A R g ek . 3SR, X T Firepower 9300, &G AR LA 3
AHhE, BRI T B SR W SRR AR, WIS . R T AT A

Cisco FX0S CLI Bt &5/ 2.1(1)
m. [



BHERE

TEN

TIE12

mEAsALE

FERLIP Motk CRRAE “ EAEREIP Hhbl” ) ATEHbhEb s 375 5% D78 [ — /N R 26 kg AR 1P b
BEGRBE A 1P Sk . 50T AR IPv4 /5K IPv6 Hihik.
b) i R LI E E AR 1P bk
set virtual ipvdip addressmaskmask
set virtual ipv6ip addressprefix-lengthprefix
U TP kb b 2 5 e b b JE T 7] AR s, AR .
ORI UNGEACTS
set ipv4 gatewayip address
set ipv6 gatewayip address

TP

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 gateway 10.1.1.254

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv4 pool 10.1.1.11 10.1.1.27

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 gateway 2001:DB8::AA

Firepower /ssa/logical-device/cluster-bootstrap* # set ipv6 pool 2001:DB8::11 2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask

255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv6 2001:DB8::1 prefix-length
64

BCE LA ID:

set chassis-idid

SR R HLRE AR5 28— 1D,

TP

Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

Tl AU AERE, R ID BB 1A 8 IR (R

set site-idnumber.

i

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

PR SHEGE I MR MR A W R AT TE
set key

15
Firepower /ssa/logical-device/cluster-bootstrap* # set key

Key: diamonddogs
Firepower /ssa/logical-device/cluster-bootstrap* #

RGUR I B A=Y

HCEEPLR KN 1 2] 63 N PAFI ASCIU AT i o S PIH TAEBGE . U AN Y m £cfi 12
M, ORISR A R R R, TR LI SR
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B Esasasn

SRR3R RS | SR PRI 4 e A A

exit
exit
LI EETHRARA, SR5 E Bl R

a) Rl FHRRA
show app

i

/ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.1.4.152 N/A cisco Native Application Yes
asa 9.4.2 N/A cisco Native Application No
asa 9.5.2.1 N/A cisco Native Application No

b) BN B A REAS I B AR K
scope app asaversion_number

©) K BERRASBE A BRIASR A :
set-default

d) B IR

exit

i

/ssa* # scope app asa 9.5.2.1
/ssa/app* # set-default
/ssa/app* # exit

/ssa* #

FIR5 HARLE:

commit-buffer

FXOS HUARE LS | B 1 F 28RN 2 R RRAS PR SR 5 | 1 T B A P 1 i B AR 2

B AR E R
LIB16 EERRNINS —AVE, EELWRERF, (00 EME—) chassis-id FEHA A site-id; 7500, X
PHANATLAE A8 FH A R g

TR ERLE) R L ALl A R E .

w51
XFHLFE 1:

scope eth-uplink

Cisco FX0S CLI Bt &5/ 2.1(1)
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BHERE

scop
en

en

en

en

en

ex
exit

en

ex
scop
se
ex

e fabric a

ter port-channel 1

set port-type data

enable

enter member-port Ethernetl/1
exit

enter member-port Ethernetl/2
exit

exit

ter port-channel 2

set port-type data

enable

enter member-port Ethernetl/3
exit

enter member-port Ethernetl/4
exit

exit

ter port-channel 3

set port-type data

enable

enter member-port Ethernetl/5
exit

enter member-port Ethernetl/6
exit

exit

ter port-channel 4

set port-type mgmt

enable

enter member-port Ethernet2/1
exit

enter member-port Ethernet2/2
exit

exit

ter port-channel 48

set port-type cluster

enable

enter member-port Ethernet2/3
exit

exit

it

commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered

ter cluster-bootstrap
set chassis-id 1
set ipv4d gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.27

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::27

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé 2001:DB8::1 prefix-length 64

exit

it

e app asa 9.5.2.1
t-default

it

commit-buffer

scop
cr

XFFHLAE 2:

scope eth-uplink

e fabric a

eate port-channel 1

set port-type data

enable

create member-port Ethernetl/1

mEAsALE

Cisco FX0S CLI B E#573 2.1(1) i
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exit
create member-port Ethernetl/2
exit
exit
create port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
create port-channel 3
set port-type data
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
create port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
create member-port Ethernet2/2
exit
exit
create port-channel 48
set port-type cluster
enable
create member-port Ethernet2/3
exit
exit
exit

exit
commit-buffer

SCcope ssa

enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap

set chassis-id 2
set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.15

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::19

set key

Key: f@rscape

set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipv6 2001:DB8::1 prefix-length 64

exit

exit

scope app asa 9.5.2.1

set-default

exit

commit-buffer

Bic & Firepower BT BH 1l £ 8%

AT LA FXOS HUARE BES R FA i B At . AR G B & BT A il &
AP B R HUG A2 DU BB A Ra,

i

RIS HIBNE —HUH, SOV
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| smiEgs
B & Firepower BN B 1 & 8% [ |

FriEZ Al
* A ZNNS Firepower 9300 HUAH 4= 3 AMSLARAE 0 JHARAE,  BIAERS AT 28t WA
BATHR 3 MR, SRR A IER LA
* {E3£ 0 (Interfaces) JETI b, WEORACISALAT R O, Wiy COEIE 48 2R O IIETT

AR7S (Operation State)F i 7~ Jy R (failed). %FTHLF N EERE, I EtherChannel J& 75T i 51
e, fn] 208 I Is 4T IRAS (Operational State).

UK

TEB1 HWEEZA, 2ORE S “Hdi (Data)” 28898z 8L EtherChannel (AR Jyi FEIE) « W&
Gt I MTE , 25 134 UEgmi s 1 EbE , 56 133 L.
& e, AT DK e 2 Vs N B A
X THUAR RIAERE, Pra B4 1 20 22 /bl — AN B #2111 EtherChannels 7EREANHLAR EIA N
EtherChannel

W2 (k) HEER AT, BCE Firepower SR S gt ENE , 133 1.
#2112 Firepower BN £ 1 — B B4 11 . BAE IR 11, #AZ04E Firepower & BB 4l
CLI A& L 1P Mtk fI A 250, fltn, 0] DURHE BE R WIS Bl (B2 35 3D ol oK .
521 Firepower & HL .0 ir 42 7% [ configure network fir 4.

W3 NN BB 18 EtherChannel. 1452 [ it iy L1036 , 55 134 DUsgmiadz @Mk, 55 133 1l

WA U EE 48 TR N RS IR . KT HUAR R AERE, 2/ v UM TE 48 S n— AN 0 .

WIS NS HE:

scopessa

TP

Firepower # scope ssa
Firepower /ssa #

6 QIR

enter logical-devicedevice nameftd "1,2,3" clustered

i

Firepower /ssa # enter logical-device FTD1 ftd "1,2,3" clustered
Firepower /ssa/logical-device* #

device_name H FXOS WA B [ H TR E AR B E DL TCHE s AR TE e & il i

(RAEREA R

AR RS RS 4 3 MRS R AR R, R e W RN E A 3 A
By, AERER A SRR AR,

Be B AR | SR T2

a) QRS | SR B

%
g
~
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enter cluster-bootstrap

b) BE MU ID:

set chassis-idid
ARHE P RSP LA A 7T ZEE— 1D,

C) FEZARIRAC E h B E R
set key

e eV I o

HERE PR 13 63 NPT ASCIL P45 th o JLB PI TR 9o BLIEIA S i Scdls

AR, AARIERCRA R R B AL, AT LW SOKRIE
d) BB AR IR

set mode spanned-etherchannel

55 9 2% EtherChannel A5 ME—SZHF R
©) TEZARHAC E e B R A4 R

set service-typecluster name
LR IR RE N 1 5 38 ANFRFI ASCIL F 45
)RR SR PR

exit

il
Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: f@arscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

FEE 5 SEFSH:

Q) QUERE L SRR A
entermgmt-bootstrapftd

b) R P Firepower & A M TP ik
enterbootstrap-keyFIREPOWER_MANAGER_IP
setvalue/P_address
exit

©) R R AT (M EEED
enterbootstrap-keyFIREWALL _MODE
setvaluefirewall mode
exit

d) $i75E ¥ H Firepower & i b2 (] L 52 1) B0
enterbootstrap-key-secretREGISTRATION_KEY

J Cisco FXO0S CLI B & #&/ 2.1(1)
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setvalue
registration_key
exit
€) figE M T4 B & 1) AR«
enterbootstrap-key-secretPASSWORD
setvalue
password
exit
) $RE B E R ME L4
enterbootstrap-keyFQDN
setvaluefgdn
exit
8) frE @B ALY DNS s #ssik (HIESWIT) ;
enterbootstrap-keyDNS_SERVERS
setvaluedns_servers
exit
h) fre iR &I RES (HE25ET) -
enterbootstrap-keySEARCH_DOMAINS
setvaluesearch _domains
exit
0 O ERE P AR AN 2 A RS B PR 1P Mk
%% X T Firepower 9300, AU HUAR A 4230 3 /MBEEL SRS % TP Mk, B I AT e 3%
B, WURANECE A 3 ML, SRAER AN IER T,
SLEIEE IPv4 A BRI S, W AT LR R 4E
LRt AESEE JUPOE ¥
enteripvdslot_idfirepower
2 BR MO
setgatewaygateway address
3 WE IP MR
setipip_addressmasknetwork_mask
4 R TP B

exit

S OB AR AR R R AT

TEOIE IPve HI B N5, AT LA T 4k
1 G I L 4

Cisco FX0S CLI B2 &5/ 2.1(1)
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enteripvésiot_idfirepower
2 PE I OCHE
setgatewaygateway address
3 B TP HuhERT 45 T2 -
set ipip _addressprefix-lengthprefix
4 R IP B

exit

SOV AR R R R A

D ORHE LSRR

exit

TP

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Value:
Firepower
Firepower
Firepower
Value:
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

/ssa/logical-device* # enter mgmt-bootstrap ftd
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
ziggy$tardust

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Spidersfrommars

/ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS_ SERVERS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower
/ssa/logical-device/mgmt-bootstrap/ipvd* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.0.0.31 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower
/ssa/logical-device/mgmt-bootstrap/ipvd* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.32 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvid* # exit
/ssa/logical-device/mgmt-bootstrap* # enter ipv4d 3 firepower
/ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
/ssa/logical-device/mgmt-bootstrap/ipvd* # set ip 10.0.0.33 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # exit

/ssa/logical-device* #

PR BRI

exit

TR0 EG A IRIERRCAS, 85 BB B IR
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$IE13

a) 7R A RRUA

B & Firepower BN B 1 & 8% [ |

show app

il

/ssa # show app

Application:
Name Version Description Author
ftd 6.0.1.37 N/A cisco
ftd 6.1.0.11 N/A cisco
ftd 6.1.0.21 N/A cisco

b) B NS AR RSAR 0 A

scope app ftdversion_number

©) R ILAR A B E Ty BRIARRA :
set-default

d) FSZ IORRAS (185 28 P VR T M
accept-license-agreement
©) B R I

exit

T

/ssa # scope app ftd 6.1.0.21
/ssa/app # set-default

/ssa/app* # accept-license-agreement
/ssa/app* # exit

/ssa* #

RN

commit-buffer

Deploy Type CSP Type Is Default App
Native Application Yes
Native Application No
Native Application No

FXOS HUARE LG | B30 1 F 28RN 2 R RRAS IR SR 5| S P T A P 1 i A £

LTS SHIE

RN I HAWHLAS, WEE IR, (HO00 S E— Y chassis-id AIME— )& B IP bt 7500,

PSR AL R P

{2 1P Mk Be B 22 AN N 2] Firepower 25 BE Ly, SRJG7E Web Fi 11 _oKs 41 e
P S £ AT E FXOS B O S r St b, AR5 A v HUS In 2 Firepower & B HL

Gt

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1

Cisco FX0S CLI B E#573 2.1(1) i
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exit

create member-port Ethernetl/2
exit

exit

enter port-channel 2

set port-type data

enable

create member-port Ethernetl/3
exit

create member-port Ethernetl/4
exit

exit

enter port-channel 3

set port-type firepower-eventing

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit

enter port-channel 4

set port-type mgmt

enable

create member-port Ethernet2/1
exit

enter member-port Ethernet2/2
exit

exit

enter port-channel 48

set port-type cluster

enable

enter member-port Ethernet2/3
exit

exit

exit
commit-buffer
scope ssa

enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap

set chassis-id 1

set key cluster key

set mode spanned-etherchannel
set service-type ftd-cluster
exit

enter mgmt-bootstrap ftd

enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0

J Cisco FXO0S CLI B & #&/ 2.1(1)
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exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
exit
commit-buffer

X PR 2:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit

enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP

Cisco FX0S CLI B2 &5/ 2.1(1)
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set value 10.0.0.100

exit

enter bootstrap-key FIREWALL MODE
set value transparent

exit

enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane

exit

enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle

exit

enter bootstrap-key FQDN
set value ftd.cisco.com

exit

enter bootstrap-key DNS_SERVERS
set value 192.168.1.1

exit

enter bootstrap-key SEARCH_DOMAINS
set value search.com

exit

enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0

exit

enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0

exit

enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0

exit
exit
exit

scope app ftd 6.0.0.837
accept-license-agreement

exit

commit-buffer

SR RIEX

THRERFR FEMA | THEERER

X} Cisco ASA BEATHUAR | 1.1.1 LRI LAXT Firepower 9300 HUAE P KIITAT ASA % AR B e R«

AR FAIGINT LA R #r4: enter cluster-bootstrap. enter logical-device clustered. set
chassis-id. set ipv4 gateway. set ipv4 pool. set ipv6 gateway. setipvé pool. set
key. set mode spanned-etherchannel. set port-type cluster. set service-type. set
virtual ipv4. set virtual ipv6

Xt 6 A~ ASA BigiEATHL | 1.1.3 BUAE, REATLIX) ASA JA INUAR AR . e v LIAE 6 HLAR 5 6 MR,

GELTE i

J Cisco FXO0S CLI B & #&/ 2.1(1)
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x¥mse I

ThEERFR FEMA | THEEER

% FF{E Firepower 9300 | | 1.1.4 Firepower 9300 2 ¥ Ff] Firepower & fill B FH HATHUAR P SERE

Hy /l:jrepf:v e {ijlﬂi}ﬁﬁ{ﬁﬂ £ FAMIGINT LA R4 : enter mgmt-bootstrap ftd. enter bootstrap-key

WATHLAR R FIREPOWER_MANAGER _IP. enter bootstrap-key FIREWALL_MODE. enter
bootstrap-key-secret REGISTRATION_KEY. enter bootstrap-key-secret
PASSWORD. enter bootstrap-key FQDN. enter bootstrap-key DNS_SERVERS.
enter bootstrap-key SEARCH_DOMAINS. enter ipv4 firepower. enter ipvé
firepower. set value. set gateway. setip. accept-license-agreement

FXOS HLA L/ ASA ) | 2.1.1 AE, S PTDATERS % ASA ARBERS by R4S FXOS HUARTC &3 i3 1D, BLRY, #6207

ut i AR A At ASA N HITPECE w A ID; OB D RE AL T R ATRIFRE . TR, ABERAE ASA
BCE TP BCE G RID BeAh, b T SEE Sl mUR SRR e AR A, AT TR
F] ASA 9.7(1) F1FXOS 2.1.1, FH e & xb e e PR PERe ) 2 ikt .
FTAMES T LU R i set site-id

X} 6 A Firepower ik | 2-1.1 WAL, AT LR Firepower JBUB I 53 FINUARTIEERE . S8 2 w] LIAE 6 LA AL

T AL ERIEATHLAR R S

6 ML

X T B 555

Cisco FXOS HUA AT 7E A J) v ESCREZ ARG (Bl iy KA1 28 =J7 DDoS W H) o 1X S8R F Fl ik
G50 VR — R T IR S5 . A2 Uiy SR IR S R B b, mT BL2e 355 — 77 Radware DefensePro
RMEFUSTF- & LAAE ASA B K 3% A 1I0 84 AE Firepower BH B 18I AT 1217 . Radware DefensePro &3+ KVM
IR &, T fE FXOS AU B3 A NI 44k 55 (DDoS) fr A2 Dike . 7E%501) FXOS HLAH
ARG, Sk B AR 20 B el It DefensePro MEFUCT- &, AR5 FFEIIA 122 ASA 5%
Firepower J& i85 1l Bfj K 5% o
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*FRRSHE

A

TR FELUF 445 b, SCFRK Radware DefensePro V-5 H T ASA:
Firepower 9300
Firepower 4120
Firepower 4140
Firepower 4150

LU N 4% b, S2FR¥ Radware DefensePro V-4 1 -1 Firepower & /i B 18I
Firepower 9300
Firepower 4110
Firepower 4120
Firepower 4140
Firepower 4150

YRS SCRIE DL N I st FXOS HLAH 5 B2 22 %% Radware DefensePro:
Radware DefensePro 5 ASA 7 Firepower 4120 5% 4140 224> 345 L —2igfT.
Radware DefensePro 55 Firepower &/l Fj 4 /44T Firepower 9300 5, 4100 24> % b —
HIEAT .
W e _LIRAT — 4 5t b 223 Radware DefensePro, 04204 ] FXOS CLI 5 E &1 % .

* UG LE Firepower 4110 8, 4120 ¥ 4% L {F Firepower 8155 1 5 11 ¢ %% Radware DefensePro,
MDA Zi b 8 e e # — [ BB A . 7Eies DRLE TR & S, TikwResifise.

o W DAEMOSIFCE B, Wl PAE R ASA B k85 8% Firepower UM S FIALAR Py 4L AC & P
J& H Radware DefensePro JIZ 455

o MRS BEAENLA PRI B TP AR S F . BAENA A EREE St , ) DUAE T E A &
Radware DefensePro W .

* DefensePro . FH AT LA by PRSI E B 22 — AN 2 i FizgT,
* Radware DefensePro U & 0] LAFR A Radware vDP (JEF DefensePro) , BYE AR A vDP.
* Radware DefensePro JE 1T & 7] GE Ml /R WERR A B 15 T 4%

« 7t FXOS M4 %82 Radware DefensePro 2 1, W20 FXOS MR & A 1# H ete/UTC It
X H NTP k5% . B E FXOS V48 H S AFEgE B, 1ES 0 E H R,
%593 Tl
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HEMITIZ

A I1B 4818 % LB E Radware DefensePro AR 5544 [ |

BiE1% %% it & Radware DefensePro AR & %

AR SR W] 223 Radware DefensePro MR . Wi /437 ASA 5% Firepower s HHIE #H 3L #%
HIT T 147 S R 5 B o G T A

N HIFE Y o A 424 Radware DefensePro B, W{al fEANT. ASA B, Firepower [ {2 5 1 %%
T P B e 55 v G LR

FiaZ /i
RS TR AR W A I e AR O E A A, U BRI 4 GBS
MERZHEK L, F173 50 .
* M Cisco.com F7# vDP % (i5Z @M Cisco.com FELMWUE , 5 42 1) , KRG IHBUE N#
B FXOS WA Gl S P2 & AR S 403 FXOS HLAH , 26 44 10 &
o Ot M IE, B RANEE N {data | mgmt } CGEZS A0 dun FEE , 5 134 10 .

UK

FERIST O ) i ASA 1848 13 % 5% Firepower UM T HE ¥ 26 CiES [d QIEEAT 1Y) ASA IR B 4%
o 5 138 GUEREN d A B A A R, A 140 T o VR, W1 HBELE Firepower 4110 B 4120
AW A L Eg, IR Firepower S SG fEIIRAG — 2 222% vDP % .

22%% Radware vDP A% .
Firepower /ssa # scopeslot id

Firepower /ssa/slot_id # createapp-instance vdp

VNI ¥

commit-buffer

IGHIE vDP 7E 2 AR T (R 2R I -

show app-instance

i\ ASA 5k Firepower J& B 1512 5 £ -
scope ssa

scope logical-device{ Id asa | ld fid }

i vDP e &AM L

a) QIS FHEFXE:

create mgmt-bootstrap vdp

b) [ E L IP Ml
createipvdslor iddefault

a) PE P OCHE

setgatewaygateway address

b) 'E 1P HihE AR

Cisco FX0S CLI B E#573 2.1(1) i
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B %45 M %8 LS Radware DefensePro ff 5 4

setipip _addressmasknetwork mask

) R IP FE

exit
d) JEHE G| SR E
exit

FIRT QAR 1 GER

createexternal-port-linkmgmt_vdpinterface id vdp

SR8 e S G -
scopeexternal-port-linkdata_1 2

PR R BRSNS =T N -
setdecorator vdp
exit
exit

PER0 G UESE =T WA AR AR LB
show logical-device

TN HIAGCE:
commit-buffer

ENFERNEEE L E Radware DefensePro AR5 44

R AFE B Wi 425 Radware DefensePro WS, Wi 7E ASA Y Firepower J& il BIALAFE PN SR FE R
THI PR AR 25 8 v I A
FHIE Z A
< R AEAR T TR A I B CRC S A R A, U SE BRI R % GiES
MBRIEHE B, 5173 50 o

* M Cisco.com F# vDP W% (5% M Cisco.com FEWMG , 4 42 71D , R Ibmg N
F| FXOS WA GEZ G2 4R B AT WHE T #03 FXOS MR , 2 44 10

UK

FIE1 HE ASAVIFHNER GESICE ASASERE, 2151 70) , X Firepower UMY ML P EERE G
ZYNLE Firepower BB AR , 26 156 11) .

182 ] Radware DefensePro &AM I ] 25 ) i ) iy [«
enter external-port-linkname interface name{ asa | ftd }

set decoratorvdp

Cisco FX0S CLI Bt &5/ 2.1(1)
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Z3

pZ

7R

7

P17

FIR8

TEHF8 N &2 it & Radware DefensePro AR £54%

set description'""’

exit

h BB B A A B -

enter external-port-link{ mgm¢ asa | mgmt fid linterface name{ asa | fid }
set decorator''"

set description'""’

exit

4 DefensePro 43 lii AT BE b 11«

enter external-port-linkmgmt_vdpinterface_name{ asa | fid }

set decorator''"

set description'""’

Pl " R i - AT 3

enter external-port-link port-channel48 Port-channel48 { asa | ftd }
set decorator''"

set description'""’

exit

J T ) =4 DefensePro SZIHC & & BLG | S REFF

enter mgmt-bootstrapvdp

enter ipvdslot_iddefault

setgatewaygateway address

setipip_addressmasknetwork_mask

exit
5l
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
R HVE RS | ARG B O
exit

FEET) b ERCEE B IP JF A AR

deviceclusteringmanagement-channelip
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TEHFE N & B i & Radware DefensePro AR 55 4%

p ¥

ZIE10

deviceclusteringmastersetmanagement-channelip

deviceclusteringstatesetenable

FAABC L -

commit-buffer

FR RS, AR SR S AEAERE L & DefensePro 5K
%l
LR J5iz—, BAFWEA DefensePro S /2 T, MR SZREE] .

a) ffi5E DefensePro SZISuH, 1V 7~ DefensePro [1))3 F Ja 7k :
scopessa

scopeslot_number
scopeapp-instancevdp

showapp-attri

b) i VS, 5o DefensePro SEUIIVEANE R o U7 L R R A S B i & FIHE A L (%) vDP [
FIS B A SR

scopessa
scopeslot number

showapp-instance expand detail

IR DefensePro N FHEZk, (HWMAAEERTIEM, CLIK BoR:
App Attribute:
App Attribute Key: cluster-role
Value: unknown

R ARG BRI “unknown” {H, #4203 N DefensePro N1, WoE & IP #ulik, €)% vDP 45,
4R DefensePro N AL, JF HOAEERPIE, CLI¥KBIR:

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

A5l

scope ssa
enter logical-device 1d asa "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 1
set ipv4d gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipvé 2010::134 prefix-length 64

exit

enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""

exit

enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description

nn

J Cisco FXO0S CLI B & #&/ 2.1(1)
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exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description ""
exit
enter external-port-link mgmt vdp Ethernetl/1 vdp
set decorator ""
set description
exit
enter external-port-link port-channel48 Port-channel48 asa
set decorator ""
set description ""
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

wn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

F£ 7 UDP/TCP i %0 /5 F vDP Web AR 55

Radware APSolute Vision & Bl #5452 1 n] {ii F &% UDP/TCP i [1 5 Radware vDP N H AT {E . A
vDP % {5 APSolute Vision & B 8S BEATIHAE, S Z00RF PR Sty 11 ] 5 1) S A 9 KBS FHL AL . A7 ¢
RSl s 2 V] FFIOR) R4 5 B, 121 (APSolute Vision H 7 8F) I BL T 4%

* APSolute Vision iR %5 8%i% 0 - WBM BEFUIRIER %
* % Radware 1% % B APSolute Vision JR & 2= 8@ 5% 0O

i Radware APSolute Vision & FEEE7E FXOS HUAH L1 )L DefensePro N H, & 7148 FXOS
CLI J3 i} vDP Web It %5 .

$£IE1 M FXOS CLI ##:3 vDP W F sS4 .
connect modules/otconsole

connect vdp

$122 31 vDP Web IR %5 .

Cisco FXOS CLI B2 #57 2.1(1)
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manage secure-web status set enable

P$E3 R vDP NG IR M FXOS #ik CLI.
Ctrl ]

FEFREI N A2 insRpiEsl e
A DL R 12 28 B BB MR e (R 5
A

ER WOREAE MR A NS B ), BT U KA A Y SSH %), B R SSH R i
THR BV BOBT IIRRAS o

UK

S TEREE N BB EEEE, AT LR A
a) M FXOS CLI, &% 27 4Wiys|4.

Firepower-chassis # connectmodules/ot numberconsole
IR EEREASE A BRI 2 a5, W 114 slot_number
HCESL R 22 R, 543N FXOS Bk CLI.

b) BB N BB MR, WS TR a4

Firepower-module1>connect asa

Firepower-module1>connect ftd

Firepower-module1>connect vdp
M FXOS CLI f)A5 315 5 22 3] 22 A BTy 5 | 5 (1) )5 S8 Hz 1 He 5 o) 2 A EH 5 |34 R Gt
P2 (W) BEA Ctrl-A-D, NI i [0 2] FXOS ik CLI.
BN Ctrl-]-, MR P G 2 [H 2] FXOS #itk CLI.
TR H ¥, AT REARY 1) FXOS 58 CLI.
$£IE3 iR [u] FXOS CLI [ H 5] 42,

a) PR H e Ay G RS, TEBEEN ~.
F B 2 Telnet N o

b) BLHEH Telnet N, iHHIA:
telnet>quit

Cisco FX0S CLI Bt &5/ 2.1(1)
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mriziEgs I

PUR/RBlER S 2k 1 LI ASA, #RJ5iRIA1F] FXOS CLI B 5 %2,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa
asa> ~

telnet> quit

Connection closed.

Firepowert
R iZ eI &
gig

g M N S B

Firepower# scopessa

T2 ARV LA ERE A S

Firepower /ssa # showlogical-device

PRI TR RS, WA N e
Firepower /ssa # deletelogical-devicedevice name

TR EEEEBE LR A

Firepower /ssa # showapp-instance

SRS 0T AREMIER IO RSN, A LR 2

a) Firepower /ssa # scopeslots/ot_number

b) Firepower /ssa/slot # deleteapp-instanceapplication name

c) Firepower /ssa/slot # exit

6 HARLE:

commit-buffer

AR GENC BEALSS

Gt

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:

Name Description Slot ID Mode

Operational State Template Name

Cisco FX0S CLI B E#573 2.1(1) i
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Firepower /ssa # delete logical-device FTD

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

iR 5 Z 48 1 & A~ R ER B Rz A 3L

MR IZHR IR, RO R ROE T E R A e A N RO E . W SRANI R N P BC L, WIAE M B
N SE 2 F, R VR A T G B . N T SEIAN I S AR ORI, Il
LAUR BRI 22 By 51 5 vp i N sl

g2

TR AL RRFHA:

Firepower# scopessa

TR2 AHCCENANTEHE R

Firepower /ssa # showapp-instance

T3 T REMIERAO RSN, A LR 2
a) Firepower /ssa # scopeslotslot number
b) Firepower /ssa/slot # deleteapp-instanceapplication_name
c¢) Firepower /ssa/slot # exit

FTRA FARE:

commit-buffer

ARG EAESS -

ot

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version Startup
Version Cluster Oper State

Cisco FX0S CLI Bt &5/ 2.1(1)
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ftd

6.0.0.837
ftd

6.0.0.837
ftd

6.0.0.837
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

1 Disabled
Not Applicable
2 Disabled
Not Applicable
3 Disabled
Not Applicable
/ssa* # scope slot 1
/ssa/slot # delete app-instance
/ssa/slot* # exit
/ssa* # scope slot 2
/ssa/slot # delete app-instance
/ssa/slot* # exit
/ssa* # scope slot 3
/ssa/slot # delete app-instance
/ssa/slot* # exit
/ssa* # commit-buffer

ftd

ftd

ftd

e w3 vl EX T |

Stopping 6.0.0.837
Offline 6.0.0.837

Not Available

Cisco FX0S CLI B E#573 2.1(1) i
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#

B EER/5I EEIE

* KT FXOS iy 4 51% , 55177 )
o (EFERR e, 55178 1T

o ik ARy G, 5 179 1T

o FE ARG, 180 1L

© FEFRIAGA ARSI, 5 181 1T

o FTFF/RM 2 AR YR, 58 182 T

KT FX0S Z21RP|/=Z 25| E

AT LIMEH] FXOS CLI {E ZZ4fib/5] 8 F3AT LT Shig:

* 15 /308 )5 H (Decommission/Recommission) (fY PRI - (M 2B, 2okt
HENEY I b nT DASE AT F e i, ARG E8T 8 e b, i 4y IE H- L8R s
TS /R G e Akt 5 178 T

* HfiIN (Acknowledge) - il BT 22 M) 2 itk 2k, 1SRN L SBEy51%, 5179 T,
* #J7 (Power Cycle) - FHT A ) Y518, 1S H S 2 by 5%, 5180 Ui.

 EHYIAHIL (Reinitialize) - FOPTAS 5040 2 ABEHY/ SIS, N A BEHy/5 5 EER P A #8210
R IABCE, RIEERFRSI ARG AEEFGERIG, RN Ry 5 AR T2 8
-, Firepower nJ 4 JEERAT RV EPT 2R N TN, SR EEIEARB%, JFASIAZINHT . 1
SAEFRIGA LYY 5%, 5 181 1T,

y'\

EBE  EIHYIGINE, iy g8 R T N SR R . AR ERT I AR 1L
LAY G| BT, VE & P A N K

* LIHSC/TT (Power off/on) - e 2 A/ 513 (R HIPOIRAS . TS BT IT/ 0 e it i it , 26
182 i,

Cisco FX0S CLI B E#573 2.1(1) i
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B cREFERzsEs

ERIEHERARERER

M LRI, 2 RPN GOk AL E P ER, 2 e HeR A ARG . ket Big
AT (VAT A 32 A 26 B AR 22 D AR B IRAS o

DR LRI AS A 2 A, SR DA ] e At BeAh, WREDHT R 3l 1 A BRETR A IR IR
WA, BT IR R R A M e itk, DIEE 20 R 4 IR DR AL B YIaH L %
EX R

BENBE B
scopeeth-uplink
scope fabric a

Bt i 1A
createport-channelid

EH

X B
createmember-portinterface id

TP

9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
9300 /eth-uplink/fabric/port-channel/member-port* # exit

CAIE) BB H2R.
setport-type {data | mgmt | cluster}

il

9300 /eth-uplink/fabric/port-channel # set port-type mgmt

data SHET IR, TSR cluster BT, WR-AFSEIEBLH 11K P S BRI T A
NN

CRIIE D Ay S 11 I3 A BT A ol 2 1 B4 1 T -
setspeed {10gbps | 1gbps}

Cisco FX0S CLI Bt &5/ 2.1(1)
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R

THCPS AL |

T

9300 /eth-uplink/fabric/port-channel* # set speed lgbps

FAA G -

commit-buffer

RIAR EER/TI1E

SIE3

2PN L R R BINURE I, B R 7 e, ARIE A BT E .

W AU 7R “AIERL” (mismatch) 5L “ A MUAICHL” (token mismatch) qRZS, XK IR LR LT
R ep ) 2 AR I 5 2 AT R AR AT PRI . an S e i b A R I LA
SEBAE R AR A e (e m)iEul, U AE R TP R B A, A
ZEAREL, ARG A AT LA e E R A

BEA B B
scopeeth-uplink
scope fabric a

O e g 1 T -

createport-channelid
enable

I BCK A

createmember-portinterface id

i

9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1l
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
9300 /eth-uplink/fabric/port-channel/member-port* # exit

CATaE) BE L MRAY:
setport-type {data | mgmt | cluster}

T

9300 /eth-uplink/fabric/port-channel # set port-type mgmt

Cisco FX0S CLI B E#573 2.1(1) i
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REBR/GIEER

data SCHE TN BRIASRIY . TS 20IEFE cluster JCHE 'Y, BRARZDR b LSRR VR SR AF R I Bk, T AN
ENINE

WS AL Ay T R AT 8 0% e B 1
setspeed {10gbps | 1gbps}

T

9300

/eth-uplink/fabric/port-channel* # set speed lgbps

TIE6 IANCE:
commit-buffer

EEREER/GIE

TE1 BRI
scopeeth-uplink
scope fabric a

PER2 G
createport-channelid
enable

PEBI Sl R

createmember-portinterface id

T

9300

/eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
/eth-uplink/fabric/port-channel /member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
/eth-uplink/fabric/port-channel/member-port* # exit
/eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
/eth-uplink/fabric/port-channel /member-port* # exit

T () BRI O
setport-type {data | mgmt | cluster}

i

9300

/eth-uplink/fabric/port-channel # set port-type mgmt

J Cisco FXO0S CLI B & #&/ 2.1(1)
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FT TS T |

data KT OYBROIASERL . THI1IEHE cluster SCHE Y, BRARZORm 1 2RI IR I BE %, T AN
NN SR

CRTIE ) DAy S 1 3E 3 1 BT A ok 0 i P4 T

setspeed {10gbps | 1gbps}

e

9300 /eth-uplink/fabric/port-channel* # set speed lgbps

VNI ¥

commit-buffer

EFVIE R 2R/ E

FEF PRI 2 Y51 BE I, 22 Ay 5 | SRR AR e 2k, BITAT 22 PR I8 P S 1) AT 28 e
MR . FEEPHIAAAL S, R 2 /5 | SR E T B4, Firepower HI Y IR REUK
BN AT, BRI E R B, IF BEh R s

4=

FEFHAYIA I, 2 iy 515 B P NI ECRAS S BR o A2 BB BIAR 1L 2 it/ 5 | 92
Bl VA0 T BT E g

HEA B R
scopeeth-uplink
scope fabric a

O 3t Sy 11 T
createport-channelid

BER
I L B4 1

createmember-portinterface id

TP

9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4

Cisco FX0S CLI B E#573 2.1(1) i
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9300 /eth-uplink/fabric/port-channel/member-port* # exit

FEA (k) WEE IR
setport-type {data | mgmt | cluster}

i

9300 /eth-uplink/fabric/port-channel # set port-type mgmt

data SCHE T AN . TS 0IEFE cluster SCHE 7, BRAREORT Ui MR AR VRERAF I B, i AN
FRNBEE

WIS ORIk Ay iy IR TE PR T AT s D 8 A 1 T
setspeed {10gbps | 1gbps}

i

9300 /eth-uplink/fabric/port-channel* # set speed lgbps

6 HARLE:

commit-buffer

FIFIR A = EHREIR AR

TR SO
scopeeth-uplink
scope fabric a

P2 Gt .
createport-channelid
enable

g WO dAE R
createmember-portinterface id

i

9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
9300 /eth-uplink/fabric/port-channel/member-port* # exit
9300 /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4

Cisco FX0S CLI Bt &5/ 2.1(1)
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ETTEE T A |

9300 /eth-uplink/fabric/port-channel/member-port* # exit

CRrae) BB 2R,
setport-type {data | mgmt | cluster}

i

9300 /eth-uplink/fabric/port-channel # set port-type mgmt

data SCHE T BN . 52116 cluster KM, BRAFEDR I m 1 SRR A R B, o AN
ERIA

CRIIE ) Ay S 1S3 BT A ol 2 1 4 1 T -
setspeed {10gbps | 1gbps}

i

9300 /eth-uplink/fabric/port-channel* # set speed lgbps

NI

commit-buffer

Cisco FX0S CLI B E#573 2.1(1) i
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#

BRESNSH

« RTEESAN/ T, 45185 1T
o FHMCECH, 186 1T
« WRIAZECE S, 5 186 1
o WERCE S, %187 )
o SARCEIM, 5187 I

- 0= B2 =
XFEEENETL
fa] DU LB S B S BE 5 FXOS MU E ik &A1 S Nl B W & 1) XML 3045 H Bim FE Ak 4%
W, Zh, BTV A E SO, A B E N T FXOS ALEE,  LLUR P13 S 40 1E AR
B, BMNRGEHET KR
JEI) F0 PR i)
E SN E SN A W R SR B G, A R AT RS SN RES ML,

o o 2 NI O E B B B AN S AE D B SN o S 2B P 4 (48 P e 4 RS PR 5 Y
PR BB AT

< RRECE P A2 FXOS ML, FXOS HUH LRI OATRCE (RAEMTEHBE) R ERIf
STCAEBHA I TR E.

o BATREBUE FUR LR SO N TR 3 G EL Y R )> FXOS HLAS .«

* AT SN FXOS HURTF 6 FARRAS N 5 AT S I FORSCAAR ] o 7700, 3 AR e
R TATEBEAETI sl 40 FXOS HUHIN T 4 i & .

* AT FXOS U AR 55 PAAT 3 IS I P PO [ v 2 e A ) £ 199 238 A

* WEAT BN FXOS MU I AUN 5 1EAE T NI 1 SO R 58 SO R A8 AR e % 202k T IE R M B AF
NIV
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SHREYH

o QRSN TC B SO FL N T B B A R B (EULA) HE2 5% %, WIE S ARLE 2
A, AZ0AE FXOS HLAE L3232 %N H ) EULA, A5 N E R I8

SO G B i DUAT IR A0 ST V8 550 S SRR A 5 A v PR SO 44 R BILAT ST A2 21 A Ay

= oo

St E 1
fEHBCE S BI85 FXOS HUAR B H % & MG BB BB 1 XML XXES H 3)m FE R 45 2% .
HEERTHE SN S, THEAFEHE SN EEER,

UK

TE QIR 3 AT S
scopeorg
scope cfg-export-policy export task name
set hostname hostname

R ARE SR, BRSO . WERATRIESCIE A, RGUR LR E K B AR B — SR
&

# scope org
# scope cfg-export-policy default

# set hostname 172.29.191.79

# set remote-file /data2/zhyin/export/export-config
# set protocol scp

# set user zhyin

# set password

Password:

# set schedule daily
# set adminstate enable
# commit-buffer

TR2 KEFHESIPRE:
scopesystem
scope export-config hostname

show fsm status

A Y hd — | == E

TR BEsiRESH
1 RIS T RER AL FXOS MU IZ % & A G G E W E I XML SO A 3) 5 3 FE AR 4%
s sl DI RIAEH AR EEER R Tk S . BCE S s i RIHAT, R TR S
IHRER S IS TE] o e, o S 7E 2 0 = i 1 10:00 J3 A — kRIS, R8O EA
SEMI =M E 10:00 filt & 5K H

Cisco FX0S CLI Bt &5/ 2.1(1)
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BEESNSH

gEmastrE ||

WEARTRE SN/ SH, TR E T IR EEE .

UK

B E S HiZEE
R IRE, R ARG KA BAT AT IC B 3 HH IR iR

UK

SNELE XS

Tem] LU AT HC B A ZhRERY H] 22 10 © A FXOS HLAH Tt EC B B . b ae e VFR 0] C 0 1 R 47
FCE N RGBT . W EERTHE SN/, TG E S AR =2

=]

Tvo

UK
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#

i Bl 3R

o RTHEGEAER . 189 UL

o O g A AR IR 0, 5 190 IT
o PoE R ORI g, 2R 192 0

o A AR ARG, 5 194 0T
o NEEE AR, 5 194 1T

o MBREdE AR &1l , 26 195 51T

AT HFEEMIK

i ik TR I 5198, T IR B OE B E W A, 1 e FXOS MU i . &)
U P B G0k TR sl ik FXOS WUAT L 1) 5 2 AR s 1 R S 11 P AE 2

oL r UG 2 N AR S, RS ISR U SR 2 A LIRS . e TR S AR o
ARUE PR I 1, R G S B R 3Rk (PCAP) STt

B R AR ST

FXOS HURTRT A 88 B 114 DA IS -
REIER i 1 BR 5t 1% BA
AR 1/ A Ethernet1/9 K 0/0
AR 1/ 45 % Ethernet1/10 P ER A 0/1
LA 2 Ethernet1/11 WS EHE 0/0
LA 2 Ethernet1/12 W HBEE 0/1
A3 Ethernet1/13 W K 0/0

Cisco FX0S CLI B E#573 2.1(1) i



siEamE |
B oEsisEsiramFeE

R it O] AL g 15 BA
YA 3 Ethernetl/14 P EE 0/1
M EFARH

Hs iR T RARAE LU B -
* Ffi I8 i 2 14 %1 100 Mbps.

o RIMEAAT R (KA i 23 Rl RAsAT B i SR x i, HROOR W] AE i B ik e il . AETT 4R Edls
B R UG AT, IR A W A2 ]

* A2 AN S AR
o ALAE N FB AL 1 B BEEAT 3R

KT N IBACHBLCTA PR R 6 (Bln, bR M g RS SR B L), g AR
e

 REFRS (B, A RS D .
A
ER VAR R T BRI, ET D S AR R R SR s 1 2 R

T R B 8 B 11 B30 B Al R R DA i RS B 11 s A A
iR

« YRR S TEAL TR SPIR AN, BEEEHIE S H PCAP U1,
o813 € R s Reaa AL BB |2 e R/ 1 B ) T S TR £ 7 NV L 1| A

S RIENIEEMRSIE

TR B AU

fxos-chassis # scope packet-capture

TER2 LA I B R i

fxos-chassis /packet-capture # create session session_name
L AR ILAT IR EL AR 25 14 -

fxos-chassis /packet-capture # enter session session_name

PRI FiE B T AR TR R 2R DO

fxos-chassis /packet-capture/session # set session-memory-usage session_size in_megabytes

Cisco FX0S CLI Bt &5/ 2.1(1)
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%
g
~

nssExEanrsiE I

T8 € ISP X R/ NDAZIA T 1 1 2048 MB 22 [H]
T8 5 Bh I B0 A A R 25 T A SR ) B A B

fxos-chassis /packet-capture/session # set session-pcap-snaplength session _snap _length _in_bytes

5 72 11 Snap K LATE 64 F] 9006 7152 (0] WA ARBLE &1 Snap KJE, WBRIAHT A A
1518 A~F 5,

e R AR R S TR A A R o BT AN Z AN D HE3R, ] PLAE Rl — 3 el sk & 1E
V][] B AN TED i) ) gt R0 PR i AR 3R B o &0 A0 85 i A 1 61 s ot X B il sk s ko
FR O EMNEIEERI SRR MR L, 1 delete fUR T T A1 Ay 2 Y create.

a) LRI 1) % A 1«
fxos-chassis /packet-capture/session* # create {phy-port | phy-aggr-port} port name
X} phy-port, port name 151543 Ethernet<slot id>/<port_id> 5 Port-Channel<number>. *|T
X HLYE (phy-aggr-port), port name %4 Ethernet<slot id>/<port_id>/<breakout port id>.

DRIV AN E

fxos-chassis /packet-capture/session™ # create app_port security_module_slot_id link_name interface_name

app_name
©) RIGTFEEE LD, WINPT b o
FEE YRR R &

] LRI e RS Y H T A s B R SR A S AT O . A SO IR UL, 15 S [ C A
AHEIRATILVERS , 28 192 T,

a) i N I JE AR IR G
fxos-chassis /packet-capture/session* # scope {phy-port | phy-aggr-port} port name

scope phy-port Ethernet<slot id>/<port id>

or

scope phy-aggr-port Ethernet<slot id>/<port id>/<breakout port id>

or

scope <security module slot id> <link name> <interface name> <app name>

b) SR i A IR i 2
fxos-chassis /packet-capture/session/ {phy-port|phy-aggr-port|app-port} * # set {source-filter} filtername

FR MM ORI IESS, TEEH set source-filter

" "

©) R HIHARE JEAS, W S Ll PR,
W R AN S TT 46 Bl A s i -

fxos-chassis /packet-capture/session*® # enable

BOAFOLT, Brd 8wl sk il 4 T2 PRG3R0 U, %Eﬁ?ﬁﬁ%ﬁéﬁiﬁﬁﬁ@ﬁ%ﬁ
S MR HAL T IEAL TSR, FH SR AL e 1% . A H] CAL TG SR A I 2t
AR TE, AR .

Ko PR RI R A

fxos-chassis /packet-capture/session* # commit-buffer
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AR ER R iR ih, RSO RIREIE . BN

o

iR B

W3 PCAP SCAF, ST 2L 14

fxos-chassis# scope packet-capture

fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis

packet-capture # create session asalinside

packet-capture/session # set session-memory-usage 256
packet-capture/session* # create phy-port Ethernet3/1
packet-capture/session* # create phy-aggr-port Ethernet2/1/1
packet-capture/session* # create app-port 1 linkl Ethernet 1/1 asa
packet-capture/session* # create filter interfacelvlanlO00

packet-capture/filter* # set ivlan 100
packet-capture/filter* # set srcIP 6.6.6.6
packet-capture/filter* # set srcPort 80
packet-capture/filter* # set destIP 10.10.10.10
packet-capture/filter* # set destPort 5050
packet-capture/filter* # exit

packet-capture/session* # scope phy-port Ethernet3/1
packet-capture/session/phy-port* # set src-filter interfacelvlanlO00
packet-capture/session/phy-port* # exit

packet-capture/session* # scope app-port 1 linkl Ethernetl/1l asa
packet-capture/session/app-port* # set src-filter interfacelvlanlO00
packet-capture/session/app-port* # exit

packet-capture/session* # enable

packet-capture/session* # commit-buffer

packet-capture/session #

Ao B & B IR LIRS

Rr] DL R e R PR A B Bk 1 B S M . ARV ORI, T ARk
SE W AE I E L DE 25 o
A\
ER WIREE SRR C N T AT AR I AT B A S TR IR RS, B AR EE I EOE R
weiba, A aER.
UK
TR B AR
fxos-chassis # scope packet-capture
PER2  EOIEH B A PO g aE
fxos-chassis /packet-capture # create filter filter name
AR ILA B OO g s -
fxos-chassis /packet-capture # enter filter filter name
FLMBRBLAT R E s R SR g 23«
fxos-chassis /packet-capture # delete filter filter name
T3 W RE AW IESEE, R E AT R

J Cisco FXO0S CLI B & #&/ 2.1(1)
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iR amR%

esxEamrotEs 1

ER EATLUEH] 1Pv4 s IPve MUk uE, (HICVAAE R — Bl A Ak 2 15 v [l o g Py et

Hk.

R9 ZFEHMTESREM

ivlan W VLAN ID - GIE S 11 I (O #5c4fi £ VLAND

ovlan 4h# VLAN ID  (FXOS HUAH I VLAND

srcip U5 TP Huhik (1Pv4)

destip H A5 IP ulik (IPv4)

SIcipv6 Y5 IP Huhik (IPv6)

destipv6 H#x 1P Hutik (IPv6)

sreport Yt 15

destport H 1 H 5

protocol IP 33 [TANA & HE, R hiks (]

ethertype PLA I 33 A [TANA G2 S LA R Bl 2 7
B, RAFBERIR . Billn: IPv4 =2048, IPv6
=34525, ARP=2054, SGT =35081]

srcmac P Mac Huht:

destmac H¥r MAC Huhik:

fxos-chassis# scope packet-capture
packet-capture # create filter interfacelvlanl00

fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis
fxos-chassis

packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*
packet-capture/filter*

#
#
#
#
#
#

set
set
set
set
set

ivlan 100

srcip 6.6.6.6
srcport 80

destip 10.10.10.10
destport 5050

commit-buffer
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B ey REaRReE

BaEhFiFIEHR SRR S

FTE AL AR
fxos-chassis # scope packet-capture
W2 LA B e - AL R R R
fxos-chassis /packet-capture # enter session session_name
R I Rk C ROk Er e R
fxos-chassis /packet-capture/session™* # enable [append | overwrite]
AR BRSNS tRsAT N R sh B A IR
1o
TERHR ORI, A PCAP USRIV B S R MG . — HB B 22 i XK
M, REKITHEFEA, BRSES “ ZFHUE” (Drop Count) “FBAUELE N .

T4 B EHE RS
fxos-chassis /packet-capture/session* # disable

TS FHSRLBRANE:
fxos-chassis /packet-capture/session* # commit-buffer
WUR A AR RS, S TS I 1) PCAP SUIR A SR & . RS UG RC & A
Bt i ldE, BT I PCAP i S HElk . WURANKFICE., Bats bS8 3t s .

fxos-chassis# scope packet-capture

fxos-chassis packet-capture # scope session asalinside
fxos-chassis packet-capture/session # enable append
fxos-chassis packet-capture/session* # commit-buffer
fxos-chassis packet-capture/session #

LY *‘ Ad ry A Y
THEEEHIRN
I EE L 3k (PCAP) ST N B AR vHSEAL, DU 0 28 4085 60 70 M 48 20 BT ix 2 5
G
PCAP ¥ 1743 workspace: //packet-capture H3E, HAIFHLL Far &4 5E:

workspace://packet-capture/session-<id>/<session-name>-<interface-name>.pcap

FLN\ FXOS HUFH R | PCAP LA
FR BN IR AR S TE, REMNZSTE 3 PCAP X
4
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a) R B

fxos-chassis # connect localmgmt

b) %l PCAP 3CfF-
# copy pcap_file copy_destination

fxos-chassis# connect localmgmt
# copy workspace:/packet-capture/session-1/test-ethernet-1-1-0.pcap
scp://user@10.10.10.1: /workspace/

il PR &0 3 Bl i IR = 1

AR A AR U S RIZAT, AP SCIER, s T DUMER AT AN sl i il B ik e 1

UK

TR B A
fxos-chassis # scope packet-capture

T2 EMERER E M S B AR

fxos-chassis /packet-capture # delete session session_name

T3 EMERITA ANE S B i gk i

fxos-chassis /packet-capture # delete-all-sessions

TR KRS AR E:

fxos-chassis /packet-capture* # commit-buffer

fxos-chassis# scope packet-capture

fxos-chassis packet-capture # delete session asalinside
fxos-chassis packet-capture* # commit-buffer
fxos-chassis packet-capture #
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%
L

$ﬂ DNS 129
Firepower Threat Defense, &2 @b 1l

AAA 118,119,122, 123, 124, 125, 126 Firepower %4 % 4% 1

LDAP $#2{ILF2/7 118,119,122 MEE 1
RADIUS #2127 122,123,124 Firepower Al JEER1E RS 44
TACACS+ $&fitF2) 7 125,126 TV G R854 a4

asa 46,138, 148, 151,172,173, 174

g Firepower - 5454 41,42, 43, 44
BT asa WA % 138 p =)

upgrading 44

QAR 148,151 M Cisco.com F# 42
SRR RCA 46 LT M
HER 112 43 Firepower %4> 7% 42
TIRI2 5 v 4 173 R #EE 43
ORI I FH S48 174 fpga 47
IR HIERE 172 upgrading 47
asa W% 41,42, 44 fid, HZS E B
M Cisco.com % 42 FXOS HlA4H 74,75
KT 4 Wit 75
T# 3 Firepower %41 % 44 FREZ) 14
authentication 29 HTTP AL 16
default 29 configuring 16
authNoPriv 100 HTTPS 107, 108, 109, 110, 111, 112, 114, 115, 117
authPriv 100 configuring 114
banner 712. B, 7;'2 - Qg PR 107
re-10g1n . 19, N N
call Irl)ome %6 E)\%% 12
fic & HTTP 13 16 Ewﬂﬁm s
M

CLL, iEZ a2 A7 Frii

CLI 1% B 7 ZAFAERL 1M

clustering 145, 148, 150 UE3TR 109, 110
spanning-tree portfast 148 HOBT AR R P13 108
SRR IRERS 145 LDAP 118,119, 122

redundancy 145 LDAP #2527 119,122
size 145 Bz 19
% F AxH EtherChannel, 7EAZ#HL EHCE 150 M 122

commands 6 noAuthNoPriv 100
P ek 6 NTP 93,96, 97

configuring 107,108, 109, 110, 111, 112 configuring 93, 96
HTTPS 107,108, 109, 110, 111, 112 M 97

CSP, & LR NI
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PCAP, 5Z4 £t dfisk
PCAP 1 194
TiX 194
PKI 107
RADIUS 122,123,124

RADIUS $#& (R 7 123,124
A 123
kR 124

rommon 47
upgrading 47

RSA 107

smart call home 16

fid & HTTP 1CFE 16
SNMP 99, 100, 102, 103, 105, 106
notifications 100

ARG 100

WA 3 242 ThfE 102

KT 99

Ja H 102

LR 100

#H1X 102

Ff4 B 103, 105
fi gt 103
% 105

FH 7 105,106
B 108
kR 106

Y HF 99,102
SNMPv3 102

ZATIRE 102
SSH 98

configuring 98
TACACS+ 125,126

TACACS+ $#&EFE /7 125,126
£l 125

JHIBR 126
Telnet 99
configuring 99

A

AR 178,179, 180, 181, 182
FIITHLYE 182
i IF 182
fifiik 179
5 H 178
TRV 181
HE 180
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A K G BGUE I P 33, 35,39
B AIRE 33
S g e 4L 35
T PR [Ty s 5k 39
T RIS 35

AH S BGUEH 28
B E A 28

C
Bl AR ST 190

D

FITF/IR P 22 AR LY 182
FEMbHLAT 4 1
FHACE 185
FARLE 185
GRATHENE 72,73,74
flg 72
iz 74
B 13
Uity 11 134
configuring 134
X% 5

F

Vil dy AT S 9

G SCHLES 135
configuring 135

9332 %5 135

G

AT AR 9
[ 14 47
upgrading 47
KM FXOS HLAE YR 75
R IP Ml 69
AWIAEAL ) 69
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H

TR 72
sk 12

J

LR 146,147
JR OISR 147

R 146
M5 146
ALK 147
THR AT 147

B 133
configuring 133

JEM 133

L

Py sk, % 28
EEREHEE 172
W45 46,137,138, 140, 148, 151, 156, 172, 173, 174
SR 138, 140
Bz SEHE 148, 151, 156
SRR RA 46
HEEF) 112
TH# 131
Mkx 173
TR A SE1 174
B HIERE 172

W57 25,28,29,32
T RIS 29
P st 4 28
SRAER AT 32
535 25
BRI E ST 28, 33,35, 39
SHATE 33
KT 28
SR P Sl k4 38
THEREA T % 39
TG HE R R 35
ZZEHIR 107,108, 109, 110, 111, 112, 116
fg 107

R (2R)
SN 112
KT 107
MHEE 116
ZAFAE S 1M
WEFE K 109,110
HOH ARk 108

AT 3

AT I 9
il 9

P

feE SN/ T 185
PR 185
55 185

e & S 28
#h 28

PR 1,42, 43, 44
upgrading 44
M Cisco.com T3 42
KT @
443 Firepower %4> % 42
urseHE: 43

Q

JEH 102
SNMP 102

il e 179

FE4E 144,148, 151,156
f1%3 148, 151, 156
BT I BRIA R E 151
KT 144

fE453 9
Hi 94,97
T"hE 9%
FohwE 97
H BAFISE ) 93
configuring 93
AR 81
W 81
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X, SNMP 102
T2 a7
i) 94, 97
BE 94
THhwE 97
[ 94,96, 97
setting 96
WE 94,97
St B Y R 32
ZENNE 3
ZASAT A 107,111,116
B 1
KT 107
HEE 116
B uifize 189,190,192, 194, 195
filter 192
AR AR 21 190
A S AR 1E 194
T BREH R 3R 25 15 195
5 I HR AR 2 1 194
N PCAP X1 194
BRlZ e f,062,4
M Cisco.com F#; 42
KT |

2% # Firepower %445 44

PRI SRS 85
K5 85

I
15 22 4 ikt 178

HAE k%% 102,107, 108, 109, 110, 111, 112
HTTPS 107, 108, 109, 110, 111, 112

SNMP 102
%0 100
*F 100
1B HOZ AR 172

W

BUVMSITAE 140, 148, 156, 172, 173, 174

G A T B 5 FIE 4 e 6 140

IR 148,156
ERR) 172
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Ja NS A (452
MBR & % 173
TR I FH Si2 481 174
1B HEEE 172
JE MBI ARG a4
T3 Firepower %4 1% 7% 44

X

RGNS 81,85
ARG HE 121
B B A H ki 127
o B A YR 127
fic B AR H AR 127
RIS 194
f31F 100,103, 105
Bl 103
KT 100
% 105
VFRE 18
N 18
VERTUEAUA ALAL 18

Y

Wef%: a1, 42,43, 44
M Cisco.com 2% 42
(EELI
TI4% Firepower Al 4 AT KRGV G HHSE 44
T3 Firepower %41 7% 42,44
YO UESE e 43
WL RA 46
HHT 46
FH 7 1,24, 25, 28,29, 31, 32, 33, 35, 36, 38, 39, 105, 106
CLI 2 i& R 7
SNMP 105, 106
AH G 56 IF 28, 33, 35, 39
fijg 36
T 24
B 38
fifh 28
R 32
RS HEN] 25
A HEN 24
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ik 38
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f5H 38
R, MAEIR 31
FH Pk /28, 33, 35,39
BRGNS 28, 33,35, 39
R P SR 31

A

Mk F 28, 33, 35,39

AH B35 AF 28, 33, 35, 39
T 107

KT 107
BK 31

WA AR 31
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FHAZ) 14
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