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Firepower Management Center®l| 4] HTTPS 12 o] AF-&-38}= L E S, o] L E = 3444394 U th
® <object URL>

Pt g a9 7424 91 URL. ©] 83 URL(oFe ol Yok 91-3)& 7t 2] &0l thal gy
t}.

options

243 A AT E = A S AR 29 S FAsta A9E AH Y dFU

{UUID}

] 5-2] URLeN = A7 &l oF 3l UUID7} 8kt o] 3285 o] 5 Yt} itk URIY| = v
A UUID(RIF B A &1 4= 2 5)7F 23Ut /A& 2 A == 5

o tgt A RE § H3 w URIE= 7| UUIDE Zyu o},

i

AHE s R g A EE e 2o,
® GET

- A" WA A wlolE & A MY T GET+= ¢17] A8 A4 ddt.

-AlTE ARE XA A F7rE U RA 7T §1S 7% 404 Resource Not Found(404 2] 4~
25 3E T 8l L7 ek YT

L @A PUTS AHE-ako] A 7HAIE A S 4= AAINE a5 ] 2ol A =
| 7150l 1A 2 9= AH5YUTE POSTE AHE-3ke] A 7| A1 & A 8laL, PUT
& AHg-3He] 71E WA E A U T

o

® POST

-AlETE AR NAE A FU T POST 214 Hofl = A ISON /A 2 F4d 9 dlo|2 =&
U2y o] SZ3 2 FojA Frhsfof .

{object]

4

Far AR Qe A 1 F G ulo] 9] WK o whet G YT &
ek arE e MR E Y wol AMgstE R AR Ak gl 13
A 2 & 43} 2] %2 Firepower Management Center 71 3] “1g] 0] A 7}o] =
£ xRN L
* DELETE
- A" WA E A Y o
* PATCH

- A8 e,
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CEEEE RN |

API= 78] 2= e ol el 2 setv B S A LFUTh GET &3 9] 4 v 7 setv &
ARg-8lo] WESLE = T A o] =t H o] A] w7 7] & Al & S AF Ut

® expanded

- E5o] 50 AA HE5o] AleH=A obyd Fxnt Al e ¥ =4 & LERU = True/False §t %)
Yt o] 27} true® A HE A5 DERE FAHYH

® offset
S B Eo A A AHE 91X 2 ebU
®limit
- A AL FE S ey o
APIE= 833 3 dad e g B E 7|Wh o2 3 E P& At Rl 54 £48
Y A

NEow AHLL FAL 5 AL 183 5 9l shebul e (ofehol 293} A st
218t A= gy,

H = g2 AA
HA A 75 & AHEsE POSTH H & 5
S A3 F i 1,00071 9] 7 2 & o el
o] 738 Al 2= it H ol ¥ AL§: 7H5 F o,
o] 715 9] URL th&-3 254t
https://{firc IP or nare}: {https port}/api/firc config/vl/davein/{darein WID}/policy/accesspolicies/ {policy UIID}/accessrules Gulk=true

o) o)
=3 é%éi?j

o
7}

o X
[~

o &
()
I 12
)
)y
-

?bulk=true
o] A9 Ho|RolA o2 7fH o] ARE-E S HrER YT
HT POST &3 Ho|Zr 9] BE MAE 22 Folojof Ut 22 83 QA A &2 /A=
z3tste] AH8E = sy T
Ak POST 4] 7= @] ¥ = POSTO A= JSON 714 H-=o] A a3t} o] BZo = /jA S 3
ol 1,00071744) 3 4= 902 o /18 ISON A Al S8 &2 Fojok Fhuick 2l Al e 4 ER 7
walof sl QA B5e v us R Fofof gt
[{object}]
[{objectl}, {object2}, {object3}, {objectd}, {object5} -]
= POST &4 ol A A Q¥ = A2 S8 = a3 254
® bulk=true
o] He}tn e = FHelol A M POST 7| '5= AHE T = A8 etH, H = 43 AlA o] L5 v}
T E Yy

®* section=mandatory/default
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olo
o
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B

A GU T o] B E ARS-SHA] Fo 7] Ao

o] sebul B = 74 S F7he MG 44 Y
H2l0] F7b ek AA sl A8 A Gaol shed, Al glow agel A ek A4
& ARt Aol e ne s A - fayh

category=<Name of the category>

o] gt} Bl = 1E S F7138 e g & A AT YT AA R Q= FHE g S X A s o) 5hH,
Fhe el 7t oW 8ol As Ik AE| 3§ A APl ARG AT 5 U

insertAfter=<Index of rule>

o) shetelEl= AP T H o2 Hol TFHE AT AU L AFFUTE AFR A4
el 7k Lo 742 Ak A Re) AHolt e mele] S

I

insertBefore=<Index of rule>

o] Felu e = X A 8k 7F2] oldl A oFof F3]

ol v} 7}

A0S AR A4 H Aol 7

o
= =

Hag] 7 glod -2 & Akl x] 4 oke] M o] L) 71| g of] =718 U th. insertBefore = insertAfter
_]
O

W A% 02 A G E U T st B g L %

B 0]ut el sel o] Qy-el
o B 2 ol dl ~ 9} 37 A}-L-3)

A a5k ol el <7} 3ok A oL} 7+ oW /7Y

o 1> E _IN'
A
o
¥ o

of
31 insertBefore 32} 1| B 7} 4 -8 Ut}

ezl 5 i 5 S5 A1 e e s A 5
o A% 243 5 Qlgrich Ad el 7he e o

AR Qe Glow A& oalz A ) Eol AT el et 4w 2w o] 9l
Qe A5 0) A OW T & S Ahe melLt AH el 2ol A n,

A7 ¥ POSTON A = B2 g & o] T Aol Al YTk POST R4 0= o3 A9 #1415 A7

%

il

e
Rl

If % <=4 = Firepower Management Centerol| 4] <54 &

Sl
g
>
_0|L
rlr
o
i
=2
o
o
o
o
i
ul

i
-4
J I\

e
El

=9 T dFUH

REST API+= ¥ o] X G A 32 2570 Al & &Y th. limit # 2] 320 8 S AFE38FA o] -5 1000714

SR TFREGSH LS F Y

&
* LOCATION — A & QA 9 2] &2 ID. POSTY] 7 -¢-¢) g+all A] 2] A2~ ID7} URI & 2

g},

* CONTENT-TYPE - ¢ A1 A] #4523 A sk vv]o] f8. &5 WA A 289 %3

= A,
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® 201 Created
-8 7ol nElow Af HAaTE A E
* 202 Accepted
- Qo] YA T A7t FEHA S
® 204 No Content
M7 AT H R 23S A
* 4xx - Th5 1] 3528400 A1 E

® 400 Bad Request
SQIAE gl stebv) e, rebe shebulE Ei AR S 0 F S R ashA) 28 A v
1| E
o] == 7l A7} REST APIE ‘&3l AR S A 2t A ¥ o] sl A Al o] F a3+ A &5 e
T AF YL
® 404 Not Found
- Al&¥ URL®] 7]& 2429 A A 51A] g+ 4
DELETE7} 29 & 4~ 954t}

il
il
2
AC)
B~
>
i
>
ofo
i
-
54
o
(d

= HTTP

® 405 Method not Allowed

-zl M 8 H A = HTTP 22 A AFUTHel: ¢)7] A8 2220 tisl] POST A
).

* 422 Unprocessable Entity
- Flo] ZETF U 2048000 0] EXTE E Hlo] ZES B o] @ FrF Al
422 Unprocessable Entity
-Flo] ==TF N F.2048000H | ER L & Ho]|REE B o] @ {7 AT
® 429 Too Many Requests
-APIZ 83 & YT wol AEeh 23 120717 W 84S Ul o] 2 F7FEAF Y

¢ 5xx - 500 Al FZE= AW F LFE YEMY YL

SF7FHASIE O F FE Qo= 2 Fol thal xA%] A= NA 7} wr3k S of] 2 gE 4=
UFHIJSON @7/ i & & 27wk 53 &4t
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| R

"error": {

"category": "FRAMEWORK",

"messages": [

{

"description": "Action is mandatory to be specified."
}

1,
"severity": "ERROR"

A~ o =
e 9 v
messages A EE SF EE HI wAA 55

(@)
S
2
o
M
D)
e
to
= i
oM,
&
ol

o,
q
E
73
M
>
18

H A
L 57173 31/74 B.ol| 3 F-8h= kA
3k | 2] #]

Firepower Management Center REST AP U E 9 A 2 =& Z0]7] 93] & Alghs F+d g4t}

H
API= 7| [P F 20 A WA RS B 12070704 5k Stk 28] P 49 5A] A28 1070
A 7Vs
(e}

gyt ol 2 k2 st ghebu| 7} ob g Y o
Zglol A ET} o] 3k 2| 5HS = 3}3HH APIOA] HTTP 429 & F 7} whA gk o},
H o] 2 A3t
API:= ¥ ]E‘: 7} 20480001 0] EX.T} F WA X & 53 4= gl U T o] Al §-2 REST APIS} API

Explorerol] B 28Ut} o] k& 54 7hs gt gepw| g7} o g Ut}
WA A 7} A &S 278 APIOl A HTTP 422 @57 WA gy o).
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YA} 2] 2
AL A 1] 22

GET auditrecords

274 73: GET

v A A2 =S A,

RL: /api/fmc config/vl/domain/{domain UUID}/audit/auditrecords

c

B A 228 > R E Y > AL

i

e ol AF-&3 4= 1= T2} B : username, subsystem, source, starttime, endtime

Bl 32 A H| 2

GET deployabledevices

v Ay adelds WAt 58 EH7F | B vl 20 H55 Ao

URL: /api/fmc_config/vl/domain/{domain UUID}/deployment/deployabledevices

Bk tnpo] o) Av|1glolHd &

POST deploymentrequests
24 F%9: POST
v A4 tuko] 2o A3 g0l WA AFS THEY] AP 23 AT

URL: /api/fmc_config/vl/domain/{domain UUID}/deployment/deploymentrequests/{object UUID}

Ak tfnfo] 2o A 2ol 75
tjulo] & 1 F An)

DELETE devicegrouprecords
2% %: DELETE
M A AE AR DE A3 Tkl 2 1§-2 A gt

URL: /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}
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. PUT devicegrouprecords

Ak fufo] 2~ > tufo] 2 ] > tjufo] A~ A

PUT devicegrouprecords
24 73 PUT
Ar: A E WA IDE ARESHE HRbo]l A~ O5S FA R
URL: /api/fmc_config/vl/domain/{domain_ UUID}/devicegroups/devicegrouprecords/{object UUID}

A5k Tluko] 2 > tupe] 2= whe > twpo] 2 54

POST devicegrouprecords

2% +9: POST
A A4 E A IDE A8k tubol 2 158 A Y T
[HKLZ/api/fmciconfig/vl/domain/{domainiUUID}/devicegroups/devicegrouprecords

A3k tufo] A > tjufo] A g] > tjufo] 2~ 44

GET devicegrouprecords
8% 79: GET
A A A E DS A4 Q& Ynto] 2~ TS AAFYTE A HH ID7F glow BE tule] A~
259 B5S AR
URL: /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords

IDE A3} GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}

713k Tupo] 2 > tlupo] 22 #he > tjufo] 2= 1]

T] HFo] 2 HA % A H] =~

DELETE ftddevicehapair

23 +3: DELETE
A7 A1 WA IDE AE- sk Hupol &= 174 S AHA U o
[HKLZ/api/fmciconfiq/vl/domain/{domainiUUID}/devicehapairs/ftddevicehapairs/{objectiUUID}

Ak Yuto] & > tufo] & ] > tufo] & 424

4

i
El

%
T
o

FTD t]nlo] 2~o| A oL o ¥ A & A A 81 configure high-availability disable ™8 7 < 7 Y
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PUT ftddevicehapair [

PUT ftddevicehapair

84 % PUT
2479 Firepower Threat Defence 3. 7184 t]ulo]2~of U gk U5 2F9] F shtE A A ok
« Fxo tigt HlAd oW ETA V= AH
« Tupo] 2 AbE] gt
e Yufo] 2 Fe] = A e

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/{ha container UUID}

gk tuto] 2 > tjuto] & 3] > tfnfo] 2~ 44

POST ftddevicehapairs

24 73: POST

Ar: A G 7] W Bx WA IDE AFE sk a7 Huko] A2 A4S A YT g ol & o]
o] a17HEA &l EH?'SLPOSTX—} %‘?33’3} A A Al 2 A A POST 2Fg o] B4 2 s A+
A] 8F1%F % th5 POST 2HH S %134 A 2.

S

Fa dnkd o2 A MA POST 242 60% ool -5 F3yth 3 M A POST 2+ o] Al 2He 5 4 120
Z 5o E‘r% POST 2t A4S 38k o] £5UTH POST 24 o] SR+ 2 ID 3 44 &
B & 23hek 2] JRA7F 2R YT A9 IDE E3shE A JH Al el GET Z“ﬁ S aste] A4
48 E FYEHH IS = Ad5Y T AFAISE W8-S GET taskstatuses, 74 3| 0] A| & F 134 A &

[JRIJ/api/fmciconfig/vl/domain/{domainiUUID}/devicehapairs/ftddevicehapairs

A3k tlufo] A > tjufo] A ] > tjufo] 2~ 44

GET ftddewcehap airs

= 37k Aol DS A A3 T,

URL: /api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs

ID¥ GETel o3&+ URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/{ha container UUID}

A% tlubo] 2 > tluto] 2 ghe] > tinbo] 2 54
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. DELETE failoverinterfacemacaddressconfigs

DELETE failoverinterfacemacaddressconfigs
8% 3 DELETE
A X A ¥ Firepower Threat Defense 71843 23l 14 H Firepower Threat Defense 17184 #H Y
oH) 43 Q1E 0] 2 MAC F24 7] =& Aba| g T,
URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs

A5k Tl 2 > Tlube] 2 ghe] > Tupe] = 5+

GET failoverinterfacemacaddressconfigs

)

3. GET

o

5: %] %d ¥ FTD HA #&°ll <172 ¥ Firepower Threat Defense 2. 7}-8-7 | & 2. ¥ A 2 1 ¥ 5] o] = MAC
2 7155 A% YUY GETO t&l A7 ¥ ID7}F ¢ 2™, X = Firepower Threat Defense 3. 7}18-%3
Ao A e F o]~ MAC F4 7] 5 553 A Ay,

B

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontaineriUUID}/failoverinterfacemacaddressconfiqs

ID* GET®ll o ¢k URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer_UUID}/failoverinterfacemacaddressconfigs/{object_UUID}

ARE: Hupo] 2 > Hupo] 2 e

POST faiIoverinterfacemacaddressconfigs

24 : POST

o

d: 2] %d ¥ Firepower Threat Defense 17183 "ol <174 % Firepower Threat Defense 371873 | <
ou AH B H o] A MAC F4 7| 5S AATYTH
URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs

Ak o] & > tulo] 2~ e > tjufo] 2 44

PUT failoverinterfacemacaddressconfigs
24 73 PUT

A7 214 ¥ Firepower Threat Defense 2L 7}-8-7J #&¢ll 174 ¥ Firepower Threat Defense 2L 7}8-7d 3
o
=

ov A olE H o] A MAC 4 7=
URL:
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GET monitoredinterfaces .

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/failoverinterfacemacaddressconfigs/{object UUID}

Ak fufo] 2~ > fufo] 2 ] > tjufo] A~ A

GET monitoredinterfaces

ox!

3. GET

Q%
: A1 ¥ FTD HA *&oll 9174 % Firepower Threat Defense 17184 ZUE & QI E o]~ 4 2] 7]

AU GETO 3l IDE A G 3HA| &2 7 9 B Firepower Threat Defense 17184 214
Vel so] = 42 7122 7 A3 o

i\

T ax

K
o
=
E

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/monitoredinterfaces

ID¥ GETel o g} URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/monitoredinterfaces/{object UUID}

Ak Tkl 2 > T ko] 2= el

PUT monitoredinterfaces
oA 53 PUT

g X A ¥ Firepower Threat Defense 3. 7}-8-73 #&oll <174 ¥ Firepower Threat Defense 3L7}-84 F1
B g o]~ F A 755 8

URL:

/api/fmc_config/vl/domain/{domain UUID}/devicehapairs/ftddevicehapairs/
{hacontainer UUID}/monitoredinterfaces

Ak Tuho] & > tulo] 2 3he] > tlujol 2 4

T ujo] & A H]

POST copyconfigrequests
274 %: POST
g 2] A ¥ Firepower Threat Defense U] H}-o] 2~0]] T]ufo] 2~ Av] 18 o] A& H AU T},

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/copyconfigrequests

A3k Yuto] & > tufo] 2 ] > tufo] & 4
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[ DELETE devicerecords

DELETE devicerecords
2% +3%: DELETE
0 AR rho) 28 55 A4
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

Ak tufo] 2~ > tjufo] A | > Tjufo] A A

PUT devicerecords
27 f+9: PUT
A A4 ¥ DS} A2 o 9l Hntol 2 HA=E FAHF YT
URL: /api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

Ak luko] 2 > tjujo] 2 2] > Tl npo] 4 574

POST devicerecords
27 7+9: POST
17 Firepower Managemenr Center®l] %7 ¥ tjulo] 2~ & 553t}

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords

Ak gufo] 2~ > tufo] 2 #g] > g ufo] A~ A

GET devicerecords
83 %' GET

A tlulo] A AR = A At} trfo] A ID2 A At 2| A H tlufo] 2o W3 A w2 At
qq. A€ ID7F gl o B vfute]2of i gk AR S 3 A

[H{L:/api/fmc_config/vl/domain/{domain_UUID}/devices/devicerecords

£ AF8-3F= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

Ak Tlrho] 2 > tlupo] 2 zhe)

A H o AgE 4= 9= 32 H: hostName

PUT fpphysicalinterfaces
874 §9: PUT
v A9 ko] 2ol A B4 s o] 28 S

URL:
/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{cbject UUID}
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GET fpphysicalinterfaces .

Ak gulo]l & > gjulo] A& ] > gufo] A~

GET fpphysicalinterfaces

)

3. GET

4w 2] 4 5 NGIPS T ko] 2 ID 2 S1E] 3] o] 2= IDs} 1A Ho} gl &)%) 3
S A% 449 D7} 9107 A4 F NGIPS T o] = D9} 1 A5lo] 91 e 524 1] 5]
20] 2o A st}

v }:o
Y, O:
>,

9

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces

IDE AH8-3F= GETS] URL:
/api/fc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces/{cbject UUID}

Ak Tkl 2 > T ko] 2= el

FH ol A8 = 3= 32V name

DELETE fplogicalinterfaces
27 f+%: DELETE
v A7 tuko] 2ol A =] Qe H o] A8 2ba k.

URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/
fplogicalinterfaces/{object UUID}

Ak tufo] A~ > tlupo] A Ta] > Tlupo] A &

PUT fplogicalinterfaces
874 §9: PUT
v A7 ko] 2ol A =8 Qe Ho] A8 £ it

URL:
/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces/{cbject UUID}

A5k Tl 2 > Tlube] 2 ghe] > Tupe] 2

POST fplogicalinterfaces

274 +3: POST
Ay A o] 2o A =] Qe Hlo] 25 A T,
URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces

Ak uto] 4 > tufo] & ] > tufo] & 44
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. GET fplogicalinterfaces

GET fplogicalinterfaces

2% 19 GET

7. 2] A ¥ NGIPS t)H}o] 2~ ID 2 Q1] # o] 2~ ID9} A A H o] Q)= =g o1 E Hlo] A2 7 A3t}
A7 E ID7F gl oW A7 ¥ NGIPS tjvlo] 2~ D9} A A= o] 9l B =2 Qg #Ho] ~9 558 4
A gy o),

URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces

IDE A3} GETS] URL:
/api/fc config/vl/domain/ {domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces/{cbject UUID}

Ask: tlnfo] A& > t]ufo] 2 3]

Yo A2 4 I = 327 H: name

DELETE inlinesets
2% %% : DELETE
A 27 g ofuto] e A Qlekl H S AbA| g o)

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/inlinesets/{object UUID}

A Tlutol 2 > Tnjo] = ] > tufo] & 44
PUT inlinesets

PN
T4

.

o

A A4 E Hupol 2ol A k]l gt

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets/{object UUID}

ot

gk tuto] 2 > tjuto] 2 3] > tynpo] 2~ 44

POST inlinesets

Ay A w o] ol A lekel Hee A Ty
URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets

A tuke] 2 > Tuke] 2 2] > tjupo] 2 474

GET inlinesets

24 +9: GET
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GET staticroutes .

170 2|4 5L NGIPS Tluko] = 1D % 12kel 11 Dok s o] i lebel Aol ve 4 n s 7
AT A4 g 2lekel A3 D7 §low 2 A4 NGIPS t]ute] 2~ Do} A A 5 o] 9= mE 2lg}el
Aol H=g Aag,

[HKLZ/api/fmcﬁconfiq/vl/domain/{domainiUUID}/devices/devicerecords/{containeriUUID}/inlinesets

IDE A3l GETS] URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets/{cbject UUID}
Ak ubo] 2 > tiupo] = el

A H o A& 4= 9+ 2] H: name

GET staticroutes

A A ¥ tupo] 29k A o] 9= BEIPv4 B IPve F 4 A2 E AT

URL:

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/staticroutes

IDE AF&-3F+= GET®| URL:
/api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/staticroutes/{object UUID}

g tute] 2= > tlute) 2 he)

DELETE ipv4staticroutes

23 : DELETE
A XA A DS AAE | U= 1Pvd A A H2E 2hA| Y o
URL:

/api/fc config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ {odbject UUID}

Ak T upo] 2= > tjufo] 2= e > Tjufo] 2 =4

PUT ipv4staticroutes

3: PUT

A AE DS AAE o] Q= IPvd A A HARE FAIY

il
of

URL.:

/api/fmc config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipv4staticroutes/ {cbject UUID}

Ak gufo] 2~ > tufo] 2 g > tufo] A~ A

POST ipvastaticroutes

3: POST
Av:Pvd 1A AZE A}

Firepower Management Center REST API W2 A] 2} 7}-o] =, ¥ 7 6.3.0 .
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. GET ipv4staticroutes

URL:

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ipvéstaticroutes

Ak fuflo] 2~ > tufo] 2 ] > tjufo] A~ A

GET ipv4staticroutes

2% 739: GET

A AQH DS A4 Q= 1Pvd A A A R2E AU XA H ID7F Lo 2E [Pvd A
Aze B2 g

URL.:

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ipvéstaticroutes

IDE AH8-3F= GETS] URL:
/api/fmc config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID}/routing/ipv4staticroutes/ {cbject UUID}

A5k tlufo] 2 > tlupo] 4 el

DELETE ipv6staticroutes
2% % : DELETE
A A4 1 D AZH o] 8= 1Pve A4 A =S AT

URL:
/api/fme config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ {cbject UUID}

A& tuo] 2 > tlube] 2 g > tlupo] 2 44

PUT ipvbstaticroutes
87 7% PUT
4 2 45 IDs} AAH o] 9

URL:
/api/fmc config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID}/routing/ipvéstaticroutes/{cbject UUID}

A

et

IPv6 B4 =

>
o

rr

A Tuho] & > Tulol 2 3he] > tlupol 2 4

POST ipvbstaticroutes
8% §%: POST
AAv. Ipve 14 A2 E AT

URL:

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ipvéstaticroutes

A5k Tl 2 > Tlube] 2 ghe] > Tupe] 2
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GET ipv6staticroutes .

GET ipv6staticroutes
84 +%: GET
A A4 Do} A E o] A= 1Pve A4 AR5 AU A G H ID7F 1o W & IPv6 4 4]
CECE R LRI

URL:

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ipvéstaticroutes

IDE AH&-3F+ GET®] URL:
/api/fc config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvestaticroutes/ {object UUID}

Ak Tl rho] 2 > tuho] 2= zhe)

DELETE virtualswitches

2% $3: DELETE
A A H Huto]l 2ol M 7Y 2 A S A A gy T

URL.:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/virtualswitches/{object UUID}

Ak Yuto] & > tufo] 4 #a] > tufo] 4 4

PUT virtualswitches
LA 59 PUT
Ay 2 4 T ufo] 2o A ZpAk 29 A 2 =4 F T,

URL:

/api/fmc config/vl/domain/{UUID}/devices/devicerecords/{containerUUID}/virtualswitches/{object UUID}

A tufo] 2 > v vpo] 2 #e) > tfupo] 2 =4

POST virtualswitches

274 73 POST
Ay A tufo] 2o A 7Hd 291X & A F o)

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/virtualswitches

gk tuto] 2 > tjuto] & 3] > tfnfo] 2~ 44

GET virtualswitches

274 73: GET
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. PUT fpphysicalinterfaces

g 2] 4 ¥ NGIPS t]ulo] 2~ ID 2 7 29 %] ID9} A 5 o] Q=
A5 714 291X ID7F 91 A4 El NGIPS t]vko] 2~ D9} 1 5 o] g}
2 A,

[HKL:/api/fmciconfiq/vl/domain/{domainiUUID}/devices/devicerecords/{containerUUID}/

virtualswitches

IDE AH8-3F= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/

virtualswitches/{object UUID}
Ak tjujo] 2 > tjufo] = e

Y A& 4 = 327 H: name

PUT fpphysicalinterfaces

24 79 PUT
A A Hufo] 2o A Z8] 4 JdH H o] =5 YT

URL:
/api/fimc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{dbject UUID}

gk vuto] 2 > tjuto] & 3] > tynfo] 2~ 44

GET fpphysicalinterfaces

23 : GET
A 2% ¥ NGIPS tHlo] = ID R I #| o] = 1D} A2 5 of Qli= &2l 4 AEfso] 2o vt B
= AU A E D7 1o A4 ® NGIPS tiuteo] 2 1D} 12 5 of 9l 2= 2] 4 e

2
}
o

%%E ol 6]—]/] \:]—

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces

IDE A}M8-3l= GETS] URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces/{object UUID}
Ak t)njo] 2= > ]npo] 2 el

e PGl AH8-3 5= 3= 324 B name

PUT physicalinterfaces

24 73 PUT
A A tufo] 2o A 84 JIH FH o] 25 T

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/

physicalinterfaces

Ak tnlo] 2 > tjufo] 2 | > tjufo] 2 A
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GET physicalinterfaces

2% 19 GET

478 A4 ¥ NGFW Hue] 2~ D B I s o] 2 Do} A2 H o 3= =] 4 e o] =25 A Ay
ok A A E 1Y # o] 2~ ID7F 1.0 A4 | NGFW tnfo] =~ D9t A A o] 3l BE =24 H

o] zze] B2 o 31 AT},

- =

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/physicalinterfaces

IDE A3} GETS] URL:
/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/physicalinterfaces/{cbject UUID}

Ask: tlnfo] A& > t]ufo] 2 3]

GET bridgegroupinterfaces

874 F3: GET

A 2| A ¥ NGFW t]rfo] ~ D 2 el E Hlo] ~ DS} A A H o] 9= B x| 15 Qe H o] A~ AN
st th A A w <lE]Ho] A~ D7} gl o X]Xg%NGFWqH}oV;IDg} A o] Q= WE Balx] 1
& g o] 29 HEES F AT

URL:

/api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

IDE A3} GETS] URL:
/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces/{abject UUID}

A5k tluto] 2 > tlupo] 4 3hel

POST bridgegroupinterfaces
2% F%: POST
24v: 7] 4 ¥ NGFW t]ho] 2= 1D 2 1Bl sl o] 2 IDs} A A 5] o] 913z BelA] 15 <lEjs|o] 28 44

URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

A5k Tlrko] 2 > tupe] 2= e > twpo] 2 54

PUT bridgegroupinterfaces
84 1% PUT
247 A4 g dnto] 220 A BelA] Z1E QlE] s o] 28 A g ok,

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

A3k tlufo] A > tjufo] A g > tjufo] 2~ 4+ A
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. DELETE bridgegroupinterfaces

DELETE bridgegroupinterfaces
8% 3 DELETE

o X4 ¥ NGFW t]ulo] 2~ 1D 2 QI e Ho] 2~ D} AZ H o] 9l B2l A 1 QIHFH o] 25 214
t}.
URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

A5k Tl 2 > Tlube] 2 e > Tupe] =

oo
i

GET redundantinterfaces

A1 A A ¥ NGFW tluto] A~ ID 2 Qg Flo] A D9 AZ H o] 9l T8 g Ho] 22 H Ayt
A7 Qe H o] 2~ ID7F 1O 2] €l NGFW t]Hlo] 2~ D9} AA = o] QL= e 5 QlE o]~
o] %29 21 43h o,

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces
URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces/{dbject UUID}

A3k gufo] A > tlujo] 2 T

POST redundantinterfaces

2% 4 POST
Ay A E gufo] 2ol A T & QJQE Ho] 25 AT

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

A5k tluto] 2 > Tlupo] 4 3hel

PUT redundantinterfaces
{4 F3: PUT
X A Tl upo] 2o A ZE o E] 7 o] A~

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

Ak tufo] 2~ > tjufo] A | > Tjufo] A A

il

o
T4

g

e,

DELETE redundantinterfaces

2% 9. DELETE
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GET etherchannelinterfaces .

A A H Hule] oM T & B A o] 25 Al AT T

URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

A o] 2 > tlufo] 2 el

GET etherchannelinterfaces

2% F%: GET

A A1 " NGFW tlrfo] = ID 3 Q1E] 3| o] 2~ ID9F A A ¥ o] <= otfHl A E e so] =5 A4
Sk A A H ID7F 1o H A E NGFW tnfo] ~ D9} A A o] 9l BE o|gfyl Al g 1 E 5| o]
20 H55 Ay

URL

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/etherchannelinterfaces

£ A3 GETS] URL:
/api/fimc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/etherchannelinterfaces/{dbject UUID}

A5k tluto] 2 > Tlupo] 4 3hel

Qe Yol AT F Q= el

POST etherchannelinterfaces

234 59 POST
Arg: A g5 uto] e A oYl Al d A H o] 25 At
URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/ethernetchannelinterfaces

A5k Tl & > Tlube] 2 ghe] > Tupe] =

PUT etherchannelinterfaces

4 3. PUT
Arg: A5 tufo] e A o]yl Al d A H o] ~E 4t

URL:

/api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/ethernetchannelinterfaces/

gk Tuho] 2 > Tulo] 2 ] > tlujol 2 54

DELETE etherchannelinterfaces

3. DELETE
Ay A7 gufo] 2o A ot Yl Al A E | o] 2 & A AT
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. GET subinterfaces

URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/ethernetchannelinterfaces

Agk: tufo] 2 > H ko] 2 el

GET subinterfaces
2% 739: GET

4 X4 ¥l NGFW tivlo] A~ ID % QIE| o] 2~ ID9} A4 5
A A H | H o]~ ID7}F §lo A A ¥ NGFW t]nfo] 2~ D9} A A E o] e BE 6}94 <l EM] o] 2
o] 55 A3t

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

2
%o
rr
ol
=
do
[-‘O
i)
=,
£
mlm
n\i
2
ﬁ
L
Y o

/\l:ﬂ.
A

ID¥ GETel o g} URL:

/api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces/{object UUID}

Ak Tkl 2 > T ko] 2= el

POST subinterfaces

J 74 POST
Ay A7 tufo] 2o A &19] QIE H o] 2~ & A T,
URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

ARE: Hupo] 2 > Hupo] 2 e

PUT subinterfaces
24 5% PUT
A A A5 tlafo] 2o A 8] QlE B o] A2 Ao
URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces/

Ak fufo] 2~ > fufo] 2 ] > tjufo] A~ A

DELETE subinterfaces
* 3. DELETE

M A F Tuo] 204 3] STE o] 22 ApA ek,
URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

A5k tufo] 2 > Tuo] 2 el
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GET fpinterfacestatistics .

GET fpinterfacestatistics

2% 19 GET
A 214 ¥ NGIPS tlvlo] 2 D} A A= o] 9l B QIF H o] 2o gt S-A 558 A

gt

e,

LH{LZ/api/fmc_config/vl/domain/{domain_UUID}/devices/

devicerecords/{container UUID}/fpinterfacestatistics
Ak T ko] 2 > T ko] 2 el

e ol A = 1= Hehv B name

POST interfaceevents

d +3: POST

A7g: 217 & t)ulo] 220 A netmod oI EE A4

(

e,

I

URL:

/api/fmc_config/vl/domain/{domain_ UUID}/devices/devicerecords/{container UUID}/interfaceevents

gk tnto] 2= > tjufo] 2 3he] > tjufe] 2 =4

GET interfaceevents

G LlEs

{34 4. GET
A1g: Tuhe] 204 RE netmod o M1 0] %59 7 A3t
URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/interfaceevents

A5k tlufo] 2 > tlufo] 4 el

DELETE externallookups

DELETE externallookups
A A4 ¥l UUIDE AHE-8h= €5 23] A& AHA g o
URL: /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}

Ask: A DA > A B A 5A

PUT externallookups

24 9 PUT
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. POST externallookups

A externallookups 7 A & 4~ &t}
URL: /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}

H3k A FE A > A BE A A

POST externallookups

POST externallookups
}\'] Uﬂ X] Zal E ‘\J,]—ﬂ—u] E‘1 = /\}——9— o]—O:] extemallookups 7H X—" = Kg ] ‘6]—'\4 Tq_

URL: /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups

A NA B> WA B A

GET externallookups

GET externallookups

A4 ¥ 1D} A4 = o] 3]+ externallookups 7N A& A3 T} ID7}F §1 21 E.= externallookups 7l
Aol HE55 AT

URL: /api/fmc_config/vl/domain/{domain UUID}/integration/externallookups

ID'H GETel t3F URL:

/api/fmc_config/vl/domain/{domain UUID}/integration/externallookups/{object UUID}
Agk: JRA H 2> WA Bl AF A

Lol AT 5 9l st E.

DELETE packetanalyzerdevices
274 #%: DELETE
A7 A A ¥ UUIDE AHE-sh= 971 241 7] A1 & AHA1 v ot
URL: /api/fmc_config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}

A3k A 22> A w4

PUT packetanalyzerdevices

J 73 PUT

O

A A A H UUIDE AHE-8h= 917 2497 A& =434

c

RL: /api/fmc _config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}

Azt QA A 2> AA B A 5A
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POST packetanalyzerdevices .

POST packetanalyzerdevices
274 #+%: POST
. A4 Seb| e S AL stel PKIS S A4S A4 F .
URL: /api/fmc config/vl/domain/{domain UUID}/object/packetanalyzerdevices

Ak QA A=t

GET packetanlyzerdevices

4 3: GET
A ¥ D9} A A = ] 2)i= packetanlayzerdevices 7] A & AU Th ID7F §loW BE
packetanlayzerdevices 7 A ] 55 7] A g T},

URL: /api/fmc config/vl/domain/{domain UUID}/integration/packetanalyzerdevices

IDY GETel o 3} URL:

/api/fmc_config/vl/domain/{domain UUID}/integration/packetanalyzerdevices/{object UUID}
Ak A A2t > ohA g A A

FEH Pl AHEE = 8= et E:

NA A8~

GET anyprotocolportobjects
2% §%:GET
41385 D AR Sl T ELEE EE S B AP AR D7} gl 22

= O

EZOJANEF) R AAN REZRES L E A9 =S ZM gyt
LHRL:/api/fmciconfiq/vl/domain/{domainiUUID}/object/anyprotocolportobjects

IDE A}F8-3}= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/anyprotocolportobjects/{object UUID}

Ak QA At

GET applicationcategories

:GET
A A48 Dok A H o] Q= o F2 Ao) A Fhel 2] A% A AU Th A A H D7} lew w
£ o Z2Alo) 4 Fhel 2] A o] %5 A A o,

URL: /api/fmc_config/vl/domain/{domain UUID}/object/applicationcategories

1:0
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. GET applicationfilters

IDE AH&-3F+ GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applicationcategories/{object UUID}

Ask: A #2 =}

GET applicationfilters
2% +9: GET
v 24 ¥ D} AR o] = ol Z e Aol 4 B AAE ATk 4G H D7} glow mE
oNZe) 7ol BE A 2] &g g,

[HKLZ/api/fmciconfig/vl/domain/{domainiUUID}/object/applicationfilters

IDE AF8-3h= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applicationfilters/{object UUID}

Ak WA A}

GET applicationproductivities
8% 739: GET
47 A9 DSk AR o) gz ol Ze A o] A AR E A AT A E DA o mE
ohZe] Aol A A A9 H=g 7 At
URL: /api/fmc config/vl/domain/{domain UUID}/object/applicationproductivities

IDE AH&-3F+= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applicationproductivities/{object UUID}

Ak INA A Ak

GET applicationrisks
8% % GET
Arg: AR F DS A H o] = e Zg Aol 913 MAE AAdUT AFE ID7F Lo BE
f=g Al A1 AMA Q] 55 AU
[HKL:/api/fmciconfiq/vl/domain/{domainiUUID}/object/applicationrisks

& A8-3H= GET®] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applicationrisks/{object UUID}

Ak A =k
GET applications

A A DS A2 H o] = ol =g Alold ZiAl & A AU T A | ID7F glo B of &2
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GET applicationtags .

URL: /api/fmc _config/vl/domain/{domain UUID}/object/applications

IDE A3t GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applications/{object UUID}

Ask: A #A2 A=}

GET applicationtags
274 +%: GET
Arg: AR DS AA H o] = el Zg Al Bl AAE G AFE ID7F 1o e
f =g Al B QA o 52 AU

URL: /api/fmc_config/vl/domain/{domain UUID}/object/applicationtags

IDE A}8-3h= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applicationtags/{object UUID}

Ak WA =}

GET applicationtypes
8% 79: GET
Arg: A H DS AA o = ol E Al 94 MAE AU AFE ID7F 1o =
NZel Aol H #8 Ml e B=e A Agc
URL: /api/fmc config/vl/domain/{domain UUID}/object/applicationtypes

IDE AH8-3F+= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applicationtypes/{object UUID}

Ak INA A Ak

GET certenrollments
274 59: GET
2. 2 A DS} 91 A o] Q)= PKI 52 7] A= 7 43t v} GETel ths) X A D7} glow =
PKI 52 77 9] B2 73]t}

[HKL:/api/fmciconfiq/vl/domain/{domainiUUID}/devicegroups/certenrollments

b

ID¥ GETel o g URL:

/api/fmc_config/vl/domain/{domain UUID}/devicegroups/certenrollments/{parent object UUID}

A% tinto] 2= > lupo] 2= ghe] > Tuko] 2 1]

GET continents

84 79 GET
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. GET countries

M3: A4 E DS AAE o} Q= TS AAE AAFITh A4 D7 YoM BE B F A B
=2 A
URL:

. /api/fmc config/vl/domain/{domain UUID}/object/continents
IDE AM&-3F+= GET®] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/continents/{object UUID}

Ak A S =k

GET countries
oA :GET

w: 248 sk AAF o] 9= %7} A A AU TE A G E D7} §low wE w7 A o]
2 A g

L: /api/fmc_config/vl/domain/{domain UUID}/object/countries
£ A}8-3H= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/countries/{object UUID}

AZk IHA A Ak

DELETE dnsservergroups
2% % DELETE
4v: A A9 A IDE AHE-3H= DNS AW 152 A g o,

URL: /api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups/{object UUID}

A tute] 2 > tlrpol 2 whe] > tlupol 2 54

PUT dnsservergroups
273 f+9: PUT
2. A A A IDS AFREH= DNS A 8] 128 2= 3k},

URL: /api/fmc config/vl/domain/{domain UUID}/object/dnsservergroups

A%k Tnko] 2 > tvho] 2 ) > tfpo] 2 57
POST dnsservergroups
2% +9: POST
A A A E /A IDE AHE-3h= DNS A ¥ 155 A o

URL: /api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups

A5 Tluho] 2 > tupo] & ghe] > tlupo] & 5
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GET dnsservergroups .

GET dnsservergroups
8% 73: GET
A A4 ¥ D9} AZAE o] 9= DNS A 155 AT A4 ¥ ID7F 10 E= DNS A H
Sge) BEg A,
URL: /api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups

ID'H GETOl| tj g+ URL:
/api/fmc_config/vl/domain/{domain UUID}/object/dnsservergroups/{object UUID}

ARE: Hupo] & > Hubol & e > Hupo] & 1Y

GET endpointdevicetypes

)

+3: GET
149 DSt AR o] Q= =L E Tiupol 2 43 AAE A th A 4 A D7} glow
N=EQNE Trho] 2 58 A ] B2 MG

URL: /api/fmc_config/vl/domain/{domain UUID}/object/endpointdevicetypes

ko

N

o
i of

IDE AH8-31= GETS] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/endpointdevicetypes/{object UUID}

Ak WA A}

GET extendedaccesslist

2% 19 GET
AT A E DL AZA A = G AA 2 555 FAFUY A4 E ID7F Lo B
| 2~ 559 555 ANy

URL: /api/fmc config/vl/domain/{domain UUID}/object/extendedaccesslist

ly
J

ox
12

>,

ID'E GETell v & URL:
/api/fmc_config/vl/domain/{domain UUID}/object/extendedaccesslist/{object UUID}

Ak fufo] A > ynfo] & whe] >t nfo] A& 17

DELETE fqdns
2% 3% DELETE
g 2|4 ¥ IDeF A4 ¥ o] 0= FQDN 7 A & 2HA| o,
URL: /api/fmc_config/vl/domain/{domain UUID}/object/fqgdns/{object UUID}

574 JhA el A @Bl ete] =5 AFA517] 917 URL:
/api/fmc_config/vl/domain/{domain UUID}/object/fqgdns/{object UUID}?overrideTargetId={target UUID}

Ask NA DA > A FE) A} 5
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B rurigdns

PUT fqdns
27 +9: PUT
447 448 D% A2 o] Q3= FQDN A E 57 g
URL: /api/fmc config/vl/domain/{domain UUID}/object/fqdns/{object UUID}

S Aol A e geol =5 HF 1= flHle] EsL7] 93k URL:
/api/fmc_config/vl/domain/{domain UUID}/object/fqgdns/{parent object UUID}

Ak A B2 > A Be) A 5

POST fqdns
274 3: POST
A A ¥l b B & AFE-SEe] FQDN 7HAIE A3/ B @H eho] =3 Tt
URL: /api/fmc_config/vl/domain/{domain UUID}/object/fqdns
H 3 Postoll 3 URL: /api/fmc config/vl/domain/{domain UUID}/object/fqdns?bulk=true

Hk A B A > A DE A A

GET fqdns

f3: GET

A7 2|4 ¥ D9} AA = o] 9= FQDN 7 A& 7 A3ttt GETl sl A A% ID7F §loW BE
FQDN 7§ A ¢] £-5-& 2 A gt

ELE%oﬂ QJé}[JRlJ /api/fmc_config/vl/domain/{domain UUID}/object/fgdns

57 =l B vute] 2o A BE @ ujeto] =ef| o g URL:

/api/fmc_config/vl/domain/{domain UUID}/object/fgdns?overrideTargetId={target UUID}
ID¥H CHETQ%'LH{L:/api/fmciconfig/vl/domain/{domainiUUID}/object/fqdns/{objectiUUID}

S JfA A B e gtol =& v4Es}t7] 9 ¢ URL:
/api/fmc_config/vl/domain/{domain UUID}/object/fqgdns/{fgdn UUID}/overrides

5S4 = Ql Bz yupo] 2ol A JhA] o] @ Eho] =l thek URL:

/api/fmc config/vl/domain/{domain UUID}/object/fqgdns/{object UUID}?overrideTargetId={target UUID}

Ak A At

GET geolocation

A% A48 DS AAF o] = A 914 AAE AAF T AAE D7 gow wE A7 9] A
MAe) 228 A,

URL: /api/fmc_config/vl/domain/{domain UUID}/object/geolocations
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DELETE hosts I}

IDE A3t GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/geolocations/{object UUID}

Ask: A #A2 A=}

DELETE hosts
2% % DELETE
A AR E TAE JAS 2FA g
URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{object UUID}

SA NAANA QB gto] =5 AFA5E7] 913 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/hosts/{object UUID}?overrideTargetId={target UUID}

Ask NA B A > A FE) A} A

PUT hosts
84 F9: PUT
A S2ENAE AR H
[H{L:/api/fmc_config/vl/domain/{domain_UUID}/object/hosts/{object_UUID}

574 A A eWeto] =5 A = i dlo] E3L7] 9§ URL:
/api/fmc_config/vl/domain/{domain UUID}/object/hosts/{parent object UUID}

Ask: AA B A > ANA FE A FA

POST hosts
24 +%: POST
A A E BB E AMR st SAE JRAIE A e endtol =9yt
URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts

H H Postol] EH?%’LHRLI/api/fmciconfig/vl/domain/{domainiUUID}/object/hosts?bulk=true

A3k A FE A > A BE A A

GET hosts

A A E Do AAH = TAEJHAIE A YT A A E ID7F oW BE S AE A
I
-

E%E%OH Q]l}IIRLﬁ/api/fmc_config/vl/domain/{domain_UUID}/object/hosts

574 EuQl = tjute] 2ol A BE @ nfete] o) o gk URL:
/api/fmc_config/vl/domain/{domain UUID}/object/hosts?overrideTargetId={target UUID}
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[ DELETE icmpvdobjects

IDE AF&5F= GET ] URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{object UUID}

SA RA A 2= eHeto] =5 Y str] 913 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/hosts/{host UUID}/overrides

54 LvQl = tluto] 2o A JRA o] @ ¥ gho] = o] t gk URL:

/api/fmc_config/vl/domain/{domain UUID}/object/hosts/{host UUID}?overrideTargetId={target UUID}

Ak A S =k

DELETE |cmpv4obiects

2% f+3: DELETE
g 2| g ¥ ICMPv4 XL E & 2HA| 9 T},
URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

S WA A QB Eto] =5 AFAlsE7] 913 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}?overrideTargetId={target UUID}

Ak ANA B 2> A DB A FA

PUT icmpv4objects
87 7% PUT
A ICMPv4 ZE /MAE A3}
URL: /api/fmc config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

S Ao A e W el =5 HF 1= fldle] EsL7] 93k URL:
/api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects/{parent object UUID}

A NA B> WA B A

POST icmpv4objects

8% §3: POST
A A ¥ b B E AFE-Slo] ICMPv4 2 E A& A4 e e eto] =3t
URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpvdobjects

ngiPOSﬂﬂ]tH?}[HiLZ/api/fmciconfig/vl/domain/{domainiUUID}/object/icmpv4objects?bulk=true

Ask: A DA > WA A A} A

GET icmpv4objects

A A4 D9 AAE o] 9= ICMPv4 7i A& A A3 YT ID7F ¢l B ICMPv4 7l A 2]
=5 @AYo
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DELETE icmpv6objects [J|j

5 Z o EH?&'LHRL:/api/fmciconfig/vl/domain/{domainiUUID}/object/icmpv4objects

578 ZrQl = tupo] 2o A BE @ W gho] =of gk URL:
/api/fmc_config/vl/domain/{domain UUID}/object/icmp4objects?overrideTargetId={target UUID}
IDE AM&-3F+= GET®] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

SR JRAo A BE e gto]l = o &}7] 93 URL:

/apl/fmc_conflg/vl/domaln/{domaln_UUID}/object/lcmp4objects/{icmpv4object_UUID}/overrides
574 =9l = vyufo] 2ol A Z) A o] @B glo] =l T gk URL:
/api/fmc config/vl/domain/{domain UUID}/cbject/icmpdobjects/{icmpdobject UUID}?overrideTargetId={target UUID}

Ak WA T A}

DELETE icmpv6objects

2% F%: DELETE
A A A H ICMPv6 2 E /A& AHA g o)
URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects/{object UUID}

S WA A QB gto] =& AFAlsk7] 913 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects/{object UUID}?overrideTargetId={target UUID}

Ak A B A > A B A A

PUT icmpv6objects

274 73 PUT
A ICMPv6 XE /A E =4S}
URL: /api/fmc config/vl/domain/{domain UUID}/object/icmpvéobjects/{object UUID}

54 Aol 4] ovlete] 2 A E= gujo] E517] 915 URL:
/api/fmc_config/vl/domain/{domain UUID}/object/icmpvé6objects/{parent object UUID}

Agk A B A > A B A

POST icmpv6objects

84 % POST
A A A gau] e S AFE-3He] ICMPv6 EE A S A T en|gto] =gt}
URL: /api/fmc_config/vl/domain/{domain_ UUID}/object/icmpvéobjects

EQElPosﬁﬂ ﬂ]é}IJRLﬁ/api/fmc_config/vl/domain/{domain_UUID}/object/icmpv6objects?bulk:true

Ak ANA D=} > ANA DA A
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RESTAPI] 7141 |

GET icmpv6objects

DELETE ikev1

8% +%: GET

H: A 1D} A A E o] 9= ICMPv6 NAE A AU X4 ¥ ID7F §lo W B ICMPv6 7l
EEEEEPERY
B Z o QJ1}[H§L:/api/fmciconfig/vl/domain/{domainiUUID}/object/icmpv6objects

54 EuQl 1= tluto] 2o A B QW gho] = o gk URL:
/api/fmc_config/vl/domain/{domain UUID}/object/icmp6objects?overrideTargetId={target UUID}

IDE A}8-3l= GET] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/icmpvé6objects/{object UUID}

S A M 2= e v eto] =5 Udsr] 9% URL:
/api/fmc_config/vl/domain/{domain UUID}/object/icmp6objects/{icmpv6object UUID}/overrides

574 =9l 1= tupo] 2o A J A o] @ W ko] =of v gk URL:
/api/fmc config/vl/domain/{domain UUID}/dbject/icmpbobjects/{icmp6object UUID}?overrideTargetId={target UUID}

Ak WA S A}

ipsecproposals
2% % DELETE
g A4 ¥ DS} 1A 5 o] 913 IKEvI IPsec A 9HS 241 g o}

URL:
/api/fmc_config/vl/domain/{domain UUID}/object/ikevlipsecproposals/{ikevlipsecproposal UUID}

H3 AN A AR > A DR A

PUT ikevlipsecproposals

24 73 PUT
A A A E D9 A H o] 9l IKEv] IPsec A QHS =4 3 o}

URL: /api/fmc_config/vl/domain/{domain UUID}/object/ikevlipsecproposals/
{ikevlipsecproposal UUID}

Ak AA YA > A DR A

POST ikevlipsecproposals

2% +3: POST
A A4 € D9 A A= o] 9= IKEv] IPsec Al oFS A A g o)
URL: /api/fmc_config/vl/domain/{domain UUID}/object/ikevlipsecproposals

Ak WA FH A} > WA A2 A 7
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GET ikevlipsecproposals .

GET ikevlipsecproposals
84 +%: GET

A A H 1D} A A F o] 9l = IKEv] IPsec A

£ IKEv1 IPsec A oF 7] A 9] 555 A A g,

oS At

AU T GETOl s XA E D7} gle™

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ikevlipsecproposals

D¥ CHEToﬂ 1:Hz’_}‘URL./api/fnu:J:onfiq/vl/domain/{domainiUUID}/object/1kevl1psecproposals/{
ikevlipsecproposal UUID}

Ak JNA FHH A}

DELETE ikev1policies
2% +3: DELETE
4% A4 ¥ DS} A A o] Q= KEvI A H AA1E 2ba g o,

URL /api/fmc_config/vl/domain/{domain UUID}/object/ikevlpolicies/{ikevlpolicy UUID}
Ak A A2t > ohA g A A

PUT ikev1policies

234 73 PUT

47 A 45 DS A o] Qi KEvI A3 A A S S48,

URL: /api/fmc_config/vl/domain/{domain UUID}/object/ikevlpolicies/{ikevlpolicy UUID}
AZk JHA A2 > WA el AF A

POST ikev1policies

3. POST

1744

i

tg.

N

DS AZAE o] Q= 1KEvI A& MAS FA T}

@
&

RL: /api/fmc config/vl/domain/{domain UUID}/object/ikevlpolicies

A B2 A > AA e AL A

)
.

r&'ﬂ

GET ikev1policies

J 73: GET

fo

pSRec]
=

w: 449 DS} A ¥ o] 9t

= Evl A3 A= A AT GETOl tis] X4 ¥ ID7} glod
E—E— IKEvl B 7| A 9] &= —% AAg ),
URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/ikevlpolicies

Firepower Management Center REST API W2 A] 2} 7}-o] =, ¥ 7 6.3.0 .



RESTAPI] 7141 |

. DELETE ikev2ipsecproposals

ID'H GETOl| o §F URL:
/api/fmc_config/vl/domain/{domain UUID}/object/ikevlpolicies/{ikevlpolicy UUID}

Ask: A #2 =}

DELETE ikev2ipsecproposals
2% 3: DELETE
A XA A D9 A E o] 9= IKEv2 IPsec A QFHS 2HA| gy o).

URL.:
/api/fmc_config/vl/domain/{domain UUID}/object/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

Halk A B 2> WA B A A

PUT ikev2ipsecproposals
8% F%:PUT
#17): 4 8 D9k A2 5 0] QU IKEv2 IPsec Al $4 o,

URL:

/api/fmc_config/vl/domain/{domain UUID}/object/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

H3b AN A DR > A DR A

POST ikev2ipsecproposa|s
2% : POST
o 2] D9} A4 F o] 9= IKEv2 IPsec A& A3 o},

i

URL: /api/fmc_config/vl/domain/{domain UUID}/object/ikev2ipsecproposals

Ak AA YA > WA B2 FA

GET ikev2ipsecproposals
84 +%: GET
Ay A4 ¥ DS A4 o] 9l IKEV2 IPsec Al M-S 2 A &t GETell thall #1748 ¥ ID7} gl
RE KEV2 IPsec AIQF 714 ] %28 71 415 e,

URL: /api/fmc _config/v1l/domain/{domain UUID}/policy/ikev2ipsecproposals

ID'H GETOll o g+ URL:
/api/fmc_config/vl/domain/{domain UUID}/object/ikev2ipsecproposals/{ikev2ipsecproposal UUID}

Ak A B3
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DELETE ikev2policies [Jj

DELETE ikev2policies
2% +%: DELETE
: A4 DSk AR 0] 9l KEv2 /1A 2HA k.
RL: /api/fmc config/vl/domain/{domain UUID}/object/ikev2policies/{ikev2policy UUID}

H3 AN A DR > ANA DA R A

1

c

PUT ikev2policies

874 §9: PUT

A7 A4 ¥ DS} A H o] = IKE2 NAE FA U
I{LI/api/fmciconfig/vl/domain/{domainiUUID}/object/ikev2policies/{ikev2policy7UUID}

H3k A FE A > A BE A A

c

POST ikev2policies
274 3. POST
g 2|49 IDeF A4 o] = IKEv2 /NAE AT
URL: /api/fmc_config/vl/domain/{domain UUID}/object/ikev2policies

Ak WA B2 AL > A DA A

GET ikev2policies
2% +9: GET

Arg: A DL AZAE ] = IKEV2 /A& A Ay} GETl i) A% ID7}F glow B
IKEv2 IPsec At 7] A o] E-5-2 7] A gk},

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ikev2policies

ID® GET®l t] g URL:
/api/fmc_config/vl/domain/{domain UUID}/object/ikev2policies/{ikev2policy UUID}

Ak A B2

DELETE interfacegroups
2% +%: DELETE
A A A E Do AZA ] = AHH o] 2~ 1 F ANAE 2HAIF Y T
URL: /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{object UUID}

57 7N Al URL:
/api/fmc config/vl/domain/{domain UUID}/object/interfacegroups/{cbject UUID}?overrideTargetId={target UUID}
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. PUT interfacegroups

Ask: ANA B 2> A DA 5 A

PUT interfacegroups
24 73 PUT
47 46 Dok A7 E o] i eI lo) 2 1 F AANE FATI T
URL: /api/fmc config/v1/domain/{domain UUID}/object/interfacegroups/{object UUID}

EA4 MA A e¥jeto]l =5 HA = Qo] ES)7] 9138 URL:
/api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{parent object UUID}

Ask A DA > A FE) A} 5

POST interfacegroups
24 % POST
A7 A Do} AZA o = dEF ol = m AAE A8 F U
URL: /api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups

ngiI%EtQ]EH?%IJRIA/api/fmc_config/vl/domain/{domain_UUID}/object/interfacegroups?bulk:true

A A A2 > A Bl F=A

GET interfacegroups
2% 19 GET

.49 DSk A o] gl SIE o) 2 15 A S A Ak GETel tsl 4 € D7} 8l
BE QE o2 1F A B2E P A

vy

[o mx
ra QE

I

=0 EH?&‘LHRL:/api/fmciconfig/vl/domain/{domainiUUID}/object/interfacegroups

54 =]l = yrto] 2ol A B QHeho] =] g URL:

/api/fmc _config/vl/domain/{domain UUID}/object/interfacegroups?overrideTargetId={target UUID}

IDY GETel o 3} URL:

/api/fmc_config/vl/domain/{domain UUID}/object/interfacegroups/{object UUID}

SA WA A = eH o] =& Y str] $13 URL:

/api/fmc _config/vl/domain/{domain UUID}/object/interfacegroups/{interfacegroups UUID}/overrides

5S4 Z=vQl Bz yupo] 2ol M shA] o] @ nj ko] =] thek URL:

/api/fmc config/vl/domain/ {domainUUID}/cbject/interfacegroups/ {interfacegroups UUID}?overrideTargetIc={target UUID}

ARk A A At

GET interfaceobjects

2% 19 GET
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GET isesecuritygrouptags .

o

PHQE G H AH o)A o] B IEH o] A T A o] H5E A

doax

E%OH tH?i LHKL:/api/fmciconfig/vl/domain/{domainﬁUUID}/object/interfaceobjects

54 =rlQ] Ex= mupo] 2o A R e eho] = tf gk URL:

/api/fmc_config/vl/domain/{domain UUID}/object/interfaceobjects?overrideTargetId={target UUID}

ID¥ GETel o g URL:

/api/fmc_config/vl/domain/{domain UUID}/object/interfaceobjects/{object UUID}

SA WA A = eHeto] =5 1 str] ¢13 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/interfaceobjects/{interfaceobjects UUID}/overrides

574 =9l = vupo] 2o A Zi A o] @ W gfo]=of v gk URL:
/api/fmc config/vl/domain/{domain UUID}/dbject/interfacedojects/{interfacedbjects UUID}2overrideTargetId={target UUID}

Ak WA S A}

GET isesecuritygrouptags
84 +%: GET
A8 IDE ARE-3h= ISE Bobut “Li Bl =L 7| A S A At A1 8 € ID7F §10% B2 ISE Kt
a2 A SE5S AT
URL: /api/fmc_config/vl/domain/{domain UUID}/object/isesecuritygrouptags

IDE AFH&-3F+ GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/isesecuritygrouptags/{object UUID}

Ak QA At

GET networkaddresses

AR REVEI E S2EANA ) 558 A A
[HKLZ/api/fmciconfiq/vl/domain/{domainiUUID}/object/networkaddresses

Ak WA S =k

DELETE networkgroups

27 f+%: DELETE
A AZE MES A 15 2HAFU
URL: /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

574 A A ¥ eto] =5 2FAl8}7] $]3F URL:
/api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}?overrideTargetId={target UUID}

Ask: ANA B A > NA B A FA
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. PUT networkgroups

PUT networkgroups
874 79 PUT
A ES T 18-S SR

URL: /api/fmc config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

S Aol A e geol =5 HF 1= flHle] EsL7] 93k URL:
/api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{parent object UUID}

Ak A B2 > A Bel A 5

POST networkgroups
4 3. POST
4% AR eI ALg Skl IES) T 152 4 EE o vekel =g
URL: /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups

ngiPOSﬂﬂ]tH?}[HiLZ/api/fmciconfig/vl/domain/{domainiUUID}/object/networkgroups?bulk=true

Hk A A A > A DE A A

GET networkgroups

A :GET
A7 A4 DS AR = VEND IF AAE 2T 449 D7 glom mEE
9

8
=L a5 A EES AU oL
=
=

4

Oﬂ QJ§}[JRIJ /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups

5S4 ErlQl = mupo] oM B @ uj ko] = thk URL:

/api/fmc_config/vl/domain/{domain UUID}/object/networkgroups?overrideTargetId={target UUID}

IDE AH8-3F= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

SA WA A 2= eHEto] =5 18] 913 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{networkgroups UUID}/overrides

578 ZrQl = tupo] 2o A Z) A o] @ W ko] =of t gk URL:
/api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{networkgroups
_UUID}?overrideTargetId={target UUID}

Ak QA At

DELETE networks
) 3. DELETE
A A A Y Y E T AAS A4 T T
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PUT networks .

URL: /api/fmc _config/vl/domain/{domain UUID}/object/networks/{object UUID}

54 JNA oA 2 gho] =& AFA|E17] 9] §F URL:
/api/fmc config/vl/domain/{domain UUID}/object/networks/{object UUID}?overrideTargetId={target UUID}

Ask: NA B A > A DA FA

PUT networks
87 #3: PUT
A UES A MAE FAFE Y
URL: /api/fmc_config/vl/domain/{domain UUID}/object/networks/{object UUID}

54 AN Lo 22 A i glo| E817] 918 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/networks/{parent object UUID}

Ask NA B A > A FE) A} A

POST networks
2% #%: POST
A A A E S EHE AFEsle] M EL A NAE A == W ol =3y
URL: /api/fmc_config/vl/domain/{domain UUID}/object/networks

ngﬂ.POStoﬂ QJ§}[JR1L /api/fmc_config/v1l/domain/{domain UUID}/object/networks?bulk=true

Ak NA a2 > A DB A FA

GET networks

Arg: A DS A2 H o = HEAANAS AATUT A A E ID7F gled BE UES A

1
o
92

] EH?& LHKL:/api/fmciconfig/vl/domain/{domainﬁUUID}/object/networks

578 ZrQl = tupo] 2o A BE @ W gho] =of gk URL:
/api/fmc_config/vl/domain/{domain UUID}/object/networks?overrideTargetId={target UUID}
IDE AF&-3F+= GET®] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/networks/{object UUID}

54 A A e endto] =5 LYdstr] 1% URL:

/api/fmc_config/vl/domain/{domain UUID}/object/networks/{network UUID}/overrides

5S4 Z=rQl Bz yupo] 2ol M shA] o] e nj o] =of thek URL:

/api/fmc_config/vl/domain/{domain UUID}/object/networks/{network UUID}?overrideTargetId={target UUID}

Ak A Bel
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. DELETE portobjectgroups

DELETE portobjectgroups
27 f+%: DELETE
A A4E EE A 2§ S AU
URL: /api/fmc config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

574 TWA A QB Ete] =5 AFA5E7] 91]F URL:

/api/fmc _config/vl/domain/{domain UUID}/cbject/portobjectgroups/{cbject UUID}?overrideTargetId={target UUID}

Ak A B2 > A Bel A 5

PUT portobjectgroups
24 73 PUT
4w R A 252 54
URL: /api/fmc _config/v1/domain/{domain UUID}/object/portobjectgroups/{object UUID}

54 AN Lo 25 M i §JHlo| E817] 918 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{parent object UUID}

Ask: NA DA > A FE) A} 5

POST portobjectgroups
2% #%: POST
A A4 E g HE AP Sk X E A 15 A BE e gho] =3yt
URL: /api/fmc_config/vl/domain/{domain_ UUID}/object/portobjectgroups

ngiI%EtQ][H§i[HRLZ/api/fmc_config/vl/domain/{domain_UUID}/object/portobjectgroups?bulk:true

Ak AA B2l 2> A Bel A 5

GET portobjectgroups
84 +%: GET

A A A E DS} AZAHE ] Q= L E /A 2F AAS AU A A= D7} QoW
AR 15 AR ] 5% BN g,

it
e
[

E Z o] gl URL: /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups

57 =9l Ei= Hupo] e A BE enfto] =l ti gk URL:

/api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups?overrideTargetId={target UUID}
& A3 GETS] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

54 AR A 5E euletol =8 1} 5h7] 9% URL:

/api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{portobjectgroup UUID}/overrides
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GET ports

GET ports .

54 9] i tiupo] o 4] A AlS] ©m 2ol Sof ti§ URL:
/api/fic config/vl/domain/{domain UUID}/dbject/portabjectgroups/ {portabjectgroup UUID} ?overrideTargetIc={target UUID}

Ask: A #A2 A=}

24 F3: GET

19 RE XE A 55g P

=

>
o

URL: /api/fmc_config/vl/domain/{domain UUID}/object/ports

Ak A At

DELETE protocolportobjects

2% +%: DELETE
A AR E T2 EF L E NAE AT
URL: /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

574 A A W eto] =& 21A]8}7] $]3F URL:
/api/fmc config/vl/domain/{domain UUID}/cbject/protocolportobjects/{object UUID}?overrideTargetId={target UUID}

Ask: ANA B A > ANA #E A 5A

PUT protocolportobjects

87 79 PUT
A ZREF LE A AT
URL: /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

54 Aol ozt 8 A B ¢ vlo) =87] 918 URL:
/api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{parent object UUID}

A3 AA DA > A BE A A

POST protocolportobjects

8% §%: POST
AR AR S E E ARl T2 EE XE AAE A4 £ enzol =gt
URL: /api/fmc config/vl/domain/{domain UUID}/object/protocolportobjects

H 3 Postol] ol gk URL:
/api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects?bulk=true

A3k A B A > ANA B A A
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. GET protocolportobjects

GET protocolportobjects

2% 19 GET

A AR R DS AAF O} Y TerD TE NS FAFYY AL D} glow BE
E%EE7H5§HO _'_'%Zi]l\l‘qg_qq_

[l

=

EZof o3t URL:: /api/fmc config/vl/domain/{domain_ UUID}/object/protocolportobjects

578 ZrQl = tupo]l 2o A BE @ W gho] =of gk URL:

/api/fmc _config/vl/domain/{domain UUID}/object/protocolportobjects?overrideTargetId={target UUID}
IDE AF&-3F+= GET®] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

574 WAl M BE oW eto] =& vdst] 913 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{protocolportobject UUID}/overrides
574 =9l 1= tupo] 2o A J A o] @ W ko] =of v gk URL:

/api/firc config/vl/davain/ {damain UUID}/doject/protocolportdojects/ {protocolportdoject WD} 2overrideTargetId={target UUID}

Ak WA S A}

DELETE ranges

PUT ranges

POST ranges

27 f%: DELETE
g AR Fa AT AT
URL: /api/fmc config/vl/domain/{domain UUID}/object/ranges/{object UUID}

574 FWA el A QB Ete] =5 AFA517] 91]F URL:

/api/fmc _config/vl/domain/{domain UUID}/object/ranges/{object UUID}?overrideTargetId={target UUID}

Ak A Bl A > A B2 A

d 73 PUT
MR Fa 9IS 2T,
URL: /api/fmc config/v1l/domain/{domain UUID}/object/ranges/{object UUID}

EA4 MA A evjgto] =5 HA = Qo] E3)7] 9138 URL:
/api/fmc_config/vl/domain/{domain UUID}/object/ranges/{parent object UUID}

A3 A B A > A DA A

24 73 POST
Ar: A4 E I uEHE AFEle] T4 HEAE Y B 2ol =gy
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GET ranges

GET realms

GET ranges .

URL: /api/fmc _config/vl/domain/{domain UUID}/object/ranges
H H Postol] EH?%‘LHKL:/api/fmciconfig/vl/domain/{domainiUUID}/object/ranges?bulk=true

H3k A FE A > A BE A A

M3: A DS AAF ] Q= Fh W AN AN FITh A4 D7} oW RE Fh W

o
I
2
=

ok URL: /api/fmc_config/vl/domain/{domain_ UUID}/object/ranges

5S4 E=lQl = yupo] oM B @ nj ko] = thk URL:

/api/fmc_config/vl/domain/{domain UUID}/object/ranges?overrideTargetId={target UUID}
H)%%/‘}%¥6T%3(}E]¥ﬂ URL: /api/fmc config/vl/domain/{domain UUID}/object/ranges/{object UUID}

S NAA s engto] =8 v s}y] 918 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/ranges/{range UUID}/overrides
54 =HQl = Tufo] 2ol A JhA| o] @B gko] =l tf g URL:
/api/fmc_config/vl/domain/{domain UUID}/object/ranges/{range UUID}?overrideTargetId={target UUID}

Ak WA F2 A

24 F3: GET
A A E DS AZAH = FG /NAE ANFEUTE XA E ID7F Lo e dd riA e &
& AN eh

[HKLZ/api/fmciconfiq/vl/domain/{domainiUUID}/object/realms
HD%%”A}%§€¢%5(}E]32 [HKLZ/api/fmc_config/vl/domain/{domain_UUID}/object/realms/{object_UUID}

Agk: A HH =

GET realmusergroups

8% 739: GET
45 049 DSH ARH ] Y= A AEA TE AAE AT AR DA Gow BE
o ARRA} T A ] EES A A Y TR
URL: /api/fmc_config/vl/domain/{domain UUID}/object/realmusergroups

IDE AF&-3F+= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/realmusergroups/{object UUID}

Ak QA A=t
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. GET realmusers

e H ol A&3 4 9+ 320 H: realmUuid

%

RESTAPI] 7141 |

o
Kl
g

214 w}ehu] B g o,

GET realmusers

274 +3: GET

4 49 DS A o] Y G g4 A E AT A4 € D7 8l

§71 1R8] B2 7 4G
URL: /api/fmc_config/vl/domain/{domain UUID}/object/realmusers

IDE AF&-3F+= GETS] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/realmusers/{object UUID}

gk A B A

A ol A 4 9= Febv] H: realmUuid

4

i
El

45 shehe)E gL,

GET securitygrouptags

24 F3: GET

>

j'
=
E9ER uekF B A BEg Aag

URL: /api/fmc_config/vl/domain/{domain_ UUID}/object/securitygrouptags

IDE AF8-31= GETS] URL:

g A E Do AAE O] Q= SRR B I B iAE AU A€ D7k gled
=

/api/fmc_config/vl/domain/{domain UUID}/object/securitygrouptags/{object UUID}

Ak WA T A}

A H o AgE 4= 9= 32 H: name

DELETE securityzones
8% 3 DELETE

A X1 A ¥ securityzone 71 A & 2HA| U T}

URL: /api/fmc config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

A NA B2 > WA B A

. Firepower Management Center REST API 1} 2 A] 2} 7}-o] =, ¥ %] 6.3.0



| RESTAPIS] 77
PUT securityzones .

PUT securityzones
8% 79 PUT
A securityzone 7] A & =4 gt}
URL: /api/fmc config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

H3 AN A DR > ANA DA R A

POST securityzones
274 f3: POST
Ay A F g2 8 S AR5 securityzone 7 A= A EE QW glo] =g},
URL: /api/fmc_config/vl/domain/{domain UUID}/object/securityzones

nglPOSﬂﬂ]tH?}[HKLZ/api/fmciconfiq/vl/domain/{domainiUUID}/object/securityzones?bulk=true

Ask: A B> ANA B A FH

GET securityzones

24 73: GET

A A4 E DS AR Q= 1 G AAE A AT A4 H D7 oW BE Bk g
A ) BHe AT,

URL: /api/fmc_config/vl/domain/{domain UUID}/object/securityzones

IDE AH8-3+= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

Ak A Bel

e Y A& = 9= 3P H: name

GET siurlfeeds

274 +3: GET
A A E DS} AZAE ] Qe Bekeld g A ul Y= AAS AU A% ID7F glod
BE HFAHHA 2 url I = JfA Y] 558 HAF Y

URL: /api/fmc config/vl/domain/{domain UUID}/object/siurlfeeds

IDE AH&-8F= GET2] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/siurlfeeds/{object UUID}

Ak 714 el
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GET siurllists

RESTAPI] 7141 |

24 +%: GET
AT A E DL AAE ] = Bt A d 2wl 55 ANAE AR YT A€ ID7F gloH
RE R wl HF5 NAY 55 7&*—11?}145}

URL: /api/fmc _config/vl/domain/{domain UUID}/object/siurllists

IDE AH8-8F= GET2| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/siurllists/{object UUID}

Ak JNA HH A}

DELETE slamonitors

9% +3%: DELETE
Ay A4 E DL AZAH = sla BYE A E A AU
[HKL:/api/fmciconfiq/vl/domain/{domainiUUID}/object/slamonitors/{objectiUUID}

A3k ANA B A > A DE A A

PUT slamonitors

84 F9: PUT
Ay A E D9 AAE ] Q)= sla BYUH MAE 3T
[HKLZ/api/fmc_config/vl/domain/{domain_UUID}/object/slamonitors/{object_UUID}

Hsk A B A > A BE A A

POST slamonitors

27 f+%: POST

A 24 H o & AFE-she] SLA RUEE A v e Ete] =gt

URL: /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors

H 3 Posto]] 3 URL: /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors?bulk=true

H3 NA DR > ANA AR A

GET slamonitors

d 3 GET
A A Fdlez}OﬂﬁEloi 9)=SLA RUEE AUt (A% ID7F 9o 2E SLA XU E 9

N

URL: /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors
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GET tunneltags .

IDE AH8-3F= GET9| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

Ask: A #A2 A=}

GET tunneltags

A A E DS AA ] = BHE B A E AT U AA-E D7 gl EE EHE B

URL: /api/fmc_config/vl/domain/{domain_ UUID}/object/tunneltags

IDE A}8-3h= GETS] URL:
/api/fmc _config/vl/domain/{domain UUID}/object/tunneltags/{object UUID}

Ak WA =}

GET urlcategories
2% +%: GET
A 2788 Do} DA o] Q= url 7he L] WA E A AU T A D7} LW BE url 7}
w2 Ao B5 %ﬁﬂlwﬂ
URL: /api/fmc config/vl/domain/{domain UUID}/object/urlcategories

IDE AH8-3F+= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/urlcategories/{object UUID}

Ak INA A A

DELETE urlgroups
4 +3: DELETE
A7g: 217 & urlgroup 7N A& AHA| fFY T}
URL: /api/fmc _config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

SA NAANA eBlgto] =5 AFA517] 913 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}?overrideTargetId={target UUID}

Ak QA B A > QA Bl A 57

PUT urlgroups
2% 73 PUT
A urlgroup 7R A = =4 g}

URL: /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}
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RESTAPI] 7141 |

S JNA A e etol =5 A B fldlo]EsL7] ¢ URL:
/api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{parent object UUID}

H3k A FE A > A BE A A

POST urlgroups

274 3. POST
A 2| A H e g S AR5 urlgroup 7 A S A B QW glol =gk
URL: /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups

ngi.POStoﬂ EHz:ﬂ"URLZ/api/fmciconfig/vl/domain/{domainiUUID}/object/urlgroups?bulk:true

A5k A T2 > A B A

GET urlgroups

DELETE urls

24 +%:GET
A A H D9 A2 E o] l+= urlgroup ZHAIE A AU T X8 € ID7F 1S W B E urlgroup 7)
A H52 =AU

e
it

o EHﬁi‘LH{L:/api/fmc_config/vl/domain/{domain_UUID}/object/urlgroups

574 =HQl = tufo] 2o A BE QW ko] = tj gk URL:
/api/fmc_config/vl/domain/{domain UUID}/object/urlgroups?overrideTargetId={target UUID}

IDE AFH&-3F+ GET®] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

578 A A e enetol= 9 3}7] $]3F URL:

/api/fmciconflq/vl/domaln/{domalniUUID}/object/urlqroups/{urlqroupiUUID}/overrides

574 =l = tfuto] ol A J) A o] @B glo]=of T3k URL:

/api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{urlgroup UUID}?overrideTargetId={target UUID}

Ak A Bel 2> A A A 5

84 +%: GET
A A4 URLS 2HA gy o},
[H{L:/api/fmc_config/vl/domain/{domain_UUID}/object/urls/{object_UUID}

S AN QB Eto] =5 AFAlsE7] 91 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}?overrideTargetId={target UUID}

Ak ANA a2 > A DA A FA
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PUT urls

POST urls

GET urls

puTurs [Jj

LA 4. PUT
4" URLE =48 4t
URL: /api/fmc config/vl/domain/{domain UUID}/object/urls/{object UUID}

SA WAl erelel =5 AR Ei= jl vl EH7] 913 URL:
/api/fmc_config/vl/domain/{domain UUID}/object/urls/{parent object UUID}

AZk IHA A Ak

8% §%: POST
Ay A H gl e S AFESle] URLS A =5 ev o]l =3yt
URL: /api/fmc config/vl/domain/{domain UUID}/object/urls

Egii.Posﬁﬂ EH?%IJRIL /api/fmc_config/v1l/domain/{domain UUID}/object/urls?bulk=true

Ak A A A > A BE A A

g A4 DS AA H o] = wl WA S AU A HE ID7F gled 2= url 7HA o] H55
0

AR
5§§%°ﬂ QJé}[JRlJ /api/fmc_config/vl/domain/{domain UUID}/object/urls

574 =vQl = fupo] 2ol A BE @ ujgko] = ti§ URL:

/api/fmc_config/vl/domain/{domain UUID}/object/urls?overrideTargetId={target UUID}
IDE A}-83}= GETS] URL: /api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}

SA RA A 2= eHEho] =5 1dstr] 913 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/urls/{url UUID}/overrides

5S4 = Ql Ei= yupo] 2ol A TR o] @ Eho] =l thek URL:

/api/fmc_config/vl/domain/{domain UUID}/object/urls/{url UUID}?overrideTargetId={target UUID}

Ak A At

GET variablesets

2% 79: GET

A 2 A E DS} AAE ] 9= W 1 AAS AATUT AHE D7 Qo B
A o] 558 Ag

URL: /api/fmc_config/vl/domain/{domain UUID}/object/variablesets

g
E
B
N,
o
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. DELETE vlangrouptags

IDE AH8-3F= GET9| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/variablesets/{object UUID}

Ask: A #2 =}

DELETE vlangrouptags

: DELETE
A X1 A ¥ vlangrouptag 7] A & 2} A g T}
URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}

S NAANA eBlgto] =5 AFA5E7] 913 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}?overrideTargetId={target UUID}

Ask NA B A > A FE) A} £

PUT vlangrouptags
8% 79 PUT
v vlangrouptag 7} A & =4 g}
URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}

SA AN enjgtol =5 | = o] EsH7] 918 URL:

/api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{parent object UUID}

Ak AA YA > WA B2} FA

POST vlangrouptags
8% fr¥: POST
A A Qg w2hv B S AFE-3le] VLAN 15 Bl 25 A e ewglol =gy},
URL: /api/fmc _config/vl/domain/{domain UUID}/object/vlangrouptags

ngiIkBtQ]EH?}LHKLI/api/fmciconfig/vl/domain/{domainiUUID}/object/vlangrouptags?bulk=true

Ask: AN B A > A FE A A

GET vlangrouptags
2% F%: GET

A, A A DS AAE o] Y= vlan 12 B AAS AASUTH (A D7} Lo BE vian
I Bl A BEE @@Jﬂ‘%\:‘r

LLE%Oﬂ d}?}lJng /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags

5S4 E=rQl = mupo] oM B @ Hj ko] = thdk URL:

/api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags?overrideTargetId={target UUID}
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DELETE viantags [J]

IDE A3t GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}

S JNA A B e gtol =& g st7] g URL:
/api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{vlangrouptag UUID}/overrides

5S4 = Ql Ei= yupo] 2ol A TR o] @ Eho] =l thek URL:

/api/fmc config/vl/domain/{domain UUID}/cbject/vlangrouptags/{vlangrouptag UUID}?overrideTargetId={target UUID}

Ask A B A > WA A A} 5

DELETE vlantags
27 f+%: DELETE
A7 A ¥ VLAN Bl 2L 7R A & AFA gy o
URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

574 A A W eto] =5 21Al8}7] $]3F URL:
/api/fmc _config/vl/domain/{domain UUID}/object/vlantags/{object UUID}?overrideTargetId={target UUID}

Ask: A DA > A B A 5H

PUT vlantags
874 79 PUT
4™ VLAN B} 7§ A & 54 3 o},
URL: /api/fmc config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

S4 Aol A e gtel =5 HF 1= flHle] EsL7] 913k URL:
/api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{parent object UUID}

A3 AA DA > A BE A A

POST vlantags
8% §%: POST
A A ¥ b B & AFE-SHe] VLAN Bl 18 A4 =& e gfo] =3t}
URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlantags

ngi.POSﬁﬂ EH?%IJRlJZ/api/fmciconfig/vl/domain/{domainiUUID}/object/vlantags?bulk=true

Ask A B A > A FE) A} A

GET vlantags

2% 538: GET
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2 A 2

Ay A4 H DS AZA ] = viantag A E AU T X HH ID7F §12H EE vlantag 71 A
of B=5 HAgrt

=
E%E%OH q1l}[H§LZ/api/fmciconfig/vl/domain/{domainiUUID}/object/vlantags

54 =rlQ] = tupo] 2o A RE e Eho] = ti gk URL:

/api/fmc_config/vl/domain/{domain UUID}/object/vlantags?overrideTargetId={target UUID}

IDE AF8-3h= GETS] URL:
/api/fmc _config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

54 Al A BE 2vee 5 1} del7] $1% URL:
/api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{vlantag UUID}/overrides

57 209l = ]uko] 2o 4 7S] @ wleho] Sof thek URL:
/api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{vlantag UUID}?overrideTargetId={target UUID}

Ak JNA #HH A}
2 2] 22

DELETE accesspolicies

23 +3: DELETE
A4 A E IDE AFE-Shs A2 Alo] A A S A At
[HKLZ/api/fmciconfiq/vl/domain/{domainiUUID}/policy/accesspolicies/{objectiUUID}

sk B > A 2 Alo] A3 > a2 Ao] 42 54

PUT accesspolicies

AR Al Ao A SR
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

Agh: A > A 2 Ao A > A 2 Ao] A 5

POST accesspolicies
27 #%: POST
Arg: A o B E AREsEo] A2 Ao A S YA Y o
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies

Ak A A > a2 Ao A > A a2 Alo] B A
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GET accesspolicies .

GET accesspolicies

8% 73: GET
A A F DS} A A F o] 9= A~ Aol AL AT X AE DI} gloH
Aol Ao HES AT

URL: /api/fmc _config/vl/domain/{domain UUID}/policy/accesspolicies

it
1%
>
[>

IDE AH&-3F+ GET®] URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

Ag: A4

DELETE accessrules

2% +3: DELETE
Arg: A AA 2= A o] G A A2 Ao 72 S AFA YT

URL.:

/api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{object UUID}

A%k A > A 2 A o] > A 2= Ao] A > oA 2= Aof A A

PUT accessrules

o

.

A A E QA = A o) Aol A A2 Ao 3 H & A

URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{object UUID}

Agh A > A2 Ao] > WA 2 Ao A > WA 2 Ao} A 524

POST accessrules

L83 53 posT
Arg: A A2 A o] g Aol A AA| 2~ Ao} 72 -& A T T

URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules

Ak G A > A2 A|o] > AA| 2 Ao A A > HA 2 Ao} A A A

GET accessrules

d 73: GET

: A4 A4 D9 72 D9} A0 g Axlz Ao} F2E AT T A4 H 7 D7}
ow AAE 43 Dot AZAH o] iz W oA 7 o] Z2E AT
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. PUT defaultactions

RESTAPI] 7141 |

URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules

IDE AH&-3F+ GETS] URL:
/api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{cbject UUID}

Az AR > A M| A A o] > A A A A o] =)

PUT defaultactions

g

tio

A AR E AA A Ao A D B 7] 2 Dok A2 H o $l= 71 2

Ry

URL.:
/api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions/{cbject UUID}

Ask AW > WA 2 A o] > MM 2 Ao] A > M2 Ao] A 5A

GET defaultactions

ed. A4 g oA 2 Ao} 43 DL 7|2 2] D AR o] Q= 7|2 A& A Mg Th A4 H
718 %] D7} 10w A H A4 2 Alo] 43 Dk AAF o] Q= WE /B 2 o] B=g 74
ey,

URL:

/api/fmc _config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions

IDE AF-&-3F+= GET®] URL:
/api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions/{cbject UUID}

sk G A > A 2 o] > A 2 o] 4

GET filepolicies

24 73 GET
Arg: A4 H D AZ A e 9 A MAE AAFUT AAHE D7 glod BE 9 A
NA o] H5S HAF Y

[HRL:/api/fmciconfig/vl/domain/{domainiUUID}/policy/filepolicies

12

IDE AH8-3H= GET9 URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/filepolicies/{object UUID}

AR A > MA| 2 Aof > AP A= B vk A A

DELETE ftdnatpolicies

2% 53 DELETE
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PUT ftdnatpolicies [JJj

A A A IDE A}F-&3F= Firepower Threat Defense NAT 7 2 S 2FA| &1t}
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

A3Ek: tjulo] A~ > NAT > NAT %2 > NAT A 3 3

PUT ftdnatpolicies

24 3 PUT

oL
1
tlo
4
o
s
L
ks

A XA ¥ IDE A}-&-3}= Firepower Threat Defense NAT *%
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

A3l t)vlo] 2~ > NAT > NAT &-& > NAT A A =3

POST ftdnatpolicies
24 +%: POST
A7y A4 H g2} e S AFE-3}9] Firepower Threat Defense NAT 4 2] -& A A g o}
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies

gk tufo] 2 > NAT > NAT 55 > NAT A3 +74

GET ftdnatpolicies
8% 739: GET

: A A H DS} A A E o] 91+ Firepower Threat Defense NAT & 28 71 A1 gt} A4 ¥ 1D7} Q)
XL Firepower Threat Defense NAT 7 4 &] 555 7 A g},

URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies

IDE AF&-3F+= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

A3k t]nfo] 2~ > NAT > NAT &=

DELETE ftds2svpns
2% +%: DELETE

A A4 ¥ 1D} 4 ¥ o] 9= Firepower Threat Defense A}©] E ] AFo] E VPN EZ 2 X & 214 3

k.

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}

A3k A > VPN > VPN 4
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. PUT ftds2svpns

PUT ftds2svpns

oL
ek

A 2174 9 1D} 9 A F o] 9= Firepower Threat Defense AF0] E t] A}o] E VPN EZ 2 X & %

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}

A3 A= > VPN > VPN +4

POST ftds2svpns
d 3: POST

Ay XA ¥ 2}n] e & AF-8-3}19] Firepower Threat Defense AF0] E t] AFO] E VPN E 2 24| & A4
o,

[HKL:/api/fmciconfiq/vl/domain/{domainiUUID}/policy/ftds2svpns

I

H3l A= > VPN > VPN 44

GET ftdsstpns
2% 53: GET

Mg A A F D9} A2 5 o )= Firepower Threat Defense A}©] E t] A}o] E VPN E £ 24| & 7 A5
Ytk X4 ¥ D7} §1. 2™ EE Firepower Threat Defense AF©] E t] A}o] E VPN E£ 22| 9] E55

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns
ID*H GET®ll q%?}LH{Li/api/fmc_config/vl/domain/{domain_UUID}/policy/ftdsstpns/{topology_UUID}

A gk gnlo] 2~ > VPN

PUT advancedsettings
2% F%:PUT
A VPN Afol £ o Afo] & EE 24 Vo] ng A4 FAE

URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/
advancedsettings/{advancedsetting UUID}

H3l: A2 > VPN > VPN 44

GET advancedsettings
4 +3: GET

AT VPN ALO| E O Alo] E B2 4] Ul e] oy A4S AUt GETel tial 4 € ID7} gl
A EZ 24 9] @ AdvancedSettings 355 E3Hoh= 555 H g Th

}:o
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DELETE endpoints ]

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/

advancedsettings

H)%g(}Ejﬂﬂ]tH?%[JRlJ/api/fmciconfig/vl/domain/domainiUUID/policy/ftds2svpns/{topologyiUUID}/
advancedsettings/{advancedSetting UUID}

Agk: A > VPN
DELETE endpoints

A - EZZ X HEQIEFOE EE VPN AL E T Aol E EZE X W) ¢ XA = Dol ¢Z4 5 o]
:|
(e}

/api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

A3k A > VPN > VPN 4

PUT endpoints

a é 4% 5. PUT

A EZ2A 0 BE NEFZRIE = VPN AR E tf Afo] E EZ 24| o] A4 IDol| 74 ¥ o]
At 54 A=EAEES 4T

URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

A3k FA > VPN > VPN 574

POST endpoints

A EERA O] BE QEFE i VPN ALl E o] Abo] E EE 24 2] A4 ¥ D] 4 5]
Qe EH A=EFZJAES AP

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints

H3l: A2 > VPN > VPN 4

GET endpoints

24 F3: GET

AT EZ 29 HEQIENYRIE & VPN AR E O] Alo] E EZ 2 2] Ul 9] X4 & D 4% o]
A= EA JENJEE MY GET W8] A€ ID7F glo EZ2X 9 HEQIEYRIE
o] HES HAg Y

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints
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. PUT ikesettings

ID'H GETOl| o §F URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/endpoints/{endpoint UUID}

3k g > VPN

PUT ikesettings
24 9 PUT
247 VPN Abo] E o Abo] E EZ 2 4] vje] 4|4 ¥l Dol 75 0] 9= IKE 4

oL
U
it

U,

O 2~
9 E %

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/

ikesettings/{ikesetting UUID}

H3l A= > VPN > VPN =

GET ikesettings

24 73 GET
AT VPN Aol E g Alo| E EZ 2 2] Ul o] X4 & DA A= o] = IKE A S ANk GET
of e X 4A D7} oW EZZ X9 IKEAAS A}

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ikesettings

ID® GET®ll t] g URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ikesettings/{ikesetting UUID}

Agk: AA > VPN

PUT ipsecsettings
24 5% PUT
1: VPN Abo] & T Abo] B B E 2] ]9 IPsec ISt A4 & 54

bt

e,

URL:
/api/fmc config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ipsecsettings/{ipsecsetting UUID}

-7.] 6]— X}x] > VPN > VPN & 2= XJ

GET ipsecsettings

Qx :GET
A: VPN Ao E tff Aol E E& 2 X ] 9] [Psec Al A A S AAME YT} GETl W3] #x] A4 = ID7}

=g
QoW EZRA0) Tel B2 Psec 47 FES LIS 22 AAFU T

D~

URL: /api/fmc _config/vl/domain/{domain UUID}/policy/ftds2svpns/{topology UUID}/ipsecsettings

HDE%(}ETYM QJé}[H{L:/api/fmciconfig/vl/domain/DomainUUID/policy/ftds2svpns/{topoloqyiUUID

}/ipsecsettings/{ipsecsetting UUID}

A3l A= > VPN
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DELETE autonatrules .

DELETE autonatrules
274 53 DELETE
Al A9 debu) e 2 A18-8ho] NAT 7F3 & AHA g o).

URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules/{object UUID}

A3k tlvlo] 2~ > NAT > NAT &% > NAT A 3 3

PUT autonatrules
24 F9: PUT
A A A7 32 B2 AFR-8Fe] NAT 773 S 44 8o},

URL:
/api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules/{autonatrule UUID)

A3k tjufo] 2 > NAT > NAT 22 > NAT A +4

POST autonatrules
24 53 POST
vy X4 ohab) B2 Aahe] NAT 4 22 414 g,

URL.:
/api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules

gk tufo] 2 > NAT > NAT 55 > NAT A3 +4

GET autonatrules

1 574 ID9F A= o] Q1= NAT 7F 25 1A 9yt A4 € ID7F §le W K5 NAT 7F 3 8] 5.5

URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules

IDE AF&-3h= GET9] URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies{container UUID}/autonatrules/{object UUID}

A3k tjulo] 2~ > NAT > NAT &=

DELETE manualnatrules
24 3. POST

offl

z

>

=
N
o
ik
2
e
i
i)

A X A ¥ NAT A Aol A 4=
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. PUT manualnatrules

URL:
/api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{object UUID}

Ak t]nfo] A > NAT > NAT 55 > NAT A F 4

PUT manualnatrules
23 F9: PUT
d¥d: A7 ¥ NAT A Aol A 575 NAT 113 -& =4 o

URL:
/api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{cbject UUID}

H3l: t)ulo] 2~ > NAT > NAT E-& > NAT A A =3

POST manualnatrules
8% 3: POST
;A g s B 2 ALgshe] % NAT
URL:

/api/fmc _config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules

o

= A

st

g},

gk tufo] 2 > NAT > NAT 55 > NAT A3 +4

GET manualnatrules

A A A H D9} AAE 0] A= 5 NAT 772 S A AU A4 " ID7F glow & 5 NAT
e

URL:

/api/fmc _config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules

IDE A3} GETS] URL:
/api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{cbject UUID}

A3k t]ufo] 2 > NAT > NAT &=

GET natrules
2% +%:GET
9%: 204 ¥ NAT 3215} A 5]o] 9l B E NAT 355 2 A5)2] 223 743 h
URL: /api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/natrules

A3k T]dlo] 2 > NAT > NAT &=
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GET intrusionpolicies
[ :GET
;A7 ¥ D AAF O Qe A F AL ATk AHH D7k glow

=

LH{LZ/api/fmciconfig/vl/domain/{domainiUUID}/policy/intrusionpolicies

IDE A3t GETS| URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/intrusionpolicies/{object UUID}

Bk A > A2 Ao] > 2] AA

GET snmpalerts
9% §3%: GET
Avg: 27 9 1D A A o &= SNMP &3 A E A A7} %7
A A ) B2g 7 A G o)

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/snmpalerts

rﬂ
S
)
g0,
o
i
b
(I
w2
Z,
=<
o
e

£ A3k GET9] URL:
/api/fmc _config/vl/domain/{domain UUID}/policy/snmpalerts/{object UUID}

A A > 2 > 4 > dd 1Y)

GET syslogalerts

a4 AAE AATUY A A" D7) §lo W BE syslog &

=4

A A4 D9} AAE o] = syslog &
g,

URL: /api/fmc config/vl/domain/{domain UUID}/policy/syslogalerts

IDE AH8-3F+= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/syslogalerts/{object UUID}

A%k A > 244 > Y

A2 e g 2

PUT policyassignments
273 73 PUT
Avy: S oA 2 2 A St A Tinte] 2t A Tinke] 2 - Fokgh ok

URL: /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments/{object UUID}
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. POST policyassignments

5}

.

i

POST policyassignments

A R A 2L oA A A Dol & Ei= tujel 2 ol BEgh,
URL: /api/fmc config/vl/domain/{domain UUID}/assignment/policyassignments

A3k

GET policyassignments

2% F%: GET
A A E DS AAF o] Q= A TS AT A4 D7 oW BE ol Tuho]
o g 44 B 2% 743

URL: /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments

= AF8-3lE= GETY) URL:

/api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments/{object UUID}
Ak

e Yo A& = 9= 327 H: name

SRR

GET taskstatuses

A A4 IDE AHEEhE o] el AE Y 1F £ Aol tha AR E PG A4 julol
2~ 5%1q TE Z 8o 7 A=}
URL: /api/fmc_config/vl/domain/{domain UUID}/job/taskstatuses

IDE AM&-3h= GET9] URL:
/api/fmc_config/vl/domain/{domain UUID}/job/taskstatuses/{object UUID}

A3k tute] 2 5475

/\]g\_@ 7@&

GET serverversion

: GET
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EEEEDE |

A AW Ml AHE TP
URL: /api/fmc_platform/vl/info/serverversion

A3k

o 7] A o] E

DELETE upgradepackages
2% §%: DELETE

174 : Firepower Management Center®ll 4] 57 Firepower Threat Defense ¢ L& o] = o)} 7] X & 2} A g

=

URL: /api/fmc_platform/vl/updates/upgradepackages/{package UUID}

GET upgradepackages
8% 739: GET

A F e dadel=, A4 WA Y s A5 ¥ 851o] 27 of A A8 715 8 Firepower Threat
apA)|
g

Defense ¢ 180l = F 7| X & %
URL: /api/fmc _platform/vl/updates/upgradepackages

IDH GET®l )%+ URL: /api/fmc_platform/vl/updates/upgradepackages/{package UUID}

GET listapplicabledevices
2% §%:GET

40 57 91 o = 714 B AP $HE tukel 2 el E YA gh e,

D~

URL: /api/fmc_platform/vl/updates/upgradepackages/{container UUID}/applicabledevices

POST upgradepackage
87 +9: POST

Ay vlehv] el o) whe}, o] POST 2F-2 o] & 7ls AX E 9o] 14 ] = 3| 7] A & Firepower Threat
DefenseE A 8 oF= 4§ 715 =] ol 3FA| 84 1} Fire Threat Defense® A 8t 4§ 7Fs =] ol
3] freo]= T2 A 2~E AIZ YT o] ZEA = T 22 Al gk ALEe] e 5H Y, 2
CoEe s SR Ao 48 APe g,

« E Ao dia] A A POST 2Fd o] A4 o2 7 E A=A geldk 3 133 POST 29 S 1
RPN
o A7HEA RO 7] | 4] POST 21 S =85t A1 Q. 3FH of] & o] AFo] 2784 4ol o] &t
POST 2+ & 3 3}#] nhAd A
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k)
K
o
i)
T
2
o
it
>>4'

7
sk 4= 5 Yt} &AFA S U182 GET taskstatuses, 74 ¥ 0| A &

HA POST 22 603 o]l S H3 Ut Cisco= 3 HA| POST 2H¢] o] Al 2te &
1203‘3 —? 1 t}S- POST ﬂ%‘?% TS AHAFYTE POST 24 9] S5l &= 24 ID 2 2+ 3
A S £yt 2] IDE 33 = 2] 7)Aol GET X“ﬁ S sl 2]
S A S

URL:/api/fmc_platform/vl/updates/upgrades/

GET upgradepackages: 5.1 E]

J f+9: GET

POST ¢l 1¥o] = A& A st faeol= TeAAs RYHY gyt

URL: /api/fmc_platform/vl/domain/{domain UUID}/job/taskstatuses/{task ID}
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