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EERTE R RN

« €xpanded
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o Offset
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o limit
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e

A aigolA & A=

B

Firepower Management Center REST APl -2 A] 2} 7}o] =, ¥ 4 6.2.3 [ |



RESTAPI®] 714 |
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e},
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o Thebrl = A & 31 Qe Hol 2 A AN ARFI T AR AHol 7}
Bl 7k 9108 75 & 4kS) 4% 71 9] A o] v} she| amelof F7bg vk
o insertBefore=<Index of rule>
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SFHFFIAEH o F Z =
9l Ut} JSON @ F/7 a1

i
-
N
u

. 200 OK
AT A BFE S

it

e 201 Created

- 940l dRFA o A Bl anT) Y H
o 202 Accepted

- 84 o] FHEAAR AP TF R A
o 204 No Content

M7t BB A0 8RS A Pom Tz e«

cdxx - TS M FEF 400 A E ZEE ST E F 2/ E e YT
o 400 Bad Request
QAAa 5 gl SeulE, rete g g s AR e v R FasH e e v
Dl £
o] s1== 7§ A|7F REST APIE Fall A AU 1A H o] s F F o] FasteAaS Hehd
T AsYh
o 404 Not Found
- Al EE URLO] 7] & el 2ot AASHA ¢85, o & 50] el 228 AHE S 5 §lO 2 & HTTP
DELETE7} 3§ & <= Sls 4ot
o 405 Method not Allowed
- @) 2ol A 5] G F A e HTTP £3 2 A3 AU kel ¢7] A8 2220 tis] POST A
).
o 422 Unprocessable Entity
- o] ZE7F U F. 2048008 0] ERLE E Hlo] 2 =5 HUH o] & {7 Al
422 Unprocessable Entity
- o] ZE7F U5 F. 20480001 0] ER T E o] 2 =5 B o] Q{7 A T
¢ 429 Too Many Requests

-APIZ 835 YN Bol AFeh 23 120707 E= 84S Bl o] e /RSy

*5xx - 500 AlE ZEE= AW S /&5 YEFH YT

o
~

==

"error": {
"category": "FRAMEWORK",

"messages": [

"description": "Action is mandatory to be specified.”
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B =A2

] ’
"severity": "ERROR"

&4 4 A

messages A B F EE A AR B5

code =4 SHAILAR A=

details =4 Q77 3/A Booll 3 Fahs <A
g A A]

Firepower Management Center REST APIi= U E 9] F 2 =5 Fo]7] 93] &= A S g}
APIE N P a0l A WA A & 2 F 12070744 5 =gt ok, 18] st 1P 43 54 942 107

gk 3§y ) o] gk gk A 7Hes g sk g 7) ob Y Tk
Zafo] A ET} o] 2]k A 3HS 2348 APIOl A HTTP 429 Q. 7F WA gy o).

o] 2= A3t

API= ¥ o] 2 =7} 20480008} 0] EHL T} 2 WA X & =28 4= ¢l5 U ). o] #|3H-2 REST APIS} API
Explorerol] 557 8-t} o] gk 54 7hs gt ghefw| e 7} o g Yt}

WA A 7} A $-& 23} 8HH APIO| A HTTP 422 2771 2 A skt
ZEAE A H] 2~

GET auditrecords

[H{L:/api/fmc_config/vl/domain/{domain_UUID}/audit/auditrecords
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W 3 AR 2

GET deployabledevices
84 +%: GET
A A5 e o) Mg WA Eke] TEE 17k § BE Cule] 20| BR8P gh )

i
URL: /api/fmc_config/vl/domain/{domain UUID}/deployment/deployabledevices

Agk njo] 2ol AY 1 o) T3

e Y A& 4 9= 327 H: name

POST deploymentrequests
24 +%9: POST
% A g tube] 2o 73| elo] Ml WA AS TEH3Y] AF 3 AP

[HKLZ/api/fmciconfiq/vl/domain/{domainiUUID}/deployment/deploymentrequests/{objectiUUID}
A Hufo] 2ol Ay g ol 45

tiupo] 2 T A H|

DELETE devicegrouprecords

2% #3%: DELETE
A A WA IDE ARS8k tubol 2 158 ARAI jHY T
URL: /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}

A% tupo) 2~ > tlupo] & phe] > Tiupo] 2 54

PUT devicegrouprecords
84 ¥ PUT
;A48 A IDE AHE-SHE kel &~ 15 U

[H{LZ/api/fmciconfiq/vl/domain/{domainiUUID}/devicegroups/devicegrouprecords/{objectiUUID}
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. POST devicegrouprecords

Ak fufo] 2~ > tufo] 2 ] > tjufo] A~ A

POST devicegrouprecords
2% #%: POST
A A WA IDE AHE- sk Hubol & 258 A Y Th
URL: /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords

A3k tjulo] A~ > tjufo] 4~ A > gulo]l A~ = F4

GET devicegrouprecords

2% §%:GET

A% A4 E DS AAT o 9l Hrhel s 1§ PG Tk A4 H D7} Slew BE dujols
agel 252 g,

URL: /api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords

IDE AF-&-3F+= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/devicegroups/devicegrouprecords/{object UUID}

g tupe] 2= > tjupo] 2 gk > Tuto] 2 w7
t]ue] 2 AlH] 2

POST copyconfigrequests
27 +9: POST
A7 : 217 ¥ Firepower Threat Defense U] H}-o] 2~of Tjn}o] 2 74 3] 19 o] A & A T}
LH{L:/api/fmciconfiq/vl/domain/{domainiUUID}/devices/copyconfigrequests

A3k tlufo] A > tjufo] A ] > tjufo] 2~ 44

DELETE devicerecords

274 +3: DELETE
4%: A8 Hulol 28 5% A4,
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

A3k tupo] 2 > tulo] 4 e > tlupo] & 424

Firepower Management Center REST APl -2 A] 2} 7}o] =, ¥ 4 6.2.3
[ 18 | [



| RESTAPIS] 715
H

PUT devicerecords

PUT devicerecords
24 +%:PUT
4 AR D% AT A Tvhol s AREE ST,
URL: /api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}

A3k tuto] A > tiufo] A~ #g] > tinlol A = F

POST devicerecords
9% F3: POST
173 Firepower Managemenr Center®l] 2] ¥ tjulo] =& 53T},
URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords

A5k Tlrko] 2 > tupo] 2= whe] > twpo] 2 54

GET devicerecords

4 3. GET
Ay outo]l 2 R E A AT tulo] 2 IDE A A s %74 ® tinfo] 2o v gt B E 4 A3t
HD}. 24 E ID7F glo B tuto] 2o gis AR E gy

URL: /api/fmc config/vl/domain/{domain UUID}/devices/devicerecords

IDE AF&-3F+= GETS] URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{object UUID}
Ak Tkl 2 > T ko] 2= el

e Hol A8t 4= = 2] E: hostName

PUT fpphysicalinterfaces
84 ¥ PUT
v A4 ko] 2ol A B4 Qs 0] 28 S
URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/fpphysicalinterfaces/{cbject UUID}

Agk: tuto] & > tjupo] & e > tjufo] & 42

GET fpphysicalinterfaces

2% 19 GET
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[l DELETE fplogicalinterfaces

DELETE fplog

A 2% ® NGIPS t]ule] 2~ ID B Q1 # o] 2~ ID9} A ¥ o] 9l &2l 4] Qe so] 2o v gk B
E AU A4 € ID7F fLo W A A ¥ NGIPS t]rle] 2= DS 1A o e e B84 e 7
o 20] B5 & AAF T,

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces
IDE AH&-3F+= GET®| URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces/{object UUID}

A3k tubo] 2 > tulol 2 #g

Y A2 4 J = 327 H: name

icalinterfaces

2% % : DELETE
A vutel 2ol A =2 Qe H o] 2 & 2 Pt

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/
fplogicalinterfaces/{object UUID}

A5k tiufo] 2 > tlufo] & e > Tubo] 2 4

PUT fplogicalinterfaces

: PUT
A A E Yupo] 2ol A =2] F A o] A5 AT

URL:
/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces/{cbject UUID}

Ak uto] & > tufo] & #a] > tufo] 4 24

POST fplogicalinterfaces

3. POST
A 2 A g tufo] 2o A =g ¢lE o] A2 A gt}
URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces

A Tutol = > Tupo] 2 2] > Tuo] & 44

GET fplogicalinterfaces
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DELETE inlinesets ]

Avg: 474 € NGIPS vl ko] 2= ID B QIE #] o] 2= ID} A A ¥ o] Q= =] B o] =5 H ATt
A174 € D7} §1o A4 ¥ NGIPS Hvko] 2~ D9} A S o] gliz B =2] QlE o] ~o] 555 1
A e

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces

IDE AF&-3F+= GET®| URL:
/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fplogicalinterfaces/{cbject UUID}

A3k ulo] 2 > tjulo] 4 g

e PGl AH8-3 5= 3= 324 B name

DELETE inlinesets
24 %3: DELETE
A x4 g tupo] 2ol A ¢lkel 7 g kA g

URL:
/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/inlinesets/{object UUID}

A3k tupo] 2 > tufo] 4 e > tlufo] A 424

PUT inlinesets
274 3 PUT
A A A El tlufo] 2o A Qlekel g+

URL:
/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets/{object UUID}

A3k tluto] 2 > Tulo] 4 #E] > Tulo] 4 424

o

PN
T4

ot

=y

POST inlinesets
8% +9: POST
A A E tnpo] 2ol A Qlekel kS A d Yt
[H{Lﬁ/api/fmc_config/vl/domain/{domain_UUID}/devices/devicerecords/{container_UUID}/inlinesets

g Tubo] & > tulo] 2 gha] > tlupol 2 4

GET inlinesets

24 73: GET
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[ | GET staticroutes

A %% ¥l NGIPS t]uto] 2 ID 2 212}l 3 Do A A o 9l 212kl Jgtol i Ju g 4
At AAE 12kl J 3 ID7F $1.o W A4 ¥ NGIPS t]Hlo] 2~ ID9F AZ o] 9E BE 2l
Qo] =2 A,

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets

IDE AH&-3F+ GET9] URL:
/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/inlinesets/{object UUID}

A3k ulo] 2 > t]ulo] 4 g

Y A2 4 J = 327 H: name

GET staticroutes
83 +9: GET
. A A g o] 29 A A o] 9l W pyva 2 IPve AA AR 7 AsH T}
URL:

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/staticroutes

IDE A}8-31= GETS] URL:

/api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /routing/staticroutes/{object UUID}

Ak t o] 2 > T ko] 2= el

DELETE ipv4staticroutes

2% f+%: DELETE
A A4 DS A H o] gl= IPva A A 25 AHA U o

URL:
/api/fmc config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID}/routing/ipvé4staticroutes/ (dbject UUID)

A tufo] 2= > v upo] 2 #e) > tfupo] 2 54

PUT ipvéstaticroutes

J 73 PUT
A A E DL AAE ] A= 1Pvd A AZE TG

URL:
/api/fc config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvastaticroutes/ (cbject UUID)

A3k tlufo] A > tjufo] A g] > tjufo] 2~ 44

POST ipvastaticroutes

2% 74 POST
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GET ipvastaticroutes ]

(

AY:1Pv4 LA A ZE AA

URL:

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ipvéstaticroutes

Ak Tiuto] 2 > Tnjo] = 2] > tufo] & 44

e,

I

GET ipvdstaticroutes

24 F9: GET
AT A E DL AAE ] A= 1Pvd A AE2E ANGUTH A A E ID7F §loH 2E 1Pv4 A 4
AR BHES HA% YT

URL:

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ipvéstaticroutes

IDE AH8-3F= GETS] URL:
/api/fme config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipv4staticroutes/ {cbject UUID}

A5k tluto] 2 > Tlupe] 2 3hel

DELETE ipv6staticroutes
27 %: DELETE
A A7 | IDSF AAE o] A= IPve B A B2 E A AT

URL:
/api/fmc config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ (dbject UUID)

gk vuto] & > tjuto] 2 ] > tynfo] 2~ 44

PUT ipv6staticroutes
874 8. PUT
% A4 ¥ D} A A o] Y= IPve A4 F2E I

URL:
/api/fme config/vl/domain/ {domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ (cbject UUID)

Ak Fubo] 4 > tulol 2 3] > tuje] = 54

POST ipv6staticroutes

23 749 POST
a8 1Pv6 117 A2 E A YL

URL:

/api/fmc config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ipvéstaticroutes

O
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[l GETipvbstaticroutes

Ak fufo] 2~ > tufo] 2 ] > tjufo] A~ A
GET ipv6staticroutes

A A A H D9 AAE ] Y= 1Pve A A F2E HAATULH A A E ID7F Lo BEIPve 4 A
%]

URL:

/api/fmc_config/vl/domain/{domainUUID}/devices/devicerecords/{containerUUID}/routing/ipvéstaticroutes

IDE AH&3F= GETS] URL:
/api/fc config/vl/domain/{domainUUID}/devices/devicerecords/ {containerUUID} /routing/ipvéstaticroutes/ {object UUID}

A5k tlufo] 4 > tlupo] 4 el

DELETE virtualswitches
2% +3: DELETE
A A A tuto] 2o A 7R 29X & AFA U T

URL:
/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/virtualswitches/{cbject UUID}

A% Tuo] & > T upo] 2 2] > tpo] = 54

PUT virtualswitches
24 % PUT
v A 9 Tlubo] 2ol A 71 2922 A3}

URL:

/api/fmc config/vl/domain/{UUID}/devices/devicerecords/{containerUUID}/virtualswitches/{object UUID}

A Tubo] & > tuol s 3ha] > tlupol 2 4

POST virtualswitches
QA 3 POST
Avd: A H tlupo] Aol A 7 2952 A4 g

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/virtualswitches

A tufol 2= > tlulo] 2 el > T upo] 2 424
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GET virtualswitches B

GET virtualswitches
2| : GET
247: %74 ¥ NGIPS Tlv}o] 2~ ID % 71 9] 4] ID9} A4 o] Q= 7 =92 & A AF . A
A 714 22912 D7} 8109 24 € NGIPS tluko] 2= IDst A A H| o) gl RE 7pg 297 o] 22
S A}

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/

virtualswitches

= Ab8-3H= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/

virtualswitches/{object UUID}
A3k Hluko] 2= > tpho] 2= 3]

.
e H ol AF-&-3 4= 9l &= 2} E: name

GET fpphysicalinterfaces

23 :GET

A A4 ¥ NGIPS tHbo] 2~ ID % 1H #H o] 2~ DS} A A = o 9= =84 g Ho] 2ol thgk BB
2 AN 449 D7} §107 24 © NGIPS t]uo] 2 IDsh A A5 o] 9l 2 E e 2 <le)s
o 20] B8 A Mg,

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces

IDE AM&-3h= GET9] URL:
/api/fc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/fpphysicalinterfaces/{cbject UUID}

Agk: tulo] 2 > tnfo) 2 )

e Yo A2 = I = 327 H: name

GET physicalinterfaces

24 +3: GET

217 A7l NGFW t]u}o] 2= ID 2 1E] 7 o] 2~ IDSh A4 5] 0] 9l &) 4 e o] =2 A4l g
kA4 H A H o] 2~ ID7F gl XA ¥ NGFW tlule] 4~ D9} A A H o] gl BE &% QI H v
o]

0] B2e QAT
URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/physicalinterfaces

IDE A}8-31= GETS] URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/physicalinterfaces/{cbject UUID}

g tjupe] 2 > tlute) 2 ghe)
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PUT physicalinterfaces

PUT physicalinterfaces

: PUT
A A E Yupol 2ol A E2 4 IE H o] 28 =Y.

URL: /api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/

physicalinterfaces

Ak tlufo] 2 > tlufo] & el > Tubo] 2 4

GET bridgegroupinterfaces

84 19 GET

A7 A1 | NGFW t o] 2 1D B I E o] 2~ D9} A2 ¥ o] 9li= el x| 13 IE H o] ~E A A
ok <4 = °1EMl°V\ID7}%iQEEXWE]NGFWQH}OV“IDQ‘roﬂﬁElOi R

5 SlE) o] 0] =g 7] A,
URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

E%

£ A}8-3H= GETS] URL:
/api/fmc config/vl/damain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces/{dbject UUID}

gk tluto] 2 > Tlupo] 2 3hel

POST bridgegroupinterfaces

23 73 POST
Avg: 274 ¥ NGFW tjuto] 2~ D ¥ 1H # o] 2~ DL} AZA H o] 9= BelA] 15 Qe o] 2~& A4

URL:

/api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

Ak Hufo] 2 > tubo] 2 e > tjufo] 2 44

PUT bridgegroupinterfaces
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d 8 PUT
A A E Hubol 2ol M Belx] I B H o] A8 A
URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

A Hufo] 2 > tjulo] 2 e > tnfo] 2 427
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DELETE bridgegroupinterfaces ]

DELETE bridgegroupinterfaces

2% 3 DELETE

A 21 ¥ NGFW tluo] 2~ ID 2 e #|o] ~ D9} A A ¥ o] gl B x| L& e d| o] =5 2hA]
Ty
URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/bridgegroupinterfaces

7%k tupo] 2= > tlupo] 2 phe] > Tlupo] 2 54

GET redundantinterfaces

84 79 GET

O

A A7 |l NGFW t]vlo] ~ ID 4 1E o] 2~ IDo} A A ¥ o] &= T4 Qe vlo] =5 A )
A4 % AEFH o] 2~ ID7F gl A4 | NGFW Hulo] X D9} A2 H o] 3l BE F5 HH o~
o B9 P,
URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces
URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces/{dbject UUID}

A5k tluto] 2 > Tlupo] 4 3hel

POST redundantinterfaces
234 59 POST
vy X 47 Tlupo] 2o A 25 QlE o] 22 A T

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

A5k tiuto] 2 > Tlupo] 4 el

PUT redundantinterfaces
{4 F3: PUT
A A A Tl upo] 2o A ZH o1 E] # o] ~

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/redundantinterfaces

A tufo] 2= > v vpo] 2 #e) > v upo] 2 524
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P
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e},
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Firepower Management Center REST APl -2 A] 2} 7}o] =, ¥ 4 6.2.3 [ |



RESTAPI®] 714 |

DELETE redundantinterfaces

DELETE redundantinterfaces

2% 3 DELETE

Ay A H Huto] ol A F i QlE s o] A5 Al A Y o

= O

URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/redundantinterfaces

A5k tlufo] 2 > tlupo] 4 el

GET etherchannelinterfaces

234 7%: GET
aﬂé.XlXé%NGFWElH}OVID“-‘ QAEjH o]~ Do} AAF ] &= o 1E1LJUH“ QlE| o]~ & A
U A A= ID7F $1o A4 H NGFW tulo] 2 D9} A A H o] )= 2 oty Ald Q1E # o]
% TS-_‘ JAH*o‘l-qq_

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/etherchannelinterfaces

£ A}8-3H= GETS] URL:
/api/fimc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/etherchannelinterfaces/{dbject UUID}

A3 grlo] 2 > fulo] A )
Y Pl A& 9= e H:

POST etherchannelinterfaces

A A E Yupol 2ol A ol Hl Al d I Hlo] 25 A F T

o

i

URL:

/api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/ethernetchannelinterfaces

Ak tnfo] 2~ > tjufo] A | > Tjufo] A A

PUT etherchannelinterfaces

24 73 PUT
Ay A gufo] 20 A ot Al e H o] ~E A Y h

URL:

/api/fmc _config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/ethernetchannelinterfaces/

gk vuto] 2 > tjuto] 2 ] > tynfo] 2~ 44
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DELETE etherchannelinterfaces B

DELETE etherchannelinterfaces

2% 3 DELETE
A A Hufo] 2o A ot ul Ald AE o] 2~ E A AT
URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/ethernetchannelinterfaces

A5k tlufo] 2 > tlufo] 4 el

GET subinterfaces

2% 73: GET

97 4 € NGFW tiuto] 2= ID % Qe o o] 2= IDs} A A 5] o] 9li= 3h9] QB o o] 225 A g o},
4 1| o] 2~ ID7F §lo W A ¥l NGFW Hulo] 2~ Do} A = o] gl Ba= sh9] /I o] o]~
=55 AU

O

o X

URL:

/api/fmc config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/subinterfaces

IDE AH8-3F= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/subinterfaces/{ocbject UUID}

A5k tluto] 2 > Tlupo] 4 3hel

POST subinterfaces
234 59 POST
A A tufo] 2o A 8] QLB o] 22 A FY T

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

A5k tiuto] 2 > Tlupo] 4 el

PUT subinterfaces
{4 F3: PUT
A A AR tlapo] 2o A 8] QlE B o] A2 ST

URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{containerUUID}/subinterfaces/

A Tjuto] 2 > tnjo] = 2] > Hufo] 2 44
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DELETE subinterfaces

2% 3 DELETE
A A tufo] 2o A &19] QIE H o] 2~ & A A T
URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/subinterfaces

A5k tlufo] 2 > tlupo] 4 el

GET fpinterfacestatistics

L3 #3: GET

478 A7 ¥ NGIPS t]H}o] &~ D9} A 5 of Q)= B= QI H| o] 2o tidt &7 55 A4

LH{LZ/api/fmc_config/vl/domain/{domain_UUID}/devices/

devicerecords/{container UUID}/fpinterfacestatistics
A tlubo] 2 > trho] & )

Y A& 4 J = 327 H: name

Qe 42 Mu] 2

POST collections

2% fr¥: POST
g TAXIL 220l A A e d S Z71ek o)

[HKLZ/api/fmc_tid/vl/domain/{domain_UUID}/taxiiconfig/collections

>

POST discoveryinfo

GET element

2% F9: POST
Arg: Aol A AlF s &= TAXIL A P Aol tigt A RE F715 o
[HKLZ/api/fmcitid/vl/domain/{domainiUUID}/taxiiconfig/discoveryinfo

A5k el 2

o
do

. GET

-FMWMMNQMMWMmMNMW%NQﬂﬂiﬂﬁﬂB
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DELETE incident ]

A A48 DSk AR ¥ o] Q= Qlele] A sk B4 5HE A4 2 A A Tk A4 E D7 9o 9l
Qo) 27 B shE RE AN e HEe Aag

URL: /api/fmc_tid/vl/domain/{domain UUID}/tid/element

IDE /\}%‘S}E GETQ] URL: /api/fmc_tid/vl/domain/{domain UUID}/tid/element/{object UUID}

Ak el

DELETE incident

PUT incident

GET incident

QA £3: DELETE
e}

JAANDEE AHA o

d 3 PUT

A A7 | A IDE ARSshE lh e 2 IANFES g Y T

o

URL: /api/fmc_tid/vl/domain/{domain UUID}/tid/incident/{object UUID}

A5k el 2

: 5

J +3: GET

A A DS AZT o) gl Al AAHES AU AGE D7} glow BE
Bz AR ES] B58 A g 7] BAH 02 2} o] Aol Ak 257k EAIHU T 1inic 3
ZHH Bl & AFE-SHH o] g 407h4] 58 & AdF U Th

URL: /api/fmc_tid/v1/domain/{domain UUID}/tid/incident

IDE A}-8-3F= GETS] URL: /api/fme tid/vl/domain/{domain UUID}/tid/incident/{object UUID}

A el 2

f

PUT indicator

f3: PUT
A AR E WA IDE AHEshE A RE AU
URL: /api/fmc tid/vl1/domain/{domain UUID}/tid/indicator/{object UUID}

Agk: e A
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. GET indicator

GET indicator

49 49 DSt AR o] Y ARS P AT A D7 oW BE AL B2 74
Pk 7| B A 02 74 o] Ao At 2577k EAFYh 1imie S EI S AFS5HA of 72 40
714 5 5 Qg

[HKLZ/api/fmcitid/vl/domain/{domainiUUID}/tid/indicator
HDéifA}%}€$%f'Cﬂiqu URL: /api/fmc tid/v1/domain/{domain UUID}/tid/indicator/{object UUID}

Agh: Qe A

PUT observable

d 3: PUT
A WA IDE AFS Sk B Ve AAE A Y

[H{LZ/api/fmc_tid/vl/domain/{domain_UUID}/tid/observable/{object_UUID}

>
o

Agh: Qe A

GET observable

PUT settings

GET settings

;A€ D%} A4 o) A B2 M AAE AAFTE A4 E D7 gloE wE B3 s
MA o] B2 o AT 7] BA 0 2= 7} Flo] A o] A1} 25707F EAIEUTH 1inie ohe}0E 2 A}

URL: /api/fmc tid/vl1/domain/{domain UUID}/tid/observable
IDE A}-&-3}= GET S URL: /api/fmc_tid/vl/domain/{domain UUID}/tid/observable/{object UUID}

Agh: QA

24 +%:PUT
Arg: olee] A2 MRS BB MY B
URL: /api/fmc tid/v1/domain/{domain UUID}/tid/settings/{value}

Agk: e A

84 739 GET
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DELETEsource [}

o

A AR E whel A7)/17) A e AT YT G ID7F glow BETID 249 555 A4

.

[HKLZ/api/fmcitid/vl/domain/{domainiUUID}/tid/settings

o

%ké%'A}%}g}%f(}ETgﬂ [H{LZ/api/fmc_tid/vl/domain/{domain_UUID}/tid/settings/{value}

Ak el

DELETE source

a 3. DELETE
Arg: gnpo] oA Qe gl s AnE 2hA| g )

[H{L:/api/fmc_tid/vl/domain/{domain_UUID}/taxiiconfig/source/{object_UUID}

}:o

Agh: Qe A

PUT source
Q4 3. PUT
Description: | 4 7] 2] IDE AL&-3l= Q&g A 225 AT YT
[HKLZ/api/fmc_tid/vl/domain/{domain_UUID}/tid/source/{object_UUID}

A5k el 2

POST source
2% #9: POST
A sz s Ane) Aag R,
URL: /api/fmc_tid/vl/domain/{domain UUID}/tid/source

Agh: QA

GET source
2% +%: GET
4 A48 Do A o 9l QA2 s B A AR DV glow mE e R
2o BEES AAMFUT 7| A 0 2= 7w o] Ao Ax}257) 7F BAIE YT 1imie WP E &
AFE-3HA o] 3hS 40714 58 4 A F Y Th
[HKLZ/api/fmc_tid/vl/domain/{domain_UUID}/tid/source
HD%%fA}%§€$%f'CHET54 URL: /api/fmc tid/v1/domain/{domain UUID}/tid/source/{object UUID}

Agk: e A
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B iaAn=

NA A8 A

GET anyprotocolportobjects

274 59: GET
Avg: A G E D AZAHA A= R EFXEJAE ANTUG AAHEA D7 gloH 2=
EZOA(RFRZAAY RE IZES YE /A9 25 A3}

il
[«
ku

URL: /api/fmc_config/vl/domain/{domain UUID}/object/anyprotocolportobjects

IDE AF&-3F= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/anyprotocolportobjects/{object UUID}

Ak 714 whel )

GET applicationcategories
2% +9: GET
A AQH Do AAH ] = e ZE] Aol 7he| are] WA E AP U A E ID7Flo™ =
< of=e Aol 7He are] JRA o] 25 A T
URL: /api/fmc _config/vl/domain/{domain UUID}/object/applicationcategories

IDE A}8-31= GET] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/applicationcategories/{object UUID}

Ak A Bel

GET applicationfilters
8% +%9: GET
M73: A9 DS A A o] Q= o el Aol AE AAE FAFUT A4 D7 PO B
o Ze Aol d BE] A ] B2 7 Mgk
[HKL:/api/fmciconfiq/vl/domain/{domainiUUID}/object/applicationfilters

IDE AH-&-3F+= GET®] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applicationfilters/{object UUID}

Ak WA A Ak

GET applicationproductivities

24 F9: GET
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GET applicationrisks .

A A8 Do AAE o] Q= el &g Aol A A& HAF U A E ID7Fgled BE
f = Al B HA o] BE5E A g o
[HKLZ/api/fmciconfiq/vl/domain/{domainiUUID}/object/applicationproductivities

£ AH8-3h= GET9] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applicationproductivities/{object UUID}

Ask: A #A2 =}

GET applicationrisks

) 9 GET
Avg: A Dot AA ] = ol Ee Al AP AMAE AT AAHE D7 Ylow BE
= Aol A A1 JHA o] H5S H A

URL: /api/fmc_config/vl/domain/{domain UUID}/object/applicationrisks

IDE AFH&-3F+ GET®] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applicationrisks/{object UUID}

Ak WA S =

GET applications
2% +¥: GET
47 A48 IDsh AAE o] i ) Z Aol ANAZ AT A B E D7} glow BE o
Aol A A o] =g 7 et

LHRLZ/api/fmciconfiq/vl/domain/{domainiUUID}/object/applications

e

Z]

IDE AF8-3h= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applications/{object UUID}

Ak IHA A Ak

GET applicationtags

2% §%:GET

Arg: AR DS AA o] = el Zg Al Bl AAE G AFE ID7F Lo BE
o ZE Aol Bl JHA o] B H A

URL: /api/fmc_config/vl/domain/{domain UUID}/object/applicationtags

IDE AH&-3F+= GET®| URL:

/api/fmc_config/vl/domain/{domain UUID}/object/applicationtags/{object UUID}

Ak A Bl 7
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GET applicationtypes
84 +%: GET

4 449 DS AR Q= ol FeA oM 7B AAE P ATk 49 D7} glow &
CEEEREES P EEEEER R

URL: /api/fmc config/vl/domain/{domain UUID}/object/applicationtypes

r

IDE A}8-3h= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/applicationtypes/{object UUID}

Ak QA A=t

GET continents

Ag: A48 Dsk AAF o] Q= v AAE AAGU T AR D7 oW mE 5 Al %
=2 P A3

URL: /api/fmc_config/vl/domain/{domain UUID}/object/continents

IDE A3} GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/continents/{object UUID}

A5k /1A el

GET countries

d +3: GET

B A E D AAH ] Y= 7 NAIE AU T AAHE ID7F e BE =7 JRA o &
g BaEIn,

URL: /api/fmc config/vl/domain/{domain UUID}/object/countries

IDE A}8-3F= GETS] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/countries/{object UUID}

Ak WA T A}

GET endpointdevicetypes
874 +%: GET

A A E DS} AAF ] JE =
A=EQIE tnto] 2~ 78 /MA Y] 535S A A g

RL: /api/fmc config/vl/domain/{domain UUID}/object/endpointdevicetypes

o
rin o
it
r o
[
a
I
o
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do
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GET geolocation B

IDE A3t GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/endpointdevicetypes/{object UUID}

Ak WA S =k

GET geolocation
274 f+9: GET
A AR E Do AAE o = AR NAE AAFY T A H D7 §low BE A2 9 A
EE EE TRty
URL: /api/fmc_config/vl/domain/{domain UUID}/object/geolocations

IDE AF&-3F+= GET®] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/geolocations/{object UUID}

Ak A B2

DELETE hosts
8% %: DELETE
AR AR B A A,
URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts/{object UUID}

H3 N A DA > A DR A

PUT hosts
84 F9: PUT
A TAE QS AU
LHRL:/api/fmciconfiq/vl/domain/{domainiUUID}/object/hosts/{objectiUUID}

Ask: NA DA > N A FE) A} A

POST hosts
2% #%: POST
A A E BB & AFE st SAE JRAIE A
URL: /api/fmc_config/vl/domain/{domain UUID}/object/hosts

Ak WA FH A} > WA A2 A 7
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. GET hosts

GET hosts

A E DL AAE ] = T2E NAE AT A E ID7F gl BE S AE JA
2y Al

URL: /api/fmc config/vl/domain/{domain UUID}/object/hosts

HD%%‘A}%¥6+%T(3ETEQ [H{LZ/api/fmc_config/vl/domain/{domain_UUID}/object/hosts/{object_UUID}

Ak QA A=t

DELETE icmpv4objects

2% 9. DELETE
A XA [CMPv4 EEE 2HA g o}

URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

A3k A el 4> AR el 5

PUT icmpvdobjects

87 7% PUT
A [CMPv4 L E /A S =483t}

URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpv4objects/{object UUID}

Ak A Tel 4> A B A 57

POST icmpvdobjects

2% #%: POST
A A A E gefu] B S ALE-3He] ICMPv4 X E A A A gy c).
URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpviobjects

Ak A YA > WA B A A

GET icmpv4obiects

o : GET
: A E DL AZAE ] = ICMPv4 A S A3 T ID7F $1o ™ B ICMPv4 7 A &

URL: /api/fmc _config/vl/domain/{domain UUID}/object/icmpviobjects
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DELETE icmpvobjects [

IDE A3t GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/icmpvdobjects/{object UUID}

Ak A el %

DELETE icmpv6objects
27 f+%: DELETE
g 2| Q¥ ICMPv6 EE 7] 2 5 2H Al gy o
URL: /api/fmc config/vl/domain/{domain UUID}/object/icmpvéobjects/{object UUID}

Hsk A B A > A BE A A

PUT |cmpv60b|ects
274 % PUT
49 ICMPv6 £E WA & =4 o).
URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects/{object UUID}

A3k A Bela> A Bl A 5

1w

POST icmpoobiects

: POST
Ay X] 48 depv E 5 ALg-5Fo] ICMPve L E /A5 A A )
URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects

H3k AN A DR > ANA DA R A

GET icmpvbobjects

J 3. GET
A XA H D9} A A E ] = ICMPve 7N A& A AU T A4 H ID7F ¢l X5 ICMPv6 7l
A H5S A

URL: /api/fmc_config/vl/domain/{domain UUID}/object/icmpvéobjects

IDE AF&-3F+= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/icmpvé6objects/{object UUID}

Ak QA At
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GET isesecuritygrouptags

84 F9: GET

A HH IDE A3} ISE Holu 1&F Bl /1A & AU XA E ID7F o™ ZEISE X

)
L I ANA ] FES A AU

URL: /api/fmc config/vl/domain/{domain UUID}/object/isesecuritygrouptags
IDE AF&-3F+= GET®] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/isesecuritygrouptags/{object UUID}

Ak QA A=t

GET networkaddresses

MY REUEND L E2E A B2 7 A,
URL:

DELETE networkgroups
27 f+%: DELETE
A A AR MEN A 15 AT

URL: /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}
Agk: JNA FH A} > WA A2 A 7

PUT networkgroups

84 % PUT

A Y ES T 18-S A}

URL: /api/fmc _config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}
A3k QA B2 > QA B A A

POST networkgroups

23 74 POST
A A E g H & AFEste] HEY A 1S AU

URL: /api/fmc config/vl/domain/{domain UUID}/object/networkgroups
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GET networkgroups I

A3 A B A > A B A A

GET networkgroups

4: GET

A A H DS} AZF A= MEYA 25 HAE ANTULH AAF ID7F §lod ZE Y E
A3 aF NAY 555 A e 6“4 =3

URL: /api/fmc_config/vl/domain/{domain UUID}/object/networkgroups

IDE AF&-3F+= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/networkgroups/{object UUID}

Ak WA S =k

DELETE networks

2% 3% DELETE
A AR E U E A WA E AHAG Y o
URL: /api/fmc config/vl/domain/{domain UUID}/object/networks/{object UUID}

Hsk A FE A > A BE A A

PUT networks
4 74 PUT
. H]E%EL NAE =8
URL: /api/fmc _config/vl/domain/{domain UUID}/object/networks/{object UUID}

Ak A A > A B A A

m>~

POST networks

23 73 POST
19, x1 49 Sl B & A gato] U= 2 A S A4 o,
URL: /api/fmc_config/vl/domain/{domain UUID}/object/networks

L ANA el A} > A el 53

m>~l

GET networks

274 +3: GET
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[ | DELETE portobjectgroups

A A4 ¥ DS AAE o] = MEN A /IAE AU AZE ID7FgloH B

=N =R = |

MA e B=g AAsc)

URL: /api/fmc config/vl/domain/{domain UUID}/object/networks

£ A}-8-3H= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/networks/{object UUID}
Agh WA HH =}

DELETE portobjectgroups
£7% +39: DELETE
A A QY LE MA 1855 AT

[H{L:/api/fmc_config/vl/domain/{domain_UUID}/object/portobjectgroups/{object_UUID}

A el 2> A A el 54

i
=)

PUT portobiectgroups

4 3 PUT
AR LE A S Y
URL:

/api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}

Ak AA FE 2> A B2 A

POST portobiectgroups

2% 73 POST

M A4 g shehu e & AEshe] TE A 1F-S AT

URL: /api/fmc_config/vl/domain/{domain_ UUID}/object/portobjectgroups
Hsk A B A > A BE A A

GET portobjectgroups

J f+9: GET

A A E Do AAH A= TEJHA 15 MAE AU 2189
A7 1 AAe] B2 7,

URL: /api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups
IDE AF&-3F+= GET®] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/portobjectgroups/{object UUID}
Ak 7N A HH A}
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GETports [}

GET ports

AR e XE WA S5S A9yt
URL: /api/fmc_config/vl/domain/{domain UUID}/object/ports

Ak A A=k

DELETE protocolportobjects
27 f+%: DELETE
A AR L2EF X E NAE 24 ok
URL: /api/fmc config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

A%k AA B A > RA DA A

PUT protocolportobjects
2% #9: PUT
9y ZREF LE JA S AT
URL: /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

A3 AA DA > A BE A A

>
o

POST protocolportobjects
2% #9: POST
v A4 shebo| B AL S sto] TRED XE AN A,
RL: /api/fmc_config/vl/domain/{domain_ UUID}/object/protocolportobjects

H3 AN A DR > ANA DR A

c

GET protocolportobjects

rlr
[kl
fr
f
rutg
=4
fured)
rin
[kl
it

ENAE AANFUT AAHH D7 glod B
B2 xE A9 52 gag
URL: /api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects

IDE AF&-3F+= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/protocolportobjects/{object UUID}

Firepower Management Center REST APl -2 A] 2} 7}o] =, ¥ 4 6.2.3
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[ | DELETE ranges

Ak WA A Ak

DELETE ranges

PUT ranges

POST ranges

GET ranges

GET realms

4 3: DELETE
AR T4 H 9 E AA R
URL: /api/fmc_config/vl/domain/{domain UUID}/object/ranges/{object UUID}

H3 AN A DR > A AR A

o

il
o

874 3. PUT
M F 2 090 S
URL.: /api/fmc_config/vl/domain/{domain UUID}/object/ranges/{object UUID}

Ask: ANA B A > NA B A FA

874 3. POST
I PEE P EREE e SRR E )
URL: /api/fmc config/vl/domain/{domain UUID}/object/ranges

Ask NA B A > A A B A A

2% +%:GET

A A4 DS AAH ] 9k Fo W AANE AU AAR D7} glew wE F o)
ANAe) B5g A ag )

URL: /api/fmc config/vl/domain/{domain UUID}/object/ranges

IDE A]—%é‘]—{— GET-Q] URL: /api/fmc_config/vl/domain/{domain UUID}/object/ranges/{object UUID}

AZk INA A Ak

DSt A2 H ] gl= G HAE AAG U A E ID7F glod s g TRA e =

Firepower Management Center REST APl -2 A] 2} 7}o] =, ¥ 4 6.2.3
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GET realmusergroups ]

URL: /api/fmc _config/vl/domain/{domain UUID}/object/realms

HD%%/A}%%6+%T(HET54IJRIA/api/fmciconfiq/vl/domain/{domainiUUID}/object/realms/{objectiUUID}
A5 A B4

GET realmusergroups

L3 £3:GET

Mg 449 DS AR = JI ALGA 1F AAE AAFUL A E D7} PoW wE
o ALgA 1 A B2E P AT
[HKL:/api/fmciconfiq/vl/domain/{domainiUUID}/object/realmusergroups

IDE AF-&-3F+= GET®] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/realmusergroups/{object UUID}

Ak INA A Ak

e ol A 4 g ebv]) H: realmUuid

rid
of

[N

Y
Kl

B shehul g o,

GET realmusers
8% 7%: GET
Arg: AR E DS AA o] = G AR A E AU T AHE ID7Flew B
2 AA 9] BHE A AGU
[HKLZ/api/fmciconfiq/vl/domain/{domainiUUID}/object/realmusers

DE AF8-3}= GETS] URL:
/api/fmc config/vl/domain/{domain UUID}/object/realmusers/{object UUID}

Ak INA A Ak

e ol A 4 g ebv]) H: realmUuid

r]n
O
12
~
>

[\

=
&

B shehul g o,

GET securitygrouptags

FO

d 3: GET

A48 D5 Ao L B e 1 A AAE G o A D) gl
£ 9%y 0ok 1§ 6 AN B22 g
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[ | DELETE securityzones

URL: /api/fmc _config/vl/domain/{domain UUID}/object/securitygrouptags

IDE A}8-3l= GETS] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/securitygrouptags/{object UUID}
3 A Pl 2

e Yol AF-&3 4= 9l = F2F1] B name

DELETE securityzones
27 3%: DELETE
Ay XA ¥ securityzone 7| #| & 2HA| g T}
URL: /api/fmc_config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

Ak ANA B 2> A A A FA

PUT securityzones

874 8. PUT

A securityzone 7N A & 474 .
RlA/api/fmciconfiq/vl/domain/{domainiUUID}/object/securityzones/{objectiUUID}

Ask: ANA B A > WA FE A FA

c

POST securityzones
834 3. POST
A A v B & AFE-31] securityzone 7] A E A4 fHU T
URL: /api/fmc _config/vl/domain/{domain UUID}/object/securityzones

A3 A B A > A B A=A

GET securityzones

2% +%: GET

A AR Do AAE ] = Bl 4 MAE AR U AR E ID7FgloH BE Bk oo
MAe] =28 7 gy,
LHRL:/api/fmciconfiq/vl/domain/{domainiUUID}/object/securityzones

IDE AF8-3h= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/securityzones/{object UUID}

AZk JHA A At

e Gl A8-3 = 2= 32H] B name

Firepower Management Center REST APl -2 A] 2} 7}o] =, ¥ 4 6.2.3
[ 46 | [



REST AP12] 7] %]

DELETE slamonitors

DELETE slamonitors

: DELETE
Arg: A4 H DS AZAH A A& sla ZYE NAE AHAIFE Y
URL: /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

Ak WA B A > WA BE) A} FA

PUT slamonitors
f3: PUT
7. A4 DS A 25 0] 9l sla WU B A AT
URL: /api/fmc config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

A3 ANA A > ANA DA A

POST slamonitors
F3: POST
17: SLA BV E & 44 g o,
URL: /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors

A3k ANA FE 2> A B2 A

m>~

GET slamonitors

URL: /api/fmc_config/vl/domain/{domain UUID}/object/slamonitors

IDE AH8-8F= GET9| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/slamonitors/{object UUID}

Ak WA S =k

GET siurlfeeds

2% 73: GET
A A H DS AZF ] = Hekld gl url J= AE AT UG A4 H ID7F 9l
BEE R url = ANA Y 55S A AT

URL: /api/fmc _config/vl/domain/{domain UUID}/object/siurlfeeds

45 D9} A o] 9= SLA R B 2 7 A3 th 4 48 ID7} 109 E SLA 2] o
|

Firepower Management Center REST APl -2 A] 2} 7}o] =, ¥ 4 6.2.3
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[ | GET siurllists

IDE AH8-3F= GET9| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/siurlfeeds/{object UUID}

Ak WA S =k

GET siurllists

2% 53: GET
A G DS} AZAE ] = Bekeld g A2 ul 5= AAS AU A4 ID7F glod
RERokoldgd s ul = Ao B= —%7&&16“45}

URL: /api/fmc_config/vl/domain/{domain UUID}/object/siurllists

IDE A}8-31= GETS] URL:

/api/fmc _config/vl/domain/{domain UUID}/object/siurllists/{object UUID}

ARk A A At

GET tunneltags
2% F%:GET
A A4 Dot A2 = HYE B HAE ANFH T AFE D7 1o B HE B
MAle] B=o A g,
URL: /api/fmc_config/vl/domain/{domain UUID}/object/tunneltags

IDE AH8-3F+= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/tunneltags/{object UUID}

Ask: A #2 =}

GET urlcategories

A 24 H DS AAF o] Q= url Zhe| 3] A E AU A G H ID7F Sle W BE url 71
w2 AR Y] B g o,
URL: /api/fmc_config/vl/domain/{domain UUID}/object/urlcategories

IDE AH&-3F+ GET®] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/urlcategories/{object UUID}

Agk: A HH =

DELETE urlgroups
27 f+%: DELETE

: A4 # urlgroup 7N A & 2FA| g T}

1
o,
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URL: /api/fmc _config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

Agk: WA FH A} > WA A A 7

PUT urlgroups

24 +9:PUT

v urlgroup A& 4 FU T}

URL: /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

Ak AA YA > A B R A

POST urlgroups

>

g A A E gev EE ARS8 urlgroup 1A E A U T
RL: /api/fmc_config/vl/domain/{domain_ UUID}/object/urlgroups

Ask: A DA > A B2 A 5H

c

GET urlgroups

DELETE urls

PUT urls

24 +9: GET

s

Arg: A4 D} AZA =] = urlgroup 7N A E A3t 27 € ID7} $1oH B urlgroup 7

CEEEER RIS
URL: /api/fmc_config/vl/domain/{domain UUID}/object/urlgroups

IDE AF&-3F+= GET®| URL:
/api/fmc_config/vl/domain/{domain UUID}/object/urlgroups/{object UUID}

Agk: WA FH A} > WA A A 7

24 +3: GET
A A A URLE AHA| g o)

URL: /api/fmc config/vl/domain/{domain UUID}/object/urls/{object UUID}

(
)

24 73 PUT

Firepower Management Center REST APl -2 A] 2} 7}o] =, ¥ 4 6.2.3 [ |
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[l PosTuns

POST urls

GET urls

A URLS =4 o
URL: /api/fmc_config/vl/domain/{domain UUID}/object/urls/{object UUID}

Ak A A}

27 #%: POST
Ay A7 ¥ e Bl & ARE-ste] URLS A4 gyt
URL: /api/fmc_config/vl/domain/{domain UUID}/object/urls

Ak A S =k

234 73 GET
A A E D AAE = url NAE AT UC A HH ID7F QLo 2E url 71 2

o .
A g

URL: /api/fmc_config/vl/domain/{domain UUID}/object/urls

u|
I
o

N

HD%%'A}%%é}%f(}Ejigl[HKLZ/api/fmc_config/vl/domain/{domain_UUID}/object/urls/{object_UUID}

Ak A 2

GET variablesets

2% F%:GET

A A4 F DSk Aol Y W A AAE AAFUh 449 D7} glow wE WS 4
A o) 552 A g T
[HKLZ/api/fmciconfig/vl/domain/{domainiUUID}/object/variablesets

IDE AH&-3F+= GET®] URL:

/api/fmc_config/vl/domain/{domain UUID}/object/variablesets/{object UUID}

Ask: A #2 =}

DELETE vlangrouptags

2% f+3%: DELETE
A 21 A ¥ vlangrouptag 7] A & 2} A g T}
URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}

H3k A FE A > A BEl A A
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PUT vlangrouptags

PUT vlangrouptags

234 79 PUT

A vlangrouptag 71 A & 4= 3H ).

URL: /api/fmc _config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}

Ask A DA > WA FE) A} 5

POST vlangrouptags
27 +39: POST
A A A E B Y E AFE-SEe] VLAN 15 H 15 A FH o
URL: /api/fmc config/vl/domain/{domain UUID}/object/vlangrouptags

A%k AA B A > RA DA A

GET vlangrouptags

24 F3: GET

A A A D9 AAE ] 9= vian L Bl L A E AU T A1 E ID7F §l W B vian

T E I A 9] Esa A A o
URL: /api/fmc config/vl/domain/{domain UUID}/object/vlangrouptags

IDE A3} GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/object/vlangrouptags/{object UUID}

A3k AA B A > A BE R A

DELETE vlantags

27 f+%: DELETE
A7 A A ¥ VLAN B 72 7] A & 2 o
URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

Ask A DA > N A FE) A} 5

PUT vlantags
84 F9: PUT
A7 VLAN B2 7] H & A g o},

URL: /api/fmc config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

Firepower Management Center REST APl -2 A] 2} 7}o] =, ¥ 4 6.2.3 [ |
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[ | POST vlantags

A3k A B A > A BH A A

POST vlantags

GET vlantags

2% #%: POST
Arg: AR getv B E ARE-ske] VLAN Bl 25 A4 Y o
URL: /api/fmc_config/vl/domain/{domain UUID}/object/vlantags

H3 AN A DR > A AR A

2% §%:GET
Arg: A4 D AZA 5] & viantag WA E A AFYTE A G H ID7F §1oW B vlantag 7 A
o] X

w =g 7 Ag T

URL: /api/fmc_config/vl/domain/{domain_ UUID}/object/vlantags

IDE AF-&-3F+= GET®| URL:

/api/fmc_config/vl/domain/{domain UUID}/object/vlantags/{object UUID}

Ak A #A2 A=}

2 2] 22

DELETE accesspolicies

274 53 DELETE

A A IDE ARESh A= Al A A& A Al o

LH{L:/api/fmciconfiq/vl/domain/{domainiUUID}/policy/accesspolicies/{objectiUUID}

Ak A > 4 Ao A A > x| Alo] HA 57

PUT accesspolicies

Arg: a2 Ao} A SR P

URL: /api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

A A > a2 Ao} A > A 2 Ao A 57

ll Firepower Management Center REST API w2 A 2} 7o)l =, ¥ A 6.2.3



|  RESTAPIS) 7117

POST accesspolicies ]

POST accesspolicies
d f+%: POST
A A E gebu| g S AFEEY] A A XA Aol A S A o)
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies

Ask G > A 2 Alo] A3 > a2 Ao] 42 54

GET accesspolicies
2% +%:GET

A1g: AR DSk DA o] QL= A2 Alo] A A A Th A H D7 GOT RE ol
S EEECEECE-RL At

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies

I

IDE A3l GETS] URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{object UUID}

Ak 4

DELETE accessrules

2% +%: DELETE
g A Qg oA 2 Alo] G| A oA A Ao] TS AbA| g ).
URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{object UUID}

>

A3 AR > A 2 A o] > WA Ao] AR > M2 o] FA 5=

PUT accessrules

L3 5. PUT
A AR E QA2 Ao} A A HA 2 Ao FH S A F T
URL:

/api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{cbject UUID}

Bk AW > WA 2= o] > o 2 Ao] A > WA 2 Ao] A A

POST accessrules

ol

& posT

A A E AL Ao A H o A A 2 Ao 3 H & A FH T

o]
i
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[ | GET accessrules

URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules

A3 A > WA 2 A o] > WA Ao] A > a2 Ao] FH A

GET accessrules

24 +3: GET
A A E A DL 2 DS AZAE ] = A Ao} 7S AAG YT XA E 2 D7}
oW AN AE A DS} AZAE o] Q= BE M| fF o] BE2S AT

URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules

= AFE3= GETS URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/accessrules/{object UUID}

Ak A3 > 42 A o] > o] 2 Alo] 42

PUT defaultactions
LA +3: PUT
A A E A2 Alo] A A DL ) E 2 DS} AR o] g 7B e A F T}

URL:
/api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions/{cbject UUID}

Agk: A A > A4 2 Ao] > A 2= Ao} B > A Ao] A A

GET defaultactions

eg: A g oAz Ao} FH D% ]2 2] DS A o] Q= 7|2 22 ATk AR H
718 249 D7} glo A H Al Alo] A3 sk AAF o] Q= RE F| B Ale] HEE A4
gy,

URL:

/api/fmc _config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions

IDE AH8-3F= GETS] URL:
/api/fmc config/vl/domain/{domain UUID}/policy/accesspolicies/{container UUID}/defaultactions/{cbject UUID}

A QA > A 2 o] > oA 2= A o] A2

GET filepolicies

4: GET

ll Firepower Management Center REST API w2 A 2} 7o)l =, ¥ A 6.2.3
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DELETE ftdnatpolicies ]

Avg: A4 ¥ DS} A2 = o e Tl A NAE ANFHTE A FE ID7F Lo BE 5 g
AA e B8 AAF .
[HKLZ/api/fmciconfig/vl/domain/{domainiUUID}/policy/filepolicies

£ AH8-3h= GET9] URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/filepolicies/{object UUID}

A A > A2 o] > opg e W 9 A2

DELETE ftdnatpolic'es

d +3: DELETE
ATy X] 4 ¥ IDE A}-8-3}+= Firepower Threat Defense NAT 7 2 & 2hA| g o}

}:o

O

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}
A g tubo] 2~ > NAT > NAT 55 > NAT A 9 4

PUT ftdnatpolicies
24 73 PUT
A7g: A1 ¥ IDE A3 Firepower Threat Defense NAT 74 S 474 3+ t}.
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

gk tufo] 2~ > NAT > NAT 55 > NAT A 3 +74

POST ftdnatpolicies
£ +%: POST
A A A H Febr)H & A3 Firepower Threat Defense NAT 73 2 S A§4d gt}
URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies

A HHpo] 2 > NAT > NAT -5 > NAT A 4 =74

GET ftdnatpolicies

83 :GET
a7 X] 49 D9} A2 = o 3] & Firepower Threat Defense NAT 7 S A A3y th X4 H ID7} §l
© ™ E & Firepower Threat Defense NAT 7 3 o] &5 & 7] A gt}

O

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies

IDE AF8-3F= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{object UUID}

A3l t]ufo] 2~ > NAT > NAT &=

Firepower Management Center REST APl -2 A] 2} 7}o] =, ¥ 4 6.2.3
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DELETE autonatrules

DELETE autonatrules

‘d +3: DELETE

g A A g gju) e S A}-E8e] NAT 7+2 S 2H4 g o),

URL:

/api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules/{object UUID}

A3l t]vlo] 2~ > NAT > NAT &5 > NAT A A =3

PUT autonatrules

234 73 PUT
A A Fer)H & AFS-ske] NAT 113 & A4 F ok

URL:
/api/fmc _config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules/autonatrule UUID)

A3k tlnko] 2~ > NAT > NAT 55 > NAT 4 &) 4

POST autonatrules

24 f3: POST
v X]Xé% tepu) B & AHE-5ko] NAT 74 2 A4 Fh o)
URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules

A8 T]1u}o] 2 > NAT > NAT 22 > NAT A 2] 54

GET autonatrules

274 9: GET
A7 54 ID9F A E o 9l= NAT 7= A A Y th A4 % ID7F §leW B= NAT 1F 3 ¢ 55
& AAEY .

URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/autonatrules

IDE AH8-3F+= GET®| URL:
/api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies{container UUID}/autonatrules/{cbject UUID}

A3l t]vlo] 2~ > NAT > NAT &=

DELETE manualnatrules

2% 4 POST

ll Firepower Management Center REST API w2 A 2} 7o)l =, ¥ A 6.2.3
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PUT manualnatrules B

A A4 H NAT 4

URL:
/api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{cbject UUID}

12

ol A =% NAT 7+ & 2HA1 g o},

gk tufo] 2 > NAT > NAT 55 > NAT A& +4

PUT manualnatrules

24 F3: PUT
A 2 A ¥ NAT A Aol A 5% NAT 7

URL:
/api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{object UUID}

N

2+

A3l t]vlo] 2~ > NAT > NAT 55 > NAT A A =4

POST manualnatrules

874 9 POST
A AR Y g E 2 AFE8e] %5 NAT 713S A4 g o),

URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules

Ak tHfo] 2~ > NAT > NAT 55 > NAT 4 2] 4

GET manualnatrules

GET natrules

A A4 DS A H o] = 5F NAT 113& A 49Ut A4 d D7} glow BE 555 NAT
=

URL:
/api/fmc _config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules

IDE A3} GETS] URL:
/api/fmc config/vl/domain/{domain UUID}/policy/ftdnatpolicies/{container UUID}/manualnatrules/{cbject UUID}

A3l t]ulo] 2~ > NAT > NAT &=

8% 19 GET
A 2] A E NAT A A3 A A5 o] 9l HE NAT 17F3(F% 2 AH5)9] B2 AAgyr,

Rlﬁ/api/fmciconfig/vl/domain/{domainﬁUUID}/policy/ftdnatpolicies/{containeriUUID}/natrules

@

A3l t]vlo] 2~ > NAT > NAT &=
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[ | GET intrusionpolicies

A AR E Do} AdF o] Q= A AW AAFTE A4 D7 Pow BE S g 2
=290 JJAH'qut}
T2 = 13 .

LHRL:/api/fmciconfig/vl/domain/{domainiUUID}/policy/intrusionpolicies

IDE AF8-3F= GETS] URL:

/api/fmc_config/vl/domain/{domain UUID}/policy/intrusionpolicies/{object UUID}

A A > A2 Ao > ) A

GET snmpalerts

4 +3: GET

A A A @ Do} AZAE o] 9li= SNMP &3 A E AU XA E ID7}F §low BE SNMP &
a 7HZﬂ-/] EEO 74/\}]61—1/]1;]_

URL: /api/fmc_config/vl/domain/{domain UUID}/policy/snmpalerts

}:o

IDE AH&3k= GETS] URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/snmpalerts/{object UUID}

A% 43 > 2 > 4Y > Y 1]

GET syslogalerts

A A A E DS AAH o] Q= syslog &9 /A E AMFUTH A FE ID7F gl oW BE syslog &
d A o] 25 A AT

URL: /api/fmc config/vl/domain/{domain UUID}/policy/syslogalerts

IDE AH8-3H= GET9 URL:
/api/fmc_config/vl/domain/{domain UUID}/policy/syslogalerts/{object UUID}

Ask B2 > 24 > oY

24 5% PUT
A A E A2 A sl Al Tute] <Al Hlvbel 2 1 F & F7H

ll Firepower Management Center REST API w2 A 2} 7o)l =, ¥ A 6.2.3
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POST policyassignments .

URL: /api/fmc _config/vl/domain/{domain UUID}/assignment/policyassignments/{object UUID}

Ak

POST policyassignments
9% +%: POST
dy: g ] ere A2 A A vlnpo] 2 iz tuho] 2 Tl segh .

R

>
")

c
IS

! /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments

(i
e

GET policyassignments

=44 e AT AGE D7 flew wE o ool 4
1

URL: /api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments

IDE AF&-3F+= GETS] URL:

/api/fmc_config/vl/domain/{domain UUID}/assignment/policyassignments/{object UUID}
Ak

A ol A8 = 913 #H2hvI B name
ALE] A H) 2~

GET taskstatuses

49 A IDE A e o] Aol ASF B ol Aol U@ RS Atk @A) ol
BB Y5 4 go Ad g,

URL: /api/fmc config/vl/domain/{domain UUID}/job/taskstatuses

fjot

IDE AH&-8F= GET2] URL:
/api/fmc_config/vl/domain/{domain UUID}/job/taskstatuses/{object UUID}

Ak ko] 2 /75

Firepower Management Center REST APl -2 A] 2} 7}o] =, ¥ 4 6.2.3
|



REST API2] 7| %]

A]ﬁ;gg;gli

GET serverversion

Firepower Threat Defenseol| 4] #| & %] = 4| H| X

GET physicalinterfaces

24 F3: GET
A A A ¥ NGFW t]ulo] 2~ 1D 2 g o] 2~ DS} A H o] Q)= a4 Qe Ho] 25 7 AE
ok A E g H o] A~ D7} §low X A ¥ NGFW t]Hko]| ~ DS} A E o] = RE &2 % 2 g1

o

|220] B28 A,
URL:

/api/fmc_config/vl/domain/{domain UUID}/devices/devicerecords/{container UUID}/physicalinterfaces
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