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[ ] /2 F Async0S API

HTTP (T APT 4510
ik TLS HEAT I 22 44
JavaScript Object Notation (JSON), API JTkHy &l % 5%k .
e R, HIKIERE HTTP 8 HTTPS (fil1 cURL) Alii sKAEZICK H AsyncOS API
PRI, o 1275 i i o2 2R 0 0 S R TSON A RERAERE K L APT IR
* i 1] AsyncOS API [P . WS FAL, 5 3 Ui,
* i Fi§ Web SLifiEl CLI J3 I AsyncOS API. 1525 3 1] AsyncOS API, %5 2 i,

J& F§ AsyncOS API
HEEIE
TR CARTFHZAL, mTLAYT ] Web St E %) “IP #2117 (IP Interfaces) U IfIEL# CLI (1)
interfaceconfig M1 &« A EEL A FERAE RERTFHIAL, A RE VS 1A b 0L T 5y 4

UK

T ok Web Sl
TIE2 PEMLE (Network) > IP 30 (IP Interfaces).
1B 3 Yw4E Management %11,
FR BT DUETE TP 20 LB H AsyncOS APL. Aid, EREMEBUEAE Management #2100 5 H

AsyncOS API.
HIEA  fF “AsyncOS API (i F%)” (AsyncOS API [Monitoring]) #73  HEHE #  BE5K 3% $% HTTP A1/, HTTPS
LA A FH )3 1
E8 AsyncOS API i/ HTTP/1.0 #4730
ﬁu%@iﬁ%? HTTPS, JfHAREAH A CMUE BT 24001, 1525 AsyncOS API 7 22 4% 1l
. 3.
AR BRMERUUBTEAE SRR HAAE A HTTPS. HTTP {3 T e HE 5 Rk
API.

TS SN E L

BT RERE
HeAh, WA BIE CLI A interfaceconfig iy 42 i ] AsyncOS API.
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5 Asyncos AP T2 iEE [l

5 Async0S API i#{T& £i&15
Tl LS A S AE i 224 HTTP 55 AsyncOS API HHT 2421815 .

A

AR WRECSEd HTTPS 1247 Web S B CAUEFBREAT 223005, 120 HAT IR .
AsyncOS API i ] 55 Web FHifiAH A ¥IE 5385 HTTPS BT

K

PR {E Web Jitifn A FH M 4% (Network) > iE$ (Certificates) U [fii2# 7 CLI 1§ H certcontig T2 &
E . AU, EZSEMH R EEILE .

HIE 2 {F Web JLi L A# 1 M 4& (Network) > IP 3£ [0 (IP Interfaces) U1 [k 7 CLI F1{# H] interfaceconfig
A TP B2 I FH 9 HTTPS AE P SO TS AU, &S5 FH P 45 1 ey L B .

FII  RATFHIAE L

Async0S APl 517 18 E FA$Z 4

21X

BALUT Mt m A2 4 % H 7 v LAY ) AsyncOS API:

8 5

PSR 1 5

B 1F 5
%

A

AR CRAET S MRIE RS (LDAP 8¢ RADIUS H3%) FIH 7 JEA Vs il i T BRI AR 22 415 4% 1)
AsyncOS APL. 412k LDAP 5, RADIUS HxH F 22U 0] APL, AP 23 &% —4% 401 iR B .

S0 5k

XA APL TG K, APL FH P L4248 base64 Fihdks X B L2 4V £ F P 4 Fvss b, i 5
W >K7E Authorization #53k AL S HRUTUE, W) AP &K% —4% 401 85 1R E .
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0] LUd AT 2 base64 JFEWG 1 I FEIE i3 4 base64 FifiBtg . R IE7R T base64 i fih L HI7~ 4] :

nH &

Fﬁfhéa administrator

%56% Password$123

EEﬁ% administrator:Password$123

Ju

Base64-§%ﬁ%ﬁ%ﬁ£ YWRtaWSpc3RyYXRvcjpQYXNzd29yZCQOxMjM=

)

AR b SEUEAERR Sk T AU T AT

AsyncO0S API i >k #00[ 1y

Async0S API 1§k
X APT BT ¥ sk B AT LR AFAE :
ifRp L HTTP B HTTPS A3%
o RFAMIIG SR B 20U 5 R FH LA A% XK 5 2L URI:

https://{appliance}:{port}/api/v1.0/{resource}?{resource attributes},
o,

{appliance}: {port}

B K] FQDN 5 IP ik LK e 4 IEAE T ) TCP i 5
{resource}

N AR TT I B BRI s e s .

{resource attributes}

NSRBI R L, BIUnRREE ) L s K A%

o FFAME SR L ZEL S K T base64 Zmfith#% 28 1475 %% Authorization F5 k.

* FEAME R AUK Accept BB N :
application/json

< I HTTPS KX MGk (A E CMIET) S & K CATET . #lin, wRAiH cURL,
TATLAE APLIE KR E CAETS, 41 R Fros:

curl --cacert <ca_cert.crt> -u"username:password"
https://<fgdn>:<port>/api/v1.0/{resource}?{resource attributes}
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A

Asyncos API R [

AR APLIEKRX P KNG, JFHNAZ AT IR BT .

BT

TEAH T AT AsyncOS API [R)i sk 12,

R

ikl

GET

WIS VR B

R R AR Sk -

Rk MEW iR
Host {appliance}: {port} WA Ik 5 1P Mk, AR A 7E L BT iy
ff) TCP 3fit 15,
Accept  application/3s0n LR 25 BRI SRR A TR,
. HEYEIR .
Authorization | Basic TR HEAE U1 K IR o
{baset4-encoded(userame:password)}

Async0S API N iz

M) R B4 5K S 4B B R 5

HRERSY

El

i::pu

AR AN i

S BHTTP 0 NACHS | HTTP 0 S A AS R0 5 K

56 L.
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M ERSY &

iR

ﬂ%%iﬁﬁ%k Content-Type application/json

IR IR SCHIRE 3.

Content-Length | n/a

Wi 2 1ESCHE O\BE T4

Connection close

R LI

n/a

HEARE

T IESC kS X Content-Type A1k o LA
ORI RSO LR S

1 URI. #&LEiERH A APT $852 1) URL,

5
"uri":"/api/vl.0/health/"

2 BRSO
cHEE. RGN RTINS

i

"links":

{"percentage ram utilization":
"Percentage...}

o $qdE . APIFET-F8 € 1 URT $E AL )4 25
B o
451

"data": 10}

{"percentage diskio":
3 AUEPAESR S R, R4S
ARG RS AR

1l

"error":
attribute
- starts with.","code":
"explanation":

"404 = Nothing matches the given URI."}

AR BRSSO S (), W
API H A B VTR AW R AT i %

{"message": "Unexpected

"404",

HTTP i 5z (K55

TS H T AsyncOS API & [FIff) HTTP i b ACHY -
<200
« 400
<401
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. 404
« 406
413
.414
« 500
. 501
« 505

A7 RIX L HTTP W NACRS B3], 52 B LT RFC:
«RFC1945
«RFC7231

Async0S API Ifj g&

] AsyncOS AP ] 14T LA R4 -

BRI ELREEITRRSE
RSP BLR B A T TS (IR, 1 RAMEFLTI . BASURLTI . T (BS99 55

LA T a5 s A TR DL
157 AR R M 22 4B 4% 1) £ B TR S 4L
i) GET /api/v1.0/health
ﬁﬁz{ GET /api/v1.0/health/{parameter}
ER % Host. Accept. Authorization
i )5 Sk Content-Type. Content-Length. Connection
et
BN

GET /api/v1.0/health HTTP/1.0

User-Agent: curl/7.30.0

Host: mail.example.com:8080

Authorization: Basic dXNlcm5ShbWU6cGEFzc3dvemQ=
Accept: application/json

Async0S 11.0 API - BB =2 2% & NI 115
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ERMERLERERITRE

e 7 7 451

HTTP/1.0 200 OK

Server: EmailAPI/1.0

Date: Wed, 02 Jul 2014 05:07:50 GMT
Content-type: application/json
Content-Length: 246

Connection: close

{

"data": {

"percentage ram utilization":10,
"percentage diskio":20,
"resource conservation":3,
"messages_in workqueue":189,
"messages_ in pvo quarantines":12,
"percentage swap utilization":2.0,
"percentage queue utilization":5.0,
"percentage cpu load":12

}l

"uri":"/api/v1l.0/health/"

)

AR GXRRSIEPRSEI T B, EMH LU URL Uil APT RSB
https://{appliance}:{port}/api/vl.0/health/help.
TEZ V7 )& T R AE 22 4 B 4% 1) AsyncOS APT WICHER) , 25 12 L.

SERMEREEIRFERITRE

T LA A PR R A GE TR, B NS EE . R AAR . vkl il 2 o =R AN R 2R
7,
s EEREIRE . SRS R AR N BB S A o N B, B 3 Bk i R
L d N EES UR/ S G AN U DS
mail authentication summary and mail dlp outgoing traffic summary.
CHINMRE . MR EION TSR E N BRI A Sk (AP HLhE, A4 5E) K& A Ffhrh Ak
oo JFPIHHT N AR, b N2 RE . <614
mail content filter incoming and mail dmarc incoming traffic summary.
T EIRE . JCHE R EI I B R PE ORES0E (P, B %)
s LR NG P
mail authentication incoming domain and mail content filter outgoing.

HRBATON T A VL, ES0] AsyncOS APL %, i 14 1L,

15 FA MR 22 4 e A A R A FH G TR T
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wzmueeresnitns I

GET /api/v1.0/stats/report?resource attribute
GET /api/v1.0/stats/report/counter?resource attribute

mE
SCFFRYBRIR
B

ﬁﬁEﬁHQ?E . Cime range.
Gl {FFH T TR R R e I B I RS o bR P mT LS R DL
1h -
I 2o — /NI R B
1d -
Uy N M=
duration=YYYY-MM-DDThh:mmT%D/YYYY-MM-DDThh:mmTZD -
FEE N BN ISR . SCRFIY TZD {E28 Z+ +hhemm 2§,
-hh:mm.
ﬁﬁ N /l\?& . Lime range.
& {FFH R T nT R R R B B I RS o bR P nT LB sk DU
1h -
I 2o — /NI R
1d -
Uy N M IS s
duration=YYYY-MM-DDThh:mmT%D/YYYY-MM-DDThh:mmTZD -
fRER B SRS . SCFEY TZD fE28 Z+ +hh:mm &4,
-hh:mm.
.ﬁ%ﬁﬁﬁﬂﬁﬁﬁ%ﬁmm%%ﬁonﬁ%%ﬁ%ﬁm%%%
£, HAETLARE A 1 #1000,
g:]:ﬁlﬂ o Cime range.
HOR & 0 FE Bk PR R s I B PO 75 o M T LA 0 DA 4

1h -
/NI R AR

1d -

LR AR
duration=YYYY-MM-DDThh:mmTZD/YYYY-MM-DDThh:mmTZD -
FRE N BLN IR . SZRFIN TZD {520 Z +hh:mm 5%

-hh:mm.
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. entity=value.

A SRR PE RS THRE S fR (BIiR bk 1P HhhkaE) KR i

o R AP 58 VLIS 45 SO, IR AR DIRE ATk

MIH (i, B “ex” JFRIGULAC “example.com” ) o

ER O RN e UNRE RIS AR SE M R VFINAE, 3
%[ AsyncOS API % , % 14 Ui,

LR LU € AT LRI , iR I e P starts. with JEiE—

EAEHL, i,

entity=usé&starts with=true

o Starts with=value.

A b Ak AT A 3R LU 2 SEARETT Sk (0 T H o MR TEL Y entity

JEYE—RAEH], A SBCEA true, 1401,

entity=us&starts_with=true.

A5 FH o o P T PR AR 75 R BT 45 R % n DAy AR IR [B] 45 2R

o HAEWTRABEE Y 1 21 1000,

AR AREER SR P FIEHEH] entity A1 max=n &
Mo

iR sk

Host. Accept. Authorization

M iz Sk

Content-Type. Content-Length. Connection

AR i AND (&) IBHEATAEHIZ AN ENE, fl:
https://{appliance}:{port}/api/vl.0/stats/report/counter?attributel&attribute2.
HRG VRS FVHEEs e 8, 5V APT WIBEHE B TBZ08 Us in)3d H T BRI AF 2 4 15
%1 AsyncOS API WIBEHE I , 25 12 T

et

8] B Y 4R KR

PAR 7 9 B U e K6 2R 2 iy R ARV s AT N IS4 i 7t o

BRI

GET /api/v1.0/stats/mail incoming traffic summary?ld HTTP/1.0

User-Agent:

curl/7.30.0

Host: mail.example.com:8080

Authorization:
Accept: application/json

[l AsyncOS 11.0 APl - Ei R &g & NITTIER
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HTTP/1.0 200 OK

Server: EmailAPI/1.0

Date: Tue, 15 Jul 2014 08:26:46 GMT

Content-type: application/json

Content-Length: 461

Connection: close

{

"verif decrypt success": 0,

"detected virus": 99,
"total threat recipients": 102,
"threat content filter": O,
"total recipients": 102,
"blocked invalid recipient": O,
"blocked dmarc": O,
"marketing mail": O,
"ims_spam_increment over case": 0,
"detected amp": 0,
"total graymail recipients": O,
"social mail": O,
"detected spam": O,

"total clean recipients": 0,
"verif decrypt fail": 0,
"malicious url": O,

"bulk mail": O,
"blocked reputation": 3
}l

"uri":"/api/vl.0/stats/mail_incoming traffic_ summary?1d"

BT N MR &EEE

DA 7391 S 2 B e G 2R i G I IBE A R S R ) R S

KRR

GET

/api/v1.0/stats/mail subject stats?duration=2014-04-23T00:00-00:00/2014-10-21T00:00-00:00&max=5
HTTP/1.0

User-Agent: curl/7.30.0

Host: mail.example.com:8080

Authorization: Basic dXNlcm5ShbWU6cGEFzc3dvemQ=

Accept: application/json

i [z 73~ 451

HTTP/1.0 200 OK

Server: EmailAPI/1.0

Date: Tue, 15 Jul 2014 08:26:46 GMT

Content-type: application/json

Content-Length: 182

Connection: close

{

"data": {
"num msgs": {

"Buying judgments":44584,
"Additional Income":39691,
"Why pay more?":46044,
"Message contains":50460,
"Off shore":56954

Async0S 11.0 API - BB =2 2% & NI 115
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"uri":"/api/vl.0/stats/mail subject stats?duration=2014-04-23T00:00-00:00/2014-10-21T00:00-00:00&max=5"
}

ETEARRELE
LA 78] S AT iy A s I BN LA “2001::67 1Sk (¥ TP ki) “ A% R N7 I sk

THK R

GET

/api/vl.0/stats/mail sender ip hostnare detail?duratiors=2014-04-23T00:00-00:00/2014-10-21T00:00-00: 00sentity=2001 : : 63sstarts withetrue
HTTP/1.0

User-Agent: curl/7.30.0

Host: mail.example.com:8080

Authorization: Basic dXNlcm5hbWU6cGFzc3dvemQ=

Accept: application/json

e [z 7 451

HTTP/1.0 200 OK
Server: EmailAPI/1.0
Date: Thu, 04 Sep 2014 09:27:58 GMT
Content-type: application/json
Content-Length: 633
Connection: close
{
"data":{
"2001::63":{
"detected virus":2,
"threat content filter":0,
"total dlp incidents":0,
"total clean recipients":4372,
"total recipients processed":4374,
"detected spam":0,
"total threat recipients":2
}
"2001::6":{
"detected virus":2,
"threat content filter":0,
"total dlp incidents":0,
"total clean recipients":1232,
"total recipients processed":1234,
"detected spam":0,
"total threat recipients":2
}
}I
"uri":"/api/vl.0/stats/mail sender ip hostname detail?duration=2014-04-23T00:00-00:00/2014-10-21T00:00-00:00sentity=
2001::6&starts with=true"
}

wiaE AT BRI Z 2155 HY Async0S APl A EXES Bf
AsyncOS API i 1S K5I A 4R 25 A B B o T PR 46T BT o 449528 S M58 0 URL
U1 20545 3 s L P B -

/help

N IR
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Async0S API ¥ HEf&

«GET /api/vl1.0/stats/help

VBRI R GRS SR S EA TR BE R

o« GET /api/v1.0/ health /help

SRR R B I T Z RS B IR R e AT B -

o« GET /api/v1.0/stats/mail incoming traffic summary /help

FOVF IR ZR AR NS 2L S U] s AR oh SRR R v s S G ) DA 5 20
e GET /api/v1.0/stats/mail incoming traffic summary/detected virus/ help

FEVF IR R AR NHEPE Z4R s T T EES “detected virus” AW,

AsyncOS API & fEHERS

APl B X

K

H RZFEETE (System Administration) > H 1T % (Log Subscriptions) 1] [ API H&. A KU,
W2 (Cisco AsyncOS for Email H 7 ¥5wd ) slIBeHLH B .

LUR & API H & tid s L8 30
* API UV halifs ik
* 3 APT RSB RIER I ] LW Y J5 )
* SHO B BT B
KRB AR

* 55 AsyncOS API HEAT I 2% e e 5 SO £ 1) HH IR 2

PRSI E N M8 R 1E S AsyncOS APT AR . M ILLL FIEDURT, BRI 2 e .

4RI AR Type FEE
API i T B R T Hr 38 | System Warning
1] Web FLifisl CLI #4777 | System Critical
26T B T R AR IR B

APL 152 W 25 T 1 B uF ) B
M ARAEL 2 AsyncOS API [f)%
i, 514 5L,
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B &5 cURLET ISR

W 4% L & SCIE P B e R fF1E = Async0S APl B9E3R
ie]
TSR AR, 45 T Web FUITER CLI EAT () 00 2% i 5 88 0 15 5 R 1515 % APL
fRRA R
SARPAT L R HRAE
TR A B .
o W R A RAF AR, IR TAC,

{£ A cURL B tH EUIE B $81R
o) R

I GLARAERE e E R 45 (01 Unix. Ubantu. Mac OS X 28) 4§ ] HTTPS F14 A QL HE 55 API
HEAT 245045, WHME] cURL i3k AP USRI Al Re W BRE 2. N 7 LA R

e curl: (60) SSL certificate problem: Invalid certificate chain
e curl: (77) error setting certificate verify locations
RRAR

W2 cURL CHY: https://curl.haxx.se/.

Async0S APl &%

[SL YA
SCHF IR fa] AR P
email authentication summary
email dlp outgoing traffic summary
email incoming malware threat file detail summary
email incoming traffic summary
email mailbox auto remediation
email outgoing traffic summary
email security summary
email sender group_ summary

email system capacity

Async0S 11.0 API - BB R &g & ANI'1I5FE
4| [
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Async0S APl &% .

Al N RS 3RE

SCREIYHT N AR R
email authentication_incoming domain_ip
email content filter incoming
email dmarc incoming traffic summary
email env_ sender rate limit
email env_sender stats
email fed content filter incoming
email hvm msg filter stats
email incoming hat connections
email incoming malware threat file detail
email incoming web interaction track malicious_users
email incoming web interaction track urls
email md attachment incoming file type
email md attachment outgoing file type
email outgoing web interaction track malicious_users
email outgoing web interaction track urls
email msg filter stats
email sender group_ detail
email subject stats
email url category summary
email url domain summary
email url reputation summary
email vof threat summary
email vof threats by level
email vof threats by threat type
email vof threats by time threshold
email vof threats by type

email vof threats rewritten url

FETEBRIRELE
SCRFIRRRE T AW IR R
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email authentication_ incoming domain
SEME: 4, Bl abe.com.

email content filter outgoing
SR A A L IEAR I K

email destination domain detail
SEAE: 84, Bl abe.com.

email dlp outgoing policy detail
RME: DLP WA R,

email incoming domain detail
SEAE: 4, Bl abe.com.

email incoming ip hostname detail
SMME: Ipv4 BY Ipve Hidik.

email incoming network detail
SEARME: ST E SRR, il Xyz Corporation.

email sender domain detail
SEAE: 4, Bl abe.com.

email sender ip hostname detail
YMAE: Ipv4 B Ipve Hidik.

email users detail
SEARE: SR P MR T, Bl user@example. com.

email virus type detail

SR FREATR.
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