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HERRALN

FHEFS aX w5l
ﬁﬁ%}‘ jzﬁ#*uE}ﬁ%é%%k; 5?%;5% Please choose an IP interface for this Listener.
AT
AaBbCcl123 sethostname ﬁé)ﬂ?l&ﬁl&%ﬂ@%*ﬁ\'o
%ﬁﬁi)\ﬁ@?ﬂ?§, jgﬁ?%?ﬁ%iﬁﬁ@if mail3.example.com> commit
A 2 1 Ak BE Please enter some comments describing your changes:
AaBbCcl23 g%ﬁl%uﬂjﬂ;ﬁi,$,HXTtto [1]> Changed the system hostname
AaBbCcl23 B BrEEEORE, iR B (EFEATTIERD -
W, A TR A AL
HE .

B R ME— ke B4 11, DURGE —ME B .

Before you begin, please reset your password to a new
value.

0l1ld password: ironport

New password: your new password

Retype new password: your_new_password

H g3
SOt

AT INBATIS DR 31k A5 S 122 4 1 4% F i B SCAS -
http://www.cisco.com/en/US/products/ps10154/tsd_products_support_series_home.html

BARAFRER
iR HRZEDL T RE BRI N BT e MrME R, E VI

http://www.cisco.com/web/ironport/knowledgebase.html

~

p &L Cisco.com H ' ID A Revs ] k. an A& EH Cisco.com P ID, W[ M B EK -,
3T,
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BB X AN Cisco 27 SFIKHERT B TIRIFEL R IR, ERft 7 — i, #HER
N DI H A R 2 4 i R DL KA R BAR R S R B o T DR R IR PR AT B, DL
e FUF 5 HAl P AR R

I DA T bk 7 il 22 A v vk ) BB SRR AL IX

https://supportforums.cisco.com/community/netpro/security/email

AL DL 72 3R A S
FEE: FH 1 (408) 526-7209 3L A AT B HLIE 1 (800) 553-2447

4 FK: http://www.cisco.com/en/US/support/tsd_cisco_worldwide_contacts.html

SCFEMGG: http://www.cisco.com/en/US/products/ps11169/serv_group_home.html
Up SRS A 2R A T By — MR W S T SCHE T BRI AR A% AN R A A AR i SCHR R

JEM R A
Cisco.com _ [}V 2 % Y5 75 B RMK S A vl U5 1]

WEREHA Cisco.com /' ID, AL LLUF M EEEM —A>:
https://tools.cisco.com/RPF/register/register.do

BRI EREER

TR R BTN 52 7™ i SCRE R B e FRATTIN ZIRCGH 48 (0 8 A o JmT DR i W ks
F LU AL HE k.

contentsecuritydocs@cisco.com

AR M ) AT Th I NS A5 6 5 44 A0 45 44 0o B HE R H 30
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#1115 CLUBRESERE |

B cuss (FEERR)

CLl < (FEERERK)

CLI &% L Farm%E
antispamstatus BT R TR AR 2 C RHIF X &5
antispamupdate 2 T 4 R Ak C R X &5
antivirusstatus SRR R A C RIF X #4
antivirusupdate FH PR E X C RHIF X R
archivemessage AR BAZ r B TH C RIM X R
bouncerecipients NUNZI L s ERET: RS C ®%). X RIIFM #751
clearchanges B clear |}E[RHH f C &%, X RFIF M #7%
commit i C &%, X RHIMM #5
commitdetail BN R BRI A B C RIF X &5
contentscannerstatus | GRoRNAFH T HRA(SE C R¥IF X 75
contentscannerudpate | %3k T zh H 7 P A4 I 5] C RIIF X Z7

L 57 24 A A ] C &4, X RIIFM R51
deleterecipients A e i 64 A2 C ®%. X RFIF M #7%
delivernow 2 HE ST R AL R R C &%, X RIIFIM #751
B K5 RAID A W4 A7 R SMTP 4% . I8 B W 25 2247 C ®4. X RIIF M R4
dig £ DNS Jli 554 F & ko 5% C RIIH X R
displayalerts SRR R RIE n s C &%, X RHIFM R
dlprollback [17% RSA DLP 5| % C R X &1
dlpstatus RSA DLP 5| % [\ A {7 2 C RIIH X #5
dlpupdate F 7 RSA DLP 2| & C RHH X &5

dnsflush % DNS 247 H BT % H C #%. X RFF M #7%
dnslisttest W6 T DNS 111513 i 45 [t DNS 7548 C ZFIF X #%]
dnsstatus 7% DNS 4tz B C #%l. X RFFIM R
ecstatus 8 A5 T SR BGIE 5 A3 At 25 7 3 A i A C R4

ecupdate 5T TSR BGIE 5 B3 A 5 0 o C #741

emdiagnostic ESA |/ RSA EM £l T A C &%, X RFIF M #7%
encryptionstatus 7R PXE 5| SRS SO R A C RIIF X 27
encryptionupdate %5k ¥ ¥ PXE 5| % C R5IF X 5
featurekey B R G YR C &%, X RIIFIM #751
findevent FEMI A H &S A 4R 3 C &4, X RFIF M #7%
graymailstatus SN I AR CE IS A R 0 ) T A C RHH X #751
graymailupdate T3 5B K S AR C RIIH X 7RI

grep FEHE R A C ®4. X RIF M #7%
healthcheck R 25 185 AT IS A 22 4 4 [ IB AT R I C RS X R%)

help X h ® 2 ) C &%), X RF|F M R4
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| #15F CURESEIEE

cussd (FEEgRx) i

hostrate WA P 52 ML 3h C ®%). X RIIFM #75
hoststatus SR € EHLA HPIRES C ®%). X RIIFIM 75
last BRI ERB RGN TR C R4, X RIFIM #75
ldapflush Ji AT AT 2247 1) LDAP 45 %1 C RIIH X 7RI
ldaptest PAT H LDAP 2 i) IiR C RFH X Z71
loadlicense TN A8 R AL 2 VF T HIE P REA B %
mailconfig OIS S A2 224 i T A 3 ) B A b - C R4, X RIIFM #51
nslookup ) 4 R R 55 A C ®%). X RIIFM #75
netstat RN, B R RAMN L O GiHE B C &%, X RIIMM Z51
outbreakflush T oAk 92 A7 (005 2 1 A FL M) C RHIF X &5
outbreakstatus ST A IR R R C RFIF1 X &5
outbreakupdate B 1 o i A KU C RIH X #4
oldmessage FE BB v 73S TH R A 51) 3% C RIIF X R4
packetcapture FEARR I S 7 T i o 8% A A A AR C &%, X RIIFM #751
password or passwd T O f D C &%, X R M %75
ping XA 2% FHLAT ping #:AF C #J1. X RIIFM R5I
ping6 xR TPV F 2% EHLHHAT ping #EAF C R4, X RIIFM R7
quit B g B exit B C &%), X RF|F M R4
rate s 2 O e 5 - C &%, X RIIFIM #7%1
reboot FEH RN RS C &%, X RFFM &%
redirectrecipients Ha P WA 252 ) B 53— DR AL C RIIRI X R
removemessage BN F) e 00 I3 TR oA A i 14 B A C RIIFI X R
repengstatus T RAE S 51 BB RAAE B C &%, X RI|IMM R7
resetconfig AL BRI AC B C &4, X RIIFIM #4
resetcounters HE RGP A 8 C R4, X RIIFIM #75
e P 5 FE YRR A% 3% C #%. X I M #75
resumedel WA A i C &%, X RIIFMM #751
resumelistener VRS C &%, X RIFIM R
revert UEEDSITEN C R4, X RFIFMM #5
rollovernow )R H B0 C ®%]. X RIIFM #75
saveconfig e e B ORAF B WA C 4. X BRI M R751
sbstatus i 7% SenderBase T if] IIRFS C A X Z51

settime Foh % E ARG Bl C R4, X RIFIM #2751
showmessage S 7 BAF r T R A A £ I 2 C RIIH X R
showconfig SR E B C &%, X RFIF M R
showlicense R BB VFATUE(E B P REA B %
showrecipients W NN R R A AR R BB AR, B R | C RAUFT X R A

B s A
shutdown R ALK A LR ) R 4 C ®%). X RIIFM #75
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#1115 CLUBRESERE |

B cuss (FEERR)

slblconfig P B 22 A5 R /MRS R B E C A5 X #4

W RYORDE C 4. X BRI M R751
supportrequest Fa I £ % 316 3 R TAC C &4, X RIFM R751
supportrequeststatus | oK REE R KRB IRAGE R C &%, X RINH M #7%
supportrequestupdate | {E3Rk F&h B 7 R iE Rk ek C &%, X RIFIM R
suspend (2 1 R R A C &4, X RIFM R751
suspenddel B4 C &7, X BRI M #751
suspendlistener Rl C &%, X RI|IMM #7
systemsetup BIRAGHE C RHIF1 X &5

tail B BN HES S R C &%, X RIIFMM #51
techsupport VR TAC Ui & R % C &4, X RIIFIM #4
telnet HEE TR ML C &4, X RIIFIM #7%
tlsverify AL BN AR EHL Huh TLS SEEIF LM TLS B HE  |C RIIM X K5

tophosts F2 B RN s HE 44 1811 L C &%, X RIIFMM #51
topin A NIE AR R HEA T4 1 AL C R, X RIIFM RS
B T3 7R G R A A C &4, X RIIFM #4
traceroute SN B AL 2% % ER C &%, X RIIFMM #51
traceroute6 EREIRH IPV6 (R 2 E ALK 2% % el C &%, X RIIMM #51
tzupdate BT IR X R 0 C &%, X RFIFM #7
updatenow BT 4L C &%, X RIIFMM #751
upgrade BRETH R C &%, X RIIFMM #751
version TR RGIRAER C &%, X BRI M #751
wipedata PEERTL AL AR O U IR B L — D ERAE RS |C BRI X BRI M #R71
webcacheflush it URL iy oy B il 37 C FH i 2247 C &%, X RIIF M £
websecuritydiagnostics | #7& URL MJEHIIZWI 45 B C R4, X RIIFM R7
who F BB T AR C #%1. X I M #7
whoami B UET & ID C &4, X RIIFIM #75
workqueue R A/ BUE ST AR BB IR ES C RIIR X R
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| 1% cUbuESEHE

cu&d (FEER 0
CLI /% (FERI)
CLl # 4 L FATmE
addressconfig Fic B3R G0 A F 0 WS A £ R AR N\ b C R4, X RIIFM &5
addresslistconfig T bk 5 2 C RFA X &7
adminaccessconfig ic 75 1) 28 V75 1) 31) 3 RO e 6 7% C RIIF X R7
aggregatorcontig L R 5 58 A 45 8 C RFIF X R4
alertconfig e 2 e 2 4 C &4, X RIIF M #75
aliasconfig T B s 5] 4 C R5IF1 X R4
altsrchost TC B R DA D S g S C RIF X R4
ampconfig Mo B S PO R AR Y BRI H) C R4, X RIIFM &5
antispamconfig e B S 7 33 IS 4 55 s C RIF X RF
antivirusconfig T B [ s 25 S s C A7 X R71
bounceconfig Fic &R [[4T A C &4, X RIFI M #75
bvconfig e B AN R R A (1 £ EE, JFIC T A TG RGR [ C RIF X 5
callaheadconfig AN, YmEE AR SMTP Call-Ahead It 8 S04 C &%, X RFIA M R
certconfig Jic B 22 4=k 15 A0 25 C R¥l. X RIFM R5I
clusterconfig it B 58 B S C RHIF X &5
deliveryconfig TE 5 Ak A 1 C RHIF X &5
destconfig Hic B A4 ] 25 110 3% 15 C R X &5
dictionaryconfig T B Py 75 1] C &%, X RFIA M R4
diskquotaconfig il 2 i 4 2 ) C &%), X RI|MM #7%
dmarcconfig fii & DMARC & & C RHM X #751
dnsconfig i & DNS W& C A7 X R71
dnshostprefs fic B TPv4/IPv6 DNS # % 17 C &4, X RIFI M #75
dnslistconfig Fid B DNS %13 JIf %% 57 5 C RFA X &7
domainkeysconfig il & DomainKeys 37 ¥f C RHH X &)
ecconfig Fict & T SR EGIE 15 1R 0 55 7 St C R, X RIIFM #75I
emconfig fic & RSA Enterprise Manager H #/EVE# & C RHM X #51
encryptionconfig TE S S i 25 C &I X #751
stherconfig il LK 5 C Z5l. X RHIF M R4
exceptionconfig i 5 3 i 2 C R X £
featurekeyconfig 9 24 2 0 T 7 1 B 25 4H C R%1. X RFIA M R4
filters it 5 IS 2 A 3 T C R X &7
generalconfig Fic ) A 1A R A R 8 C ®%]. X RIIFM #75I
graymailconfig TiC L A S AL AU 22 A BV 1T D) 4 S 1 L C R X 25
healthconfig e B W& 1 & AN AT IR 2 2 B 1E C R4, X RIIFIM #75

imageanalysisconfig

Bt & IronPort BE ik B

C R4, X RIF M RF
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15 CLUBRESEHRE |

B cuss (BEED

incomingrelayconfig LN C RHH X #51
interfaceconfig Tt 2 DA ) TP Hbhik C &4, X RIFI M #75
ldapconfig it & LDAP IR %5 %% C RFIA X &5
listenerconfig TC 8 S A O 5 C RFIF X 571
loadconfig e R C R4, X RIFI M #751
localeconfig WELiES NS C R X R%
logconfig Hic B H 38 ST 1 1) C &%, X RIH M &7
ntpconfig fic B NTP I 8] g 45 2% C &%), X RIIMM #7
outbreakconfig e BB 7 MR A L DB A% C RIFI X R4
policyconfig e B T WA N B AR N D S C KA X R
quarantineconfig it B 2405 5 X C R X &7
reportingconfig P B R C ®%l. X RIIFM #75I
rollbackconfig A1 B LRI AL B 2 — C R4, X RIFI M #751
routeconfig FCE 1P M & C &%), X RF|MM £7%
scanconfig it B P 3 s s C RFA X &7
senderbaseconfig il B SenderBase 1y B C RFF X R
setgateway WEBINMR (HH) C &4, X RIIM M #75
sethostname eI E A C &%), X RI|MM R7%
settz P B A H N X C R, X RIIFM #75I
sievechar 1% RFC 3598 K WITC & Sieve MBI € FIHFE C RFIH X Z71
smimeconfig it & S/MIME Ihfig C &%), X RI|MM #7%
smtpauthconfig fic & SMTP H hfic & SC C ¥ X R
smtproutes B K A E S A C &%), X RF|FM #7%
snmpconfig fid & SNMP C &4, X RIFI M #7
sshconfig i & SSH % % C &%), X RI|MM R7%
sslconfig fid B SSL ¥ & C R4, X RIIFIM R75
sslv3config 2 /2% SSLv3 C R¥l. X RIFIM R
stripheaders T S I 1 B A K C RIH X R4
tcpservices BRA RFART ISR R C R4, X RIIFM R5I
textconfig i B S A R C R X #751
trackingconfig i = R A C R4, X RIFI M #75
unsubscribe BT A RO AT A% C &, X RIFM R5
updateconfig B AT SH C RFIF X &7

LDAP MERGENESH (FHHS)

urllistconfig fic & %2 4= URL 4 C R4, X RIFI M #51
userconfig R PR P DL A 22 A0S By 96 IV ) C R4, X RIF M R75

websecurityadvancedconfig

At E URL TR AR KE

C R4, X RHFM RF

websecurityconfig

Fi® URL ¥R E

C &%, X RIF M &5
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ST AR: EMER

PN Rl G N S
o Uiy A4T FE (CLD, (56 2-1 7))
o fibAbHEMT 4, (F2-6 T1)

e P
i7ielep 1T & (CLI)
AT 24T S AT @R 1P 42 1 %) SSH R Telnet V5[], 3X PPN CA7E JT X L8 IR 55 H 1 0 T #EAT
THECE, sFE @A AT H & 07 AT TRCE . ) BN E, SSH M Telnet ¥J7E
E 3 (Management) ¥ [T F3EATHCE . {1 interfacecontig Ay 4 1 LAZEHIX 2Lz 55 .
Yy ia) CLI )77 2R e B A I e e i) 8 BOE R 7 A 5 POl 7l BV P 2D . &
¥, REEHIHPIKRPBAViR CLI RR . 788 B 2 Gk - 28—k i al ap 247 A s
AT LA At B A R A BIR I 7 o REUBEE H) 52 BRI T U8 2 K P RS . k]
PLBER 1 H passwora fir& E i H BE B RIK 7 21D

BT LR B fF A H )T BRI TP Mk 192.168.42.42 55 SSH & Telnet 21 . SSH AC & J/# A
Ui 1 22, Telnet it & Jyfd 5 1 230 &\ T H 44 FT 6,

A AT AT IE AP R AR AT G PTERR A  A TSR LR 3 5 00 A i A A 2
HEH CWEMER” 5 CREAEE . BN T A4 A .

o A N TP P A4 AT SR B

RN PR FNERD
o M/ '4: aamin
L4 %5&%: ironport
#lhn:

login: admin

password: ironport
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BLITAEAE

AHB 48 AsyncOS CLI IR AIZ) & o

BORTH
Tz iy 2 PR FF A e 2 UE M EHLA . Ja IKIREE KT5 ) Matg. filan:

mail3.example.com>

UIR S E N B EPE IR LR R R, W CLI FAIRRFF SN, PR Lanik .
1 -

(Cluster Americas) >

o

(Machine los_angeles.example.com) >

ARVEMEL, WZH (HPHER) P “RhEE”.

BATa AN, CLI ZEREMAMGE . 24 CLI ZXREMAGEEN, a2 inrilgEnBilimA, H
Jifhs (1) R, JEIRRAT S (). HBARMNMAR, & Rairis s N

a0

Please create a fully-qualified hostname for this Gateway
(Ex: "mail3.example.com") :
[]> mail3.example.com

HABNBERN, ZREXEREGSIRRTNTRE SN, fli.

Ethernet interface:
1.Data 1

2.Data 2

3 .Management

[1]> 1

BRBINKER, A “Return” Z5[F TN E:

Ethernet interface:
1.Data 1

2.Data 2

3 .Management

[11> (type Return)
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mail3.example.com> systemsetup

HAGE R LM NEFEN, A7 g S 518 IR P RN IE B S .
(VIR

Log level:
1.Error

2 .Warning
3.Information
4 .Debug
5.Trace

[3]1> 3

ARG yes Bl no LT, AR —ANE, BOAREMETIEER. EALEZ v. n. ves
B Noo K/NEHAHI,

Bl

Do you want to enable FTP on this interface?[Y]> n

HEmASSAERMMEAFH LS. T84S, H/U0 vew. &bt A pELETE. X T EDIT
1 pELETE BREL, XMy 4IR #5‘6 Uf% 45 Hh B D R B3

%40

mail3.example.com> interfaceconfig

Currently configured interfaces:
1.Management (192.168.42.42/24: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1>

ETFadT, EFARSFH#N Enter B¢ Return, <ibfIR AT 44

FEFr 4, BEBEI A LUE A Control-C 8 A RFESE L RIIRHY, 3R H ] CLI T .
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[AsEiER

BCEE L

TE1
T 2
% 3

4

CLI fREE B IEIEB AR A ar 2 P id . S FR Up A1 Down #7388, o
Control-P 1 Control-N 21 &8, &Rsh Wiz 814 FH ey & 51 .

mail3.example.com> [(fype the Tp arrow key)
mail3.example.com> interfaceconfig (type the Up arrow key)

maill.example.com> topin (¢ype the Down arrow key)

A AT T SCFF 2 b4 S AT AR ASE L ay & 10k J LA 78, SRJ5 4% Tab i,  CLIK; b AxifE—
T RGN T RHE T ARME ), CLUK “4i/h” shyBEEE. .

> >

mail3.example.com> set [(fype the Tab key)

setgateway, sethostname, settime, settz

mail3.example.com> seth (¢yping the Tab again completes the entry with
sethostname /

FF CLI i 7 il s A AR AN Th e, 1R 05 20188 N\ Enter B¢ Return LA H A5 2.

Rn] DALE MR #5AF IE % REAT f R, o S B3R 4T B 2
FERSE R LA D IR, Fo B A SRR

Eﬁé*&ﬂ?ﬁx‘?i{tﬂ commit ﬁj‘é‘/\o

N commit A 2T T FIHIN o

1E CLI Y& 3 commit F2 78N .

RGRL R AR IR I B o, (HIX KR IBAT commit #74 Ja A4 ERL.

FAEPTA K 238 7 ZIEAT commic A7d. WSS 1 & “CLIRESHIEH ", | HLIEIT
commit fifr A" HE 5 SR R A TS

B CLI 21 REERHL. HHHSN . HREURH clear M8 2TH BR AR T2 ACHI B
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B cU &4
KIEANBHTRABIERS T ok, SRELES BB Han 24T R B a2 o

RXBELEE

commit Ay X TG AL B U RAF BB BRE R, P LR E F AN commit i )5 4 2E R
CH e ARG commie s, BIAEHE A commit fir &M H LA comnit
A B BRI clear fT A G TN B . 1FIRHZ 05 255 MFAF . BHREIEIH A
[, S RN 4R AL .

f& Al LUERELE commit iy 2 5 I AN VTIL

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Changed "psinet" IP Interface to a different IP address

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

N
B ORUHERE R, AT TR G AR R . 5 IR RN Return, 75 fir A7 2 IR GE
Mt R

N

ARRECEE N
clear ﬁ/ﬁ\’z%/%lzf/ﬁ Q Liﬁﬁiﬂj commit ﬁ clear ﬁéﬁﬁﬁ{ﬁﬁ E@Fﬁﬁ@ﬂ%%ﬁﬂlo

mail3.example.com> clear
Are you sure you want to clear all changes since the last commit?[Y]> ¥

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>

REGSITRERIE

quit i A BRSO CLI BAIVER . RAETERR AR CHIBE E . quic fr AN REmIIEfF 5
B RGUMIEMICRAENEXM . (BN exic FFRTHEA quit. )

mail3.example.com> quit

Configuration changes entered but not committed.Exiting will lose
changes.

Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit?[N]> Y
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SRAXRBLSITAF AL

nelp AP XA FTA W MK CLI in 4%, HONEA L RMURERN .. ZIRH ne1p iy, W LE
A PRRFF N help Bl— 5 (2).

mail3.example.com> help

A /A

Htab IS
AsyncOS FE4E T X HEAL B dy k% 0 S0 Fe, UM H — AN i 5B AT CLI A% AT R CLI 1y
A A AT DL D SE USSR R N E, R D AR RN A s PATE LA AT S
PLH . HEALIR A A8 R SSH & imicfE Kk i dn 2. X E A IR 4m 'S CLI a2l
&K, FFFEIFEZ AN RS FHATX SRS
AR A dy SR RE AT HEAC TR, (B & P E fh AL 3R 4y 4 35 7] LAAE N AEHEAL 3R 47 2 AT -

HEALEE Ay S TEEICR TR M Bk ir . SR 3 5 “drd: ZHR01” PR CLL R
B, TR TREE T % IR EIIFEARE R .

1186 AN b

FE MR BI T, @& A4l REDLIST. 2854 5 THROTTLED SERg#E47 %0, & a#
RAFN  ‘possible_spammer.com’ FINE]KAF NH .

T CLI AT HE AR A

example.com> listenerconfig

Currently configured listeners:
1.IncomingMail (on Management, 192.168.42.42/24) SMTP TCP Port 25 Public

2.0utgoingMail (on Data 2, 192.168.40.42/24) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> IncomingMail
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Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> HOSTACCESS

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> NEW

1.New Sender Group
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2.New Policy

[1]> 1

Enter a name for this sender group. (optional)

[1> REDLIST

Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed.

IP address ranges such as 10.1.1.10-20 are allowed.IP subnets such as
10.2.3. are allowed.

Hostnames such as crm.example.com are allowed.

Partial hostnames such as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are
allowed.

SenderBase Network Owner IDs such as SB0:12345 are allowed.

Remote blacklist queries such as dnslist[query.blacklist.example] are
allowed.

Separate multiple hosts with commas

[1> possible_spammer.com

Select a behavior for this entry.

1.Accept

2.Relay

3.Reject

4.TCP Refuse

5.Continue

6.Policy: ACCEPTED

7.Policy: BLOCKED

8.Policy: THROTTLED

9.Policy: TRUSTED

[1]> 8

Enter a comment for this sender group.
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There are currently 4 policies defined.

There are currently 6 sender groups.

f8 I CLI b Ak PE iy & AT HH [R] 3547 -

example.com> listenerconfig edit IncomingMail hostaccess new sendergroup
REDLIST possible_spammer.com Policy: “THROTTLED”
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PG AR, (5 3-2 50D

YR, (5 3-6 1)

IR A A W A 22 A HOE AT B, (28 3-13 00D

Fifids, (25 3-15 70)

AATE R, (55 3-18 T

B B SO R, (5B 3-21 1D

SEREHL, (5B 3-25 7))

s £ Ry, CGF 3-27 1D

S/MIME %4 flk55, (3 3-31 50

W, (5 3-34 70)

DMARC %:F, (5 3-45 71)

DNS, (% 3-49 70)

— MR R HERR, (5 3-58 T

N2 JE#% (Content Filters), (&5 3-116 1)

LDAP, (% 3-116 71)

MEPF AL B B/ I, (3F 3-124 T0)

WL IC B/ 2% T H, (36 3-160 1)

IR A EAE, (2 3-180 U1

FEME S,  (E5 3-183 W)
BN, (5 3-220 70

e, (28 3-237 1)

Senderbase, (55 3-240 1)

SMTP RS ALE, (58 3-241 70

RYGWE, (5 3-271 7))

URL 38, (5 3-276 171)

P se, (55 3-280 11D

JER R AR, (5 3-285 1)
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AT IEIEFI SR

TR, BRI E D A a SR R R E T ar Rk

HB1 W enmEARE EPIAT commit 14?2
$® 2 Iz NER e ER. pdB0END R ?
B3 LN RV A% 2

HRETEHNEZEE, ESH (ERIFZ 2175 AsyncOS 15/ -
FHRMAEENEZERE, SR @ Tm: FEaaR” (100 .

&

EEEEI K

ampconfig

Be BSOS B SRS . RE R TAC 8%, E 2B s ZE il
Usage

B i HE R,

EBEE: Mo THTIA =M ENE CREE. 24H. THEVD .

RACHE S in S SCRFIAR A . AOCTHEANE R, 15BN help ampconfig KA FBCHLES B
i

o JAMSCAREE AR AT, (B 3-2 50

o FCEMMEZ RS A A TR S 4%, (58 3-3 10
o (NAKZMFANTIRS) MEWREH, (5 3-4 1O

o BB Aok AR A B B SO A AR SS As . (BB 3-5 10D
o IHRBRAMICAEE AT, (5 3-6 1D

BRXHEER o

mail.example.com> ampconfig
File Reputation: Disabled
Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

[1> setup
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File Reputation: Disabled

Would you like to use File Reputation?[Y]>

Would you like to use File Analysis?[Y]>

File types supported for File Analysis:

1.Microsoft Executables

Do you want to modify the file types selected for File Analysis?[N]>

Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.

File Reputation: Enabled
File Analysis: Enabled

File types selected for File Analysis:
1.Microsoft Executables

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1>

B R EREFUERA AL ICH SRS F

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration) .
- CLEARCACHE - Clears the local File Reputation cache.

[1> advanced

Enter cloud query timeout?
[15]>
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Enter cloud domain?
[cloud-domain.com]>

Enter reputation cloud server pool?
[cloud-server-pool.com]>

Do you want use the recommended reputation threshold from cloud service?[Y]>

Choose a file analysis server:
1.AMERICAS (https://americas-fa.com)
2.Private Cloud

[1]1>

(RALEICHIRIRSS) BB REE

TR BALNNAEE R R, T RPANANRIIA AR 2R & TUES T EEX
SR SO AT A R VR AR B, T B T A I B[R] — B R 4

AREMEL, WZH (PR PH SO EE S A b — 5

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

[1> setgroup

Does your organization have multiple Cisco Email, Web, and/or Content Security Management
appliances?[N]> Y

Do you want this appliance to display detailed analysis reports for files uploaded to the
cloud from other appliances in your organization, and vice-versa?[Y]>

Enter an Analysis Group name.This name is case-sensitive and must be configured
identically on each appliance in the Analysis Group.
[1> FA_Reporting

Registration is successful with the group name.This does not require commit
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: FA_Reporting

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- VIEWGROUP - view the group members details.

- CLEARCACHE - Clears the local File Reputation cache.

[1>
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B B R 2R FUERRNEBEBECH T RSH

mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:
Microsoft Windows / DOS Executable

Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- CLEARCACHE - Clears the local File Reputation cache.
[1> advanced

Enter cloud query timeout?
[15]>

Enter cloud domain?
[a.immunet.com]>

Enter reputation cloud server pool?
[cloud-sa.amp.sourcefire.com]>

Do you want use the recommended reputation threshold from cloud service?[Y]>

Choose a file analysis server:

1.AMERICAS (https://panacea.threatgrid.com)
2.Private Cloud

[11> 2

Enter file analysis server url?
[1> https://mycloud.example.com

Certificate Authority:

1.Use Cisco Trusted Root Certificate List
2.Paste certificate to CLI

[11>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation?[N]>

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:
Microsoft Windows / DOS Executable

Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration) .

- CLEARCACHE - Clears the local File Reputation cache.
[1>
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BRAMHEERET
mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:
Microsoft Windows / DOS Executable

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1> clearcache

Do you want to clear File Reputation Cache?[N]> y

Cache cleared successfully.

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:
Microsoft Windows / DOS Executable

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1>

gk s

REDBEL N
e antispamconfig
e antispamstatus
e antispamupdate

e incomingrelayconfig
antispamconfig

PR
HE L3 4

Usage
R WA ATHE R,
EFEHE: MaASTHTIA M ENER EERE. 4. HED .
sy 4. M A SRt AL F RS
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mail3.example.com> antispamconfig

Choose the operation you want to perform:

- IRONPORT - Configure IronPort Anti-Spam.

- CLOUDMARK - Configure Cloudmark Service Provider Edition.
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.
[1> ironport

IronPort Anti-Spam scanning: Disabled
Choose the operation you want to perform:
- SETUP - Edit IronPort Anti-Spam settings.

[1> setup

IronPort Anti-Spam scanning: Disabled
Would you like to use IronPort Anti-Spam scanning?([Y]> ¥y

The IronPort Anti-Spam License Agreement is displayed (If you have not already accepted
7t).

Do you accept the above IronPort Anti-Spam license agreement?[]> Y

Increasing the following size settings may result in decreased performance.Please consult
documentation for size recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)

[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)
[60]>

Would you like to enable regional scanning?[N]>

IronPort Anti-Spam scanning is now enabled on the system.Please note: you must issue the
'policyconfig' command (CLI) or Mail Policies (GUI) to configure

Cisco IronPort scanning behavior for default and custom Incoming and Outgoing Mail
Policies.This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled

Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.
[1>

antispamstatus

15PA

TR BB IRES -
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BARZ: WA ATE “#387.
EREHE. WG WTHTIE =M SN (ERE. 24d. HEND .
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mail3.example.com> antispamstatus

Choose the operation you want to perform:

- IRONPORT - Display IronPort Anti-Spam version and rule information.

- CLOUDMARK - Display Cloudmark Service Provider Edition version and rule information.
- MULTISCAN - Display Intelligent Multi-Scan version and rule information.

[]> ironport

Component Last Update Version

CASE Core Files Never updated 3.4.0-013

CASE Utilities Never updated 3.4.0-013
Structural Rules Never updated 3.3.1-009-20141210_214201
Web Reputation DB Never updated 20141211_111021
Web Reputation Rules Never updated 20141211_111021-20141211_170330
Content Rules Never updated unavailable
Content Rules Update Never updated unavailable

Last download attempt made on: Never

antispamupdate

1A

Usage

il

T2 R RIS 5 s 7 35 S A R0 U AAR 5% S AL o 3Kt A4 ey IS P 190 U A A /e 22 LA il
(AMS) A B B2 AT, (EANIE F T IMS Al Y A58 =07 S b 3 s 4 51

B S ATE R/,

SEREHE. WS URETHEHBE TN el PIRECAEE RN (Flin, EERI%E
SEVHENLD EAEA

Ay 4S: M A SR EE A% 2

mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

- CLOUDMARK - Request updates for Cloudmark Anti-Spam
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[]> ironport

Requesting check for new CASE definitions
incomingrelayconfig

15 RA

M incomingrelayconfig 4 I LL/E HIJFECE M N4k TRE . 72 N R flF, =8 %Rtk
ANEEDIRE, SR ISP gk, XA AT RS MR

Usage

B HALHE R
SRETE: UL T T SRR R, AL D .
RUACT A& & AR

Bl BRGANPHRHEE EN Y

mail3.example.com> incomingrelayconfig
Incoming relays: Disabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.
[]1> setup

This command helps your Cisco IronPort appliance determine the sender's
originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT
directly connected to the Internet as the "first hop" in your email
infrastructure.

You should configure this feature if other MTAs or servers are configured at
your network's perimeter to relay mail to your Cisco IronPort appliance.

Do you want to enable and define incoming relays?[N]> y
Incoming relays: Enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- RELAYLIST - Configure incoming relays.

[1> relaylist

There are no relays defined.

Choose the operation you want to perform:

- NEW - Create a new entry

[1> new

Enter a name for this incoming relay (Ex: "first-hop")
[1> first-hop
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Enter the IP address of the incoming relay.IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1.Use "Received:" header

2.Use a custom header

[1]1> 1

Within the "Received:" header, enter the special character or string after which to begin
parsing for the originating IP address:
[from]> [

Within the headers, enter the position of the "Received:" header that contains the
originating IP address:
[1]1> 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")
[1> second-hop

Enter the IP address of the incoming relay.IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?
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slblconfig

15PA

-

1

1.Use "Received:" header
2.Use a custom header
[1]1> 2

rirgipee W

Enter the custom header name that contains the originating IP address:

[1> x-Connecting-IP
There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming

relay name: IP address:

192.168.1.1
192.168.1.2

first-hop
second-hop

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete

192.168.1.1
192.168.1.2

1. first-hop:
2. second-hop:

Header
to parse:

Received [ 1
x-Connecting-IP n/a n/a

Enter the number of the entry you wish to delete:

[11> 1
Incoming relay "first-hop" deleted.
There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1>

P B i A& R 2 3R AE S 3R .

WLAGE S GUI AE ¥ # b a Ml 2 28 3R/ IE SR,
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Usage

B WAATIHE L.
AT A4 Jedr & SR AT

HALTEE - FA

HabzEE
PR SO 0 R B PR P 22 4B 3 MR B BT

slblconfig import <filename> <ignore invalid entries>

* filename - WAUF NHISLAFMI AR ZCAFLAUL T et B[ /configuration HIH,

® ignore invalid entries - %ﬁ@%}ﬁ&k%%ﬁ ° JJHQT% “IElii (YCS)” Ejz “5 (NO)” °

HAEEN - S
AL 1 52 25U BRI I 5o T 4% It R b S

slblconfig export

&%”Tﬁﬁﬁ Lj\—FﬂAIf%é/‘Jféqu‘ .CSV I#T%??@J /configuration Hi

slbl<timestamp><serial numbers.csv.

Bl - FAREFIRMIETIREB

mail.example.com> slblconfig
End-User Safelist/Blocklist: Enabled

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1> import

Currently available End-User Safelist/Blocklist files:
1. slbl.csv

Choose the file to import from.

[1]1> 1

Do you want to ignore invalid entries? [Y]> ¥

End-User Safelist/Blocklist import has been initiated...
Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.
Choose the operation you want to perform:
- IMPORT - Replace all entries in the End-User Safelist/Blocklist.

- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>
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RemtrunzLmETE N

IR BERH AR 2 EGHTT I

5% #4

R K D A0 900 5 4 O 1T B 4 1 graymailcontig

P % €6 M P 00 5 4 S 3T DA 0 £ A G4 S | policycontia

R B IR LR B P4 graymailstatus

T3 R 5 5K € M ) graynailupdate
graymailconfig

15RA

Usage

~

TiC B K E I AP A 0 M 22 4 OV T 1] 4 JR 1

S

O OERMAK @EEWFTA{WJ%D;(%EX/%LTIFH WA SR R R R B ME R 44 . 3X AT L TronPort
b7 A B e % A D) RE

A K A MR G AN 22 A B VT P B SRS R B, 1 policyconfig fid. HREMER, F
Z: () B AR N SR W DL 25 35 AR IR N R S MR B A A2 9 48 R A4 r R4, (56 3-211 T0)

B A ATE R
SEBEH: e 4 oA T SRR B AL AL .

AL EAS: S LB, HREMELE, E#A T2 help graymailconfig 5 [ Bk
ML Bl

Graymail Detection: Disabled

Choose the operation you want to perform:
- SETUP - Configure Graymail.
[1> setup

Would you like to use Graymail Detection?[Y]>

Increasing the following size settings may result in decreased performance.
Please consult documentation for size recommendations based on your
environment.

Maximum Message Size to Scan (Add a trailing K for kilobytes, M for megabytes,
or no letters for bytes.):
[1M]>

Timeout for Scanning Single Message(in seconds) :
[60]>
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SETH |

N xemtRUMNRLSIGHITA

Graymail Safe Unsubscribe: Disabled
Would you like to use Graymail Safe Unsubscribe?([Y]>

Graymail Detection and Safe Unsubscribe is now enabled.Please note: The global
settings are recommended only for your DEFAULT mail policy.To configure policy
settings, use the incoming or outgoing policy page on web interface or the

'policyconfig' command in CLI.

graymailstatus

15PA

Usage

il

R AT AR o A U ) PRS2

R S ATE R,

SEREHE. oS T T =M RN R 24,

HEALE Ay & Bl & A SCRALAL #E A% 20

mail.example.com> graymailstatus

Component Version Last Updated

Graymail Library 01.378.53#15 Never updated

Graymail Tools 1.0 Never updated
graymailupdate

15PA

Usage

il

SRR & RN STV

R S ATE R,

EREHE. oS T T A =M RN R 24,

LB Ay & B & A SCRALAL #E A% 2.

mail.example.com> graymailupdate

Requesting check for new Graymail updates.

THEHL .

THEHL .
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pwe A

BrimE

AL VLT CLI g4
e antivirusconfig
e antivirusstatus

e antivirusupdate
antivirusconfig

AR
Tic B B 3 25 SR
Usage

B MALHE R
SERHEFE: UL S TR A SATHSEALEIY B, ML SR .
RIS S 4 A R AL TR .

~

FE NHPIRBIF, antiviruscontig 72 H T7E R4t 8 H Sophos 7 #8554, FK @ NE %A 60
o BECE RS A BUERIBE AN ATk AR kS5 A%, 1E 20 “updateconfig” (2 108 Ti) .

3 ﬁﬂ%fﬁ‘:ﬁ#ﬁf systemsetup fﬁéﬁﬂl‘ﬂﬂi?ﬁﬁﬁ:ﬂ’ ME%‘?&W%?H antivirusconfig ﬁ*ﬁé\ﬂﬂ’, /%éﬁ
SRR, R EREZ AL, %S B A28 A Sophos Jil 2 i 51 2.

mail3.example.com> antivirusconfig
Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Disabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

[1> setup

Sophos Anti-Virus scanning: Disabled
Would you like to use Sophos Anti-Virus scanning?[Y]> y

(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Sophos Anti-Virus scanning is now enabled on the system.
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Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom
Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.
[1>

EEGHS IDEFAER

AsyncOS MR & C& N IR E Pim T 4 X (IDE X)) BIEgRES .. e Ui
antivirusconfig -> detail ﬁzéﬁ4%tﬁﬁﬂiigéiiémf§£§o ﬁMﬁu:

mail3.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.
[1> detail

Sophos Anti-Virus:
Product - 3.87

Engine - 2.25.0
Product Date - 01 Nov 2004

Sophos IDEs currently on the system:

'Mkar-E.Ide' Virus Sig.- 23 Dec 2004 01:24:02
'Rbot-Sd.Ide' Virus Sig.- 22 Dec 2004 19:10:06
'Santy-A.Ide' Virus Sig.- 22 Dec 2004 06:16:32
'Bacbanan.Ide' Virus Sig.- 21 Dec 2004 18:33:58
'Rbot-Sb.Ide' Virus Sig.- 21 Dec 2004 14:50:46
'Rbotry.Ide' Virus Sig.- 21 Dec 2004 06:13:40
'Sdbot-Si.Ide" Virus Sig.- 20 Dec 2004 20:52:04
'0Oddbob-A.Ide' Virus Sig.- 19 Dec 2004 23:34:06
'Rbot-Rw. Ide' Virus Sig.- 19 Dec 2004 00:50:34
'Wortd.Ide' Virus Sig.- 18 Dec 2004 07:02:44
'Delf-Jb.Ide’ Virus Sig.- 17 Dec 2004 22:32:08

[...command continues...]/
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pwe A

antivirusstatus

1A

Usage

WA WS ATE “#/387.
EBEHE: WOGASTTHTIA =M ENEN ERE. 24, THEID .
AL Ay 4. M A SR LA HE A% 2

oLl
mail3.example.com> antivirusstatus

Choose the operation you want to perform:
- MCAFEE - Display McAfee Anti-Virus version information
- SOPHOS - Display Sophos Anti-Virus version information

[1> sophos
SAV Engine Version 3.85
IDE Serial 2004101801
Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004
antivirusupdate
N
AR
T E Lo

Usage

R S ATE R,

SEREHE: i SR ENBCN M EFal — P IRBPE SR BN (B, 805 %%
SETHEND AR

LB Ay & Bl & A SCRALAL #E A% 20

15l
mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus
[1> sophos
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Requesting update of virus definitions
mail3.example.com>

A E LU CLI a4
e commit

e commitdetail

e clearchanges BY, clear
e help 3¢ h 8§ ?
¢ rollbackconfig

e quit B{ q 2L exit
commit

L
PR, A LUEPETE commit iy 2 J5 A IS o

Usage

R N/A
EREH. MG HTIA M EIER EERE. 241, HED .
ReAb A4 Bhan AR SR A BEARS 2K

w5l
mail3.example.com> commit
Please enter some comments describing your changes:
[1> Changed "psinet" IP Interface to a different IP ad dress

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

commitdetail

15 RA

|

m
il

RAMEAE

=
@l

B

En
N
7
G
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wéreEr B

Usage

B HHLTHE “HL.
SR, Mear o TS AL CRBE. AL, IS
T MRS ST TS e

ANl
mail3.example.com> commitdetail

Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>

clearchanges I} clear

gL
clear fird iR E LUK I commit B clear fir 4 I FF AL BT A5 LW 24

Usage

B BASRTE R
SEBEI: M & TR SAHEHLBGR CIBE. AL TR .
RUACHERT 4 s Jdn & A LRI PR .

AN
mail3.example.com> clear

Are you sure you want to clear all changes since the last commit?[Y]> ¥

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>

help 8 h 3% ?
L

nelp AP XA FTA W MK CLI in 4, HONEA L RMRERN .. ZIRH ne1p iy, W LE
A PRRFF N nelp Bl— 5 (2).

Usage

B WA ATIHE L.
SEREE: UL 4R THE SR SIALAE B, AL ISR .
AR I A7 AT .
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mail3.example.com> help
Displays the list of all available commands.

rollbackconfig

S NN

rollbackconfig ﬁ“ﬁ/&'\fﬁﬂ:f{_/y} E/ﬁiﬂzﬁﬁ%ﬁdﬁﬁ 10 /I\EEEZ*o

Usage

B HALHE R
SERHEFIL: Mo & (UIRTE L SEBLBIR A
RUACT A& & AR

i
mail.example.com> rollbackconfig

Previous Commits:

Committed On User Description
1.Fri May 23 06:53:43 2014 admin new user
2.Fri May 23 06:50:57 2014 admin rollback
3.Fri May 23 05:47:26 2014 admin
4.Fri May 23 05:45:51 2014 admin edit user

Enter the number of the config to revert to.
[1> 2

Are you sure you want to roll back the configuration?[N]> y

Reverted to Fri May 23 06:50:57 2014 admin rollback
Do you want to commit this configuration now?[N]> y

Committed the changes successfully

quit 2§ q Bk exit
WiEA

quit A2 AT BAIEREN CLI M AHVES . RAE TG M ARSI E B 5. quic o4 AN 23 5600 145
1Eo RGMKEHILKAH L. BN exic FRTHEA quit. )
Usage

B BHSRTE R
SR B & T T TN SR HUBR CRBE. H4L IR
ROACHERT 4 s Jdn & A LRI PR .
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~

loadconfig

15PA

Usage

il

4

mail3.example.com> quit

EExuzm A

Configuration changes entered but not committed.Exiting will lose changes.
Type 'commit'

1T

loadconfig
mailconfig
resetconfig
saveconfig

showconfig

TN B S A

at the command prompt to commit changes.
Are you sure you wish to exit?[N]> Y

Ao E M ET

RS LT CLI i

SAE GUI A SCHRFAE AR TN LN E . GRUN, ES 0 (ERATF a2l 4

AsyncOS W15

RAZ: Phan S HE R,

SEREHE: oS T =AU R 4L, HERD .

AL E a2

FEATRBI, B RC B S A AL B RN

mail3.example.com> loadconfig

1.Paste via CLI
2.Load from file

[1]1> 2

Enter the name of the file to import:
[1> changed.config.xml

Values have been loaded.

Be sure to run

Ui & A SR AL AR K

to make these settings active.
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N mExueEn
mail3.example.com> commit
Please enter some comments describing your changes:
[1> loaded new configuration file
Do you want to save the current configuration for rollback?([Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
TESR B, B AT AT B SO F . GEICASE D 4TI\ Control-D LL4E SRS I iy
%) BRG, [ “KRGERNEMNT” (System Setup wizard) 5 ERNEHLA . TP bk LR BRI K
KER. &Ja, REHEKL.
mail3.example.com> loadconfig
1.Paste via CLI
2.Load from file
[1]1> 1
Paste the configuration file now.
Press CTRL-D on a blank line when done.
[The configuration file is pasted until the end tag </config>. Control-D is entered on a
separate line.]
Values have been loaded.
Be sure to run "commit" to make these settings active.
mail3.example.com> systemsetup
[The system setup wizard is run.]
mail3.example.com> commit
Please enter some comments describing your changes:
[1> pasted new configuration file and changed default settings via
systemsetup
Do you want to save the current configuration for rollback?([Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

15RA

Usage

FEIAACE, Bl AL BEH nailconfig A KEE S RAMBELE (FIKIH systemsetup 74
B It R4 o

B WAATIHE L.
SEREE. UL 4R THA SR SIALAI B, AL ISR .
AR I S AT .
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~

resetconfig

15 RA

Usage

~

4

~eo
H¥

4

EExuzm A

mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.
Separate multiple addresses with commas.
[1> user@example.com

Choose the password option:

1.Mask passwords (Files with masked passwords cannot be loaded using loadconfig command)
2.Encrypt passwords

3.Plain passwords

[11> 2

The configuration file has been sent to user@example.com.

o T BB 3k B 46 B AT U Tl AL PR FD ISR AR A 2 62 115 BE M08 2 S5 110 1 2% v AR IR

X AT VAR, T REA BB BRIAME T IS . resetconfig R AT ATLE (HE
BN BN E . e AR, R S AR & BRI B R R AN R R A
o BATEIW, EIEAT resetconfig M1 ¥ )5, WBIEEFTIEHEF| CLI J5IE1T systemsetup Mo

resetconfig M HIE R & T ELZIRENEIEH . X resetconfig A TEMN, W&/ HINIRIF
BIBEHLIRA, BMEZ FIEFIRIZAT systemsetup i WUNML . WRA K resetconfig T2 Z B
MR AL By LB 15, 24 resetconfig A2 SEARIT, W 2 AL Sy bl 44 o

resetconfig RS SIS EMEFIREME AL A RE, XRESEAES CLI WiERE, &
G EFFANMRS (FTP. Telnet. SSH. HTTP. HTTPS) , EEMPLIEE usercontig 71
SIENEMRA KA. RETHEIERIA “BER” (Admin) APAKAERSTEOSEER
O LrERINIEEEFEES CL, BFUEREK®S.

R W AFHE R,

SEREHE. SR ENB TN el PIRECAEE R TN (Fln, EERI%E
SEVHSENL BT . My & 5 25 R AR R S

AL HE A< thar & ASTRA AL AR K

mail3.example.com> suspend

Delay (seconds, minimum 30):
[30]> 45

Waiting for listeners to exit...
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N mExueEn
Receiving suspended.
Waiting for outgoing deliveries to finish...
Mail delivery suspended.
mail3.example.com> resetconfig
Are you sure you want to reset all configuration values?[N]> Y
All settings have been restored to the factory default.

15 RA

».

1

Usage

il

showconfig

15PA

saveconfig T & 21 B A ME— SO 4 I B UM PRAF R configuration H k.

R RAL TR, Nk & 2 RPN ERTE . BASMTEN LiefTia S, 1§
R 4 e B AR U O SR

B WAATRE L.
SEREE. UL 4R THA SR SIALAI B, AL ISR .
AR I A7 AT .

E‘Fﬁﬁgﬁﬁﬂ ':F' ’ EBEI{EFEP H‘J%ﬁ%ﬂ%é\%ﬂiﬂﬂ% j{F{%ﬁE configuration E E:KLEF' o

mail.example.com> saveconfig

Choose the password option:

1.Mask passwords (Files with masked passwords cannot be loaded using loadconfig command)
2.Encrypt passwords

3.Plain passwords

[1]1> 2

File written on machine "mail.example.com" to the location

"/configuration/C100V-4232116C4E14C70C4C7F-7898DA3BD955-20140319T050635.xml1".
Configuration saved.

showconfig 220G 2 A iC B 71 BN 21 5 % .
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Usage

il

SEREHE

clusterconfig

15PA

REER

B HHLTHE “HL.
SR, Mear o TS AL CRBE. AL, IS
AT A4 i 4R HFILA T .

FE R R EI AL E EoRE CLI b, JFHRCE T RHm .

mail.example.com> showconfig

Choose the password display option:

1.Mask passwords (Files with masked passwords cannot be loaded using loadconfig command)
2.Encrypt passwords

3.Plain passwords

[1]1> 2

<?xml version="1.0" encoding="IS0-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">

<l--

Product: Cisco C100V Email Security Virtual Appliance

Model Number: C100V

Version: 9.0.0-038

Serial Number: 4232116C4E14C70C4C7F-7898DA3BDI55

Number of CPUs: 2

Memory (MB): 6144

Current Time: Wed Mar 19 05:30:05 2014
-——>
<config>
<!I--
KAK KKK A I I d Ak hhhhhhhhhhhhhhhhhhdhhdhhhhhhhhhhhhhhhhhhhhhhhhhhhhrhhhhhhhhhhhhirx
* Network Configuration *
R R Sk Sk gk Sk Sk S S S S Sk S kS kS Sk Sk Sk Ik kS kS kS kS ko
—-——>

[The remainder of the configuration file is printed to the screen./

REAAE LT CLI 44

e clusterconfig

clusterconfig i1 A THCE A KK E . WRILTHEVARERW 55, B1T
clusterconfig B nl LAk, RIMANERFIL R G ER .
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clusterconfig i 2 FEHEFH N HF Ay 2
EEFHML
MIEATEEREN, L4 H .

® clusterconfig new <name> - 124%1%%?%%9’]4%%@@%9’]%%0 Etfrﬁﬂ%%%%ﬁiﬁ’]ﬁk
TN “Main Group” (1) BRINEETEZH 1 i 51 -

<name> - BRI AR

* clusterconfig join [--port=xx] <ip_of_remote_cluster> [<admin_password>]<groupname>
- XM EALE I B SR .
<ip_of_remote_cluster> - BHF 7 — G IFEHLH IP Hidik.
<admin_password > - N admin FhY . U5
i CCS M, WA R 45 € M 2% A
<groupname> - ML) A FK
<port> - EEEMIEAETHENLI I 0 (BRI 22) .

® clusterconfig prepjoin print
X EREZIET CCS im Ot ENMMANERIENER.
ERwe
BEAEERE, LIRS .
* clusterconfig addgroup <groupname> - (NEEHTAEERELL. ML BB A BT .
® clusterconfig renamegroup <old_groupname> <new_groupname> - Eﬂﬁ%ﬁ?éﬂﬁﬁz%o

® clusterconfig deletegroup <groupname> [new_groupname] - ﬂﬂ”ﬁé‘:%ﬁféﬂo
<groupname> - BRI EERE L 1O 44 FK
<new_groupname> - W [HEEFFAH B THE LB P AR HE 4 .

® clusterconfig setgroup <machinename> <groupname> - lﬁﬁ (EE&) %/]\Vf‘ﬁﬂlﬁﬁﬁﬁ’(]éﬂo
<machinename> - %‘&&E El‘]ﬁﬁﬂ[ﬂ’\]%%o
<groupname> - E‘H‘ﬁﬁl&ﬁiu;ﬁ\:qﬂ E‘]éﬂo

® clusterconfig removemachine <machinename> - M%ﬁ¢ﬂﬂ”ﬁé‘:l+ﬁfno
® clusterconfig setname <name> - 4%;%%5@%%%%1%?5%%%0
® clusterconfig list - E%;ﬁkﬁ*%ﬁﬁﬁﬁﬁEGI+ﬁ$no

* clusterconfig connstatus - S NSEREH SETATA MIFEANL, FH A& THEALE %
SERESA I EH S

® clusterconfig disconnect <machinename> - ﬁtﬁé\%llﬁﬁtj‘*&fl‘l“ﬁ*ﬂj‘kﬁkﬁqjHfﬁﬂ:o
<machinename> - B Wi IEB I TH ML 2 FK

® clusterconfig reconnect <machinename> - izﬂ%%‘fiﬁﬁ%& “disconnect” ﬁé%ﬁ%@*ﬁEGﬁ'

BHLR S .

® clusterconfig prepjoin new <serial_number> <hostname> <user_key> - JX){%’ZA_{{?J:‘\j]D*/I\%]"

FHL, ZFENHKE T CCSport MINEERE
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Usage

il

BB E LR

diprollback

1A

4

4

wiEExEy A

<serial_number> - Eﬁﬁbﬂ E’Jﬁﬁmﬁ’ﬂ?ﬂ%o
<hostname> - Eﬁ}:‘\bﬂ E‘Jﬁ'ﬁ*ﬂﬁgjfﬁﬂg o
<user_key> - 5'% E bﬂ)\l‘l’ﬁ*ﬂ.‘ﬁg “prepjoin print” ’uéﬁ/?\ﬁ/ﬂ SSH QF%[‘EH o

® clusterconfig prepjoin delete <serial_ number |hostname> - ﬁﬁfﬁ/@\’%ﬂﬂ”%‘:uﬁﬁﬁﬁ
“prepjoin new” Ay 45N ELA NI EHL o ARG J5 HOEABIIZ TN, WA 75 B A X
— A MENURIE BB, &AM S prepjoin 5 5.

B HSTHE “HL.
SR U & DU SR B T
T RS S TS e

A K clusterconfig M MHAE MU, S (RG22 124 AsyncOS /157

R

AHB B FLAR CLI g%
e dlprollback

e dlpstatus
e dlpupdate
e emconfig

e emdiagnostic

[1]7% DLP 5|2 F1 config %] I — R A

DAGE GUI H i) “DLP £/ & ” (Global Settings) AL & DLP J&, A BEfH dlproliback 4.

HHSLBENIREEFEHLIRTA DLP 5KEE . A7 Shib 4 5Rug h E#/S A DLP 5RR%, Ahedk
£ DLP 1348,
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Usage

il

dipstatus

Usage

il

~

-
s

1

BARZ: WA ATE “#387.
EREH. WU TER. oA ENEEA T,
b HE S A SRR FE RS .

mail.example.com> dlprollback

This will revert to older DLP policies.

IMPORTANT: After rollback, you must re-enable DLP policies in Outbound Mail Policies so
that DLP scanning can be resumed successfully.

Do you wish to rollback? [N]> Y

Requesting rollback for DLP engine.

Re-enable DLP policies in Outbound Mail Policies when rollback is completed (Please check
rollback status in mail logs)

5K DLP 5 2 HRA(E R .

N

WAE T GUI Wi DLP 4 Ri% B (Global Settings) WAL E DLP J&, A f8f#H aipstatus f1 4.

R S ATE R,
EREHE. T UHHTER. oAt EE T,
REALEE Ay & M A SRR LA HE A% 2K

mail.example.com> dlpstatus

Component Version Last Updated

RSA DLP Engine 3.0.2.31 Never updated
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dlpupdate

1A

3 RSA DLP 5|2,

; WAE T GUI i) DLP 4 /5% & (Global Settings) WAL & DLP J&, A R&{#H] dlpupdate fir 4.

Usage

B WS RTE R
SR M WU TAERE. AP AL BB
ROACTAr4: o4 S FFHAL R

#AE RN
MO S R B, alpupdate iy & HUHLAL BEH 5 H2 £ 581 47 DLP 31,

dlpupdate [force]

15l
mail.example.com> dlpupdate

Checking for available updates.This may take a few seconds..

Could not check for available updates.Please check your Network and Service Updates
settings and retry.

Choose the operation you want to perform:
- SETUP - Enable or disable automatic updates for DLP Engine.

[1> setup

Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine?[N]> vy

Choose the operation you want to perform:
- SETUP - Enable or disable automatic updates for DLP Engine.
[1>
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emconfig

WA
Bl & RSA /oMb 55 28 (1) B3 1 i E .

p WAUE T GUI # ) DLP 4 )7 1% B (Global Settings) T1fit & RSA MV H I 5, 4 BeffH enconfig

4. BAREMEA] CLI 8 b Thag, ] il A i E

Usage

R/AZ: AT E W/,
EREH. WU TER. oA ENEEA T,
AL Ay 4. M A SR LA HE A% 2

HAL AR
D 22 A A A RSA AL 582 1 0

emconfig setup [options]

# 31 emconfig G EHTT
IR L
--remote_host RSA MV S A ML AL B TP Hubik .
--remote_port B P RSA VRS H i 1,
--local_port ESA | FH T 3% 33 Ao 8 B 28 1 3 11 o
--enable_ssl Ja H1 3] RSA MV 28 1) SSL i#1{5
Manager.
M 1 A, fEH o 48

EEFEE] RSA Rl E TR RS HY 7R 51

vml0O0esal0031l.ga> emconfig

RSA Enterprise Manager connection status is: "UNKNOWN"

Choose the operation you want to perform:
- SETUP - Edit RSA Enterprise Manager interop config.
[1> setup

RSA Enterprise Manager: test.example.com:20000
Local port for EM to connect to: 20002

SSL Communication to RSA EM: disabled

Enter hostname of RSA Enterprise Manager:
[test.example.com]> em.example.com
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Enter port number of RSA Enterprise Manager:
[20000]>

Enter local port for EM to connect:
[20002]>

Enable SSL communication to EM [N]>

Advanced Settings:
RSA Enterprise Manager GUID: emlocalsite
Device Vendor name: Cisco Systems
Device Status Interval: 5 seconds
Polling Cycle Interval: 30 seconds
Connection Throttle Interval:
Max event archive size: 31457280 bytes
Max files in event archive: 50
Max file size in event archive:
Max size of event.xml file: 1048576 MB

Interoperability subsystem heartbeat interval:

Heartbeat service attempts before failing:
Connection timeout duration: 30 seconds

Command status timeout duration: 30 seconds

Max chunk size: 1000
Msg exchange cycle: 1

Do you want to change advanced settings?[N]>

Choose the operation you want to perform:

0 milliseconds

10485760 MB

S/MIME 22/ W

500 milliseconds

- SETUP - Edit RSA Enterprise Manager interop config.

[1>
emdiagnostic

15RA

ESA /) RSAEM il T .

Usage
B M A RHE A

EREHE: tbar S T =AU CRRE. 4. THEHD .

HAabFE a4 B & A SR AL FLR 50

S/MIME &£ BR 5%

smimeconfig

15 RA

FCE S/MIME B, BlinAoife &b, EHA S HE.
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Usage

R SAATHE AL
SR I ST TSRS B AL LD .
RO AT s U & S HHIA L

15
o B ANRIEHCE UM LMESATE L N, (5 3-32 70D
o ININASLEHDAE AT INE, (58 3-33 71)

HE— PR REE AU EHRITERNME
PUR R il s in (ol i 1 S/MIME G A Pl B SCF, DA EAT 25 4 R s i 1

mail.example.com> smimeconfig

Choose the operation you want to perform:
- GATEWAY - Manage S/MIME gateway configuration.
[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> sending

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

[1> new

Enter a name for this profile:
> hr_sign_and_encrypt

1.Encrypt

2.Sign
3.S8ign/Encrypt
4.Triple

Enter S/MIME mode:
[2]1> 3

1. smime_signing

Select S/MIME certificate to sign:
[1]1>

1.Detached

2 .0paque

Enter S/MIME sign mode:
[1]1>

1.Bounce
2.Drop
3.8plit
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Enter S/MIME action:
[1]1> 3

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles
Name Certificate S/MIME Mode Sign Mode Action

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

[1>

ARMMAILEALUEEITINE

PLR 7~ S 7 i A e N B S/MIMEE SIE 5 F 2 3 35 BF VR i 380 45 4% LA 25 B 4

mail.example.com> smimeconfig

Choose the operation you want to perform:
- GATEWAY - Manage S/MIME gateway configuration.
[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> verification

Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
[1> new

Enter a name for this profile:
> hr_signing

1.Import

2.Paste

Choose one of the options for the certificate introducing:

[2]>

Paste public certificate in PEM format (end with '.'):
MIIDADCCAlygAwIBAgIBDTANBgkghkiG9wOBAQUFADCBI jELMAKGALIUEBhMCSU4x

CzAJBgNVBAg. . .

C=IN, ST=KA,L=BN,0=Cisco,0U=stg,CN=cert_for_enc, emailAddress=admin@example.com
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Choose the operation you want to perform:

- NEW - Create a new S/MIME Public Key.

- EDIT - Edit a S/MIME Public Key.

- RENAME - Rename a S/MIME Public Key.

- DELETE - Delete a S/MIME Public Key.

- IMPORT - Import the list of S/MIME Public Keys from a file.
- EXPORT - Export the list of S/MIME Public Keys to a file.

- PRINT - Display S/MIME Public Keys.

[1> print

S/MIME Public Keys
Name Emails

19 %= €A
A E LU CLI a4

e domainkeysconfig
domainkeysconfig

15 RA

it & DomainKeys/DKIM 37 #F.

Usage

B AATE R

hr_signin admin@vm30bsd0008.ibga

Domains Remaining

dns.vm30bsd0008.ibga 145 days

EREHE: e TIa =it Eyel R 24, HEHD .
AL E A& Bl & SRR B

HabzEE - EREEH

domainkeysconfig 2 IHEALERA% T LA TG . S 53038 M) o 25 44 e B S A
e ¥/ DomainKeys/DKIM 25 44 It B SCF

domainkeysconfig profiles signing new <name> <type> <domain>
<selector> <user-list> [options]

#* 3-2 domainkeysconfig #THIE S EXHEH
¥ iEA

<HZ> W B SO AR

<type> BRI . P2 ak B akime
<domain>

SC B I T B XIR R T PIEA1 a bRi.
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# 32 domainkeysconfig FTHIBEZLEX HEH

8% BiEA

<selector> WL E SO PE RS B RTER T R A s BRid.

<user-list> 1255 bR I B S R AR . B P AT S R ik DT
e, DAB € e S0 B O R A RO T2 A . 8
FRIRSCHE Y a1 UCECRT A A P

[options]

--key_name T2 IRV R A FR

--canon 1 DK 25 44 B 248 e 5. B AT SR A
simple *ﬂ nofwso Ej(%yﬂ nofwso

--body_canon i DKIM 28 44 if S8 FH 0 IE SOtk 5% . B R SCRem

ﬁ/fﬁ simple M relaxedo %j(i}\jﬂ simpleo

--header_canon

24 DKIM %544 I 245 H 45 Syt k. H A SCRRE
ﬁ‘/ﬁﬁ simple %D relaxedo %(U\j"j simpleo

--bhody_length

AT T2 HTEAL IE SO 71 8. (UH T DKIM &
A WERAEA, B O 1 ARiE . BRIATE L
Ny AEAEE

--headers_select

e il e BB A4 S k. A F DKIM B & SCfFH .

Ejl,j\% all. standard. standard_#l_custom Z—. all %’L
WEZLEIEEERE L. “standard” BEWEREZ L HE
SCHIE WAE S, B, EEL RN WAL RIEA
PN MIME {Z23L%E, standard_and_custom i ME 2440
&AM g LGk, BRIAA standard.

--custom_headers

AL E XHES . W headers_select N
standard_and_custom, )ﬂ\l“XﬂﬂiC DKIM EBEI'TEFEP o EJ(M

NTEH.

--i_tag

BT L R EFRRIRE L . ATRERIMEA ves Bino.
BRME N ves.

--agent_identity

2544 MEHI A AR P BB ) S o B TE AR R
22| AP = e SRR S 0 NG L5 S 2 2| <9 2 1 VA
<domain> E‘]%iﬁﬁ%ﬁgﬁﬁj\o lﬂﬁﬁlﬁaﬁ --i_tag {Eﬁ%
N yes AT . BRUMENTHIAMEL >, IR e

<domain>o.

~q_tag HisE R0 o bC BRI . ATRERIMEA yes U no-
RN ves.

~t_tag W A« bRL RIS, TR ves B no
BRI ves.

~x_tag i R 04 s AIC R R A . T REROMEA yes 5 no-

ERMEN ves.

-expiration_time

SR 2 BT A% AT DKIM & SO . e R
RNEA < A e bRCZ A ZE S . AUIE —-x_tag [HEN
ves BRI A TG . BRUNE N 31536000 FF  (—4F) .

--z_tag

B E 2T 2 PRI AR R Z T . ATRERIMEN ves Blino.
BRIAEN no.

BRI R 219 % Async0S9.7CLISEiER 1



H3IE

we

: BERG |

N g%

o iR E A

domainkeysconfig profiles signing edit <name>
[signing-profile-options]

44 e B I

rename <name>
domain <domain>

selector <selector>

canonicalization <canon>

canonicalization <header_canon> <body_canon>
key <key_name>

bodylength <body_length>

headerselect <header_select>

customheaders <custom_headers>

itag <i_tag> [<agent_identity>]

gtag <g_tag>

ttag <t_tag>

xtag <x_tag> [<expiration_time>]

ztag <z_tag>

new <user-list>

delete <user-list>

print

clear

o MHERZEA HC B O

domainkeysconfig profiles signing delete <name>

o RURME MY

domainkeysconfig profiles signing list

o ITENZEAX P E I PEANLE S -

domainkeysconfig profiles signing print <name>

o MR A4 B

domainkeysconfig profiles signing test <name>

PRI E A A E A

domainkeysconfig profiles signing import <filename>
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o MU T BB E ST R EAS

domainkeysconfig profiles signing export <filename>

o AT R i A5 26 44 TG B ST A

domainkeysconfig profiles signing clear

HabEAE N - IIEBCE S

o GIELHN1) DKIM 30 FAc & S .

domainkeysconfig profiles verification new <name>
<verification-profile-options>

# 3-3 domainkeysconfig 22 1FF &3 FEETR

2% iR

--name DKIM 36 iF e & ST 2 FR

--min_key_size AR R /ANEA. ATREREAKEME (IALNEBALD) N s12.

768, 1024. 1536 2048, ERIE N 512.

--max_key_size

AT M K. WM ZHEKEME (AN ERAD) R s12.
768. 1024. 1536 Fl 2048. BRIMHE N 2048,

--max_signatures_num

A F B ) B KA MR . W RE B AR (T IE %, BROANEDN 5.

--key_query_timeout

AT E RN TR P AT RERIE AR T IE S BRAME N 10,

--max_systemtime_divergence

PV RAE NS HE N O B b M 22 MORD B, 7T RO (e AT A IE
5. BIMER 60.

--use_hody_length

R IECRE S ATRERMEN ves Blno. BRINMEN yes.

--tempfail_action

A I B W R PR 15 0 RR ) SMTP #8:4E . nREFIMECA accept
1 rejecto %(U\{Ej“j accepto

--tempfail_response_code

FE DI SR R OL R, B AR ZE IR SMTP Wi RS . AT BE R
{6 axx T BOMED 4510

--tempfail_response_text

FE H DI RSO A D0 R, SR ZEIEPE K SMTP Wiy N SCA . BRIME

?9#4.7.5 Unable to verify signature - key server unavailableo

--permfail_action

P H 7K AR R 1 300 R RR B SMTP #:4F . AIRERIME N accept
ﬁ rejecto %(U\{E?"j accepto

--permfail_response_code

TE B K AT B LR, BB A B4R 1 SMTP W NACHED . 7] BEFK
fER sxx ¥ MET . BRIMEN 550,

--permfail_response_text

FEH LK AR RO BL R, BAE 2RI AF ) SMTP Wi B SCA . BRIME
N #5.7.5, DKIM unauthenticated mail is prohibited .

o ZIRIGAENC BT

domainkeysconfig profiles verification edit <name>
<verification-profile-options>
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o IR G AIE T B A

domainkeysconfig profiles verification delete <name>

o FTENIA R B A B TE4E(E B

domainkeysconfig profiles verification print <name>

o BRI KRR BT

domainkeysconfig profiles verification list

o AHITHRL SN BG UEC B SO

domainkeysconfig profiles verification import <filename>

o Mt T H IR AT B ST

domainkeysconfig profiles verification export <filename>

o VAR BT BAT SR E TG B ST A

domainkeysconfig profiles verification clear

#arER - T2 EH
o QURBIE LY

domainkeysconfig keys new <key_ name> <key-options>

# 34 domainkeysconfig &£ E$54 5

B BiER

--generate_key AERRAVEH . TTREMEHKEE (DA NRAL) N s12. 768+ 1024, 1536
M 2048,

--use_key 155 FHER AL I RAEH

--public_key Fric DAEHE T35 & FAEH I VL EC A 3L 2550 47 B o 21 o 3 o ﬁﬂ%ﬁ%?ﬁ
JE --generate_key, MPKHSGERGHIRAEH, JaTHIERULHDL A L%

domainkeysconfig keys edit <key_name> key <key-options>

o HmAIAELEY:

domainkeysconfig keys edit <key_name> rename <key_ name>
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domainkeysconfig keys publickey <key name>

domainkeysconfig keys delete <key_name>

o BIRITAZAEHIIE:

domainkeysconfig keys list

o BIRARIBERLTHNIARER:

domainkeysconfig keys print <key_ name>

o WAL A4

domainkeysconfig keys import <filename>

o MWK FHELEN:

domainkeysconfig keys export <filename>

o BRIV BRI R4 E

domainkeysconfig keys clear

IR - RREANEEXH
o RS E:

domainkeysconfig search <search_text>

#HaEEN - 2FHRE
o ONB# LHEESIDKIM XA R E.

domainkeysconfig setup <setup_options>

A FHEEIn R
— --sign_generated_msgs - 18 E & B A R RATIEEZE 4 . WTRERIMEN ves B noo
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5 & oLl Bt i 4A
ﬁﬂ? CLI EF'E'(] domainkeysconfig ﬁ%@ﬂﬁ&%iﬁﬁiﬁi?ﬁ%ﬁo

domainkeysconfig 14 B A HELFHHE (Mail Policies) -> 3% 41 (Domain Keys) T _F HI AT E ThRE .
T IR AE R 485 45 DNS TXT i HI R . A 4 sl 2 50 DNS TXT e iE401E
B, 1BZ AR B DNS TXT id3%, (58 3-43 10D .

FEATRGIT, EREY], JF e & S

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 0

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> keys

No signing keys are defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- IMPORT - Import signing keys from a file.
[1> new

Enter a name for this signing key:
[1> testkey

1.Generate a private key
2.Enter an existing key
[1]>

Enter the size (in bits) of this signing key:
1.512

2.768

3.1024

4.1536

5.2048

[3]>

New key "testkey" created.
There are currently 1 signing keys defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.
- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

[1>

Number of DK/DKIM Signing Profiles: 0
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Number of Signing Keys: 1
Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

No domain profiles are defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.

[1> new

Enter a name for this domain profile:
[]1> Example

Enter type of domain profile:

1. dk
2. dkim
[2]>

The domain field forms the basis of the public-key query.The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address.This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the "_domainkey." namespace.A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a
semicolon.This value becomes the "s" tag of the DomainKeys

Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation.If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1.Create new key

2.Paste in key

3.Enter key at later time

4.Select existing key

[1]1> 4

Enter the name or number of a signing key.
1. testkey
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[1]1>

The canonicalization algorithm is the method by which the headers and
content are prepared for presentation to the signing algorithm.
Possible choices are "simple" and "relaxed".

Select canonicalization algorithm for body:

1. simple
2. relaxed
[1]1> 1

How would you like to sign headers:

1.8ign all existing, non-repeatable headers (except Return-Path header).

2.8ign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID, Sender,
MIME headers) .

3.8ign "well-known" headers plus a custom list of headers.

[2]>

Body length is a number of bytes of the message body to sign.
This value becomes the "1" tag of the signature.

Which body length option would you like to use?

1.Whole body implied.No further message modification is possible.
2.Whole body auto-determined.Appending content is possible.
3.Specify a body length.

[11>

Would you like to fine-tune which tags should be used in the
DKIM Signature? (yes/no) [N]>

Finish by entering profile users.The following types of entries are

allowed:

- Email address entries such as "joe@example.com".

- Domain entries such as "example.com".

- Partial domain entries such as ".example.com".For example, a partial
domain of ".example.com" will match "sales.example.com".iX
sort of entry will not match the root domain ("example.com").

- Leave blank to match all domain users.

Enter user for this signing profile:

[1> sales.example.com

Do you want to add another user?[N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:
- SIGNING - Manage signing profiles.
- VERIFICATION - Manage verification profiles.
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(1>

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1>

Bl <5132 A DNS TXT it 3%

mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.
1.Example

[1]1>

The answers to the following questions will be used to construct DKIM text
record for DNS.It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities
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("i=" tag of "DKIM-Signature" header field) associated with this
domain profile?[N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.

Do you want to indicate the "testing mode"?[N]>

Do you wish to disable signing by subdomains of this domain?[N]>

The DKIM DNS TXT record is:

test._domainkey.example.com.IN TXT "v=DKIMI;
p=MIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQDX5d0G9J8rXreA/uPtYr51rCTCqR+glS5Gml £00plAZSuUB2BvO
nxZ5Nr+se0T+k7mYDPOFSUHyWaOvO+kCcum7 fFRjS3EOF9gLpbIdH5vzOCKp/w7hdjPy3g6PSgdVtavQ6vIES8k5UL7
C+DF6KvJUiIMJISY5sbu2zmm9rKAHSm7 FwIDAQAB; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1>

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1>
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DMARC Z&iE

A & LLR CLI A %

e dmarcconfig
dmarcconfig

15 RA

fLE WAAS K&

Usage

RAZ: ML S HE PR .

DMARC 345 W

EREHE: tbar S T AU CRRE. 4. THEHD .
HALFE A2 Shir & SCRAEAE B 5.

H4b A& - DMARC 38 iFF B 32

amarcconfig MIHEALFEAR AT LA T- G . 2 8 o2 M KR B0 UE G B SO R B & R i &L

%N DMARC 36 iE8D B 3c 4

dmarcconfig profiles new <name> [options]

2| AR
<H#F > DMARC Mt & S 1 4 7R
[options]

--rejectpolicy_action

24 DMARC 0 5% I SR BE A reject I, AsyncOS 25K B IS
. PTRERIMEN “reject” v “quarantine” B¢ “none” .

--rejectpolicy_response_code

R AE AL B4 i) SMTP W B ACHS . BRIAE N 550,

--rejectpolicy_response_text

PARLEIBAFI) SMTP WA . BRME Y “#5.7.1
DMARC unauthenticated mail is prohibited” .

--rejectpolicy_quarantine

AIBEIT DMARC %6 UF B9 RIS B RS 55 X o

--quarantinepolicy_action

2 DMARC 3% [ 5 B% N quarantine I,  AsyncOS @hZii
KHLHIHR AR E . nTREMIMEN  “quarantine” B “none” o

--quarantinepolicy_quarantine

HKE L DMARC 56 31F f) B4 A B 25 X

--tempfail_action

XFF-#E DMARC 56 UF #AA] 5 50 i die R i s, AsyncOS @4
ORI MR . ATRERGMECN “accept” B “reject” o

--tempfail_response_code

76 H BRI SR RO R, BB 48R 2E Y SMTP i Y,
0. BRNEA 451,

--tempfail_response_text

FEH DG SO0, AR ZERB () SMTP M 5. SCA
ERMECA “#4.7.1 Unable to perform DMARC verification” .
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% BiEA
--permfail_action % F1E DMARC S:iF (8] 5 20K A MBE I, AsyncOS 4
DURHLTHR A4 . PTRERIMECN  “accept” BL “reject” o
--permfail_response_code TEH IR AR G LR, SR e BB ) SMTP i B.A
fih. BRIME A 550
--permfail_response_text TEH IR AR ST, B3R Z4EME4F 1Y SMTP i 5 5C
Ao BRIMEA  “#5.7.1 DMARC verification failed” .
Y%%8 DMARC 58P Bd & S04
dmarcconfig profiles edit <name> [options]
ffIF& DMARC B&-iERD & 32 4

dmarcconfig profiles

HIBRFrA DMARC 38 ERC B S0

dmarcconfig profiles

#E DMARC 3iFE B R mE R

dmarcconfig profiles

S DMARC 38 iFfC & 324

dmarcconfig profiles

S\ DMARC 3 & 30 #

dmarcconfig profiles

EXERRE

delete <name>

clear

print <name>

export <filename>

import <filename>

dmarcconfig setup [options]

pridd}

5 BA

--report_schedule

14275 ¥ AsyncOS 4 i DMARC JC 531 45 A 18]

--error_reports

15 DMARC L3 55 K /N#Ed 10 MB Bi# i3 DMARC id 7% RUA
FricHFEE RN, WK T 3 RIS A A R ik .

--0rg_name

275 DMARC JCJAR & Sk . 224

--contact_info

4 R 2] DMARC LR 5 (3R A 3 Ay 25 25 i 75 IR SR TR &R
RERR EA A RE S, B, ERHRRKE S SCREAER

--copy_reports

e firfi DMARC LS &5 MBI A BB 2R L, Biln, s ahds
PAT AT . f N IR B A e (SRR .

--bypass_addresslist

B R FRE AN GBIEAIER ) HI BB ) DMARC 5.
= A DA I8 A5 P e 68 S 1 e B 2 g L B 51 3

--bypass_headers

NSRS AR ST B A PRI AT Bk DMARC Bk #il4n, A ik
TR AL S A 21 3 R 32 A5 AT e A A TE A ) DMARC Al . HA— M4k
KEZ ARk (HEES 20D .
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~
PLR 7Bl e 1 i fel v B DMARC 56 3iE e B SO 14 # DMARC Kl e & SCIF I 2 R i e

mail.example.com> dmarcconfig

Number of DMARC Verification Profiles: 1

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.
- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new

Enter the name of the new DMARC verification profile:
[1> dmarc_ver_profile_1

Select the message action when the policy in DMARC record is reject:
1.No Action

2.Quarantine the message

3.Reject the message

[3]1> 1

Select the message action when the policy in DMARC record is quarantine:
1.No Action

2.Quarantine the message

[2]1> 2

Select the quarantine for messages that fail DMARC verification (when the DMARC policy is
quarantine) .

1.Policy

[1]1> 1

What SMTP action should be taken in case of temporary failure?
1.Accept

2.Reject

[1]1> 2

Enter the SMTP response code for rejected messages in case of temporary failure.
[451]>

Enter the SMTP response text for rejected messages in case of temporary failure.Type
DEFAULT to use the default response text '#4.7.1 Unable to perform

DMARC verification.'

[#4.7 .1 Unable to perform DMARC verification.]>

| BRI R 219 % Async0S9.7CLISEiER 1



EIE ®S: BERH |

W DMARC 35E

What SMTP action should be taken in case of permanent failure?
1.Accept

2.Reject

[11> 2

Enter the SMTP response code for rejected messages in case of permanent failure.
[550]>

Enter the SMTP response text for rejected messages in case of permanent failure.Type
DEFAULT to use the default response text '#4.7.1 Unable to perform

DMARC verification.'

[#5.7.1 DMARC verification failed.]>

There are currently 2 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.
- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.

[1> setup

Would you like to modify DMARC report settings?(Yes/No) [N]> y

Enter the time of day to generate aggregate feedback reports.Use 24-hour format (HH:MM).
[00:00]>

Would you like to send DMARC error reports?(Yes/No) [N]> y

Enter the entity name responsible for report generation.This is added to the DMARC
aggregate reports.

[1> example.com

Enter additional contact information to be added to DMARC aggregate reports.This could be
an email address, URL of a website with additional help, a phone

number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports?(Yes/No) [N]>

Would you like to bypass DMARC verification for an addresslist?(Yes/No) [N]>

Would you like to bypass DMARC verification for specific header fields?(Yes/No) [N]> y

Choose the operation you want to perform:
- ADD - Add a header field to the verification-bypass list.
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[1> add

Enter the header field name
[1> List-Unsubscribe

DMARC verification is configured to bypass DMARC verification for messages containing the
following header fields.
1.List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

[1> add

Enter the header field name
[1> List-ID

DMARC verification is configured to bypass DMARC verification for messages containing the
following header fields.

1.List-Unsubscribe

2.List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

[1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes

Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe, List-ID

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.

[1>

DNS

AR & LLR CLI A %
e dig
e dnsconfig
e dnsflush
¢ dnshostprefs
e dnslistconfig
e dnslisttest

e dnsstatus
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dig

1A

Usage

7E DNS k45 %% L& #FRIdH®.

B BHSRTE R
SEBFEI: M & W T A HEHLBGR (B, AL TR .
AT A 4: 4 S FFHAL R

AL TR

il

aig A AIALAL BEAR 0T UM T 3T 1% 48 CLI a4 10T Zh e .
o {E DNS Jd5as Eadkics

dig [options] [@<dns_ip>] [gtype] <hostname>

o 1F DNS i%5#8 Eou%EE 1P bk 34T e 1) A 4K

dig -x <reverse_ip> [options] [@<dns_ip>]

NHAE aig fiy 2 B AL ER K 3T 0 3% 10
-s <source_ip> Specify the source IP address.
-t Make query over TCP.

-u Make query over UDP (default).

dns_ip - Query the DNS server at this IP address.
gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT.
hostname - Record that user want to look up.
reverse_ip - Reverse lookup IP address.

dns_ip - Query the DNS server at this IP address.

LA 7= ] BA 1 415 52 AT AR 1 DNS e g5 45

mail.com> dig @111.111.111.111 example.com MX
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; <<>> DiG 9.4.3-P2 <<>> @111.111.111.111 example.com MX

; (1 server found)

;; global options: printcmd

;; Got answer:

;; —->>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 3

;i QUESTION SECTION:
;example.com. IN MX

;; ANSWER SECTION:
mexample.com.10800 IN MX 10 mexample.com.

;7 AUTHORITY SECTION:
example.com.10800 IN NS test.example.com.

;; ADDITIONAL SECTION:

example.com.10800 IN A 111.111.111.111
example.com.10800 IN AAAA 2620:101:2004:4201::bd
example.com.300 IN A 111.111.111.111

;; Query time: 6 msec

;; SERVER: 10.92.144.4#53(10.92.144.4)
;; WHEN: Fri Dec 9 23:37:42 2011

;; MSG SIZE rcvd: 143

; W AE A H i Ay 2 B R BB F 5E DNS iRk55 88, W aig Ar 22 id JE# Authority 1 Additional #i4)
(IR =PI

dnsconfig

15PA

fic & DNS K& .

Usage

B A ATE AR
SEBHE: Bt & T SAHEHUBGR CHBE. AL TR
ROACTERr4: Jedn & LRFIAE TR 2

HeAb TR

dansconfig fir & ML AL FAR S0 AT LA T $AT 1 48 CLI fin & I A DI g -
o [CE DNS DU A s 44 Bk 55 4% 22 47«

dnsconfig parent new <ns_ip> <priority>

Liises

#.
- <ns_ip> - ARG A IP k. DUZ 54068 2> 1P Hidlk.

— <priority> - Jﬂﬁ% H E‘]'ﬁt%éﬁc

W
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o TBRAH 4 R I S B R A

dnsconfig parent delete <ns_ip>

o [iiE % F DNS 2247 FH T4 1

dnsconfig alt new <domains> <ns_ip>

4

FoOHMAIEERAR SRR S A, Tk A .

o
N

WAL
- <ns_ip> - AFRIRSG AR IP shhk, DUES R4 IP ik,
— <domains> -i@g%ﬁfﬁ%EGﬁ§§U%%o

o M BRAS E AT 45 H DNS 2247

dnsconfig alt delete <domain>

o TCE DNS DU F] ELIR R AR A% Pk e 55 5 -

dnsconfig roots new <ns_domain> <ns_name> <ns_ip>

ERY &g 28
- <ns_domain> - EEH i 13
- <ns_name> - ZFRIRST S AR
- <ns_ip> - AFRARSS AR IP MLt

4

FE AT RUE R R E I A A PR R 55 4 B o R E B

o B A FRIRSS &5 -

dnsconfig roots delete <ns_domain> [ns_name]

E o OAMERE, WIRARIEE ns_name, WK MR A 4 FRAR S5 4% o

o (HFRFTA DNS BB K RS H 3 E D TR R AR 55 45 -

dnsconfig roots

BN 21 ) DNS % 5 .

dnsconfig print
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i
BN P 48 2 1) DNS R4 2% 75 2 0L E B
o FHLA
o IP Ml
o ([NAHHMREE) AU
£ dnsconfig i 2 P A H I PYASFr 4
# 35 dnsconfig BHIFHS

B BiAA

new INIIET 4% FH DNS MR 5545, FH T4F e B A DNS iRk 5%54%
delete T & FH i 55 455 BUAC HE DNS il 5525

edit 1B F R 45 25 B A L DNS 4585

setup TE L ECM AR DNS il 45 #% B A DNS il 5548 2 [a] )46 .

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1.Use Internet root DNS servers

2.Use own DNS cache servers

[1]1> 1

Choose the IP interface for DNS traffic.

1.Auto

2 .Management (10.92.149.70/24: mail3.example.com)
[1]1>

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]1>

Enter the minimum TTL in seconds for DNS cache.
[1800]1>
Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.
- EDIT - Edit a server.
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- DELETE - Remove a server.
- SETUP - Configure general settings.
[1>

AEFE Y% A DNS AR $52%
fenT LAPC & et LAEON BT DNS i LR RIAR AR 95 48 CRE e A LI BR A1)

mail3.example.com> dnsconfig
Currently using the Internet root DNS servers.
No alternate authoritative servers configured.

Choose the operation you want to perform:
- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com".
(Ex: "dns.example.com") .
[]> dns.example.com

Please enter the IP address of dns.example.com.
[1]> 10.1.10.9

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

EAEBECH DNS EFRSHR
&R LA B B A 8 B ) DNS 2247 iRk 55 4%

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?
1.Use Internet root DNS servers
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2.Use own DNS cache servers
[11> 2

Please enter the IP address of your DNS server.
Separate multiple IPs with commas.
[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]> 1

Choose the IP interface for DNS traffic.

1.Auto

2 .Management (192.168.42.42/24)

3.PrivateNet (192.168.1.1/24: mail3.example.com)
4 .PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 1

Enter the number of seconds to wait before timing out reverse DNS lookups.
[20]>

Enter the minimum TTL in seconds for DNS cache.
[1800]>

Currently using the local DNS cache servers:
1.Priority: 1 10.10.200.3

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.
[1>

dnsflush

L)
ii5B% DNS ZAFIFTH % H .
Usage

B WS RTE R
SRR, e & OUMAE T SEHUBR T 1.
RACHERT 4 s Jdn & A LRI PR .

~

mail3.example.com> dnsflush
NG 2 T DNSZEAE? [N]> ¥
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dnshostprefs

1A

il & IPv4/IPv6 DNS ik

Usage

B HHSTE “RL
SRR, e & OUMAE T SEHUBR T 1.
RACHERT 4 s Jdn & A LRI PR .

~

mail3.example.com> dnshostprefs

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> new

Enter the domain you wish to configure.
[1> example.com

How should the appliance sort IP addresses for this domain?
1.Prefer IPv4

2.Prefer IPv6

3.Require IPv4

4 .Require IPvV6

[2]> 3

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[]> setdefault

How should the appliance sort IP addresses?
1.Prefer IPv4

2.Prefer IPv6

3.Require IPv4

4 .Require IPv6

[2]1> 1

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1>
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dnslistconfig

WA
fic & DNS 1|3 R 55 3 FF.

Usage

ﬁg‘i IJ:[:A/\FF'EEE ((T%iv 3
SRS i S OURAE T AU N .
A A4 A SR A EE A A

oLl
mail3.example.com> dnslistconfig
Current DNS List Settings:
Negative Response TTL: 1800 seconds
DNS List Query Timeout: 3 seconds
Choose the operation you want to perform:
- SETUP - Configure general settings.

[]1> setup

Enter the cache TTL for negative responses in seconds:
[1800]1> 1200

Enter the query timeout in seconds:
[31>

Settings updated.

Current DNS List Settings:

Negative Response TTL: 1200 seconds

DNS List Query Timeout: 3 seconds
Choose the operation you want to perform:

- SETUP - Configure general settings.
[1>

dnslisttest
5 ER
X3 DNS B8 K MRk %5 347 DNS &M .

Usage

R A ATE R,
EREHE: SR ENA N ER.
REALEE Ay & M A SRR LA HE A% 2K
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~

dnsstatus

15PA

Usage

il

mail3.example.com> dnslisttest

Enter the query server name:
[]> mail4.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

Querying:

Result: MATCHED

ox DNS it g B

B A AATHE R

10.10.1.11.maild.example.com

EREHE. M S URETHENUR T

A B2t & A SCRA AL AR 5K

mail3.example.com> dnsstatus

Status as of:

Counters:

DNS Requests
Network Requests
Cache Hits

Cache Misses
Cache Exceptions
Cache Expired

— AR ETE BT AR

R AE LT CLI 44

addressconfig
adminaccessconfig
certconfig

F

2 W

diskquotaconfig

Mon Apr 18 10:58:07 2005

Reset
1,115
186
1,300
1

0

185

PDT

Uptime
1,115
186
1,300
1

0

185

Lifetime
1,115
186
1,300

1

0

185
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ecconfig
ecstatus
ecupdate
encryptionconfig
encryptionstatus
encryptionupdate
featurekey
featurekeyconfig
generalconfig
healthcheck
healthconfig
ntpconfig

reboot
repengstatus
repengstatus
R

resumedel
resumelistener
revert

settime

settz

shutdown
sshconfig

supportrequest

supportrequeststatus

supportrequestupdate

suspend
suspenddel
suspendlistener
tcpservices
techsupport
tlsverify

PRER
trackingconfig
updateconfig
updatenow

upgrade

—ppEme ) w0 wrets W
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e version

e wipedata

HES BB EHE, F 3-285 70 .
addressconfig

15PA

addressconfigﬁ ﬁﬁ?@ﬂﬁ “Zi’ﬁ:j\ ” f@i’ﬂ:{i—%o 4LDj‘U\j:ElE “kﬁ:k

152 R R 7 N

: *ﬂﬂi%ﬁ\o IS AT DR R R 0L e Tk 44 . N AsyncOS A B IR B addressconfig

w4, HTLAUNIRE:

o [ EEE RN

o R[]

e DMARC M5

o AN (notify() M notify-copy() IR
o [MREIXHRALE (FIRRESXAEFHAPR “RIEEA”)
o R

o A HoAt I

FETFHBIRE, @ “kMN: 7 HilkM Mail Delivery System [MAILER-DAEMON@domain]

(%ﬁi&) EﬁaﬁyﬂNotifications [Notification@example.com]

Usage

%3‘6 JH:A/\FF'E uj;aﬁno
EREHE. et THTIA =M ENER R . HEND .
HoAb B A& dham A SRR AL JA% 2.

il

mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMONE@domain>

Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMONE@domain>

Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.
- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.
[1> notifyfrom

Please enter the display name portion of the "notify from" address
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Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address
[MAILER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain?[Y]> n

Please enter the domain name portion of the "notify from" address

[]

> example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>

Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

[]

AVFROM - Edit the anti-virus from address.

BOUNCEFROM - Edit the bounce from address.

NOTIFYFROM - Edit the notify from address.
QUARANTINEFROM - Edit the quarantine bcc from address.
DMARCFROM - Edit the DMARC reports from address.
OTHERFROM - Edit the all other messages from address.
>

adminaccessconfig

15PA

fﬁfﬁ adminaccessconfig fﬁé?ﬁTEL@BEE:

Usage

EIHRAMERHEE OELE .

X A% S 3T 1P U ) .
Web F1HI 5 0 i 175 3K DA 3 AR

FE HTTP 5 3Kt A H FEHUE SRk 3.
Web FtIH Al CLI 2GS S .

B A ATE AR
SEBHE: B & W TN SAHEHUBGR CHBE. AL TR .
ROACTERr4: Jedn & LRFIAE TR 2

HeAb TR

adminaccessconfig fif 2 FIHEALEEAS =0 DLR T 44746 48 CLI dn 2 1T T ig .

WP SO VRS R T 1P MUk SRR RE E TP ML hk/ 5 94/ D7 1]

adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>

BRERGE R 218 & Async0S 9.7 CLI &£ 155




£33 @

: BERG |

—RRETE | B / WS HRR

TSI () 1P Hbhik/ M9 /3E

adminaccessconfig

o ZMiEILA IP Hubik/ T /30

adminaccessconfig

o MIEINA 1P Hull/+ M /30 F

adminaccessconfig

o FTHDIP Muhit/ 5 W /3E Bl 1 51 3%

adminaccessconfig

o MBRATABLA 1P s/ 7 /4

adminaccessconfig

o JTEVE ARG

adminaccessconfig

o MBLHE LRSI R AN E AR

adminaccessconfig

o MERIA B RAr1E

adminaccessconfig

o ITEIXGEAE B

adminaccessconfig

o MBE LRSI ARG AR 1

adminaccessconfig

o MHERIUA XL bR 5

adminaccessconfig

ipaccess new <address>

ipaccess edit <oldaddress> <newaddress>

ipaccess delete <address>

ipaccess print

ipaccess clear

banner print

banner import <filename>

banner clear

welcome print

welcome import <filename>

welcome clear
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o FHIXARE

adminaccessconfig

o INIDACVFHIREE IP Huhik

adminaccessconfig

o ZiE YRR IP Huhtk

adminaccessconfig

o HBR YRR TP Hihk

adminaccessconfig

o MMERPTABLA STV RIACEE 1P bt

adminaccessconfig

o i E A EYR IP Mk K15 Sk 44 HK

adminaccessconfig

—ppEme ) w0 wrets W

welcome export <filename>

ipaccess

ipaccess

ipaccess

ipaccess

ipaccess

o i HIEREEH] Web Fi 1 5 vk w1 K 05 3 PR 97

proxylist new <address>

proxylist edit <oldaddress> <newaddress>

proxylist delete <address>

proxylist clear

proxy-header <header name>

adminaccessconfig csrf <enable|disable>

o HLE Web Fi 15 uli ni i ROy iE (R 2 5 2R A

adminaccessconfig csrf print

o HCE Web Ftifl £ i IS

adminaccessconfig timeout gui <value>

o TE CLI & if it

adminaccessconfig timeout gui <value>

Pl - BLE MR 81515

TR LA A Y IR TP 3yl Uy il 1 22 4 e o TP AT LMAE B B 1€ LRT7 [ 51 & 1P
R TSI ) B ek . BV R IR BRI, AT LR E TP Mkl 5~k Bl CIDR Hidik.
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mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or
directly.

[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
[1> new

Please enter IP address, subnet or range.
[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:
1.192.168.1.2-100

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.
[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1.192.168.1.2-100
2.192.168.255.12

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1>
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Warning: The host you are currently using [72.163.202.175] is not included in the User
Access list.Excluding it will prevent your

host from connecting to the administrative interface.Are you sure you want to
continue?[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or
directly.

[1>

Bl - LB FRITE

M P 2408 SSH. Telnet. FTP a Web UT 85 B ¥ 45 I, 5 w) LAFC B WS4 22 42 8 4% LA R 44
N CEFARET PR EFARER W HE OO, BoRAE CLI P g RAR EJ7, BL& GUI
TR o BT DA 8 SR R s A 1 N 2 A B R A S . i, ST LA
S T PRI R, 0 B AR b R R BRSSP 1 2 B 56 T Bt AL U A R R BT e AR
MG

SRR ) B KA FE DN 2000 74T, DUIE A 80x25 4% & . 1l L% FHY)
/data/pub/configuration HIRPHIARSANEFIRE. SIEMEG, RAZEK.

£ NP RBIF, BRbRIE “Use of this system in an unauthorized manner is prohibited” £ ¥ 2]
&

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.
- IMPORT - Import banner text from a file.
[1> new

Enter or paste the banner text here.Enter CTRL-D on a blank line to end.
Use of this system in an unauthorized manner is prohibited.
~D

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> banner

Banner: Use of this system in an unauthorized manner is prohibited.
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Choose the operation you want to perform:

- NEW - Create a banner to display at login.
- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.

[1>

5 - BE & Web REF1 CLI &1&+BAT
PLUR R4 Web FLIE AT CLI 235 BEEIN IR [R] ¥ B o 32 708t

~

3 CLI &iEH OGS TR %2 4 4h 5 (SSH).  SCP UM L & EL3 th {7568 . 75 CLI 2 i BB I
AN E A= R R B ORAE AT L B R ML RIEAT # A

mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> timeout

Enter WebUI inactivity timeout (in minutes) :
[30]> 32

Enter CLI inactivity timeout (in minutes) :
[30]> 32

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:
[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback?[Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT

~
B OERLSENRZ )G, MRS S S SIIRGET ) CLL 2 3@ N 4 2 2
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certconfig

1A

Usage

We B 22 A e 5 AN 8

B HALHE “RL

SEREE. o TH T A MR GERE. 4. ED .

AL E A& Bl & A SR AL AR 5

A~ - ZEUER ARG

FE NI A7 A, 3 A I A5 A AA B H ok Ul T DL 22

mail3.example.com> certconfig

Choose the operation you want to perform:

—RRETE | B | PR HERR

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities
- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates
Name Common Name Issued By Status

Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> paste

Enter a name for this certificate profile:
> partner.com

Paste public certificate in PEM format (end with '.'):
 +yxjxv4QglMUTA1lkjNw
L41YKbpzzlmC5beaQXeQ2RmMGMTXU+mDvuqItjVHOK3DVPK7 1TcSGEftUCAWEAATAN
BgkghkiG9w0BAQQFAANBAFQPEKFjk6T6CKTHvaQeEAsX0/8YHPHgH/ 9AnhSjrwuX
9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,

Remaining

3467 days

Lda.,OU=Desenvolvimento, CN=brutus.partner.com, emailAddress=admin@example.com
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Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTd1lkjNwL41YKbpzz1lmC5beaQXeQ
2RMGMTXU+mDvugItjVHOK3DVPK71TcSGEftUCAWEAAQIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/s0iljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d761iUNQAAV8AjGTzvxnCxycnxPQydQIhAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbg20ptOCNnM7hAiEA6Xi3JIQECOb8YWkR29DU3/4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALEA
6/5B8J0GHAJg8 9FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate?[N]> n

List of Certificates

Name Common Name Issued By Status Remaining
partner.c brutus.partner.com brutus.partner Active 30 days
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1>
mail3.example.com> commit
Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

~Bl - i B ERIER

FENHEARG, 20EBEELIE.

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates
Name Common Name Issued By Status Remaining

partner.c brutus.neuronio.pt brutus.neuronio.pt Expired -4930
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days
Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1> new

1.Create a self-signed certificate and CSR
2.Create a self-signed SMIME certificate and CSR
[1]> 1

Enter a name for this certificate profile:
> example.com

Enter Common Name:
> example.com

Enter Organization:
> Example

Enter Organizational Unit:
> Org

Enter Locality or City:
> San Francisoc

Enter State or Province:
> CA

Enter Country (2 letter code):
> US

Duration before expiration (in days):
[3650]>

1.1024

2.2048

Enter size of private key:
[2]1>

Do you want to view the CSR?[Y]> ¥y

MITICrTCCAZUCAQAWaDELMAkKGA1UEBhMCVVMXFDASBgNVBAMTC2V4AYW1lwbGUuUY29t
MRYwWFAYDVQQHEwW1TYW4gRnIhbmNpc2 9 jMRAWDGYDVQQOKEwWAd1 eGF t cGx1MQswCQYD
VQQIEwWIDQTEMMAOGA1UECXMDb3JnMIIBIjANBgkahkiGO9wOBAQEFAAOCAQS8AMIIB
CgKCAQEA+NwamzZyX7VgTzka/x1I5HHrN9V2MPKXoLg7FjzUtiIDwznElrKIuJovw
Svonleb6GvF1UHfjv8B3WobOzk5Ny6btKjwPrBfaY+qr7rzM41AQKHM+P61+1ZnPU
POSNI9RCkLP4XsUuyY6CalWLTiPIgag2fR8Y0JX/keszcGOgldeb6pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/ fnSujG4AnhF0ZG10pVUx4 £g33NwZ4wV10XBk3GrOjbbAa
1h90zAwfNzxb57amtxEJk+pW+co3uEHLIIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJIPWSYoChOUSgCc8QIDAQABOAAWDQYJIK0ZIhvcNAQEFBQADggERB
AGiVhyMAZUuHSVIYA08kJICmrgO89yR1InNDUXDDo6IrODVKx4hHT10anOPulnsThSvH
7TxV4xXR35T/QV0U3yPrL6bIbbwMySOLIRT]sUcwZNjOE1xXxMM5EKBM2B0OI5Srs4159g
FhHVejhG1LyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1l
1Y10Iuj+EgaWNrRBNnKXLTAXkzhELOA8VZEQSAfBWYjZ2mECzC7SG3evgkw/OGLk
AilNXHayiGjeY+UfWzF/HBSekSIJtQubehIv6JpBSY/MnYU4tl1ExgD+GX31lrudxcd
zDas2rS/Pbpn73Lf503nmsw=
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List of Certificates

Name Common Name Issued By Status Remaining
example.c example.com example.com Valid 3649 days
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

w0l - BlEEER SIMIME £ZiEH
PL R 7~ 40 7 T 61 2 9 2544 S/MIME F 35 DA N RIS 4544

vmlO0esa0031l.ga> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates
Name Common Name Issued By Status Remaining

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> new

1.Create a self-signed certificate and CSR
2.Create a self-signed SMIME certificate and CSR
[1]1> 2

Enter a name for this certificate profile:
> smime_signing

Enter Common Name:
> CN

Enter Organization:
> ORG

Enter Organizational Unit:
> OU

Enter Locality or City:
> BN
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Usage

Enter State or Province:
> KA

Enter Country (2 letter code):
> IN

Duration before expiration (in days):
[3650]>

1.1024
2.2048
Enter size of private key:

(21>

Enter email address for 'subjectAltName' extension:
[1> admin@example.com

Add another member?[Y]> n
Begin entering domain entries for 'subjectAltName'.

Enter the DNS you want to add.
[1> domain.com

Add another member?[Y]> n
Do you want to view the CSR?[Y]> n

List of Certificates

Name Common Name Issued By Status
smime_sig CN CN valid
Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services
[1>

w7 ZHT H YR [

RAZ: Phin S AFHE IR

SEREHE: Mba ST =R EAUEGS R, 4L, HEHD .

AL B2 Bl & A ST AL AR X
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mail.example.com> date

Tue Mar 10 11:30:21 2015 GMT

AR
ffﬁﬁ diagnostic Af 7‘4Ikl
o o A Aol YR e A B A R IR 4% ]
o 7 RAID IR#&
e /N ARP Z21¢
e J5F LDAP. DNS Fl ARP ZZf7
o Ri% SMTP MK 1F
{£F diagnostic fp%>
DL (iTilasg A1F diagnostic %ﬁﬁlj‘]‘“iﬁ
7 3-6 diagnostic Fad
IR Foé AR
RAID 1.Run disk verify Y AE C30 F1 C60 EFTH .
2 Monitor tasks in progress
3.Display disk verify verdict
DISK_USAGE |JTr4d Lig & O M. T2 2
(CFHD diskquotaconfig T4
7 2% FLUSH C %1, X RIIF M R4
ARPSHOW
SMTPPING
TCPDUMP
REPORTING | DELETEDB C &%, X R M #7
DISABLE
TRACKING  |DELETEDB C &% X RIIM M #7
DEBUG
RELOAD T C 5. X RIUFIM R7]
Usage

RAZ: mAAFE “ER7.

SEREHE: i SR EHBECN M EFal — P IREPE SR BN (B, 805 %%
SEVHENL B . s & 56 25 R ARSI R S
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AL H A& B & SRR B

HeabrEAET

LW & AL B A 0T TR & RAID RS TEBREAF AR R ARP - I A . BAE 9L
Ab B e, 3 A DA R

{5 FH b A B AR A PHAT DL 15
e a7 RAID KA

diagnostic raid

e K ARP AN A

diagnostic network arpshow

e I/~ NDP ZIFHIN A

diagnostic network ndpshow

e 5[ LDAP. DNS. ARP #l NDP £ 17

diagnostic network flush

o LB IR M BRR T R

diagnostic reporting deletedb

o JEHRE R G TIRER

diagnostic reporting enable

o B RETIREF

diagnostic reporting disable

o E IR BRI ER A AR

diagnostic tracking deletedb

o HE XIS RN E

diagnostic reload
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mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> arpshow

System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds [ethernet]
(10.76.69.2) at 00:1e:79:af:f4:00 on em0 expires in 1192 seconds [ethernet]
(10.76.69.1) at 00:00:0c:9f:f0:01 on em0 expires in 687 seconds [ethernet]
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.

10.76.69.3 (10.76.69.3) deleted

10.76.69.2 (10.76.69.2) deleted

10.76.69.1 (10.76.69.1) deleted

10.76.69.149 (10.76.69.149) deleted

Flushing system NDP cache.

fe80::250:56ff:feb2:e2d%em2 (fe80::250:56ff:feb2:e2d%em2) deleted
feB80::250:56ff:feb2:e2c%eml (fe80::250:56ff:feb2:e2c%eml) deleted
fe80::250:56ff:feb2:e2b%em0 (fe80::250:56ff:feb2:e2b%eml) deleted

Network reset complete.

Bl WIER| B —a iR AR FERR0

LA 7= B 5o HY TR 2 21 55— B M e 55 4 (R EE R R (2 W i 2o AT LE i A8 MR B ping
55 2w 1) 7 2 B A Al 55 45 -

mail.example.com> diagnostic

Choose the operation you want to perform:
- RAID - Disk Verify Utility.
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- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.
Would you like to select an MX host to test instead?[Y]> y

Select an MX host to test.
1. mx00.gmx.com

2. mx01l.gmx.com

[1]1>

Select a network interface to use for the test.
1.Management

2. auto

[2]> 1

Do you want to type in a test message to send?If not, the connection will be tested but no
email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.
Resolved 'mx00.gmx.com' to 74.208.5.4.
Unable to connect to 74.208.5.4.

~l: FEEREEERHMEHIERE
A7 4 5. 2 065 0 L LA o £

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.

[1> reload
This command will remove all user settings and reset the entire device.

If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.

Are you sure you want to continue?[N]> Y

Are you *really* sure you want to continue?[N]> Y

Do you want to wipe also?[N]> Y
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diskquotaconfig

AR E RS MRS BREIX . HESCH . B G SRR EC & SO i 2 18 23 e .
BZ W (EFHETF 254 AsyncOS H /775 1 A R ILTIRER) 215 B .

Usage

%3‘5 ,[H:A/\EE uj:EJ—A”
EREHE: o SR ENBA T EM.
Hesb By 4. St & SCRFH AL A% K

HeAb TR

diskquotaconfig <feature> <quota> [<feature> <quota> [<feature> <quota>[<feature>
<quota>]]]

Valid values for <feature> are euq, pvo, tracking, reporting

Valid values for <quota> are integers.

15
mail.example.com> diskquotaconfig
Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30
System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143

Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit

Enter the number of the service for which you would like to edit disk quota:
1.Spam Quarantine (EUQ)

2.Policy, Virus & Outbreak Quarantines
3.Reporting

4 .Tracking

5.Mlscellaneous Files

[1

1>

Enter the new disk quota -
[1]1> 1

Disk quota for Spam Quarantine (EUQ) changed to 1

Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1

Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
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Miscellaneous Files 5 30
System Files Usage : 5 GB
User Files Usage : 0 GB

Total 13 54 of 143

Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1>

ecconfig
T B BUE bR A T 3REC URL i 38 Th B8 AIE -5 B33 A 2% o
WHBRIFARWIES, WAZMEHL®GL.
% E M‘Zﬁj‘\j <hostname:port> Ei <IPv4 address:port> %ﬁo ﬁﬁu%ﬁﬁtﬁ‘]o

EETEﬁiﬁﬁikﬂﬁé§%%, iﬁ%ﬁ}\ecconfig server defaulto

Usage
B WL HE H.
EREE. a2 UUH TR E 200 .
AL B A& thar & SR AL B A% 2.

#eabEAR
o IREARERUEARE RS 2

> ecconfig server <server name:port>

5 FH BRI 55 4% <

> ecconfig server default

15l
mail.example.com> ecconfig

Enrollment Server: Not Configured (Use Default)

Choose the operation you want to perform:
- SETUP - Configure the Enrollment Server
[1> setup

Do you want to use non-default Enrollment server?

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment
server. [N]> y

[1> 192.0.2.1

Choose the operation you want to perform:
- SETUP - Configure the Enrollment Server
[1>
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ecstatus
R T $RE URL i 5 3 B 0E 5 0033 M0 7 03 14 24 T A

Usage

B WAATIHE L.
SERPETE: Ut r & LR T FUBR T A
AR I A7 AT

il

mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated

ecupdate
T HHH T B33 URL W JEDh e b B M2 P . 8%, XEHEHaashkE. aa
BECFE NGRS, EAEAE A it dr 2.
WREMH force 4 (ecupdate [forcel), MIZ P o> 5K, RIE BA H I 2 5 24

Usage

B M RHE R
SERPETE: Ut r & LR FEAUBR T A
AT Jehr S AT

HEAL TR

> ecupdate [force]

il

mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig
GELZCE

Usage

B HHSTE R
SRR e & OUMRAE T SEHUBLR T (.
ROACHERT 4 s Jdn & A LRI PR .

B EREER2EE Async0S 9.7 CLI £ 455 I




| #£38F #<¢: L5

~

—RRETE | B | PR HERR

AR 7 9] S 7= 6 n 8 e B SR B 2

mail.example.com> encryptionconfig
IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
[]1> setup

PXE Email Encryption: Enabled
Would you like to use PXE Email Encryption?[Y]>

WARNING: Increasing the default maximum message size(10MB) may result in
decreased performance.Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)
[10M] >

Enter the email address of the encryption account administrator
[administrator@example.com ]>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
[1> profiles

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile
- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1.HIPAA
Select the profile you wish to edit:
[1]1> 1

Profile name: HIPAA

External URL: https://res.cisco.com
Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com
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Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_S${date}T${time}.html
Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1.High Security (Recipient must enter a password to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)
2.Medium Security (No password entry required if recipient credentials are
cached ("Remember Me" selected).)

3.No Password Required (The recipient does not need a password to open the
encrypted message.)

Please enter the envelope security level:

[1]1> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com
Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_${date}T${time}.html
Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL
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- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> forward

Would you like to enable "Secure Forward"?[N]> vy

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com
Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_S${date}T${time}.html
Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1>

Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile
- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

| BRI R 219 % Async0S9.7CLISEiER 1




EIE ®S: BERH |

W w59 SEHR

- CLEAR - Clear all configuration profiles
- PROXY - Configure a key server proxy
[1>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
[1>

encryptionstatus

1A

Usage

~

encryptionstatus A2 W MEAE 224 % %% F PXE 5l SR i Se A, BA S Bk B AE 1
H #A R [A]

B WS RTE R
SRR, e & OUMAE T SEHUBR T 1.
RACHERT 4 s Jdn & A LRI PR .

mail3.example.com> encryptionstatus

Component Version Last Updated

PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)

Domain Mappings File 1.0.0 Never updated
encryptionupdate

1A

Usage

encryptionupdate ﬁél%*%ﬁﬂiM*ﬁéﬁ%im PXE %I%B@E%ﬁo

B ML RTHE R

SEREHE. WS URETHEHBE TN el PIRECAEE R TN (Fln, EERI%E
ETHEND A

AL B A& Bl & A SR AL AR 5
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AN
mail3.example.com> encryptionupdate

Requesting update of PXE Engine.
featurekey

15 RA

featurekey AT FI M T ARG Ll # Y18 A A DhRELL R S IR R IME 2 . ik Se vr i il o
B D RE B R B HT  D R B

%i?%ﬁ%ﬂlﬁiﬁé, 5%ﬁ§%$ﬁﬁ loadlicense *ﬂ showlicenseo
Usage

W HHATE RLT
SERHEFIL: Mt & (LR TE L SEBLBIR A
RUACH A4 & A IR

15l
AR, featurekey mAATEEN R TEEEH.

mail3.example.com> featurekey

Module Quantity Status Remaining Expiration Date
Outbreak Filters 1 Active 28 days Tue Feb 25 06:40:53
2014

IronPort Anti-Spam 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Sophos Anti-Virus 1 Active 26 days Sun Feb 23 02:27:48
2014

Bounce Verification 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Incoming Mail Handling 1 Active 20 days Sun Feb 16 08:55:58
2014

IronPort Email Encryption 1 Dormant 30 days Wed Feb 26 07:56:57
2014

RSA Email Data Loss Prevention 1 Active 25 days Fri Feb 21 10:07:10
2014

McAfee 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

- CHECKNOW - Check now for new feature keys.
[1> checknow

BOA AT IR A
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featurekeyconfig

ol
featurekeyconfig M 2 FUVFIEECE I H AL, VME H 3 F 8] H S HMEFirHEAL L5 8H.

Usage

ﬁg‘i IJ:[:A/\FF'EEE “*/Tilaii”o
EREHE: e HTIA = ENB R 4. THEL.
b A4 A SR A EE A A

~
FEARTRBIF,  featurekeycontig M T /8 H B B BUE M H A &I BE -

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled
Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[1> setup

Automatic activation of downloaded keys: Disabled
Automatic periodic checking for new feature keys: Disabled

Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autoactivate

Do you want to automatically apply downloaded feature keys?[N]> y
Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled

Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.

[1> autocheck
Do you want to periodically query for new feature keys?[N]> y

Automatic activation of downloaded keys: Enabled
Automatic periodic checking for new feature keys: Enabled

generalconfig

1A

generalconfig A NI E N S E
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%3‘5 JH:A/\FF'E uj;aﬁno
EREH. et THTIA =M ENERX (R H. HEND .

HALFE S thir &SRB N ARG R, T2 nelp generalconfig 7 b4 HkHL
.

7~ - Bt E Internet Explorer ¥ ZEXE S

healthcheck

15RA

Usage

il

LA 7Rl Ron dn {7 o 1B e Az

mail.example.com> generalconfig

Choose the operation you want to perform:
- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override
[1> ieoverride

For better web interface rendering, we recommend that you enable Internet
Explorer Compatibility Mode Override.However, if enabling this feature
is against your organizational policy, you may disable this feature.

Internet Explorer Compatibility Mode Override is currently disabled.
Would you like to enable Internet Explorer Compatibility Mode Override? [N]y

Choose the operation you want to perform:
- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override
[1>

o BB MR 22 4 iR & B AT IR . BRI E O LenIREH S p G s (&E2=4
A, Ve & & KSR I

R S ATE R,
EHEHE. ke THTIE =MENER ER. o4H. TTHEND .
M HEGS: AR E R .

mail.example.com> healthcheck

Analyzing the system to determine current health of the system.
The analysis may take a while, depending on the size of the historical data.

System analysis is complete.

The analysis indicates that the system has experienced the following issue(s)recently:
Entered Resource conservation mode

Delay in mail processing
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High CPU usage
High memory usage

Based on this analysis,
we recommend you to contact Cisco Customer Support before upgrading.

healthconfig

L
B L4 0 AN AT IR S SR B, 9 CPU P B, T AR BAS o gt Al 4 %

Usage

B HHSTE “RL
SEBFEI: o & T A HIEHLBGR (B, AL TR .
ROACHERr 4 s Jdn & A LRI PR .

~

mail.example.com> healthconfig

Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workqueue

Number of messages in the workgqueue : 0
Current threshold on the workqueue size : 500
Alert when exceeds threshold : Disabled
Do you want to edit the settings?[N]> y

Please enter the threshold value for number of messages in work queue.
[500]> 550

Do you want to receive alerts if the number of messages in work queue exceeds
threshold value?[N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %

Current threshold on the overall CPU usage: 85 %
Alert when exceeds threshold : Disabled

Do you want to edit the settings?[N]> y

Please enter the threshold value for overall CPU usage (in percent)
[85]1> 90
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Do you want to receive alerts if the overall CPU usage exceeds threshold value?[N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap
Number of pages swapped from memory in a minute : 0
Current threshold on the number of pages swapped from memory per minute : 5000

Alert when exceeds threshold : Disabled
Do you want to edit the settings?[N]> y

Please enter the threshold value for number of pages swapped from memory in a
minute.
[5000]1> 5500

Do you want to receive alerts if number of pages swapped from memory in a
minute exceeds the threshold?[N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1>

ntpconfig

AR
nepcontig w4 T4 AsyncOS At & AAH H 4 i) A 3 (NTP), LAMER: RFuEah 5 HAbH EAL
[[25. AILMEH settime A2 NTP,

Usage
B3 WALHE L.

SEREHE: Mba ST =R EAUEGS R, 4L, HEHD .
A B Bl & A SR AL A% X

15
mail3.example.com> ntpconfig

Currently configured NTP servers:
1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.

[1> new
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reboot

15PA

Usage

3-88

Please enter the fully qualified hostname or IP address of your NTP server.

[]> ntp.example.com

Currently configured NTP servers:
1. time.ironport.com
2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[]> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select
its interface name now.

1.Auto

2 .Management (172.19.0.11/24: elroy.run)

3.PrivateNet (172.19.1.11/24: elroy.run)

4 .PublicNet (172.19.2.11/24: elroy.run)

[1]1> 1

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:
- NEW - Add a server.
- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.

[1>
mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added new NTP server

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

HH A BB

B WA S RHE “HL" .
SRBEE: i & (LIRE T SEHUBL T (.
RUACERAr &+ L & A SCRHILAC TS 2.
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AN
mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

repengstatus
L
VRIS 3 SRR A B

Usage

B HSTHE “HL.
SRS e & (UR{E L SERLBIR TR
T MRS ST TS e

il

mail.example.com> repengstatus

Component Last Update Version
Reputation Engine 28 Jan 2014 23:47 (GMT +00:00) 1
Reputation Engine Tools 28 Jan 2014 23:47 (GMT +00:00) 1
g
N
iEA
R RO I% .

Usage

B WAATHE L.
SERPETE: Ut r & LR FEAUBR T A
AR I A7 AT .
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mail3.example.com> resume
Receiving resumed for Listener 1.

Mail delivery resumed.
Mail delivery for individually suspended domains must be resumed individually.

resumedel

15PA
WL

Usage

B B RTE R
SRR, e & OUMLAE T SEHUBR T 1.
RACTERT 4 s Jdn & A LRI PR .

AN
mail.example.com> resumedel
Currently suspended domains:
1. domainl.com
2. domain2.com

3. domain3.com

Enter one or more domains [comma-separated] to which you want to resume delivery.
[ALL]> domainl.com, domain2.com

Mail delivery resumed.
resumelistener

L)
PR U IR T T o
Usage

B BHSRTE R
SRR, e & OUMAE T SEHUBR T 1.
ROACHERT 4 s Jdn & A LRI PR .
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revert

15 RA

Usage

~
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mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.
1.A11

2 .InboundMail

3.0utboundMail

[1]1> 1

Receiving resumed.
mail3.example.com>

R NS AT RRCA -

B WA RTE R
SEBEI: o & TR A EHLBGR CIBE. AL TR .
RACTERT 4 s Jdn & A LRI PR .

mail.example.com> revert
This command will revert the appliance to a previous version of AsyncOS.

WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy quarantines)
- all reporting data (including saved scheduled reports)

- all message tracking data

- all IronPort Spam Quarantine message and end-user safelist/blocklist data

Only the network settings will be preserved.

Before running this command, be sure you have:
- saved the configuration file of this appliance (with passwords unmasked)
- exported the IronPort Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail queue to empty

Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots
again to the desired version.
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Available versions

1.9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

settime

ol
WRE AR NTP RS %%, N settime A2 N T W EN A Za 221 B R-EEE IR
NTP MFsh 1 B Rl Bl f2n N4 %0 AW 1A : mm/pp/vyyy mH:MM:SS.

Usage

B WS RTE R
SRR, e & OUMRAE T SEHUBLR T (.
RACHERT 4 s Jdn & A LRI PR .

oLl
mail3.example.com> settime
WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.
This machine is currently running NTP.
In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time?[N]> Y

Please enter the time in MM/DD/YYYY HH:MM:SS format.
[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.
settz

AR
WE A X .
Usage

B MALHE R
SEREEFE: UL T A AT SEALEIY B, ML SR .
RIS S 4 A R AL TR .
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shutdown

15 RA

Usage

mail3.example.com> settz

Current time zone: Etc/GMT
Current time zone version: 2010.02.0

Choose the operation you want to perform:
- SETUP - Set the local time zone.
[1> setup

Please choose your continent:
1.Africa

2.America

[ ...]

11.GMT Offset

[2]> 2

Please choose your country:
1.Anguilla

[ ...]

45.United States

46 .Uruguay

47 .Venezuela

48.Virgin Islands (British)
49 .Virgin Islands (U.S.)
[45]> 45

Please choose your timezone:

1.Alaska Time (Anchorage)

2.Alaska Time - Alaska panhandle (Juneau)
[ ...1]

21.Pacific Time (Los_Angeles)

[21]> 21

Current time zone: America/Los_Angeles
Choose the operation you want to perform:

- SETUP - Set the local time zone.
[1>

KA ER AR RS

B B RTE R
SRR, e & OUMLAE T SEHUBR T 1.
ROACHERT 4 s Jdr & A LRI PR .
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sshconfig

15PA

Usage

~

mail.example.com> shutdown

Enter the number of seconds to wait before forcibly closing connections.
[30]>

System shutting down.Please wait while the queue is being closed...

Closing CLI connection.
The system will power off automatically.
Connection to mail.example.com closed.

FCE SSH fIR55 asfH F s s E .

B MALHE R
SERHEFE: Iy & DURTE B B F A
HOALTRA & S oA R AL TR .
. FEEFHD, EEA S

FECLR B, DR B B 223 TR A8

mail.example.com> sshconfig

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[1> userkey

Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.
[-paste public key for user authentication here-]

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[1>
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mail.example.com> sshconfig

Choose the operation you want to perform:

- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings

[1> sshd

ssh server config settings:
Public Key Authentication Algorithms:

rsal
ssh-dss
ssh-rsa

Cipher Algorithms:

aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl28
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se

MAC Methods:

Minimum

hmac-md5

hmac-shal
umac-64@openssh.com
hmac-ripemdl60
hmac-ripemdl60@openssh.com
hmac-shal-96

hmac-md5-96

Server Key Size:

1024

KEX Algorithms:

Choose the operation you want to perform:

diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal

diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal

—ppEme ) w0 wrets W

- SETUP - Setup SSH server configuration settings
[1> setup

Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsal>

Enter the Cipher Algorithms do you want to use

[aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl28,aesl28-cbc, 3des-cbc,blowfish-cbc, ¢
astl28-cbc,aesl92-cbc,aes256-cbc,arcfour, rijndael-cbc@lysator.liu.se]>

Enter the MAC Methods do you want to use

[hmac-md5, hmac-shal, umac-64@openssh.com, hmac-ripemdl60, hmac-ripemdl60@openssh.com, hmac-sha
1-96, hmac-md5-96]1>

Enter the Minimum Server Key Size do you want to use

[1024]>

Enter the KEX Algorithms do you want to use
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[diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-gr

oupl4d-shal,diffie-hellman-groupl-shal]>

ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl2s8
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl60
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal

Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1>

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[1>

B BHSRTE R
SRR, e & OUMAE T SEHUBR T 1.
ROACHERT 4 s Jdn & A LRI PR .
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mail3.example.com> status

Status as of:

Up since:

Last counter reset:
System status:
Oldest Message:

Feature - McAfee:
[....]

Feature - Outbreak Filters:

Counters:

Receiving

Messages Received

Recipients Received
Rejection

Rejected Recipients

Dropped Messages
Queue

Soft Bounced Events
Completion

Completed Recipients
Current IDs

Message ID (MID)

Injection Conn. ID (ICID)
Delivery Conn. ID (DCID)

Gauges:
Connections
Current Inbound Conn.
Current Outbound Conn.
Queue
Active Recipients
Messages In Work Queue
Kilobytes Used
Kilobytes Free
Quarantine
Messages In Quarantine

—RRETE | B | PR HERR

Thu Oct 21 14:33:27 2004 PDT

Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)
Never

Online

4 weeks 46 mins 53 secs

161 days
161 days
Lifetime

Reset Uptime

62,049,822
62,049,823

290,920
290,920

62,049,822
62,049,823

3,949,663 11,921
11,606,037 219

3,949,663
11,606,037

2,334,552 13,598 2,334,552

50,441,741 332,625 50,441,741
99524480
51180368

17550674

Current

1

0

92
8,388,516

Policy, Virus and Outbreak 0

Kilobytes In Quarantine

Policy, Virus and Outbreak 0

supportrequest

1A

) JERHRE SRR R IR B o i A SR VA% T DA Ta) FLIR ) A IR A o B A B oy H B A, B
B AT DAKE SRR SR 55 DA o 308 e B G K
EH N &V W BRI AR SR, 19 Cisco.com H P ID 2 4505 8 4% (1 AR 55 DA TR AH DG BE .
A LHT S5 Cisco.com A4 H K RS & R FIF, HV7H AT
https://sso.cisco.com/autho/forms/CDClogin.html ] Cisco.com fai#4 & B &F. WREE A Cisco.com
M ID, WS —A> . 52 bl T 8 R B IS B s F 7 4 B DL T e ik - 1045 8
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Usage

B ML RHE R

SEREHE. W SR EHB TN el PIRECAEE R TN (Fln, EERI%E
SEVHSENL B . My & 5 5 R AR RS

LB A< than & ASTRA AL AR K

il
PR 7 ) 5 7 55 BUAT SCRE U B AN AR SR B SRR R

mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support Centers
(www.cisco.com/support) .Use this command to open a technical support request
for issues that are not urgent, such as:

- Request for information.

- Problem for which you have a work-around, but would like an alternative
solution.

Do you want to send the support request to supportrequest@mail.ga?
[Yl>

Do you want to send the support request to additional recipient(s)?
[N]>

Is this support request associated with an existing support ticket?
[N]>

Please select a technology related to this support request:
1.Security - Email and Web

2.Security - Management

[1]1> 1

Please select a subtechnology related to this support request:

1.Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - Misclassified
Messages

2.Cisco Email Security Appliance (Clx0,C3x0, C6x0, X10x0) - SBRS

3.Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - Other

4.Email Security Appliance - Virtual

[1]1> 3

Please select the problem category:
1.Upgrade

2 .0perate

3.Configure

4.Install

[1]1> 3

Please select a problem sub-category:
1.Error Messages, Logs, Debugs
2.Software Failure
3.Interoperability

4 .Configuration Assistance

5.Install, Uninstall or Upgrade

6 .Hardware Failure

7.Licensing

8.Data Corruption

9.Software Selection/Download Assistance
10.Password Recovery
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[1]> 5

Please enter a subject line for this support request:
[1> <Subject line for support request>

Please enter a description of your issue, providing as much detail as possible
to aid in diagnosis:
[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO
ID) in order for you to receive complete access to support and

services from Cisco.Please follow the URLs below to associate your contract coverage on
your Cisco.com profile.If you do not have a CCO ID, please follow

the URL below to create a CCO ID.

How to create a CCO ID:
https://tools.cisco.com/RPF/register/register.do

How to associate your CCO ID with contract:
https://tools.cisco.com/RPFA/profile/profile_management.do
Frequently Asked Question:
http://www.cisco.com/web/ordering/cs_info/fags/index.html
Select the CCOID

1.New CCOID

[1]1>

Please enter the CCOID of the contact person
[1> your name

The CCO ID may contain alphabets, numbers and '@', '.', '-' and '_' symbols.

Please enter the CCOID of the contact person
[1> me@example.com

Please enter the name of the contact person
[1> yourname

Please enter your email address:
[1> me@example.com

Please enter the contract ID:
[1> 1234

Please enter any additional contact information (e.g. phone number) :

[1>
Please wait while configuration information is generated...

Do you want to print the support request to the screen?
[N]>

supportrequeststatus

gL
R MR TAC R SCREI SRR K RA (S
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Usage
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B ML RHE R

SEREH. tbar S T =AU CBRRE. 4.

HAabF a4 B & A SCRAL AL FLR 50

mail.example.com> supportrequeststatus

Component Version Last Updated
Support Request 1.0 Never updated
supportrequestupdate

15 RA

Usage

~

suspend

15RA

Usage

TR TR SRR RO Y, DME AR TAC 3R 3HF

B WAL RTHE R

SEREHE: Sthar S T =R AR CBERE. 04l

HACE A& B & A SR AL AR 5

mail.example.com> supportrequestupdate

Requesting update of Support Request Keywords.

FE AN IL

B HMATHE “HL.
SR e & (UR{E L SERLBIR TR
T MRS ST TS e

THEHD .

THEHLD -
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AN
mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended for Listener 1.

Waiting for outgoing deliveries to finish...

Mail delivery suspended.
mail3.example.com>

suspenddel

15iAA
3.

Usage
R WHHSATE B,
HEBET: AT S OURTE T EAUBE R A
HEAL B A& iy A SCRFE AL 34K 20
ANl

mail.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domain2.com, domain3.com

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

suspendlistener

WiRA
B HL.
Usage

B HSTHE “HL.
SR e & (UR{E L SERLBIR TR
T MRS S TS e
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mail3.example.com> suspendlistener

Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.

1.A11
2.InboundMail
3.0utboundMail
[1]1> 1

Enter the number
[30]>

of seconds to wait before abruptly closing connections.

Waiting for listeners to exit...
Receiving suspended.
mail3.example.com>

tcpservices

15RA

LR AETIT SRR RAE R

Usage

Rz iR H

E “j;%i” .

SEREHE. oS URETHEHUR T

b E 4. sl

il

A SR AL FEA% 2

mail.cisco.com> tcpservices

System Processes
ftpd.main -
ginetd -
interface -
ipfw -
slapd -
sntpd -
sshd -
syslogd -
winbindd -

Feature Processes

(Note: All processes may not always be present)

The FTP daemon

The INET daemon

The interface controller for inter-process communication
The IP firewall

The Standalone LDAP daemon

The SNTP daemon

The SSH daemon

The system logging daemon

The Samba Name Service Switch daemon

euq_webui - GUI for ISQ
gui - GUI process
hermes - MGA mail server
postgres - Process for storing and querying quarantine data
splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsqgl IPv4 TCP 127.0.0.1:5432
gabackdoo root IPv4 TCP *:8123
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ftpd.main root IPv4d TCP 10.1.1.0:21
euqg_webui root IPv4 TCP 10.1.1.0:83
euq_webui root IPv6 TCP [2001:db8::]:83
gui root IPv4d TCP 172.29.181.70:80
gui root IPv4 TCP 10.1.1.0:80

gui root IPv6 TCP [2001:db8::]1:80
gui root IPv4d TCP 172.29.181.70:443
gui root IPv4 TCP 10.1.1.0:443

gui root IPv6 TCP [2001:db8::]:443
ginetd root IPv4 TCP 172.29.181.70:22
ginetd root IPv4d TCP 10.1.1.0:22
ginetd root IPv6 TCP [2001:db8::]:22
ginetd root IPv4d TCP 10.1.1.0:2222
ginetd root IPv6 TCP [2001:db8::]1:2222
hermes root IPv4 TCP 172.29.181.70:25
splunkd root IPv4 TCP 127.0.0.1:8089
splunkd root IPv4 TCP 127.0.0.1:9997
api_serve root IPv4 TCP 10.1.1.0:6080
api_serve root IPv6 TCP [2001:db8::]:6080
api_serve root IPv4 TCP 10.1.1.0:6443
api_serve root IPv6 TCP [2001:db8::]:6443
java root IPv6 TCP [::127.0.0.11:9999

techsupport

i5RA
SRR TAC 1 I 2 5

Usage

B WA RTE “HL" .
SRBEFE: i & (LRE T SEHUBL T (.
RUACERAr & L & A SCRHILAC TS 2.

15l
mail3.example.com> techsupport

Service Access currently disabled.
Serial Number: XXXXXXXXXXXX-XXXXXX

Choose the operation you want to perform:

- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access
your system, without establishing a tunnel.

- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access your
system, and establish a secure tunnel for communication.

- STATUS - Display the current techsupport status.

[1> sshaccess

A random seed string is required for this operation
1.Generate a random string to initialize secure communication (recommended)

2.Enter a random string
[11> 1
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Are you sure you want to enable service access?[N]> y
Service access has been ENABLED.Please provide the string:
QT22-JQZF-YAQL-TL8L-8@2L-95

to your Cisco IronPort Customer Support representative.

Service Access currently ENABLED (0 current service logins).
Tunnel option is not active.

Serial Number: XXXXXXXXXXXX-XXXXX

Choose the operation you want to perform:

- DISABLE - Prevent customer service representatives from remotely accessing your system.
- STATUS - Display the current techsupport status.

[1>

tisverify

5 ER
eSS TLS &8, I HERE B i3 0) TLS i @, ZEal@iEs:, Ei5eZERiE
(IR H bR ML, AsyncOS 2R#EFTFHE T (3RiE) TLS WER A TLS ##%

Usage

B BHSRTE R
SRR, e & OUMAE T SEHUBR T 1.
AT A 4: o4 S FFHAL R

AL TR

tlsverify A2 ML H A AT DL FHATE S CLI sr 2 A ThRE, AT & 518 5E FHLZ I
TLS &,

tlsverify <domain> <hostname>[:<port>]

15
mail3.example.com> tlsverify

Enter the TLS domain to verify against:
[1> example.com

Enter the destination host to connect to.Append the port (example.com:26) if you are not
connecting on port 25:
[example.com] > mxe.example.com:25

Connecting to 1.1.1.1 on port 25.
Connected to 1.1.1.1 from interface 10.10.10.10.
Checking TLS connection.
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Usage
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—RRETE | B | PR HERR

TLS connection established: protocol TLSv1l, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.
TLS verification completed.

i 5 48 R A

B WAATIHE L.
SERPETE: Ut r & LR FEUBR T A
AR I A7 AT .

mail3.example.com> trace

Enter the source IP
[1> 192.168.1.1

Enter the fully qualified domain name of the source IP
[1> example.com

Select the listener to trace behavior on:
1.InboundMail

2.0utboundMail

[1]1> 1

Fetching default SenderBase values...
Enter the SenderBase Org ID of the source IP.The actual ID is N/A.
[N/A]>

Enter the SenderBase Reputation Score of the source IP.The actual score is N/A.

[N/A]>

Enter the Envelope Sender address:
[]> pretend.sender@example.net

Enter the Envelope Recipient addresses.Separate multiple addresses by commas.
[]> admin@example.com

Load message from disk?[Y]> n
Enter or paste the message body here.Enter '.' on a blank line to end.
Subject: Hello

This is a test message.
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HAT matched on unnamed sender group, host ALL
- Applying SACCEPTED policy (ACCEPT behavior).
- Maximum Message Size: 100M (Default)
- Maximum Number Of Connections From A Single IP: 1000 (Default)
- Maximum Number Of Messages Per Connection: 1,000 (Default)
- Maximum Number Of Recipients Per Message: 1,000 (Default)
- Maximum Recipients Per Hour: 100 (Default)
- Use SenderBase For Flow Control: Yes (Default)
- Spam Detection Enabled: Yes (Default)
- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)

Processing MAIL FROM:
- Default Domain Processing: No Change

Processing Recipient List:

Processing admin@ironport.com

- Default Domain Processing: No Change

- Domain Map: No Change

- RAT matched on admin@ironport.com, behavior = ACCEPT
- Alias expansion: No Change

Message Processing:
- No Virtual Gateway (tm) Assigned

- No Bounce Profile Assigned

Domain Masquerading/LDAP Processing:
- No Changes.

Processing filter 'always_deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False

Evaluating Rule: rcpt-to == "ironport.com"
Result = True

Evaluating Rule: OR

Result = True
Executing Action: deliver()

Footer Stamping:
- Not Performed

Inbound Recipient Policy Processing: (matched on Management Upgrade policy)
Message going to: admin@ironport.com

AntiSpam Evaluation:
- Not Spam

AntiVirus Evaluation:
- Message Clean.
- Elapsed Time = '0.000 sec'

Outbreak Filter Evaluation:
- No threat detected

Message Enqueued for Delivery

Would you like to see the resulting message?[Y]> ¥y

Final text for messages matched on policy Management Upgrade
Final Envelope Sender: pretend.sender@example.doma

Final Recipients:
- admin@ironport.com
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Final Message Content:

Received: from remotehost.example.com (HELO TEST) (1.2.3.4)
by stacy.ga with TEST; 19 Oct 2004 00:54:48 -0700
Message-Id: <3i93g9$@Management>
X-IronPort-AV: i="3.86,81,1096873200";
d="scan'208"; a="0:sNHTO"
Subject: hello

This is a test message.

Run through another debug session?[N]>

~

s When using trace, you must include both the header and the body of the message pasted into the CLI.

trackingconfig

PR
RCELBRES 2 4

Usage
B WAATHE R,
EBEE: e THTIA =M ENE CREE. 24H. THEVD .
HehbB# a4 thr S A SCHFL AL E RS X

ANl
mail.example.com> trackingconfig
Message Tracking service status: Message Tracking is enabled.
Choose the operation you want to perform:
- SETUP - Enable Message Tracking for this appliance.
[1> setup
Would you like to use the Message Tracking Service?[Y]>
Do you want to use Centralized Message Tracking for this appliance?[N]>

Would you like to track rejected connections?[N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:
- SETUP - Enable Message Tracking for this appliance.
[1>
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tzupdate
WiEA
SEBTIST DX R .
Usage
R WA RTE “HL”
EREE. Mo URAETENB M S — BRI S R ENL (Bln, BE SRR
SETFEMD .
AL B A& thar & SR AL BEA% 2.
10 SLY N
RPAE A R 2B 2, czupdate A2 BIHTLAL B A 20t 23 9 ) 58 BT A I DRI o
tzupdate [force]
ANl
mail.example.com> tzupdate
Requesting update of Timezone Rules
updateconfig
L)
BB R4S
Usage
R AT P
EREE. e THTIA =M ENE R 2. HEND .
AL B A& dhar & A SRR AL BA% 2.
i

o M E W LMEME R ARS8 AR, (58 3-109 70
o i E ek UG IE SRR 7 iR 55 R AP AT Rk, 58 3-111 50
o Mo B LMEARAE MRS AIELE, 5 3-112 50
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B E R F AN E AR 528 TH

FE N HRIZRGI . updateconfig iy F -0 B B % LAE M B RHIR S5 4% T B EUR,  IF AR
%% NETH AsyncOS FF 5% .

mail.example.com> updateconfig

Service (images) : Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
[1> setup

For the following services, please select where the system will download updates from:
Service (images) : Update URL:

Feature Key updates
http://downloads.ironport.com/asyncos

1.Use Cisco IronPort update servers (http://downloads.ironport.com)
2.Use own server

[1]1>

For the following services, please select where the system will download updates from

(images) :

Service (images) : Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

1.Use Cisco IronPort update servers
2.Use own server
[11>
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For the following services, please select where the system will download updates from

(images) :
Service (images) : Update URL:
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1.Use Cisco IronPort update servers
2.Use own server
[1]1>

For the following services, please select where the system will download the list of

available

updates from:

Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

1.Use Cisco IronPort update servers
2.Use own update list
[11>

For the following services, please select where the system will download the list of

available

updates from:

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

1.Use Cisco IronPort update servers
2.Use own update list
[11>

Enter the time interval between checks for new:
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours.The minimum
valid update time is 30s or enter '0' to disable automatic updates (manual
updates will still be available for individual services).
[5m]>

When initiating a connection to the update server the originating IP interface
is chosen automatically.If you want to choose a specific interface, please
specify it now.

1.Auto

2 .Management (10.76.69.149/24: vm30esa0086.1ibga)

[1]>

Do you want to set up a proxy server for HTTP updates for ALL of the following
services:

- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades
[N]>
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Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following
services:

- Feature Key updates

- Timezone rules

- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates

- Cisco IronPort AsyncOS upgrades

- SenderBase Network Participation sharing

[N]>

Service (images) : Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
[1>

BB R &R EIZF iR 5 e s i P RO B

DR RO B B TR, R R TR 7 AR 55 AR I, SR AR P R 55 AR P AT A
FUGIUE. WRIGIERM, SR NEL WG E 2L B RF H AT N f s ) Bos an fey
e b 0 -

mail.example.com> updateconfig

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Service (list): Update URL:
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Timezone rules
Enrollment Client Updates
Support Request updates

Service (list):

Cisco IronPort
Cisco IronPort
Cisco IronPort

Update URL:

Servers
Servers
Servers

Cisco IronPort AsyncOS upgrades
Update interval: 5m
Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

Cisco IronPort

- VALIDATE_CERTIFICATES - Validate update server certificates
- TRUSTED_CERTIFICATES - Manage trusted certificates for updates

[1> validate_certificates

Should server certificates from Cisco update servers be validated?

[Yes]>

Service (images):

Update URL:

Servers

Feature Key updates
Timezone rules

Enrollment Client Updates Cisco IronPort Servers

Support Request updates
Cisco IronPort AsyncOS upgrades

Service (list):

http://downloads.ironport.com/asyncos

Cisco IronPort

Cisco IronPort
Cisco IronPort

Update URL:

Servers

Servers
Servers

Timezone rules
Enrollment Client Updates
Support Request updates

Service (list):

Cisco IronPort
Cisco IronPort
Cisco IronPort

Update URL:

Servers
Servers
Servers

Cisco IronPort AsyncOS upgrades
Update interval: 5m
Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:
- SETUP - Edit update configuration.

Cisco IronPort

- VALIDATE_CERTIFICATES - Validate update server certificates
- TRUSTED_CERTIFICATES - Manage trusted certificates for updates

(1>

EER&EFUEERERSFERE

Servers

U SR AT B2 AR E WA AR 55 4%, DRI LA I A TR AR ERE 2838 B i % T 0 CA IE. X
B, M GRS A5 . T I A ) 2o a0 T T B R I
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Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
[1> trusted_certificates

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.

[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:

Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwIBAgIBATANBgkghkiGIwOBAQUFADCBgDELMAKGA1UEBhMCSU4x
DDAKBGNVBAGTAOEBUFENM. .« « « v ettt ee e et ettt e e e e e et e et e e e

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

updatenow

AR
TSR T A R GRS AL AT ST .
Usage

RAZ: Phin S AFHE IR

SEREHE: SR ENBCN M EFol — P IRBPE SR BN (B, 805 %%
SETHEND AR

A B A& & SRR B X

AR
B RSB, updatenow fir HIHEALT A 2 i LU T 3097 4 L RO AT 410

updatenow [force]

oLl
mail3.example.com> updatenow

Success - All component updates requested
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version

L
BRI B

Usage

B BHSRTE R
SRR, e & OUMAE T SEHUBR T 1.
RACHERT 4 s Jdn & A LRI PR .

oLl
mail3.example.com> version

Current Version

Product: Cisco C1l00V Email Security Virtual Appliance
Model: C100V

Version: 9.1.0-019

Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B0O03A99E71EDS8
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RAID Type: NA

BMC: NA

wipedata

L
7 wivedata fir 4 W LUK IR RER EIOROL SO, IR BRIT — O DR R AE DRSS

4

FOMIEEURE R, SEERERAE T RE TR E B IR, B RE R RS RE, EBERAE S

Usage

B WS RTE R
SRR & OUMRAE T SEHUBLR T (.
RACHERT 4 s Jdn & A LRI PR .
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upgrade

15 RA

Usage

~

—RRETE | B | PR HERR

mail.example.com> wipedata
Wiping data may take a while and can affect system performance till it completes.

Choose the operation you want to perform:

- STATUS - Display status of last command run
- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress
mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.

Choose the operation you want to perform:

- STATUS - Display status of last command run
- COREDUMP - Wipe core files on disk

[1> status

Last wipedata status: Successful

T CLI dn % Bon al IR, JF B AsyncOS R G TR 7 45 52 RRCA .

B WA RTE R
SRR, e & OUMLAE T SEHUBR T 1.
RACTERT 4 s Jdn & A LRI PR .

mail3.example.com> upgrade

Upgrades available:

1.AsyncOS (***DON'T TOUCH!***)4.0.8 upgrade, 2005-05-09 Build 900
2.AsyncOS 4.0.8 upgrade, 2005-08-12 Build 030

45.SenderBase Network Participation Patch

[45]1>

Performing an upgrade will require a reboot of the system after the upgrade is applied.
Do you wish to proceed with the upgrade?[Y]> Y
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RT3 E 2 (Content Filters)

e contentscannerstatus, (&5 3-116 71)

e contentscannerudpate, (£ 3-116 U1)

contentscannerstatus

Usage

~

YN RS EE Tl TR NS

R M ATE ‘R,
EHEHE. oS MUREH AR NEH.
REALEE Ay & M A SRR LA HE % 2K

mail.example.com> contentscannerstatus

Component Version Last Updated
Content Scanner Tools 11.2.1884.970097 Never updated
contentscannerudpate

Usage

~

LDAP

WRTFHEH ARSI EE. QR “omk]” S8 BMEARA I 2 2,

B SRS ATHE R

W HATEH .

FEREE. W S URETHEHR TN et PIRECAEE RN (Fln, B RA%E

ETFENLD LA
AL Ay 4. M A SR LA HE A% 2

mail.example.com> contentscannerupdate force

Requesting forced update for Content Scanner.

A EH LU CLI Ay s
¢ ldapconfig

e ldapflush
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Idapconfig

15PA

Usage

oA W

e ldaptest

e sievechar

fii & LDAP R %%,

B HHATE R
SRETE: UL ST THA SRR R, AL ISR .
RUACT A &: fr & A IR

TP - BUEFTEY LDAP PR 2580 B 30

TE R RBIF, 1dapcontig iy 2 H T & LA EL € 2 LDAP fi% 4%, SRCE DL FAM: &
{#}\?ﬁ%']%a/ﬂ, (ldapaccept %ﬁ/&\) N Eﬁ'EE (ldaprouting %fﬁé’\) N %’Iz% (masquerade %fﬁ
A L B R X R A P B IAE (isqauth T « B3 B4 8 0 B 4 A 9F
(isqalias alfﬁé?)o

B, ¥4 N mldapserver.example.com LDAP 452846 “PublicLDAP” 7|4 . K 2 & [ £
v 11 3268 (ERIN) o 25E X example.com T8 R JE (dc=example, dc=com), [&] B i 8 S N2
0L BREFE TR AT 3E . ARG & 5 OpenLDAP HRBLE KMl 2 H C2IHM
Internet Draft draft-lachman-laser-ldap-mail-routing-xx.txt * & X [1] inetLocalMailRecipient f} )& %
RAK, ARHFRA “Laser #A&” o (HEFRGH A A 5 7E OpenLDAP J5i7r K. ) BIER, £
AT, 7R A T S A T U N B BB AE MM mailForwardingaddresss
MR E M AIRIX 5 KNS, AR B4 sk FLER 45 R .

mail3.example.com> ldapconfig
No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:
[1> myldapserver.example.com

Use SSL to connect to the LDAP server?[N]> n

Select the authentication method to use for this server configuration:
1.Anonymous

2 .Password based

[1]1> 2

Please enter the bind username:
[cn=Anonymous] >
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Please enter the bind password:
[1>

Connect to LDAP server to validate setting?[Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1.Active Directory

2 .0penLDAP

3 .Unknown or Other

[3]> 1

Please enter the port number:
[3268]> 3268

Please enter the base:
[dc=example, dc=com] > dc=example,dc=com

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- TEST - Test the server configuration.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- CERTAUTH - Configure certificate authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> ldapaccept

Please create a name for this query:
[PublicLDAP.ldapaccept]> PublicLDAP.ldapaccept

Enter the LDAP query string:
[ (proxyAddresses=smtp:{a})]> (proxyAddresses=smtp:{a})

Do you want to test this query?[Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268

Server Type: Active Directory

Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
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[1> ldaprouting

Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing

Enter the LDAP query string:
[ (mailLocalAddress={a})]> (mailLocalAddress={a})

The query requires one of the attributes below.Please make a selection.

[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?

[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?

[3] Configure both attributes
[1> 1

Enter the attribute which contains the full rfc822 email address for the
recipients.
[mailRoutingAddress]> mailRoutingAddress

Do you want to test this query?[Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> masquerade

Please create a name for this query:
[PublicLDAP.masquerade]> PublicLDAP.masquerade

Enter the LDAP query string:
[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})

Enter the attribute which contains the externally visible full rfc822 email address.
[1> mailLocalAddress

Do you want the results of the returned attribute to replace the entire friendly portion
of the original recipient?[N]> n

Do you want to test this query?[Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing
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MASQUERADE: PublicLDAP.masquerade

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> isqgauth

Please create a name for this query:
[PublicLDAP.isgauth]> PublicLDAP.isqgauth

Enter the LDAP query string:
[ (sAMAccountName={u}) ]> (sAMAccountName={u})

Enter the list of email attributes.
[1> mail,proxyAddresses

Do you want to activate this query?[Y]> ¥y
Do you want to test this query?[Y]> ¥y

User identity to use in query:
[]> admin@example.com

Password to use in query:
[]1> password

LDAP query test results:

LDAP Server: myldapserver.example.com
Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1>
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Current LDAP server configurations:
1.PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.

[1>

Bl -EEEEFERE

Idapflush

15RA

FE T HFREIH, <iCE LDAP &Rk &, WHF TLS EIZEMIET.

mail3.example.com> ldapconfig

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[]1> setup

Choose the IP interface for LDAP traffic.
1.Auto

2 .Management (10.92.145.175/24: esxl6-esall.ga)
[1]> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having
negative results?[Y]>

oA W

The "Demo" certificate is currently configured.You may use "Demo", but this will not be

secure.

1. partner.com

2 .Demo

Please choose the certificate to apply:
[1]1> 1

No LDAP server configurations.
Choose the operation you want to perform:
- NEW - Create a new server configuration.

- SETUP - Configure LDAP options.
[1>

TBELTE 221711 LDAP 451,
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BARZ: WA ATE “#387.
EREH. W AURETENB R T
ALy 4S: i A SR A HE A% 2

ANl
mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results?[N]> y

Flushing cache
mail3.example.com>

Idaptest

15PA

AT A LDAP BN .

Usage

R S ATE R,
EREHE: SR ENA N ER.
REALEE Ay & M A SRR LA HE A% 2K

il

AN, 1% 1daptest 72 H T ABCE 1) LDAP JR 55 5 A0 & i — E’Jqﬁzﬁikﬁxéﬁ I IN
il “admin@example.com” 2K, WU AHidE “bogus@example.com” N A i P

mail3.example.com> ldaptest

Select which LDAP query to test:
1.PublicLDAP.ldapaccep

[1]1> 1

Address to use in query:

[]> admin@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept
Argument: admin@example.com
Action: pass

LDAP query test finished.
mail3.example.com> ldaptest

Select which LDAP query to test:
1.PublicLDAP.ldapaccep
[1]> 1
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sievechar

1A

Usage

~

oA W

Address to use in query:
[1> bogus@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept

Argument: bogus@example.com

Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found

LDAP query test finished.
mail3.example.com>

WE A T Sieve WRAEE JE =4, 40 REC 3598 M firik. i51EE, Sieve F/HUAE LDAP #
2 H LDAP 535 % & i b 290 o 2R G0 1 HoAth 3820 K £ 58 B 1 s - b bk o 4 4

R TR N =+

B WS RTE R
SR, B & T T TN SR HUBR CRBE. 9L IR
ROACTE A4 i 4 AL IR

FEATRBIN,  sievechar fir & I TR + & XONTEHEZ AN LDAP BT il 259 b B iU Y Sieve 547

mail3.example.com> sievechar
Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:
- SETUP - Set the separator character.
[]1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
[1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:
- SETUP - Set the separator character.
[1>
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A& LLR CLI A %
e addresslistconfig
e aliasconfig
e archivemessage
e altsrchost
¢ Dbounceconfig
¢ Dbouncerecipients
e bvconfig
e deleterecipients
e deliveryconfig
e delivernow
e destconfig
e hostrate
¢ hoststatus
e imageanalysisconfig
e oldmessage
® rate
e redirectrecipients
® resetcounters
e removemessage
e showmessage

e showrecipients

o &
e tophosts
e topin

e unsubscribe

e workqueue
addresslistconfig

15PA
B2 B 5%

Usage
R WAL TE R
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HEERERE / ke B

SEREHE. Wa S TH T A =M RIS GERE. 4. HED .
AL FE a4 thar & SR B RS 5.

AL TR

addresslistconfig M & HIHLALEAS AT LA T8 H bk 53R . Bl k7). $TENHL
HEFNZR BN . A BR bbb 51 38 B3 3 25 4R bk 51 38 o A ph S i ik

o ININHTRIHLIE S -

addresslistconfig new <name> --descr=<description>
--addresses=<addressl,address2, ...>

o ZWHIIAHINESL

addresslistconfig edit <name> --name=<new-name> --descr=<description>
--addresses=<addressl, address2, ...>

o HBRHLIESF

addresslistconfig delete <name>

o TEIIEZFRIIZE:

addresslistconfig print <name>

o AL S A R AL

addresslistconfig conflicts <name>

]l
mail.example.com> addresslistconfig
No address lists configured.
Choose the operation you want to perform:
- NEW - Create a new address list.

[1> new

Enter a name for the address list:
> add-listl

Enter a description for the address list:
> This is a sample address list.

Do you want to enter only full Email Addresses?[N]> Y
Enter a comma separated list of addresses:

(e.g.: user@example.com)
> userl@example.com, user2@example.com
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Address list "add-listl" added.

Choose the operation you want to perform:

- NEW - Create a new address list.

- EDIT - Modify an address list.

- DELETE - Remove an address list.

- PRINT - Display the contents of an address list.

- CONFLICTS - Find conflicting entries within an address list.
[1>

aliasconfig

L
HE L 15144 o

Usage
R WmATE “RK7.
EBEE: e THTIA =M EE CREE. 2H. THEVD .
HeAL B Ay & shan & SCRFIAL B A% 2.

HEAL TR

aliasconfig 74 AL AL BEAK 20T LU FASIBT 000 42 3 B R 3T EVREPE R 44 105112 Bl
SN HER. B G, LT aliascontig & 5 NI H K2R R4S
xR

o UNITET ST 5 44 -

aliasconfig new <domain> <alias> [email_addressl] [email_address2] ...

4

0 AW IEIAEN  ‘aliasconfig new’ A4 FEGIHEIL.

o wARILA HEEA 4

aliasconfig edit <domain> <alias> <email_addressl] [email_address2] ...

o WORHEFER A

aliasconfig print

o FANAKH A FF:

aliasconfig import <filename>
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aliasconfig export <filename>

il

mail3.example.com> aliasconfig

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[]> bobRexample.com, frank@example.com, sally@example.com

Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias?[N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?

1.Globally

2.Add a new domain context
3. example.com

[1]1> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain
- "@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its sub domains.
[1> admin

Enter address(es) for "admin".
Separate multiple addresses with commas.
[]> administrator@example.com

Adding alias admin: administrator@example.com
Do you want to add another alias?[N]> n

There are currently 2 mappings defined.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.
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[1> print
admin: administrator@example.com

[ example.com ]
customercare: bob@example.com, frank@example.com, sally@example.com

There are currently 2 mappings defined.

Choose the operation you want to perform:
NEW - Create a new entry.

EDIT - Modify an entry.

DELETE - Remove an entry.

PRINT - Display the table.

IMPORT - Import aliases from a file.
EXPORT - Export table to a file.

CLEAR - Clear the table.

1>

# 3-7 FBFEEREZRIE%

2% ol

<domain> FAMNENERE. “€/” IBESIKBIFE.
B B 105 44 44 FR
4 RO B UV 4

‘user@domain’ - SEEEAEHLHE .

‘user’ - AR .

‘@domain - I A

‘@ .partialdomain” - MIECHAT BT ATE H .
N E BB RV B 4

‘user’ - BLIHFASE A H

<alias> ‘user@domain’ - BLHBAHHE
) 44 WL B MR E R kb o B 44 T DA B 3 22 AN R4
<email_address> k.
<filename> SN FHMARELHP 4.
archivemessage

L)
FEAS T BAZ P A7 A% H B A o
Usage

B BHSRTE R
SRR, e & OUMAE T SEHUBR T 1.
ROACHERT 4 s Jdn & A LRI PR .
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AN
FE TR B, A7 — B R A
mail3.example.com> archivemessage
Enter the MID to archive.

[01> 47

MID 47 has been saved in file oldmessage_47.mbox in the configuration
altsrchost

15PA
e BRI 5% (tm) W

Usage

B AATE R
SRR IS TR TR SR SEALEY R, AL ST .
RIS S 4 A R AL TR .

<l
E—FEE,‘J%WUEP ’ >|QI altsrchost %%:J:T ED HH@JE/% H ﬁﬁ&ﬁﬁﬁﬂlﬁﬂﬂ%%ﬂ‘o ﬁi‘%}ﬁ, ﬁu@ﬁ/[\% E :
o 4N eexchange.example.com LA AR 4% %% ML K 3% R4 2 B 2 PublicNet #2 M,
o REKMEAIP Hikik 192.168.35.35 (A 2B if £ AnotherPublicNet £,
WJh, ¥ altsrchost MUETFTENH SR, DABIAIE$R S E .

mail3.example.com> altsrchost
There are currently no mappings configured.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.
[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.Partial addresses such as "@example.com" or "user@" are allowed.
[1> @exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1.AnotherPublicNet (192.168.2.2/24: maild.example.com)

2 .Management (192.168.42.42/24: mail3.example.com)

3.PrivateNet (192.168.1.1/24: mail3.example.com)

4 .PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:
- NEW - Create a new mapping.
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- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping.Partial addresses such as "@example.com" or "user@" are allowed.
[1> 192.168.35.35

Which interface do you want to send messages for 192.168.35.35 from?
AnotherPublicNet (192.168.2.2/24: mail4d.example.com)

Management (192.168.42.42/24: mail3.example.com)

PrivateNet (192.168.1.1/24: mail3.example.com)

PublicNet (192.168.2.1/24: maild.example.com)

11> 1

1
2
3
4
[
Mapping for 192.168.35.35 on interface AnotherPublicNet created.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> print

1. 192.168.35.35 -> AnotherPublicNet
2. @exchange.example.com -> PublicNet

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.
[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added 2 altsrchost mappings

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bounceconfig

15 AA
e AR T
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B A ATE 4R
SR Jer 4T AT T SR B AL A .
ROACTEAr4: Jedn &/ L RFRAEFE R R

£ I RFIH, 24 vounceconfig mAEEL N bounceprofile IR FIFCE X, TEMACE
j{##, Eﬁ%iﬁﬁﬁ%[]EB##ﬂﬁiiﬁé?U%&ﬁﬁf@iﬁ bounce-mailbox@example.como ﬁ%ﬁﬁi@ﬂi%%ﬁ:ﬁﬁﬂ#g 4@
RN N RIS — BB S MR, IF HEs2 7B Sl 18] 4 /N (14400 72D HIERINE .

mail3.example.com> bounceconfig

Current bounce profiles:
1.Default

Choose the operation you want to perform:
- NEW - Create a new profile.
- EDIT - Modify a profile.

[1> new

Please create a name for the profile:
[1> bounceprofile

Please enter the maximum number of retries.
[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]> 60

Please enter the maximum number of seconds to wait before retrying a message.
[3600]1> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> ¥
Do you want bounce messages to use the DSN message format?(Yes/No/Default) [Y]> ¥y

If a message is undeliverable after some interval, do you want to send a delay warning
message? (Yes/No/Default) [N]> y

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.

[1]> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
of the sender?[N]> y

Please enter the email address to send hard bounce and delay warning.
[1> bounce-mailbox@example.com

Current bounce profiles:
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1. Default
2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

[1>

mail3.example.com>

iERAR EBCE X

13 0] DL G R BN BB (BT C B SO FEAR R, K BRI B SO R4 9 naximum number of
seconds to wait before retrying unreachable hosts M 3600 F (1 /NEF) #0%] 10800 F5
(3 /NI -

mail3.example.com> bounceconfig

Current bounce profiles:
1. Default
2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

[1> edit

Please enter the number of the profile to edit:
[1> 2

Please enter the maximum number of retries.
[100]1>

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]>

Please enter the initial number of seconds to wait before retrying a message.
[60]>

Please enter the maximum number of seconds to wait before retrying a message.
[3600]> 10800

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]>
Do you want bounce messages to use the DSN message format?(Yes/No/Default) [N]>

If a message is undeliverable after some interval, do you want to send a delay warning
message? (Yes/No/Default) [N]>

Do you want hard bounce messages sent to an alternate address, instead of the sender?[Y]>

Please enter the email address to send hard bounce.
[bounce-mailbox@example.com ] >

Current bounce profiles:
1. Default
2. bounceprofile
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Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

FIREIfC E X M A B ST REFr

~

-
s

1

EEBE_%JEEEBEX#FE, ﬁ‘:mu’fﬁﬂﬂ listenerconfig -> bounceconfig fﬁéﬁ?}%iﬁaﬁ%ﬁ
AN W R e N S A

AT DAL RSO AR T A ) MW R P ok B IR B HE B SR (HOZ, SRR 7 5 % B (1 B A% 4
UEREPS T

EAREIF, %% OutboundMail & MW FEF, JfH 4 N bouncepr1 HTIE [FIFC B CAF & M H T
ZIE TR

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

Please choose a bounce profile to apply:
1. Default

2. bounceprl

3. New Profile
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[1]> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.
[1>

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Enabled the bounceprl profile to the Outbound mail listener

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bouncerecipients

15 RA

Usage

MBAFIIR [a] 1

B WAL ATHE R
SEBE: Mo & (UBRTE L EBLBLR A
HEAETEAr e A &S LA TR
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H RS N T2 AL B AF5 Ja A5 T R AT AAT T 75 R 2 St b A IS A e A N T ot 23R [l i
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mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Please enter the hostname for the messages you wish to bounce.
[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"?[N]> Y

Bouncing messages, please wait.
100 messages bounced.

ZIsE A A iR ]

£HEE

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[11> 2

Please enter the Envelope From address for the messages you wish to bounce.
[1> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Bouncing messages, please wait.
100 messages bounced.

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

By Envelope From address.

All.

11>

2.
3.
[
Are you sure you want to bounce all messages in the queue?[N]> Y

Bouncing messages, please wait.
1000 messages bounced.
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bvconfig

1AA
LA [ 0 50 i 40 T B B 5 2RO [

Usage

}3:53‘5 JJ:[:A/\':F'EE; ((*E—‘—‘v
EREHE: e H T A =M EIE CRBE. 24, THEND .
s Ar 4. M A Rt AL B S

il
"I TH 7% 1 277 O T AR I P L i X L 8 .

mail3.example.com> bvconfig

Behavior on invalid bounces: reject

Key for tagging outgoing mail: key
Previously-used keys for verifying incoming mail:

1. key (current outgoing key)
2. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.

- SETUP - Set how invalid bounces will be handled.

[1> key

Enter the key to tag outgoing mail with (when tagging is enabled in the Good
Neighbor Table)
[1> basic_key

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic_key
Previously-used keys for verifying incoming mail:

1. basic_key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.

- SETUP - Set how invalid bounces will be handled.

[1> setup

How do you want bounce messages which are not addressed to a valid tagged
recipient to be handled?
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1. Reject.
2. Add a custom header and deliver.
[1]1> 1

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic_key
Previously-used keys for verifying incoming mail:
1. basic_key (current outgoing key)
2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)
Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.
- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[]> Configuring a new key and setting reject for invalid email bounces

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

deleterecipients

15PA
MBI e B

Usage

RAZ: Phir S AFHE IR
SEREH: i SR EHUE A
A B Bl & A SR AL A% X

il

BEA VISR IR 5 ZEMBR R N IE T DUR R G BoR 1 #orh NENUIERISAE N 4245 &
AT N H AR B AE N BB M3 BA B o A e e AR N

U A ISR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:
1. By recipient host.

By Envelope From address.

All.

11> 1

2
3
[
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Please enter the hostname for the messages you wish to delete.
[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"?[N]> Y

Deleting messages, please wait.
100 messages deleted.

RISH &% A sbitpR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]> 2

Please enter the Envelope From address for the messages you wish to delete.
[1> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> Y

Deleting messages, please wait.
100 messages deleted.

iR

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]> 1

Are you sure you want to delete all messages in the queue?[N]> Y

Deleting messages, please wait.
1000 messages deleted.

deliveryconfig

15AA
B 26

Usage
B WS HE R
EBEHE: e THTIA =M ENE CREE. 2H. THEVD .
HEAL B Ay & ham AN SCRFL AL 3% 20
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delivernow

15RA

Usage

il

HEERERE / ke B

FELL R /R B, deliveryconfig fr @ H THERNEE WA N “HB)” (Auto) FFHH “AIREMLIX”
(Possible Delivery). #AN 2 4t (1) 5 K H ok BB A% 25 A BB %R 9000 N IEH: .
mail3.example.com> deliveryconfig

Choose the operation you want to perform:

- SETUP - Configure mail delivery.
[1> setup

Choose the default interface to deliver mail.

1. Auto

2. AnotherPublicNet (192.168.3.1/24: maild.example.com)

3. Management (192.168.42.42/24: mail3.example.com)

4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)?[Y]> ¥y

Please enter the default system wide maximum outbound message delivery
concurrency

[10000]> 9000

mail3.example.com>

FOB ZHE M CLSLBIREAT AR o AT AT DLk 33 S AN ACP R N L m A 22 i o) A% A ) i A IR

RAZ: Phin S AFHE IR
SEREHE. oS URETHEHUB T EH
HACFE A S Shir & A SR AL B 30,

mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

[1]1> 1

Please enter the recipient domain to schedule for delivery.
[1>foo.com

Scheduling all messages to foo.com for delivery.
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destconfig
PLHT A setgoodtable w4 . ZRAGIAER N HFrEHIER . (8 LA 0T DUNTE W Ic B AL 4 PR ) .
{£F destconfig 5%
U\Fﬁé\ﬁ destconfig %?Téﬁ V‘]ﬂﬂ%
% 3-8 destconfig F#H$
B AR
SETUP ERERRE
NEW I8 0k i 5 PR 1)
EDIT 16 ALK T PR 1
DELETE I s 3k Feg IR 6]
DEFAULT B SIS s 4 BR A PR 1
LIST B N LB Y B R
DETAIL SR —ANHAREITE 4 H I EgRE B
CLEAR MERME BT E % B .
IMPORT M INT e B SCPE R SN B bRz il 46 B R4
EXPORT ) INT FC B S5 B brds il 26 B 1R .
destconfig A A E R A H brfEhl R P TR FEE.
o Mk Gl ANEND
o IR IR AL
o BEANTERE ORI B4 K B
o IS PR il
o &R GEE LN A bl
o F MX Bl S it R )
o ST NB BERR A (oD
o BE[MIGIE
o FHF IR Bl e B S
BfrigHIR =5
NREHWREHRPEREH.
# 39 )=t mir e d=bry
i VEIERRSG] (WX Limit |S/ETER |SCHE MX/DOM
CER D 500 T 1 15

ARSI IR HRATE T/ 500 RS, BN RTCE NBOBCA BRI

(BRI 1500 E

1 [MXIP
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# 3-9 )=l marEd=hy )

) ERRS] A Limit B /NEER |SEHE MX/DOM

B H A PR A X S TT PSR ER B %2 500 N IESE, B/ RIS N B0 B
partner.com ‘ 10 ‘ 500 ‘ 60 15,

partner.com bW AT M SOR HL 5 10 SRR, A5 Bl i KU A ECy 500
101.202.101.2 ‘500 \35 \o ‘MXIP

e 5E 1P Huhik

HEAL TR

destconfig AT A AIHEALBE M 3T LU T- AT £ 48 CLI fir & BT A Th e -
o AUEUHTH HARIEHIR

destconfig new <profile> [options]

o ARILA I H RS

destconfig edit <default|profile> [options]

o MMBRBLA I B Frfz il R

destconfig delete <profile>

o RORITA HARIEHIS H B4 2

destconfig list

o BoR—ANHEAREUTA K HELE S

destconfig detail <default|profile|all>

o MMERFTA AT 0 H brfEii R4 H

destconfig clear

o MR RAEM

destconfig import <filename>

o CREERAR T B

destconfig export <filename>
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KT edit M new fbAL A4, W] LI I AR B4 FRATSE S RARIRME 5 30, S DL MR R a4
kT, ABECRIEE ML (R eaic) , BUBBEKERNBRINME (WERAEH new) -

concurrency_limit=<int> - The maximum concurrency for a specific host.

concurrency_limit_type=<host|MXIP> - Maximum concurrency is per host or
per MX IP.

concurrency_limit_apply=<system|VG> - Apply maximum concurrency is system
wide or by Virtual Gateway (tm) .

max_messages_per_connection=<int> - The maximum number of messages that
will be sent per connection.

recipient_limit_minutes=<int> - The time frame to check for recipient
limits in minutes.

recipient_limit=<int> - The number of recipients to limit per unit of
time.

use_tls=<off|on|require|on_verify|require_verify> - Whether TLS should be
on, off, or required for a given host.

bounce_profile=<default|profile> - The bounce profile name to use.

bounce_verification=<off|on> - Bounce Verification option.

wfl: BI3EHAY destconfig 5B

E B RBIH, A7 destconfig 2k HFTEHIR|FfHE. A5, SO partner. com FIHT % H -
B2z B 60 3B BE Y 100 A [R] B 2 42 1) 9 & R i) LA &z 50 AN N B N PR il
W, RGER /N N AL M3 partner. com F P 100 NMEE S 2 T 50 AN K NBET4E
o Ao NIMERES A RLIRFIRCE S, Ao EREE TLS W H. &), 2 B S AT
N, IR .

mail3.example.com> destconfig
There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> list
1

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Off Off (Default)
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Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.
[1> partner.com
Do you wish to configure a concurrency limit for partner.com?[Y]> ¥y

Enter the max concurrency limit for "partner.com".
[500]> 100

Do you wish to apply a messages-per-connection limit to this domain?[N]> n
Do you wish to apply a recipient limit to this domain?[N]> y

Enter the number of minutes used to measure the recipient limit.
[60]> 60

Enter the max number of recipients per 60 minutes for "partner.com".
[1> 50

Select how you want to apply the limits for partner.com:

1. One limit applies to the entire domain for partner.com

2. Separate limit for each mail exchanger IP address

[1]1> 1

Select how the limits will be enforced:

1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain?[N]> n

Do you wish to apply a specific bounce verification address tagging setting for
this domain?[N]> n

Do you wish to apply a specific bounce profile to this domain?[N]> n

There are currently 3 entries configured.
mail3.example.com> commit

Please enter some comments describing your changes:
[1> Throttled delivery to partner.com in the destconfig table

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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w5 REEESHFTLS 28

TEARIH, 2 NIk newpartner.com FCE #T 1) destconfig 26 H o T TLS EH. HIRHIE R
N% N bouncepri CEZ “ZEELNERIFCE SCH” (55 132 T ) WIBRIFE S, ZicE
SCAFEC E A TR B A A% 4 2138 newpartner . como

mail3.example.com> destconfig

There is currently 1 entry configured.

Choose the operation you want to perform:
SETUP - Change global settings.

[]

NEW - Create

a new entry.

EDIT - Modify an entry.

DELETE - Remove an entry.

DEFAULT - Change the default.

LIST - Display a summary list of all entries.

DETAIL - Display details for one destination or all entries.
CLEAR - Remove all entries.

IMPORT - Import tables from a file.

EXPORT - Export tables to a file.

> new

Enter the domain you wish to configure.
[1> newpartner.com

1
2
3
4
5
[1

you wish to
you wish to
you wish to
you wish to
you want to
No

Preferred
Required

configure a concurrency limit for newpartner.com?[Y]> n
apply a messages-per-connection limit to this domain?[N]> n
apply a recipient limit to this domain?[N]> n

apply a specific TLS setting for this domain?[N]> y

use TLS support?

Preferred (Verify)
Required(Verify)

1> 3

You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there is
a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging setting for this

do:

main? [N]> y

Perform bounce verification address tagging?[N]> y

Do you wish to apply a specific bounce profile to this domain?[N]> y

Please choose a bounce profile to apply:

1.
2.
[1

Default
New Profile
1> 1

There are currently 2 entries configured.

Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.
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- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Reqg Oon Default
(Default) On Off Off (Default)

Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:
[1> all

newpartner.com

Maximum messages per connection: Default
Rate Limiting: Default

TLS: Required

Bounce Verification Tagging: On

Bounce Profile: Default

Default

Rate Limiting:

500 concurrent connections

No recipient limit

Limits applied to entire domain, across all virtual gateways
TLS: Off

Bounce Verification Tagging: Off

There are currently 2 entries configured.
[1>
mail3.example.com> commit

Please enter some comments describing your changes:
[1> enabled TLS for delivery to newpartner.com using demo certificate

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

Al A B

TEARREIH, S0 T — gestconfig 25 H,  LAPRHIMELF AL 40 2 Py 3B LA IR 55 2%
exchange.example.como WHFARS A5 ML “ NBEZZ X7 2% H 2 B il IS 4 N\ ok A% i 21 48 1) P #E4H.
PEMRSS 28, FEnl 2 s En B ARSI, WA ERE N AN LA RN AT &+
AR, B A 2B B A B 2 N AL AF IR 55 2% exchange . example.com PN HUEEIE 1000 MAEAN o
AHC BB [R50 B SR e TLS E .

mail3.example.com> destconfig

There are currently 2 entries configured.
Choose the operation you want to perform:
- SETUP - Change global settings.

- NEW - Create a new entry.
- EDIT - Modify an entry.
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- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.
[]1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com?[Y]> ¥y

Enter the max concurrency limit for "exchange.example.com".
[500]> 10

Do you wish to apply a recipient limit to this domain?[N]> y

Enter the number of minutes used to measure the recipient limit.
[60]> 1

Enter the max number of recipients per 1 minutes for "exchange.example.com".
[1> 1000

Select how you want to apply the limits for exchange.example.com:
1. One limit applies to the entire domain for exchange.example.com
2. Separate limit for each mail exchanger IP address

[1]1> 1

Select how the limits will be enforced:
1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain?[N]> n
Do you wish to apply a specific bounce verification address tagging setting for this
domain?[N]> n

Do you wish to apply a specific bounce profile to this domain?[N]> n
There are currently 3 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> set up shock absorber for inbound mail

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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~fl: £FHgE
ARG, S TLS EHM TLS 245 FME 1.

mail3.example.com> destconfig

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> setup

The "Demo" certificate is currently configured.You may use "Demo", but this will not be
secure.

1. partner.com
2. Demo
Please choose the certificate to apply:

[1]1> 1

Do you want to send an alert when a required TLS connection fails?[N]> n
hostrate

L
W Pk E LIRS

Usage

B WS RTE R
SRR e & OUMRAE T SEHUBLR T (.
ROACTE A M4 R LRI R

Nl
mail3.example.com> hostrate

Recipient host:
[]> aol.com

Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DIlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C
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{# B Control-C A48 11 hostrate A7 %5
hoststatus

PR
BRI 2 £ B4 AR A

Usage

B WAATHE L.
SERPETE: Ut & LR FEUBR T A
AR I A7 AT .

i
mail3.example.com> hoststatus

Recipient host:
[1> aol.com

Host mail status for: 'aol.com'
Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up

Counters:
Queue
Soft Bounced Events 0
Completion
Completed Recipients
Hard Bounced Recipients
DNS Hard Bounces
5XX Hard Bounces
Filter Hard Bounces
Expired Hard Bounces
Other Hard Bounces
Delivered Recipients
Deleted Recipients

O O O ook o

Gauges:

Queue
Active Recipients 0
Unattempted Recipients 0
Attempted Recipients 0

Connections

Current Outbound Connections 0
Pending Outbound Connections 0

Oldest Message No Messages

Last Activity Fri Aug 8 11:04:24 2003

Ordered IP addresses: (expiring at Fri Aug 8 11:34:24 2003)
Preference IPs
15 64.12.137.121 64.12.138.89 64.12.138.120
15 64.12.137.89 64.12.138.152 152.163.224.122
15 64.12.137.184 64.12.137.89 64.12.136.57
15 64.12.138.57 64.12.136.153 205.188.156.122
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15 64.12.138.57 64.12.137.152 64.12.136.89
15 64.12.138.89 205.188.156.154 64.12.138.152
15 64.12.136.121 152.163.224.26 64.12.137.184
15 64.12.138.120 64.12.137.152 64.12.137.121
MX Records:

Preference TTL Hostname

15 52m24s mailin-01.mx.aol.com

15 52m24s mailin-02.mx.aol.com

15 52m24s mailin-03.mx.aol.com

15 52m24s mailin-04.mx.aol.com

Last 5XX Error:
550 REQUESTED ACTION NOT TAKEN: DNS FAILURE
(at Fri Aug 8 11:04:25 2003)

example.com (PublicNet_017):
Host up/down:up
Last ActivityWed Nov 13 13:47:02 2003
Recipients0

example.com (PublicNet_023):
Host up/down:up
Last ActivityWed Nov 13 13:45:01 2003
Recipients

imageanalysisconfig

15PA

Usage

il

fic & IronPort FE /i HT ik & .

B HHATE RRT
SERHEFE: UL S TR A SR SEALEIY B, AL D .
RIS S oA R AL TR .

mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect(50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

(First time users see the license agreement displayed here.)
Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.
[1> setup
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IronPort Image Analysis: Enabled
Would you like to use IronPort Image Analysis?[Y]>

Define the image analysis sensitivity.Enter a value between 0 (least sensitive) and 100
(most sensitive).As sensitivity increases, so does the false

positive rate.The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict.Enter the upper bound of the CLEAN range by entering
a value between 0 and 98.The default setting of 49 is

recommended.

[49]>

Define the range for a SUSPECT verdict.Enter the upper bound of the SUSPECT range by
entering a value between 50 and 99.The default setting of 74 is

recommended.

[74]>

Would you like to skip scanning of images smaller than a specific size?[Y]>

Please enter minimum image size to scan in pixels, representing either height or width of
a given image.
[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect(50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:

- SETUP - Configure IronPort Image Analysis.
[1>

oldmessage

15PA
SR R 3 S 4 o 43 53k

Usage

B BHSRTE R
SRR, e & OUMAE T SEHUBLR T 1.
RUACHERT 4 s Jdn & A LRI PR .

5l
FE RO, 2 Bom R B s

mail3.example.com> oldmessage

MID 9: 1 hour 5 mins 35 secs old

Received: from test02.com ([172.19.0.109])

by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com

To: 4031€@example.com
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Subject: Testing
Message-Id: <20070215061136.68297.16346Q@test02.com

rate

PR
4 e

Usage

B WA ATHE L.
SERPETE: Ut r & LR T FEUBR T A
T RS S TS e

i
mail3.example.com> rate

Enter the number of seconds between displays.
[10]> 1

Hit Ctrl-C to return to the main prompt.

Time Connections Recipients Recipients Queue

In out Received Delta Completed Delta K-Used
23:37:13 10 2 41708833 0 40842686 0 64
23:37:14 8 2 41708841 8 40842692 6 105
23:37:15 9 2 41708848 7 40842700 8 76
23:37:16 7 3 41708852 4 40842705 5 64
23:37:17 5 3 41708858 6 40842711 6 64
23:37:18 9 3 41708871 13 40842722 11 67
23:37:19 7 3 41708881 10 40842734 12 64
23:37:21 11 3 41708893 12 40842744 10 79
~C

redirectrecipients

15iAA
A5 FIAT S T 5 R 51 53— o 48 L

w b

B EEERZEBIRSA /dev/null BEYHESSBMEESR. MREBHEEESEEXFE, Ba
CLI A2 B RES. BEEE @Oz Ak i30S A SMTP 8.

w B>

MBFUNEE @B SR EEF A ENIEZKE SMTP BRAHAIEHLE IP bl FS IR
BE, HATRESHEGESR.
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Usage

R WA SRHE R
SREEE: Yoo & (R ST
ROALTEAr s U & S HFIOAL ST .

HEAL TR

redirectrecipients fﬁéﬁ"]ﬁlﬁﬂ\@%ﬁﬂ U\ﬂﬂ??ﬂﬁﬁ:?ﬁ CLI éﬁ’v‘ﬁ"]ﬁﬁﬁlﬁﬁéa
o RIS EEE R 2 53— LA FREL TP Mk

redirectrecipients host <hostname>

1
DL 7~ 91 B A 114 2 72 [7) 2 example2.com EHL.
mail3.example.com> redirectrecipients
Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com
WARNING: redirecting recipients to a host or IP address that is not prepared to accept
large volumes of SMTP mail from this host will cause messages to bounce and possibly
result in the loss of mail.
Are you sure you want to redirect all mail in the queue to "example2.com"?[N]> y
Redirecting messages, please wait.
246 recipients redirected.

15RA

HERG T IA TGS
Usage
R WMAANTHE PR
EREHE: I SR ENBA I EM .
HEAL B A& ham AN SCRFL AL 3% 2.
ot

mail3.example.com> resetcounters

Counters reset: Mon Jan 01 12:00:01 2003

B EREER2EE Async0S 9.7 CLI £ 455



| #£38F #<¢: L5

removemessage

1A

Usage

il

TR 22 2 RS € WE P ID BB

removemessage i % A fE J[ETQ?IYEB)WJ =3 BA B B B FrBA B AT HEA: .

AN S IS FT BEATE EIRAERBASI T, XEUR T RIS .

BRZ: WS ATE “#387.
EREH. W AMURETENBRN T
b HE S A SR FE RS .

example .Ccom> removemessage

Enter the MID to remove.
[1> 1

MID 1: 19 secs old

Received: from example2.com ([172.16.0.102])
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
From: userl23@test02.com
To: 9526@example.com
Subject: Testing
Message-Id: <20070302035041.67424.53212@test02.com>

Remove this message? [N]> y

showmessage

15PA

Usage

il

SR TR TE M TD PR U2 AR B - 113

R S ATE R,
EREHE. WS MURETENA R NER.
M HEGS: AR E R .

example.com> showmessage

MID 9: 1 hour 5 mins 35 secs old

HEERERE / ke B

HER, AR
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Received: from example2.com([172.19.0.109])
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
From: userl23@test02.com
To: 4031l@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346@test02.com>

This is the message body.
showrecipients

L
I SN INREE T TN TR PN L o] (= R e

Usage

B WS RTE R
SRR, e & OUMAE T SEHUBR T 1.
AT A 4: e 4 S AL

HEAL AR
showrecipients 1 4 (AL b ST LU F-404T (648 CLI 44 BT H Thie.
O CONE R R e LS

showrecipients host <hostname>

o ARAE BRI IE AR MR A

showrecipients [sender_options] <sender_email>

N ) sender_option 1] F:
--match-case HilE I 7 44 889> KNS ILRC
o B TA MM

showrecipients all

il
T2 9 2% T A LB B o

mail3.example.com> showrecipients

Please select how you would like to show messages:
1.By recipient host.

2.By Envelope From address.

3.A11.

[1]1> 3
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Showing messages, please wait.

MID/ Bytes/
[RID] [Atmps]
1527 1230
[0] [0]
1522 1230
[0] [0]
1529 1230
[0] [0]
1530 1230
[0] [0]
1532 1230
[0] [0]
1531 1230
[0] [0]
1518 1230
[0] [0]
1535 1230
[0] [0]
1533 1230
[0] [0]
1536 1230
[0] [0]

status 7% T RN RA K RGNS M “Vral” k0l CIRESTE4EA

Sender/ Subject
Recipient
userl23456@ironport.com Testing
9554@example.com

userl23456@ironport.com Testing
3059@example.com

userl23456@ironport.com Testing
7284@example.com

userl23456@ironport.com Testing
8243@example.com

userl23456@ironport.com Testing
1820@example.com

userl23456@ironport.com Testing
9595@example.com

userl23456@ironport.com Testing
8778R@example.com

userl23456@ironport.com Testing
1703@example.com

userl23456@ironport.com Testing
3052@example.com

userl23456@ironport.com Testing
511@example.com

B WAL RTHE R

SEREHE. e T =M S (R

A B Lt A SRR AR X

mail.example.com> status detail

Status as of:
Up since:

(12d 6h 37m 28s)
Last counter reset:
System status:
Oldest Message:
Feature - IronPort
Feature - Incoming

Mon Sep 08 00:01:44

Tue Aug 26 17:24:16 2014 GMT

Never

Online

No Messages
Anti-Spam: 1459 days
Mail Handling: Perpetual

L HEND .

HEERERE / ke B

) RIRME NG R .
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tophosts

15 RA

Usage

~

Feature - Outbreak Filters: 1459 days

Counters: Reset

Receiving
Messages Received
Recipients Received
Rejection
Rejected Recipients
Dropped Messages
Queue
Soft Bounced Events
Completion
Completed Recipients
Current IDs
Message ID (MID)
Injection Conn. ID (ICID)
Delivery Conn. ID (DCID)

Gauges:
Connections
Current Inbound Conn.
Current Outbound Conn.
Queue
Active Recipients
Messages In Work Queue
Kilobytes Used
Kilobytes Free
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak
Kilobytes In Quarantine
Policy, Virus and Outbreak

FLPRAGAT M DA 109 SR A5 2 i 5 2 MO N ELAFAE AR SE [ - 9 A BA AL 45 - 3 P

A

tophosts AT % . tophosts AT 2 [Al AFI AT 20 AWE N EHLRI SR o FI ] $58A [ ¢ v
B RIATHF, WHHEALB A NS M, Mk iU NS HGR [ A HOm A R

EEOLICEIN

B BHSRTE R
SRR e & OUMRAE T SEHUBLR T .
RUACHERT 4 s Jdn & A LRI PR .

mail3.example.com> tophosts
Sort results by:
1.Active Recipients

2.Connections Out
3.Delivered Recipients

Current

0
0

2

0

184
8,388,424

Uptime

Lifetime
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topin

1A

Usage

~

BREHEMECE / M5
4 .Hard Bounced Recipients
5.S0ft Bounced Events
[1]1> 1
Status as of: Fri Mar 13 06:09:18 2015 GMT
Hosts marked with '*' were down as of the last delivery attempt.
Active Conn. Deliv.Soft Hard

# Recipient Host Recip.Out Recip.Bounced Bounced
1* example.com 2 0 0 0 0

the.encryption.gqueue 0 0 0 0 0
3 the.euq.queue 0 0 0 0 0
4 the.euqg.release.queue 0 0 0 0 0
Tl N R R HEA T 5 1 AL
|/ MmAATE R,

N e
SRS A S ORAE T AU N .
A

AL B A& dhar & A SRR AL BEA% 20
mail3.example.com> topin
Status as of: Sat Aug 23 21:50:54 2003
# Remote hostname Remote IP addr.listener Conn. In
1 mail.remotedomainOl.com 172.16.0.2 Incoming01l 10
2 mail.remotedomainOl.com 172.16.0.2 Incoming02 10
3 mail.remotedomain03.com 172.16.0.4 Incoming01 5
4 mail.remotedomainO4.com 172.16.0.5 Incoming02 4
5 mail.remotedomain05.com 172.16.0.6 Incoming01 3
6 mail.remotedomain06.com 172.16.0.7 Incoming02 3
7 mail.remotedomain07.com 172.16.0.8 Incoming01 3
8 mail.remotedomain08.com 172.16.0.9 Incoming01 3
9 mail.remotedomain09.com 172.16.0.10 Incoming01 3
10 mail.remotedomainlO.com 172.16.0.11 Incoming01 2
11 mail.remotedomainll.com 172.16.0.12 Incoming01l 2
12 mail.remotedomainl2.com 172.16.0.13 Incoming02 2
13 mail.remotedomainl3.com 172.16.0.14 Incoming01 2
14 mail.remotedomainl4.com 172.16.0.15 Incoming01l 2
15 mail.remotedomainl5.com 172.16.0.16 Incoming01 2
16 mail.remotedomainl6.com 172.16.0.17 Incoming01 2
17 mail.remotedomainl7.com 172.16.0.18 Incoming01 1
18 mail.remotedomainl8.com 172.16.0.19 Incoming02 1
19 mail.remotedomainl9.com 172.16.0.20 Incoming01 1
20 mail.remotedomain20.com 172.16.0.21 Incoming01 1
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unsubscribe

1AA
o 4 R R AT BB

Usage

ﬁa‘i JJ:[:A/\':F'EE; ((*E—‘—‘»o
EREHE: e H T A =M EIE CRBE. 24, THEND .
s Ar 4. M A Rt AL B S

~

EZIK{?@UEF‘, ;{Qlﬂ‘]_j‘iﬂ: user@example.net ﬁiﬂﬂiﬂé%ﬂl{ﬁ T lﬂﬁjﬁqj ﬁﬂ’[%lﬁtﬂ]ﬁ%@ﬂﬁ%ﬁ%@@
HIS AL o 3% 381 A Stk PR HIS AR AR [T s Y & AEAR K BB A 2 T 23 K LR [l

mail3.example.com> unsubscribe
Global Unsubscribe is enabled.Action: drop.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT - Import entries from a file.

- SETUP - Configure general settings.

[1> new

Enter the unsubscribe key to add. Partial addresses such as "@example.com"

or "user@" are allowed, as are IP addresses.Partial hostnames such as "@.example.com" are
allowed.

[]> user@example.net

Email Address 'user@example.net' added.
Global Unsubscribe is enabled.Action: drop.

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature?[Y]> y

Would you like matching messages to be dropped or bounced?
1.Drop

2 .Bounce

[1]1> 2

Global Unsubscribe is enabled.Action: bounce.
Choose the operation you want to perform:

- NEW - Create a new entry.
- DELETE - Remove an entry.
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- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1>
maill.example.com> commit

Please enter some comments describing your changes:
[]> Added username “user@example.net” to global unsubscribe

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

workqueue

L
AR AE L TAR DI R s

Usage

B WS RTE R
SRR, e & OUMAE T SEHUBR T 1.
RACHERT 4 s Jdn & A LRI PR .

oLl
mail3.example.com> workqueue

Status: Operational
Messages: 1243

Manually pause work queue?This will only affect unprocessed messages. [N]> y

Reason for pausing work queue:
[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

p N Z RN . RERWARRE, WARASGESEERFILFEAN “operator paused” s

FESETR G, ARSI 4R 4L

mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue?[Y]> y

Status: Operational
Messages: 1243
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etherconfig

15 RA

Usage

~

A& LLR CLI A %
e ctherconfig
¢ interfaceconfig
® netstat
¢ nslookup
e packetcapture
* ping
* ping6
e routeconfig
* setgateway
e sethostname
* smtproutes
e sslconfig
e sslv3config
e telnet
® traceroute

e traceroute6

B DKM E, AEEAEE. NICEX. VLAN EEF DSR BLHE.

B MALHE R

FEREE. i SR EHUR R EH

HACE A& B & A SR AL AR 5

mail3.example.com> etherconfig

Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.

[1> vlan
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VLAN interfaces:

Choose the operation you want to perform:
- NEW - Create a new VLAN.
[1> new

VLAN tag ID for the interface (Ex: "34"):
[1> 12

Enter the name or number of the ethernet interface you wish bind to:
1.Data 1

2.Data 2

3 .Management

[1]> 1

VLAN interfaces:
1.VLAN 12 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> loopback

Currently configured loopback interface:

Choose the operation you want to perform:
- ENABLE - Enable Loopback Interface.
[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.

- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

- MULTICAST - Accept or reject ARP replies with a multicast address.
[1> mtu

Ethernet interfaces:

1.Data 1 default mtu 1500
2.Data 2 default mtu 1500
3.Management default mtu 1500
4 .VLAN 12 default mtu 1500

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or number of the ethernet interface you wish to edit.
[1> pairl

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.
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[1> 12

That value is not valid.

Enter the name or number of the ethernet interface you wish to edit.

[1> 2

Please enter a non-default (1500) MTU value for the Data 2 interface.

[1> 1200

Ethernet interfaces:

1.Data 1 default mtu 1500
2.Data 2 mtu 1200
3.Management default mtu 1500
4 .VLAN 12 default mtu 1500

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.
[1>

interfaceconfig

15PA

Usage

HeAb TR

FCE o G LRI iR s i BR#E 1. BrT LR A FTP, S04 IP b MITC & DUK I TP Htht

B A ATE AR
SEBER: o & (UBRTE L LB A
REACT A& o4 S FF AL 2

interfaceconfig 7 & AILAL A T LM T-HhAT 14 48 CLI & T A Zh e

o BUEHEN
interfaceconfig new <name>
<ethernet interface>

<hostname>

--ip=IPv4 Address/Netmask

--ip6=IPv6 Address/Prefix Lenght

[--ftp[=<port>]]

[--telnet [=<port>]]

[--ssh[=<port>]]
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[--http] [=<port>]
[--https[=<port>]]
[--euqg_http[=<port>]]
[--eug _https] [=<port>]
[--ccs[=<port>]].

FTP is available only on IPv4.

o MHBREC

interfaceconfig delete <name>

~fl: BLEED

mail.example.com> interfaceconfig

Currently configured interfaces:
1.Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.
[1> 1

IP interface name (Ex: "InternalNet"):
[Management] >

Would you like to configure an IPv4 address for this interface (y/n)?[Y]>

IPv4 Address (Ex: 192.168.1.2 ):
[1.1.1.1]1>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffff0o0"):
[OxfEEfEEEE] >

Would you like to configure an IPv6 address for this interface (y/n)?[N]> n
Ethernet interface:

1.Data 1

2.Data 2

3 .Management

[3]>

Hostname:
[mail.example.com]>

Do you want to enable SSH on this interface?[Y]>

Which port do you want to use for SSH?
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[22]>

Do you want to enable FTP on this interface?[N]>

Do you want to enable Cluster Communication Service on this interface?[N]>
Do you want to enable HTTP on this interface?[Y]>

Which port do you want to use for HTTP?
[80]>

Do you want to enable HTTPS on this interface?[Y]>

Which port do you want to use for HTTPS?
[443]>

Do you want to enable Spam Quarantine HTTP on this interface?[N]>
Do you want to enable Spam Quarantine HTTPS on this interface?[N]>
Do you want to enable AsyncOS API (Monitoring) HTTP on this interface?[N]> y

Which port do you want to use for AsyncOS API (Monitoring) HTTP?
[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface?[N]> y

Which port do you want to use for AsyncOS API (Monitoring) HTTPS?
[6443]>

The "Demo" certificate is currently configured.You may use "Demo", but this will not be
secure.To assure privacy, run "certconfig" first.

Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the
secure service?[Y]>

You have edited the interface you are currently logged into.Are you sure you want to
change it?[Y]>

Currently configured interfaces:
1.Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1>

nslookup

15PA

’fﬁﬂ% nslookup ﬁﬁé*ﬁﬁ DNS Jjjﬁgo
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Usage

il

netstat

1A

MEiE/ mEre W

¥ F nslookup a2 FI LN R &2 B RE M LIEFR A DNS A RS R4S %% 2 I 0L
£ 70 1P Hudl .

# 3-10 nslookup i SEHHE

=R |RAA

A EHLH] Internet Huhk

cnamE i | A4 I FITE 44 R

MX A A2 Hhe

NS 0 F 48 € X0 44 BRI 55 3

PTR DR A BB, R ENLA, SR HARE R
SoA W44 “start-of-authority ” 15 /&

TXT A(E R

B HSTHE “HL.
SR M o TN SR HUB CHBE. AL T
AT A4 i 4R HFILA T .

mail.example.com> nslookup

Please enter the host or IP address to resolve.
[1> vm30esal086.ibga

Choose the query type:

1.A the host's IP address

2 .AAAA the host's IPv6 address

3 .CNAME the canonical name for an alias

4 .MX the mail exchanger

5.NS the name server for the named zone

6.PTR the hostname if the query is an Internet address,

otherwise the pointer to other information

7.S0A the domain's "start-of-authority" information
8.TXT the text information
[1]1> 2

AAAA=2001:420:54ff:££f06::95 TTL=30m

] netstat Ay W LB R ERIERE (R ARME R  Bfl R — W24 Gk E 2. TR
PEIRASIFAES R A S8 ARm S, BARMEM -av -A. -g. -m. -M. -N. -s. %4 5ELL
ZHRAIZAT, PRI DU netstat, SRJ5 AT EIUR e 3 LTI . EOE T DR E il
WT FR 3% 11 DA K S 7 FRO ] B
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BARZ: WA ATE “#387.
EREH. W AURETENB R T
ALy 4S: i A SR A HE A% 2

example.com> netstat
Choose the information you want to display:
.List of active sockets.

.State of network interfaces.

.Contents of routing tables.

.Size of the listen queues.

.Packet traffic information.

11>
elect the ethernet interface whose state you wish to display:
.Data 1

.Data 2

Management

tbwl\)HU)-—uU'I;bwl\)H

[]
Show the number of bytes in and out?[N]>
Show the number of dropped packets?[N]> vy

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop
Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>

packetcapture

15PA

Usage

il

M netstar Ar QT LUBIRIMERIER (B AR | BEERM M EROSIHEE. HiEE
PERRASIFARSC R I 8. kM S, BARMEM -a. -A. -g. -m. -M. -N, —so iZﬁﬁ/%‘éEu
AL HRBIZAT, PRI DU netstat, SR TSR IUh e 6 DLEATHe o o SEIE W] DLAR € 2l
WT 042 11 DA K S 7 PR 8] B o

R S ATE R,
EREHE.: W THTIE =M ENE (R 24, HEND .
REALEE Ay & M A SRR LA FE A% 2K

mail.example.com> packetcapture

Capture Information:
Status: No capture running

Current Settings:
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Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> start

Success - Packet Capture has started

Capture Information:

File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 0 of 200M

Duration: Os

Limit: None (Run Indefinitely)

Interface(s): ALL

Filter: (tcp port 25)

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.
[1> stop

Success - Packet Capture has stopped

Capture Information:

File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 24 of 200M

Duration: 10s

Limit: None (Run Indefinitely)

Interface(s): ALL

Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> setup

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be
started and the older capture data will be discarded.)
[N]>

The following interfaces are configured:

1.Management

2.ALL

Enter the name or number of one or more interfaces to capture packets from, separated by
commas (enter ALL to use all interfaces):

[2]>

Select an operation.Press enter to continue with the existing filter.
- PREDEFINED - PREDEFINED filter.

- CUSTOM - CUSTOM filter.

- CLEAR - CLEAR filter.

[1>

Capture settings successfully saved.
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Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1>

ping

L
7 ping fir 4T LUTR IOV 0L 55 8 46 O B2

Usage

B ML RTHE R

FEREE. W SR EHR TN et PIRECAEE RN (Fln, B RA%E
SEVHENL B . s & 5 25 R A R S

AL E A& B & A SR AL A% 5

oLl
mail3.example.com> ping

Which interface do you want to send the pings from?
1.Auto

2 .Management (192.168.42.42/24: mail3.example.com)
3.PrivateNet (192.168.1.1/24: mail3.example.com)

4 .PublicNet (192.168.2.1/24: mail3.example.com)
[1]> 1

Please enter the host you wish to ping.
[]> anotherhost.example.com

Press Ctrl-C to stop.

PING anotherhost.example.com (x.x.x.x): 56 data bytes

64 bytes from 10.19.0.31: icmp_seg=0 ttl=64 time=1.421 ms
64 bytes from 10.19.0.31: icmp_seg=1 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp_seg=2 ttl=64 time=0.118 ms
64 bytes from 10.19.0.31: icmp_seg=3 ttl=64 time=0.115 ms
64 bytes from 10.19.0.31: icmp_seg=4 ttl=64 time=0.139 ms
64 bytes from 10.19.0.31: icmp_seg=5 ttl=64 time=0.125 ms
64 bytes from 10.19.0.31: icmp_seg=6 ttl=64 time=0.124 ms
64 bytes from 10.19.0.31: icmp_seqg=7 ttl=64 time=0.122 ms
64 bytes from 10.19.0.31: icmp_seg=8 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp_seg=9 ttl=64 time=0.133 ms
64 bytes from 10.19.0.31: icmp_seg=10 ttl=64 time=0.115 ms
~C

--- anotherhost.example.com ping statistics ---

11 packets transmitted, 11 packets received, 0% packet loss
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ping6

1A

Usage

~

4

routeconfig

15RA

MEiE/ mEre W

round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
AC

&b ZifE H Control-C 4 RE45 IR ping T4
ping TR

XK 1Pv6 HI P48 ENLIAT ping #AE.

B ML RTHE R

SEREHE. SR AN TN el PIRECAEE R TN (Fln, EERI%E
SEVHSENL BT . s & 5 5 R AR R S

AL B A& Bl & A SR AL A% 5

mail.example.com> ping6

Which interface do you want to send the pings from?
1.Auto

2 .Management (192.168.42.42/24: mail3.example.com)
[1]1> 1

Please enter the host you wish to ping.
[]> anotherhost.example.com

Press Ctrl-C to stop.

W55 Control-C R45 TR pinge i

routeconfig AT FLVFEGIEE . LA K MIBR TCP/IP Ji @ MIFE AR . BUAEIL T, setgateway
Tl BOA R RSB it B . H2,  AsyncOS FUVF3E T H IR E #%  .

B S CJORSE) « HRRAIME. M CF B R IPHEL, M10.10.1.2. FART
PR AT e

o P Hulik, 40 192.168.14.325

e [HifH CIDR }#id I+ . lln, 192.168.5.0/24 ZTEM 192.168.5.0 F] 192.168.5.255 FIEEA
C KM%,
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Xt 1Pve bk, Ay DAfE A DL % R

® 2620:101:2004:4202::0-2620:101:2004:4202::ff
® 2620:101:2004:4202::

® 2620:101:2004:4202::23

® 2620:101:2004:4202::/64

Zan S N EUTA LETHCE # TCP/IP B 53R, UALIEMEH edit Fl delete Fn 2 HHTIETEE.

Usage

B HALHE “RL
SOBVEL: Mt & (UIRTE L LBLBLR A
AT RS Jhr S R R

AL TR

smtproutes 2 LA FEAS 0T LU T HATE L CLI an 2 T A Thek. nr LUk # 2 H 1Pv4
B2 IPv6 Hibk AT EE .

o AIEERSHN:

routeconfig new 4|6 <name> <destination_address> <gateway_ip>

#* 3-1 routeconfig £

&% L

416 BN A A 1) TP A (IPv4 B IPV6) o X T
clear *D print, Ef U\Zjlﬂﬁlﬂjﬂlﬁ ’ ZHAIJ'/?\ EJ Eﬂ‘)ﬁ
T X AN IR AR

name P& HH R

destination_address Bt X A£ H TP Y & T UL G ) TP 5% CIDR M.

gateway_ip B e i R IR B E H A 1P bk .

o GRHERASH

routeconfig edit 4|6 <name> <new_name> <destination_address>
<gateway_ip>

o MHIBREHASHE -

routeconfig delete 4|6 <name>

o MHBR P A B

routeconfig clear [4]6]
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o ITENHSEMIIL:

routeconfig print [4]6]

ANl
mail3.example.com> routeconfig

Configure routes for:

1.Ipv4
2.IPv6
[11>

Currently configured routes:

Choose the operation you want to perform:
- NEW - Create a new route.
[1> new

Please create a name for the route:
[1> EuropeNet

Please enter the destination IPv4 address to match on.
CIDR addresses such as 192.168.42.0/24 are also allowed.
[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:
[1> 192.168.14.4

Currently configured routes:
1.EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

mail3.example.com> routeconfig
Configure routes for:
1.Ipv4

2.IPv6
[1]1> 2

Currently configured routes:

Choose the operation you want to perform:
- NEW - Create a new route.
[1> new

Please create a name for the route:
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[1> EuropeIPv6Net

Please enter the destination IPv6 address to match on.
CIDR addresses such as 2001:db8::/32 are also allowed.
[]> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to 2620:101:2004:4202::/6:
[1> 2620:101:2004:4202::23

Currently configured routes:
1.EuropeIPvéNet Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

(1>

setgateway

i BH
setgateway 72 IH I M B B A0 B PR UL & BN N — Bk . M routeconfig A MLE &M (FE
2RI B3R,

Usage
RAZ: IS HE R,

EREHE: tbar S T AN CRRE. 4. THEHD .
HALFE A S Shir S A SR AL B 30,

ANl
mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection to be
interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

mail3.example.com> commit

Please enter some comments describing your changes:
[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback?([Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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sethostname

1A

Usage

~

smtproutes

15RA

Usage

MEiE/ mEre W

FHLZHFAERER CLI R A &8 . BB ANTERERFN A . sethostname ML IHE
MR 2 R & AR BT BN R AERAE comic 18 a4 S ER.

B HHSTE “RL
SR, B & T T TN SR EHUB CRBE. 9L ISR
RACHERT 4 s Jdn & A LRI PR .

oldname.example.com> sethostname
[oldname.example.com]> mail3.example.com
oldname.example.com>

T EAR TN TS, BTN comnit 8. MIRLTENLESG, RERAE CLLER
R R B A R

oldname.example.com> commit

Please enter some comments describing your changes:
[1]> Changed System Hostname

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

W FENLA AL AR PR RoR fE SRR A

mail3.example.com>

BEE KA EE .

R SIATE AL
SEREHE. e T T MR R 2H. HEID .
TR S ST
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HeabrEAET

~

smtproutes ﬁﬁé>9@ﬁt&tﬂ£ﬁ§itﬁ1ELﬂqg:fﬂﬁf4§éﬁ CIJ:ﬁBé>EGEE¥§LbﬁEo
o QALK SMTP #% H

smtproutes new <source> <destination> [destination] [destination] [...]

o MHBRILA SMTP i th

smtproutes delete <source>

o JER SMTP % H5 3£

smtproutes clear

e FTEN SMTP B %135

smtproutes print

e 5\ SMTP % H|E

smtproutes import <filenames>

o 5 SMTP B %13

smtproutes export <filenames>

TENIMRBIF, smprroutes T4 H T NI example.com M EEBEH (BRI &
relayl.example.com- relay2.example.com:$ubackup—relay.example.como ffﬁﬂ /pri=# ﬁIEl?EiE
HArftsed . THE # BT 0-65535, HF#K, RRMCHBAC. R ARIRE %ME, WREg
Bl M 0.

(ﬁ%%ﬁ%ﬁy %ﬁﬁTﬁEffﬁﬂﬁilnboundhdaﬂ Q}i%ﬂﬁ@?i%F?HﬁEﬂZE systemsetup éﬁ%%ﬁﬁﬁﬂ*@i%]’ﬁﬁﬁﬂﬁﬁ
ST

mail3.example.com> smtproutes
There are no routes configured.

Choose the operation you want to perform:
- NEW - Create a new route.

- IMPORT - Import new routes from a file.
[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.

Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail
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for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.

Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)

records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com

Mapping for example.com to relayl.example.com, relay?2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.
- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

- CLEAR - Remove all routes.

[1>

sslconfig

i BH
it B W% ) SSL W B .

Usage

B YA ATE 4R
SEREE: WO TH THE SR CRBE. AL AL,
ROACTEAr4s Jedn & /R L RFRACFE R R

i
mail.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: sslv3tlsvl
GUI HTTPS ciphers:

RC4-SHA

RC4-MD5

ALL
Inbound SMTP method: sslv3tlsvl
Inbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL
Outbound SMTP method: sslv3tlsvl
Outbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL
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Choose
- GUI

- INBO
- OUTB
- VERI
[1> gu

Enter
1.8SL
2.SSL
3.TLS
4.8SL
5.8SL
6.SSL
[5]> 6

Enter
[RC4-S

the operation you want to perform:

- Edit GUI HTTPS ssl settings.
UND - Edit Inbound SMTP ssl settings.
OUND - Edit Outbound SMTP ssl settings.
FY - Verify and show ssl cipher list.

i

the GUI HTTPS ssl method you want to use.

v2.

v3

vl

v2 and v3

v3 and TLS vl

v2, v3 and TLS vl

the GUI HTTPS ssl cipher you want to use.
HA:RC4-MD5:ALL] >

sslconfig settings:

GUI
GUI

Inbo
Inbo

HTTPS method: sslv2sslv3tlsvl
HTTPS ciphers:

RC4-SHA

RC4-MD5

ALL
und SMTP method: sslv3tlsvl
und SMTP ciphers:

RC4-SHA

RC4-MD5

ALL

Outbound SMTP method: sslv3tlsvl
Outbound SMTP ciphers:

Choose
- GUI

RC4-SHA
RC4-MD5
ALL

the operation you want to perform:
- Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.
- OUTBOUND - Edit Outbound SMTP ssl settings.

- VERIT

FY - Verify and show ssl cipher list.

[1> inbound

Enter
1.8SL
2.SSL
3.TLS
4.8SL
5.8SL
6.SSL
[5]1> 6

Enter

the inbound SMTP ssl method you want to use.
v2.

v3

vl

v2 and v3

v3 and TLS vl

v2, v3 and TLS vl

the inbound SMTP ssl cipher you want to use.

[RC4-SHA:RC4-MD5:ALL] >

sslconfig settings:

GUI
GUI

HTTPS method: sslv2sslv3tlsvl
HTTPS ciphers:

RC4-SHA

RC4-MD5

ALL

Inbound SMTP method: sslv2sslv3tlsvl
Inbound SMTP ciphers:

RC4-SHA

Async0S 9.7 CLI &:E 5
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sslv3config

1A

Usage

~

RC4-MD5

ALL
Outbound SMTP method: sslv3tlsvl
Outbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1>

N R A EZE A SSLv3 % & .

B HALHE “RL

FEREE. o TH T MRS CERE. 4. HEL

AL E A& Bl & A SR AL A% 5

LR 7= 1) 52 7 n A 455 P e 25 P B 8 IX [ SSLv3

mail.example.com> sslv3config

Current SSLv3 Settings:

UPDATER : Enabled
WEBSECURITY : Enabled
EUQ : Enabled

LDAP : Enabled

Choose the operation you want to perform:
- SETUP - Toggle SSLv3 settings.
[1> setup

Choose the service to toggle SSLv3 settings:
1.EUQ Service

2.LDAP Service

3.Updater Service

4 .Web Security Service

[1]1>

Do you want to enable SSLv3 for EUQ Service ?[Y]>n

MEiE/ mEre W
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telnet

15 RA

Usage

il

traceroute

i AA

Usage

Choose the operation you want to perform:
- SETUP - Toggle SSLv3 settings.
[1>

LRI ENL.

B ML RHE R

EREHE: b S URAETHEHUBGU N . Egol P IRBPAEG R BN (B, 805 K%

SEVFENL B & 75 EU5 A R S
HACFE A S Shir & A SR AL B 30

mail3.example.com> telnet

Please select which interface you want to telnet from.
1.Auto

2 .Management (192.168.42.42/24: mail3.example.com)
3.PrivateNet (192.168.1.1/24: mail3.example.com)

4 .PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 3

Enter the remote hostname or IP.
[1> 193.168.1.1

Enter the remote port.
[25]> 25

Trying 193.168.1.1...
Connected to 193.168.1.1.
Escape character is '~]'.

f# traceroute 4 H LA ISR F 1% % (17 IPV4 MR 2 W 25 E LA, 08 W9 2% 20 ki i

i H 1) 7L

B WAL RTHE R

SEREHE: i SR EHBGC N . EFol — P IRBPAE SR BN (B, 805 %%

SEVFENL B By & 75 ZU5 A R S
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tracerouteb

15 RA

Usage

~

MEiE/ mEre W

AL B A& Bl & A SR AL A% 5

mail3.example.com> traceroute

Which interface do you want to trace from?

1.Auto

2 .Management (192.168.42.42/24: mail3.example.com)
3.PrivateNet (192.168.1.1/24: mail3.example.com)

4 .PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 1

Please enter the host to which you want to trace the route.
[1> 10.1.1.1

Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway (192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname (10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>

{5 traceroutes 2 0] LUE 2k B 54 B IPV6 Mk 2 W 2% = WL ZE RN, 148 FH N 2% 25 Bk iR
R H A

B ML RTHE R

SERFEI: Mo & (URTE BB TR . S — SR SR (Bl BRI
AL R 4 R R A AR

HEAETAr s Ay & RS HFILACFLRE .

mail.example.com> tracerouteb

Which interface do you want to trace from?
1.Auto

2.D1 (2001:db8::/32: example.com)

[1]1> 1

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.
connect: No route to host
vmlOesa0031l.ga> tracerouteb

Which interface do you want to trace from?
1.Auto
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2.D1 (2001:db8::/32: example.com)
[11> 2

Please enter the host to which you want to trace the route.
[1> example.com

Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25¢8:1946) from 2001:db8::, 64 hops
max, 12 byte packets
sendto: No route to host
1 tracerouteb: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1
*sendto: No route to host
traceroute6: wrote example.com 12 chars, ret=-1

BRAITIES

ﬁﬂ J:_-].-./ (LX)
AL LI CLI g4
e outbreakconfig
e outbreakflush

e outbreakstatus

e outbreakupdate
outbreakconfig

iFA
81 outbreakcontig fir 4 AJ LAMC B #E R R I IR AR DI RE . M8 FH Bt aim 2 T DAPRAT DL N # A
o A HREB AL IES
o A H BIENM I
o WEBEHMMBEIUH RN GEE, WAL FHABRALH KD
o IR EHER RO UEDS B R
e JAH URL it

Usage

B HHATE RLT
SERHEFE: UL S TR N SATHSEALEIY B, ML SR .
RIS S 4 A R AL TR .

15l
mail.example.com> outbreakconfig

Outbreak Filters: Enabled
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Choose the operation you want to perform:
- SETUP - Change Outbreak Filters settings.
[1> setup

Outbreak Filters: Enabled
Would you like to use Outbreak Filters?[Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or back
down below), meaning that new messages of

certain types could be quarantined or will no longer be quarantined, respectively.

Would you like to receive Outbreak Filter alerts?[N]>

What is the largest size message Outbreak Filters should scan?
[524288]>

Do you want to use adaptive rules to compute the threat level of messages?[Y]>
Logging of URLs is currently disabled.

Do you wish to enable logging of URL's?[N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system.You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.
[1>

outbreakflush

15PA
R EAT O RN«

Usage

RAZ: Phir S AFHE IR
SEREH: i SR FEHUE T A
A B2t & A ST AL AR X

15
mail3.example.com> outbreakflush
Warning - This command removes the current set of Outbreak Filter Rules, leaving your

network exposed until the next rule download.Run "outbreakupdate force" command to
immediately download Outbreak Filter Rules.
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Are you sure that you want
Cleared the current rules.

mail3.example.com>

outbreakstatus

1A

to clear the current rules?[N]> y

outbreakstatus ﬁﬁé>5§j%gﬁﬁﬁﬁ%£§ﬁ%iﬁfiﬂ§%§iﬁﬁ%t&%iy f@%ﬁﬁ%ﬁiﬁiiifiﬂﬁéﬁlbﬁ%ﬁ%?§Eiﬁ%ﬁﬁ\
PR B AR RN DA A 4 AT R AA

Usage

B WS RTE R
SRR, e & OUMRAE T SEHUBLR T (.
RACHERT 4 s Jdn & A LRI PR .

~

mail3.example.com> outbreakstatus

Outbreak Filters: Enabled

Component Last Update Version

CASE Core Files 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005

CASE Utilities 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00) 20140126_063240

Threat Outbreak
Level Rule Name

5 OUTBREAK_0002187_03
5 OUTBREAK_0005678_00
3 OUTBREAK_0000578_00

Outbreak Filter Rules with

Outbreak

Rule Description

A reported a MyDoom.BB outbreak.

This configuration file was generated by...
This virus is distributed in pictures of...

higher threat levels pose greater risks.

(5 = highest threat, 1 = lowest threat)

Last update: Mon Jan 27 04:

mail3.example.com>

outbreakupdate

15PA

36:27 2014

53R ST BN B 3 CASE #0000 5] 4% 00
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Usage

B ML RHE R
SORFEFI: Uy & OUIRTE T FIUB T . it IS E G (B, 5 5
D L

HAabFE Ay Bhar & A ORI AL FLR 30

ANl
elroy.run> outbreakupdate

Requesting updates for Outbreak Filter Rules.

AHBI B F LR CLI g%
e dictionaryconfig
e exceptionconfig
e filters
¢ policyconfig
e quarantineconfig
e scanconfig
e stripheaders

e textconfig

dictionaryconfig

L)
T B PN 25 1] it
Usage

B MALHE R
SRR IS TR TR SAESEALEY R, ML ST .
RIS S 4 A R AL TR .

~

fffﬁ dictionaryconfig -> new<ﬁIELﬁUE§fﬂ§ﬂ, ffﬁﬁ dictionaryconfig -> delete EIE*%H&%ﬁﬂﬁﬁo
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example.com> dictionaryconfig
No content dictionaries have been defined.

Choose the operation you want to perform:
- NEW - Create a new content dictionary.
[1> new

Enter a name for this content dictionary.
[1> HRWords

Do you wish to specify a file for import?[N]>

Enter new words or regular expressions, enter a blank line to finish.
<list of words typed here>

Currently configured content dictionaries:
1.HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> delete

Enter the number of the dictionary you want to delete:
1.HRWords
[1> 1

Content dictionary "HRWords" deleted.
No content dictionaries have been defined.

Choose the operation you want to perform:
- NEW - Create a new content dictionary.
[1>

FEARRHIF, SA)E—N44 N “secret_words” FHTIA 8, DIELEARIE “codename” . A #t—%
BWIN, W edit -> settings T2 FH T Jia] $rp (1) & UK /NE BA K 3] s FAS i

mail3.example.com> dictionaryconfig

No content dictionaries have been defined.
Choose the operation you want to perform:
- NEW - Create a new content dictionary.

[1> new

Enter a name for this content dictionary.
[1> secret_words

Do you wish to specify a file for import?[N]>

Enter new words or regular expressions, enter a blank line to finish.
codename

Currently configured content dictionaries:
1. secret_words
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Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret_words

[1> 1

Choose the operation you want to perform on dictionary 'secret_words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> settings

Do you want to ignore case when matching using this dictionary?[Y]>
Do you want strings in this dictionary to only match complete words?[Y]>

Enter the default encoding to be used for exporting this dictionary:
.US-ASCII

.Unicode (UTF-8)

.Unicode (UTF-16)
CPERRIE S /BT E-1 (ISO 8859-1)
UBKE S /FL T1E-1 (Windows CP1252)
CEARPSC (Big 5)

fRAF S (GB 2312)

faifks e (Hz GB 2312)

9.%{E (ISO 2022-KR)

10. %1% (KS-C-5601/EUC-KR)

11.Hi% (Shift-JIS (X0123))
12.H#E (1s0-2022-JP)

13.H#E (EUC)

[2]>

0 g U WN R

Choose the operation you want to perform on dictionary 'secret_words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1>

Currently configured content dictionaries:
1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added new dictionary: secret_words

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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N FI R, #H dictionaryconfig i, profanity.txt LA 84 MARIES LA

Unicode (UTF-8) JTE X F A% N profanity )i,

mail3.example.com> dictionaryconfig
No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.
[1> new

Enter a name for this content
[1> profanity

Do you wish to specify a file

Enter the name of the file to
[1> profanity.txt

Enter the encoding to use for

dictionary.

for import?[N]> y

import:

the imported file:

FiiE 8

.US-ASCITI

.Unicode (UTF-8)

.Unicode (UTF-16)
VUBRIE S /P TiE-1 (IS0 8859-1)
CPERKIE S /3 T iE-1  (Windows CP1252)
CBAkd (Big S

MRS (6B 2312)

R (HZ GB 2312)

9.8 (ISO 2022-KR)

10.5fiE (KS-C-5601/EUC-KR)
11.Hi% (Shift-JIS (xX0123))
12.Hi& (180-2022-JP)

13.Hi& (EUC)

[2]>

0 g oUW N R

84 entries imported successfully.
Currently configured content dictionaries:
1. profanity

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

%EWiﬁﬂE@iiﬁﬂqj, ffﬁﬁ dictionaryconfig‘f“é%, secret_words ﬁﬂﬂﬂé?E%Hji”ééﬂﬂ

secret_words_export.txt H@i(ﬂijiﬁ#o

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:
1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
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[1> edit

Enter the number of the dictionary you want to edit:
1. secret_words
[1> 1

Choose the operation you want to perform on dictionary 'secret_words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:
[]1> secret_words_export.txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:
1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret_words
[1> 1

Choose the operation you want to perform on dictionary 'secret_words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:
[]1> secret_words_export.txt

exceptionconfig

15RA

Usage

i CLI H' ) exceptionconfig 74 Al PAGIEIRFI 4N 3K . TEA =B, HEAF
“admin@zzzaaazzz.com” SININBIEGIAME, KEEN “Allow” .

B A ATE 4R
SEREE. WA TR THE SR AL CRBE. AL AL,
ROACTERr4s Jedn & L RFRACFE R R
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filters

1A

Usage

mail3.example.com> exceptionconfig

Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
[1> new

Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[]> mail.partner.com

Any of the following passes:
- @[IP address]

Matches any email address with this IP address.
- @domain

Matches any email address with this domain.
- @.partial.domain

Matches any email address domain ending in this domain.
- user@

Matches any email address beginning with user@.
- user@domain

Matches entire email address.

Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[1> admin@zzzaaazzz.com

Choose a policy for this domain exception:
1.Allow

2.Reject

[1]1> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

[1>

I BV B AL B I

B A ATE 4R
SEREER: A 4 (LS T SEHLBE T R
ROACTERr4s Jedn &/ L RFRACFE R R
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FEATRGIT,  filver fr M FEIE =ANFHIEIES .
o BN HN vig messages. EEH] oay-size MU EFHF KT 10 MB (BT

o %:/I\Jilf-‘?%%fﬁ%jﬂ no_mp3so 'Ef{f)ﬂ attachment-filename %ﬂﬂﬂ%ﬁ@é‘x##%@jﬂ .mp3
) B A2 ) HIS A2

L §§E£4\fiﬂ§%§ﬁﬁéﬁj@ mailfrompm, Tfoﬁﬁ mail-from ﬁﬂﬂﬂtﬁi&%&tﬁ postmaster@example.com
quﬁ%?&ﬁﬂ#j?%ﬁﬁ#%ﬁﬁéiuadministrator@example.como

R filter -> list TA0Q, REEIHIEIES LN HAL TiH RS ARG AR5 move T
VIS — e — DI RS AL E . Rn, BE S, DB g AR AR

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.
[1> new

Enter filter script.Enter '.' on its own line to end.
big_messages:
if (body-size >= 10M) {
drop();

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script.Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop();
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
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Enter filter script.Enter '.' on its own line to end.
mailfrompm:
if (mail-from == "Apostmasters$")
{ bcc ("administrator@example.com");}
1 filters added.
Choose the operation you want to perform:
- NEW - Create a new filter.
- DELETE - Remove a filter.
- IMPORT - Import a filter script from a file.
- EXPORT - Export filters to a file
- MOVE - Move a filter to a different position.
- SET - Set a filter attribute.
- LIST - List the filters.
- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.
[1> 1list
policyconfig

L)
[W=R LA NG S o L NIIR
Usage

B HALHE “RL

FEREE. oS TH T A =M CERE. 4. ED .

HACE A& Bl & A SR AL AR 5

~

o OUEAR NS SR DL 25 37 b7 IR AR A A R S DL S IS A

o NHERIBNAIE R, (5 3-193 50
o N TRERIBNEIEE MG, (5 3-195 T1)

o 1% scan_for_confidential W &L €S, (5 3-197 71)
e % no_mp3s Ml ex_employee WL RS, (25 3-201 H1)
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FEAIRBIH, policyconfig -> edit -> antispam J it & M T AERINAR AN M HE0E 25 48 s 12 35 R 1

WHE. GHER, £ GUI IR 2 2 E B Thaerh A AR ECE T . )

o EJG, W AR IR B AR AR SR A AT RS, EATR R E

o FEMBI SR R AE S R AT AR . BN S R IE R4 N quarantine. example. com [
55 2% b 22 2 s R AR B BS X o UAR [quarantined: possible spam] <3 ¢S INE] 384T HT,
X-quarantined: true Hﬁ*?%kﬁ%%kéé@ﬁ@ﬂ%i?ﬂﬁﬁﬂﬂiUtKEEET%%EB##o %Eﬁtﬁ%ﬂZW:, %%ﬂﬂﬁi*uﬁ%
2 P u] LR B FR 5 X AR R T A 3 SR R4, T LA B 03 m] DATE (b TR A 1R B S ARy IR
1 4

Be, RACHEN.

mail3.example.com> policyconfig
Would you like to configure Incoming or Outgoing Mail Policies?
1.Incoming

2.0utgoing
[1]1> 1

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak

————————————————————————— Malware ———————— Filter: Filters:
Protection: = o—--------- —oooo-oooo-

DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ---------- Filter: Filters:
Protection: 0@ —--m—-——-= ——mm—————
1. DEFAULT Ironport Mcafee N/A N/A Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject
Anti-Virus: Off

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy
[1> antispam
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Choose the operation you want to perform:

- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy (Disables all policy-related actions)
[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam.Some messages will be

identified as suspected spam.You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]> 90

.DELIVER

.DROP

.BOUNCE

. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?
[1]> 2

[ NOUCR SR

Do you want to archive messages identified as spam?[N]>
Do you want to enable special treatment of suspected spam?[Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED spam:
1.DELIVER

2 .DROP

3 .BOUNCE

4 . TRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> y

1.PREPEND

2 .APPEND

3 .NONE

Do you want to add text to the subject of messages identified as SUSPECTED spam?
[1]1> 1

What text do you want to prepend to the subject?
[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> y

Enter the name of the header:
[]> X-quarantined

Enter the text for the content of the header:

[1> true

Anti-Spam configuration complete

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.

Anti-Virus: McAfee - Scan and Clean
Content Filters: Off (No content filters have been created)
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Outbreak Filters: Enabled.No bypass extensions.
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- ANTIVIRUS - Modify Anti-Virus policy
- OUTBREAK - Modify Outbreak Filters policy
[1>
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ———— Filter: Filters:
Protection: 0 —--m-m—m—m mmmmmm
DEFAULT Ironport Mcafee N/A N/A Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1>
mail3.example.com> commit
Please enter some comments describing your changes:
[]> configured anti-spam for Incoming Default Policy
Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
REHEF I R
Incoming Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware —————— Filter: Filters:
Protection: 00 —--m-m—m—m mmmmmm o
DEFAULT Ironport Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new

Enter the name for this policy:
[]> sales_team

Begin entering policy members.The following types of entries are allowed:
Username entries such as joe@, domain entries such as @example.com, sub-domain
entries such as @.example.com, LDAP group memberships such as ldap(Engineers)

Enter a member for this policy:
[1> ldap(sales)
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Please select an LDAP group query:
1.PublicLDAP.ldapgroup
[1]> 1

Is this entry a recipient or a sender?
1.Recipient

2.Sender

[1]> 1

Add another member?[Y]> n

Would you like to enable Anti-Spam support?[Y]> ¥y
Use the policy table default?[Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam.Some messages will be

identified as suspected spam.You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:
What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]> 90

1.DELIVER

2 .DROP

3 .BOUNCE

4 . TRONPORT QUARANTINE

What do you want to do with messages identified as spam?
[1]1> 2

Do you want to archive messages identified as spam?[N]> n
Do you want to enable special treatment of suspected spam?[Y]> ¥y

What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED
spam:

1.DELIVER

2 .DROP

3 .BOUNCE

4 . TRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> n

1.PREPEND

2 .APPEND

3 .NONE

Do you want to add text to the subject of messages identified as SUSPECTED

spam?

[1]1> 3

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n

Anti-Spam configuration complete

Would you like to enable Anti-Virus support?[Y]> ¥y
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Use the policy table default?[Y]> ¥y
Would you like to enable Outbreak Filters for this policy?[Y]> ¥
Use the policy table default?[Y]> ¥y
Incoming Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware —————— - Filter: Filters:

Protection: = @o—------——= -
sales_team IronPort Default Default Default Default Default
DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

RIe, NITREBIN (AR SRS N ) CIESE, 185E . awe XM O NI TE KOS E AR
P HERR -

A TIEEIBA I SRR

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware —mm—————- Filter: Filters:
Protection: = @o—------——-= -
sales_team IronPort Default Default Default Default Default
DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:
[1> engineering

Begin entering policy members.The following types of entries are allowed:
Username entries such as joe@, domain entries such as @example.com, sub-domain entries
such as @.example.com, LDAP group memberships such as ldap(Engineers)

Enter a member for this policy:
[1> bobR@example.com
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Is this entry a recipient or a sender?
1.Recipient

2.Sender

[1]1> 1

Add another member?[Y]> y

Enter a member for this policy:
[1> fred@example.com

Is this entry a recipient or a sender?
1.Recipient

2.Sender

[1]> 1

Add another member?[Y]> y

Enter a member for this policy:
[]> joe@example.com

Is this entry a recipient or a sender?

1.Recipient

2.Sender

[1]1> 1

Add another member?[Y]> n

Would you like to enable Anti-Spam support?[Y]> ¥

Use the policy table default?[Y]> ¥y

Would you like to enable Anti-Virus support?[Y]> y

Use the policy table default?[Y]> y

Would you like to enable Outbreak Filters for this policy?[Y]> ¥
Use the policy table default?[Y]> n

Would you like to modify the list of file extensions that bypass

Outbreak Filters?[N]> y

Choose the operation you want to perform:
- NEW - Add a file extension
[1> new

Enter a file extension:
[1> dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass Outbreak Filter processing:
dwg

Choose the operation you want to perform:
- NEW - Add a file extension
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- DELETE - Delete a file extension
- PRINT - Display all file extensions
- CLEAR - Clear all file extensions
[1>
Incoming Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Advanced Graymail Content Outbreak
————————————————————————— Malware ———— Filter: Filters:

Protection: @ —--——---—— o
sales_team IronPort Default Default Default Default Default
engineering Default Default Default Default Default Enabled
DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1>

T2, G N RN SRS 3R b A ) = AN N R eSS .
T CLI "', policyconfig T2 M filters Fan 255 F T ANH R L IER GUI 1. HELE CLI H )

EANELIER

@”‘@ﬁfﬁ)ﬂ save %ﬁéﬁﬂ%ﬁﬁ/)ﬁ%&ﬁ@@ﬁ policyconfig ’rﬁ?/&'\o

%iéﬁy iﬁﬁ”iﬁ scan_for_confidential Vﬂ%?iiﬁggﬁz

ﬁ“E scan_for_confidential Wgﬁi@%ﬁ

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus:
sales_team IronPort Default
engineering Default Default
DEFAULT Ironport Mcafee

Advanced Graymail: Content Outbreak
Malware = -—-———-—-—---—- Filter: Filters:
Protection: = @—--——--m—— o
Default Default Default Default
Default Default Default Enabled
N/A Off Off Enabled

Choose the operation you want to perform:

- NEW - Create a new policy

- EDIT - Edit an existing policy
- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member

- MOVE - Move the position of a policy

- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> filters

No filters defined.
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Choose the operation you want to perform:
- NEW - Create a new filter
[1> new

Enter a name for this filter:
[1> scan_for_confidential

Enter a description or comment for this filter (optional):
[]> scan all incoming mail for the string 'confidential'

Filter Name: scan_for_confidential

Conditions:
Always Run

Actions:
No actions defined yet.

Description:
scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1.Condition
2.Action
[1]1> 1

.Message Body Contains

.Only Body Contains (Attachments are not scanned)
.Message Body Size

.Subject Header

.Other Header

.Attachment Contains
.Attachment File Type
.Attachment Name

.Attachment MIME Type
10.Attachment Protected
11.Attachment Unprotected

12 .Attachment Corrupt
13.Envelope Recipient Address

14 .Envelope Recipient in LDAP Group
15.Envelope Sender Address
16.Envelope Sender in LDAP Group
17.Reputation Score

18.Remote IP

19.DKIM authentication result
20.SPF verification result

[1]1> 1

0 dJ oUW N

e}

Enter regular expression or smart identifier to search message contents for:
[1> confidential

Threshold required for match:
[1]1> 1

Filter Name: scan_for_confidential

Conditions:
body-contains ("confidential", 1)
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Actions:
No actions defined yet.

Description:
scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1.Condition

2.Action

[1]1> 2

1.Bcc

2.Notify

3.Redirect To Alternate Email Address
4 .Redirect To Alternate Host

5.Insert A Custom Header

6.Insert A Message Tag

7.Strip A Header

8.Send From Specific IP Interface

9.Drop Attachments By Content

10.Drop Attachments By Name

11.Drop Attachments By MIME Type

12.Drop Attachments By File Type

13.Drop Attachments By Size

14.Send To System Quarantine

15.Duplicate And Send To System Quarantine
16.Add Log Entry

17.Drop (Final Action)

18.Bounce (Final Action)

19.8kip Remaining Content Filters (Final Action)
20.Encrypt (Final Action)

21.Encrypt on Delivery

22.8kip Outbreak Filters check

[1]1> 1

Enter the email address(es) to send the Bcc message to:
[1> hr@example.com

Do you want to edit the subject line used on the Bcc message? [N]> y

Enter the subject to use:
[$Subject]> [message matched confidential filter]

Do you want to edit the return path of the Bcc message? [N]> n

Filter Name: scan_for_confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bcec ("hr@example.com", "[message matched confidential filter]")
Description:

scan all incoming mail for the string 'confidential’

Choose the operation you want to perform:
- RENAME - Rename this filter
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- DESC - Edit filter description
- ADD - Add condition or action
- DELETE - Delete condition or action

- SAVE - Save filter
[1> add

1.Condition
2.Action
[1]1> 2

.Bcc
.Notify

.Insert A Custom He
.Insert A Message T
.Strip A Header

0 J oUW N R

= o
o

.Drop Attachments
.Drop Attachments
.Drop Attachments
.Drop Attachments

R e
ECGE SR S

.Add Log Entry
.Drop (Final Actio
.Bounce (Final Act

N R R R
o W 0 J

.Encrypt (Final Ac
.Encrypt on Delive

[\S)
=

ader
ag

By Name
By MIME
By File
By Size

.Send To System Quarantine
.Duplicate And Send To System Quarantine

n)
ion)

tion)
ry

.Send From Specific IP Interface
.Drop Attachments By Content

Type
Type

.Skip Remaining Content Filters

22.8kip Outbreak Filters check

[1]1> 14

1.Policy
[1]1> 1

.Redirect To Alternate Email Address
.Redirect To Alternate Host

(Final Action)

Filter Name: scan_for_confidential

Conditions:

body-contains ("confidential", 1)

Actions:

bce ("hr@example.com",

quarantine ("Policy"

Description:

scan all incoming mail for the string

)

" [message matched confidential filter]")

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description
- ADD - Add condition or action
- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions

- SAVE - Save filter
[1> save

Defined filters:
1. scan_for_confiden

tial: scan all incoming mail for the string

Choose the operation you want to perform:
- NEW - Create a new filter
- EDIT - Edit an existing filter

'confidential’

'confidential’
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DELETE - Delete a filter
- PRINT - Print all filters
- RENAME - Rename a filter
[1>

@JE no_mp3s %ﬂ ex_employee W%‘-ﬂiﬁg%ﬁ

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter

[1> new

Enter a name for this filter:
[1> no_mp3s

Enter a description or comment for this filter (optional):
[1> strip all MP3 attachments

Filter Name: no_mp3s

Conditions:
Always Run

Actions:
No actions defined yet.

Description:
strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1.Condition

2.Action

[1]1> 2

1.Bcc

2.Notify

3.Redirect To Alternate Email Address
4 .Redirect To Alternate Host

5.Insert A Custom Header

6.Insert A Message Tag

7.Strip A Header

8.Send From Specific IP Interface

O

.Drop Attachments By Content

.Drop Attachments By Name

.Drop Attachments By MIME Type

.Drop Attachments By File Type

.Drop Attachments By Size

.Send To System Quarantine

.Duplicate And Send To System Quarantine
.Add Log Entry

.Drop (Final Action)

.Bounce (Final Action)

.Skip Remaining Content Filters (Final Action)
.Encrypt (Final Action)

.Encrypt on Delivery
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22.8kip Outbreak Filters check
[1]> 12

Enter the file type to strip:
[1> mp3

Do you want to enter specific text to use in place of any stripped attachments?[N]> n
Filter Name: no_mp3s

Conditions:
Always Run

Actions:
drop-attachments-by-filetype ("mp3")

Description:
strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:
1. scan_for_confidential: scan all incoming mail for the string 'confidential’
2. no_mp3s: strip all MP3 attachments

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1> new

Enter a name for this filter:
[1> ex_employee

Enter a description or comment for this filter (optional):
[1> bounce messages intended for Doug

Filter Name: ex_employee

Conditions:
Always Run

Actions:
No actions defined yet.

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1.Condition
2.Action
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[1]> 1

.Message Body Contains

.Only Body Contains (Attachments are not scanned)
.Message Body Size

.Subject Header

.Other Header

.Attachment Contains
.Attachment File Type
.Attachment Name

.Attachment MIME Type
.Attachment Protected
.Attachment Unprotected
.Attachment Corrupt

.Envelope Recipient Address
.Envelope Recipient in LDAP Group
.Envelope Sender Address
.Envelope Sender in LDAP Group
.Reputation Score

.Remote IP

.DKIM authentication result
20.SPF verification result

[1]> 13

0 g oUW

e e R s )
LWWJoU s WN RO

Enter regular expression to search Recipient address
[1> doug

Filter Name: ex_employee

Conditions:
rcpt-to == "doug"

Actions:
No actions defined yet.

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1.Condition

2.Action

[1]1> 2

1.Bcc

2.Notify

3.Redirect To Alternate Email Address
4 .Redirect To Alternate Host
5.Insert A Custom Header

6.Insert A Message Tag

7.Strip A Header

8.Send From Specific IP Interface
9.Drop Attachments By Content
10.Drop Attachments By Name
11.Drop Attachments By MIME Type
12.Drop Attachments By File Type
13.Drop Attachments By Size
14.Send To System Quarantine

[uny
()]

.Duplicate And Send To System Quarantine

for:

SR

i}
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16.Add Log Entry

17.Drop (Final Action)

18.Bounce (Final Action)

19.Skip Remaining Content Filters (Final Action)
20.Encrypt (Final Action)

21.Encrypt on Delivery

22.8kip Outbreak Filters check

[1]1> 2

Enter the email address(es) to send the notification to:
[1> joe@example.com

Do you want to edit the subject line used on the notification?[N]> y

Enter the subject to use:
[1> message bounced for ex-employee of example.com

Do you want to edit the return path of the notification?[N]> n

Do you want to include a copy of the original message as an attachment to the
notification?[N]> y

Filter Name: ex_employee

Conditions:

rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- SAVE - Save filter

[1> add

1.Condition

2.Action

[1]1> 2

1.Bcc

2.Notify

3.Redirect To Alternate Email Address
4 .Redirect To Alternate Host

5.Insert A Custom Header

6.Insert A Message Tag

7.Strip A Header

8.Send From Specific IP Interface
9.Drop Attachments By Content

10.Drop Attachments By Name

11.Drop Attachments By MIME Type
12.Drop Attachments By File Type
13.Drop Attachments By Size

14.Send To System Quarantine
15.Duplicate And Send To System Quarantine
16.Add Log Entry

17.Drop (Final Action)

18.Bounce (Final Action)
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19.S8kip Remaining Content Filters (Final Action)
20.Encrypt (Final Action)

21.Encrypt on Delivery

22.8kip Outbreak Filters check

[1]> 18

Filter Name: ex_employee

Conditions:
rcpt-to == "doug"

Actions:

notify-copy ("joe@example.com", "message bounced for ex-employee of
example.com")

bounce ()

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for_confidential: scan all incoming mail for the string 'confidential'
2. no_mp3s: strip all MP3 attachments

3. ex_employee: bounce messages intended for Doug

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ————— - Filter: Filters:
Protection: = @—--——---—— o
sales_team IronPort Default Default Default Default Default
engineering Default Default Default Default Default Enabled
DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>
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Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail
————————————————————————— Malware —————————
Protection:
sales_team IronPort Default Default Default
engineering Default Default Default Default
DEFAULT Ironport Mcafee N/A Off
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam: Anti-Virus: Advanced Graymail:
————————————————————————— Malware —————————=
Protection:
1. sales_team IronPort Default Default Default
2. engineering Default Default Default Default
3. DEFAULT Ironport Mcafee N/A Off

Enter the name or number of the entry you wish to edit:
[1> 3

Policy Summaries:

Anti-Spam: IronPort
Suspect-Spam:
Anti-Virus: McAfee -
Graymail Detection:
Content Filters: Off
Outbreak Filters: Enabled.No bypass extensions.

- Drop

Scan and Clean
Unsubscribe - Disabled

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:
- ENABLE - Enable Content Filters policy

Content
Filter:

Default

Default

Off

Content
Filter:

Default

Default

Off

Outbreak
Filters:

Default

Enabled

Enabled

Default

Enabled

Enabled

IronPort - Quarantine - Archiving copies of the original message.
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[1> enable
1.scan_for_confidential
2.no_mp3s
3.ex_employee
Enter the filter to toggle on/off, or press enter to finish:
[1> 1
1.Active scan_for_confidential
2.no_mp3s
3.ex_employee
Enter the filter to toggle on/off, or press enter to finish:
[1> 2
1.Active scan_for_confidential
2.Active no_mp3s
3.ex_employee
Enter the filter to toggle on/off, or press enter to finish:
[1> 3
1.Active scan_for_confidential
2.Active no_mp3s
3.Active ex_employee
Enter the filter to toggle on/off, or press enter to finish:
[1>
Policy Summaries:
Anti-Spam: IronPort - Drop
Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.
Anti-Virus: McAfee - Scan and Clean
Graymail Detection: Unsubscribe - Disabled
Content Filters: Enabled.Filters: scan_for_confidential, no_mp3s, ex_employee
Outbreak Filters: Enabled.No bypass extensions.
Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy
- ANTIVIRUS - Modify Anti-Virus policy
- GRAYMAIL - Modify Graymail policy
- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters
[1>
Incoming Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware —————————— Filter: Filters:
Protection: = 00i—————————= o
sales_team IronPort Default Default Default Default Default
engineering Default Default Default Default Default Enabled
DEFAULT Ironport Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters
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- CLEAR - Clear all policies

[1> edit
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ---------- Filter: Filters:
Protection: = @ —---—--mee oo
1. sales_team IronPort Default Default Default Default Default
2. engineering Default Default Default Default Default Enabled
3. DEFAULT Ironport Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 2

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default
Content Filters: Default

Outbreak Filters: Enabled.Bypass extensions: dwg

Choose the operation you want to perform:
- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy (Disables all policy-related
actions)

- ENABLE - Enable Content Filters policy

[1> enable

1.scan_for_confidential

2.no_mp3s

3.ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 1

1.Active scan_for_confidential

2.no_mp3s

3.ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 3

1.Active scan_for_confidential

2.no_mp3s

3.Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>
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Policy Summaries:
Anti-Spam: Default
Anti-Virus: Default
Graymail Detection: Unsubscribe - Default
Content Filters: Enabled.Filters: scan_for_confidential, ex_employee
Outbreak Filters: Enabled.Bypass extensions: dwg
Choose the operation you want to perform:
- NAME - Change name of policy
- NEW - Add a new member
- DELETE - Remove a member
- PRINT - Print policy members
- ANTISPAM - Modify Anti-Spam policy
- ANTIVIRUS - Modify Anti-Virus policy
- GRAYMAIL - Modify Graymail policy
- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters
[1>
Incoming Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ———— Filter: Filters:
Protection: 0 —--m-m—m—m mmmmmm
sales_team IronPort Default Default Default Default Default
engineering Default Default Default Default Enabled Enabled
DEFAULT Ironport Mcafee N/A Off Enabled Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

CLI A& 1E /N SRS NS T B A 2R e 2 i M o T2 filters TAn 2SRl 7L
policyconfig fi & W —/NF/NEBTAE WAL IES. Nk, HoRGIER T HRD

drop_large_attachments Hggﬁé}o

BRIAME R ER Y DLP 5RAE
T A s A5 Tt B G 4RT 7R BROAAE SRS R ) DLP SRR .

mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail

1.Incoming
2.0utgoing
[1]1> 2

Policies?
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Outgoing Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak DLP:

————————————————————————— Malware ----------  Filter: Filters: -———=
Protection: = 0@o——---—--—— e

DEFAULT N/A N/A N/A Off Ooff Off Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak DLP:
————————————————————————— Malware ---------- Filter: Filters: -———-
Protection: 0 @—----m——e- e
1. DEFAULT N/A N/A N/A Off Ooff Off Off

Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Off

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy

[1> dlp

Choose the operation you want to perform:
- ENABLE - Enable DLP policy
[]> enable

1.California AB-1298

2.Suspicious Transmission - Zip Files

3.Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1> 1

1.Active California AB-1298

2.Suspicious Transmission - Zip Files

3.Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1> 2

1.Active California AB-1298

2.Active Suspicious Transmission - Zip Files
3.Restricted Files
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Enter the policy to toggle on/off, or press enter to finish:
[1> 3

1.Active California AB-1298

2.Active Suspicious Transmission - Zip Files

3.Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)

Outbreak Filters: Off

DLP: Enabled.Policies: California AB-1298, Suspicious Transmission - Zip
Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy

[1>

BEENRB L EFIRR AR e AL 32 PR ER B s ¢

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1.Incoming

2.0utgoing

[1]> 1

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak

————————————————————————— Malware ————————— Filter: Filters:
Protection: = @ —-----—--- —oooo————o

DEFAULT Off N/A N/A Off Off N/A

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ---------- Filter: Filters:
Protection: 0 @o—-------—— oo

1. DEFAULT Off N/A N/A Off Off N/A
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Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Anti-Spam: Off
Graymail Detection: Off
Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1> graymail

Choose the operation you want to perform:
- ENABLE - Enable Graymail policy
[]> enable

Begin Graymail configuration
Do you want to enable Safe Unsubscribe?[N]> y

Do you want to perform Safe Unsubscribe action only for unsigned messages
(recommended) ? [Y]>

Do you want to enable actions on messages identified as Marketing Email?[N]>
Do you want to enable actions on messages identified as Social Networking Email?[N]> y

1.DELIVER

2 .DROP

3 .BOUNCE

What do you want to do with messages identified as Social Networking Email?
[1]1> 2

Do you want to archive messages identified as Social Networking Email?[N]>
Do you want to enable actions on messages identified as Bulk Email?[N]> y

1.DELIVER

2 .DROP

3 .BOUNCE

What do you want to do with messages identified as Bulk Email?
[1]1> 2

Do you want to archive messages identified as Bulk Email?[N]>
Graymail configuration complete.
Policy Summaries:

Anti-Spam: Off
Graymail Detection: Unsubscribe - Enabled
Social Networking mails : Drop
Bulk mails : Drop
Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1>
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Usage

B HHSTE “RL
SRR, e & OUMAE T SEHUBR T 1.
RACHERT 4 s Jdn & A LRI PR .

oLl
mail3.example.com> quarantineconfig

Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 Outbreak 3,072 0.0 1 12h Release
2 Policy 1,024 0.1 497 10d Delete
3 Virus 2,048 empty 0 304 Delete

2,048 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.
[1> new

Please enter the name for this quarantine:
[1> HRQuarantine

Retention period for this quarantine. (Use 'd' for days or 'h' for hours or 'm' for
'minutes’'.) :

[1> 154

1.Delete

2. KA

Enter default action for quarantine:

[1]1> 2

Do you want to modify the subject of messages that are released because
"HRQuarantine" overflows? [N]>

Do you want add a custom header to messages that are released because
"HRQuarantine" overflows? [N]>

Do you want to strip all attachments from messages that are released
because "HRQuarantine" overflows?[N]>

Do you want default action to apply automatically when quarantine space fills up?[Y]>

Currently configured quarantines:

2

# Quarantine Name Size (MB) % full Messages Retention Policy

| BRI R 219 % Async0S9.7CLISEiER 1



EIE ®S: BERH |

A P#fREX

4

scanconfig

1A

Usage

~

1 HRQuarantine 1,024 N/A N/A 15d Release
2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 30d Delete
(N/A: Quarantine contents is not available at this time.)

1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.

— BRI P AR AR B T “y” B “yes”, BERIJTARM B, fEIX BAER LUE B S
B o TR SOVFRKE 22 N0 T 81 % 5 DX s DA 8 5 DI 8k Y, T 1 7 4 0 [l 5 Al ol 25 (X B i)
Bl FETARIRFF ([1>) 4b4% Return (Enter) W LLR W P FEEL >, JFRSCE B X .

NAE ARG EOIE T ViR SR P G OL T, A 23R O IR B 48 e F P 7 IR BURR

R B X [ P 9 R A5 B T3 A B AL . B AL FH P U 44T % B S X 1K 5
FRPR . S FH AR, WRATESER/IER e TRE X P AR L, 24k
NEW 4. [FIFE, A ZMERH -, W&t DELETE.

Pic B B A 41 S s

B HALHE “RL
SR ULAr S TN THE A SR B, AL D .
HOALTR L Jhr & R R

TEARIRBIF, scanconfig T2 H TR B IX LS AL,

o £Bkid video/*. audio/*. image/* [f] MIME 288! (AL NN HIX LR

o WEZHAM 10 NHMIRE GBI AR BRINMER 5 A0, )

o BRI AR I B KR/ 25 MBs Bk I O N AT N 2 . (BRIAVE N 5 MB. )
o PRI TS

o [HAERIREERBE RN 180 5.
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o REAMBIM BB SR ZR AL .  CXRZERIMMT N, )

o TLE ASCII 4fith, DU A Ay ik a8 H MIME 2844 plain/text B plain/html 4T & A
B4 AT AT N A AL

%Eﬂ%‘assume the attachment matches the search pattern ﬁi%iﬂﬂ‘Y’&T, 36%2?3%%5@55?#*%5%§i
HS A2 2o JE ZS VAL D true. X ATREFBOEAMT v, BIANRE 25 55 36 LA DL RS BB AE, (H2 BRI
BIEIEFERMMAE RS . Wi EAEH T RSA Hiff DLP 3.

mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.
Choose the operation you want to perform:

- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> setup

1.Scan only attachments with MIME types or fingerprints in the list.
2.8kip attachments with MIME types or fingerprints in the list.
Choose one:

[2]> 2

Enter the maximum depth of attachment recursion to scan:
[5]> 10

Enter the maximum size of attachment to scan:
[5242880]> 10m

Do you want to scan attachment metadata?[Y]> ¥y

Enter the attachment scanning timeout (in seconds) :
[30]> 180

If a message has attachments that were not scanned for any reason (e.g.
because of size, depth limits, or scanning timeout), assume the attachment matches the
search pattern?[N]> n

If a message could not be deconstructed into its component parts in order to remove
specified attachments, the system should:

1.Deliver
2.Bounce
3.Drop
[1]1>

Configure encoding to use when none is specified for plain body text or
anything with MIME type plain/text or plain/html.
1.US-ASCII

2.Unicode (UTF-8)

3.Unicode (UTF-16)

4. PEERIES /Hi Ti-1 (ISO 8859-1)

5. PURKIE S /$ Ti%-1 (Windows CP1252)

6. EfkH3C (Big 5)

7. AP (6B 2312)

8. fRAfAF X (HZ GB 2312)

9.5fiE (ISO 2022-KR)

10.%i% (KS-C-5601/EUC-KR)
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11.H# (shift-JIS (X0123))
12.HiE (1s0-2022-JP)
13.Hi& (EUC)

[11> 1

Scan behavior changed.
There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:
- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print
1.Fingerprint Image

2.Fingerprint Media

3.MIME Type audio/*
4 .MIME Type image/*
5.MIME Type video/*

stripheaders

L
T2 SCE M (5 Sk 51

Usage

B HHSTE R
SR, B & T TN SR HUBR CRBE. 9L B
ROACHERT 4 s Jdn & A LRI PR .

Nl
mail3.example.com> stripheaders
Not currently stripping any headers.
Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[1> setup
Enter the list of headers you wish to strip from the messages before they are
delivered.Separate multiple headers with commas.

[1> Delivered-To

Currently stripping headers: Delivered-To
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Usage

~

SR

Choose the operation you want to perform:
- SETUP - Set message headers to remove.

[1>

mail3.example.com>

Be B SCARGEIR, By 55 2 A . BEPE G Do BIME IR, B HE DLP. 3R [R5 i

}3:53‘5 JJ:[:A/\':F'E ((*E—‘—‘v
EREHE. e HTA =M EIE CGRBE. 24, THERD .
s Ar 4. M A Rt AL B S

Use textconfig -> NEW to create text resources, and textconfig > delete to remove them.

mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
[1> new

What kind of text resource would you like to create?
1. B 3 A5 AR AR

2. B9 B AR AR

3.DLP BN

4 .Bounce and Encryption Failure Notification Template
5.Message Disclaimer

6 . ME B AR (HTML)

7 INEBABR (U

8 . Jl AR

[1]1> 5

Please create a name for the message disclaimer:
[]> disclaimer 1

Enter the encoding for the message disclaimer:
1.US-ASCII

2.Unicode (UTF-8)

3.Unicode (UTF-16)

4. HRRIES /Hi Ti8-1 (ISO 8859-1)

5. PERRIE S /Hi T -1 (Windows CP1252)
6. Bk (Big 5

7. ik (6B 2312)

8. Mk (HZ GB 2312)

9.%fiE (ISO 2022-KR)

10.%#E (KS-C-5601/EUC-KR)

i}

Ho
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11.H# (shift-JIS (X0123))
12.HiE (1s0-2022-JP)
13.Hi& (EUC)

[1]1>

Enter or paste the message disclaimer here.Enter '.' on a blank line to end.
This message was sent from an IronPort(tm) Email Security appliance.

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:
[1> 1

Message disclaimer "disclaimer 1" has been deleted.

Choose the operation you want to perform:
- NEW - Create a new text resource.
- IMPORT - Import a text resource from a file.

[1>

i H] textconfig -> mprr A EMETSINA SCAGIIR . ] DL 2o A ol 5 e 5 SCA BRI A SCA

i H] textconfig -> 1mporT W] LUK SCASSCAFAR N SCARIR TN o SOR SR 20 AR B 4% 1
HHFRF.

mail3.example.com> textconfig

Current Text Resources:
1. footer.2.message (Message Footer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> import

What kind of text resource would you like to create?
1. B B 2 AR

2 . 5 T AR

3.DLP AR

4 .Bounce and Encryption Failure Notification Template
5.Message Disclaimer
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6 . INE BB (HTML)
7 N AR (A
8 . I AR

[1]1> 8

Please create a name for the notification template:
[1> strip.mp3files

Enter the name of the file to import:
[]> strip.mp3.txt

Enter the encoding to use for the imported file:
1.US-ASCII

[ 1list of encodings ]

[11>

Notification template "strip.mp3files" created.

Current Text Resources:
1. disclaimer.2.message (Message Disclaimer)
2. strip.mp3files (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1>

SHXAFIR

i/ textconfig -> ExporT W] LAY SCA BRI G HI N SCA A . KrafEls LI E H P elg iz
A A
mail3.example.com> textconfig

Current Text Resources:
1. footer.2.message (Message Footer)
2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> export

Please enter the name or number of the resource to export:
[1> 2

Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt

Enter the encoding to use for the exported file:
1.US-ASCII

[ 1list of encoding types 1]

[11>
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File written on machine "mail3.example.com" using us-ascii encoding.

Current Text Resources:
1. footer.2.message (Message Footer)
2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1>

IR AR R

alertconfig

15RA

Usage

A& LLR CLI A %
e alertconfig
e displayalerts
e findevent
® grep
e logconfig
¢ rollovernow
e snmpconfig

e tail

P B HR A F %

RAZ: ML S HE R .

EREHE: tbar S T RN CRRE. 4. THEHD .

HACFE A Shir & A SR AL B 30,

~Bl: BIEFHET

TEARE T, K20 @ IR A (alertadmin@example.com), F5%f

ARG WA E RN

vm30esal086.ibga> alertconfig

Not sending alerts (no configured addresses)

HBEAT B E DA

B EREER2EE Async0S 9.7 CLI £ 455



| #£38F #<¢: L5

BxicgmErx B

Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.
[1> new

Please enter a new email address to send alerts.
(Ex: "administrator@example.com")
[1> alertadmin@example.com

Choose the Alert Classes.Separate multiple choices with commas.
1.A11

2.System

3 .Hardware

4 .Updater
5.0utbreak Filters
6.Anti-Virus

7 .Anti-Spam
8.Directory Harvest Attack Prevention
9.Release and Support Notifications
[11> 2,3,8

Select a Severity Level.Separate multiple choices with commas.
1.A11

2.Critical

3.Warning

4 . Information

[1]1> 2

Sending alerts to:
alertadmin@example.com
Class: Hardware - Severities: Critical
Class: Directory Harvest Attack Prevention - Severities: Critical
Class: System - Severities: Critical

Initial number of seconds to wait before sending a duplicate alert: 300
Maximum number of seconds to wait before sending a duplicate alert: 3600
Maximum number of alerts stored in the system are: 50

Alerts will be sent using the system-default From Address.
Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1>
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displayalerts

WiEA
EIR BRI KL n KB
Usage

B BHSRTE R
SEBFEI: M & W T A HEHLBGR (B, AL TR .
RACHERT 4 s Jdn & A LRI PR .

oLl
> displayalerts
Date and Time Stamp Description
10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate.Server
certificate not validated - unable to get local issuer
certificate
Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:32:24
2015.
10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.
Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:24
2015.
10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate.Server
certificate not validated - unable to get local issuer
certificate
Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:29:57
2015.
10 Mar 2015 10:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.
Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:56
2015.

15PA
FEMB A FI A5 SO b 4R S
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Usage

B HHLTHE “HL.
SR, Mear o TS AL CRBE. AL, IS
AT A4 i 4R HFILA T .

il BEHEAGARE
mail.example.com> findevent

Please choose which type of search you want to perform:
1.Search by envelope FROM

2.Search by Message ID

3.Search by Subject

4.Search by envelope TO

[1]1> 1

Enter the regular expression to search for.

[r>

Currently configured logs:

Log Name Log Type Retrieval Interval
1. mail_logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:
1.A11 available log files

2.S8elect log files by date list

3.Current log file

[3]1> 3

No matching message IDs were found

~Bl: ZEZID 2R

mail.example.com> findevent

Please choose which type of search you want to perform:
1.Search by envelope FROM

2.Search by Message ID

3.Search by Subject

4.Search by envelope TO

[1]1> 2

Enter the Message ID (MID) to search for.
[1> 1

Currently configured logs:

Log Name Log Type Retrieval Interval
1. mail_logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1.A11 available log files
2.Select log files by date list
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3.Current log file
[3]1> 1

Bl BREBEER

mail.example.com> findevent

Please choose which type of search you want to perform:
1.Search by envelope FROM

2.Search by Message ID

3.Search by Subject

4.Search by envelope TO

[11> 3

Enter the regular expression to search for.
[]> "

Currently configured logs:
Log Name Log Type Retrieval

1. mail_logs IronPort Text Mail Logs Manual Download
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1.A11 available log files

2.S8elect log files by date list

3.Current log file

[3]> 2

Interval

Available mail log files, listed by log file start time.Specify multiple log files by

separating with commas or specify a range with a dash:
1.Thu Feb 19 05:18:02 2015
[1]1>

No matching message IDs were found

Bl REFRHAEER

mail.example.com> findevent

Please choose which type of search you want to perform:
1.Search by envelope FROM

2.Search by Message ID

3.Search by Subject

4.Search by envelope TO

[1]1> 4

Enter the regular expression to search for.
[1>

Currently configured logs:
Log Name Log Type Retrieval

1. mail_logs IronPort Text Mail Logs Manual Download
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:

Interval
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grep
15AA

Usage

4

grep BY7~ 41

BxicgmErx B

1.A11 available log files
2.Select log files by date list
3.Current log file

[3]1> 3

No matching message IDs were found

HRH BRSO

B S ATE /7.

EREHE: b S URAETH BN . ERol P IRBPAE SR BN (B, 805 iR
SETHHEAL Lﬁﬂ% IE i & 7 2T M A S R G

RAEE S i A ST HE A% 2
grep T &N ‘Uﬂ$ﬁ% HEFW XA . MIEAT grep AN, 1HMHH UL FiBEE:

grep [-C count] [-e regex] [-1] [-p] [-t] [regex] log_name

%‘Zﬁiﬁ)ﬂ)\ -e regex Ei regex j‘ﬁéﬁ@éﬁ%o

MIBT grep AN, THEH DL IED:

7 3-12 grep B

7} AR

-C FEBLIR BV grep B 55 MU FATH. FaN—
AME DA € E AR AT

- B N IE N ik

-1 BWE KNG

P o AR I U

-t £ H & EH#I21T grep wn o

regex B N IE N FiE

AR R RsERT o 8 H S AR AR FFFE “clean” B “viral” . grep it 24— regex &
ik

mail3.example.com> grep “CLEAN\\|VIRAL" antivirus

Fri Jun 9 21:50:25 2006 Info: sophos antivirus - MID 1 - Result 'CLEAN' ()
Fri Jun 9 21:53:15 2006 Info: sophos antivirus - MID 2 - Result 'CLEAN' ()
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Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 3 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 4 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 5 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 6 - Result 'CLEAN' ()
Fri Jun 9 22:47:42 2006 Info: sophos antivirus - MID 12 - Result 'CLEAN' ()
Fri Jun 9 22:53:04 2006 Info: sophos antivirus - MID 18 - Result 'VIRAL' ()
Fri Jun 9 22:53:05 2006 Info: sophos antivirus - MID 16 - Result 'VIRAL' ()
Fri Jun 9 22:53:06 2006 Info: sophos antivirus - MID 19 - Result 'VIRAL' ()
Fri Jun 9 22:53:07 2006 Info: sophos antivirus - MID 21 - Result 'VIRAL' ()
Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 20 - Result 'VIRAL' ()

(

Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 22 - Result 'VIRAL'
mail3.example.com>

logconfig

PR
WL & SR

Usage

B YA ATE 4R
SR Mo 4 T T SRR B AL D
ROACTEAr4s Jdn & /R L RFRACFE R R

FTP #Ei% BT B =5l

ET@H"]%@” EF' » logconfig /liﬁf/v\)zﬁ :,F‘EB%_% 7"3 myDeliveryLogs E‘J?J‘Lﬁ’ﬁz:ﬁﬁ El ;—TL:\ ° %E ’ %@Eﬁﬁ
H, DUE¥ @S FTP #Ei% 2a 2 E 4L,

mail3.example.com> logconfig

Currently configured logs:

."antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

."antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

."asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
."authentication" Type: "Authentication Logs" Retrieval: FTP Poll
."avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

."bounces" Type: "Bounce Logs" Retrieval: FTP Poll

."cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

."encryption" Type: "Encryption Logs" Retrieval: FTP Poll
9."error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10."euqg _logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11."euqggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12."ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13."gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14."mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15."reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll
16."reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17."scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18."slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19."sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

20."status" Type: "Status Logs" Retrieval: FTP Poll

21."system_logs" Type: "System Logs" Retrieval: FTP Poll
22."trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll
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23."updater_logs" Type: "Updater Logs" Retrieval:

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> new

Choose the log file type for this subscription:

1.IronPort Text Mail Logs
2.gmail Format Mail Logs
3.Delivery Logs

4 .Bounce Logs

5.Status Logs

6.Domain Debug Logs
7.Injection Debug Logs
8.SMTP Conversation Logs
9.System Logs

10.CLI Audit Logs

11.FTP Server Logs

12.HTTP Logs

13.NTP logs

14 .LDAP Debug Logs

15.Anti-Spam Logs

16.Anti-Spam Archive

17 .Anti-Virus Logs

18.Anti-Virus Archive
19.Scanning Logs

20.IronPort Spam Quarantine Logs
21.IronPort Spam Quarantine GUI Logs
22 .Reporting Logs

23 .Reporting Query Logs

24 .Updater Logs

25.Tracking Logs

26.Safe/Block Lists Logs

27 .Authentication Logs

[1]1> 8

Please enter the name for the log:
[1> myDeliveryLogs

Choose the method to retrieve the logs.
1.FTP Poll

2.FTP Push

3.SCP Push

4.Syslog Push

[1]1> 2

Hostname to deliver the logs:
[1> yourhost.example.com

Username on the remote host:
[1> yourusername

Password for youruser:
[1> thepassword

Directory on remote host to place logs:
[1> /logs

FTP Poll

ARIERIMER
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Filename to use for log files:
[conversation.text]>

Maximum time to wait before transferring:
[3600]>

Maximum filesize before transferring:
[10485760]>

Currently configured logs:

1."antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
2."antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
3."asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
4."authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5."avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
6."bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7."cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
8."encryption" Type: "Encryption Logs" Retrieval: FTP Poll
9."error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10."eug_logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11."euggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12."ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13."gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14."mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15."myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host
yourhost.example.com

16."reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll
17."reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18."scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19."slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
20."sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

21."status" Type: "Status Logs" Retrieval: FTP Poll

22."system_logs" Type: "System Logs" Retrieval: FTP Poll

23."trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll

24 ."updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

SCP #ExX HARIT R 7~ 5

E M RBIF, 1ogconfig wr e H THLE 4N vogrush WIHTfEHTH & . 1% H &R E il SCP

HEIL ) IP Mk oy 10.1.1.1 IR N (FENH T 1ogger) » HAFEEH S /emp e HIEE, 3

El%ﬁﬁl@ﬁ/i?ﬂ SCP TEI%_ETJ" %}‘A logconfig nAp/Q'\Ij‘] ﬁiﬁl}ﬁﬁﬁ sshconfig /Fﬁi/Q“\o (ﬁ%ijﬂggﬁ

ER, WS (BEFHIE 2 2% # AsyncOS /7758 it “ICE EVVEH”, ARXH P %8
MEZERER, EWEH “EEZ2I5 (SSH) HH” . ) NIEER, ATUE BN RRFTAAE

H TP ik

mail3.example.com> logconfig

Currently configured logs:

1."antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2."antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3."asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
4."authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5."avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
6."bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7."cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8."encryption" Type: "Encryption Logs" Retrieval: FTP Poll
9."error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
10."euqg _logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11."euggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12."ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13."gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll
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14."mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15."reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll
16."reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17."scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18."slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19."sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

20."status" Type: "Status Logs" Retrieval: FTP Poll

21."system_logs" Type: "System Logs" Retrieval: FTP Poll
22."trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll
23."updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new

Choose the log file type for this subscription:
.IronPort Text Mail Logs

gmail Format Mail Logs
.Delivery Logs

.Bounce Logs

.Status Logs

.Domain Debug Logs

.Injection Debug Logs

.SMTP Conversation Logs

.System Logs

10.CLI Audit Logs

11.FTP Server Logs

12.HTTP Logs

13.NTP logs

14 .LDAP Debug Logs

15.Anti-Spam Logs

16.Anti-Spam Archive

17 .Anti-Virus Logs

18.Anti-Virus Archive
19.Scanning Logs

20.IronPort Spam Quarantine Logs
21.IronPort Spam Quarantine GUI Logs
22 .Reporting Logs

23 .Reporting Query Logs

24 .Updater Logs

25.Tracking Logs

26.Safe/Block Lists Logs
27.Authentication Logs

[11> 3

0 d oUW N

O

Please enter the name for the log:
[1> LogPush

Choose the method to retrieve the logs.
1.FTP Poll

2.FTP Push

3.SCP Push

[1]1> 3

Hostname to deliver the logs:
[1> 10.1.1.1
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Port to connect to on the remote host:
[22]>

Username on the remote host:
[1> logger

Directory on remote host to place logs:
[1> /tmp

Filename to use for log files:
[delivery.log]l>

Maximum time to wait before transferring:
[3600]>

Maximum filesize before transferring:
[10485760]>

Wi

1.SSH1
2.SSH2
(21> 2

Do you want to enable host key checking?[N]> y

Do you want to automatically scan the host for its SSH key,

manually?
1.Automatically scan.
2.Enter manually.
[1]1> 1

SSH2 :dsa
10.1.1.1 ssh-dss

or enter it

AAAAB3NzaClkc3MAAACBALWG14I1WLDVNdbIWESArt9LVE2ts5yE9IBTSAUWLVvoq0G3FRgifrce92zgyHtc/ZWyXav
UTIM3Xd1lbpiEcscMp2XKpSnPPx21y8bakpdsSCQcM8zzZMDjnOPm8ghiwHXYh7oNEUJCCPnPxAy44r1J5Yz4x9eI0AL
pO0dHUOGR+7j 1NAAAAFQDQ1i5GY/X9P1DM3 fPMVEX7wc0ed1lwAAATBIcgMTEFP1IWTAGr1RtbowZP5zWZtVDTxLhdXzjlo
4+bB4hBR7DKuc80+naAFnThyH/J8R3W1JVF79M5geKIbXzuJGDK3Zwl3UYefPgBgXp201zLRQSJIYXx1WhwYz/rooopN
1BnF4shl2mtg3tdell76bQgtwaQA4wKO15k3zOWsPwAAATAIcRYat3y+Blv/V6wdE6BBk+oULv3eK38gafuipdWMBx
kGI9GO6EQi8nss820znwiWBy /PITRQfh4AMBm1XTF4VEY00sARr1ZtuUJC1QGQvCgh7NA3YNais2CSbEKBEaIOTF6+SX2

RNpcUF3Wg5ygw92xtgQPKMcZeLtK2ZJRkhC+Vw==

Add the preceding host key(s) for 10.1.1.1?[Y]> ¥

Currently installed host keys:

1.10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607
2.10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALWGi14I1WLDVNndbIwE. ..JRkhC+Vw==

Choose the operation you want to perform:
- NEW - Add a new key.

- EDIT - Modify a key.

- DELETE - Remove a key.

- SCAN - Automatically download a host key.

- PRINT - Display a key.

- HOST - Display this machine's host keys.

[1>
Maximum filesize before transferring:
[10485760]>

Wi
1.SsH1
2.SSH2
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[2]> 2
Do you want to enable host key checking?[N]> y
Currently installed host keys:

Choose the operation you want to perform:

- NEW - Add a new key.

- SCAN - Automatically download a host key.
- HOST - Display this machine's host keys.
[1> scan

Choose the ssh protocol type:
1.SSH1l:rsa

2.SSH2:rsa

3.8SH2:dsa

4.A11

[4]> 4

SSH1l:rsa

10.1.1.1 1024 35
122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980
627829828033793152226448694514316218272814453986931612508282328008815740072109975632356478
532128816187806830746328234327778100131128176672666244511191783747965898000855947022484692
079466697707373948871554575173520565607

24 B s HERTT AR R 6

fE N R BIF, logeontig T4 H T AL E %4 MailLogsyslogpush HIFTEHIH & . ixHEME N
4] UPDP #Ei% 2 IP itk 10.1.1.2 @ EHL, FHH  ‘mail’ facilityand fAAE7E H &K H .

mail3.example.com> logconfig

Currently configured logs:

1."antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
2."antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
3."asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
4."authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5."avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
6."bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7."cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
8."encryption" Type: "Encryption Logs" Retrieval: FTP Poll
9."error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10."euqg_logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11."euqggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12."ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13."gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14."mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15."reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll
16."reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17."scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18."slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19."sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

20."status" Type: "Status Logs" Retrieval: FTP Poll

21."system_logs" Type: "System Logs" Retrieval: FTP Poll
22."trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll
23."updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

- NEW - Create a new log.
- EDIT - Modify a log subscription.
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- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> new

Choose the log file type for this subscription:
1.IronPort Text Mail Logs

2. gmail Format Mail Logs
3.Delivery Logs

4 .Bounce Logs

5.Status Logs

6.Domain Debug Logs

7.Injection Debug Logs

8.SMTP Conversation Logs
9.System Logs

10.CLI Audit Logs

11.FTP Server Logs

12 .HTTP Logs

13.NTP logs

14 .LDAP Debug Logs

15.Anti-Spam Logs

16.Anti-Spam Archive

17 .Anti-Virus Logs

18.Anti-Virus Archive
19.Scanning Logs

20.IronPort Spam Quarantine Logs
21.IronPort Spam Quarantine GUI Logs
22 .Reporting Logs

23 .Reporting Query Logs

24 .Updater Logs

25.Tracking Logs

26.5afe/Block Lists Logs

27 .Authentication Logs

[1]1> 1

Please enter the name for the log:
[1> MailLogSyslogPush

Log level:
1.Critical

2 .Warning
3.Information
4 .Debug
5.Trace

[3]1> 2

Choose the method to retrieve the logs.
1.FTP Poll

2.FTP Push

3.SCP Push

4.Syslog Push

[1]1> 4

Hostname to deliver the logs:
[1> 10.1.1.2

Which protocol do you want to use to transfer the log data?
1.UDP
2.TCP
[1]1> 1

Which facility do you want the log data to be sent as?
1. auth
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rollovernow

15PA

Usage

il

0 J oUW N

13.
14.
15.
16.
17.

[1

ARIERIMER

authpriv
console
daemon
ftp
localoO
locall
local2
local3
local4
local5s
localeé
local?7
mail
ntp
security
user
41> 14

Currently configured logs:

1.

"MailLogSyslogPush" Type: "IronPort Text Mail Logs" Retrieval: Syslog Push -

Host 10.1.1.2

i

5 H &S

B WA RTE “HL" .
SRBEFE: i & (LRE T SEHUBL T (.
RUACERAr & L & A SCRHILAC TS 2.

mail3.example.com> rollovernow

Currently configured logs:

1.
2
3
4
5.
6
7
8

9.

10.
11.
12.
13.

14

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

."antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
."asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
."authentication" Type: "Authentication Logs" Retrieval: FTP Poll

"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

."bounces" Type: "Bounce Logs" Retrieval: FTP Poll
."cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
."encryption" Type: "Encryption Logs" Retrieval: FTP Poll

"error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

"eug_logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
"euggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
"ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

"gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

."mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
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15."reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll
16."reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17."scanning" Type: "Scanning Logs" Retrieval: FTP Poll
18."slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19."sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

20."status" Type: "Status Logs" Retrieval: FTP Poll
21."system_logs" Type: "System Logs" Retrieval: FTP Poll
22."trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll
23."updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

24 .A11 Logs

Which log would you like to roll over?

[1> 2

Log files successfully rolled over.
mail3.example.com>

snmpconfig

15RA

fic & SNMP.

Usage

B YA ATE 4R
SERUET. S 4 oA T T SRR B AL D
ROACTEAr4s Jdn & /R L RFRACFE R R

il

£ N H7RGIH, snmpeontig A4 TAEM T 161 EHI “PublicNet” #5111 J5 ) SNMP. i AR
A3 AN, XA CGETTIN . RESTENRS A 1 AR 2 KR, Jvok A RCA
1 FIRAS 2 B GET & K%\ public. I snmp-monitor.example.com AR HAR. TG, HIAR
il B RE R

mail3.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[1> setup

Do you want to enable SNMP?[N]> y

Please choose an IP interface for SNMP requests.
l.Data 1 (192.168.1.1/24: buttercup.run)

2.Data 2 (192.168.2.1/24: buttercup.run)
3.Management (192.168.44.44/24: buttercup.run)
[11>

Enter the SNMPv3 passphrase.

>

Please enter the SNMPv3 passphrase again to confirm.
>
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Which port shall the SNMP daemon listen on?
[161]1>

Service SNMP V1/V2c requests?[N]> y

Enter the SNMP V1/V2c community string.
[1> public

From which network shall SNMP V1/V2c requests be allowed?
[192.168.2.0/241>

Enter the Trap target (IP address).Enter "None" to disable traps.
[None]> snmp-monitor.example.com

Enterprise Trap Status

1.RAIDStatusChange Enabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Enabled

updateFailure Enabled

Do you want to change any of these settings?[N]> y

Do you want to disable any of these traps?[Y]>

Enter number or numbers of traps to disable.Separate multiple numbers with commas.

[1> 1,8

Enterprise Trap Status

1.RAIDStatusChange Disabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled

updateFailure Enabled

Do you want to change any of these settings?[N]>

Enter the System Location string.

[Unknown: Not Yet Configured]> Network Operations Center - west; rack #31, position 2

Enter the System Contact string.
[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2
System Contact: Joe Administrator, x8888

mail3.example.com>
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tail

WiEA
AW B HE LR . tail 74032 HER LRSS, ENSH cail o B tail mail_logs
HATEE

Usage

B ML RTHE R

SEREHE. WS URETHEHB TN el PIRECAEE R TN (Fln, EERI%E
SEVHSENL BT . s & 5 5 R AR R S

AL B A& B & A SR AL AR 5

oLl
mail3.example.com> tail

Currently configured logs:

1."antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
2."antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
3."asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
4."authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5."avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
6."bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7."cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
8."encryption" Type: "Encryption Logs" Retrieval: FTP Poll
9."error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10."euqg _logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11."euggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12."ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll
13."gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14."mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
15."reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll
16."reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17."scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18."slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
19."sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

20."status" Type: "Status Logs" Retrieval: FTP Poll

21."system_logs" Type: "System Logs" Retrieval: FTP Poll
22."trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll
23."updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

Enter the number of the log you wish to tail.

[1> 19

Press Ctrl-C to stop.

Sat May 15 12:25:10 2008 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host

Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:

Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes: Updated filter logs
config

Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Receiving suspended.
Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Suspended receiving.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:48:17 2008 Info: PID 25696: User admin commit changes:
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Sun May 16 00:00:00 2008 Info: Generated report: name b, start time Sun May 16 00:00:00

2004, size 2154 bytes
ACmail3.example.com>

AHBI BT LR CLI g4

e reportingconfig

reportingconfig

{#F3 reportingconfig 8%

Usage

PLR F4n4 7E reportingconfig F 2 Hrp ] A

#* 3-13 reportingconfig FH<

B’iE L A A4

filters Fic B 2 4 BB A I P A PeYEY

alert_timeout C B AT A DR R RE R BBCH R o s T R R R . (UM R B

domain e B A T B DeYEY

mode e g R Fa HED ks . AR |C &5, M R
LA A A T A A 1

mailsetup Pc B IS AP 22 A B A A 7 X C #7%

B MALHE R

~fl: BRIRETIE (XM RID

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the "last year"
reports.Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

1.No Filtering enabled
2.IP Connection Level Detail.
3.User Detail.
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4.Mail Traffic Detail.

Choose which groups to filter, you can specify multiple filters by entering a comma
separated list:

[1> 2, 3

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get
reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

gtk /B A HATREJECT 2 (XM &5

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[]> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting data
to this appliance to occur at the message recipient level then of domain reports.
Use message recipient HAT REJECT information for domain reports?[N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

BRERER (XM FHF)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[]> alert_timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
minutes.

Would you like timeout alerts to be enabled?[Y]> ¥y

After how many minutes should an alert be sent?
[360]1> 240
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Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

AHREEFEBRAKPARS

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mode

Centralized reporting: Local reporting only.

Do you want to enable centralized reporting?[N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1>

B ER SRR EFMEIRE] (X C &RFD

mail.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.

- MODE - Enable centralized or local reporting for the ESA.
[1> mailsetup

SenderBase timeout used by the web interface: 5 seconds
Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited
No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before
being overwritten.

- LEGACY - Configure legacy mailflow report.

[1> storage

While in centralized mode the C-series will store reporting data for the M-series to
collect.If the M-series does not collect that data then eventually the C-series will begin
to overwrite the oldest data with new data.
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A maximum of 24 hours of reporting data will be stored.
How many hours of reporting data should be stored before data loss?
[24]> 48

SenderBase timeout used by the web interface: 5 seconds
Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited
No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series
before being overwritten.

- LEGACY - Configure legacy mailflow report.

[1>

Senderbase

shstatus

15RA

Usage

il

A AL CLI Ay s
e sbstatus

e senderbaseconfig

B~ SenderBase £ HIRES .

B HALHE L.
SR S oI T TN SR HUBE CHEBE. AL IS
AT A i 4R HFILAFLA .

mail3.example.com> sbstatus

SenderBase host status
Status as of: Tue Oct 21 10:55:04 2003
Host up/down: up
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USRI % JE¥E S SenderBase {5 MR STHE R, B MR 55 ORI AR, WUPKE 7R PR A

mail3.example.com> sbstatus

SenderBase host status
Host up/down: Unknown (never contacted)

senderbaseconfig

il

Usage

~

fil B SenderBase ZEWE .

B AATE R
SRR UL S TR T SATHSEALEY R, AL ST .
HEACHAr&: Ay & RS HFILACFLRE .

mail3.example.com> senderbaseconfig
Share statistics with SenderBase Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings
[1> setup

Do you want to share statistical data with the SenderBase Information Service

(recommended) ? [Y]>
Share statistics with SenderBase Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings
[1>

SMTP AR ZECE

AHRI B FLAR CLI g%
e callaheadconfig
e listenerconfig
e localeconfig

e smtpauthconfig
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callaheadconfig

1A

Usage

~

Wwhn. 4w MER SMTP Call-Ahead Bt & 4.

B HHSTE “RL
SEBFEI: M & W T A HEHLBGR (B, AL TR .
RACHERT 4 s Jdn & A LRI PR .

NI RE, &) LoAME S E VLB EE8T 1 SMTP Call-Ahead It & SCAF.

> callaheadconfig
No SMTP Call-Ahead profiles are configured on the system.

Choose the operation you want to perform:
- NEW - Create a new profile.
[1> new

Select the type of profile you want to create:
1.Delivery Host

2.Static Call-Ahead Servers

[1]1> 1

Please enter a name for the profile:
[1> delhostO1l

Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation gqueries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings?[N]> n

Currently configured SMTP Call-Ahead profiles:
1. delhost01l (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1>
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In the following example you can create a new SMTP call-ahead profile for call ahead server.

> callaheadconfig

Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new

Select the type of profile you want to create:
1.Delivery Host

2.Static Call-Ahead Servers

[11> 2

Please enter a name for the profile:
[1> Static

Enter one or more Call-Ahead servers hostname separated by commas.
[1> 192.168.1.2

Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation gqueries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings?[N]> n

Currently configured SMTP Call-Ahead profiles:
1.Static (Static Call-Ahead Servers)
2. delhost0l (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> print

Select the profile you want to print:
1.Static (Static Call-Ahead Servers)
2. delhost0l1l (Delivery Host)

[1]1>
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listenerconfig

L
listenerconfig fir 2 L VF QI . Jm AR IGITAET . AsyncOS ZEREETR € KA, MBI 2003 /2 1%
FATA REWEFESZ T AR BN NN - PTRE R AELS I 2% 0, n] Be 2 LRI B B Fb RIS N

X PR GE SR AR M T R R SR AT R] 5 SOMBRAT S8 (R ISP I SR s o M T % 1 3 St
U0 5N B 2R G

#* 3-14 listenerconfig FHS
B PEL TIT 25 (1 ME— R FR LA R 225 . 0T 28 8 LI AKX 4
Name K/NE . AsyncOS A Fu Vi A [5) 1) 1 i B2 7 44 7R o
W FR P 2 FE R TP 210 5 G Ma U B2 /7 0K L 4 L 21 TP 42 i,
IP QO WH F systemstartup A2 BY interfaceconfig AT L E A IP 811,
R T8 W 2E B SO FH T s £F 20 : ESMTP 5t QMQP
T &2 T
fRE E TP 3 1. 2R
INEHL T SMTP i A
Ui 1 25, QMQP f#
IP ix F %t 11 628
~it AL HERRETFEH T RN E. %4
o i, BT RFEA T LR (W) F%, i
o5 W AR R L B T A TE IR IR 2 AT A2 1 BRI
REAIE
Blackhole “Blackhole” W F2F5FiI Tl X5k 4 Kb HERR
M. 2414 blackhole il 250, 0T DL F 2 5
TEMIBRECR RS RS AR, G5 R AR
1224 AsyncOS JH A 755) B “ MR A
M2 R, AR —E THEZER)

Usage
B WS HE B
EBEH.: e TH A = ENE ERE. 24H. THEVD .
s a4 thdn 2 SRR FAS K.

HtAbFEAE R - B A listenerconfig

listenerconfig AT 2 IIHLALFAS 0] LU T7E4F € 4 O i AN BR ME Wr 2/ . listenerconfig i
A IR AL FEAK 208 70V S5 TC B I T FE T ¥ HAT I RAT.

o ININHTHTRES

listenerconfig new <name> <public|private|blackhole|blackholequeueing>
<interface_name> <smtp|qmqp>
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o MR T RES -

listenerconfig delete <name>

HEALTRARSN - HAT

DL 7451 136 B G4 f FH listenerconfig L AL HAS PAT AP HAT MIRAL S . ARSEMTE 25
B, iFEME 3-15 “listenerconfig Z¥E - HAT” 4 246 T,

o [A] HAT ¥ K A4E N4

listenerconfig edit <name> hostaccess new sendergroup <name>
<host_list> <behavior> [options [--comments]

e [ HAT ¥ i 5ng

listenerconfig edit <name> hostaccess new policy <name> <behavior>
[options]

o AR NAEAINE I ENLIIE

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> new <host_list>

o MRAENEMER ML

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> delete <host>

o LURAF NEFERINF 2 50 EHL

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> move <host> <host-to-insert-before>

o fEEURE NG

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> policy <behavior> [options]

o ATEIRMEAASIER

listenerconfig edit <name> hostaccess edit sendergroup <name> print

o HEan A RN

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> rename <name>
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o UmiH HAT H&

listenerconfig edit <name> hostaccess edit policy <name> <behavior>
[options]

o M HAT MR A NA

listenerconfig edit <name> hostaccess delete sendergroup <name>

listenerconfig edit <name> hostaccess delete policy <name>

o 1E HAT &3 kM N E

listenerconfig edit <name> hostaccess move <group>
<group-to-insert-before>

o M HAT BRiA kT

listenerconfig edit <name> hostaccess default [options]

e 3TEN hostaccess

listenerconfig edit <name> hostaccess print

o SN\ HAT {94 H | 4

listenerconfig edit <name> hostaccess import <filename>

o Mk T HAT 814

listenerconfig edit <name> hostaccess export <filename>

o M\ HAT BHERBTAT F P 5 SRR AR N2 S5 g

listenerconfig edit <name> hostaccess clear

% 3-15 listenerconfig E#({E - HAT

BY 5 FA

“« %% 2 (ACCCpt) . “« EP éli ” (Relay)\ “ TE?@ 2
(Reject)s “TCP fE4L” (TCP Refuse) BY “4k4L”
(Continue). HikFFE— M7 AH T KM NHRS, F
“Policy: FOO” (“FOO” J&HHg 47 1FHAh
<behavior> 47 R0 H .
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# 3-15 listenerconfig ¥ - HAT
<filename> S NS H hostaccess 22 I B 1 0444 .
<group> KA N4 <name>.
<host> <host_list> [ LA fA
BN BN N EUARE AT LT Frs
CIDR ik (10.1.1.0/24)
IP HihikyE [ (10.1.1.10-20)
IP +# (10.2.3)
FEHL4 (crm.example.com)
4> FHL4 (.example.com)
KA NFEARAF 250 BI6 ] (7.5:10.0)
KAENFEAR % BT % 1IDS (SBO:12345)
7L B 4% LAY ) (dnslist[query.blacklist.example]
<host_list> b ME5 5 Z A ENL.
KA N SRS ) K. HAT AR, — A7
BEalFRIZ Ik, HEAEERER TR T,
<#Z> TR EGE T
--max_size WA 55 KRN AT G 46 K, AR T4 m
JEEE M, T AN AT = B
--max_conn FL— L VR I SR KR
--Mmax_msgs BT F0 VE I AT B R
--max_rcpt BEAS B FSCAE N B KB
--override B i SMTP i N4 “No” B SMTP #5ih
FRE
--cust_acc i€ H € L SMTP #3210 . “No” Bt SMTP $2
2] A R
--acc_code H E L SMTP 321 MAS . BRIME Y 220,
--cust_rej &€ HE L SMTP fE44W1 ¥ . “No” = SMTP 4E
AL EPVAS i S
--rej_code H & X SMTP 6 240 N ACHD . BRIME N 554
--rate_lim JE AR F N ZR S “No” . “default” E(&EA
ESVIREXNGNUE >IN LN
--cust_lim 157 H € X SMTP RN . “No” = SMTP 4f
Zamp N FH . BRIMEA “No” .
--lim_code H 7€ X SMTP # R B A . ERINE Y 452,
--use_sb BRINTE L N EH] SenderBase #EAT IR 4% 1 o
“Yes” . “No” B “default” .
--as_scan Ja BRI 3. “Yes” « “No” . “default” .
--av_scan JBHBREER. “Yes”. “No” . “default” .
[options]
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% 3-15 listenerconfig ¥ 1& - HAT

--dhap

HoR AT . “No” . “default” BKHIZ
(R INIES NN o o LI E DN

--tls

ATHE; R ARSACE TLS,

--sig_bits

ML N EE ) TP M . MO 3] 32, “No”
By “default” .

--dkim_signing

JEH DKIM %4 . “Yes” . “No” . “Default” .

--dkim_verification

JaF DKIM %iF. “Yes” . “No” . “Default” .

--dkim_verification_profile
<name>

DKIM ZHIFAC & S 44K o AXAE --dkim_verification
HiEEN “Yes” B IIETAEH .

--spf

JaF SPF #&iF. “Yes” . “No” . “Default” .

--spf_conf_level

SPF — &g . N5 “--spf Yes” —i&ffif.

“spf_only” .« “sidf_compatible” « “sidf_strict” o

--spf_downgrade_pra

4% SPF PRA BiE4i K. (N5 “--spf Yes” #
“_-spf_conf_level sidf_compatible” —fFH .
(13 I% ” , 13 NO ”»

--spf_helo_test

SPF HELO #lli. X5 “--spf Yes” F
“_-spf_conf_level sidf_compatible” B§
“_-spf_conf_level spf_only” —jffiH. “Yes”.
(43 NO ” R

--dmarc_verification

2 H DMARC #&iF. “Yes”. “No” .
“Default”

--dmarc_verification_profile
<name>

DMARC %k e & XA A k. AUAE
--dmarc_verification fHi% B AN “Yes” W HLiEIiA
EH

--dmarc_agg_reports

JaH DMARC JLE#H % . “Yes”. “No” .
“Default” o {XA{F --dmarc_verification {H X BN
“Yes” B IR A &F

HEALTRARN - RAT

PLF 75451 156 BH A 4 B Tistenerconfig kAL BEAE X PAT & Fh RAT AT S . B RSEINE 215
B, ifEME 3-16 “listenerconfig ZHH - RAT” % 249 T,

o [i] RAT iUtk A

listenerconfig edit <name> rcptacess new <rat_addr> [options]

o 1E RATH gmiB i fF A

listenerconfig edit <name> rcptacess edit <rat_addr> [options]

o M RAT B fF A

listenerconfig edit <name> rcptacess delete <rat_addr>
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FED RAT Bl A

listenerconfig edit <name> rcptacess print

A RAT SN R %

listenerconfig edit <name> rcptacess import <filename>

S RAT

listenerconfig edit <name> rcptacess export <filename>

NN

listenerconfig edit <name> rcptacess clear <default_access>

7 3-16 listenerconfig Z#1H - RAT
¥ BiEA

BN BN N FEHLAE T LT s

CIDR #iih (10.1.1.0/24)

F L4 (crm.example.com)

B4 FEHL4 (.example.com)

FH 7 44 (postmaster@)

SEREIHE b hE  (joe@example.com. joe@[1.2.3.4])
bz HiZ5 k24 F .

<rat_addr>

- etk EHA TR EAE . “32%” (Accept) B “FE45” (Reject). 2R
<options> WMEHA “BEZ7 (Accept).

--cust_resp ferE HE XL SMTP M., “No” # SMTP #2521 .75 5

--resp_code | 5 X SMTP WaRARHG. X F “352” (Accept) #ff, BRIAfH
N 250, XFF “4E4L” (Reject) #EAE, ERIME N 550

--bypass_rc 55 B ARCE . BRNMEN “No” .
--bypass_la 55 % LDAP 2 &if] . 1 “Yes” B “No” .

Bl - I iERE

£ P FI R, 1istenerconfig iy H T8I 4 A OutboundMail ¥ & H G FEF, ZM0r
R H TN EFTFERN B MR, (HES:. &7 GUI AL E S (System
Setup Wizard) CLI systemsetup fir-4 88 0] LG BRI A fERF. )

EBE— AL ISR TR, H4r 4 N OutboundMail. 1% W W #4275 £ #5 5 72 N AE PrivateNet IP 4%
M bBig4r, A 25 B SMTP Prill. SR )5 2852 BL I W F2 7 10 =ML 1) 3% B ) BRAOAAH

mail3.example.com> listenerconfig
Currently configured listeners:
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1.InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.
1.Private

2.Public

3.Blackhole

[2]> 1

Please create a name for this listener (Ex: "OutboundMail"):
[1> OutboundMail

Please choose an IP interface for this Listener.
1.Management (192.168.42.42/24: mail3.example.com)
2.PrivateNet (192.168.1.1/24: mail3.example.com)
3.PublicNet (192.168.2.1/24: mail3.example.com)
[1]> 2

Choose a protocol.
1.SMTP
2 .QMQP
[1]1> 1

Please enter the TCP port for this listener.
[25]> 25

Please specify the systems allowed to relay email through the IronPort C60.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are willing to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600
Maximum Number Of Messages Per Connection: 10,000
Maximum Number Of Recipients Per Message: 100,000
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy?[N]> n

Listener OutboundMail created.
Defaults have been set for a Private listener.
Use the listenerconfig->EDIT command to customize the listener.

Currently configured listeners:
1.InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2.0utboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private
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Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

A - B FAFIFH R EEVTIERF B E X EHAEIER (HAT)

EE 1

listenerconfig I WHIHZ T2 R FESAMSHEME, M LHTEE CLI i N E Bl ]
AT KT B 5 .

RESPRAER] CLLEE 3 . B0 3 A SO RAB SO W R PP 1) ENL YT [ 3R (HAT) . Sk w] DL
M HAT CLI %% 43 5 GUI KON 8 /7 H 7€ X HAT. HREMMER, ES0 (R <2’
§Async0S SR TR B E R SR AR B “ﬁﬂ%ﬂiﬁ#ﬁ'”ﬁ” AT,

N2 T AT GE T REFP € X HAT:

’Tﬁﬂ% listenerconfig EK] hostaccess -> export ?‘E]’J <H TU\/{%%UJ\ HAT «fﬁélJI{ﬁF

E?EH@%WE‘J, '%?TED/\;%%DE%EE? InboundMail E/‘J HAT, MF—;Hj@J%jj inbound.HAT. txt
RS A:

mail3.example.com> listenerconfig

Currently configured listeners:
1.InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2.0utboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
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- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.
[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP:

Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> print
SBLOCKED
REJECT {1}
STRUSTED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per_hour = -1
virus_check = "on"
max_msgs_per_session = 5000
spam_check = "off"
use_sb = "off"
max_message_size = 104857600

max_rcpts_per_msg = 5000
max_concurrency = 600
}
SACCEPTED
ACCEPT {}
STHROTTLED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per_hour = 1

10
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virus_check = "on"
max_msgs_per_session = 10
spam_check = "on"

use_sb = "on"
max_message_size = 1048576

max_rcpts_per_msg = 25
max_concurrency = 10
}
WHITELIST:
STRUSTED (My trusted senders have no anti-spam or rate limiting)

BLACKLIST:
SBLOCKED (Spammers are rejected)

SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)

UNKNOWNLIST :
SACCEPTED (Reviewed but undecided, continue normal acceptance)

ALL
SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:
[]1> inbound.HAT.txt

File written on machine "mail3.example.com".

TEar 24T A M (CLID) 24k, 3REUCAH inbound.HAT. txto
R SCAR GmiRa%, 7RSO QT8 ) HAT %6 H o

smip rEiRE M
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EH 4

LE 5

FEARBIF, BT H WIS acn 2 H £ HAT:

spamdomain.com REJECT
.spamdomain.com REJECT
251.192.1.TCPREFUSE

169.254.10.10 RELAY

- E\ﬁﬁa‘j/\/ﬁ HATEQ@ lﬁiﬁ spamdomain.com %D spamdomain.com E]/]’ff = ?ﬂiﬂlﬂﬂfrfiﬂﬁﬁﬁﬁﬁ
.

- PEATSIELE P N 251192 1. x MEE EHLIAERE.

- BT TP kN 169.254.10. 10 FIEFE ENEIEAE 22 415 & FHE SMTP 4k, DUE
P I A ok R4 P 4k B BB

S OMTE HAT TR0 BRI p e s EE . 0 F 22l 2 as & 0L, RESM LRI
TEE HAT . 4 580 00 UG Fe 72 42 4L, DIIJAXﬂ?i%%jED%EXT%VE TN T B e U
HIE 2T A ENLE L EP) HAT . 88w LA$ R HAT CLI 428 5 GUI KN W F2 )7
HiE X HAT. BREMELR, ESW CEHAIIF 221724 AsyncOS 75 i “T
BN LRSI AR DA R A B AR e 4% 7 F5 5o

AR S E B O We E B b, DMER LR NS0, (A RHAEE, WSS
B “UiliZ#&” )
ffﬁﬁ listenerconfig m]hostaccess -> import ﬁzﬂﬂ ATkL*r)\%ﬁﬁi Hﬁjiﬂltﬁlﬂ%ESZ#F

E N B RFIH, 24 InboundMail YW 274 444 inbound.Hat. ext [ T 4w 4 S/ FAE|
HAT. [ print T2 FTHUHIZH .

mail3.example.com> listenerconfig

Currently configured listeners:
1.InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2.0utboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off
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Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.
- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.
[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication:
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:
[1> inbound.HAT.txt

9 entries imported successfully.

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication:
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

No

No

smip rEiRE M
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Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> print

SACCEPTED
ACCEPT
STHROTTLED
ACCEPT {
spam_check = "on"
max_msgs_per_session = 10
max_concurrency = 10
max_rcpts_per_msg = 25
max_rcpts_per_hour = 1
dhap_limit = 0

virus_check = "on"
max_message_size = 1048576
use_sb = "on"
tls = "off"
}
STRUSTED
ACCEPT {
spam_check = "off"
max_msgs_per_session = 5000
max_concurrency = 600
max_rcpts_per_msg = 5000
max_rcpts_per_hour = -1
dhap_limit = 0
virus_check = "on"
max_message_size = 104857600
use_sb = "off"
tls = "off"
}
SBLOCKED
REJECT
WHITELIST:
STRUSTED (My trusted senders have no anti-spam scanning or rate limiting)
BLACKLIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :

SACCEPTED (Reviewed but undecided, continue normal acceptance)

spamdomain.com
REJECT (reject the domain "spamdomain.com")

. spamdomain.com
REJECT (reject all subdomains of ".spamdomain.com")

251.192.1.
TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")
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169.254.10.10
RELAY (RELAY the address 169.254.10.10)

ALL
SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1>

1%16?%&‘%)\5%?&1 commit ﬁ/ﬁ\’ L)ﬁ@ﬂ%%ﬂi?&o

Pl - B FAA4AIE EE R S/MIME FRZEFIL8 i

N TH s 5 S S 0T
o MAENAR S/MIME 25 Z HB4HE 8] (384> A
e 5 H S/MIME &2 f156E

mail.example.com> listenerconfig

Currently configured listeners:
1.MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: MyListener
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Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: No

S/MIME Decryption/Verification Enabled: No
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.
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IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.
- RESET - Remove senders and set policies to system default.

[1> default

smip rEiRE M

Enter the default maximum message size.Add a trailing k for kilobytes, M for megabytes, or

no letter for b

[10M]>

Enter the maximum number of

[10]>

Enter the maximum number of

[10]>

Enter the maximum number of

[50]>

Do you want to
Would you like
Would you like
Do you want to
Do you want to

Do you want to

override the hostname in
to specify a custom SMTP
to specify a custom SMTP
enable rate limiting per
enable rate limiting per

enable Directory Harvest

concurrent connections allowed from a single IP address.

messages per connection.

recipients per message.

the SMTP banner? [N]>
acceptance response? [N]>
rejection response?[N]>
host? [N]>

envelope sender?[N]>

Attack Prevention per host?[Y]>

Enter the maximum number of invalid recipients per hour from a remote host.

[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1.Drop
2.Code
[1]1>

Would you like to specify a custom SMTP DHAP response?[Y]>

Enter the SMTP code to use in the response.550 is the standard code.

[550]>

Enter your custom SMTP response.Press Enter on a blank line to finish.

custom_response

Would you like
Would you like
Would you like
Do you want to

.No
.Preferred

to use SenderBase for flow control by default?[Y]>

to enable anti-spam scanning?[Y]>

to enable anti-virus scanning?[Y]>

allow encrypted TLS connections?

.Preferred - Verify
.Required - Verify

1
2
3.Required
4
5
[

11>

Would you like to enable DKIM/DomainKeys signing?[N]>

Would you like to enable DKIM verification?[N]>
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Would you like to enable S/MIME Public Key Harvesting?[N]> y

Would you like to harvest certificate on verification failure?[N]>
Would you like to harvest updated certificate?[Y]>

Would you like to enable S/MIME gateway decryption/verification?[N]> y

Select the appropriate operation for the S/MIME signature processing:
1. R

2. MR

[11>

Would you like to change SPF/SIDF settings?[N]>

Would you like to enable DMARC verification?[N]>

Would you like to enable envelope sender verification?[N]>
Would you like to enable use of the domain exception table?[N]>
Do you wish to accept untagged bounces?[N]>

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes

S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.

[1>
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=~ - &4 HAT &3

R 3-17 T = HAT ZH0EE . WA, T Nl 8ere . &nr DU Scs e i m—4
x DB T, B0 v UERF 5 IR I — A m DA RIE 71 . BB IE S A E T i

HESMSHCCFR 3-17 TR RIEE.

# 3-17 AR HAT &%
8% w’E E ~fE
BN B B R AR %% max_msgs_per_session = 1000
FEEHLPE IR K PE ASL  |mes_repts_per_nsg P 10000
1k
B KR K/ max_message_size Vi R=) 1048576
2000 Ji
S PR T 2% S0 YR 1 B K k% |max_concurrency i R= 1000
A
SMTP FEIEALHS smtp_banner_code 9= 220
SMTP FEHE LA (%) smtp_banner_text E Accepted
SMTP }Eg@@ﬁﬂ@{tﬁg smtp_banner_code éﬁ% 550
SMTP 5 28 BEIE S A (%) smtp_banner_text I Rejected
%ﬂ% SMTP Eﬁmgjzjﬂ;g use_override_hostname on | off | default
default
override_hostname %:,’ﬁi $ newhostname
1;% TLS tls on | off | on
required
A5 FH S 37 3% R4 41 4 spam_check on | off off
{fﬁﬁ SOphOS ﬁ%j’ﬂﬁﬁ virus_check on | off off
/J\ Eﬂ-%j(q&ﬁ:j\ﬁ max_rcpts_per_hour gﬁ% 5k
/NI R U A B RS |max_repts_per_hour_code o R= 452
BN RO N BOSC A (%) |max_rcpts_per_hour text Fi5 Too many
recipients
i F SenderBase use_sb on | off on
€ X SenderBase 12243 sbrs [ valuel: value?) -10.0- 10.0 |sbrs[-10:-7.5]
HoR B ELH . /g | dhap_limit =] 150
RIGBWAE NHL

7~ - ic & SPF #0 SIDF

AT 2% ) EAL U i) KB E BB B R, &80T LIRSS SPF/SIDF 36 4IE 45 S ik B i Wr 2% 1) SPF/SIDF
— B 2 ) RO B S HAT IR SMTP #:/E  (ACCEPT B{ REJECT) . &0 LLE X 54846 4 bl - i %
1% (K] SMTP Wi )3 .

4R — B, #& 2% HELO & 4. MAIL FROM &8 PRA S #ATHR T . X T & & ks
LA SPF/SIDF ik 45 58, #8n] DLFE & W& 4k 8231 (ACCEPT) 8% 1E 231 (REJECT):

o . T EAME R LEHRATIEM AL
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SMTP RSB E

o AWAE (Neutral). A & ICIEHIWIE - b /2 15 0% BAUE H 245 € S

o SoftFail. T & INATENRBPIRBUE HL E S0, EARIERAEY.
o Fail. 27 5 RAPARAUL H 45 7€ 5 4y AR HEE o

o TempError. 3uilF i #5142 8 I P4 1 o

e PermError. 5kt & A K A B R

L B4 T £ 7E Resent-Sender: 3% Resent-From: i3k, [RIFENLE SIDF FA — 202 7)) LUK
PRA Sy “i@id” &RFEGN “T7, BEE&ESX ds” &REit. 2h, &6
AT PRA KRB IR [E] “T07 I B8 E I SMTP #:1E

R IRBFEAX GO E € X SMTP 845, M&&{SHEZERIES R, 85 “RW”.

R G 3 B E 45 5T 2 )8 F 0 S 48 25 (1) REJECT #AEMIILEE, W% &S 28, flun,
BT A HELO ke A4 R (BFE “RI” ) K0l 2810 B OS2l A, 5 =] iRty
ASACE NTE 2ok H MAIL FROM St Ay« R ” 45 R eE . an Sl oK d i HELO & £
ffr, mTRAEZZER, kS tmkgks:. e FoRmpfERiE MAIL FROM & 4 # 2,
VU407 7 8 2 2 11 2 15 95+ REJECT #/E iR [5] STMP M v,
SMTP i 3/ i % % K2 4% SPF/SIDF 46 F 45 S5 4 s 44 B 3 =] AR B A 2. o 5 AR I IE 25
AE, “IEEER” 45 RSREIAF SMTP N %FF TempError, ERINWARACAE A 451, BRIk
/ﬁ'E\Iz!KjS} #4.4.3 Temporary error occurred during SPF verificationo Xﬁ?ﬁﬁﬁﬁ\ﬁﬂ%}ﬁ%
%, Ek%“@m{ﬁﬁ%j\j 550, Ej(U\/ﬁE\IZ!-‘jSI #5.7.1 SPF unauthorized mail is prohibitedo VS\EJ
DAKE Il sy 1 A0 H A B0 0E 45 SR 45 € 18 B i S ARHS A B OO .
B, WURNS CAFAE” . CHCRIMCT BRI SRS IRIAT REJECT #:4F, W] LR &
BB iR B R B SPF R AT E IS =7 N . BOAEOL T, B 23 aR [B] DU Wi B .

550-#5.7.1 SPF unauthorized mail is prohibited.

550-The domain example.com explains:

550 <Response text from SPF domain publisher>

Egﬁﬁﬁ% SPF/SIDF '&Ey ﬁ%’fﬁ)ﬂ listenerconfig -> edit %fﬁ/\?\#ji*%,fﬁnﬁ%%o %E’fﬁﬂgj
hostaccess -> default T2 dmiE EHLVT MR ATERIN G E . XL iR A& yes VATIC & SPF &l

Would you like to change SPF/SIDF settings?[N]> yes

Would you like to perform SPF/SIDF Verification?[Y]> yes
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LLR SPF % B & AT 1T ML T [ 3R

#* 3-18 SPF 1748 &
—H MR F ATFRY SPF 1548 &
VK SPF o REAIT HELO

o R LLE B 4G A 45 RAT SMTP #:14F

e HELO & (WREHD

e MAIL FROM 54}

o X REJECT #:AFiR [ f¥] SMTP i AR5 A1 LA
o IGIUFAERS (D)

SIDF % o JET#T HELO &4k

o UNH B P AE1E Resent-Sender: B¢ Resent-From: &
sk, BEH PRA i “uEd” SRMEGCN “8”

o FR4ELLT S0 LS RPAT SMTP #:4F:

e HELO & (W& EHD

e MAIL FROM %15

e PRA &1

o X} REJECT #:AF iR [81f¥] SMTP 1 B AR5 A1 5L A
o IRNEHEINT (B

SIDF %% o MRHELLR S G A 45 AT SMTP #1E -
e MAIL FROM &
e PRA

e SPF REJECT #AEM1E &L NIREI ) SMTP i S AGHS
o IGVFARIT (B

LR~ 2o TP “AXFR SPF” —E 24 3B B SPF/SIDF 31k . #3147 HELO Sk
BHEER L7 M CREE” Brss B HAIGIESE R . SMTP #1E/) CLI - 5T F &
32 CLI #2754 . B AN MAIL FROM &1/ %€ X SMTO #:4E. W4 B3 ITE Z S0
(IBAE 45 B . B4R TA REJECT 45 5458 F ER IR 46 AR RS Al SC AR

— )
fl: SPF/SIDFi%E
Would you like to change SPF/SIDF settings?[N]> yes
Would you like to perform SPF/SIDF Verification?[N]> yes
What Conformance Level would you like to use?
1.SPF only
2.SIDF compatible
3.SIDF strict
[2]1> 1

Would you like to have the HELO check performed?([Y]> ¥y

Would you like to change SMTP actions taken as result of the SPF verification?[N]> y
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Would you like to change SMTP actions taken for the HELO identity?[N]> y

What SMTP action
1.Accept
2.Reject

[1]1> 1

What SMTP action
1.Accept
2.Reject

[1]> 1

What SMTP action
1.Accept
2.Reject

[1]1> 2

What SMTP action
1.Accept
2.Reject

[1]1> 2

What SMTP action
1.Accept
2.Reject

[1]1> 2

What SMTP action
1.Accept
2.Reject

[1]1> 2

should be taken if HELO check returns None?

should be

should be

should be

should be

should be

taken

taken

taken

taken

taken

if

if

if

if

if

HELO

HELO

HELO

HELO

HELO

check

check

check

check

check

returns

returns

returns

returns

returns

Neutral?

SoftFail?

Failvz

TempError?

PermError?

Would you like to change SMTP actions taken for the MAIL FROM identity?[N]> n

Would you like to change SMTP response settings for the REJECT action?[N]> n

Verification tim
[40]1>

eout (seconds)

PLNE7R T SPF/SIDF % B &1 X5 Wr 25 B BRI SRS 2 8010 B~ 75 20

<. BRIAREES P HY SPF/SIDF

SPF/SIDF Verification Enabled: Yes

Conformance Level:

Do HELO test:

SMTP actions:
For HELO Ide
None, Neut

SoftFail,

SMTP Response
Reject code:
Reject text:

Defer code:
Defer text:
Verification t

Yes

ntity:

ral: Accept

SPF only

Fail, TempError,
For MAIL FROM Identity: Accept

Settings:
550

PermError:

Reject

#5.7.1 SPF unauthorized mail is prohibited.
Get reject response text from publisher: Yes

451

#4.4.3 Temporary error occurred during SPF verification.

imeout: 40
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mail.example.com> listenerconfig

Currently configured listeners:
1.Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 20M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10

Maximum Number Of Recipients Per Message: 50

Directory Harvest Attack Prevention: Enabled

Maximum Number Of Invalid Recipients Per Hour: 25

Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes
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Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size.Add a trailing k for kilobytes, M for megabytes, or
no letter for bytes.
[20M] >

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]>

Enter the maximum number of messages per connection.
[10]>

Enter the maximum number of recipients per message.
[50]>

Do you want to override the hostname in the SMTP banner?[N]>

Would you like to specify a custom SMTP acceptance response? [N]>

Would you like to specify a custom SMTP rejection response?[N]>

Do you want to enable rate limiting per host?[N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host?[Y]>

Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:
1.Drop

2.Code

[1]1>

Would you like to specify a custom SMTP DHAP response?[Y]>

Enter the SMTP code to use in the response.550 is the standard code.
[550]>
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Enter your custom SMTP response.Press Enter on a blank line to finish.

Would you like to use SenderBase for flow control by default?[Y]>

Would you like to enable anti-spam scanning?[Y]>

Would you like to enable anti-virus scanning?[Y]>

Do you want to allow encrypted TLS connections?

No
Preferred
Required

Required - Verify

1>
Would you like
Would you like
Would you like

Would you like

to

to

to

to

1.
2.
3.
4 .Preferred - Verify
5.
[1

enable

enable

change

enable

DKIM/DomainKeys signing? [N]>
DKIM verification?[N]>
SPF/SIDF settings?[N]>

DMARC verification?[N]> Y

Select the DMARC verification profile to use:

1.DEFAULT

[1]> 1

Would you like to send aggregate reports?[N]> Y

Note: DMARC reports should be DMARC compliant.

Secure delivery is recommended for delivery of DMARC reports.
Please enable TLS support using the ‘destconfig’
Would you like to enable envelope sender verification?[N]> Y

smip rEiRE M

Would you like to specify a custom SMTP response for malformed envelope senders?[Y]>

Enter the SMTP code to use in the response.553 is the standard code.

[553]1>

Enter your custom SMTP response.Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do not

resolve?[Y]>

Enter the SMTP code to use in the response.451 is the standard code.

[451]>

Enter your custom SMTP response.Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do not

exist?[Y]>

Enter the SMTP code to use in the response.553 is the standard code.

[553]>

Enter your custom SMTP response.Press Enter on a blank line to finish.

Would you like to enable use of the domain exception table?[N]>

Do you wish to accept untagged bounces? [N]>

Default Policy Parameters
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Maximum Message Size: 20M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: Yes

DMARC Verification Profile: DEFAULT

Aggregate reports: Yes
Envelope Sender DNS Verification Enabled: Yes
Domain Exception Table Enabled: No
Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.

[1>

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.
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- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1>

Currently configured listeners:
1.Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

mail.example.com>
localeconfig

15AA
RLEL £ 7

Usage

B A ATE 4R
SR, Jedr 4 AT T SRR B AL D .
ROACTEAr4s Jedn &/ L RFRAEFE R R

ANl
mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body
Behavior for mismatched encodings bodies and footers: Use encoding of message footer

Choose the operation you want to perform:

- SETUP - Configure multi-lingual settings.

[1> setup

If a header is modified, encode the new header in the same encoding as the message
body? (Some MUAs incorrectly handle headers encoded in a different encoding than the
body.However, encoding a modified header in the same encoding as the message body may
cause certain characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set, impose the encoding of
the body on the header during processing and final representation of the message? (Many
MUAs create non-RFC-compliant headers that are then handled in an undefined way.Imposing
the encoding of the body on the header may encode the header more precisely.) [Y]>

When there is an encoding mismatch between the message body and a footer, the system
initially attempts to encode the entire message in the same encoding as the message
body.If the system cannot combine the message body and the footer in the same encoding, do
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you want the system to failover and attempt to encode the entire message using the
encoding of the message footer? (When this feature is enabled, the system will attempt to
display the footer "in-line" rather than defaulting to adding it as an attachment.) [N]> ¥y
Behavior when modifying headers: Use encoding of message body

Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched encodings bodies and footers: Use encoding of message body

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.

[1>mail3.example.com>

smtpauthconfig

L
FCE SMTP B0 Bl At A A 8 B 1

Usage

B YA ATE 4R
SR Mo 4 T T SRR B AL D
ROACTEAr4s Jdn & /R L RFRACFE R R

il

N FIRBIH, smtpauthconfig iF 2 T NMRSE 4 “smtp2.example.com:” % —ANH T
B R TR B SO

mail3.example.com> smtpauthconfig

Choose the operation you want to perform:
- NEW - Create a new SMTP Auth profile
[1> new

Choose the type of profile you wish to create:
- FORWARD - Create an SMTP Auth forwarding server group profile
- OUTGOING - Create an outgoing SMTP Auth profile

[]> forward

Enter a name for this profile:
[1> forwarding-based

Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:
[]> smtp2.example.com

Enter a port:
[25]>

Choose the interface to use for forwarding requests:

1.Auto
2.Data 1 (192.168.1.1/24: mail3.example.com)
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3.Data 2 (192.168.2.1/24: mail3.example.com)

4 .Management (192.168.42.42/24: mail3.example.com)
[11>

Require TLS? (issue STARTTLS) [Y]> ¥y

Enter the maximum number of simultaneous connections allowed:
[10]1>

Use SASL PLAIN mechanism when contacting forwarding server?[Y]>
Use SASL LOGIN mechanism when contacting forwarding server?[Y]>
Would you like to enter another forwarding server to this group?[N]>

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile
- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> created SMTP auth profile

Do you want to save the current configuration for rollback?[Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

p 2 G4 BUE ) P 345 RELAY HAT 36 .

p JE AT ATERC B SR 48 @ 2 AN R IR SS 38 o TR MR 22 42 2 RN R AR 55 o 22 TRIAS S FF SASL L
CRAM-MD5 FIDIGEST-MD5.

Ry E

systemsetup

15 FA
RS E DL B 2R R

Usage
R WA ATHE R,
EBEH.: e TH A =M EIE ERE. 2H. THEVD .
HoAb B A& dham S A SCRFE AL 3% 2.
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mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing
'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.

Are you sure you wish to continue?[Y]> ¥y

Before you begin, please reset the administrator password to a new value.
0ld password:

New password:

Retype new password:

* ok k ok ok

You will now configure the network settings for the IronPort C100.
Please create a fully qualified hostname for the IronPort C100 appliance
(Ex: "ironport-Cl00.example.com") :

[1> ironport-Cl1l00.example.com

* Kk kK Kk

You will now assign an IP address for the "Data 1" interface.
Please create a nickname for the "Data 1" interface (Ex: "Data 1"):
[1]> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):
[1> 192.168.1.1

What is the netmask for this IP address?(Ex: "255.255.255.0" or "Oxffffff0oo0"):
[255.255.255.0]>

You have successfully configured IP Interface "Data 1".
* Kk ok Kk k
Would you like to assign a second IP address for the "Data 1" interface?[Y]> n

What is the IP address of the default router (gateway) on your network?:
[192.168.1.1]> 192.168.2.1

* Kk k Kk Kk

Do you want to enable the web interface on the Data 1 interface?[Y]> ¥y
Do you want to use secure HTTPS?[Y]> ¥y

Note: The system will use a demo certificate for HTTPS.
Use the "certconfig" command to upload your own certificate.

* ok k ok ok

Do you want the IronPort C1l00 to use the Internet's root DNS servers or would
you like it to use your own DNS servers-?

1.Use Internet root DNS servers

2.Use my own DNS servers

[1]1> 2
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Please enter the IP address of your DNS server.
[1> 192.168.0.3

Do you want to enter another DNS server?[N]>

You have successfully configured the DNS settings.

* ok Kk kK

You are now going to configure how the IronPort C100 accepts mail by creating a
"Listener".

Please create a name for this listener (Ex: "MailInterface"):

[]> InboundMail

Please choose an IP interface for this Listener.
1.Data 1 (192.168.1.1/24: ironport-Cl00.example.com)
[1]> 1

Enter the domain names or specific email addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple addresses with commas.

[]> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com?[Y]> n

Please specify the systems allowed to relay email through the IronPort C100.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[]> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service (SBRS)
Scores for this listener?(Your selection will be used to filter all incoming
mail based on its SBRS Score.) [Y]> ¥

Do you want to enable rate limiting for this listener? (Rate limiting defines
the maximum number of recipients per hour you are willing to receive from a
remote domain.) [Y]> ¥

Enter the maximum number of recipients per hour to accept from a remote domain.
[1> 1000

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: 1,000
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
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DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No

Domain Exception Table Enabled: No

Accept untagged bounces: No

Would you like to change the default host access policy?[N]> n

Listener InboundMail created.
Defaults have been set for a Public listener.
Use the listenerconfig->EDIT command to customize the listener.

* Kk Kk k k

Do you want to use Anti-Spam scanning in the default Incoming Mail policy?[Y]> ¥
Would you like to enable IronPort Spam Quarantine?[Y]> y

IronPort Anti-Spam configured globally for the IronPort C1l00 appliance.Use the
policyconfig command (CLI) or Mail Policies (GUI) to customize the IronPort
settings for each listener.

IronPort selected for DEFAULT policy

* ok k ok ok

Do you want to use Anti-Virus scanning in the default Incoming and Outgoing
Mail policies?[Y]> ¥y

1.McAfee Anti-Virus

2.Sophos Anti-Virus

Enter the number of the Anti-Virus engine you would like to use on the default
Incoming and Outgoing Mail policies.

[1> 2

Sophos selected for DEFAULT policy

* Kk kK Kk

Do you want to enable Outbreak Filters?[Y]> y
Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or back
down below), meaning that new messages of certain types could be quarantined or will no
longer be quarantined, respectively.

Allow the sharing of limited data with SenderBase?[Y]> ¥y

You have successfully configured Outbreak Filters and SenderBase.

* ok k ok ok

You will now configure system alerts.

Please enter the email address(es) to send alerts.
(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[]> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Support?
You will receive a complete copy of each message sent to IronPort.
(Recommended) [Y]> ¥y
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* ok k ok ok

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.
(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[]> administrator@example.com

* ok k ok ok

You will now configure system time settings.
Please choose your continent:

1.Africa

2.America

11.GMT Offset

[11]> 2

Please choose your country:
1.Anguilla

47.United States

48 .Uruguay

49 .Venezuela

50.Virgin Islands (British)
51.Virgin Islands (U.S.)
[1> 47

Please choose your timezone:
1.Alaska Time (Anchorage)

26.Pacific Time (Los_Angeles)
[1> 26

Do you wish to use NTP to set system time?[Y]> ¥y
Please enter the fully qualified hostname or IP address of your NTP server, or

press Enter to use time.ironport.com:
[time.ironport.com]>

* Kk KKk

Would you like to commit these changes at this time?[Y]> y

Congratulations!System setup is complete.

For advanced configuration, please refer to the User Guide.
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e aggregatorconfig
e urllistconfig
e webcacheflush
e websecurityadvancedconfig
e websecurityconfig

e websecuritydiagnostics

aggregatorconfig

1A

Usage

il

urllistconfig

15RA

FERRAE 22 A e & BN RNE AR IR 55 e e B ik . SRR S5 4% ) B 28 F P R AL G R plily T &l
HE M URL LU SR iR (RvF BHIEBORAD IPEAME R .

RAZ: ML S HE R .

EREHE.: tbar S T =R AN CREE. 4L, dHEHD .

ATy 4S: i A SR EE A% 2

mail.example.com> aggregatorconfig

Choose the operation you want to perform:
- EDIT - Edit aggregator configuration
[1> edit

Edit aggregator address:
[aggregator.organization.com]> org-aggregator.com

Successfully changed aggregator address to : org-aggregator.com

Fo B B3 A2 4 URL S DIREVPAG 1) URL 4 . XEEHH AL
.

P B R R I UE RS ThRE P
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Usage

B HALHE R
SR ULAr TN TN A SR B, AL D
HOALTR S Jhr SRR

il

> urllistconfig

No URL lists configured.

Choose the operation you want to perform:
NEW - Create a new URL list-

[]1> new

Do you want to import a URL list?

[N]>

Enter a name for the URL list

[1> sample

Enter the URL domains that need to be skipped from scanning for URL Filtering.
Enter one URL domain per line and '.' to finish.

cisco.com

ironport.com/*

* .example.com

10.2.4.5/24

[2001:DB8::1]

URL list sample added.

There are currently 4 URL lists configured.
Choose the operation you want to perform:

- NEW - Create a new URL whitelist.

- EDIT - Modify an existing URL whitelist.

- DELETE - Delete an existing URL whitelist.
[]>EDIT

Choose the operation to edit the URL whitelist:

- IMPORT - Import a file into an existing URL whitelist

- EXPORT - Export an existing URL whitelist into a file

- RENAME - Rename an existing URL whitelist

[]>IMPORT

Assign new name to the imported list?(By default, name stored in the
file will be applied to the list)

[N] > Y

Enter name of the list > new_list

Enter filename to import from > URLfile
NOTE: These files will be stored in /pub/configuration

URL list “new_list” added.

wehcacheflush

15 RA

JIHr URL i JE D REfE IO G2 47 . dn RIS ot 1 T 5 BRI 46 22 4 i 55 R AT S8 A5 OE TS, 36
M Ar %o H, ERAERRSOR N G S E a2
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il

> webcacheflush
Web Security cache has been flushed.

websecurityadvancedconfig

15RA

fii & URL €M m BN E .

4

FE o BRARN T MREHRER BRSSO I E, 7 N AR B SR N R T T A

HEHE R — N AL, M T 5 2RSS (B4 URL fEEMK5) #7815 .

Usage

B A ATE AR
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REACT A& o &S FF AL 2

HEACIERE R
R M, ES 0 CLI B B

15l
> websecurityadvancedconfig

Enter URL lookup timeout (includes any DNS lookup time) in seconds:
[15]>

Enter the URL cache size (no. of URLs):
[1215000]1>

Do you want to disable DNS lookups?[N]>

Enter the maximum number of URLs that should be scanned:
[100]>

Enter the Web security service hostname:
[example.com] >
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Enter the threshold value for outstanding requests:
[20]>

Do you want to verify server certificate?[Y]>

Enter the default time-to-live value (seconds) :
[30]>

Do you want to include additional headers?[N]>

Enter the default debug log level for RPC server:
[Infol]l>

Enter the default debug log level for SDS cache:
[Info]l>

Enter the default debug log level for HTTP client:
[Infol]l>

websecurityconfig

15RA

Usage

il

Bt & URL i M ARE (URL {5281 URL K9 D68 .
WE, IEREFERLEESN. RIS EER TAC S, 750G NERRFFALIES No R EIEH .

R WA HE R .
EREHE: i S T A EAUEGS CRRE. 4. THEHD .

HEALFE Ay Mdr &SRR AR . APl CLL #B) 7 S 2 P45 5 . M help dr & w]
AV ) e i 2 O BRBILAS B o

mail.example.com> websecurityconfig

Enable URL Filtering?[N]> y

Do you wish to enable Web Interaction Tracking?[N]> y
Web Interaction Tracking is enabled.

Do you want to whitelist URLs using a URL 1list?[N]> y
1. urllistl

2. urllist2

3.No URL list

Enter the number of URL list

[1]1> 1

URL list 'urllistl' added

mail.example.com> websecurityconfig
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URL Filtering is enabled.

URL list 'urllistl' used.

System provided certificate used.
Web Interaction Tracking is enabled.

websecuritydiagnostics

15PA

Usage

il

g

#HE 5 URL MRS HE R .

B WA S RHE “HL”
SRBEE: i & (LIRE T SEHUBL T (.
RUACERAr &+ LA & A SCRHILAC TS 2.

mail.example.com> websecuritydiagnostics
Cache Size: 254

Cache Hits: 551

My J97 i} 1]
Minimum: None
Average: 0.0
Maximum: None

DNS Lookup Time
Minimum: 9.4198775
Average: 10.1786801765
fK: 10.544356

A& LLR CLI fir %
e userconfig

e password or passwd

e Jast
e who
e whoami
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userconfig

1A

Usage

LR R 7 DA K AR B BRI YR A A
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mail.example.com> userconfig help

B - BIEFTE R Pk A

PR 75451 S 7 e A5 Y A 55wt FH P A € B 858 O P i

mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change password and account policy settings.
- PASSWORD - Change the password for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
[1> new

Enter the new username.
[1> helpdesk

Enter the full name for helpdesk.
[1> HELP DESK

Assign a role to "helpdesk":

1.Administrators - Administrators have full access to all settings of the system.
2.0perators - Operators are restricted from creating new user accounts.

3.Read-Only Operators - Read-Only operators may only view settings and status information.
4 .Guests - Guest users may only view status information.

5.Technicians - Technician can only manage upgrades and feature keys.

6.Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.

[11> 6

Would you like to get a system generated password? [N]>

Enter the password for helpdesk
[1>
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Please enter the new password again:

Users:
1. admin - "Administrator" (admin)
2. helpdesk - "HELP DESK" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change password and account policy settings.
- PASSWORD - Change the password for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
[1>

A5l - & B IR B 358 UERY RADIUS AR 5588

PAR 7 5] S s A DAy A8 B 4 SR 1B RADIUS s # . 1 B RADIUS k4525, 1% A £

Z v R LK 2% CHAP & /2 PAP H T S (3 B iE Hh il

mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)
2. hdesk_user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change password and account policy settings.
- PASSWORD - Change the password for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
[1> external

Choose the operation you want to perform:
- SETUP - Set up global settings.

[]1> setup

Do you want to enable external authentication?[N]> Y

Please enter the timeout in seconds for how long the external authentication credentials

will be cached. (Enter '0' to disable expiration of
authentication credentials altogether when using one time passwords.)
[0]> 30

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured

1.RADIUS
[1]1> 1

Configured RADIUS servers:
- No RADIUS servers configured

B EREER2EE Async0S 9.7 CLI £ 455



| #£38F #<¢: L5

Arzm A

Choose the operation you want to perform:
- NEW - Add a RADIUS server configuration.
[1> new

Please enter host name or IP address of the RADIUS server:
[1> radius.example.com

Please enter port number of the RADIUS server:
[1812]>

Please enter the shared password:
>

Please enter the new password again.
>

Please enter timeout in seconds for receiving a valid reply from the server:
[5]>

1.CHAP

2 .PAP

Select authentication type:
[2]>

Configured RADIUS servers:
Host Port Timeout (s) Auth type

radius.example.com 1812 5 pap
Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.

- CLEAR - Remove all RADIUS server configurations.
[1>

password or passwd
i AA
o

Usage

B MALHE R
SERHEFE: Iy & DURTE S B A

#E passwd R MR, BEOVE R EXMAESE A THE AU RV R A R A AR
R R E — B ENL B passwd B9, e A E S E S, TR LR UM 4R
RO MR, A= ESOH P R P HAt P AR R 0 B BT R B o0 (S Ab Az IR
R E A 2 — 20 o

HACE A& Bl & A SR AL AR 5
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mail3.example.com> password

0ld password: jyowur old password

New password: Jpour new password

Retype new password: ypour new password
Password changed.

last

iRR
last WA RREIE —IRERBI RGN BRNEL T, BRRERITRAWNTEH.
Usage

B WA RTE “HL" .
SRBEE: i & (LIRE T SEHUBL T (.
RUACERAr &+ LA & A SCRHILAC TS 2.

il

elroy.run> last

Username Remote Host Login Time Logout Time Total Time
admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1lm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20

who

15PA

who 24 @ CLI B xid RGMPTA H . B 2% NI 8] BLRH P8 s Fir e i) 72
L.
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whoami

15RA

Usage

il

B ML RHE R
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mail3.example.com> who

Username Login Time Idle Time Remote Host What

admin 03:27PM 0s 10.1.3.201  cli
whoami iy & BN HHIE F M P M P A4, LU e 4

B YA ATE 4R
SERUET. Jedr 4 AT T SRR B AL S .
ROACTEAr4: Jedn &/ L RFRAEFE R R

mail3.example.com> whoami

4. admin
Full Name: Administrator
Groups: admin, operators, config, log, guest

I & ETE

e Joadlicense

e showlicense

Enaeen A

CBiltun, fa 6 sy
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loadlicense

1A

Loads an XML license for a virtual appliance. & 1] LM SO INER, 8035 o DL SRS . A 5858
BER, BSHUTNEN (HEWELEEM R ZREITE)

http://www.cisco.com/c/en/us/support/security/email-security-appliance/products-installation-guides-li
st.html,

L 410 7 2 Admin 8¢ Operator AR P .

Usage

B S ATE /7.

SEREHE. WS URETHEHBE TN el PIRECAEE R TN (Fln, EERI%E
ETHEND M

ATy 4S: i A SR HE A% 2

ANl
mail.example.com> loadlicense
1 Paste via CLI
2 Load from file
How would you like to load a license file?

[1]> 2

Enter the name of the file in /configurations to import:
[1> <filename>

TERMS AND CONDITIONS OF USE
<Terms and conditions>

Do you accept the above license agreement?
[1> vy

The license agreement was accepted.

The following feature key have been added:
<feature keys>

ST Bl 5 B A RV (4 R
showlicense

1t EA
WoR AT MRS ERE . A featurekey A UEEEZ HEE R
I A A1 ) B A Admin B¢ Operator BCBR E9H P o
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Usage

HEAL TR

~

B ML RHE R

Enaeen A

EREHE: b SR NN . e P IRBPAE SR TN (B, &

ETHEND M
b F Ay B & SR B 5.

ﬁtﬁﬁ4§ﬁ@ﬁ§%§7§: showlicense

mail.example.com> showlicense

company: Example Inc.

org: Widget Division

unit: Portland Data Center

seats: 1000

city: Portland

state: Oregon

country: US

email: mailadmin@example.com
begin_date: Tue Dec 6 17:45:19 2011
end_date: Mon Sep 1 17:45:19 2014
vlin: ABC-123423123

serial: 1003385

bk
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