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CLI(Command Line Interface) XAl A 241
HY=HHOAHE 22
HECLHEA 25

BHXI BE 26
BHXl &2l 0l 26

3= HE:FXZ MM 3
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=22 Ol i 3-2
=221l odg =

Advanced Malware Protection  3-2
ampconfig  3-2

OHEIAE 36
antispamconfig  3-6
antispamstatus 3-8
antispamupdate 3-8
incomingrelayconfig  3-9
slblconfig ~ 3-12
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0 EX & ot =8 HE 343
graymailconfig  3-13
graymailstatus  3-14
graymailupdate  3-15

OFEIBIOIS A 315
antivirusconfig ~ 3-15
antivirusstatus ~ 3-17
antivirusupdate  3-18

FHE 2el 318
commit  3-18
commitdetail  3-19
clearchanges or clear  3-19
help,h,? 3-20
rollbackconfig  3-20
quit, g, exit  3-21

A0 014 It 22l 32z
loadconfig  3-22
mailconfig  3-23
resetconfig  3-24
saveconfiy  3-25
showconfig  3-25

SciAH 22l 32
clusterconfig  3-26

ol == &Xl 328
diprollback  3-28
dlpstatus  3-29
dlpupdate  3-29
emconfig  3-30
emdiagnostic  3-32

S/MIME 292t MBI 332
smimeconfig  3-32

CHer Il 338
domainkeysconfig  3-35

DMARC =01 3-86
dmarcconfig  3-46

DNS  3-51
dig 3-51
dnsconfig  3-53
dnsflush  3-57
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dnshostprefs  3-58
dnslistconfig  3-59
dnslisttest  3-59
dnsstatus ~ 3-60
ot 2] L 2HoiZE 360
addressconfig  3-62
adminaccessconfig  3-63
certconfig  3-69
date 3-73
diagnostic  3-74
diskquotaconfig  3-78
ecconfig  3-79
ecstatus  3-80
ecupdate  3-80
encryptionconfig  3-81
encryptionstatus ~ 3-84
encryptionupdate  3-85
featurekey 3-85
featurekeyconfig  3-86
generalconfig  3-87
healthcheck  3-88
healthconfig  3-88
ntpconfig  3-90
reboot  3-91
repengstatus  3-91
resume  3-92
resumedel  3-92
resumelistener  3-93

revert 3-93
settime  3-94
settz  3-95

shutdown  3-96

sshconfig  3-96

status  3-99
supportrequest ~ 3-100
supportrequeststatus ~ 3-102
supportrequestupdate  3-102
suspend  3-103
suspenddel  3-103
suspendlistener  3-104
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tcpservices  3-104
techsupport ~ 3-105
tlsverify  3-106
trace  3-107
trackingconfig ~ 3-109
tzupdate  3-110
updateconfig  3-111
updatenow  3-116
version  3-116
wipedata  3-117
upgrade  3-118

LDAP  3-118
Idapconfig  3-118
|dapflush  3-123
|daptest  3-124
sievechar  3-125

HE Mg AU 0d0l&8/2LIHE 3125
addresslistconfig  3-126
aliasconfig  3-128
archivemessage  3-130
altsrchost ~ 3-131
bounceconfig  3-132
bouncerecipients  3-136
bvconfig  3-138
deleterecipients  3-139
deliveryconfig  3-140
delivernow  3-141
destconfig  3-142
hostrate ~ 3-149
hoststatus ~ 3-150
imageanalysisconfig ~ 3-151
oldmessage  3-152
rate  3-153
redirectrecipients ~ 3-154
resetcounters ~ 3-155
removemessage  3-155
showmessage  3-156
showrecipients ~ 3-156
status  3-158
tophosts ~ 3-159
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topin  3-159
unsubscribe  3-160
workqueue  3-161
UERI AL IHOIE/HERT E 3162
etherconfig  3-163
interfaceconfig  3-164
nslookup  3-167
netstat  3-168
packetcapture  3-169
ping 3-170
ping6  3-171
routeconfig  3-172
setgateway 3-175
sethostname  3-175
smtproutes  3-176
sslconfig  3-178
sslv3config  3-180
telnet  3-180
traceroute  3-181
traceroute6  3-182
2ot Foll 2E 3183
outbreakconfig  3-183
outbreakflush  3-184
outbreakstatus ~ 3-185
outbreakupdate  3-185
S Al 3186
dictionaryconfig ~ 3-186
exceptionconfig  3-190
filters  3-191
policyconfig ~ 3-193
quarantineconfig  3-216
scanconfig  3-217
stripheaders ~ 3-219
textconfig  3-220
2428 3
alertconfig  3-223
displayalerts  3-225
findevent  3-226
grep  3-228
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logconfig  3-229
rollovernow  3-236
snmpconfig  3-237
tail  3-239
23 320
reportingconfig  3-240
Senderbase  3-243
sbstatus  3-243
senderbaseconfig  3-244
SMTP MHIA AT IOl 3-248
callaheadconfig  3-245
listenerconfig  3-247
Ol - SPF & SIDF & 3-266
localeconfig ~ 3-274
smtpauthconfig ~ 3-275
ANAE EE 3am
systemsetup  3-277
URLEHE 3281
aggregatorconfig ~ 3-281
urllistconfig  3-282
webcacheflush ~ 3-283
websecurityadvancedconfig  3-283
websecurityconfig  3-284
websecuritydiagnostics ~ 3-285
AEX 2tel 3286
userconfig  3-286
password &= = passwd  3-289
last  3-289
who  3-290
whoami  3-290
te S0l A &2l 329
loadlicense  3-291
showlicense  3-292
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AAE=EIIS 2|0l Ol
Igi%’ hvi el ,E]EﬂEﬂEJ.J o]%% =7 Please choose an IP interface for this Listener.
R
AaBbCcl23 sethostname 4 '8: 01 E}‘O] 01 /\,/] O] %% }‘\jj;(é ?ﬂh% E]’
5"51 %’-.E] ﬂ_t{‘_:]_ % jq_ ];H]j] E] = /\]_.Q_x]. mail3.example.com> commit
o1yl LHjl Please enter some comments describing your changes:
AaBbCcl23 = © [1> Changed the system hostname
AaBbCcl23 A A, 2 o) fo) BT | ME A F FPE FRFPA L,
wo]. 4] o & = gho 2 g AH
W EY e
Zehol Aol M= 2l w7l B 7] 98 a5t
Ao A8 Adae 5= glofof durt

Before you begin, please reset your password to a
new value.

0ld password: ironport

New password: your_new_password

Retype new password: your_new_password
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antispamstatus OFE] 23 AME| ¥ A C Series, X Series
antispamupdate 23 Aol = o] E C Series, X Series
antivirusstatus OFE| v} o] 2] A& AFE] TA| C Series, X Series
antivirusupdate glo]lg] A~ Ao % ol E C Series, X Series
archivemessage 3] Uﬂ /\] | 0]—7]— O] =] C Series, X Series
bouncerecipients 2] v~ C Series, X Series, M Series

clearchanges or clear

C Series, X Series, M Series

(R R | 0|
oY | o] fo

MR o >
)

o,
RS IO PSR - et

commit C Series, X Series, M Series
commitdetail wl=] o o) 3 A E B T A C Series, X Series

date A IxF L A ZF TA C Series, X Series, M Series
deleterecipients Foll Al WA A 2HA] C Series, X Series, M Series
delivernow SA| AEEH7] JEl WA R 4" =A- C Series, X Series, M Series
diagnostic RAID Y23, U ELY A 7| A, SMTP <44 32l Y|E 9] =1 7 A] |C Series, X Series, M Series

] $-7]

dig DNS AH 9] #lZE %3 C Series, X Series
displayalerts o] Zglo]Ad Ao A rfx|To B ALF nr)] dH T A C Series, X Series, M Series
dlprollback RSA DLP ¢l % Zul C Series, X Series
dlpstatus RSADLP ¢z o] B4 AR C Series, X Series
dlpupdate RSA DLP ¢z aldjo] E C Series, X Series
dnsflush DNS 7| A 9] B E &H 2] 2-7] C Series, X Series, M Series
dnslisttest DNS 7|9k B2 xJH] A E 9|3l DNS %3] HAE C Series, X Series
dnsstatus DNS &7 %A C Series, X Series, M Series
ecstatus o2 HEo| AL EHE S 2 Falo]dE WA g C Series

ecupdate O1Z=X HE| AR Y= 52 Zglo]|dE Aol E C Series

emdiagnostic ESA2] RSAEM& A& & C Series, X Series, M Series
encryptionstatus PXE ez 9 T ool v ﬁ}oég] WA A C Series, X Series
encryptionupdate PXE <1z o] th3l Qo] E &3 C Series, X Series
featurekey Al 2~®l 75 7] e C Series, X Series, M Series
findevent W 20 3o A o]HE 3+ C Series, X Series, M Series
graymailstatus 71 o o)W &9 A FEAE TA C Series, X Series
graymailupdate agolWd & 5% Yo E C Series, X Series

grep 2 9o BArE AM C Series, X Series, M Series
healthcheck Email Security Appliance A€ &<l C Series, X Series

help, h, ? = 9-uk C Series, X Series, M Series
hostrate EH T2EQ 35 RYHY C Series, X Series, M Series
hoststatus G T AE o2 Ay gl C Series, X Series, M Series
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cugzgEa e N

last Al 2 Elof| Z o] 21213k AL T A C Series, X Series, M Series
ldapflush 7 A E LDAP Z2 3} Z2 A C Series, X Series
ldaptest e LDAP #H ] H2E 53] C Series, X Series
Loadlicense 7hg ol Eetol el ghol il RE WE T o] Feol s
mailconfig ol Faell A Aol HAE C Series, X Series, M Series
nslookup o] 2 MY g C Series, X Series, M Series
netstat HEYIT AA, &8 HolE MEY A Qe H o]~ EA EA] |C Series, X Series, M Series
outbreakflush FRA Bk Z &l & 2] 7] C Series, X Series
outbreakstatus A A Bol Ha) 2 TA C Series, X Series
outbreakupdate Hol X3 e 732 ol E C Series, X Series
oldmessage FollA 2w A X e B2 T A C Series, X Series
packetcapture HEQIE E5] A5 AY F=AEHE 97 Qg ME L F A] |C Series, X Series, M Series
password F=X passwd HYHS HA C Series, X Series, M Series
ping Y E YT 3 2~E ping C Series, X Series, M Series
ping6 IPV6E Al-&-3lo] U ER A S X~ E ping C Series, X Series, M Series
quit, q, exit z7 C Series, X Series, M Series
rate HAI A A e]&F RYUEH C Series, X Series, M Series
reboot Al 28l T} A] A] =R C Series, X Series, M Series
redirectrecipients g2 dyo] TA2E BE WA A g gAA C Series, X Series
removemessage Fol A A A 28 o E wA X A A C Series, X Series
repengstatus Ao e WA AR QA C Series, X Series, M Series
resetconfig THA 7R Ay agold B C Series, X Series, M Series
resetcounters Al ~Elo] R E JL2F A C Series, X Series, M Series
resume Z2A 2 A thA] A 2} C Series, X Series, M Series
resumedel A oA A ZF C Series, X Series, M Series
resumelistener A ThA] Al 2 C Series, X Series, M Series
revert ol A 2= HE 7 C Series, X Series, M Series
rollovernow Z2a34Y 201 C Series, X Series, M Series
saveconfig t] 230 A g o)A A3 C Series, X Series, M Series
sbstatus SenderBase # 2] 2] AE] T A C Series, X Series
settime A28 AA 5 AA C Series, X Series, M Series
showmessage Foll A AT A & o HA| X FA C Series, X Series
showconfig 2E A Y o)A ZF TA C Series, X Series, M Series
showlicense 71 ol Zebol ol 2 ol A2 1 A WE 7MY o Eefol el
showrecipients o] A A & 412} & 2~ E 7], Envelope From =4 7] &2 |C Series, X Series

2 EEET EA
shutdown ALS 117) 98 A28 27 C Series, X Series, M Series
slblconfig 38 B2/ B2 3] LA C Series, X Series
status Al 2= 8 A}E) C Series, X Series, M Series
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N cuyyEia=se)

supportrequest Cisco TACO] WAl X] A& C Series, X Series, M Series
supportrequeststatus AY 83 719 A AR FA C Series, X Series, M Series
supportrequestupdate Y eH 7]¥9=d Y3 5= JuolE o F C Series, X Series, M Series
suspend FA D A A Sk C Series, X Series, M Series
suspenddel A dA] = C Series, X Series, M Series
suspendlistener A AA] =g C Series, X Series, M Series
systemsetup HZ A28 A C Series, X Series

tail AEHog 2 3tde] & FA C Series, X Series, M Series
techsupport Cisco TACO| A A] 2~Hlo]] N A3 == 3] -& C Series, X Series, M Series
telnet QA TAEo o4 C Series, X Series, M Series
tlsverify AA TAE o} 2HLETLS 94 A U 2= TLS A2 & |C Series, X Series

Al ﬂ LA

tophosts F A7) 7oz HAY TAE TA C Series, X Series, M Series
topin FA AR FE VFoZ HAY TAE HA C Series, X Series, M Series
trace Al 2~BL A= wA Ao Z2 9 F4 C Series, X Series, M Series
traceroute AA TAE Y3 Y EYA HE FA C Series, X Series, M Series
traceroute6 IPv6E Al-&3le] 914 S AEo i3l U EY T A= FA C Series, X Series, M Series
tzupdate B3 A0 432 Aol E C Series, X Series, M Series
updatenow HE 4 94 Ay olE C Series, X Series, M Series
upgrade A aglo]l= AX C Series, X Series, M Series
version A|2~8 WA AR EA C Series, X Series, M Series
wipedata v FZo gt X §-7], HA Zo gz 2k o] Ae] 8FQl | C Series, X Series, M Series
webcacheflush URL ZE & 7] 5 4] AF&35l= 7] A] 28] A C Series, X Series, M Series
websecuritydiagnostics |URL ZE 2| 2t F 7| 17 C Series, X Series, M Series
who Z sk AL Uy C Series, X Series, M Series
whoami A AFL2FID T A C Series, X Series, M Series
workqueue Ze] F AA =2 AE TA == WA C Series, X Series
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CLIEE ’é“%ﬂ AEIts EHS
addressconfig Al 2~Elof| A A A m| D o] HEAI R} S0 FA] C Series, X Series, M
Series
addresslistconfig FAEE A C Series, X Series
adminaccessconfig HESQ T AAA B2 9 oy 219 44 C Series, X Series
aggregatorconfig Cisco Aggregator Server2] 4 -4 C Series, X Series
alertconfig ol Y okal A C Series, X Series, M
Series
aliasconfig oW HA A C Series, X Series
altsrchost Virtual Gateway ™ wjj g +-7d C Series, X Series
ampconfig Advanced Malware Protection(3} ¢ H 3 2 F4]) 4 C Series, X Series, M
Series
antispamconfig OrE] A A A LA C Series, X Series
antivirusconfig ?_‘I_—]ﬂ H}o] FH < Xg 711[] :FL/B] C Series, X Series
bounceconfig &2~ =37 LA C Series, X Series, M
Series
bvcontig Wl Wde) Fo M4 T4, A v o] A2 Wy 74 |C Series, X Series
callaheadconfig SMTP Call-Ahead 2 F7}, 4, AHA| C Series, X Series, M
Series
certconfig Her ol=A] & 7] -4 C Series, X Series, M
Series
clusterconfig S #AH DA FA C Series, X Series
deliveryconfig v A 1A C Series, X Series
destconfig EAZ] Ao] HolEo &M TA C Series, X Series
dictionaryconfig el = /\].78 A C Series, X Series, M
Series
diskquotaconfig o3 370 74 C Series, X Series, M
Series
dmarcconfig DMARC A A T4 C Series, X Series
dnsconfig DNS A A C Series, X Series
dnshostprefs IPv4/IPv6 DNS 7| & A=A A C Series, X Series, M
Series
dnslistconfig DNS && M)~ A Y T4 C Series, X Series
domainkeysconfig DomainKeys A ¢! 4] C Series, X Series
eccontig AFA F 50| AL EHE 5= Zeo]AE 74 C Series, X Series, M
Series
emconfig RSA Enterprise Manager 4% -8/ A7 54 C Series, X Series
encryptionconfig oW o353} LA C Series, X Series
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etherconfig olf Yl A& A C Series, X Series, M
Series

exceptionconfig Tl o2 glolE A C Series, X Series

featurekeyconfig 71% 7] A= el 9 A ho]E C Series, X Series, M
Series

filters WA A A 2] A A C Series, X Series

generalconfig vEpe-A Ag g el duk A A C Series, X Series, M
Series

graymailconfig agolud g1 @ obA Al AR Ao A LA C Series, X Series

nealthconfig o] Zefo] ol 2 o] thara ALE] wi S QA gk 74 C Series, X Series, M
Series

imageanalysisconfig IronPort ©] 1] %] A A A A4 C Series, X Series, M
Series

incomingrelayconfig A g Eﬂ o] LFL}\J C Series, X Series

interfaceconfig oty IP F4 T4 C Series, X Series, M
Series

ldapconfig LDAP A8 4 C Series, X Series

listenerconfig uﬂ %_] Fl] _/_':1;] :rL/\é C Series, X Series

loadconfig Ad gy ol 9 2= C Series, X Series, M
Series

localeconfig o] A4 T4 C Series, X Series

logconfig 2 9o 3k B~ FA C Series, X Series, M
Series

ntpconfig NTP A ZF A8 A4 C Series, X Series, M
Series

outbreakconfig Heot H&) 9 A C Series, X Series

policyconfig A2} BE= F AL =) ) uE G A of] whe) A C Series, X Series

quarantineconfig Al 2~" A A C Series, X Series

reportingconfig B A Zg :I'L/B] C Series, X Series, M
Series

rollbackconfig o] Aof Aulsl Ay 1ol F I = S C Series, X Series, M
Series

routeconfig IP 2}5-8 "ol & 4] C Series, X Series, M
Series

scanconfig B gl AA} AR A C Series, X Series

senderbaseconfig SenderBase (?j_g /}jjxé er/\é C Series, X Series

setgateway 7182 Aol E ol (E5-H) AA C Series, X Series, M
Series

sethostname A|2~8 o] 2 A C Series, X Series, M
Series

settz AR & A7 AA C Series, X Series, M
Series

Il Async0S 9.6 for Cisco Email Security Appliances CLI & %= J10|E



| 12 CUMERE &Y
CLIZB(AHA ER)

sievechar RFC 35989] w2} Sieve o)WY TE S 93k Ex} 1A C Series, X Series

smimeconfig S/MIME 715 4 C Series, X Series, M
Series

smtpauthconfig SMTP Auto 23 F-A4 C Series, X Series

smtproutes o ol gluAlAd A A C Series, X Series, M
Series

snmpconfig SNMP 4 C Series, X Series, M
Series

sshconfig SSH 7] -4 C Series, X Series, M
Series

sslconfig SSL A A 1A C Series, X Series, M
Series

sslv3config SSLv3 &4 3}/n) &4 3} C Series, X Series, M
Series

stripheaders A A H A A FHY AA C Series, X Series

tcpservices T2 A A0 A o= Ao i3k AR T A C Series, X Series, M
Series

textconfig HAE g As A C Series, X Series

trackingconfig ,%_751 }\] 2~E LA C Series, X Series, M
Series

unsubscribe A Fa AR B2 Qo] E C Series, X Series, M
Series

updateconfig Al 28 A o) E n /| HG F+A4 C Series, X Series

LoA? A9 delo] E iAW A (A FXE H )

urllistconfig ?_‘I_—;ﬁ?_l_— URLQ] §].o] E{»q AE :FL/B] C Series, X Series, M
Series

userconfig ALFEAF A QR F Aaele] A Ay C Series, X Series, M

Series

websecurityadvancedconfig

URL ZHH S st a5 A

ol
-
oX,

C Series, X Series, M

Series

websecurityconfig

URL ZH P& A% A9 44 4

C Series, X Series, M

Series
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o] Aol = thg A Mo] E3ks o] ALt
e CLI(Command Line Interface) &} A 2=, 2-13] ©] #|
o WX W, 2-69 014

CLI(Command Line Interface) 24 Al A

58 Q1615 o] 20 SSH S WYL A 895 T Ip el o o] )
0}74‘/} AE X E Huld o Eg ol ~AXEY] Fa AM 2T S dFYT V2o R
SSH@r gl o P X E A FAH Y o] gk A H]—}—\—% H| &J 3} 8} 21 1 interfaceconfig " &
& 483,
CLI A~ Zdold A Ao A Mete ] Ad ol wet debd U 3 7|2
N4 o152 9175 A gol= el 2} AHA} A A R CLI 914 £ 5
S5tk A Boll 2el ) A9 0 2 e SlE o) ~0) ol thg o2l T A A 9e) 4
|AE F71E F dF UYL A 2" A A }‘j”\}oﬂ*i A2 AA ) M EH TS A sk w A
AT 4 el A AR ) N5 RS 4K pasewera 8 A2 AHETH] A4

A& &

4 dFY

oYL B dAdste W F 71 E 1P F42 192.168.42.425 AF&3lo] SSH == €l Al A&

APA YT SSHE X E 228 AbEates TAH AT U RIS X E 235 AMESt S 74

AFYTE ofeff o] AHgA} o] & W HdH S E JH P

AE AA S Bl AAsteH: A Aol Eo] AZAHE PCY T4 XEA B E AAS Al &g T

A W82 g B A X S R Al S of g o] AREAL o] 5 B R E RIS E Rt

ol o] Abg-A} o] & W T E JHtA o Eeeld o] 2P Yt
SEI2AESX0IELHEHS

o A}8A} 9] E: admin

o H]Eggﬂfillronport

g E¥ v ZEEYT.

login: admin

password: ironport
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CLI(Command Line Interface) 2 Al A

S8= QHHOIAEE

02
og
|
|5
Im

o] Ao A= AsyncOS CLI®| 12 B f ok A gt

HEFLEE APetE SAE OJF, 53R (), U SR FAEUY. dE &
A<
h=]

(Cluster Americas) >

tR

-
R

(Machine los_angeles.example.com) >

AHA g W82 ARE A Ao A T JTA B E s AL

FE& AW wf CLICNA AHEAFe] 9 o] F R Yt CLICIA A8 1 2]o] B8 3 4545
IFIEQAE HBI(HE F2 71 48 2 BT F6) 7S5 A2 FARYS 712 9 Y
o] & A4S WE ZEEE B uo] Qguth

oE EW v EEdH

Please create a fully-qualified hostname for this Gateway

(Ex: "mail3.example.com") :

[]> mail3.example.com

713 Aol glom 1 Aol W THLE FF o] BAPUT o % 59 &} g

Ethernet interface:

1. Data 1

2. Data 2

3. Management
[1]1> 1

rr

O

713 A7 o] A E o] Returngs sty 7] 4k )96t

A 24U

Ethernet interface:

1. Data 1

2. Data 2

3. Management
[

11> (type Return)
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CLI(Command Line Interface) 2 41~ W

G5 meol A A% ul CLI 9 E TR B YHow PN Fu 3 5 )

A Qe de SH et ga

mail3.example.com> systemsetup

odt
s
-0,
2
ol

i
o
o
>
D)
)
N
o
e,
o
f
o
>
o
o
rir
ol
ol
k1
%
bl
T
i)
[H
it

1

2. Warning

3. Information
4. Debug

5. Trace

[3]> 3

ol 71 & k3 A AAFYT. v, N, Yes = No

Do you want to enable FTP on this interface? [Y]> n

ol W&o = oY WHS AL 73] E AT ) 5+ W # ol = new, eprT, pELETESF S
A Ao 7} 2 YUt eprr B peretE 59 A F- o] 2] gk WE 2 A 2wl A o] Ao FAEHAH
dzEe B8 A3yt

& W o3 5y

mail3.example.com> interfaceconfig

Currently configured interfaces:
1. Management (192.168.42.42/24: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1>

319 M E ol A Hl ZE X Eo Enter = Returns Y83 F W@ o2 Solzhy}.
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M cL(Command Line Interface) 2 Al A

olAA Ol
3H9l e WA A 2= Control-C 7] B = W2 7F7] & AL&-351e] SA] F853)aL CLI 249 =l
Eik= EO}Z—J T AHFY

=
CLIYA = Al Foll deehs B WH 758 AT UL 7] =2 $1& /ol 34 7]
I+ Control-P ¥ Control-N 7] Z23-& AF&38to] - AME ¥ W] gig A8 T 558 ~4

22+ ey

mail3.example.com> (type the Up arrow key)

mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)

0%
og
o
0x

mail3.example.com> set (type the Tab key)

setgateway, sethostname, settime, settz

mail3.example.com> seth (typing the Tab again completes the entry with
sethostname)

CLI¢] 7]= 2 9 944 7] % B Enter = ReturnS ¢ Haljof W& o] &g Y},

ALl g0l&8 #E

A E A e A3 o] F WA 71 SH AT, comnic 37 o] A& oo 4 gF o}

82 o0 BRI E comic FHSl Aol AAHA Fain ANl Aaseler Aol 485
Wyl tg aoke 14, CLIME YA E FEAAL,
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CLI(Command Line Interface) 2 41~ W

AR GHAL 77 B YRAL clear BHE 4

A, R 3 QE o] 2 F ol 2rol= el el A

E
2
o
o
rlr
h
=)
g

Y,
X
o
N
k1
oo
=
=5

commit H#& o] Z o]l 2o Aw Lol A WAL AgEtE Ul A5-A YU A9 2elo] A W
B % AFFE commic W Y aof H8H U Th A3 F Ao A= comnic W H L AHEA]
ol M7 o] &R U comnit HH L vhA Y commit B H EE A2 clear o] A3 H 0
o] v aeold WA Al A&RYT) Ao 25570] F4& ¥ 5 AgUvh Bl A
Sk 23 B9S Falsok WA e] AnlE o Sl

commit ¥ & Tholl F4& JEste 32 A8 AL Yg Ut

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Changed "psinet" IP Interface to a different IP address

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

WS A E Ao Austed W A 49 Wel Zg e glofof Fth vl ZEZ E o] A Return s
Qeshe He Y AS FxoA o AW 9= ol B

ALl 1018 B5E XL

clear L WA 2 commit B3 clear HH O] AT o] F o] R E Aujay ol HA ALS A
=2
mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> ¥y

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>
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A FHaHU Y quic B2 oWl Zol JEFE T4 syt 2o}

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose
changes.

Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> Y

SEA HHOIA =SS R
nelp B ALE 7be @ RE CLIEE & vdsta 2 g adol s zefsiAl 48 FY Tt neip
e WE ZELE] nelp B BSE ()T YPste] AL 5 YHYT

mail3.example.com> help

BiXl &

AsyncOSOI M= ESA CLIME S A2 Gdyd CLIF 2 o2 Agst = e ujx Hy A%
A LU o] AL AL Y-S d5stE d sk glg o Ut Fol51 FEAQ AT
]

331 o 2 of Zeto] ol 2o A
]

B X S E 2 O

tF& el el A = A1 2155 REDLISTZF 473 5y th. 29 th5 4 2 THROTTLEDS} &1 4 ¥ a1 %
Al A} 'possible_spammer.com' ©] W12} 150 7 U

CLISNA o] 242 43 stelw

example.com> listenerconfig

Currently configured listeners:
1. IncomingMail (on Management, 192.168.42.42/24) SMTP TCP Port 25 Public

2. OutgoingMail (on Data 2, 192.168.40.42/24) SMTP TCP Port 25 Private
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Choose the operation you want to perform:

- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.

[1> IncomingMail

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected
on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> HOSTACCESS

There are currently 4 policies defined.

There are currently 5 sender groups.

Choose the operation you want to perform:

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

Async0S 9.6 for Cisco Email Security Appliances CLI & X J10|1E
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- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> NEW

1. New Sender Group
2. New Policy

[1]1> 1

Enter a name for this sender group. (optional)
[]> REDLIST
Enter the hosts to add. CIDR addresses such as 10.1.1.0/24 are allowed.

IP address ranges such as 10.1.1.10-20 are allowed. IP subnets such as
10.2.3. are allowed.

Hostnames such as crm.example.com are allowed.
Partial hostnames such as .example.com are allowed.

Ranges of SenderBase Reputation scores such as SBRS[7.5:10.0] are
allowed.

SenderBase Network Owner IDs such as SB0:12345 are allowed.

Remote blacklist queries such as dnslist[query.blacklist.example] are
allowed.

Separate multiple hosts with commas
[1> possible_spammer.com

Select a behavior for this entry.

1. Accept
2. Relay
3. Reject

4. TCP Refuse
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9.

[1]

Continue

Policy: ACCEPTED

Policy: BLOCKED

Policy: THROTTLED

Policy: TRUSTED

> 8

Enter a comment for this sender group.

(1>

There are currently 4 policies defined.

There are currently 6 sender groups.

example.com> listenerconfig edit IncomingMail hostaccess new sendergroup
REDLIST possible_spammer.com Policy: "THROTTLED"
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Advanced Malware Protection, 3-23] ©] X

OLE] A~ 3, 3.6 o] %]

agold &2 H Qb Al AR, 3-137 0] A
QFE]Hlo] 2] 2, 3-157] o] #]

W E e, 3-189 04

A9 e ol 5 e, 3-217] o] A

e 2E e, 3-269 0] A

o8 fr& WA, 3-283 o] A

S/MIME H.QF A]H] 2~ 3-325] o] ]

vl 7], 3-353] 0] A]

DMARC 2}¢1, 3-467] 0] #]

DNS, 3-513©] #]

Ank e 9 A A, 3-605 0] A

LDAP, 3-1183] 0] A]

W A Ay g o] /R U E E, 3-1255] o] X
YESL T A ag ol A/MEN A &, 3-1625 0] A
Hel 3l HE], 3-1837 0] ]

42 A8, 3-1863 o] %]

27 9 &9, 3-2239 0] A

3132409 0] #]

Senderbase, 3-243 3] ©] ]

SMTP A 8] 2~ 71 3] 19 o] A, 3-2455] 0] #|
A28 A A 3-2779 0] A

URL ZE &, 3-2815 0] X]

A&} ], 3-286 3] o] A

71 of Fekol A 2 e, 3-291 7 0] X
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Bl Advanced Malware Protection

S22 Ol diH
=232l o-ug
7t v ol = o] olek A W Gt ol 4ke] Wl ALg ol A7k Qg Tk AV Aol A = T
Qe 548 AR g
123 el g Eo] o Eetold ol FEH AW commit B o] HRFI?
20 Y WA 5 REE A, 1F, A 26 ARH b
3 S R A P4 s s &k
o AFA Aol g st AFAM e W82 AsyncOS for Cisco Email Security Appliances AFS- 4 5 Af
= x2S AI L.
H) =] & Aol o3k AhA & W82 130 A o] "R QI o] 2 V| 2 E RS A L.

Advanced Malware Protection

ampconfig

shel Ww WE Y % 9 B4 TP Cisco TACE] A §10] 2F FHE FH A vhA
[©)

>

A S
Commit: ©] ™32 'commit' ] E 234
S8 2 B o] YEH 2 37| A/ &Y RE(E 8 2, 5, Al 28 B A AREE 4 JlF U T
H)x] HE: o] 2 %] FAS ALY h AA S 82 help ampconfig HH S W5 A
Ql E%%% xS AL

Odl

6 4

) 3 2 s B4 248,329 0] 4]
R=R

g 2895 9 A A 5 AL8-3F =5 ESA(Email Security Appliance) -4, 3-39] ] %]

o (12Y FHeE S B4 A2 ST o Befold s T1F 4, 345014
o SEmev] 5 B4 MH S AFESES ESA 74, 355 0] 4
. 2739 B AN 457, 3-65017]

o ZE L o 24 gdst

mail.example.com> ampconfig
File Reputation: Disabled

Choose the operation you want to perform:

Async0S 9.6 for Cisco Email Security Appliances CLI & X J10| =
[ 32 | |




Hs

(=]

et

Advanced Malware Protection

- SETUP - Configure Advanced-Malware protection service.

[1> setup

File Reputation: Disabled

Would you like to use File Reputation? [Y]>

Would you like to use File Analysis? [Y]>

File types supported for File Analysis:

1. Microsoft Executables

Do you want to modify the file types selected for File Analysis? [N]>

Specify AMP processing timeout (in seconds)

[120]>

Advanced-Malware protection is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail
Policies (GUI) to configure advanced malware scanning behavior for
default and custom Incoming Mail Policies.

This is recommended for your DEFAULT policy.

File Reputation: Enabled
File Analysis: Enabled

File types selected for File Analysis:

1. Microsoft Executables

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1>

C It 24 AHE ArE36t < = ESA(Email Security Appliance) 7 &

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration) .
- CLEARCACHE - Clears the local File Reputation cache.
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[]> advanced

Enter cloud query timeout?
[15]>

Enter cloud domain?
[cloud-domain.com]>

Enter reputation cloud server pool?
[cloud-server-pool.com]>

Do you want use the recommended reputation threshold from cloud service? [Y]>

Choose a file analysis server:

1. AMERICAS (https://americas-fa.com)
2. Private Cloud

[11>

(22 22t2C MY 24 AHIARHHE) 0 E210/91A 18 74

(=)
Fel= 1ok of Teho] 9l o) A Sl 24 o] WE of Fefold vt B4 L 99
2

mail.example.com> ampconfig

File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: Not part of any group yet

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).

- SETGROUP - Add this appliance to the group of appliances that can share File Analysis
reporting details.

- CLEARCACHE - Clears the local File Reputation cache.

[1> setgroup

Does your organization have multiple Cisco Email, Web, and/or Content Security Management
appliances? [N]> Y

Do you want this appliance to display detailed analysis reports for files uploaded to the
cloud from other appliances in your organization, and vice-versa? [Y]>

Enter an Analysis Group name. This name is case-sensitive and must be configured
identically on each appliance in the Analysis Group.
[1> FA_Reporting

Registration is successful with the group name. This does not require commit
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Appliance Group ID/Name: FA_Reporting

Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
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Advanced Malware Protection 1l

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- VIEWGROUP - view the group members details.
- CLEARCACHE - Clears the local File Reputation cache.

[1>

>

2D oZeoldds 1ES TAT oL sorgrou 9] BH L ALEE gl T oW o] FRE 1
5% A3k & 49 Cisco TACO] A 0] =5 o] of gt

dilA DY 4 ANHE AIESot==S ESA 4
mail.example.com> ampconfig

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:
Microsoft Windows / DOS Executable

Choose the operation you want to perform:

- SETUP - Configure Advanced-Malware protection service.

- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.

[1> advanced

Enter cloud query timeout?
[15]>

Enter cloud domain?
[a.immunet.com]>

Enter reputation cloud server pool?
[cloud-sa.amp.sourcefire.com]>

Do you want use the recommended reputation threshold from cloud service? [Y]>

Choose a file analysis server:

1. AMERICAS (https://panacea.threatgrid.com)
2. Private Cloud

[11> 2

Enter file analysis server url?
[1> https://mycloud.example.com

Certificate Authority:

1. Use Cisco Trusted Root Certificate List
2. Paste certificate to CLI

[11>

Enter heartbeat interval?
[15]>

Do you want to enable SSL communication (port 443) for file reputation? [N]>

File Reputation: Enabled

File Analysis: Enabled

File types selected for File Analysis:
Microsoft Windows / DOS Executable

Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
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- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.
[1>
AT | I 1T o
=Z O e SHAl X1
mail.example.com> ampconfig
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.
[1> clearcache
Do you want to clear File Reputation Cache? [N]> y
Cache cleared successfully.
File Reputation: Enabled
File Analysis: Enabled
File types selected for File Analysis:
Microsoft Windows / DOS Executable
Choose the operation you want to perform:
- SETUP - Configure Advanced-Malware protection service.
- ADVANCED - Set values for AMP parameters (Advanced configuration).
- CLEARCACHE - Clears the local File Reputation cache.
[1>
o
o AHE the Yo FHHUG
e antispamconfig
e antispamstatus
e antispamupdate
¢ incomingrelayconfig
M
SR
3l =0 © o)
otEl 2 A4S TA P
A|.£E
[=]
Commit: ©] &2 'commit' ©] Z 23+ t}.
= 2
Zejze 2: o 28 RE(FE 2, T A 2E) R AL 5 95 T

W& 3714 A
oA @A e A 94

]
Hj 2] g &: o] ¥
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mail3.example.com> antispamconfig

Choose the operation you want to perform:

- IRONPORT - Configure IronPort Anti-Spam.

- CLOUDMARK - Configure Cloudmark Service Provider Edition.
- MULTISCAN - Configure IronPort Intelligent Multi-Scan.
[1> ironport

IronPort Anti-Spam scanning: Disabled

Choose the operation you want to perform:
- SETUP - Edit IronPort Anti-Spam settings.
[1> setup

IronPort Anti-Spam scanning: Disabled
Would you like to use IronPort Anti-Spam scanning? [Y]> ¥y

The IronPort Anti-Spam License Agreement 1is displayed (if you have not already accepted
it).

Do you accept the above IronPort Anti-Spam license agreement? []> Y

Increasing the following size settings may result in decreased performance. Please consult
documentation for size recommendations based on your environment.

Never scan message larger than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)
[1M]>

Always scan message smaller than: (Add a trailing K for kilobytes, M for megabytes, or no
letters for bytes.)
[512K]>

Please specify the IronPort Anti-Spam scanning timeout (in seconds)
[60]>

Would you like to enable regional scanning? [N]>

IronPort Anti-Spam scanning is now enabled on the system. Please note: you must issue the
'policyconfig' command (CLI) or Mail Policies (GUI) to configure

Cisco IronPort scanning behavior for default and custom Incoming and Outgoing Mail
Policies. This is recommended for your DEFAULT policy.

IronPort Anti-Spam scanning: Enabled
Choose the operation you want to perform:

- SETUP - Edit IronPort Anti-Spam settings.
[1>
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antispamstatus

&9

Commit: ©] %< 'commit'c] Z 2 3}#] &5}
S 2F #e: o] YH 2374 A 2H RE(EY Y, T, Al 28 B A AR E 5 5 U T
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mail3.example.com> antispamstatus

Choose the operation you want to perform:

- IRONPORT - Display IronPort Anti-Spam version and rule information.

- CLOUDMARK - Display Cloudmark Service Provider Edition version and rule information.
- MULTISCAN - Display Intelligent Multi-Scan version and rule information.

[1> ironport

Component Last Update Version

CASE Core Files Never updated 3.4.0-013

CASE Utilities Never updated 3.4.0-013
Structural Rules Never updated 3.3.1-009-20141210_214201
Web Reputation DB Never updated 20141211_111021
Web Reputation Rules Never updated 20141211_111021-20141211_170330
Content Rules Never updated unavailable
Content Rules Update Never updated unavailable

Last download attempt made on: Never

antispamupdate

Sl
O E] 29 412 & & CASE 74 845 SA] JUoESlEE 5o 2 a4t} of7|d &
IMS(Intelligent Multi-Scan)oll A AF-&&F= OFE] 2~ 41 2] 2 CASE 74 247} 35 A 7 IMS9]
A ARGl A EHE] QFE 2~ QX e 4] 5o

AE

Commit: ©] %< 'commit'c] E 2354 &5}

228 B o] W e Aag BER ST o olrt 230 5AES 2028 54
Nz ggh .

W% s o] Wl e wlA @42 A Qs gy
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mail3.example.com> antispamupdate

Choose the operation you want to perform:

- MULTISCAN - Request updates for Intelligent Multi-Scan
- IRONPORT - Request updates for IronPort Anti-Spam

- CLOUDMARK - Request updates for Cloudmark Anti-Spam

[1> ironport

Requesting check for new CASE definitions

incomingrelayconfig

49
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mail3.example.com> incomingrelayconfig
Incoming relays: Disabled
Choose the operation you want to perform:
- SETUP - Edit update configuration.
- RELAYLIST - Configure incoming relays.

[1> setup

This command helps your Cisco IronPort appliance determine the sender's
originating IP address.

You should ONLY enable this command if your Cisco IronPort appliance is NOT
directly connected to the Internet as the "first hop" in your email

infrastructure.

You should configure this feature if other MTAs or servers are configured at
your network's perimeter to relay mail to your Cisco IronPort appliance.

Do you want to enable and define incoming relays? [N]> y
Incoming relays: Enabled
Choose the operation you want to perform:

- SETUP - Edit update configuration.
- RELAYLIST - Configure incoming relays.
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[1> relaylist
There are no relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry
[1> new

Enter a name for this incoming relay (Ex: "first-hop")
[1> first-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.

For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.1

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

[1]1> 1

Within the "Received:" header, enter the special character or string after which to begin
parsing for the originating IP address:
[from]> [

Within the headers, enter the position of the "Received:" header that contains the
originating IP address:
[1]> 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1

There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> new

Enter a name for this incoming relay (Ex: "first-hop")
[1> second-hop

Enter the IP address of the incoming relay. IPv4 and IPv6 addresses are supported.
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For IPv4, CIDR format subnets such as 10.1.1.0/24, IP address ranges such as 10.1.1.10-20,
and subnets such as 10.2.3. are allowed.

For IPv6, CIDR format subnets such as 2001:db8::/32 and IP address ranges such as
2001:db8::1-2001:db8::11 are allowed.

Hostnames such as crm.example.com and partial hostnames such as .example.com are allowed.
[1> 192.168.1.2

Do you want to use the "Received:" header or a custom header to determine the originating
IP address?

1. Use "Received:" header

2. Use a custom header

[1]> 2

Enter the custom header name that contains the originating IP address:
[1> x-Connecting-IP

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> print

Incoming Header Match

relay name: IP address: to parse: after: Hops:
first-hop 192.168.1.1 Received [ 1
second-hop 192.168.1.2 x-Connecting-IP n/a n/a

There are 2 relays defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1> delete

1. first-hop: 192.168.1.1

2. second-hop: 192.168.1.2

Enter the number of the entry you wish to delete:
[11> 1

Incoming relay "first-hop" deleted.
There is 1 relay defined.

Choose the operation you want to perform:
- NEW - Create a new entry

- EDIT - Modify an entry

- DELETE - Remove an entry

- PRINT - Display the table

[1>

Async0S 9.6 for Cisco Email Security Appliances CLI X Ji0|E



ofLE |

siblconfig

&4
W= HA4 34 BFAE B2 74T T
>
21 o 3ug AdalE v o] Tebol ol A GUIE Ea) 518 = /2w = = o] g4 5] of of I .
NE=;

Commit: ©] ™ #-& 'commit'©] & 235}#] &1t}

W)X W7 o) Wele wlA] %A S X g

BHXI 4 - I 20|
BHXI & A

=
(1
o
2
)

slblconfig import <filename> <ignore invalid entries>

e filename- 7FA 2 9o o] & o] ¥}
Iy

® Jjgnore invalid entries - é}%% "%o]'%% ‘%"/\] %X] Oq-r '"Yes' T+ 'NO'O]LN:]'

e
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Al 2270 22 st
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mail.example.com > slblconfig
End-User Safelist/Blocklist: Enabled
Choose the operation you want to perform:
- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.

[1> import

Currently available End-User Safelist/Blocklist files:
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1. slbl.csv
Choose the file to import from.
[1]1> 1

Do you want to ignore invalid entries? [Y]> Y

End-User Safelist/Blocklist import has been initiated...
Please wait while this operation executes.

End-User Safelist/Blocklist successfully imported.

Choose the operation you want to perform:

- IMPORT - Replace all entries in the End-User Safelist/Blocklist.
- EXPORT - Export all entries from the End-User Safelist/Blocklist.
[1>
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Graymail Detection: Disabled

Choose the operation you want to perform:

- SETUP - Configure Graymail.

[1> setup

Would you like to use Graymail Detection? [Y]>

Increasing the following size settings may result in decreased performance.
Please consult documentation for size recommendations based on your
environment.

Maximum Message Size to Scan (Add a trailing K for kilobytes, M for megabytes,
or no letters for bytes.):

[1M] >

Timeout for Scanning Single Message(in seconds) :
[60]>

Graymail Safe Unsubscribe: Disabled
Would you like to use Graymail Safe Unsubscribe? [Y]>

Graymail Detection and Safe Unsubscribe is now enabled. Please note: The global
settings are recommended only for your DEFAULT mail policy. To configure policy
settings, use the incoming or outgoing policy page on web interface or the
'policyconfig' command in CLI.

graymailstatus
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mail.example.com> graymailstatus

Component Version Last Updated
Graymail Library 01.378.53#15 Never updated
Graymail Tools 1.0 Never updated
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mail.example.com> graymailupdate

Requesting check for new Graymail updates.

OHEIBOl 2 A&

o] e e cLIEE o w TR,
e antivirusconfig
e antivirusstatus

e antivirusupdate

antivirusconfig
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mail3.example.com> antivirusconfig

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Disabled
Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

[1> setup

Sophos Anti-Virus scanning: Disabled
Would you like to use Sophos Anti-Virus scanning? [Y]> ¥y

(First time users see the license agreement displayed here.)

Please specify the Anti-Virus scanning timeout (in seconds)
[60]> 60

Sophos Anti-Virus scanning is now enabled on the system.

Please note: you must issue the 'policyconfig' command (CLI) or Mail

Policies (GUI) to configure Sophos Anti-Virus scanning behavior for default and custom
Incoming and Outgoing Mail Policies.

This is recommended for your DEFAULT policy.

Sophos Anti-Virus: Enabled
Choose the operation you want to perform:

- SETUP - Configure Sophos Anti-Virus.
[1>

OFEIHIOI 2 A IDE HIE AHE B
AsyncOSOl Al = o] Zafo] o1 2o A T =7 54 ehelufo] ] 2 A1 A 3} (IDE 92)e] 4
o) A% A S AFGU T antiviruscontis > detail 3H9] WS ALE3te] o] A% AL ghe] o
Aosgk 5 Qg ol & 59 083 gy,

mail3.example.com> antivirusconfig

=

Choose the operation you want to perform:
- SOPHOS - Configure Sophos Anti-Virus.

- MCAFEE - Configure McAfee Anti-Virus.
[1> sophos

Sophos Anti-Virus: Enabled

Choose the operation you want to perform:
- SETUP - Configure Sophos Anti-Virus.

- STATUS - View Sophos Anti-Virus status.
- DETAIL - View Sophos Anti-Virus detail.
[1> detail
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Sophos Anti-Virus:
Product - 3.87

Engine - 2.25.0
Product Date - 01 Nov 2004

Sophos IDEs currently on the system:

'Mkar-E.Ide' Virus Sig. - 23 Dec 2004 01:24:02
'Rbot-5d.Ide' Virus Sig. - 22 Dec 2004 19:10:06
'Santy-A.Ide' Virus Sig. - 22 Dec 2004 06:16:32
'Bacbanan.Ide' Virus Sig. - 21 Dec 2004 18:33:58
'Rbot-Sb.Ide' Virus Sig. - 21 Dec 2004 14:50:46
'Rbotry.Ide’ Virus Sig. - 21 Dec 2004 06:13:40
'Sdbot-Si.Ide' Virus Sig. - 20 Dec 2004 20:52:04
'0Oddbob-A.Ide' Virus Sig. - 19 Dec 2004 23:34:06
'Rbot-Rw. Ide' Virus Sig. - 19 Dec 2004 00:50:34
'Wortd.Ide' Virus Sig. - 18 Dec 2004 07:02:44
'Delf-Jb.Ide’ Virus Sig. - 17 Dec 2004 22:32:08
[...command continues...]

antivirusstatus
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mail3.example.com > antivirusstatus

Choose the operation you want to perform:
- MCAFEE - Display McAfee Anti-Virus version information
- SOPHOS - Display Sophos Anti-Virus version information

[1> sophos
SAV Engine Version 3.85
IDE Serial 2004101801

Engine Update Mon Sep 27 14:21:25 2004
Last IDE Update Mon Oct 18 02:56:48 2004
Last Update Attempt Mon Oct 18 11:11:44 2004
Last Update Success Mon Oct 18 02:56:47 2004
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mail3.example.com> antivirusupdate

Choose the operation you want to perform:

- MCAFEE - Request updates for McAfee Anti-Virus
- SOPHOS - Request updates for Sophos Anti-Virus
[1> sophos

Requesting update of virus definitions
mail3.example.com>

dd= 2c

oo
o] M)A e the cLI WH o w FARYT.
e commit
e commitdetail
e clearchanges or clear
e help,h,?
¢ rollbackconfig

* quit, q, exit

commit

x
02

Commit: 3% g1 S
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mail3.example.com> commit
Please enter some comments describing your changes:
[1> Changed "psinet" IP Interface to a different IP ad dress

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
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mail3.example.com> commitdetail

Commit at Mon Apr 18 13:46:28 2005 PDT with comments: "Enabled loopback".
mail3.example.com>

clearchanges or clear

sy

clear HH L 1A commit Bot= clear HEH O] A3 H o]F o] wE Ay ago]Hd HA AFES X

Commit: ©] &2 'commit'®] Z Q3}A &<},
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WX W o] WA wjx ¥AS A A5h%] ).
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mail3.example.com> clear
Are you sure you want to clear all changes since the last commit? [Y]> ¥y

Changes cleared: Mon Jan 01 12:00:01 2003
mail3.example.com>

holp B & AL b5 WE CLIE S YAt 2 9ol s 2ekahAl A8 S th neip
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mail3.example.com> help
Displays the list of all available commands.

rollbackconfig

AE

0ol

0

rollbackconfig Ué %‘ % /‘}%3}‘3 o] 78_01] ﬂ Bl §_} 107]'X] Zﬂ-‘—ﬂ _—li'ﬂ O] /\‘j %‘

ARE]

O/
il
=
]
o
%0
bl
i
v}

Commit: ©] %2 'commit' ©] Z &
S B ol HHE S A A" B
o

v A] B o] W

mail.example.com> rollbackconfig

Previous Commits:

Committed On User Description
1. Fri May 23 06:53:43 2014 admin new user
2. Fri May 23 06:50:57 2014 admin rollback
3. Fri May 23 05:47:26 2014 admin
4. Fri May 23 05:45:51 2014 admin edit user
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Enter the number of the config to revert to.
[1> 2

Are you sure you want to roll back the configuration? [N]> y

Reverted to Fri May 23 06:50:57 2014 admin rollback
Do you want to commit this configuration now? [N]> y

Committed the changes successfully

quit W& ALEAHE CLI o) Ze) A o] Mol A 210b-g Tk, AR ek ke 3] 1o o A W7
Age ARAUT quic 9 o] Aglel L FA B5UTh a0kee 23 9o 7]
SR cac Y0l E SL 5T
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o] e & 374 A28 mE(F 2
W)X B 3: o] By

h=! =
W B4 A Qe T

mail3.example.com> quit

Configuration changes entered but not committed. Exiting will lose changes.
Type 'commit' at the command prompt to commit changes.
Are you sure you wish to exit? |[N]> ¥

21 1ellol & o 2l

o] ML = CLI g o2 g Y.
¢ loadconfig
e mailconfig
e resetconfig
e saveconfig

¢ showconfig
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mail3.example.com> loadconfig

1. Paste via CLI
2. Load from file
[1]1> 2

Enter the name of the file to import:
[1> changed.config.xml

Values have been loaded.

Be sure to run "commit" to make these settings active.
mail3.example.com> commit

Please enter some comments describing your changes:
[1> loaded new configuration file

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

o] o= A2 A g ol JdS HHZo A Znl2 B 7) gt} ¥l =9 Control-D
S dgsof BdY ] dHo] TR 19 thF Al 28 A ntALE AFE St VR S AE
Ol &, IP T4, 7|2 Aol ESlo] AR E WA Y. npxuto 2 w7 ALgo] ARl g},

mail3.example.com> loadconfig

1. Paste via CLI
2. Load from file
[1]1> 1

Paste the configuration file now.
Press CTRL-D on a blank line when done.

[The configuration file is pasted until the end tag </config>. Control-D is entered on a
separate line.]

Values have been loaded.
Be sure to run "commit" to make these settings active.
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mail3.example.com> systemsetup

[The system setup wizard is run.]

mail3.example.com> commit

Please enter some comments describing your changes:

[1> pasted new configuration file and changed default settings via

systemsetup

Do you want to save the current configuration for rollback?
Changes committed: Fri May 23 11:42:12 2014 GMT

[Y]> n

Zﬂﬂlfiﬂ O]}‘d% Eﬂiié}'ﬂ %—E’ﬂ mailconfig Lﬂ ‘j’j% —f—)\] /\]'%3]'&1 systemsetup ‘—%]
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mail.example.com> mailconfig

Please enter the email address to which you want to send the configuration file.
Separate multiple addresses with commas.
[]1> user@example.com

Choose the password option:

1. Mask passwords (Files with masked passwords cannot be loaded using loadconfig command)
2. Encrypt passwords

3. Plaln passwords

[11>

The configuration file has been sent to user@example.com.

Alzgol YIES Ao WS Bl 5
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mail3.example.com> suspend

Delay (seconds, minimum 30) :
[30]> 45

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com> resetconfig

Are you sure you want to reset all configuration values? [N]> Y

All settings have been restored to the factory default.
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o2 ool A= A3 g o] d g o] v E M 57} 9585 o] configuration U] EE 2] o) AU}

mail.example.com> saveconfig

Choose the password option:

1. Mask passwords (Files with masked passwords cannot be loaded using loadconfig command)
2. Encrypt passwords

3. Plain passwords

[1]1> 2

File written on machine "mail.example.com" to the location
"/configuration/C100V-4232116C4E14C70C4C7F-7898DA3BD955-20140319T050635.xml".
Configuration saved.

showconfig Ué‘%]% %ZH Zﬂf’—]lﬁﬂ O]}x‘j% ﬂ%oﬂ %E—ﬂ—r@‘qq’

Commit: ©] 8% & 'commit'©] B Q384 & 1;}'
Ze 2y #2: o] WHL 37 A 2R REE
HH ]tﬂ\‘ﬁ O] Eg% H;(] 6:]/\] 1%"5’]»X] %}%‘4‘:}
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O
t}g dlol A= 07 e o] o] CLIo| FAIH| 3 7] eo] 4] u]Ww 5 7} ok sk Uk,

mail.example.com> showconfig

Choose the password display option:

1. Mask passwords (Files with masked passwords cannot be loaded using loadconfig command)
2. Encrypt passwords

3. Plain passwords

[11> 2

<?xml version="1.0" encoding="IS0-8859-1"7?>
<!DOCTYPE config SYSTEM "config.dtd">

<!l--
Product: Cisco C100V Email Security Virtual Appliance
Model Number: C100V
Version: 9.0.0-038
Serial Number: 4232116C4E14C70C4C7F-7898DA3BD955
Number of CPUs: 2
Memory (MB): 6144
Current Time: Wed Mar 19 05:30:05 2014
——>
<config>

<l--
Rk Sk Sk Sk Sk Sk S S S S S Rk kg Sk Sk Sk S kS kS kg kg kI

* Network Configuration *
R R R R R SRR SR SRS RS SR SRR SRR SRR RS R R R R SRS EEEEEEEEEEEEEEEEEEREEEESEESEEEEEEESE]

—-——>
[The remainder of the configuration file is printed to the screen.]

2 AH 2l

o] ML oS CLI Y H o2 A9t

e clusterconfig

clusterconfig

&9

clusterconfig ué,] E‘ég i‘—ﬂ /\E1 &4 /gxé% :VL}\é g’ [LH A]’%@'L‘ ‘:} EH% }\]iEﬂ:] O] %‘_ﬂilﬂ Oﬂ X
Sh&| R 92 7 §- clusterconfigE 2l W3 35}‘5 S 2Holl 7tdstAU A S8l 2H E AAdste 54
o] b e,
clusterconfig
H 22 2F B H

g W e Felse) TEHA B Ao AT S AgIh

%

T
rlo
A
;i

319l W e Al E T

® clusterconfig new <name> — X] 73%1 O]%_O_i 7\H %E]_.Ei = /‘gﬂ ELL’]Q' 'Hr’]' }\]/\%]% O]
Fe122H 9 74 Yol A "Main Group" o] 2= 7] S 2~FH 259 A Y] FUtt

<name> - /\H %Eﬁ_{:EiQ/] O]%
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® clusterconfig join [--port=xx] <ip_of_remote_cluster> [<admin_password>]<groupname>

_ A A 2ES e o] FAbgu
<ip_of remote cluster> - =& 2~F ] ¢l &2 A A=) P F4
<admin_password >- =] 2E 9 A A v|LHS, CCSE E3) 719

A7 M= S Hu
<groupname> - /Y 15 9] o] &

<port> - AA T AA A 2H o] L E]EFE 22)

QL
rir
o,
o

® clusterconfig prepjoin print

CCS XEE Tl sld Al =8 S8 7FYAI717] fl8l] Enlet= vl 2od s FAIFY T
2Y2F BH
U gEe Se2H dS W A 5 s

® clusterconfig addgroup <groupname> — /\H ’g' 1/\‘51 j—'r‘“‘ %H ELL’]E]' O] 1%‘% :rL*é%
o] §liz Al A2k g o
® clusterconfig renamegroup <old_groupname> <new_groupname> — :—é{‘j’iia 1%‘9] O]%% ‘iﬂ
BT
® clusterconfig deletegroup <groupname> [new_groupname] — E‘—‘H/\H 1*"’“ Zﬂ 7% %"‘/] ‘:]'
<groupname> - A A FH2H 1579 ol &

<new_groupname> - 7]% Z%Q /‘]v/:%]’% %7‘% %ﬂiﬁ A=

=

—

. . = 2= =] o =
® clusterconfig setgroup <machinename> <groupname> — OH% }‘]-/—\—E\ﬂ o] ’—'TO}T‘:‘ j—%‘é‘ éjl?ﬁ 0}

Atk A7 g o

<machinename> - é 7(3 BEL }‘] Z;Eﬂ g O] %
<groupname> - /\] i%% /“?4_ Xé ?—l’ 1%‘

e clusterconfig removemachine <machinenames — = & Z~E| oA A|2~EE A 7 g},

e clusterconfig setname <name> — =] 2~F Q9 o]|E S XA o|Eo 7

e clusterconfig list — S A FH2E Yt BE A 2ES FAFY

* clusterconfig connstatus — AA 8 2H ol Q= BE A/ ABS BAIStAL A o] #7 A
25 o] 2p9-1) A5 ALE F b o

* clusterconfig disconnect <machinename> — YA 4 02 A|2~HS Fe] AF A E2 Y

. o) o
<machinename> - 037‘:-3‘5 %—; }‘] 2~ Eé][ g] o] %

® clusterconfig reconnect <machinename> - "disconnect" W #H S 2 Eg| U A|2El}eo] A4
o Beogg
=2 1 a2 Hd .

® clusterconfig prepjoin new <ser1al _number> <hostname> <user_key> — CCS _II__E.% %ﬂ

Fe2HA MY E A ZAES FHEUH
<serial_numbers - F+7}5 & A ~Eo] A HE
<hostname> - T+7}5 = A| 2 Hl 9] T 1E o] &
<user_key> - 7} &k A| =B o A A Y S} "prepjoin print" T 7 2]

SSH A&7} 7]
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® clusterconfig prepjoin delete <serial_number |hostname> — "prepjoin new" Ué?ﬂoﬂ 1
5 FAEUE SAES AAGYY. o) UFol L EAES FUhekA] o7 2 A4 A5
vk A et EAEV}F S ~E o] 275 1 prepjoin B H7F A5 O 2 A AFG Lt}

Commit: ©] ™ & 2 'commit'c] I 2 3}#] FHFUt}
Z2H fe: ol WH e Fo2E REE FAH Y.
WX B o] W ] P& DA eyt

0ol

clusterconfig '8 % % 1 AF-&of Ut A H 2 AsyncOS for Cisco Email Security Appliances AF§ &
A2 A2 EA A Q.

CIOIE ==& & Xl

o] ML kS CLIE#E o2 YT},
e dlprollback
e dlpstatus
¢ dlpupdate
e emconfig

e emdiagnostic

diprollback

&89
DLP <l 9 A3 1efo] A& o] e Moz Eugyrt,
~
1D alprollback 82 AF-&-3ted™ WA GUIS) DLP Global Settings(DLP A<} A A) 5] o] 2] o] ] DLP
7F -3 = o] olofoF gt
ﬁ Ol HHA2 HECOIHAZE 0| DIP HZOZ SHESUILCLDLP HAIS CIAl AIEE £ QU E
Outbound Mail Policies(Ol 2 HI2E O = 2)0j| A DLP ’1.% CHAl 4 3H5HOF 8FHLICY.
AHE

Commit: ©] ¥ % & 'commit'c] & Q3% ¥H5Yt}.
S 2H #eE: o] HH 2 FH2H, IF BT Al2H BEAA AFEE  3lF YT
o

HjA] B o] W
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dipstatus

¢

ot
K

Ol

dlpupdate

x
02

14

FNEEEEY

mail.example.com> dlprollback

This will revert to older DLP policies.

IMPORTANT: After rollback, you must re-enable DLP policies in Outbound Mail Policies so
that DLP scanning can be resumed successfully.

Do you wish to rollback? [N]> Y

Requesting rollback for DLP engine.

Re-enable DLP policies in Outbound Mail Policies when rollback is completed (Please check
rollback status in mail logs)

(

ot

3

83

il

DLP sl o] H 7 A1 [SR=

dlpstatus 8 S AF&3F W W A GUIS DLP Global Settings(DLP A <} A A) | o] %] o] A DLP7}
T3 = o] QlojoF FTh.

ot

Commit: ©] " % 'commit'®] Z 8 3}A &5},

mail.example.com> dlpstatus

Component Version Last Updated

RSA DLP Engine 3.0.2.31 Never updated

RSA DLP EngineS ¢ o] EtYt}.

dlpupdate 8 S AF-&3Fe] W W A GUIS DLP Global Settings(DLP A <] A 4) | o] %] o] 4] DLP7}
T4 = ol Qlojok Tt
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Odl

emconfig

ay
~
=g}
A

Commit: ©] % &L 'commit'©] ZL3% &5y th,
g 28 B o] 4L FejAH, 1 B A28 B oA A}
©

v 2] B o] WEE A dA S Adedy T

ol
]
>
30,
oy
v
i)

dlpupdate "8 7o WA &2 W7 Abglo] Qi et DLP <lzl& YJulo] Egt vt

dlpupdate [force]

mail.example.com> dlpupdate
Checking for available updates. This may take a few seconds..

Could not check for available updates. Please check your Network and Service Updates

settings and retry.

Choose the operation you want to perform:
- SETUP - Enable or disable automatic updates for DLP Engine.

[1> setup

Automatic updates for DLP are disabled

Do you wish to enable automatic updates for DLP Engine? [N]> y

Choose the operation you want to perform:

- SETUP - Enable or disable automatic updates for DLP Engine.

[1>

RSA Enterprise Manager?] A& -84 A4S 7).

emconfig ¥ & S AF-&-3le] W WA GUIC] DLP Global Settings(DLP < A1 4)
Enterprise Manager”7} 7/ &= o] glojof gt T} CLIO A &= o] 7|55 @43 &+ glsH o 71+
Aol AT sy o)

Commit: ©] ¥ %< 'commit' ©] € 34 t}.
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B XI & &
ESA ¢} RSA Enterprise Manager +2] 172 & A A sl A

emconfig setup [options]

FNEEEEY

Z 31 emconfig && S~
=2l 49

--remote_host

RSA Enterprise Manager®] & ~E o

au
;
&
N
B

--remote_port

RSA Enterprise Managero] A <1238 X E

.
--local_port Enterprise Manager7} <123 ESA X E

--enable_ssl RSA Enterprise Manager2}2] SSL 5412 &4 3}3

e},

Sg kst 1, MBS oS AFE U T

RSA Enterprise Manager2+2| & Z 2| (f

vml0O0esal0031l.ga> emconfig
RSA Enterprise Manager connection status is: "UNKNOWN"

Choose the operation you want to perform:
- SETUP - Edit RSA Enterprise Manager interop config.
[1> setup

RSA Enterprise Manager: test.example.com:20000
Local port for EM to connect to: 20002

SSL Communication to RSA EM: disabled

Enter hostname of RSA Enterprise Manager:
[test.example.com]> em.example.com

Enter port number of RSA Enterprise Manager:
[20000]>

Enter local port for EM to connect:
[20002]>

Enable SSL communication to EM [N]>

Advanced Settings:
RSA Enterprise Manager GUID: emlocalsite
Device Vendor name: Cisco Systems
Device Status Interval: 5 seconds
Polling Cycle Interval: 30 seconds
Connection Throttle Interval: 0 milliseconds
Max event archive size: 31457280 bytes
Max files in event archive: 50
Max file size in event archive: 10485760 MB
Max size of event.xml file: 1048576 MB
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W S/MIME =20 JHIA

Interoperability subsystem heartbeat interval:
Heartbeat service attempts before failing: 3
Connection timeout duration: 30 seconds
Command status timeout duration: 30 seconds
Max chunk size: 1000
Msg exchange cycle: 1

Do you want to change advanced settings? [N]>

Choose the operation you want to perform:
- SETUP - Edit RSA Enterprise Manager interop config.
[1>

emdiagnostic

&9

ESAS] RSAEME& ¢t &

Commit: ©] " % & 'commit'®] ¥ 8 3}A &5},

e 2H #: o] WL 37 A 2E BE(FH A, 1§, A A
WA B ol R WA S A e ey

S/MIME = ©F A H| A

smimeconfig
&9

=23 A4, 3/ 7] Bel 53 ¢ SMIME 23S 743
AtE

Commit: ©] % 'commit' ©] & 3},

500 milliseconds

o) SO A AL F 5 Q4 T

e},

Zejag] B2l o] Wal L 37hA) AlaT BEEY A, E, A 2H) LR A8 S 5 AT
W)X e o) Wele wlA] A S A 9lel e

0ol
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S/MIME 20+ Ao/~ W

SO MY

& Aol A= S/IMIMES AHE-3to] WA A& Mgkl b3 58] /13 6 2=2d 5 B4
He Holmyo

mail.example.com> smimeconfig

ol
rr

o}
v}

Choose the operation you want to perform:
- GATEWAY - Manage S/MIME gateway configuration.
[1> gateway

Choose the operation you want to perform:

- VERIFICATION - Manage S/MIME Public Keys.

- SENDING - Manage S/MIME gateway sending profiles.
[1> sending

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

[1> new

Enter a name for this profile:
> hr_sign_and_encrypt

1. Encrypt

2. Sign

3. Sign/Encrypt

4. Triple

Enter S/MIME mode:
[2]1> 3

1. smime_signing

Select S/MIME certificate to sign:
[1]1>

1. Detached

2. Opaque

Enter S/MIME sign mode:
[11>

1. Bounce

2. Drop

3. Split

Enter S/MIME action:
[1]1> 3

Choose the operation you want to perform:

- NEW - Create a new S/MIME sending profile.

- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename a S/MIME sending profile.

- DELETE - Delete a S/MIME sending profile.

- IMPORT - Import a S/MIME sending profile from a file
- EXPORT - Export a S/MIME sending profile to a file

- PRINT - Display S/MIME sending profiles.

[1> print

S/MIME Sending Profiles
Name Certificate S/MIME Mode Sign Mode Action
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Choose the operation you want to perform:
- NEW - Create a new S/MIME sending profile.
- EDIT - Edit a S/MIME sending profile.

- RENAME - Rename
- DELETE - Delete
- IMPORT - Import
- EXPORT - Export
- PRINT - Display
(1>

a S/MIME sending profile.

a S/MIME sending profile.

a S/MIME sending profile from a file
a S/MIME sending profile to a file
S/MIME sending profiles.

S BolFU

mail.example.com>

smimeconfig

Choose the operation you want to perform:
- GATEWAY - Manage S/MIME gateway configuration.

[1> gateway

Choose the operation you want to perform:
- VERIFICATION - Manage S/MIME Public Keys.
- SENDING - Manage S/MIME gateway sending profiles.

[1> verification

Choose the operation you want to perform:
- NEW - Create a new S/MIME Public Key.

- IMPORT - Import
[1> new

the list of S/MIME Public Keys from a file.

Enter a name for this profile:

> hr_signing

1. Import

2. Paste

Choose one of the
[21>

options for the certificate introducing:

Paste public certificate in PEM format (end with '.'):

MIIDADCCAlygAwIBAgIBDTANBgkghkiGIw0OBAQUFADCBL jELMAKGAIUEBhMCSU4x

CzAJBgNVBAg. . .

C=IN, ST=KA,L=BN, O=

Cisco,OU=stg,CN=cert_for_enc, emailAddress=admin@example.com

Choose the operation you want to perform:
- NEW - Create a new S/MIME Public Key.
- EDIT - Edit a S/MIME Public Key.

- RENAME - Rename
- DELETE - Delete
- IMPORT - Import
- EXPORT - Export
- PRINT - Display
[1> print

S/MIME Public Keys

Name Emails

a S/MIME Public Key.

a S/MIME Public Key.

the list of S/MIME Public Keys from a file.
the list of S/MIME Public Keys to a file.
S/MIME Public Keys.

Domains Remaining

hr _signin admin@vm30bsd0008.ibga dns.vm30bsd0008. ibga 145 days

The ool A= v A 2] SFE 32 918 FAA SMIME 2154 9] 871 7] 2 o Zefo] 1 o] F7}a)
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o] MLt CLIHE o2 AP YL

e domainkeysconfig

domainkeysconfig

ux

=

DomainKeys/DKIM A 18 -4 3Hu o},

Commit: ©] % & 'commit' ©] € 23},
SY2H #e: o] YH 237 A28 RE(E YA, T, Al 2F) B A AFSE S dF U T
oy

J
W)X e o] W e RG4S A Qg

X &AL HY DR
domainkeysconfig W B & WA 42 A 22d o AN, 4, A o) AHES < Q)

e DomainKeys/DKIM A X~ 23 7}

bl

.

domainkeysconfig profiles signing new <name> <type> <domain>
<selector> <user-list> [options]

Z32 domainkeysconfig A A/ ZZZ 0+

ol &9

<name> Z=Hel TR Fo] o] &

<type> Tl 3. ak B dkin

<domain> T Ql Z 23 9] Domain € =. Domain-Keys ]
B aHl1E F4FUT

<selector> T Ql i 2 93 9] Selector € =. Domain-Keys 4|
gol s Bl E PP

<user-list> AEE T B T2 AR} 55 AR
AS ol F=A4 o v A Gt 5 =9l T2
= ol d Mol AFEEA] AR5 AZF
RE vl AFEALE X st e H 54 7] 9 =
alls A& YTt

[E&]

~-key_name Aol AL A9 719 ol B
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# 32 domainkeysconfig A A/& ZZZ O/(F=)

ol FE

~canon DK 419 A AH& & A 5 k312l 5. 94 A€l
- OE]_—:]_,AE] %‘% simple 7< nofws HHE} 7]3%}' o
nofwsoa] ‘4

--body_canon DKIM A" A] A}g&8 B8 A ﬂ—@f ol 7 g] =, A
X]%QT‘:‘ Sty Ee simple 1 relaxed? H L]E]' 7]
F:%l’% 51mple?.1g 1’] E]—

--header_canon DKIM A & A] AF8-3 &t] A3 &3 E] =, 34
X] %Q = ?—-_L—T’—{’q =L simple ‘;1 relaxed$d ‘/] ‘:]' 7]
H4S simple Y H T

--bhody_length

A g Akl AFSE = Gt
DKIM 3 2 3 of] A 7k A}&
Aol el gy
FA= AR =

o 239 uo] E 4.
Gtk AT 4 o
T},

gEE CERET]

--headers_select

M-S ol dldE Agd s 2Ad Y
DKIM E 2o A7k A3 YT}, a11, standard,
standard_and_custom = —5]']/1'011’]]:]' alls ‘ﬂ'%
HA @2 BE el et Adu T
"standard"+ Subject, From, To, Sender, MIME 3l
g 5 2 dHl sy o] A A o] Al Ee] AW a)
t 7)ﬂ ?:]1 1’] ‘4 standard_and_custom% ;1{‘51]__ ?ﬂl’ﬂ 71(_]_
Sl 2 A2 A o] BT Al Eol AWt AUY
E]'. 7]%‘%)\"8‘ Standardot}‘/]‘:]'.

--custom_headers

}\1 1:5] ?——-_L /\}%X} Xé Sﬂ 8]] E‘] /‘ﬂ E, headers_selectﬂ'
standard_and_custom?l 74 _‘,loﬂ f:ﬂ'f)ﬂ DKIM X~ =

ol A ARE g e 712 g2 W A EY Yo

--i_tag

/\1‘3101] i B 1E A RS AAF YT yes

--agent_identity

UL} 1B gk e yes§I LI Th
O] Uﬂ"]x]oﬂ e E AFR A} IEE of o] A E 9
| F=40] 1, local-part= Al

ALl
AU, o F

et 4= 9l . 2~ 2] domain-part
<domain> Z 7Y 71 819 T <lo]o]of 61—1,]1;]_
o] &AL i tag® #0] yesz A A F 7 S-of ut
A& 7Fs @Y th 71 2 452 W local-part THa-¢]] e,
<domain>¢] L& AYYTH

-1 tag Aol o B 1S ERA % A AU yes
< no O]HE} 7 %Q%Yescﬂqq.

it Aol ¢ Bl 1 E LFAA o -2 AT yes
E+n ?ﬂ]qq 7%%}'%3&5%”]—4’.

xtag Aol B 18 F A o 2 AA AU yes
= noP U 71 23S yesH T
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#32 domainkeysconfig A A% ZZ=Z 0I#( =)
ol FE
--expiration_time Xl o] qt

w74 4] o] A|ZH(%).. DKIM Z 232
Yk, o] gh& Ao x Bl 19} ¢ E

i)
[H

Ik AL

1/1 .0 %}ﬂ% --x_tag %)\'O] yves
o]

Fedyn 712 @t

--z_tag /\1 WHol Bl 1

EEnoYUY Y 71 232 no g Yt

A

zx

i<}
n

domainkeysconfig profiles signing edit <name>
[signing-profile-options]

CEEEE-E

rename <name>

domain <domain>

selector <selector>
canonicalization <canon>
canonicalization <header_canon> <body_canon>
key <key_name>

bodylength <body_length>
headerselect <header_select>
customheaders <custom_headers>
itag <i_tag> [<agent_identity>]
gtag <g_tag>

ttag <t_tag>

xtag <x_tag> [<expiration_time>]
ztag <z_tag>

new <user-list>

delete <user-list>

print

clear

o XN X2 AbA:

i)
[H

domainkeysconfig profiles signing delete <name>

=

i<}

BEX

|

Al

domainkeysconfig profiles signing list
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3 HHE:EFZ A |
H cho3)
L EEE DR LR e
domainkeysconfig profiles signing print <name>
e AW ZEd HXAE:
domainkeysconfig profiles signing test <name>
. A rzae) 27 AR /b4 2
domainkeysconfig profiles signing import <filename>
o oFeholol ol A ZERe] HALE Ry ]:
domainkeysconfig profiles signing export <filename>
o ofETpo]A oA BE AT TR ALA:
domainkeysconfig profiles signing clear
HHXl &4l - ol u=d
e A DKIM &<l 2235 vHsU T},
domainkeysconfig profiles verification new <name>
<verification-profile-options>

Z 3-3 domainkeysconfig 30! TZZ =

o1 4 EE

--name DKIM &9l ~ 23 9] o] &

--min_key_size 38 7153k 7 7o 7). s 7] Aol FH(HE)
2 512, 768, 1024, 1536,2048 QY T} 7] E 7S
51294t}

--max_key_sizo 34 b @ M 2 7). b3 7] Aol g E)e
512, 768, 1024, 1536,2048 QY Tk 7] HE-ZE2 2048
gt}

-max_signatures_num sela vl A o] Ao 41 5. ol H FRE SR
Yok, 712 k2 sy Yt

--key_query_timeout 7) A2l 7k A2k 254 WA o) Kk, ol %

T 7y 7133 1oyt

--max_systemtime_divergence |1}x] 0] 7} &-¢] 2} Z_]—O HA| A v 57 AEHE 58
SHE AIRK(E). oWl F4 % s F T ) B gte
604 U tt.
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#3-3 domainkeysconfig &9/ ZZZ Z4( =)

ol a9y

--use_hody_length BE o] uj/fHFE AL A] AR yes BE 1o
Ut 71 G E yes U T

~tempfail_action AA A ol o) 45 o SMTP 241 & 4+ 3] oF
L]E+ accept r= reject H'L]E+ 7] {%’accept
Ay},

--tempfail_response_code A& Aol o] A9 ARHE H Al X tf F SMTP
S5k = wo F 49 A s ok 7 B gk
2 51 ¥y}

--tempfail_response_text A A Ao o] A AR Al X9 o T SMTP
%%E} E1£1E§ ]51%k14 #4.7.5 Unable to verify

signature - key server unavallableljlqt+

--permfail_action

G4 Foh ol 45 o] SMTP 2] % A3 oF ¢
Y}, accept = reject AUt 7| B ke accept

.

--permfail_response_code

o] - 4] xyo]H A5 AR WA A ol o) g SMTP
Stk I sxx 329 =W 7} 7] Bt
e 5500”/]‘:}-

--permfail_response_text

DA dol o] B AF-E v A A el b g SMTP
S 9B 7] 312 #5.7.5 DKIM unauthenticated
mail is prohibited ¢} Y T}

domainkeysconfig profiles verification edit <name>
<verification-profile-options>

domainkeysconfig profiles verification delete <name>

o Il x= 4.

o ol g AHA:
[

hd 7]ff = e

NEEEERERTEE

domainkeysconfig profiles verification print <name>

SEES NETTEES]

b |

FA:

domainkeysconfig profiles verification list

o 27 AzEo)A B9l =2 #ol 71497

domainkeysconfig profiles verification import <filename>

=aiel 3
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o o) Eetoldluel A el ZE YRl

domainkeysconfig profiles verification export <filename>

o O] EFlolA mofl A BE FQl a2 AkA:

domainkeysconfig profiles verification clear

BIXI A - HE 3

o A AH 7IE e

domainkeysconfig keys new <key_ name> <key-options>

Z34 domainkeysconfig A% 7| &4

ol &3

~-generate_key A5 AT 7V @ 7] Aol R E)e
512,768, 1024, 1536, 20485 Y T}.

-use_key ATH A 71 A

--public_key A1 78 7R 1 7] of] T3l i ] 3= 1 & 714 ¢

N7
Selo) AN o2 A Y
—_generate_key/} HA A A= A5 Al

M
A A B 5L v A] 8= *7H 717}3 ]%‘JD‘r

domainkeysconfig keys edit <key_name> key <key-options>

.« 71E AW 7] o F WA

domainkeysconfig keys edit <key_name> rename <key_ name>

o /71 AA:

domainkeysconfig keys publickey <key_ name>

. 7] 2HAl:

domainkeysconfig keys delete <key_name>

e REAY I EE A

=

domainkeysconfig keys list
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colers W
o AAH AT 7)ol ek L AH FA:
domainkeysconfig keys print <key name>
o 2 A" A AT 7] 7k 2.7
domainkeysconfig keys import <filename>
o ofETolAd oA A 7] WER W7
domainkeysconfig keys export <filename>
o ofETold e BE AT 7] AHA:
domainkeysconfig keys clear
BHXI A - E=T2 T H A
o I MY ) 7,
domainkeysconfig search <search_ text>
BHXI &4l - M 4H

o] Z¢}o] A 2 ] Domain Keys/DKIM H 9 A4 F4 T}

domainkeysconfig setup <setup_options>

A THE A

- ——sign generated_msgs - Al 2B A A S WA X & A ehA] o HE X AR YT} yes

E= noY YTt

Oil: CLIGIA = 0ilel 21 =4

oA ZgolA 29 E=v]l 71E /44 wl CLIY A domainkeysconfig 8 & & A& T,

domainkeysconfig T %< Mail Policies(”ﬂ d A ZH) -> Domain Keys(EUﬂ ol 7]) Ho]A e BE 7%
S zba1 5 Yt E38F A1 Domain Keys DNS TXT 2l Z =5 AA e == 9% T A= Domain
Keys DNS TXT #| Z = *ﬂﬂ of oj g z}A| gk Y82 4= Domain Keys DNS TXT E]SlE Ag d, 3-45
so] A2 B2 A S

o] do| A= 7|2 AAeta wr¢l Z2FS AT T
mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 0

Number of Signing Keys: 0

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes
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Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> keys

No signing keys are defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- IMPORT - Import signing keys from a file.
[1> new

Enter a name for this signing key:
[1> testkey

1. Zekoyl 7] A
2. Enter an existing key
[11>

Enter the size (in bits) of this signing key:
512

768

1024

1536

2048

31>

— Ul W N

New key "testkey" created.
There are currently 1 signing keys defined.

Choose the operation you want to perform:

- NEW - Create a new signing key.

- EDIT - Modify a signing key.

- PUBLICKEY - Create a publickey from a signing key.
- DELETE - Delete a signing key.

- PRINT - Display signing keys.

- LIST - List signing keys.

- IMPORT - Import signing keys from a file.
- EXPORT - Export signing keys to a file.

- CLEAR - Clear all signing keys.

[1>

Number of DK/DKIM Signing Profiles: 0
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

Il Async0S 9.6 for Cisco Email Security Appliances CLI & %= J10|E



No domain profiles are defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- IMPORT - Import domain profiles from a file.
[1> new

Enter a name for this domain profile:
[1> Example

Enter type of domain profile:

1. dk
2. dkim
(21>

The domain field forms the basis of the public-key query. The value in
this field MUST match the domain of the sending email address or MUST
be one of the parent domains of the sending email address. This value
becomes the "d" tag of the Domain-Keys signature.

Enter the domain name of the signing domain:

[1> example.com

Selectors are arbitrary names below the "_domainkey." namespace. A
selector value and length MUST be legal in the DNS namespace and in
email headers with the additional provision that they cannot contain a
semicolon. This value becomes the "s" tag of the DomainKeys

Signature.

Enter selector:

[1> test

The private key which is to be used to sign messages must be entered.
A corresponding public key must be published in the DNS following the
form described in the DomainKeys documentation. If a key is not
immediately available, a key can be entered at a later time.

Select the key-association method:

1. Create new key

2. Paste in key

3. Enter key at later time

4. Select existing key

[1]1> 4

Enter the name or number of a signing key.
1. testkey

[1]1>

The canonicalization algorithm is the method by which the headers and
content are prepared for presentation to the signing algorithm.
Possible choices are "simple" and "relaxed".

Select canonicalization algorithm for body:
1. simple

2. relaxed

[1]1> 1

How would you like to sign headers:

1. Sign all existing, non-repeatable headers (except Return-Path header) .

=aiel 3
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2. Sign "well-known" headers (Date, Subject, From, To, Cc, Reply-To, Message-ID, Sender,

MIME headers) .
3. Sign "well-known" headers plus a custom list of headers.
[2]>

Body length is a number of bytes of the message body to sign.

This value becomes the "1" tag of the signature.

Which body length option would you like to use?

1. Whole body implied. No further message modification is possible.

2. Whole body auto-determined. Appending content is possible.
3. Specify a body length.
[1]1>

Would you like to fine-tune which tags should be used in the
DKIM Signature? (yes/no) [N]>

Finish by entering profile users. The following types of entries are

allowed:
- Email address entries such as "joe@example.com".
- Domain entries such as "example.com".

- Partial domain entries such as ".example.com". For example, a partial

domain of ".example.com" will match "sales.example.com". This
sort of entry will not match the root domain ("example.com").

- Leave blank to match all domain users.

Enter user for this signing profile:

[1> sales.example.com

Do you want to add another user? [N]>

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.

- IMPORT - Import domain profiles from a file.

- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.
[1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1>

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1>
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mail3.example.com> domainkeysconfig

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1> profiles

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1> signing

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1> dnstxt

Enter the name or number of a domain profile.
1. [Example]

[1]1>
The answers to the following questions will be used to construct DKIM text

record for DNS. It can be used to publish information about this profile.

Do you wish to constrain the local part of the signing identities
("i=" tag of "DKIM-Signature" header field) associated with this
domain profile? [N]>

Do you wish to include notes that may be of interest to a human (no
interpretation is made by any program)? [N]>

The "testing mode" can be set to specify that this domain is testing DKIM and
that unverified email must not be treated differently from verified email.

Do you want to indicate the "testing mode"? [N]>

Do you wish to disable signing by subdomains of this domain? [N]>

The DKIM DNS TXT record is:
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test._domainkey.example.com. IN TXT "v=DKIMI;
p=MIGEMAOGCSgGSIb3DQEBAQUAA4GNADCBiQKBgQDX5d0G9J8rXreA/uPtYr51rCTCqR+glS5Gml £00plAZSuUB2BvO
nxZ5Nr+se0T+k7mYDPOFSUHyWaOvO+kCcum7 fFRjS3EOF9gLpbIdH5vzOCKp/w7hdjPy3g6PSgdVtavQ6vIES8K5UL7
C+DF6KvJUiMJISY5sbu2zmm9rKAHSm7 FwIDAQAB; "

There are currently 1 domain profiles defined.

Choose the operation you want to perform:

- NEW - Create a new domain profile.

- EDIT - Modify a domain profile.

- DELETE - Delete a domain profile.

- PRINT - Display domain profiles.

- LIST - List domain profiles.

- TEST - Test if a domain profile is ready to sign.
- DNSTXT - Generate a matching DNS TXT record.
- IMPORT - Import domain profiles from a file.
- EXPORT - Export domain profiles to a file.

- CLEAR - Clear all domain profiles.

[1>

Choose the operation you want to perform:

- SIGNING - Manage signing profiles.

- VERIFICATION - Manage verification profiles.
[1>

Number of DK/DKIM Signing Profiles: 1
Number of Signing Keys: 1

Number of DKIM Verification Profiles: 1
Sign System-Generated Messages: Yes

Choose the operation you want to perform:

- PROFILES - Manage domain profiles.

- KEYS - Manage signing keys.

- SETUP - Change global settings.

- SEARCH - Search for domain profile or key.
[1>

DMARC =t Q!

o] ML S CLIEHE oz 1AE ).

e dmarcconfig

dmarcconfig
&9

DMARC 4745 7434t}
=

Commit: ©] & &2 'commit' ©] € 23+ t}.
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dmarcconfig®] | X P42 gl T2 A S A, A, A At A AAS AT o A8 5

91t
=)

dmarcconfig profiles new <name> [options]

ol Ay

<name> DMARC X~ 23 9] o] &

[E4]

--rejectpolicy_action DMARC & Z=2] A A o] rejectd W] AsyncOSol A =) 3l oF &+
H Al Z] 2}, "reject” , "quarantine” H+= "none" ¢ U T},

--rejectpolicy_response_code ARE WA F o )3 SMTP 9 =&, 7| E-7HE 550 Lt}

--rejectpolicy_response_text AR-H WA Aol B ek SMTP &5 B ~E. 7] 2312 "#5.7.1
DMARC unauthenticated mail is prohibited." ¢ Y t}.

--rejectpolicy_quarantine DMARC 918 £33} A T3l WA X 2] 2 g

--quarantinepolicy_action DMARC # F.E 9] % 3 o] quarantine ¥ W AsyncOSel| A =3} &l oF

& W] Al A] 2}4] "quarantine” 1= "none" ¢ U T}.

--quarantinepolicy_quarantine DMARC &921S& 53314 Z3 w A A9 Z g

~tempfail _action DMARC 2}¢] #Hg ol 4] QA & ol 7} DAY 3k Wl A ] of] o 3
AsyncOSol| A F=af &l oF 3 W] A] 2] 2} "accept" = "reject” ¢
.

~tempfail_response_code QA A Aol o] A5 ARH v A7 o] o SMTP S5 2= 7]
gk 45194t

--tempfail_response_text AA) A Aol o] A AFHE v A Aol 3 SMTP S Bl ~E 7]
k& "#4.7.1 Unable to perform DMARC verification." ¢ U t}.

~-permfail_action DMARC 2}¢] 7ol 4] -2 ol 7} DAY 3k v A 4] of] o 3
AsyncOSol| A F=af &l oF 3 W] A] 2] 2} "accept" = "reject” ¢
.

—permfail_response_code QA Aol o] A5 ARE v A o] ok SMTP S5 2= 7] &
ghe 5509 Yo

--permifail_response_text 47 Aol o] 45 K5 v A o] ok SMTP S5 & ~E 7]

H7k& "#5.7.1 DMARC verification failed." 9 Y t}.

AN
To
dmarcconfig profiles edit <name> [options]

AP Ml

dmarcconfig profiles delete <name>
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W DpmARC =l

DMARC &0l =T 2

DMARC &0l I 2

[
1R
x
02
£
oy

Ol

dmarcconfig profiles

2 WHEWII

dmarcconfig profiles

2N

dmarcconfig profiles

clear

print <name>

export <filename>

import <filename>

dmarcconfig setup [options]

=2 &89

--report_schedule AsyncOSol 4] DMARC Al H.a1ME A ) of 35l A 3H

--error_reports DMARC A A 3114 = 7]7F 10MB =+ DMARC ¥ ZE ¢ RUA B 1
o A4H A7 5 234 A5 EvQl AFAtd A A o F BIAE
LRAS RS

--org_name DMARC # A HaME 3= Qe E]. =l o] Fo]ofof gt}

--contact_info DMARC {7 HilA & G418k =l &F27F HaxE QA e <l
ele) o} Aekated = A9 ALe T Fh et Gu(el: 229 1A A9
4R

--copy_reports T E DMARC 74 B11A 9] BAMRL S &7 AFE-2F(d]: A B LA o
e S @ U ALE Dol Al B Shpe] ol Wl 4
EHER TEE oY olHd F28 Y]

--bypass_addresslist 57 dAR(F 4 H-5)0] Bl WAl A= DMARC &21-& Ay gy}
20 HA oY FARE ALEH F4AE Q?‘EAAHDP

~-bypass_headers 54 8t = o] 55 £33 A A= DMARC 8918 Ayt
o & Eof v 55 L A= g zp7E Bl v Al %] o] d]s] DMARC
ol e AW of FHL AT Bt dd B AR T
oy sy E 98U

& ool A &= DMARC &%l X285 4% 33 DMARC &9l X2 2 AARE T8 =

He Holgyo

mail.example.com> dmarcconfig

Number of DMARC Verification Profiles: 1
Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist:

None Specified
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Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.

[1> profiles

There are currently 1 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.
- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1> new

Enter the name of the new DMARC verification profile:
[1> dmarc_ver_profile_1

Select the message action when the policy in DMARC record is reject:
1. No Action

Quarantine the message

Reject the message

31> 1

2
3
[

Select the message action when the policy in DMARC record is quarantine:
1. No Action

2. Quarantine the message

[2]1> 2

Select the quarantine for messages that fail DMARC verification (when the DMARC policy is
quarantine) .

1. Policy

[11> 1

What SMTP action should be taken in case of temporary failure?

1. Accept
2. Reject
[1]1> 2

Enter the SMTP response code for rejected messages in case of temporary failure.
[451]>

Enter the SMTP response text for rejected messages in case of temporary failure. Type
DEFAULT to use the default response text '#4.7.1 Unable to perform

DMARC verification.'

[#4.7.1 Unable to perform DMARC verification.]>

What SMTP action should be taken in case of permanent failure?

1. Accept
2. Reject
[11> 2

Enter the SMTP response code for rejected messages in case of permanent failure.
[550]>

Enter the SMTP response text for rejected messages in case of permanent failure. Type
DEFAULT to use the default response text '#4.7.1 Unable to perform

DMARC verification.'

[#5.7 .1 DMARC verification failed.]>
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There are currently 2 DMARC verification profiles defined.

Choose the operation you want to perform:

- NEW - Create a new DMARC verification profile.

- EDIT - Modify a DMARC verification profile.

- DELETE - Delete a DMARC verification profile.

- PRINT - Display DMARC verification profiles.

- IMPORT - Import DMARC verification profiles from a file.
- EXPORT - Export DMARC verification profiles to a file.

- CLEAR - Clear all DMARC verification profiles.

[1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: No

Reports sent on behalf of:

Contact details for reports:

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified
Bypass DMARC verification for messages with header fields: None Specified

Choose the operation you want to perform:

- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.

[1> setup

Would you like to modify DMARC report settings? (Yes/No) [N]> y

Enter the time of day to generate aggregate feedback reports. Use 24-hour format (HH:MM).
[00:00]>

Would you like to send DMARC error reports? (Yes/No) [N]> y

Enter the entity name responsible for report generation. This is added to the DMARC
aggregate reports.
[1> example.com

Enter additional contact information to be added to DMARC aggregate reports. This could be
an email address, URL of a website with additional help, a phone

number etc.

[1> http://dmarc.example.com

Would you like to send a copy of all aggregate reports? (Yes/No) [N]>

Would you like to bypass DMARC verification for an addresslist? (Yes/No) [N]>

Would you like to bypass DMARC verification for specific header fields? (Yes/No) [N]> vy
Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.

[1> add

Enter the header field name
[1> List-Unsubscribe

DMARC verification is configured to bypass DMARC verification for messages containing the
following header fields.
1. List-Unsubscribe

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

[1> add
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Enter the header field name
[1> List-ID

pns W

DMARC verification is configured to bypass DMARC verification for messages containing the

following header fields.
1. List-Unsubscribe
2. List-ID

Choose the operation you want to perform:

- ADD - Add a header field to the verification-bypass list.
- REMOVE - Remove a header field from the list.

[1>

Number of DMARC Verification Profiles: 2

Daily report generation time is: 00:00

Error reports enabled: Yes

Reports sent on behalf of: example.com

Contact details for reports: http://dmarc.example.com

Send a copy of aggregate reports to: None Specified

Bypass DMARC verification for senders from addresslist: None Specified

Bypass DMARC verification for messages with header fields: List-Unsubscribe, List-ID
Choose the operation you want to perform:
- PROFILES - Manage DMARC verification profiles.
- SETUP - Change global settings.
[1>
o] ML v CLIg ¥ ez 78U
e dig
¢ dnsconfig
e dnsflush
e dnshostprefs
e dnslistconfig
e dnslisttest
e dnsstatus
DNS A H ] el =8 23|yt
Commit: ©] ™ %2 'commit'©] F 8384 &F T},
222 r&a o] & 37bA A2 WE(FE 28, UF, A2 ) R4 AL 4 Ytk
WX e o] e ux §4S Qg
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dig [options] [@<dns_ip>] [gtype] <hostname>

e DNS Mol A 2| ¥ 1P Fao el A 23& 3o

dig -x <reverse_ip> [options] [@<dns_ip>]

. = o) o) 2~
aig W9 HX P AT P FAY
-s <source_ip> Specify the source IP address.
-t Make query over TCP.

-u Make query over UDP (default).

dns_ip - Query the DNS server at this IP address.
gtype - Query type: A, PTR, CNAME, MX, SOA, NS, TXT.
hostname - Record that user want to look up.
reverse_ip - Reverse lookup IP address.

dns_ip - Query the DNS server at this IP address.

Ol

U ool A= 23S DNS A & A4 o= AF Y.
mail.com> dig @111.111.111.111 example.com MX

; <<>> DiG 9.4.3-P2 <<>> @111.111.111.111 example.com MX

; (1 server found)

;; global options: printcmd

;7 Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 18540

;3 flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 3

;7 QUESTION SECTION:
;example.com. IN MX

;; ANSWER SECTION:
mexample.com. 10800 IN MX 10 mexample.com.

;; AUTHORITY SECTION:
example.com. 10800 IN NS test.example.com.

;; ADDITIONAL SECTION:
example.com. 10800 IN A 111.111.111.111
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dnsconfig

£9

i Xl &

1z

pns W

example.com. 10800 IN AAAA 2620:101:2004:4201::bd
example.com. 300 IN A 111.111.111.111

;; Query time: 6 msec

;; SERVER: 10.92.144.4#53(10.92.144.4)
;; WHEN: Fri Dec 9 23:37:42 2011

;; MSG SIZE rcvd: 143

E WA Aoz A YA &S 75 o] ¥ H -2 Authority 2 Additional &)

DNS A A 4

Commit: ©] % 'commit' ©] & 3},
Ze2H #g: o] HE & 3714 Ali 2
i z] W o] W2 ujx] F2als AP}

ot
QE
rlr
0,
>
ofo
i
¥
%0,
)%
i
i)

dnsconfig %%9] HHj] _‘%é}% 7]% CLI ‘%‘Eﬂﬁ rE 7]"3—‘—% I
o 24 o5 M¥ WA E AHE-SF== DNS A4
dnsconfig parent new <ns_ip> <priority>
HE AT
— cns_ip>- OB MM P4 ofe] IPFAS HER LRI
- <priority> - ©] @50 §-4 9.
o = o5 MM A AHA:

dnsconfig parent delete <ns_ip>

o 57 =l A& Al DNS A 74

dnsconfig alt new <domains> <ns_ip>
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o

PN
o A

R

— <ns_ip> - O]% /\1319] P 4. Ei I
B

dnsconfig alt delete <domain>

o B MY FE o] F MH S AE-3H =5 DNS 114:

dnsconfig roots new <ns_domain> <ns_name> <ns_ip>

o) & A Q1
— <ns_domain> - ]H Aolg = Q]
— <ns_name> - O] F AW 9] o] &

— <ns_ip>-O|E AHYIP T4

2

o =uglol thal thAl ol & ABlE A ek Yo 1 w9

oz
K

tlo
2
o

o

%2,
)y
iy
o

]
>

o olF AH| A

dnsconfig roots delete <ns_domain> [ns_name]

4

ot
K

228 W ns names A ASA S BF T o] BE o] F AW 7E A H Y

R

dnsconfig print

Odl

)
>~
=
ofo
D)
N,
ol
)
Z,
%)
>
=
=2
O
o
ol
f
N
1)
ko
i)
i
=

o BEDNS HAL AT A2 N ABY FE ANE AEIHES 4FOR TA.
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dnsconfig W&o A 47}%] 19 WH S AT 4 J&SU T

Z 35 dnsconfig F &9 6/ &

B s

new E4 L olof] A-g3E o) 4] DNS A B == 27 DNS A& F7}
o

delete A A = 27 DNS A HE AAF Yo

edit A A¥ =5 27 DNS A& FAFY

setup QIEJ Yl ¥ E DNS A8 B 27 DNS AW 2 &gt

mail3.example.com> dnsconfig

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.
- EDIT - Edit a server.
- DELETE - Remove a server.

- SETUP - Configure general settings.

[]1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like

it to use your own DNS servers?
1. Use Internet root DNS servers
2. Use own DNS cache servers
[1]1> 1

Choose the IP interface for DNS traffic.

1. Auto
2. Management (10.92.149.70/24:
[1]>

mail3.example.com)

Enter the number of seconds to wait before timing out reverse DNS lookups.

[20]>

Enter the minimum TTL in seconds for DNS cache.

[1800]>

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:

- NEW - Add a new server.
- EDIT - Edit a server.
- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>
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mail3.example.com> dnsconfig
Currently using the Internet root DNS servers.
No alternate authoritative servers configured.

Choose the operation you want to perform:
- NEW - Add a new server.

- SETUP - Configure general settings.

[1> new

Please enter the domain this server is authoritative for. (Ex: "com").
[1> example.com

Please enter the fully qualified hostname of the DNS server for the domain "example.com".
(Ex: "dns.example.com") .
[1> dns.example.com

Please enter the IP address of dns.example.com.
[1> 10.1.10.9

Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

Xt X DNS FHAl A ALS

ZFA] DNS WAl AW & AF& e = of

mail3.example.com> dnsconfig
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Currently using the Internet root DNS servers.

Alternate authoritative DNS servers:
1. com: dns.example.com (10.1.10.9)

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1> setup

Do you want the Gateway to use the Internet's root DNS servers or would you like
it to use your own DNS servers?

1. Use Internet root DNS servers

2. Use own DNS cache servers

[1]1> 2
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Please enter the IP address of your DNS server.
Separate multiple IPs with commas.
[1> 10.10.200.03

Please enter the priority for 10.10.200.3.

A value of 0 has the highest priority.

The IP will be chosen at random if they have the same priority.
[0]> 1

Choose the IP interface for DNS traffic.

1. Auto

2. Management (192.168.42.42/24)

3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PubllcNet (192.168.2.1/24: mail3.example.com)
[11>

Enter the number of seconds to wait before timing out reverse DNS lookups.

[20]>

Enter the minimum TTL in seconds for DNS cache.
[1800]>

Currently using the local DNS cache servers:
1. Priority: 1 10.10.200.3

Choose the operation you want to perform:
- NEW - Add a new server.

- EDIT - Edit a server.

- DELETE - Remove a server.

- SETUP - Configure general settings.

[1>

Biie
o
X
o
i
)

DNS Ao A BE &

Commit: ©] ™ &2 'commit'©] & 2.3}A] &H5Y .
g2 B Bo A rE B gL

o e
W)X s o Wl e WA WAS A ek e,

mail3.example.com> dnsflush
Are you sure you want to clear out the DNS cache? [N]> Y

pns W
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mail3.example.com> dnshostprefs

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1> new

Enter the domain you wish to configure.
[1> example.com

How should the appliance sort IP addresses for this domain?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Requlre IPv6

[2]1>

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[]> setdefault

How should the appliance sort IP addresses?
1. Prefer IPv4

2. Prefer IPv6

3. Require IPv4

4. Requlre IPv6

[2]1>

Choose the operation you want to perform:
- NEW - Add new domain override.

- SETDEFAULT - Set the default behavior.
[1>
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mail3.example.com> dnslistconfig

Current DNS List Settings:
Negative Response TTL: 1800 seconds
DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.
[]1> setup

Enter the cache TTL for negative responses in seconds:

[1800]1> 1200

Enter the query timeout in seconds:
[31>

Settings updated.

Current DNS List Settings:
Negative Response TTL: 1200 seconds
DNS List Query Timeout: 3 seconds

Choose the operation you want to perform:
- SETUP - Configure general settings.
[1>

DNS 7|4k %5 48] 225 9] DNS 23] & H ==y,

Commit: ©] & -& 'commit'o] Z Q3}4 &5},
S 2H Fe o] HH 2 A AY BE= ALY
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mail3.example.com> dnslisttest

Enter the query server name:
[]> mail4.example.com

Enter the test IP address to query for:
[127.0.0.2]> 10.10.1.11

Querying: 10.10.1.11.maild.example.com

Result: MATCHED

dnsstatus
a9

DNS E41 2 A g}
ALE

Commit: ©] ¥ %<& 'commit'c] Q3% ¥H5Yt}.

S 2H B: o] ¥ 2 A AH RER 3 H Y
KeR

HjA] B o] W

Odl

mail3.example.com> dnsstatus

Status as of: Mon Apr 18 10:58:07 2005 PDT

Counters: Reset
DNS Requests 1,115
Network Requests 186
Cache Hits 1,300
Cache Misses 1
Cache Exceptions 0
Cache Expired 185

e
c
)]
]

= = Ml ol 2
o] AL Y CLIgE o2 F4g Y.
e addressconfig

e adminaccessconfig

e certconfig

e date

e diagnostic

e diskquotaconfig

WA 84S A Q8 et

Uptime
1,115
186
1,300
1

0

185

Lifetime
1,115
186
1,300

1

0

185
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ecconfig

ecstatus
ecupdate
encryptionconfig
encryptionstatus
encryptionupdate
featurekey
featurekeyconfig
generalconfig
healthcheck
healthconfig
ntpconfig

reboot
repengstatus
repengstatus
resume
resumedel
resumelistener
revert

settime

settz

shutdown
sshconfig

status
supportrequest
supportrequeststatus
supportrequestupdate
suspend
suspenddel
suspendlistener
tcpservices
techsupport
tlsverify

trace
trackingconfig
updateconfig
updatenow

upgrade
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addressconfig
&89
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. }51_:]_1‘/\1
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t}S Ao A= € 2] From: 547} Mail Delivery System [MAILER-DAEMON@domain](”7]¥-%b)ol A
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AE
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SY2H #e: o] YH 237 A/ 2F RE(E YA, T, Al 2F) B A AFSE 5 U T
o

]
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mail3.example.com> addressconfig

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current notify from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMONE@domain>

Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMON@domain>

Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.
- DMARCFROM - Edit the DMARC reports from address.

- OTHERFROM - Edit the all other messages from address.
[1> notifyfrom
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Please enter the display name portion of the "notify from" address

["Mail Delivery System"]> Notifications

Please enter the user name portion of the "notify from" address
[MATLER-DAEMON] > Notification

Do you want the virtual gateway domain used for the domain? [Y]> n

Please enter the domain name portion of the "notify from" address

[1> example.com

Current anti-virus from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current bounce from: "Mail Delivery System" <MAILER-DAEMON@domain>

Current notify from: Notifications <Notification@example.com>

Current quarantine from: "Mail Delivery System" <MAILER-DAEMON@domain>
Current DMARC reports from: "DMARC Feedback" <MAILER-DAEMONE@domain>
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Current all other messages from: "Mail Delivery System" <MAILER-DAEMON@domain>

Choose the operation you want to perform:

- AVFROM - Edit the anti-virus from address.

- BOUNCEFROM - Edit the bounce from address.

- NOTIFYFROM - Edit the notify from address.

- QUARANTINEFROM - Edit the quarantine bcc from address.

- DMARCFROM - Edit the DMARC reports from address.
OTHERFROM - Edit the all other messages from address.

[1>

adminaccessconfig

8
D]’%% :rL*é é,l— U:H adminaccessconfig Ué ‘%‘% A}%—@-L} E]—
o BEAE e 29l WA A )
o ojEFold s Wl AHFH O] AE TP 7]k HA A
o A olE o)A WA} AOIE 84 9 F HEHA
e HTTP &3] T2E U= Algat= 34
o I QlEfHo] 2 gl CLI Al F1 AR 23

AtE
Commit: ©] ¥ &2 'commit' ©] I 3t}
S 2H #: o] H 23714 A
Hj 2] g o] W2 A A ALY

B Xl & 4]

_4

adminaccessconfig O-O/] HH ] ] '8: 7]% CLI ué,] ‘—"é]-o/] E’-% 7]%’%
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adminaccessconfig ipaccess <all/restrict/proxyonly/proxy>
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adminaccessconfig ipaccess new <address>

71 1P F A/ B Y /MY A4

adminaccessconfig ipaccess edit <oldaddress> <newaddress>

712 1P T2/ B 9] A

adminaccessconfig ipaccess delete <address>

IP F=2a/A B/ 9] o] 55 914

adminaccessconfig ipaccess print

71E TP F A/ B S W A

adminaccessconfig ipaccess clear

2291 vy 14

adminaccessconfig banner print

SEEREESEDE R R e

adminaccessconfig banner import <filename>

7] 21 vy AbA

adminaccessconfig banner clear

ghod ] <12

adminaccessconfig welcome print

ol Ze}ol el ze] shdol A 8 Wl 714 97

adminaccessconfig welcome import <filename>

71E ¢+ vl 2HA)

adminaccessconfig welcome clear
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welcome export <filename>

adminaccessconfig

new <address>

o 3&F ZFAIP T2 7L
adminaccessconfig ipaccess proxylist
= ST A~
o FEH ZEANIPFAFA
adminaccessconfig ipaccess proxylist edit <oldaddress> <newaddress>
o 31 &¥ ZHAIPF2 A
adminaccessconfig ipaccess proxylist delete <address>
o 7]E9 3 8H ZEAIP T4 B A
adminaccessconfig ipaccess proxylist clear
A2 X8t &y ol 1A
proxy-header <header name>

adminaccessconfig ipaccess
4 9z W7 248w w2 s

AE s o] 2 nA} ALl E &
adminaccessconfig csrf <enable|disable>

2l

o

A7) 22 3 2l =A

9 Qe ol 2 WA AbO E 2 9%
adminaccessconfig csrf print

g H o] 2~ A A ZE 23 74
adminaccessconfig timeout gui <value>

CLI Al A1 F 23 4
adminaccessconfig timeout gui <value>
QU TH AL A= ol ey 2
23 QU Th MEY D A2 B2
e},

(ﬂ| = Lj|E§§%3 551 Qﬂ }dl——- =
A8 A7} o W P F-Anol A BSAC] o Al 28k o] &
F2EART S A%

o gl 1P 0] A 2810l 4] 0] F2fo] 91 2] o) 4] 28
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mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> ipaccess

Current mode: Allow All.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or
directly.

[1> restrict

List of allowed IP addresses/Subnets/Ranges:

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
[1> new

Please enter IP address, subnet or range.
[1> 192.168.1.2-100

List of allowed IP addresses/Subnets/Ranges:
1. 192.168.1.2-100

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

[1> new

Please enter IP address, subnet or range.
[1> 192.168.255.12

List of allowed IP addresses/Subnets/Ranges:

1. 192.168.1.2-100
2. 192.168.255.12

Choose the operation you want to perform:
- NEW - Add a new IP address/subnet/range.
- EDIT - Modify an existing entry.

- DELETE - Remove an existing entry.

- CLEAR - Remove all the entries.

Async0S 9.6 for Cisco Email Security Appliances CLI & X J10| =
ETH |



0ol

-2201 Bl

e
e
e
o
He
HD
é
=l
Y
|

(1>

Warning: The host you are currently using [72.163.202.175] is not included in the User
Access list. Excluding it will prevent your

host from connecting to the administrative interface. Are you sure you want to continue?
[N]> Y

Current mode: Restrict.

Please select the mode:

- ALL - All IP addresses will be allowed to access the administrative interface.

- RESTRICT - Specify IP addresses/Subnets/Ranges to be allowed access.

- PROXYONLY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy.
- PROXY - Specify IP addresses/Subnets/Ranges to be allowed access through proxy or
directly.

[1>

24

AF-&2F7} SSH, Telnet, FTP B §] UIE §3f of Zebo]d 2ol 21918
g2} = WA A & A 8= E Email Security ApplianceE 74 & 4~ A HF Yt 2120 vy = /\]-Q—X}
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mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[]> banner

A banner has not been defined.

Choose the operation you want to perform:

- NEW - Create a banner to display at login.
- IMPORT - Import banner text from a file.
[1> new

Enter or paste the banner text here. Enter CTRL-D on a blank line to end.
Use of this system in an unauthorized manner is prohibited.
~D

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.
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- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.
- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[]> banner

Banner: Use of this system in an unauthorized manner is prohibited.
Choose the operation you want to perform:

- NEW - Create a banner to display at login.

- IMPORT - Import banner text from a file.

- DELETE - Remove the banner.
[1>
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mail.example.com> adminaccessconfig

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1> timeout

Enter WebUI inactivity timeout (in minutes) :
[30]> 32

Enter CLI inactivity timeout (in minutes) :
[30]> 32

Choose the operation you want to perform:

- BANNER - Configure login message (banner) for appliance administrator login.

- WELCOME - Configure welcome message (post login message) for appliance administrator
login.

- IPACCESS - Configure IP-based access for appliance administrative interface.

- CSRF - Configure web UI Cross-Site Request Forgeries protection.

- HOSTHEADER - Configure option to use host header in HTTP requests.

- TIMEOUT - Configure GUI and CLI session inactivity timeout.

[1>

mail.example.com> commit

Please enter some comments describing your changes:
[1> Changed WebUI and CLI session timeout values

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Wed Mar 12 08:03:21 2014 GMT
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mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities
- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates
Name Common Name Issued By Status

Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[]1> paste

Enter a name for this certificate profile:
> partner.com

Paste public certificate in PEM format (end with '.'):
 +yxjxv4QglMUTAlkjNw
L41YKbpzzlmC5beaQXeQ2RmMGMTXU+mDvuqItjVHOK3DVPK7 1TcSGEftUCAWEAATAN
BgkghkiG9wO0BAQQFAANBAFQPEKFjk6T6CKTHvaQeEAsX0/8YHPHgH/9AnhSjrwuX
9EBcOn6bVGhN7XaXd6sJ7dym9sbsWxb+pJdurnkxjx4=

C=PT, ST=Queensland, L=Lisboa, O=Neuronio,

Remaining

3467 days
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Lda.,OU=Desenvolvimento, CN=brutus.partner.com, emailAddress=admin@example.com

Paste private key in PEM format (end with '.'):

MIIBPAIBAAJBAL7+aty3S1iBA/+yxjxv4qlMUTAd1lkjNwL41YKbpzzlmC5beaQXeQ
2RMGMTXU+mDvugItjVHOK3DVvPK71TcSGEtUCAWEAAQIBALjkK+jc2+iihI98riEF
oudmkNziSRTYjnwjx8mCoAjPWviB3c742e03FG4/soiljD9A5alihEOXfUzloenr
8IECIQD3B5+01+68BA/6d761iUNQAAVE8AjGTzvxnCxycnxPQydQIhAMXt4trUI3nc
a+U8YL2HPFA3gmhBsSICbqg20ptOCNM7hAiEA6Xi3JIQECOb8YwkRj29DU3 /4WYD7
WLPgsQpwolGuSpECICGsnWH50aeD9t9jbFoSfhJvv0IZmxdcLpRcpslpeWBBALEA

6/5B8J0GHAJg8 9FHWEG/H2eVVUYu5y/aD6sgcm+0Avg=

Do you want to add an intermediate certificate? [N]> n

List of Certificates

Name Common Name Issued By Status
partner.c brutus.partner.com brutus.partner Active
Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

Choose the operation you want to perform:

Remaining
30 days
3467 days

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities
- CRL - Manage Certificate Revocation Lists

(1>

mail3.example.com> commit
Please enter some comments describing your changes:

[1> Installed certificate and key for receiving, delivery, and https

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

Off - XMl B QIS A dHd

O ellol M= 2 A7 IS S A T

mail3.example.com> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles

- CERTAUTHORITY - Manage System and Customized Authorities
- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates
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Name Common Name Issued By Status
partner.c brutus.neuronio.pt brutus.neuronio.pt Expired
days

Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1> new

1. Create a self-signed certificate and CSR
2. Create a self-signed SMIME certificate and CSR
[1]> 1

Enter a name for this certificate profile:
> example.com

Enter Common Name:
> example.com

Enter Organization:
> Example

Enter Organizational Unit:
> Org

Enter Locality or City:
> San Francisoc

Enter State or Province:
> CA

Enter Country (2 letter code):
> US

Duration before expiration (in days):
[3650]>

1. 1024

2. 2048

Enter size of private key:
[2]1>

Do you want to view the CSR? [Y]> ¥y

MITICrTCCAZUCAQAWaDELMAkKGA1UEBhMCVVMXFDASBgNVBAMTC2V4AYW1lwbGUuUY29t
MRYwWFAYDVQQHEwW1TYW4gRnThbmNpc2 9 jMRAWDGYDVQQOKEwWAd1 eGF t cGx1MQswCQYD
VQQIEwWIDQTEMMAOGA1UECXMDb3JnMIIBIjANBgkahkiGO9wOBAQEFAAOCAQS8AMIIB
CgKCAQEA+NwamZyX7VgTzka/x1I5HHrN9V2MPKXoLg7FjzUtiIDwznElrKIuJovw
Svonleb6GvF1UHfjv8B3WobOzk5Ny6btKjwPrBfaY+qr7rzM41AQKHM+P61+1ZnPU
POSNI9RCkLP4XsUuyY6CalWLTiPIgag2fR8Y0JX/keszcGOgldeb6pN+xJIHHYadD
00p0ggi6SLNfAzJu/HEU/ fnSujG4AnhF0ZG1l0pVUx4 £g33NwZ4wV10XBk3GrOjbbAa
1h90zAwfNzxb57amtxEJk+pW+co3uEHLIIOPdih9SHzn/UVU4hiu8rSQR19sDApp
kfdWcfaDLF9tnQJIPWSYoChOUSgCc8QIDAQABOAAWDQYJK0ZIhvcNAQEFBQADggERB
AGiVhyMAZUuHSVIYA08kJICmrgO89yR1InDUXDDo6IrODVKx4hHT10anOPulnsThSvH
TxV4xXR35T/QV0U3yPrL6bIbbwMySOLIRT]sUcwZNjOE1xXxMM5EKBM2B0OI5rs4159g
FhHVejhG1LyyUDLOU82wsSLMgLFH1IT63tzwVmRiIXmAu/1HYci3+vctb+sopnN1

e
e
e
o
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Remaining

3467 days
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1Y10Iuj+EgagWNrRBNnKXLTAXkzhELOd8VZEQSAfBWYjZ2mECzC7SG3evgkw/OGLk
AilNXHayiGjeY+UfWzF/HBSekSIJtQubehIv6JpBSY/MnYU4tl1ExgD+GX31lrudxcd
zDas2rS/Pbpn73Lf503nmsw=

List of Certificates

Name Common Name Issued By Status Remaining
example.c example.com example.com Vvalid 3649 days
partner.c Dbrutus.partner.com brutus.partner.com Valid 30 days

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3467 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

Ol - XEXl A S/MIME A QIS A M4
8

g doll A= mIA A TS 98] AHA A S/MIME Q154 & A sk B S BofsU

vmlO0esa0031l.ga> certconfig

Choose the operation you want to perform:

- CERTIFICATE - Import, Create a request, Edit or Remove Certificate Profiles
- CERTAUTHORITY - Manage System and Customized Authorities

- CRL - Manage Certificate Revocation Lists

[1> certificate

List of Certificates
Name Common Name Issued By Status Remaining

Demo Cisco Appliance Demo Cisco Appliance Demo Active 3329 days

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- PRINT - View certificates assigned to services

[1> new

1. Create a self-signed certificate and CSR
2. Create a self-signed SMIME certificate and CSR
[1]1> 2

Enter a name for this certificate profile:
> smime_signing

Enter Common Name:
> CN

Enter Organization:
> ORG

Enter Organizational Unit:
> OU

Async0S 9.6 for Cisco Email Security Appliances CLI & X J10| =
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Enter Locality or City:
> BN

Enter State or Province:
> KA

Enter Country (2 letter code):
> IN

Duration before expiration (in days):
[3650]>

1. 1024
2. 2048
Enter size of private key:

[2]>

Enter email address for 'subjectAltName' extension:
[1> admin@example.com

Add another member? [Y]> n
Begin entering domain entries for 'subjectAltName'

Enter the DNS you want to add.
[1> domain.com

Add another member? [Y]> n
Do you want to view the CSR? [Y]> n

List of Certificates
Name Common Name Issued By Status

smime_sig CN CN valid
Demo Cisco Appliance Demo Cisco Appliance Demo Active

Choose the operation you want to perform:

- IMPORT - Import a certificate from a local PKCS#12 file
- PASTE - Paste a certificate into the CLI

- NEW - Create a self-signed certificate and CSR

- EDIT - Update certificate or view the signing request

- EXPORT - Export a certificate

- DELETE - Remove a certificate

- PRINT - View certificates assigned to services

[1>

A G H AR FAIGY S

Commit: ©] ¥ &L 'commit'©] € L23% &5t}

2 =H J?_r\?]: o] R 37HA Al AE BE(S ALY, IE, Al L) B

SERERREEERER EES

A Qe ey,
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Remaining
3649 days
3329 days

Fol ] ALEE 5 Sl o
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mail.example.com> date
Tue Mar 10 11:30:21 2015 GMT
diagnostic
sy
U 852 diagnostic §H S AU T
o T3 FEHIEE AFESI studlo] 2 U ES A 4 ElETE
e RAID %] <l
e ARP 7l A EA|
e LDAP, DNS, ARP 7} ] %] $-7]
o SMTP H|AE WA X H7]
diagnostic & AIS
diagnostic 0]"'4 uﬂ‘l’roﬂ }\1 D]”% % A]"%‘% ‘}l: 9}1\%]’] ‘:]'
H 3-6 diagnostic of9 & &
=8 ot gy AE s
RAID 1.9 2= k2l A3 C30 2 C600l A vt
2. 308 2l 2 ZYEH
3.0 23 g1 A3 A
prsx_vsace |59l 9 9l& o] Y&t o] A3 BT 1
(A]—%— %X]) Al diskquotaconfig S AFE Y
NETWORK FLUSH C Series, X Series, M Series
ARPSHOW
SMTPPING
TCPDUMP
REPORTING DELETEDB C Series, X Series, M Series
DISABLE
TRACKING DELETEDB C Series, X Series, M Series
DEBUG
RELOAD 319l HHE gl C Series, X Series, M Series
ALE
Commit: ©] % 'commit'c] & 23}4] &5}
Zeag el o] YR ALY BER @ggUth o Yol 219 EAE(S EI8% 57
A2 dAE LT o] Y 24 vl Al 2o gt A4 A7) .ﬂ&zﬂ-\,]rjr_
W) W o] Wele v A &AL X dgn)
= Jt0lE




| 38 9=:&X oA
SETETETETCY TR
B Xl & &
diagnostic ™ ¥ 2] v} x| & 2] & RAID A e} & Felsla 7|1 = x]%ﬂ ARP 7§ A1 & W &5 FAI8h+=
o] A3 S 91943} Ll l HE oz Aty v F S AFE Y T

s 2 ety A A S
e RAID e &2l

A G e,

diagnostic raid

* ARP 7§19 W& %A

diagnostic network arpshow

* NDP 7] & W& 3%

diagnostic network ndpshow

e LDAP, DNS, ARP, NDP 7| A] #]$-7]

diagnostic network flush

o R HoJE M| A H 2HA

diagnostic reporting deletedb

o HIl Y

e

3 3}
diagnostic reporting enable
o W3 HE &3}
diagnostic reporting disable

. ‘%‘ '” ]EiHﬂO]_/_: XH/}ijé lg\,_] )L],'Zﬂ

diagnostic tracking deletedb

o X7 AFZ

AA gro = Ay ol d Ad7

diagnostic reload
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mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- DISK_USAGE - Check Disk Usage.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> arpshow

System ARP cache contents:

(10.76.69.3) at 00:1e:bd:28:97:00 on em0 expires in 1193 seconds [ethernet]
(10.76.69.2) at 00:1e:79:af:f4:00 on em0 expires in 1192 seconds [ethernet]
(10.76.69.1) at 00:00:0c:9f:f0:01 on em0 expires in 687 seconds [ethernet]
(10.76.69.149) at 00:50:56:b2:0e:2b on em0 permanent [ethernet]

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> flush

Flushing LDAP cache.

Flushing DNS cache.

Flushing system ARP cache.

10.76.69.3 (10.76.69.3) deleted

10.76.69.2 (10.76.69.2) deleted

10.76.69.1 (10.76.69.1) deleted

10.76.69.149 (10.76.69.149) deleted

Flushing system NDP cache.

feB80::250:56ff:feb2:e2d%em2 (£e80::250:56ff:feb2:e2d%em2) deleted
feB80::250:56ff:feb2:e2c%eml (fe80::250:56ff:feb2:e2c%eml) deleted
fe80::250:56ff:feb2:e2b%em0 (fe80::250:56ff:feb2:e2b%em0) deleted

Network reset complete.

A
U o ol A<= diagnostic ™8 & & AF8-3Ho] ARP 7H A1 9] W&-& EA8HAL BE HE

93 34 AN
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mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.
[1> network

Choose the operation you want to perform:

- FLUSH - Flush all network related caches.
- ARPSHOW - Show system ARP cache.

- NDPSHOW - Show system NDP cache.

- SMTPPING - Test a remote SMTP server.

- TCPDUMP - Dump ethernet packets.

[1> smtpping

Enter the hostname or IP address of the SMTP server:
[mail.example.com]> mail.com

The domain you entered has MX records.
Would you like to select an MX host to test instead? [Y]> y

Select an MX host to test.
1. mx00.gmx.com

2. mx01l.gmx.com

[11>

Select a network interface to use for the test.
1. Management

2. auto

[2]> 1

Do you want to type in a test message to send? If not, the connection will be tested but
no email will be sent. [N]>

Starting SMTP test of host mx00.gmx.com.
Resolved 'mx00.gmx.com' to 74.208.5.4.
Unable to connect to 74.208.5.4.

Ol: I HIZSH = HECH0IHA AT IH0IE HEH

O ool A= ol Eeteld = Ay g o)l ds 27 A=A A ez A A sk IS Bolsu

mail.example.com> diagnostic

Choose the operation you want to perform:

- RAID - Disk Verify Utility.

- NETWORK - Network Utilities.

- REPORTING - Reporting Utilities.

- TRACKING - Tracking Utilities.

- RELOAD - Reset configuration to the initial manufacturer values.

[1> reload
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This command will remove all user settings and reset the entire device.

If this is a Virtual Appliance, all feature keys will be removed,
and the license must be reapplied.

Are you sure you want to continue? [N]> Y

Are you *really* sure you want to continue? [N]> Y

Do you want to wipe also? [N]> Y

diskquotaconfig

BHXI &

i)a

0ol

B 24 A, 20 9d, 7] A, Ay agold st & g v 2a 37 S R ALY
FAEI.

o] 715l tf gt A S+ W82 AsyncOS for Cisco Email Security Appliance A}
AlQ.

oo

X,
of,
2,
Ll
2
BN
ol
ol

>,

flo

Commit: ©] &
Y29 #e: o] HE & A~
o

B2 P o] WH

diskquotaconfig <feature> <quota> [<feature> <quota> [<feature> <qguota>[<feature>
<quota>]]]

<feature>°ﬂ %}Ei?ﬁ ﬁk{% euq,pvo,tracking,reporting?;14t}.

<quota>°l & g FAFAd Y.

mail.example.com> diskquotaconfig

Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30
System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143

Choose the operation you want to perform:
- EDIT - Edit disk quotas
[1> edit

Enter the number of the service for which you would like to edit disk quota:
1. Spam Quarantine (EUQ)

2. Policy, Virus & Outbreak Quarantines

3. Reporting
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4. Tracking
5. Miscellaneous Files
[1]1> 1
Enter the new disk qguota -
[1]1> 1
Disk quota for Spam Quarantine (EUQ) changed to 1
Service Disk Usage (GB) Quota (GB)
Spam Quarantine (EUQ) 1 1
Policy, Virus & Outbreak Quarantines 1 3
Reporting 5 10
Tracking 1 10
Miscellaneous Files 5 30
System Files Usage : 5 GB
User Files Usage : 0 GB
Total 13 54 of 143

ecconfig

i Xl &

Jz

Odl

Choose the operation you want to perform:
- EDIT - Edit disk quotas

[1>

<
718 AWM E A A5t W ecconfig server defaultE ¢ = FUY T},

<hostname:port> T = <1pv4 address:port> 65 /H,

Commit: ©] ¥ %< 'commit' ©] € 34 t}.

S 2H B:
v X] W o] W

R FH A B Rl AR sy
o

DER RESEL AN

M 7] 5% FeboldlE AH A 4:

> ecconfig server <server_name:port>

713 5 SOl AE A1 ALS-:

> ecconfig server default

mail.example.com> ecconfig

Enrollment Server: Not Configured (Use Default)
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Choose the operation you want to perform:
- SETUP - Configure the Enrollment Server
[1> setup

Do you want to use non-default Enrollment server?

WARNING: Do not configure this option without the assistance of Cisco Support.
Incorrect configuration can impact the services using certificates from the Enrollment
server. [N]> y

[1> 192.0.2.1

Choose the operation you want to perform:
- SETUP - Configure the Enrollment Server
[1>

ecstatus

e
>
k

URL ZE G A& JAFHE AT o2 A= b 2ol 55 SoJEL] dAA A&

e},

Commit: ©] ™ # -2 'commit'©] & Q3}#] 51Ut}
FH 28 o] WH 2 A AH RE gy
HiX) W o] WEe wix FAS A detA] LT,

0ol

mail.example.com> ecstatus
Component Version Last Updated
Enrollment Client 1.0.2-046 Never updated

ecupdate

URL e[ o] A8 3 AZA S A5 02 Qi o] 201 55 SololelEg 450w Qo)
FUh it o =2 o] o] Ex s o= o] F oY), o] W& AFEE o= REE=A] Cisco
ge] 9% WO

force W7 45 A8 & 7 9-(ecupdate [forcel) W74 ALEo] §l& W= SEfo]AdETV} Y olE

Commit: ©] %< 'commit'c] Z Q3% &5}
Ze2d Be: ol YH e A 2Y wme @y,
Hj x| W o] W2 ujx PSS A dF ).

jus)
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> ecupdate [force]

mail.example.com> ecupdate
Requesting update of Enrollment Client.

encryptionconfig

AE

Odl

ovld ¢z stE I

O doll A= st 22 d & AP

mail.example.com> encryptionconfig
IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service
[1> setup

PXE Email Encryption: Enabled
Would you like to use PXE Email Encryption? [Y]>

WARNING: Increasing the default maximum message size(10MB) may result in
decreased performance. Please consult documentation for size recommendations
based on your environment.

Maximum message size for encryption: (Add a trailing K for kilobytes, M for
megabytes, or no letters for bytes.)
[10M]>

Enter the email address of the encryption account administrator
[administrator@example.com]>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

He
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[1> profiles
Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile
- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1> edit

1. HIPAA
Select the profile you wish to edit:
[1]1> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com
Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_S${date}T${time}.html
Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> security

1. High Security (Recipient must enter a password to open the encrypted
message, even if credentials are cached ("Remember Me" selected).)

2. Medium Security (No password entry required if recipient credentials are
cached ("Remember Me" selected).)

3. No Password Required (The recipient does not need a password to open the
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Please enter the envelope security level:
[1]1> 1

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com
Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: No

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_S${date}T${time}.html
Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name

- EXTERNAL - Change external URL

- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1> forward

Would you like to enable "Secure Forward"? [N]> y

Profile name: HIPAA

External URL: https://res.cisco.com

Encryption algorithm: ARC4

Payload Transport URL: http://res.cisco.com
Envelope Security: High Security

Return receipts enabled: Yes

Secure Forward enabled: Yes

Secure Reply All enabled: No

Suppress Applet: No

URL associated with logo image: <undefined>
Encryption queue timeout: 14400

Failure notification subject: [ENCRYPTION FAILURE]
Failure notification template: System Generated
Filename for the envelope: securedoc_S${date}T${time}.html
Use Localized Envelope: No

Text notification template: System Generated

HTML notification template: System Generated

Choose the operation you want to perform:

- NAME - Change profile name
- EXTERNAL - Change external URL
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- ALGORITHM - Change encryption algorithm

- PAYLOAD - Change the payload transport URL

- SECURITY - Change envelope security

- RECEIPT - Change return receipt handling

- FORWARD - Change "Secure Forward" setting

- REPLYALL - Change "Secure Reply All" setting

- LOCALIZED_ENVELOPE - Enable or disable display of envelopes in languages
other than English

- APPLET - Change applet suppression setting

- URL - Change URL associated with logo image

- TIMEOUT - Change maximum time message waits in encryption queue

- BOUNCE_SUBJECT - Change failure notification subject

- FILENAME - Change the file name of the envelope attached to the encryption
notification.

[1>
Proxy: Not Configured

Profile Name Key Service Proxied Provision Status

HIPAA Hosted Service No

Not Provisioned

Choose the operation you want to perform:

- NEW - Create a new encryption profile

- EDIT - Edit an existing encryption profile
- DELETE - Delete an encryption profile

- PRINT - Print all configuration profiles

- CLEAR - Clear all configuration profiles

- PROXY - Configure a key server proxy

[1>

IronPort Email Encryption: Enabled

Choose the operation you want to perform:

- SETUP - Enable/Disable IronPort Email Encryption

- PROFILES - Configure email encryption profiles

- PROVISION - Provision with the Cisco Registered Envelope Service

[1>

encryptionstatus

&9

encryptionstatus 4 % <> Email Security Appliance®] PXE <17 2 =l vj=g 1} o] ¥ 7 1]
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mail3.example.com> encryptionstatus

Component Version Last Updated
PXE Engine 6.7.1 17 Nov 2009 00:09 (GMT)
Domain Mappings File 1.0.0 Never updated
encryptionupdate
&9
encryptionupdate ' ¥+ Email Security Appliance?] PXE gl 7ol t 3+ HJHlo] EE @ A 3.
AtE
S

0ol

featurekey
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mail3.example.com> encryptionupdate

Requesting update of PXE Engine.

featurekey ' H > A Z=H1 9] 7)ol o5l A5t BE 7T B 7)ol w3t
T8 AL Eke] 715S BABSAL A A5 7S Bele S Aok
7Hd o] Z 8ol A 29 49 1oadlicense 2 showlicense® 3 2

o] of| o] X = featurekey B = AFE3t] A 715 71E 1Y T
mail3.example.com> featurekey
Module Quantity Status Remaining Expiration Date
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Outbreak Filters 1 Active 28 days Tue Feb 25 06:40:53
2014

IronPort Anti-Spam 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Sophos Anti-Virus 1 Active 26 days Sun Feb 23 02:27:48
2014

Bounce Verification 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Incoming Mail Handling 1 Active 20 days Sun Feb 16 08:55:58
2014

IronPort Email Encryption 1 Dormant 30 days Wed Feb 26 07:56:57
2014

RSA Email Data Loss Prevention 1 Active 25 days Fri Feb 21 10:07:10
2014

McAfee 1 Dormant 30 days Wed Feb 26 07:56:57
2014

Choose the operation you want to perform:

- ACTIVATE - Activate a (pending) key.

— CHECKNOW - Check now for new feature keys.

[]1> checknow

No new feature keys are available.

featurekeyconfig

&9

featurekeyconfig @O & A|~E A AL 753 7|5 A5 o8 TSR EF I A AH Y 7] E
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Commit: ©] 8% 'commit' ©] 3 & 3T},
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o] oo A= featurekeyconfig 8 &S AF-&3}4] autoactivate(AH5 &4 3} % autocheck(AHs 91) 7]
Ta @AY

mail3.example.com> featurekeyconfig

Automatic activation of downloaded keys: Disabled
Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- SETUP - Edit feature key configuration.

[]1> setup

Automatic activation of downloaded keys: Disabled
Automatic periodic checking for new feature keys: Disabled

Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.
[1> autoactivate
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Do you want to automatically apply downloaded feature keys? [N]> y

Automatic activation of downloaded keys: Enabled

Automatic periodic checking for new feature keys: Disabled
Choose the operation you want to perform:

- AUTOACTIVATE - Toggle automatic activation of downloaded keys.
- AUTOCHECK - Toggle automatic checking for new feature keys.

[1> autocheck
Do you want to periodically query for new feature keys? [N]> y

Automatic activation of downloaded keys: Enabled
Automatic periodic checking for new feature keys: Enabled

generalconfig

£9
generalconfig B H S AF&ste] Be}¢4 AAS A &= dS5HT
AE

Commit: ©] %2 'commit' ©] &
Sl 2 &g o] & 3714 A~
u) X] & o] - u X

of eletel mg e Fxd
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A LAY ok ZA| S U] 82 help generalconfig 8@ o Y

}

e}
H

ol

Gil - Internet Explorer S 8t4 2= A2 24
o Aol A= IE 384 REE AR o5t WS o
mail.example.com> generalconfig
Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override
[1> ieoverride

For better web interface rendering, we recommend that you enable Internet

Explorer Compatibility Mode Override. However, if enabling this feature

is against your organizational policy, you may disable this feature.

Internet Explorer Compatibility Mode Override is currently disabled.
Would you like to enable Internet Explorer Compatibility Mode Override? [N]y
Choose the operation you want to perform:

- IEOVERRIDE - Configure Internet Explorer Compatibility Mode Override
[1>
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healthcheck
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mail.example.com> healthcheck

Analyzing the system to determine current health of the system.
The analysis may take a while, depending on the size of the historical data.

System analysis is complete.

The analysis indicates that the system has experienced the following issue(s)recently:
Entered Resource conservation mode

Delay in mail processing

High CPU usage

High memory usage

Based on this analysis,
we recommend you to contact Cisco Customer Support before upgrading.

healthconfig
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mail.example.com> healthconfig

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> workgueue

Number of messages in the workgqueue : 0
Current threshold on the workgqueue size : 500
Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for number of messages in work queue.
[500]> 550

Do you want to receive alerts if the number of messages in work queue exceeds
threshold value? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> cpu

Overall CPU usage : 0 %

Current threshold on the overall CPU usage: 85 %
Alert when exceeds threshold : Disabled

Do you want to edit the settings? [N]> y

Please enter the threshold value for overall CPU usage (in percent)
[85]1> 90

Do you want to receive alerts if the overall CPU usage exceeds threshold value?[N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1> swap
Number of pages swapped from memory in a minute : 0
Current threshold on the number of pages swapped from memory per minute : 5000

Alert when exceeds threshold : Disabled
Do you want to edit the settings? [N]> y

Please enter the threshold value for number of pages swapped from memory in a
minute.
[5000]> 5500

Do you want to receive alerts if number of pages swapped from memory in a
minute exceeds the threshold? [N]> n

Choose the operation you want to perform:

- WORKQUEUE - View and edit workgqueue-health configuration.
- CPU - View and edit CPU-health configuration.

- SWAP - View and edit swap-health configuration.

[1>
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ntpconfig

g9
ntpconfig § & -2 AsyncOSo A NTP(Network Time Protocol) & AF-8-3}0] A| 28] Al A & U2 A FF
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=3

Commit: ©] 8 % 'commit' ©] Z Q¢ T}.
S 28 B o] 38 &30 A] A\ A8 R (S A, 18 Al A Fo A ALg-E 4= dHFY T
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o]
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mail3.example.com> ntpconfig

Currently configured NTP servers:
1. time.ironport.com

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should originate.

[1> new

Please enter the fully qualified hostname or IP address of your NTP server.
[]> ntp.example.com

Currently configured NTP servers:
1. time.ironport.com
2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.

- DELETE - Remove a server.

- SOURCEINT - Set the interface from whose IP address NTP queries should
originate.

[1> sourceint

When initiating a connection to an NTP server, the outbound IP address
used is chosen automatically.

If you want to choose a specific outbound IP address,please select
its interface name now.

1. Auto

2. Management (172.19.0.11/24: elroy.run)

3. PrivateNet (172.19.1.11/24: elroy.run)

4. PubllcNet (172.19.2.11/24: elroy.run)

[11>

Currently configured NTP servers:

1. time.ironport.com

2. bitsy.mit.edi

Choose the operation you want to perform:

- NEW - Add a server.
- DELETE - Remove a server.
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- SOURCEINT - Set the interface from whose IP address NTP queries should originate.

[1>
mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added new NTP server

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

ol Zetol 2% thAl A4,

Commit: ©] " &L 'commit'©] L 23% &5y},
S 2H #g: o] YHEH S A 2H BE= gy,
o
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mail3.example.com> reboot

Enter the number of seconds to wait before abruptly closing connections.

[30]>

Waiting for listeners to exit...

Receiving suspended.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.
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mail.example.com> repengstatus

Component Last Update Version
Reputation Engine 28 Jan 2014 23:47 (GMT +00:00) 1
Reputation Engine Tools 28 Jan 2014 23:47 (GMT +00:00) 1

B2 W o] R A G S A detA syt

mail3.example.com> resume

Receiving resumed for Listener 1.
Mail delivery resumed.
Mail delivery for individually suspended domains must be resumed individually.

=2
=
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Commit: ©] %< 'commit'c] Z 2 3}#] &5}
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mail.example.com> resumedel

Currently suspended domains:

1. domainl.com
2. domain2.com
3. domain3.com
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Enter one or more domains [comma-separated] to which you want to resume delivery.
[ALL]> domainl.com, domain2.com

Mail delivery resumed.

resumelistener

£9

Commit: ©] % 'commit'c] & 2 3}#] &5}
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mail3.example.com> resumelistener

Choose the listener(s) you wish to resume.
Separate multiple entries with commas.

1. All

2. InboundMail

3. OutboundMail

[1]1> 1

Receiving resumed.
mail3.example.com>

revert
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mail.example.com> revert

This command will revert the appliance to a previous version of AsyncOS.
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WARNING: Reverting the appliance is extremely destructive.

The following data will be destroyed in the process:

- all configuration settings (including listeners)

- all log files

- all databases (including messages in Virus Outbreak and Policy quarantines)
- all reporting data (including saved scheduled reports)

- all message tracking data

- all IronPort Spam Quarantine message and end-user safelist/blocklist data

Only the network settings will be preserved.

Before running this command, be sure you have:
- saved the configuration file of this appliance (with passwords unmasked)
- exported the IronPort Spam Quarantine safelist/blocklist database
to another machine (if applicable)
- waited for the mail gueue to empty

Reverting the device causes an immediate reboot to take place.
After rebooting, the appliance reinitializes itself and reboots
again to the desired version.

Available versions

1. 9.1.0-019
Please select an AsyncOS version [1]:
Do you want to continue? [N]>

NTP A E A} 83} 4] &= 7 settime HH S AFRSH FF5 02 A
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mail3.example.com> settime

WARNING: Changes to system time will take place immediately
and do not require the user to run the commit command.
Current time 09/23/2001 21:03:53.

This machine is currently running NTP.

In order to manually set the time, NTP must be disabled.

Do you want to stop NTP and manually set the time? [N]> Y
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Please enter the time in MM/DD/YYYY HH:MM:S
[1> 09/23/2001 21:03:53

Time set to 09/23/2001 21:03:53.
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mail3.example.com> settz
Current time zone: Etc/GMT
Current time zone version: 2010.02.0
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1> setup

Please choose your continent:
1. Africa

2. America

[ ... 1]

11. GMT Offset

[2]> 2

Please choose your
1. Anguilla

[ ... 1]

45. United States

46. Uruguay

47. Venezuela

48. Virgin Islands
49. Virgin Islands
[45]> 45

country:

(British)
(U.S.)

Please choose your timezone:

1. Alaska Time (Anchorage)

2. Alaska Time - Alaska panhandle (Juneau)
[ ... ]

21. Pacific Time
[21]> 21

(Los_Angeles)

Current time zone: America/Los_Angeles
Choose the operation you want to perform:
- SETUP - Set the local time zone.

[1>
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mail.example.com> shutdown

Enter the number of seconds to wait before forcibly closing connections.

[30]>
System shutting down. Please wait while the queue is being closed...
Closing CLI connection.

The system will power off automatically.
Connection to mail.example.com closed.

sshconfig

ux
02

SSH AM % AH82 7] 43S AT

Commit: ©] %2 'commit' ©] ¥ 3},
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mail.example.com> sshconfig

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[1> userkey
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Currently installed keys for admin:

Choose the operation you want to perform:

- NEW - Add a new key.

- USER - Switch to a different user to edit.
[1> new

Please enter the public SSH key for authorization.
Press enter on a blank line to finish.
[-paste public key for user authentication here-]

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[1>

rr

ol

Uhe el oll A<= SSH AW 23] el o] A& 4

mail.example.com> sshconfig

}

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[1> sshd

ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl28
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl60
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal

Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1> setup
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Enter the Public Key Authentication Algorithms do you want to use
[rsal, ssh-dss, ssh-rsal>

Enter the Cipher Algorithms do you want to use
[aesl28-ctr,aesl92-ctr,aes256-ctr,arcfour256,arcfourl28,aesl28-cbc,3des-cbc,blowfish-cbc, c
astl28-cbc,aesl92-cbc,aes256-cbe,arcfour, rijndael-cbc@lysator.liu.sel>

Enter the MAC Methods do you want to use
[hmac-md5, hmac-shal,umac-64@openssh.com, hmac-ripemdl60, hmac-ripemdl60@openssh.com, hmac-sha
1-96, hmac-md5-96]>

Enter the Minimum Server Key Size do you want to use
[1024]1>

Enter the KEX Algorithms do you want to use
[diffie-hellman-group-exchange-sha256,diffie-hellman-group-exchange-shal,diffie-hellman-gr
oupl4d-shal,diffie-hellman-groupl-shal]>

ssh server config settings:
Public Key Authentication Algorithms:
rsal
ssh-dss
ssh-rsa
Cipher Algorithms:
aesl28-ctr
aesl92-ctr
aes256-ctr
arcfour256
arcfourl28
aesl28-cbc
3des-cbc
blowfish-cbc
castl28-cbc
aesl92-cbc
aes256-cbc
arcfour
rijndael-cbc@lysator.liu.se
MAC Methods:
hmac-md5
hmac-shal
umac-64@openssh.com
hmac-ripemdl60
hmac-ripemdl60@openssh.com
hmac-shal-96
hmac-md5-96
Minimum Server Key Size:
1024
KEX Algorithms:
diffie-hellman-group-exchange-sha256
diffie-hellman-group-exchange-shal
diffie-hellman-groupl4-shal
diffie-hellman-groupl-shal

Choose the operation you want to perform:
- SETUP - Setup SSH server configuration settings
[1>

Choose the operation you want to perform:
- SSHD - Edit SSH server settings.

- USERKEY - Edit SSH User Key settings
[1>
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mail3.example.com> status

Status as of:

Up since:

Last counter reset:
System status:
Oldest Message:

Feature - McAfee:
[....]

Feature - Outbreak Filters:

Counters:
Receiving
Messages Received
Recipients Received
Rejection
Rejected Recipients
Dropped Messages
Queue
Soft Bounced Events
Completion
Completed Recipients
Current IDs
Message ID (MID)
Injection Conn. ID
Delivery Conn. ID

Gauges:
Connections
Current Inbound Conn.
Current Outbound Conn.
Queue
Active Recipients
Messages In Work Queue
Kilobytes Used
Kilobytes Free
Quarantine
Messages In Quarantine
Policy,
Kilobytes In Quarantine
Policy,

H
w2 G A S A DA FFUH

Thu Oct 21 14:33:27 2004 PDT

e
e
e
I

Wed Oct 20 15:47:58 2004 PDT (22h 45m 29s)

Never

Online

4 weeks 46 mins 53 secs
161 days
161 days

Reset

62,049,822
62,049,823

3,949,663
11,606,037

2,334,552

50,441,741

(ICID)
(DCID)

Current

1

0

92
8,388,516

Virus and Outbreak 0

Virus and Outbreak 0

Uptime

290,920
290,920

11,921

219

13,598

332,625

Lifetime

62,049,822
62,049,823

3,949,663
11,606,037

2,334,552
50,441,741
99524480

51180368
17550674
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supportrequest
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mail.example.com> supportrequest

Please Note:

If you have an urgent issue, please call one of our worldwide Support Centers
(www.cisco.com/support). Use this command to open a technical support request
for issues that are not urgent, such as:

- Request for information.

- Problem for which you have a work-around, but would like an alternative
solution.

Do you want to send the support request to supportrequest@mail.ga?
[Y]>

Do you want to send the support request to additional recipient(s)?
[N]>

Is this support request associated with an existing support ticket?
[N]>

Please select a technology related to this support request:
1. Security - Email and Web

2. Security - Management

[11> 1

Please select a subtechnology related to this support request:

1. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - Misclassified
Messages

2. Cisco Email Security Appliance (C1x0,C3x0, C6x0, X10x0) - SBRS

3. Cisco Email Security Appliance (Cl1x0,C3x0, C6x0, X10x0) - Other

4. Emall Security Appliance - Virtual

[11>
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Please select the problem category:

1. Upgrade
2. Operate
3. Configure
4. Install
[1]1> 3

Please select a problem sub-category:
Error Messages, Logs, Debugs

Software Failure

Interoperability

Configuration Assistance

Install, Uninstall or Upgrade

Hardware Failure

Licensing

Data Corruption

. Software Selection/Download Assistance
0. Password Recovery
11> 5

— 2 Voo JoU R WN R

Please enter a subject line for this support request:
[1> <Subject line for support request>

Please enter a description of your issue, providing as much detail as possible
to aid in diagnosis:
[1> <Description of issue>

It is important to associate all your service contracts with your Cisco.com profile (CCO
ID) in order for you to receive complete access to support and

services from Cisco. Please follow the URLs below to associate your contract coverage on
your Cisco.com profile. If you do not have a CCO ID, please follow

the URL below to create a CCO ID.

How to create a CCO ID:
https://tools.cisco.com/RPF/register/register.do

How to associate your CCO ID with contract:
https://tools.cisco.com/RPFA/profile/profile_management.do
Frequently Asked Question:
http://www.cisco.com/web/ordering/cs_info/fags/index.html

Select the CCOID
1. New CCOID
[1]1>

Please enter the CCOID of the contact person
[1> your name

The CCO ID may contain alphabets, numbers and '@', '.', '-' and '_' symbols.

Please enter the CCOID of the contact person
[1> me@example.com

Please enter the name of the contact person
[1> yourname

Please enter your email address:
[1> me@example.com

Please enter the contract ID:
[1> 1234

Please enter any additional contact information (e.g. phone number) :
[1>
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Please wait while configuration information is generated...

Do you want to print the support request to the screen?

s
supportrequeststatus
Eps

Cisco TAC A 9 24 87] $18) A9 &% 719 = M AR g £AFh
AtE

Commit: ©] &2 'commit'©] 2 83}#] &FYt}.
Ee|2E #9: o]
H 2] ¥ o] W WA YA S A dskA] sy

0ol

mail.example.com> supportrequeststatus

Component Version Last Updated

Support Request 1.0 Never updated
supportrequestupdate
&9

Cisco TAC Al €= 2.3 387] 918l A1) 234 719 =9 & YUl ES 8%
AE

Commit: ©] 8 &L 'commit'e] & R 3}%] &5y T).
S 2¥ B
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0ol

mail.example.com> supportrequestupdate

Requesting update of Support Request Keywords.

e 37hA) A2 WE(FE 2E, TF, A2 0) BF A A8 8 g
oy

HH L 37HA) A2 WE @Y 2E, 1F, A 2) RFA AL e S syt
Sy
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mail3.example.com> suspend

Enter the number of seconds to wait before abruptly closing connections.
[30]> 45

Waiting for listeners to exit...

Receiving suspended for Listener 1.

Waiting for outgoing deliveries to finish...
Mail delivery suspended.

mail3.example.com>

suspenddel

£4
Ads AA TP
AE

Commit: ©] & % 'commit'©] & 83} X

2EH B o] HH S A AF 2 g
R B o] W2 A dAE AdetA FEyth

0ol

mail.example.com> suspenddel

Enter the number of seconds to wait before abruptly closing connections.
[30]>

Enter one or more domains [comma-separated] to which you want to suspend delivery.
[ALL]> domainl.com, domain2.com, domain3.com

Waiting for outgoing deliveries to finish...
Mail delivery suspended.
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mail3.example.com> suspendlistener
Choose the listener(s) you wish to suspend.
Separate multiple entries with commas.
1. all
2. InboundMail
3. OutboundMail
[1]> 1
Enter the number of seconds to wait before abruptly closing connections.
[30]>
Waiting for listeners to exit...
Receiving suspended.
mail3.example.com>
tcpservices
493
ZEZ A=A o= ghdol g AR E FA T
ALE
S
Commit: ©] ¥ % 'commit'c] I Q3% L5},
228 @ o] YH S A 2H RER AP
W) B o) B A YA g AAeA et
mail.cisco.com> tcpservices
System Processes (Note: All processes may not always be present)
ftpd.main - The FTP daemon
ginetd - The INET daemon
interface - The interface controller for inter-process communication
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ipfw - The IP firewall

slapd - The Standalone LDAP daemon

sntpd - The SNTP daemon

sshd - The SSH daemon

syslogd - The system logging daemon

winbindd - The Samba Name Service Switch daemon
Feature Processes

euq_webui - GUI for ISQ

gui - GUI process

hermes - MGA mail server

postgres - Process for storing and querying quarantine data

splunkd - Processes for storing and querying Email Tracking data
COMMAND USER TYPE NODE NAME
interface root IPv4 TCP 127.0.0.1:53
postgres pgsgl Ipv4 TCP 127.0.0.1:5432
gabackdoo root IPv4 TCP *:8123
ftpd.main root IPv4d TCP 10.1.1.0:21
euq_webui root IPv4d TCP 10.1.1.0:83
euq_webui root IPv6 TCP [2001:db8::]:83
gui root IPv4 TCP 172.29.181.70:80
gui root IPv4 TCP 10.1.1.0:80
gui root IPv6 TCP [2001:db8::]:80
gui root IPv4 TCP 172.29.181.70:443
gui root IPv4d TCP 10.1.1.0:443
gui root IPv6 TCP [2001:db8::]:443
ginetd root IPv4 TCP 172.29.181.70:22
ginetd root IPv4d TCP 10.1.1.0:22
ginetd root IPv6 TCP [2001:db8::]:22
ginetd root IPv4d TCP 10.1.1.0:2222
ginetd root IPv6 TCP [2001:db8::]:2222
hermes root IPv4 TCP 172.29.181.70:25
splunkd root IPv4 TCP 127.0.0.1:8089
splunkd root IPv4 TCP 127.0.0.1:9997
api_serve root IPv4 TCP 10.1.1.0:6080
api_serve root IPv6 TCP [2001:db8::]1:6080
api_serve root IPv4 TCP 10.1.1.0:6443
api_serve root IPv6 TCP [2001:db8::]:6443
java root IPv6 TCP [::127.0.0.1]:9999

techsupport

&9
Cisco TACY] A} 2=E] | =& 3] &3t}
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mail3.example.com> techsupport

Service Access currently disabled.
Serial Number: XXXXXXXXXXXX-XXXXX

Choose the operation you want to perform:

- SSHACCESS - Allow a Cisco IronPort Customer Support representative to remotely access
your system, without establishing a tunnel.

- TUNNEL - Allow a Cisco IronPort Customer Support representative to remotely access your
system, and establish a secure tunnel for communication.

- STATUS - Display the current techsupport status.

[1> sshaccess

A random seed string is required for this operation

1. Generate a random string to initialize secure communication (recommended)
2. Enter a random string

[1]1> 1

Are you sure you want to enable service access? [N]> y

Service access has been ENABLED. Please provide the string:
QT22-JQZF-YAQL-TL8L-8@2L-95

to your Cisco IronPort Customer Support representative.

Service Access currently ENABLED (0 current service logins).
Tunnel option is not active.

Serial Number: XXXXXXXXXXXX-XXXXX

Choose the operation you want to perform:

- DISABLE - Prevent customer service representatives from remotely accessing your system.
- STATUS - Display the current techsupport status.

[1>

Commit: ©] " % & 'commit'®] ¥ 8 3}A &5},
E92H & He A2 B2 st Yo
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tlsverify H@E o WX A& 7|ECLIMH X 7| 5S Fas= d A = g9lon, o] =
Za AAE T2E o] E3¢] TLS A2 S ol

tlsverify <domain> <hostname>[:<port>]

mail3.example.com> tlsverify

Enter the TLS domain to verify against:
[1> example.com

Enter the destination host to connect to. Append the port (example.com:26) if you are not
connecting on port 25:
[example.com] > mxe.example.com:25

Connecting to 1.1.1.1 on port 25.

Connected to 1.1.1.1 from interface 10.10.10.10.

Checking TLS connection.

TLS connection established: protocol TLSvl, cipher RC4-SHA.
Verifying peer certificate.

Verifying certificate common name mxe.example.com.

TLS certificate match mxe.example.com

TLS certificate verified.

TLS connection to 1.1.1.1 succeeded.

TLS successfully connected to mxe.example.com.
TLS verification completed.

Commit: ©] & % 'commit'c] & 2 3}#] &5}
S 2FH #eE o] HH2 A AH BE= A Y
W x] HH: o] S

mail3.example.com> trace

Enter the source IP
[1> 192.168.1.1

Enter the fully qualified domain name of the source IP
[1> example.com
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Select the listener to trace behavior on:
1. InboundMail

2. OutboundMail

[1]1> 1

Fetching default SenderBase values...
Enter the SenderBase Org ID of the source IP.
[N/A]>

The actual ID is N/A.

Enter the SenderBase Reputation Score of the source IP. The actual score is N/A.

[N/A]>

Enter the Envelope Sender address:
[]1> pretend.sender@example.net

Enter the Envelope Recipient addresses. Separate multiple addresses by commas.

[1> admin@example.com

Load message from disk? [Y]> n

Enter or paste the message body here. Enter '.

Subject: Hello
This is a test message.

HAT matched on unnamed sender group, host ALL

- Applying SACCEPTED policy (ACCEPT behavior) .

- Maximum Message Size: 100M (Default)

- Maximum Number Of Connections From A Single
- Maximum Number Of Messages Per Connection:
- Maximum Number Of Recipients Per Message:

- Maximum Recipients Per Hour: 100 (Default)

' on a blank line to end.

IP: 1000 (Default)
1,000 (Default)

1,000 (Default)

- Use SenderBase For Flow Control: Yes (Default)

- Spam Detection Enabled: Yes (Default)
- Virus Detection Enabled: Yes (Default)
- Allow TLS Connections: No (Default)

Processing MAIL FROM:
- Default Domain Processing: No Change

Processing Recipient List:

Processing admin@ironport.com

- Default Domain Processing: No Change

- Domain Map: No Change

- RAT matched on admin@ironport.com, behavior
- Alias expansion: No Change

Message Processing:
- No Virtual Gateway (tm) Assigned

- No Bounce Profile Assigned

Domain Masquerading/LDAP Processing:
- No Changes.

Processing filter 'always_deliver':

Evaluating Rule: rcpt-to == "@mail.ga"
Result = False

Evaluating Rule: rcpt-to == "ironport.com"
Result = True

Evaluating Rule: OR

Result = True
Executing Action: deliver()

Footer Stamping:
- Not Performed

= ACCEPT
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Inbound Recipient Policy Processing:
Message going to: admin@ironport.com

AntiSpam Evaluation:
- Not Spam

Antivirus Evaluation:

- Message Clean.

- Elapsed Time = '0.000 sec'

Outbreak Filter Evaluation:
- No threat detected

Message Enqueued for Delivery

Would you like to see the resulting message?

e
e
e
I

He

(matched on Management Upgrade policy)

[Y]l> ¥

Final text for messages matched on policy Management Upgrade

Final Envelope Sender:
Final Recipients:
- admin@ironport.com

Final Message Content:

Received:
by stacy.ga with TEST;
Message-Id: <3193g9$@Management>
X-IronPort-AV: i="3.86,81,1096873200";
d="scan'208"; a="0:sNHTO"
Subject: hello

This is a test message.

Run through another debug session? [N]>

V4

from remotehost.example.com (HELO TEST)
19 Oct 2004 00:54:48

pretend. sender@example.doma

(1.2.3.4)
-0700
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mail.example.com> trackingconfig

Message Tracking service status: Message Tracking is enabled.

Choose the operation you want to perform:

- SETUP - Enable Message Tracking for this appliance.

[1> setup

Would you like to use the Message Tracking Service? [Y]>

Do you want to use Centralized Message Tracking for this appliance? [N]>

Would you like to track rejected connections? [N]>

Message Tracking service status: Local Message Tracking is enabled.
Rejected connections are currently not being tracked.

Choose the operation you want to perform:
- SETUP - Enable Message Tracking for this appliance.
[1>

EF AR TH 2 o =g,

Commit: ©] %< 'commit'©] Z 2 3}#] &5}
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Egydh

tzupdate [force]

mail.example.com> tzupdate

Requesting update of Timezone Rules

AAH o= i o
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mail.example.com> updateconfig

o

Service (images) : Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.
- VALIDATE_CERTIFICATES - Validate update server certificates
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- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
[1> setup

For the following services, please select where the system will download updates from:

Service (images) : Update URL:

Feature Key updates
http://downloads.ironport.com/asyncos

1. Use Cisco IronPort update servers (http://downloads.ironport.com)

2. Use own server
[1]1>

For the following services, please select where the system will download updates from

(images) :

Service (images) : Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers
2. Use own server
[1]1>

For the following services, please select where the system will download updates from

(images) :
Service (images) : Update URL:

Cisco IronPort AsyncOS upgrades

1. Use Cisco IronPort update servers
2. Use own server
[1]>

Cisco IronPort Servers

For the following services, please select where the system will download the list of

available

updates from:

Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers

1. Use Cisco IronPort update servers
2. Use own update list
[1]1>

For the following services, please select where the system will download the list of

available
updates from:
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades

1. Use Cisco IronPort update servers
2. Use own update list
[11>

Cisco IronPort Servers
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Enter the time interval between checks for new:
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
Use a trailing 's' for seconds, 'm' for minutes or 'h' for hours. The minimum
valid update time is 30s or enter '0' to disable automatic updates (manual
updates will still be available for individual services).
[5m]>

When initiating a connection to the update server the originating IP interface
is chosen automatically. If you want to choose a specific interface, please
specify it now.

1. Auto
2. Management (10.76.69.149/24: vm30esa0086.1ibga)
[11>

Do you want to set up a proxy server for HTTP updates for ALL of the following
services:

- Feature Key updates
- Timezone rules
- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates
- Cisco IronPort AsyncOS upgrades
[N]>

Do you want to set up an HTTPS proxy server for HTTPS updates for ALL of the following
services:

- Feature Key updates

- Timezone rules

- Enrollment Client Updates (used to fetch certificates for URL Filtering)
- Support Request updates

- Cisco IronPort AsyncOS upgrades

- SenderBase Network Participation sharing

[N]>

Service (images): Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: b5m

Proxy server: not enabled

HTTPS Proxy server: not enabled
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Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
[1>

o] g4 i 1€ Au o} B4 gviet ol E A A%
Aol fraAel et of 3912 a4 £F F9 Quo|Esb R A ghou] A%
Abgrel glelolE) 2e] 71 SHUTh b dlol A o §4& FASHE S HFUT

mail.example.com> updateconfig

Service (images) : Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Cisco IronPort AsyncOS upgrades Cisco IronPort Servers
Service (list): Update URL:

Timezone rules Cisco IronPort Servers
Enrollment Client Updates Cisco IronPort Servers
Support Request updates Cisco IronPort Servers
Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates

[1> validate_certificates

Should server certificates from Cisco update servers be validated?

[Yes]>

Service (images) : Update URL:

Feature Key updates http://downloads.ironport.com/asyncos
Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers

Support Request updates Cisco IronPort Servers

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Service (list): Update URL:

Timezone rules Cisco IronPort Servers

Enrollment Client Updates Cisco IronPort Servers
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Support Request updates Cisco IronPort Servers

Service (list): Update URL:

Cisco IronPort AsyncOS upgrades Cisco IronPort Servers

Update interval: 5m

Proxy server: not enabled

HTTPS Proxy server: not enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
[1>

H] ) S SA] B B ARG S S L8 A] Q154 Mol 201 CA AFA 2 of Eefol ol 2o
7hak 5 el Tk, 2o of Eebe] st R A A0l B4 A2 8k A U th b ol A o]

Choose the operation you want to perform:

- SETUP - Edit update configuration.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED_CERTIFICATES - Manage trusted certificates for updates
[1> trusted_certificates

Choose the operation you want to perform:
- ADD - Upload a new trusted certificate for updates.
[1> add

Paste certificates to be trusted for secure updater connections, blank to quit
Trusted Certificate for Updater:
Paste cert in PEM format (end with '.'):

MMIICiDCCAfGgAwIBAgGIBATANBgkghkiGIwOBAQUFADCBgDELMAKGA1UEBhMCSU4x
DDAKBGNVBAGTAOEBUFENM. .« « & e et tu et et e e et e e e e e e e e et e e

Choose the operation you want to perform:

- ADD - Upload a new trusted certificate for updates.
- LIST - List trusted certificates for updates.

- DELETE - Delete a trusted certificate for updates.
[1>

Async0S 9.6 for Cisco Email Security Appliances CLI X Ji0|E



3% HH:FBEXGA |

L TR TR T
updatenow
&9

BE A 2E Aus T 8

[N
9
=
rot
2
,
o
[
i
ko
o
ot
i
)

AtE
Commit: ©] " % 'commit'®] I &3} %] <5t}
228 gl o) WS A2y RER IR UG o Yol 2719 SAEF 218d 57
A2~ R S L]]:}
Hj 2] e o] WS wi] A S A
B XI & &
updatenow 8 % ©] Wi A& WA Apgo] gl et o EEfo]d e HE T A 4AE U0l E
b oAb S & AU th
updatenow [force]
mail3.example.com> updatenow
Success - All component updates requested
version
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mail3.example.com> version

Current Version

Product: Cisco C100V Email Security Virtual Appliance
Model: C100V
Version: 9.1.0-019
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Build Date: 2015-02-17

Install Date: 2015-02-19 05:17:56

Serial #: 421C73B18CFB05784A83-B03A99E71EDS
BIOS: 6.00

CPUs: 2 expected, 2 allocated

Memory: 6144 MB expected, 6144 MB allocated
RAID: NA

RAID Status: Unknown

RATID Type: NA

BMC: NA
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mail.example.com> wipedata
Wiping data may take a while and can affect system performance till it completes.

Choose the operation you want to perform:

- STATUS - Display status of last command run
- COREDUMP - Wipe core files on disk

[1> coredump

wipedata: In progress
mail.example.com> wipedata

Wiping data may take a while and can affect system performance till it completes.
Choose the operation you want to perform:

- STATUS - Display status of last command run

- COREDUMP - Wipe core files on disk

[1> status

Last wipedata status: Successful
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mail3.example.com> upgrade

Upgrades available:

1. AsyncOS (***DON'T TOUCH!***) 4.0.8 upgrade, 2005-05-09 Build 900

2. AsyncOS 4.0.8 upgrade, 2005-08-12 Build 030
45. SenderBase Network Participation Patch
[45]>

AsyncOS A] ~El-S-

AR A

Performing an upgrade will require a reboot of the system after the upgrade is applied.

Do you wish to proceed with the upgrade? [Y]> Y

LDAP

o] 441 & thg CLI T4 EU
e ldapconfig

e ldapflush

e ldaptest

e gsievechar

Idapconfig

&9

LDAP A& Ay}

Commit: ©] &2 'commit' ©] Z 23+ t}.
Z82H #d9:

o] W= 37FA Al E RE(FH 2H, TLE, Al
HjX) g o] W

WA 48 A QA eyt
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mail3.example.com> ldapconfig

o

fo st

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> new

Please create a name for this server configuration (Ex: "PublicLDAP"):
[1> PublicLDAP

Please enter the hostname:
[1> myldapserver.example.com

Use SSL to connect to the LDAP server? [N]> n

Select the authentication method to use for this server configuration:
1. Anonymous

2. Password based

[1]1> 2

Please enter the bind username:
[cn=Anonymous] >

Please enter the bind password:
[1>

Connect to LDAP server to validate setting? [Y]

Connecting to the LDAP server, please wait...

Select the server type to use for this server configuration:
1. Active Directory

2. OpenLDAP

3. Unknown or Other

[3]1> 1

Please enter the port number:
[3268]> 3268

Please enter the base:
[dc=example, dc=com] > dc=example,dc=com

Name: PublicLDAP
Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory

Async0S 9.6 for Cisco Email Security Appliances CLI X Ji0|E



LDAP

Authentication Type: password
Base: dc=example,dc=com

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- TEST - Test the server configuration.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.

- SMTPAUTH - Configure SMTP authentication.

- CERTAUTH - Configure certificate authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldapaccept

Please create a name for this query:
[PublicLDAP. ldapaccept]> PublicLDAP.ldapaccept

Enter the LDAP query string:
[ (proxyAddresses=smtp: {a})]> (proxyAddresses=smtp:{a})

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory

Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1> ldaprouting

Please create a name for this query:
[PublicLDAP.routing]> PublicLDAP.routing

Enter the LDAP query string:
[ (mailLocalAddress={a})]> (mailLocalAddress={a})

The query requires one of the attributes below. Please make a selection.

[1] Configure MAILROUTINGADDRESS only - Rewrite the Envelope Recipient (and
leave MAILHOST unconfigured)?

[2] Configure MAILHOST only - Send the messages to an alternate mail host
(and leave MAILROUTINGADDRESS unconfigured)?

[3] Configure both attributes
[1> 1

Enter the attribute which contains the full rfc822 email address for the
recipients.
[mailRoutingAddress]> mailRoutingAddress
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Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> masquerade

Please create a name for this query:
[PublicLDAP.masquerade]> PublicLDAP.masquerade

Enter the LDAP query string:
[ (mailRoutingAddress={a})]> (mailRoutingAddress={a})

Enter the attribute which contains the externally visible full rfc822 email address.
[]> mailLocalAddress

Do you want the results of the returned attribute to replace the entire friendly portion
of the original recipient? [N]> n

Do you want to test this query? [Y]> n

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.
- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.

- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.

[1> isqgauth

Please create a name for this query:
[PublicLDAP.isgauth]> PublicLDAP.isqgauth

Enter the LDAP query string:
[ (sAMAccountName={u}) ]> (sAMAccountName={u})
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Enter the list of email attributes.
[1> mail,proxyAddresses

Do you want to activate this query? [Y]> ¥y
Do you want to test this query? [Y]> ¥y

User identity to use in query:
[1> admin@example.com

Password to use in query:
[]1> password

LDAP query test results:

LDAP Server: myldapserver.example.com
Query: PublicLDAP.isgauth

User: admin@example.com

Action: match positive

LDAP query test finished.

Name: PublicLDAP

Hostname: myldapserver.example.com Port 3268
Server Type: Active Directory
Authentication Type: password

Base: dc=example,dc=com

LDAPACCEPT: PublicLDAP.ldapaccept
LDAPROUTING: PublicLDAP.routing

MASQUERADE: PublicLDAP.masquerade

ISQAUTH: PublicLDAP.isgauth [active]

Choose the operation you want to perform:

- SERVER - Change the server for the query.

- LDAPACCEPT - Configure whether a recipient address should be accepted or
bounced/dropped.

- LDAPROUTING - Configure message routing.

- MASQUERADE - Configure domain masquerading.

- LDAPGROUP - Configure whether a sender or recipient is in a specified group.

- SMTPAUTH - Configure SMTP authentication.

- EXTERNALAUTH - Configure external authentication queries.

- ISQAUTH - Configure Spam Quarantine End-User Authentication Query.
- ISQALIAS - Configure Spam Quarantine Alias Consolidation Query.
[1>

Current LDAP server configurations:
1. PublicLDAP: (myldapserver.example.com:3268)

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

- EDIT - Modify a server configuration.

- DELETE - Remove a server configuration.
[1>

p

O ellol M= TLS A28 A5 E 2338te] LDAP A9 AA o] +Ag

mail3.example.com> ldapconfig

No LDAP server configurations.
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Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1> setup

Choose the IP interface for LDAP traffic.

1. Auto

2. Management (10.92.145.175/24: esxl6-esall.qga)
[1]1> 1

LDAP will determine the interface automatically.

Should group queries that fail to complete be silently treated as having

negative results? [Y]>

The "Demo" certificate is currently configured. You may use

secure.

1. partner.com

2. Demo

Please choose the certificate to apply:
[1]1> 1

No LDAP server configurations.

Choose the operation you want to perform:
- NEW - Create a new server configuration.
- SETUP - Configure LDAP options.

[1>

=
o,
)

LDAP A 35 Z A gt}

Commit: ©] " &L 'commit'©] € 23% &5t}
S 2H #e: o] HH 2 A AY BE= ALY
X HH: o] HHE S

mail3.example.com> ldapflush

Are you sure you want to flush any cached LDAP results?

Flushing cache
mail3.example.com>

WA 84S A Q8 et

[N]> vy

"Demo",

oar W

but this will not be
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o] el ol X <= 1daptest @& AHE-8Fo] 4 LDAP A1 8| 3] e o] doll th 3t f-A 7 A2} =
2 A E H2ETY —’F’,\lx} T2~ "admin@example.com" ©] B| =2 E & F ATk, 5212} 5
2> "bogus@example.com" & &34 KT}

mail3.example.com> ldaptest

Select which LDAP query to test:
1. PublicLDAP.ldapaccep

[1]1> 1

Address to use in query:

[]1> admin@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept
Argument: admin@example.com
Action: pass

LDAP query test finished.
mail3.example.com> ldaptest

Select which LDAP query to test:
1. PublicLDAP.ldapaccep

[1]1> 1

Address to use in query:

[1> bogus@example.com

LDAP query test results:

Query: PublicLDAP.ldapaccept

Argument: bogus@example.com

Action: drop or bounce (depending on listener settings)
Reason: no matching LDAP record was found

LDAP query test finished.
mail3.example.com>
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mail3.example.com> sievechar
Sieve Email Filtering is currently disabled.

Choose the operation you want to perform:
- SETUP - Set the separator character.
[]1> setup

Enter the Sieve Filter Character, or a space to disable Sieve Filtering.
[1> +

Sieve Email Filter is enabled, using the '+' character as separator.
This applies only to LDAP Accept and LDAP Reroute Queries.

Choose the operation you want to perform:
- SETUP - Set the separator character.
[1>

F
i

i 8 A0 d0/&/2LIHE

o] AL e CLI ¥ H 0w T
e addresslistconfig
e aliasconfig
e archivemessage
e altsrchost
¢ Dbounceconfig
e Dbouncerecipients

e bvconfig
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e deleterecipients

e deliveryconfig

e delivernow

e destconfig

e hostrate

e hoststatus

e imageanalysisconfig
e oldmessage

* rate

e redirectrecipients
e resetcounters

® removemessage

e showmessage

e showrecipients

® status
e tophosts
e topin

e unsubscribe

e workqueue

addresslistconfig

&9

Commit: ©] &2 'commit' ©] € 23+ t}.
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addresslistconfig new <name> --descr=<description>
--addresses=<addressl, address2, ...>
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B>

addresslistconfig edit <name> --name=<new-name> --descr=<description>

= 2
TaES T4

--addresses=<addressl, address2,...>
=2 2bA

addresslistconfig delete <name>

addresslistconfig conflicts <name>

mail.example.com> addresslistconfig

No address lists configured.

Choose the operation you want to perform:
- NEW - Create a new address list.
[1> new

Enter a name for the address list:
> add-listl

Enter a description for the address list:

> This is a sample address list.

Do you want to enter only full Email Addresses?

Enter a comma separated list of addresses:
user@example.com)

(e.g.:
> userl@example.com, user2@example.com

Address list "add-listl" added.

Choose the operation you want to perform:

NEW - Create a new address list.

EDIT - Modify an address list.

DELETE - Remove an address list.

PRINT - Display the contents of an address list.
CONFLICTS - Find conflicting entries within an address list.
[1>

[N]> Y

Y &g A0 IdolE/2LIHE
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aliasconfig '8 % 9 M %] @22 A 8 Bo] &< Fbaha 7] Blo] H& 54 5 o] W =
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aliasconfig new <domain> <alias> [email_addressl] [email_address2]

'R EAEA Ee muldd @ AFE S A5 Al mr]lel Y

aliasconfig edit <domain> <alias> <email_addressl] [email_address?2]

A}

. oMY EY A
aliasconfig print

e 24WA B2 A7)

aliasconfig import <filename>

o ofEholAd oM BHY F5 R

aliasconfig export <filename>

mail3.example.com> aliasconfig

Enter address(es) for "customercare".

Separate multiple addresses with commas.

[1> bobRexample.com, frank@example.com, sally@example.com
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Adding alias customercare: bob@example.com, frank@example.com, sally@example.com
Do you want to add another alias? [N]> n

There are currently 1 mappings defined.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> new

How do you want your aliases to apply?

1. Globally

2. Add a new domain context
3. example.com

[1]1> 1

Enter the alias(es) to match on.
Separate multiple aliases with commas.
Allowed aliases:
- "user@domain" - This email address.
- "user" - This user for any domain
- "@domain" - All users in this domain.
- "@.partialdomain" - All users in this domain, or any of its sub domains.
[]> admin

Enter address(es) for "admin".
Separate multiple addresses with commas.
[1> administrator@example.com

Adding alias admin: administrator@example.com
Do you want to add another alias? [N]> n

There are currently 2 mappings defined.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- PRINT - Display the table.

- IMPORT - Import aliases from a file.

- EXPORT - Export table to a file.

- CLEAR - Clear the table.

[1> print

admin: administrator@example.com

[ example.com ]
customercare: bob€example.com, frank@example.com, sally@example.com

There are currently 2 mappings defined.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

DELETE - Remove an entry.

- PRINT - Display the table.
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- IMPORT - Import aliases from a file.
- EXPORT - Export table to a file.
- CLEAR - Clear the table.
[1>
Z37 g 24 g5t ol
Ol &9
S0 HELH= 0 HEAE "Global' 2 &S =0 2!
<domain> HEIAEE X AELICH
FAE ERe o5
A THe] AU XREA 3 &5=HA
user@domain' — S oW A F4
'user' — o] EH|Q1E] 3G AFE-A}
'@domain— 31 F =H Qo] B E AL %}
'@ partialdomain' — 3G =W == 1 EE 59 =
Qe 5= A3}
54 Eolel A AT 8485 8
user' — S Y w9l A A E O] S AREAF
<alias> 'user@domain' — 3G o)W A F4
WA o] wjgd e ojd 4. G HA o] ofg] o]H|d F
<email_address> 2o wj = = 9l )
filename> 8 dol & 714 S |l o] ST B o] &
archivemessage
&9
EEECEEREER A
A

Commit: ©]
W) e o] v

Ol
thg el A=

mail3.example.
Enter the MID
[0]> 47

MID 47 has been

W E L 'commit'e] & L3}

S8 2H & o

52
)%
T
r ®

Hee Axy RER gy,
e A P42 A Qs kg

LefjE HAIAE of7Fel Ry g o

com> archivemessage

to archive.

saved in file oldmessage_47.mbox in the configuration
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Virtual Gateway(tm) "3 = 74 34 t}.
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mail3.example.com> altsrchost
There are currently no mappings configured.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- IMPORT - Load new mappings from a file.
[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are allowed.
[]1> @exchange.example.com

Which interface do you want to send messages for @exchange.example.com from?
1. AnotherPublicNet (192.168.2.2/24: mail4d.example.com)

2. Management (192.168.42.42/24: mail3.example.com)

3. PrivateNet (192.168.1.1/24: mail3.example.com)

4. PublicNet (192.168.2.1/24: maild.example.com)

[1]1> 4

Mapping for @exchange.example.com on interface PublicNet created.

Choose the operation you want to perform:
- NEW - Create a new mapping.

- EDIT - Modify a mapping.

- DELETE - Remove a mapping.

- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.

- CLEAR - Remove all mappings.

[1> new

Enter the Envelope From address or client IP address for which you want to set up a
Virtual Gateway mapping. Partial addresses such as "@example.com" or "user@" are allowed.
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[1> 192.168.35.35
Which interface do you want to send messages for 192.168.35.35 from?
1. AnotherPublicNet (192.168.2.2/24: maild.example.com)
2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: maild.example.com)
[1]> 1
Mapping for 192.168.35.35 on interface AnotherPublicNet created.
Choose the operation you want to perform:
- NEW - Create a new mapping.
- EDIT - Modify a mapping.
- DELETE - Remove a mapping.
- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.
- CLEAR - Remove all mappings.
[1> print
1. 192.168.35.35 -> AnotherPublicNet
2. @exchange.example.com -> PublicNet
Choose the operation you want to perform:
- NEW - Create a new mapping.
- EDIT - Modify a mapping.
- DELETE - Remove a mapping.
- IMPORT - Load new mappings from a file.
- EXPORT - Export all mappings to a file.
- PRINT - Display all mappings.
- CLEAR - Remove all mappings.
[1>
mail3.example.com> commit
Please enter some comments describing your changes:
[]> Added 2 altsrchost mappings
Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT
A
o
uhg o] Ba4e FYFUG
A'.E?.
[=)
Commit: ©] & # -2 'commit' ©] € 234},
5} 2~ <
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mail3.example.com> bounceconfig

Current bounce profiles:
1. Default

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

[1> new

Please create a name for the profile:
[1> bounceprofile

Please enter the maximum number of retries.
[100]> 100

Please enter the maximum number of seconds a message may stay in the queue before being
hard bounced.

[259200]> 259200

Please enter the initial number of seconds to wait before retrying a message.
[60]> 60

Please enter the maximum number of seconds to wait before retrying a message.
[3600]1> 3600

Do you want a message sent for each hard bounce? (Yes/No/Default) [Y]> ¥
Do you want bounce messages to use the DSN message format? (Yes/No/Default) [Y]> ¥y

If a message is undeliverable after some interval, do you want to send a delay warning
message? (Yes/No/Default) [N]> y

Please enter the minimum interval in seconds between delay warning messages.
[14400]> 14400

Please enter the maximum number of delay warning messages to send per
recipient.
[1]1> 1

Do you want hard bounce and delay warning messages sent to an alternate address, instead
of the sender? [N]> y

Please enter the email address to send hard bounce and delay warning.
[1> bounce-mailbox@example.com

Current bounce profiles:
1. Default
2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

[1>

mail3.example.com>
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mail3.example.com> bounceconfig

Current bounce profiles:
1. Default
2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

[1> edit

Please enter the number of the profile to e
[1> 2

Please enter the maximum number of retries.
[100]1>

Please enter the maximum number of seconds

hard bounced.

[259200] >

Please enter the initial number of seconds

[60]>

Please enter the maximum number of seconds

[3600]1> 10800

Do you want a message sent for each hard bo

Do you want bounce messages to use the DSN message format?

If a message is undeliverable after some in
message? (Yes/No/Default) [N]>

Do you want hard bounce messages sent to an

Please enter the email address to send hard
[bounce-mailbox@example.com]>

Current bounce profiles:
1. Default
2. bounceprofile

Choose the operation you want to perform:
- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Remove a profile.

Y o

number of seconds to wait before retrying unreachable hosts& 3

] doll M= 712 Z2HE 83 maximum

%:
600(1~] 7+l 4] 10800(3

dit:

a message may stay in the queue before being

to wait before retrying a message.
to wait before retrying a message.

unce? (Yes/No/Default) [Y]>

(Yes/No/Default) [N]>

terval, do you want to send a delay warning

alternate address, instead of the sender? [Y]>

bounce.
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mail3.example.com> listenerconfig

u

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: Default

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1> bounceconfig

Please choose a bounce profile to apply:
1. Default

2. bounceprl

3. New Profile

[1]1> 2

Name: OutboundMail

Type: Private

Interface: PrivateNet (192.168.1.1/24) TCP Port 25
Protocol: SMTP
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Default Domain:

Max Concurrency: 600 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled
Bounce Profile: bounceprl

Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.

- DOMAINMAP - Configure domain mappings.

[1>

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Enabled the bounceprl profile to the Outbound mail listener

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

bouncerecipients
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mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Please enter the hostname for the messages you wish to bounce.
[1> example.com

Are you sure you want to bounce all messages being delivered to "example.com"? [N]> Y

Bouncing messages, please wait.
100 messages bounced.

Envelope From =2 J| & HI2A
mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[11> 2

Please enter the Envelope From address for the messages you wish to bounce.
[]> mailadmin@example.com

Are you sure you want to bounce all messages with the Envelope From address of
"mailadmin@example.com"? [N]> ¥

Bouncing messages, please wait.
100 messages bounced.

H
n
o
M0
1>

mail3.example.com> bouncerecipients

Please select how you would like to bounce messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1>

Are you sure you want to bounce all messages in the queue? [N]> Y

Bouncing messages, please wait.
1000 messages bounced.
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mail3.example.com> bvconfig
Behavior on invalid bounces: reject
Key for tagging outgoing mail: key

Previously-used keys for verifying incoming mail:

1. key
2. goodneighbor

(current outgoing key)
(last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.

- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1> key

Enter the key to tag outgoing mail with (when tagging is enabled in the Good

Neighbor Table)
[1> basic_key

Behavior on invalid bounces: reject

Key for tagging outgoing mail: basic_key

Previously-used keys for verifying incoming mail:
1. basic_key

2. key
3. goodneighbor

(current outgoing key)
(last in use Wed May 31 23:22:49 2006 GMT)
(last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:

- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.
- CLEAR - Clear all keys including current key.

- SETUP - Set how invalid bounces will be handled.

[]1> setup

How do you want bounce messages which are not addressed to a valid tagged
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recipient to be handled?

1. Reject.
2. Add a custom header and deliver.
[1]1> 1

Behavior on invalid bounces: reject
Key for tagging outgoing mail: basic_key
Previously-used keys for verifying incoming mail:

1. basic_key (current outgoing key)

TPEEENRENEENEEN.

2. key (last in use Wed May 31 23:22:49 2006 GMT)
3. goodneighbor (last in use Wed May 31 23:21:01 2006 GMT)

Choose the operation you want to perform:
- KEY - Assign a new key for tagging outgoing mail.

- PURGE - Purge keys no longer needed for verifying incoming mail.

- CLEAR - Clear all keys including current key.
- SETUP - Set how invalid bounces will be handled.
[1>

mail3.example.com> commit

Please enter some comments describing your changes:

[1> Configuring a new key and setting reject for invalid email bounces

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

deleterecipients
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mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.
2. By Envelope From address.

ofZetold = F o weh FAAE AT 5 A
= TR T AREE VF
BE TS A Ay o

et A AFEU T b dlol A
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3. All.

[1]> 1

Please enter the hostname for the messages you wish to delete.
[1> example.com

Are you sure you want to delete all messages being delivered to "example.com"? [N]> Y

Deleting messages, please wait.
100 messages deleted.

Envelope From =24 J| = At
mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 2

Please enter the Envelope From address for the messages you wish to delete.
[]> mailadmin@example.com

Are you sure you want to delete all messages with the Envelope From address of
"mailadmin@example.com"? [N]> ¥

Deleting messages, please wait.
100 messages deleted.

mail3.example.com> deleterecipients

Please select how you would like to delete messages:

1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 1

Are you sure you want to delete all messages in the queue? [N]> Y

Deleting messages, please wait.
1000 messages deleted.

deliveryconfig

&9

Commit: ©] ™ #H-& 'commit' ©] & 23},
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mail3.example.com> deliveryconfig

gato] 73 SIE|H o] 2 5 "Auto" 2 A A F T,
N 2=w A 2] A obul &= A1) o] 90007

Choose the operation you want to perform:
- SETUP - Configure mail delivery.
[1> setup

Choose the default interface to deliver mail.

1. Auto

2. AnotherPublicNet (192.168.3.1/24: maild.example.com)
3. Management (192.168.42.42/24: mail3.example.com)

4. PrivateNet (192.168.1.1/24: mail3.example.com)

5. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 1

Enable "Possible Delivery" (recommended)? [Y]> ¥y

Please enter the default system wide maximum outbound message delivery
concurrency
[10000]> 9000

mail3.example.com>

e sk AL d A

Commit: ©] % 'commit' ©] € Q3}A] LHFYr}
331"51 #e: o] HE S A AH BER g Y
Wz W o] W2 X A8 A PsHA| EH T

mail3.example.com> delivernow

Please choose an option for scheduling immediate delivery.
1. By recipient domain

2. All messages

[1]1> 1

Please enter the recipient domain to schedule for delivery.
[1>foo.com

Scheduling all messages to foo.com for delivery.
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destconfig new <profile> [options]

. 71E B4 Ao Hol B 57

ju

destconfig edit <default|profile> [options]

e J1E A Ao Flo] L AbA

riN

destconfig delete <profile>

destconfig clear
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destconfig import <filename>

o Tdo] HolE Yx 7]

destconfig export <filename>

edit R new WX W o] B9 WM o] F R T2 7|29 I @& e = ‘ﬂo“?j R - A
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T (new AHE A 7] E-gto 2 gy}
concurrency_limit=<int> - The maximum concurrency for a specific host.

concurrency_limit_type:<host|MXIP> - Maximum concurrency is per host or
per MX IP.

concurrency_limit_apply=<system|VG> - Apply maximum concurrency is system

wide or by Virtual Gateway (tm) .

max_messages_per_connection=<int> - The maximum number of messages that
will be sent per connection.

recipient_limit_minutes=<int> - The time frame to check for recipient
limits in minutes.

recipient_limit=<int> - The number of recipients to limit per unit of
time.

use_tls=<off|on|require|on_verify|require verify> - Whether TLS should be

on, off, or required for a given host.
bounce_profile=<default|profile> - The bounce profile name to use.

bounce_verification=<off|on> - Bounce Verification option.

0il: A destconfig &S A A
Th& ol o A B desteontio F5-S b AU 1 E}—"— <] partner.con®] Al &5
S A YT L EvQlell i3l 604 2] Al kel gk HA] A4 FHE 100 B FA] AR gHE 500]
AU 28 2 - " 147 52 22 partner . com®ll 10021% zﬂ st A4S A 501
S ks FalAbel Al AEekA] FF Ut o] el = nh- 2 @ P o] A A w A ¢k o 57
TLS A= A=A Fych v wto 2 WA AaS Q8o glstar ARl gy

mail3.example.com> destconfig
There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.

- DETAIL - Display details for one destination or all entries.

Il Async0S 9.6 for Cisco Email Security Appliances CLI & %= J10|E



Y &g A0 IdolE/2LIHE

- CLEAR - Remove all entries.
- IMPORT - Import tables from a file.
- EXPORT - Export tables to a file.

[1> 1list
1

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
(Default) On Off Off (Default)

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.
[1> partner.com
Do you wish to configure a concurrency limit for partner.com? [Y]> ¥y

Enter the max concurrency limit for "partner.com".
[500]> 100

Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> y

Enter the number of minutes used to measure the recipient limit.
[60]> 60

Enter the max number of recipients per 60 minutes for "partner.com".
[1> 50

Select how you want to apply the limits for partner.com:
1. One limit applies to the entire domain for partner.com
2. Separate limit for each mail exchanger IP address

[1]1> 1

Select how the limits will be enforced:
1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n

Do you wish to apply a specific bounce verification address tagging setting for
this domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n

There are currently 3 entries configured.
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mail3.example.com> commit

Please enter some comments describing your changes:
[1> Throttled delivery to partner.com in the destconfig table

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

O:HI2A T2 LTISEE
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mail3.example.com> destconfig
There is currently 1 entry configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> new

Enter the domain you wish to configure.
[1> newpartner.com

Do you wish to configure a concurrency limit for newpartner.com? [Y]> n

Do you wish to apply a messages-per-connection limit to this domain? [N]> n
Do you wish to apply a recipient limit to this domain? [N]> n

Do you wish to apply a specific TLS setting for this domain? [N]> ¥y

Do you want to use TLS support?

1. No

2. Preferred

3. Required

4. Preferred(Verify)
5. Requlred( Verify)
[11>
You have chosen to enable TLS. Please use the 'certconfig' command to ensure that there is

a valid certificate configured.

Do you wish to apply a specific bounce verification address tagging setting for this
domain? [N]> y

Perform bounce verification address tagging? [N]> y
Do you wish to apply a specific bounce profile to this domain? [N]> y

Please choose a bounce profile to apply:
72
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2. New Profile
[1]> 1

There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> detail

Rate Bounce Bounce
Domain Limiting TLS Verification Profile
newpartner.com Default Reqg Oon Default
(Default) On Off Off (Default)

Enter the domain name to view, or enter DEFAULT to view details for the
default, or enter ALL to view details for all:
[1> all

newpartner.com

Maximum messages per connection: Default
Rate Limiting: Default

TLS: Required

Bounce Verification Tagging: On

Bounce Profile: Default

Default

Rate Limiting:

500 concurrent connections

No recipient limit

Limits applied to entire domain, across all virtual gateways
TLS: Off

Bounce Verification Tagging: Off

There are currently 2 entries configured.
[1>
mail3.example.com> commit

Please enter some comments describing your changes:
[1> enabled TLS for delivery to newpartner.com using demo certificate

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

O: el HI2 E "2t S Al
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AA2E XA [ E S P 159 0] A exchange.example.con®l 1005 238l (14

A e 3L 11,0007 & 38k ’“*ﬁ}cﬂﬂl AEshA Ut v s 223 e TLS 442
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mail3.example.com> destconfig
There are currently 2 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1> new

Enter the domain you wish to configure.
[1> exchange.example.com

Do you wish to configure a concurrency limit for exchange.example.com? [Y]> ¥y

Enter the max concurrency limit for "exchange.example.com".
[500]> 10

Do you wish to apply a recipient limit to this domain? [N]> ¥y

Enter the number of minutes used to measure the recipient limit.
[60]> 1

Enter the max number of recipients per 1 minutes for "exchange.example.com".
[1> 1000

Select how you want to apply the limits for exchange.example.com:
1. One limit applies to the entire domain for exchange.example.com
2. Separate limit for each mail exchanger IP address

[1]1> 1

Select how the limits will be enforced:
1. System Wide

2. Per Virtual Gateway (tm)

[1]1> 1

Do you wish to apply a specific TLS setting for this domain? [N]> n
Do you wish to apply a specific bounce verification address tagging setting for this
domain? [N]> n

Do you wish to apply a specific bounce profile to this domain? [N]> n
There are currently 3 entries configured.

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- CLEAR - Remove all entries.

[1>
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mail3.example.com> commit

Please enter some comments describing your changes:
[]> set up shock absorber for inbound mail

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

o] o A= TLS A2 thgk TLS ¢# 2 JASAE 7434t

mail3.example.com> destconfig

Choose the operation you want to perform:

- SETUP - Change global settings.

- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- DEFAULT - Change the default.

- LIST - Display a summary list of all entries.
- DETAIL - Display details for one destination or all entries.
- CLEAR - Remove all entries.

- IMPORT - Import tables from a file.

- EXPORT - Export tables to a file.

[1> setup

The "Demo" certificate is currently configured. You may use "Demo", but this will not be

secure.

1. partner.com

2. Demo

Please choose the certificate to apply:
[1]1> 1

Do you want to send an alert when a required TLS connection fails? [N]> n

)
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mail3.example.com> hostrate

Recipient host:
[1> aol.com
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Enter the number of seconds between displays.

[10]> 1
Time Host CrtCncOut ActvRcp ActvRcp DIlvRcp HrdBncRcp SftBncEvt
Status Delta Delta Delta Delta
23:38:23 up 1 0 0 4 0 0
23:38:24 up 1 0 0 4 0 0
23:38:25 up 1 0 0 12 0 0
~C

hostrate %‘ Eé] ’% JéLIH 1:/':] tﬂ Control-CE /\}%%“4 D}

hoststatus
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mail3.example.com> hoststatus

Recipient host:
[1> aol.com

Host mail status for: 'aol.com'
Status as of: Fri Aug 8 11:12:00 2003
Host up/down: up

Counters:
Queue
Soft Bounced Events 0
Completion
Completed Recipients
Hard Bounced Recipients
DNS Hard Bounces
5XX Hard Bounces
Filter Hard Bounces
Expired Hard Bounces
Other Hard Bounces
Delivered Recipients
Deleted Recipients

O OO ook ok

Gauges:
Queue
Active Recipients 0
Unattempted Recipients 0
Attempted Recipients 0
Connections
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Current Outbound Connections 0
Pending Outbound Connections 0
Oldest Message No Messages
Last Activity Fri Aug 8 11:04:24 2003
Ordered IP addresses: (expiring at Fri Aug 8 11:34:24 2003)
Preference IPs
15 64.12.137.121 64.12.138.89 64.12.138.120
15 64.12.137.89 64.12.138.152 152.163.224.122
15 64.12.137.184 64.12.137.89 64.12.136.57
15 64.12.138.57 64.12.136.153 205.188.156.122
15 64.12.138.57 64.12.137.152 64.12.136.89
15 64.12.138.89 205.188.156.154 64.12.138.152
15 64.12.136.121 152.163.224.26 64.12.137.184
15 64.12.138.120 64.12.137.152 64.12.137.121
MX Records:
Preference TTL Hostname
15 52m24s mailin-01.mx.aol.com
15 52m24s mailin-02.mx.aol.com
15 52m24s mailin-03.mx.aol.com
15 52m24s mailin-04.mx.aol.com
Last 5XX Error:
550 REQUESTED ACTION NOT TAKEN: DNS FAILURE
(at Fri Aug 8 11:04:25 2003)
Virtual gateway information
example.com (PublicNet_017):
Host up/down:up
Last ActivityWed Nov 13 13:47:02 2003
RecipientsO
example.com (PublicNet_023):
Host up/down:up
Last ActivityWed Nov 13 13:45:01 2003
Recipients
_|
49
IronPort O] || A] 4] A& 74 o
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S
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oldmessage
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mail.example.com>imageanalysisconfig

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect(50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

(First time users see the license agreement displayed here.)

Choose the operation you want to perform:
- SETUP - Configure IronPort Image Analysis.
[1> setup

IronPort Image Analysis: Enabled
Would you like to use IronPort Image Analysis? [Y]>

Define the image analysis sensitivity. Enter a value between 0 (least sensitive) and 100
(most sensitive). As sensitivity increases, so does the false

positive rate. The default setting of 65 is recommended.

[65]>

Define the range for a CLEAN verdict. Enter the upper bound of the CLEAN range by entering
a value between 0 and 98. The default setting of 49 is

recommended.

[49]1>

Define the range for a SUSPECT verdict. Enter the upper bound of the SUSPECT range by
entering a value between 50 and 99. The default setting of 74 is

recommended.

[74]>

Would you like to skip scanning of images smaller than a specific size? [Y]>

Please enter minimum image size to scan in pixels, representing either height or width of
a given image.
[100]>

IronPort Image Analysis: Enabled

Image Analysis Sensitivity: 65

Verdict Ranges: Clean (0-49), Suspect(50-74), Inappropriate (75+)
Skip small images with size less than 100 pixels (width or height)

Choose the operation you want to perform:
- SETUP - Configure IronPort Image Analysis.
[1>

Al=goll A 7Hd @ e | Wl-A 2] WA A 2] F3k3 S Y& FA U T
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mail3.example.com> oldmessage

MID 9: 1 hour 5 mins 35 secs old
Received: from test02.com ([172.19.0.1091)
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800

oA : userl23@test02.com

To: 4031@example.com

Subject: Testing

Message-Id: <20070215061136.68297.16346R@test02.com

Commit: ©] ™ &2 'commit'®] & 231X &5Ur)
g82H #e: o] L A 2® e gy
WX H#H: o] W&

mail3.example.com> rate

Enter the number of seconds between displays.
[10]> 1

Hit Ctrl-C to return to the main prompt.

Time Connections Recipients Recipients

In out Received Delta Completed
23:37:13 10 2 41708833 0 40842686
23:37:14 8 2 41708841 8 40842692
23:37:15 9 2 41708848 7 40842700
23:37:16 7 3 41708852 4 40842705
23:37:17 5 3 41708858 6 40842711
23:37:18 9 3 41708871 13 40842722
23:37:19 7 3 41708881 10 40842734
23:37:21 11 3 41708893 12 40842744
~C

Delta

Ul o o O

[}
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Queue
K-Used
64

105

76

64

64

67

64

79
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redirectrecipients
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redirectrecipients host <hostname>

U} ool 4] & example2.com T2~ Eo| BE WAL gl FA A,

mail3.example.com> redirectrecipients

Please enter the hostname or IP address of the machine you want to send all mail to.
[1> example2.com

WARNING: redirecting recipients to a host or IP address that is not prepared to accept
large volumes of SMTP mail from this host will cause messages to bounce and possibly
result in the loss of mail.

Are you sure you want to redirect all mail in the queue to "example2.com"? [N]> y

Redirecting messages, please wait.
246 recipients redirected.
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resetcounters
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mail3.example.com> resetcounters

Counters reset: Mon Jan 01 12:00:01 2003

removemessage

49
A A WA A 1D WA A S ot A 3} A 2FA 8] a2 A =gy o)
removemessage 8 W= A I, AAE= 5 v HA A Gl = WA AT 2FA g = U EE Al
Qo) el W} ashar 20 e el WA A7} o 3 £ o] el % 914 282 Vol gk
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example.com> removemessage

Enter the MID to remove.
[1> 1

MID 1: 19 secs old

Received: from example2.com ([172.16.0.102])
by test02.com with SMTP; 01 Mar 2007 19:50:41 -0800
oA : userl23@test02.com
To: 9526@example.com
Subject: Testing
Message-Id: <20070302035041.67424.53212@test02.com>

Remove this message? [N]> y
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showmessage
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example.com> showmessage
MID 9: 1 hour 5 mins 35 secs old

Received: from example2.com([172.19.0.109])
by test02.com with SMTP; 14 Feb 2007 22:11:37 -0800
oA : userl23@test02.com
To: 4031l@example.com
Subject: Testing
Message-Id: <20070215061136.68297.16346@test02.com>

This is the message body.

showrecipients
49
Fo] M A& FAA T AE 7] 02 B = Envelope From T4 7| # 2
Fytt
AHE
Commit: ©] 3 2 'commit'c] 3844 &HFY
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showrecipients host <hostname>
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Envelope From T4 & 7] 0.2 HA]A] 317

showrecipients [sender_options] <sender_email>

—

= g

.
o o & o/ T} 3 vl A

ali

T} sender_optionS AF-&-3F 4 Q)
--match-case T4 9] A&-A} o] &

RE WAl A 27

Mr O

showrecipients all

O3 ool A= BE A2 S 2Bl gk 79 WA A& FA ST

mail3.example.com> showrecipients

Please select how you would like to show messages:
1. By recipient host.

2. By Envelope From address.

3. All.

[1]1> 3

Showing messages, please wait.

MID/ Bytes/ Sender/ Subject
[RID] [Atmps] Recipient

1527 1230 userl23456@ironport.com Testing
[0] [0] 9554@example.com

1522 1230 userl23456@ironport.com Testing
[0] [0] 3059@example.com

1529 1230 userl23456@ironport.com Testing
[0] [0] 7284@example.com

1530 1230 userl23456@ironport.com Testing
[0] [0] 8243@example.com

1532 1230 userl23456@ironport.com Testing
[0] [0] 1820@example.com

1531 1230 userl23456@ironport.com Testing
[0] [0] 9595@example.com

1518 1230 userl23456@ironport.com Testing
[0] [0] 8778R@example.com

1535 1230 userl23456@ironport.com Testing
[0] [0] 1703@example.com

1533 1230 userl23456@ironport.com Testing
[0] [0] 3052@example.com

1536 1230 userl23456@ironport.com Testing
[0] [0] 511@example.com
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mail.example.com> status detail

Status as of: Mon Sep 08 00:01:44 2014 GMT
Up since: Tue Aug 26 17:24:16 2014 GMT

(12d 6h 37m 28s)

Last counter reset: Never
System status: Online
Oldest Message: No Messages
Feature - IronPort Anti-Spam: 1459 days
Feature - Incoming Mail Handling: Perpetual
Feature - Outbreak Filters: 1459 days

Counters: Reset Uptime

Receiving

Messages Received 2

Recipients Received 2
Rejection

Rejected Recipients 0

Dropped Messages 0
Queue

Soft Bounced Events 0
Completion

Completed Recipients 0
Current IDs

Message ID (MID)

Injection Conn. ID (ICID)

Delivery Conn. ID (DCID)

Gauges: Current
Connections
Current Inbound Conn. 0
Current Outbound Conn. 0
Queue
Active Recipients 2
Messages In Work Queue 0
Kilobytes Used 184
Kilobytes Free 8,388,424
Quarantine
Messages In Quarantine
Policy, Virus and Outbreak 0
Kilobytes In Quarantine
Policy, Virus and Outbreak 0

&) Bl A AR

Lifetime
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mail3.example.com> tophosts
Sort results by:

1. Active Recipients

2. Connections Out

3. Delivered Recipients

4. Hard Bounced Recipients
5. Soft Bounced Events
[1]> 1

Status as of: Fri Mar 13 06:09:18 2015 GMT
Hosts marked with '*' were down as of the last delivery attempt.

Active Conn. Deliv. Soft Hard
# Recipient Host Recip. Oout Recip. Bounced Bounced
1* example.com 2 0 0 0 0
2 the.encryption.queue 0 0 0 0 0
3 the.euq.queue 0 0 0 0 0
4 the.euqg.release.queue 0 0 0 0 0
FAAD FEVELR HAYY T2ES BAFUY
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mail3.example.com> topin
Status as of: Sat Aug 23 21:50:54 2003
# Remote hostname Remote IP addr. listener In
Imail.remotedomainOl.com 172.16.0.2 Incoming01l
2 mail.remotedomainOl.com 172.16.0.2 Incoming02 10
3 mail.remotedomain03.com 172.16.0.4 Incoming01 5
4 mail.remotedomainO4.com 172.16.0.5 Incoming02 4
5 mail.remotedomain05.com 172.16.0.6 Incoming01 3
6 mail.remotedomain06.com 172.16.0.7 Incoming02 3
7 mail.remotedomain07.com 172.16.0.8 Incoming01 3
8 mail.remotedomain08.com 172.16.0.9 Incoming01 3
9 mail.remotedomain09.com 172.16.0.10 Incoming01 3
10 mail.remotedomainlO.com 172.16.0.11 Incoming01 2
11 mail.remotedomainll.com 172.16.0.12 Incoming01l 2
12 mail.remotedomainl2.com 172.16.0.13 Incoming02 2
13 mail.remotedomainl3.com 172.16.0.14 Incoming01 2
14 mail.remotedomainld.com 172.16.0.15 Incoming01l 2
15 mail.remotedomainl5.com 172.16.0.16 Incoming01 2
16 mail.remotedomainl6.com 172.16.0.17 Incoming01 2
17 mail.remotedomainl7.com 172.16.0.18 Incoming01 1
18 mail.remotedomainl8.com 172.16.0.19 Incoming02 1
19 mail.remotedomainl9.com 172.16.0.20 Incoming01 1
20 mail.remotedomain20.com 172.16.0.21 Incoming01 1
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mail3.example.com> unsubscribe

Global Unsubscribe is enabled. Action:

drop.

Choose the operation you want to perform:
- NEW - Create a new entry.

- IMPORT -

Import entries from a file.

- SETUP - Configure general settings.
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[1> new

Enter the unsubscribe key to add. Partial addresses such as "@example.com"

or "user@" are allowed, as are IP addresses. Partial hostnames such as "@.example.com" are
allowed.

[]> user@example.net

Email Address 'user@example.net' added.
Global Unsubscribe is enabled. Action: drop.

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1> setup

Do you want to enable the Global Unsubscribe feature? [Y]> y

Would you like matching messages to be dropped or bounced?

1. Drop
2. Bounce
[1]1> 2

Global Unsubscribe is enabled. Action: bounce.

Choose the operation you want to perform:
- NEW - Create a new entry.

- DELETE - Remove an entry.

- PRINT - Display all entries.

- IMPORT - Import entries from a file.

- EXPORT - Export all entries to a file.
- SETUP - Configure general settings.

- CLEAR - Remove all entries.

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[]> Added username "user@example.net" to global unsubscribe

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

workqueue

£9
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mail3.example.com> workqueue

Status: Operational
Messages: 1243

Manually pause work queue? This will only affect unprocessed messages. [N]> ¥

Reason for pausing work queue:
[1> checking LDAP server

Status: Paused by admin: checking LDAP server
Messages: 1243

14

]’X] %T% 75“?‘ -1 /‘]"?l‘ﬂ' "Operator paused" = E%}%

ol
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mail3.example.com> workqueue

Status: Paused by admin: checking LDAP server
Messages: 1243

Resume the work queue? [Y]> ¥

Status: Operational
Messages: 1243

HEAI AL JOIE/UERAD =

o] AL Y CLIgE o2 gy
e ctherconfig
¢ interfaceconfig
® netstat
e nslookup
e packetcapture
* ping
e pingb
e routeconfig
* setgateway
e sethostname
* smtproutes
e sslconfig
e sslv3config
e telnet
® traceroute

e traceroute6

Async0S 9.6 for Cisco Email Security Appliances CLI & X J10| =
IEE |




EEEENRENETEEEEE.

etherconfig

Sl
njtjo] A NIC #|o] &, VLAN 719 18 o], DSR 3] 1 o] A& 2§31 ojgful A4S -
g,
NE=3
Commit: ©] &L 'commit' ©] &3},
e 2H @g: o] W A2H mEg I FH Y}
o

w2 W o] W

0ol

mail3.example.com> etherconfig

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

[1> vlan

VLAN interfaces:
Choose the operation you want to perform:
- NEW - Create a new VLAN.

[1> new

VLAN tag ID for the interface (Ex: "34"):
[1> 12

Enter the name or number of the ethernet interface you wish bind to:

1. Data 1

2. Data 2

3. Management
[1]1> 1

VLAN interfaces:
1. VLAN 12 (Data 1)

Choose the operation you want to perform:
- NEW - Create a new VLAN.

- EDIT - Edit a VLAN.

- DELETE - Delete a VLAN.

[1>

Choose the operation you want to perform:

- MEDIA - View and edit ethernet media settings.
- VLAN - View and configure VLANs.

- LOOPBACK - View and configure Loopback.

- MTU - View and configure MTU.

[1> loopback
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Currently configured loopback interface:

Choose the operation you want to perform:

- ENABLE - Enable
[1>

Loopback Interface.

Choose the operation you want to perform:
- MEDIA - View and edit ethernet media settings.

- VLAN - View and
- LOOPBACK - View

configure VLANs.
and configure Loopback.

- MTU - View and configure MTU.

[1> mtu

Ethernet interfaces:

1. Data 1 default
Data 2 default

mtu 1500
mtu 1500

2.
3. Management default mtu 1500
4. VLAN 12 default mtu 1500

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

[1> edit

Enter the name or
[1> pairl

That value is not

Enter the name or
[1> 12

That value is not

Enter the name or
[1> 2

Please enter a non-default

[1> 1200

number of the ethernet interface you wish to edit.

valid.

number of the ethernet interface you wish to edit.

valid.

number of the ethernet interface you wish to edit.

Ethernet interfaces:

1. Data 1 default

mtu 1500

2. Data 2 mtu 1200
3. Management default mtu 1500
4. VLAN 12 default mtu 1500

Choose the operation you want to perform:
- EDIT - Edit an ethernet interface.

(1>

interfaceconfig

£9

ALIP FaE WS oJHUIP FAE TAY

(1500) MTU value for the Data 2 interface.
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interfaceconfig i %] 52] HH i] %/—\1]% 7]% CLI ¥ 6519] 2 E 7]%"‘% =3y 6‘]‘% E‘ﬂ /\]'%"—ﬂ' I 9,;1%‘4 E]'

o A QlE o]~ Y

interfaceconfig new <name>
<ethernet interface>
<hostname>

--ip=IPv4 Address/Netmask

--ip6=IPv6 Address/Prefix Lenght

[--ftp[=<port>]]
[--telnet[=<port>]]
[--ssh[=<port>]]
[--http] [=<port>]
[--https[=<port>]]
[--eug_http[=<port>]]
[--eug_https] [=<port>]
[--ccs[=<port>]].

FTP is available only on IPv4.

. Qe o] At

interfaceconfig delete <name>

Ol: B HIOlA

mail.example.com> interfaceconfig

Currently configured interfaces:
1. Management

Choose the operation you want to perform:
- NEW - Create a new interface.
- EDIT - Modify an interface.

(10.76.69.149/24 on Management: mail.example.com)
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Which port do you want to use for AsyncOS API
[6443]>

(Monitoring) HTTPS?

3% HE:EX oA |

UEKI3 AT D0I&/HERT E

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1> edit

Enter the number of the interface you wish to edit.

[1> 1

IP interface name (Ex: "InternalNet"):

[Management] >

Would you like to configure an IPv4 address for this interface (y/n)? [Y]>

IPv4 Address (Ex: 192.168.1.2 ):

[1.1.1.1]>

Netmask (Ex: "24", "255.255.255.0" or "Oxffffffoo"):

[OxEfEfEFEF]>

Would you like to configure an IPv6 address for this interface (y/n)? [N]> n

Ethernet interface:

1. Data 1

2. Data 2

3. Management

[3]>

Hostname:

[mail.example.com]>

Do you want to enable SSH on this interface? [Y]>

Which port do you want to use for SSH?

[22]>

Do you want to enable FTP on this interface? [N]>

Do you want to enable Cluster Communication Service on this interface? [N]>

Do you want to enable HTTP on this interface? [Y]>

Which port do you want to use for HTTP?

[80]>

Do you want to enable HTTPS on this interface? [Y]>

Which port do you want to use for HTTPS?

[443]>

Do you want to enable Spam Quarantine HTTP on this interface? [N]>

Do you want to enable Spam Quarantine HTTPS on this interface? [N]>

Do you want to enable AsyncOS API (Monitoring) HTTP on this interface? [N]> y

Which port do you want to use for AsyncOS API (Monitoring) HTTP?

[6080]>

Do you want to enable AsyncOS API (Monitoring) HTTPS on this interface? [N]> y

The "Demo" certificate is currently configured. You may use "Demo", but this will not be
secure. To assure privacy, run "certconfig" first.
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02
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Both HTTP and HTTPS are enabled for this interface, should HTTP requests redirect to the

secure service? [Y]>

You have edited the interface you are currently logged into. Are you sure you want to

change 1it? [Y]>

Currently configured interfaces:
1. Management (10.76.69.149/24 on Management: mail.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.

- EDIT - Modify an interface.

- GROUPS - Define interface groups.

- DELETE - Remove an interface.

[1>

DNS 7] %

o
=
nslookup 8 ¥ &2 o Zgfo|A s =< (domain name service) A ® ol A4
£E OB B IPF4E ARG 20 A5RE &+ Adg T

# 3-10 nslookup &F& 72/ R&

el 8 &9

A SAEQ QHY F+A&

S EEEEE DT

i o2l 41

s TR EERERL

= AL VB 2o W BAE ol F, 1 yhe] Afol i e 4
of o &k 2 2IE]

SOA S| 1 9] "start-of-authority" " H.

TXT HdXE AW

Commit: ©] ™ &2 'commit'©] B 2 3}X] &5YT}.
S 2E B o] WH 2 37 A AT BE(FH S, T, Al AR Bl AR
Sy

o]
B2 W o] WE A G4 S A detA Fsyth

mail.example.com> nslookup

Please enter the host or IP address to resolve.
[1> vin30esal0086.ibga

A3t 715
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netstat

x
02

0ol

Choose the query type:

1. A the host's IP address

2. AAAA the host's IPv6 address

3. CNAME the canonical name for an alias

4. MX the mail exchanger

5. NS the name server for the named zone

6. PTR the hostname if the query is an Internet address,

otherwise the pointer to other information

7. SOA the domain's "start-of-authority" information
8. TXT the text information
[1]1> 2

AAAA=2001:420:54ff:££f06::95 TTL=30m

YEY A AAGA

netstat § ¥ & AF&3 ). o
N, -s& *}%3—& T

7]'X] By A F

s i=n

), 21 o] I E A e s o] = B A& EASHE A
H Aol A BE g2 A AatA = GF U 53] -a,-A, :
: E°ﬂ/‘1*]5§°ﬂoko}uinetta%?§@,§} 25
g I AdFYT. S A Qe Ho) A~ 2 TA HAS XA = 3

Commit: ©] %< 'commit'c] Z 2 3}#] &5}
S 2E #a: o) WH L Al 2E e Y],
o

B2 B o] WE A g4 e A et FEyh

example.com> netstat

Choose the information you want to display:
List of active sockets.
State of network interfaces.

1.
2.
3. Contents of routing tables.
4. Size of the listen queues.
5. Packet traffic information.
[11>
Select the ethernet interface whose state you wish to display:
Data 1
Data 2

1.
2.
3. Management
4.
[

b

LL

1>
Show the number of bytes in and out? [N]>
Show the number of dropped packets? [N]> y

Name Mtu Network Address Ipkts Ierrs Opkts
Oerrs Coll Drop
Data 1 1500 197.19.1/24 example.com 30536 - 5 -

example.com>
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packetcapture

&9

0ol

HE A ARG P 0 BT, 298 B2, W ES A AE o]k EA 12 BA sl W
netstar B A& AHE AU o BIAG| A BE QS A dahA = O-L-g—qv}. 53] -a,-A, g, -m,
MN, o A e o] W vk ol ] ool ahn 2 netstartt 211 9 o)
857 I g4 Fol A AEa & AE Uk B 448 Qe Aol A B BA AL A4

Commit: ©] %< 'commit'c] Z 2 3}#] &5}
Fe2 Bel: o] WAL 7P AL REEE 2T, 2 A8 R4 A E 5 At
e

B2 W o] WE 2 A g4 S A detA Fsuth

mail.example.com> packetcapture

Capture Information:
Status: No capture running

Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> start

Success - Packet Capture has started

Capture Information:

File Name: C100V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 0 of 200M

Duration: Os

Limit: None (Run Indefinitely)

Interface(s): ALL

Filter: (tcp port 25)

Choose the operation you want to perform:
- STOP - Stop packet capture.

- STATUS - Display current capture status.
- SETUP - Change packet capture settings.
[1> stop

Success - Packet Capture has stopped

Capture Information:

File Name: C1l00V-421C73B18CFB05784A83-B03A99E71ED8-20150312-105256.cap
File Size: 24 of 200M
Duration: 10s
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Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1> setup

Enter maximum allowable size for the capture file (in MB)
[200]>

Do you want to stop the capture when the file size is reached? (If not, a new file will be
started and the older capture data will be discarded.)
[N]>

The following interfaces are configured:

1. Management

2. ALL

Enter the name or number of one or more interfaces to capture packets from, separated by
commas (enter ALL to use all interfaces):

[2]>

Select an operation. Press enter to continue with the existing filter.
- PREDEFINED - PREDEFINED filter.

- CUSTOM - CUSTOM filter.

- CLEAR - CLEAR filter.

[1>

Capture settings successfully saved.

Current Settings:
Maximum File Size: 200 MB

Limit: None (Run Indefinitely)
Interface(s): ALL
Filter: (tcp port 25)

Choose the operation you want to perform:
- START - Start packet capture.

- SETUP - Change packet capture settings.
[1>

ping W& AL o Eefoldao] ) EA D EAES S AR HAES S Y51t

Commit: ©] % &L 'commit'©] L 3% &5y Th,
S 2H B o] YHEH 2 A2 REZ Y o Yolrf 219l
Alz2EhZ AP YT ol Y2 24 9 of tjgh MM 2~7F

Al 25l
B 2] W o] WEE A G A dskA sy

(5 =%

Jm

£E 3
3
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MEEEENBENETEECERN
mail3.example.com> ping
Which interface do you want to send the pings from?
1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 1
Please enter the host you wish to ping.
[1> anotherhost.example.com
Press Ctrl-C to stop.
PING anotherhost.example.com (x.x.x.x): 56 data bytes
64 bytes from 10.19.0.31: icmp_seqg=0 ttl=64 time=1.421 ms
64 bytes from 10.19.0.31: icmp_seg=1 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp_seg=2 ttl=64 time=0.118 ms
64 bytes from 10.19.0.31: icmp_seg=3 ttl=64 time=0.115 ms
64 bytes from 10.19.0.31: icmp_seg=4 ttl=64 time=0.139 ms
64 bytes from 10.19.0.31: icmp_seg=5 ttl=64 time=0.125 ms
64 bytes from 10.19.0.31: icmp_seg=6 ttl=64 time=0.124 ms
64 bytes from 10.19.0.31: icmp_seqg=7 ttl=64 time=0.122 ms
64 bytes from 10.19.0.31: icmp_seg=8 ttl=64 time=0.126 ms
64 bytes from 10.19.0.31: icmp_seg=9 ttl=64 time=0.133 ms
64 bytes from 10.19.0.31: icmp_seg=10 ttl=64 time=0.115 ms
~C
--- anotherhost.example.com ping statistics ---
11 packets transmitted, 11 packets received, 0% packet loss
round-trip min/avg/max/stddev = 0.115/0.242/1.421/0.373 ms
AC
ping B ¥ S EWH 9 Control-CE A& oF g1t}
IPv6E A&3= M EY I 3 AEZ pingdy ).
Commit: ©] ¥ &2 'commit'c] I Q32 EH5H}.
)28 B ol BHe A2y RER @AY O Yolrh 2119 BAEF 21Ld 54
Al=EhE AU o] B S 24 9t Al gl gk HA~7Fd ety
v ] W E: o] WL wi x| FAE A A4 FHU T
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0ol

14

routeconfig

&9

mail.example.com> ping6

Which interface do you want to send the pings from?

1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
[1]1> 1

Please enter the host you wish to ping.
[]> anotherhost.example.com

Press Ctrl-C to stop.

pingé HH S FW ™ Control-CE AF-&3f oF g1},

routeconfig 8 & S AF-&3H TCP/IP EHF & 913 12
7]%879.§ ,E_EHB—‘.J% setgateway Ué %]Q.i /}jjxé?_] 7]%‘ 7ﬂ O]
AsyncOSOl A= HA4 Ao e} 54 A2E AT 5 dHFHT
A2 WA@E F2), %AA, Ao o

g2 P FadUT. 44 =

e 192.168.14.32¢ TP FAL EE

fitl
4y
oX,
it
ul
)
o,
m
o
o
ui
dlo
el
rl
N
o
5
o
o
1o,

e CIDR #7198 A8l F sy = 5. d&= 59 192.168.5.0/247 192.168.5. 05 F]
192.168.5.2557FA] 9] AA| P~ CUEYIE 9y}
IPv6 T2 U FA S AT = 5 U

® 2620:101:2004:4202::0-2620:101:2004:4202::ff
® 2620:101:2004:4202::

® 2620:101:2004:4202::23

® 2620:101:2004:4202::/64

o] §H & AA FAE LE TCP/IP 4 2] B55 A
9ol e Ahgatel dug A5

o

6}:1]’1/] 1’4— 1 Eioﬂ /\i edit & gelete 5]’-?4
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smtproutes %9394 HH;_(] fﬂ)\]p_ 7]Z CLI -O/] E’-% 71}0;% 8 O]'l:‘ E” /‘]' 6:‘—'1— il: (»)/]\%L] E]’ 7§
2ol o) IPvd 4 I Pv6 FAE AHE S 48T 4 94w,

0ol

o 1Y AHAE AA:

routeconfig new 4|6 <name> <destination_address> <gateway_ip>

Z3-1 routeconfig 2/

ol 4 L

4 l 6 o] 1:to:] Eg % ;51 ?-;S:_]-' ]:H A A (IPv4 = T IPv6). clear % 1
p]fll’ltoﬂj\ll—‘\i_ ] =] d S Agak‘d' =B 0] o ]11 j_E]U‘_:]_
% Bl A

name AR o=

destination_address kAl [p E gl H ol )& v X8 Ip == CIDR 4

gateway_ip o]l EFH S R [P FA

routeconfig edit 4|6 <name> <new_name> <destination_address>
<gateway_ip>

o

e A 73; é]—zﬂ:

routeconfig delete 4|6 <name>

- BE DY AR A

routeconfig clear [4]6]

routeconfig print [4]6]

mail3.example.com> routeconfig

Configure routes for:

1. Ipv4
2. IpPv6
[1]1>

Currently configured routes:
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Choose the operation you want to perform:
- NEW - Create a new route.
[1> new

Please create a name for the route:
[]> EuropeNet

Please enter the destination IPv4 address to match on.
CIDR addresses such as 192.168.42.0/24 are also allowed.
[1> 192.168.12.0/24

Please enter the gateway IP address for traffic to 192.168.12.0/24:
[1> 192.168.14.4

Currently configured routes:
1. EuropeNet Destination: 192.168.12.0/24 Gateway: 192.168.14.4

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>

mail3.example.com> routeconfig

Configure routes for:

1. Ipv4
2. IPv6
[1]1> 2

Currently configured routes:

Choose the operation you want to perform:
- NEW - Create a new route.
[1> new

Please create a name for the route:
[1> EuropeIPv6Net

Please enter the destination IPv6 address to match on.
CIDR addresses such as 2001:db8::/32 are also allowed.
[I> 2620:101:2004:4202::/6

Please enter the gateway IP address for traffic to 2620:101:2004:4202::

[1> 2620:101:2004:4202::23

Currently configured routes:
1. EuropeIPvé6Net Destination: 2620:101:2004:4202::/6 Gateway:
2620:101:2004:4202::23

Choose the operation you want to perform:
- NEW - Create a new route.

- EDIT - Modify a route.

- DELETE - Remove a route.

- CLEAR - Clear all entries.

[1>
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setgateway

&9

Odl

sethostname

£9

Ol
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setgateway 8 %> W g-RH A A A of & 7|2 o F S ARS FAAFUT (7] o] of
) A Alo] E 9ol = routeconfig M ‘j/:]—o—i T3 o

Commit: ©] ™ #-2 'commit' ©] & 83t}
28 B o] B 37bA A28 WEF 2, L A2 A AT S g e
W)X e o] B WA F4e A s e

mail3.example.com> setgateway

Warning: setting an incorrect default gateway may cause the current connection to be
interrupted when the changes are committed.

Enter new default gateway:

[10.1.1.1]> 192.168.20.1

maill.example.com> commit

Please enter some comments describing your changes:
[1> changed default gateway to 192.168.20.1

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

FAE Ol G2 CLI ZFZENA AXG S sk i A8 AT BTt she S 1B o] 52 92
3H o]: @“4 ]—4’ sethostname ‘jé 33 2 Email Securlty ApphanceJ O] /,\jj Xé @“4 ‘jr commit Ué %‘ ’% /‘%_1

e oF A 5 2E o] Fo] HaH]

Commit: ©] & %< 'commit' ©] € 34 t}.
e8] 8% o) WHE VP A0 R LE, D A R A
S pn

o]
W)X W o] Wele wlx @A S A 9leh T

oldname.example.com> sethostname
[oldname.example.com]> mail3.example.com

oldname.example.com>
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oldname.example.com> commit

Please enter some comments describing your changes:
[1]> Changed System Hostname

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

U dh Zo] Al & 2E o]Fo] ZFIZE e YU

mail3.example.com>

smtproutes

&9
G E=vQl gy FAaS AT YT
ALE
Commit: ©] % 'commit' ©] & &g},
S 2H #E: o] Y2371 A" BRE(E YA, I, Al 28] BT A AFSE 5 5 Y T
i z] W o] W2 A P2 s A}
Hi X & 4]

smtproutes "7 2] WX P22 7|E CLIHHY & 7|5 st d AHEE 5= dH5Y
e A SMTP 7 & 9+&7]

smtproutes new <source> <destination> [destination] [destination]

e 7]E SMTP 7 & AHA|

smtproutes delete <source>

e SMTP A& E& %97

smtproutes clear

e SMTP A= &2 <]

smtproutes print

o

[...1]
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e SMTP A E E& 7}z 2.7]

smtproutes import <filenames>

e SMTP & Z= 1 H 7]

smtproutes export <filenames>

E]’% dﬂ ]/H*E smptroutes u;]e:]_O_ /\]"9‘3]'&1 EU'"O example. comcﬂ T;H S OE(UH% %‘
relayl example.com, relay2.example.com, backup-relay.example. com(bfé.%l}ﬂé}L]E+ 5%
N =98 AF A prioed AHE T Th #2] W91 0-655350] v, A7} FE 4
stobg Utk A a4 g A% 712 ¢4 9= 0d e

InboundMail & ‘Q‘ ﬂ /\L‘] ;[—L/H st UH systemsetup Eﬂ oﬂ }\1 %?——l :l' UH:@ '% }}E xc‘] ?\E’%

mail3.example.com> smtproutes

iy 2
do
24

k1

%0
mjy
iy
Iy

&

There are no routes configured.

Choose the operation you want to perform:
- NEW - Create a new route.

- IMPORT - Import new routes from a file.
[1> new

Enter the domain for which you want to set up a permanent route.
Partial hostnames such as ".example.com" are allowed.

Use "ALL" for the default route.

[1> example.com

Enter the destination hosts, separated by commas, which you want mail

for example.com to be delivered.

Enter USEDNS by itself to use normal DNS resolution for this route.

Enter /dev/null by itself if you wish to discard the mail.

Enclose in square brackets to force resolution via address (A)

records, ignoring any MX records.

[1> relayl.example.com/pri=10, relay2.example.com, backup-relay.example.com

Mapping for example.com to relayl.example.com, relay2.example.com,
backup-relay.example.com/pri=10 created.

There are currently 1 routes configured.

Choose the operation you want to perform:

- NEW - Create a new route.

- EDIT - Edit destinations of an existing route.
- DELETE - Remove a route.

- PRINT - Display all routes.

- IMPORT - Import new routes from a file.

- EXPORT - Export all routes to a file.

- CLEAR - Remove all routes.

[1>

Async0S 9.6 for Cisco Email Security Appliances CLI X Ji0|E



3% HH:FBEXGA |

B yES3AIIOL/HMERI E

sslconfig

&9

Commit: ©] ™ #H-& 'commit' ©] & 23},
82 #e: o] §E 237 Al
| x| W& o] W2 ujx F2S& A

0ol

mail.example.com> sslconfig

sslconfig settings:

GUI HTTPS method: sslv3tlsvl
GUI HTTPS ciphers:

RC4-SHA

RC4-MD5

ALL
Inbound SMTP method: sslv3tlsvl
Inbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL
Outbound SMTP method: sslv3tlsvl
Outbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> gui

Enter the GUI HTTPS ssl method you want to use.
1. SSL v2.

2. SSL v3

3. TLS vl

4. SSL v2 and v3
5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl
[5]1> 6

Enter the GUI HTTPS ssl cipher you want to use.
[RC4-SHA:RC4-MD5:ALL] >

sslconfig settings:
GUI HTTPS method: sslv2sslv3tlsvl
GUI HTTPS ciphers:
RC4-SHA
RC4-MD5
ALL

Async0S 9.6 for Cisco Email Security Appliances CLI & X J10| =




EEEENRENETEEEEE.

Inbound SMTP method: sslv3tlsvl
Inbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL
Outbound SMTP method: sslv3tlsvl
Outbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1> inbound

Enter the inbound SMTP ssl method you want to use.
1. SSL v2.

2. SSL v3

3. TLS vl

4. SSL v2 and v3
5. SSL v3 and TLS vl

6. SSL v2, v3 and TLS vl
[5]1> 6

Enter the inbound SMTP ssl cipher you want to use.
[RC4-SHA:RC4-MD5:ALL] >

sslconfig settings:

GUI HTTPS method: sslv2sslv3tlsvl
GUI HTTPS ciphers:

RC4-SHA

RC4-MD5

ALL
Inbound SMTP method: sslv2sslv3tlsvl
Inbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL
Outbound SMTP method: sslv3tlsvl
Outbound SMTP ciphers:

RC4-SHA

RC4-MD5

ALL

Choose the operation you want to perform:

- GUI - Edit GUI HTTPS ssl settings.

- INBOUND - Edit Inbound SMTP ssl settings.

- OUTBOUND - Edit Outbound SMTP ssl settings.
- VERIFY - Verify and show ssl cipher list.
[1>
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sslv3config
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mail.example.com> sslv3config

Current SSLv3 Settings:

UPDATER : Enabled
WEBSECURITY : Enabled
EUQ : Enabled

LDAP : Enabled

Choose the operation you want to perform:
- SETUP - Toggle SSLv3 settings.
[1> setup

Choose the service to toggle SSLv3 settings:
1. EUQ Service

2. LDAP Service

3. Updater Service

4. Web Security Service

[1]1>

Do you want to enable SSLv3 for EUQ Service ? [Y]>n
Choose the operation you want to perform:

- SETUP - Toggle SSLv3 settings.
[1>

telnet
A9

94 e AAFT Y
AFE
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mail3.example.com> telnet
Please select which interface you want to telnet from.
1. Auto
2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]> 3
Enter the remote hostname or IP.
[1> 193.168.1.1
Enter the remote port.
[25]> 25
Trying 193.168.1.1...
Connected to 193.168.1.1.
Escape character is '~]'.
_|
49
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mail3.example.com> traceroute

Which interface do you want to trace from?

1. Auto

2. Management (192.168.42.42/24: mail3.example.com)
3. PrivateNet (192.168.1.1/24: mail3.example.com)
4. PublicNet (192.168.2.1/24: mail3.example.com)
[1]1> 1

Please enter the host to which you want to trace the route.
[1> 10.1.1.1
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Press Ctrl-C to stop.
traceroute to 10.1.1.1 (10.1.1.1), 64 hops max, 44 byte packets
1 gateway (192.168.0.1) 0.202 ms 0.173 ms 0.161 ms
2 hostname (10.1.1.1) 0.298 ms 0.302 ms 0.291 ms
mail3.example.com>
_|
&9
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mail.example.com> tracerouteb
Which interface do you want to trace from?
1. Auto
2. D1 (2001:db8::/32: example.com)
[1]1> 1
Please enter the host to which you want to trace the route.
[1> example.com
Press Ctrl-C to stop.
connect: No route to host
vmlOesa0031l.ga> tracerouteb
Which interface do you want to trace from?
1. Auto
2. D1 (2001:db8::/32: example.com)
[1]1> 2
Please enter the host to which you want to trace the route.
[1> example.com
Press Ctrl-C to stop.
traceroute6 to example.com (2606:2800:220:1:248:1893:25¢c8:1946) from 2001:db8::, 64 hops

max, 12 byte packets

sendto: No route to host
1 traceroute6: wrote example.com 12 chars,
*sendto: No route to host
traceroute6: wrote example.com 12 chars, re
*sendto: No route to host
traceroute6: wrote example.com 12 chars, re

ret=-1
t=-1
t=-1
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mail.example.com> outbreakconfig

Outbreak Filters: Enabled

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.

[1> setup

Outbreak Filters: Enabled
Would you like to use Outbreak Filters? [Y]>

Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or back
down below), meaning that new messages of
certain types could be quarantined or will no longer be quarantined, respectively.

Would you like to receive Outbreak Filter alerts? [N]>

What is the largest size message Outbreak Filters should scan?
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[524288]1>

Do you want to use adaptive rules to compute the threat level of messages? [Y]>
Logging of URLs is currently disabled.

Do you wish to enable logging of URL's? [N]> Y

Logging of URLs has been enabled.

The Outbreak Filters feature is now globally enabled on the system. You must use the
'policyconfig' command in the CLI or the Email

Security Manager in the GUI to enable Outbreak Filters for the desired Incoming and
Outgoing Mail Policies.

Choose the operation you want to perform:

- SETUP - Change Outbreak Filters settings.
[1>

outbreakflush
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mail3.example.com> outbreakflush

Warning - This command removes the current set of Outbreak Filter Rules, leaving your
network exposed until the next rule download. Run "outbreakupdate force" command to
immediately download Outbreak Filter Rules.

Are you sure that you want to clear the current rules? [N]> y

Cleared the current rules.

mail3.example.com>
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mail3.example.com> outbreakstatus

Outbreak Filters: Enabled

Component Last Update Version
CASE Core Files 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
CASE Utilities 26 Jan 2014 06:45 (GMT +00:00) 3.3.1-005
Outbreak Rules 26 Jan 2014 07:00 (GMT +00:00) 20140126_063240
Threat Outbreak Outbreak
Level Rule Name Rule Description

5 OUTBREAK_0002187_03 A reported a MyDoom.BB outbreak.
5 OUTBREAK_0005678_00 This configuration file was generated by...
3 OUTBREAK_0000578_00 This virus is distributed in pictures of...

Outbreak Filter Rules with higher threat levels pose greater risks.
(5 = highest threat, 1 = lowest threat)

Last update: Mon Jan 27 04:36:27 2014

mail3.example.com>

outbreakupdate
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elroy.run> outbreakupdate

Requesting updates for Outbreak Filter Rules.

X xH | (<)
o] MM E The CLI g H o w A HU o,
e dictionaryconfig
e exceptionconfig
e filters
¢ policyconfig
e quarantineconfig
e scanconfig
e stripheaders
¢ textconfig
dictionaryconfig
&9
Zux A8 AR
ALS
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example.com> dictionaryconfig
No content dictionaries have been defined.
Choose the operation you want to perform:

- NEW - Create a new content dictionary.
[1> new
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Enter a name for this content dictionary.
[1> HRWords

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.
<list of words typed here>

Currently configured content dictionaries:
1. HRWords

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> delete

Enter the number of the dictionary you want to delete:
1. HRWords
[1> 1

Content dictionary "HRWords" deleted.
No content dictionaries have been defined.

Choose the operation you want to perform:
- NEW - Create a new content dictionary.
[1>

3|
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mail3.example.com> dictionaryconfig
No content dictionaries have been defined.

Choose the operation you want to perform:
- NEW - Create a new content dictionary.
[1> new

Enter a name for this content dictionary.
[1> secret_words

Do you wish to specify a file for import? [N]>

Enter new words or regular expressions, enter a blank line to finish.
codename

Currently configured content dictionaries:
1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret_words

[1> 1
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Choose the operation you want to perform on dictionary 'secret_words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[]> settings

Do you want to ignore case when matching using this dictionary? [Y]>
Do you want strings in this dictionary to only match complete words? [Y]>

Enter the default encoding to be used for exporting this dictionary:

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)

5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)
11. Japanese (Shift-JIS (X0123))
12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]>

Choose the operation you want to perform on dictionary 'secret_words':
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1>

Currently configured content dictionaries:
1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> Added new dictionary: secret_words

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

O}EH-O/] 0:“ oﬂ /HTL_; dictionaryconfig Dg Eg’% }‘}‘%‘6‘]‘04 profanity.txt E’i}_}lE E}"éoﬂ 9}1% 847H %—01

= Unicode(UTE-8) & 2] © & profanitydh= AR o] 7FA] 34 o},

mail3.example.com> dictionaryconfig
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No content dictionaries have been defined.

Choose the operation you want

to perform:

- NEW - Create a new content dictionary.

[1> new

Enter a name for this content
[1> profanity

Do you wish to specify a file

Enter the name of the file to
[1> profanity.txt

Enter the encoding to use for

dictionary.

for import? [N]> y

import:

the imported file:

1. US-ASCII

2. Unicode (UTF-8)

3. Unicode (UTF-16)

4. Western European/Latin-1 (ISO 8859-1)
5. Western European/Latin-1 (Windows CP1252)
6. Traditional Chinese (Big 5)

7. Simplified Chinese (GB 2312)

8. Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[2]>

84 entries imported successfully.
Currently configured content dictionaries:

1. profanity

Choose the operation you want

to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

O]'EH-O/] C‘ﬂ Oﬂ /\1*15 dictionaryconfig Ué] ‘—%]% /\}%8}01 secret_words A]’ﬁ%
secret_words_export.txtg}%f Eﬂﬁlﬁi ﬁ}?%fé QJ515§L4E+-

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:

1. secret_words

Choose the operation you want

to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.

[1> edit

Enter the number of the dictionary you want to edit:

1. secret_words
[1> 1
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Choose the operation you want to perform on dictionary 'secret_words'
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:
[]1> secret_words_export.txt

mail3.example.com> dictionaryconfig

Currently configured content dictionaries:
1. secret_words

Choose the operation you want to perform:

- NEW - Create a new content dictionary.

- EDIT - Modify a content dictionary.

- DELETE - Remove a content dictionary.

- RENAME - Change the name of a content dictionary.
[1> edit

Enter the number of the dictionary you want to edit:
1. secret_words
[1> 1

Choose the operation you want to perform on dictionary 'secret_words'
- NEW - Create new entries in this dictionary.

- IMPORT - Replace all of the words in this dictionary.

- EXPORT - Export the words in this dictionary.

- DELETE - Remove an entry in this dictionary.

- PRINT - List the entries in this dictionary.

- SETTINGS - Change settings for this dictionary.

[1> export

Enter a name for the exported file:
[]1> secret_words_export.txt

exceptionconfig

&9

L2l of 9] g o] 55 A A3t CLIC A exceptionconfig Eﬂ% ARE- YT}, o] oo A &= o] v
A 24 "admin@zzzaaazzz.com" ©] "Allow" T A M o] =2l o 9] El o] Lo FrFE Yt

Commit: ©] % & 'commit' ©] € &g},
82 #g: o] HH 374 A]2"H B
KRRt

°l EEEC!
A B o WL A YAE AR T

Async0S 9.6 for Cisco Email Security Appliances CLI & X J10| =



o
7
>
02
|

0ol

mail3.example.com> exceptionconfig

Choose the operation you want to perform:
- NEW - Create a new domain exception table entry
[1> new

Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:
[]> mail.partner.com

Any of the following passes:
- @[IP address]

Matches any email address with this IP address.
- @domain

Matches any email address with this domain.
- @.partial.domain

Matches any email address domain ending in this domain.
- user@

Matches any email address beginning with user@.
- user@domain

Matches entire email address.

Enter a domain, sub-domain, user, or email address for which you wish to
provide an exception:

[1> admin@zzzaaazzz.com

Choose a policy for this domain exception:

1. Allow
2. Reject
[1]1> 1

Choose the operation you want to perform:

- NEW - Create a new domain exception table entry
- EDIT - Edit a domain exception table entry

- DELETE - Delete a domain exception table entry

- PRINT - Print all domain exception table entries
- SEARCH - Search domain exception table

- CLEAR - Clear all domain exception entries

[1>

filters

x
02

Commit: ©] =32 'commit' ©] T &
E82H #E: ol HHE S A AY B
o

v 2] P o] WH

Async0S 9.6 for Cisco Email Security Appliances CLI & X J10|1E
|



3% HH:FBEXGA |

o dloll M= fiteer W& AHESE] 3709] A BHE AT

o F WA ZE 9 O]%% big_messages ] U U} body-size 7F & & AF-&-3}0] 10W 7}vlo] EH T} &

A A S AHA U

s F }}H ZE 2] | 5L no_mp3sY YT} attachment-filename TF 2 S AFE-51o] 31 A2 7}

3%l - o] Sl WAAE AFAI Yt

o Al RA AE S o] 52 mallfrOumqu mail-from T2 & A}-&3}4]

postmaster@example.comoﬂ}ﬂ Eiﬁﬂ JAYf ]?ié% %iA}O}JA admlnlstrator@example.comé% {f{%

Az AR,
filter -> llSt 0}“14 ‘j’j o= "JEi 14'0:]3]'0:] YJJE17]' :Q‘él*(—)] /\olﬂ]o‘l

S
a}9] Bed e Abgako] 3 WAl WE o} nhA up W o] 91X & A 2 uhE L

Neho] el A e,

mail3.example.com> filters

Choose the operation you want to perform:

- NEW - Create a new filter.

- IMPORT - Import a filter script from a file.
[1> new

Enter filter script. Enter '.' on its own line to end.
big_messages:
if (body-size >= 10M) {
drop();

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> new
Enter filter script. Enter '.' on its own line to end.
no_mp3s:
if (attachment-filename == '\\.mp3$') {
drop();
}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.
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[1> new
Enter filter script. Enter '.' on its own line to end.
mailfrompm:

if (mail-from == "“Apostmaster$")

{ bcc ("administrator@example.com");}

1 filters added.

Choose the operation you want to perform:

- NEW - Create a new filter.

- DELETE - Remove a filter.

- IMPORT - Import a filter script from a file.

- EXPORT - Export filters to a file

- MOVE - Move a filter to a different position.

- SET - Set a filter attribute.

- LIST - List the filters.

- DETAIL - Get detailed information on the filters.
- LOGCONFIG - Configure log subscriptions used by filters.
- ROLLOVERNOW - Roll over a filter log file.

[1> list

policyconfig
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mail3.example.com> policyconfig
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Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 1

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak

————————————————————————— Malware ———————— Filter: Filters:
Protection: = o —--------- —ooooooooo-

DEFAULT Ironport Mcafee N/A Off Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ----------  Filter: Filters:
Protection: = @ —----m———e e
1. DEFAULT Ironport Mcafee N/A N/A Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Anti-Spam: IronPort - Deliver, Prepend "[SPAM] " to Subject
Suspect-Spam: IronPort - Deliver, Prepend "[SUSPECTED SPAM] " to Subject
Anti-Virus: Off

Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy
[]> antispam
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Choose the operation you want to perform:

- EDIT - Edit Anti-Spam policy

- DISABLE - Disable Anti-Spam policy (Disables all policy-related actions)
[1> edit

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:

What score would you like to set for the IronPort Anti-Spam spam threshold?

[90]> 90

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?
[1]> 2

Do you want to archive messages identified as spam? [N]>
Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam threshold?
[50]> 50

The following configuration options apply to messages identified as SUSPECTED spam:
1. DELIVER

2. DROP

3. BOUNCE

4. TIRONPORT QUARANTINE

What do you want to do with messages identified as SUSPECTED spam?

[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> y

1. PREPEND
. APPEND
3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED spam?
[1]1> 1

What text do you want to prepend to the subject?
[ [SUSPECTED SPAM] ]> [quarantined: possible spam]

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> y

Enter the name of the header:
[]> X-gquarantined

Enter the text for the content of the header:

[1> true

Anti-Spam configuration complete

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.

Anti-Virus: McAfee - Scan and Clean
Content Filters: Off (No content filters have been created)
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Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- OUTBREAK - Modify Outbreak Filters policy

[1>

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak

————————————————————————— Malware ————— - Filter: Filters:
Protection: @ —--------— oo

DEFAULT Ironport Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[]> configured anti-spam for Incoming Default Policy

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

=
ne
I
om
o
10
o

EIRES

=/

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak

————————————————————————— Malware ————— - Filter: Filters:
Protection: = @ —--------— oo

DEFAULT Ironport Mcafee N/A N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> new

Enter the name for this policy:
[1> sales_team

Begin entering policy members. The following types of entries are allowed:
Username entries such as joe@, domain entries such as @example.com, sub-domain
entries such as @.example.com, LDAP group memberships such as ldap(Engineers)

Enter a member for this policy:
[1> ldap(sales)
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Please select an LDAP group query:
1. PublicLDAP.ldapgroup
[1]> 1

Is this entry a recipient or a sender?
1. Recipient

2. Sender

[1]> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> ¥y

Use the policy table default? [Y]> n

Begin Anti-Spam configuration

Some messages will be positively identified as spam. Some messages will be

identified as suspected spam. You can set the IronPort Anti-Spam Suspected Spam Threshold
below.

The following configuration options apply to messages POSITIVELY identified as spam:

What score would you like to set for the IronPort Anti-Spam spam threshold?
[90]> 90

1. DELIVER

2. DROP

3. BOUNCE

4. IRONPORT QUARANTINE

What do you want to do with messages identified as spam?
[1]1> 2

Do you want to archive messages identified as spam? [N]> n

Do you want to enable special treatment of suspected spam? [Y]> y

What score would you like to set for the IronPort Anti-Spam suspect spam
threshold?

[50]> 50

The following configuration options apply to messages identified as SUSPECTED

spam:
1. DELIVER
2. DROP

3. BOUNCE

4. TIRONPORT QUARANTINE
What do you want to do with messages identified as SUSPECTED spam?
[1]1> 4

Do you want to archive messages identified as SUSPECTED spam? [N]> n

1. PREPEND

2. APPEND

3. NONE

Do you want to add text to the subject of messages identified as SUSPECTED

spam?

[1]1> 3

Do you want to add a custom header to messages identified as SUSPECTED spam? [N]> n
Anti-Spam configuration complete

Would you like to enable Anti-Virus support? [Y]> ¥y

Use the policy table default? [Y]> ¥y
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Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies
[1>

ojAl AU HENE o] d
b e Y HAfel A A2 = A

FAA 3o TAHS AT AL A4

Ganlcy

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content
————————————————————————— Malware = Filter:
Protection: 0 @—————————-
sales_team IronPort Default Default Default Default
DEFAULT Ironport Mcafee N/A Off Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> new

Enter the name for this policy:
[1]> engineering

Begin entering policy members. The following types of entries are allowed:
Username entries such as joe@, domain entries such as @example.com,
such as @.example.com, LDAP group memberships such as ldap(Engineers)
Enter a member for this policy:

[1> bob@example.com

3 HHE:EFZ A |
L IE-EPE
Would you like to enable Outbreak Filters for this policy? [Y]> ¥y
Use the policy table default? [Y]> y
Incoming Mail Policy Configuration
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware —————————- Filter: Filters:
Protection: = o—--------=  ——————————
sales_team IronPort Default Default Default Default Default
DEFAULT Ironport Mcafee N/A Off Off Enabled

. dwg ji]-?___]O] H

Outbreak
Filters:

Default

Enabled

sub-domain entries

Il Async0S 9.6 for Cisco Email Security Appliances CLI & %= J10|E



Is this entry a recipient or a sender?
1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> ¥y

Enter a member for this policy:
[1> fred@example.com

Is this entry a recipient or a sender?
1. Recipient

2. Sender

[1]> 1

Add another member? [Y]> ¥y

Enter a member for this policy:
[]> joe@example.com

Is this entry a recipient or a sender?

1. Recipient

2. Sender

[1]1> 1

Add another member? [Y]> n

Would you like to enable Anti-Spam support? [Y]> ¥y

Use the policy table default? [Y]> ¥y

Would you like to enable Anti-Virus support? [Y]> ¥y

Use the policy table default? [Y]> ¥y

Would you like to enable Outbreak Filters for this policy? [Y]> ¥
Use the policy table default? [Y]> n

Would you like to modify the list of file extensions that bypass

Outbreak Filters? [N]> y

Choose the operation you want to perform:
- NEW - Add a file extension
[1> new

Enter a file extension:
[1> dwg

Choose the operation you want to perform:
- NEW - Add a file extension

- DELETE - Delete a file extension

- PRINT - Display all file extensions

- CLEAR - Clear all file extensions

[1> print

The following file extensions will bypass Outbreak Filter processing:

dwg

Choose the operation you want to perform:
- NEW - Add a file extension
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- DELETE - Delete a file extension

- PRINT - Display all file extensions
- CLEAR - Clear all file extensions
[1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail

————————————————————————— Malware ————————
Protection:

sales_team IronPort Default Default Default

engineering Default Default Default Default

DEFAULT Ironport Mcafee N/A Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

o] Al Incoming Mail Overview(5=41 W< 7] Q) 4 2] € o] &
Ao,

CLIoﬂ /H policyconfig o o“] filters 0]‘0 %‘ Eg
GUI) # o] %] ¢} %%‘ﬂqq CLIOH/H > AH=
A sk ar o7 =ol &1t}

Udﬂ scan_for_confidential %‘?ﬂé %Ei% *3 }\é

pollcyconflg

e},

dt

scan_for_confidential ﬁ = l—é E‘i /é'jlg

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail

————————————————————————— Malware ————————
Protection:

sales_team IronPort Default Default Default

engineering Default Default Default Default

DEFAULT Ironport Mcafee N/A Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1> filters

Content
Filter:

Default

Default

Off

ol A A& 370 A 2

Incoming Content Filters GUI(54] &8l = Z
A3 W save 3F9] HH o AHESte] I

Content
Filter:

Default

Default

Off

Outbreak
Filters:

Default

Enabled

Enabled

Outbreak
Filters:

Default

Enabled

Enabled
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No filters defined.

Choose the operation you want to perform:
- NEW - Create a new filter
[1> new

Enter a name for this filter:
[1> scan_for_confidential

Enter a description or comment for this filter (optional):

[1> scan all incoming mail for the string 'confidential'

Filter Name: scan_for_confidential

Conditions:
Always Run

Action:
No actions defined yet.

Description:
scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition
2. Action
[1]1> 1

Message Body Contains

Only Body Contains (Attachments are not scanned)
Message Body Size

Subject Header

Other Header

Attachment Contains

Attachment File Type

Attachment Name

0 d oUW N

9. Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address
14. Envelope Recipient in LDAP Group
15. Envelope Sender Address

16. Envelope Sender in LDAP Group
17. Reputation Score

18. Remote IP

19. DKIM authentication result

20. SPF verification result
[1]1> 1

Enter regular expression or smart identifier to search message contents for:

[1> confidential

Threshold required for match:
[1]1> 1

Filter Name: scan_for_confidential

0
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Conditions:
body-contains ("confidential", 1)

Action:
No actions defined yet.

Description:
scan all incoming mail for the string 'confidential'

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

e}

Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]1> 1

Enter the email address(es) to send the Bcc message to:
[1> hr@example.com

Do you want to edit the subject line used on the Bcc message? [N]> y

Enter the subject to use:
[$Subject]> [message matched confidential filter]

Do you want to edit the return path of the Bcc message? [N]> n

Filter Name: scan_for_confidential

Conditions:

body-contains ("confidential", 1)

Action:

bcec ("hr@example.com", "[message matched confidential filter]")
Description:

scan all incoming mail for the string 'confidential'
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Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- SAVE - Save filter

[1> add

1. Condition

2. Action

[1]> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

O

Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]> 14

1. Policy
[1]1> 1

Filter Name: scan_for_confidential

Conditions:

body-contains ("confidential", 1)

Action:

bcc ("hr@example.com", "[message matched confidential filter]")

quarantine ("Policy")

Description:
scan all incoming mail for the string 'confidential’

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- MOVE - Reorder the conditions or actions
- SAVE - Save filter

[1> save

Defined filters:
1. scan_for_confidential: scan all incoming mail for the string 'confidential’
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Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- RENAME - Rename a filter
[1>

no_mp3s g:' ex_employee %@5 Ié! E‘l Ao”’é'
Choose the operation you want to perform:
- NEW - Create a new filter
- EDIT - Edit an existing filter
- DELETE - Delete a filter
- PRINT - Print all filters
- RENAME - Rename a filter
[1> new

Enter a name for this filter:
[]1> no_mp3s

Enter a description or comment for this filter (optional):
[1> strip all MP3 attachments

Filter Name: no_mp3s

Conditions:
Always Run

Action:
No actions defined yet.

Description:
strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

1. Condition

2. Action

[1]> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)
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19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]> 12

Enter the file type to strip:
[1> mp3

Do you want to enter specific text to use in place of any stripped attachments?[N]> n

Filter Name: no_mp3s

Conditions:
Always Run

Action:
drop-attachments-by-filetype ("mp3")

Description:
strip all MP3 attachments

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- SAVE - Save filter

[1> save

Defined filters:
1. scan_for_confidential: scan all incoming mail for the string
2. no_mp3s: strip all MP3 attachments

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1> new

Enter a name for this filter:
[1> ex_employee

Enter a description or comment for this filter (optional):
[1> bounce messages intended for Doug

Filter Name: ex_employee

Conditions:
Always Run

Action:
No actions defined yet.

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

[1> add

'confidential’
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1. Condition
2. Action
[1]1> 1

Message Body Contains

Only Body Contains (Attachments are not scanned)
Message Body Size

Subject Header

Other Header

Attachment Contains

Attachment File Type
Attachment Name

Attachment MIME Type

10. Attachment Protected

11. Attachment Unprotected

12. Attachment Corrupt

13. Envelope Recipient Address
14. Envelope Recipient in LDAP Group
15. Envelope Sender Address

16. Envelope Sender in LDAP Group
17. Reputation Score

18. Remote IP

19. DKIM authentication result
20. SPF verification result

[1]> 13

0 J oUW NP

e}

Enter regular expression to search Recipient address
[1> doug

Filter Name: ex_employee

Conditions:
rcpt-to == "doug"

Action:
No actions defined yet.

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

[1> add

1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content
10. Drop Attachments By Name

11. Drop Attachments By MIME Type
12. Drop Attachments By File Type
13. Drop Attachments By Size

for:
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14. Send To System Quarantine

15. Duplicate And Send To System Quarantine

16. Add Log Entry

17. Drop (Final Action)

18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]1> 2

Enter the email address(es) to send the notification to:
[1> joe@example.com

Do you want to edit the subject line used on the notification? [N]> y

Enter the subject to use:
[]> message bounced for ex-employee of example.com

Do you want to edit the return path of the notification? [N]> n

Do you want to include a copy of the original message as an attachment to the
notification? [N]> y

Filter Name: ex_employee

Conditions:

rcpt-to == "doug"

Action:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- SAVE - Save filter

[1> add

1. Condition

2. Action

[1]1> 2

1. Bcc

2. Notify

3. Redirect To Alternate Email Address
4. Redirect To Alternate Host

5. Insert A Custom Header

6. Insert A Message Tag

7. Strip A Header

8. Send From Specific IP Interface

9. Drop Attachments By Content

10. Drop Attachments By Name

11. Drop Attachments By MIME Type

12. Drop Attachments By File Type

13. Drop Attachments By Size

14. Send To System Quarantine

15. Duplicate And Send To System Quarantine
16. Add Log Entry

17. Drop (Final Action)
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18. Bounce (Final Action)

19. Skip Remaining Content Filters (Final Action)
20. Encrypt (Final Action)

21. Encrypt on Delivery

22. Skip Outbreak Filters check

[1]> 18

Filter Name: ex_employee

Conditions:
rcpt-to == "doug"

Action:

notify-copy ("joe@example.com", "message bounced for ex-employee of

example.com")
bounce ()

Description:
bounce messages intended for Doug

Choose the operation you want to perform:
- RENAME - Rename this filter

- DESC - Edit filter description

- ADD - Add condition or action

- DELETE - Delete condition or action

- SAVE - Save filter

[1> save

Defined filters:

1. scan_for_confidential: scan all incoming mail for the string

2. no_mp3s: strip all MP3 attachments
3. ex_employee: bounce messages intended for Doug

Choose the operation you want to perform:
- NEW - Create a new filter

- EDIT - Edit an existing filter

- DELETE - Delete a filter

- PRINT - Print all filters

- MOVE - Reorder a filter

- RENAME - Rename a filter

[1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail:

————————————————————————— Malware —————— -
Protection:

sales_team IronPort Default Default Default

engineering Default Default Default Default

DEFAULT Ironport Mcafee N/A Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies
[1>

'confidential’

Content
Filter:

Default

Default

Off

Outbreak
Filters:

Default

Enabled

Enabled
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Incoming Mail Policy Configuration
Name Anti-Spam: Anti-Virus: Advanced Graymail Content Outbreak
————————————————————————— Malware ———— Filter: Filters:
Protection: 0 —--m-m—m—m mmmmmm
sales_team IronPort Default Default Default Default Default
engineering Default Default Default Default Default Enabled
DEFAULT Ironport Mcafee N/A Off Off Enabled
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- DELETE - Remove a policy
- PRINT - Print all policies
- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy
- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name Anti-Spam: Anti-Virus: Advanced Graymail Content Outbreak
————————————————————————— Malware -—————----- Filter: Filters:
Protection: = @—---—----- oo
1. sales_team IronPort Default Default Default Default Default
2. engineering Default Default Default Default Default Enabled
3. DEFAULT Ironport Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 3

Policy Summaries:

Anti-Spam: IronPort
Suspect-Spam:
Anti-Virus: McAfee -
Graymail Detection:
Content Filters: Off
Outbreak Filters: Enabled. No bypass extensions.

- Drop

Scan and Clean
Unsubscribe - Disabled

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:
- ENABLE - Enable Content Filters policy
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[]> enable

1. scan_for_confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 1

1. Active scan_for_confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 2

1. Active scan_for_confidential

2. Active no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 3

1. Active scan_for_confidential

2. Active no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1>

Policy Summaries:

Anti-Spam: IronPort - Drop

Suspect-Spam: IronPort - Quarantine - Archiving copies of the original message.

Anti-Virus: McAfee - Scan and Clean
Graymail Detection: Unsubscribe - Disabled

Content Filters: Enabled. Filters: scan_for_confidential, no_mp3s,

Outbreak Filters: Enabled. No bypass extensions.

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail:

————————————————————————— Malware —————————-
Protection:

sales_team IronPort Default Default Default

engineering Default Default Default Default

DEFAULT Ironport Mcafee N/A Off

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

Content
Filter:

Default

Default

Enabled

ex_employee

Outbreak
Filters:

Default

Enabled

Enabled
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- FILTERS - Edit content filters
- CLEAR - Clear all policies
[1> edit
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak
————————————————————————— Malware ---------- Filter: Filters:
Protection: = @——------—= -
1. sales_team IronPort Default Default Default Default Default
2. engineering Default Default Default Default Default Enabled
3. DEFAULT Ironport Mcafee N/A Off Off Enabled

Enter the name or number of the entry you wish to edit:
[1> 2

Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default
Content Filters: Default

Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:
- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1> filters

Choose the operation you want to perform:

- DISABLE - Disable Content Filters policy (Disables all policy-related

actions)

- ENABLE - Enable Content Filters policy
[1> enable

1. scan_for_confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 1

1. Active scan_for_confidential

2. no_mp3s

3. ex_employee

Enter the filter to toggle on/off, or press enter to finish:
[1> 3

1. Active scan_for_confidential

2. no_mp3s

3. Active ex_employee

Enter the filter to toggle on/off, or press enter to finish:

[1>
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Policy Summaries:

Anti-Spam: Default

Anti-Virus: Default

Graymail Detection: Unsubscribe - Default

Content Filters: Enabled. Filters: scan_for_confidential, ex_employee
Outbreak Filters: Enabled. Bypass extensions: dwg

Choose the operation you want to perform:
- NAME - Change name of policy

- NEW - Add a new member

- DELETE - Remove a member

- PRINT - Print policy members

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- FILTERS - Modify filters

[1>

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content
————————————————————————— Malware ————— - Filter:
Protection: @ —————----
sales_team IronPort Default Default Default Default
engineering Default Default Default Default Enabled
DEFAULT Ironport Mcafee N/A Off Enabled

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- DELETE - Remove a policy

- PRINT - Print all policies

- SEARCH - Search for a policy by member
- MOVE - Move the position of a policy

- FILTERS - Edit content filters

- CLEAR - Clear all policies

[1>

Outbreak
Filters:

Default

Enabled

Enabled
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mail3.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]1> 2
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Outgoing Mail Policy Configuration
Name: Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak DLP:
————————————————————————— Malware ----------  Filter: Filters: -———=
Protection: = 0@o—---m—--—— ————————
DEFAULT N/A N/A N/A Off Off Off Off
Choose the operation you want to perform:
- NEW - Create a new policy
- EDIT - Edit an existing policy
- PRINT - Print all policies
- FILTERS - Edit content filters
[1> edit
Name : Anti-Spam: Anti-Virus: Advanced Graymail: Content Outbreak DLP:
————————————————————————— Malware -————----—- Filter: Filters: -——
Protection: 000 —--mmmmmmm —mmm o
1. DEFAULT N/A N/A N/A Off Off Ooff Off

Enter the name or number of the entry you wish to edit:

[1>1

Policy Summaries:

Anti-Spam: Off
Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled
Content Filters: Off (No content filters have been created)

Outbreak Filters: Off
DLP: Off

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy

- DLP - Modify DLP policy
[1> dlp

Choose the operation you want to perform:

- ENABLE - Enable DLP policy
[1> enable

1. California AB-1298
2. Suspicious Transmission - Zip Files
3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:

[1> 1

1. Active California AB-1298

2. Suspicious Transmission - Zip Files

3. Restricted Files

Enter the policy to toggle on/off, or press enter to finish:

[1> 2

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Restricted Files
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Enter the policy to toggle on/off, or press enter to finish:
[1> 3

1. Active California AB-1298

2. Active Suspicious Transmission - Zip Files

3. Active Restricted Files

Enter the policy to toggle on/off, or press enter to finish:
[1>

Policy Summaries:

Anti-Spam: Off

Anti-Virus: Off

Graymail Detection: Unsubscribe - Disabled

Content Filters: Off (No content filters have been created)
Outbreak Filters: Off

DLP: Enabled. Policies: California AB-1298, Suspicious Transmission - Zip

Files, Restricted Files

Choose the operation you want to perform:

- ANTISPAM - Modify Anti-Spam policy

- ANTIVIRUS - Modify Anti-Virus policy

- GRAYMAIL - Modify Graymail policy

- OUTBREAK - Modify Outbreak Filters policy
- DLP - Modify DLP policy
[1>

mail.example.com> policyconfig

Would you like to configure Incoming or Outgoing Mail Policies?
1. Incoming

2. Outgoing

[1]> 1

Incoming Mail Policy Configuration

Name : Anti-Spam: Anti-Virus: Advanced Graymail:

————————————————————————— Malware —————————=
Protection:

DEFAULT Off N/A N/A Ooff

Choose the operation you want to perform:
- NEW - Create a new policy

- EDIT - Edit an existing policy

- PRINT - Print all policies

- FILTERS - Edit content filters

[1> edit
Name : Anti-Spam: Anti-Virus: Advanced Graymail:
————————————————————————— Malware —————————
Protection:
1. DEFAULT Ooff N/A N/A Off

Content
Filter:

Off

Content
Filter:

Off

Outbreak
Filters:

N/A

Outbreak
Filters:

N/A
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Enter the name or number of the entry you wish to edit:
[1> 1

Policy Summaries:

Anti-Spam: Off
Graymail Detection: Off
Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1> graymail

Choose the operation you want to perform:
- ENABLE - Enable Graymail policy
[]> enable

Begin Graymail configuration
Do you want to enable Safe Unsubscribe? [N]> y

Do you want to perform Safe Unsubscribe action only for unsigned messages (recommended) ?
[Y]>

Do you want to enable actions on messages identified as Marketing Email? [N]>
Do you want to enable actions on messages identified as Social Networking Email? [N]> y

1. DELIVER

2. DROP

3. BOUNCE

What do you want to do with messages identified as Social Networking Email?
[1]1> 2

Do you want to archive messages identified as Social Networking Email? [N]>
Do you want to enable actions on messages identified as Bulk Email? [N]> y

1. DELIVER

2. DROP

3. BOUNCE

What do you want to do with messages identified as Bulk Email?
[1]1> 2

Do you want to archive messages identified as Bulk Email? [N]>
Graymail configuration complete.
Policy Summaries:

Anti-Spam: Off
Graymail Detection: Unsubscribe - Enabled
Social Networking mails : Drop
Bulk mails : Drop
Content Filters: Off (No content filters have been created)

Choose the operation you want to perform:
- ANTISPAM - Modify Anti-Spam policy

- GRAYMAIL - Modify Graymail policy

- FILTERS - Modify filters

[1>
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quarantineconfig
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mail3.example.com> quarantineconfig

Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 Outbreak 3,072 0.0 1 12h Release
2 Policy 1,024 0.1 497 10d Delete
3 Virus 2,048 empty 0 304 Delete

2,048 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.
[1> new

Please enter the name for this quarantine:
[1> HRQuarantine

Retention period for this quarantine. (Use 'd' for days or 'h' for hours.):
[1> 15 4

1. Delete

2. Release

Enter default action for qguarantine:

[1]1> 2

Do you want to modify the subject of messages that are released because
"HRQuarantine" overflows? [N]>

Do you want add a custom header to messages that are released because
"HRQuarantine" overflows? [N]>

Do you want to strip all attachments from messages that are released
because "HRQuarantine" overflows? [N]>

Do you want default action to apply automatically when gquarantine space fills up? [Y]>

Currently configured quarantines:

# Quarantine Name Size (MB) % full Messages Retention Policy
1 HRQuarantine 1,024 N/A N/A 15d Release
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2 Outbreak 3,072 0.0 1 12h Release
3 Policy 1,024 0.1 497 10d Delete
4 Virus 2,048 empty 0 304 Delete

(N/A: Quarantine contents is not available at this time.)
1,024 MB available for quarantine allocation.

Choose the operation you want to perform:

- NEW - Create a new quarantine.

- EDIT - Modify a quarantine.

- DELETE - Remove a quarantine.

- OUTBREAKMANAGE - Manage the Outbreak Filters quarantine.
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mail3.example.com> scanconfig

There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:
- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[]1> setup

1. Scan only attachments with MIME types or fingerprints in the list.

2. Skip attachments with MIME types or fingerprints in the list.
Choose one:
[2]1> 2

Enter the maximum depth of attachment recursion to scan:
[5]> 10

Enter the maximum size of attachment to scan:
[5242880]> 10m

Do you want to scan attachment metadata? [Y]> ¥

Enter the attachment scanning timeout (in seconds):
[30]> 180

If a message has attachments that were not scanned for any reason
because of size, depth limits, or scanning timeout),
search pattern? [N]> n

(e.
assume the attachment matches the

g.

If a message could not be deconstructed into its component parts in order to remove

specified attachments, the system should:

Configure encoding to use when none is specified for plain body text
anything with MIME type plain/text or plain/html.
1. US-ASCII

2. Unicode (UTF-8)
3. Unicode (UTF-16)
4. Western European/Latin-1 (ISO 8859-1)

or
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Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)

Simplified Chinese (GB 2312)

Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[1]1> 1

0 J o Ul

Scan behavior changed.
There are currently 5 attachment type mappings configured to be SKIPPED.

Choose the operation you want to perform:
- NEW - Add a new entry.

- DELETE - Remove an entry.

- SETUP - Configure scanning behavior.

- IMPORT - Load mappings from a file.

- EXPORT - Save mappings to a file.

- PRINT - Display the list.

- CLEAR - Remove all entries.

- SMIME - Configure S/MIME unpacking.

[1> print
1. Fingerprint Image

2. Fingerprint Media

3. MIME Type audio/*
4. MIME Type image/*
5. MIME Type video/*

stripheaders
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mail3.example.com> stripheaders
Not currently stripping any headers.
Choose the operation you want to perform:

- SETUP - Set message headers to remove.
[1> setup
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Enter the list of headers you wish to strip from the messages before they are delivered.
Separate multiple headers with commas.
[1> Delivered-To

Currently stripping headers: Delivered-To

Choose the operation you want to perform:
- SETUP - Set message headers to remove.
[1>

mail3.example.com>

textconfig

&9
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mail3.example.com> textconfig

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
[1> new

What kind of text resource would you like to create?
1. Anti-Virus Container Template

2. Anti-Virus Notification Template

3. DLP Notification Template

4. Bounce and Encryption Failure Notification Template
5. Message Disclaimer

6. Encryption Notification Template (HTML)

7. Encryption Notification Template (text)

8. Notification Template

[1]1> 5

Please create a name for the message disclaimer:
[1> disclaimer 1

Enter the encoding for the message disclaimer:

1. US-ASCII
2. Unicode (UTF-8)
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Unicode (UTF-16)

Western European/Latin-1 (ISO 8859-1)
Western European/Latin-1 (Windows CP1252)
Traditional Chinese (Big 5)
Simplified Chinese (GB 2312)
Simplified Chinese (HZ GB 2312)

9. Korean (ISO 2022-KR)

10. Korean (KS-C-5601/EUC-KR)

11. Japanese (Shift-JIS (X0123))

12. Japanese (IS0-2022-JP)

13. Japanese (EUC)

[1]1>

0 3 o Ui W

Enter or paste the message disclaimer here. Enter '.' on a blank line to end.
This message was sent from an IronPort(tm) Email Security appliance.

Message disclaimer "disclaimer 1" created.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> delete

Please enter the name or number of the resource to delete:
[1> 1

Message disclaimer "disclaimer 1" has been deleted.

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
[1>

7NEHAE YA AE FAS}HYH textconfig -> epiTE AR UTH A IYE S HASA Y AE
@ ULE o0 GAEE QAT - o)

BIAE 2lAA JIRRD]
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mail3.example.com> textconfig

Current Text Resources:
1. footer.2.message (Message Footer)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.
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- DELETE - Remove a resource from the system.
- LIST - List configured resources.
[1> import

What kind of text resource would you like to create?
Anti-Virus Container Template

Anti-Virus Notification Template

DLP Notification Template

Bounce and Encryption Failure Notification Template
Message Disclaimer

Encryption Notification Template (HTML)

Encryption Notification Template (text)
Notification Template

11> 8

— 00 d oUW N

Please create a name for the notification template:
[]> strip.mp3files

Enter the name of the file to import:
[1> strip.mp3.txt

Enter the encoding to use for the imported file:
1. US-ASCII

[ list of encodings ]

[1]1>

Notification template "strip.mp3files" created.

Current Text Resources:
1. disclaimer.2.message (Message Disclaimer)
2. strip.mp3files (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1>

J
a5 H2AE A2 JHWHH textconfig -> EXPORTS A}
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mail3.example.com> textconfig

Current Text Resources:
1. footer.2.message (Message Footer)
2. strip.mp3 (Notification Template)

Choose the operation you want to perform:

- NEW - Create a new text resource.

- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.

- PRINT - Display the content of a resource.

- EDIT - Modify a resource.

- DELETE - Remove a resource from the system.
- LIST - List configured resources.

[1> export
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Please enter the name or number of the resource to export:
[1> 2
Enter the name of the file to export:
[strip.mp3]> strip.mp3.txt
Enter the encoding to use for the exported file:
1. US-ASCII
[ list of encoding types ]
[1]1>
File written on machine "mail3.example.com" using us-ascii encoding.
Current Text Resources:
1. footer.2.message (Message Footer)
2. strip.mp3 (Notification Template)
Choose the operation you want to perform:
- NEW - Create a new text resource.
- IMPORT - Import a text resource from a file.
- EXPORT - Export text resource to a file.
- PRINT - Display the content of a resource.
- EDIT - Modify a resource.
- DELETE - Remove a resource from the system.
LIST - List configured resources.
[1>
e =
o
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e alertconfig
e displayalerts
e findevent
¢ grep
e logconfig
e rollovernow
e snmpconfig
e tail
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vm30esal086.ibga> alertconfig

Not sending alerts (no configured addresses)

S

Alerts will be sent using the system-default From Address.

Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.
[1> new

Please enter a new email address to send alerts.
(Ex: "administrator@example.com")
[1> alertadmin@example.com

Choose the Alert Classes. Separate multiple choices with commas.

1. Aall

2. System

3. Hardware

4. Updater

5. Outbreak Filters
6. Anti-Virus

7. Anti-Spam

8. Directory Harvest Attack Prevention
9. Release and Support Notifications
[1]1> 2,3,8

Select a Severity Level. Separate multiple choices with commas.

1. all

2. Critical

3. Warning

4. Informatlon
[11>

Sending alerts to:
alertadmin@example.com
Class: Hardware - Severities: Critical

Class: Directory Harvest Attack Prevention - Severities:

Class: System - Severities: Critical

Initial number of seconds to wait before sending a duplicate alert:
Maximum number of seconds to wait before sending a duplicate alert:

Maximum number of alerts stored in the system are: 50

Alerts will be sent using the system-default From Address.

Cisco IronPort AutoSupport: Disabled

Choose the operation you want to perform:

- NEW - Add a new email address to send alerts.

- EDIT - Modify alert subscription for an email address.
- DELETE - Remove an email address.

- CLEAR - Remove all email addresses (disable alerts).

- SETUP - Configure alert settings.

- FROM - Configure the From Address of alert emails.

[1>

Critical

300
3600

1, = glof, ol g
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> displayalerts

Date and Time Stamp Description

10 Mar 2015 11:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer

certificate

Last message occurred 28 times between Tue Mar 10 10:34:57 2015 and Tue Mar 10 11:32:24
2015.

10 Mar 2015 11:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 8 times between Tue Mar 10 10:29:57 2015 and Tue Mar 10 11:18:24
2015.

10 Mar 2015 10:33:36 +0000 The updater could not validate the server certificate.
Server certificate not validated - unable to get local issuer
certificate

Last message occurred 26 times between Tue Mar 10 09:33:55 2015 and Tue Mar 10 10:29:57
2015.

10 Mar 2015 10:23:39 +0000 The updater has been unable to communicate with the update
server for at least 1h.

Last message occurred 9 times between Tue Mar 10 09:26:54 2015 and Tue Mar 10 10:22:56
2015.
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0il: envelope FROM J| = &2 A4
mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1]> 1

Enter the regular expression to search for.
[1> *

Currently configured logs:

Log Name Log Type Retrieval
1. mail_logs IronPort Text Mail Logs Manual Download
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]>

No matching message IDs were found

Of: Bl ALK ID 01 & 24 A4

mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1]1> 2

Enter the Message ID (MID) to search for.
[1> 1

Interval
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Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail_logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

Select log files by date list

Current log file

31> 1

2
3
[

O: M= J|I= 2
mail.example.com> findevent

Please choose which type of search you want to perform:
Search by envelope FROM

Search by Message ID

Search by Subject

Search by envelope TO

11> 3

1
2
3
4
[

Enter the regular expression to search for.

[r>

Currently configured logs:
Log Name Log Type Retrieval Interval
1. mail_logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[11> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]1> 2

Available mail log files, listed by log file start time. Specify multiple log files by
separating with commas or specify a range with a dash:

1. Thu Feb 19 05:18:02 2015

[1]>

No matching message IDs were found

0il: envelope TO J| = 23 A4
mail.example.com> findevent

Please choose which type of search you want to perform:
1. Search by envelope FROM

2. Search by Message ID

3. Search by Subject

4. Search by envelope TO

[1]1> 4
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Enter the regular expression to search for.
[1>

Currently configured logs:

Log Name Log Type Retrieval Interval
1. mail_logs IronPort Text Mail Logs Manual Download None
Enter the number of the log you wish to use for message tracking.
[1]1> 1

Please choose which set of logs to search:
1. All available log files

2. Select log files by date list

3. Current log file

[3]>

No matching message IDs were found

grep
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grep [-C count] [-e regex] [-i] [-p] [-t] [regex] log_name
~
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2 3-12 grep F & SH(HZ)
-t 271 9 9 tailol] ) &) grep © H S A g}
regex At 284S dE3U .

grep2| Ol

o} & o A= etElnfol gl A 21 oA BAE B2 ‘clean' T 'viral' S A A= AL Ho
U T} grep ¥ # ©] regex X8 2 S X3}

mail3.example.com> grep “CLEAN\\|VIRAL" antivirus

Fri Jun 9 21:50:25 2006 Info: sophos antivirus - MID 1 - Result 'CLEAN' ()
Fri Jun 9 21:53:15 2006 Info: sophos antivirus - MID 2 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 3 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 4 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 5 - Result 'CLEAN' ()
Fri Jun 9 22:47:41 2006 Info: sophos antivirus - MID 6 - Result 'CLEAN' ()
Fri Jun 9 22:47:42 2006 Info: sophos antivirus - MID 12 - Result 'CLEAN' ()
Fri Jun 9 22:53:04 2006 Info: sophos antivirus - MID 18 - Result 'VIRAL' ()
Fri Jun 9 22:53:05 2006 Info: sophos antivirus - MID 16 - Result 'VIRAL' ()
Fri Jun 9 22:53:06 2006 Info: sophos antivirus - MID 19 - Result 'VIRAL' ()
Fri Jun 9 22:53:07 2006 Info: sophos antivirus - MID 21 - Result 'VIRAL' ()
Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 20 - Result 'VIRAL' ()

(

Fri Jun 9 22:53:08 2006 Info: sophos antivirus - MID 22 - Result 'VIRAL'
mail3.example.com>

logconfig

x
02

ERE SR P LA es

Commit: ©] % & 'commit' ©] € 23},
S8 2F #e: o] WEH 237 A 2F RE(E YA, T, Al & Foll Al A8 E = QL5 T
oy

o]
B2 W o] WE A g4 S A et FEyth

FTP ZEAI 2O MEATEE2 O

E]'% Oﬂ Oﬂ }\1% logconfig %‘ Eﬂ:—% }‘%6‘}‘04 myDeliveryLogsE}"fo ’\H ;ﬂ% EJ% ;F‘/\[)] 613"4 D} j_‘—ﬂ
U 217 FTPE &3 94 S 2B FAH =5 743t}

mail3.example.com> logconfig

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

Async0S 9.6 for Cisco Email Security Appliances CLI & X J10|1E
|

o U W N




3% HE:EX oA |
B 2329
7. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll
9. "error_logs" Type: "IronPort Text Mail Logs" Retrieval:
10. "euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval:
11. "euqggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

12. "ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail_logs" Type: "IronPort Text Mail Logs" Retrieval:
15. "reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll
16. "reportqueryd_logs" Type: "Reporting Query Logs" Retrieval:

17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld_logs" Type: "Safe/Block Lists Logs" Retrieval:

19. "sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll
20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system_logs" Type: "System Logs" Retrieval: FTP Poll
22. "trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll
23. "updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.
[1> new

Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs

24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs

27. Authentication Logs

[1]1> 8

Please enter the name for the log:
[1> myDeliveryLogs

Choose the method to retrieve the logs.
1. FTP Poll
2. FTP Push
3. SCP Push
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4. Syslog Push
[1]1> 2

Hostname to deliver the logs:
[1> yourhost.example.com

Username on the remote host:
[]1> yourusername

Password for youruser:
[1> thepassword

Directory on remote host to place logs:
[1> /logs

Filename to use for log files:
[conversation.text]>

Maximum time to wait before transferring:

[3600]>

Maximum filesize before transferring:
[10485760]1>

Currently configured logs:

"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval: FTP Poll
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll

"cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "myDeliveryLogs" Type: "SMTP Conversation Logs" Retrieval: FTP Push - Host
yourhost.example.com

16. "reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll

17. "reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
18. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

19. "slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

20. "sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

21. "status" Type: "Status Logs" Retrieval: FTP Poll

22. "system_logs" Type: "System Logs" Retrieval: FTP Poll

23. "trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll

24. "updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

0 g U W N
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mail3.example.com> logconfig
Currently configured logs:
1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll
2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll
3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
4. "authentication" Type: "Authentication Logs" Retrieval:
5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll
6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll
7. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll
8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll
9. "error_logs" Type: "IronPort Text Mail Logs" Retrieval:
10. "euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval:
11. "euqggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll

12. "ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail_logs" Type: "IronPort Text Mail Logs" Retrieval:
15. "reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll
16. "reportqueryd_logs" Type: "Reporting Query Logs" Retrieval:

17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld_logs" Type: "Safe/Block Lists Logs" Retrieval:

19. "sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll
20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system_logs" Type: "System Logs" Retrieval: FTP Poll
22. "trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll
23. "updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:
- NEW - Create a new log.

- EDIT - Modify a log subscription.

- DELETE - Remove a log subscription.

- SETUP - General settings.

- LOGHEADERS - Configure headers to log.

- HOSTKEYCONFIG - Configure SSH host keys.

[1> new
Choose the log file type for this subscription:

1. IronPort Text Mail Logs
2. gmail Format Mail Logs
3. Delivery Logs

4. Bounce Logs

5. Status Logs

6. Domain Debug Logs

7. Injection Debug Logs

8. SMTP Conversation Logs
9. System Logs

10. CLI Audit Logs

11. FTP Server Logs

12. HTTP Logs

13. NTP logs

14. LDAP Debug Logs

15. Anti-Spam Logs

16. Anti-Spam Archive

17. Anti-Virus Logs

18. Anti-Virus Archive

19. Scanning Logs

20. IronPort Spam Quarantine Logs
21. IronPort Spam Quarantine GUI Logs
22. Reporting Logs

23. Reporting Query Logs
24 . Updater Logs

25. Tracking Logs

26. Safe/Block Lists Logs
27. Authentication Logs
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[1]> 3

Please enter the name for the log:
[1> LogPush

Choose the method to retrieve the logs.
1. FTP Poll

2. FTP Push

3. SCP Push

[1]1> 3

Hostname to deliver the logs:
[]> 10.1.1.1

Port to connect to on the remote host:
[22]>

Username on the remote host:
[1> logger

Directory on remote host to place logs:
[1> /tmp

Filename to use for log files:
[delivery.log]>

Maximum time to wait before transferring:
[3600]>

Maximum filesize before transferring:
[10485760]>

Protocol:
1. SSHI1
2. SSH2
[2]> 2

Do you want to enable host key checking? [N]> y

Do you want to automatically scan the host for its SSH key, or enter it
manually?

1. Automatically scan.

2. Enter manually.

[1]1> 1

SSH2 :dsa

10.1.1.1 ssh-dss
AAAAB3NzaClkc3MAAACBALWG14I1WLDVNdbIWESArt9LVE2ts5yE9IBTSAUwWLVvoq0G3FRgifrce92zgyHtc/ZWyXav
UTIM3Xd1lbpiEcscMp2XKpSnPPx21y8bakpdsSCQcM8zZMDjnOPm8ghiwHXYh7oNEUJCCPnPxAy44r1J5Yz4x9eI0AL
pO0dHUOGR+7J 1NAAAAFQDQ1i5GY/X9P1DM3 £ PMVEX7wc0ed1lwAAATBIcgMTEFP1IWTAGr1RtbowZP5zWZtVDTxLhdXzjlo
4+bB4hBR7DKuc80+naAFnThyH/J8R3W1JIVF79M5geKJbXzuJGDK3Zwl3UYefPgBgXp201zLRQSIYx1WhwYz/rooopN
1BnF4shl2mtg3tdell76bQgtwaQA4dwKO15k3zOWsPwAAATAIcRYat3y+Blv/V6wdE6BBk+oULv3eK38gafuipdWMBx
kGI9GO6EQi8nss820znwiWBy /PITRQfh4AMBm1XTF4VEY00sARr1ZtuUJC1QGQvCgh7NA3YNais2CSbEKBEaIOTF6+SX2
RNpcUF3Wg5ygw92xtgQPKMcZeLtK2ZIRKhC+Vw==

Add the preceding host key(s) for 10.1.1.1? [Y]> ¥
Currently installed host keys:

1. 10.1.1.1 1024 35 12260642076447444117847407996206675325...3520565607
2. 10.1.1.1 ssh-dss AAAAB3NzaClkc3MAAACBALwGi4I1WLDVndbIwE. ..JRkhC+Vw==
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Choose the operation you want to perform:

NEW - Add a new key.

EDIT - Modify a key.

DELETE - Remove a key.

SCAN - Automatically download a host key.
PRINT - Display a key.

HOST - Display this machine's host keys.

[1>
Maximum filesize before transferring:
[10485760]1>

Protocol:

1.
2.

SSH1
SSH2

[2]> 2

Do you want to enable host key checking? [N]> y

Currently installed host keys:

Choose the operation you want to perform:

NEW - Add a new key.
SCAN - Automatically download a host key.
HOST - Display this machine's host keys.

[1> scan

Choose the ssh protocol type:

1. SSHl:rsa
2. SSH2:rsa
3. SSH2:dsa
4. All

[4]> 4
SSHl:rsa

10.1.1.1 1024 35

122606420764474441178474079962066753259278682648965870690129496065430424463013457294798980
627829828033793152226448694514316218272814453986931612508282328008815740072109975632356478
532128816187806830746328234327778100131128176672666244511191783747965898000855947022484692

079466697707373948871554575173520565607

Syslog FAl 2 HEAI-E 0
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mail3.example.com> logconfig

Currently configured logs:
"antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

"bounces" Type: "Bounce Logs" Retrieval: FTP Poll
"cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

0 d oUW N

"antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

"asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll
"authentication" Type: "Authentication Logs" Retrieval:
"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

"encryption" Type: "Encryption Logs" Retrieval: FTP Poll

Il Async0S 9.6 for Cisco Email Security Appliances CLI & %= J10|E



9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

Hu
o
He
ne
i1}
|

"error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

"euggui_logs" Type: "IronPort

"gui_logs" Type: "HTTP Logs"

"sntpd_logs" Type: "NTP logs"
"status" Type: "Status Logs"

"eug_logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll

Spam Quarantine GUI Logs" Retrieval: FTP Poll

"ftpd _logs" Type: "FTP Server Logs" Retrieval: FTP Poll

Retrieval: FTP Poll

"mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll
"reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll
"reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
"scanning" Type: "Scanning Logs" Retrieval: FTP Poll

"slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

Retrieval: FTP Poll

Retrieval: FTP Poll
"system_logs" Type: "System Logs" Retrieval: FTP Poll
"trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll
"updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

Choose the operation you want to perform:

[]

NEW - Create a new log.

EDIT - Modify a log subscription.
DELETE - Remove a log subscription.

SETUP - General settings.

LOGHEADERS - Configure headers to log.
HOSTKEYCONFIG - Configure SSH host keys.

> new

Choose the log file type for this subscription:

0 d oUW N

27.

[1

IronPort Text Mail Logs
gmail Format Mail Logs
Delivery Logs

Bounce Logs

Status Logs

Domain Debug Logs
Injection Debug Logs
SMTP Conversation Logs
System Logs

CLI Audit Logs
FTP Server Logs
HTTP Logs
NTP logs

LDAP Debug Logs

Anti-Spam Logs

Anti-Spam Archive

Anti-Virus Logs

Anti-Virus Archive

Scanning Logs

IronPort Spam Quarantine Logs

Reporting Logs
Reporting Query Logs
Updater Logs

Tracking Logs
Safe/Block Lists Logs
Authentication Logs
1> 1

IronPort Spam Quarantine GUI Logs

Please enter the name for the log:

[]

Lo
1.

oo W N

> MailLogSyslogPush

g level:
Critical
Warning
Information
Debug
Trace
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[3]1> 2
Choose
1. FTP
2. FTP
3. SCP
4. Sysl
[1]> 4

the method to retrieve the logs.

Poll
Push
Push
og Push

Hostname to deliver the logs:

[1> 10.

Which protocol do you want to use to transfer the log data?

1. UDP
2. TCP
[1]> 1

Which facility do you want the log data to be sent as?

auth

1.1.2

authpriv
console

ftp
loca
loca
. loca
9. loca

1
2
3.
4. daemon
5
6
7
8

10
11
12
13

10. local4d
11. local5s
12. localé6
13. local?

14. mai
15. ntp

1

16. security
17. user
[14]> 14

Currently configured logs:

1. "MailLogSyslogPush" Type: "IronPort Text Mail Logs"

Host 10
rollovernow
SN

2 3
A2

Commit: ©]

DEIRE
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.1.1.2

e
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mail3.example.com> rollovernow

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll
5. m"avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll

19. "sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll

20. "status" Type: "Status Logs" Retrieval: FTP Poll

21. "system_logs" Type: "System Logs" Retrieval: FTP Poll

22. "trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll

23. "updater_logs" Type: "Updater Logs" Retrieval: FTP Poll

24. All Logs

Which log would you like to roll over?

[1> 2

Log files successfully rolled over.
mail3.example.com>

snmpconfig

£9

SNMPE 7+ &t

Commit: ©] &2 'commit' ©] € 23},
EaFat= 3’&3]: W2 37 Al 2E RE(EH AH, T4, Al &) BFo A AREE 4= 95U T
Sy oF

ol &
iR B o] W2 A dAs AdetA FEuth

Odl

ﬂ'*o“ ] ]}‘1"\3 snmpconfig Ué%‘ 3 /‘}%3]-04 _‘Jj_E 61-/] "PublicNet" ?_]Ei Y‘ﬂ O]Z—\—‘)ﬂ /\1 SNMP% %L
Aoty th Hd 39 s azZgo]=35 st S o8 v dE I A 132845
A ) 2B 5 A 22 5l0] TAE B, o] B 1 9 27} WUl GET 2o AR E £ 42 puntic
o] 48 YTt} snmp-monitor.example.com® EF /o] H g Ut). wpxgo =z Al A~E 9] %]

e E LR EENEY
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mail3.example.com> snmpconfig

Current SNMP settings:
SNMP Disabled.

Choose the operation you want to perform:
- SETUP - Configure SNMP.
[]1> setup

Do you want to enable SNMP? [N]> y

Please choose an IP interface for SNMP requests.
1. Data 1 (192.168.1.1/24: buttercup.run)

2. Data 2 (192.168.2.1/24: buttercup.run)

3. Management (192.168.44.44/24: buttercup.run)
[1]1>

Enter the SNMPv3 passphrase.
>

Please enter the SNMPv3 passphrase again to confirm.
>

Which port shall the SNMP daemon listen on?
[161]1>

Service SNMP V1/V2c requests? [N]> y

Enter the SNMP V1/V2c community string.
[1> public

From which network shall SNMP V1/V2c requests be allowed?
[192.168.2.0/24]1>

Enter the Trap target (IP address). Enter "None" to disable traps.
[None]> snmp-monitor.example.com

Enterprise Trap Status

1. RAIDStatusChange Enabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Enabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]> y
Do you want to disable any of these traps? [Y]>

Enter number or numbers of traps to disable. Separate multiple numbers with commas.
[1> 1,8

Enterprise Trap Status

1. RAIDStatusChange Disabled
2. fanFailure Enabled
3. highTemperature Enabled
4. keyExpiration Enabled
5. linkDown Enabled
6. linkUp Enabled
7. powerSupplyStatusChange Enabled
8. resourceConservationMode Disabled
9. updateFailure Enabled

Do you want to change any of these settings? [N]>
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Enter the System Location string.
[Unknown: Not Yet Configured]> Network Operations Center - west; rack #31, position 2

Enter the System Contact string.
[snmp@localhost]> Joe Administrator, x8888

Current SNMP settings:

Listening on interface "Data 1" 192.168.2.1/24 port 161.

SNMP v3: Enabled.

SNMP v1/v2: Enabled, accepting requests from subnet 192.168.2.0/24.
SNMP v1/v2 Community String: public

Trap target: snmp-monitor.example.com

Location: Network Operations Center - west; rack #31, position 2
System Contact: Joe Administrator, x8888

mail3.example.com>

A%Hoz 20 9o B AU Eot il 33 AT 219 o] B WS E 1)
ta og

Commit: ©] ™ %2 'commit'©] 8384 &5 T},
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mail3.example.com> tail

Currently configured logs:

1. "antispam" Type: "Anti-Spam Logs" Retrieval: FTP Poll

2. "antivirus" Type: "Anti-Virus Logs" Retrieval: FTP Poll

3. "asarchive" Type: "Anti-Spam Archive" Retrieval: FTP Poll

4. "authentication" Type: "Authentication Logs" Retrieval: FTP Poll

5. "avarchive" Type: "Anti-Virus Archive" Retrieval: FTP Poll

6. "bounces" Type: "Bounce Logs" Retrieval: FTP Poll

7. "cli_logs" Type: "CLI Audit Logs" Retrieval: FTP Poll

8. "encryption" Type: "Encryption Logs" Retrieval: FTP Poll

9. "error_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

10. "euqg logs" Type: "IronPort Spam Quarantine Logs" Retrieval: FTP Poll
11. "euggui_logs" Type: "IronPort Spam Quarantine GUI Logs" Retrieval: FTP Poll
12. "ftpd_logs" Type: "FTP Server Logs" Retrieval: FTP Poll

13. "gui_logs" Type: "HTTP Logs" Retrieval: FTP Poll

14. "mail_logs" Type: "IronPort Text Mail Logs" Retrieval: FTP Poll

15. "reportd_logs" Type: "Reporting Logs" Retrieval: FTP Poll

16. "reportqueryd_logs" Type: "Reporting Query Logs" Retrieval: FTP Poll
17. "scanning" Type: "Scanning Logs" Retrieval: FTP Poll

18. "slbld_logs" Type: "Safe/Block Lists Logs" Retrieval: FTP Poll
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19. "sntpd_logs" Type: "NTP logs" Retrieval: FTP Poll
20. "status" Type: "Status Logs" Retrieval: FTP Poll
21. "system_logs" Type: "System Logs" Retrieval: FTP Poll
22. "trackerd_logs" Type: "Tracking Logs" Retrieval: FTP Poll
23. "updater_logs" Type: "Updater Logs" Retrieval: FTP Poll
Enter the number of the log you wish to tail.
[1> 19
Press Ctrl-C to stop.
Sat May 15 12:25:10 2008 Info: PID 274: User system commit changes: Automated Update for
Quarantine Delivery Host
Sat May 15 23:18:10 2008 Info: PID 19626: User admin commit changes:
Sat May 15 23:18:10 2008 Info: PID 274: User system commit changes: Updated filter logs
config
Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Receiving suspended.
Sat May 15 23:46:06 2008 Info: PID 25696: User admin commit changes: Suspended receiving.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:46:35 2008 Info: PID 25696: User admin commit changes: Receiving resumed.
Sat May 15 23:48:17 2008 Info: PID 25696: User admin commit changes:
Sun May 16 00:00:00 2008 Info: Generated report: name b, start time Sun May 16 00:00:00
2004, size 2154 bytes
ACmail3.example.com>
. _l_)
o
o] AL Y CLIgE o2 F4g Y
e reportingconfig
reportingconfig 3 & AS
. . =) O = [e) S 2=
reportingconfig 39| w57l A th5 8¢ HHE S AHEE 4 FU T
 3-13 reportingconfig O Z&
22 sy AL8 Jbs
filters Security Management Appliance s $13+ D E & 4 M Series?t
gy
alert_timeout |® 31 H]o]E]E ¥kx| ZLaltl= otgdo] TA|E u|E  |M SeriesTF
T4
domain Tl HuA AAS FAT U M Series 7t
mode Securlty Management Apphanceoﬂ A Sk 52 1 |C Series, M Series
315 €74 318k Y o}, Email Security Appliance©l U
ﬂﬁ%LﬂZNEUAEﬂEYﬂ3%3ﬂ$ q.
mailsetup Email Security Appliance®l] gt 2 315 G443t} |C Series ™t
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mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> filters

Filters remove specific sets of centralized reporting data from the "last year" reports.
Data from the reporting groups selected below will not be recorded.

All filtering has been disabled.

No Filtering enabled

IP Connection Level Detail.

User Detail.

. Mail Traffic Detail.

Choose which groups to filter, you can specify multiple filters by entering a comma
separated list:

[1> 2, 3

W N

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get
reporting data

- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

S0l 210 A 0] CHst HAT REJECT A 2 &4 SHM SeriesSt)

mail3.example.com> reportingconfig

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1> domain

If you have configured HAT REJECT policy on all remote appliances providing reporting data
to this appliance to occur at the message recipient level then of domain reports.
Use message recipient HAT REJECT information for domain reports? [N]> y

Choose the operation you want to perform:

- FILTERS - Configure filtering for the SMA.

- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

Async0S 9.6 for Cisco Email Security Appliances CLI X Ji0|E



Al

atel =t SHM SeriesBF)

=g 8
mail3.example.com> reportingconfig

Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.
- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data

- DOMAIN - Configure domain report settings.
- MODE - Enable/disable centralized reporting.

[1> alert_timeout

An alert will be sent if reporting data has not been fetched from an appliance after 360
[Y]l> ¥

minutes.
Would you like timeout alerts to be enabled?

After how many minutes should an alert be sent?

[360]> 240
Choose the operation you want to perform:
- FILTERS - Configure filtering for the SMA.
- ALERT_TIMEOUT - Configure when you will be alerted due to failing to get reporting data
- DOMAIN - Configure domain report settings.

- MODE - Enable/disable centralized reporting.

[1>

o
0x
o

stSAEHSA LD

Email Security Appliance i CH
mail3.example.com> reportingconfig

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.
- MODE - Enable centralized or local reporting for the ESA.

[]> mode
Centralized reporting: Local reporting only.
Do you want to enable centralized reporting? [N]> y

Choose the operation you want to perform:

- MAILSETUP - Configure reporting for the ESA.
- MODE - Enable centralized or local reporting for the ESA.

[1>

HIOIE B8 AEC| Xl H&t 24 (C-Seriestt)

mail.example.com> reportingconfig

Choose the operation you want to perform:
- MAILSETUP - Configure reporting for the ESA.
- MODE - Enable centralized or local reporting for the ESA.
[1> mailsetup
SenderBase timeout used by the web interface: 5 seconds

3

Sender Reputation Multiplier:
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The current level of reporting data recording is: unlimited
No custom second level domains are defined.
Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series before
being overwritten.

- LEGACY - Configure legacy mailflow report.

[]1> storage

While in centralized mode the C-series will store reporting data for the M-series to
collect. If the M-series does not collect that data then eventually the C-series will
begin to overwrite the oldest data with new data.

A maximum of 24 hours of reporting data will be stored.

How many hours of reporting data should be stored before data loss?

[24]> 48

SenderBase timeout used by the web interface: 5 seconds
Sender Reputation Multiplier: 3

The current level of reporting data recording is: unlimited
No custom second level domains are defined.

Legacy mailflow report: Disabled

Choose the operation you want to perform:

- SENDERBASE - Configure SenderBase timeout for the web interface.

- MULTIPLIER - Configure Sender Reputation Multiplier.

- COUNTERS - Limit counters recorded by the reporting system.

- THROTTLING - Limit unique hosts tracked for rejected connection reporting.

- TLD - Add customer specific domains for reporting rollup.

- STORAGE - How long centralized reporting data will be stored on the C-series
before being overwritten.

- LEGACY - Configure legacy mailflow report.

[1>

Senderbase
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Commit: ©] &2 'commit' ©] € 23+ t}.
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mail3.example.com> sbstatus
SenderBase host status

Status as of: Tue Oct 21 10:55:04 2003
Host up/down: up

o] &2} o] 1 2:0) A SenderBase Reputation Serviceol| 12 e 4= GIAY A v =7 AZAH o] gls
A%t ol EAT .

mail3.example.com> sbstatus

SenderBase host status
Host up/down: Unknown (never contacted)

senderbaseconfig

sy

SenderBase 9174 A A& T4

prred)

Ut

Commit: ©] ™ #H-& 'commit' ©] & 23},
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mail3.example.com> senderbaseconfig

Share statistics with SenderBase Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings

[1> setup

Do you want to share statistical data with the SenderBase Information Service
(recommended) ? [Y]>

Share statistics with SenderBase Information Service: Enabled
Choose the operation you want to perform:

- SETUP - Configure SenderBase Network Participation settings
[1>
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e callaheadconfig

e listenerconfig

localeconfig

e smtpauthconfig

callaheadconfig

Ay

SMTP Call-Ahead = 235 F7}, =4, Al A g}
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thg ool A= Ad 2= Eof B3] A SMTP call-ahead > 24 & 4374

> callaheadconfig

]

& g%k

No SMTP Call-Ahead profiles are configured on the system.

Choose the operation you want to perform:
- NEW - Create a new profile.
[1> new

Select the type of profile you want to create:
1. Delivery Host

2. Static Call-Ahead Servers

[1]1> 1

Please enter a name for the profile:
[1> delhostO01

Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation gqueries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n
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Currently configured SMTP Call-Ahead profiles:
1. delhost01 (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1>

t}S ofjof] A<= call-ahead A B] ol th 3] A} SMTP call-ahead X = Z-S A

> callaheadconfig

Currently configured SMTP Call-Ahead profiles:
1. delhost0l (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> new

Select the type of profile you want to create:
1. Delivery Host

2. Static Call-Ahead Servers

[11> 2

Please enter a name for the profile:
[1> Static

=
]
Sl
30,
oy
v
i)

Enter one or more Call-Ahead servers hostname separated by commas.

[1> 192.168.1.2

Advanced Settings:
MAIL FROM Address: <>
Interface: Auto
Timeout Value: 30
Validation Failure Action: ACCEPT
Temporary Failure Action: REJECT with same code
Maximum number of connections: 5
Maximum number of validation gqueries: 1000
Cache size: 10000
Cache TTL: 900
Do you want to change advanced settings? [N]> n

Currently configured SMTP Call-Ahead profiles:
1. Static (Static Call-Ahead Servers)
2. delhost0l (Delivery Host)

Choose the operation you want to perform:

- NEW - Create a new profile.

- EDIT - Modify a profile.

- DELETE - Delete a profile.

- PRINT - Display profile information.

- TEST - Test profile.

- FLUSHCACHE - Flush SMTP Call-Ahead cache.
[1> print
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Select the profile you want to print:
1. Static (Static Call-Ahead Servers)
2. delhost0l (Delivery Host)
[1]1>
listenerconfig
49
listenerconfig =S ARES Y2y E A, T4, A AF U T AsyncOSoll A = H A A
7} 525 T e (0 i 5 o6 B A ] el el ] 9
3 2Z3 7|28 Aok T},
o8 A2 2] Aol Bl SHAOD st Y BRSNS it A
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Hd 22 EFL oy d 4l AL8-FH Yt ESMTP == QMQPY
He Z2E2 Yt
2 2~ e}o] A4 o
AHEEEIP XEY
Ytk 71EH o w
SMTP+ X E 255,
QMQP+ ¥ E 6285
IPZE A&t
e R PSIPEFEREEET R
a8 Aol AggUT Ak o 48 g s
AL ) Y ES] =L *}%6‘}111, &
U= QLB o A o] wd & FAlat7] 93 7]
% ‘_51/\4 S _Lﬁl-t‘ﬂ-qq_
E9E "E-2 5 (Blackhole)" 2] AU &= HAE B
By $EE AR ULt 2
Y2 E AT A5 HA 1% AFA| 871
Zﬂoﬂ t2ge)] 7| 584 o -5 A8
ZFA gF U] 82 AsyncOS for ClSCO Email
Security Appliance AFS- 4 HA72] "H| ~E ¥
clAld RE: EHETE" S s L.
AE

Commit: ©] " #H-& 'commit' ©] & 23},
g2y #e: o] §H 2 37| A2 R (F YA, 5, Al 28 BRo A AR 5 U
o q

°]
X W& o] HE e u)x S 2P}

Async0S 9.6 for Cisco Email Security Appliances CLI X Ji0|E



3% HH:FBEXGA |

W sMTP MUIA AT Od0l&

i Xl &

Il Async0S 9.6 for Cisco Email Security Appliances CLI & %= J10|E

- 2! 8t listenerconfig

9\}?1/] t}. hstenerconflg g o] wj x| A o= g~ HAT % RATE 7488 +%

. A Fay F)

listenerconfig new <name> <public|private|blackhole|blackholequeueing>
<interface_name> <smtp |gmgp>

R P R E

listenerconfig delete <name>

E}% of ol A= th & HAT ¥+&d 2§ ol listenerconfig®] Wi 2] & A& Ab&-sl= A& HojFHn
ol g=of o g+ AFA ok &2 2503 o] A 2] & 3-15, "listenerconfig 1~ 3k -HAT"E FZ 34 Al 2

o HATOl| &AIA} 2155 57}

listenerconfig edit <name> hostaccess new sendergroup <name>
<host_list> <behavior> [options [--comments]

o HATOl A 2 F7}

listenerconfig edit <name> hostaccess new policy <name> <behavior>
[options]

o WA IF A BAE RS

7}

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> new <host_list>

4

o WA AFAAM TAE AHA
listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> delete <host>

o WA IF BEN B2 24 o]

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> move <host> <host-to-insert-before>

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> policy <behavior> [options]




SMTP AHIA 24T 1glol&

listenerconfig edit sendergroup <name> hostaccess edit sendergroup
<name> rename <name>

HAT *%

oL
1=
n
ol

listenerconfig edit <name> hostaccess edit policy <name> <behavior>
[options]

HATO A 212k 715 AFA]

listenerconfig edit <name> hostaccess delete sendergroup <name>

EERE

listenerconfig edit <name> hostaccess delete policy <name>

HATO A 2212} 155 9] 914 o] &

listenerconfig edit <name> hostaccess move <group>
<group-to-insert-before>

HAT 7] & &4 W7

listenerconfig edit <name> hostaccess default [options]

TAE AL HolE A4

listenerconfig edit <name> hostaccess print

HAT®| 27 AL 744 Q7]

listenerconfig edit <name> hostaccess import <filename>

o] Zg}o] 9l 2ol A HAT HAHE W 5af 7]

listenerconfig edit <name> hostaccess export <filename>

HATOI A 25 A8 o] M7t 15 2 43 A

listenerconfig edit <name> hostaccess clear
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Iz 3-15 listenerconfig 92/ &' -HAT

e
i

24

"Accept" , "Relay" , "Reject" , "TCP Refuse" T+

"Continue" ¢ Y t}. 22 =} 1‘*“’}‘ A A8

25 A Bl g uj "Policy: FOO" & 2 o] 7} & 2}

<behavior> A}-8F 5= Q1 S U THIFOO" = 4 A 9] o] 2,
TAE ANAHOES 7P YR o A

<filename> £-3 ute] o] E 9t}

<group> Al 2} 145 9] <name>$) Y T}

<host> <host_list>2] &< <lE E Y},

=
)
KeN
=

CIDR 2= (10.1.1.0/24)
IP 54 ¥ 9](10.1.1.10-20)
IP Al B Y(10.2.3)

S 2~ E O] F(crm.example.com)

1

1 o
>

T4 T2~ E o] & (.example.com)

12} 7] B3 A 1 91(7.5:10.0)
Senderbase U/ E Y I A5 #F IDS(SBO: 12345)
AA BN ~E A (dnslist
[query.blacklist.example]

e E2EE PJEL TR
A 15 = A A 9] o] &4 U T HAT #o]
FAY WER A A 1R 9] A%
A, 527k WE i Sfol 0w T,

F

<host_list>

> | K

{o i u | 0t

M rlo

<name>
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=z 3-15 listenerconfig 2/ gt -HAT(JF=)

--max_size ) WAIX] 2719 Yt A Evlo]| EE k, |7}
wpo] £ 1= M o] o]n vpo] == oW )
L ZolA &5yt

--max_conn Gd SAEA S HY A FdYT

--max_msgs AAG Hd HAA =T

~max_rept AR G H o FAA Y

--override SMTP Bl el A &2 E o] 55 A A gt}
"No" 3= SMTP ¥ & 2+4 Yt}

-cust_ac AHEA} 2|4 SMTP 52t S5hS #)4 gh o)
"No" H=+= SMTP 72 &% &4 At

—ace_code AFEA A7 SMTP 2t S5 2=y, 7] %
#2209 Y ot

--cust_rej A& A A4 SMTP AR 558 A A4t
"No" H= SMTP A &5 wA4<LdY

~-rej_code AFEAL A SMTP AY- S5 =qluch, /]2
e 5549 Yot

--rate_lim STAEG S AE A5 E YT "No"
"default" &= T 2~EWH A7 H o 412 5
o},

--cust_lim ALg-2F A A SMTP A3k 23 S Hl A X & X
A TE "No" H1= SMTP AN &5 44 Y
Yo, 7123k "No" 4y}

~lim_code A8 AL A4 SMTP Al# 23 &5 Z=g)v e,
7] 2 Zh2 4529 Ut}

--use_sb 718 o7 58 A oo SenderBaseE A& T
. "Yes" , "No" & "default" YU},

—-as_scan SPE| 2 AALE A FFUT "Yes", "No' E
+ "Default" ¢4 T}

~av_sean Qe whol €] = AL E BAFFI T "Yes'
"No" X+ "Default" ] T}

--dhap gEE g =1 34 WA Yt "No" |, "default”
T QA BaEe] A7E AR 2204 A )
el

s A QA @ vl A =8-S AL sl
TLSE T4 34th

--sig_bits IT F2ol A Fa v ERZ Aed v E $d Yt
0 ~32,"No" =+ "default" &Yt}

--dkim_signing DKIM A % & A 31U th "Yes" , "No" E
"Default" ¢ Y t}.

--dkim_verification DKIM 2218 &4 33t} "Yes" , "No" E&=
"Default" ¢ 1T},
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Z 3-15

listenerconfig 9/ 2t -HAT(J%)

--dkim_verification_profile
<name>

DKIM &<l T 23 o] o] FiUt} o] 42
--dkim_verification®] #t°] "Yes" = A4 H 4%
o vt AL&- 7}sey t},

--spf

SPF gQl& &3 sty th. "Yes" , "No" B+
"Default" YUY},

--spf_conf_level

SPF A 34 dd Y}, @ 23] "-—spf Yes" <} 5F
7 AF-&-3 Ut "spf_only" , "sidf_compatible" I
= "sidf_strict" 99 Y t}.

--spf_downgrade_pra

SPF PRA Q1 A& tf- 18 o] =34 T}, &
2 "--spf Yes" 2 "--spf_conf_level
sidf_compatible" 2} &7 A&}, "Yes" E
= No" AT,

--spf_helo_test

SPF HELO H| =E ] U T}, "-spf Yes" 2
"--spf_conf_level sidf_compatible" =+
"--spf_conf_level spf_only" 2} g7 AF-&F Lt}
||Yesll PE—E "NO" o]:]] q ~D‘|_'

--dmarc_verification

DMARC &¢18 &4 313t} "Yes" , "No" X
= "Default" ¢4 T},

--dmarc_verification_profile
<name>

DMARC &<1 28 9] o] FdHt}. o] 542>
--dmarc_verification®] Zko] "Yes" = A A % 7
o LS 7hs g o

--dmarc_agg_reports

DMARC H 7 W34 E &4 313t} "Yes" ,
"No" T "Default" YUt} o] A4S
--dmarc_verification®] ko] "Yes" & A A4 ¥ 7
Foll /F AFE s Y Tk

i XI & & - RAT

O3 of| ol A = v}k RAT & 2Fd 9] listenerconfig2] Hl 2| 3 2

o RATe] A} 52417} F7}

ALgaHE g Bel FU L,
g gz L.

listenerconfig edit <name> rcptacess new <rat_addr> [options]

- RATS 5414 53

listenerconfig edit <name> rcptacess edit <rat_addr> [options]

o RATO|A] 212} 2FA]

listenerconfig edit <name> rcptacess delete <rat_addr>

o RAT9| AR Q14

listenerconfig edit <name> rcptacess print
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o o] Z o]l 2o ZA RAT 714 2.7

listenerconfig edit <name> rcptacess import <filename>

RAT W X 1] 7]

listenerconfig edit <name> rcptacess export <filename>

7)1 9 2 4 §-7]

listenerconfig edit <name> rcptacess clear <default_access>

2 3-16 listenerconfig 2/% &- RAT
Ol a9
FME ZAES QYU S d4eR 3
2EE 493 F 5y
CIDR +24 (10.1.1.0/24)
S 2~ E o] & (crm.example.com)
Fi2A T AE o] & (example.com)
A}-8-2} o] & (postmaster@)
A o] WY T4 (joe@example.com,
joe@[1.2.3.4]
D oYy zZA2E= PR FEIYY.
<rat_addr>
--action Fao] A8 AG Pk "Accept” =
<0ptions> "Re_]eCt" O] ]4 T;]— ]E_%)\— 8 “ACCGpt" o)} ]4 ]’;]_
--cust_resp /\}%X} A7 SMTP &< A AT} "No"
= SMTP 75 & %x}éowt‘r
--resp_code /\]-—&Z} A SMTP o9 Z=Y Y}, 7] gk
"Accept" E}Uj_ 250, "Reject" 2FH 5501 Y o}
“bypasstc |4l Ao & vhol s 2 gLtk 7] E L "No'
Yyt
--bypass_la LDAP Accept # 2] & #lo] o] ~ 3t} "Yes" &=
= "No" g4y tt.
SIPNEEST
U} of| ol Al = listenerconfig 8 ¥ S A}F-8-3}9] Enterprise Gateway 73] “1#] o] Ao & %t B €
2y o AFE- 7} sk OutboundMallol E‘rt A A8 2l ads A ST GUIS System Setup

Wizard(’\]i‘:’é} @Xé ‘:’]‘Bé]}‘}‘) CLI systemsetup Hﬂ E’ﬂoﬂ *1 0] ;qg_ ﬂ_/:L‘] = 7]'3]' }\E 9,11%]4 E]’

A eau fE2 Ao

< OutboundMail 2 A A3t} X E 2504 SMTP L2 E & &

AF-g-3Fo] PrivateNet IP 1 E O]Z:"ﬂ/\i AT X% %Hﬁ}.lﬁi e o] gyl e a4

E oAz g e 7 gke] &

SEISIcH
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mail3.example.com> listenerconfig
Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> new

Please select the type of listener you want to create.
1. Private

2. Public
3. Blackhole
[2]1> 1

Please create a name for this listener (Ex: "OutboundMail"):
[1> OutboundMail

Please choose an IP interface for this Listener.

1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)
[1]> 2

Choose a protocol.

1. SMTP
2. QMQP
[1]1> 1

Please enter the TCP port for this listener.
[25]> 25

Please specify the systems allowed to relay email through the IronPort C60.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.

Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are willing to receive from a remote domain.) [N]> n

Default Policy Parameters

Maximum Message Size: 100M

Maximum Number Of Connections From A Single IP: 600
Maximum Number Of Messages Per Connection: 10,000
Maximum Number Of Recipients Per Message: 100,000
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: No

Spam Detection Enabled: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No

Would you like to change the default host access policy? [N]> n

Listener OutboundMail created.
Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

Currently configured listeners:

Il Async0S 9.6 for Cisco Email Security Appliances CLI & %= J10|E



0ol

-HWEUWII &

SMTP AH|A~ I 130/ MW

1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

A 2@I|E Eoll 2l A0l CH St HAT(Host Acess Table) A2 X+ & 9]

listenerconfig Ué ,/] o:]‘_’ﬂ O}ﬂ /\]"Q‘O}Uq CLIOH /\1 Eﬂ O] Ei% %%ﬁgi %] "2‘:‘7% %
of Hlol¥ 714 7] R HE W7 & lEﬂoH ot Ay ol d WA AbkS A8 = s

o] Ao M= CLIE AH&3te] ot o =g 8kal 744 &= W 0. 2 2] 21 €] HAT(Host
Access Table) S -7 Y th. HAT CLI 1 3 7| u} GUIE AH§-3te] 2] *Lﬂ ol tf ¢+ HATE AH&-2} 4
o) = dFY ‘:]' ZFA & W82 AsyncOS for Cisco Email Security Appliance AF& &5 472] v
QAL 9T A Eso] 40 % W £F BUE G FE R AL

Wuh7] L 7bd 001 S B gel e @ 2ol thEk HATE AHe 4 ol shelw

71 HATE J Yo R H ™M 1istenerconfig® hostaccess -> export oF ¢ MW &H S ALY},
- Hlol
T =

)& Ao A= &8 8 2~Y InboundMail®] HATE 13 TF& inbound.HAT. txt B}
Wy o

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain map: disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: off

Choose the operation you want to perform:
- NAME - Change the name of the listener.
- INTERFACE - Change the interface.
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- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.
[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP:

Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> print
$SBLOCKED
REJECT {1}
STRUSTED
ACCEPT {
tls = "off"
dhap_limit = 0
max_rcpts_per_hour = -1
virus_check = "on"
max_msgs_per_session = 5000
spam_check = "off"
use_sb = "off"
max_message_size = 104857600

max_rcpts_per_msg = 5000
max_concurrency = 600
}
SACCEPTED
ACCEPT {}

10
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STHROTTLED
ACCEPT {

tls = "off"
dhap_limit = 0
max_rcpts_per_hour = 1
virus_check = "on"
max_msgs_per_session = 10
spam_check = "on"
use_sb = "on"
max_message_size = 1048576

max_rcpts_per_msg = 25
max_concurrency = 10
}
WHITELIST:
STRUSTED (My trusted senders have no anti-spam or rate limiting)

BLACKLIST:
SBLOCKED (Spammers are rejected)

SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)

UNKNOWNLIST :
SACCEPTED (Reviewed but undecided, continue normal acceptance)

ALL
SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- CLEAR - Remove all entries.

[1> export

Enter a name for the exported file:
[1> inbound.HAT.txt

File written on machine "mail3.example.com".
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2E8tH CLI(Command Line Interface) 2] F-o 4] 3 < inpbound.HaT.txt S HE5 U T}
3¢ HAE HYV|E ol A HAT 355 A o,
o] dol A= HATOI A arn @59 9ol v 55 F7Hy o
spamdomain.com REJECT
.spamdomain.com REJECT

251.192.1. TCPREFUSE
169.254.10.10 RELAY

F ARG,

N N

A9
A 2l ﬂﬁ”
S P

Ho

4

amdomaln com 71 spamdomain. com-/] o{tﬂ 0]“:4 Euﬂ O] oﬂ */—Iy\‘f:’j' %

]—251 192.1.x% HH ST AEQLY AAE ARSI}

169.254.10.10%) Y4 S A~ E o] A Email Security Appliance
o|w| d &] SMTP H g o] & A}-§-3F= A5 8] &

#10  HATOA FH o] e A7 oyt g2y et Addste = 2 S2Eo s 9
ol A Wl o} 2 & HATS %’Q‘%‘:} ol ﬁLZ] o] A4 R—iEgr vj X8 A9 1 AA e o
& 0] 2 SR o AT 25 A8 6] F 80l ALL S 59191500 3
o] oF 1T} HAT CLI % 713 714 GUIE /\}%0}04 EESE! oﬂ o gk HATE AH8-AF o8
T FYY &AM S W8-S AsyncOS for Cisco Email Security Appliance AF5- & % 472] "d|
A FHE A A0 T 3 e B8 DU AE 48 BN L,
44 THALTIE B 5 AT A S Y Aol 20 T o] A o dE ol A7d o ZFA g
£2RE B ol Eebol s A1 BEAHIN L
5 Z[:Xé % HAT -‘—i]'?:_]"% 7]'X49‘E:1 E’j listenerconfig-o/] hostaccess -> import 6‘]‘% & "% /‘}%?—%‘4 E]'
& Ao =44 Y inbound.HAT. txt S InboundMail & 2~ &) HATO) 7}FA 3 Yt} print S}
EET RN RPE Er

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public
2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: InboundMail

Type: Public

Interface: PublicNet (192.168.2.1/24) TCP Port 25
Protocol: SMTP

Default Domain:

Max Concurrency: 1000 (TCP Queue: 50)

Domain Map: Disabled
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TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> import

Enter the name of the file to import:
[1> inbound.HAT.txt

9 entries imported successfully.

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000

Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled

Use SenderBase For Flow Control: Yes
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Spam Detection Enabled: Yes
Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1> print

SACCEPTED
ACCEPT
STHROTTLED
ACCEPT {
spam_check = "on"
max_msgs_per_session = 10
max_concurrency = 10

max_rcpts_per_msg = 25
max_rcpts_per_hour = 1
dhap_limit = 0
virus_check = "on"
max_message_size = 1048576
use_sb = "on"
tls = "off"
}
STRUSTED
ACCEPT {
spam_check = "off"
max_msgs_per_session = 5000
max_concurrency = 600
max_rcpts_per_msg = 5000
max_rcpts_per_hour = -1
dhap_limit = 0
virus_check = "on"
max_message_size = 104857600
use_sb = "off"
tls = "off"
}
SBLOCKED
REJECT
WHITELIST:
STRUSTED (My trusted senders have no anti-spam scanning or rate limiting)
BLACKLIST:
SBLOCKED (Spammers are rejected)
SUSPECTLIST:
STHROTTLED (Suspicious senders are throttled)
UNKNOWNLIST :

SACCEPTED (Reviewed but undecided, continue normal acceptance)

spamdomain.com
REJECT (reject the domain "spamdomain.com")

. spamdomain.com
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REJECT (reject all subdomains of ".spamdomain.com")

251.192.1.
TCPREFUSE (TCPREFUSE the IP addresses in "251.192.1")

169.254.10.10
RELAY (RELAY the address 169.254.10.10)

ALL
SACCEPTED (Everyone else)

Default Policy Parameters

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
Maximum Concurrency Per IP: 1,000
Maximum Message Size: 100M

Maximum Messages Per Connection: 1,000
Maximum Recipients Per Message: 1,000
Maximum Recipients Per Hour: Disabled
Use SenderBase For Flow Control: Yes
Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- CLEAR - Remove all entries.

[1>

744 2719 b comnit WS A s o} A e A WA o] A §HLh

& Y S/MIME ol =/&t 0! &4 3t
U

=
oWl allo] A= Thg W& wol
e Al S/MIME AW wlA| R A (=3 &7 7] AA
e S/MIME &) = 9 3lo] g4 3}

mail.example.com> listenerconfig

Currently configured listeners:
1. MyListener (on Management, 172.29.181.70) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.
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[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: MyListener

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 50 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: No

S/MIME Decryption/Verification Enabled: No
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
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- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1> default

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,
or no letter for b

[10M]>

Enter the maximum number of concurrent connections allowed from a single IP address.
[10]>

Enter the maximum number of messages per connection.
[10]>

Enter the maximum number of recipients per message.
[50]>

Do you want to override the hostname in the SMTP banner? [N]>

Would you like to specify a custom SMTP acceptance response? [N]>

Would you like to specify a custom SMTP rejection response? [N]>

Do you want to enable rate limiting per host? [N]>

Do you want to enable rate limiting per envelope sender? [N]>

Do you want to enable Directory Harvest Attack Prevention per host? [Y]>

Enter the maximum number of invalid recipients per hour from a remote host.
[25]>

Select an action to apply when a recipient is rejected due to DHAP:

1. Drop
2. Code
[1]1>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
custom_response

Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>
Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify
5. Required - Verify
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[1]>

Would you like
Would you like
Would you like
Would you like
Would you like

Would you like

to

to

to

to

to

to

enable DKIM/DomainKeys signing?

enable DKIM verification? [N]>

enable S/MIME Public Key Harvest

harvest certificate on verification failure?

[N]>

ing? [N]l> y

harvest updated certificate? [Y]>

enable S/MIME gateway decryption/verification?

[N]>

[N]> ¥

Select the appropriate operation for the S/MIME signature processing:

1. Preserve

2. Remove

[11>

Would you like
Would you like
Would you like
Would you like

Do you wish to

Default Policy

to

to

to

to

change SPF/SIDF settings? [N]>
enable DMARC verification? [N]>

enable envelope sender verificat

enable use of the domain exception table?

accept untagged bounces? [N]>

Parameters

Maximum Message Size: 10M

Maximum Number
Maximum Number
Maximum Number

of
of
of

Directory Harvest

Maximum Number
Maximum Number
Maximum Number

of
of
of

Concurrent Connections From A Si
Messages Per Connection: 10
Recipients Per Message: 50
Attack Prevention: Enabled
Invalid Recipients Per Hour: 25
Recipients Per Hour: Disabled
Recipients per Envelope Sender:

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

S/MIME Public Key Harvesting Enabled: Yes
S/MIME Decryption/Verification Enabled: Yes
SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

ion? [N]>

ngle IP:

Disabled

10

[N]>
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- IMPORT - Import a table from a file.
- EXPORT - Export the table to a file.
- RESET - Remove senders and set policies to system default.
[1>
:1
Example - 10 = HAT 0K JH &

170014 =

Py b R
\1H‘Hu

17 35 HAT v 7l 5=2] +
Hjo 1E§,Eb nS 2o W 7lulol E

& ehd

= O =
T’:"—I A3t

o EEREEENE RS Y
3-17 IS HAT e+ 22
OH oK 1 4 2L 2 2ol o
Maximum messages per max_msgs_per_session ;:-;(} 1000
connection(1 23 o |
AlA
Maximum recipients per max_rcpts_per_msg s 10000
message(MI A A3 H A 1k
217
Maximum message size(3] |max_message_size =2} 1048576
o] # A A Z7]) 20M
Maximum concurrent max_concurrency +=2} 1000
connections allowed to this
listener(®] 2] =49 &]-&
H H FA AA)
SMTP Banner Code(SMT |smtp_banner_code 52} 220
GRS A
SMTP Banner Text(SMTP |smtp_banner_text T']}X]‘ o Accepted
MU B ()
SMTP Reject Banner smtp_banner_code 52} 550
Code(SMTP A H- vy
=
SMTP Reject Banner smtp_banner_text 22149 Rejected
Text(SMTP A5 v €
Z=E)(*)
Override SMTP Banner use_override_hostname on | off | default
Hostname(SMTP v & default
2E o F A4 )
override_hostname 5}]}?3 newhostname
Use TLS(TLS A}-&) tls on | off | on
required
Use anti-spam scanning(QF |spam_check on | off off
B2 A AR
Use Sophos virus virus_check on | off off
scanning(Sophos H}-©] 2 22
HAFARS)
Maximum Recipients per = |max_rcpts_per_hour s 5k

Hour(A| 1+ & o] =212}
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H3-17 S HAT 8+ 2E(H =)

OHOH & == 7= &t a2 O
Maximum Recipients per  |max_rcpts_per_hour_code =%} 452

Hour Error Code(’\] Fdas

Hd S @7 )

Maximum Recipients per ~ |max_rcpts_per_hour_text |Jz}& Too many

Hour Text(Al Fd & of 4 recipients
A Ap E 2 E) ()

Use use_sb on | off on
SenderBase(SenderBase
A8

Define SenderBase sbrs[valuel:valueZ2] -10.0- 10.0 |sbrs[-10:-7.5]
Reputation
Score(SenderBase ¥ & %
T A9

Directory Harvest Attack  |dhap_limit =2} 150
Prevention: Maximum
Invalid Recipients Per
Hour(H B 2] =5 &4

WA A H o) e
A1
Oll - SPF & SIDF 4
g 2] o] HAT®l W&k 712 A4S 7433 of 2] 2~ <] SPF/SIDF 4§/ #'# ¥ SPF/SIDF <1
A3l wpe} o] Fefo]l 2o A =g 5= SMTP 44} (ACCEPT EEt REJECT)—% AeE 4 95y

oh g o Zefold 2o A WA A& AKX o) Bl SMTP &8-S A9 & AdHuth

23t g el whe} o] Eeho] A 2= HELO 41 ¥, MAIL FROM 41 9 X+= PRA 2l o gk 21 &

== PF/SIDF <}l 24 3} 2t Z}of] tf 3lf of Ze}o] ol 2o A A A

FZ(REJECT) A1 & = 354t

e None. A H 7} F-=3519

e Neutral. =4[] Af-=}7}
U,

o SoftFail. =1 Q) AFA7F 2B A s A3 AHES @ gho] glrpal ddalA Wk 84 3]

Al BkA] 5 T

o Fail. Fo|dEE gl Ado=w mds »nd Adlo] glHUL)

e TempError. &1 Foll A A /7 EAAFYTH

e PermError. 821 To G742 o F7F A A F YT}

| A] %] o]] Resent- Sende == Resent-From: 3B 7} 94& 7% PRA 219 9] Pass 2 3= None & &2
o8 o] =5 =5 SIDF 2.3 A3 S FA A = §F o] Z o] A 2= Pass A2 v
A2 = ¢%ﬂqn} 17 b o] F#}o] 12 1= PRA EH<1 ¢l A None s ¥HEHEH 4 9-5 9]l A4 €

SMTP & e ST
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G ste ofd Al Sl A= 1 A37FREJIECT 2ol viA 2 79 ol Eefold 2= A S F
F3Yh & 5o B A7} Fails 38 2E HELO 219 821 Aol A WA A & &3l %
g2y s FA YL A v MAIL FROM 2l ?J gQlol| A Fail 2437} v v = WA A& A -3t
=5 AU WA A 7FHELO A1 € #HQ1S S 3abA] e 4 §- ol Eefold nolAM T AR E
Fetstr 2 Al o] A&yt 19 thg vl Al A 7F MAIL FROM 21 €1 891& 87814 %3514
U= AlA S F 533 REJECT 2Hdoll tl 3k STMP & 58 wksh gy},

SMTP 32 o] F2}o] 1247} SPF/SIDF 21 A w}of] upz} W] A] le 7%?%‘ o Rkl = W
< 3w A1 A )Yt} TempError 2 3= C}E ol Ao} thE SMTP S5-3 whak g ey,

.4.3 Temporary error occurred
FE7}5500] a1 A3} w A A E

TempError?] 7] $H F==4510] 3 A3} WA A] HAE =
7] S

TempError 2 7]} <1 2 3} 1:H

o}

during SPF verlflcatlonuqq E]’E ﬂo] ﬁ#ﬂl/ﬂb

/‘Ezl: #5.7.1 SPF unauthorized mail is prohlblted1jl4t}
12
EI

| AL Aol S I = W YA X HAEE AT 5 »
Neutral, SoftFail &=+ Fail <1 Z ¥}o] tfs] REJECT Z42 43 & 75~ SPF Al A &} Euﬂo ol A
A =31E] °D‘%L'6‘Ei°1 gold2E AT T dFUH. 7] 24 =

2 U o' vhEkhy o

550-#5.7.1 SPF unauthorized mail is prohibited.

#4
H o
o

550-The domain example.com explains:

550 <Response text from SPF domain publisher>

To enable these SPF/SIDF settings, use the listenerconfig -> edit subcommand and select a listener.
Then use the hostaccess -> default subcommand to edit the Host Access Table' s default settings.
Answer yes to the following prompts to configure the SPF controls:

Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [Y]> yes
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& SPE Al A& T AE °“Hli gl &l thell AH8 2 5 dFH T

Z3-18 SPF Zl0f &
Hetd gle A8 JHs8HSPF RO &3
SPF Only(SPF%) e HELO 21 RIS & A o4
o TS Al gQlo] Aol et k=
SMTP X#OT

e HELO Al (ZA3std 49)
e MAIL FROM Al ¢

e REJECT 2ol v sl uk2ls = SMTP 5
AR HAE

SIDF Compatible(SIDF % }) e HELO A1 ¢ &Q1& Fa & A of

o 1| A] %] of] Resent-Sender: =+ Resent-From:
A B 7} AL A $ PRA A1 Y9 Pass 2 3=
None® = T} 1 o] =8t%] of

o T2 219 E2l o] Ao upE} = sl=
SMTP #<:

e HELO Al (Z4d3td 49)

e MAIL FROM 41 ¢)

e« PRAZIY

e REJECT #tell tfalf §h3t=] = SMTP 3%

= UJ Eﬂ_/_’:l—:;

o AN 2IH(F)

SIDF Strict(SIDF 1 4) o TS A ole] AFtel ubet 58 et
SMTP 2.
e MAIL FROM A1 ¢4
e PRA A Y
e SPFREJECT %] 9] 7 §- ¥H3t5] = SMTP
ot gur W Bl AE

of| ol A += SPF Only 4 §+4 aﬂ 0. A}-8-3}o] SPF/SIDF ol S FASHE AFEAE R F U
g}o] el 2ol A HELO 4! °J sto] None ¥ Neutral &<l 235 53 Yo 2] = A
Yt} SMTP & O,:H CLI Z&X REAY S ?ﬂoﬂ A F DYt} AFE-%+= MAIL FROM A
el “JWSMTP” S AoetA] gHuth o Zeoldat /\1 oo ot RE o] AW A}F O
T o= E‘rOl 2% BLE REJECT Aol 7] 715 5= 5l g2 E S ARE-gH T

° o
iz
3k
H

the
o] =
l'?_
&l
2

Gil: SPF/SIDF & &
Would you like to change SPF/SIDF settings? [N]> yes

Would you like to perform SPF/SIDF Verification? [N]> yes
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What Conformance Level would you like to use?

1. SPF only

2. SIDF compatible

3. SIDF strict

[2]> 1

Would you like to have the HELO check performed? [Y]> y

Would you like to change SMTP actions taken as result of the SPF verification? [N]> y

Would you like to change SMTP actions taken for the HELO identity? [N]> y

What SMTP action should be taken if HELO check returns None?

1. Accept
2. Reject
[1]1> 1

What SMTP action should be taken if HELO check returns Neutral?

1. Accept
2. Reject
[1]1> 1

What SMTP action should be taken if HELO check returns SoftFail?

1. Accept
2. Reject
[1]1> 2

What SMTP action should be taken if HELO check returns Fail?

1. Accept
2. Reject
[1]1> 2

What SMTP action should be taken if HELO check returns TempError-?

1. Accept
2. Reject
[1]1> 2

What SMTP action should be taken if HELO check returns PermError-?

1. Accept
2. Reject
[1]1> 2

Would you like to change SMTP actions taken for the MAIL FROM identity? [N]> n
Would you like to change SMTP response settings for the REJECT action? [N]> n

Verification timeout (seconds)
[40]>

U el M= g2 o] 7] A A v 7)ol tha) SPF/SIDF A4 & F A8k W& Bolssyt

Oil: 212 & 28 01O 2 ==2| SPF/SIDF

SPF/SIDF Verification Enabled: Yes
Conformance Level: SPF only
Do HELO test: Yes
SMTP actions:
For HELO Identity:
None, Neutral: Accept
SoftFail, Fail, TempError, PermError: Reject
For MAIL FROM Identity: Accept
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il - DMARC

EO|

|

—

SMTP Response Settings:

Reject code: 550

Reject text: #5.7.1 SPF unauthorized mail is prohibited.

Get reject response text from publisher: Yes

Defer code: 451

Defer text: #4.4.3 Temporary error occurred during SPF verification.
Verification timeout: 40

243l

U ool A= DMARC &¢1& 24 8}sh= & Hojsy.

mail.example.com> listenerconfig

Currently configured listeners:
1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> edit

Enter the name or number of the listener you wish to edit.
[1> 1

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None

SMTP Call-Ahead: Disabled

LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.
- MASQUERADE - Configure the Domain Masquerading Table.
- DOMAINMAP - Configure domain mappings.

[1> hostaccess

Default Policy Parameters

Maximum Message Size: 20M
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Maximum Number Of Concurrent Connections From A Single IP:

Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour:
Maximum Number Of Recipients Per Hour: Disabled

Maximum Number of Recipients per Envelope Sender:

Use SenderBase for Flow Control: Yes

Spam Detection Enabled: Yes

Virus Detection Enabled: Yes

Allow TLS Connections: No

Allow SMTP Authentication: No

Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No

DKIM Verification Enabled: No

SPF/SIDF Verification Enabled: No

DMARC Verification Enabled: No

Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No

Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

RESET - Remove senders and set policies to system default.

[1> default

SMTP AH|A~ I 130/ MW

Enter the default maximum message size. Add a trailing k for kilobytes, M for megabytes,

or no letter for bytes.
[20M] >

Enter the maximum number of concurrent connections allowed from a single IP address.

[10]>

Enter the maximum number of messages per connection.

[10]>

Enter the maximum number of recipients per message.

[50]>

Do you want to override the hostname in the SMTP banner?
Would you like to specify a custom SMTP acceptance response?

Would you like to specify a custom SMTP rejection response?

Do you want to enable rate limiting per host?

Do you want to enable rate limiting per envelope sender?

Do you want to enable Directory Harvest Attack Prevention per host?

[Y]>

Enter the maximum number of invalid recipients per hour from a remote host.

[25]>
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Select an action to apply when a recipient is rejected due to DHAP:

1. Drop
2. Code
[1]1>

Would you like to specify a custom SMTP DHAP response? [Y]>

Enter the SMTP code to use in the response. 550 is the standard code.
[550]>

Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to use SenderBase for flow control by default? [Y]>
Would you like to enable anti-spam scanning? [Y]>

Would you like to enable anti-virus scanning? [Y]>

Do you want to allow encrypted TLS connections?

1. No

2. Preferred

3. Required

4. Preferred - Verify

5. Required - Verify

[1]1>

Would you like to enable DKIM/DomainKeys signing? [N]>
Would you like to enable DKIM verification? [N]>
Would you like to change SPF/SIDF settings? [N]>

Would you like to enable DMARC verification? [N]> Y

Select the DMARC verification profile to use:
1. DEFAULT

[1]1> 1
Would you like to send aggregate reports? [N]> Y
Note: DMARC reports should be DMARC compliant.
Secure delivery is recommended for delivery of DMARC reports.
Please enable TLS support using the ‘destconfig’ command.
Would you like to enable envelope sender verification? [N]> Y

Would you like to specify a custom SMTP response for malformed envelope senders? [Y]>

Enter the SMTP code to use in the response. 553 is the standard code.
[553]1>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do not
resolve? [Y]>

Enter the SMTP code to use in the response. 451 is the standard code.
[451]>

Enter your custom SMTP response. Press Enter on a blank line to finish.

Would you like to specify a custom SMTP response for envelope sender domains which do not
exist? [Y]>
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Enter the SMTP code to use in the response. 553 is the standard code.
[553]1>

Enter your custom SMTP response. Press Enter on a blank line to finish.
Would you like to enable use of the domain exception table? [N]>
Do you wish to accept untagged bounces? [N]>

Default Policy Parameters

Maximum Message Size: 20M
Maximum Number Of Concurrent Connections From A Single IP: 10
Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: Disabled
Maximum Number of Recipients per Envelope Sender: Disabled
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: Yes

DMARC Verification Profile: DEFAULT

Aggregate reports: Yes
Envelope Sender DNS Verification Enabled: Yes
Domain Exception Table Enabled: No
Accept untagged bounces: No

There are currently 4 policies defined.
There are currently 5 sender groups.

Choose the operation you want to perform:
- NEW - Create a new entry.

- EDIT - Modify an entry.

- DELETE - Remove an entry.

- MOVE - Move an entry.

- DEFAULT - Set the defaults.

- PRINT - Display the table.

- IMPORT - Import a table from a file.

- EXPORT - Export the table to a file.

- RESET - Remove senders and set policies to system default.
[1>

Name: Listener 1

Type: Public

Interface: Management (172.29.181.70/24) TCP Port 25
Protocol: SMTP

Default Domain: <none configured>

Max Concurrent Connections: 300 (TCP Queue: 50)
Domain Map: Disabled

TLS: No

SMTP Authentication: Disabled

Bounce Profile: Default

Use SenderBase For Reputation Filters and IP Profiling: Yes
Footer: None

Heading: None
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SMTP Call-Ahead: Disabled
LDAP: Off

Choose the operation you want to perform:

- NAME - Change the name of the listener.

- INTERFACE - Change the interface.

- CERTIFICATE - Choose the certificate.

- LIMITS - Change the injection limits.

- SETUP - Configure general options.

- HOSTACCESS - Modify the Host Access Table.

- RCPTACCESS - Modify the Recipient Access Table.

- BOUNCECONFIG - Choose the bounce profile to use for messages injected on this listener.

- MASQUERADE - Configure the Domain Masquerading Table.
DOMAINMAP - Configure domain mappings.

[1>

Currently configured listeners:
1. Listener 1 (on Management, 172.29.181.70) SMTP TCP Port 25 Public

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1>

mail.example.com>

ol A4S Ao

Commit: ©] ¥ %< 'commit' ©] € 34},
S 2E Fe: o] Y2371 A 2H RE(E YA, T, Al 28 BT A AR E 4 5 Y T
o

]
B2 W o] WE A G4 & A detA syt

mail3.example.com> localeconfig

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body
Behavior for mismatched encodings bodies and footers: Use encoding of message footer

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.
[]1> setup
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If a header is modified, encode the new header in the same encoding as the message body?
(Some MUAs incorrectly handle headers encoded in a different encoding than the body.
However, encoding a modified header in the same encoding as the message body may cause
certain characters in the modified header to be lost.) [Y]>

If a non-ASCII header is not properly tagged with a character set, impose the encoding of
the body on the header during processing and final representation of the message? (Many
MUAs create non-RFC-compliant headers that are then handled in an undefined way. Imposing
the encoding of the body on the header may encode the header more precisely.) [Y]>

When there is an encoding mismatch between the message body and a footer, the system
initially attempts to encode the entire message in the same encoding as the message body.
If the system cannot combine the message body and the footer in the same encoding, do you
want the system to failover and attempt to encode the entire message using the encoding of
the message footer? (When this feature is enabled, the system will attempt to display the
footer "in-line" rather than defaulting to adding it as an attachment.) [N]> y

Behavior when modifying headers: Use encoding of message body
Behavior for untagged non-ASCII headers: Impose encoding of message body

Behavior for mismatched encodings bodies and footers: Use encoding of message body

Choose the operation you want to perform:
- SETUP - Configure multi-lingual settings.

[]>mail3.example.com>

smtpauthconfig

£9
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mail3.example.com> smtpauthconfig

10
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H
ot

Choose the operation you want to perform:
- NEW - Create a new SMTP Auth profile
[1> new

Choose the type of profile you wish to create:
- FORWARD - Create an SMTP Auth forwarding server group profile
- OUTGOING - Create an outgoing SMTP Auth profile

[1> forward
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Enter a name for this profile:
[1> forwarding-based

Please begin entering forwarding servers for this group profile.
Enter a hostname or an IP address for the forwarding server:
[]> smtp2.example.com

Enter a port:
[25]>

Choose the interface to use for forwarding requests:
1. Auto

2. Data 1 (192.168.1.1/24: mail3.example.com)

3. Data 2 (192.168.2.1/24: mail3.example.com)

4. Management (192.168.42.42/24: mail3.example.com)
[1]1>

Require TLS? (issue STARTTLS) [Y]> ¥y

Enter the maximum number of simultaneous connections allowed:
[10]>

Use SASL PLAIN mechanism when contacting forwarding server? [Y]>
Use SASL LOGIN mechanism when contacting forwarding server? [Y]>
Would you like to enter another forwarding server to this group? [N]>

Choose the operation you want to perform:

- NEW - Create a new SMTP Auth profile

- EDIT - Edit an existing SMTP Auth profile
- PRINT - List all profiles

- DELETE - Delete a profile

- CLEAR - Delete all profiles
[1>

mail3.example.com> commit

Please enter some comments describing your changes:
[1> created SMTP auth profile

Do you want to save the current configuration for rollback? [Y]> n
Changes committed: Fri May 23 11:42:12 2014 GMT

&

21 5% A}-&#}oll Al RELAY HAT 4 & o] 2 g},

1]
K

2

oz
K

ZRgol| & o] xY A E X BT = A5 SASL #7151 CRAM-MDS5 %
DIGEST-MDS5+= Email Security Appliance2} 9 A1 7ho] %] ¢ &

Il Async0S 9.6 for Cisco Email Security Appliances CLI & %= J10|E



systemsetup
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mail3.example.com> systemsetup

WARNING: The system setup wizard will completely delete any existing
'listeners' and all associated settings including the 'Host Access Table' -
mail operations may be interrupted.

Are you sure you wish to continue? [Y]> y

Before you begin, please reset the administrator password to a new value.
0ld password:

New password:

Retype new password:

* ok Kk ok Kk

You will now configure the network settings for the IronPort C100.
Please create a fully qualified hostname for the IronPort C1l00 appliance
(Ex: "ironport-Cl00.example.com") :

[]> ironport-C1l00.example.com

* Kk k Kk k

You will now assign an IP address for the "Data 1" interface.
Please create a nickname for the "Data 1" interface (Ex: "Data 1"):
[]> Data 1

Enter the static IP address for "Data 1" on the "Data 1" interface? (Ex:
"192.168.1.1"):
[1> 192.168.1.1

What is the netmask for this IP address? (Ex: "255.255.255.0" or "Oxffffffo0"):

[255.255.255.0]>

You have successfully configured IP Interface "Data 1".

* Kk k Kk k
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Would you like to assign a second IP address for the "Data 1" interface? [Y]> n

What is the IP address of the default router (gateway) on your network?:
[192.168.1.1]> 192.168.2.1

* ok k ok ok

Do you want to enable the web interface on the Data 1 interface? [Y]> ¥
Do you want to use secure HTTPS? [Y]> ¥y

Note: The system will use a demo certificate for HTTPS.
Use the "certconfig" command to upload your own certificate.

* ok ok ok ok

Do you want the IronPort C1l00 to use the Internet's root DNS servers or would
you like it to use your own DNS servers-?

1. Use Internet root DNS servers

2. Use my own DNS servers

[1]1> 2

Please enter the IP address of your DNS server.
[1> 192.168.0.3

Do you want to enter another DNS server? [N]>

You have successfully configured the DNS settings.

* ok ok ok ok

You are now going to configure how the IronPort C100 accepts mail by creating a
"Listener".

Please create a name for this listener (Ex: "MailInterface"):

[1> InboundMail

Please choose an IP interface for this Listener.
1. Data 1 (192.168.1.1/24: ironport-Cl00.example.com)
[1]1> 1

Enter the domain names or specific email addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple addresses with commas.

[]1> example.com, .example.com

Would you like to configure SMTP routes for example.com, .example.com? [Y]> n

Please specify the systems allowed to relay email through the IronPort C100.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[]1> example.com, .example.com

Do you want to enable filtering based on SenderBase Reputation Service (SBRS)
Scores for this listener? (Your selection will be used to filter all incoming

mail based on its SBRS Score.) [Y]> vy

Do you want to enable rate limiting for this listener? (Rate limiting defines
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the maximum number of recipients per hour you are willing to receive from a

remote domain.) [Y]> ¥y

Enter the maximum number of recipients per hour to accept from a remote domain.

[1> 1000

Default Policy Parameters

Maximum Message Size: 10M

Maximum Number Of Concurrent Connections From A Single IP:

Maximum Number Of Messages Per Connection: 10
Maximum Number Of Recipients Per Message: 50
Directory Harvest Attack Prevention: Enabled
Maximum Number Of Invalid Recipients Per Hour: 25
Maximum Number Of Recipients Per Hour: 1,000
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No
Allow SMTP Authentication: No
Require TLS To Offer SMTP authentication: No
DKIM/DomainKeys Signing Enabled: No
DKIM Verification Enabled: No
SPF/SIDF Verification Enabled: No
DMARC Verification Enabled: No
Envelope Sender DNS Verification Enabled: No
Domain Exception Table Enabled: No
Accept untagged bounces: No
Would you like to change the default host access policy?

Listener InboundMail created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* Kk k Kk Kk

10

[N]> n

Do you want to use Anti-Spam scanning in the default Incoming Mail policy? [Y]>

Would you like to enable IronPort Spam Quarantine? [Y]> ¥y

IronPort Anti-Spam configured globally for the IronPort C100 appliance.

Use the

policyconfig command (CLI) or Mail Policies (GUI) to customize the IronPort

settings for each listener.

IronPort selected for DEFAULT policy

* Kk k Kk Kk

Do you want to use Anti-Virus scanning in the default Incoming and Outgoing

Mail policies? [Y]> ¥y

1. McAfee Anti-Virus
2. Sophos Anti-Virus

Enter the number of the Anti-Virus engine you would like to use on the default

Incoming and Outgoing Mail policies.
[1> 2

Sophos selected for DEFAULT policy

* Kk kK Kk

>
oo

Y

0
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Do you want to enable Outbreak Filters? [Y]> ¥y
Outbreak Filters enabled.

Outbreak Filter alerts are sent when outbreak rules cross the threshold (go above or back
down below), meaning that new messages of certain types could be quarantined or will no
longer be quarantined, respectively.

Allow the sharing of limited data with SenderBase? [Y]> ¥y

You have successfully configured Outbreak Filters and SenderBase.

* ok k ok ok

You will now configure system alerts.

Please enter the email address(es) to send alerts.
(Ex: "administrator@example.com")

Separate multiple addresses with commas.

[]> administrator@example.com

Would you like to enable IronPort AutoSupport, which automatically emails
system alerts and weekly status reports directly to IronPort Customer Support?
You will receive a complete copy of each message sent to IronPort.
(Recommended) [Y]> ¥

* ok Kk kK

You will now configure scheduled reporting.

Please enter the email address(es) to deliver scheduled reports to.
(Leave blank to only archive reports on-box.)

Separate multiple addresses with commas.

[]> administrator@example.com

* ok Kk ok Kk

You will now configure system time settings.
Please choose your continent:

1. Africa

2. America

11. GMT Offset
[11]> 2

Please choose your country:
1. Anguilla

47. United States

48. Uruguay

49. Venezuela

50. Virgin Islands (British)
51. Virgin Islands (U.S.)
[1> 47

Please choose your timezone:
1. Alaska Time (Anchorage)

26. Pacific Time (Los_Angeles)
[1> 26

Do you wish to use NTP to set system time? [Y]> y
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Please enter the fully qualified hostname or IP address of your NTP server, or
press Enter to use time.ironport.com:
[time.ironport.com]>

* kKoK Kk

Would you like to commit these changes at this time? [Y]> ¥y

Congratulations! System setup is complete.

For advanced configuration, please refer to the User Guide.

URLEHE

o] AL Y CLIgE o2 F4g Y.
e aggregatorconfig
e urllistconfig
e webcacheflush
e websecurityadvancedconfig
e websecurityconfig

e websecuritydiagnostics

aggregatorconfig
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mail.example.com> aggregatorconfig

Choose the operation you want to perform:
- EDIT - Edit aggregator configuration
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[1> edit

Edit aggregator address:
[aggregator.organization.com]> org-aggregator.com

Successfully changed aggregator address to : org-aggregator.com

urllistconfig

&9
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> urllistconfig

No URL lists configured.

Choose the operation you want to perform:
NEW - Create a new URL list-

[1> new

Do you want to import a URL list?
[N]>

Enter a name for the URL list

[1> sample

URL 3lo] B2 ~E 2 T4 87 744 S ok

(B &H, 25, Al&F) 5ol A AR

o]

Enter the URL domains that need to be skipped from scanning for URL Filtering.

Enter one URL domain per line and '.' to finish.
cisco.com

ironport.com/*

* .example.com

10.2.4.5/24

[2001:DB8::1]

URL list sample added.

There are currently 4 URL lists configured.
Choose the operation you want to perform:

- NEW - Create a new URL whitelist.

- EDIT - Modify an existing URL whitelist.

- DELETE - Delete an existing URL whitelist.
[]>EDIT

Choose the operation to edit the URL whitelist:

- IMPORT - Import a file into an existing URL whitelist
- EXPORT - Export an existing URL whitelist into a file
- RENAME - Rename an existing URL whitelist

[]>IMPORT

Assign new name to the imported list? (By default, name stored in the
file will be applied to the list)
[N] > Y

N
o
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Enter name of the list > new_list

Enter filename to import from > URLfile
NOTE: These files will be stored in /pub/configuration

URL list "new_list" added.

webcacheflush

493
URL B H & 7] 5l A A-&-3k= 71 A1 & &2 Al & th. Cisco Web Security A1 H| 2= 9} 6] 4l of] A&
St AT E AT H 9ol WH S AFE YT dubd o2 o] ]S AFE-3 u = W= A] Cisco
Ho] 218 vyt

Ol

> webcacheflush
Web Security cache has been flushed.

websecurityadvancedconfig
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> websecurityadvancedconfig
Enter URL lookup timeout (includes any DNS lookup time) in seconds:
[15]>
Enter the URL cache size (no. of URLs):
[1215000]1>
Do you want to disable DNS lookups? [N]>
Enter the maximum number of URLs that should be scanned:
[100]>
Enter the Web security service hostname:
[example.com] >
Enter the threshold value for outstanding requests:
[20]>
Do you want to verify server certificate? [Y]>
Enter the default time-to-live value (seconds) :
[30]>
Do you want to include additional headers? [N]>
Enter the default debug log level for RPC server:
[Infol>
Enter the default debug log level for SDS cache:
[Infol>
Enter the default debug log level for HTTP client:
[Infol>
_|
&9
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mail.example.com> websecurityconfig

Enable URL Filtering? [N]> vy

Do you wish to enable Web Interaction Tracking? [N]> y
Web Interaction Tracking is enabled.

Do you want to whitelist URLs using a URL list? [N]> y
1. urllistl

2. urllist?2

3. No URL list

Enter the number of URL list

[1]1> 1

URL list 'urllistl' added

mail.example.com> websecurityconfig

URL Filtering is enabled.

URL list 'urllistl' used.

System provided certificate used.
Web Interaction Tracking is enabled.

websecuritydiagnostics
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mail.example.com> websecuritydiagnostics
Cache Size: 254
Cache Hits: 551
Response Time
Minimum: None
Average: 0.0

Maximum: None

DNS Lookup Time
Minimum: 9.4198775
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Average: 10.1786801765
Maximum: 10.544356

o] L v CLIg P o= gyt
e userconfig

e password H=1= passwd

e Jast
e who
e whoami

userconfig
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mail.example.com> userconfig help

Ol - M A X HE &4

U} ool A= Help Desk User(& XX d] 2~ Ab-g2}) & sto] ALgx AA S A2 A e PHS
HoFUy ),

mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change password and account policy settings.
- PASSWORD - Change the password for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.

Async0S 9.6 for Cisco Email Security Appliances CLI & X J10| =
| 3-286 | |




aexze W

[1> new

Enter the new username.
[1> helpdesk

Enter the full name for helpdesk.
[1> HELP DESK

Assign a role to "helpdesk":

1. Administrators - Administrators have full access to all settings of the system.
2. Operators - Operators are restricted from creating new user accounts.

3. Read-Only Operators - Read-Only operators may only view settings and status
information.

4. Guests - Guest users may only view status information.

5. Technicians - Technician can only manage upgrades and feature keys.

6. Help Desk Users - Help Desk users have access only to ISQ and Message Tracking.
[1]1> 6

Would you like to get a system generated password? [N]>
Enter the password for helpdesk

[1>
Please enter the new password again:

Users:
1. admin - "Administrator" (admin)
2. helpdesk - "HELP DESK" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change password and account policy settings.
- PASSWORD - Change the password for a user.

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
[1>

Ol - 21 2 e1S= 28t RADIUS AH £F
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mail.example.com> userconfig

Users:
1. admin - "Administrator" (admin)
2. hdesk_user - "Helpdesk User" (helpdesk)

External authentication: Disabled

Choose the operation you want to perform:

- NEW - Create a new account.

- EDIT - Modify an account.

- DELETE - Remove an account.

- POLICY - Change password and account policy settings.
- PASSWORD - Change the password for a user.

Async0S 9.6 for Cisco Email Security Appliances CLI X Ji0|E



AT 22l

- ROLE - Create/modify user roles.

- STATUS - Change the account status.

- EXTERNAL - Configure external authentication.

- DLPTRACKING - Configure DLP tracking privileges.
[1> external

Choose the operation you want to perform:
- SETUP - Set up global settings.
[1> setup

Do you want to enable external authentication? [N]> Y

Please enter the timeout in seconds for how long the external authentication credentials
will be cached. (Enter '0' to disable expiration of

authentication credentials altogether when using one time passwords.)

[0]> 30

Choose a mechanism to use:

LDAP is unavailable because no LDAP queries of type EXTERNALAUTH are configured
1. RADIUS

[1]1> 1

Configured RADIUS servers:
- No RADIUS servers configured

Choose the operation you want to perform:
- NEW - Add a RADIUS server configuration.
[1> new

Please enter host name or IP address of the RADIUS server:
[1> radius.example.com

Please enter port number of the RADIUS server:
[1812]1>

Please enter the shared password:

>

Please enter the new password again.
>

Please enter timeout in seconds for receiving a valid reply from the server:
[5]1>

1. CHAP

2. PAP

Select authentication type:
[2]>

Configured RADIUS servers:
Host Port Timeout (s) Auth type

radius.example.com 1812 5 pap

Choose the operation you want to perform:

- NEW - Add a RADIUS server configuration.

- EDIT - Modify a RADIUS server configuration.

- DELETE - Remove a RADIUS server configuration.

- CLEAR - Remove all RADIUS server configurations.
[1>
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mail3.example.com> password

0ld password: your_old _password

New password: your_ new password

Retype new password: your_ new_password
Password changed.
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elroy.run> last
Username Remote Host Login Time Logout Time Total Time
admin 10.251.23.186 Thu Sep 01 09:14 still logged in 1h 5m
admin 10.251.23.186 Wed Aug 31 14:00 Wed Aug 31 14:01 1m
admin 10.251.16.231 Wed Aug 31 13:36 Wed Aug 31 13:37 Om
admin 10.251.23.186 Wed Aug 31 13:34 Wed Aug 31 13:35 Om
admin 10.251.23.142 Wed Aug 31 11:26 Wed Aug 31 11:38 1lm
admin 10.251.23.142 Wed Aug 31 11:05 Wed Aug 31 11:09 4m
admin 10.251.23.142 Wed Aug 31 10:52 Wed Aug 31 10:53 1m
admin 10.251.60.37 Tue Aug 30 01:45 Tue Aug 30 02:17 32m
admin 10.251.16.231 Mon Aug 29 10:29 Mon Aug 29 10:41 1lm
shutdown Thu Aug 25 22:20
_|
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mail3.example.com> who
Username Login Time Idle Time Remote Host What
admin 03:27PM Os 10.1.3.201 cli
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mail3.example.com> whoami
Username: admin
Full Name: Administrator
Groups: admin, operators, config, log, guest
XL ry)
& HE2H0[AHA &2
e Joadlicense
e showlicense
loadlicense
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mail.example.com> loadlicense

1 Paste via CLI

2 Load from file

How would you like to load a license file?
[1]1> 2

Enter the name of the file in /configurations to import:
[1> <filename>

TERMS AND CONDITIONS OF USE
<Terms and conditions>
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Do you accept the above license agreement?
[1>vy
The license agreement was accepted.

The following feature key have been added:
<feature keys>
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mail.example.com> showlicense

company: Example Inc.

org: Widget Division

unit: Portland Data Center

seats: 1000

city: Portland

state: Oregon

country: US

email: mailadmin@example.com
begin_date: Tue Dec 6 17:45:19 2011
end_date: Mon Sep 1 17:45:19 2014
vlin: ABC-123423123

serial: 1003385

% e

featurekey &
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