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Please create a fully-qualified hostname for this Gateway

(Ex: "mail3.example.com") :
[]> mail3.example.com

BABOARERN, BEERERSIRRAE ST, .

Ethernet interface:

1. Data 1
2. Data 2
3. HH
[1]1> 1

WoREABEER, BN “Return” %5[H T8 NERIAGE :

Ethernet interface:

1. Data 1
2. Data 2
3. HH

[1]> (type Return)
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Log level:
1. Error

2. Warning

3. Information
4. Debug

5. Trace

[3]1> 3

ARG yes Blno LT, AR —ANE, BUAREME TIEER. EALIEE v. . ves
B Noo K/NEHAHI,

%ilan:

Do you want to enable FTP on this interface? [Y]> n

ey &2 N1 @T%f fFHFam4 LS. FadEHEHE%, #W vew. eprr M pELETE. X T EDIT
1 pELETE BREY, XAy AR IITE RGP E RIC R

a0

mail3.example.com> interfaceconfig

Currently configured interfaces:

1. Management (192.168.42.42/24: mail3.example.com)

Choose the operation you want to perform:
- NEW - Create a new interface.
- EDIT - Modify an interface.

- GROUPS - Define interface groups.
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[AsEiER

ALEE

- DELETE - Remove an interface.

(1>

FET a2, 7 BHRRAFHHEA Enter 2{ Return, 23ibRR [ 4 4.

FET 4, GEBER AT LUE A Control-C £ PRAESENLRIIR HY, R 0] 2] CLI H9TH)Z .

CLI fRE MBS IEIHEBNRI A ar 2 F P id . # A LA Up A1 Down #ikHE, mi#
Control-P fll Control-N &4, R W AEH a2 r5%.

mail3.example.com> (type the Up arrow key)

mail3.example.com> interfaceconfig (type the Up arrow key)

mail3.example.com> topin (type the Down arrow key)

AL AsyncOS CLI 3 Frfir & fh 4. &) U N By & 103 LA BF, SRJ54% Tab 4, CLIMAh 4
ME— A & 7/ H . RSN P FRHE A 2 PR ME—0, CLIF “4i/N7 b, .

mail3.example.com> set (type the Tab key)
setgateway, sethostname, settime, settz
mail3.example.com> seth (typing the Tab again completes the entry with sethostname)

ST CLI B 7 SLid F A SC b2 ThRe, 05218\ Enter B¢ Return LA dv 2

(R € X [A) A3 Tl GUI B i) S e an 2 X i, W3 1. |
] LLAE M A 4 E 1B H AT I R, X SR AsyncOS F & 4T 5 24

T B 5 AR S AT DL AR 5 A Ak

1. E 2R T R commit f7d.

2. N comnit T 2 FRHEIT T RN

3. 1E CLIUXZE| commit F£/FHiiA.

RGOSR M AR I AL E O, (HIX LT TR IZAT comnitc i 2 J5 A 3K
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S
' AR AsyncOS T A fr 2 HBERIZAT commit 74 A RAE T A M B 2R I21T
commit FIF 2 W E, 15S 1 Cisco AsyncOS CLI %151

B CLI i REERHL. HEHE S, MBI clear fir L TH R AR IR HI

B cU &4
KON BHATIRAZ SIS E R FFHEBAMEE 2T A G2 .
o MAMEWNR (5 2-770)
o TEBRMCE RN (5 2-8 T
o [MIEMERN (5 2-8 171D
o EBHmAIT RIS (58 2-9 7))
o FRBEFRATASATHIMAE R (58 2-9 T1)

RXELEEN
commit AT X THGHC B URAF B R A B R EE, P LI E T SHEERN commit i 25 A4 £
(CH L @A EREM commie a4, BIFEHE AN commit AT B LA commit
T B clear A4 LAKRXS AL AsyncOS Pt L B k. PR Z A E 255 747 . EEIEIE
A RS, A RAE N DR AL .

&R LUEPETE commit 6y 2 5 A VEIL

mail3.example.com> commit
Please enter some comments describing your changes:
[1> Changed "psinet" IP Interface to a different IP address

Do you want to save the current configuration for rollback? [Y]> n

Changes committed: Fri May 23 11:42:12 2014 GMT

& NRIRZEN, AL T TR 2R . 2 AR Return, £ 472 R4S
Hya B Eh— )= .
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BRI EEN

clear ﬁ/ﬁ’\ﬂ LJ/%E% ﬁ LW\EH‘J’ commit B, clear ﬁ/% uﬂ%i’ﬂ“ Ew*’l‘ AsyncOS @ﬂﬁﬁﬁﬁﬁﬁ E@’ffﬁjﬁaﬁo

mail3.example.com> clear

Are you sure you want to clear all changes since the last commit? [Y]> ¥

Changes cleared: Mon Jan 01 12:00:01 2003

mail3.example.com>

ERECE E X

rollbackconfig fH 2 FIH T /G 10 NEORAE, HFREFEER - NERRIIFE .
HAEEH T DM 4.

& e AREESER A B R I IR BRI AsyncOS A, BE& A SIEFECE -

mail.example.com> rollbackconfig

Previous Commits

Committed On

Description

1. Wed Sep 19 22:

2. Wed Sep 19 21:

3. Wed Sep 19 18:

Enter the number

[1>1

User
03:10 2012 admin
51:14 2012 admin
50:41 2012 admin

of the config to revert to.

Reverted to Wed Sep 19 18:50:41 2012 admin

Enabled anti-spam

Updated envelope encry...
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Do you want to commit this configuration now? [N]> y
Committed the changes successfully
O 4= A2
BHBSITAARIE
quit A A AT LA CLI ML FHVERS . RASTERR M AS E*\E’J@EEEE& quit iy A2 R WS 1

B RGUIERICRAE HE X

mail3.example.com> quit

(BEN exit S5 [F T8N quit. )

Configuration changes entered but not committed.Exiting will lose changes.

Type 'commit' at the command prompt to commit changes.

Are you sure you wish to exit? [N]> Y

FREXGSITAEBIFEN

help f 2 FIH T AT H P CLI v 4
FEORFFHBEN help B— A5 (2)0

mail3.example.com> help

» IFRIRAE TR

4o M neip rd, WLAEAMRL
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it

B ML

o CEEEMK] (ZF 3-1 7D

o KPR AR IE Y RIS (5 3-5 U0
o NREGWEMIAES (53-8 T

o [FHARZWENST (5 3-13 70

o IFEME BRSSP (5 3-36 1)

o TEHREMMENUKNELE CF3-1 70D

o IR HEAR R AR A EE M AN (58 3-1 T
o £ DNS RN 22 ik g (58 3-2 50
RS (5 3-2 T

FMIRRNRRBER

o WUR B E BRSO W, NS R BB LA 2 RS, ARG kS
BEAE,

o WMREEE M RIERANBTZEETHEL, HSHE 42 5 “EPhERNELETHES
FRIIRSS .

o WATEWEREZAIERS 45 “ TRIREEE”, R RRERIhEE AT At £ 52 m & 1
JE At Ve R 5 A T

TG R 2R FHEEMEINE

M 22 4254 5 AE AT SMTP MK, tHAROTHBIE S (MX) o ARG HEERCR, KL ThRE 2R %
& B T BT ) ELIR I TP L BE S — S LS CRIEZ AN 1P bk ) 7 REAIE AN A o

RIS NEELIE, SEIRERAE Bim s AR 2R O JE 3 DIBE (36 2 b SenderBase 15 2 Ik
% (55 6-1 T1) « IronPort B3 HEAFIEE (58 13-3 T1) . Sophos Bl E I iE (58 12-2 T1) Al %
KL UES 5 14-1 50 ) B AEXCIE BRI R A X 28 I 1 1) B A 4. T8nT AR B B, XHEA
FoA ARV I BT AT BSOS AT SRS S (7 00 0E LR VP REIR S AL MEIR (56 7-1 1) )
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REMR

#ix

AR 2 4 8 2 AL A SE BRI, LR RIS SRR I 5Bk . IR S O
fil MITA T 65 1 90 24 S PRI AR A S 036 e, DU 2 8 4% Tt 2 P K TP B

TERAE NN TP Huh A R SURRIX A MRS B F 1 6 A, DA SenderBase 1553 i 45 4549
AR A1 SenderBase {5335 (SBRS), Bl J% 47 [ HE S PR A e 38 T e O AR

U TV A TIE B M LR X B2 BB ) 28— &L as, A7 ml DA A e 4% B3R ALY — s 22 4 il
% . AXRFMER, BSHEIEN PRSP RN IP bk (58 13-14 T1) &

ARG ISP 22 A % FAE SMTP W i

o JEMHBERIEIETIRE (EZS R 28 & “fHRMsE 24" ) , L4t T s lhskA
PN RN A0 R AR N FE BT A I A I

o LDAP . FIZ ML (FESHE 25 7 “LDAP @] ”) 7 LLEE& 61 B Renb it I
PRL B T AL B R

o MAZK GEZWOIEMNARE (5F 247 70D ) . ETHMBE ORELDiEe (55 24-28 51) )
MOy (BB (5 24-16 11D ) ZEBGR AT B o] DL S 2 ha s W JTUE MTA #3E47 33 0% .

£ DNS i 2 £t &

Wt

xE=

BRI R N2 TR AL DNS il F I 2 HEE . N T R0 H R BT
JE4E . McAfee P # Ml Sophos Pl EE DI AE, 1 PRIE DNS HyF B4R 22 42 % 4% .

FL/E DNS M, 1E0E % Al BIRSNEN AU B 1P ik, HelE—% MX
P03, A LIS BB & B4 . AN MX IER8 B, A ek ln i 22 4% %
NGB MTA 854 H MTA.

1B R B REH, B2 427 % (ironport.example.com) /&3 example.com [} FH MTA, K 9H
MX il B Hm e B8 (20). #ra)idid, ZEEBROK, MTA B8 SE AR .
S host -t mx example.com

example.com mail is handled (pri=10) by mail.example.com

example.com mail is handled (pri=20) by ironport.example.com

L AE DNS R A 2 4 i gk, TR W s B MX LR IIPL S g, AR 51 Bz SR A F Bt
(HE, R IR D B HE & ] MTA . FERXME IR, A0 SR B 24 M P2 40 Y B 75 5 2 1 7%
E, TEPRFEPE 2 4 B ) MX D SR Se Ml e B9 4% T sl T Atk MTA {i

Tn] LR 22 M7 AE AT 00 2465 5 il B0t h 22 2 A 22 42 B0 4%

DN RAER T RZHE I HNARE. WRERMREEARRKMZER, JF B4 RERR 2%
JIHERAGHR, WEBRE SR GESHBERE S GE1-8 7)) KA.

o MLEMA (F3-370)
o N (F3-370)

o fEH (5 3-3 D)

o DUKRHEIT (% 3-3 1)
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fic & #id

PN

f&ih

AKM#ECO

2y W

o EHZILE (5 3-470)
o PjkEEEE  (NAT, i) (55 3-4 51)

T EEL S M 22 4 5 26 Al P £ R S5 S0 3
|- — 2 S
IronPort C %37 Groupware Q} TQ_‘

(Exchange?
Bﬁ*iﬁ Notes? Groupwise™) B

AERERN, W 2 AL TN “DMZ” W, BRI BR A 22 4 4 AL IR 45 28 2 1A & 4
—TEFSMEIBIT K

NI LR W26 7 2%

o TERI kGG BAMUTRRFIRCE (K 3-1 (B 3-6 1))

e [Deb - #][7] Jackie] ~MiWr 2P E: (& 3-2 ( 3-7 70))

PSSR R S E . RGN —E 0 N R AR E MU (55 3-8 10D .
[Deb - #]17] Jackie] - LA bR 15 S 821 T8I ) — M B 799 1 ] 2

o AR E A HO IR 2 AR N AT
o T H A IRER PR 4

o MR G HHEOE LB M 22 4 A% DAFE A HI IS P AL Sl A, BB 22 A i &l SMTP 2% ks
A P 4 2)5E M AR S5 %8 (040, Exchange™. Groupwise™. Domino™) . (IS A
Mo TR (BR 24-1 B0 o)

o HBF T RIE 0 A% S 3 I LA A 55 2 B R B A i

o MRIF 2 A e A AR P AL AT AR PP B E ML YT R 3R P (0 i B A2 A MR CRTEIE R, 1
SRR RS (58 5-2 10 . )

FEXEERCE T, W B s B0 — AT LRI . B, 0T DARCE A LUK I %
F1, JRRE A B0 P BT I 2% 5 A0 B ELIK R ERE 20 0T

A K2 TP Mk Bo 20T 82 DTS S, 155 B R UL O™ SR 9 T F5 8 )4k i
BEHRPERISC (5 24-56 T1) M B “ 7 BCM 45 AN TP ik ” o
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W zsmn

B {Him O
[Hari Potaraju £.F 2015 4 3 H 18 H&H]
T % & i 1 A RN 2B A Y ke T Y 5
iwa i) €170 [C370 (C670 |X1070 |C380 |C680 |C190 |C390 |C690
=gl PR |0 1 1 1 1 1 0 1 1
B DLARY 2% 3 3 3 3 3 2% 5 5
L IRy 5 9k 9% |94 |94 |RI-45 RJ-45 [RJ-45 |RJ-45 |RJ-45
TR JES T (RPC)  (LAKM N N N N Y Y Y Y Y
XTI A B B FL b W4, 1518 Datal o D AT FE,
Il D RIVEAE B, 155 ARG &S A5 7
HXEFR
o PLEMBREN (5 3-17 70
o EITERATIEREVT MBS (5B A-5 T
o BHZEMEREIEEH (5 33-29 1)
o TR (B 1-7 T

SREEE

B K 3-1 A1 3-2 BoRHIBCE SN, IR ARG E -
o HETEMINEEMZ NI 22 S, HSWE 39 & “MHERETEPER".
o MO RYNMITUAR, JNE2MH NIC lxthife “H&7 mifheaii& B LUK

H., ESRE 37 % “SRMEILE” .
BAEEIRE  (NAT, #00)

SMTP A1 DNS i 55 i A0 B AT FLIC R U5 R BCRR o LAt R 25 mT B th i 23T T BB K e 1o A3 SR TR
AR, WZHM®XD “PiIkEER” .
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BEGRLgEETYESREEENE B

Rt R FiEA YIRS N ER R K

o MREMES (55 3-570)

BEFHR
IS 22 A% ) S M RC B 7 5 0 R -
o BN - REBHNLEIAEG KT EMAF 22 e E = A I BUR R D i — A, Eig, &AL
T B A ORI 1, IR S8 P9 8 09 2% 5 A0 8 IR 42 70 T
o AIMFEF GEABBE) - AJCOUIT R PR IOR B VF 2 40 EHL B IR SR E ) 21 %K
A PR AL AR 55 %
- MRAEENLVTIR R (HAT) T i E 52k B AR IR ENLARIERE . BOAEOL T, HAT &
ALK B A SRR AE N L .
= DO R ZR (RAT) F98R € B A IS T kN 4552 A N PF . AT ARG R R 4 .
= CRRHIRE A BIE G 0 P AR R S5 4, G SMTP % i Jir i€ 3o
o RN CEMERA) - FAABTITRE PR yioR B 50 32 BRI P R 1R I 55 4 1001, JF
B W F SE 7 BIVF 22 b AR HEAE L
- IR IR S5 BRI B AL AR s B B AL C B X RV .
- HRPFL A B A AR Y HAT A B3R B N AL AR IR 55 s 103882 . BRIATS DL R, HAT B
B ARR B A IR EHLRERE
X ER
o CREAEAML IR B (58 3-5 71D
BEAFMELBESE

43 AT DASER 3o B PR AT AR DA S AE B TP bk b 2 B AR ARG R AR B . A3 AT DA A IR Y
PR 4 f (IPv4) 5 6 i IPv6) Hidik. {H/2, W& LRGSR E RS R FAIVIGEE E

o {EZWIMERRE I EICE K 2 B IPv4 A1 2 AN IPv6 Ml R 2 NS R
- DEAENFIL R
— ATLLK IPv4 A IPv6 Hihik 73 B 1) B W A2
o EMYHENER 1 M2 1Pv4 Holik B 1 Mt 27
- BRI R
— ALK IPv4 A IPV6 HihEHT 43 BT B0 AL P

THEASE T AP RER P ENEE TR GESRWERERES R 3-1150) . N
=EE R AR TR I E S 5
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W st R & AT YIRS R EEE M

& 3-1 BRI R =/2 TMEYTEFEE

AR
“InboundMail”

=

=

=N

2 Mt R

2 /> IPv4 Mk

2 A~ IPv6 Mtk

I ANEL 2 ANPURMEE D ((VB7R T 1A%
i & () SMTP #%

ANIEIRFERE:  “InboundMail” (24k)

IPv4 3 0: PublicNet (10 1.2.3.4)
IPv6:

1Pv6: 2001:0db8:852a3::8a2e:0370:733 .

PLAMEZE: Data 2

.

PAIARIEZD: Data 2

IP #0: PublicNet (40 1.2.3.5)

TRNTER:
“OutboundMail”

|
— B

AR S a%

(Exchange™, Domino™,
Groupwise™)

B

R IRk

IPv4 Hihik: 1.2.3.4

IPv6 Hiht:
2001:0db8:85a3::8a2¢e:0370:7334

Data2 2 1 _E {90 Uiy F2 77 00t Wiy 3t 1125
HAT (&85
RAT (#E2 AR HBIB AR 4 3FE48)

Hi i FEREE:  “OutboundMail” (EH)

IP Hufik: 1.2.3.5

IPv6 btk
2001:0db8:85a3::8a2e:0370:7335

Data2 2 F1_b (450 W B2 5 At W i 1 25
HAT (PakARHbssg; 4ffiEZ)

DNS AT fic & 7915 A ELEX IR AR 3525 5 B DNS B
Eh

SMTP 18 4 B 1% 2% £h B)iE SRV HF IR S5 88

REBELHRFITANRAERD, ATESBHR
£R & EEHEIE

GERTFHERH)
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BEGRLgEETYESREEENE

A 32 — MG E
B R FE:
o 1 MTATRE P
e 1/NIP HuHE
N P o MEEM SMTP ¥ H
72
u’//,/, NSEERF: “InboundMail” (2#£)
Eﬂaﬁ' o IPHiht: 1234
N g } o Data2 £ 11 E RGN R 000 38 11 25
AR e HAT (3% ALL) ¥ RELAYLIST 1
e AIMair” Y1 P 25 52 10 4% H
‘ IP $00: PublicNet (4401 1.2.3.4) ‘ o RAT (FZZAHBIRAGIRA:: AFRIEL)

[) : ata
| DIAFEH: Data 1 | DNS T2 E o3 A B BEPIAR AR 5 28 S PO 5B

E— | ONS s E

SMTP 4% i 44 B33 2% £ 138 2 A9 4H AR 55 2%

AEHRBFTARB K ERD, ATES®R
B ZEE MR

AR A
(Exchange™, Domino™,
Groupwise™)
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B SzzaEweeEs

ARG EMTES

o HWEEREARTA (B 3-9 1)
o HEMEFN TP bk e (58 3-9 1)
o UNEERBEMER (5 3-11 7))

HEETE

~

&% [Gerrit, EWEEEA T FEF. JWREKE B 24K E, BUOIEBITRGERER
S 2 i f# [ 10adlicense i NG K BRI SV R[IE. B RVEME S, S0 AREN 2%
HBRETE
] E%%%

ST e TR R . SR e i 4 1 7 (3R 3-9 T

BB 2| WL IP HihE A . %mﬂ%ﬁn&@ﬁﬂac%39k>%m ER S K
L DR R R R, R O (3970
MR F 2 4 24 T BROA TP Hbdik 5 W 4%
HR R A TP sk A phoe .

PRI WHEALRGRERER. BSRIERERFE (B 3-11 70,

P| A BB AR A . BHRREA Y, EU5m SR 58 1-7 70 sz,

S| JTIT A, EHEP R HT SRS MEA TR . TR, YT SRy
WPz ds, SRR LTI (55 1-7 ) T RysERE

BB 6 (i H] Web FLE AT 44T AL (CLD 15 | o JE 3 Web 3 5528 34\ B4 1 TP Hidk .
"] 15 19

o WHZIET AT (CL) KRG WEN T F
3-23 ) .

ﬂ;‘ﬁ 7 ﬁD%E&EEMEB1¢§%&%, %ﬂﬂ {fﬁﬁ loadlicense uu ? ﬁ?&ﬁéﬂﬂu o) 1% |fa Eg/f’/ﬁ?ﬁ'

FAE I B A BE 2 AT IE L IEM R LR, GIREAEXR (56 1-7 7))
HIBEHE HHE it

BPRS |NEAGKMIEAKE. BSREHARGRE RS (G 3-13 70
BRIELE

BT e B

S 2 HEMKH P Hilk AL, AT LU IPv4 A0 IPv6 Hiuhl .
WRE O R AEERIMNE, 1EHR R W& BN TP bk 5 W2 i HoAh 1P Hbhb Ao,
EE MO CER X1060/1070. C660/670 F1 C360/370 #4) B¢ Data 1 351 C(HE C160/170 %
£ PR E R P bk 192.168.42.42,

HBE3 IWEAXRZERENEE.

B4 BEBAECH S RAS U

HB®S  AEWRNMEANTIFR. e, BB IR, SLhrgdEErged, Jf okt

1%

Il Cisco Async0S 9.1 PiER GERTFHBH) |



| 38 #EMRE

AEgREMFEE B

HB6 o5 Web MBS N B TP Mk, (Ei, AT PAVG RS T A AT A (CLD R E IS
(55 3-23 T1) HAHRIa4 4T S (CLI))

W1 BITRFWEAT, REENRS.

MR ERLFAN

TR BRI rp R e B MR 22 A e, S UM W 484 B G BSOS A S S AR n (D g I A 22 4
B IEFL B 25 I EH L85 R .

HxEm
o EFFIHLS (5 3-9T0)

EFEAEE

TEWIGE v E AN, e Llmst DL Aoy R — IR

# 31 EREREHIETT

UK PC Fl 2% 2 8] DL K [ 28 F A8 B ey 11 2 TR] R AR X &2 . HH I 224 i 2178 B
i 1) TPv4 Mk 2 192.168.42. 420 X 2 4F ] W R0 B I 525 5 HERE T 2.

F5l PC 5847 %] & o 0 2 8] B B 47815 iE 8. ﬁﬂ%”%ﬁiﬁﬁﬁ PLK W& 7
v, T HET I TE VN A B e N oA o 2% % L, fas T HE%Eﬁﬁﬂ'ﬁﬁ
2% 2 RV ST B AT g 113 HR AT o 1 R ﬁﬂéﬁéﬂﬂnm 15 S R AT
P 2 a4 (58 A5 T « HBATIR O REE R E BRI T
FFAIEL: 9600
ﬁ%'fﬁ 8
TERK: L
Eifr: 1
MEEH . EF

~

&F 0, WIREETEAREAN .. WEREIGEH TYIGREE .. BRGNS E, LR
AEIPEE TR (HXRFEHER, ESHMs A “FTP. SSH M SCP iR 7 . ) ik u] LI#E A
R E ARG @ Z AN P sk %% . CAREAER, 55 lﬂﬁmﬂi)ﬂ (5 32-4 750 . )

T E L% A0 IP btk 53 A

T 0] LLd ] TPv4 AT IPv6 Hidl.

o B EUNIEHE v L BN TP Hudik (28 3-10 50D

o RBRFSCRNAL LM AR I 2R (5 3-10 T

o KB4 TP HuhE4E e B EE LUK MG T (58 3-10 1)
o EPEEREMIMRE (ZF 3-10 1D
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B SzzaEweeEs

EHRFBERER O ROEKIA IP Hbik

TR T (C170 F1 C190 % 4% F 1) Data 1 3% 111) FiBECE 14 IP Huhil /& 192.168.42.42,

JEFEFRWCFIR X B I P R

REHH P NBEE R BB, 7875 F B A 22 4 80 4 (1 P A B AR 3 1«
o LM EAZ A AR B N RS
o IR LS RZ P A AR IR B TR

FoAty P ] R Ay SRR A Bt i CORSR BEPI R D E A B LUK S 1 R] SERFAT A Zh BE
{HE TIUC B V5 i) BT P 1 A i 24T I

HIZ1E IP Huhit 45 2 B IR LK Wi O
ST DL I B R 0T I R DA R AR R ) TP bk b 23 B AT N RIS H W A o R DA ) B BB R
P LEE 4 R (IPv4) FIEE 6 B (IPv6) Hbidik. {HJ2E, W& FM RS E H SR N YIWIEEL S -
o MEMU WD FECE R 2 NBHE IPv4 F1 2 A IPve Hukk B 2 AN R

- B NFIL i R
— WEATLLK IPv4 A IPv6 Hihik 23 B 1) BNt W A2

o TE—AMYIHEOMEM | ANZH IPv4 Mkt B 1 MR F
- BT R
— AT LUK IPv4 H1IPv6 Mtk 4) IE 240 A2 5

IS 22 4 8 4% W DASCRFAE 5L — O R 5 Fh (R 3 TPv4 A TP Muhik . (it R e 46422 52 P R ik
HIHRPE . DT R BT A B B 236 T IPv4 AT IPv6 Hitht

EEERIMERE
S5 B S R PR R/ BRI 3 11 10 B 445 .

o IP itk (IPv4 /X IPv6)

o CIDR #2UH 1Pv4 Hbhk i 9 2% 5 5

e CIDR #3U 1Pv6 Hihik 1) T2

Ak, TR EA KRB LI E L

o MZEHRERIABE A () ) IP Huhk

o f&1) DNS R4S 2510 TP Mt AT ENL4  Chn A8 A6 BRI AR IR 45 3%, IR 75 20
o &I NTP RS 8 EHLA S TP dhhl (R B A BRI (R AR5 4%, AR ED
BXRHEMEE, WSREME B “rmm e 1P ik .

£iE QR B LI AT 2 A B A (R 4 RIS AT KR, R RE R AT T R R R o A e
IEHWIEBAT. AREMER, ESHNKD “Pi KIEEE .
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q&ﬁEﬁﬁgﬂnu»

AEgREMFEE B

BEARIE O 1 R AE R G W L 1A 5 T BB AT 0 BEGR PRI (1 R RN SIS, 5 AE B AS T I A R RIS

RKAGWENER .

HRMLA IP bR HEgE S, 153

ZEM B ‘I LA TP k7 . WERE RN A2 e

EHERE, WA 25 “RhERANBTZEEHIRETRRS” .
#* 3-2 FERETIER: BFTHEWHEEL 2 MITESF

RAHRE

ARG TN

i TR R G A A

R Rl 7 A B

I X A5 2

I o ) 20 e 55 s

B

SenderBase %% 5 5

Jii F 1A%

EEBELE

Jo F/k

PLRERRL

P

DNS (HE:MEig2E HHA DNS)

#0

Data1iHO

IPv4 Huhik/ WX 45 FE 0D .

IPv6 Hhidilk/RiT 2%

e fRER ENLA:

AL NHEPE:

9 LG

Hh 24k A% L AP

System

Data 2 5[

IPv4 M/ 25 F 75 -

IPv6 Hhdik/RiT 2%

SEARE N4

P52 A NHIEAE:

i EL;

Hh 24k A% L P

System

im0

IP i3k

X 2% $4E AL

1Pv6 Hutil:
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B SzzaEweeEs

# 32 FHRELIER: FTHEWHRELN 2 TMIITFEF (%)

eSS

e PE I ENLA:

LY IN i EL;
HH AR AL HAHIE A System
MR RE

SenderBase 75 21 JiE: Ja /2

S 37 3 B A4 4 5] Jt/IronPort
McAfee B9 5 94 51 % Ja s
Sophos Flj i 2 414 5] 2 Je F 125 H
T Bk R I DR A Ja FH AL
# 3-3 FHERETIER: FTHEMHRERN 1 MIVESF

RGEE

BNRG EHLA:

T TR R G R IR

Rl Rk B

I IX

I e 7] 25 e 55 4%

B U

SenderBase 4% 5: Ja /2
EEIBERS Ja /25
P4 EE AR

W K

DNS (HHKMEiEE B DNS)

#0

Data 2 50

IPv4 Hbdil/ X 2 HE AL -

IPv6 Hhdik/Hi 45 -

e 4B E I EAL 4

FESZAL NHEAT:: B, H#x
HH AR A HA IR A System
Data 1 3%

IPv4 Hbhik/ N 25 400

IPv6 Hhdik/RT 2%
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ERrgrERs B

# 3-3 FHRELIERE: FTHEMWHEREN 1 MOITFEF (%)

SEA R E M ENLA:

R E

SenderBase 75 % JiE: Ja /25
S0 3 B A 4 4 5] Jt/IronPort
McAfee B 8 434 51 % Ja /2R
Sophos [7 i B 34 5] % Ja /A
a1 1R I DR Ja /2R

E%?%&Eﬁ%

Yy A T Web 1 B F (GUT) - (5 3-14 50D
o fHHIET Web MRS WE M FE LEARLE (8 3-14 7D
. Lxﬁ 5 Active Directory [iE#H: (55 3-22 1)
o GELPATIREPER  (GF 3-22 T
. w@m?ﬁ%ﬁaln<ﬁ3njg
o BATEMAATIHE (CLD) RA®RER T (5 3-23 T1)
o KARGHEE NEAMIE (5 3-35 1)

BLAEH RAG W E R FHEATYE R EA RAREEZE. 25, EURERSRERT TR
AL E E SEI

8 AT DAAE FH o Y 28 sl Ay AT A (CLD) BT RGA R E M S . AR1EAES, 1SV 3T Web
mlﬁ%Fﬁﬁ«mn<%3mﬁ)&Lﬁ ASATH (CLD) RE%BE RS (55323 1) .

TR ZHT, RN R BB M MER (5 3-8 T ekt

A

FE WHRERE BRI R g, BULAEBITRGERERN S ZHEH 1oadlicense fir 2 INE )
NS VERIE. ARVEAER, B W AN FE LR R,

A

HE O AGWREBENSHEREEENRELENARSG. B RBNEAN, EEEEeBEEIAREN,
BHEEHEH ARG RERS.

A

AE O ML SR SR A AR B O _ERCE BN TP Hbhk 192.168.42.42, C170 Fl C190 B4 Fx

Ah, HAEH Data 1 10 . 7EKF % & IERE RN 2 51, AR &0 TP bk 5t H ) BROA R E
HAMR ., WREERE B ANF GRS, ESHEPTERNEZSE SRS
(35 42-1 70

[Deb - XA ARLE? | WEREDK 2 A M) B B KN E % R E R RIS, 13— KINIn—1,
SR JE 0T N EE T G B RS A BN TP MLk
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N ERRGRERS

iia)ETF Web BIEF R A #F HE (GUI)

B A 3T Web BURITE R 7 FLET (GUD), 3547100 06 28 35 H A8 1) 192.168.42.42,
T B N T P 44 RN R R B A

HxEm

o BN AR (5 3-14 T1)
I BRIAR PR FNERS

b )ﬂ)ﬁﬁ% admin

L4 %ﬁ% : ironport

~

1 WRXEHEN, RGESTOREEFMAN S ANES. WRESITRERER TN IGEN, &
e R H R B .

ERET Web WRZ R E[IFEXERIE

BRIESR

S| FHRGRHNG
o BV T Web BV S (GUD) (35 3-14 50 th RS B35BT 2 1

o JHIGMIHIAHT FIEAIARR AsyncOS TH) RGN, SRRl ds < B s EHTE m 2 R 45
BEM .

o MmN, £ “RHGEH” (System Administration) IR, s MBI RPE “ REHK
HI'S” (System Setup Wizard).

B2 iR, HSRE 1P 6.
o [TRIFRESZVER MY
FW3  RE. HSHE 2L RER.
o WERKMNIENA
o MEZHERE. AT RENEZ R
o WHE RGN AR E A NTP k% 24%
o HUBIREEHEMN
e JAH SenderBase M#5& 5
SBA4 W% SR 3D M.
o JE XEABEHIEE A1 DNS W E

o JHHIFRCE ML, M.
fic & A NHRA NS AR )
5E X SMTP # i (Alik)
Bo B AL H I CHIS BT ART ) FF e e vrisat thig & /R R 5 (arik)
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$E S5

L% 6

PRT

E15: Hih

F2F: A4

WREEHA

RERZER

ZaM: WS 4P A

J& Hl SenderBase 15 251 i€
Ja P 3 A Al 5%

Je FH 32 3% S 2 B 5 X

J& F B B A 55

ERrgrERs B

A R ICE R CUHEE MRS

JA R R L e 4 iR 55

HE. WBHHE 5P HA,

A B EM A E
EZL LR, RELIR

PRAZ S A Y B
RIS IR G A = A2

B, BERVFRT M. RS UG, E IR IR R E R AR, RS SRR E
(Begin Setup) 417 o

f@l{‘ﬁf U\Uf I‘Eﬂ uT%ﬁTﬁﬁﬁw‘D‘(Il‘ https://support.ironport.com/license/eula.html

BWE TN BB 3-15 50
BB RS EHR (5 3-15 70

BoE S22t (5 3-16 70

BCE ) 58 3-16 T

WHEN (5 3-16 71)

2 5 SenderBase M4% (% 3-16 1)
JBHBZCRE GF 3-16 11D

SE SCHIF 22 A I e A BRE N4 o e A% PR Hh 19X 28 B 63 70 P

MR KAEFTLER P T RGH R, B AsyncOS 2xilid M4 SOk BRI B o i\ Hllix S 4
T Ak
TRV — N R GUE ARk . BN — SR bk B2 5 B 2 A k. BB
WAt N e ] 2 W BT 2R BT R B 4, (BN W) H sr o3 e W B ik . 8 mT AR S
B DHERECE. AREMAES, WSRER (5 33-34 10 .
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N ERRGRERS

BERERZf

BN T R4 5 bk o SRR BB B A, P ig AT bRk . TR RIR R AR e A
(ENTEISERVRS S S TN

W ErE
BEE MBAF 2 AR I DX, DUBE 2 Sk A H RSO AR I T 8 R IR A o S P i S Pk 3 S i £
o (X SO GMT (s U X CH VLIS B, 1S RIES: GMT R (55 33-56 T ) .

BRI PAZ JG Fah v B ARG Bt R), 8 m] DA 9 45 05 R i1 (NTP) K5 ) 2% 35 BB ) A LAt
MREG2RFED . BRNEN T, ClcEH TP & ER RG] RS % (time. ironport . com)
r—%H.

WEEG
BEEEE GRS FE A, KRN HD IR, S URL AsyncOS B ER K P B E R, HE i
AR ANNBANAN L TR/ 555 0o %R0 08 B AR 2 A E

£ 5 SenderBase 4%
SenderBase /& — IR LE(E 2 M55, BETBIMSAEE H SAE RN, HHIE V2 IR AE R IR 5 L1k
B3 A

NMREFZEZ S SenderBase M4, JARLEIER Ko AW IBAHRERIC S S E0E . XIEHE
A IR IS AP Jo8 e ) 4 2 A AR B AP 222 4 e 4 W T AR RS [ SR AU AR 5 6 o D, RERPAS S YT R BB
PR IESCERIB A F R w0 N ME B BOR AR A S B IR . 22 T i K SenderBase
ZEE (ORISR, HiRRSEe T RE RELXZHIENELER... (Click here for
more information about what data is being shared...) #48: (FZ RW I A EHE (55 352 70) ) .

¥ 2 5 SenderBase W%, iHikr R IEHESF UM “ FRVFICER I ) TronPort & # SEiHE B, JF
W HAR 5 2] SenderBase # i, PATR I FIBH (k5 T HE A ¥ Bl ” (Allow IronPort to gather anonymous
statistics on email and report them to SenderBase in order to identify and stop email-based threats), &
J5 1% (Accept).

BHRVER, ES W 35 % “SenderBase NS5,

RBRBXH
FBISCREShAE CBRATRL R L) ATO R8RSR BTN 05 510 6 e 46 A7 0 R
DR G Pk . CAGREAME B, R A (53334 70 . )
#iff Next kSEHRTE.

F3L: WK
5300, BB EAE (WS HECE DNS WE, AJ5#id il E Data 1. Data 2R #HZ 1%
B A SRS B 5] 5
o JiE DNS MERAM G (5 3-17 70
o TEEMLHO (5 3-17 T0)
o FRYCHIAE (3 3-18 T
o HPARMEME CRTIED  CE 3-18 T
e C170 F1 C190 %% (5 3-19 v0)
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ERrgrERs B

BCE DNS FRARIR

#ix

B E MR

BN LS ERARE HAE (G 1P Hbdik. &0 DUEA] IPv4 itk IPve Ml PA B3 .

PRk, BB DNS (AR WE. EA AsyncOS & n B #E7 if) B IE AR IR 55 28 1) 1 g
P DNS AT 28/ AT, BFEZ ARG LMEH BT 2 DNS M5 45 . nRERAHE RS
5, B EERMEA DNS MRS IP b A EHL4Z . 8] DLl R 401 E H SR 2 A TIA
DNS %5 %% o m&e,u%M%mmW&%MW%%%ﬁﬁoiﬁ%ﬁ%hu,m e i B 35 44
24 (DNS) % & (5 33-52 71) .

W 75 B A IEAE TAER) DNS B 8s#8 A4 R XHE N IEEAAT DNS i) 4 FIE e % B W A& I Jo i
PR W& T U A B IETE T/ER) DNS AR 554#s, MR IERIER “fEH BB DNS figs48” (Use
Internet Root DNS Servers), BRI &€& L OK IP ik, UFERRAZHE NS,

TS BB 22 4 B B 5 T SEH LA PR LUK I i 1 IR IR 0 2% 4% 1

BAAHIRAE D, kT “FH” (Enable) BiEHE, SRJSHEE IP Hhk . R4 HE6S AN ¢ 42 PR E ) 3=
BLA% o S5 [ TP Hhk B 24 52 45 (1) DNS 10 5% S R (N s IS4 (1) TP duhl o SEtihikis % HA7 5 DNS
HIC SR ORI MXIC . P LUME A IPv4 Hbdik . IPve HubkERDL Wi . iR DL B,
RS 42 52 P b SR 7 R e 42

T ORI B (e N o gk (fLi) st EiRELRET, %

O A RERR DY RC B — R ohfg. £ K2 HBE L, L%*A%Dﬂﬂ:ﬂ:)\ﬂiﬂ# —NMEOH &
HIEF, *’%ﬁﬂﬂ%ﬂ‘u%%ﬂ f£ C170 M1 C190 4% £, JEH — % 0 FAL AL R, 5
—MEOHTE R,

T B0 — N4 T B A HE AT A

BB TP Huhb oy le s W4 B — A%@Ljiﬂﬁem%ﬁﬁ@ﬂﬁ U 5k 5g [H) B 4 Data 1 BA
IR i3 I1FD Data 2 LK M3 1, U7 AN IE R 4R 7 2 A5 S

HTcnm(xm\xwm\cwm(mm\cwoﬁcwo&%:%ﬂ@ﬂﬁ%ﬁﬁ—%%@uk
WA g 1 B R B B, DL I A FE W AR N S WA, R U 5 — AN LK R i
H BB RS A N BRI 2%, DL AL A Aot I R vh 4k o ol i 2 o

C170 1 C190 ¥4 1. W, REWE RSN — M F U E — M IR MG, BT
u%u&)\ﬁmw AT BLAR 4 Yl R A

Z #1248 TP kg8 B/ F LK Mg 0 (38 3-10 T1) &
ﬁl‘u‘F'fE;u:
o HMEEHE R AHCH IP bt . XA PUE IPv4 Huht. IPve Hibibsk DL B .

o T IPv4 ikl $E OIS . AsyncOS 1V %52 CIDR 4% 2 (1) & #6545,
255.255.255.0 FMAIMIZEFEID AN /24,

Xt F 1Pv6 Hitk: CIDR #%=UBIZR. B0 64 L1 HTZEN /640
(FTi%)  IP Huhik ) 58 4 PR 2 EHLA

— TR TP U ASREAE AR B ORI DR C B . A RPN TP bk & A TR0 (5
B, EZHEM B “RMZA 1P Hihk”

)=
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N ERRGRERS

PSR

#ix

FREEERF  (FTIED

#ix

FEFC B 1% DRI AR, 75 2E5E X
o NHARSZIBAT 3K
o A HAR (SMTP BHI) , X/ 1 i 1% 1

e AR NHBE” (Accept Incoming Mail) 522 HE LUK 82 TG B 9852 B4 o N\ 42 52 1l
R4

BN X R 58 I R AR T AE T SALKT SMTP 3 i sl 44 Fx

XARH— SMTP B2 H. SMTP i iR nl ik & A A\ B4 e 5442 e (MX) ENLA AN
(AU NV 2R (RAT) 26 HD B BT A IRAE. /e, SMTP % 3K @ SURFE
M (B, Microsoft Exchange) 45 2% Bl v il M- A5 s “ N —Bk” o

filtn, A LLE X — B, 18 E I example. com M H I . example. com 4552 (1) HE A4 2% £H
@Jéﬂﬁ:ﬂﬁ%%& exchange.example.como

A LA N Z AN A B bR, ST ERINAT (Add Row) Wi — M. i by SR 46 AR T R AT

FESD PR LS SMTP 2 a4 . W SRR E AT SMTP Bt i1, RS0 H] DNS 2 I i 3
T R e W B A N BB A 0L (ES B AR A M #% i (38 24-1 50 . )

T I PRIN— ANIHEIWAF AT R . B0, HIAIR example. como ZEHIR AT example.net E
]IS LE WS N U7 R R P ILRD, 5%\ . example.net AKIBH . A XRHAERE, WHSHE
SO N lE - 5 8-4 D)

FEFC B MEPF R gk 3 T, 208 LARSE, SoVFl B h 4RI

REERATRE  EHLY M R K RELAYLIST s H o ARPMER, S A IEE
(573700

Jer o AL HBEPE " (Relay Outgoing Mail) 5 HHE UK 2 1RE B A h 4k B o 0 NPT LS I 5
e b £ L

MERCE P4k s O, RERE AT E NMEH ZED, RGRERNSHS
FTHFiZ4%E O ) SSH.

E I FIREIH, GUEBABA IPv4 Huht 8 0 .
o BHHBOMIRACE N 192.168.42.42,

o {E Datal DKM FJE M 192.168.1.1. ‘B E A2 LL .example.com £ % (1450 ) B 45,
SMTP #% >4 exchange.example.com & 3o

o ff Data2 LIKMEO FJGH 192.168.2.1. ‘& B E ANM exchange.example.com F 4k H 1

LT RN 3 & A i % : C370. C670. X1070. C380. C680. C390 Fl C690, XfF C170 F
C190 % %%, Data 2 211008 % & H T4 N FAE HBR4E, 1 Data 1 #2OH TR &EH G55
[ C170 F1 C190 %45 (55 3-19 7)) &
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C170 #1 C190 &3

A 3-3

PIEFEL]: B TEEEO (BRZRIIRE) 290892 ™NEO

This intarfsce fs typically configured to accapt mail.

IPv4 Address / Metrmask:

1.1.1.1/24

1Pv6 Address / Prefix:

EUUllde:11:4/64

Fully Qualified Hostname:

Fully qualified hostname for this appliznce

Accept Incoming Mail:

[ aceept mail on this interface

Relay Outgoing Mail:

& able Data

This interface is tppically configured to relay mal

[ relay mail on this interface

il

IPv4 Address / Metmask:

1.1.1.2/24

IPve Address / Prefix:

EDDlldhE:11:4/64

Fully Qualified Hostname:

Fully qualified hostname for this appiisnce

Accept Incoming Mail:

[] accept mail on this interface

Relay Outgoing Mail:

v able Manage

[ relay mail on this interfacs

This interfsce is typicslly

for systerm a st

IPv4 Address / Metrmask:

1.1.1.2/24

1Pv6 Address / Prefix:

EUUI:de:l‘:4/64

Fully Qualified Hostname:

mail.example.com
Fully qualified hostname for this appliznce

Accept Incoming Mail:

[ aceept mail on this interface

Relay Outgoing Mail:

[ relay mail on this interface

ERrgrERs B

PN IR R (G B BCE A TP MR, REE M DI 3 R X AR
(I 3 B (0 e & BB T I A5 -

& 34

nterfaces

PIEREL]: BT IEAFIEH (RA%) #Ea9 1 1 IP #ht

You must set up at least 1 interface and 1 interface must be configured to accept mail from the Internet.

]‘@‘[ﬂ-‘mm‘\m‘\m‘\]l H/ | Fg\’“:/“‘
I I N\

,I. =

| able Data

bj =] E/\/‘ f’>\;
Data 1, Data 2

This interface is typically used to accept and relay mail.

1P Address:

192.168.1.1

Network Mask:

255.255.255.0

Fully Qualified Hostname:

mail3.example.com

Fully qualified hostname for this appliance

Accept Incoming Mail:

Accept mail en this interface

example: company.com i.e. An Exchange or Notes server

Domain Destination Add Row
[example.com exchange.example.com w

Relay Outgoing Mail:

| able Data

This interface is typically used for system admin

Relay mail on this interface

System Add Row

[exchange.example.com w

example: company.com

istration. (You sre currently connected to this interface.)

1P Address:

192.168.42.42

Network Mask:

255.255.255.0

Fully Qualified Hostname:

mail.example.com

Fully qualified hostname for this appliance

Accept Incoming Mail:

[] Accept mail en this interface

Relay Outgoing Mail:

[ relay mail on this interface

T Next 2k #R 1
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N ERRGRERS

& 35 ROLEFEL]: FFREAFEL (F505) 786 1 1 IP it

Interfaces

You must set up at least 1 interface and 1 interface must be configured to accept mail from the Internet.

Data 2| [ pata 1

v able Data

This interface is typically used to accept and relsy mail.

IP Address: | [192.168.1.1
Network Mask: | [255.255.255.0

Fully Qualified Hostname:

mail3.example.com
Fully qualified hostname for this appliance

Accept Incoming Mail: | [¥] Accept mail on this interface

Domain Destination Add Row
[example.com exchange.example.com w
example: company.com i.e. An Exchange or Notes server

Relay Outgoing Mail: Relay mail on this interface

System Add Row
[exchange.example.com w

example: company.com

v able Data

This interface is typically used for system sdministration. (You ars currently connscted to this interface.)

IP Address: | [192.168.42.42
Network Mask: | [255.255.255.0

Fully Qualified Hostname:

mail.example.com
Fully qualified hostname for this appliance

Accept Incoming Mail: | [] Accept mail on this interface

Relay Outgoing Mail: | [] Relay mail en this interface

it Next 4K 2L #1E .

40, WERNRIBAFIPHE S RE . ORI EHE SenderBase {75 25 i A 1% 5 5 L3
MEPFEHE S 5. X TRrpaE, 0T LUR AR AL JESR A Sophos B McAfee B #5434 .

e JiH SenderBase {52 i€ (56 3-20 11)

o A HIRBIRIBAEEA (5B 3-21 B0

o JAMPIHEEAM (FF 3-21 10D

o JAH@PEREAI CUHEEM T RS (58 3-21 70
o JEHIBEARITIES (ZE 3-21 TO)

/B SenderBase {513

SenderBase 5 5 i 55 7T AR AR AN (K S b BB AF A o 07 56, (B, EEEM TIREE T WA R
BIRHRE R Gt (SR BR R BRE

SenderBase 152k %5  (http://www.senderbase.org) 3&4L 7 —FEafim RIS 7%, LA P RIEzT
FEENLAIERE TP Hhk$8 248 5B 41 m) 58 57 % B 2F . SenderBase 15 25 iR 25 AR 4 M FE & U5 42325 FR B A 2
By S B AE FIME 2R IR [l — A~ 43 %0, SenderBase 15 % i 2% ISR 2 AL 7E T B S HE MR AR & 1 4 JR AR B L
R H R 7205 TR A A 2B A R . AR 21 U& J5 A SenderBase {525 it €.

JAH J5, SenderBase {5 2 ity N HBIME N (H52) MiATFEF o
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B R R BT

B RS

BRSREERG

BRERSESE

#ix

ERrgrERs B

T8 10 Ve 6 T e BT S SR SR B 1 30 R AR . £ RSB E [ T IIX—HB2y, RTLLi%
PAEBR 2R A BRI o 08 T DU $E A 8 %S5

U RIS F RSB IR S5, TR LK AsyncOS Bt B A0 47 35 I R v S 37 35 S 44 i 1% 21 A
b7 S ISP 1 DX o LR IS Rl 2 X P A Ve o O e S T P RS X o A2 TE B e 4 T U5 IR BUR 2
A U B O AT AT 1A B X .

WS 13 3 “BIRMBE", TGS LRI BRI B LT, 155 WK . 9
A ABRE X (5 30-1 70 .

) & T BE B Sophos Anti-Virus 8% McAfee B #8434 51 % (1) 30 RiXHREH. £ R G R E N
FHYX —#B5r, EE] AR AR V% AR R HI B B 4 51

AR SR LB R B R R F 4 51 4, 2 BRIAR N ISR AN BRI AL B4 SEmE 2008 %51 . Bk &
I AR 2 B, EAMEE R B& S B2 A

WS 12 5 “PiREE7, T EIRALR A B R B L .

P (XHEEMSHRSS)

ot 2% T A B 7 R BRI R B T 2 (R AR 55 i BRSSP RO SR AE S
AREMER, WSHH 16 8 “SUHEEL N2 g ” .

TR BB A% AT AE B PR A ISR K 30 RAX R 4 AL B 28 S AEAL SR (K117 0 25 22 42 IR 55 ST
DT B R AL ST R R S T RS, SROLPIEOR AR A Bl .

ARVENMELR, WSHE 14 5 “BREIESR" .
miifi Next Zk2E#AF

e B 5 B E CRoR. & LLUSTE IHAR (Previous) %4 8 St &5 /0 45 b M 1 %m%8 (Edit) #E#%
I RGE . RSO 2 25 R . R B 3D AT SO, S0 gk 4 58 BT A R
AU, —HFWHEE. BZArmAR A EHSRE .

X ERIE R RE)G, 8 AT REHEE (Install This Configuration).
ARG BRHAITIENE, S %23E (Install) Z2EHACE .
Bk E e, v LUK IERR .

RGN T T EREREAMEED (C370. C670. X1070. C380. C680. C390 1 C690 ¥ 4%
B FE R OB C170 A1 C190 B4 LK Data 1 #201) FIERIA IP Hudik, 552238 (Install) % 5
5 2457 URL (http://192.168.42.42) HIERE K. (HiE, N5 26 55 E M 2550 1P bk .

RGRETNG, RESKIEZFERHE . AREAGEE, HSHUNER (58 3-35 50 .
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1% B 5 Active Directory BY3E$#E

HE1

$E 2
TH 3
& 4

g2 B

£ 6

MEEPITREL TR

WR ARG E 7 FEMBF 2 4% & B IR %3 TiCE, < B8 Active Directory [A] 5. W15 2
TERS 25 H1iE 4T Active Directory HR%5#5, &1 F Active Directory [ 54 Active Directory Ht%%
PRUCE LDAP RS A8 B0 B SO, I Bt #2 7 AT Sk NS0 e . W RIS A fEH Active
Directory 5% 7 SR 5 HEATHCE , 15 Bk 2B B8 (Skip this Step). &1 LITE RSB
(System Administration) > Active Directory [7] 5 (Active Directory Wizard) 71 [H [iZ4T Active
Directory [1] 5. LT LAE RGE HE (System Administration) > LDAP T[] A2 E Active
Directory 1 Ath LDAP It & 314
Active Directory [T R A LDAP k&5 #efic B X AT R RSG5 B, Bl G40 383F 77k i
. A DN BLK 75 % #F SSL. Active Directory [f] 34 61 LDAP AR 45 8% it & 1) LDAP 4%
A A
Active Directory [ 56| & LDAP % 23 & SO )G, 161 FH RGEHE (System
Administration) > LDAP T [fi & & E‘J@ﬂﬁiﬁﬁiﬁﬁﬁéﬁ%%ﬁﬁ o FRUUEAE T K 2 1
PR 4% FI) LDAP W E . g

BRIELSR

fE “Active Directory [1]F” (Active Directory Wizard) JUIfii_I-, . d7i84T Active Directory [ %
(Run Active Directory Wizard).

W\ Active Directory 55  FEHL4
0N 4 B0 UE 1 K 1 FH 7 44 R R
sy Next 4k 2L H1E

Active Directory [i] 543138 5 Active Directory IR 528 & H: . W KT, W& ExR “Ihk H %
WHE"” (Test Directory Settings) J[f] .

i NTEFIEAFAE T Active Directory T HEAFHudEFF sl o W (Test), RN HRKKE . RS R
INTE “IEHRIRAS” (Connection Status) FE o

A il Done.

TERS O 5 BC BN 5 Active Directory [A] 2l & FHEBk I ZifE 5, REASER “RE
WEGEPI” (System Setup Next Steps) L1

Al “KRGWEGSSIE” (System Setup Next Steps) FUH B R, 4k 220 B A% % .

el p <177 (CLI)

X CLI {1 i) (RS FEE B & (38 3-9 1) HidFEns sEs r m . ) BRIAH 7 44 f 2 hg
TEfEEAI . &, RAEEGAH KLY ) CLL. B Yo o 738 5Lk - gk N\ an 247 S,
AT AR IR A A FEAR AR . CHRBIMA A ER, WSR3 32-4 50 . )
“RKRAREMNT" (System Setup Wizard) £ Z2 R T 58 BE ik P %585 . 0T LA password i
AT I P A B
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T DR IESE: fd ] H BRI TP Hidk 192.168.42.42 55 SSH 231 . SSH it B A {F FH i 11 22,

T AT I L R R B AT RS RT &R PC IBE 0 1 R s & 2 ih . E R R %
(565 3-9 T1) "MEIAR P R AT o 11 B

BN B P AR (5 3-14 U R S AT RS RS i %

HxEm
o HTERNH AR (5 3-23 T

HI RN P2 AR

° Fﬁfhééz admin
L4 %ﬁﬁ%: ironport
Bil4n .

login: admin
M. ironport

N— - NG .
EITHSTATE (CL) R EmS
CLI Ji R4 B 1155 GUI B I A — 5, R /¥l S ot
e CLI REFEEH Web A IR
o CLI F A0 V5 V5550 1 OO RN 07 R P B R G -7 S 0
o CLI ML T 4 o) 797 25 AU 25408 3 i 8 22 4 Vi B PR TS

o HARGWBERME, CLI AP RELE LDAP BLE . 4 1dapcontig Ay 2 A4 LDAP
fic B SO

E@ﬁi%éﬁﬁﬁ Dﬂ ﬁa‘ ’ lﬁﬁﬁé*&%f@?%)\ systemsetupo

IronPort> systemsetup
RAVBNFELERBEENLEEN RS . MRXREE - RZELE, HHENREETEL2E
mIARCE, HRZ =27 (Yes) RAR I,

WARNING: The system setup wizard will completely delete any existing

'listeners' and all associated settings including the 'Host Access Table' - mail
operations may be interrupted.

Are you sure you wish to continue? [Y]> Y

#F FEMNARGUEDBRENENA. BOCEHIET Web ARG E M S E LREARE (5 3-14 70
¢L$Gm%%ﬁ§ﬁﬁﬁ%m%ﬁ@%“OJ%%WEWE”@H&mm%mﬂ%m@ﬁﬁﬁ%
A~
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HEER

o FHMUEHIUERY (ZF 3-24 1)

o IEZYFWIHMY (FF 3-24 TO)

o WEIENA (5 3-24 50

o AN EIZH IP 2O (5 3-24 1)

o FREBAMIG (5 3-25 50

o JAH Web Ftifi (5 3-25 1)

e ML¥E DNS &HE (5 3-25 1)

o QIEMINIFEF (55 3-26 T1)

o A RBIFMBA (ZF 3-33 51D

o JEFEBRIARBLILIBAFAR T % (58 3-33 5D
o JEHBLIRIBAREE X (28 3-33 51

o JEHPImEEM (G 3-33 70

o JEFEAITIESEFI SenderBase HSAF A & WA IE M 4% (5 3-33 T1)
o MEZHMEEMAZNIRF (5 3-34 10

o MERIRE 5 3-34 10

o MERMEE (5 3-34 10

o HINEEEL (2 3-34 TD)

o MNAFLE (ZF 3-35T0)

o HIREAR (F 3-35 1)

EREEAEE

H5E, B AsyncOS & B K (KRS . S AU IH SRS A REAREE . Brs i b & 08 6 Ak
PAEPHT . 1555 R B IR B AR 2 A AL B . Y B e R GE B E 58 il 2R 2K

BERIFAIMY
PR3 22 R I B VP
WEFHZ

TR, SR 22 e 2 e e IR E ENLA o A4 FRISE R R 2845 B2 53 70 B

SECMECEIZE IP O

T—3#, SEIFEEBAMICUORME D (C370. C670. X1070. C380. C680. C390 F
C690 # ) B Data 1 #21 (C170 F1 C190 % 4) LHIZ4E IP #:0, ARG~ B w4 L it
HIAT ] LA 38 DR X2 D R84 TP #:1.

FEAN LUK D# T BCA 24 TP #2100 1P 4% F2R 1P MUhE A B N4 5P 3 DLOR % H R 112
A . I REGE M Data 1 A1 Data 2 DUKM G 1, 8875 ZEANEE R 1P BEAM EHLA .
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#ix

#ix

#ix

e ERRIARI X

BHE Web &H

BCE DNS & E

ERrgrERs B

T C370. C670. X1070. C380. C680. C390 F1 C690 4 BRI A H b — M HE LLK
WA g 1 B R B LR, DLE I A FE T AR N S A, Ul T 5 — AN LK R
O EEERE BB N B L%,  LLE I FA NATWT FE 7 Hf 4 H il s A

STF C170 F1 C190 % 4: BRI T, systemsetup A7 28T —AMITIT 25 AL B — AN H LA
K P 1, BE AT DARU N sl W, i a] DL A 4k sk R .

MERCE P4k sz Oy, RERE AR E NER ZED, KRG iz
] SSH.

2N ENE

o BEIEMZEEIH IP HOKEZRR (EFR) o B, an B3GR — N LUK W 1 46 H /4%,
FH—NMHF AL, &o] g B EA15 7 a7 4 N PrivateNet A1 PublicNet.

RO XA 3 K/ANE . AsyncOS AN S VR BIEE P8 /N A0 [F 4 OO 2 k. flln, 47K
Privatenet ﬂl PrivateNet %ﬁ%ﬂjﬂﬁ/l\xﬁ (uﬁﬁ) H‘]g$ﬁ<o

o MMEEF R ECH TP bk, X LL&Z IPv4 B IPv6 Hihl, %00 DU~ S— TP 4 1 5 fic 75 Fh 2
AU TP Hhudk

o BEOMIMKHIG. WL HEIS KA CIDR #3%. #ltn, HH /24 /E R 255.255.255.0 TR
EEZ RN

Al — 7 M P A TP bk AN BELE SRR M) B LUK I B2 A EC B . A7 50 W 2% A0 TP il e B 6 PR 445
B, WS B “OrE LR TP ikl .

¥ C170 1 C190 W45, H LR E Data 2 1,

TE systemsetup T2 F—&#H, BAMEHEAREI (N2 7 IP ik,

1E systemsetup &M F—#", AN&&BH Web Al (LKD) o G w] DLk
i %45 HTTP (nteps) 1817 Web Ftifi. WREEPMEH HTTPS, A& A CKIERZm, &
Gio—HMAHERER. AXEMESE, ESH N HTTPS B HER (5 23-17 7)) .

Rk, BCE DNS A RE) E. BFE AsyncOS £ v] B H: A 1) B AR AR 55 2% 10 = 1 g
i DNS fi#tfr #8/22 47, B Rg o] & A O/ DNS k2548 WREFMEH A RS, K
TR DNS RS54 1 IP HobEFENL4 . 0T DU N 75 AT B 24> DNS k%548 (MR
AR HAA 0) o BRIAEM T, systemsetup IR H O I DNS IR 45 28 10k
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BIE NIz

CHTNTRE R B DGR TP 0 E B AN I A AR 5 o T R AN R T N IS 2 4
PRI - SRE N H RS BB . JERF AsyncOS 8 F A0 RE 48 G2 B 2 40k 22 52 v 4k 30k
N TR 05 2 1 56 o R80T DKt W 2 5 A0 L TR BT e 1 TP ik i@ A7 i I A4 0o Wi 72 )5
(HB “SMTP G &5 REF") .

*FF C370. C670. X1070. C380. C680. C390 F1 C690 ¥ £%: ERIANTEM K, systemsetup T2
Be B ANMIITFEY - — DN AR, — AT HOWTRER .. G0 HMIr 2 P 2R s
B, BRI E W LR (55 5-1 70 . )

St C170 A1 C190 4% : BRIMEBEM T, systemsetup M HLE —NAILMITFEE, BRIk 8 B E:
WA RIS, P kSl 1 P RN AR B IR . 1525 ) C170 AT C190 & 45 BT R el (5 3-30 )

SE ST RE I, 7 ERE DL s

o OB ZIEEI FIIEF TR (EFD) o Fltn, Uk B A E5 2 S 1 B4 4% 2 31 5 5 R
40t Ui #2 7 7] BEFR N OutboundMail

o T AU A TP 0 (AT systemsetup dF QIR KIREE D .

o ZORHEERE R BIRTHEN AR (XA IBITREF) o GZRH A sntproutes 56 H. HS
Bl A g R PE R (3 24-1 50 o)

o H#E SenderBase {52519 70 i i€ & 5 N AT AL 8 I EDIRE . WREH, RALSIRE
7 “fR5F” (Conmservative). “H14E” (Moderate) B, “F 3" (Aggressive) W B 2 [AMEH &R

o BETHAGEFME]: B AR AL EHRBCIWE N R (AL R ) .

o EORYUIRAE U NIRRT e sk CAIRTTRE ), BRI B T 4RI PE I R S (AL
NIRRT ) o GXEERAGUITRE P IR —NAE AT IR ENL VTR KH . i E2EE,
WS NHIGE G 7-3 50 IR A P (5 8-3 1) o )

BXEE
o NIRRT (55 3-26 T
o LHMIWrFER (5 3-29 10
e C170 1 C190 ¥ & MM F2 /77~ (28 3-30 11D

B A FLAE AT 1 LR R BIGE R T €370, C670. X1070. C380. C680. C390 Al
C690 %%, X C170 F1 C190 W 4%, EBEE] T —&B4 C170 A1 C190 & & FIiWr #2 /7 7~ (58
3-30 70 .

1E systemsetup 7 2 IR 73 H, 444 InboundMail 23 34t W #2 )7 BC B A /£ PublicNet IP 42
O FiEf7. RIE, ZURERFE B N exanple. com ST A HBAE . HC B 3 152
exchange. example.com [I¥UH SMTP . 8 HEREH], F 8 A LMW P8 E 7 84 F 8
BN 4500 NN KA
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T8 R A B MGz R AL /N I 2 WA 1 e R ISR 25 N TR B 2 SE A B ALAEL, 38 o MG T 1 B LA 7
WS R A VRS . B, 76 1 /NI P R 3% 200 S BBAE R & AE N AT RERE LN« b S B4 R 3k 7
CREEA B LR B R AN, B, 0 B0 R A 22 4 ¥ & e B O AL FE— 5K 10,000 A A2
FIRTE MRAE, MGZEFE SEHLAE /N 20k 200 BFHRAE AT RE & — AN A EME. &, 5K 50 AHA T
o, FE— /NI YR % 200 BB R AE N AT BE S B A3 R AR R % . 2t Al 1 A HeAri T
TR (PR NG MR 5 A R PR A, AR FE S HE .. A BRI NV ) S O VE NS
B, WM ANAEE (B30 .

IRJG 2 HE AT AR 1) BRAOA LB ] SR

You are now going to configure how the appliance accepts mail by
creating a "Listener".

Please create a name for this listener (Ex: "InboundMail"):

[1> InboundMail

Please choose an IP interface for this Listener.
1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]> 3

Enter the domains or specific addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple addresses with commas.

[1> example.com

Would you like to configure SMTP routes for example.com? [Y]> ¥y
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Enter the destination mail server which you want mail for example.com to be delivered.
Separate multiple entries with commas.

[1> exchange.example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the maximum
number of recipients per hour you are willing to receive from a remote domain.) [Y]> ¥y

Enter the maximum number of recipients per hour to accept from a remote domain.

[1> 4500

Default Policy Parameters

Maximum Message Size: 100M
Maximum Number Of Connections From A Single IP: 1,000
Maximum Number Of Messages Per Connection: 1,000
Maximum Number Of Recipients Per Message: 1,000
Maximum Number Of Recipients Per Hour: 4,500
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No

Would you like to change the default host access policy? [N]> n

Listener InboundMail created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* ok Kk ok Kk
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1E systemsetup 52 I RHIE />, 4N OutboundMail )& Wil F2 7 i & N 7E PrivateNet IP
O Figdr. Ra, BENTH exanple. com SN FTE EHNM A M. GEER, KEFHEL
Eqéﬂfi: .example.com)

SRJE RS2 AR IR ORJE D B BRUAELAN G AT R Py B BRI ML T S

EEE, AABREFPBMEAFE T Zar KA LB R T . FREAE R, 1S 0AE RS
FoE 5250 .

Do you want to configure the appliance to relay mail for internal hosts? [Y]> ¥y

Please create a name for this listener (Ex: "OutboundMail") :

[1> OutboundMail

Please choose an IP interface for this Listener.
1. Management (192.168.42.42/24: mail3.example.com)
2. PrivateNet (192.168.1.1/24: mail3.example.com)
3. PublicNet (192.168.2.1/24: mail3.example.com)

[1]1> 2

Please specify the systems allowed to relay email through the appliance.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addressed are allowed.
Separate multiple entries with commas.

[1> .example.com

Do you want to enable rate limiting for this listener? (Rate limiting defines the
maximum number of recipients per hour you are willing to receive from a remote domain.)
[N]> n

Default Policy Parameters

Maximum Message Size: 100M
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Maximum Number Of Connections From A Single IP: 600
Maximum Number Of Messages Per Connection: 10,000
Maximum Number Of Recipients Per Message: 100,000
Maximum Number Of Recipients Per Hour: Disabled
Use SenderBase for Flow Control: No

Virus Detection Enabled: Yes

Allow TLS Connections: No

Would you like to change the default host access policy? [N]> n

Listener OutboundMAil created.
Defaults have been set for a Private listener.

Use the listenerconfig->EDIT command to customize the listener.

* ok Kk Kk

C170 71 C190 1% & AT REFF 7 51
~

#E  SIERLUIT AP LR R GIOGE T C170 A1 C190 W4

7E systemsetup 02 WIILRBIER 4 H, 4~ Maillnterface FJT AT F2 7 Bic & N TE MailNet IP #2 1 I-
BAT. RJE, ST FE PR BN exanple. com B FTA M. TC B MR 1458 4
exchange.example.com E‘]?‘ﬂﬁlﬁ SMTP E% EE ° ﬁ)g}ﬁ ’ Iﬁjg’f)ﬁ ﬂ}ﬁ%?%%ﬁ%ﬂﬂé& example.com i‘lilj\]
P EHLR A . GEER, K HITIHAAR A A | exanple.com)

CJa I FR R, IR R 1€ 1 A BNV 450 PR N K AE -

E OV ENGTRE EHURE/ NI 5 B E A BB e e BRI, 38 3 AR T BN L B
M A AR, B dn, AE 1 /NI A 200 S IIEERH A0 AR RERAI B SR B A A3k
CREFANBIRIHE R MR R AE A (E2, DR EE i B % s R AL B — 5K 10,000 A2 =] BT
AERAE, TR TR 200 B BEPERT RE2 N EEE. MR, £ 50 AAFR T, fE
/I Y RIE 200 FF B R AT N AT RE RS B G R 3 AR AR o 2 O Al A SR AR PR
CRR#D Al P J5 P I A PRA I, AR PR IE A . A SRBRIA NS 1 SRS PR (5 2, 3%
SR R A N (55 7-3 10D o

R LIy SIS I E N INE = IR LTh>
You are now going to configure how the appliance accepts mail by creating a "Listener".
Please create a name for this listener (Ex: "MailInterface"):

[1> MailInterface
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Please choose an IP interface for this Listener.
1. MailNet (10.1.1.1/24: mail3.example.com)
2. Management (192.168.42.42/24: mail3.example.com)

[1]> 1

Enter the domain names or specific email addresses you want to accept mail for.

Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

Usernames such as "postmaster@" are allowed.

Full email addresses such as "joe@example.com" or "joe@[1.2.3.4]" are allowed.
Separate multiple addresses with commas.

[1> example.com

Would you like to configure SMTP routes for example.com? [Y]> ¥y

Enter the destination mail server where you want mail for example.com to be delivered.
Separate multiple entries with commas.

[1> exchange.example.com

Please specify the systems allowed to relay email through the appliance.
Hostnames such as "example.com" are allowed.

Partial hostnames such as ".example.com" are allowed.

IP addresses, IP address ranges, and partial IP addresses are allowed.
Separate multiple entries with commas.

[1> .example.com
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Do you want to enable rate limiting for this listener? (Rate limiting defines the
maximum number of recipients per hour you are willing to receive from a remote domain.)
[Yl> y

Enter the maximum number of recipients per hour to accept from a remote domain.

[1> 450

Default Policy Parameters

Maximum Message Size: 10M
Maximum Number Of Connections From A Single IP: 50
Maximum Number Of Messages Per Connection: 100
Maximum Number Of Recipients Per Message: 100
Maximum Number Of Recipients Per Hour: 450
Maximum Recipients Per Hour SMTP Response:

452 Too many recipients received this hour
Use SenderBase for Flow Control: Yes
Spam Detection Enabled: Yes
Virus Detection Enabled: Yes
Allow TLS Connections: No

Would you like to change the default host access policy? [N]>

Listener MailInterface created.
Defaults have been set for a Public listener.

Use the listenerconfig->EDIT command to customize the listener.

* ok ok ok ok

ﬁ'f EE%C systemsetup ﬁé\ﬁﬁﬂﬁgﬁ\ﬁ”ﬁﬁ?, Hﬂ?ﬂ‘fﬂ C170 %D C190 fi%ﬂ@)\ﬁﬁ%ﬂﬁﬁﬁﬂiﬂﬁy F'ﬁ
AL AR R AR i i ThRe TH 5 CEH R T NSREE) o 1520058 28 & “fl F#B AR 22 4

e
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1B B R R AR R
T 1AL 9% AT RE Bl B S B 3 A B 30 R IR B 7E systemsetup AT IX—#7r, AT LA
FAE B % e RIR VT iSO B R R b SRl o
R RS At N S A SIS St FH s 3z 3 WS 141 41 2 e
)
gF WREALZVEATI, AR B S REIRIE .

WS 13 & CRBEIRMRAE, T R LSRRI S SR e L

JEFERRIA R LR R 4348 5 | B2

IR T 2 REIFEBAE 51 %, RS2 PR AR R FIR AN 5155 OSBRI AR A S
A

B Rk R X

IR AR Ak R R B SRR AR 55, WURT DU P A N AR SR, LIORE 7 33 S PF A0 v 5 457 3% WIS 1 36
) A 1 57 3 SRR 125 X o S P L S I B 28 X > AE B bR e P R IX . 7E T B A 4 T
FIUFRRLR 1, R A B O3 AT LAY Rl e T BRI IX

HS b B AR RR X 5 31-2 70D o

B B m S
(610 T BERM RS 400 30 RAVIREE 01, 12 oyatomsonay @7 018603, (T LLIESE
(B SRR AT IO B RO . 0 AUER AT -

BB B 5 VR AT B

FEREIRR MU, 2% BRIAE NP S0 5 R S B s 4 1 51 38 . B fF 2 i i
NI AEE R S AAAER R, EABE R, B o 2 ALl

LJ: XFbd AT, IAELR IR Wk,
WS 12 3 PR, 7R SRR B R i B T

BHRIEXTESRH SenderBase {47k = I 4%
T—2, $#I-&)5 H SenderBase 2 5 Fllg it e a8 o 188 ) 156 55 B P A3 i oo Ve 23 1) 30 K 1 i % 4 &

H*EEmR
o JRRILUESS (FF 3-33 T1)

e SenderBase &5 (3§ 3-34 Ti)

RE e
Wi U0 A A A G IR 0 25 42 4 IR 55 ST 9 B (A B 28 A4 ST i B S T B A, SR B B
HRAR S IERTLT . WA, RSB NSRS 5 R A L e A .

AR SRES e BE R T AL DR AR, VI BUE DA 2 TR AR SO AR L DB AR AR . A B A R R AR A
REREZER, WS RBELES 5 14-1 7D .
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SenderBase &5

SenderBase /& — UM E 2RSS, & 765 BUMRAF 5 2 A & & AE N, R A v B R4 SR Y 5 BHL 1
B A

IR FE 25 SenderBase HEFFIE M FEM 2%, EARRRA SRR 5% S AL UMl B T 2 g i 4L
P o IR ELAEAT S M AF o Y 1A 408 2 Kb A 2 4 B A% T AR BEAS R SR AL IR AR 45 2

HRIEMER, ESRE 35 % “SenderBase NS5,

A EERREMB

R palkia=

fic EFfEIR E

TIAER

IR RAEFER P TN RSGAE, BR AsyncOS £xl i B i ) F S R IR B E . EA0%In—
MW ARG LR IR AL . 2N bk 2 (R HIE 5 20 B . I8N B B ik e 0] 2 e 21 BT A 2% )
IR R R EHR, EASWEH LR ER . 250 UEH CLI 1 alertconfig
A GUI i “EBE” (Administration) > “EHR” (Alerts) WIHIF— DAL EIREE . H K
MEE, ESREHR (5 33-34 710

3l 57 3 1 B T A AR B RE 2 7 S I B RE 8 3 R 445 1 8 45 T AEAE B ) R, DA SRR R S 3R A AT b
M SRR S . B “927 (Yes) & RKIEBB SCFFEWMAMAFREEN . CAREMER, 1§
ZHZN S (55 33-34 71D . )

BN R IEBRNTT R A3k o R DURFIRE B 3, 0 AR s TR T AN S 3 o i A3k

AR AsyncOS o VF 4 19X 25 I 18] B8 (NTP) K5 0 2% 1 EL3BG 90 o f H At i 55 5 [R] 20 g 1), ]
ATt B RS Bl o S8 AHE Beas BB E I IX, DU OR B 45 Sk A H 25 S0 A fg e k
B o fIL T DL HY ISR 28 GeIn [ e 55 4% 7] 20 1 4% O I T7]

B “KFE” (Continent). “EZXK/AMIX” (Country) . “Hf[X” (Timezone) LA K& & EA# H NTP,
ALFEEAE ) NTP HR %5 28 1 4 R

WG, RGWE SRR ) AR O E T . W R, R R
(Yes)o

FERIN M AR E R T A, R RoR T INE B 24

Congratulations!System setup is complete.For advanced configuration, please refer to the
User Guide.

mail3.example.com>

BRI O AL, AT LURIERHEAE .
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F B AR AsyncOS AL &, &0 PAEH mailconfig 2 LBl RIZ A E ENIET systemsetup 4
A 78 1 2 e i B 25 0% s 42 -

mail3.example.com> mailconfig

Please enter the email address to which you want to send
the configuration file. Separate multiple addresses with commas.

[1> user@example.com

The configuration file has been sent to user@example.com.

mail3.example.com>

P e B AR BN A BT R RTIEAS, DA 3R S8 RERE 72 15 1 W 2% rh R G IR

WS 22 A R A ThRe % B FHThRE . 56— IR systemsetup 2 CIEMINT AR Ja F b3k
f544+ 5 H Sophos 5% McAfee 577 75 5 a3 F R AL JE SN, RE LA REWRIF R EEEAS 2
He RYGE B 3-15 T thiRE R L,

T2 2 S0 S B R AR R 5

Your "Receiving" key will expire in under 30 day(s). Please contact IronPort Customer
Support.

Your "Sophos" key will expire in under 30 day(s). Please contact IronPort Customer
Support.

Your "Outbreak Filters" key will expire in under 30 day(s). Please contact IronPort
Customer Support.

BR300 RAHPLERERHIIENER, ERABHERSEERE. BblEd “RKEH
H” (System Administration) > “IAEEEH” (Feature Keys) UL B K 1% featurekey i & 1 & % 4H
FIF AR, CHEREMER, BSRIMREEH (B 33-570) . )

BARGEE AT MX

R ARG E AWM GEZRE LBMKEE) , AR, RS 5 5 “BEM
RUFZHCHRAE " T EE 25 R .
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A %
WHESHIECEMEE DT
RGBS, PR %A V4 % 0T DU A% R B P s s PR S b s
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HERMED o (H2, HEFIEIEMITFE, AsyncOS A2 X 262k I\ SBRS {H .

o C170 B BUARBOLT, “ARGWEMT” (System Setup Wizard) 5| T ML & — > A 3Ll
REFF, RO AT ok B BRI AF, Rl T 4Kk B A AR I 2% AR . st U, —
AT R Fr R] DASRAT PR D e

o N T B A HERR WA MR, DA R SRR R T, T R A LR A
W FE 7 . i’:? 1 g R T W B I TLJJZET%%ETHHJF?EB#ZHUHH&WF'ﬁ)\ﬁﬁéﬁ CEPS
TAER, WS MBS EARR 7 o O FEMMBR BEAE 2 Ak w4 5 Nt  wr DAFHS B &
FLS I 22 AN A B R TJ%H%B#%)\E&%’EE’JW”EETL TU*"EJMWJEU\H%MEFEIEJZ%%%LI&
M4 B B e B R . T AR e 25 8 R BBl CLI FP /Y listenerconfig a2 /.
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#RmrEsr N

Kl 5-2 W 17— A R R OCEC B, ECE v R Z RS R AP UL B DUOR I 44 b
B “RAEREINST” (System Setup Wizard) €%, GIE T HAMINRERF: —DNAEMRER,
E—NEO ESRMEANIEL RS — DL ABFRT, B8 A 1P 830 EIR At s 3 ik %5 .
5-3 B T — A RS N O B, e B T AE 2 A S A A DUR N2 O 45 s
“RKRAWHEMT” (System Setup Wizard) i, 7E—/ P #0 FOIE T — A AL pirfe 7, [FE
FRAE N bR H 3l 4 R 55

& 52 EHEEREA T LUK PIRELILR & LRI LR T /NS

R
\r_ HEN ?<— FE A IR LE Data 2 DA
. Y, KM L1 PublicNet IP %
- 3 25 1, A SMTP
y swtp P Sk E LI R
IP # 1 PublicNet ¥ Hls 4 K i%
LIROOTRETE, £ 1P T A7 AL

‘ IP #0: PublicNet (0 192.168.2.1) ‘
PAKMED: Data2

BRHER:
# "R
IP 2 [0 PrivateNet 5 B34 & 1% 3] N 36

‘ PAKMEO: Data 1 e
‘ m%mnmmmwmwumm)‘ S U GO Data 1 BLA

. LR ")fﬁ)?: i 42 10 _E 1 PrivateNet IP #2111
OutboundMail I 25 b, {5 SMTP Wil
i %%ﬂ%ﬁ .example.com iﬂijlj\]
R G AT o
AR IR E R RS
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(e TITRERF

& 5-3 BRES REFT UK PIELIRIR & _LRILHERITEESF
/"ufﬁ\\
@& _h')
. HEM A <

A
¢ SMTP

+ SRR
“Maillnterface”

| TP [0 MailNet (301 192.168.2.1) |

Ty | LUK Data 2 |
WA A R R : 3 _
BRI
RERE

#&iF WAL AE Data 2 UK R H ) PublicNet IP # H 35 H 25 |,
{# ] SMTP Whisl 52k 8 I I HEE, 44K E . example.com 3 H

PR R GE I o
IP 4% I MailNet K 34 A& B IR i B AR ML, DL EIRAE L.
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HiC & ot

LB
$E 2
% 3

EEnREEN2ERE W

EFRERXE

R 2 /R E 2

Wi 7E B LG E R PT A WU AR . 0 AT R 6 R B A ELEER )

W 4 iR (IPv4) F15E 6 R (IPve) bk O, MW A2 7 & B K R & F - IPv4 F10 IPv6 i & .

BRIELSR

RIRERE “MWE” (Network) > “fiWrFEF” (Listeners).
At 2R % E (Edit Global Settings) .

TR A E B E
VYR 2/ERE

# 5-1

ERERE

ik

BRAHLZEREYE

(Maximum Concurrent
Connections)

AU AR 1 B A RO KRR . BRUME N 3000 L1 ST i A [ ik
252 TPv4 1 IPv6 E4%, NIEREEER > NPy Bltn, ek
R EBE R 300, M| IPv4 Fl IPv6 EH R AAEEE T 300,

BAHE TLS EEY WEITE M REFAAE RO RIER TLS EfiE. BRiAMEN
100, Gn AT 72 5 [F] I 42 52 TPv4 F1 IPv6 TLS iz, MEREEER 7
RWEAT o B, an R K R IERECE N 100, U IPv4 F1 IPv6
TLS # K RAIASRE T 100.

ENH R ESHIR RIS TE BN RIS B TR T N KREAFE TP Huht

(Injection Counters Reset
Period)

RETH AR BICM RS, BT E NS EE  (f)
wn, B 15 A RS 60 438t ) AT DU R B AN S K B — AN VR
PR A RRA IR 52 R P RE

HETHIBRAE A 1 /. aTRAFE e IR B N1 El (60 7)), &k
N4 /NS (14,400 F5) o

152 RVENE I (58 7-23 70

TRIIRIN ShE R AR
HAPR (Timeout Period for
Unsuccessful Inbound
Connections)

BLE AsyncOS 15K FIAN I IS 14E4% LURT S VPR AR 55 2 BE IO IR TR

AR I EE 7] B8 X EE—Fh SMTP 21%: AW & 4 SMTP & ESMTP
A, (BRI E N . 2SiA B FE E KB A S, AT N
B R IE R BT i R

“421 ZEAF I MR E N, IEAERTFERE. 7 (421 Timed out

waiting for successful message injection, disconnecting.)
FEIER IENBAE 21T, HR A A B -
AT T A AT A2 7 B SMTP #4 . BRINEN 5 708

R\ i EER B A El bR
#l (Total Time Limit for All
Inbound Connections)

TE AsyncOS 755 N i % 42 DLRT 70 VL AR FF 58 BE I I ] 4 B

I BB R I S A K Ao VIR AR IR RA TR . — HA 3|t
B REREI A K2 80%, B R H LR S

“421 TS UV RERERS [A], IEFEWIIT. 7 (421 Exceeded allowable
connection time, disconnecting.)

MIEFE R B R EFER R 80% B, B &G ST R, AR IEAE
A o ) BT B o G RN Sl e B T T B T4 A2 DAI 3] i K% 2
A 80%, MIAZ NS IER T RE 2 A AL 10 @, 7635 I TR BRI B, 1
0 M A

A HF AT R E ) SMTP 8. BRIMEN 15 204
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B EERrEFNeEEE

# 5-1 VR £ERE

£ERE ik

ERHZEAKRD TR /N Al T4 A R 1 Y0 BBl P P IS AR R 12 52, A AR EL A R AR 4 AR
(Maximum size of subject) |4 i Sy B 1 B A 0, AN BE AT (T PR A1«

HAT 3EiRE4E P B 2 A5 7E MBI A N AT HAT $E48. BRSSO, HAT 44

R EH, I HAE SMTP 2% FF G A B R bRiE Tl & .

BRI HAT “46487 (Reject) W B M MTELERT,  AsyncOS v 7EHEAF
Wtk N2 (RCPT TO)  CIMASZTE SMTP i JF A ) $ATR 4, 18
I e 5 203 4 MR F 2 S IR MR E 46 46 3B IRl ,  PAME AsyncOS fRE 5
2 K CIELmAF EA S B a0, T DU I Bk BE L R S Y A i
FAEFAN AR N7 B . ZEIR HAT 36 4638 7] DLFEAK K 1% MTA %
PAT Z W ER AT RN .

7EJ5 F HAT ZEiRIE4 )5, Kk A DL AT A

e MAIL FROM fn ¥4 #:52, (HA SRR 4 .

* Jiiff RCPT TO i & ¥R AL, JFEIR —BOUA, BRI mE
AL IR CAp AR 4

o MEKIE MTA JEiT SMTP AUTH 34T G4 5AE, WA T
“rhdt” (RELAY) %W, JFH U EATIE B A IE R

ﬁ'ﬁf /D\ ﬁgﬁﬂ CLI 1istenerconfig --> setup ﬁé\lﬁﬁt@aﬁo

S|4 RN

HXEE
o AEZFIRIGIIHSAFERI B E : localeconfig (5 5-6 1)

BEZHHRBAIERHEYILE: localeconfig

45T DL B HS A A T R v A A SR A T JE RN TR 4 S 1) AsyncOS 1T 4. ik B kT GUI
ﬁﬁﬁﬂﬁo *E)i’ EIU\E CLI Epﬁﬂ localeconfig lﬁﬁf@aﬁo
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i GUI B Bk pivEEEk M

B GUI 832 a8 SRl EE IR

LE 1
LH 2
& 3

BRIESR

RIREHE “ME&” (Network) > “MilFFEE” (Listener).
MY 2R (Add Listener).

BB FRPE XK E.
# 5-2 W RE
E4 s AR PR BRI ME— R RR, B RS AR 8 AKX 7 K/

5o AsyncOS AN FoVF G 2 PN AH ] 0 1T i A 1y 44 K

BORAE )DL RGO R S

t

YPe OTHSTENRT o ABEE, A SLEUTAR A A R I I (I P R A
o BEE, SHMTEFREH (AE M.

&0 PRI 7E L 01 2 MUDT R 1 ELE.EE 1 TP 43 1A TCP 25 11 KRR 11 )
1P LR A, 0T AR 1T LA 525k ] TPvA S dIE . TPv6 Mo i A B A e
. BN, SMTP ff i 25, QMQP fif w1 628,

BEREXH | EFOREAE S (IR T CLI 11 bouncecontig Ay 4 G (1R
FIECE A, ES SR B R E SO (58 24-39 T1) ) o

GEEBEL AR TUE0, UM L R (BRI T MR

(Disclaimer Above)

B%” (Mail Policies) > “CABYR” (Text Resources) T3 [H ¢ CLI H )
textconfig A BIEMBTIF I, ES M “UATRE” —=)

REFPET

(Disclaimer Below)

PR AT Lk GEE “HRESENE " (Mail Policies) > “ 3¢
AR (Text Resources) T3 [H B CLI H ) textconfig fy 2 814 ¥ & 51 7 I 7E

IR, 2 CURBIR) &) .
SMTP BAIIERL |45 & SMTP S350 IE R & S AT
B
Certificate AR ERT RE 7 (1) TLS 3E#%d e —ME (FIRP R rEl “me”

(Network) > “UEH3” (Certificates) T CLI H [ certcontig #ir 2 W HIIE
B, S5 H Al MTA 85 ML 5 23-1 50 ) .
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W &3 GUI BIE (RNF B RITEEER

H® a4 (k) W TFRPPE L BEH TG SMTP “MAIL FROM” fl “RCPT TO” 4 1) fif

Prid & .
wE 5 EA
Hu ik iy 25 S Y A5 FH DA b 5% 2870 22— R % i 38 ~F RFC2821 ARHE (1™ 1% R S -

(Address Parser Type)

MERE (Strict) HER

“FERR”(Strict) BRI R B4 M RFC 2821, fF “F=4%” (Strict) Bz
T, HuhfEAT 28K REC 2821 $R, (HA LRI 40 /3 58 T BE -

o 1EESE RV, W7E “MAIL FROM: <joe@example.com>"
— .

o TEMRA T ARV T RIZ.

e “MAIL FROM” fl “RCPT TO” & AKX K/NE.

o ALFFPRALEIA) R (fl4n, RFC 2821 ARYF “I1D.” XEMHF4) .

AT RURE R ) S B I, X Sk WA FE R Fidi f)e RFC 2821,

FEAA (Loose) B :

TERN AT R HEA EPATIHE SE BT IRCE AsyncOS MG T 4. BRI
“E” HEfEHbAE, JFH:

o BESVER. ESCIFMCEER (RS TIRAINEMAE) , R

& e,
e {f “RCPTTO” Fl “MAIL FROM” 4> i Ak {1 s 42 b 1 J&
AR EMFHRIES

s RWZMRERTET CEORMERALT RIRRESH D

VF 8 AL H P 4 (Allow | Gn 8 FZIE T, W o vVrEbE i P 2430 H 8 Ar 4, Jowad% o
8-bit User Names)

SCVF 8 ik 4% (Allow | USR8 FIZE T, U Fo V8 HUBE R S8 3 8 A2 745

8-bit Domain Names)
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i

i GUI B Bk pivEEEk M

e A
FEVFHB 7335 (Allow USR R FZAE I, R SCVFAS ke FB 03T LURA AR I, AT L2

Partial Domains)

AN ) R
AT 3k 2 38 7 45k P 7 451 -
e foo
e foo@
e foo@bar

Jff “ERINIR” (Default Domain) DhREIE® TA/E, 22000 F ik i,

HINER AR (Add Default Domain): T 484 58 4= PR 5 42k 42 110 s 4 3 1k
BRI . BRAEAE “SMTP ik f##r” (SMTP Address Parsing) #1511
JFH T “RVEIER” (Allow Partial Domains), 75 UK 4% H i 150
(EZ Rl GUI Q@M 28 R T iEEE R (58 5-7 10 )« 1IXKIE
I CERINRAE NI IS0 EIAS B 58 A R e 3804 1 R A N R N H
bk, SemaAT AR S S BT 4RI AE . (HeR)IE B, AT RLE E X
T B AT AL B R Hidik . )

WERIEA MGG RS, FERIEMAEI At 57 2w s (B
B B A Ak, S48 A e A BRI R A N3k B, 1548
RG] LLE SRR, DA TR H “0e” FENMBIFRI R AN . H
B ININ T YN 8 “@yourdomain.com” B o 1) “Joe”, PLA g
joe@yourdomain.com E‘J%%BEEE"JE#}\%%O

PR

Wi RS “MAIL FROM” 1 “RCPT TO” Hhbik A 46 I 5 % h 14047
Ko VREE AR PR RS S I L, A “@” FRIORIERE
M (BlU: @one.dom@two.dom:joe@three.dom) . WIHRKE AN “4H
27 (reject), HBHEBWRIEZAL . IR KB N “IH” (strip), KEMIERHAE
HIUR B BB 4y, R IR N A

A FHAE ST
(Unknown Address
Literals)

B E YR B R 48 oV AL PR b ST I AT 9. HAT, X248 KR IPv4 B
SN ST . BBt 2R, X T IPve bk, %R DAFE 7
Foplapda iz, A LIz IF AL RUAE R [A 1% e bk

A5 3 WS N iy S BT RO R (] . AR Nk AT BLSE AR I
IR TCIEALIR MR, W% AE IR B PR B (AR [A]) .

TERRLE NGO, iR R A N M HEIE R Sk Ntk #0KE 7E Y i 2]
ZIASIEEE R

T8 F 44 A B da A FH ix
7% (Reject These
Characters in User

Names)

BAFE AN FRE (1 % B D FIH P AR 4 .

(AT MRAE FRPEE S TEMT B E X R FAT AR SR E .

wE WiAR

BRI R FOVFI IR KRR R .

TCP i BAF1 K /s AsyncOS H41E SMTP [l 55 4 42 52 2 52 B 2R ) e Uk
(TCP Listen Queue Size)
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W &3 GUI BIE (RNF B RITEEER

$B]6

wE BiAA
CR I LF 4b# (CR and & MTAAFEAEE CR (FEIZE) A LF (A7) FFITHEHE.
LF Handiing) o Wik (Clean). f0VFIZIEHE, (H45 8 CR A1 LF 75480y CRLF 74
o I (Reject). FEZALIZHELE.
o R (Allow). SLYFHE.
IMCEIE K (Add | NETA SIS I C B (S Sk 0T A% 7 38 it 76 A A ¢
Received Header) WO “TURE]: 7 (Received:) 153k, MEHCE FT R AKIIBAE . A A AR

A “2URF): 7 (Received:) 15k, 7] DIE L2 HiZ ThEE

#F  “CUE: 7 (Received:) {5 kA2 N2 A BA S AR ER g S
P, T 2 AR B 3N BB S5 A5 AR AR IS

i AR U Sk A A, AT B DR AN 2 AR AR o] 25 O 85 1 S i
Wt 1 WS b S5 P R AR 55 2 1) TP ik B AL 44, T R R I 4 (R
Iho RS OIS SR, T/ D

i SenderBase IP |

#r (Use SenderBase IP
Profiling)

EFZT A A “SenderBase IP ##T” (SenderBase IP Profiling), JFALE
PLNEE:
o EWHIEBITAETE (Timeout for Queries). & X% & 2547 1H T
SenderBase 15 % ik 55 25 1) 1015 8 B9 IS 1A] 4 % o
o /MEHEM SenderBase T Y [B] (SenderBase Timeout per
Connection). & X W& A7 5 M EHE K SenderBase 15 5 FIAS A4 &

CRIER) ARAE TR A 5E 3Cs

i X e B AT AR 7

fic & T2 ) 5 i T B2 A0 SSBE ) LDAP B [ B E .
LJEH LDAP it E4# & Ay, UIE S LDAP 2.

Fh ST () A ) HB A B T T B E . A 9 2R A ] LR T

XA LDAP &l VEANE S, 1204 LDAP &l (25 25-1 70 .

iR A L)

B2 ) (Accept Xt F 2 A, T MR IR B A . o] DA E SR TE LAEBA
Queries) H| b BRI SE 7E SMTP 231 H[H] & 4= LDAP #%Z .

X RAT TAEBAFIAL BE BAIA] 1) LDAP #2532, 15 A ULECU I N T8 &
TH: BREER.

XFF R AT SMTP 2x 1% IR ff) LDAP #25Z, 148 78 W R JEi% Vi ) LDAP
e 55 25 NAZ AT AL BB A . W] LG R IE ad — B ARG A E SE Ul N 0 VF
MRAFEE & S . Be)a, JEBEWIRTE SMTP 2 iGHARIAR] “ik F 444
Wi 1Bl 7 (Directory Harvest Attack Prevention, DHAP) ®{E, 27
FIEH

FE SMTP 23 AT WA N8I W] BE 22 k2> 2 4> LDAP 2 if) 2 8] ) iE
Bo Bk, EWRESERS, /8 M a0 LDAP #5225, HRSE
s B g

HXRVEN, ES N LDAP SR (5 25-1 70 .

% tH A ) (Routing

Queries)

TR, IEMFIEPEEER. A2, 520 LDAP &
MEIR (35 25-1 7).
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$B 17

it cu eI AT sk mniEEEk W

EHifHR UiEA
A (Masquerade | X TIA2E AT, 15 MFIRPIERE— DA, SR 05 00 3600 Huhik,
Queries) w “REN” (From) 8t “$Pik” (CC) 15kt

HXRVEN, ES N LDAP SR (5 25-1 50 .

ZH#f) (Group Queries)

w251 T .

XFTHAER, HNFEPEFEER . XN, 5SS N LDAP &

PRI AN L

X EHR

o ERarE. ERIIEANG AN IER ) MAIL FROM (28 5-11 T1)

Borig. BRIAEFIE A EFHE MAIL FROM

W EAE “SMTP Hulikf#HT” (SMTP Address Parsing) 3E 30 FF AW FE 7 i 115 3 R AF NBRAIE
BEER 7 AR, UK AN A A0 R T ) BRI

REDREA I

L CLI 8132 {28 SR EE 35>

R 5-3 3 T S5AIE Mg BT R FP A R AESS T ALK 2 1istenerconfig T

# 5-3 IR T FEF RIS
BEMITREFNES HSFTFeS &%
S EHTIER listenerconfig -> new
wEBNNREFN2EEE listenerconfig -> setup LB MR R E (5 5-5 70
ARITRERIEEIREIE S bounggconfig\ listen?rconfig B EEHT AR BB E SO (58 24-39 1)
pa 3 -> edit -> bounceconfig
B EEPSMITFERFL |textconfig, listenerconfig ->
H*-E;E edit -> setup -> footer
B2 E SMTP S{184F smtpauthconfig. listenerconfig
-> smtpauth
EEE SMTP iﬂ’,tﬂ:ﬁ*ﬁ' textconfig. listenerconfig ->
edit -> setup -> address
Bt B (T IE RO ERIA L listenerconfig -> edit ->
setup -> defaultdomain
KPR ERE L listenerconfig —; edit ->
setup -> receive
Y12 CREFMLF FFE XA |listenerconfig -> edit ->
CRLF setup -> cleansmtp
EXEHIFOE listenerconfig -> edit ->
hostaccess
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W &5 cu IR IR BRI EEE R

# 5-3 IR IGITFEFAIES ()

BEOTEFNES H#SHTHS &%

AAEMIGRISER A listenerconfig -> edit ->

(RAT) $EZ#i4E ({UEM | roptaccess

FAAUTER)

MEBRTIEF EMKRWE  |certconfig, settls, 5 H At MTA @85 I A 5 23-1 70

(TLS) listenerconfig -> edit

IEFEES (TLS) Listenerconfig > edit - 53 A MTA JB{E IR (5 23-1 50
certificate

AR AL X E G S, BS W 24 & “TlE M b AEILD)

HXERE

= HAT %0 (58 5-12 T0)

=2 HAT &3

»

au
He o

R 5-4E LT AP HAT ZHHEE. R, S TLUNEE, ATBEIE 8 « AR T 5795, 85
Bu AR TT . BT HIESPIETT . A2 SHSECHR 5-4 PR RIRE.

7 54 B HAT 2¥15%

2| BE =] ~BilE

ﬁ@};ﬁg%ﬁmg{#ﬁ max_msgs_per_session gﬁ%—' 1000

(Maximum messages per

connection)

FEEPUBAE I BAHC I ABL | mex_repts_per_nsg i 10000

1k

B B K/ (Maximum max_message_size iR 1048576

message size) 2000 /i

iR F R & ORI max_concurrency RS 1000

R IEFEE (Maximum

concurrent connections

allowed to this listener)

SMTP HEIEACHS (SMTP smtp_banner_code Y = 220

Banner Code)

SMTP #& g SC A (SMTP smtp_banner_text I Accepted

Banner Text) (*)

SMTP JE 28 fi g4 i smtp_banner_code Y = 550

(SMTP Reject Banner Code)

SMTP 4B ZE 18 L A< (SMTP  |smtp_banner_text L Rejected

Reject Banner Text) (*)

ZH% SMTP RiilE EHL 4 use_override_hostname on | off | default

(Override SMTP Banner default

Hostname) override_hostname ?fg 2} newhostname

fE ] TLS tls on | off | on
required
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tuvmxiE W

7#* 54 B4 HAT 245+

2| Bk i1 ~BiE
5 FH I B2 3% R4 (Use | spam_check on | off of
anti-spam scanning)

fF F9W 83 (Use virus virus_check on | off of
scanning)

NI O B B R N |max_repts_per_hour i R= 5k
& (Maximum Recipients

per Hour)

B/NEE R B R N |max_rcpts_per_hour_code ViR 452

B4R (Maximum
Recipients per Hour Error

Code)

£/NF 1 5 max_rcpts_per_hour_text = Too many
BN IC VR Y s FIE me
AR (Maximum recipients
Recipients per Hour Text) (*)

{# Ff} SenderBase (Use use_sb on | off on
SenderBase)

€ X SenderBase {52454y |sbrsivaluel:value2] -10.0- 10.0 sbrs[-10:-7.5]

(Define SenderBase
Reputation Score)

HR LKW : &/ |dhap_limit o= 150
LMD P/ AL N

(Directory Harvest Attack
Prevention: Maximum
Invalid Recipients Per Hour)

el cECE

FESLBRCE T, AL OGN B R 2ok B BRI R, RIS b 4k B Rk 55 &5 . POP/IMAP fik
%4, BUHAR MTA. AR, Aol 5G4 52 oK B 20 i 55 2% A AL S £ iR 55 23 1) SMTP HiEfF, LA
58 m 29k 8 FLIBR R L PR LR N
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N fumERE

& 54

BREEZER %

ARG L FIE FITITIEF

SMTP

AHIRS SR ] POP/IMAP R4 3
l;;l — ]
VRG] POP/IMAP % 3
TEHEEY, FEEDHANIET:
o LIHE MW, T2 K 55 5 MW i B LE

o LIRE MRS,

AR A LR
Wi R, 5,

BERN7 o 25 1340 5 A4, A AT AR P _E R e AN 2

FH 5252 o /A B AL AR AR R 35 2% (POP/IMAP) S £F

W28 QA [F ) A SR FIAUT AR P, FTE AR b X 22 42 SRR S
BRONEOU T, A2 A ST R L e UAT IR 4 o T 2 1 e iz 3 S 5
SEESE P

K 5-4 BoR VARV IR ECE b, R ERCE R — D AT (A) F—E BT (B).
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%GE
P I or

o RAFNEELIEME (5 6-1 71

e SenderBase {52 /IR% (55 6-1 11)

o AR MR T I RAT NI RS BIE (2B 6-5 T
o FEMBF A P AL SBRS 377 (3 6-7 11

L/ﬁg*ﬁl_

RAF NAG S LB IR ME A (58— TE R 2, ARVFEET A} SenderBase™ {5 %5 it 55 1 5E (K A 1
AR S SR A 38 A R A5 1 B APF

B WA SR B DRI R B RPN (B PR S RO BYlEPE, JF BHR et s
ZOM 7 ANHEATARAT PSR . R AR R SIS B AT N IS T B 7 4552 Y A WlJtlD}i
3 S 4 RN 1T B R AR AT B S MDA 0T (3 2
PEARATEN S AT AR 1 20 3005 B 4 4 O 12 BB el s

~
&E  SUHEEIIEE DRSS . BRER, BSHE 16 HCSCHEE T IER ST M IR
e 8N
SenderBase (&£ BR5%

%} SenderBase 15 2 Ak 55 1# H SenderBase Ji¥ i 4% i) A= Bk % ¥, T RE. HHESR
i‘l‘iﬁl?&&ﬁ%ifé ﬁ*ﬂ%ﬁﬁlﬁﬁfiﬂﬁqjﬁﬁﬁ?ﬁ WEHIWFE{&F}\%@B A SenderBase EERT.
SenderBase 15218 0 A B T X r &5 K AF N S s 4F kI8 . & UJJ%EKHJLT SEIMY-gLs
AT EHIWF%ZEWME
SenderBase ﬁélﬂéﬁlﬂﬁﬁ (www. senderbase.orgqg) T;%fﬁ%%ﬁ&ll#%ﬂ[Wé%}ﬁjzﬁd]\ﬁ’\]%)%*ﬁ%ﬁ, E%{/iﬂj
X2 T R R, R VAR YE TP Mokt URL Sk &5 215 7.

N

#3*  SenderBase {52 ARk 5 AN w] di ik 24 A7 14 S 27 3 B A4 Bh g 2 AH A

HRXEDR
e SenderBase {52 k%5 (SBRS) (5 6-2 T1)

e SenderBase {52 JEds R (56 6-3 7))
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F6E X(HEAGEERE |
W SenderBase [EEMRS

ANE K NGE L PE T E PR E 5 6-4 T1)
BERITIERS (56 14-1 TD)
28 ' “fERMRME = el

SenderBase {5Z AR 35 (SBRS)

SenderBase 15213/ (SBRS) &% F SenderBase {52k 55 A1 M5 B0 B 45 TP Mk () BfE
SenderBase 152 IR 55 %4 25 N A LA BRI R B S R p 3, Rt ioE S5
SenderBase W& EREE & FF, HM AR —NNT -10.0 B +10.0 Z B 43-20, W0F Fias:

= aX

-10.0 ARAT B A2 BT R R

0 oL BE B, TR AHOE W
+10.0 R B AT fE RN

ok (PUEBOO , A TR SRR . 5008 -10.0, FoRIClErE « g7 ZhR e
M504 10.0, ForilfE “—%” &%,

7] SBRS, AT LLASBEA C B EE T A A N BRI A5 O A A AR AT 5 . GRS CLEITEE m it

JEZS KR € SenderBase {52530/ “BME”, #t—PX%F RGACFE BB ATERAE . B VEIE R,
EZR “SenderBase fEEHIM] (55 9-31 1) 7 1 “gead bbbtk RS EAE (55 9-66 1) 7. )
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SenderBase (&% M

& 6-1 SenderBas 1=ZMRF

250-Recipient Accepted
or 452-Too many recipients this hour

jilf_ MTA or 554-Access Denied EE;%EM#?%&%

. | l
(@) sero @

1.2.3.4 I SBRS = x.x

SBRS 84} 5| %

1.2.3.4 sl g4

1.2.3.4

SenderBase fi{ 5 4% l

-

@/Sf:nderBase‘”

Information Services

o BRI AR E 4R
o A BRI A KA
SenderBase fi¥ [ SEI 1% 4 BREL I
RIE MTA AT T 5 8% 1iE 3
WA AT ERE 1P Huhik i 4 3R B
SenderBase {5 25 Ik 55 71 S G I A 2 1 SR MR A4 RO RE 22, FF 43 SenderBase 1521537
HEHMRYE SenderBase 15 245 73 1R [ 0

A

SenderBase {5& 3 iEs5 /R 1E

FAF NAFE L DRSS TR B A2 NV bl R0 22 s e 55 A B, e BUR T RE (B A . (B2
B S RIS TE (5 4-1 50 o)

Ja R M NAG L SERT, W e 40 2 A% = R AR . R H 42 ER 2000 KA F RIS AIE R
WS 442 1 2l i eh 21 7 3 s 3 i 2% r&ﬂa&m&aﬂ EVE. RENEL R R % B b 3% g
3512 . ER 7, RAE NS 2R e 28 vl i Py 25 B S% 0 6 3R R 2 ik 50% .
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W SenderBase [EEMRS

& 6-2 BHNEELERH
@ BMNER
BRI £ 3%
; o T SRR 55 BR 1 0
[ > S— i gt
w5, ERR e D E
SR, EEA RE" . EE
skt \llﬁ SMBAFE
— 7R e PN Sk Y > sy S
AEIEHGEAEETESENENSE
WAR A H AR, TTLASCIEMEAT . e BTk,
AR HE =rT ] Blacklist AT BTt
BHNEAEEBHBE:
{R<F BIEZE R, B |7 310 -10 3] -4 4 32 237
i
chi b, mtkie AR |10 5 -3 37 -1 -1 %) +10
(RGHWEMH) AAEERIT
R HHiRik, &km o |4 310 -10 3] -2 -2 7 -1 -1 %34
Y8
S8 T 573
IS 2 4 35 0 K
2 HO
ST B <
IR EIRES Trusted AR L 41] f1g Accepted
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“miE T

>
&t

LB
$E 2
$5 3

B} 4
g2 B

£ 6
SE 1
TE 8

RELVFEFNZHASETREsHE W

SFNAGEAEELIESTHE

IR SUERIN SenderBase {52k 55 (SBRS) #5370 RH B B B g AU A AH N AL, 5D B

7 3 CAFHENLT MR (HAT) & LR EFEEWEL EHL” /43 T H 5% SBRS 1547 B E A0 H At %
B S S

EETE

o WIRIEAY B BLE YA MX/MTA $YCHEAE, 35 bR IR AT RES Bl A N TP MLkt (1 1 37
T ARV, HS W NP 4 5 PR TP il (B8 13-14 50 .

o TR NIEREES . WS % SenderBase 155155 € UM ANA (B8 7-6 TD)

o EFEAEMALAMTIETIE, HIFERE ST ZITENEINKE .. iESRAR RS20
FEREWREE (G 6-4 T .

BRIESR

MU PR A S BE (Mail Policies) > HAT iR (HAT Overview).
MRAENA(EYTFEF) (Sender Groups (Listener)) 3¢ 8 i £ 0 35 WS W A2
sl A RAE N A

B, i “SUSPECTLIST” B54%.

HiimE R E (Edit Settings).

Xt kA N4l %\ SenderBase 15 25134370

fi4n, *F “WHITELIST”, #iAJEH 7.0 3 1

A i Submit.

MR 52, XTI T R A R N S IR A .

PN

HXEE

o ffH SBRS MK NEEEUE (5 6-5 70

o i¥% SenderBase &R HPIRE (56 6-7 11D

o 7 E AEHENUINER HAT) & L FVFESILE 41"
o WA B B A& AR BAE R (5B 13-2 T

£/ SBRS it & AN 5&TE

Bl R SO B SR MR B L R fF&F'%%l??ﬁqﬁzfﬂf/\ﬁﬁuiﬁﬂiﬂ# 75 DI AT REAR M
AL R SE B ) SBRS SR . (HAE, WIERECKE ] SenderBase 5345 7 FUfE I JE 2% HR M2 1
® 6-1 TR R R HAT i, %ﬁiﬂﬁd\k“ﬂﬁ‘ﬂ%)\ﬂiﬂ#% “ﬂiéj\?*é” .

{# FfF % SBRS 1] trace ar 2 MHRENE . 15 S RS MR HE AR R HB 4R . JBEF (5 40-1 TD)
7E CLI A1 GUI H#8 ] trace 14
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N RELREFNLGASETRENRE

#* 6-1 3Lt SBRS HIZ X7

EE(TH

REEEFR GREIRN) 8% Value

$BLOCKED REJECT None

$THROTTLED ACCEPT Maximum messages / session: 10
Maximum recipients / message: 20
Maximum message size: 1 MB
Maximum concurrent connections: 10
Use Spam Detection: oN
Use TLS: OFF
Maximum recipients / hour: 20 (ﬁ?é?)

ON

Use SenderBase:

$ACCEPTED ACCEPT Maximum messages / session: 1,000

(é};QHQW?iﬁf?) Maximum recipients / message: 1,000
Maximum message size: 100 MB
Maximum concurrent connections: 1,000
Use Spam Detection: ON
Use TLS: OFF
Use SenderBase: ON

$TRUSTED ACCEPT Maximum messages / session: 1,000
Maximum recipients / message: 1,000
Maximum message size: 100 MB
Maximum concurrent connections: 1,000
Use Spam Detection: OFF
Use TLS: OFF
Maximum recipients / hour: _1 (ﬁjgéﬁg)
Use SenderBase: OFF

~

&  {£ STHROTTLED HW&r, HE/NNF K B I A2 AL oo N BN BEE B/ 20 Ak A
THER, s B RN RG] RIS HOS TR, W DU AR D I R R U N B
KERAENLVT 0 SRS I PEARME S, 1B S B 1 e SO NALRTIE PR s (5 7-10 10D
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FEMEEEFMAESBRs 55 MW

532 SenderBase (S Z R EZHTIRES

“42 4R 457 (Security Services) L] “SenderBase” T [H] & 7~ M % % F| SenderBase %45 R 25
% 44 F1 SenderBase {5245 73 I 55 WEHRR ST IL B W N A EK . SenderBase {5443 73 Ik 5544
SRBS 1373 KIZEH| 1545 . SenderBase W45 g 55 #% [7] ¥ £ A IE X B8 A IEMB AR TP Hiuhik L 38R0 2H 21 1)
MFAZE . AsyncOS K iX S H 4 H T FoAk o A AR s 42 D R

& 6-3 “SenderBase” 77[E4Y SenderBase 45K
SenderBase Network Status
Type Status Last Status Chechk
SenderBase Network Server up Wwed Sep 10 13:44:52 2008 PDT
SenderBase Reputation Score Service up Wed Sep 10 13:44:52 2008 PDT

1E CLI " AT sbstatus w52 A SR HIME R .

FEERHER PN K SBRS 155

# 62

BEARBRHE AT IR, Aid {8 A SenderBase 15 % ik 55 (1 53— Fh 77 12 2 A8 o ) S 4 0 I A2 1) 3
7o AL, EMEHIER 6-2 R RIIR PRI g as o MO IES M reputation I UEAF AL 1
strip-header *D insert-header J‘i/fﬁ%%ﬁé'f/ﬁ’ 4% SenderBase {%‘%ﬁgj"ﬁ1&$ -2.0 E/‘] Hﬂll#i,—i‘:ﬂf*é?ﬁ%
NEFESER SenderBase 1554370 1 £ #4T, RARTERA: (spam SBRSy. fEAMGIH, ¥
listener_name B N AL . (AL EFTHRA)S, DMER DLE BT U) S CA I
*I]J‘IJI\IE@J filters ﬁ/v\ﬁl‘]fﬁ/?\'\’/ffﬁﬁo )

&/ SBRS XL BIELHIHHFILIER: ~HI1

sbrs_filter:

if ((recv-inj == "listener name" AND subject != "\\{Spam -?[0-9.]+\\}"))
{

insert-header ("X-SBRS", "SREPUTATION") ;

if (reputation <= -2.0)

strip-header ("Subject") ;

insert-header ("Subject", "$Subject \\{Spam $REPUTATION\\}");

X ER
o BB O EE A PSR g A S S AR SN
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(BRI HAT) X
x

o HIRE N RVFEEWLE EPLINER (B 7-1 50

o KRR ENLE AR NA S (BF 7-3 51

o FH AR S S SCHISAT AT NI TR R (5 7-7 T
o TRTE SUE A NI SRS (5 7-10 T0)

o DUMHIFEJT AL B R B — AN R A NGB (5 7-11 50D
o MEHENVIMRBCE 5 7-18 U0

o R RAF NHBESFE AR NN (2R 7-19 TO

o SenderBase W B MR ARE (56 7-20 T

o IGUERMEN (ZE 7-25 50

BRE NSV EREMRLE E H AR

xR ECE RO RER, AAUE RS RIZ IR B e BRI NIERE. fian, mTBLE
SGEAREEHL, PARCEAR W] LLESE B M 7 . dlid AsyncOS w] DUE FH EHLYT 7] % (HAT) & X
FOVFREMIRLE EHLIERE BT AR

HAT 25— 2R, 388 ek o e R D) w4 1) ot i R R G R LA N . RN TS B I T 2
FHEAE H R HAT. NA LA E AT FE 7 EC & HAT.

FEHIR B A BRI NIERE, W XBUME R

o WREFM.. & GEFEFENEREE BN R T 7. BRI L Hh L HAH. B
i, WYL TP sk AIES 2 EAL A AR R A N e L2 AN E R BN 36 nT DU fE ML
SenderBase 15245350 k& nFEEHL. ARFEME R, ES K RE B HLE SCFE R A N
(S 7-3T0) .

o TFRERM . BT LLE XS i KA N e IR EVDERE BT R Y, DARAEAT AL
FRHATER . M A5 FI AR E SCUT AR . B, AT RLRE T VR S R A N A B BT
RIF, AT R RVFEs R A OTEANE R, 15 S ) A0 FH M I SR e SCHIB R
RNV IR (56 7-7 50D

16 “HRPEEHE 7 (Mail Policies) > “HAT MEid” (HAT Overview) UL 5 S e VFMR L = H1IE#2 2]

Wi FE T . B 7-1 IR T HAT Bk, HA@FEESINE R N A L0 2 7 e ST R AR

PR
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B1E  EAEHIFGER (HAT) B X VREREmRE N |

W 5% XA VS EmE =1 Rk

& 7-1 “BFHEFERE” (Mail Policies) > “HAT #&it” (HAT Overview) Z7F - “Z2\talrie/F” (Public

Listener)

HAT Overview

Find Senders

Find Senders that Contain this Text: I
Add Sender Group... Import HAT...
SenderBase™ Reputation Score ﬂ
Order | Sender Group 0 -8 5 4 2 ] 7 4 B 2 +10 | Mail Flow Policy Delete
1 WHITELIST TRUSTED o]
2 BLACKLIST —— BELOCKED o]
3 SUSPECTLIST — THROTTLED i
4 UNKNOWNLIST —— ACCEPTED o]
ALL ACCEPTED
Edit Order... Export HAT...

ey: [ Custom ][ Bt}

YT AR USR] TCP EHE, 248 1P bk SPCE M KA N T IR . B2 IRE “HAT %
R” (HAT Overview) TLIH 51 H A0 PPAG A4 N2 . 2438 2 LR TR, 'ET T BT WS A 9 5
&N BER . AR CERENAFIRE T 24 %0, WA ZEITH AT %04, st xRtk
AN

LM AR, AsyncOS 2 NI A 5 G & T 5E SO R A% N AT A4 378 SR o ] DA 4 T2
SR RAE N FNHR R S ms , A0 2 3 10 & A NALFTIR R S ms o G VB B, S T
SE SCRAE NH RIS (55 7-10 71D

A LUK B MLV R R TP AEAE IO AT A 15 B S H 3 S, ﬁﬁﬁﬂLM%K#*?%%E’JIMWM%{E
BT FERF RS, MNMBSHEREMNENIMERER. BXRIEHAER, B5 lﬂﬁﬁﬁaémvﬁlnﬂ
ERiLE (6 7-18 T

HXEFR
o IRINHAT %6H (Z 7-2 70

ERA HAT 8B

#ix

ERINTEOLT 208 L HAT DR W A% Fr SR AU R BOAS [ 1 4 -
o AIGUNRERF. HAT WENZK B IH AT
o TRMWERF. HAT WENAAKEEE NI, JF HApgs HAbpr A EHLRTIELE: .

£ “HAT MER” (HAT Overview) #1, ERINEHZ N “ALL” . Al LAGRIERERIAGH, HiEE: 1E
“HIS - Emg 7 (Mail Policies) > “HAT #%i&” (HAT Overview) T F, MSdi ALL &A% A ZH ) i 14
TR .

T E L BRTE € WL AN PT A FHL, 1listenerconfig M systemsetup 4 1B IEE AN RS
BN CHFRCR4R” . Rk CENRCN “Aededdk” B =077 k) B avriiari e
=7k SMTP MR 55 %% o J8 Ik A BRI AF A28 45 A Hb FH 2 AAN 2 >R B A P s, ik
R A B TIE R ) R A N T DL s Y S B p K R SRR
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waEEnexEstAas W

RrEEEXERH AL

A BLE SGERE BN BT R 7 (975 30 R RE ENLE X AR AN AN —
AEREENINE, 208 1 DR R J5 A BRI e e 1 N i A3 (4 S APF: T 22 S

KA N MR8 AR 77 AR 3 B R A N R 313

o IP sk (IPv4 B IPv6)

o IPilH

o FRE EHLEIEA

e SenderBase {5 &% “HLL” 42

e SenderBase {52154 (SBRS) yu[H (EiE/b1545)

 DNS F & A i

BRRAENEA P EZ AP R EE S, SR NHEE (B8 7-3 50 .

2 SMTP R4 28 2 5 1% % 251 SMTP L%HT DT FE PP 2 32 U Al R AR N, R HAERF A K
P NH W) F 754 (B0 SenderBase {52454+ ek 1P #hitib) BB EE 4 HCS K AFE N,

#F RGBT DNS EHSRSFASAIGAEZFAE ML IP bk 19 8chE . b A RE X &R E VL 1P 3
HEf J2 5] DNS (PTR) i), 2 J5 /&% PTR A )45 B0 IE ] DNS (A) Bl K5, REHKE A
I LE R LTSS PTR Bl 4E RIULE . R4 R AICH L A ICRAELE, W RGO f# A 1P Hubk
SUUES HAT H 46 H

£ “HRFRN%” (Mail Policies) > “HAT Mk ” (HAT Overview) T _F 58 XA NH .
HXEE

o RIFNMHTEE (373 50

o WA WA P ke LR RAENA (B 7-5 50

o 1% SenderBase {52545 75 € LR N (5 7-6 T1)

o HId A DNS SR E AN (58 7-7 50

ZHNEIEE

* 71 # HAT PEXEFEE : ZHALES

B aX
n:n:n:n:n:n:n:n IPv6 iﬁiﬂ:’ K%g@?ﬁﬁﬁg?
ninin:in:in:in:inin- IPv6 Hitbya ;. AFHEAFERTFF.

n:n:n:n:n:n:n:n
n:m:n-n:n:n:n:n:m

n.n.n.n T4 () IPv4 Hbilik
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N SR ENELEART

# 7-1 & HAT FEXRZFEE: ZHAEEE (&%)

Bk &N

n.n.n. H# o IPv4 Mtk

n.n.n.n-n IPv4 iy [

yourhost.example.com T4 R E 4

.partialhost partialhost 3% R T H W%

n/c IPv4 CIDR ikt

n.n/c

n.n.n/c

n.n.n.n/c

n:n:n:n:n:n:n:n/c IPv6 CIDR HuillH;, AEEAEREES

SBRS[n:n] SenderBase E28 9. BREMEE, ESH1% SenderBase 15

SBRS [none] E'/\IHEXZiﬁ:/\éﬁ (FT7-6 1),

SBO:n SenderBase W T #H xS . AXRIFHMELE, HS %
SenderBase 521550 & RN (58 7-6 1D

dnslist[dnsserver.domain] DNS FER & . AREMELS, &S HEd A #H DNS 5% &
MHIRENA (57770 .

ALL PLHC ALL stk sk SC8E 7. EAUEMN T ALL A A4, Jf
HIRASQOFEAEN (HAZHIH) .
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waEEnexEstAas W

MLERT A& EF0 IP ik E L5 AR

W1 T SMTP Bl H TS e P A A F N RO A B 5%, R e 32 sl it S ik (5 0 N 2 e Zh A —
SE P BORFRBRIEL S firo Bilhn, FEMBPE A OG5 B R F AN tuhk, S8R Ohi& ) HELO $hhik, i J27s
AR AR RPIRA o XA VE 2 ML R KOA 0] [ O — MR 08 R UETE 7 FRAI% BT
AIXLERRAE? 7 Dy T LR, SenderBase {5 B R S5IT A T — AR 2 IR G, T AR 14
EHLR TP IR &2+ S 15 B - TP MUAERE R A NSRS EJEiRAE A A Oyide (1 — R 2

IP bt @ SO R LM BN TP st HRF 22 42 & SCRF B BRI P Ui AR 4 (IPv4) TR A 6
(IPv6) Hu ik,

BE SUNE I BT 2 1 2884 (B,  yahoo.com) HIENLA KSR, BARMRYEXS TP Huhik i
] (PTR) &I E

PLE BT 3 e ORI — A TP M sefk CRE R AR, AAMRYE ARIN (£ B M 4 5
TEMLRD ) A0 A RS ) A BRI M LA (4 TP $thodik 2 1] 73 BE 5 0 i €

HYE SO IR R A 2 TP HhEHerky @ — AR AE M SC ig se ik, Bkl SenderBase 7 7€ -
AT LS B FTAT H AR, AT DGRAZ M2 T 3 P — AR, AT DO M 2% i 3 1% .

HXEE
o ¥ HAT W& KM (25 7-5 50

TRYE HAT & E SRR

R T2 T WA AR IR .
* 72 PILE B & FIALR R B

S METEE Organization
MEREEER 3 ZiEfE Macromedia Inc.
AllOutDeals.com

GreatOffers.com

BB AR FEE GE GE Appliances
GE Capital
GE Mortgage
[N 3L IN The Motley Fool The Motley Fool

FH T 9 2 BT 38 PR R Rl BB AR 240K, (R B HE 2 3 SR s B 22 T 10 & 0& SR W 2H 41 . SenderBase 15
2R S X T an Ak B A ZR 2 A B R AR YR B A SRR TR, T R SR R X R T AR E T H 3
B SRR . 7E L osBt, WRAFAfEE T “3 90815 ” (Level 3 Communications) 7E 9 EHLVT
iM% (HAT) &4 N4, W SenderBase ¥ 3 1% W 45 Fr A5 3 48 il 6 25/ 2H 21 S it SRS

B, 75 ERd, R REH 3 B NGNS 10 AN AN ER I, D135 44 %5 T Macromedia
Inc.. Alloutdeals.com #7 Greatoffers.com f/Mit 5 2 0 10 NN GF TR 3 MEITHE &,
REANE 3 30 NMEAEND o BEVERIAR S E T, R A LRGSR, W) 3
A HAA S Z R0, KIS “The Motley Fool” W %% T /sl AT Eu e . an i
533 PR 158 B RN 10 MR N, T The Motley Fool W45 TG #& & /N E2URBR T 10 AMefE
N R HTHR A o
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N SR ENELEART

WIS A2 7 W ¥ Th RE A 78 SURAE N RS WS 45 T HOR G A 5 R A N B I A2 VAL SR s ok 2R A — i =26
QA R B AR N IR SRS g, T B A2 DAR )
o ZRMNIERIEELL 1P Hhk?
WS A3 W 4% Th e FH T4 i N Sk MR AF AL B () 28 — 25 B mT R 2% n) . & RiE it A i)
SenderBase 152k 553543 . SenderBase 152 ik 55 # it & KA AAAXT AL (SenderBase M 4%
fiT G & 5 SenderBase HZR) HIME . &% R & L N IE -
- HEORRHLUEE S £ P ik, 3 H KIEE 2S5
o RWBEME, RN EM NSRS EEE?
- ERHALEE SEHEL IP ik, JFERKEELZ &, Bk, MARSHREZS
B IERE
- REWARJRIE S 2 ISP, NSP. EHAMLIBEAL R A7 s Esh L E MR, ISP,
NSP Fl& FE AL B E 4535 1K) A B #R 8 T 2 1P ik 3 B N3RS 8 2 5% KEEN
HA . FRhACEMBH ) KA NIEE AR L 1P bk, 2B/ 0% 1P bk k% K&
MEAE o R A FC 6 2D 1 5 % & 1 iE .
M A2 3 W5 3 Th e Ad F HL7E SenderBase W45 T # 5 SenderBase I [AIRZE T, KA & W[ R
$% SenderBase [ K B R A NIIEREL. A HIRAREEDIGENEAER, ES
2 R B [ o o A e Rl

2 SenderBase S E SN EXN X HALE

W24 0] LA ) SenderBase {5 28Ik 45 k1 & KA N BIM5E 24534 (SBRS). SBRS 2414 SenderBase
B MRS RALME B g 1P Mol . SERAH AWM FE . BaEENT -10.0 2] +10.0 2 7], B
e 7-3 RRTR.

# 7-3 SenderBase 15&E7HEX

/7 aX

-10.0 AR AT B A B A ) SRR

0 WALy BB, TEIER A

+10.0 IR AT RE R AIE RAT A

¥ BAE T R N Gl 2 3 SR A i R J5D

i SBRS, 1] LUK 152 48 L B N3 T R AT N BRI A5 BEXS R AT NS B3 sk mes . i, #3920 T

7.5 BB KA N B G da s . X ] DLl GUI JE e i, 152 0 00 8 & N4 T s
AbFE (B 7-12 T1) o {H2, WIRAE XA M T H T HAT, E2HE 7-4 PAENH T
SenderBase 15215 4 (15

* 74 SenderBase 15& 724 491
SBRS [11:11] SenderBase 152534, K1 N 2@ id & ] SenderBase {E 2 R&SHIEH, MFD
TEVE 22 8] 52 3o

SBRS[none] | R#57E SBRS CEH ¥ My il £ 54 SenderBase f52%734)) .

#iF @ GUIRINE] HAT (02 T3 & 15 seo:n, b n J2 M %5 T A # 1E SenderBase {5 2 Ik
25 ME— AR IR .
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#ix

fE R RS E X R & 1 AR iiEn)

ﬁﬂ? “RR LR (Network) > “ ﬁﬂ}ﬁiﬁ” (Listeners) LT R CLI ‘:F'E'(] listenerconfig -> setup A
4 KA1 1] SenderBase 17 2 k55 . 0] UL LAE AT ) SenderBase 17 25 it 55 I 152 2% B 55 45 10 I AH o
?jﬁ}ﬁ, ﬂu’fﬁﬂa GUI EPEB{#%H%D?EE@{EEX CLI EF‘E'(] listenerconfig -> edit -> hostaccess ﬁ“ﬁ
AT B A [F] 1] 2R i SR &) SenderBase 152 AR %5 -

LTU\@JLH}B#L#E%&%TE% SenderBase 15215011 “BIMH” LAIE— D XF 2 G0 Ab R R A4 04T
BiE. BRIFENMER, 55 Ifﬂfiiﬁﬁﬂﬂﬁ#%ﬂﬁﬁf FE M “SenderBase fEE N7 . “HRid x
WSRE RGERAE T N “ ek B R R GRIRAE

B Eif DNS Fl3RE X4 4 AH

#ix

T AE QT R 7 1) HAT Aok & AR N ALE SO ) 5 %5 5E DNS FIR IR S5 A VLIC . fE3E BT fE
i R DNS ST Z & . B IEFE SR A DD RE S AT IE DU g s U (B2 “ i
P IS 2oL 2% ST S Mg 7 — Frh i) “DNS FISRHIN ") IR AFAE, (HIE, (AR 58 ARl
A R SR A7 AE

i Z AL T CLAE A ) DNS SR IALH G E R N, DA MLt i 58 S AR 30 Sk mgg o 9 G, ] LA
0 48 3 43 B PR A S AT O

— 6 DNS I FAF A BN (Flhn, “127.0.0.17 . “127.0.0.2”7 5 “127.0.0.37) ki&rnH K
EEH TR () TP Hhhk i S5 A ol o n SR A R 98 2% DNS ZIRFN GBS« g eFid g€
FRSHEMR LR AENS” — 2 A “DNS FURMM ), AL E WSS RS A E EE T . H
=, N7 RERN, £ HAT ik E B8 K DNS 5L RS 22 Fifi R #E (R R BAESE T
B~ 1P Hihk)

f CLLh, i IRAE A 6 574 5. /8 GUI hfisE DNS SIR B, A% 265 . £ CLI
E'J{Eﬂ% dnslistconfig @ 7{'}_]JIJQEVEJ, y\j DNL Elﬁ]@ﬂﬁﬁ%ﬂ&ﬁﬁiﬁﬂ%ﬁ%ﬁﬁﬂ@ DNS @Jﬁé}%ﬁo

VR, SEHLHI AT TR IR EE L AR EH. FlWl, X query.bondedsender.org

() A )R DU LI R R A Bonded Sender™ TR AT I 2590 € B EERE 0L, DURA LRI HE 14

AN e RENE . W BUMECERIA ) WHITELIST & A\ 41 LA % 14 Bonded Sender Xl ) DNS fii 9% %%
B B R ATGEE AR R R AT D 5 FFAH 2 8 5 A 37 SR

{56 FH R 4537 SRR 2 S HIR & 44 A By 3] AL

3 3 W SR T LA ] BROPR 1) SMITP 2 13U 1] MR A N BT R2 e R o 38 3 I P O 3
% T E SO R 2 Ok E ] SMTP 2 :

o EHSH, PN ERE BRI

o TRIRHISE, Bl N R R N B

o MBIAE SMTP 2 iF A & i 1) € X SMTP ARSI B o
o Ji B SR A

o JARRERIY.

o N, HhnfE A TLS hnss SMTP .

o GMIUESEL, HlanfEFH DKIM 38 kA& A HEA: .
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L T S 3 Y YN

e, WA S 2 I FE EAUR AT LN R

e ACCEPT. #%%i%EH, J‘%CHEHB#F%QF%EEElﬂﬁ%%ﬂ?i&ﬁi&*ﬁﬁ%ﬂ, (EETIEENVILTES
QI i I A i D)

e REJECT. ®##%%i&E#, 1E! RBP4 3RS 4XX B 5XX SMTP R&ERL . R%
AN M

~

&R VPR E AsyncOS VAR A 23 (RCPT TO) i ANEE SMTP 231 45 i $44T 1tk

TR . I 77 A A A 23 A 3R WA 4R 48 TR [RIHR A, DUE AsyncOS TR B 250
TEQ@HJBH:H/]I$QE1§EW ﬁt&%ﬁ)‘i CLI E/‘J listenerconfig > setup ﬁﬁ%‘@ﬂﬁu ﬁ%ﬁé&]%
B, HZ Wil CLI g pilr ds ki gk 8 5-11 70 .

e TCPREFUSE. 7 TCP %% 7|45 4134 4% .
o RELAY. #%ERH. LM NSEITER, I BA 2B A T5 7 3 A0 BR 1l .

e CONTINUE. Zn% HAT F s, J¢ H4kZe8E1T HAT 438, WRMENERSHEEAIE
CONTINUE 4 H#W/, MdhfE %4 H. CONTINUE ¥t FH T2 HEAE GUI 5 HAT (9%
W, ARENER, m%lﬂﬁdiﬁﬁj\ﬁﬂﬂﬂﬂ:ﬂiﬁﬁiﬁ (5 7-12 50 »

H*EEm
o HAT ZEiEE (G5 7-8 T1)

HAT ZE8i87%

R T5SEXLT —HEE, XEBEETL '377$K{¢lﬁﬁiﬁﬁm>(ﬁﬁ§m>( SMTP HZ[R#l briE s &
. TEAAX D KNG . (U0 sgroup 5 scroup /& FEM. )

# 75 HAT ZE1Z%*

TE EX

$Group B ¥ oNTE HAT FILE ) KM NER AR R &M NEKRE L4/, 2R
“J.” (None).

$Hostname ARG W &R S, A v B #oEfE 4. W53 1P bk i) %[ DNS 7 if] 5%
o, (EAREENA, WER “IL” (None). WX I[H DNS Bk (i,
WIRTCIEER: DNS R4, BORMEE DNS k3D, MER “FKHu”
(Unknown).

$0rgID Fr ¥/ SenderBase ZHZR ID  (EHUE)

IR 44 53R L SenderBase ZH 21D, %3 W15 SenderBase 152 Ak 5% A iR 9]

16, MER “IL” (None).
$RemoteIP BN PR i i 1P Hhdk .
$HATEntry B o R P i DG () HAT 4% B

HxEm
o fliF HAT & (3 7-9 70)
o K HAT A& (3 7-9 71)
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£ HAT T &

~
&

X HAT Z &

fE R RS E X R & 1 AR iiEn)

ﬁ%%%ﬂg “ @BE [W 9‘% LJ%W H]B’fq: ” 4% EF' fl\@nj E,‘J smtp_banner_text %D max_rcpts_per_hour_text
= HAT Z8 S48

fE XA &, W LAE GUI 108 $STRUSTED Sl ) 45 32 3 7 4 45 H € X SMTP FR 15 i B SCA

& 7-2 1#/F HAT Tr&

Rate Limiting: Max. Recipients Per Hour: @& Unlimited

Of
Max. Recipients Per Hour Code: | [452

Max. Recipients Per Hour Text: | |[Too many recipients received this hour from
Host: $hostname

B I, 7E CLI A

Would you like to specify a custom SMTP response? [Y]> ¥y

Enter the SMTP code to use in the response. 220 is the standard code.

[220]> 200

Enter your custom SMTP response. Press Enter on a blank line to finish.

You've connected from the hostname: $Hostname, IP address of: $RemoteIP, matched the
group: $Group, $HATEntry and the SenderBase Organization: $0rgID.

FMNRIX AR B, KA SRS SR TP HhE R & E A RR ) SWHITELIST & 14
AN )5, MiZitEYLE Telnet #H47%EHz. AT LAZE SMTP Wi 3 7 3140 & 4. 5140

# telnet IP address_of_Email_Security Appliance
220 hostname ESMTP

200 You've connected from the hostname: hostname, IP address of:
IP-address_of_connecting machine, matched the group: WHITELIST, 10.1.1.1 the SenderBase
Organization: OrgID.
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W THERENE G AR TR

T RIS % 1 AN LR AR 7

®7-6 FIH T ARG A ST AR I C B R TUE SR AR N AL S A I SR
REMTYTFEFFHITTEX X FEN LB RIS T R

3 7-6

MEX & AH

R

RAIAEC B A9BR A7
SR

WHITELIST

R EAFAE I AR AF NI IR A A4 RN i
# $TRUSTED HB{FHsENE, MER BN
KA NHIWBAEBCA 5 RME AT A R, IF Hok
IR AE NI P9 AN 8 S B 3 A B 77
AT

$TRUSTED

BLACKLIST

Blacklist &K PFNAH IR AR GBI R
$BLOCKED ML kg H ik B SED . Bk
4 NN 3 4 4338 i3 7E SMTP HELO iy 4
IR [A] 5XX SMTP i )87 >R 45 28 X L6 F AL AT 1
R

$BLOCKED

SUSPECTLIST

Suspectlist & A4 A 2H A9, 2 AT B i 5l PR AE A
IS 2 TR 28 (1) I A S S o G SR A NPT B, T
PUKE FL Vs in 2 Suspectlist & 4F N2, o R
R S A B -

o THUR PR 2 BIR RS 2 U I RO IR 5
. BRI BRI N BRI
KN R B M FE E L2 1 e R 3T &
EHE .

o SR EIZFE TN AN U N Bk B
AN 20 NN HER, KB N
Al R A SR S H0d T,
EINYE =S YN E AL OE YN (@

o AR PN 2R e by SR B 3 51 AR D B R
HRWMGIEHTEE (RS ARGEH
XEETAE) .

o RLUNG A M) SenderBase 15 2 R %5 LASKHUA
K RAFE NHIVEGE B .

$THROTTLED

UNKNOWNLIST

SR AN E S T8 R A N BB AR IR SR
N Unknownlist & Nl gEdEH A H. LAHK
A4 98 2 s i B AR A2 2 | b b ) R A N 252
{52 B (R EARGE A -
95955 #4351 %A SenderBase 15 25 il 55 #8524
F T 3REA o< kA NFTISAE: N B F RS B o
AN, R T s A R A N R ], I
HRHBWNE. FXmEafs EmEas e,
SRR R CGE12-1 70 . FK
SenderBase 15 2 Ik %5 5 TH I HEAIME B, W21
SenderBase {52 ilR%s (5 6-1 71)

$ACCEPTED

Ee]

EH T HANFTE A NIBRAN KRN Bk
VEAME R, S REN HAT 4 H (B 7-2 70 .

$ACCEPTED
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#ix

MRS ERE— 2t Aanms B

R 7T HIH T ARG HAT AR I C B TR SR A N AT S A I SRS
*# 77 FRIVHTIESAITTE K X HEA LB RIS T

BB E RIBR 457
MENEHAE A REg
RELAYLIST B 8 S0 N 2 VRS R 1 R AE NS INE] Relaylist &4+ A |SRELAYED
. fit® SRELAYED HR/95ns, DMERE RFH K
F R AR N BB AR B AT R IR, FF HoR B 1% 8k 4
NN B AN £ 4l s 47 3% IS 42 B 97 97 2 A 347 1 4
#* RELAYLIST kR NHBIEEIZIT “REGEE
S ” (System Setup Wizard) I 570 #4554 2 B4 7
ZIN é}‘ﬁ o
FiK:] EH T HALTE R EARIBRAE N, BFRE4E  |SBLOCKED
B, BSHBINHAT %H (72700,

A A LUK MGG DR & TS Ligfr “REREINS” (System Setup Wizard) ), RG4S IR
INEAL RN AT R T . B SR -AN AR, PR EE AR H T NN R G K
HEA 1) SRELAYED HBA3 5w o X+ BA AN LA DUR M ot % 4 845, RELAYLIST & AF A
ZH AT SRELAYED HB At S ms H 2 R 7 & R AT A2 7 .

AR 77 1A 5k B — 1 & 5 A LH BB

fHFH “HRf4550% 7 (Mail Policies) > “HAT HEi&” (HAT Overview) 1 “ B/ sEE& 7 (Mail Flow
Policy) T THI i & i U F2 7 b BE K B R A NS AR 7 e i B . S R0 i B & A0 N 2E R0 S 44
TAHE TS H .

BXEE

o GlEKRM NAH UL (55 7-12 T

o KRIENBIMBIIA RAENH (55 7-13 TD)

o HUFTHEFR AR NEEFEEPATRUW RIBF (28 7-13 T
o MWREMAN (F7-14 T

o 5 RIS A SR AR N BRI (B 7-14 T
o JE SUHBAFSR IS I BRINE (5B 7-18 T

Cisco Async0S 9.1 A5 GEATHEME) W



B1E  EAEHIFGER (HAT) B X VREREmRE N |

N JERARLERA—1NE AR

B % H AB R T HR -4k 38

$E]
T2
$E3
T4
$ES5
$E] 6
T 7

$E 8
$E9
HE 10
FEN

TH] 12
S 13

HI] 14
HB 15

BRIESR

5 21 B4k 3R B& (Mail Policies) > HAT #%iA (HAT Overview) T [fi .
fE “MIUTF2/F 7 (Listeners) B 1% £ 4 i (0T T 72 )5
MR N4 (Add Sender Group)-

BN NAHI R

PR FORCE AE R AT N H R P T o

CA[IE) SNTERE, B b R AR N SO0 R E E R .

TP b A N S R 380 PR B A4 I S o

~

&—% 0 AN T8 BN P B b 2E R S R SRRl SRS R SR AN AEAE ) L TS BRI
“CONTINUE (JCom&) 7 HRAHI S

(n]ik) EFHE—A DNS F&.

(H[ig) fu4E SBRS WA HAH KB B M AN XEL “T6” (None) $87x, I Hid % KR 5.
(H[iE) i N—> DNS %15,

(FliE) BE FEHL DNS K% & .

BRVEMER, WES RS R NRIE - W E RG] (58 7-28 5O .

H R FHRIME A (Submit and Add Senders) £l 2 % 4 F1 46 18 Ho s hn R AE N .

A IPv4 Mk, TPv6 HuBEER EHLZHIAN KN KA N AT LA HE— R 51 1P Hhhk A8 4 EHLA o
~

FE O WRSWAERNREANAPMAERRH GERMFEMEEIP i) , MRS EFE
N

(AT A ATERE
PRI AN L.

X ER
o AR IEITRE S R NEE LIS S BE G 6-5 10
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MRS ERE— 2t Aanms B

BEAGEARMBMALHANA

BRIESR

H®1 N PN IrE ERE AT, S @B R ANA” (Add to Sender Group) 4% .
$H| 2 NN E PR Pk £ R A N .
$B| 3 RIHHINEL.

A

ER CBEGINBEIRA NG, GUI A PN LRI BN, (ERWUIRAE U BN RN
éﬂ 7 (Add to Sender Group) ﬁﬁiﬁﬁbuf@@ example.net, U'JJ%/%’T‘JJD example.net %D
.example.neto i _NFH iR example.net 38 H AT AT AL ARG A8 0 21 & A A4 .
BREMELE, B RMENAEE 573750 .

.,
V4

Bt
it

USRI B R AT N — DB AN RAF N SE CAFAE Tz R A N AL B R AF N 5 R T,
WA ZBIMEL RN, I BIEREE BT

$® 4 SHREE (Save) IINAMEANFFIRIENE] A NIRHAER " (Incoming Mail Overview) T o

HXERE
o G b IR A DR AR DB B AR BT (3 13-13 B0
o P E A DL AR B (B8 13-2 T

EFTHE R N EERA TR BB

AR — AR AF NS I BT Ry, AT e 75 224 4R 1% R A N AL o

FEAS Z TR B EHLAR S B2 B2 HAT . a0 RS HUU 5 0% 3% EHLILAS, W RG4
LRI AZ AT B A -

BRIELSR

BB 1 SHIFERHEERE (Mail Policies) > HAT #EiR (HAT Overview) 71
HB|2 A “OINFEF” (Listeners) 7B 3% 55 4 48 1 T R T

$% 3 W EIET (Edit Order).

$B 4 AR NAIA T HAT 9 ERE o

BB RFFER AN : RELAYLIST (X FRAS e fdfA45) , H k& WHITELIST.
BLACKLIST. SUSPECTLIST 1l UNKNOWNLIST.

S|S  PIIFHIAEN.
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N JERARLERA—1NE AR

BEREHEA

A LLEEE “HAT HEiR” (HAT Overview) W TRESH “## &1 N7 (Find Senders) B i A\
WARER RGN SANEHTHROCER, B8 “&if” (Find).

{52 PR i 15 378 SR RE S AR A\ HR - R )

A S ISP I SRS 2 TV 2% 18 DA LU A i 3 S -

o “MEFIERIME” (Use Default) Hik il Ab T2 FORas ey, SIS HIBOER: “RKE” . ZH &N
WE, WEIEE RS “FTIT7 (On) S f 80 F00 2 /i vl 5 1) BB BEAT 36 25 LS HTZ 2 A i
BHo ZE XEME, 555 E SRR A I ERAE (5 7-18 10D .

o HUSHIRTROCHMPIRCE. (P, HFALELELHRT 3 E ZR AR E LDAP #%2 &l )

BRIESR

W1 RKIK ST BRI (Mail Policies) > MR- B2 45518 (Mail Flow Policies) 71 .
HB® 2 SRR
HB 3 AR 78 TITAKEE.

# 78 B RBE B8

K S

i

KM PE AN T R4 B HOMBE RS o /NI KHEAE A/ 1 KB,
?; g{ AN TP IR IERAE | SSVF A TP M BT P M 5 K 8

TN T B2 1 B R S A BFANGEBE T DL I b AT W B e Mz R 2 AL R 36 ) B KR A4
FEEFIR A P R N B A 3 L2 52 1 A W A ) o R R N

SMTP #RiF
A 5 X SMTP #RiEfLHD 25 W R P SRR, IR [E ) SMTP ARAS .

[ 5E X SMTP #Rifi A 25 P R P R SRR, IR [ET ) SMTP FRi% A

£F WLAERTFERIPMA R E, FRENAER, ESH
HAT gy (5B 7-8 T .

H & X SMTP 45 4 b5 15 H AT AR PP AR A e, AR [ SMTP AR

e
H % X SMTP 356 4a k518 2T AR R AR A R, R BIAY SMTP bRiE A .
A

i SMTP Frif EHLA BRUAENL T, NI ENLR R SMTP ARiBR, &K a4 5000
FEFP IO CHRI BN (FIAN: 220- 2404 eswre) o AJLAIEHE
AL AR AR N Al LA R fR U ARIR . BeAh, W DL ML T
B s DL B AMERR TR B EHLA .

EHLRE R PRI
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MRS ERE— 2t Aanms B

# 78 SRR S (4
2% Eipe
RN B B R N EL BT R 7 RN R S FE AL B KU N . R4 R

BREREEANRAEN TP bk (WS N SNt A P 2 BR R E O
ARG BE; (HAR, BT A DT R AR B T B AT
UE, BHE— TP il CRAFAD EZB|Z MR, E4
] HE I R PR

#F LUERTFERRMA—BTE, FRIEAER,
HAT &g (BB 7-8 ) .

HZ

B/ e R N H A

ML I N T R T e SRR/ g RS N B, IR (B
SMTP 154,

(VRSN BN L PN
B&N

2 EANUEE I N AT FE P 2 SRR /NI B RIS N B, IR (R
SMTP Fpri& LA .

&t AR PR

s ] ¥ o3 ) e UL A K

FEFRSE MO BOA AT R e MR AR WIS AR N St ik AP — 35 3 F
NS 5 RIS N B R G & R BRER P E N B, BRI R
SIRER E CHE R IR G BRAEL; E2, 0P i e 7 SR 4 54>
THEES BEAT IR, DR 2 Mt R P U RIOR B TR — R P R A A
b B AR R, B A AT e R e R R A

PR BB RN, BRI PEN, B E 7 — 4
IHINIELIN

i “BRINBEAER SEmS ” (Default Mail Flow Policy) % B 1 & fix K
Wt MBS CA R BRANAE DR e JE A S 9 SR s fa P P b ) DD o )
[ TET R AT LA “ BRAA MR AR 5%~ (Default Mail Flow Policy)
faE.

T A N T A R ) R
(%]

245 BB Sy AT Ui R R s S B TR] TRD B A e Ut N B, R [l
i SMTP 1845,

T R A N A R 1 £ %
B&N

HF B R AR NI N AT 2 R e SRR 8] R] B i B Uk N3
o, 3% [EI) SMTP FriE LA,

1 4k A ' CHE R R ] bR e E B RN, RS
HRAMENFHIESIER . B RS, 152 W R4 A RES R A T 1%
NIEREFL (5 7-19 T .

REES

{§i ] SenderBase 5 il Ifi &

BT FE Y J5 X SenderBase 15 2R 451 “Ai) 7 .

% 1P bk A AH AU 432
(EEAMHO0-32)

FTARYE 1P bk BRER AL A A I PR i s 22, [R] B 72 K7 CIDR
FRAE BRI FE 7 10 B ML M 2R (HAT) % H . 8 C— N E B
JaFE (A0 F 32) DAARYE FHOGHARARL TP Hbdik 2R 4T 70 2H R BR i i 22,
) AT 1% 36 R AR TP Ml 230 AN s . BORAEA “fi
F SenderBase” (Use SenderBase). A < HAT A AL VEL(E B,
W2k ‘BN BAER IR —E R “HAT G0 hae” .

B RZE LR (DHAP)

H RS R - A/
{1 85 K TE R R N K

AT 2 P /NI DGZE 2 S LR U P e KT U N B A
ZE7n RAT R4 411 SMTP Call-Ahead IR 55 2815 44 S %0 5 7F SMTP 431
TR B AE TAERA 1 FaR (2] ) J6 20 LDAP YA A IS (1) S BkE 45 & 11
GERL (BT AR T ) LDAP 3252 % B e ) « KA LDAP
P EHAC E DHAP FUVELI{E S, EZW “LDAP &if]” —&.
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PAER A ALK E — MR ADRER

# 78 SRR S (4

2% Eipe

HRMEEMR : W AR TR NRAE, W& amier 5 ERiER.
£ SMTP &1 i3

DHAP 18, WFFE:.

BN I BRTCRU A E N |38 e AR T i i A B9 AHS . BRIAREE N 550,
A

SHNDEIE SO CLEEIN
WO SUR

TRE M T HEF ER ISR . BOASCA N “ Rl Nid 27

(Too many invalid recipients).

WRAE SMTP &iEF ks |8 AW E SMTP 2 1EiA % DHAP [BE i F E .
DHAP {8, N FER
NIRRT RN |FEE T SMTP <% /1 1) DHAP 1M 53 & 2 i B8 g . BR

oA

IMEHZ A 550,

SHNDEIE O CLEEIN
MO SOR

a2 thT SMTP £ Hh ff) DHAP 1fij i 37 1 82 I8 Z 4 F ) S0

RS R

SR 4

E SRR o PR S 5 4

mER

By B 1 4t

RE AR o P R

B S5 RIE

TLS

FEBLATWT AR PP ) SMTP ik iE 4, ¥ b sEOR L4 )Z % 4 (TLS).

WRERE “Eik” (Preferred), ] LUt Hhhik %1 3k k45 & AH %
SRR bk, AT SR SR F A e S B B A R S BB b bk PR A5 3
fENDZASE F TLS . 24 51Z 5136 A (1 3k sl b bk DTG (1945 R A A 22
OB A TLS S REI R, W& aiidaiEs:, FHK
N5 28 B TLS H ko

WHRE P il A 3%, “IER P uiiE 5”7 (Verify Client
Certificate) 1% T 2> 48 S MR 4F %2 45 15 % 5 H P 844 )82 F A2 /7 22 57 TLS
R, RN “ ik TLS” (TLS Preferred) % B ik FRILIET, 4
P &AG PR, &&U e irdE TLS 482, EEH 7 AGKiES
TR, KIRgERE . ST “FE TLS” (TLS Required) W&, i%
PR DUS Z R R G ROE T, W& AR RirEsE.
BROERIEFIRIEE, 5SS R AN HhES R T N iE i
B (5 7-19 T .

HxRBE it BT TLS EENE R, WESRMNB& T TLS
R (O 26-51 T

SMTP & 175 IF

MOTEFE WL BT R N R F . 28 1R 7S 2 SMTP &4y 56k .
£ “LDAP &ifl” —ZHFEMNA T SMTP G4 560E

T TLS F1 SMTP & 1435
E [F] B} 3 R

% TLS LUSR{E SMTP £ 351l

HEALER

I8 2% EH/DKIM 25 4

Sof AT I A2 JE A3 %5 4H B DKIM %444 (fX [ ACCEPT #!
RELAY) .

DKIM 3&4iF

J& /| DKIM %530 o
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# 78 SRR S (4

s% 53
S/MIME f# 258 E
S/MIME fif%5 /56 1IF e 3 S/MIME fit % 50386 1IF .

o EFEAE S/IMIME 45 1IF J /& O B 34 A2 M B s F A 80326 44 o 3
T E BRI, OOk B O B AR A

S/MIME A8 &

S/MIME A58 4 J&a F SIMIME A$H3 4,

TE B8 1IF 2 st 8 45 0F SR A N2 44 B RS0 TIE SR, R R S AR A

A7t 5T FAE T3 BRI EENNAH.

SPF/SIDF I8

J& F SPF/SIDF HiiF Xj“ltmﬁﬂﬂazf”}*‘ﬁﬁ SPF/SIDF 24 . AXREAEE, WESH i
B IAIE” — &,

— 2% ) % '® SPF/SIDF #ﬁz Pl . ] LLi%E$E SPF. SIDF 8 SIDF %5 .
ﬁ?%1$2[{”l:l o) 1@ Iﬁ] “ Hﬂlzﬁ:%{ﬂ\%lﬁ" -

WRAH T WSk SIDF s — 8 n, 1R E ™ EHBﬁ:EPﬁE

“Resent-Sender: 7Bk “Resent-Sender:” 8% “Resent-From:” {Z3kI}, 2ZHE¥ PRA &

“Resent-From:”, MIFFEZK  |[frIGUE@EE g RESN “T5” (None). AT Z4AEN, W LLE
PRA IGiES5 R . Bk,
HELO izt EBE HEXF HELO S AT CE &35 F T SPF Al SIDF 3f
—FERH)) .
DMARC 2&3iF
J& Fl DMARC 3 S AT A 5 3 B DMARC 364F . A% E4E R, 2 HDMARC

ISUE (58 20-33 T .
% FH DMARC ¥ 1F It & 398 BN At T A2 4 A ) DMARC 56 E e & S0 .

pais
DMARC SR & i H & % DMARC V58 ) iR 45 i Th g
X DMARC LR R & LS 2, 12 DMARC jL s
(%5 20-39 T1) ,
#3%1 DMARC MVEZE R KR &5 774 DMARC brfE. i&fffE
XSS ZE T DKIM &4, BUbAURAiiE 411 SPF id k.
FtRicRUIRE]

BARCHBEMCN AR (IS EH TR AR ICThAE (78 “HC B B B AL HhaE” —
HEHT T BN BB, u%ﬁ%ﬁmﬂﬁﬁklﬁlﬁﬁﬁjﬁ
B4R P BRI A U5k, BARRGRT B EILGUE”
(Bounce Verification) B & . UWRIEFE TCIR1C B [ERAF 2L,
T8 % 2 12 52 38 (AT IR A

fEE1 £ 4 A DNS BiE
EBHEBIERAA G725 50

flshz

ISk = MR AT NSRBI . SUREH —BISME, (LT LUK
7 zmga;)?ﬁﬁb BREMER, WS RIEARITHSE R
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N EREnisaREE

LH 4

~

AR WRAE HAT h &R R 1 RSB43 46 s B B 448, T e 2 4 S MR I 2 E A AR
TEAHEAT S SR M43 486 BB 0 B A 4t o T SRAE 3 S M A I 255 P S 5 9% S AP 43 4 7 9 =
i, MR B TT TAEBABI T 2 BEAT 434

R VNI

TE MER ARG HIRAE

$E1
$E 2
$E3
$E 4

$E S5

BRIELSR

IR 5 T B4 SE#E (Mail Policies) > BB 5K (Mail Flow Policies) .

£ “PUTFEF 7 (Listeners) % Bt il 35 B 4 4 (1 iU A2 57

A o T L P MRV S N 7 ) BRI\ SR B8 S 41 (Default Policy Parameters) # 4% .
S8 S AT R A5 R 1 A I A2 7 S s 1) R AL

BRIBUHERVEAE R, 15 S b B S0 8 U N (28 7-14 50 .
FEAZ H AN 2

EHENIEREE

A LUK ALY ) 2 A A7 (0 AT 45 U2 B0, T EL AT DURE SCPF A A7 il ) LU R R A5 2
BT R, AT o A B E MG R R A B

HXERE
o CREENLYI I RACE T BSNESCAE (B 7-18 T
o MAMEMAFFAENVIFERRE (58 7-19 70

¥ EH i) REE S BSMEB A

N
$E 2
$E3
$E] 4
TS5

BRIESR

SHLE “HEfFSEME 7 (Mail Policies) > “HAT Mfi&” (HAT Overview) UL o
fE “AIr AR 7 (Listener) 3¢ 5 H b 35 2 4w 48 1O T A2 PP

A &M HAT (Export HAT).

J9F I HAT S NSO 4 . X R AE W& L B H 3 B8 1) SR I 44 8
PR H N L
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BEeAIRABTFENEZAY W

MINRIH-FAEN B RECE

N
$E 2
$E3
$E] 4

$E S5
L£H 6
TE1

5N HAT B, M 41T HAT SR i G I HAT % H .
BRIESE

SHLE “HEfFSEME 7 (Mail Policies) > “HAT Mfid” (HAT Overview) UL o
FE DT RERE 7 (Listener) i 5 A1 36 35 B 4 48 1) 0T R PP

A § A\ HAT (Import HAT).

MBI ik A

S

FR BN LS RS NAE B .

M7 Submit. RGUHEIR —FELHHE, FORFNEMERILA B A HAT % H

#ii Import.

BN

AT DVEESCAF I E “UERT . BL“#7 ERIT ST AL VRS, AsyncOS & Zg I RE . il
# File exported by the GUI at 20060530T215438

$SBLOCKED

REJECT {}

[...1

1% H Attt 5 3= B T8 N E L

HE1
BB 2
$E] 3
$E 4
TS5

JE 3 S A SR BT DA — ANk B R T e — A B R NRdE e B, 5 G R FR 1] 451 Ah N
W TLS iEH:. thkg R ey LA S IRt . B8, &R0 1P bk, =] RA#EH GUI HF I R4S R
& (Mail Policies) > #ihl-%3 (Address Lists) UL [ 5 CLI 1] addresslistconfig fiy 2 8 & itk 51
Ko “HHEFIFER” (Address Lists) LI 22 on B8 TR FTA Mk 512, DLR A8 R H ik 47 26 1) 4 £ HB
A 38 SRS

BIESTR

R MR SE S (Mail Policies) > H#ihik %1% (Address Lists).
MR IS E (Add Address List).

i N\ Hh 51 SR A A4 R

i N\ Hh k51 2 B 5 A

CArige) BEom i E Huhk 21 3 A (6 B se B R AR bk, 3 i PR I 52 B R4 #i ik (Allow only full
Email Addresses).
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W SenderBase % E FIMFLE T AL

6 HAZARER L. AT DU DU A A
i mﬂaﬁﬂﬂg'ﬁ:ﬂﬁiﬂ: user@example.com
Elﬂlz'ﬁ:f@iﬂ: user@

pa H'
74

Neo
Fié

= mREE TN RSB HEE (Allow only full Email Addresses), A~ &g fdi FH 46
o3 WA R L

o HERAEHBEA ) TP Hodk: er1.2.3.4)

o WA : eexample.com

o AW EHF: e.example.com

EER, R IP HihbE A2 LA AF e k.

PSR MR hE . an A8 AT fRibilk,  AsyncOS 2 H 3K 4% B i NiE 53 AR
S| RTIFFINEL.

SenderBase 15 & FAHR 7 SR A%

N T 3G B W IF N B PF R S (AT REA S AR B R R D, iR 2 A BT
Tk

4+2K (Classification) -> K1 A4 (Sender Group) -> HF {4 Sk #& (Mail Flow Policy) -> T ZR R
(Rate Limiting)

ARVEAE S, ESHMNEITAE . A 1P ke SRR AA (5 7-5 50 .

CONET W BAT 3% ML TP BbHEK NS SMTP 2% (FE A LU R F R0 2878 KA
. 5iZ kA N2 S IR A4 A0 55 s 1T RE O FH 5 PRl i 2 4. (ﬁi@ﬁA@ﬁtﬁéﬁ
) B B AE B . A B A B Ut N B B R HIB AR R /N R 8 2 Mz i 2 L 42 52 1 e K
RERAE. )
MRS, KR PR AH R A48 2 & N AL A R NSRBI N o i SRAE [ — B R A
Bk H Z AR NI, W28 B R AT N PSS N B FR i 47 Bt
BETH BT VAT AE — S5 A I -
o MR HME A HZ AT, N SenderBase 1525 R 554 [ &8s KA M bk B 2y A s /N e
X AL A N RS A N3 6 B 1] P 0 e i S e /N g e R AR 24T 1/24 1) CIDR B, {(HA R
) T
. W%Q%Twﬂiﬁﬁﬁw%of XFpAE LN, W R 5 SR S B B AL S B0 KR
ok B o AN
HIER, WSHS AR SR ES (Mail Flow Policy) -> #Z [Ri] (Rate Limiting) B E‘?FB?%
AT “W/A 8”7 CIDR ik (AT Rk N AR 1P Mok F iy “frg” &

ERINE LT, SenderBase {5 25 Ik 55 A1 IP it B SCHEX T AW R 7 25/, ﬁﬁXﬂ‘?%ﬂﬂﬁﬂﬁﬁﬁ
W S84

HEER
e SenderBase & i) B (5 7-21 1)

o HAT EENEIhEE (FF 7-21 T
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SenderBase & Btz M

SenderBase Zif]HY B AT

T B AT RPN, T LR E WA K5 A\ SenderBase 158 i % B IS REAF 2 KR, )5, 1E
Tic, FE S SRS I, 1T LUJE F SenderBase A S0 VR B 45 il 3E A0 WT AR 15 (14 M 4444 -

TEFLE MR LF ARG, 78 GUI i “f# 4 SenderBase =iyt &~ #W &, sk#H7E CLI H{FH
listenerconfig > hostaccess > edit ﬁ/&\y Mﬁﬁ?i&ﬁ#/ﬁﬁ%ﬂ%ﬁiﬂﬁﬁﬁ SenderBase.

HAT EZ{U ¥ ThgE

M AsyncOS 3.8.3 fRFF46, W] LUARYE TP Hbuhik PR ER AL N BBAFH PR &) g 2, [F)I 76 K24 CIDR B
EHATVT T BNV R (HAT) RN E . B, anfie N RdE L
“10.1.1.0/24” ULHED, WA W] A% 30 B N ) & AN sk 2k st S, A2 g mEIn B a8 —4
KA RS

#iF N 7 EEEAE HAT EREWARL, AFEE HAT KR EEH s 5l “H 7 SenderBase”
(8 ¥FF CLI, 7E 1istenerconfig -> setup #i-2 H %)+ 5 Fl SenderBase 15 & IR 45 #I LA ] & [|] ¢
no: “Would you like to enable SenderBase Reputation Filters and IP Profiling support?” ) . X &
Ui, HAT HEAL N IhEe 5 5 SenderBase 1P it B S #F & HAHFEF .

20T, AU LI RE Sk 2w SO (B, KA IP Hohtkdd, flan “10.1.1.0/24”
B “10.1.0.0/16”7 ) , [R5 HE A4 55 s FR sl A AR A8 T8 /N1 TP kb2

HAT 5 E2 A7 50 D) Rexs N T F 4o b i DL 24
e HATFCHE (2 7-21 7D

o HEEL HAT SREEDT (56 7-21 T

o JENFEGIE M 7-23 50O

HAT fif &
HAT BB A WAy RAENARABRAERENE . KN B E X RN IP #hktnfT « 42
K7 OREBERMENAA ) o HEAF7 R M E 2 a4k 5 1% 1P bk SMTP &1 . 78 # H
BEThEERT, TP HubkwI Bl “/3287E CIDR Bv” (fi0 10.1.1.0/24) KA NEH, [ERAE RN E
Bl (/32) #EATEEM . L@ “signficant_bits” SIS L B ¥ B St H 1.

BE{LIH HAT SRERIET

HAT 15753 M T signficant_bits FC B LI, 4% HAT 1K BN BURF & BRI I (flhn, 24

K4 listenerconfig -> edit -> hostaccess -> default A2 M), HIWLLTN )8 46440
o JERIRHICHM, HH

- X EEEH A SenderBase TUAEH], EiF

— OGTHBARA SR NS CBRINBCRE & RO ME AR g ) J8 A H SR8 &L B 1B (DHAP)
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W SenderBase % E FIMFLE T AL

a0

Do you want to enable rate limiting per host? [N]> y

Enter the maximum number of recipients per hour from a remote host.

[1> 2345

Would you like to specify a custom SMTP limit exceeded response? [Y]> n

Would you like to use SenderBase for flow control by default? [N]> n

Would you like to group hosts by the similarity of their IP addresses? [N]> y

Enter the number of bits of IP address to treat as significant, from 0 to 32.

[24]>

HeThBEEIRE B ILE “HRBEESRER 7 (Mail Policies) > “HRAEFSEI&E” (Mail Flow Policies) T
(GUIL H) .

2 7-3 B/ HAT EZi #1155

Rate Limiting: Max. Recipients Per Hour: | (%) Unlimited

Max. Recipients Per Hour Code: | |52

Max. Recipients Per Hour Text: | |Too many recipients received this hour

Flow Control: Use SenderBase for Flow Control: | ® on O off

Group by Similarity of IP Addresses: | This Feature can only be used if Senderbase Flow

Control is off.

off

(significant bits 0-32)

¥ SenderBase ] T EAEHIIETNBEE N “KM” (OFF) 8 H S S X0k R &8 F iy, “E B4
B AR TR A NR TP Hudik, 9 H 7= AE ) CIDR 0% HIAE 4 B LLUC AL £ HAT A5 XL
KAENA . ERE 7T,  CIDR BRI &5 AT S M AL B0l “7E=7 . Rk, M IP il
1.2.3.4 B LIEFH HARYE significant_bits IR E A 24 BISRBE AT UCACH, 425 CIDR Huft
1.2.3.0/24. Frbh, @@ HIhRE, 508 EHZA (L ERBIF N 32) [ 5ms 3 A 2 2 H
HHEC, HAT RAEAAZ%H (B, 10.1.1.0/24) ] LLEA A [EIBCE K MK AH 307 (24).
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FENFEHI B A

SenderBase & Btz M

fAE AR B BRI, W] ORI B AT I B BV AN AZHITH RS o X T Oy KEAF K 1P bk Or B T 48
MR ST RS, ROt SR E OV EM B EE  (Flan, & 15 2B AR EE 60 24 7T L
TREUE A 2GR A TCiRE B R 2 R Se ik R .

METRIBRIE A 3600 #0 (1 /NI o ATUAAR R HAL R I, MEEZE 1 048 (60 70D FIKZE 4 /N
(14,400 #) ¥w],

B GUIEH /s BRI CEOHAIE R, B2 ENI RPN REE (B5-570 ).
BAPLEE CLI 1§ [ 1istenerconfig -> setup A3 W B I A,

mail3.example.com> listenerconfig

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

Choose the operation you want to perform:
- NEW - Create a new listener.

- EDIT - Modify a listener.

- DELETE - Remove a listener.

- SETUP - Change global settings.

[1> setup

Enter the global limit for concurrent connections to be allowed across all listeners.

[300]>

Enter the global limit for concurrent TLS connections to be allowed across all listeners.

[100]>

Enter the maximum number of message header lines.0 indicates no limit.

[1000]>

1. Allow SenderBase to determine cache time (Recommended)

2. Don't cache SenderBase data.

Cisco Async0S 9.1 A5 GEATHEME) W
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W SenderBase % E FIMFLE T AL

3. Specify your own cache time.

[1]> 3

Enter the time, in seconds, to cache SenderBase data:

[300]>

Enter the rate at which injection control counters are reset.

[1h]> 15m

Enter the timeout for unsuccessful inbound connections.

[5m]>

Enter the maximum connection time for inbound connections.

[15m] >

What hostname should Received: headers be stamped with?
1. The hostname of the Virtual Gateway(tm) used for delivering the message
2. The hostname of the interface the message is received on

[2]>

The system will always add a Message-ID header to outgoing messages that don't already
have one. Would you like to do the same for incoming messages? (Not recommended.) [N]>

By default connections with a HAT REJECT policy will be closed with a banner message at
the start of the SMTP conversation. Would you like to do the rejection at the message
recipient level instead for more detailed logging of rejected mail? [N]>

Currently configured listeners:
1. InboundMail (on PublicNet, 192.168.2.1) SMTP TCP Port 25 Public

2. OutboundMail (on PrivateNet, 192.168.1.1) SMTP TCP Port 25 Private

(1>
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wirzueA B

UER A

& AR :

H, B AN AN T B A B ok B IEL 1P ki e i DNS TR N . DNS B S kE
F BRI S& R AT NIRRT SR A5 B I AH R A PR . SMTP 2 3 AT I A A NI TIE R A& AF A TP
Hotik () DNS 2 i) (KL 98 ) 34 w35 By /b 3t i 5 o S A T A B R a3 S

KB RGRAERA NTHAEA S A EFF. M, AsyncOS St fF NIRIEBLE, PUEHE i
2 U] AL BEOR B R 2R IR AE A A N TR B0, PR s I BONAE SMTP 215 Z 1 H 3 BH 1k
H AR IR AE N BB, BER AR 500k 1R F N

RAF NIRAE D RE A5 PA T 44

o EEENMKAE. XAE SMTP iHZ IR E . AREMER, SR NKIE: B B
7-25 50 .

o [EHRENFIBRIBAHBIUF, X7E SMTP 2 iE A KA. B XRFEME LR, ES R AN
i EHEEMHN (5 7-26 1) .

HEERm

o RAFNIAE: EH (FF 7-25 T

o RUFANEGIUE: FEEKMEN G 7-26 1)

o SRR NIGE - WEORE (FF 7-28 TO

o JRARZLIUEM RN IR E (5 7-33 T
o RAFEANIUFAMHEILFE (58 7-35 50

o JEil CLI J5HEHL DNS 58iF (25 7-35 71D

F

B PR AT REIR 2 R R R TR 2 00 0. B4, DNS FHZ538ATHE “C6H” SORMR, s s A
TE. RN ENL DNS BoiE 8 7 VE7E SMTP 215 2 5t RIGE R A AT 26, FEA5R
712K T 1 R R R N 7 4R R A 2L

W B AL N E) DNS B0 EE R FHL R IEE . HIGIETE SMTP &2 BT, R4
AT XX DNS 25y, FREEAE G EAL IP ik (RIS A %t . X DNS B A: W%
FEHLA TP Huhik ) /2 1] DNS (PTR) &), ZJ5 &%) PTR i 45 R IE[ DNS (A) &if]. A5,
WEKBRE A BRNEREHS PTR &4 RIGH . W% PTR 8¢ A &M, sigs BAILHS,
RGN TP bl R UCES HAT 092 H, I H R N A AR I AE

R BIE B R AN 3 9 BL R 2650 -

o EFFHL PTR ILHKAE DNS HFALETE,

o JEZFEHIPTRICT A A H T Ik I DNS e 1) 25 U

o ERF N M DNS £ i) (PTR) ANULHL IE 7] DNS £ (A).

I RAENA “#EER TN DNS BAE” W&, WU REIGUEM R4 NI E1T N GESFEH
SUSPECTLIST &4 N4 FR il 5K B AR L I00E 1 KA NIHsEE (58 7-29 1) ) &

A CAPEAR AT R AT NA R A N ALV E A | I 0L DNS B0iE s H2, 3 e R N3 m AL
DNS 3l 3 B B L% 4 GAREIAERIR AN o X R KB A5 LA A A AN 75 22
HEPE . DAL, USR] T30 248 sOBR 1 A N s P N LR s X 28 i B . 940, 72 WHITELIST
RAFNH TG ENL DNS B0 IE =R K H AR L0 IE 1) A A N IR 3815 5 2K | WHITELIST o
G R NHIHBAE AR R RO AL B CRLARGETT S B SR M/ s A A o S R BRI 55, B AR Bk T 1
PRI K ED -
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W BELeEA

ZHABEHE: EEAHA

A B R A NBAE, (E3 R NI 4453 DNS BiF. (S8R NGRS el it e 45
FRAIE NI DNS FEEH A B MX i85%? ) WHRZRTE DNS w7 1 I8 i 38 31 1lfs i 5% 26 1
B UER B DNS IR 45 s defs, W TCiE ATk, 55— Th, S 25l &k sk i IR (B B A 1) “dA
A7 IRAS, MHSARAELE . BIGIESE SMTP iR & 4E, M FHL DNS BiEfE S i F iR 2 fi R
- B E M TR SMTP ARG 2510 1P Hidik,

ENVELN: AsyncOS X & 4 A bk kAT MX 18R &) . SR)5, AsyncOS #R#E MX ic 3% 7 i) )
SERPAT A ICFEAE M. W DNS RS AR “NXDOMAIN” (B EAid%) . AsyncOS 22
I ARG, X ET “HEAGFENEEREN" 25, NXDOMAIN A] §8 5 R 4 FR
i 55 28 A R BE IR AT A 32 B A8 R IR 55 2%

{H2, W DNS R4k H “SERVFAIL”, M IAZN  “ HIZTE M G B RN .
SERVFAIL EWRE I AEAE, {2 DNS 782 )10 3% J7 7 47 725 I I ) 75

B SRR A 2 36 3 B A ) FE AR AR VR R A N F HR 2 D& MAIL FROM 5 B (TEfEH KA
O, DMESR B ESZ R ERIEN R NI E SR 402 . X Res SRS, FoAKIER
MAIL FROM Hbhik i 38 [a] B4 o i iz o A8 G B R E NBRAE, PlK i 25 1 B 4 46 MAIL
FROM iU IER (EASAZS) [

Xt T AR S, TR
o JAM{EE RN DNS Kl

o AN IEFMIEE R NIRAEE 2 X SMTP ACRLFIm R ., W B A TiEH %4 A\ DNS 4
WE, DS 2O IE A A5 B A NS Bk .

o NTIEMRATIOE B R A NSRS .

e A DNS HAFTE G B R A NIBER AL B 2 SO R,

A LU B A NS AE 5 A R A7 0 1 5 Fo 1 B 46 FLs A I s b bk 2 % (U5 210 A N 56 IE

BIANE (55 7-27 TO) ) o W] PAMSL T8 B A 4 NG B H &K E NIRIERI 4h 2% . Kk, fildn, 75K

Ja G B R A NI B8 B8 R ATY T 38 4 7E 5 A0 36 48 e R kb ik Bk . B DLAR R e R E N

s ok O R A S, B ok e N 2 R AT G U

AR Ay BER MR A S B TC IR0 E R A N, B 2 f AT R DR 5 b J R 75 S 52 R R A IRAE R K

RIS B, FEAERTE SRR MR AEES v] LLUE T DNS & ) HE 1T 36 AF - I DNS AR 45 28 ) @

AJ BE 2 BH X R AR N HEAT BAIE

R PECR ARG 1) A N BT, £E SMTP £ i 1 [a) 17 A FH 44 N 56 1F 451 &1 3 A s 424

LRSS B & N DNS BiE % B s B A N2, flhn, v LSz AR # ok 5 T £ DNS

ANAFAET AR IR () R IE TR o 25228 fa, KA o] B 5 S SMTP AR Al 45 4

MAIL FROM #& XA IERf T HE A o X 7E SMTP 2 1 B 18] & A= o

A LLi#EI GUI B CLI (1listenerconfig -> edit -> hostaccess -> <#ZZ#E>) 1M SIS 15 B
PR R AT AT IR A3 SR B S A4S B K A N DNS Bl CRLFE I 72D o

HXEE
o ERAMIEL BRINIARS AN IER A MAIL FROM (28 7-27 1)

o HEX SMTP ACHL AN (55 7-27 1)
o R NIAEFI AR (58 7-27 T1)
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wirzueA B

ERoiE . BOAEAFE A IERERY MAIL FROM
B B S B kA NS E B ZE T R 1 SMTP #bhik i fr ik i A 22 1F 3403 & “BE
W o LB R — ZH i SMTP HuhbRATE I ), MZ T A2 7 B BRSO BB A B .
XEeThEeAH BHE R .

B 1E X SMTP {58 #0052

LA S R AT N A LR KR . £ DNS "SR RS B 5 AF N UL K ek id DNS 2 if) fif
ﬁ(m&%%%T ECRMISE) MEHA M NTRE SMTP ACAD AT S B o

fE SMTP Wi i, A LA &8 5 sEnvelopeSender, F:AJ BA™ @RI H & SR NI 1AE 3 Kk A
NI

S AR G5 RRRAR), WA R — MmOl EARBH RS DL, IRV
FHP AT RE A SR A RAREE BRI SXX B0 4XX A .

& AEHERIS R

RAFNIEAEB SR AEFE SMTP 216 HA 84 B 34 7o 1 B 44 i 3k sk i 7 S 44F bk (9 31 % o 3] BA
B L (AR S AT IE R SMTP RIS AIFE L B . 5 & % & Raef — MR ANBRIERSNR, FEHE
S AR MR SR o

RAF NBRAE5 403 AT LAFH 51 H 40 245 0S4 P B S P 3 L A = A P 3l s A st k45 2
# 30 IEHA ) MAIL FROM presewhitehouse.gov A] BAZE R E NIRIEB AN L4, 5 H HsheidE
4, BT LB E B SR, G s E iR . X ST R R AN IR 3R (RAT) AT
fEEfE N (SMTP RCPT TO fin %) AbFE,

KA NGB AT AE GUI HRiEE “ B4 #E 7 (Mail Policies) > “#14M3R” (Exception Table) T [
(jf CLI ‘:P@L exceptionconfig np/?\) ;E)(, 5*}:1531 GUI (%ﬁlﬂm)&ﬂﬂﬂ#%ﬁﬂﬂ
ACCEPTED HIS {43 5K & K18 BR 2 BG AR ) RAF N (56 7-31 50 ) 8L CLI (3£ % Cisco AsyncOS
CLI Z2F/5) %KW JE H .

KA NIRAEGI SR (2% H R BUR iR

& 7-4 IS ESE

Exception Table

Find Domain Exception
Search for Email Address: ﬂ I

Domain Exception Table

Add Domain Exception... |

Order | Exception Behavior | SMTP Response Delete
1 pres@whitehouse.gov Allow N/A i

B RAE B IR FIVEAE S, 78S BRI &2 RIS bk R A3 36 0E 00 Hh kB R 28 08 E
KN (573200
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W BELeEA

STHE L ATRAE - 19 B 1

AR OR S S LA B A NS UE ) SRR 1

TR, e EHLA A ANIGUER, K E A DNS 25 5 H AN UG L 3% £ 3 WL IEAKs 58
T SUSPECTLIST &4t A4 A1 THROTTLED M4 5 55 08 33 47 BE 1) o

B G B ) & A4 N4 (UNVERIFIED) 15T ) B4 28 % (THROTTLEMORE). SR H A U6 UE B & 32
FEHUAIHB R AE SMTP 245 2 BB  (ff | UNVERIFIED & £ A 2 A1 7= 4% 1)
THROTTLEMORE H {437 5508

A ACCEPTED WISt s & J3 F 145 = & A NBIE
K 7-9 BoR 70T e R A N BIE A B
# 79 BHUNBIE: BNGIRE

kAR RER as
£ SMTP £1E 2 Hi:

ARIGIE THROTTLEMORE | #Z#: E#L PTR 1% 7E DNS FARTETE .

SUSPECTLIST | THROTTLED 3 F ML A DNS £ if) (PTR) ASULEC IE [ DNS 1) (A).
SMTP < i 18] B915 & KA NIGALE
- ¥ AN IE#A ) MAIL FROM:

ACCEPTED - {5 $ KA ALE DNS ATELE .

- {EE %A N DNS TCEMT

HEEE

o i SUSPECTLIST & {1 NALBR >k B AR ZWE ) A NI 5 7-29 50

o RPARZIGE R AT N St 5 A R IR B (3R 7-30 T

o JE B LAE F ACCEPTED B4t S i A ik BIR &30 UF I AN (B8 7-31 TD)
o ARAE R AT N A otk AR AR B8 AE R R R AR S SRR R RN (B 7-32 T
o TERMNIAEGSbFR PR bE (5 7-32 TO
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wirzueA B

{s£FH SUSPECTLIST % {4+ A4H BRIk B AR L WIER & AR ER 1

LE 1
B 2

HE] 3

SR 4
$E S5

BIESTR

IR R MR S5 8% (Mail Policies) > HAT iR (HAT Overview).
s RAE N SR A R SUSPECTLIST .

& 75 HAT #5578
HAT Overview

Find Senders

Find Senders that Contain this Text: I

ELU TR T Y (R N IncomingMail (172.19.0.86:25) (%

SenderBase™ Reputation Score ﬂ
Order | Sender Group 0 -8 5 4 2 ] 7 4 B 2 +10 | Mail Flow Policy Delete
1 WHITELIST TRUSTED ﬁ
2 BLACKLIST —— BELOCKED ﬁ
3 _— THROTTLED o}
4 UNKNOWNLIST —— ACCEPTED ﬁ
ALL ACCEPTED
Edit Order... Export HAT...

A gREi& E (Edit Settings).

Z 7-6 EPEANLH: SUSPECTLIST: 453138

Sender Group Settings

Comment: ISuspicious senders are throttled
Paolicy: | | THROTTLED v
SBRS (Optional): | [-4.0 to I-]__U
E

Include SBRS Scores of "None”

Recommended for suspected senders only.

DNS Lists (Optional): H [
Connecting Host DNS Verification: | 7] connecting host PTR record does not exist in DNS.

[] Connecting host FTR record lockup fails due to temporary DNS failure.

i¥! Connecting host reverse DNS lookup (PTR) does not match the forward
DNS lookup (A).

[ Carcel |
MFIFE 1%k THROTTLED 56 HK .

#Erp “#EERFENL DNS BIE” (Connecting Host DNS Verification) N “#E#: E MLz 17 DNS &if]
(PTR) AULHLIE W] DNS #f (A)” (Connecting host reverse DNS lookup (PTR) does not match the
forward DNS lookup (A)) EiEAE.

PRI .

WAE, H %A DNS &) R ) & 4 OB TTEE SUSPECTLIST &4 N4, IR ® R B
THROTTLED H£F 3% 50 A BRI A .
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W BELeEA

~

#F R LUEd CLI B E E ML DNS $GHE. A XFE4ER, ES B CLI J5 H N DNS KF 8
7 35 7).

R ZIIERY 4 4 A SEite B P AR RO PR $I B
RIESR

BT QBRI RS A, H 44~ THROTTLEMORE ) 3 4 B 5k s i PR 15 .
a. fE “HPM-95EmE” (Mail Flow Policies) W ifi b, 7% nEm (Add Policy).
b. HIAMBAFT RIS HR, SRIEER “H%2” (Accept) fE N “HEHATN” (Connection

Behavior),
c. [ic B SN DLRR il 1F o
d. R HHIAFEL.

B2 AQE-NEHRRMEANA GFFAR, H4 N UNVERIFIED) 4% H i & N E
THROTTLEMORE 35 B :

a. & “HAT MEi&” (HAT Overview) WL I, fSEH@MAMHA4A (Add Sender Group).

& 77 FWEHALE: THROTTLEMORE

Add Sender Group to IncomingMail (192.168.0.1:25)

Sender Group Settings

Name: | [UNVERIFIED

Order:

Comment: |Thr0tt|e when host record is not in DNS

Palicy: | THROTTLEMORE b |

SBRS (Optional): to I
Include SBRS Scores of "None”

Recommended for suspected senders only.

DNS Lists (Optional): H [

Connecting Host DNS Verification: Connecting host PTR record does not exist in DNS.
[] Connecting host FTR record lockup fails due to temporary DNS failure.

[] cConnecting host reverse DNS lookup (PTR) does not match the forward
DNS lookup (A).

Submit and Add Senders ==
b. MFFEF %k THROTTLEMORE #5#% .

c. M “EHEHL DNS KALE” (Connecting Host DNS Verification) I “ZE#E#HL PTR i x%7E
DNS I ARfF1E” (Connecting host PTR record does not exist in DNS) & % HE .

d. FRIFINE L.
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& 7-8 HAT#ER
HAT Overview

Find Senders

Find Senders that Contain this Text: I
_Add Sender Group... | _Import HAT... |
SenderBase™ Reputation Score ﬂ
Order | Sender Group 0 -8 5 4 2 ] 7 4 B 2 +10 | Mail Flow Policy Delete
1 WHITELIST TRUSTED ﬁ
2 BLACKLIST —— BELOCKED ﬁ
3 SUSPECTLIST — THROTTLED ﬁ
4 UNVERIFIED THROTTLEMORE ﬁ
5 UNKNOWNLIST —— ACCEPTED ﬁ
ALL ACCEPTED
Edit Order... Export HAT...

ey: [ Custom ][ Bt ]

B SCERfFAfsE A ACCEPTED HR {437t SRS & X BIAR ZIIERI & A

HE1
LH 2
$E 3

$E] 4
TS5
$E6
T 7

BRIELSR

MR IR R MR A S MG (Mail Policies) > BRI 5588 (Mail Flow Policies).
fE “HBLEIIRNE”  (Mail Flow Policies) T [, £iidi ACCEPTED M1 Fit 5Rmg .
A 2 23 WIS A I SRS P JEG 356 -

& 7-9 ACCEPTED BStEREREISEI L A DNS BHFi2 &

Envelope Sender | O use Default (off) % on O off
DNS Verification:

Malformed Envelope Senders:

SMTP Code: |[553

SMTP Text: |#5.5.4 Domain required for sender address

Envelope Senders whose domain does not resolve:

SMTP Code: [451

SMTP Text: I#4.1..3 Domain of sender address «$Envelo

Envelope Senders whose domain does not exist:

SMTP Code: |[553

SMTP Text: I#S.]..S Domain of sender address «$Envelo

Use Exception Table: | O use Default (0ff) @ on O off

HFE SR A (On) bl fRia 5 J5 A5 3 K 4\ DNS 4810F

W] LLE S 52 L SMTP QRS R i .

Wi “fE RIS R 7 (Use Domain Exception Table) &4 )5 i (On) & ja H 151 7% .
PEAC H N 2
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W BELeEA

WRE & ARVEREF Al M & A SR IERI IV S HERR R 2 I IER & 1 A

B} 2

$E 3

LH 4
i

BIESTR

VR e PR R4 SR (Mail Policies) > |4F3% (Exception Table).

N
BB O PINRBERNHRBIBH T MBS (Use Exception Table) [ AT A BB 3 S0 o

. “HREESEES”  (Mail Policies) > “f5l#M3” (Exception Table) W F, MAdi@insislsh (Add

Domain Exception).

S NHRAE ok . AT D% N € Hulik (pres@whitehouse.gov). A FK (user@). 3, (@example.com B,
@.example.com) B{E A H SR A 1P bkl (user@[192.168.23.1]),

858 A2 FOVFIE AR LR F L IS4 o WORAEZEHEAF, 38 w] LR E SMTP AR A [ 5E SO M o
R VNI

FERFANEIEGISh R PR R Mt

2

B} 2

BIESTR

& “H4hR” (Exception Table) UL ) “ A & Ah NIEUERI 4L (Find Domain Exception) 843 1
N MR PE I .

A Find.

& 7-10 PSP FEFHEF B 5% E

Exception Table

Find Domain Exception

Search for Email Address: ﬂ Imjones@par‘tner.com

Domain Exception Table

Add Domain Exception...

Order | Exception Behavior | SMTF Response Delete
1 pres@whitehouse.gov Reject 553, Envelope sender <$EnvelopeSender= rej... jm}
2 @partner.com Allow N/A i}

Il Cisco Async0S 9.1 /358 GERTHIE)
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W R S R AR 2% HULRS, M2 Bonss—NILE % H -

& 7-11 FYH BlShFe a9 LR 55 H

Exception Table

Find Domain Exception

Search for Email Address: ﬂ Imjones@par‘tner.com

Domain Exceptions Matching "mjones@partner.com”

Show All Domain Exceptions

Order | Exception Behavior | SMTP Response Delete
2 @partner.com Allow N/A i}

AR ERZWIER & ARV ER NI E
EARE TR AT R, 7R & 006 T .
WV, TR DNS HISGH BB AR A SR 0 T

HXEFR
o ik BA A IER K MAIL FROM & A4E AN Hu bkt fis 4 (55 7-33 70D

o NAAF NIGAE AL b HE R 0 bk AR WEAE - (B 7-34 50

£ZFEABHATIERHA MAIL FROM % 4 A ik 3wt b 44

JR4& N THROTTLED R & MK 2% DNS AH % B 2 5 e, H A7 DL A IE 6 7Y
MAIL FROM # & .

BIESTR

F®1 IS5 RAT Telnet 215
H® 2 I SMTP 74 K% G AAIEH MAIL FROM CRUULT RGN <8857 bt ins:.

~

SER AL BT B G T R 7 R 10 RS R 0 VRS B o R T M
hefebr GEZ “BCE R DRI 7 —55) , WA RETCIR I . A& ARk D ik
IS AN TR R
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W BELeEA

$5 3

BUE BSR4

# telnet IP address_of Email_Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin

553 #5.5.4 Domain required for sender address

VR, SMTP ACAG AN B 2 % 5 THROTTLED {37 565 B& (S & A N 560 0F 15 B I B (K AR A
Wi %

ME 1 AT IERL A HEBR B S £ 5 B 4

$E1
$E 2
$E3
$E] 4
$E]S

FERAVKR B R AT NIRUE B S8 51 e b ik ) B AN 3205 B A NIRRT 2, 53T EAR
#eff.

BRIEPE

’[%U\Tﬂﬂﬁk%imﬂﬁﬁ “fl’ﬁﬁ” ﬁ‘jﬂﬁ/‘ﬂﬂ&l‘ﬁ admin@zzzaaazzz.com
TN e

HH 5 E &K Telnet 21

{5} SMTP iy & MIEAE KA NS0 UE 5 7132 A 4 A\ (R A Hi diE (admin @zzzaaazzz.com) I M HT A o
B U LA 2 5 Ok 2 .

# telnet IP address_of Email_Security Appliance port
220 hostname ESMTP

helo example.com

250 hostname

mail from: admin@zzzaaazzz.com

250 sender <admin@zzzaaazzz.com> ok

RN AE NBSAEGI Sh & RS BRaz i A bk, R B2 N B R pda 2, DONE 3R AEA
IR 7> AR 4 d DNS B0l
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ZEANEIERBEFIRR
LAF H &4 B R U A NI IE e 45 R s il .
HxXE&E
o BEHERMNBAE (55 7-35 50
EHZH AWIE
ANE G E A Nk

Thu Aug 10 10:14:10 2006 Info: ICID 3248 Address: <user> sender rejected, envelope
sender domain missing

WAL E (NXDOMAIN):

Wed Aug 9 15:39:47 2006 Info: ICID 1424 Address: <user@domain.com> sender rejected,
envelope sender domain does not exist

A e HTIH (SERVFAIL):

Wed Aug 9 15:44:27 2006 Info: ICID 1425 Address: <user@domain.com> sender rejected,
envelope sender domain could not be resolved

i#id CLI /5 A =4/l DNS 38

A CLI 8 FHEHL DNS 369F, /¥ 1istenerconfig > edit > hostaccess. B ATEAEER.,
W62 Cisco AsyncOS CLI ZF 151

F 7-10 B T RIGUE R AF NRISERIFSS B FT CLI % &
## 7-10 XN LH R ERIXT G CLI {6

HEEFEEH DNS 8HiE M CLIEE

HEH TN PTR 1L KTE DNS HFALEAE nx.domain

R FHIPTRIC S A 75 T s B DNS i b iy 26 e . serv.fail
HEEHL ) DNS A4 (PTR) 5 IE 7 DNS #4k (A) AL not.double.verified
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%8$
5T 2 R A M B R 1

o JETULHR A BERE 7 SR 4 EENEA (58 8-1 T
o Uitk NV I 2 (RAT) Bk (%5 8-2 1)

e A RAT (45 8-2 Hi)

o JRARERIN RAT 46 H (35 8-2 )

o MFAF (5 8-3 7D

BT W A S s FE 4a i I A

AsyncOS i Fl B4 2 I R2 P WP E AU IR 3% (RAT) 87 BEAT XU N I 422 52 ANFE 4 354 .
WA N Mk A4 -

o I
o B
o HBAFHHELA

BRI ARYE R G E R A e EECE B A AR REREGAMED B RE T
E B ST AR 5 75 AR 58 S S IR B R AR M IR bk o T e A I I R S MR A 3
W2 RAT P HEAERT IO 2% H

BRiINKH  “Pra HARIPEN” (All Other Recipients) K5 245K FH i W E N BIREAE,  FEAT ] 4 4k
WU AR PP 3 it . B 5L e SO R S MR LS AR I MR . B, SRR DU SO i 2 BE
ZaWRLER € HY 7 BB . AsyncOS SCREF A ISR A5 1) 3% (RAT) 5 ST 52 R A i R Ry S
M.

TR e 75 2L B AT RE PP R 2 N AR . i, dn SR A 4 23 3
currentcompanyname.com, ﬁﬁéﬂéﬂﬁf B A oldcompanyname.com, ﬁlz/éxf’éiﬂ Bl?%%ﬂ%ﬁ
currentcompanyname.com il oldcompanyname.com ﬁﬂﬁ/[\iﬂi ] EEIWFO Eﬁ%#]‘%ﬁ,?, V5 1E A i
FEFF I RAT s I g A A i 3 o

GERL, W DhREATR — N 2 55 — Mg 152 “ B BB AL A ThRE” FA9H
“ERBUE DIRE” W )
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W Akl (RAT) BER

W Ai7iE) 3R (RAT) #ik

WAt NV i) 2 58 SCA FEATT FE P 52 ISR N o IR F1 3 28 /b W 4 0 bk DL R #5252 38 F 4R 2 e b

“UYLt N7 M2 (Recipient Access Table, RAT) WU #|H T RAT s H, HAaHEx% T
BRIANHRAE, DLAORH R AACE NS LDAP #:32 A if] .

i7ia] RAT

HB 1 RIS E BRI (Mail Policies) > W A1 /% (Recipient Access Table, RAT).

CLI

B 1 ’Tﬁﬁﬁ listenerconfig ﬁ‘ﬁé\ﬂl edit > rcptaccess > new %ﬁfé\o

“WAERAIA RAT 55 H

BT
o« REAIITRIT.

o AR S ET, IR SAETLIRM QIR 70 2. PR Ak CAINARY “ A arhgr”
B “EET77 R 4K R RRVEER =7 WS R k) SMTP BB AR 55 &5 o T I Ak RT A0 B I AR A M
F P i Rk A, BT S ) A ARG E A% 3l i 5 R I O ik R B B RS . BRIATS
DU, RAT R AEZEFA WA, Bib U IFsh 4k .

o VEE, AREMER RAT sPIBRINEH
EFF

PB1 ARKRSEMB USRS (Mail Policies) > “Wtff N3 ” (Recipient Access Table, RAT).
$7 2 pURFrE AN (Al Other Recipients).
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| $£3%F ETHIARWHEABIHETRIERIER

s Fn A

fil ) RAT 1 2G2S () 45K

grmps A

R “HEf4 560~ (Mail Policies) > “Utfh AVilM1ZR” (Recipient Access Table, RAT) T [ fic & & &

AL A B2 M3 A B AS A R RS 5 P . FEUR T, S8 0T LT R AT 5
o WNIN. MERLALAB S RAT H1%% H

o KK HMIMT.

o ¥ RAT % H 3 H B30 A

o MICATMHFANRAT %6 H. NXAXHEFAFERBESHARHE.

X EHR

o NI FLEAZ HBAESRAT P (58 8-3 T

o HUPTHESICAR AT IR R AN Y (5 8-5 5D
o Rl ANV RS ANAR SR (5 8-5 1)

o MAMBIAEF AN AT IR (2R 8-6 U

IR EES M AR IE N P

$E1
$E 2
$E3
$E 4
$E]S
$E6
TBE 7
$E 8

$H9
S8 10

BRIELSR

IR MR “HBLFSERE” (Mail Policies) > “UWff N7 M3 ” (Recipient Access Table, RAT) T .

E “MiFFEFFHER 7 (Overview for Listener) B, 1% 5 5 2 48 1 0T T A2 7
MATEIYAEN (Add Recipient).

% H T -

NS N Mk

prik £ g LG L YN

(A kit Nseid LDAP #:52 & if) .

(AL X2k B AR B € L SMTP Wi .

a. X “HE X SMTP " (Custom SMTP Response) &£ “/&” (Yes).

b. fit A SMTP Wi RiARRDAISCA . K¢ SMTP i N i 2 Wit A RCPT TO i 4.
(RJik) Xb “ZRikizikdzEs]” (Bypass Receiving Control) i£#F “J2” (Yes) PA%E
FEAZ H BN

X EHR

o JE XMW AHNE (B 8-4 T

o XREEWE ASeT LDAP 52 E il (58 8-4 TD)
o NHFENIE AGEIL RS (58 8-5 71D

.
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N gnEs

B X Wt Atk

#ix

RAT o€ SC— P AN 4liierE Ao rTELE A Se i ik . 38, 73k F P 44 B0 TP MLk
5 S

[IPva 3t3iH] FHURIRR E HIE R P 4 fie (IPv4) Hidik. VR, TP Huhk s 2
FE “117 F/P.

[IPv6 Hb31F] TN E BB B LSS 6 iR (IPv6) Hhihik. VEE, 1P Huhik 2443
FE “117 FHRF.

division.example.com %éﬁ@%f@zfé .

.partialhost “partialhost” 35 (1) T A % 5 .

user@domain SEEE MR A Al

user@ 155 H 8 & H P 44 I T A 0 5o

user@[/P_address] I FH55E 1Pv4 B IPve Ml % . 1 EE, TP bk JiE 7
“nT FRFY.
HE, “userelP_address” (AETESFER) ALK, Uk
PG EEZOEAMEE R, RESHNEES, XulgEsismik
f NAE RAT LR .

£ GUI RS W E 7 IR 4 b, BEAEE AVT R R i GEZRE 3 2. mMg 8
3-16 71 ), W BERE EH EEININ— MG E TEEIZ H . B, R AR example net, AIHE
l{‘?‘ﬁ;%ﬁi‘iﬁ)\ .example.neto %:A% H ﬂaﬁf%ﬁﬁf{fﬁf example.net ?iﬁiﬁ’ﬁﬂiﬂ#ﬁq&#}uﬁ l“ﬂ%
EPY?EEEBID?O /f%‘f; E RAT EF‘&TE‘I'_E' .example.com ﬂ%%ﬁlﬁ% .example.com ﬁﬁ‘ﬁ%ﬁyﬂ/ﬂﬂﬂﬁ
fH, AB A2 RIE R R AT IR AR b S N (BT joe @example.com) FFTHIE A o

T EW A ST LDAP 12 Eif]

WG E LDAP #5285, 80 ey B0 S Lb il NSt 22 Al i SRR USRS N (4
ﬁl] customercare@example. com) E/‘J EHB'T’:F’ 151:%%@%55{*& LDAP ﬁl@ﬂ%%tp%ﬁﬁﬁEzﬁFM,
IR n e AR A H .

W SR WA N HERC B O AE LDAP #5252 B ) Z B2 TAEBANSIES (5, A5 S0 44 Btk ke
), WESHMIEA ST LDAP #2& M. Flul, FHANEEE customercareeexample. com Ml
BT & pobeexample.com Ml sue@example.como U1 XT customercare@example.com it B e LDAP 42
Z, PATHEHNA )G, LDAP #ZE A5 bobeexample.com Ml sue@example.com A %o

FLE GUI Fl B %6 LDAP #:5%2, 1S 1ERINEidm i RAT 4 B, JEPext lief A GRid LDAP £
27 # (Bypass LDAP Accept Queries for this Recipient).

Eﬁﬂ CLI EBE?%JSE LDAP @%El@, ﬁ'szf;'ffﬂﬂ listenerconfig -> edit -> rcptaccess nAp/?\i
NS NI BAF i) J 5] 2% yes:

=

Would you like to bypass LDAP ACCEPT for this entry? [Y]> &

c0S 9.1 AAFsEE GERTEH)

Jll_ Cisco Asyn


mailto:user@domain
mailto:user@[IP_address]
mailto:user@[IP_address]

| $£3%F ETHIARWHEABIHETRIERIER

grmps A

R, BE RAT % Hged LDAP #5221, RAT 2k H W7 2 52/ Nk I ULES . RAT 244
W N ik b5 55— 250 2 2R RAT 26 HULIC. 90, #8F RAT % H postmaster @ironport.com Fl
ironport.com. &AL E postmaster@ironport.com 4% H 481d LDAP #:52 &f], # ironport.com f) % H i
BN ACCEPT. 4183 K% % postmaster @ironport.com [ HELERT, R 4524 postmaster @ironport.com
[12% B 7E ironport.com 2% H HI [ I 4 2 K LS4 LDAP #:5% 2&if). WIS ironport.com [1) % H 7E
postmaster@ironport.com 25 H fI T, RAT &k Atk 5 k4% H ULEE, FF5H ACCEPT #:1E.

X E WU AR BRI

ST E, AT LR B N Seid e R 5 b s B i B il L

U A AN AR B ) S L NI, W DA Uk e . Bilan, AR 2 H - & IR BT R e BRIk
iﬂﬁiﬂ: “postmaster@domain” E@Hﬂg'ﬁ:’ Eﬂﬁ%ﬂ‘&lﬁ#/fﬁfﬂ%*EXE"J%WE%‘JEﬁﬁ%’lﬁtﬁiﬁﬁio
i € LEH A NG T 2 PP RAT A ez il ml Lk Ant i A e A 52 IR 1l 22 i
“postmasteredomain” WO NHIBEAE,  [FIF [F] — 38 o (0 3 A Se 140 N B2 PRI SR dn SR K&
B BRG], R GRS NI IS AT B as s A el T

BUET GUI 48E ol N ged S iz, RN mH# RAT 26 HI X “gead falioiz i)~
(Bypass Receiving Contro) & Bik# “2&” (Yes):

%ﬁéﬁﬂ CLI TE%%%LI&’TE{:}\?“E‘@?%L&%%U, ﬁ%?‘fﬂfﬂﬂ listenerconfig > edit > rcptaccess ﬁj‘/&'\
B AN BT S BATR T @[] 2 yes:

Would you like to bypass receiving control for this entry? [N]> 7

EFTHIW A A s iRIR PR A P ROIG R

HE1
BB 2
$E] 3
$E 4
TS5

BIESTR

WRIRFALE] “HEPEHENE 7 (Mail Policies) > “WtfF A V5% ” (Recipient Access Table, RAT) L[],
£ DI FEFE#EER” (Overview for Listener) T B, % 52 4 4 A 0T W R % o

il BINFF (Edit Order).

IR 7 (Order) F1AE K 58 SO o

AT I L

R N el RS H = 5MARSC

$E1
$E 2
$E3
$E 4

$E S5

BRIELSR

IR S MR “HBLFSERE” (Mail Policies) > “UWff N7 M3 ” (Recipient Access Table, RAT) T .
£ “DiT MR ” (Overview for Listener) F B, B E 4% 5 A 0TI A2 % o

i B RAT (Export RAT).

BINFH&BERS4 .

KRR A I B B s O 1 SO 44 R

FEAT H BN 2
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N gnEs

MIMERSZ I S A 1T 18] 3%

MSCA LA G AN V5 3226 H I, B DA 2% H RSO A0 170 2 i B
BIESER

B KIKFHE] “HELEHERS 7 (Mail Policies) > “Utf A i3 ” (Recipient Access Table, RAT) T [fi.
B2 (E “DiIrFEFEMIR” (Overview for Listener) FE, EFRE 45 i f2 % .
$%® 3 55 A RAT (Import RAT).
$B| 4 NFIERP LR
AsyncOS ¥ 71| H 1% & e B H s b I B SCA S
$®|5 L Submit.
WK ERESHEE, WD HINZEMERRIA KA AT R%E .
$%® 6 0 Import.
BB AR
AIRAESCAE s . “VERE” o DL “#” TR RIATBALATERE,  AsyncOS 2 ZBEIERE. .
# File exported by the GUI at 20060530T220526

.example.com ACCEPT

ALL REJECT
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r%

{52 R B A 3 378 = SE e Hi £ SR

BRI KR T — RPN AR SR AR, W 3 B I St A 7] SR, X3k A =] 245 1)
1 g MR A4 i DA AL 2

KRN Fh0] TSRS S 5RO ThRe: A ARSI, I RS PRI E AN Py A
A FEAL LR

o IR (E59-1 T

o MR VESSIIEER  (5F 9-2 TD)

o BRI JEASALEE (28 9-4 T

o HEARRLPERS I CEF 9-9 T

o HEfFRLyEASERAE  CBE 9-44 TO

o [HEHEHE (FE 9-71 T

o fFH CLI &ML IESE (28 9-81 1D
o HBLRILUERS RG] (5 9-98 T

o MEHHATHN (FE 9-106 11)

HIAIISCFREDE RS, T LR AN E 72 A 2 PR SOMS A IS O0F S A7 1 ] AL B AR R I o IS 2oL E 4%
FHE N D A — SRS o SEAHIS A 8 23 W] AS F A P 2 v R 5 AR A R E A 1, X
Fob 7 SRt 24 7 B S . A F RS LU AR

o ERMRILUBAREOER. FIATMSCFRLUERS, T G H A0 AR AL S IR ST WIS 1 i Ak 2 P A AR R
VU o o 90 5 O U AR A WS BB P9 . A SRR S S L BB AE B RS Sk B A 1 SR
SR SRR O AR S A, R AR GRIE SRS, B IE BB R, A ORI
G, WS AL IR E R (5 9-2 T .

o KCIRARAILHESE. AsyncOS AbHEMEAFILJERSIT, AsyncOS FREMI N A . ALE T DL A AT
BAEEUR T2 MR R, HAP O i8S . AT o] 68 OB B4 Y R RO TRAL B . RIS Y
MIME %545, NN AVCEE B R BE S LRSS .. A ERE, S minahd ks
AFE (55 9-4 1) o

o ERPREIESSIN . BEASIERERSAA RN, F T E S BE S AT AT ER A B R S . T
PAFE B BRI i 2 i 8 SOX RN . A R TRAME S, TES IR IESS N (56 9-9 T .
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N gl BEmES

o R IBARIRIE. FELUESS A SAERNKR Y crue (H N ERAFHAT AR . AT DASAAT BB AE 2>
NP RAPRAE (AR, WIERBGR BIAEPED AFCVElR PRt — D A B AE e &% AF - Cnil
@ﬁﬁA%%)oﬁ%ﬁ%%%,%%%M#ﬁﬁ%ﬁﬁ(%9Mﬁ®

o FMAFREARAR LIRS o PAOOR I o 0 2 T R S o AN 2 ) SR F PR Hﬁ%ﬁ
FEIE AR IEAT o W] DR B AR (R e SO R ot A g M. (s B A s,
ﬁﬂ%ﬁ%@@%#oE@%ﬁ%@ﬁ%%ﬁ@‘ﬁiﬁ¢ﬁﬁﬁmﬁ&,%%E@%é@
EAEUMNE. ARBHAER, BRI F 9-71 10 .

o fHF CLI HHEMAITIER . CLI L S SRt e A HuC R « Blan, ErrRems 2
N BEHEF . SABCTHEAEEIERS IR, AXREMER, WES R CLI &AL jE
2O 981 T,

o ERPRUBARRH. AT B EUSL R RS R A LA R . RS R
Z MBI RS R B (5 9-98 T o

S SUR I T S

PP BB PE L 28, AT 60 8 05 7 WA 380 S A2 s X IS 42 47 T Ach 350 P02 R R0 o S 2 3 2% 0, 435 W 42 5t
T S D00 R S A i e B A

HxEm
o MR ESS N (55 9-2 1)

it
o MRAFIEESSEE (55 9-2 TD)
o B E R R BIEE (2R 9-3 1)

BRI SR RS R

IS A2 ok 9 255 0 0 ok 5 o ﬁ%hf%%mmﬁ o L B AR AND. OR 1 NOT 424 1 )
KO WM. dhAk, e n] DAE S A A R R IE

BRI e R A

IS -3t 9 4 1) ) 0F o a2 S AP P AT 45 A

BB AWK

o RAGRME, BN, ek, Mg LLAGER, FEARERARALEE, AN o VEIE I fE Sk I A s i A R 2
AbHE

o FFRZGREAE, FSLVFXTHBAT M — P b

4

AR ARRZWFIIESR AT LR RS 2 AN e ILE, BT SREEE T A
P ERAE, A IR BB o B, IF—IF St (H2, WURHEPE 54 AH R AE 2 A1
JEARULIC, IRARTIH BRI pE D, A PUTR& L IES R,
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e REnEx N

R IR RS R BEE

TP ) T RS A2
L RS A SR ULHES, AL AT 884 o WAFAE e1se TA), WUFEMBAE55 0N A ZL AL W 41 AT
else AP HIERAE

N PR AR E AR B TSR EE 5 B0 R e AR I S R b B L DR AR
M3t 4 P BT 39

AT EL:p)
expedite: i e AR
if (recv-listener == 'InboundMail’ or recv-int == 'notmain') F0 0] 5 BH

¢ BAERL

alt-src-host ('outboundl"') ;
skip-filters();
}

?% ] i A R AR UL

alt-src-host ('outbound2') ;
}

TR T DL A & R AT

AR Sl
expedite2: o JE AR A4 R
if ((not (recv-listener == 'InboundMail')) and F ) 354 BH

(not (recv-int == 'notmain’')))

{ BAERE

alt-src-host ('outbound2') ;
skip-filters();

}

AT DU — AN SOAR S A2 P 323 22 A i g s
WAZ5URE R DE A T A AL 5 AR B 51 S BOW S| S R B (0 B 515 BSOS L, i,

%éﬂtii notify ('customercare@example.com' %D notify ("customercare@example.com") f]¥§x&
ﬁﬁ%%itiﬁ notify("customercare@example.com') lxﬁ%ﬁifgﬁiggi”

DL 47 SRR I WAL NTE R UL 20, (R 28 AsyncOS (21, BN £itcers —>
detail BEITIEARIETIIUE .

Cisco Async0S 9.1 A5 GEATHEME) W



FIE (ERAGRHITIBIESSHER R |

W ppéidReEaE

BRI B A AL I

AL BRIRAF L DE AR, AsyncOS FHHHI A A AL BRI LA S AT HO 4R AR Bk T~ LR R 3R

o MRAIEIEIRIBE . HEAEL BE SRS R P LI FHES . ARFRIAFRS,  AsyncOS £ 4% R JE SR 7E
ﬂ%¢%%?ﬁﬁi4%#hﬁ% WERPAT 7 & EEAE, WA XS AP AT 3 — 2D b HE
BHREFEMER, ESHMEIEST (55 9-4 51 .

o JIZAET. X AsyncOS HEPFPAT B ERAT AT BE 2 £ Tl B4 3k 8 & 2 178 I s B 5 Sk oAb 2R
AT,  AsyncOS = AbPEAE T MEAHE L IR g A bR . A RMEAE R, 1§ S WIS
SRHAISRAE (58 9-5 T o

o ERMFHT MIME £5#4 . IR1F ) MIME S5 JE 1 WSPE A0S 0l Ay “IE3C” , WRES AL A0
IR o V2 A R D A TG B A OGS I B T ST BRI A (A B A AT R A . A R TEA
R, SRR S (5 9-5 T .

o NIENRERLENRERD. VCEIENFRXNXN, NEE “597 RICAIIERIATERE
ZATVCHC A AR AE R R B, wlEd el S, B PR ARSI . A SVELNE R,
ES AP/ RUCERE (5 9-6 T1) .

o WAL . KL IERE ) AND 3¢ OR MR SRAERS,  AsyncOS A4 5k A w4 B ()8 R
o BbAk, HER, RERSILIBMA BN BN MRR G . A, EXF AND fil OR il
KRAAR, KRB A AR RAE . A RVEAE R, SR JEZEH 11 AND
OR iR (25 9-8 1)

PSS

o MR YEREIT (2K 9-4 TO)

o MRS KA AN SRAE (55 9-5 TU)

o HBEFIESTS MBI (B8 9-5 T

o WERMFMILEEME 5 9-6 7D

o MR EERS A AND A1 OR WUk (55 9-8 1)

BB 3L i AR

ML DE 85 £ 51 R P AZUP RS, ISR T I BT o ACBRBEPRRS, R G R T
2RO et . P, W R pEas 9 O Emlfr BT 7R AERIE CIiBID , EIEES 30 A%
BB BB B ML I ERSAE SR AL E T Ll R S8 S e Il SRR
T PE AR FAE ST o B AR I HE 51

PAT IR AARAE TS, AT AT P AT E— 4R

S HBAE AT RERT & 0 — LR AR U, S8 A8 W RE 2 BT ARAT AT B RIS IS B AE ST $R A -
A PERAL T AR BIRES

BUR/ET 5/ Y

L A O WS AT e AR AE Bt g 2 U
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wehd s W

ER 15 KA F1 K1

RS SRS, S uE AR AR AFSRRAE, AR AR RS k. R
o WURAE K Z AT AL ERERAE AR N, BUAE R A A S5 S S MU AT UL A -
o WURAESKACZ AT IO BRI BR AN P I8 AT o] )5 2145 S AT VLI -

o RSB N AR SRR, AR G5 S DU KX B SR 10 (3 SRt AR
ke
AT 9 WS U 50 0 2 B 4B

R 1E 3 55 R 4 B 4

MREEVE S 2 N E R R RFC MBS Sk TH P N BN 2 3B 1 “HpeFiESC”, R
LR “ S A B A AFIRE X o H 4N pody-variable BY, attachment-variable
AT BRI e gsin, BRHE B IRIEEZ MUA EILXZENEK T, 29X 0 K0 P IR
R “IESC” R PR .

1E9% S vody-variable B, attachment-variable WAt JEAFFLI S, HEARAS Sk 5 AT AT A 25370
RMBPE E S X R N A IE ST MIME #5570 10 B B SUR A . IR SN R S5 TH AT 2 &R
CEMEAT A AR K MIME #853) $80 8 77, AsyncOS x5t B 1R 6] MIME #82 VPAt7 , #f 5 S0
AN N B R 20

W'Jilﬂ, F’E] 9-1 @%Tgiﬁ Microsoft Outlook MUA ':F'E'(]Eﬁlzﬁ:y iﬁj/@ “Document attached below.
E’z%%}é@lzﬁﬂil}ﬁ:f)@ ﬁx*ﬁ “This is a Microsoft Word document.doc” i%%ﬁff{#o Etlic‘
IRZ PR ERAF A XN (AN 35— BB R A0 SCAS . 58 iR o — > ki) SR 0 2 3 7
HEAED ,  SRME AT L 98 #5 th A ORTE “ PR G, X Ar A i) .doc SCAF#4y (RIS —
AN MIME #75) A “IE3C” #7y (S —AaiscAR ), RERYE RFCS 1521 F1 1522 £
€, WA IE XEFE i MIME #845

A 9-1 = W Bt

B Microsoft Word document attached - Message (Plain Text) |
E-_%R_eply|.;-&‘Reply!ianl_l|;‘$F0rﬂard|.j 3 | v | S K| a -~ A’|I@)!§MThisisSpam “

==
© File Edit Wiew Insert Format  Tools  Actions  Help

From: Sent:  Thu 4f22f2004 1:52 PM

Ta:
o
Subject:  Microsoft Word document attached

Attachments: @This is & Microsoft Word Document, doc (30 KB)

Document attached below.
H1 T RERHBE 8 ] 2 38 0 WA (0 22 3R i A8 o At T AR X e, EAE ] boay-variable B
attachment-variable WS IS JEAR FUN SR FUEAAT Ay, A0 B BL S0

o IRHBAFELE —ASCARER S, BIHBAF M5 kA% 302 “Content-Type: text/plain” BY,
“Content-Type: text/html” , AR &R BB M A IES . W AR RAE AR, &
TR 2 2 AW g B ) A

o MBMFIESCHR A LS SO (i, {EH wuencode HufiS I SCAT) o TEIXFMIEHL T, mit S
PR B, R BRI RS, T F6 R SR B SCAR TE S .

o FANHESURE IR AR A M. I, R zip ST RO 4500 9 B A
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W ppéidReEaE

R AP Y LB &

E{EIES

PRI ZRME A TE ST B P L R AR FUN I, W] DL E R BB B N BRI 2 AsyncOS
FAREHBAERT, &R AE MR R PR BRI UL RC . “4570 7 B . W RORIE T B NI AE, 0 IE
RIEXA RN Trueo LR LY AT L8 45 HUIN 95 52 IR E -

¢ Dbody-contains

¢ only-body-contains

e attachment-contains

e every-attachment-contains
e dictionary-match

e attachment-dictionary-match

@ﬁﬂu?‘\j drop - attachments - where - contains TST‘%{?TE‘EI%{EO

ANRE A S S BT S USCAE ARUR A N (3 8 25 R U i 5 A

HEEm

o HWHIBYE (55 9-6 T1)

o WBAFIESCRAP AR RE T (B 9-7 TD)

o Z{r/%5 H MIME #43 BBE V73 (56 9-7 T
o WNAWMAPBEES (25 9-8 T1)

B /NG EUE G BE, W AR E R true B AR UFT R /N TE G 2 -

LE (< LIEBHI> (< B>, < BRADEJIE>) ) {

BN, #485E pody-contains I IEAF MM 2T/ FIME  “ Company Confidential” PR, 15 {HH
DL i

if (body-contains ('Company Confidential',2)){

TRAF A BT IS, AsyncOS 24l JEas, FHFERUCNH BRI 1, W RER > HAHE

T DUy A ] i B A 2 B MBI RO . A R N BT RS B, S UK B
Y‘)EH gﬁo
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wehd s W

R 44 1E ST AR B B SBT3
HS A AT RE AL 2 2 N800 o DA% BRI A T S s B A v A o i 2 0 U B 48 € BB, AsyncOS i
Tk T SIS A B 4 A B A PR UL O BOR e B “1990 7 o AsyncOS KIS A B A7 &6 2 UL AC, 7
i@@ﬂ%ﬁﬁ?ﬂ I‘ﬁ”a’ 5%4FEK4¢&/%%§TE%¢%E MIME %Bﬁ (WUﬁD attachment-contains Ji/)ﬁ%%
D o B, ERE T BN 2 B body-contains ML JERS . UL H]—H IF CA& —ANULE .
BIAE & — NSRS HTBR AR o X BB EVE 40, AsyncOS & X AN TGEC SR AN, A H S35 21 B 4 75
Zadinpell s
FIFE, WREHZAMAE,  AsyncOS BB FAFIAS 70 R iF EILRE 455y Biltn, BEE T
IEEME% 3 El':] attachment-contains ﬁ/ﬁ%&%ﬂmw) @LI&@J*E@@W/[\W#E‘JEHIWF, j‘JFH/[\Bﬁ'ﬁ:
BEPIAILHEL, B2 AsyncOS %f BLHEATHIVE DY, FFiH ik 30 BIE 15 75 1 W

% &84 /% F MIME 334 B9E{EIT 5
i E R, WRFERFER A SRR R R (AR HTML) , - AsyncOS ALl E
B EIULE . MR, Ea BN ILE, R RE. 25, AsyncOS ¥ IHE S
28053 MR A FLAR 4 A A AR IS HE 85 4

flhn, BHRCE T body-contains I YEGMIN, JRREBIE BN 4. BB S LA, HTML APy
ANBEAF TR A o BB SR T

multipart/mixed
multipart/alternative
text/plain
text/html
application/octet-stream

application/octet-stream

body-contains iiﬁﬁ%%i%ﬂﬂ*%ﬁﬁiiEi?ﬁiiﬁﬂﬁ#ﬂﬁtexUplah1$Dtethnnl%%é%%?é?%ﬁﬁ%iﬁﬁtmﬂﬂ#ﬁﬁﬁﬁ
gy e SRR B B S5 IR, I NG Rk R . R OR, KA 5 RS AT 0 4 Ho
IS e 2 o B, ABRBZMB A LA 2= A UL AL :
multipart/mixed
multipart/alternative
text/plain (2 matches)
text/html (2 matches)

application/octet-stream (1 match)

application/octet-stream

K4, AsyncOS EL#R text/plain F text/html #7r IUCHC, 3 [BI1555 3, %45 70 AR IE Bl i g 3
FIU] P17 f5 /N BRI
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W ppéidReEaE

A& 1R A E I 5

A A A3 IS, AT DA RTEEEAT AL, SXRE AT DA I SR B A ) b i o i AR AT
Blhn, fEATREA EANEXIRE “CHRAT Y MOREEPREDEAS . HE, WIRURIE CRATT HARIE CIK
T A, IR SRBEARIBAE K SRS, AT REAY Ak A L A AR . DUk, T DU AN

S, IR LG VB B . R SE AR 18 P9 A A T SR g AR U B DL RS AR i, I
JERRE (X LA EL A S A 25 0 B i, BB B0 T RS DU PR B ) A 7 1] i

#* 9-1 A B

RIE/EREFRIRFF EE
5 FE AR ICFL K 51 3
ik 2
AT 1

%}ﬁt?ﬂ2§ﬁﬂ§ﬂ£§ dictionary—match.ﬁz attachment-dictionary-match EB?FiI%E%%ﬁENU%%%%ﬁ%Fﬁ
I, AsyncOS 2 ¥ AR E AL 5 #EAF & AN UL ECARE VLG U & “43 707 M. #ildn, an iR
B OCNKES FERREIE SO BL=R, AsyncOS RAERAF TN 6. W BLAR AR I B A% ) BRE 1N
6, AsyncOS Hflf th b 2 BB 7 A . 83, WOREADARIEEA S HI—X, S5 N
6, UEA5 70 b A IE 41T

34433 375 28 o ) AND %0 OR Uit

SR AE L e 28 Y AND 2 OR JUHRSRAERS,  AsyncOS ANE5F A BRI . Kk, a0
AND W) — %A False, RGA X 7 — iR . WEERE, REA MM A B0 157 55
WoRAE. A, FEXT AND Fl OR MRAER , RGia i e it AR AR IR . #dn, 78R
TiuEEET, RERMHAMELHE remote-ip WX, PKIAZMIR R EA L rept-to-group MWHAL
K (LDAP W A< 8 5 )
andTestFilter:
if (remote-ip == "192.168.100.100" AND rcpt-to-group == "GROUP")

{ ...}
T Je AT BOAS S A R, SO W I PR AN 27 A e o 4 SR A S OR DK R AT
TEMHERE 15 180 X2 W] AE 8 b s AR IR 1) g A 77 Vs
expensiveAvoid:
if (<simple tests>)

{ if (<expensive test>)

{ <action> }
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FEMME R T, W5 LE:

if (testl AND test2 AND test3) { ...}

RGN RGN FRIE A H, AT K

if ((testl AND test2) AND test3) { ...}

wehdesEan W

XEWERGENE —HFE RN (test1 aND test2) M test3 HIAS, EIEXTEE =4 AND R1{H.
W RIX = AR S AAAF, B G PAT tests, BN (test1 anp test2) HIRARFE .

BB 3L i A AL )

FEASREPE SR AA 52 SO D8 A% & F AR RN 5 8 SO P AR N, AR5 8 SR 8] crue

AL I X S AF BRAT (L DE R A

BXEE
o TUEMMNMERL (F 9-9 7D

o FUNIFRHIEMIERE A (28 9-14 T
o FHEARIRFT (Z 9-18 1D
o A I 8 A R AT i BH AN 451

WiER MR

R 9-2 LA 1 AT LAAE Bt R A% P A8 R

(%5 9-52 T

#* 92 ey

o Bk AR

EEEX subject FEE LR B — A ? ESH
Subject BN (25 9-21 T .

IESCK body-size IESCR/NREAERE—TEEN? 25 ECR
AN 5 9-24 T .

BFEEHA mail-from fg& k4 N (BJ Envelope From <MAIL

FROM>) &% 5 EHAILEL? iE2RGEE
RAENFEN (55 9-23 ) .

AhR)EHEE A |mail-from-group

fGE KM N (Bl Envelope From <MAIL
FROM>) f& 545 5E ¥ LDAP 4rh? 2[4
A s B R AN (55 9-23 50D .

3N |

sendergroup

550 R R ALV I (HAT) A B~ A A

ULEC? W2 R A NAF (5 9-23 T o
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W peedREan

# 9-2

HBHIL % 2 HI

M

L3

VihA

REAEA

rcpt-to

{Z et N (B Envelope To <RCPT TO>)
&5 e IUE? &S 5 E o A
W5 9-22 T .

ER: ropt - vo MUMIETHEMF. R —ME
2 RN, A — IR N S5 E
PERLIVLHAC, R ArRE 48 R A B 2508 4
P AT A N B BB o

R A

rcpt-to-group

fZ#HE N (BRI Envelope To <RCPT TO>)
TS EFR E 1) LDAP 4 ? 12 4 115
HsE NN (5 9-22 T

VERE: ropt - to - group MUMIZETFHRA:.
R EA Z N, RAEHA R E —
AN N AR AT SR 5 IR E R ROk A TR
WA N R

iz IP

remote-ip

MR 5ok B 546 5E 1P Hihkag IP Huhikya FEI U
FIZFEEHL? WS s 1P FUU (58 9-24 10

BElgEn

recv-int

WIS A4 A2 75 8 o 4 2 A e D H:0? 1S R
TP 2O (38 9-25 1) &

ST 2%

recv-listener

I 2 71 30 5 4 8 BT R P 4?15 2 1
BT AR P U (2R 9-25 T o

HHA

H 3

M ur i A ZERF 2 H IR R 2 g 2 2 J5 2 i
Z R BRI (25 9-25 T1) &

¥Rk

header (<string>)

MRS EEEEmEL? FRMELSTS
AR AILE ? S RELMN (58
9-26 1) .

MS

random (<integer>)

BENLEE SR —JEE N ? 1525 M random
N (% 9-26 7 .

Wtk A

rcpt-count

MK e 25 22 /DUl N2 1B S Ul k3
BN (2 9-27 T1)

kvt

addr-count ()

LNEENINE YL {6 ok

LIt JE S 5 rept - count 1 JE 25 B AOAN R 2
RAET, ERIE R SRR M IR SE L, A
RAEEWAEN . 1ES RHEETH O (B
9-27 T ,

SPF X%

spf-status

4L SPF WEIRZAS? it e 00 72 ¥
TWAFH) SPF JiE4E 5. af LU
SPF/SIDF H RUR [FHE T & AR FI#E. S
% SPF-Status ¥ (5 9-34 11)

SPF i&E it

spf-passed

1518 3d SPF/SIDF L&iiF 2 3 i 25 50 ) 44
SPF/SIDF %5 R 3&/x WA /R ME. 1ES W
SPF-Passed FA (25 9-35 T71) .
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# 9-2

HBHIL % 2 HI

wehdesEan W

M

L3

AR

S/MIME 3% B¢

smime-gateway

sk 2 75 O 45T SIMIME 2545 . s sk 25 44
FHINEE? 155 ES/MIME W& MR (5
9-36 1)

S/MIME B2
I0F

smime-gateway-verified

S/MIME W42 75 B i it 56 4E, R ek
E I A 2% FEIGAIE 2 155 [ S/IMIME X 556
WEREI (56 9-36 T1)

EfRR

image-verdict

a2 B A RE 7 BRI pE S v & A
AR EE S g R . 15 S EUE 5 b
(55 9-72 7)) &

TAEBAFIH %

workqueue-count

TAEBANATH 85 T D TIER R THREME?
S b TAEBNAITH BRI (55 9-36 1) .

IE3CHH

body-contains (< /EMZFEAF>)

IS A2 75 55 55 4 e AR QDL I (4 SCAS B4 2
AR T H L T O B ELAR E B e > T

S AL LR T MORTR PR T
TS P IR SCHAIN (5 9-28 10D

IE3CHH

only-body-contains (</FH#
Ba(>)

M IE ST 75 6 5 48 e QUL R Y SCAC?
A L 7OV BME G E 1 e A B PEAS
BEAT . WES IR (55 9-28 T .

PRERR

encrypted

MR 75 0 2 V5 2 B s A R 5
9-29 1) .

M stk &°

attachment-filename

ISP A 75 835 SO 44 45 i e A X DL T ) B
PE? WSSO 2 (36 9-30 10D &

P26 2

attachment-type

S 2 75 60 5 € MIME BB 42 5
B R SSTRIN (5 9-29 D) .

Pt s e B

attachment-filetype

HIS - 5 B 25 SO SR AR AR R S 5 e e A X
VLRSI B (CELT UNIXtile #74) 2 0
R 2L Excel 3% Word SCAY, #&IEH] DA &R
PLUR BRI RN exes .dll. .bmp.
Atiffy .pex. .gifs .jpeg. png PA M Photoshop
K.

I 5158 e 51, Al R pE Sy
AHBH M. HHBSSEE 5. #Flan,
TR exe M, TR IEE:

if (attachment-filetype == "exe")

BRFEMEE, ES RIS g4
i (F9-78 T1) .
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# 92 B HE I EA T

M

L3

AR

B MIME 2684°

attachment-mimetype

MR A 75 0 & 5 52 MIME 8RB 2 %0
M5 attachment-type R, AN Z AbTE
FiZ U 234G MIME B 4445 %2 ) MIME 2
B Can R B TR SRR, & A
R HY AR R U
) ES R s s G
9-78 T1) .

ZRIFHIBI

attachment-protected

IS R 75 35 2 RS PR IO R 2 35 2 Bl
BRI (3 9-80 D) o

KRZRIPEIBIEF

attachment-unprotected

A0 SRAT 4 5] A I B R SZ ORI,
RERY L PEFFAFREIR ] true. QRIS
Bn] DLTE A, SO AL AR 52 DR
U SR IL AR — AP SRR R AR, I 4 SO
WAL AR Z AR o

EE - IERZ R IR B 52 R i
JESFAFAM SR FARFE— KRR, wTRg
SIS L E S A 3R ] true BB, 41
U, 4 A SO RN A 52 AR R 52 R 3
ISCARRT, Wl e 2 H L AR O o

HS BRI AZ R (5 9-81 T »

P 334

attachment-contains (< /EH#
A

HIS A 2 15 A0 2 SCAR S — AN S 4R E R
VERC B AR 2 B 15 B 1 9 BRI 45 € 1Y)
/D IREL?

HEH LT vody-contains () B, H2®
2 S S A R AR B IR . ED,
REHH P A AT &R 2o 82 AT
FHR AR pE AR R (56 9-78 D .

Pt 334

attachment-binary-contains
(< IEMZEE =0>)

HIB A2 2 7 2 3 ) s 5 4 e 1 s IT I 1)
B2

ﬁtiﬂmﬂiﬁ attachment-contains () i%ﬂﬂ*ﬁ1u,
B A b B s R A

334

every-attachment-contains
(< IFZA 7>

RS A P B2 5 A 5 S e e UL e
HISCAR? ORI AAAE T P A I, $hAT Y
FAE bR R A AR
“attachment-contains ()’ %EVE%R??iEi%
AND 2%, IECABE T e 1 I
T BIE AR E BRI E

SR RE e B Z N I R T

e

attachment-size

IS A 2 75 B0 B R /INTE R — S [l N A B 2 %
FIU S vody-size UL, {H2 22358 e d
MR AR REA “IE” . WhEp, REAHH -
PN B AE BB 23 o FESAT AL A RS 2 B 2 VP
15 KN o 15 2 1 A4 41 R A2 o 98 2% 7 1]
(%5 9-78 1)) &
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155 R e 1 1028 2% SC AR {4 SRR
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wehdesEan W

Al Bk ER
NitByE dnslist (< ZHRF#>) RAE NI TP bt 2 75 BT A L B 4 R

4% | (RBL)? i
9-31 1) »

Z:[%] DNS ZIZRFM - 55

SenderBase [§&

reputation

42 KM N SenderBase {5259 ? iE%&
% SenderBase 1§ 25300 (55 9-31 7)) &

I SenderBase no-reputation H TR SenderBase {5250 21N
=% “None” . 152 [ SenderBase {52 # (8
9-31 1) &
iﬂ&h dictionary-match (<dictionary H}B{#EI%%}@@ dictiona,«y_name W;"éﬁiﬁj;ﬂi
—name>) R AT AT 1B ) Rk SNEOARE ? AR I
TONBIE TR B D IREL? 1 2 ) ] R
(59-32 1) &
P iR SR I Y attachment-dictionary-match( | [ffff & 545 dictionary_name W45 1) HiL i (14
<dictionary name>) I IENRE A ? B EHI 7 NBMETE M
/D URE? TSR SR (58 9-32 1) .
FERiF TR sul:'>j ect-dictionary-match (<di 3‘5@{%‘%%7&@@ dictionary name V\]'fﬁilﬁjjjﬂ
ctionary_nane:) o 0 FE T I R B AR A 5
M (25 9-32 1)
LEP L JuNT header-dictionary-match(<dic R FEk (AXGKNE) FEHAE
tionary_name>, <f7%>) dictionary name PN %5Vl it 7 {4 ] 1F T IE 20
BORIE? 152 5 A (28 9-32 1) .
el Uy body-dictionary-match(<dicti ﬁuﬁ%ﬁﬂﬂﬂj{ﬁ%jg&gﬂ#lchqjEQP§§§EEEB’ iid
onary_name>) I S4B (A true. I RS S TE AP Y
R MIME 73 4 RARVE, ARSI H -
ESCERE (BROABMEE R 1D BHRIE trues
VB 2 [l 1] BRI (5 9-32 50D &
fEElt Aimg  |ropt-to-dictionary-match(<di [EHUTfE N & B dictionary name P75
IR ctionary_nane>) L 0 D5 A 7 1520
FU (25 9-32 50D
EH&RMHAR#  |mail-from-dictionary-match(< EH R N B dictionary name M %5
IR aictionary namer) S (0 TE T s AR ? 1525 S
FUU (25 9-32 1)
SMTP S{AIIER) |sntp-auth-id-matches (<target |{Zdscf A B HLIERIIEAR(E Sk ik 2 75 5
Pl > [, <sieve-char>]) KA K ESAE SMTP /7 ID VUL ? 152 4
SMTP &35 Uk H -~ ULECHEI] (56 9-36 T1) .
E# true VLAC R A WA . T2 True B0 (55 9-20 T1) .
BH H 0 AL AN T 2 M/ G RL ) MIME #53
M 5] False, i [Al True. 12 [ Valid
) (56 9-21 1) .
B2%¥E signed MR 2 75 EL 2844 7 TS [ 28 44 F )
(5 9-38 71) &
FEiEH signed-certificate (<¥B> [< | MBfF2EE A B X.509 UE PR #5531t

BRAF> <ENFREAS])

ULED? 5SRO 4 UEBHIN] (25 9-39 7))
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# 9-2 HF T AT
Ry Bk BiEA
E3LES header-repeats (<H#Pr>, <BE | UNRAEL & HOR [8] P9 IR e B 2 T %)
> L <TIF=1) S HIIRAE, R crue:
o TE /NI I B 32 RS S A ) o S 2
o JE b—/NEPRIN B B [F {53 KA
HS - o
WS RERKEEHN (5941 7D .
URL Reputation url-reputation WS A4 H AT AT URL F45 2615 20 02 15 75 i 8 VS
url-no-reputation P,‘] ?
URL (PS5 B AFEAE?
B2 URL S50 (5 9-43 70 .
URL 23 url-category H A AR AT URL (1250 2 75 5 4 1€ 2
VLHC?
EZ ) URL KHIEN (5 9-43 50D .
IR BB attachment-corrupt PR R A2 15 B A SR B A 2
HZ AR IR (28 9-44 T

a. AR IEREAE R, ES R GF 9-71 50 &5
b ARAFEMIEAEL, ESH AR —H.

FR G2 5o HE N SR £ 0 AR 14 5 FH B i i 2%, BR AR R i & 1k ) A i3k — 20 Ab
HI A HAE . GES RIS JE S H/E (55 9-2 1) o ) IbAb, & 0] UK G s i F i e 2%, 3
{8 B HIEBT (AND. OR LK NOT) H-&#HM,

AR e ) IE M FRE T

SE SCHIN ) 22 A FE AR AE T L2264 2CVLAE . IE M ZRIE AT AR % o A2 WS 3k 318 s 0 o £
MIEN L, AT 2% &

# 9-3 SIS 7 IEFY FA
ENFRIER (abe) ST e ik S i A 2 R A1 S A R AR AR 2 UL S, AR Dy
T 3 8 R0 o ) D ik K5 AT ER LI
W[Jtll], Emu%lﬁﬁ Georg 5??‘?% George Of The Jungle- ?fﬁv‘l%
Georgy Porgy- ?fﬁv‘l% La Meson Georgette U\& Georg IV)JILEEBO
RRFS (+) AERITTHFTFR (S MR 5FHFHRGRILE, B8 whffs
£2S (g) TR () IR LS A (T Sk 4 TUAC

Fltn, ENRIEX ~ceorgs R G FFHFH Georg VLA,
R G kiR A g

FB, T, at FFS (@) FHF

BEFRF T D at f5 (o) MR 5 H & ILAC.
WlJtLEI, Em”%lﬁﬁ ~“George@admin$ R‘—???@% George@admin @HBO
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wehdesEan W

#* 9-3 BT g9 ERYFER =

ARFR(.)

BEA TR () BRI ERAL AT 747 CHATERAM) «

B, ENFRIER ~. . adming 5FFFH macadmin PLL 7R H
sunadmin ]EHB; 155 win32admin KIE@EO

ES (- HES

RS ) BPRNYE “E—aEANREZ AL VLA o
K&, AR SRS () B SEMTRRFES OMLSHATR) L.

flhn, IEMERIEX ~p.spipers 5 TFAIFIA FAFHILAC: Priper.

Peter Piper~ P.Piper %D Penelope Penny Pipero

R (\)

SRR TR SRR AT £ . K, A . IS A ST
RERIEILEL, P \s N5 EILF 5 FRERIELE . Fo\~ 5
RS ) T RERIAULES . Blan, 1IEMRIAR ~ik\ac . uks V5

= S5

FH ik.ac.uk ULHD.

HEEBREW: ORISR NS R RS SO 4T B, IR
FEIENIZRE AP Rk, AU A7 Rt 2k, DAELE AR AT s
SR — A “HIEM” Roptk, RJEHHAL S IENRIEX RS .
Rk, WRERES ERRGIEILE, #FERA ik ac\\ ukso

AXPERINE ((2i))

W5 (20) R EWFA ST A 80 4 LR X 45 KNS Ab . 4k
A BRTBAE X 73 R /NG ) IE 258 s T Sk 2 T BUL RS I 58 2 A X
P NUNETS

W“ZD, IE)”JJ%%JiiQ “ (?i)viagra” 5 Viagra~s vIaGrA U\& VIAGRA
NI

EERH (min, max)

IENFRIE AR R, Fom E— NSRRI EE IR

Fltn, AR “f0(2,33” 5 foo M fooo ULEL, {EAILED £o Bk
fofoo

TEA] if (header ('To') == "~.{500,}") AREH 500 B £ FHFH
“To” {Z3.

or (1) Bl “or” BHEM. WE A BRIEMNELAR, KiEX “a|s”
KL S “A” 80 “B” ILECHI T A T4 5 .
i, Rk “ foo|bar” ¥ 5 foo B bar ILHE, 5 foobar ANILAL.
=P

o fEHIIENZRE AT BRI (55 9-16 TT)

o IR ZUAE A v T

(%5 9-16 1)

o IEMIFERAMIAE ASCIL FHE (3 9-16 1)

o n I (5 9-16 1)
o X R/NE (5 9-17 1)

o FMEHERGTIESS (55 9-17 T
e PDF fIEMZKIEX (Z5 9-18 T1)
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£ A IEM|Z=Rk T g i
A DM S 2 7E AR ASCIL St BB A (B RANIESO R AR BN, BRAEmE, &
G0 CFFE DL T AT R IR ASCIL R R HUAT IEMI R IE X (regex) #%
o MBERE K
o MIME 4 S0 44 45 R
o IR IEC:
- A% MIME {53k ESC (RIL Golp o4
- BEERPREE MIME 153k, {HAE MIME #1431 1E 3
- R E)ZH 7 MIME HIE#F
- FTA UL ERTE MIME {5 3k o 2 B 4 5 (1 X6 2

ATDMEA IENERIE S (regexes) ULFECHEAF AT A 5B 20 BRIESC, EFGUCELIB . BRS04
YA, HTML. MS Word. Excel 5. W2 ZMAEEHE ¢b2312. HZ. EUC. JIS. Shift-JIS.
Big5 A} Unicode. AJ3@ I P 285 JE 2% GUI G A5 1E ) Rk S 1) m AR JE 28 B0, sl fefi A SC AR
AR AR OIS SN RS, AREAE R, WES R CLI A HEME LI (55 9-81 10D
ARCE AT N (55 9-106 T .

IENZRiA 758 A EE]

MR B LIUE — AN FFE, MAR—AETS, FEMRIERDF L RmPFS (~) 3k, LLETH
5 (s) &R

~

#F STFRILEEN, ABMEH <, RARSEE ESITE A7 R <7 FHXRRbl,
152 % Subject FU (55 9-21 11) FHIEHE Z A IRl

FAh, IR E S ) S RERAA VLS, WA ZHE IR U ek Qs A U e ldn, TR IA S
sun.conléﬁﬁzﬁfgithegodsunocommando EE@E, ﬂiIEmU%%iEii ~sun\ .com$ 5155%2?355 sun.com. EE@BO

AR R, A A IE A R 2 Python re Module ££301ENFIAR . 53¢ Python ££ 3 1E N
%ﬁﬁﬁ‘]'ﬁéﬁﬂﬁh@y l%ﬁlfﬂ Python EU!Ui%iﬁﬁ)ﬂ %IEEJJ, WHJJZ?'\] http://www.python.org/doc/howto/

IEMFRIARFIE ASCH =5 &

RS, AME G F A AR NE M.

FE X IR B B S AR RN AT BT, IR T M AR AR (K 74 (FEIEMIRIE L “\w”
FoR) SEMEA RS R IE M IR e ok — L

n
AP A == A IR Rk AT R ECIEE, AR P21 = BT ANILECI . 5 4n -
rcpt-to == "“goober@dev\\.null\\....$" (matching)
rcpt-to !'= "“goober@dev\\.null\\....$" (non-matching)
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155 R e 1 1028 2% SC AR {4 SRR

ES: PN

wehdesEan W

IEMFEE XX 3 KNS, BAERERS . Fit, R ENRAXE R foo, KAV Foo, F
§§ Fooo

AT B R AT A R AR B AN I JE RS, (B SR — DI IR 5 I CPU B . 55 /Mg ae i
FI BRI 2 2 9 2

attachment-filter: if ((recv-listener == "Inbound") AND
ceeeeeccccccccccccccccccccccccccceeeeeeecc((((attachment-filename ==

"\\.386$") OR (attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.ads"))
OR (attachment-filename == "\\.ade$")) OR (attachment-filename == "\\.adp$")) OR
(attachment-filename == "\\.asp$")) OR (attachment-filename == "\\.bas$")) OR
(attachment-filename == "\\.bat$")) OR (attachment-filename == "\\.chm$")) OR
(attachment-filename == "\\.cmd$")) OR (attachment-filename == "\\.com$")) OR
(attachment-filename == "\\.cpl$")) OR (attachment-filename == "\\.crt$")) OR
(attachment-filename == "\\.exe$")) OR (attachment-filename == "\\.hlp$")) OR
(attachment-filename == "\\.hta$")) OR (attachment-filename == "\\.inf$")) OR
(attachment-filename == "\\.ins$")) OR (attachment- filename == "\\.isp$")) OR
(attachment-filename == "\\.js$")) OR (attachment-filename == "\\.jse$")) OR
(attachment- filename == "\\.1lnk$")) OR (attachment-filename == "\\.mdbs$")) OR
(attachment-filename == "\\.mdeS$")) OR (attachment-filename == "\\.msc$")) OR
(attachment-filename == "\\.msi$")) OR (attachment-filename == "\\.msp$")) OR
(attachment-filename == "\\.mst$")) OR (attachment-filename == "\\.pcd$")) OR
(attachment-filename == "\\.pif$")) OR (attachment-filename == "\\.reg$")) OR
(attachment-filename == "\\.scr$")) OR (attachment-filename == "\\.sct$")) OR
(attachment-filename == "\\.shb$")) OR (attachment-filename == "\\.shs$")) OR
(attachment-filename == "\\.urls$")) OR (attachment-filename == "\\.vb$")) OR
(attachment-filename == "\\.vbe$")) OR (attachment-filename == "\\.vbs$")) OR
(attachment-filename == "\\.vss$")) OR (attachment-filename == "\\.vst$")) OR
(attachment-filename == "\\.vswS$")) OR (attachment-filename == "\\.ws$")) OR
(attachment-filename == "\\.wsc$")) OR (attachment-filename == "\\.wsf$")) OR
(attachment-filename == "\\.wshS$"))) { bounce(); }

TEXFIEDL R,  AsyncOS 75 2 5 2l IE Rk =051 % 30 Ik, XTI LA I recy - listener 7%
JAE)— R

B2, WERIZ T s S5 i IEds:

attachment-filter: if (recv-listener == "Inbound") AND (attachment-filename ==

"\\. (386 |exe|ad|ade|adp|asp|bas|bat|chm|cmd|com|cpl|crt|exe|hlp|hta|inf|ins|isp|js|jse|l

nk |mdb |mde |msc |msi |msp|mst |pcd|pif|reg|scr|sct|shb|shs|url|vb|vbe|vbs|vss|vst|vsw|ws|wsc
|wsf|wsh)$") {

bounce () ;

N 5 BT Z R ik, T H S SRS e A 5 o) T 4EY, PUONEERHORSHRmM T “07 ,
PHEER. 5 EAME, XNIZEEREIT CPU S .
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PDF F1ENFiEN

R4 PDF 4257750, PDF A e A & 25 4% B4t

FEXAIE DL, F940 5] B AR AR 1) T AE T

I E R A B il N R ARAT R . B0, 2 A AR B RO N A 1, PDF A
WoR K75 e B O EEXE U S 1A TE AN AT R o 22 lRs IR RIA 55 B RR 5 s (1) PDF

SCAFUCECIS, 4948 5] 3 20 B R AN A R

B, 7E PowerPoint SCAY iy NAEAN - REAAE FAS [F) AR A5 i i) o Bt 3 FH 2B B ) PDF
AERS, ARG SN B SR AATRY . % PDF 450, SIEERfE 2 i “callout” fifiL
N “callout” B¢ “callout” o 3R IENIZRIERICHH A —ANRIRES, WHEFRAZE] “callout”

FRIULAC -

BREFRT

A5 P 488 S A7 A FD S P U, T S P R e

B REARVRRF AT R R DL AR
e [EHFKS

o EHEMLSMHKS

o Gi—RAELTRSFEF (CUSIP) 45
o REMTW 2 (ABA) BIK 5 i

ARG I K0 B R E A

BRI A AL R BEARRAT, AR D8 AR N A dan N DL 9548 1E SCEP R PN A O

#* 9-4 HE LT 575 0 & BE AR IR

X§E=F EREFRINFF AR

*credit EH+*S P14, 150 LR 16 GRS .
FEE: BREFRIRAFICIEFR IR enRoute
+uk JCB k.

*aba % ERBEEL K S 1T R ABA Bk 545,

*ssn RS YU S [ A2 2 RS . *ssn B
REAR ATl IR S A R 2k . A A
H2 % A 2 DR 5

*cusip CUSIP 515 iR %] CUSIP S5,

HEEH

o FEEFRRFFIEE (FB 9-19 T
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#ix

#ix

wehdesEan W

FE U B HUIU 0 B BT ULRES A S B o X T T S ST B0 A I
B, JPRERTHG S, SRR

ID_Credit_Cards:
if (body-contains ("*credit")) {
notify("legaldept@example.com") ;

}

TR T DAAE P 7 3 U8 2 A0 A 23] P A P R REAR TR A

ABER B REARIRAT o 7 5 M N RIE B 5y — MR S M. B, B «creait| *ssn
A RETEAL -

FRATREPRD #SSN B BEFR IRFF P A B R AR, A L EDRE *ssn B REFR IRAT 5 HoAth od P8 2% AR H5 T A
o Hrp—Am RIS JERS 2 “only-body-contains” I JEKAF. XFE, R4 RE/KH
FEMB A IESC AT AT MIME #8870 #AFAER, FIEHMEA N true. HilGn, Ba] LLOIE LT i g4

SSN-nohtml: if only-body-contains("*ssn") { duplicate-quarantine("Policy");}

M e 1 B AL I 35t R A0 7 451

30 LR I i R A T S R

HXET

e True N (5 9-20 50

e Valid B0 (28 9-21 1)

e Subject B (55 9-21 T

o [EHWEAMM (5 9-22 1)

o ZHPIE I NS (B 9-22 T
o [BEKMAAIN  CEE 9-23 TO

o HPEERAMA NN (5 9-23 T
o RAFNHBM  CF 9-23 T1)

o IESTR/NEEI (3 9-24 T

o GEFEIP A (5 9-24 T

o FRWHTITRE PR (B 9-25 TO

o HRIP EEOHIN (28 9-25 O
HEARL (56 9-25 T0)
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o fESLMIM (Z9-26 T1)

e random MM (5 9-26 T1)

o USPENTFEORI (5 9-27 T

o HuBETHECHI (28 9-27 T

o IESCHEHMM (EF 9-28 T

o IECHH (F9-28 T1)

o NEATMALI  (EE 9-29 T

o PREFRAGEII (28 9-29 T

o PREFSCARAFN C5E 9-30 T

e DNS FZIFRHMN (5 9-31 7O

e SenderBase {5280 (55 9-31 T1)

o GAHLMEM] (Z59-32 1)

e SPF-Status #U (5 9-34 50

e SPF-Passed U (% 9-35 T1)

e S/MIME W SCHRBAFRN (56 9-36 T1)
o S/MIME MG IERIN (25 9-36 T1)
o TAEBANFITHEFIN (5 9-36 TO)

o SMTP & 50 iE FH - ICECEL I (28 9-36 1)
o ZZZHM (F9-38 T1)

o UAELUEBMM (5 9-39 1)

o EREEMM  CEF 9-41 1O

e URL fEZHN (5 9-43 50

e URL ZEHIF (5 9-43 5O

o AIRIIBHERIN (5 9-44 T

True AN
true KU UCHC FrA HSAE o 0 0n, T 0 K0 D0DKs B I XA A= | A 1) TP 422 1 SR A4 11 o
externalFilter:
if (true)
{

alt-src-host ('external') ;
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Valid {0

valia MR 2 FEHEPE L& AN AT AT/ JC R MIME #8733 8] false, S 23R [A] true. 140, AR AL
MBI ) i A5 AN BT 20 A (R A

not-valid-mime:
if not valid
{

drop () ;

Subject A1

subject FIIE £ 32 U Sk I 5 25 7€ 1F 0 2 3k VT A 1 s A
WJ&D’ uTﬁ%ﬁ%&%ﬂﬂ”ﬁ%i@u%ﬁlﬁ Make Money... ﬁ%ﬂ’ﬂﬁﬁﬁﬂiﬁﬁ:

scamFilter:
if (subject == '4AMake Money')
{

drop () ;

T DA 75 42 Sk MO I A ASCIIF A

ARERAESKIN, RS Sk B0 AE RS A A B AR T TR S e CnE RS ) R A S A
AR SRR M RSO o A RVER, ES WHFE ASRAL (58 9-5 50

U RAE SO A B A A Sk, DU I JE AR 2R (A true:
EmptySubject_To_filter:
if (header('Subject') != ".")OR

(header ('To') != "."){

drop () ;

#x  WIR “Subject” M “To” 5k A%, ML IESSSIRE true, WIERAEREL, FFEHZIEMA true.
AR MEAE A HRE IS S, PRSI 2 IR 1A true.
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EES LV I

rept-to MM £ R AT (5 Btk N 545w IE N R A R VCE M. fltn, DLUR S iEgs &Mk &k
IEHBE L E ERF S “scarface” BIFTE B

S
#iF  rept-to MM ENFRIEAXAX 53 A D5,
scarfaceFilter:
if (rcpt-to == 'scarface')
{
drop () ;

#&E  ropt-to MUEETHEMF. @R —AEBIEA 2 DR A — PR N S35 AU ILRS, R
FRE R E SR A N AR 4 T A WO N TR .

4B RSB AR

rept-to-group ALIME RS H I AE N JE T-45 & LDAP AL R, Flhn, LR ik 8 a8 2 M 5k ik
htJEF LDAP 40 “ExpiredAccounts” [¥THEA .

expiredFilter:
if (rcpt-to-group == 'ExpiredAccounts')
{

drop () ;

~

#E  ropt-to-group MUWEETMEAF. W —DUELEA ZAUCrE N, A —NUE NS 6 5E B AE LT
e, BIALRESE 2 B A B 28 R IA 48 P A W N
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% AHRN

mail-from AUMIEFE(E I KA N 545 € IR W Rk VL EC I A o i, DAR i yif g 2 SLEp AL ik
admin@yourdomain.conl%iﬁéﬁggﬁ¥§m5##o

~
#ZiE  mail-from MUK ENREXAX AN G, FE, CUFRBIH A S PR ET 177 .
kremFilter:
if (mail-from == '4Aadmin@yourdomain\\.com$')

{
skip-filters();

}

HrhpfEE & AR
mai1-£ron-group MU F 5B P AR T38 454 0l LADP 41 (BR7E RS e, Jff A MM

ikt ATEREE LDAP 40D MifE. filan, DLR I JEds & AL L b A ik 78 LDAP 41
“KnownSenders” A 5 BT &3 HAT ] BB A

SenderLDAPGroupFilter:
if (mail-from-group == 'KnownSenders')
{

skip-filters();

}

& ALHAN
sendergroup HEFI 8% SRS WU 2 7 EHLYT 1738 (HAT) HP UL R A A A N AL FE A o AR
R “==" (ILED = “t =" CAILED WHKE G54 ENFREX CREAMD ILE. %

i, A SRR R AT NS N B IE N ZA QUL EE, LR MRS g 25 H 2245 4B erue, FFRFIBA:
HIE B 25 RIS EHL

senderGroupFilter:
if (sendergroup == "Internal")
{

alt-mailhost (" [172.17.0.11");
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IESTR /NN

IEFE IP F

TESCR/NRARIBAE RN, ARSI . pody-size HUIIEPE IESCK/NAT 5 45 8 v AH L 1)
HEAE . filtn, DA R SRS 2B 8] ISR/ 5 MBI T A B -

BigFilter:
if (body-size > 5M)
{

bounce () ;

body-size EIEXEEfIELW<7iiﬁtEi§:

=P XFEE R
body-size < 10M d>ﬂ:
body-size <= 10M INTFEEE T
body-size > 10M j(ﬂ:
body-size >= 10M j(ﬂ:EE%%ﬂ:
body-size == 10M $UHﬂ*aﬁﬂ
body-size != 10M Z(g%%:

NI I, KN A AT U Ja SRR € -

HE BiEA

10b 10 74 (ST 10)

13k 13 T

5M 5 Ik

40G 40 TIRFT (R ERRHE& TG E 100 MB BIREAE. D

remote-ip ALK AR & 3% HELF A FE ML TP Mokt 2 75 DURCAS s #E . TP Hhbik m] LLJZ Internet P1iY
4R (TPv4) X Internet YN GO/ (IPv6) Mk, FTLAER “ KM NHIELR” HAHIREFREH
e E IP bk, sBo. sBrRS. dnslist fF S AR ICE T aLn IR

ARV ENFFS R EEIRH] 1P bk 7 7AYol A ZEENSL) o Flan, DL ERS SRR
FEFEM 10.1. 1. x FERAT IP HBHEVE NI T HEM:, HP x 4 50, s1. 524 53, 54 8 55,

notMineFilter:
if (remote-ip != '10.1.1.50-55')
{
bounce () ;

}
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T E R AL

recv-listener MUIUIEFEFE E MU FE PP IS B BIPE o (i 2 e 44 PR LA A8 458 TP 24 i TE B (1 584>
MU AR P R AR . B, DUR I JEE & S BRI R BT R /Y expedite IARATHELF

expediteFilter:
if (recv-listener == 'expedite’')
{

skip-filters();

}

U IP EOAN

recv-int FIEFEHE E £ LRI IS o 352 101 44 R Zi e 2R 48 v 24 1T IC B A AN 45 B Ak 491
an, DU BERR IR FR H 2 1 outside HIPTA LS.

outsideFilter:
if (recv-int == 'outside')
{

bounce () ;

LG
date A 20T {4 R OO INF TRD AT ] S00AG: 25 24 T (B0 A H 3. date BRI 2K i) 18] 5 €0 & MM/DD/YYYY
hh:mm:ss 1 2R VB 745 Hp AT BB RN RT3 DASE [ H S99 3Q48 52 72 R € I 18 A $04T

BfE. GER, R ZAK A 3£ E H I R s R ar e B . O DU i JE s F R ]
campaignl@yourdomain.com’?‘2003 337,ﬁ 28 E17<5F liX)QZEE%E)\EgEﬁ¥§EBﬂ#O

TimeOutFilter:
if ((date > '07/28/2003 13:00:00') and (mail-from ==

'campaignl@yourdomain\\.com'))

bounce () ;

~

#&iF AW qace M5 space HEFFIT IEBRAEZ BIR N —IK.
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random £ 7]

header () FUAS 75 B 2H 45 Sk H R BAEAELL ( “header name” ) #2352 HIRF €15 o BEFN AT L
NIEMEZER, BT supject MM, W07 DEHAE LR MIE . i i, RN
HEAE R BAE LI R B “true”, HAFUE KSR [E “false” o FlU1, LAUF B2 S AFERSE
3k x-sample, PAKAEKMERZGOEFRH “sample text” o WIRAKIILHL, BBAFHLHRA .
FooHeaderFilter:

if (header('X-Sample') == 'sample text')

{

bounce () ;

ST DA 75 45 K MO I Ak ASCIIF A

PLR 7= B e om AN 35 BB RS Sk MU o AEIX RIS DL T, WSRZ I x-peleteme 153k,  JUANHIEAF FH
SEEP

DeleteMeHeaderFilter:
if header('X-DeleteMe')
{

strip-header ('X-DeleteMe') ;

ARERAESKIN, ERAE Sk A E B AR R A B R P TR S e CInE AR ) R A A
AR JERAE R O « ARTEAE R, 1ES BIRAHE AW ATRE (56 9-5 10 .

random %ﬂﬂﬂétﬁk*’l‘ﬁ?%?iﬂ N-1 E/‘JBJEHLﬁ’ ﬁ\:q:' N %%ﬂ)ﬂﬂ)ﬁﬁ%%ﬂlﬂﬁﬁ%iﬂﬁa IE!ZEI header ()
FUN, AHU AT CAE BAC A, AT BARL “—ou” TR i . an A s BE LB AR E
B, —ICIERBHRE R erue {H. B0, DL PN P8RS SEbr BAHIR, — 2 a) 2 45 R 400 0 5
Mk A, 53— AN [A) R UL 0 S Mk B

load_balance_a:
if (random(10) < 5) {
alt-src-host('interface_a');
} else {

alt-src-host ('interface_b');
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load_balance_b:
if (random(2)) {
alt-src-host ('interface_a');
} else {

alt-src-host('interface_b');

rcpt-count ﬁﬂﬂﬂ%&ﬁﬁii body-size ﬁﬂﬂﬂ%@ﬂiﬁ@jiiﬁ, W%EB?#E@4&¢#J\§ﬁ§%£§%§§ﬁﬁiﬂi??Xﬁtto ti
A7 Lk FH P B A [ B i 25 22 A4 WO N, B0 O b 288 DR R ASA 108 35 2 368 0 A i 400 D) O
DA 7 491 368 5 A5 R 40 00X O ik 36 AT A S AR i 100 A FRTHI A2 -

large_list_filter:

if (rept-count > 100) {

alt-src-host('mass_mailing_interface');

addr-count () MRAFREIEER MR — D EREAME KT/ eh, THEAAT R ANBG IR [
AN BEREE . i JER S rept-count I JERS MM AR ZALAE T, & B R SR A2 HE 14 1E 305
%k, ARGHEWHEN. CUR R EREE NKSIZR BN “undisclosed-recipients” 7l 44 (1) id
JEZ LI
count: if (addr-count("To", "Cc") > 30) {

strip-header ("To") ;

strip-header ("Cc") ;

insert-header ("To", "undisclosed-recipients");

}
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IESCHEE AL
body-contains () AL FIFEAE NIEH S AT A B AE, 8 R 2 EAAEMN S E0E R E R, X
A FEAL LIRS ML BEMT 2 . body-contains () FNATATZATICHS . W 7E “HH#E4T AN (Scan
Behavior ) T B{7E CLI H i | scanconfig iy 2 MEXUITFEIZ 8, € SCHAR N Z 47 oA T 37 6 4k
MIME 8%, #36 0] DLFS 2 399575 Y true {8 75 B33 51 42 46 31 (1) 5 /N ICRC 3L
BRINBER T, REHFEE W, B MIME 2558 video/*. audio/*s image/* M2 4. &
SGERMAE 2 SRR, B  2ipy .bzipy .compress. .tar Bl .gzip FfF. AT DL
BEAMT “RE” HMMEE (0 zip PEET . zip. )
BHREMER, ESREERRMT A (55 9-106 7).

1B

PAT IESCHAHEIS s AsyncOS 2474 1IE SO MR A2 B A7 AE IR NRGE 3. S mT BORRIE 0 fie—
AN /NBIAE, AR AT 5] B R B R > AU IE R GA A, RIS EN crue.

AsyncOS £5%F BB HFIAS R MIME 373 3RAE, AT E T SCR W& ) MIME #4418 MIME
HRARLESE — B 48 € LA, AsyncOS 2RI SCART 7o AsyncOS K AR H5 Ml 44 Hh 4 22 1 2 0 ) 72 i
i, I AR Unicode, #RJ57E Unicode FH &R IE N FRA R a0 o4 b A48 & gm b,
AsyncOS B FIEAE “HFH478” (Scan Behavior) T 80 f# H scanconfig a7 2 8 7E HI4mHL

A% AsyncOS WA ZE 348 il 143 A2 b o6t MIME SRAE B9 3E4RA5 B, 38 2 0 B0 1E SC 5 His A B4
(FE9-5T7) .

W MIME 3 0 ANE T SCARMN A, AsyncOS B M .zip 51 .tar VRSSO, 806k 46 S0
AT RS . SRR S, 5920w S 285 FE L Unicode 25 % 2R [8] SCAF 0 £k
5. AsyncOS #R /54 TE Unicode H## 2 1IFE N R IE A,

PLR 7R BIAE IE SCSCA R4 48 224515 “ Company Confidential” o 755145 52 P AN SE 41 1) £ /)N R
B, Fik, @REBEAERE A A L], SR5 R B A TCECHE LR, FEE i as i
R
ConfidentialFilter:

if (body-contains('Company Confidential',2)) {

notify ('legaldept@example.domain') ;

bounce () ;

ﬁDﬁliﬂﬁ%EB##E@lEjt, ﬁ%ﬁfﬁﬁ only-body-contains:

disclaimer:
if (not only-body-contains('[dD]isclaimer',1) ) {

notify ('hresource@example.com') ;
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encrypted MRS 7 1F P32 T EL & s Bt . AN 0 I Bt AT A, DU A AR Y
PO B AFE N B o 1K AT PRy 1R P A N R A

encrypted KU S BEAS I A A 25 T IR0 e S AN A A B A

encrypted M5 true MU Z ALAE T, EAEHNSH, BIEHAT IR W RN % 4
W, MBI 2R Ferue, WIRARIRFIMBEROR, BE carse. 1 TIHINAE R ELMMLE, a5 b
ﬁ@ﬁ “Tﬂjﬁ'ﬁt%” (Scan Behavior) ﬁﬁg@’fﬁﬁﬁ scanconfig fﬁéﬁiﬁg*ﬂfﬁl&ﬁo ﬁa\%@ﬂﬁﬁ%
WIS S, WS R E AT A (5 9-106 T .

A PEEH S B T T R A A R AR, R, SRR B S N A, AR
FAF PP IEBNERAR T AR A HOR [A):

prevent_encrypted_data:
if (encrypted) {
bcec ('legaldept@example.domain') ;

bounce () ;

attachment-type &4 25 MR 4N B AE ) MIME 2888, e B A2 S DR g e e ol 5k
WK “3A3547 87 (Scan Behavior) T B, scanconfig iy IR (INfd BT A (5
9-106 71D Frid) , A RESEHE S BHAL (/) PAEE —M/ERNERA. wRIEHas S
i€ MIME 8 BUUCAC A B, bR 23R 5] “true”

HI T MDD RE R E R, e A B AT (56 9-106 U1 TR A B A 1L .
A ST DA IR B A7 3o 8 25 KD SR BRI B A B PR AR ., I S RIS 58 9-71 1)

A3 P AR A A A i R AGE K LT AR, W SRR RS MIME SERUN videos+ [IF
s R 2 PR [ml

bounce_video_clips:
if (attachment-type == 'video/*') {

bounce () ;
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Bt 3 12 AL

attachment-filename %Eﬂﬂ%ﬁﬁﬁﬂ#*’l‘ﬁﬂ*ﬁ‘]l#% ’ Eﬁil#%%?@ﬁﬂéﬁ%ﬂﬁﬂﬂi@ﬁ
o RO X7 KNG . (B, WA, R USSR, o iEdsiabk
LB SR AR A — AN R S SO A VLD, R IR B “true”

THTERCBAR A
o BRSO MIME 5 3k 3k ik . MIME 15 Sk b 5 S 4 vl e 5 4T R 234

o WIS, BRNE S S WA SO RSO AL, A R S T R
CGEZS R EPHIT N (55 9-106 T1) )

- WUERMAE R ARG SO AR R A WAD , WA RS, Ak
%E%Y#E‘]Yﬁ% ° ﬁ%%%iﬁ:;ﬁ%ﬂi attachment-filename FJUJAbEE, IR gzip 53
AEI T PATIEF (exe) HRIX IS

- MRS IEGESCAE foo.exe.gz S5 M, I i FH I U 0k 348 28 H 45 SO r 94 2 3C
PERA . 5 S B AR SO A4 AR SO b i S I 4 SCfF - (B 9-30 1D

A7 T LA P IR S o 85 KD SR A B R R I PR S, WS IR (3 9-71 50 .

N E I PEAAS B AT T R e AR I L AR, A SRR RS SO AL O < o3 BB, R
PF =GR Al

block _mp3s:
if (attachment-filename == ' (?i)\\.mp3$') {

bounce () ;

X ER
o BEAESCAR A ARG SR A B AN IR 4 S0 (5 9-30 B0

PR ST A ST R AN R A3 i
W7 81 FR s G e DG C VA RS SC A rh B AN I SO (A gzip BUEERIIARS ST
quarantine_gzipped_exe_or_pif:
if (attachment-filename == '(?i)\\. (exe|pif) (§]|.gz$)") (

quarantine ("Policy") ;
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DNS FIZRA8 0|

ans1ist () MU EE#I{EF DNSBL #if%: CHIHON “ipdr 2307 ) B9 3E DNS SRR 2. &
ESEI) TP Hb B WO 2 o R BLR S RO (B TP 1.2.3.4.4 A5 FK 4.3.2. 1) IR 2% 28 2 AR 1
RIS CHUSRIRZ S8 AR L 1 TRk, WIVRINA) £OK IR 45 5 4k 15 TP HBLREFF) . ARJEHR4T DNS
), RGSIEI DNS RICHRT (F7 75 M 2% 58 11 b R SRR P HbE) o8 1P MOl (32
SRR I . R TP M IR A A 127.0.0.x, Foo x AT BASE 0 %8 255 2 R ECT
CRSCHE TP B FED o SEBR F, A2 25 5 A 1SR DRI Bl RS f B, S A 25 0
3o 7 DL A [ A [ 45 1

1L neader () BN, ansiist () MW F— ook bRl ELRE. AR E,  BRREIU 2 72 U S i B
3R M crue fH, EWCANEIMRIN R[] fa1se 5 (F140, WIERICHES DNS RS EHERF)

MERKRMNZE T BE Bonded Sender 5 B RSS TR, T 51 i g% 2 S RIAL £ B«
whitelist_bondedsender:
if (dnslist('query.bondedsender.org')) {
skip-filters();

}

e, A RMEEE T (==) AT (=) RIEX, LR E TR 3T HUEL.

FH e S T RSB A Y “127.0.0.27 WAREAGHBAE . Q0 SR R R Al AE B, H 2
RME “false”, iEyERs o B,

blacklist:
if (dnslist('dnsbl.example.domain') == '127.0.0.2') {

drop () ;

SenderBase {5 & #1M
reputation MIRYE 55— MEK Z SenderBase (55195 . XHRFATA LWEUSHST, #ildl, >, ==,
<= . WURMBAFR A SenderBase 55135 (H T AR AL %G5, Bl T RGEKAF
SenderBase Reputation Service B IRSZRIMN) , A EELREMESRM (BFEASKT. D
T B TEAETAEMED o« &l DA T XA A no-reputation M|, 7 SBRS fH5r 2 1A
“None” o LA N/RIFFHBALRRT “Subject:” 171H% N, 7E SenderBase Reputation Service iR [A )5
AR/ N T BME -7.5 BERINATS “*x* Badrep **+”
note_bad_reps:

if (reputation < -7.5) {

strip-header ('Subject');

insert-header ('Subject', '*** BadRep $Reputation *** $Subject');
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RS F

ARVEMELR, ESH “RIENMEELE” =,

7
SenderBase {5 2 #U U AME A T -10 #1 10 2 [8], {HAHH]
ffﬁﬁ no-reputation Hm,

2 geid R BRI R EE (55 9-66 1)
AESIRFME None. BFEE EIRME none, 1H

none_rep:
if (no-reputation) {
strip-header ('Subject');

insert-header ('Subject', '*** Reputation = NONE *** $Subject');

R IE B S “dictonary_name” Vi) St i AR 4] IE DU k8 AR,
dictionary-match (<dictonary_name>) SN IR B crue B WHREMALELE, SR BME N
falseo A REIHMPTEMEE (AFEXNENEBFEE) , SR “XARTR” —&FH.

LHEREREE “secret_words” ] S AE A E P EBLERS, T B I E AR AP E 0L .

copy_codenames:
if (dictionary-match ('secret_words')) {
bce ('administrator@example.com') ;
}
DL 7~ 0K BB A 3% 2] Policy B S X, Qi SREBAFIE X AL “secret_words” 1] 3 HH 14T A7 17

5o 55 only-body-contains %;##Ziﬁﬂaﬁﬂiy body-dictionary- match.ﬁgﬁﬁﬂiggﬂéﬁﬁ¥§73%}”ﬂ/\fﬁ
iR LR . AN WA 1S5 (IR 280 /4 A AHn.

quarantine_data_loss_prevention:
if (body-dictionary-match ('secret_words'))
{
quarantine ('Policy"') ;

}

FECLR I g ds rh, 2R 48 0 1A S b A AR UL TR 11 4 R 1 -

quarantine_policy_subject:
if (subject-dictionary-match ('gTest'))
{
quarantine('Policy');

}
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HERBIVLEE “to” {5k AOIBAF bl R30I 8 PR 57 -
headerTest:
if (header-dictionary-match ('competitorsList', 'to'))
{
bcc ('administrator@example.com') ;

}

attachment-dictionary-match (<dictonary_name>) ) BRI S F el dictionary-match FNIAH

ABL, AN [E) PR A AR R0 00 4 2% B A2 o 1 DG B 30
AL pE AR SR % 3 Policy BB X, an FHBRFI LS “secret_words” il i F AT AT 1] 35

quarantine_codenames_attachment:
if (attachment-dictionary-match ('secret_words'))
{
quarantine('Policy"') ;

}

header-dictionary-match (<dictonary name>, </5L>) MM EHE S F dictionary-match ]
AEAL, ASFEIREAREG LH R <74 PHREMILRI. Ek8MAX 5 KNG, K,
“subject” A1 “Subject” #iEH .

A A 2K B A ik B Policy BRES X, WIERHBAERT “cc” (5B “ex_employees” i #
BT AR 4G

quarantine_codenames_attachment:
if (header-dictionary-match ('ex employees', 'cc'))
{
quarantine('Policy"') ;

}

& R] DAAE 3] SRR s RTEBC AT o AN 0 e SCHSPE Sk i ) ) A
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SPF-Status $10

%] SPE/SIDF ¥ iiE ME AR , 14 7] GE MR 95 SPF/SIDF B8 iF 4% B R BUAS [F] ()45 /F o spf-status I £x
RIEAF ) SPE RS RPATIE A . HRVEEE, ESRBIES R (55 20-29 7)) .

&) L#E A AN 1Bk & SPF/SIDF GRS 3 -

if (spf-status == "Pass")

RIS BAE SR AE AR B 2 ARSI, W] DU PR i i

if (spf-status == "PermError, TempError")

HeAh, IR LUE R DL RiE:, HE3E HELO. MAIL FROM UL & PRA E 6 & U0 iF 45 3R .

if (spf-status("pra") == "Fail")

Eij:j%ﬁﬂﬁgiﬁ spf-status fiﬁ§%§ﬁggggﬁﬂzfﬁ:
skip-spam-check-for-verified-senders:
if (sendergroup == "TRUSTED" and spf-status == "Pass") {

skip-spamcheck () ;

quarantine-spf-failed-mail:
if (spf-status("pra") == "Fail") {

if (spf-status("mailfrom") == "Fail") {
# completely malicious mail
quarantine ("Policy");

} else {

if (spf-status("mailfrom") == "SoftFail") {

# malicious mail, but tempting

quarantine ("Policy") ;

}
} else {

if (spf-status("pra") == "SoftFail") {

Il Cisco Async0S 9.1 PiER GERTFHBH)



| 95 {5 RdpH-id 828 StHen 4 s

wehdesEan W

if (spf-status("mailfrom") == "Fail"
or spf-status("mailfrom") == "SoftFail") {
# malicious mail, but tempting

quarantine ("Policy") ;

stamp-mail-with-spf-verification-error:

if (spf-status("pra") == "PermError, TempError"
or spf-status("mailfrom") == "PermError, TempError"
or spf-status("helo") == "PermError, TempError") {

# permanent error - stamp message subject
strip-header ("Subject") ;

insert-header ("Subject", "[POTENTIAL PHISHING] S$Subject"); }

SPF-Passed £10
PLR 7~ JE n i H spf-passed FUUIBE 2 AR FRiC A spf-passed THEAE:
quarantine-spf-unauthorized-mail:
if (not spf-passed) {

quarantine ("Policy") ;

~

#E A[FET spf-status N, spr-passea FLNIK: SPF/SIDF 56 iE{H &1 4k 9 187 B Aa /R 1H . DA R 3G IE S5
BAIE spf-passed MNP AL A BT : None. Neutral. Softfail. TempError. PermError LA
Failo BT S0 A RS A0 A0 25 6 B AT 8215, 15 spe-status BN
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S/MIME [ 55 d3 4538 )

S/MIME [P 5 S 42 30 A 25 R0 2 5 20k SIMIME 2544 . I3 s2s 4 3R e . R A0l 3k g 28 A6
MR TS N SIMIME B, FEAEAE ] S/MIME [ 56 1IE 55 7 25 2 Wi of il A 34T PR s

quarantine_smime_messages:
if (smime-gateway-message and not smime-gateway-verified) {
quarantlne( Policy");

ﬁ?@ﬁéﬂﬂ* B, WS 19 5 “SIMIME %42 k5%”

S/MIME [ <56 1E A1

S/MIME %] 56 M A2 B T1F K0 D00 Ao 25 WIS A 2 75 R Dol it Bl o i 85 B O R D R % B0 uF 1 s A ik
JELR KL A MO 2 75 SIMIME BB, FRAEATFH S/MIME [ 56 11 55 i 25 2R W s o) i A i3k 47 B 5 o
quarantine_smime_messages:

if (smime-gateway-message and not smime-gateway-verified) {

quarantine ("Policy");

}
BREMEE, ESRE 197 “S/MIME %4 k57

TAEBAF I HA W

workqueue-count MUUIRIEIE E(E AT AN . SCHFFTA BS54, B, > ==, <= %
T pEEAT B NS T IR BASE I i A I Bl I 45 3 R A

wgfull:
if (workqueue-count > 1000) {
skip-spamcheck () ;

}

45 5% SPF/SIDF HIVEZH{E S, &2 % SPF Al SIDF W iFREiA (55 20-21 70)

SMTP B{/5& 1 R ICEC AL 0]

U SR B RNE &8 SMTP & 0 36 31F & i H44: smtp-auth-id-matches (< Hfﬁ[ <sieve-char>])
FEPE AR 4 & 2 N SMTP & 43 564E FH 7 1D 7]"‘%55#5’]?7&@?%17}2#/\ fiff A% A A 7
EIRIR G Sk o AR GU TS FH I Ik 8 5 B 20 B R L 9 R B A

smtp-auth-id-matches FLI<F SMTP H 436 1F ID 5 UL 5 5347 %7 B .

Target BB

*EnvelopeFrom Ebi SMTP i HEH AN (BFN MAIL
FROM) [yt

*FromAddress LM “From” 153k H AL . “From:” 153k
VLA, — ANk CE R AT,

*Sender Eb#t “Sender” 13k 48 & F L .
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Target BiEA

*Any PERCLE SMTP 56 F 2= 15 JA (8] ) i AT AT i, AN i %
77 B A W fe o

*None VEHC AR 7E SMTP BeriiE 22 175 HA (8] 1) g2 (1 4 o bt 3ok T
TEG I IE IR, (k) REER S .

IR PATAE AR ILAL . ANX KNG o WSRALAE sieve-char PIESHL, X L0 2B HLbE 8 & 775 e
G —85 . B, WRSEHPAE « 25, SIEA0E ZBE il address joe+ folder@example . com H
4—%2%?E§Eﬁ5@%ﬂ§}o ﬂﬂﬁ%ﬂﬁﬁt}% joe+smith+folder@example.com, iiﬂﬁ%%ﬂl%ﬁﬁg +folder~%ﬂ§f0 ﬂﬂ;ﬁ
SMTP S S0AEH] 7 ID 45 S A2 T B P 44, AN 78 4 IRE BBk, i DSR2 R 1
P85, W8 R B AAAEICEC . 25U FH SR PR DU B0IE 3

A, &) LE H $SSMTPAuthID A8 &:4% STMP & 43 36iEH 7 ID # A5 k.

7:%§E%ﬁ%ffﬁﬁ smtp-auth-id-matches ii%ﬁ%%ﬂﬂmUXﬁth SMTP E%ﬁ?%ﬁﬁEﬁﬁ}h ID %HEEﬁ#ﬂﬁﬁtElliﬁﬂ
AT A UL I 1 5

SMTP SH#3&3E ID Sieve Char | &bt RETE?
someuser otheruser @example.com &=
someuser someuser @example.com s
someuser someuser @another.com =
SomeUser someuser @example.com P
someuser someuser+folder @example.com &=
someuser + someuser+folder@example.com 72
someuser @example.com someuser @forged.com &
someuser @example.com someuser @example.com P
SomeUser @example.com someuser @example.com S

A E SRR A AE SMTP Sk 2> 16 AR G @ TG e AF, #i€  “From” 5 Sk i b FIE 3k
NSRS SMTP S0y 56UFH 7 1D VLEL . Wit HubbAl 1D VUED, IEuEa%K36irsk. Wi AICh,
VA& B B HIE A o
Msg_Authentication:
if (smtp-auth-id-matches("*Any"))
{

# Always include the original authentication credentials in a

# special header.

insert-header ("X-Auth-ID", "$SSMTPAuthID") ;

if (smtp-auth-id-matches ("*FromAddress", "+") and

smtp-auth-id-matches (" *EnvelopeFrom", "+"))
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{
# Username matches.Verify the domain
if header('from') != "(?1i)@(?:example\\.com|alternate\\.com)" or
mail-from != " (?i)@(?:example\\.com|alternate\\.com)"
{
# User has specified a domain which cannot be authenticated
quarantine ("forged") ;
}
} else {

# User claims to be an completely different user

quarantine ("forged") ;

F2HN
signea HUMKZEMDAFIE 16 24 MR A R, FRDIMBAERE 15 E25 41, BOAUUKAVT (25 44 2

Y% ASN.1 DER Zwft MU gmft, LAK 275K CMS SignedData 25 #4357 (RFC 3852 & 5.17%) .
BHARAFZ LTS5 N AICHS, WA BT 1A 201

LA 7R B4 signea HRIIKE Skl A 2544 HE A -

signedcheck: if signed { insert-header ("X-Signed", "True"); }

AR /-8 FH signea UM BR SR B RS 8 A N 2R A8 44 A 16 B A«
Signed: if ((sendergroup == "NOTTRUSTED") AND NOT signed) {
html-convert () ;

if (attachment_size > 0)

drop_attachments ("") ;
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EEZIERHN
signed-certificate FLMILEHE X.509 iE AU HLAL BLHEME25 8 N 548 5@ 1E W ik UL AS 1)
S/MIME HI# o RN SCRF X.509 HiE+
FUUEELN signed-certificate (<FB> [<EHF> <ENFER>1), HH:
o <FBH W T FEFE “issuer” Bl “signer”,
o EEMs & == B -,
o <ENFiAN> ZULEL “issuer” BL “signer” [F{H.
8 Z A2 AR 2 44 0, 0 SR L A AT Ao — AU LA B2 28 A DL IE IR U ik 5, #0223 [A]

true. ,[HZ%JLI)H\U E'(Jﬁ%f':ﬂéﬁ signed-certificate("issuer") *ﬂ signed-certificate("signer") /—K\E
S/MIME HIs {0 25 iU A AL 525 28 NI (] true.

PSS

o ZEBAN (59-39 7))

o MURAHLK (3 9-39 T1)

o IEMIFRIAA A L (B 9-39 5D

o S$CertificateSigners #{EL & (5 9-40 U1)
o M (R 9-40 T

HEAN

H—[L)H\IJ/{:\}‘}\ X.509 1E4:§E[/‘] subjectAltName TF@% ‘:P?EHEX rfc822Name %%ﬁf?ﬂfﬁ?ﬂﬂﬂ#ﬁ‘]%%ka
ﬁﬂ%%%lﬁ%/ﬁﬁ subjectAltName ?E{L’ ﬂ%ﬁt?fﬁ/ﬁﬁ‘fﬁf rfc822Name gﬁ\',
signed-certificate("signer") %mm”%*ﬁ{ﬁ false. E*&//I\ﬁﬁ?fg/l\ rfc822Name %%ﬁ[ﬁl@‘%/ﬁ
T, Bl e Ak 5 IE W Rk AT ULAS, e 305 — D UL RSN 3K HAH true.

ML

MR M X509 TEF A AE TR 7. AsyncOS H4 MAIE 4552 B & WA 35 e oy
LDAP - UTF8 Unicode 2/ . 0

e (C=US. S=CA. O=IronPort
e (C=US. CN=Bob Smith

HT X509 iEBESMANMFEE, signed-certificate("issuer") B iFfli S/IMIME M4 25
£ X.509 iE1i,

IERRIE HIFE X

LDAP - UTF8 7€ X | ] 7E 1E W ik A rb A H i e UL o 45 5¢ LDAP - UTF8 % SCF 7 IR AR
o, ESM “BREHHFVIRPMNL (LDAP): A[RB ARG FFERR” (U k.
http://Www.ietf.org/rfc/rfc4514.txt) o

signed-certificate MU A IE N1k R 1) SCHUUWA FH T- LDAP-UTFS8 HsE X UL, 1 &
{ON 75 B4 U A7 3047 %% L. LDAP-UTF8 Ju VX 6 75 e )R A] 7R 1) A7 AT e £ 14 5% X
filtn, LURPANERXT “Example, Inc.” (545 85 7E 48 LDAP-UTFS % SCHUII iF #R 45 R 9 TE 7 -

® Example\, Inc.

® Example\,\ Inc\.

155'3, signed-certificate %JLI)H\MXEEB Example\, Inc.o Eﬂﬂ%ﬁﬁﬁfﬁﬁ&@ﬁﬂﬂﬁ%%é%ﬁ
/D—J){—IT‘, y‘jﬁ%?ﬁfﬁ%%%%y El]'TfT'f LDAP-UTF8 EPfCLtFi’Jz:)\(o ?'31 signed-certificate %JL[)HJJ
QU IE N R IE U, WR AT e SCRIAT R, 1 AN R PR/ 8 3
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FIE (ERAGRHITIBIESSHER R |

W peedREan

$CertificateSigners IZ{EZEE
$Certificatesigners HREAL &R MNELIUE T subjectaltname B2 IR E NIZ 5 4k 51
Ko TIRAERANZZNNZ AR AE, w H M kR E 2 bk,

i, Alice {f FI P MIEAS XS BB F254% . Bob fd I E— L5 XF BB (RS 44 o X EEAEAS th Al — K A m L
PR . WEFFEIE S/MIME 348 )m, 1R B EUE A8 = 2K

{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com', 'al@private.example.com']
T,
{

'"issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['alice@example.com',6 'al@private.example.com']
T,
{

'issuer': 'CN=Auth,O=Example\, Inc.',

'signer': ['bob@example.com', 'bob@private.example.com']
}

$CertificateSigners §E§%%L5339:

"alice@example.com, al@private.example.com, bob@example.com, bob@private.example.com"

i
PR 7 B FEGIE 5 UA A LAS) S 1 25 I 4 A\ 45 =k -
Tssuer: if signed-certificate("issuer") == "(?i)C=US" {
insert-header ("X-Test", "US issuer");
)
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ERESEHN

wehdesEan W

AT /R BI7ER 3 N JFAESR H example.com I 51 2 53 -
NotOurSigners: if signed-certificate("signer") AND
signed-certificate("signer") != "example\\.com$" {

notify("admin@example.com") ;

PLR 7R AR BB & X.509 UE 15 B I A Sk
AnyX509: if signed-certificate ("issuer") {

insert-header ("X-Test", "X.509 present");

PATR 7= B R BROAIE P AN 25 25 28 NI A0 A =k -

NoSigner: if not signed-certificate ("signer") {

insert-header ("X-Test", "0Old X.509?");

R RAE 25 5 I [R) RS 0996 A2 LAR 261 10 e OB A, RSk RS Y erue fH:
o R /DN AR I ) AR [ ) R A
o FERT— /N ARIIR B TR A5 d A A N RIS

T n] DU T e R U A I KB o 9, VR B Bl 2 T8 1o 2 o b [ LA R IR R A o S 3
M#%%H%%W#&ﬂﬁﬁ%%# A gt IR MR AR AL IR

BEHRN )TV header-repeats (<Bir>, <B{H> [, <HH>1), F:H:
o <H#F> /& subject B mail-from. AsyncOS &t NHAFHIEEH.
o <> EHT— /NI PRI 0 SAE A [ B g, RS, AU true B

* <> /& incoming. outgoing, BIXPHFE . WIRARIGE T, FI KA W X 42 N B4k & R
A%
HEESLEEHMMNKRE true fH, WHEHSRIZERGES . BHSRHAGER (5334270,

W%F%%EEQE B T o B, AR BRER I 2 5 JE B A7 e o RO 220 2 AL Sk O
2 (RTHE A

{55 Sk R ADRE AT AR AL Y BB AR S SRR 2 — 0 Bh A o DRI, SRR BIE R, il A ] g
I B EREIR

Cisco Async0S 9.1 A5 GEATHEME) W
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W peedREan

HXERE
o CREREEMNE ARG S EH (58 9-42 T
o Pl (55 9-42 TD)

BIELEENNSHAMMNESER

&R LME A AND 87 OR Ja 5545, KA Sk ERAN 5 AR 45 &6 . fldn, (A BN g ugss,
FBURE— B R BN 1 44

Fl: if (recv_listener == 'Gray') AND (header-repeats('subject', X, 'incoming') {
()

(
drop () ;}

fli ] AND B OR 32 SRR A5 Sk 252 RN -5 FLAd R0 25 &5 PRI, 5 48 K5 o 04 sk 58 RN SR
fi, JFHRAEDL R AR 25 € MR RAR SR R ME, 548 E B AR P K A o

)\ subject EE mail-fromo

1 T A AE 0 B A SR AR Sk EE R M EL, A H] OR 12 SRR L FARL U 25 & 6 FH I, BRI
AT N A RE A P . LUR 7= Bl i JE A% A8 F 28 4% A4 Sk R AWK OR 264+

fl: if signed OR (header-repeats('subject', 10)) { drop();}

FEAG o, SR S A P O T U W AR [R] B R A4 WA, A5 Sk 2 A2 R UH A Ak B S S
o T SRE A2 T R Sk S AT LB B R R B A4 R, RV Ok BB E, e A
SHATHC B R4

Bl

FE N IR R G, AEAEATSS E N A], A0 SR PR AE AT — /N ARSI 2 x o Bl 2 U A ) A A
IS, 2 AR 7] ) i SR IR 45 A& 31 Policy B 1X

fl : if header-repeats('subject', X, 'incoming') { quarantine('Policy');}

FENHEFIRGI R, AEARTEG N A], AR I JEERAE AT — /N ARG TN B x B 2R B R AR5
BERAENBISRBEAE, R A F] {5 B A NS SRS O -

f2 : 1f header-repeats('mail-from', X, 'outgoing') {drop();}

FE NI ARG, AEAEATSS E (8], An RO PEERAE AT — /N ARSI B x o B 2 U [ A A A
BRAN R, A I 1) — o 2 RBURH [R) F4 i B S Yo 0 2 B R B O

f3: if header-repeats('subject', X) {notify('admin@xyz.com');}

Il Cisco Async0S 9.1 PiER GERTFHBH) |



| 95 {5 RdpH-id 828 StHen 4 s

URL {5&#

URL 33280

wehdesEan W

ﬁ%LmLF“ﬂWtXﬁ?m#¢%ﬁimL%§ \mm#aw HREERMELS, HSH
15 & “URL 3E” dA04% URL {528k URL 28505l ug: £EMEN (5 15-7 1)

FEICEE B o

® msg_filter_name jjﬂﬂlz'ﬁ‘ /ﬁ%ﬁﬁﬁ%%ﬂ

e whitelist NOE X URL #FRHI L GHEIT urllistconfig iR EN) « AJLLIEFEETIEE
S

BEEEERFRESIINITIRE, ERITUTERE:

’Tfﬂ% url-reputation j;)h)["l\lj o

’Tﬁﬂ% url-reputation %)”L)”JJHQ“, J‘i{fﬁ%&lﬁYﬁﬁD‘F

<msg_filter_name>:

if url-reputation(<min_score>, <max_score>, '<whitelist>")

{<action>}

Horr:

* min_score fl max_score ETS&T’EPH@(B.E’JW@‘*HBij(/% 7o TEEH’HEFE@E@?@V\JO
BN BRI T -10.0 Al 10.0 Z[H.

EEFERSTREGOMNNITRE, BERITUUTHRE:
’Tﬁﬂ% url-no-reputation i,

i H url-no-reputation FME, g IEa R
<msg_filter_name>:

if url_no_reputation('<whitelist>")

{<action>}

ﬁ%LmL%wme+Mﬁﬁme%wmm#ﬁﬁ HREBVEMERS, HSHE 15 =
“URL iT¥€” F1 /4% URL {525 URL 28505 9€ . ZAFAHM (55 15-7 70

1 H url-category BB, RS EVEI R

<msg_filter_name>: if url-category ([ ‘<category-namel>’ ,’ <category-name2>’
‘<category-name3>’ ], ’ <url_white_list>" )

{

<action>

}

S

® msg_filter_name anH:EEMﬁF ﬁ%ﬁﬁ’]g$ﬂ
o action seATAR HEAE I e 25 B A

e category-name s& URL 2%, i HE 5002 N, ERMGIEMZRA LR, EEENEILIE
2R URL R 48 E . BRI ULHARE], E&Mo<T URL 285 (55 15-12 70 .

® url white_list %EIHEX URL %J%EEKJ%%/F (1@)‘1 urllistconfig uD g IEX) °
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b N: [ e S

an FL A A B IR B, Corrupt Attachment R IEN true. IR B2 4540 51 88 T0 2%

B HARB N AR A

HXEE
o il (Z 9-44 TT)

Bl

FE NI A B0 e, SR PR AGT I B R P A2 AE SRR BB, PR B B B 21 Policy FREIIX .

quar_corrupt_attach: if (attachment-corrupt) { quarantine("Policy"); }

BRI e RS R E

HIS AP 3oL 8 25 4 AR5 6T T 2 S A R AT 41

S (ST E SR

o AR, BN, %, MK
AT

ZERMRAF AL BE, AN FO VR IE I )5 S0 8 4 X A {5 %

o JERZAMRAE, RVFXFHBAFHOE— DAL

AR £ g A5 A W] LLER A

o WRMSAEE Z AN UES LS, HE NS EaRERE 7 AR

W WX eet o B, JF— IR, ER, WIRIBLE S48 M FERIER 2 A g s ILRe, T

AT R e ., R PUT Re&ad

HXERE

o ITUERSEEEICEGE  (FE 9-44 T

o PAEANE (55 9-50 T

o [LECHZET M (2 9-52 1)
o R I g AR R AR U RH AR

IKE.\%%*;E{,E/E [OR

LSRR

(%5 9-52 50

IS 3oL 8 2% 7T LIS S AR RN FH R 9-5 7P JE A I R 1R AT

# 95 AT AR

#1F B

A

1'%35[;)?\351‘;[ alt-src-host

B ORIE B YR EHLA A TP #2100 LR e
W) o ESRBEIREEN GERIM i) #1E
(55 9-61 T1) ,

1@&%1&':* alt-rcpt-to

B O N . 1
(%5 9-60 ) »

Z iz e N R AT

&R alt-mailhost

BRI B AR AE L. 1
(% 9-60 T1) .

Z BB A 1L B LR
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155 R e 1 1028 2% SC AR {4 SRR

wthd RS W

# 9-5 HFFHEIT IERERRIE (%)

BRIE B k)i

i@ notify H BE IR HR 55 25 55— ANUSCAE N1 S ) 3 R R e
EEAE (B8 9-55 1)

BHRbX notify-copy PATE notiry MEMEAE, HEN 218 bec-scan
YE—FERIERIA . S el FIALE F1 DL AE (28
9-55 Hi) .

FEE bee FUCERfE GRS B4 RIES I — AN i§Z
[ AP R (BR 9-57 T .

BEHEHAR | bcc-scan V4 MR BE 44 Ak g o — WO N, 3 Ak 38T HIS A2 1
77 Aol TAEBAFI A BAZ B AF o 15 2 0 5 A D 15 R 4E
(55 9-57 1) &

Y TERY FE AR VA4 A mbox 4% B SCF . TS AR R
(55 9-62 T1) »

(=T quarantine B Wb ie N R IE R quarantine_name X . 155

(quarantine_name) I52) o B9 A S | B AE (B8 9-59 1)
A& (FBE) |duplicate-quarantine(q | Ay I A LB 5E G B 1K . 772 Al 35 AL
uarantine_name) TST‘%{/F (% 9-59 ﬁ) .

i[EIEPS strip-header FE 2 HT MRA A I B FE 2 15 ko Tl S T MIBR (5 LB 1E
(5 9-62 1) ,

BAEL insert-header A3 T AE B 48 NS SKAME ST« 155 i S Sk 4
fE (55 9-63 1) .

YRiEfEkXA  |edit-header-text 98 2 15 SR SCA B e 3 AF A 4B R B SR A
o 15 S RS Sk SCARERE (58 9-63 10D

YRIBIE ST A edit-body-text () MHRA: TE SO BR TR ERIA 20, IR 3L 8 3 v 4 e S
Ao SRS B R AN AR E SR R E N A
URL) , WJREEAF AL JE48 . WS %48 1IESCCAR
BE (55 9-64 T1)

i HTML html-convert () MR IE ST HTML FRid, R B B2 SCAR 25 .
R B B AT HTML SCAR 4 2l SOA,
A BE g I e ge . HTML #43E (56 9-65 71D »

SHEIREECE ~ |bounce-profile 9 A 43 PR s R [0l E B SO . 15 2 3R R I B S A

B g EE (55 9-65 1)

S RPERE | skip-spamcheck R R R 1 R BIRMBE R S AN TR,

R4 SR Gl b R G ERE (58 9-66 T1) .

LR E RS | skip-viruscheck R AR RAMPIREE R R AN T ES 5
PR R G ERE (5 9-66 11 .

U SCPHSHIT | skip-anpcheck RS P ST RIS P S-HT A T . i B

AN A SAHE L PR i RGERAE (5 9-66 T

BT HRBRALIT | skip-vofcheck T PR AR AN I8 I s B R R IS JE SR AL B . 15 =%

pit E g TP R RGEEAE (58 9-66 T1)

REMWERBIME | drop-attachments-by-na | jijl k& ME 44 BTG SCAE 44 5 R e 1E U R IA SR TTEC 1 B

me

o B BRSSO B (zips tar) ELEULEC I SO,
0 TR X L A o 1 2 [ B 4 WS A 3ok 3 4 s 451
(%5 9-78 T1) &
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# 9-5

HBH LI AEARIE (%)

BIE

A

A

HRISBI MR B

drop-attachments-by-ty
pe

TR B MIME SRR BT B, AR ¥ 45 52 MIME
RSN R A W o G SR RS SO B4
(zip~ tar) WEILEAISTIE, R IHERZ LA, ES
e B P At A F R BB AR s ) (56 9-78 T

B A B R
P

drop-attachments-by-fi
letype

MER S¥ e mscft “¥egr” VLRI AT A AE. A
FYSCAF AT (zips  tar) B3 & VCEC AT SO, ORI BRIX 4L
M. BRVEAE R, ESHMEAR (59-71 70 .

3% MIME 25290
Bk B34k

drop-attachments-by-mi
metype

M 4% B 2 o ELA 48 58 MIME 880 (9 A B AE . A

%%iﬁi‘ﬁiﬁt?r@mﬁm MIME 2, RFtHAL
KA VARSI N2 o 18 S Bl B4 8 A ok 18 25 7 31
(% 9-78 1) .

A MR B

drop-attachments-by-si
ze

TR b IR an i S S5 BUR T4 K/ (LT
A KIPTA MR R, W TR R4S, bt

Tﬁ'ﬂ’ﬁﬁ%’l‘ﬁﬁﬂﬂi%ﬁﬁ‘]jﬁd\ 1T 2 A6 2 HATAF: ] 2l B
RIS PR R AN o T S B B R SR L DR R

Bl (5 9-78 T1)

RAA MR

drop-attachments-where
-contains

OB A AP v B T U R R SR T A B Ao B
BT O BEAEE B B b B WRAF RSO (zip.
rar) @/éTE‘JEﬁIﬁE 55 I 0k AR LS, 077 A%
SR M ER o 75 S B A RIS L e S s ] 5
9-78 1)

A IETERE P SRAZ DS T 4 M R B O SCAS . A
UUR 2= ELE I B e .

#Zin) s LR AR
P4

drop-attachments-where
-dictionary-match

AR 7] MR TE UL E 2% H M ER AR . 0 5R MIME #6573
FIARTERAN 917 R 1 E’JMWFIT_EEB (HIE B P E X
(TR > UL AR PF o B B3R B o 3 25 0] PR AP 41 4

PR PR R B (55 9-78 1) .

AR GTR

add-footer (footer-name

)

H G 51 7 B SCAAE N TR I B IR R . B SR VEANE
B, mi%bﬂ CCARGEIR” — TR IR S T B
Frid’

RMBIE

add-heading (heading-na
me)

o UK SR AT 11T
B, BB SRV R Wt 7
b .

RIERTINE

encrypt-deferred

FRIBI I R, WEPFAREEHE NS — AL BEIATY, JF
£ 58 RO AL BR 5 HEAT I AR iE .

&R 3T
S/MIME %%/
me

smime-gateway-deferred
("sending_profile")

AL R, ﬁﬁﬁi"aiﬁiﬁaﬁwﬂm‘mw%ﬁ
S/MIME 254 8 a5 . i85 i AL 0 S/IMIME 25 44 5,
InssEE (5 9-55 1)

S/MIME &4/
meE

smime-gateway ("
_profile")

sending

ﬁﬂ%}aiﬁnﬁaﬁxﬁxﬂm#ﬁhﬁ S/MIME % 4 8¢
B, FEARIEHEE, BT P A, ES
S/MIME 254 8N /E (3 9-55 71D
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155 R e 1 1028 2% SC AR {4 SRR

wthd RS W

# 95 BT AR IE  (4E)
BRIE B ki
R HFFRIE tag-message (tag-name) | 7EHEAE R NTT 5 RSA HLIE DLP SE0S i J8 45 & 18 H
FIH 5 XARE . ALK RSA HLHE DLP SIS L B A
A EL & MR AR IC TR o B PF AR e XS YA N AS TT
Wo 5 S RIS AAR I H:AE (58 9-67 71 F1 “¥f
P E R TR — .
HMBEEE log-entry TERERBYE B € SCOCARB B IR H & SOk
A EEER R, HEX BB EREMGRES . i
ZIMH EF B #BE (8 9-67 70 .
1R4E URL{SE48 | » url-reputation-replace |}R4E URL B/ 24 URL i HAT M.
URLEFRBIAE | o unt-no-reputation-repla | ff i . 8 i AT 326 I 4 S8 URL 7815 0 5.
c S IURL 38 (55 9-68 1) .
#R4E URL{E&Z% | ¢ url-reputation-defang
F URL o 9 L ¢ url-no-reputation-defan
g
#R4E URL{5E4§ | ¢ url-reputation-proxy-re
URL EE[EE)E direct
MzeRHE .
¢ url-no-reputation-prox
y-redirect
R#E URL 34§ |url-category-replace  #R¥E URL A& X URL AT 4.
URL BRI K i B EURL JAHIE (3 9-69 70 .
#RiE URL 25|k |url-category-defang
F& URL OB A
238 URL £JJ§ |url-category-proxy-red
URLEE@EIR |irect
M&reRE
FiRME no-op RPATAEATEAE . WS CEAE (55 9-70 1) .
B RIS BEBY | skip-filters T O S AR AN AT AT AT SR i B 2 AL ], IR gk am it
R B ER T8 o 1 2 Dal Wk T8 4% 00 IR 1 ot e 2% R
(55 9-53 T1) ,
* Bk B drop T B M BR BB LE o TS RIMBRERTE (28 9-54 D)
“E G Mp ¢ bounce PR B kAN . S RIBEEEE (55 9-54 1D .
*MEZ/HILAMEE |encrypt {56 FH BRI 0 355 A0 R B AE NS o 385 5 ) N A
(5 9-54 71)
* EEIRIE
HBxEmm

o AR (55 9-48 T
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FifF<E

EIE*%E attachment-filetype *ﬂ drop-attachments-by-filetype rules quEiE;§‘4$¢jZ##§§ﬂg
(n “exe” M) BASLARIMIE. AsyncOS #%3& 9-6 H 51 H B 4LxE B 53 4.

WER QIR MR DR AT 1 = S AR VLA 55 58 S ST AR B I, I8 i SR AP AE 20
— M EEE YE R SO R B R B, I IR RRE XU AT A . B, R BT I AR e M R B 2R

AT . exe SUIFRAL BT A ST«
exe_check: if (attachment-filetype !=

drop () ;

vexe")

R —EERAEAS Z AR, B AUWIRED—ANMEN . exe SUIF, BI5GB 18 2 M R i MR

9-48

i, RIEHABIR AR . exe SUIFS

# 9-6 it

Bt 48 2 FiR

R

pg |

A

doc
docx
mdb
mpp
ole
pdf
ppt
pptx
rtf
wps
x-wmf
x1ls

xlsx

AHITER

&  HEWHITEFAEEEM a1 A ser XM, HA

exe
java
msi

pif

AE FL I R S SR
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# 9-6 Mt ()
Bt 2R B FR EEE i et S

EEQE ® ace (ACE Archiver compressed file)

® arc (SQUASH Compressed archive)

® arj (Robert Jung ARJ compressed archive)
® Dbinhex

® Dbz (Bzip compressed file)

® Dbz2 (Bzip compressed file)

® cab (Microsoft cabinet file)

® gzip* (Compressed file - UNIX gzip)

® Jlha (Compressed Archive [LHA/LHARC/LHZ])
® rar (Compressed archive

® sit (Compressed archive - Macintosh file [Stuffit])
® tar* (Compressed archive)

® unix (UNIX compress file)

® zip* (Compressed archive - Windows)

® 700 (ZOO Compressed Archive File)
X B R A DA AT RSO
jtzk ® txt

® html

® xml

| Cisco Async0S 9.1 A5 GEATHEME) W
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# 9-6 Mt ()

Bt 2R B FR ESEE LB S
BRI% .

bmp
® cur
® gif
® ico
® Jpeg
® pcx
® png
® psd
® psp
® tga
® tiff
Bis ® aac

® aiff

® asf
® avi
® flash
® midi
® mov
® mp3
® mpeg
® ogg
® ram
® snd
® wav

®  wma

¢  wmv

TR

becec () becec-scan()~ notify ()~ notify-copy ()~ add-footer ()~ add-heading() %D
insert-headers () PRVERA R ER BN S, XU RAPATRIEN W B2 B4 85 i
HEAF A S R o IR SRR AR BRR O AR E A . R SCRF L N A E AR &

# 9-7 BT RS IR (E T

TE Bk WA

AR $hllHeaders 15 A A 2k

XK $BodySize A [A] 77 S BT KA o

EHZESA $CertificateSigners R E 24 E T subsectal tname B2

BEN. ARIEMER, BSH
$CertificateSigners #EEAE & (5 9-40 U1) .

S]] $Date {#F MM/DD/YYYY # 2GR [l 245/ H #.
=853 ppr a4 $dropped_filename A IR [ S5 30 ) B 1) SC A 42 o
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# 9-7 BT RS IRETE ()

wthd RS W

TE B BiEA

[EYCapra = $dropped_filenames SR Eﬂﬂﬂﬁfﬁi{#ﬂi@ (5 $filenames
FAD .

BRI ST 2E $dropped filetypes TN OMIBR SRR G CRRULT
$filetypes) o

BEHEHA $EnvelopeFrom IR (B BB 115 B &4 N (Envelope From,
<MAIL FROM>).

IEESL 8 IN $EnvelopeRecipients IR [BHR A 1) A {5 U N (Envelope To,
<RCPT TO>).

X3 stilenames IR B HR A B SCA 44 B2 S B gl .

R $filesizes IR (B BB A B A SO AR K /INRE 5 3 B A 36

pats il $filetypes IR (B IS B SO SRR S B A1) 3k .

[ gy $FilterName IR (7] 1E 7E A P 1 3o Y 2% ) 24 R

GMTimeStamp SGMTimestamp L4 GMT I 1A% 2 15 [ 4 3 .
“Received:” 47 H [ 24 T I R A0 H HH .

HAT 4B $Group IR [R1YE N BRI A N T IE () R A N )
R MR KA N BEAH AR, WHHANF
?{F »% “ >Unknown< 7 °

CEHAR $MatchedContent IR Ao RS IR I R (B
body-contains %ﬁ/ﬁﬁ%&%ﬂmﬁﬂ W'fﬁ?lﬂlﬁi—) o

B 1537 SR R $policy IR A1 N BRI B2 22 0 #F N HAT 56
W ) ZA K o T SR AR A FH T SR SR 44
%( ’ m”ﬁi—)\?ﬁ“ $ “>Unknown<” o

ik stieader ['string' LA P o A TEPE RO %, AR5
LB WEEE, WM E S,

& $Hostname R ELERHE & L4

PIERER £+ ID $MID IR (8] P 388 F SR AR VR R A4 A R4 TD B,
“MID” . 157)5 RFC822 “Message-1d”
i (f#i ] $Header ¥ & i%{H) 1BIA .

BT % $RecvListener B 480 g 2 ST I A P A0 i 2 7 AT E AR

EPEO $RecvInt IR (B2 SIS PR 422 1 IR R o

IR IP Mokt $RemoteIP IR [8] ) RHE 2 A& M1 R GE ) TP Mk

TAZE MMkt $remotehost IR [ ) SRR & R IE B R G LA

SenderBase {5 &84 $Reputation 3% 8] & A A ] SenderBase {52454 . 5§
WHEEST, 28N “None” .

Subject $Subject AR [ IS AP Y =

RiE) $Time IR (] AS b B X7 224 i s 1]

Timestamp $Timestamp R [E B B “Received:” 1T 9 A b s}
(X 9 24 A s 18] A0 H A

HxEm

o IF ASCII “FAFEEANMR A 1 8 s 1 1AL

(%5 9-52 70
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JE ASCIl FEFFE AR TR R ET &

ARG LFF O 180-2022 HXFAFHY  (F KA K485 75 20O E’J%{’E’}{%#@ I SRR RN A 1
[HprsCA . EATRES &L KT 1Dy UTE-8 RI4T B 51 FHIH 8 A 0E (18

EECAS AT AL

OQULHC B B 2 A IS TR SC BB A 2 A < A I ST A B AP P 2 2% A FO IS 1 T 2B Rl 2 (X 44
PRI, WTCAA A 0% B A h FIUC S N 2 . R BBPFIESC, DLRCHY N B A R B oR . 59
bk, BT LU $MatchedContent $5 4122 5 7 M E U AL & DL S IR A 2

AR T HBAE B P 2 I P8 A U ) A Hi B B XA AR, GUI 0] BE 2 s SE B b A fish sk 18 25
ERIN S (RE RIS EERNE) « Bk GUI BB NER N AL KRR, HEA—E
MR TI A R UCEL . KAEZFED, 2N GUI L i 2848 F i i B UGB 48 5 B b o I i)
A& T I IE SO IR R o F1 A A R A0 20 1 DG JC 455 H DL B A G Ik 8 28 FI ) () e %
B

A 9-2 H R % (X EE LA 2

DDDDDDD

BRI g AR R E i BR A 7 51

AT 3B 3 A 28 2 T 2 Jk 90 25 A1 10 Sz B 82 L R AH G 7R )
o Wit R AL pE AR ERAE (5 9-53 T

o MMERERIE (28 9-54 1D

o IB[RIHEME (5 9-54 TD)

o JMEHEAE (B 9-54 T

o JEENAEEIIYPIEEAE (55 9-55 T1)

o EMHPIEERAE (B 9-57 TO

o [RESAIEMIHAE (58 9-59 1)

o BN NEAE (5 9-60 T

o ENUEIEFENEAE (B 9-60 TO
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wthd RS W

o EEUFEEN CEMMKEHEE #E (55 9-61 1)
o ARSEEME (5 9-62 TD)

o MHBRAESLIAE (5 9-62 TD

o JAANEREIE (5 9-63 T1)

o UG OUAERME (B8 9-63 TD)

o iR IESOUAERSE (5F 9-64 T1)

o HTML ¥:#u4/E (5 9-65 1)

o IB[EIMCE SCHHRIE (B 9-65 TD)

o G RIIRIBM RGEAE (BB 9-66 T1)

o LI EE RAEEAE (5 9-66 T1)

o G SUHAEE A S T RGUERAE (BB 9-66 TD)
o SEil R ERE AT IR (B8 9-67 TD)

o UNIMHBEEARICERIE (55 9-67 U1

o MNMHEZFHEEME (B 9-67 70

o URL fE&#AE (58 9-68 11D

e URL FEHl#ME (5 9-69 70

ToHE (56 9-70 1D

BT R AR T R AR R AE

skip-filters FRAFE IR ORAEAF BRI BRI JEAS (AEATRE— D A2, JF4kSmad MEFEIE. itk
skip-filters BRI AYMRATAS BEAT S S MR PHS # A B o 35 490 0, W0 SR i s AT SR 4
skip-filters FRAF A& MRIF I I8 & AU BRIN S R8T

7:51 ﬂ§%§%§§ﬁﬁ§%ﬂ customercare@example.com, Zif:&_EUT§I£F§$TEE bOSS@admlD.Hﬁﬁﬁ%?EB##o

bossFilter:

if (rcpt-to == 'boss@admin$')

{

notify ('customercare@example.com') ;

skip-filters();

}
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THBRHRAE

arop MRAFMIBREEIF, ANHATEMALIE . BMFAZIRBEIZG KN A KIEEFEWRFN, BA

AT D AR
Rpdbus

spamFilter:

if (subject == '~SPAM.*')

notify ('george@whitehouse.gov') ;

drop();

IREHR{E
vounce FRIE M RIE G KN (BERMAEND , Ao —EabB .
?ﬂ /fE%E @%QU\ @yahoo\\. com 4 E’%E’\]Hﬂlﬂ#f@hﬁﬁ@ﬁﬁﬁﬂiﬂﬁo

yahooFilter:

if (mail-from == '@yahoo\\.com$"')

{

bounce() ;

InERAE

TN R A A5 TG A Jom 2 TG B S ) S AR WA N ORI s A
A E AR R L R YE [encrypt] BB AR REAT N -

Encrypt_Filter:

if ( subject == '\\[encrypt\\]' )

{

encrypt ('My Encryption_ Profile');

S

HPESS B S A george@whitehouse.gov, ZJEMIERFEBLL spam 3k BT A M4

ZF DOV ML B BRI % BT A IR A5 i B O i RS R . RIS,
Ub I E 28 ERAE B 0 2 e B S

W2 A
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et SRe W
5312 FT S/MIME %2 5% i 3534

E’H?J%_L%Iq:' , smime-gateway-deferred T%{’E'Tfﬂﬂ* E’JE%EEEI@ Xj’ﬂilz’ﬁ:%ﬁf S/MIME Aﬁ%
HOINE . XEWE, BARRLEHENTS R BEIAY, JRAESE T A B R AT AR 4L, BN IR IL .

FEARIERL AR T, F AL S0 T A R 8 R A A NI AR B HEAT SIMIME % -

smime-deferred:if (mail-from ==

"user@example.com") {smime-gateway-deferred ("

S/MIME %572 3% hin 25 4% 4E

smime-gateway R 1EH HI 45 & 1 AR & OIS HEAF /AT S/MIME 25 4 8N, JFdtirfik, B
AR Ja B4 B

smime-encrypt");}

NI DR R B R E KA NI AR BB AT SIMIME 2544, 3L BAL X I LE i«
smime-deliver-now:1if (mail-from == "user@example.com") {smime-gateway ("smime-sign");}
IBEFREHID X IRIE

notify Fl notify-copy BEAESIK BE A B IE A 48 2 328 248 )E MR- Hu bk o notify-copy HRIEIE & K%
JFURHEAE BN A, 5T bec-scan BfF. 100 B AR

o IR ARE NS U B R AR RS B A AR ARME BN (uatn FroM A RCPT TO) T4
o HRPFAT RS K

o SHRAE UL FC R R A A 1 44 B

T LR e e N AT PR R AGE R . R A SR A O/ T 4 MBI, Bk
— /\ILEEBH%MﬁFﬁ admin@example. com KIE—H A %ﬂﬂﬂzﬁ: ﬁméﬁﬂﬂJﬁ?EMﬁF

bigFilter:

LA

if (body-size >= 4M)

notify('admin@example.com');

drop () ;

Ei
bigFilterCopy:

if (body-size >= 4M)

notify-copy('admin@example.com');
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drop () ;

ﬁizitj‘q&ﬁ:}\%ﬁ—fUxﬂi{ijﬁ;&E/]HﬂMq:i@ﬁt (WJ!ZD, Lﬁ?@JEPE/] admin@example. com) s Hj_f UJE
i WS AF RO T (5 H W NHIHRIE AR R sEnveloperecipients (TEZFHERIEALE (55 9-50 1) ) -

bigFilter:

if (body-size >= 4M)

notify('$EnvelopeRecipients');

drop () ;

notify PRSI R Z = DMHOMITIES KL, i IXESHOT € T8E Sk EE A A
TR TOE XA TR . RSB LT B, R, R B A B A N BR
R, TR TR

TS AT RE A S AT B 4y AR HE A i Ul (iR E AR B GBS R EAR & (38 9-50 70D ) .
é%iigktkilggj]Message Notificationo

5B R AN Z BT DURAT AT AT R A St bk, T DS K I PR 3 ] 8 A T80 Dy L 0 WS AP B A2 11 5

ffgzég SEnvelopeFromo
AR S HOR A B BRI PR AREMER, ESMEM (G5 9-77 10 .

R E— R BT TR, RAE EBECH (bigFilter] Message too large, HFIB[HIEE
WARIE RN, FHEH “message.too.large” MR :

bigFilter:
if (body-size >= 4M)
{
notify('admin@example.com', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');

drop () ;
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B AR

B X RAE

wthd RS W

&1 A] LAA#E F $MatchedContent #EAS 818 51 & F N BB 1 N R ILPERS Ok« $MatchedContent
BREAR B BoR R RS I 2 . B, DL ESS S TEMBAREL & ABA K 7 {5 B I8 A0 HE 0L .

ABA_filter:

if (body-contains ('*aba')) {
notify('admin@example.com', ' [$MatchedContent]Account Information Displayed') ;
}

BXEE

o EAIBIN (E9-57 T)

BT LMER “SCAREIR” (Text Resources) T H Y textconfig CLI A4 % H 52 SCIB S5 IR id & A
T notify () M notify-copy () FRAERISCAT IR R AGIE B & SCEABNR, Al ff HEASL
MR BRINASAR B HE AR 3k, 15E3X5>( HIRACER A B AT I 15 Sk o EAE B SCE F1H as i
153k, IEEI salineaders FIEZ &,

ﬁaéliélﬂ{n JARE] lﬁ%lﬂ “IZ’K ﬁ” QE
FE MR, 2SRRIl T SCHRIE 8 2RI, R Goas ) TSR A Ak B 5 S st K

bigFilter:
if (body-size >= 4M)
{
notify('$EnvelopeRecipients', '[$FilterName] Message too large',
'$EnvelopeFrom', 'message.too.large');

drop () ;

bee BRAE 2R HEAFH1E 44 BI A SR 28 15 @ Wi N o BEERAEA I BNl PE = . i 3 JELan s 1 o
FERSEEIPIER, HEE A BIAPA S IR B2 WE Nl 0 R a0 A A AR A5 &nibg 2
FILEA .

THL LW johnny RIEZE sue W EE—FHBH 2 4 FPi%X 45 momehome . org:

momFilter:
if ((mail-from == '~johnny$') and (rcpt-to == '“sue$'))
{

bece ('mom@home.org') ;

Cisco Async0S 9.1 A5 GEATHEME) W



FIE (ERAGRHITIBIESSHER R |

W pidRsERs

bec PHAEIR FF R 2 = ANEAMNATTIESEL, I IX e S0 $8 @ FE PPk mE 2R b A B i 32 815 Sk
fE 3 RAE N L L& A WL X LS HOA I E B, Rk, i SR A B 3 R A N g
(Ey

FSH TR o B N F AR M P ROE MR R R GESREREEE (3 9-50 7D ) . BRI
THOLR, XHRERNFHBIERFEB AT ssubject) o

EE R NS ET CLURAT A SRR RE, 00T DU A 1R 38 [ 126 A2 1 o Jis 463 S 2 B A8 1
fté%éi $EnvelopeFromo

ﬁtﬁ?fﬁﬂj@jﬁ@'&j\j [Bcec] <original subject>, 4%@@5%4%'&%3 badbounce@home.org, ?}—%TL

—
momFilter:
if ((mail-from == '~johnny$') and (rcpt-to == '“sue$'))

{

bcc ('mom@home.org', '[Bcec] $Subject', 'badbounce@home.org');

mailhost #& 5 TINS5

momFilterAltM:
if ((mail-from == '“johnny$') and (rcpt-to == '“sue$'))
{
bcc ('mom@home.org', '[Bcc] S$Subject', 'S$EnvelopeFrom',

'momaltmailserver.example.com') ;

}

1S

Bt
i

Bec () notify() BAMK vounce () I IEARIRAE & BALML P 1055 . FAF PP IR S IESHRIE 2B —
BERTHEAE, R R AR WECE R e BRI A . I AL PR R AR S AU — R SRR MRS Sk T IR

Bk RER &R, RAERDHIIAEI . B IE SR AE 2 68 — B0 5 JRAR IR AT 10k A
FHHTIBAE . AR =GO, BT AR A 9 B S SR A R AR R

FRIER|ZA ML, AT L2 KR bec () #1E:

multiplealthosts:
if (recv-listener == "IncomingMail")
{
insert-header ('X-ORIGINAL-IP', 'Sremote_ip');
bcc ('SEnvelopeRecipients', 'SSubject', 'SEnvelopeFrom', '10.2.3.4'");
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bee-scan() #24E

wthd RS W

bce ('$EnvelopeRecipients', 'S$SSubject', 'S$SEnvelopeFrom', '10.2.3.5');
bcc ('S$SEnvelopeRecipients', '$Subject', 'S$EnvelopeFrom', '10.2.3.6');
}

HXEEZ

e bee-scan() #1E (55 9-59 1)

bee-scan AR bee #AFAML, AR ZAAE T A IE K BRAF AL IR AE, B2 i it 4
M I8 -

momFilter:
if ((mail-from == '~johnny$') and (rcpt-to == '“sue$'))
{

bcc-scan('mom@home.org') ;

FREMEHIRE

quarantine ('quarantine_name') AR ARIC H BIENFR E X BA S HIHBAE . A <08 & X K4S
E\, ﬁ%%j‘]}ﬂ “ K%%IX” #%o duplicate-quarantine('quarantine_name"') TS%{/E’%TLEH){%EB{#E/‘JE[J
AL B i E W R X, T SR WAk 4k S im W TE . BRES X B FRX A KANE .

FERRIC TN B B8 DX PR IRV, HIS A 2% 28 00 o IS A T ) LR 8 70 o A RS R B I, G R
BEHB AR I TN — DB ARG X, WX LeRAF . B0, SRR AR ik . BT R,
USRI AE A BEEEAR R, WA A SN B X

FHR L, R B JE 2R B B quarantine () #4F, FEMZ JGIEH vounce () B drop () #AE, HEMF
ANEHITENRBE X, Py de 28 B A PR MR B A TE R R o n SRR I i 25 60 55 B g X 44, fH
WIS A2 i e B B % S A2 B 7 0 B A A BN L DR AR M B, B KA BIRTEIL . skip-filters()
V4> T OB A Bk AT Ay ) AR R A i E 2%, H PRI yE R v REDSRE o B, dn SRS i 25 4
HBALFARIC ATRNBR B X, JFEHE skip-filters () #AE, T4 MBA-RE R BT A 960 A 1R R A 0o i 2%
WS, BRAEMBARE T A i 53— AN ERAE S SO B o

E NP EIF, RIS “secret_word” i St ATl 1138, HIBA4-Ks 4 &2 3% 28 Policy B 25 X .
quarantine_codenames :
if (dictionary-match ('secret_words'))
{
quarantine ('Policy');

}
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E N E T, AR E AT EE T MERE mp3 SO A IE 25 0s . 0 NS HEE 5 .mp3
Mk, A ZM SR, HREE (R IE SRR R B R RGN 55—
A R R AR IR R AR BB B CRIEE] Policy FRES X)) o WA 05 B BH AL /O B 1F
JRAE WA N 75 15 3K B 525 DXRE TR A4
strip_all_mp3s:

if (attachment-filename == '(?2i)\\.mp3$') {

duplicate-quarantine ('Policy"');

drop-attachments-by-name (' (?1)\\.mp3$"') ;

et AR

alt-rept-to FRAESAEALIEMERE M AF K BT W NSO R E YfE A .
B ik AR R IEAT AT (S U A7 ereerist. com IR, FERAGHEAR 00 BT A WM N B SCH

system-lists@myhost.com:
freelistFilter:
if (rcpt-to == '\\.freelist\\.com$")
{

alt-rcpt-to('system-lists@myhost.com');

IERAR X ENRIE

alt-mailhost FRAFIEEE MEAF I P AUAE R TP ULk UM S € AU TP Mk B EHLA .
~

& alt-mailhost A FIEH 1k S 4 3 MR A1 4 51 28 U 2 9 3 % R T R AR PR 25 o alt-mailhost $RAE
V478 55 B B DX A N B a2k B4 s BB A 2L

A UE A T W PR N ik EE 5] B EHL exanple. come
localRedirectFilter:

if (true)

{

alt-mailhost ('example.com');
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#ix

wthd RS W

Ak, ﬁfﬁ]@] joe@anywhere.com E@Hﬂﬁﬁ‘?‘)ﬁﬁé%@ﬁ? example.com, H%iﬂ&ﬁ:/\ﬂﬁﬁk%
joe@anywhere.com [JHEF ENL. ¥, smtproutes a2 T8 & M BT A BUAM & HHAS B AT 2 52 0w BB A 1
fEi%k . CGES AR IS B (5 24-1 50 . )

alt-mailhost FEVEAZFEFE im0 5. Kk, EHIN SMTP B H .

A AR T AR E 19 $) 19216812 5:
local2Filter:

if (true)

{

alt-mailhost('192.168.12.5');

ERUFEEN GERIMXHEIL) #BRIE

alt-src-host FRAE 2 KFHEAE IR NSO TR E RIUR . I LA FEIEAF AR IR TP £ B IP 4% 11
Mo WRER A IP 0, RESEAGEHEN A A b A E IR O IP 820 . ks b,
U1 AT AAE — A ERHIR A 2 4 e BRI 2 SR SCHhE . A CPRAIME R, 152 [ H AR 4L
W S™ AR DY TR TR RS B R PE 5 (5 24-56 T ©

IPEORBERNARGYIECER IP B OB O 4., FHEESMERH B Lk 1P 0
outbound2 NKH IP Hih A 1.2.3. 4 BEFE EHLH BT HEAE G 8 R AR 5% .

externalFilter:
if (remote-ip == '1.2.3.4")
{

alt-src-host ('outbound2');

FHIIE PRI TP Mk O 1. 2.3 4 B FE EALHUC R T A IR ] TP 4% 1 4 eroupt.

groupFilter:
if (remote-ip == '1.2.3.4")
{

alt-src-host('Groupl');
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YA HRAE

#ix

HHIBR= Sk iR4E

archive FRAEAIFEBCa LXG JRARMEA:  CELEE A BEAFAE LA D ERA7 8 mbox 4% 3UHY S
DR B o F ARAF IR A 1 H SR RS . KRGSl JE s B sh G F #8 e sk 4
B HEAT R, Gt nT DU 2 A B pE As H S0 kb pEas A g H A S eI s, W RS A
filters -> logconfig azﬁﬁé>§%$%fiﬂ§%§EﬂEiﬁiiﬁo

logconfig M2 /& filters M F 4. A XRWMAHH LT REBEH, 1ESREH CLI & #H
MEEk e s (55 9-81 1) .

mbox 1 A EARHE ) UNIX HEAEA% 2, 17 A 2 s AR 7 ol # B i s Rt & ik . B E
AR, KZHUNIX REFFRIAN “mail -£ mbox.filename” . mbox ¥ R4 U4, Ak n] ff
FH T8 B PR SCAS G 6 45 K 25 7 W AL P P9 258 o

%Ejiﬁﬂﬁgi%ﬁﬂqj’ ﬁﬂﬁgﬁgijiiﬁ#)\ig joesmith@yourdomain.conlEEEB: NU%§$B¥#EU1K€%1?5§

joesmith H Adc,:‘:

logJoeSmithFilter:
if (mail-from == '~joesmith@yourdomain\\.com$")
{

archive('joesmith');

strip-header IEESIE B ML 2 BAAEREE K, HMIBAF IR IX LAT, 2R )5 AL LI, 17
TEZAME RN, BAESMBRFTA (S SLSef] (Bl “Received:” 53k) »

FENHERRGI S, T AR AR A AT I B R (5 Sk x-Deletene:
stripXDeleteMeFilter:

if (true)

{

strip-header ('X-DeleteMe') ;

AEERAESKIN, VERE SR A A E BB R T TR S e CInBE TSN R A B A A
R IR O o G RV, 1B S MBS SRR (36 9-5 70 .
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ANERR(E

insert-header MEAESTEMMEHIHIAFE k. AsyncOS NI IERE NS K& 577 A bn it 220
DR RS W35 T IR D] S A

ET@H@%1§”EP’ ﬁﬂ%ﬁﬁﬂ#*ﬁaﬁ?ﬂ%ﬁk, }H\U?ﬁ'j)\g% X-Company H{E&j’\j My Company Name H"]
feik:

addXCompanyFilter:
if (not header ('X-Company'))
{

insert-header ('X-Company', 'My Company Name') ;

insert-header() # 1 8 VF£E B 15 Sk SCA I AE ASCIL 74, (H{E kAR AT ASCIL 7 4F
CEMESR) o A4 AR A AT AT BN 51 RS 3, DU R PR BE 3 52 i T 3k

&iE strip-headers F insert-header TST‘%VEEI U\%éﬂfﬁﬁ ’ EEEZI@M#E‘JFE%M#%;& E%%%/ﬂ
T, ATLMERZ ARG R (W Received:) ; MIERLENEN T, ZAMAHFIE kL6 o] G2
HE MUA (n£4~ “Subject:” f53k) .

U BRAS SN, A5 Sk 10 4B G0 2 AR TSk o B (LR S S AR B A s £
BB PO o A VERE, W2 IR SRR G 9-5 10
IRIBI(ESA XA RME

edit-header-text HRE TR IE W20k U He D e 5 4 5 IOM5 ShoCA . i PR DL Sk 1Y
IEMFRIES, IR B HON R E ENWRE K.

Blhn, WEPEELE R B RS Sk

Subject: SCAN Marketing Messages

NHLS PELEMIBRAS LR “SCAN” XA, [N RE XA “Marketing Messages”
Remove_SCAN: if true
{

edit-header-text ( ‘Subject’ , ‘AscaN\\s*’ ,’’ );

I PE AR AL PS5 IR [B] R A Sk

Subject: Marketing Messages
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YRR IE SO A HRAE

edit-body-text () MELFILIESS 5 Eait-Header-Text () IIEARAHMLL, (EAZT ESRAE H T B4 1E3C,

AR A —AME Sk
edit-body-text () HEFFILIESAE M T HITEE, Kb S HRER RN IENREX, o425
Ko B A

Example: if true {
edit-body-text ("parameter 1",
"parameter 2");

}

edit-body-text ( HﬂMﬁFLﬂﬁ%”ﬁﬂVEﬁﬁ?EHB#EIE?B’\ﬁ?%%JHsﬁ MIME #873 Jyif “ 1IR30 ik
M < A E’]1$QEM;: B WS BT IESC S WEPER A (55 9-5 T .

PLUR 7R 78 URL MHBEERBNBR, JE& 38 CA “URL REMOVED” :

URL_Replaced: 1if true {

edit-body-text (" (?1i) (?:https?|ftp)://[*\\s\">]+", "URL REMOVED");

}

PR 7R B J 7 A 2 BRBG 5 5 MR TE SCHHIBR, B HOoN AR “XXX-XX-XXXX” :

ssn: if true {

edit-body-text (" (?2!1000) (?:[0- 6]\\d{2)\7 [0-6]1\\d@|7[012])) ([
=1?) (2100)\\A\\A\\1(?2!0000)\\d{4}"

"XXX-XX-XXXX") ;

&E M TCVETE edit-body-text () 1 JEARHE B BEAR LA
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HTML 35§38k

RFC 2822 & S T WA e AR =, HIME XA AE T —2d R (W MIME) PAEf£%) RFC
2822 HELE AR A AR N 28 . AsyncOS BLAE AT LL# H heml-convert () HBAFE A% IE T DL iBEE
HTML #4524l SO

Convert_HTML_Filter:
if (true)

{

html-convert () ;

}

Eﬂﬂﬂﬂﬂﬁl_{)ﬁ%ﬁ/{#%ﬂﬁ 5 7€ MIME #77 J& TR “1E3C” i8R “HfFE” o heml-convert () ILJEARY
YERH F B IE S o A RHRAE IE SRR B, 155 Iﬂ M 44 1 S 55 IS A2 B (’éﬁ 9-5T1) .

html-convert ( )J;{fE%&A*E?EI1¢$§ﬁ@ﬂ§$I_JE/‘Jﬁ/f K HTML MRS A I B

WA 2 S SCAR (text/plain), MR B AR L A% o W SR BB 2 1 5 ) HTML BB
(text/html), i HTML AR%544 IHBAE R MH B, B 28 1 1E SO B e HTML HB . WS4k b 47 %
HEPKRAAL, 3 H HTML A4 8R4, W B mp ek ) 4582 MIME - CRH £ 8570 /45 1 45
¥, ELIRI LA P9 A AH R text/plain &5 A1 text/htm] #5753, I €215 M0 BR M5 24 ) text/html #5
95, fRE text/plain #B4r. X T HAth MIME 288 (B 50 /0RE) , S IELKMIBE HTML 1E X
H#B4r B HTML #5ic, FEK HTML 1E SCEE #idd A A

Wﬁfm#kﬁ%,MMCWWU)Lﬁ%RWW@M#ﬁﬂﬁﬁEi@ mT 4@%&%#
it PR IRSERG . X HRAR A E A AR R IXRE (R T At o 0 A R A Ak B AR 2 w1 R AR
HIB A4 123

IR[EECE S R1E
bounce-profile %ﬁf’ﬁ?ﬂ&ﬂ#ﬁ@ﬂﬁ@ﬂﬁﬂ‘]@@Eﬂﬁiﬁﬁo h%%lﬂﬁ@@lﬁl E’:] EHM/:F (% 24-34 "Ji) o)

AR SRS TEIE A, UM e 3 [ e B S B AR R T o e D B 282 2 T T 2 e PO T
Ty RCar AR IR E SO (R ERED -

%Ej:ﬁﬂﬁgfiﬂ§%§i%ﬁﬂqj’ ﬂﬂﬁggkj@ X-Bounce-Profile: fastbounce Hﬁﬁﬁ%?ﬁﬁ%imﬁﬁ#’\ﬁﬂ []Eﬁii
N AF “fastbounce” :

fastbounce:
if (header ('X-Bounce-Profile') == 'fastbounce') {

bounce-profile ('fastbounce');
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S8 IR R R G HRE

skip-spancheck #R1E 2 TE7/R RYLACVFHEIFSEIT R 58 LG B KA AT 5 3w A SR B s g .
RORBC B ST AR I S B R BEAF D8, s R ARG W PEARIC 0 1 Sedb AT B A 448, SRR AT
AN HEPEREAT A B

PAR 7= B o VF e SenderBase 15 25545 73 O A7 58 o 3 T A2 1) S 7 IR IS 3L DB D e -
whitelist_on_reputation:

if (reputation > 7.5)

{

skip-spamcheck() ;

H*EEmR
o A B WA AR IR S (B 13-2 1)

o BEGRBLIR AT g AR L DE B AR AT A (5 13413 T

RIPRBRGRE
sxip-viruscheck HEIEHIT RG: A0 VSFESEIS R G0 1 MIFF A 7% 09" R .t ok L BB s
BRG, SIRAK B PEFRIC A B A HEA T B, JEARTETS 2t ISP 47 4L T2
DU B 5 LT AR “private _listener” |- B P 183 5 B 5 M 9 s 4 2 .

internal_mail_is_safe:
if (recv-listener == 'private_listener')
{
skip-spamcheck () ;

skip-viruscheck();

S HEESRFXH ST RGIRE

skip-ampcheck ¥RAFTE7R RGL O VFHEPFSEid 2 48 _E G B ) SR I Fﬁl#%ﬁ UUE SN L)
SCAFAG S L DERNSCAE A B R ARG WA AR I S AT SCPH B I PR AN SR A 4t ok
FRAEAS 2 B AT Ab

LA 7n Bl %€ B & PDF B O R4 B SR SO AR i S A S o0

skip_amp_scan:

if (attachment-filetype == 'pdf')
{

skip-ampcheck () ;

}
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wthd RS W

K HRBRALIEFIRE

skip-vofcheck ¥RIFTE7R R GLfCVFHEIF S8 B 1 A i D 348 . W R PR SR R B ]S
LEARAE AN 208 R A AT AL 2
PA R /-8 € FEMTTR2 /7 “private_listener” 432 WSO I B Gt 5 B 4 R I g 28 413

internal_mail_is_safe:
if (recv-listener == 'private_listener') Outbreak Filters
{

skip-vofcheck () ;

AR FRICHERAE

tag-message A RESN R MBAF il N H 2 SORTE, PAMEEHA] RSA HIME DLP SRS JE . 0] LUK
RSA HiliE DLP S50 e & N A48 & MR PR L BB AF o dEPEAR Xt AATT I . FR2E 44 KT
DT [a-za-z0-9_-.1 FRIET FRIMERAE.

A RHE DLP MRS IE g 5 S, WHEH il Z R —=.

DU AR5 WA 4 A SR 4 (Enerypt)” MIIFE. BiJR T LAGI4E DLP %05, fEFEI% 0T
L 27 B 0 005 A% 5 S 0 35 7

Tag_Message:
if (subject == '"\\[Encrypt\\]"')
{

tag-message ('Encrypt-And-Deliver') ;

wIEEFBRE

log-entry FRAFAER B ) SCA MR H & Al A B E OUA IﬁT@aﬁﬁﬁi & LA A
SEERAEAR A T I BRI SCAS, DA AR AR 1L DB 45 9 (T AT 2 — 3R AE I B uﬁH&HﬂT
FE MBI ER B A

PLUR 7 foil4 N 1 ff e S 2 D5 R 0 e 2 A RIL A B iR M H & % H
CompanyConfidential:
if (body-contains ('Company Confidential'))

{

log-entry ('Message may have contained confidential information.');

bounce () ;
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URL (E&E#R(E
{5 FHHR A ) URL 5215 &0 URL BUHAT M. A REEVEGQE BRG], WESRE 15 %
“URL 98”7 F & mB 4 7 i) URL: {3 A 9845 ) URL {52 A0 URL Z5048E (38 15-8 11D
TX g (AN T R
fE URL fE % #/fE
* msg_filter name AT IERSI4FR .
* min_score Ml max_score &AM VG I die /N R KA 40 36 P Y B A0 48 165 48 2 B
B /NFI R KA 5 AT -10.0 Al 10.0 Z[A],
o BEEEMSAIRMAT 5 0 H N8 EBAE, EMEHERIEMM “no - reputation” FRA,

LR/ R .
® whitelist %EJ\HEX URL @J%H{]%ﬁ( (ﬁﬁ urllistconfig ’DAD\/?\/T'_E'X)o ﬂuﬁiﬁ%ﬁ?‘éﬁ
SEZL N

o 1f preserve_signed N H, iHHIA 0 5L 1:
= 1 - B R EON H T R A 44 R A
= O - B AR S H T A s
WIATEIE preserve_signed fH, FRAEFALN H TR LML

HXEE
o JE¥E URL {526 URL B A (55 9-68 T1)
e R4 URL /5% 2F URL TR EM (25 9-69 1))
o R¥E URL f52% URL € [ 2 A2 2408 (55 9-69 T1)

#R1E URL {51 URL B A
EHEERSERESSRIITIRIE, BHITUUTERE:

’Tfﬂ% url-reputation-replace T;Eéf/ﬁo

'fﬁﬂ% url-reputation-replace T%VEHTJ', ﬁ/ﬁ%ﬁﬂ‘]lﬁ/ﬁy‘j
<msg_filter_name>:

if <condition>

{url-reputation-replace(<min_score>, <max_score>,” <replace_text>" ,'<whitelist>',
<Preserve_s igned>); }

H1, replace_text ;& EF# URL B A,

EEEERSZTRBEESIHNNMITRE, BERITUATHRE:

’Tﬁﬁﬁ url-no-reputation-replace T‘y’?%{/lfo

’ffﬂ% url-no-reputation-replace T%VEHTJ', ﬁ/ﬁ%ﬁﬂ@lﬁ/ﬁy\j
<msg_filter_name>:

if <condition>

{url-no-reputation-replace ('<replace_text>', '<whitelist>', <Preserve_signed>);}

H1, replace_text ;& F# URL H A,
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#R#% URL {5 &R} URL FHEIBLAD
BERERSRRSSEBITRIE, ERITUTRE:

’fﬁﬂ% url-reputation-defang T;T%’ﬁf °

@E)ﬂ url-reputation-defang T;”Eé’ﬁzﬂﬂ‘, l‘i/fgggﬁ’(]fni/j&_j‘j
<msg_filter_name>:
if <condition>

{url-reputation-defang (<min_score>, <max_score>, '<whitelist>', <Preserve_signed>);}

ZEEERFTRESIFRITIRME, ERITUTHRE:
’Tﬁﬁﬁ url-no-reputation-defang T‘;T%{’E o

’fﬁﬂa url-no-reputation-defang T%VEHTJL, Ji/[’g%%ﬂ@lgfjﬂ‘y\j
<msg_filter_name>:
if <condition>

{url-no-reputation-defang ('<whitelist>', <Preserve_signed>);}

R#E URL (5E18 URL EEREI BN RENIE
BEAEEERSRUSOFMITRE, BRITUTRE:

’ffﬂ% url-reputation-proxy-redirect Ty"céf/ﬁ o

’ffﬂ% url-reputation-proxy-redirect T;Eé{/EHTJL, ﬂ/ﬁ%&ﬂ@l