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GET /api/v1.0/health HTTP/1.0
User-Agent: curl/7.30.0

Host: mail.example.com:8080
Authorization:
Accept: application/json

Pl R

HTTP/1.0 200 OK

Server: EmailAPI/1.0

Date: Wed, 02 Jul 2014 05:07:50 GMT
Content-type: application/json

Content-Length: 246
Connection: close
{

"data": {

"percentage_ram_utilization"

"percentage_diskio":20,

Basic dXNlcm5hbWU6cGFzc3dvemQ=

:10,

Cisco Async0S API for Email - \| )35




W AsyncOS API Th&E

,.
V4

HE
e

"resource_conservation":3,
"messages_in_workqueue":189,
"messages_in_pvo_qguarantines":12,
"percentage_swap_utilization":2.0,
"percentage_qgueue_utilization":5.0,
"percentage_cpu_load":12

T,

"uri":"/api/v1l.0/health/"
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* starts_with=value. {fI BV 2 LTE 2 SEARAE Ik 1) 2
H. WEHELIY encicy BHWEEMH, JFH vaiue BAIRE N
true, U0 entity-us&starts with=trueo

o max=n. 5 HILJEME T PRAIR R S5 R E. o RIEAEMRE
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wBhER

GET /api/vl.0/stats/mail_incoming_traffic_summary?ld HTTP/1.0
User-Agent: curl/7.30.0

Host: mail.example.com:8080

Authorization: Basic dXNlcm5hbWU6cGFzc3dvemQ=

Accept: application/json

151 i 2

HTTP/1.0 200 OK

Server: EmailAPI/1.0

Date: Tue, 15 Jul 2014 08:26:46 GMT
Content-type: application/json
Content-Length: 461

Connection: close

"data":{
"verif_decrypt_success":0,
"detected_virus":1396438,
"threat_content_filter":106728,
"blocked_invalid_recipient":209054,
"verif_ decrypt_fail":0,
"marketing_mail":0,
"detected_amp":0,
"ims_spam_increment_over_case":0,
"total_recipients":827216461,
"detected_spam":1265606,
"total_clean_recipients":1977205,
"blocked _dmarc":0,
"malicious_url":14006,
"total_threat_recipients":825239256,
"blocked_reputation":822261430

T,

"uri":"/api/vl.0/stats/mail_incoming_traffic_summary?1d"
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wBIER
GET
/api/v1.0/stats/mail_subject_stats?duration=2014-04-23T00:00-00:00/2014-10-21T00:00-00:00&
max=5 HTTP/1.0
User-Agent: curl/7.30.0
Host: mail.example.com:8080
Authorization: Basic dXNlcm5hbWU6cGFzc3dvemQ=
Accept: application/json
PN B2
HTTP/1.0 200 OK
Server: EmailAPI/1.0
Date: Tue, 15 Jul 2014 08:26:46 GMT
Content-type: application/json
Content-Length: 182
Connection: close
{
"data": {
"num_msgs": {

"Buying judgments":44584,

"Additional Income":39691,

"Why pay more?":46044,

"Message contains":50460,

"Off shore":56954

}

T,
"uri":"/api/vl.0/stats/mail_subject_stats?duration=2014-04-23T00:00-00:00/2014-10-21T00:00
-00:00&max=5"

}
ETEARRELER
DL R s el A R 48 i BE N TSN “2001: 067 1 TP Huhk 708 4% R AR AR
wIER
GET

/api/v1.0/stats/mail_sender_ip_hostname_detail?duration=2014-04-23T00:00-00:00/2014-10-21T
00:00-00:00&entity=2001::63&starts_with=true HTTP/1.0

User-Agent: curl/7.30.0

Host: mail.example.com:8080

Authorization: Basic dXNlcm5hbWU6cGFzc3dvemQ=

Accept: application/json

451 Ml 2

HTTP/1.0 200 OK

Server: EmailAPI/1.0

Date: Thu, 04 Sep 2014 09:27:58 GMT
Content-type: application/json
Content-Length: 633

Connection: close

"data":{
"2001::63":¢
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"detected_virus":2,
"threat_content_filter":0,
"total_dlp_incidents":0,
"total_clean_recipients":4372,
"total_recipients_processed":4374,
"detected_spam":0,
"total_threat_recipients":2

}

"2001::6":{
"detected_virus":2,
"threat_content_filter":0,
"total_dlp_incidents":0,
"total_clean_recipients":1232,
"total_recipients_processed":1234,
"detected_spam":0,
"total_threat_recipients":2

}

T,
"uri":"/api/vl.0/stats/mail_sender_ip_hostname_detail?duration=2014-04-23T00:00-00:00/2014
-10-21T00:00-00:00&entity=2001::6&starts_with=true"
}

if1a] Cisco AsyncOS API for Email B£4/] £3B))

AsyncOS API AT A SCRFRIR & AvH P it 1 AT LS B 80T DUB IS /ne1p BB
oA A URT SR 18] HLBEAL 35 B .

IS AR N (TP

® GET /api/vl.0/stats/help SUVFIEK R GRS LIP3 R .

® GET /api/vl.0/health/help RVFIEKI R W & EEIZITIRNSE L H B H B

® GET /api/vl.0/stats/mail_incoming_traffic_summary/help ft%F%Eﬁi%?f%)\EB##%%%E%&%%H@

VR DR o b T RS B i Y BB i i SR A B

® GET /api/vl1l.0/stats/mail_incoming_traffic_summary/detected_virus/help jﬁﬁF%§ﬁﬁ§§f§)\

Eﬁﬁ#ﬁﬁgifﬁfgﬁpifiﬁgﬁ “detected_virus” H@Lﬁﬁﬁo

%t Async0S API #E{TH#IPEHERR

e APIHZE (GF 1270
o ER (13 7))
o [ cURL BJUEF HAS (58 13 T

APl B

{FH R4 % ¥ (System Administration) > H & T [¥ (Log Subscriptions) 11 % API H & . H kil
B, #EZ M (Cisco AsyncOS for Email /7 755) BN B,

PR A2 APL H & Hid s S s g

e API O3 3 fF 1k

o 5 API FERMECCH  (FEFR Ak R E)
o BB IGIE AT BRI
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B R BB E N AR IE S AsyncOS APTAHSCHIE SR . S BLLL RSO0, ORISR &4 -

REULEA et FEMY
APT i IR R 110 287 /5 2 B Eh
fi /] Web Fr i 5 CLI HEAT 11 2% e B BIEF Ok | R4t faa

fEIK % APL. V5 2 [ 0% I 265 i B sl F 5 o o 11 2
W ARAEIEE AsyncOS APT (55 13 1)

KT MLEECE S P E eI E R AR L IEZE Async0S API

B R E AR, fR ] Web FIRIEL CLI BEAT 8 W4 2% e & siE 1 S SOR B8 2 AP
BRAR AT DU Ak

o HHHZNBA.

o WURHBAIRIEAE, TEEKR TAC.

{#F cURL B-HIEH Hi$E

B8 IR AE R E RS (180 Unix. Ubantu. Mac OS X £5) b f#H HTTPS F11& 3 . HE
5 AP #7248, WA cURL 53K APT YRR A fE I BRE BE R NS H T LA w6

® curl: (60) SSL certificate problem: Invalid certificate chain

® curl: (77) error setting certificate verify locations

BRBR 5= cURL AHKCHY: http://curl.haxx.se/.
Async0S APl &%
RS

o AR
o BN M
o ANRFE IR T

B HRRE

e mail_authentication_summary

e mail_dlp_outgoing_traffic_summary
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e mail_incoming_malware_threat_file_detail_summary
e mail_incoming_traffic_summary

e mail_outgoing_traffic_summary

e mail_security_summary

e mail_sender_group_summary

¢ mail_system_capacity

mail_authentication_summary

L

F& NHBAER) SMTP 5 47 38 4iE 45 715 B 2.

Web FEH S

W5+ (Monitor) > A3 SMTP {443 (Inbound SMTP Authentication) > S % (Received
Connections)

=R WiAf

received_conn_cert_success g 2 PR AT B0 B8AIE B R I AR N E B S B
received_auth SO E T &y Bk Ut N S 2

received_total RESEIAVGILEE NS

received_conn_auth_success | £\ {ii f] SMTP AUTH i & 3E47 B 43 56 31F 1 i IO A% N 42 M %k
received_conn_total NS

received_noauth S AR AT B oy B e S R N S 4
received_conn_auth_fail KRBEfEH SMTP AUTH iy & #E47 & 4 5k 1) AR OE#E 2 5.
received_conn_noauth WA AT B 3 5ok 22 ) A% N B4 B 5

received_conn_cert_fail A BRI % P ik AT B B E AR N S A

mail_dlp_outgoing_traffic_summary

A
e HH IS A o R A B 08 25 Ok (DLP) SRt i A A O i 22

Web RER S

W54 (Monitor) > DLP S 4% 2 (DLP Incident Summary) > 4% ™ 5 14 HE 41 () 8¢ 41 [ {24 (Top
Incidents by Severity)

¥ Lkl
total_dlp_incidents DLP HEF 2%

dlp_incidents_high FEE N DLP A A
dip_incidents_critical J R M T E (] DLP SH4F R
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R Ll
dip_incidents_medium | ™= & {4 S5 rh ) DLP S48 %
dip_incidents_low 5 1k 91 DLP 4 3 %

mail_incoming_malware_threat_file_detail_summary

AR

1 % AT BT (AMP) FE AR N IS H oA 00 381 0 38 o B SO R PR

Web FEIRE

¥ (Monitor) > F R E B (Advanced Malware Protection) > HE44 52 B BIA4% N\ & 51 ),
Jih 3C44: (Top Incoming Malware Threat Files)

TR AR

detected_amp_files

AMP A5 21 P8 A U ST 1) 2

mail_incoming_traffic_summary

5EA

B b A N BB A 35 ) 4 2

Web RHEIRE

W54 (Monitor) > #i& (Overview) > 1% N4+ & (Incoming Mail Graph)

TR

AR

verif_decrypt_success

£ SIMIME 9] 5 56 1E AN 22 5 14— 350 7 Fi D e ol 560 11 e e 2
EEPNIE QL NDIPSE

detected_virus

BRI I 2 WA A Qe D B

threat_content_filter

A PR IR 1] e o 8 AR A A 17 5 /0 — A PO 7 e DR AR D
Gl N B

verif_decrypt_fail

HRAEN SIMIME [ 5565 IF i 25 14— 38 43~ 388 ok 56 11 5 2 114
N Qe N S

blocked_dmarc

# DMARC PHAIERIHEPE  Clcfh A SR

marketing_mail

AT 9T Sy & A PE AR (e N B8

detected_amp

e AMP Kl 9 s BRI ISR B3

ims_spam_increment_over_case

EIRYE IMS HSE BRI, (HZ AR AT LU IPAS JH2E
TEH MR B A A QIR D

total_recipients

HEPE ClefE N 3

detected_spam

R Dy bz e R BAT B4 I WA TR Qe D
AR P A CUC B B 3 IS 51 A 00 28]y 37 3 s 1 S 2 A

total_clean_recipients

IEHHEE Gl N S

blocked_invalid_recipient

Wt N 52 SRS AR B RO R A (e D i
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S 3B

malicious_url WU URL (Gl A)
total_threat_recipients L LRI
blocked_reputation 7452 o S BELLE 0 00

mail_outgoing_traffic_summary

A
BEA LA R 5 2 4 2

Web AERE
W% (Monitor) > #£i& (Overview) > & H liE£F & (Outgoing Mail Graph)

kL i5PA

detected_virus AU DA S ) B B

threat_content_filter 1o FET 6 3 T R B A i R T 2 — A e M
(et N HE

total_dlp_incidents DLP FHIERIERAE iR D B

total_clean_recipients IEEmRA (AN B3

total_recipients_processed | [FE R, i ERAECE . B IR MR AE Bl O e 28 AR R E (el A
IRSE:4

total_recipients mE: e AN B

detected_spam BRI oz e WS AF AT B 3 SR A AT REAE QPR D K. %M
FE FTAT L B IS 3 33 S PF 5 A 0 1) P 7 3 S 4 K 2 A

total_hard_bounces W BRI 5 SRR [ RIS QU A 2%

malicious_url FOR % ) URL &

total_recipients_delivered FEERHEA (e N =

mail_security_summary

AR
e NI B 1 A i )= 22 4 (TLLS) il 2.

Web R ERE
54 (Monitor) > TLS i 4% (TLS Connections) > & A TLS % 4% & (Incoming TLS Connections Graph)

L viF

sent_conn_plain AN 1A% o4 S A

received_unencrypted FENHRAE AR A I b e N B2
received_total WESE AL CEEINISE
received_conn_tls_success BRI (FEELTLS) [R5 N TLS &4 a5
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TS 5 BA
received_conn_total A NJERE M
sent_total B4 R IE R N B EL

sent_unencrypted

R B AF R AN EE WA Qe N S

received_conn_tls_opt_fail

K Ik TLS) WM& TLS EB R 5L

sent_conn_tls_opt_success

B CEIE TLS) AR TLS 4% 1 5 4L

sent_conn_total

R HERR B AL

sent_conn_tls_opt_fail

R CHIE TLS) BIfE H TLS L) AL

received_encrypted_tls

e NHBEF ) TLS Ingg ms e Gl N B8

sent_conn_tls_fail

KW (R TLS) AL TLS 41 S AL

received_conn_tls_opt_success

I (% TLS) HIfE N TLS &1 B4

received_conn_plain

AN NIE R S

sent_conn_tls_success

R (FRELTLS) HIMEH TLS EHA A

sent_encrypted_tls

B AF ) TLS s it R B

received_conn_tls_fail

KW (R TLS) HIfE N TLS EHE ) 4L

mail_sender_group_summary

A

FEBA LI PITA RAE N LB S 370 SRS R A 0 Y P A L

Web RERS

54 (Monitor) > TLS #%#% (TLS Connections) > & \ TLS i%#% ¥ (Incoming TLS Connections Graph)

i

A

connections_relay

2ok rh AR I SR AR )RR B AL

connections_reject

2ot 45 AP U SR A R R AL

connections_accept

25 3 5 52 IS AL 8 SR W 45 11 11 T e B

connections_tcp_refuse

Ze3f TCP 45 26 M1 0 SR 5 1 F 12 5 KL

mail_system_capacity

5EA
BN ARG HESHHE

Web RHERE

542 (Monitor) > R4t % & (System Capacity) > T.1/EFA\ %1 (Work Queue)
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R

A

workqueue_average_time_spent

TAEBAF ALk (P X A CRLRD )

overall_percent_cpu_usage_for_reporting

et ThRER) CPU S35 48 I 26 7 4 Ll

outgoing_connections A &R B
overall_percent_cpu_usage CPU M8 FHZE H 4 b
bytes_in NS D)

overall_percent_cpu_usage_for_antivirus

M55 2 IR Y CPU & 358 R H 4yt

overall_percent_cpu_usage_for_quarantine

B 25 X ) CPU &P E F /b

average_incoming_message_size_in_bytes | {£ A\ fiB{4 KN (CEFD)
overall_percent_cpu_usage_for_antispam ISR T BE Y CPU 34 FH 2R H 4 b
average_outgoing_message_size_in_bytes A HERAEE RN (D

overall_percent_cpu_usage_for_mail_count

WS 12 AL B Th BE ) CPU &304 F 2 7 4y e

workqueue_average_messages

A BRI v BT B A A

bytes_out e AR B R/ (1)
outgoing_messages A% S A4 =
average_memory_page_swapping S 34 PN A7 T T AS e
incoming_connections e N3EERE MR
incoming_messages A N HIBAH 3 H
workqueue_messages_max TTAEBAA ) B R IS A Hi

B N MR

e mail_authentication_incoming_domain_ip

e mail_content_filter_incoming

e mail_dmarc_incoming_traffic_summary

e mail _env_sender_rate_limit
e mail _env_sender_stats

e mail_hvm_msg_filter_stats

e mail_incoming_malware_threat_file_detail

e mail_msg_filter_stats

e mail_sender_group_detail

e mail_subject_stats

e mail_url_category_summary

¢ mail_url_domain_summary

e mail_url_reputation_summary
e mail_vof_threat_summary

e mail_vof_threats_by_level
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e mail_vof_threats_by_threat_type
e mail_vof_threats_by_time_threshold
e mail_vof_threats_by_type

e mail vof threats_rewritten_url

mail_authentication_incoming_domain_ip

izl

BRI IP bk i E BT BB & 0 56 E RS S

Web RER S

whHEME

HEEE WiER

last_cert_fallback I TP Huhik 4T 5 43 56 4E 75 7 i AIE 5 2 SMTP AUTH i 4
FR) B3¢ i — k[l 3B 2 WA 1) i

last_cert_success A5 25 PV 3 AIE 5 IR TP b bk 3R 4T 5 43 B8 AT (R B s — IR L T 2
W )i

last_auth_disallow ARV SMTP AUTH 12 M35 TP ik 3517 5 40 56 UE 1) i
S — IR

last_cert_fail A FF 250 7 S AE 5 ISR TP bl 53R4T B 403 B0 AIE 0 o i — TR 2R W2
ihqibpes-

last_auth_success {fiH SMTP AUTH i 4 M3k 1P bk 34T & 45 36 30F 1 5 J5 — Ik
BT B I

last_auth_tail {iFl SMTP AUTH 174 M35 1P Huhik33E 4T & 45 30 0F 1) 552 J5 — UKk
R AL ) 3

mail_content_filter_incoming

HEA
PNEE SRS JUNRE e EYS

Web RER S

5% (Monitor) > WAL €A (Content Filters) > HE A 57T 14E N WA L IE AR ILAC 2L (Top Incoming
Content Filter Matches)

M L8
recipionts_matched P 3 2 UL R £ A £ A B

mail_dmarc_incoming_traffic_summary

iR
FeTAE NHE 1) DMARC 53iF (42 2. .
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Web FEIRE

W% (Monitor) > DMARC ¥ 1iF 3 45 (DMARC Verification Report) > % DMARC % iiF 25 KU1 15 HE A1
) #5¢ AT TH 35 (Top Domains by DMARC Verification Failures)

TR 5 BA

dmarc_total_attempted BN E 4% 32 DMARC SGIERTHEFE (i) S8k
dmarc_failed_total FEACRIEE DMARC B iERTHRA: (et B8
dmarc_failed_rejected TR E T DMARC S IE A BRPE Cliefh D B3
dmarc_failed_none ;l\ifgﬁiji DMARC RiiE JF HARRBUE A R (it
dmarc_failed_quarantined AR DMARC Bl JF R bR = i fF - Cliefh N S8
dmarc_passed AN E I DMARC RERHEAE (i O S8

mail_env_sender_rate_limit

A
R PR S R A (S R

Web RERE
i #% (Monitor) > # 2 P (Rate Limits) > $% F44-HE 51 1) 5 5T 1 1933 2 # (Top Offenders by Incident)

i T
env_sender_incidents 155 B AR N B B
env_sender_rejected_rcpts A 4 O P 51 S B

mail_env_sender_stats

A
FAGE R A ANFH RBP4 A S

Web AEBRE
W% (Monitor) > K& I (High Volume Mail) > HE4 587 #I{5 & & 14 N\ (Top Envelope Senders)

% BifA
num_msgs K B AE B R A N FTHEPE 25

mail_hvm_msg_filter_stats

A
REHEAE (HVM) B g (EAESLE SN M5iHE .
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Web REIRE

W% (Monitor) > K& HE{4: (High Volume Mail) > % UG g ZHE S B % 80 T B B4 e % (Top
Message Filters by Number of Matches)

8% 5 FA
num_matches ¥ w2 A R UG T 44 2 5

mail_incoming_malware_threat_file_detail

5EA
1 OB AT (AMP) £EA% NI ARSI 21 PR R B ST R PR

Web RHERE

5 4% (Monitor) > = 2% = B AE i ¥ (Advanced Malware Protection) > HE4Z 5 B H A% 3% = 94 18
Jih 3C44: (Top Incoming Malware Threat Files)

¥R iAA

detected_amp_files AMP A0 21 158 = A B ST A ) A 4L
mail_msg_filter_stats

EA

e =l R CS R L NG V§E 3 i PSS

Web RHERE

5% (Monitor) > HEFILJE S (Message Filters) > 1% G B k51 (1) HE 44 5 70 (IR LE L JE 2% (Top
Message Filters by Number of Matches)

8RR AR
num_matches FZIRAE I e A UL RC B (e N B

mail_sender_group_detail

AR
R AT N TR ARG R

Web FEIRE
4% (Monitor) > K4 N4 (Sender Groups) > #% K A4 N 2H 51| th (1) 7% 4% (Connections by Sender Group)

R 5 AA
total_connections R NBF) B ERE B
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mail_subject_stats

A

H LA LI W 1) 2 AL 115 R

Web REIRE

W% (Monitor) > K& 4 (High Volume Mail) > HE4 S/ HI=E @ (Top Subjects)

TR A
num_msgs HEBHHKIE OlE D B

mail_url_category_summary

AR

A FA NFIAL A b LAY URL 2850915 R .

Web FEIRE

W% (Monitor) > URL i & (URL Filtering) > 4% A\l 14 1 HE4Z 521 i) URL 2851 (Top URL

Categories in Incoming Messages)

TS A
outgoing_count A& H B4 1Y) URL 285 4 A
incoming_count 1% N HBE: ) URL 28514 4

mail_url_domain_summary

A

A AL NN B2 SR R A o HH L URL S5k £5 S

Web FEIRE

W% (Monitor) > URL i & (URL Filtering) > 4% A\ B73% s 44: v HE 4% 5E 17 i) URL (Top URLs in

Incoming Spam Messages)

R

AR

outgoing_count

F A% W BLIREA rh H ) URL $0

incoming_count

FAR AT P 38027 H 1) URL S0

mail_url_reputation_summary

L

A FRAE N A HY IS B R A H] 5 URL HIME B
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Web REIRE

#i#% (Monitor) > URL iI & (URL Filtering) > 0 & % & F 1] % URL & NHBAEHEES (Summary of
Incoming Messages Containing Malicious and Suspicious URLSs)

TH#28 5 FA
outgoing_count AL BB ) URL 1320 A1
incoming_count & NHEAE ) URL {3254 A1

mail_vof_threat_summary

L
SR T FHP B 1 R T A U B ) B 15 R

Web FER &
W% (Monitor) > %5 5 4% & 1L € 2% (Outbreak Filters) > g/l % # (Threat Summary)

TR AR
threat_detected 73 78 M A o D 2 A N 28] 1 A S 2R 3 F) B

mail_vof_threats_hy_level

L]

T P B R R I DB A N 3 P ) 7 AR R

Web FEH &

5% (Monitor) > 3 5 4 & i JE 4% (Outbreak Filters) > 32 & 2% 71 i 7 B4 (Hit Messages by Threat
Level)

28 WiEA

threat_detected FH 7 5 % I i 2 e 380 P A A B ) D ko 5

mail_vof_threats_by_threat_type

A
ST H 9 B A D A A B BB SR R4 R

Web RERSE
W5 4% (Monitor) > 9% 5 14 & i JE 2% (Outbreak Filters) > iy HF A& A B A4 HF W 4E (Hit Messages from

Incoming Messages)

TR A
threat_detected 95 7 1 A o 5 A DN 1) ) A R R TR Y
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mail_vof_threats_hy_time_threshold

A
KT BREER AL JE RS (OF) B g X rh S 45 2

Web REIRE

W% (Monitor) > %5 55 4% & 1L € 2% (Outbreak Filters) > 5 B 8 & B8 25 X H 5 B4 AU MR 4 (Messages
resided in Outbreak Quarantine)

TR A

quarantine_message_exit |42 [ig 5 [X ot 48 9% [ I 1) 41 H 0 bl 2 R Ao i 45 R ) B 1 B

mail_vof_threats_by_type

L
SR T PP B 1 R T A I B ) b 2R L ) 5

Web FEIRE
W55 (Monitor) > % 75 M8 & i 1€ %% (Outbreak Filters) > #2# %1 44 (1) @/l (Threats by Type)

AR AR

threat_detected 7 75 M A o D 2 A N 8] 1) A S S 7R ) B

mail_vof_threats_rewritten_url

B ENIRG

L
KT W R A DE AR OB S N URL {5 R

Web RHEIRE

W% (Monitor) > % 75 48 & i € %% (Outbreak Filters) > FE 44 5 Bl /Y 237 5 A\ ) URL (Top URL's
Rewritten)

S iER
rewritten_url FH 73 B 9k 1L 8 4% EHT 5 NS URL ) URL &

e mail_authentication_incoming_domain
e mail_content_filter_outgoing

e mail destination_domain_detail

e mail_dlp_outgoing_policy_detail

¢ mail_incoming_domain_detail

e mail_incoming_ip_hostname_detail
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e mail_incoming_network_detail

e mail sender domain_detail

e mail_sender_ip_hostname_detail

e mail users_detail

e mail_virus_type_detail

mail_authentication_incoming_domain

AR

T35 A NS T SMTP & 3 S8 UiE S8 v PEA{E B

Web RER S

W5 4% (Monitor) > A3ifi SMTP &35 1iF (Inbound SMTP Authentication) > %3844 %1 1 [f] SMTP £ 73
ISR VESH (S . (SMTP Authentication Details By Domain Name)

SKiFE
14
AR 5 EA

cert_fallback_success

TEI A B A B0 AE 2 P i il 5 iE [0 2 SMTP AUTH i 4 BRI N
(O ERE R

cert_fallback_fail

FES R B 47 BAIE R BE M E 7 Sim il 15 3R [B] 22 SMTP AUTH fir 2 i1 A
(O A

auth_disallow

AFCVFLES R ] SMTP AUTH 5 & #HT S 3N (2800
LT

auth_fail

ARBEAEI ] SMTP AUTH fir & #EAT SR IR IERI MR N (E80 &
P A

cert_success

fEsg b A 2 7 i E AT SR IR I AN (B0 SRS

noauth

BOA AT SR ISR KA N (B3RO S a5

auth_success

FEIH ] SMTP AUTH fiy & 34T SR I TE R I fE N (20 &
P A

cert_fail FEI R R BE A 2 P Sl B REAT S B IE R N (Rl B
B FHE CRISOE R B 2L

mail_content_filter_outgoing

AR

&t L AR UL BE B4R {5

Web FEIRE
A

SEikME
e P L AR 1 A4 B
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R

A

recipients_matched

Py 7 o e s DL S A% AP N B

mail_destination_domain_detail

AR

FIEF| AR AT I EAEE B

Web FEIRE

4% (Monitor) > %} H#5 (Outgoing Destinations) > 4% & i 5 1 i K HE 51 1) 5 A T 9 H A (Top
Destinations by Total Threat Messages)

KR E

g

TR A

&% FIEE H AR IBEPE il N B2

detected_virus

HIE E A BRI AR i B SR BT REAE - CliefE N HiE

encrypted_tls

T TLS Ao pli st Cliefh N 3

threat_content_filter

Rk H AR EHAE IR IR o bR R T =D AR
PR RIIAE Gl A B

conn_tls_total

i TLS K% HERE S8

conn_tls_opt_fail

1% H AR BRI (B3 TLS)  TLS #4518 4k

total_clean_recipients

RAKE HARREIER B e N B

total_recipients_processed

KK HARIEH IEH MEAE L RIS AE L B IR BRAR L B % PH 1k
IS (PR D B R

conn_tls_opt_success

ARSI &) CEE TLS) TLS &M%

conn_plain

4 TLS HER A%

conn_tls_success

¥ H AR B RS (TLS %7) TLS R a3

total_recipients

FIEE F AR IBEPE il N B2

conn_tls_fail

¥ HARRF BRI (TLS 47 ) TLS &M 84

detected_spam

A& F AR H AR BRSBTS

conn_last_tls_status

F— TLS iEBIRES

hard_bounces

FIEZ HARIIF B H br ik 55 ae R [ R AE - (et D B3

total_threat_recipients

OB FAR B IEE  GREND S

mail_dlp_outgoing_policy_detail

L

g H S v A 1 B s 25 2% (DLP) SR 3 1 i PE 445 2
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Web REIRE

W% (Monitor) > DLP S5 % (DLP Incident Summary) > 4 £ 8 ) DLP %0 VLHC % (Top DLP
Policy Matches)

SCik{E

DLP 1% 4 Fx

ik G o

dlp_action_dropped MBS DLP SRS TS W N CHIB1) %
dip_incidents_high T4 SRS UL HC H04 H i 7™ 55 N ) DLP 544 2 48

dlp_incidents_critical T2 SR & UL IC 208 ) 7 3 MR ™ B 1) DLP S0 S8
dlp_action_encrypted SRI%E %) K5 DLP SFERSUTHE fu: N CIRf) =4
total_dlp_incidents DLP FH4 5%

dlp_action_delivered OokiE GEKD 15 DLP sESITEC I N G S %k
dlp_incidents_medium T4 SR W& UL C 208 ) 7= EE P () DLP FH 4 2
dlp_incidents_low 5 SR UL L 4 H 1 ™ S PN K DLP 4 2 4k

mail_incoming_domain_detail

A
FI T S FR A A NP5 3 AR5

Web REIRE

W% (Monitor) > £ A HE44-3% (Incoming Mail Domains) > HE4 5/ #J DLP 5 HE VL% (Top DLP
Policy Matches)

SEikME

4

R Ll

total_throttled_recipients F 3 A H R OO FR ISt N s

conn_tls_total A H ) TLS 82 a8

detected_virus BN IR B R B R BTREIE PR N AL

total_rejected_connections I B SR 45 % B 5T
total_accepted_connections WA E R C s R

threat_content filter AN N 25 SRR L I A CIRE D R4
conn_tls_opt_fail A R (B TLS) TLS M .
blocked_invalid_recipient 3B H R T RO At N B

blocked_dmarc KA H T DMARC S iE# B RTHEPE QiR D A3
marketing_mail FEAN S D0 D T S B B AT BB I N 3
conn_plain AR T TLS R A
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i

AR

detected_amp

BN = PO B AR RO IR G B

conn_tls_success

YA T (TLS 7)) TLS ER S

total_recipients

385 ) SR N B 5

conn_tls_fail

A R R (TLS 2 55) TLS ER ) S5

detected_spam

BRI R 5 Dy bar ST AT B SRR A R AR QRN

encrypted_tls

EIE TLS REREEE Ol N B2

total_clean_recipients

IF| R R CfefE N B

total_threat_recipients

BRI BB G B

blocked_reputation

FI ) A5 A 22 P AW N A

conn_tls_opt_success

A R (% TLS) TLS & 8%k

mail_incoming_ip_hostname_detail

AR

FIT3E# TP M bk A HLAL B4 N BB E S PR AR (5 2

Web FEIRE

W% (Monitor) > % N HE {4 TP Huhik (Incoming Mail IP Addresses) > $2 Ja i M5 2 L 250HE 21 G B¢ A 1 AS

KA (Top Senders by Total Threat Messages)

SR

IPv4 ¥ IPv6 itk

T L]

dns_verified 36 F IP 1) DNS

detected_virus

T 1P Bt B4 R o 2 AR IR A Qi D B8

threat_content_filter

A PR 8 (o] B B 4 A At 1 22 /b — A Py R B A X B 2 K

blocked_invalid_recipient

1% 1P B B TS BOE N 2 5

blocked_dmarc

% 1P 5| 1 #9 H1T- DMARC 36 E R MO B R RO CliefE D Bk

marketing_mail

2 1P B H BRSO T 38 B AR Rl D

detected_amp

¥ 1P %1 HE B iR 59 AMP BIBBAE  Clcf A B

last_sender_group_name

IP )R A N 2H 24 FR

shrs_score

IP [ SBRS 184

total_recipients

% 1P B A 20 E N 2 2

detected_spam

1% TP B A48 R 3 g 457 33 B PF BSRT o o 3 IS A (T B e O
S8

total_clean_recipients

% 1P FI IR R (lefE D ek

total_threat_recipients

% 1P B RO 5 2 AP e AR MR AE IR B3

blocked_reputation

1P 51 A5 2 2 I B R N a2
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A

Asyncos APl 2=

I 2 it A7 5 A% N IS AR 356 3 B PE A A5 R

Web FEIRE

W% (Monitor) > /& NHBLEM 28 F A % (Incoming Mail Network Owners) > 32 Ja i 5 £ 5L 250HE 51 7 B
BT A & 4 N\ (Top Senders by Total Threat Messages)

KR E
W5 BT AT 5 (K 4 P

THEER

AR

total_throttled_recipients

W 4% JT A ) B 1 i 42

detected_virus

0 2 BT AT 5 BRI 00 D 0 2 R AL BRI Qe D 3

total_threat_recipients

R LN

total_accepted_connections

0 2 it A7 5 f) B4 32 0 12

threat_content_filter

W26 Bl 3 (B L IR [l BRRR B R k1 B0 — A
TEAE IR A

blocked_invalid_recipient

RE R P LIPS i

blocked_dmarc

W& T 2 BT DMARC 564E 2R W BEL 1= (0 il F A2

marketing_mail

0 2 I A7 5 ARG U D T 3 R S AR BRI QISR D 3

detected_amp

W2 BT & R0 AMP IR CICPEND 3L

total_recipients

W 2% B A 3 RSO N A 2

detected_spam

W0 4 I A 5 1R ) D S S 1 BT 5 A 3% S P F IR A S
VNORSS i

total_clean_recipients

W 2% Fr A 3 IR RAE - CIRCPE D A 3

total_rejected_connections

0 45 i A 5 10 240 1) 2 I B

blocked_reputation

W48 T 15 A e BE RO WCE N B

mail_sender_domain_detail

AR

&t L AR UL BE B4R {5

Web FEIRE

4% (Monitor) > 1% Hi & A3 (Outgoing Senders Domains) > 4% 2 i 5 414 i K HE 51 14 f5¢ iT THD F) R AF
A (Top Senders by Total Threat Messages)

KR E
kA4
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i

A

detected_virus

s rb AR D s AR (e D B

threat_content_filter

S PN L E AR B AR A QR N B

total_dlp_incidents

) DLP 4k s 3k

total_clean_recipients

b IEF R B BB

total_recipients_processed

SRrb IR R R SR s ad g A LA R ) K

detected_spam

ol A R ) DAy 3R A BT S B RSP PR R S

total_threat_recipients

RGNS S

mail_sender_ip_hostname_detail

mail_users_detail

5EA

FEIE M P38 TP A1 = HL48 (S B

Web RER S

W54 (Monitor) > 1& H &4 N\ TP Hilik (Outgoing Senders TP Addresses) > ik I 14 & A HE 42 52 B A
&N (Top Senders by Total Threat Messages)

SC{AME
IPv4 B IPv6 ikt

R

5 BA

detected_virus

KB HEA 1P Hhk R BER B D9 B A ATIEAE Qo N B3

threat_content_filter

oK H A TP M bk (9 9 25 g 2 BELE s fF - Qi D S

total_dlp_incidents

Sk B A 1P Huhik ) DLP F4: 548

total_clean_recipients

K E B TP bk (4% R AF i IR S BEAE - QR A a2k

total_recipients_processed

oK B AN TP A bk (0 15 A s 3R ) g g S A A QAR A
PS¢

detected_spam

K A TP bk A48 a1l Dz 35 S A B mT 6 o R B A (R S A (i
RN EH

total_threat_recipients

K B A TP ik g S N\

5EA

MR AR I R ikl ) 38 5 ¥ 4% A 38 AR WSO IS O A R A5 12

Web RER S

5% (Monitor) > W H ' (Internal Users) > % 1E & 4& A\ WB44-HE 51 i) S #I T iR FH P (Top Users by

Clean Incoming Messages)
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SEME

P T ) LT S A s

K L

incoming_detected_amp ORI AMP (H A ISPE P A

outgoing_detected_content_filter 5N R ESRIGE A B I QD

incoming_marketing_mail T ERI A QREN)

outgoing_detected_spam i LBy S S5 P SER SAR A R4 I P A 8
;i}iﬂﬁz%ﬁﬁﬁ O THC B S5 7 0% IS A 5 85 ) 0 i 3 2 i

incoming_threat_content_filter BN A SRS PE 1 E A N QiR D)
incoming_total_clean_recipients FENIIE R A (U N S

incoming_detected_spam B VU R 3 S A2 B AT S dar S AR (R AR NI U tE D 2K
EIXEAATA CRCE I B 51 2 A ) 21 5 35 JOh0 144 &=
ZF

incoming_detected_content_filter 5N AT IERULE 4 NI Qo A

incoming_detected_virus BRI AR MO PR 0 £ NI EE A

outgoing_detected_virus B AR ) e 2 A A AR QA O

incoming_detected_ims_spam_incre | B SR IMS VA2 N T HE4E, (H Ak DL IPAS HK A

ment_over_case IE B R AR NHRAE - UL O

outgoing_total_clean_recipients A IEE IR (RN B
outgoing_threat_content_filter BN A e S PE E A B QiR A
outgoing_detected_ims_spam_incre | & 4R 4 IMS 92K RN R BEE, (H 2 AT DLk TPAS A5 N

ment_over_case 1B HRA A% H AR Ol A
mail_virus_type_detail

AR

BB AR R 44 SE AT AR N FIAR R R R TR B B .
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