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GET /api/v1l.0/health HTTP/1.0

User-Agent: curl/7.30.0

Host: mail.example.com:8080

Authorization: Basic dXNlcm5hbWU6cGFzc3dvemQ=
Accept: application/json

Mg se
HTTP/1.0 200 OK

Server: EmailAPI/1.0

Date: Wed, 02 Jul 2014 05:07:50 GMT
Content-type: application/json
Content-Length: 246

Connection: close
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"data":{
"percentage_ram_utilization":10,
"percentage_diskio":20,
"resource_conservation":3,
"messages_in_workqueue":189,
"messages_in_pvo_qguarantines":12,
"percentage_swap_utilization":2.0,
"percentage_queue_utilization":5.0,
"percentage_cpu_load":12
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"uri":"/api/v1.0/health/"
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ML GET /api/vl.0/stats/report?resource_attribute

GET /api/vl.0/stats/report/counter?resource_attribute
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GET /api/vl.0/stats/mail_incoming_traffic_summary?1d HTTP/1.0
User-Agent: curl/7.30.0

Host: mail.example.com:8080

Authorization: Basic dXNlcm5hbWU6cGFzc3dvemQ=

Accept: application/json

A 2Cl
o= Sdg

HTTP/1.0 200 OK

Server: EmailAPI/1.0

Date: Tue, 15 Jul 2014 08:26:46 GMT
Content-type: application/json
Content-Length: 461

Connection: close

"data":{
"verif_decrypt_success":0,
"detected_virus":1396438,
"threat_content_filter":106728,
"blocked_invalid_recipient":209054,
"verif_decrypt_fail":0,
"marketing_mail":0,
"detected_amp":0,
"ims_spam_increment_over_case":0,
"total_recipients":827216461,
"detected_spam":1265606,
"total_clean_recipients":1977205,
"blocked_dmarc":0,
"malicious_url":14006,
"total_threat_recipients":825239256,
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"blocked_reputation":822261430

1,
"uri":"/api/vl.0/stats/mail_incoming_traffic_summary?1d"

O el M= A4 E 717 &3 vl ol M &9 570 Al5& AMshs s Bolsdnh

N2 Q3

GET
/api/v1.0/stats/mail_subject_stats?duration=2014-04-23T00:00-00:00/2014-10-21T00:00-00:00&
max=5 HTTP/1.0

User-Agent: curl/7.30.0

Host: mail.example.com:8080

Authorization: Basic dXNlcm5hbWU6cGFzc3dvemQ=

Accept: application/json

ct

AH =

=]
HTTP/1.0 200 OK

Server: EmailAPI/1.0

Date: Tue, 15 Jul 2014 08:26:46 GMT
Content-type: application/json
Content-Length: 182

Connection: close

M
010

"data":{
"num_msgs": {
"Buying judgments":44584,
"Additional Income":39691,
"Why pay more?":46044,
"Message contains":50460,
"Off shore":56954

Iy

"uri":"/api/vl1l.0/stats/mail_subject_stats?duration=2014-04-23T00:00-00:00/2014-10-21T00:00
-00:00&max=5"
}

FHel Jlet 20N 7 E

EFg ol M= A 71700 “2001::67 R A RS P F 4l ¥ FF Outgoing Sender( A
Ay WA T A e woF Y

HERH

GET
/api/v1.0/stats/mail_sender_ip_hostname_detail?duration=2014-04-23T00:00-00:00/2014-10-21T
00:00-00:00&entity=2001::63&starts_with=true HTTP/1.0

User-Agent: curl/7.30.0

Host: mail.example.com:8080

Authorization: Basic dXNlcm5hbWU6cGFzc3dvemQ=

Accept: application/json

HTTP/1.0 200 OK
Server: EmailAPI/1.0
Date: Thu, 04 Sep 2014 09:27:58 GMT
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Content-type: application/json
Content-Length: 633
Connection: close

"data":{

"2001::63":¢
"detected_virus":2,
"threat_content_filter":0,
"total_dlp_incidents":0,
"total_clean_recipients":4372,
"total_recipients_processed":4374,
"detected_spam":0,
"total_threat_recipients":2

}

"2001::6":{

"detected_virus":2,
"threat_content_filter":0,
"total_dlp_incidents":0,
"total_clean_recipients":1232,
"total_recipients_processed":1234,
"detected_spam":0,
"total_threat_recipients":2

Iy

"uri":"/api/vl.0/stats/mail_sender_ip_hostname_detail?duration=2014-04-23T00:00-00:00/2014
-10-21T00:00-00:00&entity=2001::6&starts_with=true"

}
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GET /api/vl.0/stats/mail_incoming_ traffic_summary/help Incoming Mail Sunnnary(%lﬁﬂ‘ﬂ
d poh B Ay, o] BuAeA AU A E 2 2ol a2, BuA WEE A
A% 5 gk

GET /api/vl.O/stats/mail_incoming_traffic_summary/detected_virus/helpIHCOHﬁng'hqaﬂ

Summary (41 MY 8 %F) H 14| “detected_virus” ZhElO] tgh AW S AT 5l HF
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Async0S APl 2 Al o Z
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SHA Al 2
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2H I 9 AAA: Umx Ubantu, Mac OS X )l A API®}2] H ok B Ao HTTPS S A4 <1
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CURLS 435151 AP P52 2% ] 50 65 EAE & 9 i

® curl: (60) SSL certificate problem: Invalid certificate chain

® curl: (77) error setting certificate verify locations

£248 cURL A ™A (http://curl.haxx.se/) & FZ3FAH A L
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SH 21A
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A
J
HL
I
x

e mail_authentication_summary

e mail_dlp_outgoing_traffic_summary

e mail_incoming_malware_threat_file_detail_summary
e mail_incoming_traffic_summary

e mail_outgoing_traffic_summary

e mail_security_summary

e mail_sender_group_summary

e mail_system_capacity

mail_authentication_summary

M
=
Al W Lol o) 3 SMTP 915 574 29F

g olHH ol A EO A
Monitor(X- Y E] %) > Inbound SMTP Authentication(8] #}-&-= SMTP ¢15) > Received Connections(5~2]

A4)

JI=2H 29

received_conn_cert_success Zalo]AE Q1 ZA R Q1 Zdle] AT = £Al A 5
received_auth AT =3 = AR} S5

received_total FA B = AR} 5

received_conn_auth_success SMTP AUTH W& 0 2 ¢l Z3slo] JF3 & 4 A4 4
received_conn_total = Al A S5

received_noauth A8 2 H| 1 Z AR

received_conn_auth_fail SMTP AUTH W& 0.2 olZ3l= o] A o3t &= 54 d4 4
received_conn_noauth NS ANEQYEZTFA A4 F

received_conn_cert_fail 2ol AE AFH R AFFE o A F F 52 A 5

r Cisco AsyncOS API for Email - A| = J}0|E



Asyncos APl 2= W

mail_dlp_outgoing_traffic_summary

o9
WFA] ] 2 of] A ¥FA S DLP(data loss prevention) A 2 9] HF A} @ oF

2 CIEHIOIAS BN

Monitor(=- Y ¥ &) > DLP Incident Summary(DLP A}3L 2 2F) > Top Incidents by Severity(X 2} = 7]
T 9 AFan)

JtE2H 23

total_dlp_incidents Z=DLP A} &
dlp_incidents_high o N7Zbw ol & DLP AL &
dlp_incidents_critical St Azt 9l & DLP AL <
dip_incidents_medium |7} A7} T Q] F DLP Ala F
dip_incidents_low 2o Al 7bol & DLP ALY &

mail_incoming_malware_threat_file_detail_summary

£
Al W] o] A AMP(Advanced Malware Protection)7} B4 3 &A= 9] 1} of] o gh A F A K

2 CIEHIOIAS BN

Monitor(=- Y ¥ ) > Advanced Malware Protection(#| 53 93 *}th) > Top Incoming Malware
Threat Files("d9 41 et 2= 919 9

JI2H 29

detected_amp_files |[AMPZ EX| 5= & o3t 93

k%)
e
n

mail_incoming_traffic_summary

£

o o Al zzo] Aol 4241 Q) B o] fof

g oleHHOolAC EO A
Monitor(= Y ¥ &) > Overview(7l &) > Incoming Mail Graph(5=2] ® & Z18)| i)

JteH 29

verif_decrypt_success S/MIME Alo] Eg]o] &l 4 3= dgto = A2 o= g
AatAY =3 T 72 WA A (FAAD

detected_virus Hhol & A o= Selg wAA (A Ah ¢

threat_content_filter 2A HbE AR 2 o] 2= HH E gl o] ER A9
A A (FA 2 7

Cisco Async0S API for Email - AIZ JI0IS



W AsyncOS API & X

24

24

verif_decrypt_fail

of Aot 5 4 v

blocked_dmarc

S/MIME 7Alo] E9o] &<l 9 J=2o] d3to 2 3ol = =
Al T

o
£
>
=
a
=
>
_>|4_Al
av)
rot
of

=)
>
N,
4
2
2
4

marketing_mail

detected_amp

ims_spam_increment_over_case IPASO A A A

total_recipients

detected_spam

total_clean_recipients

% A2 WA A G
blocked_invalid_recipient FA A} el A Ao A} ARG WA X (FA A} F
malicious_url ol o @ 395 URL(FA AN 4
total_threat_recipients o) Zefol Al 2o 4 WA & 919 vl A A (A
blocked_reputation Hg Dy oA 23k d A %] F

mail_outgoing_traffic_summary

&

i 08

o Z e o] 91 0 QojLpi:

2 QIEHOIAS BN

A L ZE g of

Monitor(X2- Y E] &) > Overview(7| &) > Outgoing Mail Graph(24] ™ 12| )

24

&4

detected_virus

Hho] & 2 o4

threat_content_filter

AR, W
(A F

total_dlp_incidents

DLPoI| A 2}Fek3k = o] Al 2] (5= 2} 5=

total_clean_recipients

5 43 MAAGEAA 5

total_recipients_processed

Ak w A A vpol @ 2 v A ], 23w A A wi= T E o) o] &) 2k
H A A (R ZH Y F

total_recipients

| A A (=212 =

detected_spam

WO 2 SR AY o4 = = WA A (FA1 A} . 0] k2 T

total_hard_bounces

PE| = Aol A FX 7 25 WAl A =5 3 A4yt
o

Aol A She wE S F ol A A (FAA 5

malicious_url

o 2 2'HE URL

total_recipients_delivered

IR D
wl o | 2| ()0 o | g
XN

H F AR EAAD

r Cisco AsyncOS API for Email - A| = J}0|E



mail_security_summary

&9

Asyncos APl 2= W

21 kAl W o] TLS(Transport Layer Security) 8. 2F

2 CIEHIOIAS BN

Monitor(= Y ¥ &) > TLS Connections(TLS ¢12) > Incoming TLS Connections Graph(5=4l TLS ¢1

e )

2 £9

sent_conn_plain 0} oA e E kAl A4 S
received_unencrypted FA W Yo oFs sy A ke F WA A (AR
received_total ZA S &2 52 A}

received_conn_tls_success AAFA(TLS L) & 54 TLS 94 5
received_conn_total Z= LA A S5

sent_total A48 & AR}

sent_unencrypted WAl W Aol FEFE A G F ARG F
received_conn_tls_opt_fail A 3} SH(TLS 7)) & 41 TLS 94 +
sent_conn_tls_opt_success A vgf‘s_}(TLs 7] By Z A TLS 94 &
sent_conn_total Z akAl o4 4=

sent_conn_tls_opt_fail A 9] SH(TLS 7] %) & 22 TLS 94 5=
received_encrypted_tls Al o] & TLS ¢35 3} WA A (212}
sent_conn_tls fail A HTLS ) T HAITLS 912 &
received_conn_tls_opt_success A QS—TISJ—(TLS 7] B Z A TLS 914 4
received_conn_plain rFFE A R E FA A S
sent_conn_tls_success A 3-8H(TLS Z4) 2 vl TLS A4 4
sent_encrypted_tls ukA) v el o] & TLS 9F % 3} Wl A A (52412} 4=
received_conn_tls_fail Al 7 }(TLS %“’F) Z= A TLS 914 4

mail_sender_group_summary

i 0%

A
=
o Eebol 9120l WE WA TF F WY B A Aol T A9 8of

g oIHHOoIAL BN
Monitor(X- Y E] #) > TLS Connections(TLS $17Z) > Incoming TLS Connections Graph(5=21 TLS <1

A e )

Jh2H £

connections_relay ool HY 229 F) Ao FYPH F AR 5
connections_reject AR dd Z 29 A o] £3d = Ad 5

Cisco Async0S API for Email - A| & D101 E
|



W AsyncOS API & X

Jh2H £9
connections_accept & vd T2 AHA 2o S = A4 4
connections_tcp_refuse TCP AZ W Z 29 A 2do] £3dd =44 5

mail_system_capacity

ol

2 CIEHIOIALS BN

3
e
=

Zho] Rl o] Al 2

Monitor(X- Y B &) > System Capacity(*] 2~ &l

=

ok

a1

£%F) > Work Queue(Z+ 1)

JI2H 23

workqueue_average_time_spent 2 ol A% Hd A THE)
overall_percent_cpu_usage_for_reporting HIE 93 A4 3 CPU AL &
outgoing_connections Al A7
overall_percent_cpu_usage A A H+ CPU ALE &

bytes_in % A WA X Z7) (ol E)
overall_percent_cpu_usage_for_antivirus StE]rlo] ]~ 2] AA| B CPUALE &
overall_percent_cpu_usage_for_quarantine |7 2] o] A I+ CPU A& &
average_incoming_message_size_in_hytes Yot A WA X 7] (bFo] E)
overall_percent_cpu_usage_for_antispam otE] A~ 9 o] M A 4 CPU AL &
average_outgoing_message_size_in_bytes o LAl WA R Z7](R}o] E)
overall_percent_cpu_usage_for_mail_count || 2] %] g] o] A HF CPU ALEE
workqueue_average_messages Zhey o] o H A #]

bytes_out T 0 WA A A7) (ke E)
outgoing_messages Z WAl H AR
average_memory_page_swapping ot W 72g] Ho]x A~
incoming_connections T A AF

incoming_messages Z A H A A
workqueue_messages_max Aol F9 o w A A

e mail_authentication_incoming_domain_ip

e mail_content_filter_incoming

e mail_dmarc_incoming_traffic_summary

e mail _env_sender_rate_limit
e mail env_sender_stats

e mail_hvm_msg_filter_stats

r Cisco AsyncOS API for Email - A| = J}0|E



Asyncos AP 2= H

e mail_incoming_malware_threat_file_detail

e mail_msg_filter_stats

e mail_sender_group_detail

e mail_subject_stats

e mail_url_category_summary

¢ mail_url_domain_summary

e mail_url_reputation_summary

e mail_vof_threat_summary

e mail_vof_threats_by_level

e mail_vof_threats_by_threat_type

e mail_vof_threats_by_time_threshold

e mail_vof_threats_by_type

e mail_vof_threats_rewritten_url

mail_authentication_incoming_domain_ip

&9

EHQlIP T4 7] AL o) w1 5ol g A 1w

2l CIEHIOIAS BN

WA e

24 £3

last_cert fallback SR AANA Eo9l P FARZE Feho]AE Qo]
SMTP AUTH " 3 o2 t) g vpx 2k Al

last_cert_success BeHor Fald A = Ip FAa2RE Setoldd
E Q1A Z AL gate] Q1F @ mhA T A7

last_auth_disallow FAE ddo| A Tl [P FAEEE SMTP AUTH ¥ 2 &
A3 2l Zo] A pA A A

last_cert_fail S8 AR A B9l [P F AR e 2ol E I FA 2
AHEE A F ol Akt vk o A7

last_auth_success HEFA R 5AE AR A Q) P F A ZHE SMTP
AUTH W % & AH§-3to] 9153 vpx o A 4

last_auth_fail FAlE AAo A =Wl IP F4ZE] SMTP AUTH " 3 &
A BHE Q150 Aol g ohA B A 4

Cisco Async0S API for Email - AIZ JI0IS



W AsyncOS API 2=

mail_content_filter_incoming

449
Sl 2uz e oA o] A A

2 CIEHIOIALS BN

Monitor(=- Y E] &) > Content Filters(¥ ¥l = & ¥) > Top Incoming Content Filter Matches(’ ¢ 441
ZHl = ¥ wjA])

JI2H &3
recipients_matched Zd= AE o v 2] = F A FAA F

mail_dmarc_incoming_traffic_summary

&9
Al w Do 3 DMARC A= A X
& QIE|HOolAL B A

Monitor(X Y ] %) > DMARC Verification Report(DMARC A% H.314) > Top Domains by DMARC
Verification Failures(DMARC % A3 7|5 ¢ E=d el

IE2H &9

dmarc_total_attempted Tl 7] S 2 DMARC A% Al & WA A (=212

dmarc_{failed_total =9l 71 22 DMARC A 5& b4 %a F vl A A (4
Ay %

dmarc_failed_rejected Tvel 7]F 22 DMARC A=< E938 A Ealu AR E = v A
Al (Al Ah

dmarc_failed_none =l 7] 2 & DMARC A 55 T938HA X o 24 % ¢l
AR 5 HAA (A A

dmarc_failed_quarantined T el 7|0 2 DMARC AZ2S E331% £33l 229 = 0 A
A 5

dmarc_passed =9l 7]# 2 & DMARC A5 S 53¢ F WA A F

mail_env_sender_rate_limit

S G R U AR AR

2 olHH ol AL HDA
Monitor(X- Y E] &) > Rate Limits(Z = A gt) > Top Offenders by Incident(AFL 7] = A9l 2149}

JI2H £d
env_sender_incidents envelope A1 2} 7] &= & AbaL &=
env_sender_rejected_rcpts AR AR} 7] F F AL S

r Cisco AsyncOS API for Email - A| = J}0|E



mail_env_sender_stats

mail_hvm_msg_filter_

Sy
envelope A1 2} 7] W Al A] Al F- A 1

2 CIEHIOIAS BN

Monitor(:2Y ¥ &) > High Volume Mail(t]-& % | &

Asyncos AP 2= H

A1) > Top Envelope Senders(“d$] Envelope &1 2}

26 =24

num_msgs envelope WA A7} Bl - w| A A] =
stats

&4

HVM(High Volume Mail) W A A & ¥ (Header Repeats 71 2 A}-&) 57

2 CIEHIOIAS BN

Monitor(X. Y B %) > High Volume Mail(tl] 8- |

A 4= 7= S mAIA 2 E)

<) > Top Message Filters by Number of Matches(

JI2H 8

el | X

num_matches

e o} v A &F= & HA A

mail_incoming_malware_threat_file_detail

mail_msg_filter_stats

> X

)
I

2 QI HOIAS BN

Al o Y of] 5] AMP(Advanced Malware Protection)”} B X 3+ 2t F = 91§ vl ol o g+ A5 A KW

Monitor(X- Y B ) > Advanced Malware Protection(#| 53 ¥ 8 2}) > Top Incoming Malware
Threat Files("d9] 4l et 2= 913 <)

JI=2H 29

detected_amp_files

AMPZ X F

&9

ol Ze}ol el 2o vl A% W] ) A A
8 QIHHOlAS B

AH

Monitor(_d% E] ¥ )> Message Filters(™ A] *] € E]) > Top Message Filters by Number of Matches( ™ %]

T 7155 g A4 2 E)

Cisco Async0S API for Email - AIZ JI0IS



W AsyncOS API & X

nx

28 =

num_matches WAL A e s uh A sh F A A (A S

mail_sender_group_detail

g Ol 0lAS ED A
Monitor(X- Y ¥ &) > Sender Groups> Connections by Sender Group((H A 2} 15 7] 91 4)

JI2H &9

total_connections AR 18 7 FEE A S5

mail_subject_stats

i 08

o
o) Zafo] Az A Al WA K] A 5 o] EA

g oEHHOoIAL BN
Monitor(X Y B &) > High Volume Mail(H-8% ™ &) > Top Subjects(* ¢ #| &)

24 24

num_msgs AE 71F F AAGEAA &

mail_url_category_summary

A
=
AL g gkl W ol YEL = URL H A E

8 QIHHOlALS B
Monitor(2 Y B &) > URL Filtering(URL € ¥ &) > Top URL Categories in Incoming Messages(4!
w| A1 4] 2] 3] URL B )

JI2H &9
outgoing_count WAl WA X 9] URI S &3
incoming_count FA WA A 9] URIFHF &3

r Cisco AsyncOS API for Email - A| = J}0|E



Asyncos AP 2= H

mail_url_domain_summary

T4 H B 2 v A A o] LB = URL =) A 1B

2 CIEHIOIAS BN

Monitor(=- Y ¥ &) > URL Filtering(URL 2 ¥ &) > Top URLSs in Incoming Spam Messages(T-Al 2~
H WAl A 9] 49 URL)

JL2H £3
outgoing_count WAl A3 w A %] 9] =H| el 7]+ URL
incoming_count Al 23w A %] o] E=w|Ql 7]+ URL

mail_url_reputation_summary

g3
A1 BEAL WA A o] YEbu= obd URL 3 94 2] & URLe B gk H 1
g QIHE Ol AL ENA

Monitor(X- Y E] &) > URL Filtering(URL 2 E] &) > Summary of Incoming Messages Containing
Malicious and Suspicious URLs(2t4 URL % 2] 4] 28] & URLS Z338h= 41 WA X] 8.9F)

Jt2H £
outgoing_count kAl WA %] o] URL H# ¥
incoming_count Al WA A 9] URL H & £

mail_vof_threat_summary

r X
ofN 08

HpolH 2~ e o A FA g Aol thet Fr
2 QIR HOIAS 20N

Monitor(X- Y E] &) > Outbreak Filters(Xl & ¥} 0] 2] 2~ H E]) > Threat Summary(H g 2 °F)

=

26
threat_detected

02

doinx
sl
L

F 7)1 Fo 7 AFE ulole] 2~ HE oA Bx3 9 F

Cisco Async0S API for Email - AIZ JI0IS



W AsyncOS API & X

mail_vof_threats_by_level

&9

A% whol el 2 BE o)A BAT 9@ o] A 2w o

2 CIEHIOIALS BN

o

Xéy_

Monitor(:2H B &) > Outbreak Filters(41 & v}o] 2] 2~ F ¥]) > Hit Messages by Threat Level($] &

71 S HAAD

28

M
=2
threat_detected 93

AW 7| F o AF hole s AA gAF 9% 5

H

mail_vof_threats_by_threat_type

Rl
ofN 08

2 CIEHIOIAL BN

Hpol ) HE ol A FAS A ol et A x

Monitor(X- Y ¥ &) > Outbreak Filters(2l & H}-o] 2] 2= F ) > Hit Messages from Incoming Messages(

R R R RE)

24 &9
threat_detected A9 19 71 E o= AF vpolel = Feol A BX e AY &

mail_vof_threats_by_time_threshold

£

OF(Outbreak Filter) 7 A&l 2] w|A| %] o] o] 3+ A 1.

2 QIEHOIAS BN

Monitor(X- Y B] &) > Outbreak Filters(Al & H}o] 2] 2 Z E]) > Messages resided in Outbreak

Quarantine(4l & vho] 2] 2~ F A€ol 9l=

| AL AT)

JI2H

nx

d
quarantine_message_exit #AA

ol A Bl A 7E 7] A1 whol el & E 7 A v A A

mail_vof_threats_hy_type

R
ofN 08

2 QIEHOIAS BN

Hpol 2 & AEf ol A BA g g ol o

Monitor(X- Y B &) > Outbreak Filters(Al & H}©] 2] 2 H E]) > Threats by Type(+3 715 1 3)

r Cisco AsyncOS API for Email - A| = J}0|E



Asyncos APl 2= W

28 29

threat detected |95 8 /|70 2 A% vlo] 2~ Mol A B 9 F 4

mail_vof threats_rewritten_url

R
ofN 08

Hpol2f 2 g ol of el thA] 22013 URL A 1.

g olgHolAY BN
Monitor(X. Y B &) > Outbreak Filters(4! & v}©] 21 22 I ) > Top URL's Rewritten(TFA] 2261 %1 2+9]

URL)
II2H &9
rewritten_url URL 7|0 2 415 vto] ] 2= HE ol &J3f thA] 2243l URL

Fcl 238 20N
e mail_authentication_incoming_domain
e mail_content_filter_outgoing
e mail_destination_domain_detail
e mail_dlp_outgoing_policy_detail
e mail_incoming_domain_detail
e mail_incoming_ip_hostname_detail
e mail_incoming_network_detail
e mail sender_domain_detail
e mail_sender_ip_hostname_detail
e mail_users_detail

e mail_virus_type_detail

mail_authentication_incoming_domain

Honx

2 02

Q1 7| F 0 5241 v el A WA= SMTP 915 A9 AN Hn

M

2 OIHHOIAL BN
Monitor(X Y B &) > Inbound SMTP Authentication(3] HF-+= SMTP ¢15) > SMTP Authentication
Details By Domain Name(Z=9 Q] o] & 715 SMTP 15 Al F A H)

EIE] gt

ErQl ol &

Cisco Async0S API for Email - A| & D101 E
|



Z X

Bl AsyncOS API

2 £9

cert_fallback_success | -uj| <l o] F o] E Q15 Aol A SMTP AUTH ™ & 2 & ) A3} 215
g FFal dd T

cert_fallback_fail T Qle] Felo] AE Q1Z Ao A SMTP AUTH ¥ & © & ) A 3lo] 915
ah= Wl Asf gk T F4l A4

auth_disallow L Qlo] A SMTP AUTH " & & AHE-3F Q15 o] 78 & 54l 4 &

auth_fail L lel A SMTP AUTH " & & AH& 3 Q1 5oll Ad & =4 94 =

cert_success EQlo A Fefo]AE JIFAE Ao} QFH F 54 AA 5

noauth ASANEgeE T T A4+

auth_success S| Qlell A SMTP AUTH % % & AH8-8to] 153 5 2l A2 =

cert_fail LRl A Seto] A E IS & AFE-3 QI Foll g T 4 A4

total T A Al 5

mail_content_filter_outgoing

&3

Al ZEl= DY e X A5 g1

2l OIE{HIOl A2 20 A

HaA gle

MIEIE| gt

Wl Zel= JE Q] o] &

24 49

recipients_matched Zdl = A 9} v X 3= & A FAI1 2 5

mail_destination_domain_detail

oMk
02

o

Al Tl Bl w A A] AR AR

2 QIEHOIAS B0

Monitor(:- Y E] %) > Outgoing Destinations('ZHA1

Messages(E 918 WA 7] A9 =4 )

AEIE gt

Tl o) =

-4 2]) > Top Destinations by Total Threat

r Cisco AsyncOS API for Email - A| = J}0|E



Asyncos AP 2= H

26 &9
B 247 ol lo] AT & WA A (A7
detected_virus =2 2] ] lo] WL whol 2 2 b o sl o Al A

encrypted_tls

threat_content_filter

0 ol B2 A R A A A A
conn_tls_total TLSE AF&3t] Bl & A4 &
conn_tls_opt_fail ZAx ol 7]FEo 2 A9 SHTLS 7]2) & TLS 94 4=
total_clean_recipients A= T ¢l A A} WA X (41 A =

total_recipients_processed

A, whol ] & v A 2] 25 v A A

conn_tls_opt_success

W% | A
P WA A (R 2h 2] & Tl
A F3HTLS 7] ¥) F TLS 14 4=

conn_plain Z V] TLS 94 +

conn_tls_success XX =l 7|Fo 2 A SHTLS E5) F TLS 94 +

total_recipients BAZ Eu| Qo Bl F v A (A 2}

conn_tls_fail EAR Q] 7]F o2 ASIHTLS T4) & TLS A2

detected_spam =A% Eof|Qlo] B 2o 2 skl o AL} o) 4] ¥ A |
(G 5

conn_last_tls_status ulx] 2k TLS <172 AHE)

hard_bounces A EQle] BWE BA A Aol A B whE S & v A A
(G &

total_threat_recipients EAA] T e Bl & g WA A (FA A ¢

mail_dlp_outgoing_policy_detail

2 QIEHOIALS B0

A v A ol] A ®HAY 3 DLP(data loss prevention) 73 2] 9]HF A} 3l A5 4 H

Monitor(X- Y E] &) > DLP Incident Summary(DLP A} 3. 2 2F) > Top DLP Policy Matches(’J-$] DLP

EEREED

EIE| gk
DLP 4 3 o] &

II2H &9

dip_action_dropped 3 7]]F DLP 4 & 2} v 2] &} = & A A A A])
dlp_incidents_high AW u] ] 7|F o2 =L A7t E0l F DLP AL &
dip_incidents_critical A vz 7o 2 2 AZrE¢l & DLP AL &
dlp_action_encrypted A3k (93 39) DLP A & 3} vl X] &}= & =AM A A =

Cisco Async0S API for Email - AIZ JI0IS



W AsyncOS API 2=

I2H &9

total_dlp_incidents % DLP Al &

dip_action_delivered A (U5 3tE A &-&) DLP A A3} v ] 8} = F A M A A 5

dlp_incidents_medium AM x| 7)FEo 2 3 ATl & DLP Alal &4

dlp_incidents_low Az 7|02 FE Al 7T ¢l F DLP AL &
mail_incoming_domain_detail

=R

AAsh= mrlel gk =4l md g o] Al R

2 QIEHOIALS B0

Monitor(X- Y E] ¥ ) > Incoming Mail Domains(5=21 ™|

DLP 74 ] v 2])

AEIEl gt

=]l o] &

Q]
=

=1 21) > Top DLP Policy Matches(’d$

JI=2H 29

total_throttled_recipients THol 7|Fo 2 xAE E FAA S

conn_tls_total Tl V& ETLS 94 4

detected_virus =9l 7202 uho] 2] 2 Py o= Bl E F vl Al A (FAA 5

total_rejected_connections THol 7|Fo 2 ARE = AA

total_accepted_connections THQ VFow FEy o4 &

threat_content_filter Tl 7|Fo® Zel= FE d o &) 2 F WA A (522} F

conn_tls_opt_fail ErQl 7]E o & A H(TLS 7] ¥#) F TLS 92

blocked_invalid_recipient EHol 7|02 S F5EA X E= FAR S

blocked_dmarc =v|9) 7] % © % DMARC 7% wjiol) Zpehsl & o Al <] (A4

marketing_mail EvQl ZlE o niAY WA 7 g F v A A (AR F

conn_plain =9l 712 1 TLS 94 &

detected_amp = Q) 7] =02 AMPO] A Q1EE F ol Al A (R A AL

conn_tls_success EHQ 7|Fo 2 JFSHTLS 25) = TLS 92 &

total_recipients ¢l V|Eo B A E3 F AR

conn_tls_fail =9l 7]F o2 A9 FH(TLS B5) F TLS A2

detected_spam wolgl v]E o 2gow delE Y A EE F WA
AAh)

encrypted_tls TLSE 53 d%5E & lAAGEIAD

total_clean_recipients Euel 7]& F AN AR (FA A

total_threat_recipients =l 71E & Y g WA A (Al x}) 4=

blocked_reputation el oz AR A YH &= 524} 4

conn_tls_opt_success Tu¢l 7)Fo 2 JFSHTLS 7] 2) = TLS 94 5

r Cisco AsyncOS API for Email - A| = J}0|E



mail_incoming_ip_hostname_detail

&9

IP T49 EXE o|5&

2 CIEHIOIAS BN

Monitor(=- Y ¥ &) > Incoming Mail IP Addresses(5~41 ™ < IP
Messages(Z ¥ & WA A] 7]+

AEIE| gk
IPv4 B += IPv6

Asyncos AP 2= H

Adet= T wd dgol tiek Al R

24) > Top Senders by Total Threat
9] a2 2

24

&4%

dns_verified

1Pl & =< DNS

detected_virus

IP 7] %0 % vho] ] 2 3y

threat_content_filter

1P 7]7\0§N—xﬂ 5\_’7_l:1
Ag F A A (G2

blocked_invalid_recipient

IP7|ZFo=2 GashA ¢ =

o
© 2 DMARC A Z A 1)

blocked_dmarc IP 7] % ol Zpehe F vl Al A (AR 5
marketing_mail IP 7)1 F02 pY WA= B4 E F WA A (G 5
detected_amp IP 7] 50 2 AMP &4 0 2 315 & v A A (A A} 5=
last_sender_group_name Pof| T3 YA} 1F o] =

shrs_score 1Pol| 3+ SBRS XDJ_/F

total_recipients IP7]|EF0 2 ALY & A% 4

detected_spam Ip7]Fom 2 0= els Ay o4 5= F v A A (Al b
total_clean_recipients IP 7|# 22 & AN WA X (FA 2 F

total_threat_recipients IP7]|Fo 8 F A~ vlo)lg] A, 93 AE WA A (AR 4=
blocked_reputation IP7|Eo= A AdE Y & A%

mail_incoming_network_detail

£

)
HE

2 CIEHIOIALS BN

Monitor(=- Y ¥ &) > Incoming Mail Network Owners(

A A Aol WEk

A gs o] AlE AR

T2 Wl Y E Q] A & -2F) > Top Senders by

Total Threat Messages(Z ¥ @ "Wl AA] 7] 5= 4§ w21 2h

NEIEl 2t

SECERS: SR

Cisco Async0S API for Email - AIZ JI0IS



W AsyncOS API & X

28

nx

total_throttled_recipients

[m | o

UEA Lfatel tie] 288 & A2

n

detected_virus

Y E YT 252 sl upo] e] 2 kA o
A A2h)

it

el % A A (5

total_threat_recipients

total_accepted_connections

threat_content_filter

blocked_invalid_recipient

blocked_dmarc

HE YA Ak o3 DMARC 7
A A (G212

o|\
1t
&
Ry
M
o
4
e
i,
of

=

marketing_mail

WENZL 2 Aol dial PR A2 B F vl A A (A
A

detected_amp

HIESZ & fAbol el AMP 4 02 SH21E 5 ol A4 (A
A %

total_recipients

detected_spam

YESN D 2frAbel g F 5412 <5
EN T 2fAbo] tha] =~ o2 SAAH A 245 E % o
AAEEAAD 5

total_clean_recipients

total_rejected_connections

blocked_reputation

mail_sender_domain_detail

A
X

A%

L 1o

2 QIEHOIAS B0

A FRl= Y v A AlE- QR

Monitor(}:2 Y B &) > Outgoing Senders Domains(* 41 2} =] 1) > Top Senders by Total Threat
Messages(F 913 ®AIA] 7] A9 Al A}

AEIE gt

Tl o)

24 23

detected_virus = QLo A vho] 2] & b4 © % BHelEl F wl AKX (AL 4

threat_content_filter Er Qo Z2dl= e o & AptE = WA X (A A 4=

total_dlp_incidents TH 2l A & DLP Al &

total_clean_recipients = Qlo A = A4 W A X (A A =

total_recipients_processed S| Qlo A AAF H A A, vlo] &) A WA X, A~ w|A] %] = T
o o)al) Aekel WA A o] & )5

r Cisco AsyncOS API for Email - A| = J}0|E



Asyncos AP 2= H

I2H g3
detected_spam EuRlel M 2o A S AAY A H = F HAAEAAD) 7
total_threat_recipients TueloA &= Y FAAF

mail_sender_ip_hostname_detail

£ Mk
> 08

[ AE Bl 5 IP 3 S 2E o 5] Al A1,

g olHH ol AC EO A
Monitor(X- Y E] &) > Outgoing Senders IP Addresses(’ A1 A} IP §=4~) > Top Senders by Total Threat
Messages(F $13@ "AI1 A 7] <] EAalah)

AEIE| gk
IPv4 T== IPv6 =+

Jt2H &%
detected_virus TPl A wlole] 2 A o 2 Eole & WA A (F=414}) §=
threat_content_filter P A 2"l = FE o 3] e & v A X (5412 5=
total_dlp_incidents 1P| A <& DLP A}2L &=
total_clean_recipients Pol| A WhAl W o] & A} WA %] (A1 A2} 52
total_recipients_processed | [poj]| 4] ¢t H &} 7L} 93 o & el F WA X (FAA
detected_spam 1Poll A = 0 2 Bl E| A o) A = % ul A 4| (AR 5
total_threat_recipients P A = H&E =212

mail_users_detail
sy
of Zeteld=E Fafl - AREA el MY F4 7]15)7F Bojar vk v ol gk g W

2 OIHHOIAL BOM
Monitor(X- Y B] &) > Internal Users(W] 5 A}F-8-2}) > Top Users by Clean Incoming Messages(73 - 5=
AL ALA] 71 9] AR A

SEIE| gt
EE S R DIE

JI2H &9

incoming_detected_amp AMP %A 0 7 Folg =41 WA X (=41 A}
outgoing_detected_content_filter Fdl = e 9} v X 5} = SAl WA X (5241 2}
incoming_marketing_mail A v " H A X (G241 2D

Cisco Async0S API for Email - A| & D101 E
|



W AsyncOS API & X

24 &9

outgoing_detected_spam 23 o g 3ol T Ay o4 H = T4l w A X (=R A) = o] Zk
= T E S P A Ao A FA A wAA] =E
ek A

incoming_threat_content_filter Fdl= ¥ o) AptE A H A R (AL A}

incoming_total_clean_recipients Z 721 AAF W A A (=21 2}

incoming_detected_spam 230 7 SRl ALt oA = = 74 WA X (=412 = o] Fk
S T E BE E 2 Aol A BA G 2 WAA] 5
e AP

incoming_detected_content_filter el = FE 9} wf X 35= 41 WA X (=412

incoming_detected_virus nlol g 2 Al o 2 Folm Al " A A|($241 4

outgoing_detected_virus Hlo] 2] 22 kAl © 72 gFolm whAl WAl X| (4241 A}

incoming_detected_ims_spam_incre |[PASol|A] A} o 2 BF IS 7l=2 o] 9] o1} IMSO|A] A3

ment_over_case O 2 #7372 WA A (212

outgoing_total_clean_recipients Z WAl A A H A 2] (5221 2]

outgoing_threat_content_filter Zdl= o o & ApkE A W A X (AL A}

outgoing_detected_ims_spam_incre |[PASO]| X Ao 7 BF AL 715 A] o] ¢) o) IMSO| A A~

ment_over_case O 2 F e A WA A (A A

mail_virus_type_detail

ghol el 2ol 4] APHE AR9] 5241 % Al whol el & fra o] Al AR

8l CIHHI0l1A L E1 M
Monitor(:22 Y Bl &) > Virus Types(H}©] 2] 22 -3 ) > Top Incoming Virus Types Detected( <] & AF$]
Tl vkol H 2 138)

AEIEl gt
EREENEE

II2H &9

total_recipients 239] nol kel €] 2= ol 2hd E SRl WAl WA X (AR
o714 n& AHEAZE A A gy 733k A9 1074 Y T

incoming_total_recipients A9 nol vlolE & F-8 o AEE F A WA A (FA A 9=, o 7]
A n ARG A7E A g YT 71232 39 10719y o

outgoing_total _recipients |4} ¢] n7j vho] 2] 2 ol 2hel el F AL W] A A (R A 5. 0] 7]
A & AHEAZE A g gAY T 712 g A9 1078 ) Y T

r Cisco AsyncOS API for Email - A| = J}0|E



	목차
	Cisco AsyncOS API for Email 개요
	AsyncOS API 사용을 위한 사전 요구 사항
	AsyncOS API 활성화
	AsyncOS API와의 보안 통신

	AsyncOS API 인증 및 권한 부여
	권한 부여
	인증

	AsyncOS API 요청 및 응답
	AsyncOS API 요청
	요청의 구조

	AsyncOS API 응답
	응답의 주요 구성 요소
	HTTP 응답 코드


	AsyncOS API 기능
	어플라이언스의 현재 상태 매개변수 검색
	예

	Email Security Appliance 통계 보고서 검색
	예
	간략 보고서 유형
	상위 N 보고서 유형
	쿼리 기반 보고서 유형


	인라인 도움말 Cisco AsyncOS API for Email 액세스

	AsyncOS API 문제 해결
	API 로그
	알림
	네트워크 구성 또는 인증서 변경 사항이 AsyncOS API에 전달되지 않은 것에 대한 알림

	cURL 사용 중 인증서 오류

	AsyncOS API 참조
	통계 보고서
	간략 보고서
	mail_authentication_summary
	mail_dlp_outgoing_traffic_summary
	mail_incoming_malware_threat_file_detail_summary
	mail_incoming_traffic_summary
	mail_outgoing_traffic_summary
	mail_security_summary
	mail_sender_group_summary
	mail_system_capacity

	상위 N 보고서
	mail_authentication_incoming_domain_ip
	mail_content_filter_incoming
	mail_dmarc_incoming_traffic_summary
	mail_env_sender_rate_limit
	mail_env_sender_stats
	mail_hvm_msg_filter_stats
	mail_incoming_malware_threat_file_detail
	mail_msg_filter_stats
	mail_sender_group_detail
	mail_subject_stats
	mail_url_category_summary
	mail_url_domain_summary
	mail_url_reputation_summary
	mail_vof_threat_summary
	mail_vof_threats_by_level
	mail_vof_threats_by_threat_type
	mail_vof_threats_by_time_threshold
	mail_vof_threats_by_type
	mail_vof_threats_rewritten_url

	쿼리 관련 보고서
	mail_authentication_incoming_domain
	mail_content_filter_outgoing
	mail_destination_domain_detail
	mail_dlp_outgoing_policy_detail
	mail_incoming_domain_detail
	mail_incoming_ip_hostname_detail
	mail_incoming_network_detail
	mail_sender_domain_detail
	mail_sender_ip_hostname_detail
	mail_users_detail
	mail_virus_type_detail




