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ASDM & Pumig{E R Z FiN e 25
TERIEZHFEMEBTF ASDM HIE Fisis{ER % Java.

®1 BAERGAR TR ER

2K

BIERS RULE Java SE #&ft
Internet Firefox Safari Chrome
Explorer

Microsoft Windows (EXhFAHIR) : | B = NZH = 7.0 HESEA

m 8

m 7

m  Server 2008

m  Server 2012

Apple OS X 10.4 REEhRA N3Hr = = = (PR 7.0 ESRA

64 kA

Red ;—Iat Enterprise Linux 5 (GNOME = | Fi&F = &R = 7.0 LESRA

KDE) :

B REhR

B TR R E R

Java Fhi| s A
THRIET Java. ASDM FFISEERBMENREHES
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£ 2

Java 5 ASDM #&EMEXEEEM

Java k7

i

#ix

7 Update 51

ASDM Launcher EE {5
IEH

E4EERA Launcher, IBRITIATHEP—TURE:

B }% Java AL E Java 8 T FERZEI Java 7 update 45 S E KA.

B £ ASA LREMHBEH CA MARFEIER.

B REEXFIEBHER Java #1TIEM. 1ESHH ASDM RESMIEHR.
B =¥, {£A Java Web Start.

& Java 7 update 51 "3 ASDM 7.1(5) REXIA. MRESHER

Java, HBTEBEN ASDM LIS EALE] 7.2 AR ESRA, MATLL

f# CLI F#+4% ASDM, thaLI#E Java =R F AENEFEH ASDM &1
B ASA RAMREMEE. BSR “BRFE" —T5, Wilk:

http://java.com/en/download/help/java_blocked.xml

AMBZLMRER, BaIBEA ASDM, REARE 7.2 AESMRA.

ERLBIBFBAT, £/ Java
Web Start B oA MEfE £k
BN

EROBIBRT, BEELEHE, NEBEFOSME, ERNELEET.
NIERIREPITERIR:  “Unable to connect” .

fRRFT A
m {$MH ASDM Launcher
g:
m EBR Java iBiTRISH$ ) -Djava.net.preferlPv6Addresses=true
2%
a. B Java ITHIHER.
b. =i Java &I,
c. =it View,
d. FBRLUTS%: -Djava.net.preferlPv6Addresses=true

e. =i OK, AE =T Apply, X = OK.

7 Update 45

ERARAEIESRAS, ASDM
BER—FHXRE “N
R” BHMARBES

BT Java R EEMN—NER, BEit, MREHBE ASA LL2KAEIES,
ERSE JAR BRFEIERHONREMMNERES . AIARKLES.
ASDM 7.2 SiESHRAG R “MNIR” BM. ATHLELHINZES, BRR
AIEIEE (HEH CA ML) ; HE/EKXi%EHE Configuration > Device
Management > Certificates > Identity Certificates I{7E ASA E4 B
KiEH. B3 ASDM, HHILERELET, %5 Always trust
connections to websites Ei%1E.

ASA FEEFBMEVFAE
(3DES/AES)

ASDM FE—15 ASA i) SSL iE#. ERILAEERIERIE— 3DES ¥ AiE:
1. #Z% www.cisco.com/go/license .
2. 55 Continue to Product License Registration.
3. WFAIPAH, SEXARFES A Get Other Licenses.
4. \THi%|F&+ % IPS. Crypto. Other....
5. 4% ASA ## N\ Z Search by Keyword FE%.
6. 7t Product %l|%+1%3Z Cisco ASA 3DES/AES License, 7Afa = Next.
7. WIN ASA IF5IS, REHRERIERA ASA BiE 3DES/AES ¥FAliE.
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* 2 Java 5 ASDM %A MHETFEEm (4)
Java f 7 i %iF
£ B BEIFBRAREILESR R ASA EFRBEZIEE A EIES, HER HTTPS @i IPv6 X 5EhT,

Firefox #1 Safari § K EZRMZEHRE. HIAE

= IPv6 https://bugzilla.mozilla.org/show_bug.cgi?id=633001, IttE&EENMM
B Firefox 1 Safari Firefox 8¢ Safari 2] ASA BIFFA SSL iE#E (B3 ASDM #HiE) . Eikig itk
&, 1A ASA BLERTFIEIEBMA NN A B EHIER.

B ASA LAY SSL inZsan | tnRE g ASA LAY SSL InZEAHERR RC4-MD5 1 RC4-SHA1 &3k (BHA
B13E RC4-MD5 #1 BRATEBRAXLE.) , Chrome BT Chrome “SSL ERBRBEN" ThaE
RC4-SHA1, zt&fE mMFERB ASDM. FHATENEFBREF—#EL (&7 Configuration >
Chrome 122 SSL & | Device Management > Advanced > SSL Settings §1%) ; B AT LURIE
BB Run Chromium with flags £ --disable-ssl-false-start ¥5% £ Chrome

B Chrome h#H SSL ERES.

RR&EEEH IE9

St FBR %25 % A Internet Explorer 9.0, “Do not save encrypted pages to
disk” EIMEBIANER TAFBARES ((ESH Tools > Internet Options >
Advanced) . WIS SE ¥ ASDM TE LM . HSHERILLERIL R
¥ ASDM T#.

OS X

£ OS X £, #—XE1T ASDM B, RGARERIERERE Java, IRIEF
ERRBIETHITRE. RETH/E, ASDM KB,



https://bugzilla.mozilla.org/show_bug.cgi?id=633001
http://www.chromium.org/developers/how-tos/run-chromium-with-flags

HR ASDM 7.4(x) ArA<1%BR

= 2 Java 5 ASDM #AMMEXEEFm (40

Java k7K ESis

&

23 OS X 10.8 REShA

WHRERIT ASDM &1T7, EAERER Apple FFRX AR ID #iTER. R

ARERREFIED, FHA-—MERFS.

# "\ “Clsco ASDM-1DM™ can't be opened
P i, because it is from an unidentified
| o r developer.

Your security preferences allow installation of anly
apps from the Mac App Store and identified

developers.

Cisco ASDM-IDM™ 15 on the disk image ~drr
auncher-3.dmg”. Safar downloaded this disk image
today at 347 PM from 172.23,185.57

41

ASDM-IDM Launcher Ef5, fAFi%#F Open.

4 Chess.app Mar 21, 2013 2:14 PM
[ & Ci ASDM-1DM.app

2 Cia Jabber.a P

— =90 Show Package Contents

| Contacts.app

| Move to Trash

1 of 62 sel
Get Info
Compress “Cisco ASDM-IDM.app”
Burn “Cisco ASDM-IDM.app” to Disc...

Duplicate
Make Alias

Share

Copy "Cisco ASDM-IDM._app”
Show View Options

Label:

x 8 -

mif Open, Z%i53TH ASDM-IDM Launcher.

N “Cisco ASDM-1DM.app” is from an

s } unidentified developer. Are you sure you
0 want to open it?

Opening “Cisco ASDM-1DM.app” will always allow it
to run &n this Mac.

Google Chrome.app downloaded this file on
December 4, 2013 from 10.86.118.3.

Open Cancel

Quick Look "Cisco ASDM-IDM.app™

27053

- ER1F ASDM =17, EAERET (SiR{E Cul #H &) Cisco

a7

2. B SHI—EURERFS, BETLUETIZFHITH ASDM.
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79 ASDM £ & Bt

f£F Java 7 update 51 RESRARS, ASDM BEiEFEEMFIER. FRIEBERN—NMEEFEMRRZREBERS
MEE. AJER Java Web Start /B3 ASDM, BRI,

ESH ASDM ZESMESR, LUERE ASA LZEMT ASDM HIBXSRIES, FHE Java SEMHES.

1#40 ASDM ERE R TE

ASDM 5% ¥ #5 512 KB N E. MRBH LK E, TESBIMEQE. FlmBEER, KEHEEERETEM
BEEMESLE, BENMREXAEEE, B¥FEILBIEHERAEERE, BE ASDM A IREE .. IMRAEILF
T, BAEIEEEM ASDM RGN,

B 30 Windows #a9 ASDM ECERTE (5 6 T1)
B 0 Mac #{ER %+ 8 ASDM EEERTE (8 6 T1)

i Windows 1 ASDM B & A EF
EiEn ASDM HERFEX/), HFEEHITLTIZFSEE run.bat X,
EF
1. 4% ASDM 2% B, 1540 C:\Program Files (x86)\Cisco Systems\ASDM.

2. FREEXAHIERSYEE run.bat T

3. &L “start javaw.exe” FFLEUITH, FXEIBA “-Xmx” HESHLUEEMER AN, g0, WFE 768 MB A#F,
HFESHEKA -Xmx768M; FE 1 GB AR, HESHENHN -Xmx1G.

4. {%7%% run.bat .

i Mac #{EZ% ) ASDM BLERFF
ZE18in ASDM HRF KD, BEIRITULTIEF LS Info.plist ST«
EF
1. A =i Cisco ASDM-IDM El#r, 7A/51%#E Show Package Contents.

2. 7£ Contents X {F£H, Wik Info.plist L. MRELREFLXARTE, ZXH57 Property List Editor 3T
&N, ©IE TextEdit FITH.

3. £ Java > VMOptions 75, BEXEIZEA “-Xmx” BWEFBRUIEEFREHEX . Fa1, nFE 768 MB AE, &
SEEKH -Xmx768M; WE 1 GB WE, FEESREKA -Xmx1G.

<key>CFBundlelconFile</kevy:>
<stringrasdmi2.icns</string:>

<key>VMOptions</key>

<string>—Xms6dmn —me512ﬂ</5tring>

<key>=CFBundleDocunentTypes</key>
<arrays
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#hIhEE

4. MRZXHEHE, WHBEMTHER:

The file “Info.plist” is locked because you
haven't made any changes to it recently.
“[ If you want to make changes to this document, click

Unlock. To keep the file unchanged and work with a copy,
click Duplicate.

|_Un10¥_| I' Cancel I[ Duplicate J

RS

5. &5 Unlock HREH.

NRAZEER Unlock XHELE, FBHRIERS, A S d Cisco ASDM-IDM EfR, i%i¥ Copy Cisco ASDM-IDM,
HEEMMEIGHAESARIRMAE, GlNKE. AREMNZEIRERELR ).

ASA #1 ASDM XM
BX ASA/ASDM HEESBHERMBS M (BIEERFIE)NELR, B5SRER ASA A,

VPN ZEA M

Bx VPN 3%&M, 5EHZHEHHN VPN £&, BER ASA 5500 #751.

HINEE
B ASA 9.4(1.152)/ASDM 7.4(3) B9THEE (5 8 T1)

ASA 9.2(4)/ASDM 7.4(3) HOEiIhEE (5 8 T1)

ASA 9.4(1.200)/ASDM 7.4(2) HhEYEITIEE (8 9 T1)

ASA 9.4(1)/ASDM 7.4(2) HiAKIFIThEE (58 9 TO)

ASA 9.4(1)/ASDM 7.4(1) MiAKIFIThEE (58 10 )


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asa-vpn-compatibility.html

B ASDM 7.4(x) BRA<i#ER

#Thee

ASA 9.4(1.152)/ASDM 7.4(3) B9 ThEE
A% HER: 201547 H13 H
T&R5IH T Firepower 9300 ASA (9.4(1.152) kiiA</ASDM 7.4(3) hiA) BUETINAEE.
SEE: WA Firepower 9300 ASA.

%3 Firepower 9300 ASA (9.4 (1.152) higA</ASDM 7.4(3) hRA<) HIFhINEE.

i EX;

FAMEE

Firepower 9300 ASA Rk | #1131\ T Firepower 9300 ASA R 88

= R ThAE

Firepower 9300 BIHLFEFI ASA &Ef 185 % A1 Firepower 9300 #lFEMNERE 3 MREER. NAETHEABERE
WIRETFiZEE.

HKINEIANTUTREBE: BLE (Configuration) > i Z & (Device
Management) > & FAEFIATH 4 (High Availability and Scalability) >
ASA £ 254l (ASA Cluster Replication)

VFAIIhEE

Firepower 9300 ASA HYERI EREIRHITA | k{179 Firepower 9300 ASA 3| T BEERFHIFA

BIMEXTUTRERE: BE (Configuration) > B & & (Device
Management) > i (Licensing) > & &EiF 7] (Smart License)

ASA 9.2(4)/ASDM 7.4(3) BY$hIhAE

K7 HAHA: 201447816 H
T&RIIE T ASA 9.2(4) k/ASDM 7.4(3) kR HIFTTHEE.

= 4 ASA 9.2(4) kA /ASDM 7.4(3) HRABIFRIhEE

it EX;

TEIhEE

ERGHEERPEREHARE METERNEREANAGHEERPEREMMWAAE. HAPETYHK

AR, RANEBZRBAPG. G, MRAFPEINEANZLMAZ
AFRa, WELERAZAFEERRE “APE” BEARE. BARFEETR
T P& SR B BhHERR B SR 0]/ .

FNI5INT LT 4% : nologging hide username.

BIMERTUTRERE: BEE (Configuration) > B & & (Device
Management) > B35 (Logging) > &4t A%1%E (Syslog Setup)
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IhEe
x4 ASA 9.2(4) KiA&/ASDM 7.4(3) KA A (45)
it EX:
DHCP Ijjgt
DHCP 4R %5 B2 WIEA T K& #I DHCP | 1S ASA DHCP kiR 35 UL E5k B 4414 DHCP fR%S BIIRIE, MEES
AR5 SBATIAM BIFXNEREREERNRESE, AERREMERR.
iaThE

NAT-MIB cnatAddrBindNumberOfEntries | i&finxt NAT-MIB cnatAddrBindNumberOfEntries 1
F1 cnatAddrBindSessionCount OID & i | cnatAddrBindSessionCount OID B3z 323 SNMP xlate_count %0

Xlate count #if] max_xlate_count.
I H1EZETF show xlate count #4 .
RIEKERT ASDM R E.

WESh, T 8.4(5) #19.1(5) M F1#EH.

ASA 9.4(1.200)/ASDM 7.4(2) FEIHETINEE
A% HER: 20154 5H 12 H
TRIIET ASAv (9.4(1.200) kit A</ASDM 7.4(2) hRA) HIFHINEE.
R AR ASAV.

x5 ASAv 9.4(1.200)/ASDM 7.4(2) HHEOERTHAE
51t EX:
FADEE
VMware ASAv B FEZE vCenter X iF EIRZE AT LUE A vSphere Z P& 3 VMware ASAv, M E vCenter, H{E
FA Day 0 fit & &% OVFTool.
T MRS (AWS) ASAv IR LA ASAY 5T DML ARSS (AWS) 1 Day 0 Bt BLE &£
TR S M2 R %5 SCRE ASAVIO FI ASAV30 FE.

ASA 9.4(1)/ASDM 7.4(2) KR AHIETh AL
%7 HEE: 201558 6 H
TF5H T ASDM 7.4(2) KRAHIFITHAE .

=6 ASDM 7.4(2) MR A#IFThEE

i EX;
A2 1T EE
¥ # AnyConnect 4.1 A& ASDM IR7E X #F AnyConnect 4.1 hE7A .

BIMEKTUTRERSE: BEE (Configuration) > ZiZiji8] (Remote
Access VPN) >f4& (Z /i) 518 (Network (Client) Access) >
AnyConnect % Fififc 83X (AnyConnect Client Profile) (&% AMP &
FBFREECE (AMP Enabler Service Profile) BEEL &1
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HiThAE
ASA 9.4(1)/ASDM 7.4(1) FRZABIFTHAE
EE: Hilt, EEXNEEANRSGAEEEERSGBEEEIEEFRTIL.
£#AH: 201543 523 H
T&FIH T ASA 9.4(1) KR/ASDM 7.4(1) BERFITHEE.
*x7 ASA 9.4(1) Kr/ASDM 7.4(1) FRESERTHEE
Tk EX;
T AT
ASA 5506W-X. ASA SINTUUTES: HBILEKIENSH ASA 5506W-X, B{LE! ASA 5506H-X. ASA
gg?gl_-;x\ ASA 5508-X #1 ASA | 5508-X #1 ASA 5516-X.

BINT U T %% : hw-module module wlan recover image 1 hw-module module
wlan recover image.

TNIELNRE

EEERFEBGE—IhEEER (UCR) | EHi 7 ASA, LUHE DoD UCR 2013 £k, 58 TRFMEIT, THETFIHN UCR
2013 TAIE 2013 TAIERINBYThRE :

B EHhEBSHREIIE
MEBEHAER
BATEARZR CA #rid
MIEHEE ASDM A&
IKEv2 TR ZE R BRI E
B |KEv2 +R#FIFREZER

FIPS 140-2 JAIEE M EH L7E ASA EEF FIPS 1R3AURT, 5%t ASA SEREE MRS, LAEETFE FIPS 140-2,
PRFIELIE

B RSA #1 DH Z$AK/NRS - X R IFFER K/ A 2K (2048 i) =z _EAY RSA #1 DH
240, 3T DH, XEREFLIERE 140 (768 i1) 5 2 40 (1024 fi) F4
540 (1536 i) 4.

FE: BIAKNBREIELL IKEV1 5 FIPS &4 1M
B BFERMBTIEERS) - (RAIFER SHA256 HERSMEE.
B SSH ZRRE| - RIFHZRS S : aes128-cbe 5 aes256-cbc. MAC: SHA1
EEFE ASA B FIPS TAIEIRE, SR
http://csrc.nist.gov/groups/STM/cmvp/documents/140-1/140InProcess.pdf
Itk PDF BEEH—IR.
BXRFEAGE, FHEOHENREIINHENREFIRF O
http://csrc.nist.gov/groups/STM/cmvp/inprocess.html
&2 T LT %% fips enable

B NS ThEE
Mt T Zizl ASA B SIP 8 | INREZ K SIP ESRBIEREB L0 ASA, NIZRAF SIP #5014 48 B &8 it
4 RE B8R, MREFEANRE TLS, BiEs IME RIE, WARSEBBIMEEESUH.

REBETRE.
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*x7

#hIhEE

ASA 9.4(1) Mi/ASDM 7.4(1) MEBYEIThEE (40)

Ihee

PR

BGH T X IERIER UC-IME
IRy SIP #SHF

SECE SIP NG, T ERERBRIENIES UC-IME RIE. £/ TLS KIBRN %
nE.

M Select SIP Inspect Map AR 55 5k B& XA HE P Ml T Phone Proxy %1 UC-IME Proxy.

DCERPC i3z %
ISystemMapper UUID B2
RemoteGetClassObject
opnum3

ASA M7 8.3 FFia7#¥F4E EPM DCERPC HE, ¥ ISystemMapper UUID ;&2
RemoteCreatelnstance opnum4. IttE K & T X RemoteGetClassObject opnum3
HEWXZHE.

REBUERFE

BMERR SNMP AR SE=FEM
MBUR ARSI

ASA T #EHENMERA SNMP BRS 2EFEM ENBAZRF]. show snmp-server host 4
SHIBNERIEAELLIE ASA BEFIEN, UNRBSEENEN.

REBUETFF

VXLAN iz 40

ASA T VXLAN 3Rk PSR HE TR ERR .

&% T LU RS : Configuration > Firewall > Service Policy Rules > Add Service
Policy Rule > Rule Actions > Protocol Inspection

IPv6 ) DHCP H&5#%

SINEE AT L UAHE IPv6 9 DHCP 4iit{s 251 DHCP 45%E.

SINT AT R

Monitoring > Interfaces > DHCP > IPV6 DHCP Statistics
Monitoring > Interfaces > DHCP > IPV6 DHCP Binding.

= A Rt RE

PRI ASA EEXm ARG RE

GRETLUREEZERRE LERFERFRE.
REBUET TR

1% O3 FIRISEF) ASA SEBEIEAT
KR MHE

BIERLIREO B RS ZEREITRREE. BOABAT, SITRAKRENGGOBE
TUREOME—YIEED FATRAKS. SITRREESRE VLAN FEOZENED

(f5i2n, VNIZ¢ BVD E#fT. BAREAKRHEH SR ERE; BHRALTHRERER
S. BAIRBERTAEENED (PIERED) NEBITRARE.

SINTLLTRS: Configuration > Device Management > High Availability and
Scalability > ASA Cluster > Cluster Interface Health Monitoring

DHCP Hé#Hg ASA SR 55

IMAE AT LATE ASA &8 FFCE DHCP rhk. @3 ER % Fin MAC Hilt#%, £% Fig
DHCP &R LB R P SLI T A% . %A% 4% DHCP ZEFinfpR 5 25ThaE .

REBUERFE

ASA B SIP MEH | GHAEAILIE ASA %B LRE SIP . BHERTEEMLE LR (TR
&) , ERFHERYARBER—RE L. T LS RERE.
RIEBIETRE.

BaEaIhAE

BT RO BT HMMIME (PBR) 2—ALH, BT XS, KETUERM ACL, BHEHEE

QoS Y4 EBRFHITIRE. BTHIEEANE 3 EME 4 BIRKHAR, ACL ATRAIR
B#ITHE. EERBILERRE R EFRNRERM QoS, AREH. MAAKA
BESETRE. SlAXRABEZESLXZEXMMPLERE, HATFEEMEZER
FOE 4R LURIT PARAE R B BX W EEOR BRI B &R XA PR E .

SINRIE T AT RS

Configuration > Device Setup > Routing > Route Maps > Policy Based Routing
Configuration > Device Setup > Routing > Interface Settings > Interfaces.

1
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FIhEE
=7 ASA 9.4(1) Mi/ASDM 7.4(1) MIBYEIThEE (40)
Thég X
EOINRE
VXLAN 3 #F AT VXLAN 3%, G35 VXLAN fRiE%& % (VTEP) X#F. 1 ASA R FEEAIUL
EX— VTEP JR#0.
HIMEIANTUTREOE
Configuration > Device Setup > Interface Settings > Interfaces > Add > VNI
Interface
Configuration > Device Setup > Interface Settings > VXLAN
BEiEIhRE
EEM BRI FERER AMT —TEHEIR IR IERAENEMAFEERRER, UMNAEFERRIERITE

E

HAMER TUTREAEE: B E (Configuration) > i & &% (Device Management) >
=% (Advanced) > AR EHEE 2 (Embedded Event Manager) > Ji NS48
IR A2 (Add Event Manager Applet) > SRS 4IRS/ N A EFE4 (Add Event
Manager Applet Event).

X BESR I TR PR HERR show tech-support #4441 show crashinfo &34 HE S & 4K 50 1TRS
BHE. i&EE, %95 H logging buffer &4 788 HIX L 45 R,

mi2iiEIhRE
¥ # ECDHE-ECDSA #15 TLSv1.2 38T 3 A T BB 2 5 -

ECDHE-ECDSA-AES256-GCM-SHA384
ECDHE-RSA-AES256-GCM-SHA384

DHE-RSA-AES256-GCM-SHA384

AES256-GCM-SHA384

ECDHE-ECDSA-AES256-SHA384

ECDHE-RSA-AES256-SHA384

ECDHE-ECDSA-AES128-GCM-SHA256
ECDHE-RSA-AES128-GCM-SHA256

DHE-RSA-AES128-GCM-SHA256

RSA-AES128-GCM-SHA256

ECDHE-ECDSA-AES128-SHA256

B ECDHE-RSA-AES128-SHA256

;E%&: ECDSA 71 DHE BB AG RS AR,

£ T LT R%: Configuration > Remote Access VPN > Advanced > SSL Settings.

12
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#hIhEE

*x7 ASA 9.4(1) Mi/ASDM 7.4(1) MEBYEIThEE (40)

Ihee

PR

FE % SSL VPN £1F Cookie
e PR

IR ARG IE 58 = 753858 JavaScript & Fim M 8] T & Fis SSL VPN £1%
Cookleo

ER: BENERERN TAC WEIERILLINEE. BRILIERSIARENK, BARKE
AT R i SSL VPN DIEER B ITH AR IHEME S

B Java

Java EETH

in 5%

SO BT R

EEZSER AR Sharepoint Thae (4 MS Office K1)
AnyConnect Web E#

Citrix Receiver. XenDesktop #1 Xenon
B HMAET RIS AN ST s R  A

SINTLUTREE: Configuration > Remote Access VPN > Clientless SSL VPN
Access > Advanced > HTTP Cookie.

9.2(3) FtEEZ UM IIFE

e R 2ERCHER S EiE
1zl

ASA A ZHET R EEFFICHIRRGITH], AT ATt AERR AR us 31T o & s SSL
mFEIFE]. HkIhEES% Citrix BIEII S EmAEMEEH# (VDI) 5 XenDesktop BL&{#E A, BH
RER (4880 ASA IR RS E

BRIFEMER, FESRLLT Citrix F=@m34:
B FF XenDesktop #1 XenApp HIZRHEE:
http://support.citrix.com/proddocs/topic/infocenter/ic-how-to-use.html

B %72 XenDesktop 7 IR
http://support.citrix.com/proddocs/topic/xendesktop-7/cds-policies-wrapper
-rho.html

B SARIRIESS AT XenDesktop 7 RE&:
http://support.citrix.com/proddocs/topic/xendesktop-7/cds-policies-use-gp
mc.html

?gﬂﬁg)t'ﬁ#ﬁ SSL VPN //J\J]ﬂ T
OWA 2013 ThEEX #3F

L& % SSL VPN X35 OWA 2013 LU TR IhEESMNFiTh e
B T EIRERFEEF
B EZER

B Active Directory Bt & S4I8FARSS (AD FS) 2.0. ASA 1 AD FS 2.0 At rmes
iy

REBETRE

y‘j%g)jﬁ#lﬁ SSL VPN //j\\j][] T
Citrix XenDesktop 7.5 #0
StoreFront 2.5 X%

& Fim SSL VPN 3z #¥i71a) XenDesktop 7.5 #1 StoreFront 2.5,

B X XenDesktop 7.5 MRERITEEIIRUKIFAER, FESH
http://support.citrix.com/proddocs/topic/xenapp-xendesktop-75/cds-75-about-

whats-new.html.

B StoreFront 2.5 IhEEMTEEFIRUKIFMER, 1HSH
http://support.citrix.com/proddocs/topic/dws-storefront-25/dws-about.html.

REBETRE
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http://support.citrix.com/proddocs/topic/infocenter/ic-how-to-use.html
http://support.citrix.com/proddocs/topic/xendesktop-7/cds-policies-wrapper-rho.html
http://support.citrix.com/proddocs/topic/xendesktop-7/cds-policies-use-gpmc.html
http://support.citrix.com/proddocs/topic/xenapp-xendesktop-75/cds-75-about-whats-new.html
http://support.citrix.com/proddocs/topic/xenapp-xendesktop-75/cds-75-about-whats-new.html
http://support.citrix.com/proddocs/topic/dws-storefront-25/dws-about.html

B ASDM 7.4(x) BRA<i#ER

#Thee

*x7 ASA 9.4(1) Mi/ASDM 7.4(1) MERYEIThEE (40)
IhReE 1% EH
EHIER BHIEIE B EHIEE 5% 8ERT, ASA 7ZiEM VPN B stz piEB5E, HE EHEtT

SHIIE.
1B T AT &

Configuration > Device Management > Certificate Management > Identity
Certificates

Configuration > Device Management > Certificate Management > CA
Certificates

IEBEEAER

ASA § 24 MR E—RFELSFHIFRE CAM IDIEBEEEIH. ARIEHEVFRIAET,
MG —FRFEHEEAERL L. WTUEERBEMENER. RABRT, REFE
BHZREI 60 XIBE), &7 REH—X.

1B T AT &

Configuration > Device Management > Certificate Management > Identity
Certificates

Configuration > Device Management > Certificate Management > CA
Certificates

PITEARLR CA 171

BOABART, BEART CAMRCHNERTAEN CAERRERE ASA £, EXART R
FRAfAEIEENEBRRESR AN CA, RESIIITEEHNENERRENRARE. MRS

E, A ASA BEREARIFREXEESR.

8T UL F%E: Configuration > Device Management > Certificate Management >
CA Certificates

IKEv2 XUk RiB A E

BHEl, R ASA 7£ SA LIEWRIASKIES, HARBEENRLTFERS SA BEESRT
—¥, W ASA 2EFZEER. GRETUERRERENFL LE IKEv2 B, 2K
IWBERTSER L@,

¥ 7£ AnyConnect 3.1.06060 & Sk A P 51tk IheE .

IKEv2 +75it It = 4R

I E A E 73 FIfZ2 N8 IKEv2 T = 24A .
&2 T LU T FR%: Configuration > Site-to-Site VPN > Connection Profiles

EIRTRE

MIEBAE ASDM A%

FIRLLTEE, BEMI@TMIERIRENVA P& URERAHABFREMNA P ZXT ASDM B Fi#
ITIR

SINTLLTFR%: Configuration > Device Management > Management Access >
HTTP Certificate Rule

£ T LU T/ %: Configuration > Device Management > Users/AAA > AAA
Access > Authorization

terminal interactive S F1&

CLI &b\ ? B /S s = A #5Eh

BE, H7E ASACLIMIA 72/, SERGSHEH. EXF0OAN 21MEAGSHHTE (I
tn, 4% ? ;0 URL &) , ATLUEFA no terminal interactive 42 Az &8,

REST API kA& 1.1

ARINT 3t REST APl 1.1 RERYZ#5.
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Bl ASDM 7.4(x) kA1 AR

TR

ESRA TRURBEHRANARRER. RERAFTERRITIREFAR, REAEARBIRIRA.

FHRER

AR BRUATBISMER SN, BRI ASA EEMTEHE EIABRBHFHREKR. ASA FEEM 9.0(1) 5 9.1(1)

HITHAE: BF CSCue72961, FIXIFTHUIHR.

LH] ASA kA& HRALRE: REFARE:

8.2(x) 8.4(6) 9.4(1) KES LA
8.3(x) 8.4(6) 9.4(1) KESLEA
8.4(1) Z 8.4(4) 8.4(6). 9.0(4) 5% 9.1(2) 9.4(1) K EEERA
8.4(5) RESMRA - 9.4(1) HEERRA
8.5(1) 9.0(4) = 9.1(2) 9.4(1) KEEAEA
8.6(1) 9.0(4) 5% 9.1(2) 9.4(1) KEZMA
9.0(1) 9.0(4) = 9.1(2) 9.4(1) KEEAEA
9.0(2) AESMA - 9.4(1) K EEERA
9.1(1) 9.1(2) 9.4(1) KESLEA
9.1(2) AESMA - 9.4(1) HKEEERA
9.2(x) - 9.4(1) HESMA
9.3(x) - 9.4(1) HEBMA

BRARMFELR, FEH 9.47HRi5M.

BZERREMEEENRE

R AREBREMEEENRATELENFIERTAEHITES. WET Web (T A& EIERIRRRER
ARG, ZRGUP XTI~ @M BRE RS~ R RRER.

AR B AA Cisco.com Mk geERHFAHEBRIFEEETIR. MRRE, BERALUEM—IIKS,

AXRENFREEZTAENFRER, HERRIEERTRHBE LB,

1= B RVl

BIMMARNTERANA 3 AESHEERATIAUTEERES:

B 7.43) BEBREEER
B 7.4(2) BBREEER

B 7.40) EBREER

E2ENIRE

BIMARFRAERERRAITATRES:
B 7.4(3) EtERER
B 7.4(2) EtEREER
B 7.407) ERERER
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http://www.cisco.com/c/en/us/td/docs/security/asa/asa94/upgrade/upgrade94.html
https://tools.cisco.com/IDREG/guestRegistration.do
http://www.cisco.com/web/applicat/cbsshelp/help.html
https://tools.cisco.com/bugsearch/search?kw=*&pf=prdNm&pfVal=279513399&rls=7.4(3)&sb=afr&sts=open&svr=3nH&srtBy=byRel&bt=custV
https://tools.cisco.com/bugsearch/search?kw=*&pf=prdNm&pfVal=279513399&rls=7.4(2)&sb=afr&sts=open&svr=3nH&srtBy=byRel&bt=custV
https://tools.cisco.com/bugsearch/search?kw=*&pf=prdNm&pfVal=279513399&rls=7.4(1)&sb=afr&sts=open&svr=3nH&srtBy=byRel&bt=custV
https://tools.cisco.com/bugsearch/search?kw=*&pf=prdNm&pfVal=279513399&rls=7.4(3) &sb=fr&sts=fd&svr=3nH&srtBy=byRel&bt=custV
https://tools.cisco.com/bugsearch/search?kw=*&pf=prdNm&pfVal=279513399&rls=7.4(2) &sb=fr&sts=fd&svr=3nH&srtBy=byRel&bt=custV
https://tools.cisco.com/bugsearch/search?kw=*&pf=prdNm&pfVal=279513399&rls=7.4(1)&sb=fr&sts=fd&svr=3nH&srtBy=byRel&bt=custV

B ASDM 7.4(x) BRA<i#ER

B4 PR Y

B 28 A P1F R )

BXRARPFATHYHESR, 1&HE http://www.cisco.com/go/warranty .

NEESE

BX ASA IFMAEE, ESFRBHASA RTIXHE S

—I—I: A 2\, = A= = <

KRB S AR AR 517
BRREHE, FRBREMRIEERTER (BST), #XBRFERFIUEEMERNER, BESHNER ~mXIEEH, HMW
WA http://www.cisco.com/c/en/us/td/docs/general/whatsnew/whatsnew.html
VTR ER <@t &, EPRAERMAMEITHEBRREARINETN RSS BHBEIERAEZRNABHEXATEREL
EERME. RSS ER—MRERS.

BRMENEGRENN/BEMBEATAZEMEMER/MXNERIEMEIR. EEEERBFMRIIE, BEEL URL:
www.cisco.com/go/trademarks . XHIRRHB=AErAEBNAEENMSE. “SEKE” —ANFERAFTEREERRAEMERAR
Z B BFEESIEREXR. (1110R)

©2015 ERM ARG LF . HWNFAE.
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