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1& T Firepower 4100 BYERE ASA TRIE
PN

1.%Fi&ERTF Firepower 4100 B9 ASA

Firepower 4100 Z£ & & BE— N A[IE1T ASA AR E5|E,

ASA a5 Firepower 4100 B2 &£

Firepower 4100 &£i&FIE1TH A Firepower i RIFIER S (FXOS) KM RIER G . ERILAER Firepower HlFH
EIPEE Web RHEE CLI ELEFHIEMRE .. SEFUMEMEREITESH.

Fﬁﬁ%ﬂ?%l:l??ﬁﬁf (B13EZE I 5MER EtherChannel) ¥JH Firepower 4100 fas. @ATAGIERMED: BEREOQMNE
BO. BAUIRIEEE, EREMRBEEEEOSEL ASA. X7 Firepower 4100 HERE ID 5 ASA Eﬂﬁ
=21 ) ID #A[E. Firepower 4100 BT AERE TR EtherChannel JEME R EE1XE] ASA.

#RZ ASA B, Firepower 4100 1§ T EIEIFER) ASA &, HEIBAEE. ASA BRAEAMIIZERENE, bA
£ ASA &£#ERE (RZIE 6 ML) -

ASA EIE
HE ASA B, EEANRAEESREONEREAHER, JETEREN ASA £IFAZEFI#IIE ASDM,

itesh, AT LUE IR Telnet %M Firepower 4100 CLI if7ia] ASA CLI. 7 ASA A, BRIMEETEFEERE
TzD“ﬁ?ﬁ?ETzDEEE SSH 5§ Telnet ifjid].

AE: BSRERT Firepower 4100 B9 ASA BUIFAIEKR (58 1 51) , TH#iHIE ASDM BIIFRTER.

& T Firepower 4100 B ASA BYFRTZEK
#EIEAT Firepower 4100 B9 ASA £, &R EIFAIEE N AR, 2 HI7E Firepower 4100 #1 ASA FiffT

B Firepower 4100 - 7£ Firepower 4100 FECEFrBE e HF AT BRI, SFERTSIFMIEMANAHITEERN
S#, Firepower 4100 A5 RN EZE(EMIFAERAIEIT.

B ASA - £ ASA B AIFANEENR, S ENFERIFAIIE. & ASA il alF A H A& FrTiE. HEE
Firepower 4100 LR FFM SR, MTFHEEHNRAR, RE<Bs1BREMBFTIE, EEEdiTHA
BIE.

& : T Smart Software Manager satellite %':.‘B%, B STIBIT 7E ASA BB RIRIUR /B A s8N %5 (3DES/AES)

FENE, A REfER ASDM (ELK VPN EIhgE) . Babidid ASA CLI #UiTIE{ESS, ASA CLI A FXOS CLI #1173

B, &AM ITEIFRNE, WA EEE M 15F—hIE

BRESAT WWW.cisco.com
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2. EE ASA

2.88Z& ASA

AT LUE A Firepower HFEETRESERE JST ASA B ASA &8, B CLIHRMESE, 1555 (FXOS B EismE) .

AcEREO
T_Ilo(@,?ﬁf_ ASA EEBLE K Firepower 4100 FECEERXANZEDO., BEVMELCHRE—PMHELENZEO.
ST &R, BEZEEBENAEENEEHTHISE IR B8 48 £ XENRMEL— I MRAREQD.

EF
1. 7 Firepower ¥ f8=1E2h, %N (Interfaces) 3TH “#0O7 (Interfaces) 71 H .

2. "f1—~ EtherChannel:
a. =& nis Oi#E (Add Port Channel).

b. £ “ixiHi& ID” (Port Channel ID) FEH, MA—NNTF 15147 ZEHIE.
c. &+ B (Enable).

d. XF “HB” (Type), EIFEE (Management) S ##E (Data). EREERIM—NEEEO., F7RIRER
(Cluster).

e. *E;}E%Euj\ﬂu’ﬁ,J\ht o

f. =& #HE (0K).
3. ERmMEBEMED, HEITUTRME:
a. SHENITHASLE (Edit) Bfr, FTH “4RiE3E0O"7 (Edit Interface) IHEIE,
b. %+ /2 (Enable).
c. XF “HA” (Type), SHETE (Management) % (Data). EHeERM—MEEEND
. BEHE (OK).
4. BE RAEEEHTH SRR ORIE 48 RM—NRIEO, HHITUTRME:
a. mEPr%RE (Edit) BFR, FTF “4iEEO"7 (Edit Interface) 3HEIE,

b. N\ATA#&NO (Available Interface) & OEFE—NMEO, AR/ STRMIED (Add Interface). MEFE, EXH
fiEOEE FiRRE; BELEERM—ED.

c. =EHiA (OK).

ERE IR ASA
BRIELE
1. i%£#FiZ1i% % (Logical Devices) T “iZ%8i% %" (Logical Devices) T

2. S#RMi%%E (Add Device) FTFF “HFMig#&” (Add Device) XHiFiE.

3. IR &R (Device Name) FEi b, AFEIGZRE—NDBM. BT Firepower 4100 FEEEEIRIRE UK
SEEOER, MIEAE ASA BLE P FERMEE 2R,

4. 3T F 4R (Template), %$% asa.
5. 7ERRAEA (Image Version) 47, % ASA BHhRA.
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2. ZBE ASA

. R EF1ES (Device Mode) #, =EHI37 (Standalone) #i%1%4H .

. BEE (OK). BRIEERBE - %4 5# (Provisioning - device name) &0 .
. RAKIEIRO (Data Ports) X35, H#RETBZOME AR ASA.

. BERBEROHIEEERR. RS ER ASA BLE (ASA Configuration) 31iEHE.
10.
11.
12.

1R IRIR R B HE RN .
=E#E (OK) %] “ASA ELE” (ASA Configuration) SHEIE.

mEfR7F (Save). Firepower 4100 J@id FHIEERMIA, HESISEFEEMERZORERXIIRES(E
REEBEHIRE

ZRE ASA B
R{ESE

—

%1538 & (Logical Devices) 7 “iZ48i%%"” (Logical Devices) TiH -

. BERMi&%& (Add Device) $TF “R/iMi%E" (Add Device) JHiEHE.
. 7R & B (Device Name) FE 1, HIZHIREFIRMH—NBR. ATV Firepower 4100 7EEC B &8/ EIEIR

BURSEZEOMER, MIEE ASA LEFERMIZERTR.

. ST 41K (Template), %% asa.

5. 7ERIRAEA (Image Version) B47, & ASA BFhRA.
6. 7f &R (Device Mode) #, =f8EEf (Cluster) BiEiZH.

12.
13.

14.

. BT PIESEEEE (Create New Cluster) Hi%1%4H .

. BEE (OK). BRIFERBE - %4 5# (Provisioning - device name) &0 .
. R %#EIm O (Data Ports) Xi3, H#REIEZOME HECE ASA.

10.
11.

SHERETIOCHIEEERR. RIS~ ASA ELE (ASA Configuration) %fiEHE
R ROCE SRE XN .

A= 7£E IP it (Management IP Pool) FEz, ECEAM IP ki, Heh—MibEoRARONEN &R
B, FAESMALEFHIRRERBIAS R, ZL0ES58#PHNEEHEERNMU . MRITRIT R
S8, WEBSESM. BT HRIEIREAENL IP HIL (Virtual IP address) (FRFESE IP ihilh) N2 LitAg
—885Y; EFDERI—MLE R AEM IP Mt RE—A IP otk ERTLUER IPv4 F0/3X IPv6 Hetits

SEHEHAE (OK) xH “ASABLE” (ASA Configuration) 3HEIE.

= iE{R7F (Save). Firepower 4100 1Bid FEIEEREMA, HIE5 I SEFREEMSEZOREHRXFRLT(E
REIBEBZIERE.

BT MFERIMBIEEE

a. EE—/MLFEM Firepower HAEER L, SEE LAFNEREEIFMER (Show Cluster Details) E#x.

System Tools Help admin

(o) Add Device
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3. i718] ASA CLI

b. EZFEHEH B ROEHEENXE.

Cluster Configuration(copy to clipboard) 2
[{"smIPVE":null,"smEncryptedkey”: null, “smKey:null,*smIP™:null, "appNa
asa"}],“smClusterBootstrap":

[{"name":"duster1”,"gatewayv4":"10.88.29.1", "virtualIlPv4":"10.88.29.6
.255.255.0","poolEndve":"::","poolStartv4™: "10.88.29.61", "prefixLength”
" “chassisId":"1","mode":"spanned-etherchannel","m": "cluster-
bootstrap"}],“dn":"ld/clusterl”,"description”:"", "name™: "cluster1", "opera
SldMode”:"clustered”, “errorMsg”:"", “isDecorator" :null} | JEQFISON{ “fabri
[{"adminSpeed":"10gbps","adminState":"enabled”, "bandwidth":"0", "clus
Vian™:"1048","fabricEthLanPcEp":[],"fabricSubGroup":

QK Cance

c. EEB|T—H#E LM Firepower HIAEEIERS, FHiZRIELREFFIMEERE.
d. EEFEMAIEEEF (Join an Existing Cluster).

e. SHEHIALE (Copy config) Ei%iE, RAFEHHARE (OK). INREGEHZPILSIEIE, HHIFIMNEE, UL
B — AR E -

f. HEEHEHIEMESR (Copy Cluster Details) XHEHES, #HME—MIENEREE, RAESEHWE
(OK).

9. REREHRLHREER. RESTEAFR “#HlFE ID” (Chassis ID) SN BEHER; WAME—IHLFE ID,
S5 mEERE (0K).

h. &E1R%E (Save).

3.7518) ASA CLI
EEHTANATEE SR, (5T BB Firepower 4100 CLI 8] ASA CLI.
SR

1. EIEZE Firepower 4100 CLI; 40, EIZFRITHISinO=FEH SSH i%E3%2| Firepower EIB1EN.
2. E3ZF) ASA:

connect module 1 console

w5l

Firepower> connect module 1 console
Firepower-modulel>

3. BEREREIRESIEK, BN FXOS ££5|% CLI. BB 1TiEREl ASA NMA:
connect asa
tE

Firepower-modulel> connect asa
asa>

SEEE S EEEER] ASA KA.
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4. HENFEXEC (BR) B, REHANEREEEN. BAELT, BRAEBRAT.

enable
configure terminal

Al

asa> enable
Password:

asa# configure terminal

asa(config)#

5. XIT ASA 5#, MIRFE, HFALRERERE:

show cluster info

Al

asa(config)# show cluster info
Cluster clusterl: On

Interface mode:

spanned

This is "unit-1-1" in state MASTER

ID

Version
Serial No.:
CCL IP

CCL MAC
Last join
Last leave:

2

9.6(1)

FCH183770GD

127.2.1.1
0015.c¢c500.019f

01:18:34 UTC Nov 4 2015
N/A

Other members in the cluster:

Unit "unit-2-1"
ID
Version
Serial No.:
CCL IP
CCL MAC
Last join
Last leave:
Unit "unit-3-1"
ID
Version
Serial No.:
CCL IP
CCL MAC
Last join
Last leave:
Unit "unit-4-1"
ID
Version
Serial No.:
CCL IP
CCL MAC
Last join
Last leave:

MREMNEFRERE

in state SLAVE

4

9.6(1)

FCH19057MLO

127.2.2.1
0015.¢500.018f

20:29:57 UTC Nov 4 2015
20:24:55 UTC Nov 4 2015
in state SLAVE

1

9.6(1)

FCH19057MLO

127.2.3.1
0015.¢500.017f

20:20:53 UTC Nov 4 2015
20:18:15 UTC Nov 4 2015
in state SLAVE

3

9.6(1)

FCH19057MLO

127.2.4.1
0015.¢500.020f

20:19:57 UTC Nov 4 2015
20:24:55 UTC Nov 4 2015

3. 1708 ASA CLI

, FIEH SR, FERBEROIE. BXOMELEE, BEATL.
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4.Smart Software Manager Satellite: i55K38/1%5 (3DES/AES) ¥ A[E

4.Smart Software Manager Satellite: 1&Ki2I1%
(3DES/AES) FRIIE

E151T ASDM R EAMINEE (Flan VPN) |, EA A F5aME (3DES/AES) FaiE. H1&fEM Smart Software
Manager satellite B, & 11E R CLI #£ ASA BLE BRIt iFATIiE.
HETE
B 7 ASA tEEIFTNEENZET, AH7E Firepower 4100 RS BRI 2884157 .
B T ASA &8, BEEFETIGEIFITERE. &F Firepower HEEIER, MEM—EIBZRIIREZ. BHATYL
M ASA CLI i#{TH#IA.
BRIELSE
. 3518] ASA CLI. iFZ%) 3.i518 ASACLI (B4 1) .
2. ENFEE R ERN
license smart
A5l

ciscoasa(config)# license smart
ciscoasa(config-smart-lic)#

3. RERER:
feature tier standard
ARERTTR. BIFAIERRMEMIEEITAERETIR S .
4. EKGRIMEBVFANE, HERBFEZFRE IR
- GS&fn#% (3DES/AES)
feature strong-encryption

- I=Em (Diameter. GTP/GPRS. SCTP)

feature carrier

—

- ReER

feature context <1-248>

write memory

6. BN ~, REFEHAERE. TIEREZE Telnet A . MINEBE (quit), IBEZ Firepower 4100 CLI.

5.8%1 ASDM

ASDM 8#E1IF% 5 TERNES, UR—EEINN &I ASA ThEEMEET R,

HEETE
B %% Cisco.com ) ASDM kAR T #21E1T ASDM HIEK .

B f&WAIRTE Firepower 4100 EECE BRI S8R HIFA], A 8EiEEER| ASDM; ZEFEM ASDM, B HRME
(3DES/AES). &7 Firepower 4100 J:F‘“FHIEHHAHEH‘I NTHEFUNAR, R%2851EARMEITFAHE.
A% Smart Software Manager satellite BLE, 152 % 4.Smart Software Manager Satellite: i5KI&M%E
(3DES/AES) 1FAIIE (%8 6 T1) »


http://www.cisco.com/c/en/us/support/security/adaptive-security-device-manager/products-release-notes-list.html

BT Firepower 4100 BYERI ASA IR 15F

BRIESR
1. FEEEEIDECS ASA ETRIZOMNWTEN L, B3 Web 587,

2. 7fedutibdzeh, #IALLT URL: https://ip_addressfadmin. ip_address 2E7EERE ASA BT RHEIRIEN& S Hott .
RS 2R EBR ASDM (Cisco ASDM) 77 .

3. AHEUTATRERz—: K% ASDM BE1#ER (Install ASDM Launcher), iZ{T ASDM (Run ASDM) SiE{TEED
55 (Run Startup Wizard).

4. RIBPEEFHET, RBRELFWIHAEE ASDM. £%414 8 ~EH ASDM-IDM BE1f2FF (Cisco ASDM-IDM
Launcher).

AR MREETRE ASDM BE1FEFF (Install ASDM Launcher), T Java 7 B9RLRR A, f
ASDM EHMEHEFRIIRAAA ASA RESGNES.

5. BAFEMEBFRES, RE~HHE (0K). REHEER ASDM £&0.

e

FERRRRE

BRI RS ASA RIS TTA T EIFT A ASA/ASDM SCHHEIHE R #E1% .
BEEFA FXOS #lFAMHEATHE.
BRAENERRIMMN/HEMEAREXEMEMER/MEXNERECEMETR. EEFERBRIIER, BHEEL URL:

www.cisco.com/go/trademarks. XHPRENEZAEFAEBMAEZRNMZ. “GEKE" —ANEAFTERERRMEMEMBL
Rz BFEESEREXR. (1110R)

ARG ERAIER Internet Y (IP) UM T R B EEAME SN . A FRENERARE, &SERBHMERRAZA.
BEAAE T AZRNERES IP it HAEISE, HEBEER.

© 2016 BRAGLF. WVHAE.

6. /55
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http://www.cisco.com/go/asdm-certificate
http://www.cisco.com/go/asdm-certificate
http://www.cisco.com/c/en/us/td/docs/security/asa/roadmap/asaroadmap.html 
http://www.cisco.com/go/firepower9300-docs
http://www.cisco.com/go/trademarks
http://www.cisco.com/go/trademarks
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