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Executive Summary

Cisco Validated Designs (CVDs) are systems and solutions that are designed, tested, and documented to facilitate
and accelerate customer deployments. CVDs incorporate a wide range of technologies, products and best-
practices into a portfolio of solutions that address the business needs of our customers.

Cisco and Hitachi are working together to deliver a converged infrastructure solution that helps enterprise
businesses meet the challenges of today and position themselves for the future. This CVD expands the previously
released Cisco and Hitachi Adaptive Solutions with Cisco ACI CVD which is a Virtual Server Infrastructure (VSI)
incorporating the Cisco Application Centric Infrastructure (ACI). This reimplementation creates a stretched data
center utilizing the Cisco ACI Multi-Pod design for a seamless network between locations, Hitachi Global-Active
Device (GAD) for active/active storage across these same locations and features the new Hitachi VSP 5100.

This document explains the design and implementation of the Cisco and Hitachi Adaptive Solutions for Converged
Infrastructure as a Virtual Server Infrastructure (VSI) using Cisco ACI and Hitachi GAD to create a private cloud
extended across multiple locations. The recommended solution architecture is built on the Cisco Unified
Computing System (Cisco UCS) using the unified software release to support the Cisco UCS hardware platforms
for the Cisco UCS B-Series Blade Server, Cisco UCS 6400 or 6300 Fabric Interconnects, Cisco Nexus 9000
Series switches, Cisco MDS 9000 Multilayer switches, and Hitachi Virtual Storage Platform (VSP) 5000 system
along with other enterprise VSP systems.
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Introduction

Modernizing your data center can be overwhelming, and it's vital to select a trusted technology partner with
proven expertise. With Cisco and Hitachi as partners, companies can build for the future by enhancing systems of
record, supporting systems of innovation, and growing their business. Organizations need an agile solution, free
from operational inefficiencies, to deliver continuous data availability, meet SLAs, and prioritize innovation.

Cisco and Hitachi Adaptive Solutions for Converged Infrastructure as a Stretched Data Center is a best practice
data center architecture extended between locations as a seamless environment for the underlying network,
storage hypervisor-based compute infrastructure. This architecture expands the Cisco and Hitachi Adaptive
Solutions with Cisco ACI utilizing the Cisco ACI Multi-Pod design for a uniform network and incorporates Hitachi
GAD for storage resiliency between locations and complies with the VMware vSphere Metro Storage Cluster
(VMSC) specifications.

This design also features the introduction of the Hitachi VSP 5100 for both NVMe and SAS flash storage. The
Hitachi VSP connects through the Cisco MDS Multilayer Switch to Cisco UCS and is enabled within the ACI
network using the Cisco Nexus family of switches.

The reference architecture covers specifics of products utilized within the Cisco validation lab, but the solution is
considered relevant for equivalent supported components listed within Cisco and Hitachi Vantara’s published
compatibility matrixes. Supported adjustments from the example validated build must be evaluated with care as
their implementation instructions may differ.

Audience

The audience for this document includes, but is not limited to; sales engineers, field consultants, professional
services, IT managers, partner engineers, and customers who want to modernize their infrastructure to meet SLAS
and their business needs at any scale.

Purpose of this Document

This document discusses the design and implementation of the Cisco and Hitachi Adaptive Solutions for
Converged Infrastructure as a Stretched Data Center. This solution features a validated reference architecture
composed of:

e Cisco UCS Compute

e (Cisco Nexus Switches with ACI implementing the Cisco ACI Multi-Pod design
e (Cisco MDS Multilayer Fabric Switches

e Hitachi Virtual Storage Platform

e Hitachi GAD

The design and technology decisions that went into this solution directly extend the previously published Cisco
and Hitachi Adaptive Solutions for Converged Infrastructure with Cisco ACI Design Guide and the Cisco and Hitachi
Adaptive Solutions for Converged Infrastructure with Cisco ACI Deployment Guide.
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The Cisco and Hitachi Adaptive Solutions for Cl as a Stretched Data Center is a validated reference architecture
incorporating Cisco and Hitachi products to produce a resilient uniform data center infrastructure spanning multiple
locations, keeping with the VMware restraints of the vMSC specification. In this validation, the IP network was
displaced with a series of 75KM fibre spools and the SAN network was connected with shorter multimode fibre,
relying on the independent validation of long-distance FC connections supported by both Cisco and Hitachi. The
topology of this lab environment is shown in Figure 1.

Figure 1 Physical Topology of the Cisco and Hitachi Adaptive Solutions for Cl as a Stretched Data Center
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Table 1 lists the hardware deployed in this reference architecture.

Table 1 Reference Architecture Hardware

DC1

DC2

Hitachi VSP 5100

Hitachi VSP G370

Cisco MDS 9706 Multilayer Director Switches

Cisco MDS 9148T Multilayer Fabric Switches

Cisco UCS B200 M5 Blade Servers

Cisco UCS B200 M5 Blade Servers

Cisco UCS 6454 Fabric Interconnects

Cisco UCS 6454 Fabric Interconnects

Cisco ACI Application Policy Infrastructure Controllers

Cisco ACI Application Policy Infrastructure Controller
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DC1

DC2

Cisco Nexus 93180YC-FX Switches (Leaf)

Cisco Nexus 93180YC-FX Switches (Leaf)

Cisco Nexus 9364C Switches (Spine)

Cisco Nexus 9364C Switches (Spine)

Cisco Nexus 93180YC-EX Switches (NX-OS Standalone
Mode Data Center Interconnect/ Existing Network
connectivity as implemented for lab simulation)

Cisco Nexus 93180YC-EX Switches (NX-0OS Standalone
Mode Data Center Interconnect/ Existing Network
connectivity as implemented for lab simulation)
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Cisco and Hitachi Adaptive Solutions for Cl Overview

This Adaptive Solutions for Cl release extends the previous Adaptive Solutions for Cl with Cisco ACI CVD, adding
new products from both Cisco and Hitachi to create the uniform stretched data center solution. Figure 2 illustrate
the summary of the technologies used in this validated design. A full list of products and product references can
be found in the Appendix: Solution References section.

Figure 2 Components in Adaptive Solutions for Cl as a Stretched Data Center
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What’s New in this Release?

Cisco ACI Multi-Pod Design with ACI 4.2

Cisco AClI is a holistic architecture that introduces hardware and software innovations built upon the Cisco Nexus
9000@® Series product line. Cisco ACI provides a centralized policy-driven application deployment architecture
that is managed through the Cisco Application Policy Infrastructure Controller (APIC). The Cisco ACI Multi-Pod
design allows this architecture to extend the ACI Fabric in a uniform manner across multiple locations, defined as

Pods, without the spine-leaf mesh requirements across pods implemented with the Stretched design of the ACI
Fabric.
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Cisco ACI Fabric Cisco ACI Fabric (Stretched)
Q0 APIC Cisco APIC Cluster
Cluster

A thorough explanation of the ACI Multi-Pod design can be found in the ACI Multi-Pod White Paper.

Cisco Workload Optimization Manager

The Cisco Workload Optimization Manager (CWOM) is software that continuously analyzes workload consumption,
costs, and compliance constraints and automatically allocates resources in real-time, on-premises and in the
cloud. As an optional component to the Adaptive Solutions infrastructure, it brings planning and efficiency to
resource use and expansion needs. The CWOM can do the following:

e Deliver better application response time
e Increase utilization by 20% or more
e Reduce user generated tickets by 20% or more

e Show a ROI within 90 days or less

11
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To learn more about CWOM, go to: https://www.cisco.com/c/en/us/products/servers-unified-
computing/workload-optimization-manager/index.htmil.

Hitachi GAD Technology

GAD enables you to create and maintain synchronous, remote copies of data volumes. A Virtual Storage Machine
(VSM) is configured in the primary and secondary storage systems using the actual information of the primary
storage system, and the GAD primary and secondary volumes are assigned the same virtual LDEV (Logical
Device) number in the VSM. This enables the host to see the pair volumes as a single volume on a single storage
system, and both volumes receive the same data from the host. A quorum disk, which can be in a third and
external storage system or in an iISCSl-attached host server, is used to monitor the GAD pair volumes. The
quorum disk acts as a heartbeat for the GAD pair, with both storage systems accessing the quorum disk to check
on each other. A communication failure between systems results in a series of checks with the quorum disk to
identify the problem so the system can receive host updates.

12
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Figure 3  Global Active Device between Primary and Secondary Data Centers

Global-Active Device

VMware Native Multi-Pathing (NMP) on the host runs in the Active/Active configuration. While this configuration
works well at campus distances, at metro distances Asymmetric Logical Unit Access (ALUA) is required to support
optimized/nonoptimized paths and ensure that the shortest path is used. If the host cannot access the primary
volume (P-VOL) or secondary volume (S-VOL), host I/O is redirected by the alternate path software to the
appropriate volume without any impact to the host applications.

Hitachi Virtual Storage Platform 5000 Series
The Hitachi Virtual Storage Platform 5000 series is comprised of the following:

e Hitachi VSP 5000 Series - The Foundation for a Modern Storage Infrastructure. A completely new,
enterprise-class, flash array and the next evolution of the Hitachi VSP series. Its innovative, scale-out
design is optimized for NVMe (non-volatile memory express) and SCM (Storage class memory).

e SVOS RF - Legendary Hitachi Resilience and Performance, Optimized for NVMe. A new version of SVOS
RF (v.9.x) which has been optimized for the VSP 5000 series scale-out, NVMe design. It incorporates Al
and ML to reduce cost with intelligent tiering that automates data placement to assure that your data always
resides on the most optimized tier.

13



Technology Overview

To ensure the best possible customer experiences, Hitachi Virtual Storage Platform (VSP) 5000 series reliably
delivers more data faster than ever for open systems and mainframe applications. The enterprise-level VSP 5000
series starts as small as 3.8TB and grows to 69PB of raw capacity. With scalability to handle up to 21 million IOPS,
multiple application workloads can be consolidated for cost savings. All models in the VSP 5000 series are backed
by the industry’s most comprehensive 100 percent data availability guarantee to ensure that your operations are
always up and running. Hitachi Remote Ops monitoring system and Hitachi Ops Center Analyzer enable industry-
leading uptime.
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Challenges to digital business initiatives include sprawling storage resources that operate in silos, slow response
times that frustrate you, inadequate security and lengthy deployment processes for new IT services. VSP 5000
series was designed to meet these challenges head-on.

NVMe Done Right

The all-flash VSP 5000 series is the best choice for blazing flash performance with response times as low as 70
microseconds.

Cost-Saving Capacity Efficiency

Adaptive data reduction (ADR), provided by Hitachi Storage Virtualization Operating System RF (SVOS RF),
enables organizations to improve storage utilization, reduce storage footprint and control costs. ADR offers
selectable compression and deduplication for all media, which can be enabled at a volume level, making the
system tunable. With guaranteed total efficiency rates of up to 7:1, you save on not only capacity purchases but
also floor-space consumption, utility charges and support costs.

Optimize Operations with Artificial Intelligence

All VSP systems are packaged with Hitachi Ops Center Analytics. Our Al-powered solution constantly analyzes
telemetry to optimize application performance and prevent extended outages. It works with Hitachi Ops Center
Automator to maintain best practices and quality of service (QoS). Manual administrative tasks are streamlined
and implemented with fewer errors, speeding addition of new applications and expansion of existing applications.

Simple, Easy-to-Use Management

14
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The VSP family can be set up quickly and managed with ease using Hitachi Ops Center Administrator and its
intuitive graphical user interface. RESTAPIs allow integration with existing toolsets and automation templates to
further consolidate management tasks. Reduce complexity of steps needed to deploy, monitor and reconfigure
storage resources to centralize administrative operations.

Protect Your Data from Unauthorized Access

The VSP 5000 models are hardened to prevent any leaks of physical data and unauthorized system access.
Additional measures are available to ensure quick recovery from ransomware attacks.

Resiliency You Can Rely On

Leveraging hot-swappable components, nondisruptive upgrades and outstanding data protection, the VSP 5000
series offers complete system redundancy and is backed by our 100% data availability guarantee. Quadruple
redundancy protects against failures even during routine maintenance.

Virtualized Storage Management and Monitoring

Consolidate existing silos and simplify IT by virtualizing all storage under a single pane. External storage systems
benefit from the data services that the VSP 5000 series delivers, including data reduction, metro clustering and
Automation.

Modernized Consumption Models

In addition to standard capital expenditure (capex) and leasing models, we offer pay-per-use utility pricing and
cloud-based consumption services to reduce upfront acquisition costs and better align what you pay with what
you use.

Enjoy Peace of Mind

Comprehensive business continuity can be assured with active-active clustering via GAD. Enabling robust
business-continuity solutions across multiple data centers, GAD offers zero downtime: Performance stays high,
even when data protection is running.

15
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Requirements

Each site needs to be deployed following the steps detailed in the Deployment Guide for Cisco and Hitachi
Adaptive Solutions for Converged Infrastructure with Cisco ACI.

e The Primary site (DC1 in our reference), will conform as closely to the Deployment Guide as is appropriate
to the customer environment.

e The Multi-Pod configuration section below to configure the IPN and the Spines/Leaf Switches in the
Secondary site (DC2 in our reference).

e When the ACI fabric is setup/extended to the second site, DC2 can be completed with some minor
changes that will be noted in this document.

These sites need to be connected by fibre or a multicast enabled L3 network for IP traffic, supported long reach
fiore channel connections, and conform to the following requirements:

e Lessthan 10ms RTT for communication for IP and fibre channel traffic.
e  GAD compliant VSP devices at each location.
e A third independent location hosting a VSP resource to act as a mediator.
e Processor compatibility between Cisco UCS servers across the differing sites to be able to support vMotion
across sites (optionally configure vSphere EVC if there is a disparity).
Physical Topology

The physical topology is based on the design detailed in the Adaptive Solutions for Converged Infrastructure with
Cisco ACI Design Guide, as shown in Figure 4.

Figure 4  Adaptive Solutions for Converged Infrastructure with Cisco ACI
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This data center architecture is powerful and resilient, and can be implemented in multiple locations but would be
limited in base connectivity as to what might be available through a connecting WAN as shown in Figure b.
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Figure 5 Adaptive Solutions at Multiple Locations
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Provisioning in this manner may work for locations with greatly differing functions, and little need for collaboration.
Industry trends toward collaboration speak of a much different need, with groups commonly dispersed across
locations and a need to maintain functionality in the event of an entire location facing a disruption.

These needs for greater collaboration and resiliency across locations can be met by building a uniform experience
between locations stretching the storage, network, and compute resources between data center resources as
shown in Figure 6.

Flgure 6 A Uniform Stretched Data Center
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With the Adaptive Solutions Stretched Data Center architecture, the technologies of Hitachi GAD and Cisco ACI
Multi-Pod are incorporated to expand the original architecture into a uniform and resilient infrastructure of
stretched storage, network and compute, extended across potentially geographically displaced locations as shown
in Figure 7.
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Figure 7  Adaptive Solutions Stretched Data Center with Cisco Multi-Pod and Hitachi GAD
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This reference architecture has been validated in Cisco labs with the assistance of Hitachi Vantara. Components
and configurations shown should not always be considered to be prescriptive to the solution as the customer will
have options for hardware and software not specified in this document. However, the interoperability guidelines
from both companies should be referred to when departing from the validated design.

Network Design

The ACI design in this architecture leverages Multi-Pod by implementing an Inter-Pod Network (IPN) to enable
traffic across the leaves and spines of separated pods without requiring a direct mesh topology. The IPN is not
part of the ACI fabric, but it connects to each pod through one or more spine switches within each pod. The
design specifics of the pods within each DC of the stretched architecture can be found in the previously
mentioned Adaptive Solutions for Converged Infrastructure with Cisco ACI Design Guide.

ACI Multi-Pod Design
The ACI Multi-Pod design used in this CVD is shown in Figure 8.

Figure 8 Adaptive Solutions ACI Multi-Pod Design

Pod 1 Inter Pod Network (IPN) Pod 2
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IPN Configuration

The IPN consists of two Nexus switches in each data center connected using a 10Gbps 75 km long fiber. The
dual link design provides high availability in case of a link failure. Each spine is connected to each of the Nexus
using a 10Gbps connection for a fully redundant setup.

Each Nexus is configured for the following features to support the Multi-Pod network:

PIM Bidir Configuration

In addition to unicast communication, Layer 2 multi-destination flows belonging to bridge domains that are
extended across Pods must also be supported. This type of traffic is usually referred to as Broadcast, Unknown
Unicast and Multicast (BUM) traffic and it is exchanged by leveraging VXLAN data plane encapsulation between
leaf nodes. Inside a Pod (or ACI fabric), BUM traffic is encapsulated into a VXLAN multicast frame and it is always
transmitted to all the local leaf nodes. In order to flood the BUM traffic across Pods, the same multicast used
inside the Pod is also extended through the IPN network. PIM bidir enables this functionality on the IPN devices.

OSPF Configuration

OSPF is enabled on Spine switches and IPN devices to exchange routing information between the Spine switches
and IPN devices.

DHCP Relay Configuration

In order to support auto-provisioning of configuration for all the ACI devices across multiple Pods, the IPN devices
connected to the spines must be able to relay DHCP requests generated from ACI devices in remote Pods toward
the APIC node(s) active in the first Pod.

Interface VLAN Encapsulation

The IPN device interfaces connecting to the ACI Spines are configured as sun-interfaces with VLAN encapsulation
value set to 4.

MTU Configuration
The IPN devices are configured for maximum supported MTU value of 9216 to handle the VxLAN overhead.

TEP Pools and Interfaces

In Cisco ACI Multi-Pod setup, unigue Tunnel Endpoint (TEP) Pools are defined on each site. In this CVD, these
pools are 10.11.0.0/16 and 10.12.0.0/16 for the two data centers.

External TEP

The pod connection profile uses a VXLAN TEP (VTEP) address called the External TEP (ETEP) as the anycast
shared address across all spine switches in a pod. This IP address should not be part of the TEP pool assigned to
each pod and is therefore selected outside the two networks listed above. The IP addresses used in the two data
centers are 10.241.249.1 and 10.242.249.1.

APIC Controller Considerations

The ACI Multi-Pod fabric brings interesting considerations for the deployment of the APIC controller cluster
managing the solution. To increase the scalability and resiliency of the design, APIC supports data sharding for
data stored in the APIC. The basic idea behind sharding is that the data repository is split into several database
units, known as ‘shards’ and the shard is then replicated three times, with each copy assigned to a specific APIC
appliance. In a three node APIC cluster, one replica of each shard exists on every node. In this scenario, if two of
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the three nodes become unavailable, the shards in third node become read-only because of lack of quorum and
stay in read-only mode until the other nodes become accessible again.

Figure 9  APIC Nodes and Data Sharding
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In Figure 9, the three APIC nodes are distributed across the two data centers. In case of a split-brain scenario
where two data centers cannot communicate to each other over the IPN, this implies that the shards on the APIC
nodes in Pod1 would remain in full ‘read-write’ mode, allowing a user connected there to make configuration
changes however the shards in Pod2 will move to a ‘read-only’” mode. Once the connectivity issues are resolved
and the two Pods regain full connectivity, the APIC cluster would come back together and any change made to
the shards in majority mode would be applied also to the rejoining APIC nodes.

To mitigate this scenario, customers can deploy a 3 nodes APIC cluster with two nodes in Pod1 and one node in
Pod?2 and then add a fourth backup APIC node in Pod2 to handle the full site failure scenario. The backup APIC
server however should only be brought into action if a long-term connectivity outage or data center maintenance
is expected. For typical short-term outages, three node cluster should suffice in most scenarios.

For more information about APIC cluster and sizing recommendations, consult the Multi-Pod design white paper:
https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-737855 html

Management Network Considerations

The management networks used for virtualization between the two sites will be configured in what can be
summarized as either a Brown Field scenario (integrating with existing infrastructure), or Green Field scenario (new
placement originating from the ACI fabric).
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Figure_m10 Brown Field Management Source External to the ACI Fabric
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The Brown Field situation was configured in the previous single DC ACI design. The management network,
referred to as an In Band Management (DC[1,2]-1B within ESX/UCS and DC[1,2]-Internal-Infra within ACI) in the
CVD, came in from an external switch and routing for that network was managed by a router upstream of that
switch. Continuation of a Brown Field model can occur as shown in Figure 10, but some routing will need to be
worked out external to the fabric if this implementation persists as traffic will need to traverse cross site.

Figure 11 Green Field Management from the ACI Fabric

DC1 Cross-I:JC-Infra DC2

(Common)

A single unified Cross Data Center Management EPG illustrated in Figure 12 (referenced as Common in the
deployment), provides the default connectivity needed for vCenter and other management VMs to exist within
either site. As an option, site specific management that is configured within, or ported into the ACI fabric can valid.
If site specific management is created or ported into the ACI fabric, it will need have one of the management EPGs
extended as was mentioned previously.

These options are not prescriptive and should be selected as appropriate to the deployed environment. In the
validated architecture, a mixture of these two scenarios was implemented as shown in Figure 12.
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Figure 12 Cross DC Mgmt along with DC Specific Management
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The above configuration sets up DC specific EPGs for physical and virtual infrastructure that wouldn’t be
appropriate to exist outside of the specific DC, while maintaining the L3 gateway for these EPGs to set the
availability to these resources through contracts and filters specified by the ACI fabric.

The Cross DC management network and the DC Internal Infra appropriate to the DC will be extended into the
respective UCS domain for the location, and the hypervisors hosted within the UCS domain.

Storage Design

The solution explained in this CVD presents a VMware Metro Storage Cluster (vMSC) - compatible two-site
stretched cluster utilizing Hitachi VSP storage, Cisco compute, and Cisco MDS Multilayer Fabric Switches. This
architecture will allow synchronous active-active remote copies between your primary VSP G5100 at DC1 and
VSP G370 at DC2. VSP G1500 is used as the 3™ quorum system at data center 3 to verify data consistency
between data centers in respect to data in flight. GAD and vMSC allows storage high availability across both sites
for enhanced protection of mission critical VIM’s and applications running on the cluster. With this design, in the
event of a path, replication link, primary system, secondary system, or wide area network (WAN) failure, the data
being replicated with GAD will stay online and consistent, preventing down time. Utilizing VMware vSphere
vCenter 6.7 U2 native multipathing (NMP), ALUA settings are honored from the Hitachi VSP’s for seamless failover
to remove/standby hosts in the event of an outage. Figure 13 illustrates a fully built-out environment with Cisco
VSl infrastructure utilizing Hitachi VSP 5000 with GAD technology.
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Figure 13 Storage Configuration Between Systems Performing GAD Replication
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Hitachi Global-Active Device (GAD)

As part of Hitachi SVOS, VSM technology ensures two physical systems are logically presented as one

system. GAD feature implements cross-mirrored storage volumes between two Virtual Storage Platform systems
accepting read/write 1/Os on both sides that are continuously updated. If a disk controller failure occurs at one site,
the controller at the other site automatically takes over and accepts read/write /Os. It enables production
workloads on both systems, while maintaining full data consistency and protection. The GAD feature assures that
an active and up to date storage volume is available to a production application despite the loss of a virtualized
controller, system or site.

During an outage, GAD by design will block 1/O to the respective site where the failure occurred by pushing status
PSUE (Pair Split under Error) to the volume and redirects all I/O to the alternate site automatically by honoring
ALUA settings with the use of NPM.

For more information about GAD, go to:

https://knowledge .hitachivantara.com/Documents/Management Software/SVOS/9.1 .x/Global-Active Device
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During an outage where pairs are suspended to either a PSUE or PSUS (Pair Split under Suspend) state, you must
correct the cause of the outage and resync the active-active volume set so the same data is consistent at the
primary site as well as the secondary site. For information on disaster recovery of GAD go to:

https://knowledge .hitachivantara.com/Documents/Management Software/SVOS/9.1 . x/Global-
Active Device/08 Disaster recovery of global-active device

Optionally, you have the choice between using data center specific storage or highly available GAD datasets,
within this deployment you will be able to use other Hitachi management products to allocate a VMFS datastore to
your virtual environment.

VMware vSphere Metro Storage Cluster (vMSC)

A vMSC environment on Hitachi Virtual Storage Platform G and F series storage systems provides an ideal solution
for maximizing availability and uptime. It clusters physical data centers within metro distances. This Metro Storage
Cluster solution from Hitachi Vantara consists of storage systems presenting replicated storage as a single LUN
from different geographically distributed sites. This design enables high availability of services by allowing virtual
machine migration between sites with no downtime. A combination of software and hardware products from
Hitachi Vantara provides the following key functions to a vSphere infrastructure:

e Host multipathing

e Internal and externalized storage provisioning

e Synchronous storage replication across metro cluster distances

e Transparent storage failover

e Host access via uniform (recommended) or non-uniform topology

These functions work together with VMware vSphere vMotion, VMware vSphere High Availability, and VMware
vSphere Distributed Resource Scheduler to build this reference architecture for vMSC. The advanced functions
found in Hitachi Virtual Storage Platform G and F series storage systems do the following:

e Fulfill the requirements of a virtual infrastructure
e [essen the need for additional hardware that may be required in traditional Metro Storage Cluster solutions

vMSC supports Stretched Storage, leveraging GAD which provides a single stretched datastore across the data
center. Within this design VM Component Protection (VMCP) is used to protect virtual machines from storage
related events, such as Permanent Device Loss (PDL) and All Paths Down (APD). This paper shows the pre-
designed, pre-configured, and pre-validated solution as a reference architecture that is comprised of both a
VMware vSphere stack and Stretched Storage stack, leveraging vMSC and GAD on Cisco UCS VSI infrastructure.

VMware Support

Hitachi VSP F series and G series are aligned with the VMware software-defined storage vision, providing the
following support:

¢ VMSC: Using Hitachi GAD, you can create and maintain synchronous, remote copies of data volumes. A
VSM is configured in the primary and secondary storage systems using the actual information of the primary
storage system, and the GAD primary and secondary volumes are assigned the same virtual LDEV number
in the VSM. This enables the host to see the pair volumes as a single volume on a single storage system,
and both volumes receive the same data from the host. Configuring GAD as the backend storage for a
vMSC provides an ideal solution for maximizing availability and uptime by clustering physical data centers
that reside within metro distances of each other.
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e Hitachi Storage Provider for VMware vCenter: Hitachi Storage Provider works with VMware vSphere API for
Storage Awareness (VASA) to provide access to Hitachi VSP F series and G series. Storage Provider
enables policy-based storage management using VMware Storage Policy-based Management (SPBM) and
VMware Virtual Volumes (VVols). Storage Provider provides a simplified method for VMware admins and
storage admins to deliver effective storage that meets advanced VM requirements.

e vSphere Storage APIs - Array Integration (VAAI): VAAI enables multiple storage functions (primitives) within
vSphere to be offloaded to certified storage hardware. This reduces ESXi processor utilization by allowing
certified storage hardware to perform these functions on the storage systems themselves. In many cases,
VAAI accelerates these functions allowing them to complete in less time as compared to performing the
functions within software on the ESXi host.

e Hitachi Storage Replication Adapter (SRA): Hitachi Storage Replication Adapter (SRA) for VMware Site
Recovery Manager provides a disaster recovery (DR) solution that works with both your storage
environment and your VMware environment. Arrays at both sites are " paired" during Site Recovery
Manager configuration, and VMware administrators use the Site Recovery Manager application to manage
the configuration and definition of the DR plan.

e vStorage API for Multipathing (VAMP): Hitachi VSP F series and G series support VAMP to provide
enhanced control of 1/O path selection and failover.

e vStorage API for Data Protection (VADP): Hitachi VSP F series and G series support VADP to enable backup
applications to perform file-level or VM-level backup of running virtual machines.

Multipathing

VMware Native Multi-Pathing (NMP) is the multipathing software that integrates with GAD to provide load
balancing, path optimization, path failover, and path failback capabilities for vSphere hosts. NMP will load-balance
I/O between all available preferred paths (Active) from P-VOL and keep all paths to S-VOL as active non-
optimized paths. NMP rules for the Hitachi VSP are now enabled by default within vSphere, this allows for
reduction in time to production when deploying new vSphere ESXi clusters connected to Hitachi Storage. The
rules will handle devices configured with ALUA to be used for GAD. In this guide, VMware’s Native Multi-Pathing
Is used.

Virtual Storage Machine (VSM)

The VSM is the unit that is used to manage virtualized storage system resources. You create a VSM within a
physical storage system to enable the host server to recognize two storage systems as one virtual storage
system.

When GAD is used to provide nondisruptive host access to volumes that reside on different storage systems, a
VSM for the storage system that contains the primary volumes (P-VOLs) of the GAD pairs is created in the
secondary storage system. For GAD, the primary storage system is the virtualized storage system.

Figure 14 illustrates the relationship between a (physical) storage system and VSM’s.
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Figure 14 VSM Emulation Between Systems Performing GAD Replication
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In this design, a common VSM model of VSP G370 was emulated. To learn more about VSM emulation types, go
to:

https://knowledge.hitachivantara.com/Documents/Management Software/SVOS/9.1.x/Global-
Active Device/04 Configuration and pair management using CCl

Quorum

A quorum entity that is external to either system is normally in a separate location is used to determine the
operational control when certain failure occurs to avoid split-brain scenarios. In a vMSC using VSP platform, there
are various options for providing quorum services including a separate Storage system (including any supported
3rd party storage that can be attached to VSP G/F platform) or presenting an iISCSI disk from physical/virtual
machine from 3rd site or cloud. In the case of this design guide, it is recommended to keep the quorum system
at a third site. This is utilized in disaster situations where the primary or secondary data center is offline and the
guorum is used to maintain data consistency between VSPs in GAD replication, and to verify fail over.

Example: External storage system: A 20GB LUN is created on an external storage array such as VSP G1500 or
other supported external 3rd party storage array for use as a quorum disk. This LUN is presented to the Site 1
VSP and Site 2 VSP as externalized storage by virtue of VSP G/F platform SVOS virtualization device capability.
The quorum disk stores continually updated information about data consistency in Hitachi GAD P-VOLs and S-
VOLs for use during site failover operations. GAD uses the information in the event of a failure, to direct host
operations to the other volume within the pair.

Quorum Links

In this design, two External Paths are configured between DC1 VSP 5100 storage and VSP G1500 quorum
storage, and two more External paths between site 2 VSP G370 storage and VSP G1500 quorum storage.

Replication Links Main Control Unit and Remote Control Unit (MCU/RCU)

A storage replication link consists of bidirectional ports on the DC1 storage system connected to a remote-control
unit bidirectional port that is defined on the DC2 storage system. It represents a bidirectional remote copy
connection from the primary data volume (P-VOL) on the DC1 storage system to the secondary data volume (S-
VOL) on the DC2 storage system. Within this design 2 sets of MCU/RCU paths are defined for storage replication.
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Cisco MDS

The SAN of the Adaptive Solutions Stretched Data Center uses pairs of MDS switches at each location. These
switches operate as parallel networks within each location and are connected across the data centers to their
location counterparts with Inter-switch Links (ISL) as shown in Figure 15.

Figure 15 Adaptive Solutions SAN Connecting the Two Data Centers
DC1 DC2

CiscoMDS == — CiscoMDS
= Cross Site ISL

Symmetry is not required between the differing MDS pairs across the two locations, with DC1 using a pair of
director class MDS 9700 series switches, and DC2 utilizing a pair of 9148Ts. Also, these switches across the
extended SAN can be easily managed for both Zones and Devices Aliases through an optional DCNM
implementation supporting both sites.

Cisco SAN Network
}JOMIBN NS 03510

The zoning utilized within the MDS will enable access to boot LUNs, GAD VMFS datastores, as well as non-GAD
VMEFES datastores. The GAD resources from the opposing DC will be presented within the zoning to enable VMFS
continuity in the event of an availability incident in the DC that is somehow specific to the VSP.

Figure 16 MDS A zoning for an example DC1 host
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* fcid 0xbc0220 [pwwn 50:06:0e:80:08:77:2a:11] [G5100-CL2-B] target/<
* fcid 0xbc0240 [pwwn 50:06:0e:80:08:77:2a:01] [G5100-CL1-B] target

¢— DC2 VSP GAD VMFS

| DC1 VSP GAD VMFS

A

Created zonesets are shared across the DCs through the ISL connected SAN fabrics. Zones created for a host
initiator in one DC will have its zone present across the ISL in the opposing DC to expose the VSP GAD targets
from both sides.

Compute Design
Cisco UCS Domain Configuration

The Cisco UCS compute for both environments were configured in an identical manner, relying on the respective
DC internal infra networks for the Cisco UCS FI management interfaces.
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The ACI-vmm-[#] networks are configured to each UCS domain as needed through the ACI UCSM Integration.
Both UCS domains are set as Switch Managers for the ACI Virtual Machine Manager (VMM) configured for the
vCenter spanning both data centers. When an EPG is associated to the VMM, the VLAN allocated to it within the

VMM is configured on the Cisco UCS Fl uplinks, and appropriate VNIC templates associated with the hypervisor
uplinks connected to the VMM managed vDS.

Consistency of the UCS Service Profiles between the two UCS domains was handled manually during the

deployment, but could have been more efficiently synchronized by utilizing Cisco UCS Central (not explained in
this validation) to create Global Service Profiles.

Cisco Management Components

Additional benefits are brought to the solution with the optional inclusion of CWOM and Cisco Intersight.

Registering the Cisco UCS Fabric Interconnects and the vCenter to CWOM gives scaling visibility to

components, tracking resources that are constrained or under used within the infrastructure.

Registering the UCS Fabric Interconnect to Intersight gives extensive visibility into the UCS domain health,

firmware revision compliance, and expedited support with Cisco TAC.

Virtualization Design

The virtualization design includes topics already mentioned in the previous storage and compute design sections,
with additional specifics explained in the published Adaptive Solutions for Converged Infrastructure with Cisco AC

Design Guide.

Figure 17 vSphere Cluster in the Adaptive Solutions Stretched Data Center
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The deployment example shown in Figure 17 is shown with a single vSphere DRS cluster spanning both data
center locations. Within this cluster there are three categories of VMs:

e VMs that should stay in DC1
e VMs that should stay in DC2
e VMs that can reside in either DC

VMs that will be specific to a DC are deployed to the Non-GAD storage associated with that DC, while all cross
DC VMs will be deployed to GAD storage. The network port-groups will similarly need to be mapped to VMs
appropriate for either mobility between locations, or an affinity to a specific DC. With these factors accounted for,
VM Groups and Host Group pairings are created to lock VMSs to the ESXi hosts of a particular DC if they should not
traverse between DC locations either through DRS or an HA event.

Both the vCenter instance and the Active Director server participated in this cluster during the validation, residing
on GAD storage and associated with the Common network to be available in either DC during the event of a site
down scenario during testing. vSphere HA rules are negotiated by the hypervisor hosts during an event, so the
availability of vCenter is not required for VM powerups to occur. This example is not intended to be a requirement
of the deployment, but exists as an example of the resiliency that the solution can provide.
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Deployment Hardware and Software

Architecture

Cisco and Hitachi Adaptive Solutions for Converged Infrastructure is a validated reference architecture targeting
Virtual Server Infrastructure (VSI) implementations. The architecture was originally built for a single data center

around the Cisco Unified Computing System (Cisco UCS) and the Hitachi Virtual Storage Platform (VSP)

connected together by Cisco MDS Multilayer SAN Switches, and with the Cisco Application Centric Infrastructure
using Cisco Nexus Switches. This single data center design is stretched across two potentially geographically
displaced locations using the technologies of the Cisco Multi-Pod Design and Hitachi GAD, which will both be
explained in these deployment instructions.
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The Adaptive Solutions Stretched Data Center utilizes the deployment guide of the published Adaptive Solutions

for Converged Infrastructure with ACI for each of the DC placements shown in the architecture.
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Cisco and Hitachi Adaptive Solutions for Converged Infrastructure with Cisco ACI Deployment Guide

You must complete the first DC setup using the steps and specifications found in the deployment guide and it’s
required before beginning the Multi-Pod Deployment. This deployment guide will be referred to going forward as
the DC1 Deployment Guide,

These deployments will differ slightly from the DC1 Deployment Guide, and components changed will be noted as

follows:

Table 2 Validated Hardware and Software

Component DC Software Version/Firmware Version
Location

Network Cisco Nexus 93180YC-FX Both 14.2(1)) [14.1(2g) in initial release]
(leaf)
Cisco Nexus 9364C (spine) Both 14.2(1)) [14.1(2g) in initial release]
Cisco APIC M2 Both 4.2(1)) [4.1(2g) in initial release]
Cisco ExternalSwitch Shared 1.1 1.0 in initial release]

Compute Cisco UCS Fabric Interconnect | Both 4.0(4d) [4.0(4b) in initial release]
6454
Cisco UCS 2208XP IOM Both 4.0(4d) [4.0(4b) in initial release]
Cisco UCS B200 M5 Both 4.0(4d) [4.0(4b) in initial release]
VMware vSphere Both 6.7 U2

VMware_ESXi_6.7.0_13006603_Custom_Cisco_6.7.2.1.iso

ESXi 6.7 U2 nenic Both 1.0.29.0
ESXi 6.7 U2 nfnic Both 4.0.0.40[4.0.0.38 in initial release]
VMware vCenter Server Shared 6.7 U2
Appliance VMware-VCSA-all-6.7.0-14070457 .iso
VM Virtual Hardware Version Both 13

Storage Hitachi VSP 5100 DC1 90-01-61 (SVOS 9.1.3)
Hitachi VSP G370 DC2 88-03-23 (SVOS 8.3.1)
Hitachi Storage Plugin for Shared 4.1.0[3.10.0 in initial release]
vCenter
Hitachi Command Control 01-52-03/01
Interface (CCl)
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DS-X9648-1536K9
DS-X97-5F1-K9

Component DC Software Version/Firmware Version
Location
Cisco MDS 9706 DC1 8.3(2) [8.3(1) ininitial release]

Cisco MDS 9148T DC2

8.3(2)

Cisco DCNM DC1

11.2(1)

The VLANSs used in each environment will be nearly identical, with the exception of the insertion of a DC2 specific
VLAN for infrastructure placed in DC2 as opposed to DC1.

Table 3 VLANs used in the Deployment

VLAN Name VLAN Purpose ID Used in Note
Validating this
Document
DC1-IB DC1 VLAN for Internal Infrastructure (UCSM/VSP) | 119 Referred to as Internal-Infra in the initial
release, but will be utilized for physical
and virtual infrastructure specific to DC1
DC2-1B DC2 VLAN for Internal Infrastructure (UCSM/VSP) | 219
Common VLAN for Shared Infrastructure (AD/DNS) 319
Host-Mgmt VLAN for Hypervisor Hosts (ESXi) 419
vMotion VLAN for vSphere vMotion traffic 519
Native VLAN to which untagged frames are assigned 2
App-vDS-[1- VLAN for Application VM Interfaces residing in vDS | 1100-1199
100] based port groups
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DC1 Physical Cabling for the Cisco UCS 6454 with the VSP 5100

Figure 18 Cabling Configuration used in the DC1 Design Featuring the Cisco UCS 6454 and the VSP 5100
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Table 4 Cisco Nexus 93180YC-FX A Cabling Information for DC1

Local Device Local Port Connection Remote Device Remote Port
Eth1/7 GbE GbE Any

Cisco Nexus 93180YC-FX

A Eth1/47 25GbE Cisco UCS 6454 FI A Eth 1/47
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Local Device Local Port Connection Remote Device Remote Port
Eth1/48 25GbE Cisco UCS 6454 FI B Eth 1/47
Eth1/53 40GDbE or TOOGbE | Cisco 9364C A (Spine) Eth 1/41
Eth1/54 40GDbE or TOOGbE | Cisco 9364C B (Spine) Eth 1/41
MGMTO GbE GbE management switch Any

Table 5 Cisco Nexus 93180YC-FX B Cabling Information

for DC1

Local Device Local Port Connection Remote Device Remote Port
Eth1/1 GbE GbE Any
Eth1/47 25GbE Cisco UCS 6454 FI A Eth 1/48
Eth1/48 25GbE Cisco UCS 6454 FI B Eth 1/48

Cisco Nexus 93180YC-FX

B Eth1/53 40GDbE or T00GbE | Cisco 9364C A (Spine) Eth 1/42
Eth1/54 40GDbE or T00GbE | Cisco 9364C B (Spine) Eth 1/42
MGMTO GbE GbE management switch Any

Table 6 Cisco UCS 6454 Fl A Cabling

Information for DC

1

Local Device Local Port Connection Remote Device Remote Port
FC 11 32Gb FC MDS 9706 A FC1/5
FC 1/2 32Gb FC MDS 9706 A FC1/6
Cisco UCS Chassis 2208XP FEX
Eth1/9 10GbE A IOM 1/1
Cisco UCS Chassis 2208XP FEX
Eth1/10 10GbE A IOM 1/2
Cisco UCS Chassis 2208XP FEX
Eth1/11 10GbE A IOM 1/3
Cisco UCS 6454 FI A - -
Cisco UCS Chassis 2208XP FEX
Eth1/12 10GbE A IOM 1/4
Eth1/47 25GbE Cisco Nexus 93180YC-FX A Eth1/47
Eth1/48 25GbE Cisco Nexus 93180YC-FX B Eth1/47
L1 GbE Cisco UCS 6454 FI B L1
L2 GbE Cisco UCS 6454 FIB L2
MGMTO GbE GbE management switch Any

Table 7 Cisco UCS 6454 FI B Cabling

Information for DC1

Local Device Local Port Connection Remote Device Remote Port
FC 1/1 32Gb FC MDS 9706 A FC1/5
Cisco UES 6454 FIB FC 1/2 32Gb FC MDS 9706 A FC1/6
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Local Device Local Port Connection Remote Device Remote Port

Cisco UCS Chassis 2208XP FEX

Eth1/9 10GbE B IOM 1/1
Cisco UCS Chassis 2208XP FEX

Eth1/10 10GbE B IOM 1/2
Cisco UCS Chassis 2208XP FEX

Eth1/11 10GbE B IOM 1/3
Cisco UCS Chassis 2208XP FEX

Eth1/12 10GbE B IOM 1/4

Eth1/47 25GbE Cisco Nexus 93180YC-FX A Eth1/48

Eth1/48 25GbE Cisco Nexus 93180YC-FX B Eth1/48

L1 GbE Cisco UCS 6454 FI B L1

L2 GbE Cisco UCS 6454 FI B L2

MGMTO GbE GbE management switch Any

Table 8 Cisco MDS 9706 A Cabling In

formation for DC1

Local Device Local Port Connection Remote Device Remote Port
FC1/5 32Gb FC Cisco UCS 6454 FI A FC1/1
FC1/6 32Gb FC Cisco UCS 6454 FI A FC1/2
FC1/11 32Gb FC VSP 5100 Controller 1 CLT-A
FC 1/12 32Gb FC VSP 5100 Controller 2 CL2-A
FC1/13 32Gb FC VSP 5100 Controller 1 CL1-B

CiecoMbs 9706 A FC /14 32Gb FC VSP 5100 Controller 2 Cl2-B
FC 1/15 32Gb FC MDS 9148 T A FC1/15
FC1/16 32Gb FC MDS 9148 T A FC1/16
Sup1 MGMTO | GbE GbE management switch Any
Sup?2 MGMTO | GbE GbE management switch Any

Table 9 Cisco MDS 9706 B Cabling Information for DC1

Local Device Local Port Connection Remote Device Remote Port
FC 1/5 32Gb FC Cisco UCS 6454 FI B FC1/M
FC 1/6 32Gb FC Cisco UCS 6454 FI B FC1/2
FC 1/17 32Gb FC VSP 5100 Controller 1 CL1-C
Ciseo Mbs 8706 8 FC 1/12 32Gb FC VSP 5100 Controller 2 CL2-C
FC 1/13 32Gb FC VSP 5100 Controller 1 CL1-D
FC1/14 32Gb FC VSP 5100 Controller 2 CL2-D

35




Deployment Hardware and Software

Local Device Local Port Connection Remote Device Remote Port
FC 1/15 32Gb FC MDS 9148 T B FC1/15
FC 1/16 32Gb FC MDS 9148 T B FC1/16
Sup1 MGMTO | GbE GbE management switch Any
Sup?2 MGMTO | GbE GbE management switch Any
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DC2 Physical Cabling for the Cisco UCS 6454 with the VSP G370

Figure 19 Cabling Configuration used in the DC2 Design Featuring the Cisco UCS 6454 and the VSP G370
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Table 10 Cisco Nexus 93180YC-FX A Cabling Information for DC2

Local Device

‘ Local Port

Connection

| Remote Device
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Local Device Local Port Connection Remote Device Remote Port
Eth1/1 GbE GbE Any
Eth1/49 40GbE Cisco UCS 6454 FI A Eth 1/53
Eth1/50 40GbE Cisco UCS 6454 FI B Eth 1/53

Cisco Nexus 93180YC-

FX A Eth1/53 40GDbE or T00GbE Cisco 9364C A (Spine) Eth 1/5
Eth1/54 40GbE or T00GbE Cisco 9364C B (Spine) Eth 1/5
MGMTO GbE GbE management switch Any

Table 11 Cisco Nexus 93180YC-FX B Cabling Information for DC2

Local Device Local Port Connection Remote Device Remote Port
Eth1/1 GbE GbE Any
Eth1/49 40GbE Cisco UCS 6454 FI A Eth 1/54
Eth1/50 40GbE Cisco UCS 6454 FI B Eth 1/54

Cisco Nexus 93180YC-

FX B Eth1/53 40GbE or 100GbE Cisco 9364C A (Spine) Eth 1/6
Eth1/54 40GDbE or 100GbE Cisco 9364C B (Spine) Eth 1/6
MGMTO GbE GbE management switch Any

ﬂ The connections for the 93180YC-FX switches to the Cisco UCS 6454 are using 40G ports in these ca-
bling diagrams instead of the more readily available 25G ports from each platform. This is not a re-
quirement, but intends to show that there is some potential capacity to use the higher bandwidth ports in
this topology. Prior to use in this manner, the 40G 93180YC-FX ports will need to be converted to
Downlink ports from the APIC.

Table 12 Cisco UCS 6454 FI A Cabling Information for DC2

Local Device Local Port Connection Remote Device Remote Port
FC 1/1 32Gb FC MDS 9148T A FC1/1
FC 1/2 32Gb FC MDS 9148T A FC1/2
Eth1/9 10GbE Cisco UCS Chassis 2208XP FEX A | IOM 1/1
Eth1/10 10GbE Cisco UCS Chassis 2208XP FEX A | IOM 1/2
Eth1/11 10GbE Cisco UCS Chassis 2208XP FEX A | IOM 1/3

Cisco UCS 6454 FI A Eth1/12 10GbE Cisco UCS Chassis 2208XP FEX A | IOM 1/4
Eth1/53 25GbE Cisco Nexus 93180YC-FX A Eth1/49
Eth1/54 25GbE Cisco Nexus 93180YC-FX B Eth1/49
L1 GbE Cisco UCS 6454 FI B L1
L2 GbE Cisco UCS 6454 FI B L2
MGMTO GbE GbE management switch Any
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Table 13 Cisco UCS 6454 Fl B Cabling Information for Cisco UCS 6454 to VSP G370

Local Device Local Port Connection Remote Device Remote Port
FC 11 32Gb FC MDS 9148T B FC1/1
FC1/2 32Gb FC MDS 9148T B FC1/2
Eth1/9 10GbE Cisco UCS Chassis 2208XP FEX B | IOM 1/1
Eth1/10 10GbE Cisco UCS Chassis 2208XP FEX B | IOM 1/2
Eth1/11 10GbE Cisco UCS Chassis 2208XP FEX B | IOM 1/3

Cisco UCS 6454 FI B Eth1/12 10GbE Cisco UCS Chassis 2208XP FEX B | IOM 1/4
Eth1/53 25GbE Cisco Nexus 93180YC-FX A Eth1/50
Eth1/54 25GbE Cisco Nexus 93180YC-FX B Eth1/50
L1 GbE Cisco UCS 6454 FI B L1
L2 GbE Cisco UCS 6454 FI B L2
MGMTO GbE GbE management switch Any

Table 14 Cisco MDS

9148 T A Cabling Information for Cisco UCS 6454 to VSP G370

Local Device Local Port Connection Remote Device Remote Port
FC 11 32Gb FC Cisco UCS 6454 FI A FC1/1
FC 1/2 32Gb FC Cisco UCS 6454 FI A FC1/2
FC 1/5 32Gb FC VSP G370 Controller 1 CL1-A
FC 1/6 32Gb FC VSP G370 Controller 2 CL2-B
FC 1/13 32Gb FC VSP G370 Controller 1 CL3-A

Cisco MDS 9148 T A FC 1/14 32Gb FC VSP G370 Controller 2 CL2-A
FC 1/15 32Gb FC MDS 9706 A FC 1/15
FC 1/16 32Gb FC MDS 9706 A FC 1/16
Sup1
MGMTO GbE GbE management switch Any
Sup2
MGMTO GbE GbE management switch Any

Table 15 Cisco MDS

9148 T B Cabling Information for Cisco UCS 6454 to VSP G370

Local Device Local Port Connection Remote Device Remote Port
FC 11 32Gb FC Cisco UCS 6454 FI B FC1/1
FC1/2 32Gb FC Cisco UCS 6454 FI B FC1/2

Ciseo Mbs 9148 T8 FC 1/5 32Gb FC VSP G370 Controler 1 CL3-B
FC 1/6 32Gb FC VSP G370 Controller 2 CL4-A
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Local Device Local Port Connection Remote Device Remote Port
FC 1/13 32Gb FC VSP G370 Controller 1 CL1-B
FC 1/14 32Gb FC VSP G370 Controller 2 CL4-B
FC 1/15 32Gb FC MDS 9706 B FC 1/15

Cisco ACI Multi-Pod Deployment

The Adaptive Solutions Stretched Data Center leverages a Cisco Multi-Pod ACI fabric design to extend the ACI
fabric and the vSphere cluster across two data centers to provide business continuity in the event of a disaster.
The ACI Pods can be in the same data center location or in different geographical sites. This design assumes the
two Pods are in two different geographical locations that was validated in the Cisco labs using a 75km fiber spool
to interconnect the data centers.

This section provides detailed procedures for setting up the Cisco ACI Multi-Pod Fabric. An Inter-Pod network is
first deployed to provide connectivity between data centers, followed by the ACI fabric in the second DC location.

The procedures outlined in this section are specific to deploying a Cisco ACI Multi-Pod fabric.

Prerequisites

Before ACI Multi-Pod can be deployed, the first ACI fabric (or Pod-1) should be up and running with Spine
switches, Leaf switches and APICs.

Topology

Figure 20 shows the connectivity between Pods through the IPN and the connectivity from each Pod to the IPN.
The connectivity between IPN devices uses 10GbE but the Spine switches in each Pod connect to the IPN
devices using 40GbE links. Multiple nodes and links are used from each Pod to IPN and between IPNs to provide a
redundant paths between Pods in the event of failures.

40



Deployment Hardware and Software

Figure 20 ACI Multi-Pod Fabric
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Deployment Overview

A high-level overview of the steps involved in deploying an ACI Multi-Pod fabric is summarized below.

Physical Connectivity

The following are the steps involved to set up the physical connectivity:

Complete the physical connectivity within the Inter-Pod Network (IPN) to provide connectivity between the
sites.

Deploy Spine switches, Leaf switches and APIC(s) in the second ACI Pod. For discovery and auto-
provisioning of the fabric in a new Pod, a Spine switch must have at least one link up to a Leaf switch.

Complete the physical connectivity to connect Spine switches to the IPN in each Pod. It is not necessary to
connect all Spines in a Pod to the IPN. For redundancy, two Spines in each Pod should be connected to the
IPN. The connected Spine switches will be seen as equal cost paths to the Pod TEP addresses so
connecting more Spine switches to the IPN also increases the number of Equal-Cost Multi-Paths (ECMP)
routes to Pod networks. This leads to a greater distribution of traffic load.

Deploy Inter-Pod Network (IPN)

The following are the steps involved to deploy the inter-pod network:

(Optional) Configure a VRF for ACI Multi-Pod traffic on all IPN devices and put the relevant interfaces in the
VRF. This isolates the ACI Multi-Pod traffic and protects the ACI underlay network that is now exposed
through the IPN. The IPN can be thought of as an extension of the ACI underlay infrastructure in each Pod.
The underlay is necessary for establishing VXLAN tunnels between leaf switches and spine switches in each
Pod. VXLAN tunnels enable seamless forwarding of Layer 2 and Layer 3 data plane traffic between Pods.
The VXLAN overlay is essential for ensuring that the interconnected Pods function as a single ACI fabric.
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Configure Layer 2 encapsulation, Layer 2 protocols (LLDP, CDP), MTU (Jumbo) and IP addressing on
relevant interfaces of the IPN devices that provide connectivity within the IPN, and between the IPN and
Spines in each Pod. The Spine switches will tag all traffic towards the IPN using VLAN 4. Therefore, IPN
devices must be configured for trunking using VLAN 4 on the interfaces connecting to the Spine. Enabling
LLDP (preferred) or CDP on IPN interfaces is recommended for determining which ports connect to which
devices. Encapsulating traffic in VXLAN adds 50 Bytes of overhead so in order to transport Jumbo (9000
Bytes) frames from endpoints across the IPN, the MTU on the IPN interfaces should be set to at least 50
Bytes higher to avoid fragmentation. MTU used in validation is 9216B as it is commonly used as a default
jumbo MTU on many Cisco platforms, including Cisco UCS.

Enable routing within the IPN and on the connections to Spines to advertise TEP pools between Pods. Each
Pod uses a unigue TEP pool that must be advertised to the other Pod in order to establish VXLAN Tunnels
from one Pod to the other. The Spines in each Pod that connect to the IPN also use Proxy TEP addressing
that are also advertised to the other Pods. The proxy TEP addressing enables each Spine to advertise equal
cost routes for the Pod subnets to the IPN routers. IPN will use the ECMP to the Spines to distribute traffic
to the Pod subnets. Loopback interfaces are used on IPN nodes are used as the router-id for the routing
protocol. Currently, OSPFv2 is the only routing protocol supported. Note that underlay infrastructure in an
ACI Pod uses ISIS and not OSPF. If the IPN is an extensive L3 network that is already using another routing
protocol, it is not necessary to use OSPF everywhere in the IPN - it is only necessary between the Spine
switches and IPN devices.

Enable IP Multicast routing using Bidirectional PIM (BIDIR-PIM) to forward Broadcast, Unknown Unicast and
Multicast (BUM) traffic between Pods. This is necessary when endpoints in the same Bridge Domain are
distributed across both Pods, to enable seamless East-West (DC1 to DC2) communication between
endpoints for multi-destination or non-unicast traffic. BUM traffic is encapsulated in a VXLAN multicast
frame to transport it within or between Pods. In an ACI fabric, a multicast traffic within each Bridge Domain is
sent to a unique IP multicast group address. The multicast address for the bridge domain is assigned when
the bridge domain is first defined in ACI. The address is allocated from a pool of multicast addresses,
known as Global IP Qutside (GIPo) in ACI. To forward BUM traffic between Pods, the IPN needs to support
IP multicast, specifically BIDIR-PIM. In ACI Multi-Pod, when a Bridge Domain is activated within a Pod, an
IGMP Join is forwarded to the IPN to receive BUM traffic from remote endpoints in the same Pod. The
multicast address pool used for BUM traffic for bridge domains that span the IPN can be the same as the
infrastructure GlPo range used within a Pod or different pool can be allocated for this. BIDIR-PIM requires a
Rendezvous Point (RP) to be defined. For RP resiliency, a phantom RP can be used. For distributing the RP
load,

Configure DHCP Relay on IPN devices to enable auto-configuration of Spines and APICs in Pod-2 from
Pod-1.

Setup ACI Fabric for Multi-Pod

The following are the steps involved to set up the ACI fabric for Multi-Pod:

Configure IP connectivity to connect Spine Interfaces to IPN devices in Pod-1.

Configure Routing Protocols (OSPF, BGP) on the Spine Switches. OSPF will provide IP reachability between
Pods, specifically between TEP address pools in each Pod. ACI Fabric will redistribute routes from 1S-1S
used within each Pod to OSPF and vice-versa. This effectively extends the underlay network (VRF overlay-
1 in ACI Fabric) to the IPN. BGP will be used to advertise learned MAC and IP addresses of endpoints and
their locations. The endpoint information is maintained on separate Counsel of Oracle Protocol (COOP)
database on Spine switches on each Pod. Endpoints learned on each local Pod is advertised across the
BGP-EVPN peering between Pods. The peering is directly between Spine switches in the Pods. When
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multiple Pods are connected across the IPN, BGP route-reflectors can be deployed in the IPN rather than
direct peering between Pods.

Configure External TEP Addresses for Spine switches to use for Spine-to-Spine connections across the
IPN.

Add a second Pod to the ACI fabric.

Setup Pod-2 Spine Switches, Leaf Switches, and APIC(s)

The following are the steps involved to set up the Pod-2 spine switches, leaf switches, and APIC(s):

Configure ACI Fabric access policies to enable connectivity from Pod-1 Spines switches to the IPN.
Configure newly discovered Spine and Leaf switches in Pod-2 from the first Pod.
Configure ACI Fabric Access Policies to enable connectivity from Pod-2 Spines switches to the IPN.

Deploy APIC(s) in Pod-2 to the APIC cluster that manages the fabric.

For additional information about ACI Multi-Pod, see the References section of this document and the ACI product
documentation.

Deployment Guidelines

The following are the deployment guidelines:

IPN must support an MTU of 50 Bytes higher than the MTU used by the endpoints in the deployment. In this
design, the ACI Multi-Pod Fabric uses, by default, an MTU of 9000 Bytes or Jumbo frames for vMotion
traffic. It is also possible for other (for example, Management, Applications) traffic to use Jumbo frames. The
minimum MTU the IPN must support is therefore, 9050 Bytes but 9216 Bytes is recommended, in order to
keep it consistent with default MTU on other Cisco platforms such as Cisco UCS.

ACI Multi-Pod Fabric uses a VLAN ID of 4 for connectivity between Spine Switches and IPN devices in each
Pod. This is system defined and cannot be changed - the IPN devices connecting to the Spines must
therefore be configured to use VLAN 4.

IPN device must support a BIDIR-PIM range of at least /15. First generation Nexus 9000 series switches
cannot be used as IPN devices as the ASICS used on these support a max BIDIR-PIM range of /24.

For auto-discovery and auto-configuration of newly added Spine switches to work, at least one Leaf switch
must be online and connected to the Spine switch in the remote Pod. The Spine switch should be able to
see the Leaf switch via LLDP.

A Multi-Pod ACI fabric deployment requires the 239.255.255.240 (System GIPo) to be configured as a
BIDIR-PIM range on the IPN devices. This configuration is not required when using the Infra GIPo as System
GlIPo feature. The APIC and switches must be running releases that support this feature.

Spine switches from each Pod cannot be directly connected to each other - they must go through at least
one IPN router/switch.

[t is not necessary to connect all Spines switches in a Pod to the IPN. If possible, connect at least two Spine
switches from each Pod to the IPN to provide node redundancy in the event of a Spine switch failure. Traffic
is distributed across all the spine switches that are connected to the IPN so more spine switches can be
connected to distribute the load even further.

43



Deployment Hardware and Software

Deploy Inter-Pod Network

This section provides the configuration for deploying Inter-Pod switches that provide Pod-to-Pod connectivity.
The IPN is not managed by the APIC. IPN can be thought of as an extension of the ACI underlay network. IPN
devices must be enabled for L3 forwarding with VRF Lite (recommended), OSPF, DHCP Relay and BIDIR-PIM.
LACP is also required when link bundling is deployed. LLDP is optional but recommended to verify connectivity to

peers and ports used for the connection.

Deployment Overview

The high-level steps involved in the setting up the Inter-Pod Network is as follows:

e Complete the physical connectivity to connect devices in the IPN, to IPN devices in remote Pod and to
Spine switches in local Pod

e |dentify the information required to setup the IPN
e Configure IPN Devices in Pod-1 (DC1)

e Configure IPN Devices in Pod-2 (DC2)

Physical Connectivity - Inter-Pod Network

Figure 21 illustrates the IPN connectivity between IPN devices and to Spine switches in each Pod. The
connectivity between IPN devices uses 10GbE and 40GbE to Spine switches.

Figure 21 Inter-Pod Network Connectivity
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switchaname AA11-331B0YC-EX-WEST-IFM-1

faeature aspf
feature pim
faatura lacp
faatura dhop
feature lldp

ntp server 172.26.163.254
service dhcp
ip dhop relay

vrf context MultiPod-Fabric-West

ip pim rp-address 10.113.0.2 group-list
228.0.0.0/B bidir

ip pim rp-address 10.113.0.2 group-list
23%,255.255.240/2B8 bidir

ip pim ssm rangs 232.0.0.0/8
vrf context managemsnt

ip route 0.0.0.0/0 172.26.163.254

interface Ethernetl/47

descriptien To FOD-1:AR11-931B0¥C-EX-HWEST-IPH-

2:E1/47
no switchport
mtu 9216
vwrf member MultiPFod-Fabric-West
ip address 10.113.921.1/30
ip ospf network point-to-peoint
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface Ethernetl/4E

descriptien To POD-2Z:BBOG-931B0¥C-EX-WEST-IPH-

1:E1/4B
no switchport
mtu 9216
vrf membar MultiPod-Fabric-West
ip address 10.113.81.101/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface Ethernetl/49
descripticon To FOD-1:RA11-9364C-1:E1/47
no switchport
mtu 921&
no shutdown

interface Ethernetl/49.4
mtu 9216
encapsulation dotlg 4
wrf membar MultiPod-Fabric-West
ip address 10.113.11.2/30
ip ospf network point-to-peoint
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-maode
no shutdown

Table 16  Configure IPN Devices in Pod-1 and Pod-2
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switchaname AA11-531B0YC-EX-WEST-IFM-2

feature aspf
feature pim
faature lacp
faature dhop
feature lldp

ntp server 172.26.163.254
service dhcp
ip dhop relay

vrf context MultiPod-Fabric-West

ip pim rp-address 10.113.0.2 group-list
228.0.0.0/B bidir

ip pim rp-address 10.113.0.2 group-list
23%.255.255.240/28 bidir

ip pim ssm rangs 232.0.0.0/8
vrf context managemsant

ip route 0.0.0.0/0 172.26.163.254

interface Ethernetl/47
description Te FOD-1:RAR11-93180Y¥C-EX-WEST-
IFH-1:E1/47
no switchport
mtu 221¢&
vrf member MultiPod-Fabric-West
ip address 10.113.91.2/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface Ethernetl/48
description Te FOD-Z:BBOG6-93180YC-EX-WEST-
IPN-2:E1/48
no switchport
mtu 2216
wrf member MultiPod-Fabric-West
ip address 10.113.82.101/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface Ethernetl/49
descripticon To POD-1:RA11-9364C-WEST-1:E1/44
no switchport
mtu 3216
no shutdown

interface Ethernetl/49.4
mtu 2216
aencapsulation dotlg 4
vrf member MultiPod-Fabric-West
ip address 10.113.11.&/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-mode
no shutdown
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interface Ethernetl/50 interface Ethernetl/ 50
description To FOD-1:RA11-9364C-2:E1/47 descripticon To FOD-1:RA11-9364C-WEST-Z:EL1/48
no switchport no switchport
mtu 9216 mtu 9216

no shutdown no shutdown

interface Ethernetl/50.4 interface Ethernetl/50.4
mtu 9216 mtu 9216
encapsulation dotlg 4 encapsulation dotlg 4
wrf member MultiPFod-Fabric-West vwrf member MultiPod-Fabric-West
ip address 10.113.12.2/30 ip address 10.113.12.&/30
ip ospf network point-to-point ip ospf network point-to-point
ip ospf mtu-ignore ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0 ip reuter ospf 10 area 0.0.0.0
ip pim sparse-modea ip pim sparse-modsa
no shutdown no shutdown
interface mgmtd interface mgmtd
vwrf membar managemsnt vrf member managemsnt
ip address 1T72.26.163.08/24 ip address 172.26.163.93/24
interface loopbackd interface loopbackD
description 0S5PF Reouter-ID description OSFF Router-ID
vwrf member MultiPod-Fabric-West vwrf member MultiPod-Fabric-West
ip address 13.13.13.91732 ip address 13.13.13.8%2/32
ip router ospf 10 area 0.0.0.0 ip reuter ospf 10 area 0.0.0.0
interface loopbackl routar ocspf 10
descripticon To BIDIR-PIM Phantom RP wrf MultiPod-Fabric-West
vwrf member MultiPod-Fabric-West router-id 13.13.13.92
ip address 10.113.0.1/30 log-adjacency-changes

ip ospf network point-to-point
ip router ospf 10 area 0.0.0.0
ip pim sparse-mode

routar ocspf 10

wrf MultiPod-Fabric-Weat
router-id 13.13.13.581

log-adjacency-changes
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switchaname BBOS-93180YC-EX-WEST-IFN-1

feature ospf
feature pim
feature lacp
feature dheop
feature lldp

ntp server 172.26.1E64.254
sarvice dheop
ip dhcp relay

vrf context MultiPod-Fabric-West

ip pim rp-address 10.113.0.2 group-list
226.0.0.0/8 bidir

ip pim rp-address 10.113.0.2 group-list
239.255.255.240/28 bidir

ip pim ssm range 232.0.0.0/B
vrf context management

ip route 0.0.0.0/0 172_.26.164.254

interface Ethernetl/47
description To POD-2:BEOG-931B0YC-EX-WEST-IPN-
2:EL747
no switchpert
mtu 92146
wvrf member MultiPod-Fabric-West
ip address 10.114.81.1/3D
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface Ethernetl/48
description To BPOD-1:AAl1-93180Y¥C-EX-WEST-IPH-
1:EL/48
no switchport
mtu 92146
wrf member MultiPod-Fabric-West
ip address 10.113.91.102730
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-modas
no shutdown

interface Ethernetls49
description To POD-Z2:BBOG-9364C-1:EL/47
no switchport
mtu 92146
no shutdown

interface Ethernetl/49.4
mtu 92146
encapsulation dotlg 4
wvrf member MultiPod-Fabric-West
ip address 10.114.11.2/3D
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-mode
ip dhep relay address 10.13.0.1
ip dhep relay address 10.13.0.2
no shutdown
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“switchaname BBOS-93180¥C-EX-WEST-IPN-2

feature ospf
feature pim

feature lacp
feature dhop
feature lldp

ntp server 172.26.164.254
service dheop
ip dheop relay

vrf context MultiPod-Fabric-West

ip pim rp-address 10.113.0.2 group-list
226.0.0.0 8 bidir

ip pim rp-address 10.113.0.2 group-list
239,255,255.240/28 bidir

ip pim ssm range 232.0.0.0/B8
vrf context management

ip rouwte $.0.0.0/0 172_2E.164.254

interface Ethernetl/47
description To POD-2:BBOE-93180¥C-EX-WEST-IPH-
1:E1/47
no switchpoart
mtu 9214
vef member MultiPod-Fabric-West
ip address 10.114.91.2/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-mode
no shutdown

interface Ethernetl/48
description To POD-1:AAL1-93]180Y¥C-EX-WEST-IFN-
2:E1/4B
no switchport
mtu 3216
vrf member MultiPod-Fabric-West
ip address 10.113.492.102/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area D0.0.0.0
ip pim sparse-mode
no shutdown

interface Ethernetl/49
description To POD-2:BRALOE-93E4C-WEST-1:E1/48
no switchport
mtu 321&
no shutdown

interface Ethernetl/49.4
mtu %214
encapsulation dotlg 4
vef member MultiPod-Fabric-West
ip address 10.114.11.&/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-mode
ip dhcp relay address 10.13.0.1
ip dhcp relay address L10.13.0.2
no shutdown
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interface Ethernetl/50

description To POD-2:BEOE-93E4C-2:ELS48

no switchpeort
mtu 9216
no shutdown

interface Ethernetl/50.4
mtu 9216
encapsulation dotlg 4
wvrf member MultiPod-Fabric-West
ip address 10.114.12.2/730
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0
ip pim sparse-moda
ip dhep relay address 10.13.0.1
ip dhep relay address 10.13.0.2
no shutdown

interface mgmt0
wrf member management
ip address 172.26.164.98/24

interface loopbackD
description OSFF Router-ID
wrf member MultiPod-Fabric-West
ip address 14.14.14.91/732
ip router ospf 10 area 0.0.0.0

interface loopbackl
description BIDIR-FIM Fhantom RE
wrf member MultiPod-Fabric-West
ip address 10.113.0.1/29
ip ospf network point-to-point
ip router ospf 10 area 0.0.0.0
ip pim sparse-mode

router ospf 10
wrf MultiPod-Fabric-West
router-id 14.14.14.91
log-adjacency-changes

interface Ethernetl/50
description To POD-2:BBEOE-93E4C-WEST-2:EL1/48
no switchport
mtu 9214
na shutdown

interface Ethernetl/5D.4
mtu 5214&
encapsulation dotlg 4
wvrf member MultiPod-Fabric-West
ip address 10.114.12.6/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area D.0.D0.0
ip pim sparse-moda
ip dhop relay address 10.13.83.1
ip dhcp relay address 1D.13.4.2
no Ehutdnwnl

interface mgmtl
vrf member management
ip address LT2.26.164.99/24

interface loopbackD
description OSFF Rounter-ID
wvrf mamber MultiPod-Fabric-West
ip address 14.14.14.5%2/32
ip router ospf 10 area D.0.0.0

rovter ospf 10
wrf MultiPod-Fabric-West
router—-id 14.14.14.92
log-adjacency-changes

Setup ACI Fabric for Multi-Pod - Using Configuration Wizard
In APIC Release 4.0(1) and higher, ACI Multi-Pod can be deployed using a configuration wizard that configures

the fabric for Multi-Pod.

Prerequisites

The Inter-Pod network should be setup prior to configuring the ACI fabric for Multi-Pod.

Deployment Overview

Deploying ACI Multi-Pod using the APIC Configuration Wizard consists of the following high-level activities:

e Configure Interpod Connectivity - For connecting the first Pod or site to IPN and setting up Multi-Pod

e Add Physical Pod - For adding a second Pod or site in the Multi-Pod setup
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The Configure Interpod Connectivity portion of the wizard is for setting up the first Pod or site (Pod-1) for the
following:

e |P Connectivity from Spines in Pod-1 to the Inter-Pod network. This includes configuring the Spine
interfaces that connect to the IPN for IP connectivity. The APIC on the back-end will take the minimal
information provided to the wizard, to configure the necessary fabric access policies for connecting devices
to the ACI fabric. This includes configuration of interface and switch-level, policies and profiles on the
Spines connecting to the IPN.

e Routing Protocols to enable IP Routing on the Spines in Pod-1 towards the IPN. This includes OSPF-based
underlay network for exchanging routes between the Pods and MP-BGP based overlay network for
exchanging endpoint location information using MP-BGP EVPN.

e External TEP addressing for Pod-1 to communicate with other Pods or sites. This includes specifying a
routable External TEP Pool for the first Pod or site.

The Add Physical Pod portion of the wizard is for adding the second Pod or site (Pod-2) and consists of the
following:

e Pod Fabric information for creating a second Pod. This includes specifying a unique Pod ID and TEP Pool for
the new Pod. It also includes parameters for configuring IP connectivity from Spines in Pod-2 to the Inter-
Pod network, similar to the information used in Pod-1 for connecting the Spines in Pod-1 to IPN.

e External TEP addressing for Pod-2 to communicate with other Pods or sites. This includes specifying a
routable External TEP Pool for the second Pod or site.

o Configure DHCP Relay on the IPN devices to point to the APIC TEP IP Addresses.
o Configure OSPF interface policies for Pod-2 Spine switches that connect to the IPN

The setup information and deployment steps for configuring Interpod connectivity and adding a Physical Pod using
the Wizard are covered in the next sections.

Configure Inter-Pod Connectivity

Follow the procedures in this section to configure Inter-Pod connectivity to connect the Spine switches in Pod-1
to IPN and set up ACI Fabric for Multi-Pod.

IP Connectivity

IP Connectivity section of the wizard provides the physical interface and IP configuration on the Spines switches in
Pod-1 that connect to IPN devices. The parameters used in this CVD for this portion of the configuration is
provided in Table 17 .

IP Connectivity

------------
---------------
--------
------
________
-
‘‘‘‘‘‘‘‘
- .

n ————————— IP Connectivity = ——————————————  |P Connectivity
___________________ OSPF = === ccm-c- b

Pod External Location

The interpod network (IPN) connects Cisca ACI locations to provide end-to-end network connectivity. To achieve this, spines need IP connectivity to the
IPN. Identify spines and interfaces that will communicate with the IPN. [P configuration is required for at lzast one interface for each spine.
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Table 17 IP Connectivity Information for Pod-1

z Spine D Interfaces IP Addresses MTU
é 111 E1/47 10.113.11.1/30 9216
::% E1/48 106 3.8, 1. . 5/30 9216
% 112 E1/47 10.113.12.1/30 9216
; E1/48 10.113.12.5/30 9216

Routing Protocols

Routing Protocols section of the wizard provides the routing protocol (OSPF, BGP) configuration on the Spine
switches in Pod-1 that connect to IPN to enable the OSPF based underlay network and MP-BGP based overlay.
The parameters used in this CVD for this portion of the configuration is provided in Table 18 .

Routing Protocols

n —————— IP Connectivity ~ PN Y IP Connectivity
------------------- OSPF e mmmmmm el

Pod External Location

QSPF is used in the underlay to peer between the physical spines and the IFN. To configure OSPF, you need an OSPF Area ID, an Area Type, and OSFF
Interface Policy specific settings.

BGP is used bhetween physical and virtual pods to exchange overlay connectivity infarmatian. This wizard provides default configuration for BGP peering.

Table 18 Routing Protocols Information for Pod-1

OSPE

Area ID 0
v
] Area Type Regular
(5]
5 . : Advertise Subnet
& Interface Policy MultiPod-OSPF_TIP MTU Ignore
=8 For remaining parameters Use Defaults
o
o

Use Defaults

External TEP

External TEP section of the wizard provides the addressing configuration on the Spine switches to enabled Pod-
to-Pod connectivity across the Inter-Pod network. The parameters used in this CVD for this portion of the
configuration is provided in the Table 19 .



Deployment Hardware and Software

External TEP

------------- MPBGPEVPN » = m e www,. .
aw " gemm®e=s"- T ERERmag "
am® - ftee Ll
BEEE8 .--- o~
i L.
n —— [P Connectivity ~ PN IF Connectivity
------------------- OSPF 1 = = == === ==
Paod External Location

The physical pod uses external TEP addresses to communicate with remaote locations. Identify a subnet that is routable across the network connecting
the different locations. It must not overlap with existing TEP pools.

Table 19 External TEP Information for Pod-1

POD-1 Addressing

o

e External TEP Pool 10.113.113.0/24%*

E A1 P R T W P

2 Spine Router 1D(s)

= 13.13.13.12
Spine Loopback ID(s) Same as Router IDs

* POD Specific; Can be a smaller pool — see Wizard for addresses allocated

Run Configuration Wizard for IPN Connectivity
To enable IPN connectivity for the Spines in Pod-1, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.

2. From the top navigation menu, select Fabric > Inventory.

3. From the left navigation pane, expand and select Quick Start > Add Pod.

4. From the right window, click Add Pod.

5. In the pop-up window for Configure Interpod Connectivity wizard, review the Overview. Collect the Setup In-
formation for IP Connectivity, Routing Protocols and External TEP. For the parameters used in validating this

CVD, see the Setup Information for Pod-1 tables in the previous section. Click Get Started.

6. Inthe Step 2 > IP Connectivity window of the wizard, for each Spine switch connecting to IPN devices, specify
the Spine ID (for example, 111), interface (for example, e1/47), IP Address (for example, 10.13.11.1/30)
and MTU (for example, 9216) that matches the MTU on the interfaces on the IPN devices that these interfac-
es connect to. ACI Multi-Pod requires a minimum of 9150 bytes but many Cisco devices incudes the IP
header in the MTU specified and therefore, 9216 bytes is used.

7. Click [+] to the right of the MTU to add more interfaces.

8. Click [+] to the right of the Spine ID to add more Spine switches.
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.21|1s é!; APIC Configure Interpod Connectivity

System  Tenants STEP 2 = IP Connectivity 1. Overview 2.
-------------- MP BGP EVPN

...........
......
-

3. Routing Protocol

Inventory ﬁ - — |m 1P Connectivity
P T gt = R | 4 )

& Pod Fabric Setup Policy
B Fabric Membership
B Disabled Interfaces and [

= Spine Iz Interf
Duplicate IP Usage T | nterfaces
m o + §
Interface: 1Pvd Address: MTU (bytes):
[1ra7 | [woarsaiso (o216 HER
Interface: 1Pvd Address: MTU (bytes):
[1128 | Twoaznsme | [ee £l® &
Spine Iz Intarf
) nterfaces
[z g +
Interface: IPva Address: MTU (bytes):
[147 | [emaizase [9216 g+ &
Interface: 1Pvd Address: MTU {bytes):
[11a8 | T1em3a25m0 [9216 g+ &

Last Login Time: 2018-11-18T01:26 UTC

~ (O Quick Start
Pod Extemal Location
H Add Remote Leaf
I B AddPod IP Connectivity
P Tepsiogy The interpod network (IPN) connects Cisca ACH locations to provide end d tivity. To achieve this, spines need IP connectivity to
IPN. ldentify each spine by entering its node ID and define the interfaces that are connected to the IPN. Also provide IP configuration for at least one
> ®Podi interface for each spine. Multiple interfaces are supported. It is best te have the same MTU sat on all spine-to-IPN interfaces.

00

4. External TEP

9. Click Next.

10. In the Step 3 > Routing Protocol window of the wizard, for the Spine switches in Pod-1 connecting to the IPN
devices, leave checkbox Use Defaults enabled, specify the Area ID (for example, 0), Area Type (for example,
Regular) and for Interface Policy, click the drop-down list and select Create OSPF Interface Policy.

11. In the Create OSPF Interface Policy pop-up window, specify a Name (for example, MultiPod-0SPF IP) for
the interface policy. Specify the OSPF Network Type (for example, Point-to-point). For Interface Con-

trols, select the checkbox for Advertise subnet and MTU ignore.
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Bl Add Remote Leaf
I B Add Pod

1. Overview

09

4, External TEP

3. Routing Protocol

Configure Interpod Connectivi
clsco APIC 9 B &
System  Tenants E STEP 3 > Routing Protocol
Inventory S| o
SZ (- Ooic cStart S | B e e e e e e S e

Create OSPF Interface Policy

Routing Protocols

Define OSPF Interface Policy

i ]

st L anla Tima: 2018-1 1

Previous

ﬁ Topology OSPF is used in the underlay to peer betv Name: | MutiPod-OSPF 1P Policy
OSPF interface policy contains OSPF-spe ok | = | leyand
> @ podi OSPF Area Costby unselecting Use Defa Description: |cotional
[ Pod Fabric Setup Policy
BGP is used between physical and virtual er
E5 Fabric Membership [ 1by lecting Use Defaul [
5 Network Type: | Broadcast Unspecified ‘
i Disabled Interfaces and | 4/\}
Priority: | 1 [
B Duglicate IP Usage =
OSPF Cost of Interface: [Lnspeciﬁed ]
Controls: e
ArealD: 1 Advertise subnet
Ceso
Area Type:  NSSA area . MTU ignore
[0 passive participation
Interface Policy: | select an option ; s
R TTIT ey Hello Interval (sec): [ 10 1\,‘
Dead Interval (sec): |40 ‘Cl
BGP ” ~
Retransmit Interval (sec): |5 [l
Transmit Delay (sec): |1 Il

Next

12. Click Submit.

13. For BGP, leave the Use Defaults checkbox enabled.
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Al Configure Interpod Connectivit

CISCO AP[C g P y oe

S — STEP 3 > Routing Protacol 1. Overview 2. IP Connectivity 4. External TEP
amamam-an MP BGP EVPN

v -\I
mventory ﬁ e @IP Connectivity oser Cfle ) IP Connectivity =—————ees

~ CF Quick Start R

Pod External Location
B Add Remote Leat
I Bl addPod Routing Protocols
@ Topology OSPF is used in the underlay to peer between the physical spines and the IPN. Configure the OSPErea ID, an Area Type, and OSPF Interface Policy
OSPF interface policy contains OSPF-specific settings like OSPF network type, interface cost, and timers. Configure the OSREthentication Keyand
> @ Pod 1 QOSPF Area Costby unselecting Use Defaults.

[ Pod Fabric Setup Palicy ) ‘ ] o ) . .

BGP is used between physical and virtual pods to exchange overlay connectivity information. ConfiguBGP Community, Peering Type, and Peer
[ Fabric Membership Passwordby unselecting Use Defaults.
[55 Disabled Interfaces and [

= Duplicate P Usage

OSPF
0 Use Defaults:
Area ID: |1 |
Area Type: | NS3A area Stub area
Interface Policy: | MutPod-0SPF_IP x V@
For sub-interfaces
BGP

Use Defaults:

Previous Cancel m

Lact Lania Tima: 2012211~ 18124 LITC

14. Click Next.
15. In the Step 3 > External TEP section of the wizard, for the Spine switches in Pod-1 connecting to the IPN de-

vices, leave the checkbox Use Defaults enabled. Specify the External TEP Pool (for example,
10.113.113.0/24) and Router IDs (for example, 13.13.13.11, 13.13.13.12) for the Spines.
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| Last Lonin Time: 2018-11-18T01:25 UTC

il Configure Interpod Connectivity (2 ]%]
cisco APIC
System Tenants STEP 4 > External TEP 1. Overview 2. IP Connectivity 3. Routing Protocol
fummmmmme===s=- MPBGPEVPN « = = e aaao
Invent: BEE ..--"" —
ventory @ IP Connectivity 1w 1P Connectivity
~(P» Quicksat 0| 20 A el - e QOSPE - - o e e \._.)
Pod External Location
B Add Remate Leat
I B acdpoa External TEP
@ Topalogy The physical pod uses | TEF to i with remote locations. Configure a subnet that is ble across the rh ing the
different locations. The external TEP pool must not overlap external TEP pools belonging to other pods. The pool size should be between /27 and 22
* e Pod 1 The pool should be large enough to address all Cisco APICs, all spines, all border leafs, pod-specific TEP addresses, and spine router IDs.
[ Pod Fabric Setup Palicy
The wizard ically all add for pod-specific TEP add and spine router IDs from the external TEP pool. Proposed addresses ¢
[& Fabric Membership be medified, but modified addresses must be outside of the external TEP pool.
[ Disabled Interfaces and
4 Duplicate IP Usage Use Defautts: [
Pod: Internal TEP Pocl:  External TEP Pool: Diata Plane TEP IP:
1 10.13.0.0/16 10.113.113.0/24 | |IB.1 13.113.1/32
Spine 1D: Router |D: Loopback Address:
1 [1313.130 | |
Leave blank to use Router 1D
Spine ID: Router ID: Loopback Address:
112 [13131312 [ |

Leave blank ta use Router 1D

16. Click Finish to complete the Inter-Pod connectivity setup for Spine switches in the first Pod or site (Pod-1).

55




Deployment Hardware and Software

dsco APIC Summary 09

J All done! You can view a summary what was done below.

temmEmmmsmmen=s MPBGPEVPN == o w cuo, .

Inventory .

~ (C» Quick Start ﬁ @ P Connectivity ./(_le \. — 1P Connectivity s

................... OSPF scmamnnaeanl )
H AR B Pod External Location
I Bl Add pod |
a'.l'npolngy
> @ Pod 1

[ Pad Fabric Setup Palicy

[ Fabric Membership

A The configuration push triggered a restart of APIC web server. You might see a server-side error until a new connection is established.
[ Disabled Interfaces and Dect

& Duplicate IP Usage

Configured
Routed Outside: mullipodL30u (@
Entity Profile: 30ut_EntityProfie (3
Spine Access Port Palicy Group: multipedL30ut_palicyGroup (3
Fabric External Connection Profile: 2 (3

OSPF Interface Policy: MultiPod-DSPF_IP (3
Routed Domain: multipodL30ut_RoutedDomain @
VLAN Pool: multipodL30ut_VlanPool @

Cancel Add Physical Pod

17. In the Summary window, review the information provided.

18. (Optional) Click Add Physical Pod to continue to the next stage of the configuration now or come back to this
at a later time. See the next section to add physical pods and to add the second pod or site.

Add Physical Pod - Second Pod or Site (Pod-2)
Table 20 Pod Configuration

Pod Info

Pod ID

TEP Pool 10.14.0.0/16

Pod Configuration
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Table 21  IP Connectivity
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Table 22 External TEP

External TEP

Spine ID Interfaces IP Addresses
211 E1/47 10.114.11.1/30 9216
E1/48 10.114.11.5/30 9216
212 E1/47 10.114.12.1/30 9216
E1/48 10.114.12.5/30 9216

Addressing
Internal TEP Pool 10.14.0.0/16
External TEP Pool 10.114.114.0/24*
Data Plane TEP IP 10.114.114.1/32

* POD Specific; Can be a smaller pool — see Wizard for addresses allocated

To add the second Pod in the ACI Multi-Pod setup, follow the steps below. If continuing immediately
from the previous section, click Add Physical Pod from the last step and proceed directly to step 5 be-
low.

Use a browser to navigate to the APIC GUI. Log in using the admin account.

From the top navigation menu, select Fabric > Inventory.

From the left navigation pane, expand and select Quick Start > Add Pod.

From the right window, click Add Pod.

In the pop-up window for Add Physical Pod wizard, review the Overview. Collect the Setup Information for the
new Pod, IP Connectivity and External TEP. For the parameters used in validating this CVD, see the Setup In-

formation for Pod-2 section. Click Get Started.

In the Step 2 > Pod Fabric window of the wizard, for the new Pod, specify a Pod ID (for example, 2) and Pod
TEP Pool (for example, 10.14.0.0/16).

‘& Please make sure TEP Pool subnet is correct and not overlapping.

7.

For each Spine switch in Pod-2 connecting to IPN devices, specify the Spine ID (for example, 211), interface
(for example, e1/47), IP Address (for example, 10.14.11.1/30) and MTU (for example, 9216) that match-
es the MTU on the interfaces on the IPN devices that these interfaces connect to. ACI Multi-Pod requires a
minimum of 9150 bytes but many Cisco devices includes the IP header in the MTU specified and therefore,
9216 bytes is used.
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8. Click [+] to the right of the MTU field to add more interfaces.

9. Click [+] to the right of the Spine ID to add more Spine switches.

mm
cisco

APIC

System  Tenants

Inventory |

Inventory
~ O Quick Start
H Add Remote Leaf
| B Add Pod
& Topoiogy

> @ pPod1

& Pod Fabric Setup Policy
5 Fabric Membership

5 Disabled Interfaces and Deca
5 Duplicate IP Usage

Add Physical Pod

STEP 2 > Pod Fabric

120

1. Qverview 3. External TEP

Pod

IP Connectivity
Every pod in Cisco ACI needs a pod ID. Choose a unique pod ID,

A pod uses a pool of addresses to allocate IPs for spines, leafs, and virtual leafs. This pool is called a TEP pool, and its addresses are distributed

by the Cisco APIC using DHCP. Configure a TEP pool that does not overlap with existing TEP pools.

The i 2
to the IPN.

(IPN) Cisco ACI |

Identify spines by entering their node IDs. For each spine, define the interfaces that are connected to the IPN and provide IP configuration for at least
iple i It is best to have the same MTU set on all spine-to-IPN interfaces. Configure the IPN

one interface for each spine. N
to act as a DHCP relay pointing to Cisco APIC.

are

Pod Configuration

Pod ID: 2 <

Pod TEP Pool: 10.14.0.0/16 ]
View existing TEP Poais

Spine 1D:

to provide end-to-end network connectivity. To achieve this, spines need IP connectivity

T = Interfaces
n g + =
Interface: IPvd Address: MTU (bytes):
[11a7 | 1011411130 o216 [C/H+ &
Interface: IPvd Address: MTU (bytes):
[17a8 | [0n4aa1530 [9216 & &
Spine ID: e
- < nterfaces
(212 | + =
Interface: IPvd Address: MTU (bytes):
[17a7 | [01412.1130 [0216 T+ @
Interface: IPvd Address: MTU (bytes):
[1/28 | 10114025030 21| PG

Cancel

Previous

10. In the Step 3 > External TEP window of the wizard, for the Spine switches in Pod-2 connecting to the IPN de-
vices, leave checkbox Use Defaults enabled. Specify the External TEP Pool for Pod-2 (for example,
10.114.114.0/24) and Router IDs (for example, 14.14.14.11, 14.14.14.12) for the Spines.
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afaln
CISCo

APIC

Tenants

System

Inventory |

Inventory
~ (v Quick Start
B rcd Remote Leat
B Add Pod
& Topology
5 @ Pod

[ Pod Fabric Setup Policy

5 Fabric Membership
[& Disabled Interfaces and Decd
5 Duplicate IP Usage

Vs E medle Flomas R4S 44 4 8TALAE |ITF SRR

Add Physical Pod

STEP 3 > External TEP el eV
pamammmmmmanr s @MPEGPEVPN » = m e e
BEE .---" Tttee-.. . BHHE
—————————————————— OOSPF ~====e--nn
Pod pPod

Pad Configuration

External TEP addresses are used by the physical Pod to communicate with remote locations. Configure a subnet that is routable across the network
connecting the different locations. The External TEP pool cannot overlap with other Peds Internal or external TEP pools. The pool size should be
between f27 and /22, The pool should be large enough to address all APICs, all Spines, all Border Leafs, Pod specific TEP addresse and Spine Route
IDs. The wizard will i llocat: | for Pod specific TEP addresses and Spine Router |Ds from the External TEP pool.

Proposed addresses can be modified but modified addresses must be outside of the Extemal TEP pool.

Use Defaults: [+]
Pod: Internal TEP Pool:  External TEP Pool: Data Plane TEP IP:
1 10.13.0.0M16 10.113.113.0/24 10.113.113.0432
Pod: Internal TEP Pool:  External TEP Pool: Data Plane TEP IP:

10.14.0.0/16 10.114.114.0/24 | [10.14.014.0032 |

Mode: Router |0 Loopback Address:
21 14141411 |

Leave blank 12 use Router 1D
Node: Router Dt Loopback Address:
212 14.14.14.12] |

Leave blank 1o use Routar ID

Fini

11. Click Finish to complete the Inter-Pod connectivity setup for the Spine switches in the second Pod or site

(Pod-2).

12, In the Summary window, review the information provided.
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e APIC o

Systern  Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

Inventory | Fabric Policies | Access Policies
Inventory _l‘h_;ﬁu_;ﬁh_ﬂ_ﬂdd_Dnd
« C> Quick Start Summary (@1%]
B Add Remote Leat
I B Add Pod o/ Alldone! You can view a summary whal was done below.
3 Topology e MPBGPEVPN = mm mmann .,
> @ Pod 2 B L T
e
> @ Pod 1
© P Conneativity oo erc )
1 Pod Fabric Setup Palicy ﬁ ------------------ @OSPFicncnnnnonn e ﬁ
5 Fabric Membership Pod pPod

5 Duplicate P Usags

[ Disabled Interfaces and Decommi A\, The configuration push triggered a restart of APIC web server. You might see a server-side error until a new connection Is established.

OSPF interface profile Is needed for OSPF connectivity between Pod to IPN, please configure OSPF Interface profile here:
Tenants > infra > Networking > External Routed Network > Node Frofile > interface Profile

Configured The following addresses are the internal TEP addresses of the APIC
Pod SetupP: 2 (3 controllers. Gonfigure the IPN DHCP reay to point 1o the folowng
address to enable discovery of the Pod components.

Routed Qutside: multipodL3Cut
e side: mulipodL30ut. (G} ~ APIC Name  Intemal TEP Address

AATT-APIC-M2- 10.13.01

AATT-APIC-M2- 101302

View JSON

13. Proceed to the next section to configure DHCP relay on the IPN devices If it hasn’t been configured yet. Con-
firm that the DHCP relay points to the APIC IP addresses listed in the above Summary window.

Configure DHCP Relay on IPN Devices

Per the recommendations from the Configuration Wizard Summary page, add DHCP relay statements on IPN
devices. DHCP should be relayed to the TEP IP Addresses of the APICs in Pod-1 and should match the
addresses listed on the same Summary page. The configuration should be added to Pod-facing interfaces on IPN
devices.

L This was completed in the Deploy Inter-Pod Network section but verify the APIC IP addresses and the
interfaces to which it is applied.

Proceed to the next section to configure the OSPF Interface Profile as per the message displayed on the
Summary page.
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Configure OSPF Interface Profile for Spines in Pod-2

Per the Summary of recommendations at the end of the Configuration Wizard for adding a Pod, create the OSPF
Interface Profiles for all Spine switches that connect to the IPN.

To create the OSPF Interface Profile, follow these steps:

1. From the top navigation menu, select Tenants > infra.

2. From the left navigation pane, expand and select Tenant Infra > Networking > External Routed Networks >
multipodlL.30ut > Logical Node Profiles.

3. Select the Node profile (for example, LNodeP 211) for the first Pod-2 Spine switch.

4. Expand the Node profile for the selected node and select the profile for that Spine node. Right-click and se-
lect Create OSPF Interface Profile from the menu.

5. In the pop-up window for Add Physical Pod wizard, navigate to Tenants > Infra from the top navigation menu.

6. For the OSPF Policy, select the previously created policy from the drop-down list.

disco APIC

System Tenants Fabric

Tenant infra

Cr Quick Start

~ ﬂ Tenant infra
> B appiication Profiles

® o

v [ Metworking
» [ Bridge Domains
> = vRFs
> [ Extemal Bridged Networks
~ [ Extamal Routed Metworks
[ Route Maps/Profiles
5 Sat Rules for Route Maps
& Match Rules for Route Maps
o ¢ multipodL30ut
~ [ Logical Node Profiles
> B noder_111
> B noder_112
~ B WNogep_211
~ [ Logical Interface ...
B e 211
» [ Configured Nodes

> B tnoder_212
» Bl Newworks
> & Route Maps/Profiles
> B Dot1Q Tunnels
> B contracts
~ [ Policies

Virtual Networking

L4-L7 Services Admin

ALL TENANTS | Add Tenant | Tenant Search: QENRsdeEvg | common | infra | mgmt

Logical Interface Profile - LIfP_211

Operations

- OO O

Apps

Pollcy Faulis History

General Routed Sub-Interfaces Routed Interfaces k3|
Nclviao) o b %
Properties
Mame: LFP_211
Description: |0ptional l
Create OSPF Interface Profile (@]
Specify the OSPF Interface Profile
Autheniticati Tvne:|Nc ication |v|
Key: | |
Confirm Key: | |
OSPF Policy: | MultiPod-OSPF_IP [v|
O+
Policy

Show Usage

( Reset Jﬁ ( Submit

7. Click Submit to complete.
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8. Repeat steps 1-7 for the second Spine node in Pod-2 as shown below.

teeh APIC amn @ W © ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

ALL TENANTS | Add Tenant | Tenant Search: HERIENSEEEE] I common | infra | mgmt

Tenant infra ® & © | Logical Interface Profile - LIfP_212 OO0

C» Quick Start Policy  Faults  History

e ﬂ Tenant infra

» [ Application Profiles

General Routed Subr Routed sVl

~ [ Networking

> [ Bridge Domains [ (oXvRaNo) o
> [ vRes Properties

> [ Extamnal Bridged Networks Mame: LIfP_212

Create OSPF Interface Profile (2]%]

Specify the OSPF Interface Profile
lion Type: |Nnmn icati |v|

|«
»
4

~ [ External Routed Netwarks
5 Route Maps/Profies

[ Set Rules for Route Maps

[ Match Rules for Route Maps
~ ¢D mulipodL3out

« [E Logical Node Profiles g Confirm Key: | |
> Bl tnoder 11 OSPF Policy: [MliPod-0SPFIR || (@
> B inodep_112
> B WNodep_211
+ B tnodep_212
~ [ Logical Interface ... wo
[ B ure_212 b Poicy |
> B Configured Nodes

> 5 Newworks ’
Cancel Submit
» [ Route Maps/Profiles

> B Dot1Q Tunnels ‘
> [ Contracts
~ [ Policies

Authentlcation Key: | |

Show Usage

9. Click Submit to complete.

Setup Fabric Access Policies for Spine Switches in Pod-1

In ACI, access policies define the port configuration. In this section, access policies are configured for all interfaces
on the spine switches in Pod-1 that connect to the IPN. The access policies enable connectivity between the
Spine switches and IPN in Pod-1. The access policies are grouped and applied to specific interfaces and switches
using interface and switch profiles respectively.

Deployment Overview

The deployment workflow for configuring Spines to connect to IPN is similar to configuring ACI Leaf switches for
connectivity to access layer devices such as Cisco UCS. The configuration in both cases is done through Fabric
Access Policies. The workflow for creating Fabric Access Palicies for connecting Spines to IPN devices in Pod-1
is shown in Figure 22.
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Figure 22 Fabric Access Policies - For Spine Switch Connectivity to IPN in Pod-1

Select Swilch Porls
+
Select Interface Policies

Attachable

Access Interface
Entity Selector Selector
Profile Profile Profile

VLAN (4) External Routed

Interface
Policy. Switch
Group Policies

Interface
Palicies

Creale Interface

Policy Group (8 ) Create Switch Policy Group

Link Level
CDP, LLDP

Note:

1. Profile = Policies + Selector

2. Policies & Selectors can be @Interface/Module/Switch level
3. Module Policies & Selectors not shown

4. Polices Listed are NOT the complete list

Setup Information

The information for configuring fabric access policies to connect Spine switches in Pod-1 to IPN is provided
below.

ﬂ VLAN Pool, L3 Routed Domain, AAEP, and Interface Policy Group listed below are configured by the
Configuration Wizard during the Multi-Pod setup. For details, see section Setup ACI Fabric for Multi-Pod
- Using Configuration Wizard.

Figure 23 Setup Information - Fabric Access Policies on Pod-1 Spine Switches

MultiPod Setup - Fabric Access Policies

Access Entity Profile

VLAN Pool > Domain > AAEP VLAN Pool | multipodL3out VlanPool*

L3 Routed Domain | multipodL30ut RoutedbDomain™
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AAEP | multipodL30ut EntityProfile®

Interface Interface Profile

Policies
Group
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Selector
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Interface

Policies Interface Palicies Inherit-Link, CDP-Enable

Interface Policy Group | multipodL3cut pclicyGroup*

On Interfaces connecting to IPN Devices
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For Spine Switches connecting to IPMN Devices

Switch Selector Profile | MultiPod-West SpinePR

* Defined by Configuration Wizard
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Deployment Steps

Complete the procedures outlined in this section to configure access policies on Spine switch interfaces to enable
connectivity to IPN in Pod-1. Unlike other access layer connections in this design, the access layer policies here
are applied to interfaces on Spine switches and represent fabric-to-fabric connectivity across a L3 network.

Update Interface Policy Group

The interface policy group was created by the APIC configuration wizard as a part of the Multi-Pod setup. In this
section, the policy group is updated to include some additional policies. The policies are among the pre-
configured Fabric Access Policies completed earlier in the setup.

To update the interface policy group, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using the admin account.

2. From the top menu, select Fabric > Access Policies.

3. From the left navigation pane, select and expand Policies > Interfaces > Spine Interfaces > Policy Groups.
4. Select the previously created policy group (for example, multipodL30ut policyGroup).

5. In the right window pane, for Link Level Policy, select the Inherit-Link policy that was created earlier. For CDP
Policy, select CDP-Enabled.

ﬁ Enabling CDP is optional. LLDP should be enabled by default.

dsco’ APIC i @ O O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

| Access Policies

Policies @ = © | Spine Access Port Policy Group - multipodL30ut_po € @
> Q> Quick Start Falicy Faults History
> [l Switches —
> B Modules * ¢ o+ %e.
~ [l Interfaces Properties

- [55 Spine Interfaces Mame: multipodL30ut_policyGroup
> & Profiles Description: |optional
~ [l Policy Groups I

I E multipedL30ut_policyGroup Alias: | |

> [ Overrides Link Level Palicy: |Inherit-Link [~ @
> [ Leaf Interfaces COP Policy: |CDP-Enabled [~] @

> [l Policies MACsec Policy: |saele:.'. 3 value |3
> B Paals Attached Entity Profile: |multipodLSOut_Eminmnle |z| @

> Physical and External Domains

6. Click Submit and Submit Changes to complete.
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Create Interface (Selector) Profile for Spine Connectivity to IPN

The same interface profile can be re-used to configure other access layer connections that share the same
interface selectors. In this design, Pod-2 Spine switches connect to the IPN on the same ports as Pod-1 switches
and therefore will use this profile.

To create interface (selector) profile for the access layer connections from Spine switches to IPN in Pod-1, follow
these steps:

1. Use a browser to navigate to the APIC GUI. Log in using the admin account.

2. From the top menu, select Fabric > Access Policies.

3. From the left navigation pane, select and expand Policies > Interfaces > Spine Interfaces > Profiles.
4. Right-click Profiles and select Create Spine Interface Profile.

5. Inthe Create Spine Interface Profile pop-up window, specify a profile Name (for example, MultiPod-
West IPR).

el APIC

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

Inventory | alicies Access Policies

Policies Create Spine Interface Profile 0

Specify the profile Identit I
> Cr Quick Start Sl i i

Name: |Mu|tiPod—WesI;_IPR
> [F5 switches

Description: | optianal
> B Modules

~ [ Interfaces

Interface Selectors: | 4L
~ [ spine Interfaces |

l > Bl Profiles . Name Type
> = Policy Groups
> Bl overrides

> B Leaf Interfaces
> 5 Policies
> B Pools

> = Physical and External Doma

Cancel Submit

6. For the Interface Selectors, click the [+] on the right-side of the window to select access ports connecting to
IPN devices. In the Create Spine Access Port Selector pop-up window, specify a selector Name (for example,
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MultiPod-West pl 47-48). For the Interface IDs, add the ports that connect to IPN devices. For Interface
Policy Group, select the previously created Interface Policy Group.

'{IZIIIS.lI:IOII AP'C admin

Systemm  Tenants Virtual Networking L4-L7 Services Admin Operations Apps

i Create Spine Interface Profile (2 ]X] F
(2 [

Inventony

Specify the profile Identity

Policies
> Cr Quick Start

Create Spine Access Port Selector

Specify the selector identity
> B Switches

Mama: | MultiPod-West_p1_47-48 |

> [ Modules Description: [optional

v B Interfaces

v [ Spine Interfaces Interface IDs: |1.n’4?—4l3

I » [ Prafiles walld valuas: All or Ranges. For Example:
13315 0r 122-1724

> [ Policy Groups Interface Policy Group: |multideLSOut_pDIicyGrou |v =)
> B Overrides .
> B Leaf Interfaces
> [ policies
> B Pools

» [ Physical and External Doma

OK

Cancel
b |orosles Thewoe 01 0017 27 BT e |ITO OB

7. Click OK and Submit to complete.

Create Switch Profile for Spine connectivity to IPN

To create Switch profile for the access layer connections from Spine switches to IPN in Pod-1, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.
2. From the top menu, select Fabric > Access Policies.
3. From the left navigation pane, select and expand Policies > Switches > Spine Switches > Profiles.

4. Right-click and select Create Spine Profile.

5. In the Create Spine Profile pop-up window, specify a profile Name (for example, MultiPod-
West SpinePR). For the Spine Selectors, click the [+] on the right-side of the window to select the Spine
switches to apply the interface profile to. Specify a selector Name (for example, MultiPod-West-
Spine 111-112 and under the Blocks column, select the Spine Switch IDs from the drop-down list (for ex-
ample, 111, 112). Click Update. Click Next.

66



Deployment Hardware and Software

o e
CIsco

APIC

System Tenants

Policies
> CP Quick Start
v [ switches
» 5 Leaf Switches
S H Spine Switches

I > B3 Profiles

Fabric

Virtual Netwarking L4-L7 Services

Access Policles

Admin

Operations

admin

Apps

> Policy Groups
> [ Modules
> B interfaces
> [ Policies
> B Pools

> Physical and Extarnal Doma

Create Spine Profile

STEP 1 = Profile

Specify the profile Identity

Name: | MultiPod-West_SpinePR

L2

2. Associations

1. Profile

Description: | optional

Spine Selectars: [

L]
+‘

MName

Blacks

Policy Group

I|MultiPod—West—Spine_‘I 11-112

[111-112

|v | |se|ect an option v

{ Previous |
.- i

Jescr

6. Inthe Step 2 > Associations window, for the Interface Selector Profile, select the previously created Interface

Profile.
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Ié||lslél(l}‘ APIC admin @

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

Access Pollcles

Policies Create Spine Profile 2 1)

> C» Quick Start

1. Profile 2. Associations

« [ Switches STEP 2 = Associations

> [ Leaf Switches Select the interface/module selector profiles to associate

Description

v [ spina Switches Interface Selector Profiles: . G+ .
| 5 B Profiles ) Sclcct MName w  Description
i MultiPod-We...
default

> B Folicy Groups
> [ Modules
5> [ Interfaces
> B Policies
» B pools

> Physical and Extermnal Doma

Previous Cancel

7. Click Finish to complete.

Deploy ACI Fabric in Pod-2

Deployment Overview

A high-level overview of the steps involved in deploying Pod-2 is summarized below:

e Complete the physical connectivity to connect all the devices in Pod-2. The fabric should have a minimum
of two Spine and Leaf switches, and three APICs in a cluster. Since the APIC cluster is part of an ACI Multi-
Pod fabric, two APICs are deployed in Pod-1 and one in Pod-2. CIMC management to the APIC in Pod-2
to access the console and out-of-band management connectivity to the switches and APIC should also be
in place.

e Deploy Spine and Leaf switches in Pod-1. APICs are connected to the Leaf switches. The leaf switches are
also border leaf switches that enable connectivity to networks outside the ACI fabric from Pod-1.

e Setup and configure the third APIC in the cluster. The first two APICs are deployed in Pod-1.
e Configure Out-of-Management (OOB) IP addresses for all switches in Pod-2.

e Configure Pod for NTP, BGP Route Reflector function, Fabric Profiles, and so on.
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Physical Connectivity

Complete the cabling required to deploy Pod-2 in the ACI Multi-Pod Fabric as shown in Figure 24. The
connectivity for OOB management for all the devices and CIMC management for the third APIC (not shown below)
should also be completed.

Figure 24 Physical Connectivity Details for Pod-2

Cisco Nexus 9000 Series Leaf Switches

Cisco APIC Cluster

Deploy Spine and Leaf Switches in Pod-2

When the Multi-Pod setup is complete, Pod-2 Spine and Leaf switches should discoverable by the APIC(s) in the
first site. In this section, verify the Spines in Pod-2 are being discovered by the APIC(s) in Pod-1. They will be
discovered if the IPN connectivity and Multi-Pod setup is correct. Once discovered, the Spines and Leaf switches
are added to the ACI Fabric.

Prerequisites
The following are the prerequisites to deploy the spine and leaf switches in Pod-2:

e Confirm that all Spine and Leaf switches in Pod-2 are running software that is compatible with the APIC
release running in the ACI Fabric. Failure to do so can impact the discovery and addition of these switches
to the Fabric.

e The Spine switches must be connected to at least one Leaf switch before it can be discovered. The Spine
switch must be able to see the Leaf switch via LLDP.

Deployment Overview
The high-level steps for deploying Pod-2 switches to the ACI Fabric are summarized below:

e Discover and add Spine switches in Pod-2
e Discover and add Leaf switches in Pod-2

e Configure Out-of-band Management for Pod-2 switches
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e Configure NTP for Pod-2 using Out-of-Band Management
o Update BGP Route Reflector Palicy with Pod-2 Spine Switches
Table 23  Spine Switches in Pod-2

Pod 2
n 00B (0]0]:]
o General Node ID Node Names 0OB Gateway
8 Management EPG Management IP
=
g Pod ID: 2 211 BB06-9364C-WEST-1 default 172.26.164.119/24 172.26.164.254
-g Role: Spine
L)
£ Rack Name 212 BB06-9364C-WEST-2 default 172.26.164.120/24 172.26.164.254
"> (Optional): BBO6
Table 24 Leaf Switches in Pod-2
Pod 2

00B 00B

~N

: General Node ID Node Names 0OB Gatew:

3 Management EPG Management IP oy
= Pod ID: 2

ki 201 BB06-9372PX-WEST~1 default 172.26.164.117/24 172.26.164.254
9

£ Role: Leaf

&

B Rack Name 202 BB06-9372PX-WEST-2 default 172.26.164.118/24 172.26.164.254
—

- (Optional): BBO&

& These 9372PX leaves are shown as an example of initial leaves added to the fabric and are used as bor-
der leaves for uplinking the APIC and connecting to the non-ACI network. Having the function of these
border leaves sitting independent of the production workload leaves is not a requirement, but represents
what was configured in the lab environment.

Verify APIC and the Spine Switches In Pod-2
To verify that APIC can see Leaf and Spine switches in Pod-2 to the ACI Fabric, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.
2. From the top menu, select Fabric > Inventory.
3. From the left navigation pane, navigate to Fabric Membership.

4. In the right navigation pane, go to the Nodes Pending Registration tab.
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deeh APIC wnn @ € © ©
Systen Tenants Fabric Virtual Networking L4-L7 Services Adrin Operations Apps
Inventory | Fabdic Paolicies | Access Policies
Inventory ® = © | Fabric Membership e e
> C' Quick Start Registered Modes Medes Pending Registration Unrzachable Nedeos Unmanaged Fabric Nodes
es Topalogy
> @ Pod 2
> @ Pod 1
E Pod Fabile Setup Pallcy
I = Eabric Membership O O
E= pisabled Interfaces and Decommissioned Unsupported Undiscovered
B Duplicatz IP Usage L
\
G %
Serial Number Pod ID -« Node RL TEP Name Role Supported S3L Status.
D Pool Model Cenrtificate
FDO2218209G 1 0 a spine YES n/a
FDOZ21914.0 1 o a sping VyES nia

5. Confirm that you see all the Spine switches that are directly connected to the IPN devices.

6. Identify the spine switches based on their serial numbers and collect the corresponding setup information.
Proceed to the next section to configure the Spine switches.

Add Spine Switches in Pod-2 to the ACI Fabric
To add spine switches in Pod-2 to the ACI fabric, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.

2. From the top menu, select Fabric > Inventory.

3. From the left navigation pane, navigate to Fabric Membership.

4. In the right navigation pane, go to the Nodes Pending Registration tab.

5. lIdentify the Serial number of the Spine switch in Pod-2 that should be configured first.

6. Select the switch from the list. Right-click and select Register.
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dlialn
CI5CO

APIC

Systen  Tenants Fabric Virtual Networking  L4-L7 Services  Admin Operations Apps

Inventory |

Falzric Pali

Inventory
> CF Quick Stan
€ Tonolagy
s & padz
s B pad

5 padt Fatric Setup Palicy

® = o Fabric Membership

Registarad Modes Modes Perding Hegistration

0

I 55 Fabric Membership

X T-X

Unieachable Nodes

0

© 0

Unmanagad Fabric Nodes

[ pisabled Intsrfaces and Decommissioned Unsupparted Uncliscovere
E Duplicate 1P Usags J
|
[0 I3
Serlal Number Pad ID 4 Mode  RL TER Marne Role Supperted 551 Statug
D Pool Model Certificate
FRO221820036G 1 bl a sping yas nia
I FDOZ213414.0v m s sping yas nfa

Eclil Mode and Rack Mames

Remova From Controller

7. In the Register pop-up window, specify the Pod ID (for example, 2), Node Id (for example, 211), Node Name
for example, BB06-9364C-WEST-1) and Rack Name (for example, BB06).
‘Uscs” APIC wnn @ T © ©
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

Inventory |

Fabiic Policies

Inventory
s P Cuick Start

eb Topaology

Fabric Membership

Registerad Nodes Modes Pending Registration

©0

Unreachable MNodes Linmanzgad Fabric Nodes

> ) pod 2
> & pod
S Pod Fabric Setup Palicy

I 51 Fabric Membership

Register

Serial Number: FDO22158140v

. — LIn wered
[ Disabled Interfaces and Decommissioned I Pod ID: |2 le'
S Duplicate IP Usage 4
C 1 Node ID: [211 =
RL TEP Pool: [0 =] o X %
Serial Number Pod ID s rupported S5L Status
Role: [spinc [~] fiodel  Certificate
FDO2218209G 7 Node Name: [BRD6-9364C-WEST-1 | |res nfa
I FDOZ21914.04 1 Rack Narne: [BBOS (site:fabric, buiding:dsfault, fi[~| [ = nfa

D @

8. Click Register.

9. Click the Registered Nodes tab.
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dsco APIC «n @ C§ O ©

System  Tenants Fabric Wirtual Netwarking L4-L7 Services Admin Operations Apps

Inventory |

Inventory ® = © | Fabric Membership e 0
> Cr fQuick Start Registered Modss Modes Pending Registration Unreachable Nodss Unmanaged Fabric MNodes
eb Topclogy
5 6 pod 2
s B pod 1
= Podl Fabric Setup Policy 2 @ 0 Decommissioned 0 & 0 Decormimissioned
I = - ® O Maintenance ® 0 Maintenance
R (ETHRERAT Leafs ® 2 Active Virtual Leafs @0 Active
[ Disabled Interfaces and Decommissionad ® 0 Inactive @ 0 Inective
E Duplicate 1P Usage “
O 2 %~
Serial Number Model Pod ID « Mode ID Name Role IP Status
SALTI400A8K NIK-CO372PX 1 11 AT -8372PH-WE.., leaf 10.13.64.64/32 Active
SAL19400AEG MaK-Ca372py 1 102 ARTT-9372PR-WE... leaf 10.13.184.66/32 Activa
FDO22240VHM MEK-CH364C 1 111 AATT-8384C-WES..  spine 10.13.184.64/32 Active
FRO222400.)8 NIK-CI3E4C 1 1z AATI-D3EAC-WES..  sping 10.13.184.66/32 Ative
FDO221814.000 MakK-Ca3640 2 211 BEGE-9364C-WES..  spine 10.14.24.64/32 Active

10. The newly configured Spine should show up in the registered list. It should transition to Active status after a
few minutes.

11. In the right navigation pane, go to the Nodes Pending Registration tab.
12. You should now see the remaining Spine switches that need to be registered and configured. Note that you

will also start to see any discovered Leaf switches that were connected to the Pod-2 Spine. You will configure
Leaf switches in the next section after all the Spine switches have been configured.

o’ APIC < @ Cg O O

Systemn Tenants

Virtual Networking L4-L7 Services Admin Operations Apps

Inventory | Faoric Po

Inventory ® = © | Fabric Membership Q0
> CF Quick Start Registerad MNodas Medes Pending Registration Unreachable Nodes Unmanaged Fabric Nades
es Topology
> 8 rod2
> @ Pod 1

5 Pod Falric Sstup Palicy

I S Fabric Mambership O O

[ Disabled Interfaces and Decommissionad Unsupported Undiscoverad
B ouplicate 1P Usage 4
o & %
. Serlal Number Pod ID + Node RL TEP Mame Role Supported SSL Status
I} Pool Model Cartificata

FRO22182090G 1 o o spine YES nia

SALT913CJKR 1 [+] o] lzaf YES nia

SAL19T4CNA2 1 (+] 1] lzaf Yes nia

13. Select the next Spine switch in the list and repeat the above steps to register the switch.
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o’ APIC - @ € O ©

Virtual Networking

System Tenants

L4-L7 Services Admin Operations

Apps

Inventory

Inventory ® = © | Fabric Membership e 0
> C’ Quick Start Registered Nodes Nodes Pending Registration Unreachable Nodes Unmanaged Fabric Nodes
eb Topology
> @ Pod2
> Pod 1 K
® Register (]
& Pod Fabric Setup Policy
Serial Number: FDO22182Q9G O
() =
A A Pod ID: [2 B o a
& Disabled Interfaces and Decommissioned neiscovera
3 ~
& Duplicate IP Usage : Nodg l: |212 H
aEmm———
RL TEP Pool: [0 7
= Role: Isoine IV[ — -
Serial Number ole Supported SSL Status
Node Narme: |BE0G-9384C-WEST-2 | Mot T ettfcat

0022182096 | ine S nfa:
I_, & Rack Name: [BBOS (site:fabric, building:defautt, i v| (3 B i .

SAL1913CJXR zaf yes nfa

SAL1914CN42

zaf Ves nia

14. Both Pod-2 Spine switches will now show up under the Registered Nodes tab.

il 0¥ oo
admin
CIS5CO AP' C
System  Tenants Fabric Wirtual Metwarking L4-L7 Services Admin Operations Apps
Inventory |  Fabri
Inventory ® = © | Fabric Membership 0
> CF Quick Start Registorad Nedes Modes Pending Registration Unreachable Nodes Unmanaged Fakric Modes
@ ropoiogy
=
> @ Pod 1
H Pod Fabric Sstup Palicy 2 @} Decommissioned O @ O Decommissioned
I = @ U Malntenance @ O Malntenance
Fabric Membership Leafs ® 2 Active Virtwal Lesfs @ O Active
B Disabled Interfaces and Decommissionad @ 0 Inactive @ 0 Inactive
B Duplicate IP Ussge |
o * %
Serfal Number Madel Pod 1D « Node D Name Role P Status
SALTBA00AAK MEK-CO372FE 1 101 AATT-9372FR-WEST-1 leaf 10.13.64.64/32 Active
SALTRADOAEG MEK-CO372PX 1 mn2 AATT-93T2ER-WEST-2 leaf 10,12, 184 66,/32 Artive
FOOE2240VHM MEK-CO354C 1 111 AA11-8364C-WEST-1 sping 10.13.184.64/32 Active
FDOZ222400V)8 MEK-CE354C 1 112 AA11-9384C-WEST-2 sping 10.13.184.65/32 Active
FDO2219140% MEK-CO354C 2 211 BEOG-9364C-WEST-1 sping 10.14.24 64/32 Activa
FDO2218208306 MEK-Ca3640 2 212 BEOG-23640-WEST-2 Sping 10,14, 24 65/32 Discavarin

15. In the Nodes Pending Registration tab, you should now see all the Leaf switches that were discovered as a
result of registering the Spine switches that they connect to.

Upgrade Firmware on Spine Switches in Pod-2 (Optional)
To upgrade the firmware on the spine switches in Pod-2, follow these steps:
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1. From the top menu, navigate to Admin > Firmware.

2. Select the tabs for Infrastructure > Nodes.

3. Check the Current Firmware version column for the newly deployed Spine switches to verify they are compat-
ible with the APIC version running.

4. If an upgrade is not required, proceed to the next section but if an upgrade is required, use the product doc-
umentation to upgrade the switches.

Verify that APIC Can See the Leaf Switches In Pod-2

To verify that APIC can see the leaf switches in Pod-2, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.
2. From the top menu, select Fabric > Inventory.

3. From the left navigation pane, navigate to Fabric Membership.

4. In the right navigation pane, go to the Nodes Pending Registration tab.

e APIC i @ &8 © @

Systemn Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

Inventory | Fabrc Policies | Acces

Inventory ® = © | Fabric Membership ee

> C» Quick Start Registered Modes Modes Pending Registration Unreachable Nodes Unmanaged Fabric Modes

@ Topolagy
> ) Pod2
> & pod1
B pod Fatyic Setup Palicy
I 3 Fakric Mamizership O 0
ES Dissbled Interfaces and Decommissioned Unsupportad Undiszavared

B Duplicate 1P Usags il

(ORI £
! Saral Number Pod ID 4 Noda RL TEP Mame Rola Supported  SSL Status
I} Pool Modal Cartificate
I SAL1913CUXR 1 a o leaf yes nfa
SAL1914CH42 1 ) o lzaf yos nfa

5. Confirm that you see all the Leaf switches in Pod-2.

6. Identify the Leaf switches based on their serial numbers and collect the corresponding setup information. Pro-
ceed to the next section to configure the Leaf switches.

Add Leaf Switches in Pod-2 to the ACI Fabric

To add the leaf switches in Pod-2 to the ACI fabric, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.

2. From the top menu, select Fabric > Inventory.
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3. From the left navigation pane, navigate to Fabric Membership.

4. Inthe right navigation pane, go to the Nodes Pending Registration tab.

5. lIdentify the Serial number of the Leaf switch in Pod-2 that should be configured first.

6. Select the switch from the list. Right-click and select Register.
dscs APIC i @ G O O
System  Tenants [ Wlmlelil= Virtual Networking  L4-L7 Services  Admin Operations  Apps

Inventory |

Fabric Policies

Access Policies

Inventory ® =0
> O Quick Stant
es Topology
> & Pod 2
> © Pod
S Pod Fabric Setup Palicy
I 4 Fabric Membership
EH visatiled Interfaces and Decommissioned

B2 puplicate IP Usage

Fabric Membership

Registered Nodas

Modes Perding Registration

© 0

Unraachabla Nodes Unmanaged Fabric Modes

0

0

Edit Nede and Rack Mames

Remave From Gonlroller

Unsupported Undiscoverad
a <
0 2 %
Serial Number Ped I « Node RL TEP Name Rele Supported S5L Status
[n] Poal Model Certificate
I SALT913CIXR a a leaf yES nia
Reglster
SAL1914CM42 1] leaf yes nfa

7. In the Register pop-up window, specify the Pod ID (for example, 2), Node Id (for example, 201), Node Name
for example, BB06-9372PX-WEST-1) and Rack Name (for example, BB06).
Al APIC = @ €§ © @
System  Tenants Fabric Yirtual Metworking L4-L7 Services Admin Operations Apps

Fabric Policies |

Inventory |

G—-_

Inventary o
> Cr Quick Start
@ Tapolagy
5 B Podz
> @ padn
ES Pad Fabric Setup Palicy
I = Fabric Membership
A Dissbled Interfaces and Decommissioned

EH Duplicate IP Usage

Access Policies

Fabric Membership

Registarad Nodes

Modes Pending Registration

© 0

Unreachable Nodes Unmanaged Fabric Nades

Register

Sarial Mumber: SAL1913CIXR

Pod ID: |2

0|

Nade ID: 201

<[]

RL TEP Pacl: |0

Rele; : leaf

<]

Serial Number

e

Mode Name: I BEBCE-9372PX-WEST-1

I SAL1S13CIER )
Rack Mama: BBCG {sile:fabnic, building:dafault, ﬂ|v; @
SAL1914CNAZ L |

Cancel

0

Undiscaverad

=3

| S
| Role Supported SSL Status

| Model  GCentficate

leaf yes nfa

leaf yas nfa
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8. Click Register.

9. Click the Registered Nodes tab and the newly configured Leaf switch should now show up in the registered

list. It will transition to Active after a few minutes.

il APIC

Inventory |

Inventory ® = ©
> C» Quick Start
ea Topelogy
> B rodz
> & pod
= Pod Fabric Setup Policy
I 4 Fatric Membership
[E1 pisabled Interfaces and Decommissioned

S Duplicate IP Usage

——w

System  Tenants Fabric Virtual Networking

L4-L7 Services

Fabric Membership

Adrmin

Registored Modes

Cperations

® () Decommissionad

& 0 Mainlenance

Apps

Modes Pending Registration

Unreachable Modes

0

@ GO O

8 0 Decommissioned

® 0 Maintenance

©0

Unmanaged Fabric Modes

Leals ® 3 Actha Virlual Leals @ 0 Acthe
® 1 Inactie ® [ Inactive
[ »
* o %
Searial Number Model Pod ID 4 Node ID Name Role P Status
SAL1940048% MIK-CO372PX 1 101 AAT1-5372PX-WEST-1 leaf 10.13.64.64/32 Active ,,_
5AL19400AEG MIK-CE37ZRX 1 102 AXTT-037 ZPX-WEST-2 leaf 10.13.184.66/32 Active
FDO222a00MHM NGK-CEH3640 1 111 AAT1-8364C-WEST-1 sping 1013184 64/32 Active
FDO222400MJ8 MIK-CE384C 1 112 AAT1-8364C-WEST-2 spine 10.13.184.65/32 Active
I SAL1913CIXR NOK-CH3TZFY 2 201 BEQE-937ZPX-WEST-1 leaf 10.14.32.64/32 Active
FOO2218140 MNEK-CH3840 2 211 BEOB-5364C-WEST-1 spine 10.14.24.64/32 Active
FDO2218205G MIK-CE354C 2 212 BBOG-9364C-WEST-2 spine 10.14.24.65/32 Active
u

10. In the right navigation pane, click the Nodes Pending Registration tab.

11. Select the next Leaf switch in the list and repeat steps 1-10 to register the switch.
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NI
CI5CO

APIC

Systemn Tenants Fabric

Fabric Policies

Inventory |

S Pod Fabric Setup Palicy

Virtual Netwarking

olicies

L4-L7 Services

Admin  Operations

Apps

“ @ L2 O O

Serial Mumber: SAL1914CN42

Inventory ® = © | Fabric Membership e e
> CP Cuick Start Registarad Nodes Modes Perding Registration Unreachable Nodes Unmanzged Fabric Nodes
@ Tapolagy
=N F)
> © pod 1 Register (%]

I 4 Fabric Membership Pod ID: 2 = 0
=l Disabled Interfaces and Decommissioned Nads 1D+ 202 = Undiscavared
S Duplicate IP Usage
—_— : d 3
1 {  RLTEPFooki 0 = E =
Role: | lcaf |v fe A .,
I |
Serial Number . - = ~ 3ole Supported SSL Status
Nade Name: | BEC6-9372PX-WEST-2 | T I o
[
I SAL19140N42 Rack Name: BBO6 (site:fabric, buiding.defaut, fi[~ [ oaf e o
|

12. All registered Leaf switches will show up under the Registered Nodes tab.

Nmm

APIC

o @ €GO @

cisce
Systemn Tenants Fabric Wirtual Networking LA4-L7 Services Admin Operations Apps
Inventory | Fabric Polic Policies
Inventory ® = © | Fabric Membership e 0
> C' Quick Start Registerad MNodes Modes Pending Registration Unreachakle Nodes Unmanaged Fabric Modes
es Tepology
5 B pod 2
s @ podn
E Pod Fabric Setup Pelicy 4 ® 0 Decormmibssloned O @ 0 Decommissloned
I = 5 8 ® 0 Maintenance ® 0 Maintenance
(LU R Leafs ® 4 Active Virtual Leafs @ 0 Active
S Disabled Interfaces and Decommissioned ® 0 Inactive ® 0 Inactive
ES puplicste IP Usage
[ D
O 2 %
"
' Serlal Number Model Pod ID « MNode ID MName Role P Status
SALTILDOANX NIK-CO37ZRX 1 101 AN T-9372PX-WEST-1 leaf 10.13.64.64(32 Active
SALT9400AEG MAK-CO372P 1 102 AAT1-9372FX-WEST-2 lcaf 10.13.184 86/32 Active
FDO22240WHM NIK-CO364C 1 111 AN T-9364C-WEST-1 sping 10,132,184 64/32 Active
FDOZ2240018 MAK-CE384C 1 112 AA11-9364C-WEST-2 spine 10.13.184 85/32 Active
SALTQ1ECUNR NIK-CHE7ZPX 2 201 BBOG-F372FX-WEST-1 leaf 10.14.32.64/32 Aative
SAL1914CN42 MAK-CE372P 2 202 BBOG-9372PX-WEST-2 lcaf 10.14.32.65/32 Active
FDO22197400 NAK-CHIa40 2 n BBOA-F3640-WEST-1 Spine 10.14.24. 6432 Active
FDO2218209G MAK-CE384C 2 212 BBOS-9364C-WEST-2 spine 10.14.24.65/32 Active

Upgrade Firmware on Leaf Switches in Pod-2 (Optional)
To upgrade the firmware on the leaf switches in Pod-2, follow these steps:

1. From the top menu, navigate to Admin > Firmware.

/8



Deployment Hardware and Software

Select the tabs for Infrastructure > Nodes.

Check the Current Firmware version column for the newly deployed Leaf switches to verify they are compati-
ble with the APIC version running.

If an upgrade is not required, proceed to the next section but if an upgrade is required, use the product doc-
umentation to upgrade the switches.

Configure Out-of-Band Management for Pod-2 Switches

To configure out-of-band Management for Pod-2 Spine and Leaf switches, follow these steps using the setup
information in Table 23 and Table 24

1.

2.

Use a browser to navigate to the APIC GUI. Log in using admin account.
From the top menu, select Tenants > mgmt.

From the left navigation pane, expand and select Tenant mgmt > Node Management Addresses > Static Node
Management Addresses.

Right-click and select Create Static Node Management Addresses.

ek APIC wn @ W O O

Systemn  PIELENE Fabric Virtual Networking L4-L7 Services Admin Operations Apps

ALL TENANTS | Add Tenant | Tenant Search: [EMEEAECEw | camman | meamt | infra
Tenant mgmt ® = © | Static Node Management Addresses OO
> O Quick Start O 4 .
~ ﬁ Tenant momt Mode 1D Marme Type EPG IPV4 Address IPV4 Gataway IPVE
Addr
> B3 application Profiles - "
. pacd-1/noda-101 AATT-23T2PX-WEST-1 Qut-0f-Band clafault 172.26.163.117/24 172.26.163.254
5 B3 Networking
s B 1P Address Paols pod-1/node-102 AANTT-9372ZPX-WEST-2  Ou-Of-Band  default 172.26.163.118/24 172.26.163.254
5 B contracts pad-1/node-111 AATT-3364C-WEST-1 Out-0f-Band datault 172.26.163.118/24 172.26.163.254
» B3 Policies 1 pod-1/node-112 AATT1-8364C-WEST-2 Qu-0f-Band default 172.26.163.120/24 172.26.163.234
> B3 Services ‘|

» B3 Node Managzment EPGs
5 E3 Esternal Managemant Metwerk Instan...

~ 3 Node Management Addrasses

5 static Mode Manzges

E dafault

=) Managed Mode Connectivity Groups

Create Statlc Node Management Ad

In the Create Static Node Management Addresses pop-up window, specify a Node Range (for example, 201~
202), for Config: select the box for Out-of-Band Addresses.

For Out-of-Band Management EPG, select default from the drop-down list.
Specify the Out-of-Band Management IPv4 Address for the first node in the specified range.

Specify the Qut-of-Band Management IPv4 Gateway.
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i
cisco

Create Static Node Management Addresses

Specify policy name and a node range, and set their IPs.

APIC

System | IChENE | Fabric Node Range: | 201 - [202 |

Frarm To
Config: ] Out-0i-Band Addresses
[ in-Eand Addresses

ALLTEMANTS [ Add Tenant |- Tena

Tenant mgmt

> C» Quick Start

Qut-Ci-Band Addrosses
Qut-Of-Band

EPG: [default

V@
Out-0f-Band IPV4 Address: [172.26.164.117/24 |
adilressimask

= ﬁ Tenant mgmt

» B2 ppplication Profiles

» Nelworking Qut-Of-Band IPY4 Gateway: |1?2.26.164.254| |

> B3 P Address Poals Cut-0f-Band IPVE Address: | |

sddress/mask

Qut-Of-Band IPVE Gateway: | |

> B Contracts

> 3 Policies

> B Services

» B3 Node Manzsgement EPGs

» B External IManagemsnt Metwork

~ [ Mode Manzgement Addresses
I 5 Static Node Managameant Ag

E dafault

> E Managed Mode Cannectivity Gr

- e

IFV4 Gataway

172.26.163.254
172.26.163.254
172.26.163.254

172.26.163.254

Ade

9. Click Submit to complete.

10. Click Yes in the Confirm pop-up window to assign the IP address to the range of nodes specified.

11. Repeat steps 1-10 for the remaining Spine and Leaf switches in Pod-2.

alaln
clsco

APIC

System Tenants Fabric L4-L7 Services

ALLTEMANTS |

Wirtual Networking Admin Operations Apps

| Tenant Search: [EyEEegele:lrg | common | infra

® =~ o

Add Tenant

mgmt |

Tenant mgmt

> OF Quick Start

Static Node Management Addresses

Y -X-X-X

= Managed Mode Connectivity Groups

~ ﬁ Tenant mgmt Node 1D ~ Name Type EPG
» 3 application Profilas
d-1/node-101 AAT1-3372PH-WEST-1 Cut-0f-Band detfautt
5 B3 Networking pod-1/nade n tau
5 B IP Address Pools pod-1fnode-102 AR -0372PR-WEST-2 Out-Of-Band default
s B2 Contracts pod-1iode-111 AMT1-9364C-WEST-1 Cust-0f- Band default
> B3 Palicies pod-1fnode-112 AAT1-9364C-WEST-2 Out-Of-Band default
> B3 senvices | pod-2fnoda-201 BRCAE-9372PX-WEST-1 Out-0f-Band clafault
- 4
> = Node Management EPGs | pod-2fnode-202 BEOB-9372PX-WEST-2  Out-Of-Band default
Extemal W t Metwork Insta...
» E5 Eemal Management Natwork Insta pod-2/node-211 BBCE-9364C-WEST-1 Out-Of-Band  dafault
~ 3 Made Management Addresses
pod-2fnode-212 BEOG-93640-WEST-2 Dut-0f-Bane dafault
I 3 static Mode Management Addre...
B asraun

IPV4 Address

172.26.163.117/24
172.26.163.118/24
172.26.163.119/24
172.26.163.120/24
172.268.164.117/24
172.26.164.118/24
172.26.164.119/24

172.26.164.120/24

P4 Gateway

172.26.163.254
172.26.163.254
172.26.163.254
172.26.163.254
172.26.164.254
172.26.164.254
172.26.164.254

172.26.164.254

The switches can now be accessed directly using SSH.
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Configure NTP for Pod-2 using Out-of-Band Management

To configure NTP for Pod-2, follow these steps using the setup information provided below:
e NTP Policy Name: Pod2-West-NTP_Policy
e NTP Server: 172.26.164.254
e Management EPG: default (Out-of-Band)

1. Use a browser to navigate to the APIC GUI. Log in using admin account.

2. From the top menu, select Fabric > Fabric Policies.

3. From the left navigation pane, navigate to Policies > Pod > Date and Time.

4. Right-click and select Create Date and Time Policy.

5. In the Create Date and Time Policy pop-up window, specify a Name for Pod-2’s NTP Policy. Verify that the
Administrative State is enabled.

mmim .
cisco. APIC i @ % @ @
Virtual Networking L4-L7 Services Admin Operations Apps

Create Date And Time Policy (2] _

pOliCieS 0 = ¢ STEP 1> Identity 2. NTP Servers @ o

System Tenants Fabric

Inventory | Fabric Policies | Acc

Cr Quick Start Specify the information about the Date/Time Policy O 2 e
~ [ Pods Name: |Pocz-West-NTP_Policy |
» [ Policy Groups Description: ©0o0al
> [ Profiles
» [ Switches

ve State:  diszbled enabled

» Bl Modules

» B4 Interfaces Server State: [NEEHEGIN  enabled
v [ poicies Authentication State: [MeEERl  enabled

~ [ Pod
I ~ [ Date and Time

> B Palicy Fabric2_Policy
> B Policy Pad1-west-NTP_Pol...
> B policy defaut
B default
» [ sMP
> Management Access

B isis rolicy defautt Previous Next

6. Click Next.

—

7. In Step 2 > NTP Servers, add NTP server(s) for Pod-2 using the [+] to the right of the list of servers.
8. In the Create Providers pop-up window, specify the Hostname/IP of the NTP server in the Name field. If mul-

tiple NTP Providers are being created for Pod-2, select the checkbox for Preferred when creating the pre-
ferred provider. For the Management EPG, select default (Out-of-Band) from the drop-down list.
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afral
Cisco APIC
System  Tenants Fab . -
i Create Date And Time Policy
Inventory |  Fabric Polid
STEP 2 > NTP Servers
Policies ( Create Providers
C> Quick star Specify the information about the NTP Server
v [ Pods Name: | 172.26.164.254
> [ Policy Groups Description: [optiona
> [ Profiles
> [l switches Preferred: E]
> =l Modules

Minimum Polling Interval: 4

> Bl Intertaces Maximum Poling Interval: |6

@0 O O

29 B
o9 e 0

e

~ [l Policies
v [ pPod
I > 5 Date and Time

Management EPG: | default (Out-of-Band)

> = sSNmp
> = Manzagement Access
B 1sis Paficy default
> =l Switch
> [ Interface
> [ Global

S bl Manitadinn

@ O

= @@
< S

9. Click OK.

10. Click Finish.

L The NTP policy is not in effect until it is applied using a Pod Profile.

Update BGP Route Reflector Policy for Pod-2

In an ACI fabric with multiple Spine switches, a pair of Spine switches are configured as Route Reflectors (RR) to
redistribute routes from external domains into the fabric. In a Multi-Pod ACI fabric, each Pod has a pair of RR
nodes. This section provides enabling the RR functionality on Spine switches in Pod-2.

To enable BGP Route Reflector functionality on Spine switches in Pod-2, follow these steps using the setup

information provided below:

e BGP Route-Reflector Policy Name: default

e Pod-2 Spine ID: 211,212

1. Use a browser to navigate to the APIC GUI. Log in using admin account.

2. From the top menu, select System > System Settings.

3. From the left navigation pane, navigate to BGP Route Reflector.

4. In the right window pane, in the Route Reflector Nodes section, click the [+] on the right to Create Route Re-

flector Node.

5. Inthe Create Route Reflector Node pop-up window, for Spine Node, specify the Node ID (for example, 211)

for the first Spine in Pod-2.
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Admin

Pod ID Node ID

Create Route Reflector Node

Specify route reflector node EP id
Spine Node: |211|

Description: | Spine-1 in Pod-2

6. Click Submit.
7. Repeat steps 1-6 to add second Spine in Pod-2.

8. You should now see two Spines as Route Reflectors for each Pod in the deployment.
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cisco APIC Lol @ @ @ 9
Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps
| Faults | ConfigZones | Events | Auditlog | Activ
System Set {® = © | BGP Route Reflector Policy - BGP Route Reflector eoeo
> B quota Policy  Fauls  History
B APIC Connectivity Preferences _ _—
B system avias and Banners (ollv] O] G X %
E Global AES Passphrase Encrypt ! Properties
E BD Enforced Exception List Mame: default
B Fabric security Description: |optional
B cortrol Plane MU
Bl Endpoint Controls Autonomaous System Number: | 201 :C
E Fabric Wide Setting Route Reflector Modes: A
Bl Fort Tracking Pad ID Node ID Node Name Description
B system Giobal GiFo 1 11 AA11-8364C-WEST-1 Spine-1 in Pod-1
Bl APiC Passphrase 1 1z AAT1-0364C-WEST-2 Spine-2 in Pod-1
I B 85P Route Reflector I 2 2N BE0G-9364C-WEST-1 Spine-1 in Pod-2
B coor Groue 2 212 BEO6-0364C-WEST-2  Spine-2 in Pod-2
E Load Balancer
E Precision Time Protocod
External Route Reflector Nodes: +
Pad ID Node ID Node Name Description
Mo items have been found.
Select Actions to oreate a new item.
Show Usage Reset Submit

Update Pod Profile to Apply Pod Policies

In ACI, Pod Policies (for example, BGP Route Reflector policy from previous section) are applied through a Pod
Profile. A separate Pod Policy Group is used to group policies for each Pod and then they are applied using the
Pod Profile. In this design, different NTP servers are used in each Pod. This policy is applied to Pod-2 policy group
and then applied to the Pod Profile. A single Pod Profile is used to apply Pod policies for both Pod-1 and Pod-2.
This section explains how to apply Pod Policies to Pod-2.

Setup Information

e Pod Policy Group for Pod-2: Pod2-West PPG
e Pod Selector Name for Pod-2: Pod2-West

e Pod Profile: default

e |DforPod-2:2

.

Names of Pod Palicies to be applied: Pod2-West-NTP Policy

Deployment Steps

To apply Pod policies on Spine switches in Pod-2, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.
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2. From the top menu, select Fabric > Fabric Policies.
3. From the left navigation pane, navigate to Pods > Policy Groups.
4. Right-click and select Create Pod Policy Group, click the [+] on the right to Create Route Reflector Node.

5. Inthe Create Pod Policy Group pop-up window, for the Name, specify a Pod Policy Name (for example,
Pod2-West PPG). For the Date Time Poalicy, select the previously created NTP policy for Pod-2 (for example,
Pod2-West-NTP Policy). For the different policies, select the default policy from the drop-down list, in-
cluding the BGP Route Reflector Policy that was configured in the previous section.

i i 0 @ @ e
Al AP|C admin
System  Tenants Virtual Networking L4-L7 Services  Admin Operations Apps
ventory Fabric Polici ;
LSS Create Pod Policy Group oo NN
|
. _ | Specify the Policy Group properties
PO"CIeS 0 "3' Name: [PodZ-West_PPG o
C» Quick Start Description: |optional ol
v [l Pods SNMP MACsec
Policy Policy
I > & Policy Groups Date Time Policy: |Pod2-West-NTP_Policy [V @
> [ Profiles ISIS Policy: |default [V @ default
> [ Switches COOP Group Policy: [defaul [~ @&
> Il Modules BGP Route Reflector Policy: ‘delaul( ]V| i)
> [l Interfaces Management Access Policy: |default [~ @
> [l Policies SNMP Poiicy: defaul [~ @
> Bl Tags MAGsec Policy: [default [~ @
6. Click Submit.

7. From the left navigation pane, navigate to Pods > Profiles > Pod Profile default .
8. Inthe right window pane, in the Pod Selectors section, click the [+] to add a Pod Selector.

9. Inthe newly created row, specify a Name (for example, Pod2-West). For Type, select Range. For Blocks,
specify the Pod Id for Pod-2 (for example, 2). For Policy Group, select the previously created Policy Group for
Pod? (for example, Pod2-West PPG).
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& APC

System  Tenants

Fabric Virtual Networking

L4-L7 Services

Inventory | Fabric Policies | Access Policies
Policies @ =) © | Pod Profile - default
C» Quick Stant
~ [ Pods
> Policy Groups @ ] @
~ [l Profiles Praperties
I 0 E Pod Profile default MName: default
» [ Switches Description: |optional
> [ Madules
» B3 Interfaces Pod Selectors: |
» B Policies + Name
> B Tags Pod1-West
Pad2-West

Admin

Operations

Type
range

range

Apps

Blocks

Y XXX

Palicy Faults History
S
O L %~
e
Palicy Group
Pod1-West_PFG
Pod2-West_PFG

10. Click Submit to apply the Fabric Policies to Pod-2.

Setup Fabric Access Policies for Spine Switches in Pod-2

In ACI, access policies define the port configuration. In this section, access policies are configured for all interfaces
on the spine switches in Pod-2 that connect to the IPN. The access policies enable connectivity between the
Spine switches and IPN in Pod-2. The access policies are grouped and applied to specific interfaces and switches

using interface and switch profiles respectively.

Deployment Overview

The deployment workflow for configuring Spines to connect to IPN is similar to configuring ACI Leaf switches for
connectivity to access layer devices such as Cisco UCS. The configuration in both cases is done through Fabric

Access Palicies. The workflow for creating Fabric Access Policies for connecting Spines to IPN devices in Pod-2
is shown in Figure 25.
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Figure 25 Fabric Access Policies - For Spine Switch Connect

ivity to IPN in Pod-2

Select Swilch Porls
+

Select Interface Policies
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Interface
Policy
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Palicies

Creale Interface
Policy Group

Link Level
CDP, LLDP

Interface
Selector
Profile

Selector
Profile

Switch
Palicies

1:8' Create Switch Policy Group

Note:

1. Profile = Policies + Selector

2. Policies & Selectors can be @Interface/Module/Switch level
3. Module Policies & Selectors not shown

4. Polices Listed are NOT the complete list

Setup Information

The information for configuring fabric access policies to connect Spine switches to IPN in Pod-2 is provided

below.

ﬂ VLAN Pool, L3 Routed Domain, AAEP and Interface Policy Group listed below are configured by the Con-

figuration Wizard during Multi-Pod setup.

Figure 26 Setup Information - Fabric Access Policies on Pod-

2 Spine Switches
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Deployment Steps

Follow the procedures outlined in this section to configure access policies on Spine switch interfaces to enable
connectivity to IPN in Pod-2. Pod-2 leverages the same interface profile as Pod-1 to enable connectivity to IPN
devices in Pod-2. This is possible because Pod-2 Spine switches connect to the IPN on the same ports and use
the same policies as Pod-1 switches in this design, see Eabric Access Policies configuration in Pod-1 for more
information.

Update Switch Profile for Spine connectivity to IPN

In this design, the same switch profile is used to configure all Spine switches that connect to the IPN. This is
possible because the policies, ports and all other parameters are the same for all Spine switches except that they
are all different Spine switches. However, the switch selector profile can be used to select the different switches
and apply them to the same switch profile.

To update the switch profile used by Pod-1 Spine switches to include Pod-2 switches, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.

2. From the top menu, select Fabric > Access Policies.

3. From the left navigation pane, select and expand Policies > Switches > Spine Switches > Profiles.
4. Select the previously created profile (for example, MultiPod-West SpinePR).

5. In the right window pane, for Spine Selectors, click the [+] on the right-side of the window to add Pod-2 Spine
switches to apply the interface profile to. Specify a selector Name (for example, MultiPod-West-
Spine 211-212 and under the Blocks column, select the Spine Switch IDs from the drop-down list (for ex-
ample, 211, 212). Click Update. Click Next.

88



Deployment Hardware and Software

s’ APIC aamn @)
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps
Access Policies
. . I
Policies U Create Spine Profile (21X
> CP Quick Start
o= St STEP 1 > Profile # fissociatons ol
> B Leat Switches Specify the profile Identity
~ = Spine Switches Mame: |Mu|tiPod-West_SpInePR
I > B profiles Description: | cptional
> Policy Groups
> B wodules Spine Selectors: | g +
> B Interfaces Mame Blocks Policy Group
> [ Policies | Mutpoc-west-spine_211-212 [[211-212 |~ |[setect an option v
> ﬁ Poaols m
> Physical and External Domains
nj:. Previous Ij} \ Mext \

6. Inthe Step 2 > Associations window, for the Interface Selector Profile, select the previously created Interface
Profile.
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dsco’ APIC i @

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

| Access Pollcles

Policies Create Spine Profile
» Cr Quick Start S
Py - Fronie
v B Switches STEP 2 > Associations S——
» B Leaf Switchas Select the interface/module selector profiles to associate
v |5 Spina Switches Interface Selector Profiles: o+
| 5 B Profiles Select MName +  Description
p ——
> B Policy Groups MultiPod-We...
default
> [ Modules
> 55 Interfaces
> B Policies
» B pools

> Physical and Extermnal Doma

7. Click Finish.

8. Review the switch profile to confirm that Spines in both Pods are selected in the profile.
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dsco’ APIC i @ @ © O

System Tenants Fabric Virtual Networking LA-L7 Services Admin Operations Apps

Inventory | Fabric Policies | Access Policies

Policies ® = © | Spine Profile - MultiPod-West_SpinePR 00

> C» Quick Start Policy  Faults  History

~ [ Switches
> B Leaf Switches @ : @ O X %
~ [ Spine Switches Properties
~ 3 profiles Name: MultiPod-West_SpinePR
I B muttipod-west_spinePR Description: | optional
E default )
N — Policy Groups | Spine Selectors: o
s B9 Modules ~ Name Blocks go]'lcy
roup
> B Interfaces !
MulitPod -West-Spine_211-212 211-212
> [ Policies
MultiPod-West-Spine_111-112 111-112
> B Pools
> i Physical and External Domains
Show Usage Reset Submit

Deploy APIC(s) in Pod-2

This section explains the procedures for deploying an APIC (Pod-2) to the existing APIC (Pod-1) cluster. The new
APIC is connected to Pod-2 Leaf switches deployed in the previous section.

‘& For disaster avoidance, at least one APIC should be deployed in Pod-2.

Prerequisites

The following are the prerequisites to deploy APIC(s) in Pod-2:

o All Spine and Leaf switches in Pod-2 should be part of the ACI Fabric and in Active state. APIC should be
redundantly connected to an Active Leaf switch pair.

e Pod-2 APIC should run a compatible server firmware version - see APIC release notes for the
recommended server firmware. The server firmware version can be seen from the CIMC GUI. See the Initial
Setup of Pod-2 APIC section for the versions used in this CVD.

e APIC in Pod-2 should run the same version of software as other APICs in the cluster APIC cluster. APIC can
be upgraded after joining the cluster, but to join the cluster, the software must still be a compatible version.

Deployment Overview

The high-level steps for deploying Pod-2 switches to the ACI Fabric are summarized below:
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e Verify that the Pod-2 Spine and Leaf switches are part of the ACI Fabric.

e Complete the initial setup of Pod-2 APIC.

e Verify that the new Pod-2 APIC is part of the APIC cluster.

e Add Pod-2 APIC as a destination for DHCP relay on the IPN devices.

Verify Pod-2 Switches are Part of the ACI Fabric
Table 25 Pod-2 Switches ACI Fabric Information

Node ID Name
W
= 201 BEOE-9372PX-WEST-1
w
e
2 202 BBO6-9372PX-WEST-2
o
E 211 BE06-9364C-WEST-1
212 BED6-9364C-WEST-2

Role
Leaf

Leaf
Spine

Spine

To confirm that the Pod-2 Spine and Leaf switches are part of the ACI Fabric, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.
2. From the top menu, select Fabric > Inventory.
3. From the left navigation pane, navigate to Fabric Membership.
4. In the right navigation pane, go to the Registered Nodes tab.
i )
cisco. APIC admin @ % @ 9
System Tenants Fabric Wirtual Networking L4-L7 Services Admin Operations Apps
Inventory | Fabric Poicies | Access Paolicies
Inventory @ = © | Fabric Membership Q0
> O Quick Start Registered Nodes Modes Pending Reg U hable Nodes U d Fabnic Nodes
& Topalogy
> @ Pod2
> @ Pod
E3 Pod Fabric Setup Policy 4 ® 0 Decommissioned 0 @ { Decommissioned 4 ‘@ 0 Decommissioned 0 ® 0 Decommissioned
5 ® 0 Mantenance # 0 Maintenance # 4 Maintenance ® 0 Mainterance
I 5 Faric Membarship Leafs ® 4 Active Wirnual Leafs @0 Active Spines & 4 Active Virual Spines @0 Acthe
= Disabled Interfaces and Decommissic ® 0 Inoctive: ® @ lnactive ® Q Inactive ®» 0 knactive
B4 Duplicate IP Usags
O L %
Serial Number Model Pod ID - NodelD  MName Raole P Stalus
BAL13400AAX NOK-C9372PX 1 101 AAT1-9372PX-WEST-1 leaf 10.13.64.64/32 Active
h SAL134000/EG NIR-CS372PK 1 102 AAT1-9372PK-WEST-2 leaf 10.13.184.66/32 Active
FOO22240VHM NOK-CE364C 1 1 AA11-9364C-WEST-1 spine 10.13.184.B84/32 Active
FOO22240M18 MNOK-CS364C 1 nz AALT-9364C-WEST-2 EQinge 10.13.1B4.65/32 Active
SAL1313CIKR NOK-CS372PK 2 20 BBO6-9372PX-WEST-1 leaf 10.14.24 66/32 Active
SAL1S14CH4AZ MNOK-C9372PX 2 202 BBEOG-937 2PX-WEST-2 leafl 10.14.32.64/32 Active
FoC2219140v NOK-C9364C 2 21 BBO6-9364C-WEST-1 sping 10.14.24.64/32 Active
FDO221B209G NOK-C2364C 2 22 BEQG-9364C-WEST-2 spine 10.14.24 65/32 Active
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5. Confirm that the status is Active for all Leaf and Spine switches in Pod-2. For this CVD, the new APIC will be
dual-homed to both Leaf switches in Pod-2.

Initial Setup of Pod-2 APIC

Follow the procedures outlined in this section to do an initial setup and configuration of the third APIC in the APIC
cluster that will manage the ACI fabric. In this design, two APICs are deployed in Pod-1 and a third APIC in Pod-2.

Prerequisites

KVM Console access is necessary to do an initial setup and configuration of a new APIC. KVM access is available
through CIMC Management and therefore access to CIMC Management on the APIC server is required.

Setup Information
The initial setup of APIC in Pod-2 requires the information provided in this section.

o CIMC Management IP Addresses

o CIMC login credentials for the APIC being setup

# The TEP Address Pool is the APIC TEP pool and should be the same for all APICs in a cluster regardless
of their location.

‘& BD Multicast Address (GIPO) is configured only once, during the initial setup of APIC-1. APIC-1 refers to
the first controller in the cluster. The remaining controllers and switches sync to the configuration on
APIC-1.

ﬂ The APIC username and password is configured only once, during the initial setup of APIC-1 or the first
controller in the cluster. The remaining controllers and switches sync to the configuration on APIC-1.
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Table 26  Setup Parameters for Pod-2 APIC

APIC Parameters Notes Default Values
Fabric Name ACI Fabric West ACI Fabricl
Fabric ID 2 Ramge: {1-1248} 1
Number of Active Controllers § Minimum # ofﬁ:g;élltj;;rgelnammended: 3 3
PODID 2 Range: {1-254} 1
Standby Controller ? NO NO
APIC-X? NO NO
Contmllen|D 2 APIC with ID=1 isn.‘:?lnegle::t t:::It:_l;l'cgrilller in the cluster 4
Controller Name BEOG6-APIC-M2-WEST-1 apicl
APIC TEP Pool is different from the TEP Pool used by
TEP Address Poal 10.13.0.0/16 switches; Same pool is used by all APICs in a fabric, 10.0.0.0/186
including APICs in Pod-2
Infrastructure YLAM ID 40083 Range: (1-4094) 4083
BD Multicast Address (GIPO) 226.0.0.0/15 S = “;":g::;‘;i:::iﬂiﬁ:‘fﬁt”;s'" Rodl: 225.0.0.0/15
00B Management IP 172.26.164.121/24 -
00B Management Gateway 172.26.164.254 -
Q0B Management Speed/Duplex auto -
Admin User Password Ry Passwaord is configured during first APIC setup in Pod-1; .

Remaining controllers and switches will sync to this

Deployment Steps
To setup a new APIC in Pod-2, follow these steps:

1. Use a browser to navigate to the CIMC IP address of the new APIC. Log in using admin account.
2. From the top menu, click Launch KVM. Select HTML based KVM from the drop-down list.
3. When the KVM Application launches, the initial APIC setup screen should be visible. Press any key to start the

Setup Utility. Use the Setup information provided above to step through the initial APIC configuration as shown
below.

ﬁ If the APIC was previously configured, reset it to factory defaults and wipe it clean before proceed-
ing.
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. e (C220-FCH2219V0LQ - KVM Console - Mozilla Firefox = = -
(ij [ https://172.26.164.123 /html/lovmViewer.htmi o @ ﬁ =

il Cisco Integrated Management Controller admin@17.

File View Macros Tools Power Boot Device Virtual Media Help 1

defaults and not the current system configuration values.

Enter at anytime to assume the default values. Use ctrl-d
at anytime to restart from the beginning.

Cluster configuration ...
Enter the fabric name [ACI Fabricll: ACI Fabric Hest
Enter the fabric ID (1-128) [11: 2
Enter the number of active controllers in the fabric (1-9) [3]:
Enter the POD ID (1-254) [11: 2
Is th tandby controller? [NO1:
Is this an APIC-X%7 [NO]:
Enter the controller ID (1-3) [11: 3
Enter the controller nmame [apic3]: BBOG6-APIC-H2-HWEST-1
Enter address pool for TEP addresses [10.0.0.68/161: 10.13.0.0/16
Note: The infra ULAN ID should not be used elsewhere in your environment
and should not overlap with any other reserved ULANs on other platforms.
Enter the ULAN ID for infra metwork (1-4094): 4093

JQut-of-band managemnent configuration ...
Enable IPv6 for Out of Band Mgmt Interface? [H]1:
Enter the IPv4 address [192.168.10.1/241: 172.26.164.121/%
Enter the IPv4 address of the default gateway [Nonel: 172
Enter the interface speed/duplex node [Lawntol:

4. Press Enter to accept [auto] as the default for the last question.

5. Review the configured information.
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_ e C220-FCH2219V0LQA - KVM Console - Mozilla Firefox = = -
G B https;//172.26.164.123/html/kvmViewer.html e @ T =

Cisco Integrated Management Controller admin@17:

File Wiew Macros Tools Power Boot Device Virtual Media Help 1

Fabric nmame: ACI Fabric HWest

Fabric ID:

Number of c olle 3

Controller wname: BBO6-APIC-H2-HEST-1
POD ID: 2

Controller ID: 3

TEP address pool: 168.13.0.60-16

Infra VLAN 1ID:

Qut-of-band management configuration ...
Managemnent [P address: 172.26.164.121/24
Default gateway: 172_.26.164
Interface speed/duplex mode: auto

admin user configuration ...
The admin wser configuration will be syncronized
from the first controller after this controller
joins the cluster.

The above configuration will be applied

arning: TEP address pool and Infra VLAN ID canmot be changed later,
these are permanent until the fabric is wiped.

ould you like to edit the configuration? (y/n) [nl:

6. Click y if necessary to go back and make changes, otherwise press Enter to accept the configuration.

Verify Pod-2 APIC is Part of the APIC Cluster
To confirm that the Pod-2 APIC was successfully added to the APIC cluster, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.
2. From the top menu, select System > Controllers.
3. From the left navigation pane, navigate to Controllers.

4. From the left navigation pane, select and expand one of the Pod-1 APICs. Navigate to Cluster as Seen by
Node.
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dscs” APIC anin @ @ @ ©

EEENN  Tenants Faboric Wirtual Networking L4-L7 Services Admin Operations Apps

QuickStart | Dashboard | Controllers | System Setings Smart Licensing | Faults | Config Zones | Events | Auditlog | Act
Controllers @ = o  Cluster as Seen by Node eoeo
> Cr Quick Start APIC Clusiar  APIC-X Stanaby APIC
@ Topalogy
~ B contrallers o + =% [l
e @ AALT-APIC-M2-WEST-1 {Node-1) Properties

I [53 Cluster a5 Seen by Mode Fabric Name: ACIFabric West

0 Interfaces Target Size: 3

B Siorsge Current Size: 3

Difference Between Local Time and Unifled Cluster Time [ms): -25233711
55 NTP Detaits e
ACI Fabric Securs ication Ci ications; | Permissh -
[ Equipment Fans [Femmiss
5 [ Power Supply Units Active Controllers
N - ame min State perationa ea| e allover enal
BE 5 18] M P Admin S O ional Health 5tat Fail Serial S5L
uipment Sensors State Status humber Certificate
51 wemory Slots I 1 AATI-APIC-M2-WEST-1  10.130.1  In Senvice Fully fit e FCH2219..  yes
5 Processes
2 AAVI-APIC-M2-WEST-2 10.13.0.2 In Serdce Fully Fit die FCH22194..  yes
» B Containers
3 BBOG-APIC-M2-WEST-1  10.13.0.3 In Service Fully Fit idie FCH2219\..  yes

> @ AA11-APIC-M2-WEST-2 (Node-2)
> () 8E0&-APIC-M2-WEST-1 (Nada-3)
> B APIG-X

5. Verify that the newly deployed Pod-2 APIC is In Service, Available and Fully Fit as shown above.

6. Note the TEP IP Address of the newly deployed APIC (for example, 10.13.0.3). This address will be used to
configure DHCP Relay on IPN routers to point to the new APIC. For Pod-1 APICs, DHCP relay was configured
as a part of the initial IPN configuration.

Add Pod-2 APIC as DHCP Relay Destination

In this section, DHCP Relay is configured on the IPN routers to point to the newly deployed APIC. DHCP Relay
should be configured for all APICs in the cluster.

Setup Information
e Pod-2 APIC TEP IP Address: 10.13.0.3

Use the above information to configure DHCP relay on IPN routers to point to the newly deployed APIC in Pod-2.

Configure DHCP Relay for New APIC on IPN Devices in Pod-1

POD-1: IPN Router# 1 POD-1: IPN Router#?2
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POD-1: IPN Router#1 POD-1: IPN Router#?2

switchaname AA11-93180YC-EX-WEST-IPN-1 switchaname AA11-93180YC-EX-WEST-IPN-2

interface Ethernetl/49
description To POD-1:AA11-9364C-1:E1/47
no switchport
mtu 9216
no shutdown

interface Ethernetl/49
description To POD-1:AA11-9364C-WEST-1:E1/48
no switchport
mtu 9216
no shutdown

interface Ethernetl/49.4
mtu 9216

interface Ethernetl/49.4
mtu 9216

ip
no

encapsulation dotlqg 4
vrf member MultiPod-Fabric-West

dhcp relay address 10.13.0.3
shutdown

interface Ethernetl/50

ip
no

encapsulation dotlqg 4
vrf member MultiPod-Fabric-West

ip address 10.113.11.2/30 ip address 10.113.11.6/30

ip ospf network point-to-point ip ospf network point-to-point
ip ospf mtu-ignore ip ospf mtu-ignore

ip router ospf 10 area 0.0.0.0 ip router ospf 10 area 0.0.0.0
ip pim sparse-mode ip pim sparse-mode

ip dhcp relay address 10.13.0.1 ip dhcp relay address 10.13.0.1
ip dhcp relay address 10.13.0.2 ip dhcp relay address 10.13.0.2

dhcp relay address 10.13.0.3
shutdown

interface Ethernetl/50

description To POD-1:AA11-9364C-2:E1/47 description To POD-1:AA11-9364C-WEST-2:E1/48

no switchport
mtu 9216
no shutdown

interface Ethernetl/50.4

mtu 9216
encapsulation dotlqg 4
vrf member MultiPod-Fabric-West

no switchport
mtu 9216
no shutdown

interface Ethernetl/50.4

mtu 9216
encapsulation dotlqg 4
vrf member MultiPod-Fabric-West

ip
ip
ip
ip
ip
ip
ip
ip
no

address 10.113.12.2/30

ospf network point-to-point

ospf mtu-ignore

router ospf 10 area 0.0.0.0

pim sparse-mode

dhcp relay address 10.13.0.1
dhcp relay address 10.13.0.2
dhcp relay address 10.13.0.3
shutdown

ip
ip
ip
ip
ip
ip
ip
ip
no

address 10.113.12.6/30

ospf network point-to-point

ospf mtu-ignore

router ospf 10 area 0.0.0.0

pim sparse-mode

dhcp relay address 10.13.0.1
dhcp relay address 10.13.0.2
dhcp relay address 10.13.0.3
shutdown

Configure DHCP Relay for New APIC on IPN Devices in Pod-2

POD-

2 IPN Router# 1

POD-2: IPN Router#?2
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POD-2: IPN Router#t1 POD-2: IPN Router#t?2

switchaname BB06-93180YC-EX-WEST-IPN-1 switchaname BB06-93180YC-EX-WEST-IPN-2

interface Ethernetl/49 interface Ethernetl/49
description To POD-2:BB06-9364C-1:E1/47 description To POD-2:BB06-9364C-WEST-1:E1/48
no switchport no switchport
mtu 9216 mtu 9216
no shutdown no shutdown

interface Ethernetl/49.4 interface Ethernetl/49.4
mtu 9216 mtu 9216
encapsulation dotlqg 4 encapsulation dotlqg 4
vrf member MultiPod-Fabric-West vrf member MultiPod-Fabric-West
ip address 10.114.11.2/30 ip address 10.114.11.6/30
ip ospf network point-to-point ip ospf network point-to-point
ip ospf mtu-ignore ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0 ip router ospf 10 area 0.0.0.0
ip pim sparse-mode ip pim sparse-mode
ip dhcp relay address 10.13.0.1 ip dhcp relay address 10.13.0.1
ip dhcp relay address 10.13.0.2 ip dhcp relay address 10.13.0.2
ip dhcp relay address 10.13.0.3 ip dhcp relay address 10.13.0.3
no shutdown no shutdown

interface Ethernetl/50 interface Ethernetl/50
description To POD-2:BB06-9364C-2:E1/48 description To POD-2:BB06-9364C-WEST-2:E1/48
no switchport no switchport
mtu 9216 mtu 9216
no shutdown no shutdown

interface Ethernetl/50.4 interface Ethernetl/50.4
mtu 9216 mtu 9216
encapsulation dotlg 4 encapsulation dotlg 4
vrf member MultiPod-Fabric-West vrf member MultiPod-Fabric-West
ip address 10.114.12.2/30 ip address 10.114.12.6/30
ip ospf network point-to-point ip ospf network point-to-point
ip ospf mtu-ignore ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0 ip router ospf 10 area 0.0.0.0
ip pim sparse-mode ip pim sparse-mode
ip dhcp relay address 10.13.0.1 ip dhcp relay address 10.13.0.1
ip dhcp relay address 10.13.0.2 ip dhcp relay address 10.13.0.2
ip dhcp relay address 10.13.0.3 ip dhcp relay address 10.13.0.3
no shutdown no shutdown

Verify ACI Multi-Pod Fabric Setup

This section provides a few GUI and CLI commands that can be used to verify that the protocols are working
correctly before proceeding to the next stage of the deployment.

Verify OSPF Status on Spine Switches

OSPF is running between Spine switches and IPN devices in each Pod. To verify that OSPF is setup and working
correctly between Pads, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.
2. From the top menu, select Fabric > Inventory.
3. From the left navigation pane, select and expand Inventory > Pod 1 > (Name_of_Spine_switch_in_Pod_1) >

Protocols > OSPF > OSPF for VRF-overlay-1.
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‘tses APIC - @ & @ O
Systemn Tenants Fabric irtual Netwarking L4-L7 Services Adrmin Operations Apps
Inventory | Fal i
Inventory O = © | OSPF - overlay-1 00
~ B aa11-9364G-wEST-1 Noda-117) Health  Faulls  Hislory
> E Chassis
» [ intertaces ® v @ L
« B Protocals FROPERTIES STATS
s E BEP Mame: averlay-1 Interface Count: &
£l
Route D 13121311 Activeareacnt: 2
> B coop
Distance: 110 Active Mssa Areacnt: 0
> B pva
Max ECMP: & Active Stub Areacnt: 0
’ E 1PV Bandwidth Referance Active Ext Areacnt: 2
(Mbps). 25000
> B 1sis . Extareacnt: 2
» E LLOP I Operational State: Lip Mssa Areacnt: 0
Kl
- E OSPF i Stubareacnt: 0
I ~ B 0SPE for VRE-overkay-1 Areacnt: 2
> Bl Araas Ext Lsacnt: 34
Opagas Lsacnt: 0
» B ntertaces
B Rautes Neighbors
N H TVUAMP ~ Meighbor ld State Peer Ip Interface
B Cortral Plare Statstics 13.13.13.91 Full 10.113.11.2 cthif47.47
> Bl Span Sessions 12.13.13.92 Full 10.113.11.6 eth1/48.42
> B Rules |« < Page 1 ofl > ol Objects Per Fage: | 15 |+ Displaying Dbjscts 1 - 2 0f 2
» B WRF Contexts
- Inter Protocol Route Leak Into OSPF
b P
rocesses ~ Mame Redistribution Protocol Route Map Scope Asn

4. In the right window pane, under the General tab, the top left icon indicates the Health for OSPF in VRF over-
lay-1. Confirm that the OSPF health is at 100 indicating there are no faults or errors for OSPF. Navigate to
the Neighbors section and confirm for each IPN neighbor in the same Pod, neighbor state is Up and the OSPF
State is Full.

5. Repeat steps 1-4 to verify OSPF on other Spine switches in the Pod that connect to the IPN.

6. You can also verify that OSPF is setup correctly by executing the following commands from CLI. SSH into the
Spine switches and log in using the admin account:

— show ip ospf neighbors vrf overlay-1

— show ip ospf route vrf overlay-1

— show ip route vrf overlay-1

Verify MP-BGP EVPN Status on Spine Switches

MP-BGP sessions run between Spine switches in each Pod that connect to the IPN. To verify that MP-BGP EVPN
is setup and working correctly between Pods, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.
2. From the top menu, select Fabric > Inventory.

3. From the left navigation pane, select and expand Inventory > Pod 1 > (Name_of_Spine_switch_in_Pod_1) >
Protocols > BGP > BGP for VRF-overlay-1 > Neighbors.
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4. In the right window pane, select and expand the router 1D (for example, 14.14.14.11) for the peer Spines
in Pod-2.

dsco APIC «n @ @ O O

System Tenants Fabric Wirtual Networking L4-L7 Services Admin Operations Apps

Inventory | Fak

Inventory ® = @ | Neighbors OO
@ Pod @ ¢]
> EE AADT-93180Y0-EX-WEST-1 [Nade-103) Mame State Neighbor Address Neighbor Address Accepted Up Since
> M AAO7-93150YC-EX-WEST-2 [Nods-104) KL Eamily,Cpebiity SR aihs
~ B AA11-93640-WEST-1 (Node-111) IV = IRERZALRE gelebiished 2015-11-26T01:4...
y E Chassis E Wenwd unicast address family o -ucast first-eor-rovd 12
s B Interfaces E Vv unicast address family vpnvg-ucast first-gor-rovel 4]
o B Protocols H L2Wpn EVpn address family 12vpr-avpn firgt-eor-rovd 59
+ B Bae + ~ B 14921402 established 2018-11-24T07:1...
5 E BEP for VRF-mansgement E Wenwd unicast address family wonvd-ucast first-eor-rovd 12
- E BGF for VRF-overay-1 E Wpnvi unicast address family vonvi-ucast first-eor-rove a
B Sessions E L2vipn EVpn address famiby [2vpn-avpn first-eor-roed 59
3 = BEP MaxtHops > E 10.13.64.64 established 2018-11-24T02:3...
Bl venva > B 1woaisaes estabiished 2018-11-24T02:3..
bl E 10.13.64.65 established 20TE-12-20T05:2...

I > [ Meighbors
=1

5. Verify that the State is Established and for L2Vpn EVpn address family, paths are being learned. Also confirm
that the BGP health is at 100 indicating there are no faults or errors for BGP in VRF overlay-1 by navigating
back to BGP for VRF-overlay-1 in the left navigation pane.

6. Repeat steps 1-5 to verify BGP on other Spine switches in the Pod that connect to the IPN.

7. You can also verify that MP-BGP EVPN is setup correctly by executing the following commands from CLI.
SSH into the Spine switches and log in using the admin account.

— show bgp 12vpn evpn summary vrf overlay-1

Verify COOP Status on Spine Switches

Council of Oracles Protocol (COOP) database maintained on Spines in each Pod, is a database of all endpoints
learned. This includes endpoints learned from within the Pod as well as the addresses learned through the tunnel
between spine switches in different pods. The ETEP used by MP-BGP EVPN will be used by COOP to identify a
remote pod's set of anycast addresses.

To verify that COOP database is learning addresses from the remote Pod, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using admin account.
2. From the top menu, select Fabric > Inventory.

3. From the left navigation pane, select and expand Inventory > Pod 1 > (Name_of_Spine_switch_in_Pod_1) >
Protocols > COOP > COQOP for VRF-overlay-1.

4. In the right window pane, under the General tab, the top left icon indicates the Health for COOP in VRF over-
lay-1. Confirm that the COOP health is at 100 indicating there are no faults or errors.
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5. From the left navigation pane, select and expand Inventory > Pod 1 > (Name_of_Spine_switch_in_Pod_1) >
Protocols > COOP > COOP for VRF-overlay-1 > Endpoint Database.

6. In the right window pane, verify that endpoints from Pod-2 are being learned (for example, 10.1.167.168).

‘tecs APIC - Q@ & O @

L4-L7 Services

Admin

System Tenants Wirtual Networking Operations Apps

Inventory | Fabric

Inventory ® = © | Endpoint Database 00

v B AA11-0364C-WEST-1 (Node-111) (o) L)
> E Chassis Wl Vinid Mac EndPoint IPva EndPoint IPvé
> B Interfaces 3047424 00:0C:29:F4:49:84 10.1.167.166
~ B Protocals 3047424 D0:0C:29:02BA:24 10.1.167.168
> B oer 3047424 00-0C:29:B5:20:83
~ B coop 1

1 ana7aze 0000 20:BE:20:75 101167110, 10.1.167.161
- H COOP for VRF-averlay- 1 [

3047424 00:0C:29:08:07:8F
> B Cracls Adjacencies
B Contest Datab 3047424 00:0C:28:08:07:85 10.1.167.164
ontext Database
B \BC Database 3047424 00:50;56:A0:79:5F 10.1.167.21
I 5l Endpoint Database 3047424 0050 56:ADBC T 10.1.167.22

B Multicast Route Datzbase 1E7TTIAN (AR R A AT 1014 104 GR

|< <« Page |3 of5 > >l Objects Per Page: | 15 vl Displaying Objects 31 - 45 0f 72

B wuticast Group Membership ..

7. Double-click one endpoint to get additional details. Note that the Publisher ID is the ETEP address (for exam-
ple, 10.114.114.1) of a Spine in Pod-2.

8. Repeat steps 1-7 to verify COOP on other Spine switches in the Pod that connect to the IPN.

9. You can also verify that COOP is functioning correctly by executing the following commands from CLI. SSH in-
to the Spine switches and log in using the admin account.

— show coop internal info ip-db

Deploy Shared Layer 3 Connectivity to Outside - Pod-2

Complete the steps outlined in this section to establish Layer 3 connectivity or a Shared L30ut from Pod-2 to
networks outside the ACI fabric.

Deployment Overview

The Shared L30ut connection is established in the system-defined common Tenant as a common resource that
can be shared by multiple tenants in the ACI fabric. In this design, the Shared L3out design in Pod-2 is same as

that of Pod-1. For additional details, see the Shared L 30ut deployment section for Pod-1. Some specifics of the
Pod-2 deployment are summarized below:

e Pair of Border Leaf switches in Pod-2 connect to a pair of Nexus 7000 routers outside the ACI fabric using
4 x T0GDbE links. Nexus 7000 routers serve as a gateway to the networks outside the fabric.

e Routing protocol use to exchange routes between the ACI fabric and networks outside ACI is OSPF

e VLAN tagging is used for connectivity across the 4 links - a total of 4 VLANSs for the 4 x T0GbE links. VLANs
are configured on separate sub-interfaces.

102



Deployment Hardware and Software

e Fabric Access Policies are configured on ACI Leaf switches to connect to the External Routed domain using
VLAN pool (vlans: 315-318).

e Pod-2 uses the same Tenant (common), VRF (common-SharedL30ut VRF) and Bridge Domain
(common-SharedL30ut BD) as Pod-1 for Shared L30ut.

e The shared L30ut created in common Tenant “provides” an external connectivity contract that can be
“consumed” from any tenant.

e The Nexus 7000s connected to Pod-2 are configured to originate and send a default route via OSPF to the
border leaf switches in Pod-2.

e ACI leaf switches in Pod-2 advertise tenant subnets back to Nexus 7000 switches.

e InACI 4.0, ACI leaf switches can also advertise host-routes if it is enabled.

Create VLAN Pool for External Routed Domain

In this section, a VLAN pool is created to enable connectivity to the external networks, outside the ACI fabric. The
VLANSs in the pool are for the four links that connect ACI Border Leaf switches to the Nexus Gateway routers in
the non-ACI portion of the customer’s network.

Table 27 VLAN Pool for Shared L30ut in Pod-2
VLAN Pool Leaf Node

Eg Name D Connects To

28

3 201 315 1% L3 Gateway Outside ACI
_—

es SharedL30ut- 316 2" 3 Gateway Outside ACI
Rl lest-Pod2 VLAN

57 [ 202 317 1513 Gateway Outside ACI
e

= 318 2" L3 Gateway Outside ACI

To configure a VLAN pool to connect to external gateway routers outside the ACI fabric, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using the admin account.
2. From the top navigation menu, select Fabric > Access Policies.

3. From the left navigation pane, expand and select Pools > VLAN.

4. Right-click and select Create VLAN Pool.

5. Inthe Create VLAN Pool pop-up window, specify a Name (for example, SharedL30ut-West-Pod2 VLANSs)
and for Allocation Mode, select Static Allocation.

6. For Encap Blocks, use the [+] button on the right to add VLANSs to the VLAN Pool. In the Create Ranges pop-

up window, configure the VLANSs that need to be configured from the Border Leaf switches to the external
gateways outside the ACI fabric. Leave the remaining parameters as-is.
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dsco’ APIC ain @ O O O

System Tenants Fabric Virtual Metworking L4-L7 Services Admin Operations Apps

Access Policies

Policies ® = ©  Pools - VLAN e 0

> P Quick Start VLAN Operatianal

> B Switches
> B Modules O X %
> Bl Interfaces = Name Allocation Encap Blocks Description
Mode
> 5 Policies
multipodL30ut_VlanPool Dynamic Alloc...  [4]
~ [l Pools
I « B vLAN SharedL30ut-West-Pod1_... Static Allocation [311-314]
B sharecizou-west Create VLAN Pool (2 Ix]
B muttipodL30ut_viar Specify the Pool identity
> Bl vxLan MName: |SharedLSOut—West—Podz_\.-'LANs

> S vsan Description: |opticnal

> Bl vsSaN Attributes

> [ Mutticast Address Allocation Mode: | Dynamic Allocation

» B Physical and External Dom

Encap Blocks: +
VLAN Range Allocation Mode Role
Create Ranges (2 TX]
Specify the Encap Block Range
Type: WLAM
Range: \WLAN |~ - vLan || [31g]
Integer Value Integer Value
Allocation Mode: Inherit allocMode from parent Static Allocation

Role: X | or On the wire en ations Internal

-

7. Click OK. Use the same VLAN ranges on the external gateway routers to connect to the ACI Fabric.

8. Click Submit to complete.

Configure Domain Type for External Routed Domain
Table 28 Domain Type for Shared L30ut in Pod-2

L Domain Domain VLAN Pool

=iy Connects To
[ Name Type Name

2a

[T

Tzug External

Cao SharedL30Out- Routed SharedL30ut- L3 Gateway Routers
E% West-Pod2 Domain , West-Pod2 VLANs Outside ACI
= - Domalin -

20
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To specify the domain type to connect to external gateway routers outside the ACI fabric, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using the admin account.
2. From the top navigation menu, select Fabric > Access Policies.
3. From the left navigation pane, expand and select Physical and External Domains > External Routed Domains.
4. Right-click External Routed Domains and select Create Layer 3 Domain.
5. In the Create Layer 3 Domain pop-up window, specify a Name for the domain. For the VLAN Pool, select the
previously created VLAN Pool from the drop-down list.
‘dseo. APIC ain @ Q@ @ ©
System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

Inventory | Fabric Policies

Policies (]
> C» Quick Start
> B switches
> B Modules
> B Interfaces
> & Policies
> B Poals
~ Physical and External Domains
» [ Physical Domains

» [ External Bridged Domains

I > [5] External Routed Domains

> [ Fibre Channel Domains

| Access Policies

=l © | External Routed Domains
o
- External Routed Domain Name VLAN Pool
multipodL30ut_RoutedDomain [multipodL30ut_VianPool]-dynamic
SharedL30ut-West-Pod1_Domain [SharedL30ut-West-Pod1_VLANS]-static
Create Layer 3 Domain (2]

Specify the Layer 3 Domain
Mame: SharedL30ut-West-PodZ_Domain

Associated Attachable [ O -
Entity Profile: L — S—

WLAN Pool: | SharedL30ut-West-Pod2_VLANS(s ~ @
Security Domains: Iw) +

Select MName Description

6.

Click Submit to complete.
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Create Attachable Access Entity Profile for External Routed Domain
Table 29 Attachable Access Entity Profile (AAEP) for Shared L30ut in Pod-2

Lo Domain VLAN Pool Connects To

278 Name Name

-4

é |

=

e

E% SharedL3Out-West- SharedL30ut-West- SharedL30ut- L3 Gateway Routers
EE Pod2 AREP Pod2_Domain West-Pod2_VLANs Outside ACI
03

To create an Attachable Access Entity Profile (AAEP) to connect to external gateway routers outside the ACI
fabric, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using the admin account.

2. From the top navigation menu, select Fabric > Access Policies.

3. From the left navigation pane, expand and select Policies > Global > Attachable Access Entity Profiles.
4. Right-click and select Create Attachable Access Entity Profile.

5. Inthe Create Attachable Access Entity Profile pop-up window, specify a Name (for example, SharedL30ut-
West-Pod2 AAEP).

6. For the Domains, click the [+] on the right-side of the window and select the previously created domain from
the drop-down list below Domain Profile.

7. Click Update.

You should now see the selected domain and the associated VLAN Pool as shown below:
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dsco’ APIC «mn @ O O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

Access Policies

Policies @ = © | Attachable Access Entity Profiles e 0
> O Quick Start O £ %~
> Bl switches « Name Infrastructure VLAN Enabled Policy Groups Description
> [ Modules default true
> I Interfaces multipodL30ut_EntityProfile false multipodL30ut_policyGroup
~ [ Palicies i
s e1saen | Create Attachable Access Entity Profile (71}

> B Interface . .
1. Profile 2. Association To Interfaces
STEP 1 > Prof
~ & Global

I N Specify the name, domains and infrastructure encaps
Name: | SharedL30ut-West-Pod2_AAEP
> [l Qos cias -
D iption: | ootional
> [ DHCP Rel escription: | 55
B mcP nst:
. Enable Infrastructure VLAN: []
E Error Disa
Domains (VIMM, Physical or 5 IS
> & Monitoring External) To Be Associated
- Domain Profile Encapsulation
> B8 Troubleshoat To Interfaces:
I L3 External Domain - SharedL30ut-West-Pod2_Domain from:vlan-315 to:vlan-318
> B Poals
> Bl Physical and Ext
EPG DEPLOYMENT {#l Selected EPGs will be deployed on all the interfaces associated.)
+

Application EPGs Encap Primary Encap Mode

8. Click Next. This profile is not associated with any interfaces at this time. They can be associated once the in-
terfaces are configured in an upcoming section.

9. Click Finish to complete.

Configure Interfaces to External Routed Domain

Border Leaf switches (Node ID: 201, 202) in Pod-2 connect to External Gateways (Nexus 7000 series switches)
using 10Gbps links, on ports 1/47 and 1/48.
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Figure 27 Fabric Access Policies for Shared L30ut in Pod-2

Fabric Access Policies Shared L30ut : Pod-2 Fabric Access Policies

Access Entity Profile
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For Interfaces connecting To External Gateways Interface Policy Group SharedL30ut-Hest—Pod? PG
~ 7 Interface Selector Profile SharedL30ut-West-Pod2 IPR
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Profile ) Group Policies Switch Profile

Switch Selector SharedL30ut-West-Pod2-Leaf 201-202
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Create Interface Policy Group for Interfaces to External Routed Domain
To create an interface policy group to connect to external gateways outside the ACI fabric, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using the admin account.
2. From the top navigation menu, select Fabric > Access Policies.

3. From the left navigation pane, expand and select Interfaces > Leaf Interfaces > Policy Groups > Leaf Access
Port.

4. Right-click and select Create Leaf Access Port Policy Group.

5. Inthe Create Leaf Access Port Policy Group pop-up window, specify a Name and select the applicable inter-
face policies from the drop-down list for each field.
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dsco’ APIC i @ O O O

System Tenants Fabric Virtual Metworking L4-L7 Services Admin Operations Apps

Access Policies

Policies @® = o Policy Groups - Leaf Access Port ®
> C» Quick Start O %~
» Bl Switches « Name Link Level CDP LLDP STP Interface Monitoring
Policy Policy Policy Policy Policy
> Bl Modules

SharedL30ut-\West-Pod1_PG 10Gbps-Link CDP-Enabled LLDP-Enabled BPDU-FG-Ena...
~ [ Interfaces

> [ Spine Interfaces

Create Leaf Access Port Policy Group (2 1]
Specify the Policy Group identity

~ [l Leaf Interfaces

> [ Profiles

Mame: | SharedL30ut-West-FPod2_PG
~ [l Policy Groups

Description: | 0otonzl
I > B Leaf Access Part

> B PC Interface

Link Level Policy: | 10Gbps-Link B
> [ VPC Interface &
CDP Paolicy: | COP-Enabled e
> &8 PC/VPC Override &
MCP Policy: |selecta v -
> B Leaf Breakout Port Grc
CoPP Policy: |select a value ~
> B FC Interface
LLDP Paolicy: | LLDP-Enabled e
> [l FC PC Interface @
STP Interface Policy: | BFDU-FG-Enabled B
> B Overrides &
Storm Control Interface Paolicy: | select a value e
> [l Policies
L2 Interface Policy: |WLAN-Scope-Global |~
> Bl Poals @
Port Security Policy: | select a value e
> Physical and External Domains
Egress Data Plane Policing Policy: |se/ect a value e
Ingress Data Plane Policing Policy: | select a value e
Monitoring Paolicy: | select a value e
Priority Flow Control Policy: | s2/ect a vaue b
Fibre Channel Interface Policy: | select a value e
PoE Interface Policy: |select a value e
Slow Drain Policy: |select a valle e
MACsec Policy: |select a value e
B802.1x Port Authentication Policy: |se/ect a valle e
MATIM Palicw: [ select a valle R

Submit

6. For the Attached Entity Profile, select the previously created AAEP to external routed domain.
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alraln
cisco

APIC

System Tenants Fabric Virtual Metworking L4-L7 Services Admin

Access Policies

Policies ® = © | Policy Groups - Leaf Access Port
> CP Quick Start
> [ Switches ~ Name Link Level cDP
> Bl Modules Polley Polley
SharedL30ut-West-Pod1_PG 10Gbps-Link CDP-Enabled

~ [ Interfaces

B spi -
7 Spinelerizees Create Leaf Access Port Policy Group

Specify the Policy Group identity

~ [l Leaf Interfaces

> B Profiles
Ingress Data Plane Policing Policy: |select a value e
~ [l Policy Groups
Manitoring Policy:  seect avaus b
I > B Leaf Access Part

select a va

Priority Flow Contral Policy:
> B PC Interface

Fibre Channel Interface Policy: |select a value e
> [ VPC Interface
PoE Interface Policy: | select a value e
> [ PC/VPC Override
Slow Drain Policy: | select a value e

> S Leaf Breakout Port Gre

MACsec Policy: |select a value e
> B FC Interface
B802.1x Port Authentication Palicy: | se/ect a value e
> [l FC PC Interface
DWDM Policy: |select a value e
> B Overrides
Attached Entity Profile: | SharedL30ut-West-Poi |~ @
> [l Policies
Connectivity Filters:
> B Pools

Switch IDs
> Physical and External Domains

NetFlow Monitor Policies:

MetFlow [P Filter Type

Operations

o @O O O

Apps

LLDP STP Interface Manitoring
Policy Policy Policy
LLDP-Enabled BPDU-FG-Ena...

+

Interfaces

MetFlow Monitor Policy

Submit

7. Click Submit to complete.

You should now see the policy groups for both Pods as shown below:

110




Deployment Hardware and Software

dsco” APIC «n @ VO O O

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

Inventory | Fabric Policies | Access Policies

Policies ® = o Policy Groups - Leaf Access Port (2]
> C» Quick Start O b %%
» 5 Switches « Name Link Level CDP LLDP STP Interface Monitoring
— Palicy Palicy Policy Policy Policy
» e Modules
_— SharedL30ut-West-Pod1_PG 10Gbps-Link CDP-Enabled LLDP-Enabled BPDU-FG-Ena...
~ [l Interfaces
» [ Spine Interfaces SharedL30ut-West-Pod2_PG 10Gbps-Link CDP-Enabled LLDP-Enabled BPDU-FG-Ena...

v [ Leaf Interfaces
> B Profiles

~ [ Policy Groups

I > Leaf Access Port

Create Interface Profile for Interfaces to External Routed Domain

To create an interface profile to connect to external gateways outside the ACI fabric, follow these steps:

1.

2.

Use a browser to navigate to the APIC GUI. Log in using the admin account.

From the top navigation menu, select Fabric > Access Policies.

From the left navigation menu, expand and select Interfaces > Leaf Interfaces > Profiles.

Right-click and select Create Leaf Interface Profile.

In the Create Leaf Interface Profile pop-up window, specify a Name . For Interface Selectors, click the [+] to
select access ports to apply interface policies to. In this case, the interfaces are access ports that connect
Border Leaf switches to gateways outside ACI.

In the Create Access Port Selector pop-up window, specify a selector Name. For the Interface IDs, specify

the access ports connecting to the two external gateways. For the Interface Policy Group, select the previous-
ly created Policy Group from the drop-down list.
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il APIC admin e o @ @

cisco

System Tenants Fabric Virtual Metworking L4-L7 Services Admin Operations Apps

| Access Policies

Policies ® = © Leaf Interfaces - Profiles (2]
> Cr Quick Start O %~
> Bl switches « Name Interface Selectors Description
> [ Modules S type: Interfaces
~ [l Interfaces SharedL30ut-West-Pod1_IPR 1/47-48

> B Spine Interfaces
« [ Leaf Interfaces Create Leaf Interface Profile (2 Ix]
I > [ Profiles Specify the profile Identity
> & Policy Groups Name: |SharedLSOut—Wesr—Podz_IPR
> [l Overrides Description: | ootional
> [ Policies
> [ Poals Interface Selectors: +
> Physical and External Don MName Type
Create Access Port Selector (2 ]X]

Specify the selector identity
Mame: | SharedL30ut-West-Pod2_p1_47-

Description: |0otonzl

Interface IDs: | 1/47-48
walid values: All or Ranges. For Example:
113, 116 or 2/22-2)24, 2(16-3/16, or
1/21-23/1-4, 1/2411-2
Connected To Fex: []

Interface Policy Group:  SharedL30ut-West-Fod2_PG B @

7. Click OK to complete and close the Create Access Port Selector pop-up window.
8. Click Submit to complete and close the Create Leaf Interface Profile pop-up window.

You should now see the Interface profiles for both Pods as shown below:
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dsco’ APIC < Q@ O O O

System Tenants Fabric Virtual Metworking L4-L7 Services Admin Operations Apps

Inventory | Fabric Policies | Access Policies

Policies ® = o Leaf Interfaces - Profiles (2]
> O Quick Start o %~
» [ Switches « Mame Interface Selectors Description
> Modules

= type: Interfaces

~ B Interfaces SharedL30ut-West-Pod1_IPR 1/47-48

» [ Spine Interfaces
SharedL30ut-West-Pod2 _IPR 1/47-48
~ [ Leaf Interfaces
I > Profiles
» 5 Palicy Groups
> B0 Overrides
> [ Palicies
> B Paols

» [ Physical and External Domains

Create Leaf Switch Profile to External Routed Domain

To create a leaf switch profile to configure connectivity to external gateway routers outside the ACI fabric, follow
these steps:

1. Use a browser to navigate to the APIC GUI. Log in using the admin account.

2. From the top navigation menu, select Fabric > Access Policies.

3. From the left navigation menu, expand and select Switches > Leaf Switches > Profiles.

4. Right-click and select Create Leaf Profile.

5. Inthe Create Leaf Profile pop-up window, specify a profile Name. For Leaf Selectors, click the [+] to select
the Leaf switches to apply the policies to. In this case, the Leaf switches are the Border Leaf switches that

connect to the gateways outside ACI.

6. Specify a Leaf Selector Name. For the Interface IDs, specify the access ports connecting to the two external
gateways. For Blocks, select the Node IDs of the Border Leaf switches from the drop-down list. Click Update.
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v
cisco

APIC

System Tenants Fabric

Policies
> C» Quick Start
~ [ Switches
~ [l Leaf Switches
I > B Profiles
» B Policy Groups
> [ Overrides
> [ Spine Switches
> Bl Modules
> B Interfaces
> [l Policies
> [l Poals

> Physical and External Domaing

Virtual Metworking L4-L7 Services Admin

Access Policies

o | Leaf Switches - Profiles

~ Name Leaf Selectors
(Switch Policy
Group)

SharedL30ut-West-Pod1-Leaf_PR 101-102

Create Leaf Profile

STEP 1 > Profile

Specify the profile Identity

Mame: | SharedL30ut-West-Pod2-Leaf_PR

Description: | 0otonzl

Leaf Selectors:

Mame

I SharedL30ut-West-Pod2-Leaf_201-202

Operations

o @O O O

Apps

Interface Selectors Module Selectors Descriptior

SharedL30ut-West-Pod1_IPR

1. Profile 2. Associations

T+
Blocks Policy Group
201,202
Previous Cancel

7. Click Next.

8. In the Associations window, select the previously created Interface Selector Profiles from the list.
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dsco’ APIC i @ O O O

System Tenants Fabric Virtual Metworking L4-L7 Services Admin Operations Apps

| Access Policies

Policies @ = © Leaf Switches - Profiles (2]
> C» Quick Start O %~
~ [l Switches « Name Leaf Selectors Interface Selectors Module Selectors Descriptior

(Switch Poli
~ [ Leaf Switches Group) <
I > [ profles SharedL30ut-West-Pod1-Leaf PR 101-102 Sharedl30ut-West-Pod1_IPR
» Bl Policy Groups
» Bl Overrides Create Leaf Profile
> [ Spine Switches
o 1. Profil
> Bl Modul STEP 2 > Associations e
odules
> Bl Interfaces Select the interface/module selector profiles to associate
s [ Policies Interface Selector Profiles: A+
s B8 Poals Select MName Description
. ; SharedL30ut-West-Pod1_IPR
> Physical and External Domaing - -
SharedL30ut-West-PodZ_IFR
Module Selector Profiles: A+
Select MName Description

Previous Cancel Finish

9. Click Finish to complete.

You should now see the profiles for both Pods as shown below:
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teeh APIC xmin @ € © ©

System Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

Inventory | Fabric Policies | Access Policies

Policies G = o Leaf Switches - Profiles (2]
> C» Quick Start (IR
~ [5 Switches « Mame Leaf Selectors Interface Selectors Maodule Selectors Description

v [5 Leaf Switches I [GS:H;; Falicy

I > [ profies SharedL30ut-West-Pod1-Leaf PR 101-102 SharedL30ut-West-Pod1_IPR

> [ Palicy Groups SharedL30ut-West-Pod2-Leaf PR 201-202 SharedL30ut-West-Pod2_IPR

> B Overrides

» 51 Spine Switches

Configure Tenant Networking for Shared L30ut

Pod-2 uses the same Tenant , VRF and Bridge Domain as Pod-1 for Shared L.30ut. No additional configuration is
therefore necessary to enable Tenant Networking in Pod-2. Table 30 lists the Tenant networking for Shared
L30ut that was configured during Pod-1 setup.

Table 30 Tenant Networking for Shared L30ut

5 Tenant Name VRF Bridge Domain

7

B common-= common-=

5 commen SharedL30ut VRF  SharedL30Out BD
v

Configure External Routed Networks under Tenant Common
Table 31 Routed Outside - Pod-1

. Routed Node Router IDs Node Interface .
Routed Outside Name Profile (/32 Mask) MNode 1Ds Profile OSPF Policy
SharedL30ut— Sharecij}'_.SSPOEl‘_ltP—;\Tleisct; Pod2-

o~ West—Pod2 RO ngzigggg?_:_ 14.14.14.1 201 SharedL30ut-West- -
. B o el et st era
FJ OsPF Area 10 Node PR 14.14.14.2 202 lesEREEs o0 ) Point-to-point
- (NSSA) v MTU ignore)
o
&) Routed Sub-interface VLAN Subnet External Network
o
a
8 Ethl/47 315 10.114.1.0/30 Default-Route (0.0.0.0/0)
wy

Ethl/48 316 10.114.1.4/30 v External Subnets for the External EPG

Ethl/47 317 10.114.2.0/30 ¥ Shared Route Control Subnet

Ethl/48 318 10.114.2.4/30 ¥ Shared Security Import Subnet

To specify the domain type to connect to external gateway routers outside the ACI fabric, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using the admin account.
2. From the top navigation menu, select Tenants > common.

3. In the left navigation pane, select and expand Tenant common > Networking > External Routed Networks.
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4. Right-click and select Create Routed Outside.

5. Inthe Create Routed Outside pop-up window, specify a Name (for example, SharedL30ut-West-
Pod2_ RO). Select the check box next to OSPF. For the OSPF Area ID, enter 0.0.0.10 (should match the
external gateway configuration). For the VRF, select the previously created VRF from the drop-down list. For
the External Routed Domain, select the previously created domain from the drop-down list. For Nodes and In-
terfaces Protocol Profiles, click [+] to add a Node Profile.
.| WK

sco APIC wnn @ O O ©

System  RELELIE Fabric

ALL TEMANTS

| AddTenant | Tenant Search: [ERECEIEsEEE

Virtual Networking L4-L7 Services

Admin

| common | infra | mgmt

Operaticns.

Apps

[~ &

Extemal Routed Domain: | SharedL30ut-West-Pod2_Dom|~ | (3

VRF: [comman-SharedL30u1_VRF

Route Profile far Interleak: |s.=.- ect a value .\/|
Route Control For Dampening:

Address Family Typa

MNedes and Interfaces Protocol Profiles

Hame Description

Tenant common @ =1 © External Routed Networks e0e0
C» Quick Start G 4 %
e ﬂ Tenant common -« Name Alias Description
» [ Application Profiles defaull
~ [ Networking SharedL30ut-West-Pod1_RO
> .
= Create Routed Outside (21}
> STEP 1 » Identity 2. Bxtemal EPG Networks
I >
- Define the Routed Outside
>
Name: | SharedL30ut-West-Pod2_RD | Provider Label: | |
> 1Py § QMBS RAMES Separated by COMMa
Alias: | | r
> I co . - Consumer Label: | |
> B Pl Description: | 000002 5 arter names separated by comma -
BGP oseF
> [l se
Tags: | | OSPF Area ID: 0.0.0.10 |
anier tags saparated Dy comma OSPF Al'aa @
PiM: [ Conel: L send redistributed LSAS into NSSA 2rea
Route Control Enforcement: ] Import Originate summary LSA
[0 Suppress forwarding address In transiated LSA
Target DSCP: |Unspecined |
OSPF Area Type:

Reqular area Stub area
~
h

oSPFAreaCost 1 [T

+
Route Dampening Palicy
+
DSCP Modes

6.

7.

In the Create Node Profile pop-up window, specify a profile Name (for example, SharedL30ut-West-
Pod2-Node PR). For Nodes, click [+] to add a Node.

In the Select Node pop-up window, for the Node ID, select first Border Leaf switch from the drop-down list.
For the Router ID, specify the router ID for the first Border Leaf Switch (for example, 14.14.14.1) . Click OK
to complete selecting the Node. Repeat to add the second Border Leaf to the list of Nodes. For OSPF Inter-
face Profiles, click [+] to add a profile.
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dsco APIC - @ © O O

System Fabric Virtual Networking L4-L7 Services Admin QOperations Apps

| Tenant Search: QEREEs | common | infra | mgmt

Tenant common @ = @ | External Routed Networks e0o
C» Quick Start G b %
e ﬁ Tenant common =« Name Alias Description
» [ Application Profiles default
~ [ Networking SharedL30ut-West-Pod1_RO
i: Create Routed Outside 0

| . . Ext
I STEP 1 > Identity m 2, External EPG Networks

3|
= Define the Routed Outside
>
Name: |SharedL30ut-West-Pod2_RO | Provider Lzbel: | | I
> P enter Names: separated by comma
Alias: | |
b — e o — Consumer Label:| |
S B P Description: | oRtiona enter names separatad by comma
O ece O eicF [ osFF
=
Tags: | [~ OSPF Area ID: 0.0.0.10 |
anler tags separated by comma OSPE Area @
Fi: Control: (7 seng registriouted LSAs into NSSA area
Route Control Enforcement: [] Import e t B originate summary LSA
[ Suppress forwarding address in translated LSA
Target DSCP: | Unspecified [~ —_
OSPF Area - Regul Stb
VRF: [common-SharedL30ut VRE  ~ @ Wi R o el
External Reuted Domain: |sharedl Create Node Profile o@
Route Prafile for Interleak: [52500 2V Spacify the Node Profile
Route Control For Dampening: Name: | SharedL20ut-West-Pod2- Node_PR | i
Adc Description: | cotonal
Target DSCP: |L.Inspecuﬂsd |v|
Modas: ¥+
Nodes and Interfaces Protocal Pro Mode 1D Router ID Static Routes Loopback Address
topology/ped-2f..  14.14.14.1 14.14.14.1 ar
Name | topology/pod-2/..  14.14.14.2 14.14.14.2
OSPFF Interface Profiles: + v
Mame Description Interfaces OSPF Policy .
Xt

8. Inthe Create Interface Profile pop-up window, for Step 1 > Identity, specify a Name (for example,
SharedL30ut-West-Pod2-Node IPR). Click Next. In Step 2 > Protocol Profiles, for the OSPF Policy, use
the drop-down list to select Create OSPF Interface Policy.
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Create Interface Profile

STEP 2 = Protocol Prafiles

" | Specify the Protocel Profiles
05PF Profile

Type: [
Kay:
Coeafirm Key:

DSPF Pallcy: [elect 3 valle T

defal
comman

BFD Interface Profile
Aushenticatian Type:
BFD Interface Palicy: §

HSRF Interface Profile
Enabia HSRP: []

HSRP Interface Falizy: [seeal 3 wlun [~

v oo [ N

ama Group 10 [ [ Gravp Mams  Group Type: |P (tsin
Mede

9. Inthe Create OSPF Interface Policy pop-up window, specify a Name (for example, SharedL30ut-West-

Pod2-0SPF_Policy). For Network Type, select Point-to-Point. For Interface Controls, select the checkbox
for MTU ignore.
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‘o’ APIC i @ © O O

Systemn Tenants Fabric Virtual Networking L4-L7 Services Admin Operations Apps

ALLTENANTS | Add Tenant | Tenant Search: [ERS I' common | infra | mgmt

Tenant common @@ = © @ External Routed Networks e00
Cr Quick S1an O+ %~
™ ﬁ Tenant common = MName Allas Description
> [ Application Profiles default

~ [ Neworking SharedL30ut-West-Pod1_RO

;: Create R( Create Interface Profile (21x] 200

1. ldentity 3. Interfaces

> = STEP 1 > Ide| STEP 2 > Protacol Profiles 2, External EPG Networks

I > ; R
Define the Rq SPecify the Pr .
> = oser pone | Create OSPF Interface Policy

> P Authentica Define OSPF Interface Policy

I Authentic Name: | SharedL30u1-West-Poa2-0SPE_Poloy |

> R Co Deseription: |00ion=
> [l s os

BFD Interface B Metwork Type: | Broadcast [EWINSGEAGAN  Lnspecified

Authentica Priority: |1 o
Route Contro : —

BFD Interfa Cost of Interface: |unspecifiad

HSRP Interface Interface Controls: @ @
Enal [ advertise subinst

Oero .
External R .
HSR A MTU ignare 0 9
Route Profi S— [ Passive participation

Route Con; o Hello Interval {sec): | 10

Dead Interval (sec): |40

Ip Type 1P Obtain

Retransmit Interval (sec): |5 Mode

EIEIEE

Transmit Delay (sec): |1

a
I

Nodes and In'I

Name Submit

;

mame Uescrpnon Inemaces USPF Palicy -
Kt

K -20f2
| - ©

10. Click Submit to complete creating the OSPF policy.

11. In the Create Interface Profile pop-up window, for the OSPF Policy, the newly created policy should now show
up as the policy.
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‘dsce’ APIC anin @ VO O ©
System  PRELENGE] Fabric Virtual Networking L4-L7 Services Admin Operations Apps
ALL TEMANTS | AddTenant | Tenant Search: [REiEEs sCr | common | infra | mgmt
Tenant common @ = ©  External Routed Networks 000
Cr quick Start & & %
= ﬁ Tenant comman ~ Name Alias Description
» [ Application Profiles default
~ [ Networking SharedL30ut-West-Pod1_RO
>
_ Create Rq Create Interface Profile (2 1] (Y}
> STEP 1 » Ide STEP 2 > Protocol Profiles 1. Identity 2. Protocol Profiles 3. Interfaces 2. External EPG Networks
I > Define the Re >Pecify the Protocol Profiles
> = OSPF Profile .
I Authentication Type: No authentication |~
> [l Cf Authentication Key: |
> el Py Confirm Key: | |
A OSPF Policy:  SharedL30ut-Wesl-Pod2-05PF_Pi| | (3
BFD Interface Profile
i Type: No icat Iv
T BFD Interface Palicy: | Solocta vale iv
HSRP Interface Profile
Enable HSRF: []
e o o0
Route Profil
3l terfas ] v !
Route Cont R +
Marme Group 1D 1=} MAC Group Name Group Type 1P Obtzin
Kode
¥ +
Nodes and Iny
+
Name
a |
12. Click Next.

13. For STEP 3 > Interfaces, select the tab for Routed Sub-Interface. Click [+] on the right side of the window to
add a routed sub-interface.

14. In the Select Routed Sub-Interface pop-up window, for Node, select the first Border Leaf. For Path, select the
interface (for example, 1/47) on the first Border Leaf that connects to the first external gateway. For Encap,
specify the VLAN (for example, 315). For IPv4 Primary / IPv6 Preferred Address, specify the address (for ex-
ample, 10.114.1.1/30).
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dsco APIC = Q@ VO O O

System Tenants Fabric Wirtual Networking L4-L7 Services Admin Operations Apps

ALL TEMANTS | Add Tenant | Tenant Search: [yl g common | infra | magmt

Tenant common @@ = © | External Routed Networks e0e
Cr quick Start G o+ %
b ﬁ Tenant comman ~ MName Alias Descriptian
> [ Application Profiles default

~ [l Networking SharedL30ut-West-Pod1_RO

Create Rl Create Interface Profile o0 00

> .

>
I 2 Define the Rd Specify the Interfaces
> R
Routed Interfaces M Routed Sub-Interface
> P
> o Routed Sub-Interfaces +
> I Py Path P Address MAC Address MTU (bytes)
i — ]
Select Routed Sub-Interface (2]
Route Control Specify the Interface
Path Type: S0 Direct Part Channal
Node: | BB06-9372PX-WEST-1 {Node |
ex: topalogy/pod-1/node-1 o
EXICHS Path: | gin1/47 - (21X]
Route Profi ex: topolagy/pod-1/paths- 101/ pathep-[eth /23]
ROBETCon Description: | o700l e
el — |
Inegee Value
IPva Primary / IPvG Preferred Addrass: [ 10.114.1.1/30
address/mask
IPv4 Secondary / IPvé Additional +
Addresses: ¥+
Modes and I Address 1Py DAD
+
Name
MAC Address: | 00:22:20-F8:19:FF ' + U
MTU (bytes): |innerit LSEEEORY D

Link-local Addrass:

15. Click OK to complete configuring the first routed sub-interface.

16. In STEP 3 > Interfaces, under Routed Sub-Interface tab, click [+] again to create the next sub-interface that
connects the first Border Leaf to the second Gateway.
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mm
€lsco

APIC

System Tenants Fabric Virtual Metworking L4-L7 Services Admin Operations

ALL TENANTS | Add Tenant name or descr | common | infra |

I Tenant Search:

mgrmt

Apps

o @D O O

MTU {bytes): |inherit
Link-local Address: |

Tenant common @ =1 ©  External Routed Networks e 0@
C» Quick Start O E e
b ﬁ Tenant common + Name Alias Description
» [ Application Profiles Hefavlc
~ [ Networking SharedL30ut-West-Pod1_RO
S ]
" Create R Create Interface Profile (21X o9
[ 2 Define the Rd Specify the Interfaces
> R
Routed Interfaces sl Routed Sub-Interface
> &l P
>E o Routed Sub-Interfaces i+
> B P Path IP Address MAC Address MTU (oytes)
> s I Pod-2/Node-201/eth1/47 10.114.,1.1/30 00:22:BD:F8: 1 9:FF inherit
Select Routed Sub-Interface (2 1]
Specify the Interface
Route Cantro
Path Type: Direct Part Channal
Mode: |I3BOE-93F2PX-WEST-1 {Node v|
ex: tooclogy/pod-1/node-1
External Path 1148 v| oe
T polagylpod-1ipaths- 101 fpathep-[eth /23]
Deseription: |: pional
Route Con’ I
erap: [ [V
Integer Value
1Pv4 Primary / IPvE Preferred Address: [ 10.114.1.5/30
address/mask
IPv4 Secondary [ IPv6 Additional 4
Addresses: ¥ O+
Adidress IFvG DAD
MNodes and In
+
Name
MAC Address: |00:22.‘BD:F8:19:FF . i ¢

USPF Palicy

OK

Cancel

-20f2
o X o 3

17. Click OK to complete configuring the first routed sub-interface.

18. Repeat steps 1-17 to create two more sub-interfaces on the second Border Leaf switch to connect to the

two external gateways.
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A APIC @D @ O |

System Tenants Fabric Wirtual Metworking L4-17 Services Admin Operations Apps

ALL TEMANTS | Add Tenant | Tenant Search: [Eslilegeigs | common | infra | mgmt

Tenant common {® = © @ External Routed Networks e0o
C» Guick Stant O 4 e
e E Tenant common ~ Name Alias Description
» B Application Profiles default

v [ Networking
=

Sharedl 30ut-\West-Pod1_RO

z Create Routed Outside (2 1x]

|
=
> B STEP 1 > Identity 2. External EPG Networks
I >

| Define the Routed Outside
>

Mame: | SharedL30ut-West-Pod2_RO Provider Label: | i
> [l 1A o - anter names stparated by comma
= Alias: : :
=
B ve Create Interface Profile (2]
b — . Identi . Pi 3. Interfaces
STEP 2 » Interfaces 1. Identity 2. Protocol Profiles 3. Interface:
Specify the Interfaces
Route Control Enft Routed Interfaces vl Routed Sub-Interface
Targ =
Routed Sub-Interfaces LI
Path IP Address MAC Address MTU (bytes)
Extemal RUte¢ oy 3 Node-201/eth1/47 10.114.1.1/30 00:22:BD:F8:1 9:FF nharit (2 1]
Raute Profile for Pod-2/Node-201/eth1/48 10.114.1.5/30 0022:BOFE9FF inherit
Route Control F Pod-2/Node-202/eth1/47 10.114.2.1/30 00:22:B0:F8:1 9:FF inhert ¥
] Pod-2/Node-202/eth1/48 10.114.2.5/30 00:22:BD:F8:19:FF nherit
T+
Nodes and Interfz
+
MName
+ J
= ED

19. Click OK to complete the Interface Profile configuration and to close the Create Interface Profile pop-up win-
dow.
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T APC

L4-L7 Services

Adrmin

Wirtual Networking Operations Apps

| common | nfra | mgmt

Tenant common @ = © | External Routed Networks ede
C» Quick Start O A %
b % Tenant comman ~ Name Alias Description
» &5 Application Profiles default
~ 5 Neworking Sharedl 30ut-West-Pod1_RO
> . )
R Create Routed Outside (2 1x]
> B STEP 1 > Identity 2. Extemal EPG Networks
| =
Define the Routed Outside
> -
Name: Sharedl30ut-West-Pcd2_RO Provider Label: | |
> P N enter names separated by comma
Alias:
b — e — Consumer Label: | |
Description:  0PLoNS: = rated by comn
s B Al O anter names separated by comma -
BGER LI EIGR OSPF
> B 5 —
Tags: - OSPF Area ID: |0.0.0.10 |
BrLn 1S separaied by comma AT @
P O Control: B7] 5eng redistributed LSAS into NSSA area
Route Control Enforcement:[] Import Originate summary LSA
O 3] ing address in LSA
Target DSCP: Unspecihed -
= OSPF Area Tvoe: m Ranukar arna Snuh area
Create Node Profile [21%]

Specify the Node Profile
Mame: | SharedL30u-Wast-Pod2-Node_PR

+
Dascription: [ Cotoral
Target DSCP: |Unspecified v
Nodes: § +
Not Mode I Reuter 1D Static Routes Loopoack Address
topology/pod-2/...  14.14.14.1 14.14.14.1 T
I topology/pod-2/..  14.14.14.2 14.14.14.2
Na
OSPF Interface Prafiles: § +
Mame Description Interfaces OSPF Paolicy i

IsnareuL3Du:-Wes:—Pna2-Nme_|pR [eth1/47], [eth1/47], [eth1/48], [eth1/48]  SharedL30ut-West-Pod2-0..  byious

(0].4 Displaying Objects 1 -2 0f 2

20. Click OK to complete the Node Profile configuration and to close the Create Node Profile pop-up window.

21. In the Create Routed Outside pop-up window, click Next. In STEP 2 > External EPG Networks, for External
EPG Networks, click [+] to add an external network.

22. In the Created External Network pop-up window, specify a Name (for example, Default-Route). For Sub-
net, click [+] to add a Subnet.
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admin |

Description.

Create External Network
Define an External Netwark

Name: | Default-Raute

23. In the Create Subnet pop-up window, for the IP Address, enter a route (for example, 0.0.0.0/0). Select
the checkboxes for External Subnets for the External EPG, Shared Route Control Subnet, and Shared Security
Import Subnet.
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Create Subnet
Specify the Subnet
= Address: [0.0.0.0/0

scope: [] Export Route Gantral Sugnet
[ mpoet Route Gantrol Subnat
[ External Subnets for the Exerral EPG
[] 5ared Fiouta Cantral Subret
[ Stared Sacurity brooit Subnat

wmuﬂs&c( an catian [~

aggragate; (1 Aparegats Sxport
[ ~paregate impor
["1 Agaregata Snared Foutes

e o [

hama Diracton

24. Click OK to complete creating the subnet and close the Create Subnet pop-up window.
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Create External Network
Define an External Network
Mame: | Defalt-Route

Allas: |

Descriplion:

Targat DSCP:

Prefered Group Mamber:

Subnet

1P Adddrass.

25. Click OK again to complete creating the external network and close the Create External Network pop-up win-
dow.
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dses’ APIC - @ @ O ©

L4-L7 Services

Adrmin

Fabric irtual Matworking

Tenant common (B &) @ | External Routed Networks
Cr Duick Stam

o E Tanant comman

’ ™| Create Routed Outside

*| STEP 2 » Extemal EPG Networks

Configure External EPG Networks

Create Route
Profiles: o

Extemal EPG Metworks

Mame ‘005 Class Dascription Tergat DECP Subnet
| oetauic-Roue Unspacified 0000 |

Mo

26. Click Finish to complete creating the Routed Outside.

Create Contracts for External Routed Networks from Tenant (common)

Table 32 Contracts for External Routed Networks

& Contract Subject

el

[43]

-

il  2llow-Shared- Allow-Shared- common/default
% L30ut L30ut

v Global Scope

To create contracts for external routed networks from Tenant common, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using the admin account.

2. From the top navigation menu, select Tenants > common.

3. Inthe left navigation pane, select and expand Tenant common > Contracts.

4. Right-click Contracts and select Create Contract.

5. Inthe Create Contract pop-up window, specify a Name (for example, Allow-Shared-L30ut).

6. For Scope, select Global from the drop-down list to allow the contract to be consumed by all tenants.
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7. For Subjects, click [+] on the right side to add a contract subject.

1 P [
€lsco

APIC

System  [NELENIE Fabric

I Agd Tenant | Te

C» Quick Start
i ﬁ Tenant common
> 5 Appication Profiss
> B Meworking
» = 1P Address Poals
I R4 E GContracts
> = standard
> [l Taboos
> [ imported
> [ Filiers
> [ Qu-0r-Band Conrracts
» [ Policies
» Bl Senvicas

Tenant common @ = ©

Virtual Networking LA-L7 Senvices Admin

name or descr I common | nira

Operations

I momi

admin e @ 6 9

Apps

Contracts edo
Contracts Taboo Contracts Imparted Contracts Cut-0f-Band Contracts Filters
o b %
= Mame  Allas Scope QoS Target Sublects Tags Exported  Description .
Class DSCP Ten_anls
Create Contract [2]x]
Specify ldentity Of Contract
Name: | Atow-Shared-L30ut
Alias: | ]
Scope: |Global [~]
QoS Class: |UnspE|:if|Ed |v|
Target DSGP: |Unspecined [+
Description: |ootional 1
Tags: [+
enter tags sapamted by comma
Subjects: +
Mame Descriptlion

8.

9. For Filters, click [+] on the right side to add a filter.
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dseo’ APIC wn @ @ O O

L4-L7 Services

Admin Operations

| common | infra | mgmit

Tenant common @ = © Contracts edo
Cr cuick Start Contracts Taboo Contracts Import=d Cantracts Cut-0f-Band Contracts Filtzrs
~ E Tenant comman _
> 5 Application Profies A
» [ Menworking aNama  Allas Scopa QoS Targat Subjacts Tags Expored  Deseription
> [ 1P Address Paois Class psce Tenznis
0 s Create Contract (21
» Bl Standard Specify Identity Of Contract
» Bl Taboos Name: | Allow-Sharsd-L30ut
» B Imported s |
> [ Fiters Scope: Giooal [~
» B ow-or Create Contract Subject (2 1]
» [ Policies | Specify Identity Of Subject
> [ Senvices a
Mame:  Allow-Shared-L30ut
Alizs:
I oplicnzl
Target DSCP: Unspecified o

Apply Both Directions:
Reverse Filter Ports: 7]

Filter Chain

QoS Pririty: | o~

Filters +
Name Cirectives Action Pricrity

10. In the Filters section of the window, for Name, select default (common) from the drop-down list to create a
default filter for Tenant common.
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e XXX
CISCo Aplc admin
System Tenants Fabric Virtual Metworking L4-L7 Services Admin Operations Apps
ALL TEMANTS | Add Tenant | Tenant Si OBl name or descr | common | infra | mgmt
Tenant common @ = © | Contracts e0e
Cr uick stan Conrects  Taboo Gontracts  Imporied Confmcts  Out-Of-Bana Gontracts Filters
£ ﬂ Tenant common —
» B Application Profies & e
> Merworking « Name  Alias Scope QoS Target ‘Subjects Tags Exported  Description
Class Dsce Tenants
> [ 1P Address Pools
[ | default WRF Unspec.. Unspec. default
I ~ [ Contracts C t C " ¢ oe
reate Lontrac
> B standard
» Bl Taboos Specify Identity Of Contract
3 Bl I MName: Mlow-Shared-L30ut
> [ Filters glEz
» [ Qut-Of-Bana Contracts Seore:| Gonal [~]
> B Paiicies Jes el |~
» Bl Senvices Target DSCP:  Unspecifisd |v|
Pasrdntian: | oolion:
Create Contract Subject (2 1%]
Ly sy o
Name: | Allow-Sharad-L30uL |
Alias: | |
Description: |cotond |
Target DSCP: |L |~
Apply Both Directions: (7]
Reversa Filter Pons: f#]
Filter Chain
L4-L7 Sendce Graph: | so/oct on option
Q08 Prioriy: |
Filters 0+
Narme Cirectives Action ~ Priority
\[cemmanidetault [+|[ none =/ |+ Pemi w
I o +
CHED
O mame Tenant
3 Tenant: comman
o am LOMMEn 0K
I@ defzult ‘common
@ e comman
0 kmp ‘comman
a—Ea hiasis DarDanatl1e || Obiarte 1 1 061

11. Click Update.
12. Click OK to complete creating the contract subject.

13. Click Submit to complete creating the contract.

Provide Contracts for External Routed Networks from Tenant (common)

Table 33 Contracts for External Routed Networks

& Contract Subject

o

(4]

-

il  2llow-Shared- Allow-Shared- common/default
§ L30ut L30out

v Global Scope
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To provide contracts for external routed networks from Tenant common, follow these steps:

1. Use a browser to navigate to the APIC GUI. Log in using the admin account.
2. From the top navigation menu, select Tenants > common.
3. In the left navigation pane, select and expand Tenant common > Networking > External Routed Networks.

4. Select and expand the recently created External Routed Network for Sharedl 3out or Routed QOutside network
(for example, SharedL30ut-West-Podl RO).

5. Select and expand Networks.

6. Select the recently created route (for example, Default-Route).

7. In the right window pane, select the tab for Policy and then Contracts.

8. Under the Provided Contracts tab, click [+] on the right to add a Provided Contract.

9. For Name, select the previously created contract (for example, common/Allow-Shared-L30ut) from the
drop-down list.

dsce APIC - @ & © @

Systemn  EEGENE] Fabric Virtual Networking L4-L7 Services Admin Operations Apps

ALL TENANTS | Add Tenznt | Tenant Search: Elilegegelsse | commen | infra | mgmt

Tenant common @ =1 ¢  Exlernal Network Instance Profile - Default-Route 00
Cr Quick Start Policy  Operational  Stats  Heakth  Faults  History
~ B8 Tenant comman —
» 5 Application Profies General Contracts Subject Labels EPG Labels
~ [ Netwarking
» 5 Bridge Domains Provided Contracts Conzumed Contracts Contract Interfaces Taboo Contracts Inheriwd Centracts
» B3 wRFs -
» [5 Extemal Bridged Hetworks @ 0 &

Name Tenznt Type QoS Class Match Type Staie
~ [ Extemal Routed Networks

Allgw-Shared-L30ut COoOmmaon Contract Unzpecifed AlleastOna formed

[ Route Maps/Profile
’ oute Maps/Profias common/Allow-Shared-L1] - |

— Unspecified |- AtleastOne  w| unformed
» [0 Set Rules far Reute Maps e e | | |

> 551 Wizteh Rutes for Routs Maps L30ut mm
common

¢ SharecL30ut-West-Fod ...

common/dafault

» [ Lagical Node Frafies
COMmMmon

o [ Netwarks

I © E Default-Route Create Contract

10. Click Update.

11. Other Tenants can now ‘consume’ the Allow-Shared-L30ut contract to route traffic outside the ACI fabric.
This deployment example shows a default filter to allow all traffic. More restrictive contracts can be created for
a more restrictive access to destinations outside the fabric.

Configure External Gateways in the Outside Network

This section provides a sample configuration from the Nexus switches that serve as external Layer 3 Gateways for
Pod-2. The gateways are in the external network and peer with ACI border leaf switches in Pod-2 using OSPF.
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The gateway configuration shown below shows only the relevant portion of the configuration - it is not the
complete configuration .

Enable Protocols

The protocols used between the ACI border leaf switches and external gateways have to be explicitly enabled on
Nexus platforms used as external gateways in this design. The configuration to enable these protocols are
provided below:

Table 34 External Gateways for Pod-2 - Protocols

~ BB-West-Enterprise-1 BB-West-Enterprise-2
§"§ (Gw-1) (Gw-2)
E'I ]
S.S feature ospf feature ospf
TEﬂ‘g feature interface-vlan feature interface-vlan
g;i_” feature lacp feature lacp
§ feature lldp feature 1lldp

Configure OSPF

OSPF is used between the external gateways and ACI border leaf switches to exchange routing between the two
domains. The global configuration for OSPF is provided below. Loopback is used as the router IDs for OSPF. Note
that interfaces between ACI border leaf switches will be in OSPF Area 10.

Table 35 External Gateways for Pod-2 - Protocols

BB-West-Enterprise-1 BB-West-Enterprise-2
(GW-1) (GW-2)

o
B interface loopback( interface loopback(
Eai description RID for OSFF description RID for OSFF
gg ip address 14.14.14.98/32 ip address 14.14.14.99/32
ﬁlﬁ ip router ospf 10 area 0.0.0.0 ip router ospf 10 area 0.0.0.0
£5
@ bo|
S'E router ospf 10 router ospf 10

S router-id 14.14.14.3%8 router-id 14.14.14.%9

area 0.0.0.10 nssa no-summary no- area 0.0.0.10 nssa no-summary no-—
redistribution default-information-originate redistribution default-information-originate

Configure Interfaces

The interface level configuration for connectivity between external gateways and ACI border leaf switches is
provided below. Note that interfaces between ACI border leaf switches are in OSPF Area 10 while the loopbacks
and port-channel links between the gateways are in OSPF Area 0.
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Table 36 Interface Configuration - To ACI Border Leaf Switches

BB-West-Enterprise-1
(GW-1)

interface Ethernetd/16
description To BBOGE-9372PX-WEST-1:Ethl/47
no shutdown

interface Ethernetd4/16.315
encapsulation dotlg 315
ip address 10.114.1.2/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown

interface Ethernetd/20
description To BBOGE-9372PX-WEST-2:Ethl/47
no shutdown

o
H
c
=]
=
m
e
5
[+T}
=
=
=]
[
]
2
w
"
2
I
c
=
11
%
b

interface Ethernetd/20.317
encapsulation dotlg 317
ip address 10.114.2.2/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown

BB-West-Enterprise-2
(GW-2)

interface Ethernetd/lé
description To BBE0G-9372PX-WEST-1:Ethl/48
no shutdown

interface Ethernet4/16.316
encapsulation dotlg 3le
ip address 10.114.1.6/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown

interface Ethernetd4/20

description To BBEQ6-9372PX-WEST-2:Ethl/48
no shutdown

interface Ethernetd4/20.318
encapsulation dotlg 318
ip address 10.114.2.6/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.10
no shutdown

The configuration on the port-channel with 2x10GDBE links that provide direct connectivity between the external

gateways is provided below.

Table 37

BB-West-Enterprise-1
(GW-1)

interface port-channelld
description To BB02-7004-2-BB-West-Enterprise-2
ip address 10.114.98.1/30
ip ospf network point-to-point
ip ospf mtu-ignore
ip router ospf 10 area 0.0.0.0

interface Ethernetd/13
description To BB02-7004-2-BB-West-Enterprise-2:Eth4/13
channel-group 14 mode actiwve
no shutdown

interface Ethernet4/17
description To BB02-7004-2-BE-West-Enterprise-2:Eth4/17
channel-group 14 mode actiwve
no shutdown

External Gateway Configuration - Pod-2

Pod-2 Configuration Completion

Interface Configuration - Between External Gateways

BB-West-Enterprise-2
(GW-2)

interface port-channell4d

description To BB02-T7004-1-BB-West-Enterprise-1
ip address 10.114.98.2/30

ip ospf network point-to-point

ip ospf mtu-ignore

ip router cospf 10 area 0.0.0.0

interface Ethernetd4/13

descripticn To BB02-7004-1-BE-West-Enterprise-1:Eth4/13
channel-group 14 mode active
no shutdown

interface Ethernetd/17

description To BB02-7004-1-BB-West-Enterprise-1:Eth4/17
channel-group 14 mode active
no shutdown

The DC2 93180YC-FX leaf switches will be added using the Cisco ACI Fabric Discovery steps found in the DC1

Deployment Guide:

https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/cisco hitachi adaptivesolutions ci ss

aci.html# Toc19636179
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The verification and policy setup steps following the leaf switch discovery can be ignored, and the DC2 completion
of Pod-2 setup can continue from the DC1 Deployment Guide beginning at the vPC creation process for any
external management switches used in DC2:

https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/cisco hitachi adaptivesolutions ci ss
aci.htmlft Toc19636195

Changes for this remaining Pod-2 deployment are for the following sections:
e Create Virtual Port Channels (vPCs)
—  VvPC - Management Switch
Table 11 Site1-IB-Mgmt <119>, will be DC2-IB <219>
The VPC Domain Id for the example leaf pair will be a unique number for a newly deployed leaf.
— VvPC - Cisco UCS Fabric Interconnects

Table 12 Site1-Infra <119>, will be DC2-I1B <219>

Cisco MDS Deployment

The Cisco MDS deployment for DC2 is configured with the same steps outlined in the DC1 Deployment Guide
here:

https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/cisco hitachi adaptivesolutions ci ss
aci.html#t Toc19636216

The zoning and device aliases can be implemented by the same DCNM instance if one has been utilized. When
using DCNM, the established device-aliases, zones and zonesets will become active once the Cross Site ISL is
activated between switches.

Figure 28 MDS ISL connections between datacenters

Cisco MDS fe— A==2 Cisco MDS
#* &
=== SAN A : SAN A £==
- Cross Site ISL &

SAN B SAN B

Cisco SAN
Network
}JoMiaN

o)
8
z
=

The Inter-Switch Links (ISL) were created by connecting the corresponding switch ports of the SAN A and SAN B
MDS switches of each site to each other and enabling these ports within the vsan database for the appropriate
VSANSs. Ports shown below in example are 1/15 and 1/16 on each switch, and VSAN 1071 is used for fabric A
and VSAN 102 is used for fabric B:

Cisco MDS 9706 A

aal9-9706-1 (config) # vsan database
2al9-9706-1 (config-vsan-db) # vsan 101 interface fcl/15
2al9-9706-1 (config-vsan-db) # vsan 101 interface fcl/1l6

Cisco MDS 9706 B

aal9-9706-2 (config) # vsan database
aal9-9706-2 (config-vsan-db) # vsan 102 interface fcl/15
2aal9-9706-2 (config-vsan-db) # vsan 102 interface fcl/16
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Cisco MDS 9148T A

bb22-9148-1 (config)# vsan database
bb22-9148-1 (config-vsan-db)# vsan 101 interface fcl/15
bb22-9148-1 (config-vsan-db)# vsan 101 interface fcl/16

Cisco MDS 9148T B

bb22-9148-2 (config) # vsan database
bb22-9148-2 (config-vsan-db)# vsan 102 interface fcl/15
bb22-9148-2 (config-vsan-db)# vsan 102 interface fcl/16

To configure these ISL connections for greater resiliency, they can be bundled into SAN Port Channels. Example
of the steps required to run on each switch below (vsan appropriate to the SAN fabric should be specified):

AA19-9706-1 (config) # int port-channel 115

AA19-9706-1 (config-if) # switchport rate-mode dedicated
AA19-9706-1 (config-if) # vsan database

AA19-9706-1 (config-vsan-db)# vsan 101 interface port-channel 115
AA19-9706-1 (config-vsan-db)# int fcl/15-16

AA19-9706-1 (config-if) # channel-group 115 force

AA19-9706-1 (config-if) # no shut

The fibre channel connections between these datacenter switches did not implement any distance simulation
during the validation, and instead are relying on the established validations of specific long reach fibre channel
options within Cisco. These options include specific fibre channel transceivers as well as FCIP switch options
within the MDS family of products.

Supported Transceivers for long distance options: https://www.cisco.com/c/en/us/products/collateral/storage -
networking/mds-9000-series-multilayer-switches/product data sheet09186a00801bc698 . html

MDS 9700 Series SAN Extension Module: https://www.cisco.com/c/en/us/products/collateral/storage-
networkina/mds-9700-series-multilaver-directors/datasheet-c/8-737857 . html

MDS 9250i Multiservice Switch: https://www.cisco.com/c/en/us/products/collateral/storage-networking/mds-
9250i-multiservice-fabric-switch/data sheet ¢78-727493 html

Cisco UCS Deployment

The Cisco UCS deployment will follow the basic steps of the DC1 Deployment Guide beginning at:
https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/cisco hitachi _adaptivesolutions ci_ss
aci.html# Toc19636226

These steps will create the same Service Profile Templates, and the remaining DC1 Deployment Guide will need
to be stepped through to allocate FC boot LUNs and zoning on the DC2 MDS as needed.

The following information needs to be noted when setting up the DC2 UCS Domain:
e DC2-IB VLAN will need to be added instead of Site-Infra as a VLAN of the LAN Cloud within UCS
e DC2-IB will need to be included in the vNIC_Mgmt_A and vNIC_Mgmt_B vNIC Templates

e The SAN Targets configured for the Boot Policy used by the Service Profile Template will need to be
configured for the appropriate VSP WWN targets
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Cisco UCS Manager Integration

With Cisco UCS in DC2 configured, a return to the APIC is need to configure the Cisco UCS Manager Integration
with ACI to allow the VMM to trigger changes within the DC2 Fls.

Before beginning the configuration, the Cisco-ExternalSwitch can be downloaded and upgraded to 1.1 for this
deployment from:

https://dcappcenter.cisco.com/externalswitch.html

For the Cisco UCS Integration to cover the DC2 UCS domain, an adjustment will need to occur to the DC1
Attachable Access Entity Profile (AEP) that was created during the creation of the DC1 UCS vPC and is associated
with the name used for the External Bridge Domain specified for the UCS vPC. The example name given to in the
DC1 Deployment Guide External Bridge Domain was CHV-Site 1-UCS, which created an AEP with the name of
CHV-Site 1-UCS_AttEntityP.

This adjustment is needed because the VMM used for integrating with the vCenter is only associated with one AEP
through the APIC.

Domain - CHV-vDS 0 o
Policy Operational Associated EPGs
—
General VSwitch Policy Faults History
o + %
i
Name: CHV-vD5
Virtual Switch: Distributed Switch
Assoclated Attachable Entity <« Name
Profiles:
CHV-Site 1 -UCS_AttEntityP

To make this adjustment, follow these steps:

1. Open the AEP for CHV-Site 1-UCS_AttEntityP within the APIC:

Fabric > Access Policies > Policies > Global > Attachable Access Entity Profiles

2. Click the + icon on the Domains line to add the L2 External Bridge Domain associated with the DC2 UCS vPC.
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Attachable Access Entity Profile - CHY-Site1-UCS_AttEntityP 0 o
Paolicy Operational Faults History
o + K-
Name: CHV-Site 1 -UCS_AnEntityP
Description: | optional
Enable Infrastructure VLAN: []
Domains (VMM, Physical or w El
External) Associated to Interfaces: E

- name State

formed

et o0 opion T=T srtormes ‘

L ASV-L30ut-West-Pod1_Domain (L3)

CHV-DC2-Mgmt (L2)

CHV-DC2-UCS (L2)

CHV-Site1-Mgmt (L2)
CHV-Site1-UCS (L2)

CHV-vDS (Vmm-VMware)
VMware

~ Application EPGs Encap Primary Encap Mode

Show Usage

3. Click Update.

The Cisco UCS Manager Integration section is here:

https://www.cisco.com/c/en/us/td/docs/unified computing/ucs/UCS CVDs/cisco hitachi adaptivesolutions ci ss
aci.htmlft Toc19636290 and go to section “Create and Configure an Integration Group” for the DC2 UCSM.
Within this section the following requirements are needed:

e DC2 appropriate Integration Group name - CHV-6454-DC2
e DC2 appropriate Name for the UCSM

e DC2 Device IP/FQDN for the UCSM

e DC2 Username/Password

With the DC2 Integration Manager created, to add the Integration Manager to the existing VMM, follow these
steps:

1. Open the existing DC1 VMM (CHV-vDS) within the APIC:
Virtual Networking > VMM Domains > VMware > CHV-VC
2. Select the VC Controller (CHV-VC) within the VMM.

3. Click the + icon of the Associated Switch Managers section.

139


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_hitachi_adaptivesolutions_ci_ssaci.html#_Toc19636290
https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/UCS_CVDs/cisco_hitachi_adaptivesolutions_ci_ssaci.html#_Toc19636290

Deployment Hardware and Software

Controller Instance - CHV-VC 0 o
Policy Operational
General Faults History
o + %
Name: CHV-VC
Type: w

Host Name (or IP Address): 10.168.168,100
DVS Version: 6.6.0

Datacenter: Cisco-Hitachi-VSI
Stats Collection: (m
Monitoring Policy: | select an option
Management EPG: | select an option
Assoclated Credential: | CHV-VC 2
Assoclated Switch Managers o '
Switch Manager
CHV-6454-DC1/CHV-6454-DC1

I
||':r.' ect an option | j
L

CHV-6332
CHV-6332-DC1

CHV-6454-DC1
CHV-6454-DC1

CHV-6454-DC2
CHV-6454-DC2

VSV-6454
VSV-6454

Show Usage

4. Select the DC2 Integration from the drop-down list.
5. Click Update.
When you complete these steps, the VMM managed vDS will communicate to both UCSM Integrations associated

with the two DC UCS domains, creating EPG allocated VLANs within the uplinks of the Fls in both DCs, as well as
the vNIC Templates used by the ESXi hosts in both DCs.

Hitachi GAD Deployment

‘ﬁ Do not continue until all physical cabling between VSPs, MDS, MCU/RCU, and quorum are completed.

During this deployment procedure you must deploy the following:
e Correct port settings for GAD, non-GAD, and quorum on each respective VSP.
e Boot, non-GAD, local and remote GAD, and quorum host groups on each respective VSP.
e Back end Poals for boot LUNs and VMFS LDEVs on systems at data center DC1 and DC2.

e \VSM creation and emulation with the reservation of common components between the two VSPs that are
perform GAD replication via RAIDCOM.
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e Replication Hitachi Online Replication Manager (HORCM) file for replication.

Physical VSP Connections at Data Centers 1, 2 and 3

The following tables indicate the physical connections for each VSP system used within this validation for the MDS
and remote VSP systems. Throughout the deployment the following tables will be referenced:

Table 38 DC1 VSP 5100 Connections

Local Local Port Used For Connection Remote Device Remote Port
Device
CL1-A Boot LUNs/Non-GAD | 32Gb FC Cisco MDS 9706 A FC1/11
CL1-C Boot LUNs/Non-GAD | 32Gb FC Cisco MDS 9706 B FC1/11
CL2-A Boot LUNs/Non-GAD | 32Gb FC Cisco MDS 9706 A FC 1/12
CL2-C Boot LUNs/Non-GAD | 32Gb FC Cisco MDS 9706 B FC 1/12
CL1-B GAD VMFS 32Gb FC Cisco MDS 9706 A FC 1/13
CL1-D GAD VMFS 32Gb FC Cisco MDS 9706 B FC 1/13
CL2-B GAD VMFS 32CGb FC Cisco MDS 9706 A FC1/14
Hitachi CL2-D GAD VMFS 32CGb FC Cisco MDS 9706 B FC1/14
gWSgO CL7-A MCU-RCU 32CGb FC VSP G370 CL8-A
CL8-A MCU-RCU 32CGb FC VSP G370 CL7-A
CL7-C RCU-MCU 32CGb FC VSP G370 CL8-B
CL8-C RCU-MCU 32Gb FC VSP G370 CL7-B
CL7-D RCU-Quorum 16Gb FC VSP G1500 CL1-K
CL8-D RCU-Quorum 16Gb FC VSP G1500 CL1-B
GbE management
SVP LAN GbE switch Any

Table 39 DC2 VSP G370 Connections

Local Local Port Used For Connection Remote Device Remote
Device Port
CL1-A Boot LUNs/Non-GAD 32Gb FC Cisco MDS 9148T A FC 1/5
CL3-B Boot LUNs/Non-GAD 32Gb FC Cisco MDS 9148T B FC 1/5
CL2-B Boot LUNs/Non-GAD 32Gb FC Cisco MDS 9148T A FC 1/6
U‘gﬁfhi CL4-A Boot LUNS/Non-GAD | 32Gb FC Cisco MDS 9148TB | FC 1/6
G370 CL3-A GAD VMFS 32Gb FC Cisco MDS 9148T A | FC 1/15
CL1-B GAD VMFS 32Gb FC Cisco MDS 9148T B FC 1/15
CL2-A GAD VMFS 32Gb FC Cisco MDS 9148T A FC 1/16
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Local Local Port Used For Connection Remote Device Remote
Device Port
CL4-B GAD VMFS 32Gb FC Cisco MDS 9148T B FC 1/16
CL8-A MCU-RCU 32Gb FC VSP 5100 CL7-A
CL7-A MCU-RCU 32Gb FC VSP 5100 CL8-A
CL8-B RCU-MCU 32Gb FC VSP 5100 CL7-C
CL7-B RCU-MCU 32Gb FC VSP 5100 CL8-C
CL5-B MCU-Quorum 16Gbh FC VSP G1500 CL4-B
CL6-B MCU-Quorum 16Gbh FC VSP G1500 CL4-K
Cont1 LAN GbE SVP LAN 3
Cont2 LAN GbE SVP LAN 4
Table 40 Remote Quorum VSP G1500 Connections:
Local Local Port Used For Connection Remote Device Remote Port
Device
CL1-K MCU-Quorum 16Gb FC VSP 5100 CL7-D
CL1-B MCU-Quorum 16Gb FC VSP 5100 CL8-D
VSP CL4-B RCU-Quorum 16Gb FC VSP G370 CL5-B
GT500 ek RCU-Quorum 16Gb FC VSP G370 CL6-B
GbE management
SVP LAN GbE switch Any

These connections represent ports needed to support GAD connectivity, and the VSP to VSP connections shown
above were used in the validation lab without any FC distance simulation present. In a production deployment,
Hitachi Professional Services should be involved to discuss the replication technologies and distances supported.

For VSP system interoperability for replication technologies, refer to:

https://support.hitachivantara.com/content/dam/hds/PDEs/interop/VSP%205X00.%20G 1x00.F1500.Fxx0.Gxx0%2
0TC HUR GAD Replication%20intermix%20matrix 0102919 .pdf

For extended replication for the interoperability between xXWDM devices, refer to :

https://support.hitachivantara.com/content/dam/hds/PDFs/interop/VSP%205x00,%20G 1x00,%20F 1500.9%20Gxx
0.%20Fxx0.%20VSP. %20HUS%20VM%20TC HUR support matrix 121219 .pdf

Configure Fibre Channel Ports at DC1 for Local Boot LUNs and VMFS Storage

For Hitachi Virtual Storage Platform fibre channel ports to be exposed properly for to the Cisco UCS components,
modification of the ports from their default values must be performed. Prior to beginning this section, ensure that
you have credentials on the Hitachi Virtual Storage Platform that have at least the Administrator role permissions
within Hitachi Storage Navigator. Your partner or Hitachi services personnel provide credentials to your Hitachi
Virtual Storage Platform after initial setup and configuration of the storage system.
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Configure VSP 5100 Boot LUN and Non-GAD Storage Port Attributes

Attributes for ports used for provisioning host server boot LUNs and non-GAD storage have modified port settings.
To define boot LUN and non-GAD port attributes follow these steps:

1. Access Hitachi Storage Navigator through a web browser. With the VSP 5000 series, the Storage Navigator
interface will follow this format: https://<IP of Storage System SVP>/sanproject/emergency.do. For example, if
the Storage System SVP IP address is 10.0.0.2, the URL would be: https://10.0.0.2/sanproject/emergency.do

2. Log into Hitachi Storage Navigator.

Hitachi Device Manager

Storage Navigator

3. From the left Explorer pane, select the Storage Systems tab.

4. Expand the storage system being configured. Highlight the Ports/Host Groups/iSCSI Targets element in the
navigation tree, then click the Ports tab in the main configuration pane.

Hitachi Device Manager Storage Navigator

L File Actions Reports Settings View Tool Help

Explorer Ports/Host Groups/iSCSI Targets

. Storage Systems WSP 5000 series(S/N:30506) > Ports/Host Groups/iSCSI Targets

1" VSP 5000 series(S/N:30506)
4 Tasks Host Groups / iSCSI Targets Hosts Ports Login WWNs

rﬂé Reporis
oy ’ Edit Ports ] Remove Port CHAP Users Edit T10 PI Mode m

4 rl"é Components
” 2 Filee -
* [, Parity Groups | #Fileer ||m | Select All Pages|| Column Settings|

[§# Logical Devices

Port ID Type iSCSI Virtual WWN / iSCSI Name

'WFE Pools Port Mode
* [ Ports/Host Groups/iSCSI Targets
o Fibre - 50060E8008772440
: N
' [ Replication . : . .
Fibre - 50060E8008772402
Fibre - 50060EB008772422
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5. Select the checkboxes for the ports being used for boot LUN and non-GAD provisioning within the solution,
then click the Edit Ports button to instantiate the Edit Ports dialog box.

6. Select checkboxes to edit the following settings to modify the selected ports:

a. Port Attribute: Target
b. Port Security: Enabled

c. Port Speed: 32GB

d. Fabric: ON

e. Connection Type: P-to-P

7. Example ports used as boot lun and non-GAD ports for VSP 5100 in this design are listed in Table 13 .

Edit Ports

1.Edit Ports > 2.Confirm

This wizard lets you edit one or more properties. Check the box in front of the property you want to edit,

and then enter the new value,

—

¥  Port Attribute : [ Target

™ I Port security : (s) Enable () Disable
i Port Speed : 32 Ghps

—

Ll Address (Loop ID) : l

p—

| Fabric : (») ON L) OFF

.1", Connection Type : P-to-P

—

8. Click OK for any warning that appears.

9. Click Finish.

MNext p Finish Cancel 7

10. Review the changes to be made and check the Go to tasks window for status box, then click Apply.

Configure Fibre Channel Ports at DC2 for Local Boot LUNs and VMFS Storage

The respective remote system at DC2 must also have modified port attributes based off design requirements,
modification of the ports from their default values must be performed. Prior to beginning this section, ensure that
you have credentials on the Hitachi Virtual Storage Platform that have at least the Administrator role permissions
within Hitachi Storage Navigator. Your partner or Hitachi services personnel provide credentials to your Hitachi
Virtual Storage Platform after initial setup and configuration of the storage system.

Configure VSP G370 Boot LUNs and Non-GAD Storage Port Attributes

Attributes for ports used for provisioning host server boot LUNs and Non-GAD storage on the VSP G370 at DC2
will require modified settings. See section Configure Fibre Channel Ports on Hitachi Virtual Storage Platform found
in the Cisco and Hitachi Adaptive Solutions for Converged Infrastructure with Cisco ACI Deployment Guide.
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Configure Host Connectivity and Presentation for Storage on Hitachi Virtual Storage Platform at
DC1 and DC2

Create Boot LUN and Non-GAD Volume Host Groups for DC1 VSP 5100

Individual host groups must be created on each physical fibre channel port on the VSP for each vHBA attached to
its respective fabric. The number of host groups created depend on the number of paths per LDEV. Make sure
you have documented the specific ports on each fabric used on the VSP, their WWNSs, and each vHBA WWPN
before you proceed with this section and make sure that all initiators for the UCS Service Profiles you will be
creating host groups for display as logged into the respective VSP fibre channel ports. The following host groups
will contain the boot luns and non-GAD related VMFS datastores for DC1.

To check the initiator logins and to create boot local host groups for DC1, follow these steps:
1. Navigate to the SVP IP address and login.
2. From the navigation tree, select Ports/Host Groups/iSCSI Targets.

Explorer

Storage Systems

" \'SP 5000 series(S/N:20505)

ﬁg‘; Tasks

r@: Reports

[i# Logical Devices
Hfigt Pools
* [5% Ports/Host Groups/iSCSI Targets
' it External Storage

© ﬁ'. Replication

3. Select the Login WWNs/ISCSI Names tab.

Hitachi Device Manager st r

L File Actions Reports Settings Views Tool Help

Explorer Poris/Host Groups/iSCSI Targets

Storage Systems VSP 5000 series{S/N:30506) > Ports/Host Groups/iSCSI Targets

~ [T vSP 5000 series(S/N:30506)
i Tasks Host Groups / iSCSI Targets Hosts  Ports | Login WWNs/iSCSI Names CHAP Users

iE| Reports
—aid
’rﬂg Components

|[ #Fiker || on F53)  [Select All Pages|| Column Settings|

* [F% Parity Groups

L Paort ID Type HBA WWHN / iSCSI Name Host Name Host Group Name

* i Pools

Ll CLi-A Fibre ﬁlZD:DDCZSBES‘t:ADD DC1 ESX-i-Bootlocal VMFS Fab
4. Review the list of WWNs and associated ports. You should be able to see each vHBA assigned to each fabric
associated with each port on the VSP to which it is zoned.

5. Click the column names to sort the information to make this task easier or utilize the Filter feature to limit the
number of records displayed. If any vHBA WWNs do not show in the list, go back and double-check the zon-
ing configuration on the MDS.
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6. With the Ports/Host Groups/iISCSI Targets element in the navigation tree still selected, click the Host
Groups/iISCSI Targets tab.

7. Click Create Host Groups to instantiate the Create Host Groups dialog box.

Ports/Host Groups/iSCSI Targets

VSP 5000 series{S/N:20506) > Ports/Host Groups/iSCSI Targets

Host Groups / iSCSI Targets Hosts Ports Login WWNs/iSCSI Names CHAP Users

Create Host Groups Add LUN Paths m

| Select All Pages|| Column Ssttings|

Create iSCSI Targets

iSCSI Targ
Name

Host Group Name / iSCSI Target Alias 1a

18§ 20-coo
I8 s4-coo

88 s5-500

(]

e}

2]
2}

8. Host groups will be created separately for fabric A and fabric B vHBAs. Start with the fabric A host group for
an individual UCS Service Profile and modify the following within the Create Host Groups dialog box:

Host Group Name: Provide a descriptive name for the host and ensure there is an identifier for the
fabric you are configuring, data center, server and provisioning type (i.e., DC1_ESX-1-
BootLocal_VMFS_Fab_A, DC1_ESX-1-BootLocal_VMFS_Fab_B)

Host Mode: Select 21 [VMware Extension] from the drop-down list.

Host Mode Options: For each of the following Host Mode Options, find the Mode Number in the pane,
select the checkbox, and click the Enable button:

= 54 - (VAAI) Support Option for the EXTENDED COPY command
63 - (VAAI) Support option for vStorage APIs based on T10 standards

114 - The automatic asynchronous reclamation on ESXi6.5 or later

Creale Hosl Groups

1.Create Host Groups:

This wizard kets you create host groups. To viaw all hest meda optiees, click Optians. Chick Finish to confirm tha craation; or click Next if you wank to add LUN pathe.
Whan you change the Host Mode, all of the Host Mode Options will be set to default.

Host Group Name:

DCt_ESH-1-Boatlocsl_WMFS_Fab_&

Mads

8] Hao.

Opticn
[ 113

Dascription

IBCSI CHAD Aubhwanbication Log

Thes awsbee

Rescurce Group Mame (1001 | Any > |
I Host Modls | 22 [VMuwars Extarsion ] Ll JI
4 Hos=t Mods

Status

Cmatzhe

ratic asynchronous neclematicn on ESG6.5 or laber

Selected: 3 of 34

9. Write down the WWN information from the previous Create Device Aliases section.

10. Within the Available Hosts section, click Filter.
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11. Create an Attribute/Value filter of:

a. HBAWWN
b. Using “contains” as a qualifier

c. Using the last four characters of the Fabric A initiator for the host

Attribute: Value:
1 [ Hea wwn v || contains v J| oa00 IL-J
2 | Select Item v || Select Item v L_J
2 | Select Item v || Select tem v | [-Jl#)
Match | Al v | conditions sbove. [ Reset |[ clear | B Apply
yeie , i

12. Click Apply.
13. Click Filter again to hide the filter rules dialog box.
14. Select the checkbox for the first port shown in the filtered list within the Available Hosts section.

15. Within the Available Ports section, check the checkboxes for all ports zoned to the host within Fabric A only,
Click Add.

Create Host Groups

1.Create Host Groups > 2.Confirm

This wizard lets you create host groups. Ta view all host mode options, click Options. Click Finish to confirm the creation, or click Next if you want to add LUN paths.
When you change the Host Made, all of the Hest Mode Options will be set to default.
Host Greup Name: DC1_ESX-1-BootLocal_YMFS_FAB_A - Selected Host Groups
(Max. 64 characters) | Select All Pages|
Port Number
Resource Group Name (ID): (any v L] et Host Group Name Host Mode e Port Security | LTS
Host Mode: [ 22 [vMware Extension] 2
A Host Mode Options
Host Mode Options
Mode - -~
o D
o ption Description
i 113 | iSCSI CHAP Authentication Lag 3
The automatic asynchronous reclamation on ESXi6.5 o later ~
< ] >
Enable Disable Selected: 2 of 24
Add
Hosts:
Available Hosts
| mFiter (TN OFF| |Select All Pages| | Optionsw [1€][ €] 1 El@
| Port1D HBA WWN
S e
Ll cu-s 2000002585540A00
< >
Add New Host Selectad: 1 of 4
Ports:
Available Ports
[ENI o e e e S S W EYEY
| Port1D Attribute Sacurity T10 PI Mode P , s
Ecn o o oo ——— ==

Next Task Option : Continue to Add LUN Paths 4 Back

16. Click Finish.
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17. Review the host group configuration for the Fabric A host groups for the UCS Service Profile being configured.

18. Click Apply.

Total: 1

B Go to tasks window for status Back Mext p Apply Cancel ?

19. Repeat steps 1-18 to create the host groups for all remaining initiator WWN at DC1 from the Fabric A and
Fabric B tables for boot local host groups, be sure to use a descriptive names for the hosts based off data
center, Fabric A or B, host number as well as an identifier to represent local boot LUNs along with non-GAD
volumes.

Create Boot LUN and Non-GAD Volume Host Groups for DC2 VSP G370

Once the DC1 host groups are made, you will need to create host groups which hold boot LUNs and Non-GAD
volumes on the DC2 array. To do so, follow section Create Host Groups for Cisco UCS Server vHBAS on Each
Fabric found in the Cisco and Hitachi Adaptive Solutions for Converged Infrastructure with Cisco ACI Deployment
Guide.

ﬁ Provide a descriptive name for the host and make sure there is an identifier for the fabric you are config-
uring (for example., DC2_ESX-1-BootLocal_VMFS_Fab_A, DC2_ESX-1-BootLocal_VMFS_Fab_B)

Create a Hitachi Dynamic Provisioning Pool for Cisco UCS Server Boot LDEVs for DC1 VSP 5100

The configuration steps in this section assume that parity groups and LDEVs have been configured on the Hitachi
VSP as part of the solution build/configuration by a partner or Hitachi professional services. If parity groups have
not been configured on the Hitachi VSP, please reference the Hitachi Storage Virtualization Operating System
documentation for creating parity groups before continuing with this section.

Make sure that you have planned which parity groups and LDEVs to use for your specific storage requirements.
Your configuration may vary based on the types of drives ordered with your VSP and the parity groups configured
onit.

To begin the provisioning process to create the boot LDEVs that will be used as boot LUNs for DC1, follow these
steps:

1. Log into Hitachi Storage Navigator.

Hitachi Device Manager

Storage Navigator

User Name: maintenance

Password:

2. From the left Explorer pane select the Storage Systems tab and select Pools.
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Explorer
Storage Systems

1" VISP 5000 series(S/N:30506)

[i# Logical Devices

' ?é Pools

* [ Ports/Host Groups{iSCSI Targets

* [ Replication

3. Click Create Pools to instantiate the Create Pools dialog box.

Pools

VSP 5000 series{SfN:30506) > Pools
Edit Tiering Policies
Dynamic

Pool Capacity Used/Total 1.2 TR,
[11 %]

Estimated Configurable 4430.61

V-VOL Capacity Allocated/Total 2.10TE,
[80 %]

Estimated Configurable 4435.45

Licensed Capacity (Used/Licensed) 14,98 TE

Number of Pools 3 (Max A

Create Pools Create LDEVs Expand Pool

#Fiker || on 54 | Select All Pages|| Column Settings|

Mumber of Nu

Pool Name
L Pool WOLs Vo

Status

4. Configure the following items in the Create Pools dialog box:

a. Pool Type : Dynamic Provisioning
b. System Type : Open [Only an option when configuring the VSP 5x00 or VSP G1x00 systems]
c. Multi-Tier Pool : Disable
d. Data Direct Mapping: Disable
e. Pool Volume Selection: Manual
5. Click Select Pool VOLSs.
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Create Pools

1.Create Pools

This wizard lets you create pools for Dynamic Provisioning, and Thin Image. Enter the information for the pool you want to create, and then click Add.
Click Finish to confirm the creation, or click Next if you want to create LDEV (virtual valumes) from the pools.

Selected Pools
Pool Type: l Dynamic Provisioning = J
Select All Pages| Options w
System Type: (s) Open Mainframe
Pool Name (ID) | RAID Level | Capaci Pool Type | Drive Type/RPM
Multi-Tier Pool: () enatle (2) Disatle u e pee e ®
Active Flash
Data Diract Mapping: () Enabls (s} Disable
Pool Volume Selection: Auts (&) Manual
Drive Type/RAM: | Mixable v
RAID Level: | Mixable v |

|| setect poci vous

Total Selected Pool Volumes:

Total Selected Capacity:

Fool Mame:

(Max. 32 Charactars)

¥ Options

L — ¥

Datail Remove Selectad: 0 of 0

Next Task Option : Continue to Create LDEVS 4 Back

6. Within the left pane of the Select Pool VOLs dialog box, select the checkbox next to the LDEVs to be used for
the UCS server boot LDEV dynamic provisioning pool.

7. Click Add to move the selected LDEV to the right pane of the dialog, then click OK to return to the Create
Pools dialog box.
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Select Pool VOLS

Select ool valume(s) from the Available Pocl Volumes list. Click Add te =dd the pacl velume, and click OK.

Available Pool Volumes
& Fiker Select All Pages optionsw |16 (€] 1 s1 [3]3)
Parity Group

LDEV ID LDEV Name | Capacl
v pacity o

o0r00:15 20460068 | 11 | 5ot | ssorwor-

RAID Level | Drive Type/RPH

Selected Pool Volumes

Select All Pages

Options w

[]| wevio

Selected: 1 of 1

8. You should now see values for Total Selected Pool Volumes and Total Selected Capacity shown under the
Select Pool VOLs button. Give the dynamic provisioning pool a descriptive Pool Name, then click Add to add

Parity Group
D

LDEV Name | Capacity RAID Level | Drive Typs/RPI

Selected: 0 of O

oK Cancel = 7

the pool to be created to the Selected Pools pane in the dialog.

Create Pools

1.Creats Pools

Click Finish to confirm the creation, or click Next if you want to create LDEVs (virtual volumes) from the pools.

Poal Type: { Dynamic Provisioning & J
System Type: (&) Open Mainframe
Multi-Tier Pool: () Enable (a) Disable
Active Flash
Data Diract Mapping: () Enable  (s) Disable

Pool Wolume Selection: Auto (=) Manual
Drive Type/RPM: [ Mixable v
RAID Level: | Mixable S|

|_select Pool voLs |

This wizard lets you creats pools for Dynamic Provisioning, and Thin Image. Enter the information for the pool you want to creats, and then click Add.

Selected Pools

Select All Pages

Options w

Total Selected Pool Volumes: 1

Total Selected Capacity: 2,00 TB

I Add b

Pool Name: UCS_Boot_Pool|
(Max. 32 Characters)
¥ Options

Mext Task Option : Continue to Create LDEVS

]| Pool Name (10) | RAID Level | Capacity Pool Type | Drive Typa/RPM

L —
Detail Remove

4 Back Next |
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9. Click Finish.

10. Review the configuration for the pool to be created in the Create Pools confirmation dialog box and ensure the
Go to tasks window for status checkbox is checked, then click Apply.

Create Pools

Enter a r the task. Confirm the sattings in the list and click Apply to add task in Tasks queue for exscution.

Task Name: 191121-CraatsPools
(Max. 32 Charactars)

User-Defined Threshald (36)
sar-Dafinad Threshold (%) Suspend TI pairs when depletion Protect V-VOLs when /O f2

Pool Name . N
RAID Le Lo ty Pool Ty Di Type/RPM E il
e = sl HEAELSS e threshold is exceeded to Blocked Pool VOL

(1D] Warning Depletion

)| UCS_Boot_... | 5(3D+1P) 2043.83GB | DP SSD,FMD/- Disabled 70 80 | Yas Mo

B Go to tasks window for status Back

11. The tasks status window will appear, wait for the task status to show complete before moving onto the next
step.

Create a Hitachi Dynamic Provisioning Pool for Cisco UCS Server Boot LDEVs for DC2 VSP G370

The configuration steps in this section assume that parity groups and LDEVs have been configured on the Hitachi
VSP as part of the solution build/configuration by a partner or Hitachi professional services. If parity groups have
not been configured on the Hitachi VSP, please reference the Hitachi Storage Virtualization Operating System
documentation for creating parity groups before continuing with this section.

Make sure that you have planned which parity groups and LDEVs to use for your specific storage requirements.
Your configuration may vary based on the types of drives ordered with your VSP and the parity groups configured
on it.

In the Cisco and Hitachi Adaptive Solutions for Converged Infrastructure with Cisco ACI Deployment Guide, follow
the steps in section Create a Hitachi Dynamic Provisioning Pool for UCS Server Boot LDEVSs to create an HDP pool
on VSP G370 at DC2.

Create Boot LDEVs for Each Cisco UCS Service Profile and Add LDEV Paths at DC1 VSP 5100

Individual boot LDEVs must be created for each Cisco UCS Service Profile for the ESXi hypervisor to be installed
onto. Prior to beginning these steps, make sure you have identified the fibre channel ports on the Hitachi VSP that
will be used for presentation of the boot LDEVs to the Cisco UCS servers. Please note that a maximum of four
paths can be used within the Cisco UCS Service Profile (two on each fabric) as boot targets. After creating a pool
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that will supply boot LDEVs for DC1 hosts, you must create the boot LDEVs and map them to the respective host
groups for DC1 system.

To create boot LDEVs and to Add LDEV paths to the host groups, follow these steps:

1. Log into Storage Navigator for the respective VSP 5100 system at datacenter 1.

2. From the left Explorer pane within Hitachi Storage Navigator, select the Storage Systems tab and expand the
storage system being configured.

3. Expand the Pools element in the navigation tree and highlight the UCS Boot pool previously created for use as
the backing storage for the UCS boot LDEVS.

4. Select the Virtual Volumes tab in the right-hand pane and click Create LDEVs to instantiate the Create LDEVs
dialog.

Hitachi Device Manager storage Navigator

« File  Actions Reports  Selting = Toal  Help

Explorer UCS_Boot Pool(0)
Storage Systems VSP 5000 series(S/N:20506) > Pools

T[] VSP 5000 series(S/N:30506) Status @ Norma
iR Tasks Boal Name (1D) UCS_Boot_Pool(0)
¥ Reports Pool VOL with System Area (Name) 00:00:00(CVD_Boot_Poolvold)

* % Components Poal Type oT

* [, Parity Groups RAID Level S(30+1P)
i@ Logical Devices Drive Type/RPM S50, FMD/-
Encryption Disabled
~ fi Pools = :pM z
che Mode

(& GAD_5100_Pool(100)
{5 ucs_aot_Poal(a) Brotect V-VOLs when 1/0 fails to Blocked Pool VOL
(& ucs_vmrs_pool(1) Protect V-VOLs when 1/ fails to Full Pocl
" Ports/Host Groups/iSCSI Targets Number of Pool VOLs

Fii External Storage Mumber of V-VOLs
* . Replication Number of Root VOLs
Pool Capacity (Used/Total)
Total Efficiency
Saving Effect
W-WOL Capacity (Used/Total)

User-Defined Threshold (Warning/Depletion)
Pool Volumes  Virtual Volumes

S e C=uh

[ #Fiker || on 53  [Select All Pages|| Column Settings|

5. Modify the following within the Create LDEVs dialog:
a. LDEV Capacity: Enter the capacity desired for the UCS Service Profile boot LDEV. Note that ESXi requires
a minimum of 5.2GB for a boot LDEV as documented by VMware.
b.  Number of LDEVs: 1

c. LDEV Name: Provide a descriptive name and numeric identifier for the boot LDEV. For ease of identifica-
tion, it is recommended that the server name or other identifier specific to the service profile being config-
ured be entered in the Prefix field.

6. Click Add and verify that the boot LDEV is listed in the right-hand Selected LDEVs pane, then click Next.
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Create LDEVs

1.Create LDEVs = 2.Confirm

Click Finish to confirm the creation, or click Next if you want to add LUN paths for the LDEVs.

Provisioning Type: t Dynamic Provisioning v J
System Type: (&) Open Mainframe
Data Direct Mapping: Enzble (s Disable
Emulation Type: |_oPEN-v A
Capacity Saving: | Disabled ¥
Multi-Tier Pool: (=) Enable Disable
Active Flash

TSE Attribute: Enable =) Disable
Pool Selsction:

Drive Type/RPM: L SSD,FMD/- v J

RAID Level: L 5(3D+1P) - J

|_Select Pool |

Selected Pool Name(ID): UCS_Boot_Pool(0)

Selected Pool Capacity: 259 T8

20 GB v
62144,00)

LDEV Capacity:

Number of LDEVs:

(1-83215)
LDEV Name: Ersf ;i -
I VS1-G5100- o1

(Max. 22 characters total including maz. S-digit number,
or blank)

This wizard lets you create and provision LDEVS enter the information for LDEVS you want to create, and then click Add. Click Options to expand the LDEV settings.

Selected LDEVS

LDEV Name

|| LoEVID

Pool Name{ID)

[ ] S—
Edit SSIDs “ Change LDEV Settings “ Remove |

: Continue to Add LUN Paths. 4 Back

Data Direct Mapping

Parity Group
D

LDEV ID

7. The Select LDEVs screen shows the selected LDEVs to which the paths will be added.

8. Make sure the newly created boot LDEV is the only LDEV in the Selected LDEVs pane, then click Next.
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Create LDEVs

1.Create LDEVs > Z.SelectIDEVs > 3.Salect Host Groups 3 ets > 4.View/Change LUN Paths > 5.Confirm

This wizard lets you assign LDEVs to host groups or iSCSI targets, and then map the host groups or iSCSI targsts to LUN paths.
Select LDEVs from the Available LDEVs list, and then click Add. Click Next to assign LDEVs to host groups or iSCSI targets.
LDEVs:
Available LDEVs Selected LDEV:
afiker | on i) |Select All ages| |_options w |[1][ €] FEE] Salect All Pages|
| oevio ',:‘_‘::; 1a Ipnarit" GrouP | pogl Name (ID) | RAID Level ir";‘:t“"" | wevio LDEV Name Ipnarit" GrouP | pogl Name (ID) _f;"‘,
(]| oo:00:Fc - GAD_5100_P... | 5(3D+1P) OPEN-V Cy Iu 00:00:16 VSI-G5100-01 - UCS_Boot_Po... | OPE I
]| oo:00:FD - GAD_5100_F... | 5(3D+1P) OPEN-V Cy
[L]| oo:00:Fe - GAD_5100_P... | 5(3D+1P) OPEN-V Cy
]| oo:00:FF - GAD_5100_F... | 5(3D+1P) OPEN-V Cy
(]| o0:00:11 DS_HsP1 - UCS_WMFS_P.. | 5(3D+1P) OPEN-V Cy
]| oo:00:12 DS_HSP2 - UCS_VMFS_P... | 5(3D+1P) OPEN-V Cy
[_]| oo:00:08 GW1_cMD | - UCS_WMFS_P.. | 5(3D+1P) OPEN-V Cy
(]| oo:00:0D GW1_cMD2 | - UCS_WMFS_P... | 5(3D+1F) OPEN-V Cy
L] o00:00:14 BMS1_C... - UCS_VMFS_P.. | 5(2D+1P) OPEN-V Cy Add p
(]| oo:00:0C Proxyl_Cu. | - UCS_VMFS_P... | 5(3D+1P) OPEN-V Cy
]| oo:00:15 UCS_Boo... | 1-1 - 5(30+18) OPEN-VCY | ¢ Remove
(]| 0o0:00:02 VSI-G5L.. | - UCS_Boot_Po.. | 5(3D+1P) OPEN-V Gy
]| o0:00:02 VSI-GSL.. | - UCS_Boot_Po... | 5(3D+1P) OPEN-V Cy
[_]| oo:00:04 VSI-GSi.. | - UCS_Boot_Po... | 5{3D+1P) OPEN-V Cy
]| oo:00:05 VSI-G5L.. | - UCS_Boot_Po... | 5(3D+1F) OPEN-V Cy
[_]| oo:00:08 VSI_VMF.. | - UCS_WMFS_P... | 5(3D+1P) OPEN-V Cy
]| oo:00:10 West-1-W... | - UCS_WMFS_P... | 5(3D+1P) OPEN-V Cy
<0 ] > < ] >
Selected: D of 17 Selected: 0 of 1

9. The Select Host Groups/iSCSI Targets screen shows all the host groups that can be assigned to the boot
LDEV as a path.

10. Click Filter, then create an Attribute/Value filter:

a. Host Group Name
b. Using “Contains” as a qualifier

c. Value <ESX-X-BootLocal> which contains text unique to UCS server profile
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Create LDEVs

1.Creat

2.Scloct LDEVs >  3.Select Host Groups / SCSI Targets > 4.View/Change LUN Paths > 5.Confirm
Attributer Value:

1§ Host Group Name ¥ || contsins v || ESX-1-BootLocal L R
2 lSeloct ltam ¥ || Sslsct ltam LA
3 | Selact Item ¥ || Select tam v |
Match | all v | conditions above.
I
fl| Pt D Bl G gl Host Mode L] Portio Hast Group Nama Host Mode potk Dort Security | UTEE
Attribute Hosts
Ll cLi-a DC1_ES¥-1-Bootlocal_VMFS_Fab_a (01) 21 [WMuvara ...
Ll eu-c DC1_ESX-1-Bootlocal_VMFS_Fab_B (01] 21 [VMveare ...
Ll cLz-a DC1_ESX-1-BootLecal_VMFS_Fab_a (01) 21 [VMuware ...
L cz-c DC1_ESX-1-BootLocal_VMFS_Fab_B (01) 21 [VMuweare ...
Add B
4 Remove
e
40 ) ¥ < ) 3
Dl Selected: 0 of 4 Datall Selected: 0 of O

11. Click Apply.

12. Click Filter again to hide the filter rules dialog box.
13. Select the checkboxes for the ports being used as boot LDEV paths in your configuration. Depending on the

pathing design used, you may have fewer than four paths for the boot LDEV, but there should be a minimum
of one path per fabric used.
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Create LDEVs

1.Cr Vs DEVs > 3.Select Host Groups f (5051 Tagets > nge LUN Faths

Select host groups from the Avadable Host Groups list. and then click Add. If you want to add iSCSI targets. select iSCS] from Selection Object, select SCS] targets from the Available iSCE] Targets fist.
and then click Add, Click Next to map the host groups or iSCS1 Targets to LUN paths,

Salection Dbjact: (s} Fibre 1551
Heat Groups!

Selected Host Groups

Copimy Jicle) = 03 oy
Hast Mode Q| et Host Group Mame | Hosk Mode ot Part Secury | b
attributa Hosts

%_Fab_A (01)

DC1_ESX-1-BootLocal_VMFS_Fab_B (01)

14. Click Add to populate the Selected Host Groups pane with the selected host groups, then click Next.

15. The View/Change LUN Paths screen shows the LDEV you are adding paths to and the associated host LUN 1D
that will be presented to the host on a per path basis.

16. Use the scrollbar at the bottom of this screen to review the LUN ID assigned and ensure that all LUN IDs are
set to zero, then click Finish.
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Create LDEVS

4.View/Change LUN Paths > 5.Confirm

The LUN IDs are automatically set, but you can change a LUN by clicking Change LUN IDs. You must first select the check box for the hest group (in the table subheading) you want to change,
and select LDEVs you want to change and then click Change LUN IDs. Click Finish to confirm the LUN paths.

PSR [optionsw J1€ 1 2]

LUN ID(4 Sets of Paths)

]| oevio LDEV Name | PAMtY GrouP | oo yame 1p) | Emulation Capacity Bxkkaing Attribute | T10 BT
D Type Type
]| o0:00:18 VEIGSL. - UCS_Bogt_Po...  OPEN-V CVS 200068 | DR - Disabled I 0 0 0

|<- ! >|

| changs LDEV Settings || Changs LUN ID= Selectsd: 0 of 1

17. Review the LDEV details and LUN ID configuration of the boot LDEV being created, then click Apply to create
the LDEV and add paths to the UCS Service Profile.

Create LDEVs

1.Creats LDEVs > 2.Select LDEVs > 3.Selact Host Groups / iSCSI Targets > 4.View/Change LU Path
Entsr = name for the task. Confirm the s=ttings in the list and click Apply to add task in Tasks queus for exscution.
Task Name: B reatal DE
{Max. 22 Characters)
Selected LDEVs
Virtus| Storage Machine
LDEV ID LDEV Name | Emulation Capacity ST SSID MPUnitID | Encryption T10 PI ST )
Type E= Hame (1D} Medel / Serial Number
00:00:16 VEIGSL.. | OPEN CVE 20,00GB | DP 0004 Aute Dissbled Dissble mets_rescurce(0) | WSP S000 ssries AFA / 30508
< ) >
Total: 1
Added LUNs
Fort 10 LUN 1D LDEV 1D LDEV Name Parity Group | o) Name (1D) Equlaton Capacity Byikaing Attribut= | ALUA Mods
D Type Type
cLi-a 0 00:00:16 VEI-G5100-01 - UCS_Boot_Poal(0) OPEN-V CVS 20.00GB | DP - Disabled
cLic 0 00:00:16 V51-G5100-01 - UCS_Boot_Foal(n) OPEN-V CVS 20.00GB | DP - Dissbled
cLz-a 0 00:00:16 VEI-G5100-01 - UCS_Boot_Poal(0) OPEN-V CVS 20.00G8 | DP - Disabled
cLz-c 0 00:00:16 VEI1-G5100-01 - UCS_Bost_Poal(n) OPEN-V CVS 20.00GB | DP - Disablad
< ] >
Total: 4

window for status
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18. Repeat steps 1-16 to create the boot LDEVs and to assign paths for all other UCS Service Profiles for DC1
hosts, using a unigue LDEV name and associated Host Group Name associated to each UCS Service Profile.

Create Boot LDEVs for Each Cisco UCS Service Profile and Add LDEV Paths DC2 VSP G370

Individual boot LDEVs must be created for each UCS Service Profile for the ESXi hypervisor to be installed. Prior to
beginning these steps, make sure you have identified the fibre channel ports on the Hitachi VSP that will be used
for the presentation of the boot LDEVSs to the UCS servers. Please note that a maximum of four paths can be used
within the UCS Service Profile (two on each fabric) as boot targets. After creating a pool that will supply boot
LDEVs for DC2 hosts, you must create boot the LDEVs and map them to the respective host groups for the DC2
system.

Follow the steps in section Create Boot LDEVs for EACH UCS Service Profile and ADD LDEV Paths found in the
Cisco and Hitachi Adaptive Solutions for Converged Infrastructure with Cisco ACI Deployment Guide.

Create a Hitachi Dynamic Provisioning Pool for Cisco UCS Server VMFES Volume LDEVs for DC1 VSP 5100

Follow the steps in section Create a Hitachi Dynamic Provisioning Pool for Cisco UCS Server Boot LDEVs for DC1
VSP 5100 to create the dynamic provisioning pool for the Cisco UCS Server VMFES volume LDEVs, selecting the
Drive Type/RPM, RAID Level, and number of Pool VOLs desired for the pool backing the VMFES volumes in the
solution.

Create a Hitachi Dynamic Provisioning Pool for Cisco UCS Server VMFS Volume LDEVs for DC2 VSP G370

Follow the steps in section Create a Hitachi Dynamic Provisioning Pool for Cisco UCS Server Boot LDEVs for DC2
VSP G370 system to create the dynamic provisioning pool for the UCS Server VMFES volume LDEVSs, selecting the
Drive Type/RPM, RAID Level, and number of Pool VOLs desired for the pool backing the VMFES volumes in the
solution.

Create a Shared VMFS Non-GAD LDEV and Add LUN Paths with DC1 VSP 5100

VMFS LDEVs need to be created for shared VMFS volumes used for virtual machine storage across multiple ESXi
servers which share resources within a vSphere cluster. Prior to beginning these steps, make sure you have
identified the fibre channel ports on the Hitachi VSP that will be used for presentation of the VMFS LDEVs to the
UCS servers. Depending on the pathing design you are using, additional or fewer paths may be configured as
compared to the steps below.

To allocate a VMFS datastore to DC1 hosts for non-GAD VMFS storage, follow these steps:

ﬂ A minimum of two paths should be used for shared VMFS LDEVs (one path per fabric).

1. From the left Explorer pane within Hitachi Storage Navigator, select the Storage Systems tab and expand the
storage system being configured.

2. Expand the Pools element in the navigation tree and highlight the pool previously created for use as the back-
ing storage for VMFES volumes, select the Virtual Volumes tab in the right-hand pane, and click Create LDEVs
to instantiate the Create LDEVs dialog.

3. Modify the following within the Create LDEVs dialog:

a. LDEV Capacity: Enter the capacity desired for the VMFS LDEV.
b.  Number of LDEVs: 1
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c. LDEV Name: Provide a descriptive name and numeric identifier for the VMFS LDEV. For ease of identifica-
tion, it is recommended that the cluster name or other identifier specific to the VMFS volume being con-
figured be entered in the Prefix field.

4. Click Add and verify that the VMFS LDEV is listed in the right-hand Selected LDEVs pane, then click Next.

Create LDEVs

1.Create LDEVs kS ct LDEVs = lect Host Groups Bl ‘Change LUN Paths > 5.Confirm

This wizard lets you create and provision LDEVS enter the information for LDEVS you want to create, and then click Add. Click Options to expand the LDEV sattings.
Click Finish to confirm the creation, or click Next if you want to add LUN paths for the LDEVs.
. P ~ Selected LDEVs
Provisioning Type: L Dynamic Provisioning v J m
Salect All Pages Options w
System Type: () Open Mainframe
Data Direct Mapping
Data Diract Mapping: Enable Disabl
Fring = (&) Disaoie ]| evio LDEV Name Pocl Name(ID) P
nev o arity Group
Emulation Type: | oPER-v v o
Capacity Saving: _Disabled Al
Multi-Tier Poal: (=) Enable Disable
Active Flash
TSE Attribute: Enable  (s) Disable
Pool Selection:
Drive Type/RAM: |_SSD.FMD/- S
RAID Level: [ stzp+1m) v
Add p
|_select Poal |
Selectad Pool Name(ID): UCS_VMFS_Pool(1)
Selected Pool Capacity: 53578
LDEV Capacity: P -
(0.01-256.00)
Number of LDEVs:
1-3262€)
LDEV Name: Prefix Initial Number
VEI-VMFS-5100- od
(Max. 32 characters total including max. S-digit number, . ,
—
or blank)
- [ Edit SSIDs H Change LDEV Settings H Remove | Selected: 0 of 0

Next Task Option : Continue to Add LUN Paths 4 Back

5. The Select LDEVs screenshot shows the selected LDEVs to which the paths will be added.
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Create LDEVs

1.Create LDEVs > 2.Select LDEVs > 3.Select Host Groups ITargets > 4.View/Change LUN Paths > 5.Confirm

This wizard lets you assign LDEVs to host groups or iSCSI targets, and then map the host groups or iSCSI targets to LUN paths.
Select LDEVs from the Available LDEVS list, and then click Add. Click Next to assign LDEVs to host groups or iSCSI targets.
LDEVs:
Available LDEVs Selected LDEVs
abkar ) on [ [selectAllrages. LCoptonsw |61 = /1 [5]5] [Selecs All Pages optionsw
| woevio LDEV Name f;rit’ GrouP | pogl Name (ID) | RAID Level _Er;';‘:ti"'" | wevio LDEV Name f;rit’ Growp | pog) Name (1D) _Er;“P
]| eo:00:02 VSI-G5L... | - UCS_Boot_Po... | S5{3D+1F) OPEN-V CYy ]| @o0:00:15 VSI-VMFS-5100-00 - UCS_VMFS_P... | OPFf
[]| oo:00:03 WSI-GS1... | - UCS_Boot_Po... | S5{3D+1F) OPEN-V C
]| eo:00:04 VSI-G5L... | - UCS_Boot_Po... | 5{3D+1F) OPEN-V CYy
]| oo:00:05 WSI-GSL.. | - UCS_Boot_Po... | S5{3D+1F) OPEN-V C\
(]| oo:00:04 VSI_WMF.. | - UCS_VMFS_P... | 5{3D+1F) OPEN-V C\
]| oo:00:08 GW1cMD | - UCS_VMFS_P... | 5{3D+1F) OPEN-V C\
(]| @o:00:0¢ Proxyl_Cu | - UCS_VMFS_P... | 5{3D+1F) OPEN-V C\
]| @o:00:00 GwW1_cMD2 | - UCS_VMFS_P... | 5{3D+1F) OPEN-VECM —
L] 0o:00:10 West-1-Vi., - UCS_VMFS_P... S(3D+1P) OPEN-V C\ Add p
]| @o0:00:11 DS_HSP1 - UCS_VMFS_P... | 5{3D+1F) OPEN-V C\
]| o0:00:12 DS_HSP2 - UCS_VMFS_P... | 5{3D+1F) OPEN-V CV | 4 Remove
[]| oo:00:14 PMS1_C... - UCS_VMFS_P... | 5{3D+1F) OPEN-V C\
]| 00:00:15 Ucs_Boo.. | 1-1 - 5(3D+1F) OPEN-V CY
]| @o:00:Fc - GAD_5100_P... | 5(3D+1P) OPEN-V Cy
[_]| oo:00:FD - GAD_S100_P... | 5(3D+1P) OPEN-V Cl
]| oo:00:Fe - GAD_5100_P... | 5(3D+1P) OPEN-V Cy
(]| oo:00:FF - GAD_S100_P... | 5(3D+1P) OPEN-V Cl
< > < >
Selected: 0 of 17 Selected: 0 of 1

6. Make sure the newly created VMFS LDEV is the only LDEV in the Selected LDEVs pane, then click Next.

7. The Select Host Groups/iSCSI Targets screen shows all the host groups that can be assigned to the VMFS
LDEV as a path.

8. Click Filter, then create multiple Attribute/Value:

a. Host Group Name
b. Using “contains” as a qualifier
c. Value <BootlLocal> which contains text unigue to UCS server profiles to use the VMFS volume

Create LDEVs

1.Create LDEVs > 2.Select IDEVs > 3.Select Host Groups / iSCSI Targets > 4.View/Change LUN Paths > 5.Confirm
Attribute: Value:

1 L Host Group Name v J L contains vJ BootLocal

2 | Select Item v L Select Item v

3 | Select Item v J L Select Item ~

Match | All v | conditions above.

9. Click Apply.
10. Click Filter to hide the filter rules dialog box.

11. Select the checkboxes for the ports being used as VMFS LDEV paths in your configuration.
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Create LDEVs

1.Create LDEVs > 2.Select IDEVs > 3.Select Host Groups [ iSCSI Targets > ‘Change LUN Paths > 5.Confirm

Selact host groups from the Available Host Groups list, and then click Add. If you want to add iSCSI targets, selact iSCSI from Selection Object, select iSCSI targsts from the Available iSCSI Targsts list,
2nd then dlick Add. Click Next to map the host groups or iSCSI Targets to LUN paths.

Selection Cbjects (O] Fibre iSCS1
Host Groups:

Selected Host Groups

Options w_|[1€| 1 /1 [31] [Select All Pages]

Host Group Name Host Mode | port10

T ———
|
=T
DC1_ESX-3-Bootlocal_VMFS_Fab_B (03) ETEE
oo et v (o e
o e et e | o | | [
E T e S T
e i e a1y | o | IR
oo e e s 8 @ e[|

oo et i e o e[|

Port Port Security | Mumben

Host Group Name Host Mode
Attribute Hosts

1]
[]
1]
V]
[v]
]
[V]
1]
]
[]
]
[v]

Detail Selected: 12 of 12 Detail Selected: 0 of O

ﬂ Depending on the pathing design used, you may have additional or fewer than four paths for the
VMFS LDEV, but there should be a minimum of one path per fabric used.

12. Click Add to populate the Selected Host Groups pane with the selected host groups, then click Next.

The View/Change LUN Paths screen displays the LDEV you are adding paths to and the associated host LUN ID
that will be presented to the host on a per path basis.

13. Use the scrollbar at the bottom of this screen to review the LUN ID assigned and ensure that all LUN IDs are
set to a consistent value other than zero for all paths.
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Create LDEVs

1.Create LDEVs = ect LDEVs > 3.Select Host Groups [ iSCSI Targets >  4.View/Change LUN Paths > 5.Confirm

The LUN IDs are automatically set, but you can change a LUN by clicking Change LUN IDs. You must first select the check box for the host group (in the table subheading) you wan to change,
and select LDEVs you want to change and then click Change LUN IDs. Click Finish to confirm the LUN paths.

LUNs:
Added LUNSs
AFik=r Select All Pages| Options w_|[1€][ €] 1 11 [3][9)
LUN ID(12 Sets of Paths)
= = al cL1- cL1- clz-
F— Provisioning » cL- CcLi- CcL1- cu- e - .
Capacity e Attribute | T10 PI — AIDC1_ESX-1- AIDCL_ESK-2- A/DCL_ESX-2- C/oci_Esxe1- €/DC1_ESX c/DC1_ESX A/DC1_ESX
BootLocal VMFS BootLocal_WVMFS BootLocal_VMFS BootLocal _VMFS " == g -1
[ Fab A A R e BootLocal_W BootLocal V Bootlocal_V

women o |

< G J »
T 1
|_change LDEV settings l Change LUN IDs I Selected: 1 of 1

Back Next ) Finish Cancel ird

L If other LDEVs have been assigned to one host but not others, you will need to modify the Host LUN
ID assignment to the next Host LUN ID that is consecutive across all hosts/paths.

14. Make sure you use the scrollbar at the bottom of the dialog to double-check that all Host LUN IDs are set
consistently across all paths.

15. Select the checkbox for all ports/paths listed, select the checkbox for the LDEV ID on the left side of the pane,
then click Change LUN IDs.

16. The Change LUN IDs dialog will appear; enter the next Host LUN ID available across all paths, then click Finish.

17. Review the LDEV details and LUN ID configuration of the VMFS LDEV being created.
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Create LDEVs

1.Create LDEVs > 2.Select LDEVs > 3.Select Host Groups / iSCSI Targets > 4.View/Change LUN Paths > 5.Confirm

Enter 2 name for the task. Confirm the settings in the list and click Apply to add task in Tasks queue for execution.
Task Name: 191122-Createl DEV]
(Max. 32 Characters)
Selected LDEVs
Virtual Storage Machine
LDEV ID LDEV Name | EMulation Capacity ST SSID MPURitID | Enmcryption T10 PI Resource Group
Type Type Bl Mods! / Serial Number
00:00:16 VSI-VME.. OPEN-V CVS 4096.00 GB DP ooo4 Auto Disabled Disabls meta_resource(0] VSP 5000 series AFA [ 30506
< >
Total: 1
nagedume
; ; L -~
Port ID LUN ID LDEV 1D LDEV Name Parity Group | pos) Name (1D) Equlabon Capacity Provisianing Attribute | ALUA Mode
D Type Type
CL1-A g 00:00:16 VSI-VMFS-5100-00 - UCS_VMFS_Pool(1) OPEN-V CVS 4096.00 GB pr - Disabled
CL1-A 8 00:00:16 VSI-VMFS-5100-00 - UCS_VMFS_Pool({1) OPEN-V CVS 4056.00 GB op - Disabled
CL1-A g 00:00:16 VSI-VMFS-5100-00 - UCS_VMFS_Pool(1) OPEN-V CVS 4096.00 GB pr - Disabled
CLi-C 8 00:00:16 VSI-VMFS-5100-00 - UCS_VMFS_Pool({1) OPEN-V CVS 4056.00 GB op - Disabled
CL1-C g 00:00:16 VSI-VMFS-5100-00 - UCS_VMFS_Pool(1) OPEN-V CVS 4096.00 GB pr - Disabled
CLi-C 8 00:00:16 VSI-VMFS-5100-00 - UCS_VMFS_Pool({1) OPEN-V CVS 4056.00 GB op - Disabled
CLz-A g 00:00:16 VSI-VMFS-5100-00 - UCS_VMFS_Pool(1) OPEN-V CVS 4096.00 GB pr - Disabled
CL2-A 8 00:00:16 VSI-VMFS-5100-00 - UCS_VMFS_Pool({1) OPEN-V CVS 4056.00 GB op - Disabled
-
<L >

Go to tasks window for status 3 Mext b Apply Cancel

L If the output is long enough, use the scrollbar on the right side of the Added LUNs window to make
sure the LUN ID column contains the same LUN ID for each port listed.

18. Click Apply to create the LDEV and add paths to the UCS Service Profiles which will share this LDEV as a
VMES volume.

19. Repeat steps 1-19 to create additional shared VMFS LDEVs and to assign paths for all UCS Service Profiles
which will share access to the VMFS LDEVs used for VMFS volumes.

Create a Shared VMFS Non-GAD LDEV and Add LUN Paths with DC2 VSP G370

VMFS LDEVs need to be created for shared VMFS volumes used for virtual machine storage across multiple ESXi
servers which share resources within a vSphere cluster. Prior to beginning these steps, make sure you have
identified the fibre channel ports on the Hitachi VSP that will be used for presentation of the VMFS LDEVs to the
UCS servers. Depending on the pathing design you are using, additional or fewer paths may be configured.

‘ﬁ A minimum of two paths should be used for shared VMFS LDEVs (one path per fabric).

To allocate a VMFS datastore to DC2 hosts for non-GAD VMFS storage, follow the steps in section Create Shared
VMFS LDEVs and Add LDEV paths found in the Cisco and Hitachi Adaptive Solutions for Converged Infrastructure
with Cisco ACI Deployment Guide.
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Prepare for GAD Pair Creation

Pair Management Server

A pair management server runs on a Windows or Linux operating systems and allows you to have a direct line of
communication with Hitachi RAID storage systems to orchestrate system settings as well as replication pairs. A
pair management server consists of the following:

e Hitachi Command Control Interface (CCl) Software
e Command Device (CMD) IP or Physical
e Hitachi Online Replication Control Manager Files (HORCM)

CMD make this possible by allowing HORCM to directly communicate with the array using the binaries installed via
the CCl library. HORCM Files define both the connection method to an array and any replication to be controlled.
A HORCM file can only control a single storage system, therefore it is very important to know which instance you
are working with.

There are two types of HORCM files, one type specifically for RAIDCOM (Hitachi’s CLI configuration utility), and
one for controlling replication. HORCM, when started, becomes a daemon which will listen on a specified UDP
port as defined within each HORCM file. All remote replication tasks including high availability GAD requires a
secondary instance to communicate with.

In a Raidcom Specific HORCM file there is one section required as indicated by the following:
¢ HORCM_CMD
— Defines the local CMDs, or the Remote IP Address of a singular array

Figure 29 Representation of a RAIDCOM HORCM File

HORCM CMD
#dev name dev name dev name
\\.\CMD-<Serial of Array to Control:>

In a traditional HORCM file used for replication, there are four sections which need to be defined and configured:

1. HORCM_MON. Defines the host IP Address to listen on, UDP Port, and timeout values
2. HORCM_CMD. Defines the local CMDs, or the Remote IP Address of a singular array

3. HORCM_LDEV / HORCM_LDEVG / HORCM_DEV. Defines one or more lists of devices participating in replica-
tion

4. HORCM_INST. The remote location of the list of devices
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Figure 30 Representation of a Replication HORCM File

F/EEAIA K I KA A A I A KKK KKK KX Xk For HORCM_MON e ek K kR R ek R Rk kR ek R kX

HORCM_MON
#ip address service poll{l0ms) timeout (10ms)
<Local IP> <Local Listening UDP FPort> 6000 3000

F/RERE XX A KKK AA A XK KK KK KX IRk *k ¥k For HORCM_CMD HEAK A I IR AKX KR A KR A KA IR I R AKXk whk ke [/

HORCM_CMD
#dev _name dev_name dev _name
\\.\CMD-<Serial of Array to Control>

F/EERXKX KX AKX AKX KK KK KR KNI XXX %% For HORCM_LDEV R e e e e s ey

HORCM_LDEV
#dev_group dev _name Serial# CU:LDEV (LDEV#) MU#
<Replication Group Name> <Shared Unique Name> <Local Array SN> <LDEV ID> <MU>

F/EERXKX KK KK AKX KK KK KR KNI XK X% For HORCM_INST FRIKFH KKK KKK R IR KRR KK KX A KK A KX k% [/

HORCM_INST
#dev_group ip address service
<Replication Group Name> <Remote IP> <Remote UDP Port>

CCl operations can be performed using either the in-band method (all storage systems) or the out-of-band
method (VSP and later).

e In-band (host-based) method. CCl commands are transferred from the client or server to the CMD in the
storage system via the host fibre-channel or iSCSI interface. The CMD must be defined in the configuration
definition file, as shown in the following figure.

e Out-of-band (LAN-based) method. CCl commands are transferred from a client PC via the LAN. For CCl
on models after VSP, you can create a virtual CMD in the SVP by specifying the IP address in the
configuration definition file. For CCl on VSP Gx00 models and VSP Fx00 models, you can create a virtual
CMD in GUM in a storage system by specifying the IP address of a storage system. By creating a virtual
CMD, you can execute the same script as the in-band method from a client PC which is not connected
directly to a storage system. CClI commands are transferred to the virtual CMD from the client PC, and then
executed in storage systems. A virtual CMD can also be created on the CClI server, which is a remote CClI
installation that is connected by LAN. The location of the virtual CMD depends on the type of storage
system. Figure 31 shows the example communication for In-band and Out-of-band system
communication.
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Figure 31 Example of In-band and Out-of-band Communication with HORCM Configuration

Client (Server)
ccl
In-Band QOut-of-Band
configuration definition file configuration definition file
Selting Command Device Setting Virtual Command Devics
HORCM_CMD HORCM_CMD .
wdev_name  dev_name oy Boev name  dev_nEme dev_name
WACMD-B4D15: e s WACMID-84015000virdsk
WUPCMD- 30000
IP address
of the SVP
is specified
in the
IP address of the SVP configuratio
n definition
file, and
n-Ba Out-of-Band axecute
L bd communicati
ons,
LAN
SVP —
Virual Command
Device
Fibre LAN

Storage System
Command
Devica

This guide explains the procedures on how to setup a pair management server on a Windows operating system,
which HORCM files for both RAIDCOM and pair replication management. It is assumed that the Windows server
has already been installed and is able to communicate with the network.

Install Hitachi Command Control Interface (CCl) on Pair Management Server
To begin the setup of Hitachi’'s CCl software, follow these steps:

1. Login into your Windows server with a user with Administrative privileges.
2. Locate and expand on the imported CCl binaries.

3. Select and launch Setup.exe.

~

Mame Date modified Type Size
s+ Quick access
[ datat Cabinet File 45TKB
[ Desktop - ;
[ datal.hdr HDR File 21KB
¥ pownlezds # [ data2 Cabinet File 17,350 KB
Documents £ [ jkemnel.ex_ EX_File 339KB
[&=] Pictures b4 D layout.bin BIN File TKE
[ ppa P o Lo 4
[ This PC
T Q‘ Setup Application 35 KB
or e UTITTYUTaTTOTT SELL.. TRED
o Metwork T " 220
[ setup.inx INX File 152 KB

4. On the welcome screen select Next.
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5. On the next page, read and confirm the banner message, click Next.

6. Define the destination installation folder as the default value C:\HORCM, click Next to complete installation of
CCl.

RAID Manager for WindowsNT/x64 Setup X
Choose Destination Location i
Select folder where Setup will install files, | 3

Setup will install RAID M anager for WindowsMNT in the Fallawing folder.

Toinstall this falder, click Next. To install a different disk, click Browse and change a drive
letter of the installation folder in Path. Do not change the folder name of “"HORCH'.

D estination Folder

C:AHORCHM Browse...

< Back Cancel
7. Repeat steps 1-6 to install CCI on your secondary pair management server.

Create LDEV for CMD on DC1 VSP 5100

After installing CCI, a CMD must be allocated to the server in which you have installed your CCl binaries to be able
to communicate with your RAID subsystem.

‘ﬂ Make sure the device that will be set as a CMD does not contain any user data. Once a volume is set as
a CMD, it is inaccessible to the host.

To create a LDEV to be used as a CMD, follow these steps:

1. Log into Hitachi Storage Navigator.
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Hitachi Device Manager

Storage Navigator

User Mame:

Pagsword:

@\ |

2. From the left Explorer pane select the Storage Systems tab.

3. Expand the storage system begin configured. Highlight Logical Devices in the navigation tree and click Create
LDEVs.

Hitachi Device Manage

File  Actions  Reports

Opan alacated
Opan Unallocatad
Opan Resarved

V-VOLs

=
Salect All Pages || Column Sattings|

@ riorma
i@ rearmal
(@ reorma
@ rormal
@ normal
@ narmal

- R )

4. In the create LDEV wizard select your Provisioning Type as Dynamic Provisioning.
5. Select an available pool from the Drive Type/RPM Raid Level drop-down list and click Select Pools.

6. From the available pools list select a pool and click OK.
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Select Pool

Select one poel from the follgwing list,

Avallable Pools
L zrk= | on T3 |optianz [[16][€] = 41 [ ]30)
Capacity ) i
Pool Hame(1D]) RAID Level Drive Type/RPH
Tetal Uned Unnd (%]

3(30+17) 405188 38 S5D,7MD-

T rd lntn you create and pra €U aevbar the infermation far LOEVs you wast ta creats, and then clck Add. Chck Ophans to sxpand tos LOEV mttrgs.
Chek Fimieh b confiem tha craation, or chek et F o0 et 2 235 LN pathe Sar tha L08VE.
y Selected LDEVS
Brevisioning Tres Dynarmic Provisianing -
[Sect 41l Puzaa Sptensw
System Type (&) Cpen Mairf-arrs
Data Oiract Mapping
Duta Diract Mapping: Enabic (&)
+Hepins o le) Dbl | weevie LOEY tiaemm Eaal Name[1o) .
Tz Farity Group
OFEN-Y - 1
Disablad v
Multi-Tier Poolt (4 Eratia ) Coble
TSE Mstributar
Eoal Saln
Drive | 550.FMD;- -
RAID Lavel: | siz0+26) -
Add b
| Salect pecl
Salectad Pocl Name{1D) UCS_WMIFS_Pook 1)
Sabuctad Doel Capatity: 5ERTE
LDEV Capacity: s — -
{45.88-265439436.00)
Mumibar of LDEVS! 1
{1-53216)
LDEV Hame! Frefix Initial Number
BME1_CMO_830508
(M. ‘:h-rxbﬂ total including ==, 8-diget numkar, B N
- Ed# 55i0s || Change LDEV Eattings || Remove | Sekctad: 0 of 0

8. Click Add to define out the selected LDEVs.

9. Click Finish to view task summary.
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Create LDEVS

rd lasx you creste and proveion LOEVs srter the information for LOEVS you wark b creste, and than click Add. Click Cptions to axpand the LOEY wttinge.

Eick Finish ta confirm the coaation, or chck Next § you wank b add LUN patha for the LOEVE.
. - Selectad LDEVS
Select Al Opticns w
) Data Diract Magging
Dats Divect Maoging: Erale () Cinatle [ wevio LDEV Mame: Poal Name{1D}
= Parity Group
Eruclation Typa: OPEN-Y r
Eazacity Saving Disabled »
Mauki-Tier Poc (g Erable () Dieable
tive Flash
TEE Attribute: Enable (g Dinable
Bosl Sulaction:
Drive Type/REM: | 55z mny- .
RAID Leveli [EEEET i)
Add
Selact Foal |
Selacted Pool Kame{iD)
Sescied Boo Capacity:
LDEV Capacitys = .
(-0
Nurear of LOEVS
(-0
LDEV Hama: Prafix Initial Humbar
[Max_ 32 charactars botal including maz. 3-digh numbes, . .
or blank)
- |_Edit 55105 || Change LDEV Settngs || Remove Selected: 1 of 1

Mest Task Option £ Contine o Add LUN Faths 4 Back

10. 10. Click Apply to kick of CMD creation.

LDEV 1D LDEV Hame | Emuiation Capacity R o 5510 MPUNRID | Encryption TRl B
Typa Trpe Mame
00:00:14 BMSLC.. | GREN-UEVS o568 | DR 0004 | Aute Dirablad Dinable mats_rascun eal

W 5o to tasks window for status

Create LDEV for CMD on DC2 VSP G370

After installing CCl, a CMD must be allocated to the server in which you have installed your CCI binaries to
communicated with your RAID subsystem.

To create a LDEV to be used as a CMD, follow these steps:

1. Log into Hitachi Storage Navigator.
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Hitachi Device Manager

Storage Navigator

2. From the left Explorer pane select the Storage Systems tab.

3. Expand the storage system begin configured. Highlight Logical Devices in the navigation tree and click Create
LDEVs.

Hitachi Device Manager storage Navigator

L o File Actions Reports Settings Maintenance Utility View Tool Help

Explorer Logical Devices
Storage Systems VSP G370(5/N:451610) > Logical Devices
[ vSP G370(S/N:451610)

i Tasks
Wi{ Reports
* & Components

Number of LDEVs Allocated

Unallocated

* ¥ Parity Groups Format/Shredding Task Status
i# Logical Devices
* fig Pools

(3 -
@™ Ports/Host Groups/iSCSI Targets Add LUN Paths Edit LDEVs m

* i External Storage ——
4 e | % Fiker ||m | Select All Pages|| Column Settings|
* [ Replication

|| LDEVID LDEV Name Status

— —~

4. Inthe create LDEV wizard select your Provisioning Type as Dynamic Provisioning.
5. Select an available pool from the Drive Type/RPM Raid Level drop down and click Select Poals.

6. From the available pools list select a pool and click OK.
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Select Pool e | =]

Select one pocl from the following list.

A ble Pools
s ogtonsw | |
Capacity User-Defined Threshold (%) -
Fool Name(1D) RAID Level Drive Type/RPM | Encryption e
wHE] Used Used (%) Warning Depletion ST

0 vcs v s i | wcorca | mo T T BT T

< ] >
D= Selectad: 1 of 1

7. Define LDEV capacity as <100MB, set the number of LDEVs to 1, and define an applicable LDEV name.

8. Click Add to define out the selected LDEVs.

Create LDEVs

1.Create LDEVs > 2.Confirm

This wizard lets you create and provision LDEVs enter the information for LDEV= you want to create, and then click Add. Click Optians to expand the LDEV settings.
Click Finish to confirm the creation, or click Next if you want to add LUN paths for the LDEVs.

= e -~ Selected LDEVs
Provisioning Type: [ Dynamic Provisioning - J i
Dats Direct Mapping: e @
3t2 Direct Mapping Enable (=) Disable Dats Diract Mapping
LDEV ID LDEV Name Pool Name(ID
Capacity Saving: |_Disabled v o L2 LDEV ID Parity Groy
D
Multi-Tier Pool: (#) Enable () Disable
Active Flash
Pool Selection:
Drive Type/RPM: |_ssoi- M|
RAID Level: | zp+20) M|
Selact Pool
Selected Pool Name(ID): UCS_VMFS_Perf(2)
Selected Pool Capacity: 22.38 TB ' Add b ‘

LDEV Capacity: [] capacity Compatibility Mode (Offset boundary)

&5 ME v |

(46.88-268435456.00)
Number of LDEVs: 1

(1-32728)
LDEV Name: Prefix Initial Number

PMSZ_CMD_451610

(Max. 32 characters total including mas. S-digit number,
or blank)
. ] >
= T Change LDEV Settings “ Remave ] Salectad: 0 of O

Next Task Option : Continue to Add LUN Paths

9. Click Finish to view task summary.
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Creale LDEVs

1.Create LDEVs

This wizard lets you creats and provizicn LDEVS enter the information for LDEVE you want to create, and then click Add. Click Options to expand the LOEV settings.
Click Finish ta confirm the creation, or eick Next f you want to add LUN paths for the LDEVS.

et Samoins Enable isal
Data Direct Mapping (2) pisatle Data Divect Mapping

|w]| woEVID LDEV Name Pocl Nasme(1D}
Capacity Saving: | Disabled | LDEV ID

Parity Groy
1]

Multi-Tier Poclh s) Enable [! Disable
= - B| ooz PMSZ_CMD_451610 | UCS_VMFS R.. | - -

ool Selection:

Driva Typa/REM: | ss0/- *l
RAID Lavali | li2D+2D) L ¥}
Select Fool
Selected Pool Name(ID):
Selected Pool Capacity! add
LDEV Capacity L] capaeity Cempatibiity Mods [Offsst baundary)
&= .
Number of LDEVS:
LDEV Name: Brefiz Initial Number
{Max. 32 charactars total including ma. 3-digit numbar,
or blank)
. 1 »
T 3 Change LOEV Settings || Aemove Salected: 1 of 1

Firsish

10. Click Apply to kick of CMD creation.

Create LDEVs

1.Create LDEVs > 2.Confirm

T e e e el
Task Name: 191121 -Createl DEV]
(Max. 32 Characters)
Selected LDEVS
Virtual Storage Machine
LDEV ID LDEV Name | Previsioning MP Unit ID = lase ety Capacity Encrypticn T10PI
Trpe LLTEey; Model / Serial Number Attribute
00:00:23 PMSZ_C... | DP Aute meta_resource(0) | VSP F370/ 451610 0.05 GB | Disabled Diszble
< ] >
Total: 1

B Go to tasks window for status Back Mext p Apply Ca

Define a New LDEV as a CMD

Once you have created a LDEV, you must select it and enable the CMD attribute. This process can be followed on
both VSP 5100 and VSP G370 at DC1 and DC2.

To create the CMD, follow these steps.
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1. Select the Logical Devices container from the navigation tree.

WE Tasks

g Reports

k Fﬂé Components
* [, Parity Groups
fi# Logical Devices
* i Pools
* [ Ports/Host Groups/iSCSI Targets
% External Storage
= FF‘._I. Replication
4 Local Replication
=" Remote Replication
k rf'-ﬂ Journals

k] l: Remote Connections

2. Find the newly created LDEV and select it for your CMD.

3. From the more actions drop-down list, choose Edit Command Devices.

Mumbsr of LOEWR Open sloceted

Open Unsllzextes
Upan Masarcad
Lt

Farmai Sareddng Task Skabus

[ Csrite | on IR [ Boict Al Pages) cakemn] T WP

Dislaba LODW

| DEY DD £ Mame Shred LEES

CUD_Busat o wipd) Dtz LY Paths

VD Goct Racivoil Edt Cammand Devices i

I
—

= wEI-D3 L0001 TRl L

I val-G3100-02 e L
= R Tl ] Aankor KR Unik L

|- WEI-02 10004 B Li
| CUD_WMFE_Pouivell Aeciaim Zero Pages L

L CTs_WMFE_Pocisii Shap Faclalming Tem Fages L
L CUD_WMIPS_Pacivelz Eaita s L

! Gal_Bom k-0 e L
| WET_VMFEL Pty Higrate Eolumess L

L =] Cmbarrust LDCV Tenc .ll
| Promyl_cWb Farca ubale Pars H

[ Fl_CMTE Wi Maindmere Feaeed Skahis b
L CAD Fnal 'Wold Wi ALk [ SLU L

= e— Unbnd Sl L
I Whast-1-W B M_Pyiel-3 e

4. From the edit Command Devices wizard, set Command Device to Enabled, and Enable User Authentication.
Click Finish.
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Hdit Command Devices

1.Edik Command Duvicss

IC:\"m'a"d Drawvice & Erakls s Dinabls I

Command Device Attributes

Commund Devics Sacurity : i Enable =] Dimabks
I Usar Authantication (&) Enable ) De=able I
Dewice Group Defimgan I Enabla =| Dimable

5. Execute the task by clicking Apply.

Thits wizand bets you edit one or mone progerties, Select the new valoe and dick Finish to confirm,

6. Repeat steps 1-5 on the alternate storage system.

Allocate the CMD to the Pair Management Server 1
Once you have configured your LDEV as a CMD, you must allocate it to your virtual server.

L Boot local host groups must be made prior using Storage Navigator.

To allocate the CMD via Storage Navigator for DC1 VSP 5100, follow these steps:

1. Select the Logical Devices container from the Navigation tree.

Hitachi Device Manager igat
- File Actions Reports Sattings

Explorer
Storage Systems
T[] WSP 5000 series{S/N:30506)
T{g Tasks
F.‘E Reports
E 7& Components
L F, Parity Groups
[§# Logical Davices

* & Pools

* [&f Ports/Host Groups/iSCSI Targets

External Storage
™ [ Replication
._@ Local Replication
?f" Remate Replication
L rfﬂ Journals

45" Remote Connections

2. Select your CMD and select Add LUN Paths.
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| wevin LDV Hama Status Cagachy
(| @ 220000 CVD_Eoat_Paohvoiy @ rorral 2045.00 GB o
O] @ = CVD_Roat_saahisly @ noemal o
O @e 2 VEI-GS100-00 [ r— a
L @e z vErasiea @ normal 4
|| @ 220mi0e VSI-GILO0-03 @ roral a4
FI e || e = na- )
O] @ csono CVD_MFS_Sealveld @ ol 2045.00 GB o
Li| @ oouonor CVD_VMRS_Pualvolt @ normal 2045.00 a8 o
| @ 22u00.08 CVD_ymeE_roalvolz @ rermal 2048.00 58 ]
L T = wame f
O] @ s SL_VMFSL_FOL @ ol 40%6.00 GB 12
L| @ oons GWa_CMD @ normal 0.05 6B 12
|| @ omnn Frowyl_CMD @ noral 0.05 GB

Ol @ e P — = [T u
O] @ sne GAD_Pos]_Veld [ r— 1024.00 GE o
L @ 2000008 Quorum-00 @ romal 20.00 52 [
(| @ 200010 w @ rermal 2042.00 58 ]
=S = = Ha- f
O] @ o0z = [ r— 30.00 38 2
Li| G oo @ normal 2045.00 GE [
HEEET o
L @ i rmemal 1034.00 GB 2%

3. Using the Add LUN Paths wizard select Next.

Lo
Available LUEVS
(amee ) on 7YY

Rarty Gran
»

niE I 1T R

Sdtall 0 o 18 Suhatedr 0 ol 1

4. Click Filter, then create multiple Attribute/Value:

a. Host Group Name
b. Using “contains” as a qualifier
c. Value <BootlLocal> which contains text uniqgue to UCS server profiles to use the VMFS volume

Create LDEVs

1.Create LDEVs > 2.Select LDEVs > 3.Select Host Groups / iSCSI Targets > 4.View/Change LUN Paths >
Attribute: Value:

1 | Host Group Name v || contains v Bootlocal

2 | Select Item v || Select Item v |

3 | Select Item v || Select item v |

Match | All v | conditions above.

LyFike |0 oFF

5. On the Select Host Groups / iISCSI Targets select DC1 (DC1) boot local host groups and select Add.
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Add LUN Paths

1. Select LDEV

Salaction Objact:

Hest Groups

{3} ) ] e} o ] | o} o o] o e o ] o] o

mdect Hmt Groups

s Fibre SCE1

Available Host Groups

e LUN Paths > 4.Confirm

DC1_ESx-2-Local_GAD_Fab_@ (33)

L DC2_ES¥-2-Local_GAD_Fab_a (33) 21 [VMwars ...
LB DC2_ES-3-Local_GAD_Fab_a (34) 21 [VMwar ...
LB DCZ_ESk-1-Remate_GAD_Fab_A (33} 21 [VMware ...
-8 DCZ_ESx-2-Remaote_GAD_Fab_k (36} 21 [VMware ...
LB DC2_ES-3-Remate_GAD_Fab_# (37) 21 [VMware ...
3-8 38-G00 (00) 00 [standard]
[=E2] 38-G00 (00) 04 [xandard]
are TG00 (00) 00 [Standard]
o 10-G00 (00} 00 [Standard]

DCI_ESK-1-Local_GAD_Fab_8 (32) 21 [VMware ...

b v
»
Salectods 0 of 36

Salect host groups from the Available Host Groups list, and then click Add, If yeu want to add ISCSE targats, salact ISCST from Selection Object, selct ISCSL targets fram the Available ISCSE Targats kst
and then click Add. Click Next to map the host groups or ISCS1 Targets to LUN paths.

_
Select All Pages| | optiansw | [ €] 1 »
]| mortio Host Group Nama Host .
1A-G00 (00) o0
3A-G00 (00) o
54-G00 (00) I
7A-GOO (00) 00
1C-GAC (0] 00 |
e 3c-5C (0] ]
cs-c 5C-50 (0] o
ar-c FC-50 (0] [
2% 1B-500 (00) oa
LB DCi_ESx-1-Local GAD_Fab_A (32) 21 [VMwars ...

6. Finalize your selection by clicking Next.

7. Onthe Add LUN Paths window, confirm consistent LUN ID allocation. If your LUN ID is not consistent, select
your paths along with the LDEV and click Change LUN IDs.

Tra L D8 aew watzeaticals B S0t v an Soargh 8 LUN by 2hdng COmnge LUN 200, o mars Hak sukct Tna Seck b tor Hha ot Grous | ok EIS e PAZRAREITG VRU AT OB SRR,
312 paiact LR ye aknt 2 Shange are than o5 Coangs LUN 100 51k St b cnfiom tha LUN zata.

Bkt 1 o L

8. In the change LUN IDs window, update LUN ID to desired value. Click OK.

9. Select Finish to view a summary of the task.
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Add LUN Paths

1.Select LDEVs > 2.Select Host Groups / iSCSI Targets >  3.View/Change LUN Paths > 4.Confirm

The LUN IDs are automatically set, but you can change a LUN by clicking Change LUN IDs. You must first select the check box far the host group (in the table subheading) you want to change,
and select LDEVs you want to change and then dlick Change LUN IDs. Click Finish to confirm the LUN paths.

LUNs:
[ ariker || on B [Select All Pages| [optionsw J[1€][€] 1 131 [>]>]
LUN ID(12 Sets of Paths)
R R Parity Group o) Emulation - | Provisioning ~ i CL1- CL1- CL1-
[¥] LDEVID LDEV Name Pool Name (ID) i Capacity e Attribute T10 PI  A/DCLESX-L-  A/DC1_ESX-2- | AIDCLESX-
BoaotLocal_VMFS BoaotLocal_VMFS BoatLocal_V|
_Fab_a _Fab_A _Fab_A

T e R N T e R g

>
Selected: 1 of 1

<
[ Change LDEV Ssttings H Change LUN IDs ]

Back Next b Finish Cancel 4

10. Click Apply to execute task.

Allocate the CMD to the Pair Management Server 2
Once you have configured your LDEV as a CMD, you must allocate it to your virtual server.

ﬁ Boot local host groups must be made prior using Storage Navigator.

To allocate the CMD using Storage Navigator for DC2 VSP G370, follow these steps:

1. Select the Logical Devices container from the Navigation tree.

Hitachi Device Manager

- File Actions Reports Sattings

Explorer
Storage Systems

T VSP G370(S/N:451610)

1@ Tasks

[§# Logical Devices
*fiEt Pools
Ports/Hest Groups/iSCSI Targets
xtemnal Storage

* Replication

2. Select your CMD and select Add LUN Paths.
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Create LDEVs

ON

Edit LDEVs

[ e | avioev: o s~

33 |Salect All Pages|| Column Ssttings|

L LDEV ID LDEV Name Status

]| @ oo:00:0F DS_VF2 @ Mormal
| @ oo:00:10 CMD_451610 @ normal
(| Q 00:00:11 VASA_ Pool_WVOL 0 Mormal
| @ oo:00:12 @ Mormal
]| @ oo:00:13 @ normal
| @ oo:00:14 VASA_ALU_451610 (@) vermal
L G £0:00:15 VASA_ALU G Normal
| @ oo:00:16 VMFS_VASA_LDEV @ normal
L] (@ oo:00:17 DC2-WSI-G370-01 (@) vormal
]| @ oo:00:18 VMFS_DS_ESXI3 @ Mormal
L]/ @ oo:00:13 DC2-VSI-G370-02 @ normal
]| @ oo:00:1a DC2-VSI-G370-03 (@) vermal
L D 00:00:1B Quorum-00 G Normal
| @ oo:00:1¢ CVD_VMFS1_SVOL @ normal
(| Q 00:00:1D West-1-VSM_SVol-0 0 Mormal
L D 00:00:1E Mon_GAD_DS1 G Normal
]| @ oo:00:1F GAD_Poolvol-1 @ normal
L @ oo:00: GAD_Poalval-2 (@) vermal
]| @ oo:00:21 GAD_Pool_Vala Q) Mormal
L Q 00:00:22 UCS_Boot_Pool_Vol Q Normal
R e VE
L D : G Normal
L a G Normal

3. Using the Add LUN Paths wizard select Next.

Add LUN Paths

hange LUN Paths

This wizard lets you assign LDEVs to host groups or iSCSI targets, and then map the host groups or iSCST targets to LUN paths.
Selact LDEVs from the Available LDEVs list, and then click Add. Click Next to assign LDEVs to host groups or iSCSI targats,

LDEVs:

Al ble LDEVs
aricer ) on [0 [SelectAll pages) [ostionsw (1€][ €] iz
]| toev o LDEV Name f;’ity Group | pool Name (1D) | Rl - ]| woevio
]| o0:00:01 WSI-G270-01 - UCS_Boot_Po... | 1| LI| oo:00:23
]| o0:00:02 WSI-G270-02 - uCs_Boot Po... | 1|
]| o0:00:04 WSI-G270-02 - UCS_Boot_Po... | 1
]| o0:00:05 WSI-G270-04 - uCs_Boot Po... | 1|
]| o0:00:08 WSI-VMFE-01 - UCS_VMFE_P., | 1
]| o0:00:00 VMFS_DS_AJ - UCS_WMFS_P.. | 1|
]| o0:00:08 DS_VFL - UCS_VMFE_P., | 1
]| o0:00:0F DS_vF2 - UCS_WMFS_P.. | 1|
]| oo:00:10 CMD_451610 - UCS_VMFS_P... 14 Add p
[]| o0:00:14 VASA_ALU_451610 - - -
]| o0:00:15 VASA_ALU - - - i
L] o0:00:16 VMFS_VASA_LDEV - UCS_WMFS_P.. | 1|
]| 00:00:17 DC2-VSI-G270-01 - UCS_Boot_Po... | 1
[| o0:00:18 WMFS_DS_ESXI2 - UCS_WMFS_P.. | 1|
]| o0:00:19 DC2-VSI-G270-02 - UCS_Boot_Po... | 1
[]| o0:00:1a DC2-VSI-G270-02 - uCs_Boot Po... | 1|
]| o0:00:1c CVD_VMFS1_sVOL - UCS_VMFE_P., | 1
[]| o0:00:10 West-1-VSM_SVel-0 - UCS_WMFS_P.. | 1|
]| o0:00:18 Non_GAD_DS1 - ucs_vMrs_p., | 11U
[]| o0:00:22 UCS_Boot_Pool_Val 13 - 1
]| o0:00:E8 - GAD_370_Po.. | 1|
]| o0:00:EC - GAD_370_Po... | 1,
< ] > <

Selected: 0 of 25

4. Click Filter, then create multiple Attribute/Value:
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PMSZ_CMD_451610 - UCE_VMFS_P...
)
Selected: 0 of 1
o Back Next Finish
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a. Host Group Name

b. Using “contains” as a qualifier

c. Value <BootLocal> which contains text unique to UCS server profiles to use the VMFS volume
Create LDEVs

1.Create LDEVs > 2.Select LDEVs > 3.Select Host Groups / iSCSI Targets > 4.View/Change LUN Paths > 5.Confirm
Attribute: Value:

1 L Host Group Name ¥ || contains v Bootlocal

2 | Select Item v || Select Item v |

3 | Select Item v || Select Item v

Match | All v | conditions above.

Lyriter |(ETN oFF

Add LUN Paths

1.Select IDEVs > 2.Salect Host Groups / iSCSI Targets

Select host groups from the Available Host Groups list, and then click Add. If you want to add iSCSI targets, select iSCSI from Selection Object, select iSCSI targets from the Available iSCSI Targets list.
and then click Add. Click Next to map the host groups or ISCSI Targets to LUN paths.
Selaction Object: @ Fibre iSCSI
Host Groups:

Available Host Groups Selected Host Groups

Larier e AlLpages Lommaw Jicl€] 1 12 [>]3] o

[¥] Part I blo=t Gomp e Hest Mode AT ]| Pert1D Host Group Name Host Made Port Security | MY
O] in | 005 o o o ke | 1 ]| i
[W4] cia | DC2_Esx-2-Bootlocal VMFS_Fab A.. | 21 [VMware Exiension] m
4T cn | o co ot v i | o St st | o]
|| cs-8 | D2 ESx-1-Bootiocal VMFS_Fab B.. | 21 [VMvare Extension] m
eI T Ty gy e
e e e —c
. CLa-A DC2_ESX-1-BootLocal_VMFS_Fab_B... | 21 [VMware Extension] m
e e e e —
M= DC2_ESX-3-Bootlocal_VMFS_Fab_B... | 21 [VMware Extension] [ fe—
p—
2] e | o e ot i i | 5 St et | ]
1] s oc oot v i | o o et ]

< 1 > < ] >

Detail Selected: 12 of 12 Detail Selected: 0 of O
Back Next b Finish Cancel || 7

6. Finalize your selection by clicking Next.

7. Onthe Add LUN Paths window, confirm consistent LUN ID allocation. If your LUN ID is not consistent, select
your paths along with the LDEV and click Change LUN IDs.
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Add LUN Paths

L.Select LDEVs > 2.Select Host Groups / iS 3.View/Change LUN Paths 4.Confirm

The LUN IDs are automatically sst, but you can change a LUN by clicking Change LUN IDs. You must first selact the chack box for the host group (in the table subheading) you want to change,
2nd select LDEVS you want to change and then click Changs LUN IDs. Click Finish to confirm the LUN paths.

LUNs:

AFiter Selact All Pages options w |[1€][€] 1 41

LUN ID(12 Sets of Paths)

Parity Group Provisioning . CL1- CL1- CL1- CL3-

LDEV N Pool Name (ID) | Ca Attribute | T10 P

=" D e L Type e ¥ MoeaEsx- A/DC2_ESK-2- | [ AIDC2ESX-3- | B/DC2
BootLocal_VMFS BootLocal_VMFS BootLocal_VMFS Bootlc
_Fab A _Fab A _Fab_A _Fab f

< ] >
| } | |
| change LoEv settings ]I Change LUN ID= l Selected: 1 of 1

Next | Finish

8. In the change LUN IDs window, update LUN ID to desired value. Click OK.

9. Select Finish to view a summary of the task

Add LUN Paths

ct Host Groups / iSCSI Targ - hange LUN Paths

Enter a name for the task. Confirm the settings in the list and click Apply to add task in Tasks queue for excution.
Task Name: 151122-AddLUNPaths
(Max. 32 Characters)
Port ID LUN ID LDEV 1D LDEV Name Attribute Host Group Name f;”“‘ Group | pogl Name (ID) Capacity :;::'5'
cL-a 2 00:00:23 PMS2_CMD_451610 Comma... | DC2_ESX-1-BootLocal_VMFS_Fab_a (04) - UCS_VMFS_Perf(2) 0.06GB | DP
CcLi-A 3 00:00:23 PMS2_CMD_451610 Comma.. = DC2_ESX-2-Bootlocal VMFS_Fab_A (03) - UCS_VMFS_Perf(2) 0.06GB | DP
cLi-a 2 00:00:23 PMS2_CMD_451610 Comma... | DC2_ESX-3-Beotlocal_VMFS_Fab_a [08) - UCS_VMFS_Perf(2) 0.06GB | DP
cLz-8 3 00:00:23 PMS2_CMD_451610 Comma... | DC2_ESX-1-BootLocal_VMFS_Fab_B (04) - UCS_VMFS_perf(2) 0.06G8 | DP
cLz-e z 00:00:23 PMS2_CMD_451610 Comma... = DCZ_ESK-2-Bootlocal VMFS_Fab_B [05) - UCS_VMFS_Perf(2) 0.06GE | DP
c3-B 3 00:00:23 PMS2_CMD_451610 Comma... | DC2_ESX-3-BootLocal_VMFS_Fab_B (06) - UCS_VMFS_Perf(2) 0.06G8 | DP
cLa-A z 00:00:23 PMS2_CMD_451610 Comma.. | DC2Z_ESK-1-Beotlocal VMFS_Fab_B [04) - UCS_VMFS_Perf(2) 0.05GE | DP
cLa-a 2 00:00:23 PMS2_CMD_451610 Comma... | DC2_ESX-2-Bootlocal VMFS_Fab_B (05) - UCS_VMFS_Perf(2) 0.06GB | DP
cLa-A 2 00:00:23 PMS2_CMD_451610 Comma.. = DE2_ESK-3-Bootlocal VMFS_Fab_B [08) - UCS_VMFS_Perf(2) 0.06GE | DP
cLz-B 3 00:00:23 PMSZ_CMD_451610 Comma... = DCZ_ESX-1-Bootlocal VMFS_Fab_a [04) - UCS_VMFS_Parf(2) 0.05GE | DP
cLz-s 2 00:00:23 PMS2_CMD_451610 Comma... | DC2_ESX-2-BootLocal_VMFS_Fab_a (05) - UCS_VMFS_Perf(2) 0.06G8 | DP
cL2-B 3 00:00:23 PMS2_CMD_451610 Comma... | DCZ_ESX-3-Bootlocal VMFS_Fab_A [08) - UCS_VMFS_Perf(2) 0.06G8 | DP
< ] >
Total: 12

Go to tasks window for status
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10. Click Apply to execute task.

Onboard the CMD to Pair Management Server as RAW Device Map using vCenter

Once a CMD is defined from your RAID subsystem and have provisioned to respective local and boot LUN host
groups, you must onboard your CMD to your Pair Management Server at DC1 and DC2.

To map your CMD to your Pair Management Server via RAW device map, follow these steps:

1. Login to vSphere vCenter Server.

VMware® vSphere

administrator@vsphere.local

2. From the host and cluster view, right-click your Pair Management Server 1 and select Edit Settings..

ware" vSphere Wgh

ion -
{dp Actions - VSLPMS1

Power

Guest 0S

Snapshots »

L . ] B | @ Open Console
~ {3 vsi Cluster % Migrate

@ dct-esx-ihvesE oo >
[@ det-esx-2 hvesg Template >
(g dct-esx-3 hvese
@ de2-esx-1 hvese Faul Tolerance :
(@ dc2-esx-2hvesg VM Policies »
@ dc2-esx-3hvesg Compalibility »
(@ CENTOS-0

{3}y cwomBd-opsmagt Export System Logs

& Hnacm-UCP-A:'E Edit Resource Settings.

{3 HitachiStoragel Edit Settings |
I_;bIOM-f)TLR Move To
Eb VC3A Rename
[?DVM-O : Edit Notes
iy vm-02 Tags & Custom Altributes »
iy VM-03
DbVM'(“ Add Permission
%VMJM Alarms »
iy VM-06
,ijMvO?
Vi
G vi-08 All vRealize Orchestrator plugin Actions »

(% VSI-HDID-Maste

Update Manager »

i VSI-PMS2
{ VSI_CM_Rest

3. Using the new device drop-down list, select RDM Disk.

183



Deployment Hardware and Software

[ WSILPMS1 - Edit Settings (7l
Virual Haraware | v Options | SDRS Rules | vagp Optons |
» @ cPU W NVDIMM P
23 Mew Hard Disk
» B Memary [ Esizfing Hard Disk g -
» {2 Hard disk 1 I £ RDM Disk | IGB |-
+ 28 Hard disk 2 MB | -|
Metwork
+ @, SCS| controler 0 -
+ il Network adapter 1 @ COvD Drive | | B Connected
+ @) CDVDVD drive 1 = Floppy Drive |- acted
+ | Flopoy driva 1 - e
d &8 Serial Port A4
sl o Paralel Part -
B SATA conirolier & i Host USB Device
+ [ USE xHCI controller BB USB Controlier
¥ ok VMCI device
+ Other De SCSI Devica
e & FCI Device Ly Upgrare
v ility Upgrads...
& Shared PCI Device w
SCSI Confroller
= NVMe Confrober
2 SATA Controlier
New device. | L -
Compatibiiy. ESXi 6.7 and Iatar (VM version 14) oK e
= |
4. Select Add.
“h VELPMIET - Edit Seltings (2 M
[ Virial Hardware VW Dptors | BORS Fues | wApp Dpacns ]
L
v | cPu i - @
v 3K Memory g1e2 = | | ME -
+ (3 Hand aisk 1 40 = |-
» [, Hard disk 2 2z = | mB |f|
+ B, 5051 condraber L3I Logic 343
» il Mebwork adager 1 | oCi-IR |-| 1 Conmactad
+ (9 CODVD drive 1 | Client Devce |-|
+ (5 Floppy driva 1 | Cliant Device | =] O connects
+ Il Video card Specly cushom setting -
B SaTA confrnbar
+ [ USE xHC| contreller  USE 3.0
bk WMICH device
v Otfer Devices
¢ Upgrade || Sthediue VM Conpalibity Upgrade...
Nerw devica: | £ ROM Disi - |I A I
Compatieliy: ESX & T and leber [V version 14) aK Cancel

5. From the Select Target LUN list choose your presented CMD. Click OK.

Select Target LUN (x)
Mame |dentifier Path ID LUN Capacity Drive Type: Hardware Acce
HITACHI Fibre Channel Disk (naa.6006028012d903005040d9030000007c) fvmisidev... Jvmfs/dev.. 103 1.00TE Mon-flash Supported
HITACHI Fibre Channel Disk (naa.60060e800877 2a000050772a0000000b) fvmisidev... /vmis/dev.. 2 55.00 MB Mon-flash Supported
HITACHI Fibre Channel Disk (naa.50060e800877 2a000050772a0000000d) fvmisidev...  Jvmis/dev.. | 4 G0.00 MB Mon-flash Supported
HITACHI Fibre Channel Disk (naa.60060e8008772a000050772a00000014) fvmisidev... Jvmis/dev... 10 55.00 MB Mon-flash Supported
4 L3

[ ok | cancel |
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6. Using the Edit Settings menu finalize your selection by clicking OK. Your CMD is now presented to the oper-
ating system.

51 VSI-PMSA - Edit Settings 7

| Mirtual Hardware | VM Options | SDRS Rules | vApp Options

+ | CPU 0
+ Ml Memory

v () Hard disk 1 40 > | GB

+ &3 Hard disk 2 - | mB

+ @, SCSI controlier 0 LS| Logic SAS

v [l Network adapter 1 | DC1-B + | o Connected
+ (@) CODVD drive 1 Client Device

+ [ Floppy drive 1 Chenl Device -

+ gl Vigeo cara

& SATA controller 0
+ @5 USE xHCI confroller USB 30
¥ o VMC| device
» Dither Devices
v Upgrade Schedule VM Compatibility Upgrade.

b i New Hard disk — | MB -

MNew device: ﬁ:‘d RDM Disk - Add

Compatibility: ESXi 6.7 and later (VM version 14] I oK | Cance!

7. Repeat steps 1-6 for secondary subsystem CMD on Pair Management Server 2.

Setup CMD on Windows OS
After allocating a CMD to the Windows OS, you must verify its visibility.

L The following example utilizes the Windows 2016 Data Center operating system. To access components
using different generations of a Windows operating system, you can utilize the following executables us-
ing RUN:

Diskmgmt.msc (Disk Management)
Cmd.exe (Command Prompt)

CMDs allow HORCM to communicate directly with the storage sub-system. To verify the CMD using the Windows
2016 Data Center, follow these steps:

1. Log into the Windows host.

2. From the desktop, right click on start and select Disk Management.
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Programs and Features
Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management

Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

3. Using Disk Management, you will be able to see the CMD that you have RAW device mapped in the previous
step. You do not have to online and initialize this volume. There is no further action needed.

*© Disk 1 ]

Unknown
56 MB 56 MB
offline () Unallocated

Verify CMD Physical Drive Details on Window OS with CCl

Once you have installed CCI binaries and have allocated a CMD device to your Windows host, you can verify CMD
attributes using CCl.

To confirm CMD attributes, follow these steps:

1. Right-click the windows Start icon and select Command Prompt (Admin).
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Programs and Festures
Power Options
Event Viewsr
Systermn

Manager
Network Connections

Disk Management

mputer Management

and Prompt
and Prompt (Admin)
Task Manager
Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

2. You must first navigate to the directory to which you have installed CCl. To access CClI binaries, change your
Windows directory to C:\HORCM\ect.

Bl Administrator: Command Prompt

3. Run command raidscan -x findcmddev #(0-25), this will scan your system for any CMD s with drive numbers
0 to 25. In this case you can see your CMD is from our VSP 5100 system with serial 530506 linked to physi-
cal drive 1.

B8 Administrator: Cornmand Prompt

Create a RAIDCOM HORCM File with IP CMD for VSP 5100 DC1 Array Communication

Creating a RAIDCOM HORCM file will allow you to communicate with a Hitachi RAID subsystem and modify
attributes. With a VSP 5100 system, you will specify the IP address of the SVP. Remember, a HORCM file
administers a single array.

To create a RAIDCOM HORCM file, follow these steps:

1. Run windows command prompt as an administrator.
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Computer Management

Command Prompt

Command Prompt [Admin)

Task Manager

Control Panel

Shut down or sign out

Deskt

2. Use the administrative command prompt and open notepad.

B Administrator: Command Prompt

3. Within your notepad instance, write out the format for HORCM_CMD, by providing the IP address of the RAID
system you would like to control. With a VSP 5100 system, you specify the IP address of the SVP.

HORCM_CMD
#dev_name dev_name dev_name
\W.AIPCMD-18.1.168.54-31@01

4. Using Notepad, select File, Save As.
5. Navigate and save your HORCM file to C:\Windows.

6. Save your file as horcm10.conf, with type selection as All Files, click Save.

File name: | horem10.conf o

Save as type: |All Files (**) [

A Hide Folders Encoding: | ANSI v T

Create a RAIDCOM HORCM File with IP CMD for VSP G370 Data Center 2 Array Communication

Creating a RAIDCOM HORCM file allows you to communicate with a Hitachi RAID subsystem and modify attributes.
With Hitachi’'s G350, G370, G700, G900 systems you define both controller IP’s within the HORCM file.
Remember, a HORCM file administers a single array.

To create a RAIDCOM HORCM file, follow these steps:

1. Run windows command prompt as an administrator.
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Programs and Features

'ower Options

and Prompt [Admin)

Task Manager

2. Using the administrative command prompt, open notepad.

B Administrator: Command Prompt

3. Within your notepad instance, write out the format for HORCM_CMD, by providing the IP address of the RAID
system you would like to control. With Hitachi’'s G350, G370, G700, G900 systems you define both controller
IP’s within the HORCM file.

HORCM_CMD
#dev_name dev_name dev_name
\W.AIPCMD-18.2.168.51-31801 %\ .\IPCMD-106.2.168.52-31@01

4. Using Notepad select File, Save As.
5. Navigate and save your HORCM file to C:\Windows.

6. Save your file as horcm11.conf, with type selection as All Files, click Save.

File name: ‘ herem11.conf »

Save as type: | All Files (**) ~

» Hide Folders Encoding: | ANSI ~ Cancel

Start HORCM Files on Pair Management Server 1 and 2

Once HORCM files are defined, you must start the HORCM file to be able to communicate with the RAID
Subsystem. To start a HORCM file follow these steps:

1. Navigate to the directory to which you have installed CCl. To access CCI binaries, change your windows di-
rectory to C:\HORCM\ect.
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B Administrator: Command Prompt

2. From the C:\HORCM\ect directory issue horcmstart.exe followed by the HORCM instance you want online.

E® Administrator: Command Prompt

3. You can now issue command sets to the RAID subsystem to administer and modify components to the speci-
fied RAID system based off the defined HORCM file.

4. Repeat steps 1-3 for the HORCM file 11 on Pair Management Server 2.

Windows Firewall Settings for HORCM UDP Ports

Within production environments that utilize firewalls, you must configure a passthrough of UDP listener ports that is
being utilized on each Pair Management Server via HORCM files.

To create windows firewall rules to allow HORCM UDP ports, follow these steps.

1. Log into your Pair Management Server, right-click Start.

2. Select Control Panel.
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Programs and Features
Power Options

Event Viewer

Systern

Device Manager
Network Connections
Disk Management
Computer Management
Command Prompt

Comrmand Prompt (Admin)

Task Manager

Control Panel
File Explorer
Search

Run

Shut down or sign out

Desktop

3. Click System and Security.

[E2 Control Panel

4~ [EZ » Control Panel » v | O |
Adjust your computer's settings Viewby: Category ¥

System and Security User Accounts
Review your computer's status Sz. !;' Change account type

G View event logs

. 5 Appearance and Personalization
y Network and Internet E PP
\j _— Change the theme

View network status and tasks

Clock, Language, and Region

| Hardware ] Add a language
%‘! View devices and printers il Change input methods
Add a device Set the time and date
pmgrams Change date, time, or number formats

Let Windows suggest settings
Optimize visual display

S
[=] Uninstall a program Ease of Access
& Turn Windows features on or off @

4. Click Windows Firewall.

5. Select Advanced settings.
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ﬂ Windows Firewall

&~ v 4 ﬂ » Control Panel

Control Panel Home

Allow an app or feature
through Windows Firewall

®) Change notification settings

&) Tum Windows Firewall on or
off

9 Restore defaults
9 Advanced settings I

Troubleshoot my network

6. Click Inbound Rules.

@ Windows Firewall with Advanced Security - m} x

File Action View Help

ndows Firewall with Advanced Security on Local Computer Actions

| Windows Firewall with Advanced Security on Local Compu.

‘ Windows Firewall with Advanced Security provides networic security for Windows compu @) Import Policy.
=} o

B Connection Security Rules
> B Monitoring | Export Policy...

Overview Restore Default Policy
Domain Profile

@' Windows Firewall is on

Diagnose / Repair

View
0 Inbound connections that do not match a rule are blocked. Refresh
- al res
@ Outbound connections that do not match a e are allowed.
[l Properties
@ Windows Firewall with Advanced Security - o x
File Action View Help
L A= IRERN 7|
& Windows Firewall with Advancd e ) Actions
Inbound Rules
N G Profil Inbound Rules a
Outbound Rules ame feup rette
B4 Connection Security Rules Hitachi Data Instance Director All
> . Monitoring Allioyn Router (TCP-In) Allioyn Router Dornai ST R
Allioyn Router (UDP-In) Allioyn Router Dormai.
7 Filter by State 3
BranchCache Content Retrieval (HTTP-In)  BranchCache - Content Retr... Al
BranchCache Hosted Cache Server (HTT... BranchCache - Hosted Cach... Al W Filter by Group »
BranchCache Peer Discovery (WSD-In)  BranchCache - Peer Discove.. Al View »
Cast to Device functionality (qWave-TCP... Castto Device functionality  Private.. Refresh
Cast to Device functionality (qWave-UDP... Castto Device functionality  Private. Q] Refres
Cast to Device SSDP Discovery (UDP-In)  Cast to Device functionality  Public |z Export List...
Cast to Device streaming server (HTTP-5t.. Castto Device functionality  Public H Help

Cast to Device streaming server (HTTP-St... Castto Device functionality  Domain
Cast to Device streaming server (HTTP-5t.. Castto Device functionality  Private
Cast to Device streaming server (RTCP-5t.. Cast to Device functionality  Public

Cast to Device streaming server (RTCP-5t... Cast to Device functionality ~ Private
Cast to Device streaming server (RTCP-5t... Cast to Device functionality  Domain
Cast to Device streaming server (RTSP-Str... Cast to Device functionality  Public

Cast to Device streaming server (RTSP-Str.. Castto Device functionality ~ Private
Cast to Device streaming server (RTSP-Str... Cast to Device functionality  Domain

@ Cast to Device UPnP Events (TCP-In) Cast to Device functionality  Public
COM+ Network Access (DCOM-In) COM+ Metwork Access Al
COM+ Remote Administration (DCOM-In) COM+ Remote Administrati... Al

Core Networking - Destination Unreacha... Core Networking Al

Core Networking - Destination Unreacha... Core Networking Al

Core Networking - Dynamic Host Config... Core Networking Al

Core Networking - Dynamic Host Config... Core Networking Al

@ Core Networking - Internet Group Mana... Core Networking Al

% Core Networking - IPHTTPS (TCP-In) Core Networking Al

Core Networking - IPv6 (IPv6-In) Core Networking Al

Core Networking - Multicast Listener Do...  Core Networking Al

Core Networking - Multicast Listener Qu... Core Networking Al

Core Networking - Multicast Listener Rep... Core Networking Al

Core Networking - Multicast Listener Rep... Core Networking Al v

< > < >

8. From the New Inbound Rule Wizard, select Port. Click Next.
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ﬂ Mew Inbound Rule Wizard

Rule Type
Select the type of firewall rule to create.

Steps:
» Rue Type What type of rule would you like to create 7
@ Protocol and Ports
@ Action (O Program
@ Profile Rule that cortrols connections for a program.
@ Name @® Port
Rule that cortrols connections fara TCF or UDFP port.
) Predefined:
Alldoyn Router
Rule that controls connections for a Windows experience.
() Custom
Custom rule.

< Back MNeat = Cancel

9. Select UDP and specify your local listening UDP port as defined in HORCM files. Click Next.

@ New Inbound Rule Wizard x*

Protocol and Ports

Specify the protocols and ports to which this nule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?

@ Protocol and Ports ) TCP

¢ o

@ Profile

@ MName Does this rule apply to all local ports or specific local pots?

) All local ports

I (@ Specific local ports: 31023 I

< Back Next > Cancel

10. Select and apply the inbound rule to Domain, Private, and Public. Click Next.

193



Deployment Hardware and Software

&« & & & &

ﬂ MNew Inbound Rule Wizard

Profile
Specify the profiles for which this rule applies.

Steps:

Rule Type
Protocal and Ports
Action

Profile

Name

When does this rule apply?

gin
Applies when a computer is connected to its comporate domain.

pplies when a computer is connected to a private network location, such as a home
or work place.

Aoplies when a computer is connected to a public network location.

< Back Cancel

11. Select Allow the connection, click Next.

[ ]

[ ]

L]

L]

L]

ﬂ Mew Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the condtions specified in the rule.

Steps:

Rule Type
Pratocol and Ports
Action

Profile

Name

What action should be taken when a connection matches the specified conditions?

@ Allow the connection
This includes connections that are protected with IPsec as well as those are not.

(O) Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

(C) Block the connection

< Back Cancel

12. Finalize the rule by applying the name, click Finish.
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ﬂ Mew Inbound Rule Wizard

Name

Specify the name and description of this rule.

Steps:

Rule Type
Protocol and Ports
Action

Profile

Name:
HORCMOFirewall Rule|

«E & & & &

MName

< Back | Cancel

13. Confirm rule creation, using the inbound rules list.

14. Repeat steps 1-13 to create additional Windows Firewall rules for UDP listener ports utilized by HORCM files
on Pair Management Server 1 and 2.

Configure VSP 5100 MCU/RCU port attributes

MCU and RCU ports between systems in replication carry production data to each VSP controller at DC1 or DC2.
To configure the MCU and RCU fibre channel ports used for system replication within the VSP 5100 storage

system, follow these steps:

1. Log into Hitachi Storage Navigator.
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Hitachi Device Manager

Storage Navigator

2. From the left Explorer pane, select the Storage System tab.

3. Expand the storage system being configured. Highlight the Ports/Host Groups/iSCSI Targets element in the
navigation tree, then click the Ports tab in the main configuration pane.

Hitachi Device Manager storage Navigator

L= File Actions Reports Settings View Tool Help

Explorer Ports/Host Groups/iSCSI Targets

' Storage Systems VSP 5000 series(S{N:30506) > Ports/Host Groups/iSCSI Targets
[]" V'SP 5000 series(S/N:30506)
i Tasks Host Groups [/ iSCSI Targets Hosts Ports Login WWNs
rﬂé Reports
= [ et o | Femore ot core e

" 2 File 5
* [, Parity Groups | #Fileer ||m | Salect All Pages|| Column Settings|

[§# Logical Devices

Port ID Type iSCSI Virtual WWN / iSCSI Name

' Wé Pools Fort Mode

* [ Ports/Host Groups/iSCSI Targets
; Fibra 50060E8008772440
¥ FFT External Storage

& azs S oococseraner |

CLi-C Fibre S0060ES008772A02

Fibra = S50060EB008772A22

4. Select the checkboxes for the ports being used for MCU/RCU system replication within the solution, then click
Edit Ports to instantiate the Edit Ports dialog box.

5. Select checkboxes to edit the following settings to modify the selected ports:

a. Port Attribute: Bidirectional
b. Port Security: Disabled
Port Speed: Auto

d. Fabric: OFF

o
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e. Connection Type: P-to-P

L Example ports used as MCU/RCU ports between VSP 5100 and VSP G370 in this design are listed in
Table 13 .

Edit Ports

1.EditPorts > 2.Confirm

This wizard lets you edit one or more properties. Check the box in front of the property you want to edit,
and then enter the new value,

V] Port Attribute : | Bidirectional v
v Port Security : (_) Enable (=) Disable
4 Port Speed : [ Auto v J
L |  Address {Loop ID) : [ v J
¥ Fabric : (U oN (s OFF

Connaction Type : L P-to-F v J

Mext Finish Cancel ?

6. Click OK for any warning that appears.
7. Click Finish.

8. Review the changes to be made and check the Go to tasks window for status box, then click Apply.

Edit Ports

1.Edit Ports >

Enter & name for the task. Confirm the settings in the list and click Apply to add task in Tasks queue for execution.
Tazk Name: | 191122-EditPorts |
(Max. 32 Characters)
Port ID Attribute Security Spead SRS Address Fabric Cor
Transfer Rate (Loop ID) Typ
CL7-A Bidiractio... Disablad Auto 32 Ghps E2 (3) QOFF Pt
CL7-C Bidirectio... Disabled Auto 32 Ghps DA (7) OFF P-ti
CL3-A Bidiractio... Disablad Auto 32 Ghps CA (19]) OFF P-t
CLe-C Bidiractio... Disablad Auto 32 Ghps C5 (23) OFF Pt
L | *
Total: 4
Go to tasks window for status Back Mext ) Apply Cancel ?
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Configure VSP 5100 GAD Port attribute

There are specific ports for GAD storage allocation on data center 1 VSP 5100. The attributes for ports used for
the GAD allocation will have different settings compared to the MCU/RCU ports. To define the GAD port attributes,
follow these steps:

1. Log into Hitachi Storage Navigator.

Hitachi Device Manager

Storage Navigator

C)o"

o

2. From the left Explorer pane, select the Storage System tab.

3. Expand the storage system being configured. Highlight the Ports/Host Groups/iSCSI Targets element in the
navigation tree, then click the Ports tab in the main configuration pane.

Hitachi Device Manager storage Navigator

L 3 File Actions Reports Settings View Toal Help

Explorer Ports/Host Groups/iSCSI Targets

[ Storage Systems WSP 5000 series(S/N:30506) > Ports/Host Groups/iSCSI Targets
1" VSP 5000 series(S/N:30506)
i Tasks Host Groups / iSCSI Targets Hosts Porks Login WWNs

rﬂé Reports
: e e

L rl"é Components
o 2 Files 5
» [, Parity Groups | #Fileer ||m | Select All Pages|| Column Settings|

[i# Logical Devices

BRG] WWN / iSCSI Name

* i Pools Port Mode
* [ Ports/Host Groups/iSCSI Targets
: A Fibre - S0060EB008772A40
b ﬁr’T External Storage ram—
- ¥ oz e [~ oo
’@_i Replication . .
afl CL1-C | Fibre - S0060EE008772A02
Fibre - S0060EB008772A22

4. Select the checkboxes for the ports being used for GAD system replication within the solution, then click Edit
Ports to instantiate the Edit Ports dialog box.

5. Select the checkboxes to edit the following settings to modify the selected ports:
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a. Port Attribute: Target
b. Port Security: Enabled
c. Port Speed: 32GB

d. Fabric: ON

e. Connection Type: P-to-P

‘& Example ports used as GAD ports for VSP 5100 in this design are listed in Table 13 .

Edit Ports

1.Edit Ports > 2.Confirm

This wizard lets you edit one or more properties. Check the box in front of the property you want to edit,
and then enter the new value,
—
0 Port Attribute [ Target v
VI I Port security : (s) Enable () Disable
™ I Port Speed : 32 Gbps -
—
e Address (Loop ID) : [ b J
p—
T4 Fabric (») ON L) OFF
i Connection Type : P-to-P -
—

4 Back MNext p Finish Cancel ?

6. Click OK for any warning that appears.
7. Click Finish.

8. Review the changes to be made and check the Go to tasks window for status box, then click Apply.
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Edit Ports

1.Edit Ports > 2.Confirm

Enter a name for the task. Confirm the sattings in the list and click Apply to add task in Tasks queue for execution.

Tazk Mame: 191122-EditPorts] |

(Max. 32 Charactars)

Port ID Attribute Security Speed ‘SI';;:‘Z:ERata ?idorpes]slj} Fabric ‘CI':FI
CL1-B Target Enabled 32 Gbps 32 Ghps D3 (8) ON B-t
CLi-D Target Enablaed 32 Ghps 32 Ghps D3 (12) ON P-t
CL2-B Target Enabled 32 Gbps 32 Ghps C3 (24) OoN Bt
CL2-D Target Enabled 32 Gbps 32 Gbps B6 (28) ON B-t
40 *

Go to tasks window for status

Configure VSP 5100 Quorum Port Attributes

Attributes for the ports used for the Quorum disk have custom settings when compared to the MCU/RCU and
GAD/non-GAD ports. To define quorum port attributes, follow these steps:

1. Log into Hitachi Storage Navigator.

Hitachi Device Manager

Storage Navigator

2. From the left Explorer pane, select the Storage System tab.

3. Expand the storage system being configured. Highlight the Ports/Host Groups/iSCSI Targets element in the
navigation tree, then click the Ports tab in the main configuration pane.
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Hitachi Device Manager

- File Actions Reporis Sattings

Explorer Ports/Host Groups/iSCSI Targets

Storage Systems VSP 5000 series{S/N:30506) > Ports/Host Groups/iSCSI Targets

~[1" V'SP 5000 series(S/N:30506)

Host Groups / iSCSI Targets Hosts Ports Login WWNs

’ Edit Ports ] Remove Port CHAP Users Edit T10 PI Mode
l # Filter ]m lEeIect All Paga“Column Sel:l:ings]

iSCSI Virtual

L | PortID Type N WWN / iSCSI Name
"0 viode

Fibre - S0060EE008772A40

Croe | Pomscomsmonrranio

Fibre - S0060EB008772A02

Fibre - 50060EB008772A22

4. Select the checkboxes for the ports being used for Quorum within the solution, then click Edit Ports to instan-
tiate the Edit Ports dialog box.

5. Select checkboxes to edit the following settings to modify the selected ports:

a. Port Attribute: Bidirectional
b. Port Security: Enabled
Port Speed: 16GB

d. Fabric: OFF

e. Connection Type: P-to-P

o

ﬂ Example ports used as Quorum ports for VSP 5100 in this design are listed in Table 13

Edit Ports

1.Edit Ports > 2.Confirm
This wizard lets you edit one or more properties. Check the box in front of the property you want to edit,
and then enter the new value.

V] § Port Attribute | Bidirectional v
¥ Part Security : (=) Enable () Disable

V] | Port Speed : | 16 Gbps v
L Address (Loop ID) : L L J
(V] Fabric : (O on (s OFF

(v] Connection Type : | P-te-P ¥

4 Back Next ) Finish Cancel rd

6. Click OK for any warnings that appear.
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7. Click Finish.

8. Review the changes to be made and check the Go to tasks window for status box, then click Apply.

Edit Ports

1.Edit Ports >  2.Confirm

Enter @ name for the task. Confirm the settings in the list and click Apply to add task in Tasks queue for execution.
Tazk Mama: | 191122-EditPorts |
(Max. 32 Charactars)
Port ID Attribute Security Speed e eka cdress Fabric Cor
Trznsfer Rate (Loop ID) TvE
CL7-D Bidirectio.. | Enabled 16 Ghps 32 Gbps CE (15) OFF Pty
CL8-D Bidirectio... Enabled 16 Ghps 32 Ghps B3 (31) OFF Pt
40 ] H
Total: 2
Go to tasks window for status Back MNext | Apply Cancel ?

Configure VSP G370 MCU/RCU Port Attributes

MCU and RCU ports between systems in replication carry production data to each VSP controller at DC1 or DC2.
To configure the MCU and RCU fibre channel ports for the VSP G370 storage system, follow these steps:

1. Log into Hitachi Storage Navigator.

i Device Manager
galor

2. From the left Explorer pane, select the Storage Systems tab.

3. Expand the storage system being configured. Highlight the Ports/Host Groups/iSCSI Targets element in the
navigation tree, then click the Ports tab in the main configuration pane.
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Hitachi Device Manager s

“— File Actions Rep< tings Maintenance Utility Voow

Explorer Ports/Host Groups/iSCSI Targets

Storage Systems VEP GIZO(G8/N:431610) > Ports/Host Groups/iSCSL Targets

VSP G370(8/N:451610)
i@ Taskn

G Reports Host Groups / ISCSI Targets  Hosts  Ports Login WWNs/ISCST Names  CHAP Users
* ¥ Componaents
* % Parity Groups .

8 tociel Do (AFiker | on [ETT)  [Select AN Pages| Column Settings|

* & Poois

Number of Ports

1P
25 : ]| PeriD Type  SCSIVIMual |y / iSCSE Name
& uCs_Boot_Pool(0) Port Mode 19 Addvass

& UCS_VMFS_per(2)

P e e Ll Poua  Fbee - S0060EE012CIIA00
p: | @ Fibre . S0060E8012C99A20
G0 Ddsree) Ctomow L @® Fibeo . SOD60EBD12CIIA0L
* B0 Replication ¥ Fibre - S0060EB012C99A21
J P Fibes . S0060EB012C99410
L P Fibee - S0060EB012C99A30
| e Fibre . S0060E8012C99A11
i Fibre . SO0E0ES012CIIAIL
=) Fibre - 50060EB012C99A40
| P Fibes . S006068012CH9A60
- Fibea - SO060EBD12C99A41
@ Fibre . S0060E8012C99A61
| Fibee . SO060ER012CIIASO
Ll Pqs Fibre - SO060EBD12C9IIATO
| - Fibre 50060E8012C99A51
J ".'\t"fl Fibre - SO060EB012C99ATL

Analytics

Administration

4. Select the checkboxes for the ports being used for MCU/RCU replication, then click Edit Ports to instantiate
the Edit Ports dialog box.

5. Select checkboxes to edit the following settings to modify the selected ports:

a. Port Security: Disabled

b. Port Speed: Auto

c. Fabric: OFF

d. Connection Type: P-to-P

6. Example ports used as MCU/RCU ports between VSP 5100 and VSP G370 in this design are listed in Table
14
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Edit Ports

1.Edit Ports > 2.Confirm

This wizard lets you edit one or more properties. Check the box in front of the property you want to edit,
and then enter the new value.

V] | Port Security : () Emable (=) Disable

V] | Port Speed : l Auto - J
[|  Address(loop1D) @ | v
V] | Fabric : (O on (a) oFF

|u_/| Connection Type : [ P-to-P hd J

4 Back Next ) Finish Cancel ?

7. Click OK for any warning that appears.
8. Click Finish.

9. Review the changes to be made and check the Go to tasks window for status box, then click Apply.

Edit Ports

1.Edit Ports > 2.Confirm

Enter & name for the task. Confirm the settings in the list and click Apply to add task in Tasks queue for execution.
Task Name: | |
[Max. 22 Characters)
Port ID Security s SFP Data Address Fabric Connection
Transfer Rate [Loop ID) Type

CL7-A Disablad Auto 22 Ghps EZ (3) OFF P-to-F

CL7-B Disablad Auto 32 Ghps DA (7) OFF P-to-P

CLE-A Disabled Auto 32 Ghps D4 (11} OFF P-to-P

CL8-B Disabled Auto 22 Ghps CE (15) OFF P-to-P

Total: 4
Go to tasks window for status Back Mext | Apply Cancel ?

Configure VSP G370 GAD Port attributes

There are specific ports for the GAD storage allocation on DC2 VSP G370. The attributes for the ports used for
GAD provisioning have different settings compared to MCU/RCU. To define the GAD port attributes on the VSP
(G370, follow these steps:

1. Log into Hitachi Storage Navigator.
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Hitachi Device Manager

gatc

2. From the left Explorer pane, select the Storage Systems tab.

3. Expand the storage system being configured. Highlight the Ports/Host Groups/iSCSI Targets element in the
navigation tree, then click the Ports tab in the main configuration pane.

Hitachi Device Manager s

-~ File Actions Reports tings Maintenance Utility View

Explorer Ports/Host Groups/iSCSI Targets

Storage Systems GP GITO(R/N: 4316 > Ports/Host Groups/ISCSL Targets

o VEP G370(8/N:451610)

i Tasks
6 Reports Host Groups / ISCSI Targets Hosts  Ports Login WWNsS/ISCST Names  CHAP Users

* ¥ Components
* 7% Pacity Groups E s
0 o Derrn AFicer | on [TTT)  [Select Al Pages| Column Settings|
* & Pools
& uCs_Boot_Pool(0)

Number of Ports

1Pva
Port 1D Type :”M;“ WWN / I5CSI Kame
ort Mode 1P Address

& uCs_VMFs_peri(2)

O B e Ll Poua  Fibe - S00S0EB012CI9A00
= | @CiaA  Fibea . S0060E8012C09A20
§O Bdacns! Gormos Ll P Fibee . SO060EBD12CIIADL
"B Replication Ll @Pcia-g  Fire - SO060EBD12C99A21
| @Paaa  Fibes S0060EB012C99AL0

Ll P asr  Fibes - SO060EB012C99A30

| Pciza  Fbee . S0060E8012C99A11

| P Fibre - SO060ES012CIIAZL

Ll PasA  Fibee - SO060EB012C99A40

| P Fibee . S006088012C99A60

L Pas Fibea - SO060EB012C99A41

@ Fibre . S0060E8012C99A61

I | Fibre . SO060EBO12CIIASO

Ll Poisa  Fbee - SO060EBD12C99AT0

I FeNs Fibre 50060E8012C99451

Posn  Fiee - SO060EBO12CIFATL

Analytics ==

Administration

4. Select the checkboxes for the ports being used for MCU/RCU replication, then click Edit Ports to instantiate
the Edit Ports dialog box.

5. Select checkboxes to edit the following settings to modify the selected ports:

a. Port Security: Enabled
b. Port Speed: Auto
c. Fabric: ON
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d. Connection Type: P-to-P
6. Example ports used as GAD ports between VSP 5100 and VSP G370 in this design are listed in Table 14

Edit Ports
1.Edit Ports > 2.Confirm
This wizard lets you edit one or more properties. Check the box in front of the property you want to edit,
and then enter the new value.
v Paort Security : (») Enable () Disable
4 Port Speed : L Auto - J
L | Address (Loop ID) : L v J
Ml Fabric (& on () OFF
M| connection Type : L P-to-P - J
4 Back Next p Finish Cancel ?

7. Click OK for any warning that appears.
8. Click Finish.

9. Review the changes to be made and check the Go to tasks window for status box, then click Apply.

Edit Ports

1.Edit Ports > 2.Confirm

Enter a name for the task. Confirm the sattings in the list and click Apply to add task in Tasks queue for execution.
Task Name: | |
{Max. 22 Characters)
Port 1D Security s SFP Data Address ki Connection
Transfer Rate (Loop ID) Type

CL3-A Enablad Auto 22 Gbps E& (1) ON P-to-P

CL1-B Enablad Auto 32 Ghps E1l (4) ON P-to-P

CL2-A Enablad Auto 32 Ghps D3 (8) ON P-to-P

CL2-B Enablad Auto 22 Gbps D3 (12) ON P-to-P

Total: 4
Go to tasks window for status Back Next | Apply Cancel ?

Configure VSP G370 Quorum Port Attributes

The attributes for the ports used for the Quorum disk allocation have specific settings when compared to
MCU/RCU and GAD/non-GAD ports. To define Quorum port attributes, follow these steps:
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1. Log into Hitachi Storage Navigator.

Hitachi Device Manager

Navigato

2. From the left Explorer pane, select the Storage Systems tab.

3. Expand the storage system being configured. Highlight the Ports/Host Groups/iISCSI Targets element in the
navigation tree, then click the Ports tab in the main configuration pane.

Hitachi Device Manager storag

- File Actions Reports Settings Maintenance Utility  View

Explorer Ports/Host Groups/iSCSI Targets

Storage Systems P GITO(S/N: 4316 > Ports/Host Groups/iISCSE Targets

VSP G370(8/N:451610)

5@ Taskn
6 Reports Host Groups / ISCSI Targets Hosts  Ports  Login WWNs/ISCST Names  CHAP Users

Number of Ports

' % Components
* % Pacity Groups - 8 -
2§ Logical Davices AFicer | o [TTT)  [Select Al Pages | Column Settings |
* & Poois
& uCs_Boot_Pool(0)
& uCS_VMFS_perf(2)

Port 10 Type ISCSI Virtual WWN / I5CST Name
Port Mode

. Ll Poua  rbe - S0060EE012C93A00
* 5% Ports/Host Groups/(SCS! Targets
| @Ci3A | Fbee . S0060E8012C09A20
' Bxcernal Storage
Ll @ Fibes . SO060EBD12CIIA0L
* B! R eplicats
B Replication Ll @Pciaa  Fies . SO060EBD12C99A21
| @PCaaa | Fibes S0060E8012C99A10
Ll Posar  Fbe - SO060EB012C99A30
| Poaa | Fbee . S0060EE012CO9A11
| Pos Fibea - SO060EB012CI9A3L
Ll Pasa  Fbee - 50060EB012C99A40
| @ Fibes . 5006068012CH9AE0
L P Fibea - S0060EBD12C99A41
o -t Fibre - S0060E8012C99A61
| P cus Fibes - S0060EB012CIIASO
L@ Fibes - SO060EB012C99A70
| @ Fibce 50060E8012C99AS1
Pcian | Fibes . S0060EB012C93AT L

Analytics ==

Administration

4. Select the checkboxes for the ports being used for MCU/RCU replication, then click Edit Ports to instantiate
the Edit Ports dialog box.

5. Select checkboxes to edit the following settings to modify the selected ports:

a. Port Security: Enabled
b. Port Speed: 16GB
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c. Fabric: OFF
d. Connection Type: P-to-P
6. Example ports used as Quorum ports between VSP G1500 and VSP G370 in this design are listed in Table 15

Edit Ports

1.Edit Ports > 2.Confirm

This wizard lets you edit one or more properties. Check the box in front of the property you want to edit,
and then enter the new value,

Iu_fl Port Security : (») Enable (/) Disable

V] Port Speed : | 16 Gbps v
L Address (Loop ID) : L - J
Iu_fl Fabric : () on () OFF

(v] | connection Type : [ P-to-F v J

4 Back Next ) Finish Cancel ?

7. Click OK for any warning that appears.
8. Click Finish.

9. Review the changes to be made and check the Go to tasks window for status box, then click Apply.

Edit Ports
1.Edit Ports >
Enter 2 name for the task. Confirm the settings in the list and dlick Apply to add task in Tasks queue for execution.
Tazk Nama: | 191122-EditPorts |
(Max. 32 Characters)
Port ID Sacurity Spead SFP Data Address Fabric Connection
Transfer Rate [Loop ID) Type
CL5-B Enabled 16 Ghbps 16 Ghps DC (&) OFF P-to-F
CLS-B Enabled 16 Ghps 16 Ghps D1 (14} OFF B-to-P
Total: 2
Go to tasks window for status Back Mext p Apply Cancel ?
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Configure VSP G1500 Quorum Port Attributes

The attributes for the ports used for the Quorum disk LUN needs to be modified prior to the LUN presentation. To
define Quorum port attributes, follow these steps:

1. Navigate to the SVP IP of the VSP G1500 and log into Hitachi Storage Navigator.

Hitachi Device Manager
Storage Navigator

°:®

2. From the left Explorer pane, select the Storage Systems tab.

3. Expand the storage system being configured. Highlight the Ports/Host Groups/iSCSI Targets element in the
navigation tree, then click the Ports tab in the main configuration pane.

Hitachi Device Manager storage Navigator

L= File Actions Reports Settings Wiawe Toal Help

Explorer Ports/Host Groups/iSCSI Targets
i étomge Systems VSP G1000{S/N:22052) > Ports/Hast Groups/iSCSI Targets

~ ] VSP G1000(S/N:22052) Number of Ports

Target
ﬁg‘; Tasks RCU Target
¥ Reports Total

L rﬂ? Componenits
[/, Parity Groups Host Groups / iSCSI Targets Hosts  Ports Login WWNs/iSCSI Names < CHAP Users

[§& Logical Devices
" e o s

HiE: Poolks
| #Fiker ||m | Select All Pages|| Column Settings|

* [ Ports/Host Groups/iSCSI Targets
IPv4

VEEE R Type iSGSI Virtual WWN / iSCSI Name
’ﬁi Replication . Port Mode 1P Address
Fibra - 50060E8007562400
Fibre - S0060E8007562420
Fibra - S0060EE007562440
Fibre - 50060E8007562460
Fibre - 50060E8007562401

4. Select the checkboxes for the ports being used for MCU/RCU replication, then click Edit Ports to instantiate
the Edit Ports dialog box.

5. Select checkboxes to edit the following settings to modify the selected ports:

a. Attribute: Target
b. Port Security: Disabled
c. Port Speed: 16GB
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d. Fabric: OFF
e. Connection Type: P-to-P

6. Example ports used as Quorum ports between VSP G1500 and VSP G370 in this design are listed in Table 15

Edit Ports

1.Edit Ports > 2.Confirm

This wizard lets you edit one or more properties. Check the box in front of the property you want to edit,
and then enter the new valus.

M I Port Attribute | Target |
v Part Security (_) Enable () Disable

[M] | Port Speed : l 16 Ghps v J
[|  Address (Leop1D): | A
(] | Fabric : U onN (s) OFF

[M] [l connection Type : l B-to-p v J

Next Finish

7. Click OK for any warning that appears.

8. Click Finish.
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Edit Ports
1.Edit Ports >
Enter a name for the task. Confirm the settings in the list and click Apply to add task in Tasks queue for execution.
Task Name: | |
(Max. 22 Characters)
Port ID Attribute Security Speed Address . Fabric Eopaection
(Loop 1D) Type
CL1-B Target Disabled 16 Gbps EO (5) ON P-to-P
CL1-K Target Disabled 16 Gbps DC (6) ON P-to-P
CL4-B Target Disabled 16 Gbps DA (7) ON P-to-P
CL4-K Target Disabled 16 Gbps 6D (67) ON P-to-P
Total: 4
I% Go to tasks window for status Back Next ) Apply Cancel ?

9. Review the changes to be made and check the Go to tasks window for status box, then click Apply.

Quorum Host Group Settings on VSP G1500

Individual host groups are used on each physical fibre channel port on the VSP for each HBA utilized for allocating
quorum disk. Make sure you have documented the specific ports on each VSP, their WWNSs, and each HBA
WWPN before you proceed with this section and ensure that all initiators are displayed as logged into the their
VSP fibre channel ports. The following host groups will contain the quorum LUNSs for the GAD pair.

To check the initiator logins and to define host groups that are used for quorum disks, follow these steps:

1. Navigate to the SVP IP address, and login to Storage Navigator.
2. From the navigation tree, select Ports/Host Groups/iSCSI Targets.

3. Select the Login WWNs/iISCSI Names tab.
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Hitachi Device Manager

= File Actions Reports Settings

Explorer Ports/Host Groups/iSCSI Targets
Storage Systems VSP G1000({S/N:22052) > Ports/Host Groups/iSCSI Targets

TI1 wsP G1000(S/N:22052) Mumber of Ports Target

i Tasks RCU Target

it Reports Total
¥ rﬂ" Components
* 5, Parity Groups

[i# Logical Devi
R [ Add o Host Groups Jf Delete Login wwmis ] Delete Login 151 Names [ more Actions | |

* WE Pools

Host Groups [ iSCSI Targets Hosts Ports  Login WWNs/iSCSI Names CHAP Users

5 |[ aFiker || on B33  [Select All Pages|| Column Settings|
* &% Ports/Host Groups/iSCSI Targets
L Part ID Type HEA WWN / iSCSI Name Host Name Host Gro
Ll cu-a Fibre i 251100243c207000

4. Review the list of WWNs and associated ports. You should be able to see each HBA WWN login respective of
the VSP 5100 and VSP G370 being direct connected to the VSP G1500 system.

5. With the Ports/Host Groups/iSCSI Targets element in the navigation tree still selected, click the Host
Groups/iSCSI Targets tab.

Hitachi Device Manager

| — File Actions Reports Settings

Explorer Ports/Host Groups/iSCSI Targets
Storage Systems VSP G1000(S/N:22052) > Ports/Hast Groups/iSCSI Targets

[T wse GL000(S/M:22052) Number of Ports

Target
i Tasks RCU Target
¥ Reports Total

* [i& Components —

Host Groups / iSCSI Targets Hosts Poris Login WWNs/iSCSI Names CHAP Users

Create Host Groups Create iSCSI Targets Add LUN Paths m

|[ aFiker || on B33  [Select All Pages|| Column Settings|

iSCSI Target
Name

L]| PortID Type Host Group Name / iSCSI Target Alias la Host Mode

6. Locate the default host groups for the ports you are utilizing your quorum connections. With the ports CL1-K,
CL1-B, CL4-K, and CL4-B, the default host groups names are 1K-G00, 1B-G00, 4B-G00, and 4K-G0O0.

7. Check the box for the default host group and from the actions drop-down list select Edit Host Groups.
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Hitachi Device Manager

— File  Actions Reports  Settings

Explorer Ports/Host Groups/iSCSI Targets
Storage Systems VSP G1000{S/N:22052) > Ports/Host Groups/iSCSI Targets

[T vSP G1000(S/N:22052) Number of Ports

Target
RCU Target
Total
- Components

Parity Groups

£ Logical Devices
3 Create Host Groups Create iSCSI Targets Add LUN Paths m—

Host Groups / iISCSI Targets Hosts Porits | Login WWNs/iSCSI Names CHAP Users

Pools —————— Add Host
[zFiker | on I3 [Select All Pages] | Column Settings] o=
Ports/Host Groups/iSCSI Targets Delete Host Groups
External Storage Delete iISCSI Targets
L] PertID Type Host Group Name / iSCSI Target Al Host Maode

Replication Edit Host Groups

Edit iSCSI Targets

Fior lﬁ 12-500 Create Alternative LUN Paths 00 [Standan
EE"N ... ... | 2C [Windon

L Fidre Remove Target CHAP Users 00 [Standan
= T2 I e e | | 0 [Standsg
™ Fibre Export 00 [Standan
[E1 e Eihra = 2 Tifindnue

Edit Host Groups

1.Edit Host Groups

This wizard lets you edit one or more properties. Check the box in front of the property you want to edit,
and then enter the new value. When you change the Host Mode, all of the Host Mode Options will be set to default.

L Host Group Mame: 1B-GO0
(Max. 64 charactars)
I |\|_(| Host Made: [ 2C [Windows Extension] - J I
Host Mode Options:
L :";;::ia Option Description Status ~
L 73 Support Option for WS2012 Disable
L 78 | The non-preferred path option Disable
L B0 | Multi Text OFF Mode Disable
L B1 MOP-In Suppress Mode Disable
L 82 Discovery CHAP Mode Disable
L B2 | ReportiSCSI Full Portal List Mode Disablz
L 88 | Port Consclidation Disable
L 91 Disable I/Q wait for OpenStack Option Disable
L =1 Change the nexus spacified in the SCSI Logical Unit Reset Disabla
L 97 Proprietary ANCHOR command support Disable
L 102 [GAD) Standard Inquiry Expansion for HCS Disable
L 105 | Task Set Full response in the event of 1/0 averload Disablz
L 114 | The automatic asynchronous reclamation on ESXi6.5 or later Disable
-
<0 ) *
Enable Disable Selected: 0 of 38

Finish

9. Confirm host group settings and click Apply.

10. Repeat steps 6-9 for the remaining quorum ports.
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Allocate a Quorum Disk from the VSP G1500

Prior to creating a GAD pair, you must allocate a quorum disk to the primary and secondary system for replication.
Prior to allocating a quorum disk you must have laid out physical connections, defined the correct port settings on
the VSP G1500, and have modified the default host groups with the correct Windows host mode options. Refer to
the previous sections Configure VSP G1500 Quorum Port Attributes and Quorum Host Group Settings on VSP
G1500.

# A Hitachi Dynamic Provisioning pool must be created prior to creating a Quorum disk. Refer to Create a
Hitachi Dynamic Provisioning Pool for Cisco UCS Server Boot LDEVs for DC1 VSP 5100 for HDP pool
creation.

To allocate a quorum Disk, follow these steps:

1. Navigate to the SVP IP address and login to Storage Navigator.

Hitachi Device Manager

Storage Navigator

User Name: maintenance

Password: P

2. From the left navigation tree, expand on Pools and click an available pool.
3. Click the Virtual Volumes tab.

4. Select Create LDEVs.

Hitachi Device Manager storage Navigator

- File Actions Reports Settings View Tool Help

Explorer UCS_VMFS_Pool-0(32)

i étoraﬁe Systems VSP G1000({S/N:22052) > Pools = UCS_VMFS_Pool-0(3)

"7 vsP G1000(S/N:22052) = @ terms
i Tasks Pool Name (ID) UCS_VMFS_Pocl-0(3)
rfé Reports Poal VOL with System Area (Name) 00:00:00()
L rﬂ? Components Paal Type Dp
3 m Parity Groups RAID Level 5{30+1P)

o Drive T fRPM SSD,FMD/-
Fﬁ;u: ical Devices rive Type/ f

- Encryption Disabled
g Pools

\f&i RS_10K_pool_o(1) Pool Volumes  Virtual Volumes TI Root Volumes

\f&i R5_FMD_Pool_o(0)
e

\l&} uCs_Boot_Pool-0(2)

& UCS_VMES_Pool-0(3) | Select All Pages || Column Settings|

Emulation
Type Tot

" s 5
[@f Ports/Hest Groups/iSCSI Targets . —

b Fﬁ External Storage

5. Modify the following within the Create LDEVs dialog:

a. LDEV Capacity: Enter the capacity of 20GB.
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b. Number of LDEVs: 1
c. LDEV Name: Provide a descriptive name and numeric identifier for the Quorum LDEV.
6. Click Add and verify that the boot LDEV is listed in the right-hand Selected LDEVs pane, then click Next.

Create LDEVs
1.Create LDEVs > 2.Confirm
This wizard lets you create and provision LDEVS enter the information for LDEVS you want to create, and then click Add. Click Options to expand the LDEV settings.
Click Finish to confirm the creation, or click Next if you want to add LUN paths for the LDEVs.
~
- ~ Selected LDEVsS P
Provisioning Typs: v I,
Select All Pages
System Type: =) Open Mainframe
) Data Direct Mapping
Data Direct Mapping: Enable Disabl
#ta Hirect Happing na G) i=able ]| LoEvID LDEV Name Pool Mame{1D)
Loev o Parity Group
Emulation Type: | opEn-v Al ae
ey (i = I T e S S
Multi-Tier Pool: Ensble  (s) Dissble
Active Flash
TSE Attributa: Ensble (s Disable
Pool Selection:
Drive Type/RPM: [ 5SSO, FMDYf- - J
RAID Lavel: | 5tz0+1P) v
— | nds ‘
Select Pool
Selected Pocl Name(ID):
Selected Pool Capacity:
LDEV Capacity: L] capacity Compatibility Mode (Offsat boundary)
GB -
(0-0}
Mumber of LDEVs:
(0-0)
LDEV Name: Prefix Initial Number
) >
Mazx. 32 ch ters total includi . 9-digit ber, v
(M. 22 charactars total including ma. 3-digt numbser | editssips || chanae LDEV Settinos || Remove | Selected: 1 of 1

Next Task Option : Continue to Add LUN Paths 4 Back e Finish Cancel

7. The Select LDEVs screen shows the selected LDEVs to which the paths will be added. Ensure the newly cre-
ated boot LDEV is the only LDEV in the Selected LDEVs pane, then click Next.

8. Click Filter, then create an Attribute/Value filter:

a. Host Group Name
b. Using “Contains” as a qualifier

c. Value which contains text <G00O>
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a D (|
Attribute: value:

e = ¥ coo = I ct, select iSCSI targets from the Available ISCSI Targets list,
T | Select ltem ¥ ) |_elect ltem v E
3 | Select ltem * || SelectIt=m v -+

Match | All | v | conditions above. | Reset || Clear Apply

[
¥ Filter ges - 1
=2 = e
~
Port ID Hast Group Name Host Made R Port Security | U7 Port ID Host Group N Host Mod Port Port S Number
L Attribute Host ost Group Name ost Made P ecurity | ST
Ll cLi-a 1A-G0D (00} 00 [Standard] Target Enabled
L] cLz-a 3A-G00 (00} 00 [Standard] Targst Enabled
Ll cis-a 5A-G0Q (00) 00 [Standard] Target Enablad
Ll cz-a 7A-G0O (00} 00 [Standard] Target Enabled
L] cue 18-500 (00} 2C [Windows... | Targst Disabled(...
Ll cz-s 38-G00 (00) 00 [Standard] Target Enablad
.| cse 58-500 (00} 00 [Standard] Targst Enabled
Add
Ll cr-s 78-G00 (00} 00 [Standard] Target Enablad »
L cu-c 1€-600 (00} 00 [Standard] Target Enabled
Ll c=zc 3c-G00 (00} 00 [Standard] Targst Enabled 4 Remove
Ll cisc 5C-G0Q (00} 00 [Standard] Target Enablad
Ll ecc 7€-G00 (00} 00 [Standard] Target Enabled
Ll cuo 1D-G00 (00) 00 [Standard] Targst Enabled
Ll cz=o 3D-G00 (00) 00 [Standard] Target Enabled
Ll cso 50-G00 (00) 00 [Standard] Targst Enabled
Ll cwzo 70-G00 (00) 00 [Standard] Target Enablad
Ll e 13-G00 {00} 00 [Standard] Target Enabled
| ciza 21-500 {00) 00 [Standard] Targst Enabled
Ll csa 51-G00 {00) 00 [Standard] Target Enablad
| ez 73-G00 {00} 00 [Standard] Target Enabled
Ll ek 1K-G0O (00) 2C [Windows... | Targst Disabled(... ~
< ] > <0 ] >
Datail Selected: 0 of 64 Datail Selected: 0 of 0
Back Next } Finish

9. Click Apply.
10. Click Filter to hide the filter rules dialog box.

11. Click the Host Mode column to sort in descending order. Host Groups with Host Mode extension 2C will be at
the top of your list.

12. Select your quorum Host Groups with extension 2C and click Add.
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Create LDEVs
LCreate LDEVs > 2. > 3.Select Host Groups / iSCSI Targels = 4.View/Change LUN Paths > 5.Confirm
Select host groups from the Available Host Groups list, and then click Add. If you want to add iSCSI targets, select iSCSI Target from Selection Object, select iSCSI targets from the Available iSCSI Targets list,
and then click Add. Click Next to map the host groups or iSCSI Targets to LUN paths.
Selection Object: (8) Host Group iSCSI Target
Host Groups:
Available Host Groups Selected Host Groups
_arier |l ofF| |[Select All ages| Loptions w J[1¢] €] 1] [Select Al Pages|
L EiottCmapitana by (Rios: Moda s LT i::,bute BocSacsy Lz;: L Portio Host Group Name | Host Mode :::ihute Port Security ;:;”‘;*’
z
G
LA 1A-GOO (00} 00 [Standard] | Target Enabled
Ll c3a 3A-G0O (00} 00 [Standard] Targst Enzblad
Ll cs-a 5A-GOO (00) 00 [Standard] Target Enablad
Ll| cwz-a 74-G00 (00} 00 [Standard] Target Enabled
Ll c3e 3B-G00 (00) 00 [Standard] Target Enzblad
Ll case 38-G00 (00) 00 [Standard]  Target Enabled
L cue 7B-G00 (00} 00 [Standard] Target Enabled
| eu< 1C-Goa (00) 00 [Standard] Targst Enablad
| e 3c-G00 (00} 00 [Standard] | Target Enabled
Ll esc 5C-G00 (00} 00 [Standard] Targst Enzblad
Ll cazc 7C-Goo (00) 00 [Standard] Target Enablad
O o 1D-G00 (00) 00 [Standard]  Target Enabled
Ll aso 3D-G00 (00) 00 [Standard] Target Enzblad
L aso 50-G00 (00) 00 [Standard]  Target Enabled
Ll ero 7D-G00 {00) 00 [Standard] Target Enabled
[ =TT 13-G00 {00) 00 [Standard] Target Enzblad
L] e 21-G00 (00) 00 [Standard] | Target Enabled v
< ] » < ] >
Sslactsd: 4 of g4 Sslectsd: 0 f 0

13. Click Next.

14. The View/Change LUN Paths screen shows the LDEV you are adding paths to and the associated host LUN 1D
that will be presented to the host on a per path basis.

15. Use the scrollbar at the bottom of this screen to review the LUN ID assigned and ensure that all LUN IDs are
set to a consistent ID, then click Finish.
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Create LDEVS

1.Create LDEVs > 2.Select LDEVs > 4.View/Change LUN Paths > 5.Confirm

The LUN IDs are automatically set, but you can change a LUN by clicking Change LUN IDs. You must first select the check box for the hest group (in the table subheading) you want to change,
and select LDEVs you want to changa and then click Change LUN IDs. Click Finish to confirm the LUN paths.

LUNs:
Added LUNs
ESc s e [ optens v ) 1€ 11 (2]
LUN ID{4 Sets of Paths)
LDEV Name | P2 8rOUP | pogl Name (ip) | Emulstion Capacity L Attribute | T10 PI
e Bp= Bp= ] cLi-8/18-Goo | V] CLi-k/ik-Goo | [f] CL4-B/4E-

Cownmot |~ o n | omevors | ovco oo ||

<

Change LDEV Settings I Change LUN IDs I

Ba Next b Finis

16. Review the LDEV details and LUN ID configuration of the quorum Disk being created, then click Apply to create
the LDEV and add paths.

Selected: 1 of 1
h “an

Create LDEVs

hange LUN Paths

1.Create LDEVs > 2.Select LDEVs > = st G s / iSCSI Targets

Task Name:

(Max. 32 Charactars)

Selected LDEVs

Data Direct Mapping

LDEV 1D LDEV Name | Pool Name(1D) Drive Type/RPM | RAID Level Eaaation Capacity Reklonoa SSID CLPR UL
I Parity Group Type Type D
D
00:00:34 Quorum0l | UCS_WMFS_R. - - S50,FMD/- 5(30+1P) OPEN-V CVS 20,00GE | DP 0004 0:CLPRO Auto
< >
Total: 1

Added LUNs

Port ID LUN ID LDEV ID LDEV Name e e Bacty Group g ) Nome (I g=mulation Capacity fasoning, Attribute | ALUA Mode 4

Name D Type Type ‘

CL1-B 3 00:00:34 Quorum01 1B-G00 (00) - UCS_WMFS_P... OPEN-V CVS 20.00 GB Dp - Disabled #

CL1-K 3 00:00:34 Quorum01 1K-G00 (00) - UCS_VMFE_P... OPEN-V CVS 20.00 GB Dp - Disabled #

CLa-B 3 00:00:34 Quorum01 4B-G00 (00) - UCS_WMFS_P... OPEN-V CVS 20.00 GB Dp - Disabled #

CL4-K 3 00:00:34 Quorum01 4K-G00 (00) - UCS_VMFE_P... OPEN-V CVS 20.00 GB Dp - Disabled #
< ] >

Total: 4

Go to tasks window for status Badl Next b Apply [=
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Onboard Quorum Disk to VSP 5100

Once a quorum disk is allocated from the third system, you must onboard the external path groups to the MCU
system, as well as virtualize the disk presented as the quorum behind the VSP 5100. To add external paths and
virtualize the quorum disk, follow these steps:

1. Log into Hitachi Storage Navigator.

Hitachi Device Manager

Storage Navigator

C)o"

2. From the left Explorer pane, select the Storage System tab.

3. Expand the storage system being configured. Highlight the External Storage element in the navigation tree,
then click the External Storage Systems tab in the main configuration pane.

Hitachi Device Manager storage Navigator

L= File Actions Reports Settings View Tool Help

Explorer External Storage

I Storage Systems VSP 5000 series{5/N:30506) = Extemnal Storage

T[] VSP 5000 series{S/N:30506) Number of External Storage Systems

i) Tasks Mumbar of Extarnal Paths

r@ Reports Number of ISCSI Paths
* i Components
¥ [, Parity Groups

[i# Logical Devi
I Logical Devices Add External Volumes Disconnect External Storage Systems Reconnect External Storage Systems

*ig Pools

External Storage Systems External Paths iSCSI Paths

|| # Filter ||m | Select All Pages || Column Settings|

* & Ports/Host GroupsfiSCSI Targets
Number of Extarnal

»rﬁ External Storage L || Vendar/Model / Serial Number Status Path Groups
4. From the actions pane, click Add External Volumes.

5. Using the Add External Volumes wizard, click Create External path Group.
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Add External Volumes

1.Select External Path Group > 2.Add External Volumes > 3.Confirm

This wizard lets you virtualize storage resources by mapping external volumes to the local storage system.

Select external path groups to map paths betwieen external and local systems, or click Create External Path Group to add a new group. Click Next to add extemal volumes.
Add External Volumes:

O By Maw Extzrnzl Path Group:

I Creats Extarnal Path Group I

External Path Group ID:

Selact from [Create External Path Group]

() By Existing Extsrnal Path Group:

6. Within the dialog box, click Discover External Target Ports.

Create External Path Group

This wizard creates a group of paths between the external and local storage systems. To discover new external storage/pa
drop-down list, and then select path(s) from the Available External Paths list and click Add. Optionally, click Raise Priority ¢
Imitial External Path Group ID:

]

(0-52221)
External Paths:

[ Discover External Target Ports ]

External Storage System:

l HITACHI / VSP G1000 / 22052

)

Available External Paths

B

Select All Pages

Options w |E| 1 /1

External
Virtual Port 1D

7.

In the Discover External Target Ports dialog, select the ports 7D, 8D used for guorum for the VSP 5100 and
click Add.

L Port ID Type

External Ports:

Available External Ports
#finer || on 53

Discover External Target Ports wall =l
This wizard lets you to select the ports that you want to scan for new external storage systems.

Salect All Pages

Selected External Ports
[optionsw [[ie][€] + 41 [3][>1] Salact All Pages
]| pert > Type L] PortiD Type
Ll cr-a Fibre
cL7-c Fibra
LI| cLe-a Fibre
Ll ce-c Fibre

Add B

|8l cs-o | Fibra A Remaove

Selected: 2 of &

Salected: 0 of O

8. Click OK.

9. Using the Create External Path Group wizard, you will now see your available External Paths listed. Select
your paths and click Add.
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Create External Path Group

This wizard creates a group of paths between the external and local storage systems. To discover new external storage/paths, Click Discover External Target Port. Select an external storage system from the
drop-dovin list, and then select path(s) from the Available External Paths list and click Add. Optionally, click Raise Priority or Lower Priority to changs the order of use for the paths.

Initial External Path Group 1D: 0
(0-63231)
External Paths: Discover External Targat Ports
External Storage System: | HITACHI/ VSP G1000 / 22052 | ¥ |
ble External Paths Selected External Paths
selctllpsges | optonsw e < 1 11 |5] o)
External External
Type Virtual Port ID []| Priarity Port ID Type Virtual Port 1D
1P Address WWN / iSCSI ] 1P Address \
o E FE T
N S R
4 Remove
< ] > <0 ] >
Selacted: 2 of 2 Raise Priority || Lower Priority Selected: 0 of 0O

10. Click OK to finalize your external paths.
11. In the Add External Volumes wizard you will see your External Path Group ID, click Next.

12. Under Discovered External Volumes, select your presented quorum disk with applicable LUN ID. Define a
LDEV name, click Add.

Add External Volumes

ect External Path Group >  2.Add External Volumes > 3.Confirm

This wizard lets you virtualize storage resources by mapping external volumes to the local storage system.
Select external path groups to map paths between external and local systems, or click Create External Path Group to add 2 new group. Click Next to add external volumes.
~ Selected Extern
External Volumes:
Discovered External Volumes
Select All Pages| Options w | [1£][ €] ] :ﬁ:r:t[;)“'“ghait Davice Name ;fﬂ‘;::ies Davica ID Drive Info
\ ~
ol LU IE, (iiohee Device Name Capacity Ce o Device ID 5}
Priarity) Properties
0030 484554414348
Initial Parity Group ID: el -
(1-16384) (1-4096)
Data Diract Mapping () Enable  (a) Disable
Allow Simultansous Creation of LDEVs: (@ Yes (O Mo
Use External Storage System (@ ves () Ne \ Add b ‘
Configuratian:
LDEV Name: Prafix Initial Number
Quroumai] I
. o
blank)
4 Options -
Initial LDEV ID: LDKC cu DEV
oo : [ oo v) : |00 |
Interval
0 - View LDEV IDs
Initial SSID: 0004 View SSIDs
0004-FFFE;
¢ ) I >
D v |l Change Settings H Remove H Mors Actions w Selected: 0 of O

Next Task Option : Continue to Add LUN Paths

13. Click Finish.
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Add External Volumes

1.Select External Path Group > 2.Add External Volumes >

Enter = name for the task, Confirm the ssttings in the list and click Apply to 2dd task in Tasks quaus for sxecution.

Task Name:

(Max. 32 Characters)

Selected External Path Group

External Path Vendor / Model / Serial Number

Group 1D
EPathGroupl HITACHI / WSP G1000 / 22052
Selected External Paths
External
Priority Port 1D Type Virtual Port ID
1P Addrass WWN / iSCSI Target Name
1 CL7-D Fibre - - 50060EB007562409
2 CL8-D Fibre - - 50060EB007562401

Selected External Volumes

- \ » e E op LDEV Jumber of
| LUNTD (Hiohest Device Name S Device ID Drive Info pacbyGooungy gfiacc Emublion Top LDEV ID JaBlLDE Bubes Capacity sSID CLPR
Priority) Properties bio3 Type Name LDEVs
H o - - :00: uroum| B B R
2 OPEN-Y 0034 484354414348, E1-2 OPEN-V 00:00:17 01 1 20,0068 | 0004 :CLP!

Go o tasks window for status Back Next b Apply

14. Confirm Paths and selected External Volumes and click Apply.

Add External Volumes

1.Selact External Path Group > 2.Add External Volumes
This wizard lets you virtualize storage resources by mapping external volumes to the local storage system.
Select external path groups to map paths between external and local systems, or click Create External Path Group to add a new group. Click Next to add external volumes.
~ Selected Extern
External Volumes: a
Discovered External Volumes
afiter || on [TEE [ Select All Pages| Optionsw | /1] ©| E | o :t‘;)(*"gha“ vics Name :fﬂ:::‘ﬁ Device 1D Drive Info
[ OPEN-V 2808.68GB | 0007 494554414348...  SSD
L 1 OPEN-V 100.00 GB | 0030 484554414348, .
< ] >
Selected: 0 of 2
Initial Parity Group ID: E 1 -1
(1-16384) (1-4096)
Dats Direct Mapping () Enable  (a) Disable
Allow Simultansous Crastion of LDEVs: @ Yes (O Mo
Use Extarnal Storage System () Yes () Ne
Configuration:
LDEV Name: Prefix Initial Number
Quroum01
(Max. 32 characters totz| including max. S-digit number, or
blank)
£ Options -
Initial LDEV ID: LDKC cu DEV
0o : |00 x): (o0 ~)
Interval
o v View LDEV IDs
Initial SSID: 0004 View SSIDs
0004-FFFE]
4 ) ] >
T Dep v |lv Changs Settings H Remove H Mars Actions w Selected: 1 of 1

Next Task Option : Continue to Add LUN Paths

15. Wait until the task is completed before moving onto the next step.

16. When the quorum disk is virtualized, expand the storage system navigation tree and select Remote Connec-

tions.
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17. Select the Quorum Disks tab.
18. Click Add Quorum Disks.

Hitachi Device Manager

L 3 File Actions Reports Sattings

Explorer Remote Connections

Storage Systems WSP 5000 series{5/N:30506) > Replication > Remote Connections

A=

1@ Tasks

[§# Logical Devices
' ?E Pools

Y Ports/Host GroupsfiSCSI Targets

eplication
Y Local Replication
="+ Remote Replication
* ik Journals
Remote Connections
Connections (To) Connections (From) Quorum Disks

|_5e|ect All PagE“Column Sel:l:ings]

. Quorum Disk
Quorum Disk

I—IlD

I NEW TR

19. Within the Add Quorum Disks dialog box, select your virtualized Quorum disk. Click Add.

Add Quorum Disks

1.Add Quorum Disks > 2.Confirm

This wizard lets you add guarum disks. Select LDEVS from the Available LDEVs list,select a remote starage system, and then click Add. Click Finish to confirm.
Quorum Disk ID: (ot v Selected Quorum Disks
] Add Quorum Disk without LDEV | Select All Pages| |_optionsw |

Available LDEVs [ Querum omk Quorum Disk |

afiter || on [EE3 [ options w J[1|[ €] 1 04 D LDEV ID LDEV Name CLPR Capacity

LDEVID LDEV Name  Clon Capacity
e —
Add p
Total: 1
Remote Storage Systam: Modal / Serial Number
[ vSP Gx00 and vsP Fx00/ 451610 v
<G 1] >
Remove Salected: 0 of O

4 Back Next ) Finish Cancel 7
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20. Click Finish.

21. Click Apply to finalize your quorum disk.

1.Add Quorum Disks =

Enter a name for the task. Confirm the settings in the list and click Apply to add task in Tasks queus for exscution.

Task Nama: I 191125-AddQuorumDisks]

(Max. 32 Characters)

Quorum Disk

Quorum Disk

b Remote Storage System

LDEV 1D LDEV Name CLPR Capacity

o1 00:00:17 Quorum-01 0:CLPRO 20.00 GB | VSP Gx00 and VSP Fx00 / 451610

Total: 1

¥ Go to tasks window for status Back Next b Apply Cancel ?

Onboard Quorum Disk to VSP G370

When a quorum disk is allocated from the third system, you must onboard the external path groups to the RCU
system, as well as virtualize the disk presented as the quorum behind the VSP G370. To add external paths and
virtualize the quorum disk, follow these steps:

1. Log into Hitachi Storage Navigator.
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Hitachi Device Manager

Storage Navigator

.wh
»

f

Fo. @

2. From the left Explorer pane, select the Storage System tab.

3. Expand the storage system being configured. Highlight the External Storage element in the navigation tree,
then click the External Storage Systems tab in the main configuration pane.

Hitachi Device Manager Storage Navigator

- File  Actions Reports  Seffings  Maintenance Utility  View  Tool  Help

Explorer External Storage
| Storage Systems V5P G370({5/N:451610) = External Storage

"Il vsSP G370(S/N:451610) Numbsr of Extarnal Storsge Systams

i Tasks Number of Extarnal Paths

r_@REDDFE Number of iSCSI Paths
* (i Components
*[¥%: Parity Groups

[i# Logical Devices

External Storage Systems External Paths iSCSI Paths

Reconnect External Storage Systems More Actions i

5 Add External Volumes Disconnect External Storage Systems
* i Pacls —

* [&f Ports/Host Groups/iSCSI Targets - I
* B Extemal Storage []| vendor/ Madel / Serial Number Status Nurphecaf Exteana

Path Groups

4. From the actions pane, click Add External Volumes.

5. Inthe Add External Volumes wizard, click Create External path Group.

Add External Volumes

1.Select Extemnal Path Group > 2.Add External Volumes > 3.Confirm

This wizard lets you virtualize storage resources by mapping external volumes ko the local storage system.
Selact external path groups to map paths between external and local systems, or click Craate External Path Group to add 2 new group. Click Next to add external volumes.

Add External Volumes:

@ By New External Path Group:

I Create External Path Group I

External Path Group ID: Select from [Create External Path Group]

() By Existing External Path Group:
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6. Within the dialog box, Click Discover External Target Ports.

Create External Path Group

This wizard creates a group of paths between the external and local storage systems. To discover new external storage/pa
drop-down list, and then select path(s) from the Available External Paths list and click Add. Optionally, click Raise Priority ¢

Imitial External Path Group ID: o
(0-62221)
External Paths: [ Discover External Target Ports ]
External Storage System: l HITACHI / WSP G1000 f 22052 v J
Available External Paths
== Eeectlivages) [ oomw icl[€] + 42 [>]]
External
]| PortiD Type Virtual Port ID

L — T

7. With Discover External Target Ports dialog, select ports 5B, 6B used for quorum connections for the VSP
(G370, click Add.

Discover External Targel Porls
Thiz wizard lets you to select the ports that you want & scan for new external storage systems.

External Ports:

Available External Ports Selected External Ports
&Fite || on 558 | Select All Pages| optiensw J[i€][€] 1 sa1 [3]] Select All Pages
Ty Type

L] Pertip vpe - L] ®ort1D

Selected: 2 of 16 Selected: 0 of O

8. Click OK.

9. In the Create External Path Group wizard, you will now see your available External Paths listed. Select your
paths and click Add.
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Create External Path Group

T O
This wizard creates a group of paths between the external and local storage systems. To discover new external storage/paths, Click Discover Extemal Target Port, Select an external storage system from the
drop-down list, and then sslect path(s) from tha Availsble Extarnal Paths list and click Add. Optionally, click Rais= Priority or Lowier Bricrity to change the order of uss for the psths.
Initial External Path Group 1D: o
(0-63231)
External Paths:
External Storage System: |_HITACHI/ VSR G1000 / 22052 | = |
Selected External Paths
Selectalages| | ostnsw |
External External
Type Virtual Port 1D

[]| Priority Part ID Type Virtual Port ID
1P Address WWN / iSCSI 1

— 1P Address \
CEo——— |
S s ———

d Remove

) » P

Selected: 2 of 2 Raise Pricrity Lower Priority Selected: 0 of 0

oK Cancel ?

10. Click OK to finalize your external paths.

11. In the Add External Volumes wizard you will now see your External Path Group ID, click Next.

12. Under Discovered External Volumes, select your presented Quorum disk with applicable LUN ID. Define a
LDEV name, click Add.

Add External Volumes

ct External Psth Group 2.Add External Volumes

This wizard lets you virtualize storage resources by mapping external volumes to the local storage system,
Select external path groups to map paths between external and local systems, or click Create External Path Group to add a new group. Click Next to add external volumes.
~ Selected Extern:
Extemal Volumes: n
Discovered External Volumes
afier || on [EaE)  [Select All Pages! optionsw |(1€][ €] 1 t1 [2][3) o ";‘;::rg)(”‘ghﬁt Davice Nams :fﬂ:::‘ﬁ Davics 1D Drive Info
= LUN D (liohect Davice Name Capacity ol Device ID C
Priority) Properties
1 OPEN-V 100.00 GB_| 0030 484554414338, I
wawos [ | s | 8
Selected: 1 of 2
Initial Parity Group ID: E1 -
(1-16384) (1-4096)

Dats Direct Mapping () Enable (s Disable

Allow Simultansous Crastion of LDEVs: (@ Yes (Mo

Uss Externzl Storags System (a) Yes () No Add b ‘
Configuration:

pr
LDEV Name: Prefix Initial Number
Quorum01
(Max. 32 characters total including max. 9-digit number, or
=1
£ Options
Initial LDEV ID: LDKC cu DEV
00 : |00 )« |00 vJ-
Interval
0 v View LDEV
Number of LDEVs 1
per External Volume:
) i >

Cache Partition: [o:cLero vl v Change Settings || Remove || More Actions w Selected: 0 of 0

Next Task Option : Continue to Add LUN Paths

13. Click Finish.
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Add External Volumes

1.Select External Path Group >  2.Add External Volumes > 3.Confirm

This wizard lets you virtualize storage resources by mapping external volumes to the local storage system.
Selact external path groups o map paths between extarnal and local systems, or click Craate External Path Group to add a new group. Click Next to add external volumes,
-~ Selected External Volumes
External Velumes: 7
Discovered External Volumes
Selact Al Pages [1€] /1 [31] Itd ;‘;:ri‘“”’)“';"fft Deviceliame  _oWTe Device ID Drive Info
Priority) Properties
Lo OPEN-V 2808.63GE 0007 434554414348.., | 55D
L1 OPEN-V 100.00 GB = 0030 484554414348...
< ] >
Selected: 0 of 2
Initial Parity Group ID: 1 -1
(1-16384) (1-4096)
Dats Direct Mapping () Enable () Disable
Allow Simultaneous Craation of LDEVs: (@ Yes (O Mo
Use External Storage System (@) ves (O Ne
Configuration:
LDEV Name: Prefix Initial Number
Quorum01
(Max. 32 characters total including max. 9-digit number, or
blank)
£ Options
Initial LDEV ID: LDKC cu
oo i |00 ) -
Interval
0 v
Number of LDEVs 1
per External Volume:
(1) P >
Cache Partition: [ oiciomo .| v Change Settings || Remove || More Actions w Selected: 1 of 1

Next Task Option : Continue to Add LUN Paths

14. Confirm Paths and selected External Volumes, click Apply.

Add External Volumes

1.Select External Path Group > 2.Add External Volumes >

Enter a name for the task. Confirm the settings in the list and click Apply to add task in Tasks queue for execution.

Task Nams:

(Max. 32 Charactars)

Selected External Path Group

External Path

Vendor / Model / Serial Number
Group ID

EPathGroupd HITACHI / VSP G1000 / 22052

Selected External Paths

External
Priority Port ID Type Virtual Port ID
1P Address WWH / iSCSI Target Name
1 cse Fibre - - S0050E8007562431
2 | css Fibre - - S0060E8007562433

Selected External Volumes

= \ i op LDEV Number of Cacl flave

LI (Hinhect Device Name S Device ID Drive Info Parity Group | 10 ) pev 1D JoBlLDEN L S e CLPR ache Infly
Priority) Properties D Name LDEVs Mode Control
I_l 3 OPEN-V 0034 484954414348... E1-2 00:00:29 ‘Quorum01 1 20.00 GB 0:CLPRO Disable Disable

window for status Back Next b Apply

15. Wait until the task is completed before moving onto next step.

16. Once quorum disk is virtualized, expand the storage system navigation tree, select Remote Connections.
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17. Select the Quorum Disks tab.

18. Click Add Quorum Disks.

ator

Hitachi Device Manager

L 3 File Actions Reports Settings Maintenance Utility View Tool

Remote Connections

Explorer

Storage Systems WSP G370{S/N:451610) > Replication

View Port Condition

~ [ vsSP G370(S/N:451610)

TE Tasks

= Components
Parity Groups
[§# Logical Devices
' Wé Pools

* fé% Ports/Host Groups/iSCSI Targets

eplication
Y Local Replication
=" Remote Replication
* ik Journals
Remote Connections
Connections (To)

Add Quorum Disks

Connections (From)

Remove Quorum Disks

= Remote Connections

Quorum Disks

Edit Quorum Disks

Carie | on 9

lEeIect All PagE“Column Sel:l:ings]

Quorum Disk

I—Ill:l

LDEV ID

Queorum Disk

LDEV Name

19. Within the Add Quorum Disks dialog box, select your virtualized quorum disk. Click Add.

Add Quorum Disks

1.Add Quorum Disks

229

This wizard lets you add quorum disks. Selact LDEVs from the Available LDEVs list.select a remote storage systam, and then click Add. Click Finish to confirm.
Querum Disk ID: | oz v Selected Quorum Disks
] Add Quarum Disk without LDEV | Select All Pages| |_options v |
Available LDEVs D Quorum Disk |
aFik=r | on [feaa optionsw |(I€][€] : /1 [=) 10 LDEV ID LDEV Name cLeR Capacity
EV ID Capacity
add p
E—
Total: 1
Remote Storage Systsm: Model / Serial Numbar
l (8) / 30506 x]
< ] >
Remove Selected: 0 of O
4 Back Mext ) Finish Cancel ?
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20. Click Finish.

21. Click Apply to finalize your quorum disk.

Add Quorum Disks

1.Add Quorum Disks >

Task Name:

Quorum Disk
0]

o1

(Max. 32 Characters)

Selected Quorum Disks

Querum Disk
LDEV ID

00:00:25

Create a VSM on VSP 5100

When you have completed the physical cabling, port configuration, and created your Pair Management Server,
you can create a VSM that is used as a virtual container for common resources between two separate VSP
systems. To create your VSM you must use CCI RAIDCOM to communicate with each storage system. Make sure
all steps in section Deploying a Pair Management Server is completed and that you can start and communicate
with your respective VSP system using CCl.

Enter a name for the task. Confirm the settings in the list and click Apply to add task in Tasks queue for execution.

Remote Storage System

Capacity

20.00GE | (8)/ 20508

[ Go to tasks window for status

ﬁ Using the following command, you are emulating a common VSP between your primary VSP 5100 and
secondary VSP G370 with a serial number of 455555. Model type M850S2 is the emulation key for the

VSP G370 among VSP systems.

To create a VSM on the VSP 5100, run this command using CCI RAIDCOM:

raidcom add resource -resource name G370 GAD VSM -virtual type 455555 M850S2 -IHI1O0

To verify the creation of your VSM, follow these steps:

1. Log into Hitachi Storage Navigator for your respective VSP 5100.

2. Expand Administration in the navigation tree.

3. Click Resource Groups.

4. Verify that VSM G370_GAD_VSM is created.
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Hitachi Device Manager :

- Fle  Actions  Repos = Tool  Help

Explorer Resource Groups
Storage Systems Resource Groups
An;fytirs
Administration

Number of Resource Groups

18 User Groups Resource Groups

. Resou
ff, Resource Groups Create Resource Groups [l Edit Resource Group [| Delete Resource Groups

'[i# Cache Partitio C AFiker |
= ns [CzFiker |[on 28 [Select All Pages][Column Settings|

4 Encryption Keys
® Number of User | Number of Number of | Number of Number of Host | Number of

. Resource G M.

& License Keys L s Groups Parity Groups LDEVs Ports Groups iSCSI Targets
]| gy 5370 GAD vsm I 7 o 4 ) 2 o
||| gy mete resource 5 4 €5276 32 8136 o

Create a VSM on VSP G370

When you have completed the physical cabling, port configuration, and created your Pair Management Server,
you can create a VSM that is used as a virtual container for common resources between two separate VSP
systems. To create your VSM, you must use CCI RAIDCOM to communicate with each respective storage
system. Make sure all steps in section Deploying a Pair Management Server is completed and that you can start
and communicate with your respective VSP system using CCl.

To create a VSM on the VSP G370, run this command using CCI RAIDCOM:

raidcom add resource -resource name G370 GAD VSM -virtual type 455555 M850S2 -IH11
To verify the creation of your VSM, follow these steps:

1. Log into Hitachi Storage Navigator for your respective VSP G370.
2. Expand on Administration on the left-hand navigation tree.
3. Click Resource Groups.

4. Verify that VSM G370_GAD_VSM is created.

Hitachi Device Manager st vigator

« File  Actions Reports  Seftings  Maintenance Ulility  View  Tool  Help

Explorer Resource Groups
Storage Systems Resource Groups
An;fytim
Administration

Number of Resource Groups

' ¥ User Groups Resource Groups

i

fe, Resource Groups Create Resource Groups | Edit Resource Group || Delete Resource Groups m
'[F. Cache Partitions ——

E [C&Fker |Lon =8 [Salact Al Pages)| Column Sattings)

Resourcs Group Number of Ussr | Number of Numberof | Number of Number of Host | Number of
L jame Groups Parity Groups LDEVs Ports Groups |SCEI Targets

M, Encryption Keys

a o 4 ] 24 a
8 o 25 Q o a
10 12 32739 16 4056 a

Create Remote Connections between VSP 5100 and VSP G370 using CClI

When you have laid out physical connections between the primary VSP 5100 and secondary VSP G370 system,
you must create a logical connection based off the ports connecting MCU and RCU system for replication.
Confirm you can communication with your respective systems using CCl prior to running the following commands.

To create the MCU/RCU connections run the following commands using CCl RAIDCOM:
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Add VSP 5100->VSP G370 MCU->RCU replication path:

raidcom add rcu -cu free 451610 M800 O -mcu port CL7-A -rcu port CL8-A -IH1O0
raidcom get command status -IH10

Add secondary VSP 5100-> VSP G370 MCU->RCU replication path:

raidcom add rcu path -cu free 451610 M800 0 -mcu port CL8-A -rcu port CL7-A -IHI1O0
raidcom get command status -IH10

Add VSP G370-> VSP 5100 MCU->RCU replication path:

raidcom add rcu -cu free 530506 R900F 0 -mcu port CL8-B -rcu port CL7-C -IHI1
raidcom get command status -IHI11

Add secondary VSP G370->VSP 5100 MCU->RCU replication path:

raidcom add rcu path -cu free 530506 R900F O -mcu port CL7-B -rcu port CL8-C -IHI11
raidcom get command status -IHI11

Check status of all remote replication paths:

raidcom get rcu -cu free 451610 M800 O -IHI1O

raidcom get rcu -cu_ free 530506 RO900F 0 -IHI1L

Deploy Hitachi GAD with RAIDCOM

Make sure that all physical cabling is laid out, all respective VSP port settings applied, and you have created the
applicable VSM. All commands provided in this section will be issued from Pair Management Servers at each data
center. -IH10 will control the VSP 5100 system from pair management server 1 and -IH11 will control VSP G370
from pair management server 2.

Reserve GAD Host Groups on VSP 5100 VSM using CClI

Prior to creating the GAD pair, you must associate common resources used for GAD within the VSM starting with
host groups which will hold GAD volumes for all hosts at DC1.

To reserve GAD host groups on the VSP 5100 to the G370_GAD_VSM, run the following commands using CCl
RAIDCOM.

Reserve all necessary Host Groups in the 5100 G370_GAD_VSM, starting at host group ID (HG_ID) 50:
DC1-ESX1 - HG_ID 50

raidcom add resource -resource name G370 GAD VSM -port CL1-B-50 -IHI1O0
raidcom add resource -resource name G370 GAD VSM -port CL1-D-50 -IHI1O0
raidcom add resource -resource name G370 GAD VSM -port CL2-B-50 -IHI1O0
raidcom add resource -resource name G370 GAD VSM -port CL2-D-50 -IHI1O0
DC1-ESX2 - HG_ID 57

raidcom add resource -resource name G370 GAD VSM -port CL1-B-51 -IHI1O0
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raidcom add resource -resource name G370 GAD VSM -port CL1-D-51 -IHI1O0
raidcom add resource -resource name G370 GAD VSM -port CL2-B-51 -IHIO0
raidcom add resource -resource name G370 GAD VSM -port CL2-D-51 -IHI1O0
DC1-ESX-3 - HG_ID 52

raidcom add resource -resource name G370 GAD VSM -port CL1-B-52 -IHIO
raidcom add resource -resource name G370 GAD VSM -port CL1-D-52 -IHI10
raidcom add resource -resource name G370 GAD VSM -port CL2-B-52 -IHI1O0
raidcom add resource -resource name G370 GAD VSM -port CL2-D-52 -IHIO0
DC2-ESX-1 - HG_ID 53

raidcom add resource -resource name G370 GAD VSM -port CL1-B-53 -IHI1O
raidcom add resource -resource name G370 GAD VSM -port CL1-D-53 -IHI10
raidcom add resource -resource name G370 GAD VSM -port CL2-B-53 -IHI1O0
raidcom add resource -resource name G370 GAD VSM -port CL2-D-53 -IHI1O
DC2-ESX-2 - HG_ID 54

raidcom add resource -resource name G370 GAD VSM -port CL1-B-54 -IHI10
raidcom add resource -resource name G370 GAD VSM -port CL1-D-54 -IHI1O0
raidcom add resource -resource name G370 GAD VSM -port CL2-B-54 -IHIO0
raidcom add resource -resource name G370 GAD VSM -port CL2-D-54 -IHIO0
DC2-ESX- 3 - HG_ID b5

raidcom add resource -resource name G370 GAD VSM -port CL1-B-55 -IHI1O0
raidcom add resource -resource name G370 GAD VSM -port CL1-D-55 -IHI1O0
raidcom add resource -resource name G370 GAD VSM -port CL2-B-55 -IHI1O0
raidcom add resource -resource name G370 GAD VSM -port CL2-D-55 -IHI1O0

Create and Prepare of Primary Volume on VSP 5100

Before creating a pair, you must prepare the volume that is planned to be used for the primary volume of GAD
from the VSP 5100. To create and prepare the primary volume for a GAD pair, issue these steps using CCl
RAIDCOM:

Unmap the virtual LDEV ID of the primary volume (P-VOL)

raidcom unmap resource -ldev_id Ox00FF -virtual ldev id OxOO0FF -IHI10

Reserve the LDEV ID in the VSP 5100 VP G370 VSM

raidcom add resource -resource name G370 GAD VSM -ldev_id OxO0FF -IH10

Create the dynamic provision (DP) Pool for the PVOL
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raidcom add dp pool -pool id 100 -pool name GAD 5100 Pool -ldev id 0x0009 -IH1O0

Create the PVOL (1TB in this example - capacity is in blocks)

raidcom add ldev -pool 100 -ldev_id OxOOFF -capacity 2147483648 -IH1O0

Enable ALUA mode for the PVOL, required for cross pathing between data centers

raidcom modify ldev -ldev_id OxOOFF -alua enable -IHI1O0

Remap the virtual LDEV ID of the PVOL

raidcom map resource -ldev_id Ox00FF -virtual ldev_id OxOO0FF -IH10

Create GAD Host Groups at DC1 on VSP 5100 and Set Host Mode Options

Dedicated host groups solely for GAD provisioning will also need to be modified respectively on the VSP 5100.
Prior to issuing the below commands confirm you have created the VSM and have reserved GAD host groups.
Host mode options (HMOs) 54, 63, and 114 must be enabled.

Issue the following commands using CCI RAIDCOM to apply the names and applicable host mode options to your
host groups:

DC1- ESXT1 - HG_ID 50

raidcom

raidcom

raidcom

raidcom

raidcom

add host grp -port
add host grp -port
add host grp -port

add host grp -port

CL1-B-50 -host grp name DCl ESX-1-Local GAD Fab A -IHI1O0
CL1-D-50 -host grp name DCl ESX-1-Local GAD Fab B -IHI1O0
CL2-B-50 -host grp name DCl ESX-1-Local GAD Fab A -IH10

CL2-D-50 -host grp name DCl ESX-1-Local GAD Fab B -IHI1O0

modify host grp -port CL1-B-50 -host mode VMWARE EX -set host mode opt 54 63
114 -TH10

raidcom modify host grp -port CL1-D-50 -host mode VMWARE EX -set host mode opt 54 63
114 -TH10

raidcom modify host grp -port CL2-B-50 -host mode VMWARE EX -set host mode opt 54 63
114 -THIO0

raidcom modify host grp -port CL2-D-50 -host mode VMWARE EX -set host mode opt 54 63
114 -IH10

DC1-ESX-2 - HG_ID 51

raidcom

raidcom

raidcom

raidcom

add host grp -port
add host grp -port
add host grp -port

add host grp -port

CL1-B-51 -host grp name DCl ESX-2-Local GAD Fab A -IH10
CL1-D-51 -host grp name DCl ESX-2-Local GAD Fab B -IHI1O0
CL2-B-51 -host grp name DCl ESX-2-Local GAD Fab A -IHI1O0

CL2-D-51 -host grp name DCl ESX-2-Local GAD Fab B -IHI1O0

raidcom modify host grp -port CL1-B-51 -host mode VMWARE EX -set host mode opt 54 63
114 -IHIO

raidcom modify host grp -port CL1-D-51 -host mode VMWARE EX -set host mode opt 54 63
114 -IHI1O
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raidcom modify host grp -port CL2-B-51 -host mode VMWARE EX -set host mode opt 54 63
114 -IH10

raidcom modify host grp -port CL2-D-51 -host mode VMWARE EX -set host mode opt 54 63
114 -IH10

DC-1 ESX-3 - HG_ID 52

raidcom

raidcom

raidcom

raidcom

add host grp -port
add host grp -port
add host grp -port

add host grp -port

CL1-B-52 -host grp name
CL1-D-52 -host grp name
CL2-B-52 -host grp name

CL2-D-52 -host grp name

raidcom modify host grp -port CL1-B-52 -host mode
114 -TIHIO

raidcom modify host grp -port CL1-D-52 -host mode
114 -TIHIO

raidcom modify host grp -port CL2-B-52 -host mode
114 -TIHIO

raidcom modify host grp -port CL2-D-52 -host mode

114 -TH1O0
DC2-ESX-1 - HG_ID 53
raidcom add host grp -port

raidcom

raidcom

raidcom

add host grp -port
add host grp -port

add host grp -port

CL1-B-53 -host grp name
CL1-D-53 -host grp name
CL2-B-53 -host grp name

CL2-D-53 -host grp name

raidcom modify host grp -port CL1-B-53 -host mode
114 -TH10

raidcom modify host grp -port CL1-D-53 -host mode
114 -TH10

raidcom modify host grp -port CL2-B-53 -host mode
114 -THIO0

raidcom modify host grp -port CL2-D-53 -host mode
114 -THIO0

DC-2 ESX-2 - HG_ID 54

raidcom

raidcom

raidcom

raidcom

add host grp -port
add host grp -port
add host grp -port

add host grp -port

CL1-B-54 -host grp name
CL1-D-54 -host grp name
CL2-B-54 -host grp name

CL2-D-54 -host grp name

DCl1 ESX-3-Local GAD Fab A -IH10
DCl ESX-3-Local GAD Fab B -IHIO0
DCl ESX-3-Local GAD Fab A -IHIO

DCl1 ESX-3-Local GAD Fab B -IH10

VMWARE EX -set host mode opt 54 63

VMWARE EX -set host mode opt 54 63

VMWARE EX -set host mode opt 54 63

VMWARE EX -set host mode opt 54 63

DC2_ESX—1—Remote_GAD_Fab_A -IH10
DCZ_ESX—l—Remote_GAD_Fab_B -IH10
DC2 ESX-1-Remote GAD Fab A -IHIO0

DC2 ESX-1-Remote GAD Fab B -IHIO0

VMWARE EX -set host mode opt 54 63

VMWARE EX -set host mode opt 54 63

VMWARE EX -set host mode opt 54 63

VMWARE EX -set host mode opt 54 63

DC2 ESX-2-Remote GAD Fab A -IHIO0
DC2 ESX-2-Remote GAD Fab B -IHI1O0
DC2 ESX-2-Remote GAD Fab A -IHIO

DC2 ESX-2-Remote GAD Fab B -IHIO0

raidcom modify host grp -port CL1-B-54 -host mode VMWARE EX -set host mode opt 54 63
114 -IH10
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raidcom modify host grp -port CL1-D-54 -host mode VMWARE EX -set host mode opt 54 63
114 -IH10

raidcom modify host grp -port CL2-B-54 -host mode VMWARE EX -set host mode opt 54 63
114 -IHI1O

raidcom modify host grp -port CL2-D-54 -host mode VMWARE EX -set host mode opt 54 63
114 -TH1O0

DC-2 ESX-3 -HG_ID 55

raidcom add host grp -port CL1-B-55 -host grp name DC2 ESX-3-Remote GAD Fab A -IHI1O0
raidcom add host grp -port CL1-D-55 -host grp name DC2 ESX-3-Remote GAD Fab B -IHI10
raidcom add host grp -port CL2-B-55 -host grp name DC2 ESX-3-Remote GAD Fab A -IHI1O0
raidcom add host grp -port CL2-D-55 -host grp name DC2 ESX-3-Remote GAD Fab B -IHI1O0

raidcom modify host grp -port CL1-B-55 -host mode VMWARE EX -set host mode opt 54 63
114 -IHI1O

raidcom modify host grp -port CL1-D-55 -host mode VMWARE EX -set host mode opt 54 63
114 -TIHIO

raidcom modify host grp -port CL2-B-55 -host mode VMWARE EX -set host mode opt 54 63
114 -IHI1O

raidcom modify host grp -port CL2-D-55 -host mode VMWARE EX -set host mode opt 54 63
114 -TH10

Add LUN Paths to VSP 5100 GAD Primary Volume

When you have prepped the primary system for GAD pair creation, you can map your primary volume to your
respective GAD host groups. To allocate your VSP 5100 primary volume to GAD host groups, issue the following
commands via RAIDCOM CCI. Add the LUN paths to all of the Host Groups with LUN ID 100.

DC1-ESX1 - HG_ID 50

raidcom add lun -port CL1-B-50 -lun id 100 -ldev id OxOO0FF -IH10
raidcom add lun -port CL1-D-50 -lun id 100 -ldev_id O0xOO0FF -IHI1O0
raidcom add lun -port CL2-B-50 -lun id 100 -ldev_id OxO0FF -IH10
raidcom add lun -port CL2-D-50 -lun id 100 -ldev_id OxOO0FF -IHI10
DC1 ESX2 -HG_ID 57

raidcom add lun -port CL1-B-51 -lun id 100 -ldev id OxOO0FF -IH10
raidcom add lun -port CL1-D-51 -lun id 100 -ldev_id OxO0FF -IH10
raidcom add lun -port CL2-B-51 -lun id 100 -ldev_id OxOO0FF -IHI10
raidcom add lun -port CL2-D-51 -lun id 100 -ldev id OxOO0FF -IH10
DC1 ESX3 -HG_ID 52

raidcom add lun -port CL1-B-52 -lun id 100 -ldev_id O0xO0O0FF -IH1O0

raidcom add lun -port CL1-D-52 -lun id 100 -ldev_id OxO0FF -IH10
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raidcom add lun -port CL2-B-52 -lun id 100 -ldev id O0xO0FF -IH10
raidcom add lun -port CL2-D-52 -lun id 100 -ldev_id OxO0FF -IH10
DC2 ESXT -HG_ID 53

raidcom add lun -port CL1-B-53 -lun id 100 -ldev_id OxO0FF -IH10
raidcom add lun -port CL1-D-53 -lun id 100 -ldev_id O0xO0O0FF -IHI1O
raidcom add lun -port CL2-B-53 -lun id 100 -ldev id O0xOO0FF -IH10
raidcom add lun -port CL2-D-53 -lun_id 100 -ldev_id O0xOOFF -IHI1O0
DC2 ESX2 -HG_ID 54

raidcom add lun -port CL1-B-54 -lun id 100 -ldev_id OxO0FF -IHI10
raidcom add lun -port CL1-D-54 -lun id 100 -ldev_id O0xO0O0FF -IHI1O0
raidcom add lun -port CL2-B-54 -lun id 100 -ldev id O0xOO0FF -IH10
raidcom add lun -port CL2-D-54 -lun id 100 -ldev_id OxOO0FF -IH10
DC2 ESX3 -HG_ID 55

raidcom add lun -port CL1-B-55 -lun id 100 -ldev_id OxOO0FF -IHI10
raidcom add lun -port CL1-D-55 -lun id 100 -ldev id OxOO0FF -IH10
raidcom add lun -port CL2-B-55 -lun id 100 -ldev_id O0xO0OFF -IH1O0

raidcom add lun -port CL2-D-55 -lun id 100 -ldev_id OxOO0FF -IH10

Set Non-optimized Asymmetric Logical Unit Access (ALUA) Mode for DC2 Remote Host Groups on VSP 5100

When you have created and mapped your GAD volume to your local GAD host groups for DC1 hosts on the VSP
5100, you will need to set ALUA to host groups which host the non-optimized paths for DC2 hosts. Issue the
following commands via CCl RAIDCOM on remote host groups on the VSP 5100.

DC-2 ESX1 - HG_ID 53

raidcom modify lun -port CL1-B-53 -lun id all -asymmetric access_state non optimized
-IH10

raidcom modify lun -port CL1-D-53 -lun_id all -asymmetric access_state non optimized
-IH10

raidcom modify lun -port CL2-B-53 -lun _id all -asymmetric access_state non optimized
-IH10

raidcom modify lun -port CL2-D-53 -lun_id all -asymmetric access_state non optimized
-IH10

DC-2 ESX2 - HG_ID 54

raidcom modify lun -port CL1-B-54 -lun id all -asymmetric access_state non optimized
-IH10

raidcom modify lun -port CL1-D-54 -lun id all -asymmetric access_state non optimized
-IH10
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raidcom modify lun -port CL2-B-54 -lun id all -asymmetric access_ state non optimized
-IH10

raidcom modify lun -port CL2-D-54 -lun id all -asymmetric access_ state non optimized
-IH10

DC-2 ESX3 -HG_ID 55

raidcom modify lun -port CL1-B-55 -lun id all -asymmetric access_state non optimized
-IH10

raidcom modify lun -port CL1-D-55 -lun id all -asymmetric access_state non optimized
—-IH10

raidcom modify lun -port CL2-B-55 -lun id all -asymmetric access_state non optimized
-IH10

raidcom modify lun -port CL2-D-55 -lun _id all -asymmetric access_state non optimized
-IH10

Reserve GAD Host Groups on VSP G370 VSM using CCl

Prior to creating your GAD pair, you must associate common resources within the VSM stating with host groups
for all hosts at DC2.

To reserve GAD host groups on the VSP G370 to the G370_GAD_VSM, issue the following commands using CCl
RAIDCOM.

Reserve all the necessary Host Groups in the VSP G370 G370_GAD_VSM, starting at HG_ID 50:
DC1-ESXT - HG_ID 50

raidcom add resource -resource name G370 GAD VSM -port CL3-A-50 -IHI1
raidcom add resource -resource name G370 GAD VSM -port CL1-B-50 -IHI1
raidcom add resource -resource name G370 GAD VSM -port CL2-A-50 -IH1l1
raidcom add resource -resource name G370 GAD VSM -port CL4-B-50 -IHI1
DCTESX 2 - HG_ID 51

raidcom add resource -resource name G370 GAD VSM -port CL3-A-51 -IHI1
raidcom add resource -resource name G370 GAD VSM -port CL1-B-51 -IH11
raidcom add resource -resource name G370 GAD VSM -port CL2-A-51 -IHI11
raidcom add resource -resource name G370 GAD VSM -port CL4-B-51 -IHI1
DCTESX 3 -HG_ID 52

raidcom add resource -resource name G370 GAD VSM -port CL3-A-52 -IHI1
raidcom add resource -resource name G370 GAD VSM -port CL1-B-52 -IH11
raidcom add resource -resource name G370 GAD VSM -port CL2-A-52 -IHI11

raidcom add resource -resource name G370 GAD VSM -port CL4-B-52 -IHI1

DC-2 ESX 1 - HG_ID 53
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raidcom add resource -resource name G370 GAD VSM -port CL3-A-53 -IH11
raidcom add resource -resource name G370 GAD VSM -port CL1-B-53 -IHI1
raidcom add resource -resource name G370 GAD VSM -port CL2-A-53 -IHI1
raidcom add resource -resource name G370 GAD VSM -port CL4-B-53 -IH11
DC2 ESX 2 - HG_ID 54

raidcom add resource -resource name G370 GAD VSM -port CL3-A-54 -IH1l
raidcom add resource -resource name G370 GAD VSM -port CL1-B-54 -IHI11
raidcom add resource -resource name G370 GAD VSM -port CL2-A-54 -IHI1
raidcom add resource -resource name G370 GAD VSM -port CL4-B-54 -IH11
DC2 ESX 3 -HG_ID 55

raidcom add resource -resource name G370 GAD VSM -port CL3-A-55 -IH11
raidcom add resource -resource name G370 GAD VSM -port CL1-B-55 -IHI1
raidcom add resource -resource name G370 GAD VSM -port CL2-A-55 -IHI1
raidcom add resource -resource name G370 GAD VSM -port CL4-B-55 -IH1l

Create and Prepare of Secondary Volume on VSP G370

Before creating a pair, you must prep the volume that is planned on being used for GAD from the VSP G370. To
create and prepare the secondary volume for a GAD pair on VSP G370, issue these steps via CClI RAIDCOM:

Unmap the virtual LDEV ID of the secondary volume (S-VOL)

raidcom unmap resource -ldev_id Ox00EE -virtual ldev_id O0x00EE -IHI11
Reserve the LDEV ID of the SVOL in the VSP G370 G370_GAD_VSM

raidcom add resource -resource name G370 GAD VSM -ldev_id OxOOEE -IH11
Set the GAD reserve bit on the SVOL LDEV ID

raidcom map resource -ldev_id O0x00EE -virtual ldev_id reserve -IHI1
Create the dynamic provision (DP) Pool for the S-VOL

raidcom add dp pool -pool id 50 -pool name GAD 370 Pool -ldev id 0x0007 -IHI1
Create the SVOL (1TB in this example - capacity is in blocks)

raidcom add ldev -pool 50 -ldev id OxOOEE -capacity 2147483648 -IH11
Unmap the virtual LDEV ID of the Planned GAD pair (PVOL Virtual LDEV ID)

raidcom unmap resource -ldev_id Ox00FF -virtual ldev_id O0xOO0FF -IHI11

Create Host Groups in DC2 on VSP G370 and Set Host Mode Options

Dedicated host groups solely for GAD provisioning will also need to be modified on the VSP G370. Prior to issuing
the following commands, confirm you have created the VSM and have reserved GAD host groups. Host mode
options (HMQOs) 54, 63, and 114 must be enabled.
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Issue the following commands via CCl RAIDCOM to apply respective names and applicable host mode options:

DC-1 ESXT - HG_ID 50
raidcom add host grp -port
raidcom add host grp -port

raidcom add host grp -port

CL3-A-50 -host grp name
CL1-B-50 -host grp name
CL2-A-50 -host grp name

CL4-B-50 -host grp name

DC1 ESX-1-Remote GAD Fab A -IH11
DC1 ESX-1-Remote GAD Fab B -IHI1
DC1 ESX-1-Remote GAD Fab A -IHI1

DC1_ESX-1-Remote GAD Fab B -IHI11

modify host grp -port CL3-A-50 -host mode VMWARE EX -set host mode opt 54 63

raidcom modify host grp -port CL1-B-50 -host mode VMWARE EX -set host mode opt 54 63

raidcom modify host grp -port CL2-A-50 -host mode VMWARE EX -set host mode opt 54 63

raidcom modify host grp -port CL4-B-50 -host mode VMWARE EX -set host mode opt 54 63

raidcom add host grp -port
raidcom

114 -TH11

114 -TH11

114 -TH11

114 -TH11

DC-1 ESX2 - HG_ID 51

CL3-A-51 -host grp name
CL1-B-51 -host grp name
CL2-A-51 -host grp name

CL4-B-51 -host grp name

DCl ESX-2-Remote GAD Fab A -IHI1
DC1 ESX-2-Remote GAD Fab B -IHIl
DCl ESX-2-Remote GAD Fab A -IH11

DC1 ESX-2-Remote GAD Fab B -IHI1

modify host grp -port CL3-A-51 -host mode VMWARE EX -set host mode opt 54 63

raidcom modify host grp -port CL1-B-51 -host mode VMWARE EX -set host mode opt 54 63

raidcom modify host grp -port CL2-A-51 -host mode VMWARE EX -set host mode opt 54 63

raidcom add host grp -port
raidcom add host grp -port
raidcom add host grp -port
raidcom add host grp -port
raidcom

114 -TH11

114 -TH11

114 -TH11

raidcom modify host grp -port CL4-B-51 -host mode VMWARE EX -set host mode opt 54 63

114 -THI11

DC-1 ESX3 -HG_ID 52

raidcom add host grp -port
raidcom add host grp -port
raidcom add host grp -port
raidcom add host grp -port
raidcom

114 -TIHI11

CL3-A-52 -host grp name
CL1-B-52 -host grp name
CL2-A-52 -host grp name

CL4-B-52 -host grp name

DCl1 ESX-3-Remote GAD Fab A -IHI1
DCl1 ESX-3-Remote GAD Fab B -IHI1
DCl ESX-3-Remote GAD Fab A -IHI1

DCl ESX-3-Remote GAD Fab B -IHI1

modify host grp -port CL3-A-52 -host mode VMWARE EX -set host mode opt 54 63

raidcom modify host grp -port CL1-B-52 -host mode VMWARE EX -set host mode opt 54 63

114 -TIHI11
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raidcom modify host grp -port CL2-A-52 -host mode VMWARE EX -set host mode opt 54 63

114 -TIH11

raidcom modify host grp -port CL4-B-52 -host mode VMWARE EX -set host mode opt 54 63

114 -TIH11

DC-2 ESX1 - HG_ID 53

raidcom add host grp -port
raidcom add host grp -port
raidcom add host grp -port

raidcom add host grp -port

CL3-A-53 -host grp name
CL1-B-53 -host grp name
CL2-A-53 -host grp name

CL4-B-53 -host grp name

raidcom modify host grp -port CL3-A-53 -host mode

raidcom modify host grp -port CL1-B-53 -host mode

raidcom modify host grp -port CL2-A-53 -host mode

raidcom modify host grp -port CL4-B-53 -host mode

114 -TIH11
114 -TIH11
114 -TIH11
114 -TIH11

DC2 ESX2 - HG_ID 54

raidcom add host grp -port
raidcom add host grp -port
raidcom add host grp -port

raidcom add host grp -port

CL3-A-54 -host grp name
CL1-B-54 -host grp name
CL2-A-54 -host grp name

CL4-B-54 -host grp name

raidcom modify host grp -port CL3-A-54 -host mode

114 -THI11

raidcom modify host grp -port CL1-B-54 -host mode

114 -THI11

raidcom modify host grp -port CL2-A-54 -host mode

114 -TH11

raidcom modify host grp -port CL4-B-54 -host mode

114 -TH11

DC-2 ESX3 -HG_ID 55

raidcom add host grp -port
raidcom add host grp -port
raidcom add host grp -port

raidcom add host grp -port

CL3-A-55 -host grp name
CL1-B-55 -host grp name
CL2-A-55 -host grp name

CL4-B-55 -host grp name

DC2 ESX-1l-Local GAD Fab A -IHI1I1
DC2 ESX-l-Local GAD Fab B -IHI1
DC2_ESX-1-Local GAD Fab A -IH11

DC2 ESX-1l-Local GAD Fab B -IHII1

VMWARE EX -set host mode opt 54 63
VMWARE EX -set host mode opt 54 63
VMWARE EX -set host mode opt 54 63
VMWARE EX -set host mode opt 54 63

DC2_ESX-2-Local GAD Fab A -IH11
DC2 ESX-2-Local GAD Fab B -IH11
DC2 ESX-2-Local GAD Fab A -IHI1I1
DC2 ESX-2-Local GAD Fab B -IHI1

VMWARE EX -set host mode opt 54 63

VMWARE EX -set host mode opt 54 63

VMWARE EX -set host mode opt 54 63

VMWARE EX -set host mode opt 54 63

DC2 ESX-3-Local GAD Fab A -IHI1I1
DC2 ESX-3-Local GAD Fab B -IHI11
DC2 ESX-3-Local GAD Fab A -IHI1

DC2 ESX-3-Local GAD Fab B -IHII1

raidcom modify host grp -port CL3-A-55 -host mode VMWARE EX -set host mode opt 54 63

114 -TIH11
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raidcom modify host grp -port CL1-B-55 -host mode VMWARE EX -set host mode opt 54 63
114 -IHI11

raidcom modify host grp -port CL2-A-55 -host mode VMWARE EX -set host mode opt 54 63
114 -IHI11

raidcom modify host grp -port CL4-B-55 -host mode VMWARE EX -set host mode opt 54 63
114 -TH11

Add LUN Paths to VSP 5100 GAD Primary Volume

When you have prepped the primary system for GAD pair creation, you can map your primary volume to your
respective GAD host groups. To allocate your volume with LUN ID 100 to GAD host groups, issue the following
commands using RAIDCOM CCl.

Add the LUN paths to all of the Host Groups with LUN ID 100:

DC1 ESXT

raidcom add lun -port CL3-A-50 -lun id 100 -ldev_id O0x00EE -IHI1
raidcom add lun -port CL1-B-50 -lun id 100 -ldev_id Ox00EE -IHI1
raidcom add lun -port CL2-A-50 -lun id 100 -ldev id OxOOEE -IH1l
raidcom add lun -port CL4-B-50 -lun id 100 -ldev_id O0x00EE -IHI1
DC1 ESX2

raidcom add lun -port CL3-A-51 -lun id 100 -ldev_id OxOOEE -IHI11
raidcom add lun -port CL1-B-51 -lun id 100 -ldev_id Ox00EE -IHI1
raidcom add lun -port CL2-A-51 -lun id 100 -ldev id OxOOEE -IH1l
raidcom add lun -port CL4-B-51 -lun id 100 -ldev_id OxOOEE -IH11
DC1 ESX3

raidcom add lun -port CL3-A-52 -lun id 100 -ldev_id OxOOEE -IH11
raidcom add lun -port CL1-B-52 -lun id 100 -ldev id OxOOEE -IH1l
raidcom add lun -port CL2-A-52 -lun id 100 -ldev_id O0x00EE -IHI11
raidcom add lun -port CL4-B-52 -lun id 100 -ldev_id OxOOEE -IH11
DC2 ESXT

raidcom add lun -port CL3-A-53 -lun id 100 -ldev_id OxOOEE -IHI11
raidcom add lun -port CL1-B-53 -lun id 100 -ldev id OxOOEE -IH1l
raidcom add lun -port CL2-A-53 -lun id 100 -ldev_id O0x00EE -IHI11
raidcom add lun -port CL4-B-53 -lun id 100 -ldev_id OxOOEE -IH11
DC2 ESX2

raidcom add lun -port CL3-A-54 -lun id 100 -ldev_id OxOOEE -IHI11

raidcom add lun -port CL1-B-54 -lun id 100 -ldev_id Ox00EE -IHI11
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raidcom add lun -port CL2-A-54 -lun id 100 -ldev id OxOOEE -IH1l
raidcom add lun -port CL4-B-54 -lun id 100 -ldev_id OxOOEE -IH11
DC2 ESX3

raidcom add lun -port CL3-A-55 -lun id 100 -ldev_id OxOOEE -IH11
raidcom add lun -port CL1-B-55 -lun id 100 -ldev_id Ox00EE -IHI1
raidcom add lun -port CL2-A-55 -lun id 100 -ldev id OxOOEE -IH1l

raidcom add lun -port CL4-B-55 -lun id 100 -ldev_id O0x00EE -IHI1

Set Non-optimized Asymmetric Logical Unit Access (ALUA) Mode for DC1 Remote Host Groups on VSP G370

When you have created and mapped your GAD volume to your local host groups for DC1 hosts on the VSP 5100,
you will need to define host groups which host the non-optimized paths for DC2 hosts. Issue the following
commands using CCI RAIDCOM on remote host groups on the VSP 5100:

DC-1 ESX 1 HG-ID50

raidcom modify lun -port CL3-A-50 -lun id all -asymmetric access state non optimized
-TH11

raidcom modify lun -port CL1-B-50 -lun id all -asymmetric access_state non optimized
-IH11

raidcom modify lun -port CL2-A-50 -lun id all -asymmetric access_state non optimized
-IH11

raidcom modify lun -port CL4-B-50 -lun _id all -asymmetric access_state non optimized
-IH11

DC-1 ESX 2 HG_ID 51

raidcom modify lun -port CL3-A-51 -lun id all -asymmetric access_state non optimized
-IH11

raidcom modify lun -port CL1-B-51 -lun id all -asymmetric access_state non optimized
-IH11

raidcom modify lun -port CL2-A-51 -lun id all -asymmetric access_state non optimized
-IH11

raidcom modify lun -port CL4-B-51 -lun id all -asymmetric access_state non optimized
-IH11

DC-1 ESX 3 HG_ID 52

raidcom modify lun -port CL3-A-52 -lun _id all -asymmetric access_state non optimized
-IH11

raidcom modify lun -port CL1-B-52 -lun_id all -asymmetric access_state non optimized
-THI11

raidcom modify lun -port CL2-A-52 -lun id all -asymmetric access_state non optimized
-THI11

raidcom modify lun -port CL4-B-52 -lun id all -asymmetric access_state non optimized
-IH11

243



Deployment Hardware and Software

Add LUN Paths to Cisco UCS Server vHBAs using CCI RAIDCOM

After the creation of host groups for DC1 and DC 2 hosts, you can begin mapping the WWNs for Cisco UCS
servers. Remember WWNs are based on your Cisco UCS server profiles and applicable fabric A versus B
designations. Make sure you have noted your vHBA WWNs, WWPN, and fabric. To add LUN paths to existing
GAD host groups, issue the following CCI RAIDCOM commands:

DC-1 ESX1 HG_ID 50

raidcom add hba wwn -port CL1-B-50 -hba wwn <WWN of Fab A HBA, DCl ESX-1> -IHI10
(0A00)

raidcom add hba wwn -port CL1-B-50 -hba wwn 20000025b5540a00 -IH10

raidcom add hba wwn -port CL1-D-50 -hba wwn <WWN of Fab B HBA, DCl ESX-1> -IHIO
(0B0O)

raidcom add hba wwn -port CL1-D-50 -hba wwn 20000025b5540b00 -IH10

raidcom add hba wwn -port CL2-B-50 -hba wwn <WWN of Fab A HBA, DCl ESX-1> -IHIO
(0A00)

raidcom add hba wwn -port CL2-B-50 -hba wwn 20000025b5540a00 -IH10

raidcom add hba wwn -port CL2-D-50 -hba wwn <WWN of Fab B HBA, DCl ESX-1> -IHIO
(0B0O)

raidcom add hba wwn -port CL2-D-50 -hba wwn 20000025b5540b00 -IH10

DC-1 ESX2 HG_ID 51

raidcom add hba wwn -port CL1-B-51 -hba wwn <WWN of Fab A HBA, DCl ESX-2> -IHIO
(0A01)

raidcom add hba wwn -port CL1-B-51 -hba wwn 20000025b5540a01 -IH10

raidcom add hba wwn -port CL1-D-51 -hba wwn <WWN of Fab B HBA, DCl ESX-2> -IHI10
(0BO1)

raidcom add hba wwn -port CL1-D-51 -hba wwn 20000025b5540b01 -IH10

raidcom add hba wwn -port CL2-B-51 -hba wwn <WWN of Fab A HBA, DCl ESX-2> -IHIO
(0A01)

raidcom add hba wwn -port CL2-B-51 -hba wwn 20000025b5540a01 -IH10

raidcom add hba wwn -port CL2-D-51 -hba wwn <WWN of Fab B HBA, DCl ESX-2> -IHIO
(0BO1)

raidcom add hba wwn -port CL2-D-51 -hba wwn 20000025b5540b01 -IH10

DC-1 ESX3 HG_ID 52

raidcom add hba wwn -port CL1-B-52 -hba wwn <WWN of Fab A HBA, DCl ESX-3> -IHI10
(0A02)

raidcom add hba wwn -port CL1-B-52 -hba wwn 20000025b5540a02 -IH10

raidcom add hba wwn -port CL1-D-52 -hba wwn <WWN of Fab B HBA, DCl ESX-3> -IHIO0
(0B02)
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raidcom

raidcom
(0A02)

raidcom

raidcom
(0B0O2)

raidcom

add

add

add

add

add

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

DC-2 ESX1 HG_ID 53

raidcom add hba wwn

(2A00)
raidcom

raidcom
(2B00)

raidcom

raidcom
(2A00)

raidcom

raidcom
(2B00)

raidcom

add

add

add

add

add

add

add

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

DC-2 ESX 2 HG_ID 54

raidcom add hba wwn

(2A01)
raidcom

raidcom
(2B01)

raidcom

raidcom
(2A01)

raidcom

raidcom
(2B01)

raidcom

add

add

add

add

add

add

add

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

DC-2 ESX3 HG_ID 55

raidcom add hba wwn

(2A02)

raidcom add hba wwn

—-port

-port

-port

-port

—-port

—-port

—-port

—port

-port

—-port

—-port

—-port

—port

-port

-port

—-port

—-port

—port

—port

-port

—-port

—-port

—-port

CL1-D-52

CL2-B-52

CL2-B-52

CL2-D-52

CL2-D-52

CL3-A-53

CL3-A-53

CL1-B-53

CL1-B-53

CL2-A-53

CL2-A-53

CL4-B-53

CL4-B-53

CL3-A-54

CL3-A-54

CL1-B-54

CL1-B-54

CL2-A-54

CL2-A-54

CL4-B-54

CL4-B-54

CL3-A-55

CL3-A-55

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn
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20000025b5540b02 -IH1O0

<WWN of Fab A HBA, DCI1

20000025b5540a02 -IH10

<WWN of Fab B HBA, DC1

20000025b5540p02 -IH10

<WWN of Fab A HBA, DC2

20000025b5542a00 -IHI11

<WWN of Fab B HBA, DC2

20000025p5542p00 -IH11

<WWN of Fab A HBA, DC2

20000025b5542a00 -IHI11

<WWN of Fab B HBA, DC2

20000025p5542pb00 -IH11

<WWN of Fab A HBA, DC2

20000025p5542a01 -IH11

<WWN of Fab B HBA, DC2

20000025b5542b01 -IHI11

<WWN of Fab A HBA, DC2

20000025p5542a01 -IH11

<WWN of Fab B HBA, DC2

20000025b5542p01 -IH11

<WWN of Fab A HBA, DC2

20000025b5542a02 -IH11

ESX-3>

ESX-3>

ESX-1>

ESX-1>

ESX-1>

ESX-1>

ESX-2>

ESX-2>

ESX-2>

ESX-2>

ESX-3>

-IH10

-IH10

-IH11

-IHI11

-IHI11

-IH11

-TH11

-IH11

-IH11

-TH11

-IH11
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raidcom add hba wwn -port CL1-B-55 -hba wwn <WWN of Fab B HBA, DC2 ESX-3> -IHI1
(2B02)

raidcom add hba wwn -port CL1-B-55 -hba wwn 20000025b5542b02 -IH11

raidcom add hba wwn -port CL2-A-55 -hba wwn <WWN of Fab A HBA, DC2 ESX-3> -IHI1
(2A02)

raidcom add hba wwn -port CL2-A-55 -hba wwn 20000025b5542a02 -IHI11

raidcom add hba wwn -port CL4-B-55 -hba wwn <WWN of Fab B HBA, DC2 ESX-3> -IHI1
(2B02)

raidcom add hba wwn -port CL4-B-55 -hba wwn 20000025b5542b02 -IHI1

DC-1 ESX1 HG_ID 50

raidcom add hba wwn -port CL3-A-50 -hba wwn <WWN of Fab A HBA, DCl ESX-1> -IHI1
(0A00)

raidcom add hba wwn -port CL3-A-50 -hba wwn 20000025b5540a00 -IH11

raidcom add hba wwn -port CL1-B-50 -hba wwn <WWN of Fab B HBA, DCl ESX-1> -IHI1
(OB0O)

raidcom add hba wwn -port CL1-B-50 -hba wwn 20000025b5540b00 -IHI11

raidcom add hba wwn -port CL2-A-50 -hba wwn <WWN of Fab A HBA, DCl ESX-1> -IHI1
(0A00)

raidcom add hba wwn -port CL2-A-50 -hba wwn 20000025b5540a00 -IH11

raidcom add hba wwn -port CL4-B-50 -hba wwn <WWN of Fab B HBA, DCl ESX-1> -IHI1
(0B0O)

raidcom add hba wwn -port CL4-B-50 -hba wwn 20000025b5540b00 -IHI11

DC-1 ESX2 HG_ID 51

raidcom add hba wwn -port CL3-A-51 -hba wwn <WWN of Fab A HBA, DCl ESX-2> -IHI1
(0A01)

raidcom add hba wwn -port CL3-A-51 -hba wwn 20000025b5540a01 -IHI11

raidcom add hba wwn -port CL1-B-51 -hba wwn <WWN of Fab B HBA, DCl ESX-2> -IHI1
(0BO1)

raidcom add hba wwn -port CL1-B-51 -hba wwn 20000025b5540b01 -IHI1

raidcom add hba wwn -port CL2-A-51 -hba wwn <WWN of Fab A HBA, DCl ESX-2> -IHI1
(0A01)

raidcom add hba wwn -port CL2-A-51 -hba wwn 20000025b5540a01 -IHI11

raidcom add hba wwn -port CL4-B-51 -hba wwn <WWN of Fab B HBA, DCl ESX-2> -IHI1
(0BO1)

raidcom add hba wwn -port CL4-B-51 -hba wwn 20000025b5540b01 -IHI11

DC-1 ESX3 HG_ID 52
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raidcom
(0A02)

raidcom

raidcom
(0B0O2)

raidcom

raidcom
(0A02)

raidcom

raidcom
(0B02)

raidcom

add

add

add

add

add

add

add

add

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

DC-2 ESX1 HG_ID 52

raidcom add hba wwn

(2A00)
raidcom

raidcom
(2B00)

raidcom

raidcom
(2A00)

raidcom

raidcom
(2B00)

raidcom

add

add

add

add

add

add

add

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

DC-2 ESX 2 HG_ID 54

raidcom add hba wwn

(2A01)
raidcom

raidcom
(2B01)

raidcom

raidcom
(2A01)

raidcom

raidcom
(2B01)

add

add

add

add

add

add

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

hba wwn

—-port

—port

-port

—port

—-port

—-port

—-port

—port

-port

-port

—-port

—-port

—port

—-port

-port

—-port

—-port

—-port

—port

-port

—-port

—-port

—-port

CL3-A-52

CL3-A-52

CL1-B-52

CL1-B-52

CL2-A-52

CL2-A-52

CL4-B-52

CL4-B-52

CL1-B-53

CL1-B-53

CL1-D-53

CL1-D-53

CL2-B-53

CL2-B-53

CL2-D-53

CL2-D-53

CL1-B-54

CL1-B-54

CL1-D-54

CL1-D-54

CL2-B-54

CL2-B-54

CL2-D-54

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

—hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

-hba wwn

—hba wwn

-hba wwn
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<WWN of Fab A HBA, DC1

20000025b5540a02 -IHI11

<WWN of Fab B HBA, DC1

20000025p5540p02 -IH11

<WWN of Fab A HBA, DC1

20000025b5540a02 -IHI11

<WWN of Fab B HBA, DC1

20000025p5540p02 -IH11

<WWN of Fab A HBA, DC2

20000025p5542a00 -IH10

<WWN of Fab B HBA, DC2

20000025b5542pb00 -IH1O0

<WWN of Fab A HBA, DC2

20000025b5542a00 -IH10

<WWN of Fab B HBA, DC2

20000025b5542p00 -IH10

<WWN of Fab A HBA, DC2

20000025b5542a01 -IH1O0

<WWN of Fab B HBA, DC2

20000025p5542p01 -IH10

<WWN of Fab A HBA, DC2

20000025b5542a01 -IH10

<WWN of Fab B HBA, DC2

ESX-3>

ESX-3>

ESX-3>

ESX-3>

ESX-1>

ESX-1>

ESX-1>

ESX-1>

ESX-2>

ESX-2>

ESX-2>

ESX-2>

-IH11

-IHI11

-IHI11

-IH11

-IH10

-IH10

-IH10

-IH10

-IH10

-IH10

-IH10

-IH10
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raidcom add hba wwn -port CL2-D-54 -hba wwn 20000025b5542b01 -IH10

DC-2 ESX 3 HG_ID 55

raidcom add hba wwn -port CL1-B-55 -hba wwn <WWN of Fab A HBA, DC2 ESX-3> -IHIO0
(2802)

raidcom add hba wwn -port CL1-B-55 -hba wwn 20000025b5542a02 -IH10

raidcom add hba wwn -port CL1-D-55 -hba wwn <WWN of Fab B HBA, DC2 ESX-3> -IHIO
(2B02)

raidcom add hba wwn -port CL1-D-55 -hba wwn 20000025b5542b02 -IH10

raidcom add hba wwn -port CL2-B-55 -hba wwn <WWN of Fab A HBA, DC2 ESX-3> -IHI10
(2A02)

raidcom add hba wwn -port CL2-B-55 -hba wwn 20000025b5542a02 -IH10

raidcom add hba wwn -port CL2-D-55 -hba wwn <WWN of Fab B HBA, DC2 ESX-3> -IHIO0
(2B02)

raidcom add hba wwn -port CL2-D-55 -hba wwn 20000025b5542b02 -IH10

Create a GAD Pair with HORCM Files

Prior to creating a GAD pair, confirm that you have allocated a CMD to your pair management servers for each
respective system planning to be used for GAD. Refer to section Deploying a Pair management Server for
directions on how to allocate your CMD device and verify its drive mapping to your Windows operating system.

‘& Do not proceed until all prerequisite steps for GAD are completed.

Create a HORCM 0 and 1

To create the GAD pair, you must utilize RAIDCOM for replication by creating a HORCM file for each system
participating. Unlike you CCl HORCM files which only included HORCM_CMD, a HORCM file for replication will also
need HORCM_MON, HORCM_VCMD, HORCM_LDEV, and HORCM_INST.

# It is recommended to keep your HORCM instances for replication respectively set to 0 and 1, for primary
and secondary system.

To define your HORCM file for replication follow these steps:

1. Log into your respective Pair Management Server.
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Programs and Features

Computer Management

Command Prompt

Command Prompt (Admin)

Task Manager

Control Panel

Shut down or sign out
Deskt

2. Open Administrative Command Prompt as admin.

3. Open notepad.

B¥ Administrator: Command Proempt

4. Layout the following parameters in the text file:

a. HORCM_MON. Defines the IP Address to listen on, UDP Port, and timeout values.
b. HORCM_CMD. Defines the local CMDs, or the Remote IP Address of a singular array.

c. HORCM_LDEV / HORCM_LDEVG | HORCM_DEV. Defines one or more lists of devices participating in
replication.

d. HORCM_INST. The remote location of the list of devices.

5. Using a command prompt issue command netstat -a to find available UDP ports that can be used within the
HORCM file. For in band or out of band you must use [31000 + horcminstance +x].
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EX Administrator: Command Prompt — O b

ctions

6. For your HORCM file, define HORCM_MON attribute, set your Pair Management Server IP, UDP Port, and
Timeout values.

7. Using the command prompt, change to your C:\HORCM\etc directory.

+ HORCM_MON
#ip address service poll(1Bms) timeout(18ms)
18.1.168.58 31822 -1 3800

8. Run command raidscan -x findcmddev #(0-25), this will scan your system for any CMD s with drive numbers
0 to 25. In this case you can see your CMD is from our VSP 5100 system with serial 530506 linked to physi-
cal drive 1.

B Administrator: Cornmand Prompt

indows\s

9. For HORCM_CMD, define the value from the prior command to the applicable CMD for the system you are
using to create your GAD pair.

HORCM_CMD
YW \PhysicalDrivel

10. For HORCM_VCMD, define the virtual serial number of the VSM that is being emulated between primary VSP
5100 and secondary VSP G370.
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HORCM_VCMD
# redefine Virtual DKC Serial# as unitIDs
455555

11. For HORCM_LDEV, you must define an arbitrary group and device name, along with the serial number of the
VSM being emulated. You must also define your LDEV value of the GAD pair that is native to the storage
system. |.E If P-Vol on VSP 5100 is FC, LDEV defined in HORCM file O must reflect this.

HORCM_LDEV
#GRP DEV SERIAL LDEVH# MUs#
GAD dewvd 455555 88:FC he

12. For HORCM_INST, you must define the group name and IP address, and UDP that is utilized by the secondary
HORCM 1 file on pair management server 2. For example, if HORCM_MON of HORCM 1 has an IP address of
10.2.168.50 and a UDP listener port of 31023, HORCM_INST of HORCM O will call out these values.

HORCM_INST
#GPR IP ADR PORT#
GAD 18.2.168.58 31823

13. When completed, HORCM O will have the following representation:

HORCM_MON
#ip_address service poll(18ms) timeout(16ms)
18.2.168.50 31023 -1 3000

HORCM_CMD
‘. \PhysicalDrivel

HORCM_VCMD

# redefine Virtual DKC Serial# as unitIDs
455555

HORCM_LDEV

#GRP DEV SERIAL LDEV# MU#
GAD dev4d 455555 8@:EB he

HORCM_INST
#GPR IP ADR PORT#
GAD 10.1.168.508 31822

14. Repeat steps 1-12 to create HORCM 1 on Pair Management Server 2.

15. When completed HORCM file 1 should have the follow representation:
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HORCM_MON
#ip_address service poll(18ms) timeout({18ms)
18.1.168.50 31622 -1 3eee

HORCM_CMD
\\.\PhysicalDrivel

HORCM_VCMD
# redefine Virtual DKC Serial# as unitlIDs
455555

HORCM_LDEV
#GRP DEV SERIAL LDEV# MU#
GAD devd 455555 @8:FC he

HORCM_INST
#GPR IP ADR PORT#
GAD 10.2.168.50 316823

16. Start both HORCM files respectively on each Pair Management Server by issuing horcmstart.exe following by
the HORCM instance. Refer to section Starting HORCM Files on Pair Management Server 1 and 2 for an ex-
ample.

When both files start, you can create your pair.

Create GAD Pair using Raidcom

When you have created your HORCM files for replication you can issue a CCl command to create your GAD pair
and utilize the Quorum disk presented to each respective VSP. Confirm that your replication HORCM files are
running. Issue one of the following commands using CCI to create your GAD pair at Pair Management Server 1 or
2.

ﬂ Only one of the following commands needs to be executed on the pair management server.

GAD pair create operation:

paircreate -g GAD -f never -vl -jg 0 -IHO

paircreate -g GAD -f never -vl -jg 0 -IHI1

When you have created the pair using CCl, you can verify pair status using the Storage Navigator.
To verify the creation of your GAD pair, follow these steps:

1. Log into Hitachi Storage Navigator for your respective VSP 5100 or VSP G370 system.

2. Expand Storage in the navigation tree.

3. Expand the Replication drop-down list.

4. Click Remote Replication.

5. Select the GAD Pairs tab.
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6. You can view your GAD pair status as well as issue pair operations.

‘ﬂ During the initial allocation of a GAD pair to a host, a reboot may be required.

ﬂ In the event on a DC/GAD failure, rebooting the accessing hosts is required to access the remote GAD
paths.

vCenter Operations

Onboard Datastores to Hosts

When datastores have been provisioned and zoned for each of the data center, you can now onboard them to
vCenter as VMFS datastores. The following steps can be utilized to onboard site-specific storage or GAD storage
once provisioned to DC1 and DC2 hosts.

To add the datastores to the clusters, follow these steps:

1. From the Hosts tab of the Navigator, right-click the Cluster and select Storage -> New Datastore..
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. -
E Bl Actions - VSI_Cluster :
% Add Host
[Zy Move Hosts into Cluster

New Virtual Machine »
v NewvApp »
% New Resource Pool..
#§ Deploy OVF Template...

Restore Resource Pool Tree. .

Host Profiles N Rescan Storage...
| [ Add Virtual Flash Resource Capacity..

| 4

Edit Default VM Compatibility.

[Fg Assign License. ..
Settings

Move To...
Rename...
Tags & Custom Attributes »

Add Permission...
p  Alarms r
¥ Delete

All Hitachi UCP Advisor for Viware vCenter ...
All vRealize Orchestrator plugin Actions
Update Manager

VvSAN

v v v v

2. Click Next.

3. Leave VMFS selected and click Next.

New Datastore () »
+ 1 Location Type
Specify datastore type.
v
3 Name and device selection (+) VMFS
4 Partiion configuration Create a VMFS datastore on a disk/LUN.
5 Readyto complete () NFS

Create an NFS datastore on an NFS share over the network.
) Wol
Create a Virtual Volumes datastore on a storage container connected to a storage provider.

Back Next Cancel

4. Provide an appropriate datastore name and select the appropriate LUN. If site-specific, use naming conven-
tion DC1-DS or DC2-DS.

5. Click Next.
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3 New Datastore (21w
+ 1 Location Name and device selection
Selecta name and a disl/LUN for provisioning the datastore.
' 2 Type
A 3 Name and device selecion I Datastore name- |VMFS_GAD_1 |I
4 VMFS version
@ The datastore will be accessible to all the hosts that are configured with access to the selected disk/LUN. If you do not find the
5 Partiion configuration disk/LUN that you are interested in, it might not be accessible to that host. Try changing the host or configure accessibility of that
ik
6 Readyto complete ciskILUN.
Select 2 host to view its accessible disks/LUNs: | dc1-es1.hitachi.cis co.com | = |

(Q Fitter -

Mame LUN Capacit Hardware Accel Drive Type  Sector format  Snaps.
I HITACHI Fibre Channel Disk (naa.60060e8012d9030... 1. 1.00 TE Supported HDD 512n I

M 1items [ Copy~
Back Canca
6. Leave VMFS 6 selected.
7. Click Next.
| New Datastore 3w
+ 1 Location VMF S version
Specifythe VIMFS version for the datastore.

v 2 Type
" 3 Name and device selection (=) VMFS &

v m VMFS 6 enables advanced format (512e) and automatic space reclamation support.

—
5 Partition configuration (_) VMFS 5
VMFS 5 allows the datastore to be accessed by ESX/ESXIi hosts of version 6.0 or earlier.

6 Readyto complete

Back I Next I Cancel

8. Leave the defaults for Partition configuration.

9. Click Next.
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New Datastore , "
+ 1 Location Partiion configuration
Review the disk layout and specify partition configuration details.
v 2 Type
" 3 Name and device selection Partition Layout NDatastore Details
+ 4 VNFS wersion Partition Configuration [ Use all available pariitions [ -]
WY 5 Pariifion configuration Datastore Size o 102400 2B
v 6 Readyto complete Block Size [1mE [~ ]
Space Reclamation Granularity | 1ME | b |
Space Reclamation Priority Mone IyLow
Low: Deleted or unmapped blocks are reclaimed on the
LUM at low priority
Datastore

Capacity: 1.00TE
Free Space: 1.00TE
Back Next Finish Cancel

10. Review the settings.
11. Click Finish to onboard VMFS datastore.
New Datastore , "
+ 1 Location Readyto complete

Review your settings selections befaore finishing the wizard.
" 2 Type
+" 3 Name and device selecfion

General
~ 4 VNIFS version Name: VMFS_GAD_1
+ 5 Partition configuration Type: VMFS
Datastore size: 1,024.00 GB

a6 Readyto complete

Device and Formatting
Disk/LUN:
Partition Format:
VMFS Version:
Elock Size:

Space Reclamation Granularity:

Space Reclamation Priority

HITACHI Fibre Channel Disk (naa.60060e80123abc0050403abc000000fc)
GPT

VMFS 6

1ME

1ME

Low: Deleted or unmapped blocks are reclaimed on the LUN at low priority

Back Cancel :

e —

12. Check each host in the cluster associated to site specific storage to confirm access If onboarding Non-GAD

storage.
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13. For GAD datastores confirm all hosts have access.

vmware* vSphere Web Client

A= U | [ Launch vSphere Coent (HTMLS)

ﬁﬁzmﬁ‘mﬁmcw | 5 e e d9 ﬁ‘i | é"“’“‘j

Gelting Staried  Summary  Monitor  Configwre  Permissions  VMs Dnlasto(es}Nethts Update Manager
-| Datastores

3 New Datastore.. | gF Register V. (@ Browse Files ¢ Refresh Capacity inirmation [ Increase Datastore Capacity [} Manage Siorage Prowiders | {gh Acsons ~
Name 1afstas Type Datassore Cluzier Capacity Froe

£ datastore? 3) @ Normal VMFS & 12508 73568

B Site2-NonGAD-DS1 @ Normal VMFS 6 3TB 29578

E VMFS_GAD_1 & Waming VMFS & 1,023.7508 156.25 GB

B VMFS_GAD_2 @ Normal VMFS 6 102375 G8 37765GB

B VMFS_GAD_3 & Normal VMFS 6 102375 GB 65141 GB

o o 1 hitachi cisco com (maintena
B dc2-esx-2 hitachi cisco com

& cwom-23.0

14. Repeat steps 1-12 for onboarding additional datastores.

vSphere Availability Settings
When you create a vSphere HA cluster, you must configure settings that determine how the feature works in
response to:

e Failures and responses-Provide settings here for host failure responses, host isolation, VM monitoring, and
VM Component Protection.

e Proactive HA failures and responses-Provide settings for how Proactive HA responds when a provider has
notified its health degradation to vCenter, indicating a partial failure of that host.

e Admission Control-Enable or disable admission control for the vSphere HA cluster and choose a policy for
how it is enforced.

e Heartbeat Datastores-Specify preferences for the datastores that vSphere HA uses for datastore heart
beating.

With GAD storage it is highly recommended to create these responses so Virtual Machine Component Protection
works as intended during a data center outage specifically related to datastore 10ss.

For more information on Permanent Device Loss (PDL) and All Paths Down (APD) situations among vSphere, refer
to this VMware blog: https://blogs.vmware.com/vsphere/2015/06/vm-component-protection-vmep.htmil

In the vSphere Web Client, follow these steps to configure vSphere HA settings:

1. Log into the vSphere vCenter Web Client.

257


https://blogs.vmware.com/vsphere/2015/06/vm-component-protection-vmcp.html

Deployment Hardware and Software

VMware® vSphere

administrator@vsphere._local

| Use Windows session authentication

LOGIN

2. Select the Cluster, and click the Configure tab.

3. From the services drop down, select vSphere Availability.

Summary Monitor§| Configure |JPermissions Hosts VMs Datastores Metworks Update Manager

ET] vSphere Availability
« Services
vSphere DRS

vSphere HAisTumed ON
Runtime information for vSphere HAs reported under vwSphere HA Monitoring
Proactive HAisTumed OFF

General Availability failure conditions and responses
Disk Management Failure Response Details
(F;Im“t LTIt Sl e Host failure @ Restart Vs Restart Vs using VM restart priority ordering.
uster
Health and Performance Proactive HA & Disabled Proactive HA is not enabled
iSCSI Targets Host Isolation & Disabled s on isolated hosts will remain powerad on
iSCS! Initiator Groups Datastore with Permanent Device @ Power off and restart WMis Datastore protection enabled. Aways attemptto restart
Lozs Ws.
Configuration Assist
Datastore with All Paths Down @ Power off and restart ViVls Datastore protection enabled. Ensure resources are
Updat
es

available before restarting Vivis.
» Configuration

General

Guest not heartheating & Disabled WM and application monitoring disabled.

Licensing
VMware EVC » Admission Control Expand for details

VM/Host Groups + Datastore for Heartbeating Expand for details
VM/Host Rules » Advanced Options None

VM Overrides

Host Options

Profiles

110 Filters

4. Click Edit..

5. Select Failures and Responses.
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@ VE&I_Cluster - Edit Cluster Settings

vSphere DR S
vSphere Availability

Failures and Responses

Hroactive HA Failures
and Responses

Admission Control
Heartbeat Datastores

Advanced Options

6. Expand on Datastore with PDL.

7. Select Power off and restart VMs.

T;}v VSI_Cluster - Edit Cluster Settings /5\ '

vSphere DRS Failure conditions and responses

vSphere Availability . . . . . »
You can configure how vSphere HAresponds to the failure conditions on this cluster. The following failure conditions are supported: host,

Failures and Responses hostisolation, VW component protection (datastore with PDL and APD), WV and application

Proactive HA Failures [¥] Enable Host Monitoring @
and Responses
Admission Control + Host Failure Response | Restart VMs |- |
Heartbeat Datastores i ; .

+ Response for Host Isolation | Disabled ‘ ] |
Advanced Options

| - Datastore with PDL |
Datastore with PDL Allows you to configure the cluster to respond to PDL Datastore failures.

Failure Response
() Disabled

Mo action will be taken to the affected VMs.
() Issue events
No action will be taken to the affected VMs; events will be generated

(=) Power off and restart Vivis

All affected VMs will be terminated and vSphere HA will attempt to restart the VMs on hosts
that still have connectivity to the datastore

+ Datastore with APD | Power off and restart VWs (conservative) ‘ hd |

» VM Monitoring | Disabled ‘ - |

8. Expand Datastore with APD.

9. Select Power off and restart VMs - Conservative restart policy.
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L VSI_Cluster - Edit Cluster Settings (Z) m
vSphere DRS No action will be taken to the affected VMs. -
vSphere Availability () Issue events

- Mo action will be taken to the affected VMs; events will be generated
Failures and Responses

Proactive HA Failures (=) Power off and restart Vivis

and Responses All affected VMS will be terminated and vSphere HA will attempt o restart the Vs on hosts
Admission Control that still have connectivity to the datastore.

Heartbeat Datastores -I Datastore with APD I

Advanced Opfions All Paths Down (APD) Allows you to configure the cluster to respond to APD Datastore failures
Failure Response

(_) Disabled
No action will be taken on the affected VMs.
() Issue events

Mo action will be taken on the affected VMs Ewvents will be generated.

) Power off and restart Vivis - Conservative restart policy

All affected VMS will be powered off and vSphers HA will attempt to restart Vs, if another host
has connectivity to the datastore.

(_) Power off and restart ViVis - Aggressive restart policy
All affected VMs will be powered off and vSphere HA will always attempt to restart VMs

Response recovery | Disabled | Y]

Response delay: 3 ;‘ minutes )

» VM Monitoring | Disabled |~ |

OK Cancel

10. Click OK to confirm settings.

Create Additional VMFS Datastore(s) using Hitachi Storage Management Software for VMware
vSphere (Optional)

When ESXi hosts are deployed, you can supply additional VMFS datastore(s) to the UCS environment outside of
Storage Navigator using Hitachi Storage Management products directly from the VMware vCenter user interface.
With Hitachi Storage Plug-in for VMWare vCenter, site specific non-GAD VMFS datastores can be allocated.
Individual host groups and applicable dynamic provisioning pools via Storage Navigator must be created prior to
using the Hitachi Storage Plugin for storage allocation.

‘ﬂ Boot LDEVs can only be created using Storage Navigator.

Deployment of Hitachi Storage Management and system onboarding is not explained in this document. Instructions
to deploy and onboard can be obtained here: Hitachi Storage Plug-in for VMware vCenter

Allocate Non-GAD Datastores with Hitachi Storage Plug-in for VMware vCenter

Hitachi Storage Plug-in allows VMware administrators to supplement additional VMFS datastores in their native
vSphere environments. With Hitachi Storage Plugin when creating a datastore the back end logical unit is also
created native to the storage system at each data center. It is expected that DC1 and DC 2 storage systems
have been registered.

To begin provisioning a VMFS Datastore using Hitachi Storage Plugin, follow these steps:

ﬂ Storage System(s) must be registered with the Hitachi Storage Plugin prior to datastore allocation. Refer
to the Hitachi Storage Plug-in for VMware vCenter User Guide for onboarding the storage system(s).
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ﬂ As of Hitachi Storage Plug-in Version 4.0, only the HTMLS5 client is supported.

1. Log into VMware vSphere HTML5 client.

VMware® vSphere |

administrator@vsphere._local

2. From the home page select the Hitachi Storage Plug-in icon.

" s @ | e
7] = 5 ¥ O &3

o

~ Administratio

3. Select Datastores from the navigator pane.
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Hitachi Storage Plug-in

v Inventory Lists What is Hitachi Storage Plug-in ?
 Storage Systems The Hitachi Storage Plug-in operates as a plug-in for the

_ vSphere Client and displays the configuration information

@ Storage Devices of the Hitachi storage systems attached to the wSphere

[H Hosts environment.

] Datastores

View Function

Virtual Machines o, o )
i The Wiew function is used to display the storage system

information registered in the Hitachi Storage Flug-in, the

datastore nn FSYi 1sinn the storane svstem and wvirtnal

4. Click the Provision Datastore icon to begin provisioning.

vm vSphere Client

Datastores

4
=] VMFS_DS_1 . Datastores

] datastoral

] datastoret (1) I 3 Provision Datastore I

| datastoret (2) Name T ~ Datastore . v LUStatus ~ Ty
5 vMFs_DS_1 ‘Warning Normal i
2 datastoret Naormal Naormal Vi
B datastore1 (1) Normal Narmal vi
& datastore1 (2) Normal Narmal vi

5. From the Provision Datastore wizard select provisioning type as VMFS Datastore, click Next.

BProvision Datastore X

1 Type © vmFs Data

elect this option to provision a VMFS datastore on a disk/LUN
2 VMFS Version
Name and Capacity 2
Select this option to make a LUN for Raw Device Mapping

4 Storage Adapter

. ) NFS Datastore
5 Storage Configuration e

Create an NFS datastore on an NFS share over the network

6 Summary

CANCEL NEXT
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6. Select the applicable VMFS version, click Next.

B Provision Datastore X

1 Type © virse
VMFS6 enables asynchronous reclamation of free space
2 VMFS Version

Name and Capacity ! VMFS5
VMFS5 enables 2+TB LUN support.

w

4 Storage Adapter

Storage Configuration

[+

Summary

7. Choose the allocation type, define a datastore name along with capacity, click Next.

BProvision Datastore X

7 T ° Single Datastore creation HSP_DS1

-/ Multiple Datastore creation
2 VMFS Version numeric, special characters (18 () + -
e length of the datastore name must be be

3 Name and Capacity

Number of Datastares Datastore Name
4 Storage Adapter Starting Number : T
5 Storage Configuration
»
6 Summary
Datastore Capacity 20| GB (Total : 20GB)

CAMNCEL BACK

8. Click the applicable data center and select the HBAs of your hosts that are specific to your data center, click
Next.
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8Provision Datastore X
Select Cluster or Host(s): Select the Storage Adapters
1 Type
~ [ 10.168.168.100 [/ ESXi Host Device Status = Type WWN
- UCTESK A P P —— —
2 VMFS Version ~ [ NC Datacenter /] 1hvescisc. VT hbao online Fibre Channel 20000025B5540A
3 Name and Capacity (] vsi Cluster /] ;'f\‘:silsc vmhba2 online  Fibre Channel 20000025855408
VLS.
[ de2-esx-1hvesci i
4 Storage Adapter - R online  Fibre Channel 2000002585540A
0 det-esx-2 hvesci 3hves.cisc.
5 Storage Configuration 0 dc2-esx-2.hvesc @ - ﬂi‘fi’ls vmhba2 online  Fibre Channel 20000025B55408
S NVCS.CISC.
@ dect-esx-1hves.cit dc2-esx-
6 Summary @SS . vmhbao online  Fibre Channel 2000002585542A
—— cs.cisc
[ dci-esx-3 hvesci
dc2-esx- _ . - . N
[ de2-esx-3 hves.c /] 3 hves cisc vmhba2 online Fibre Channel 20000025B55428 =
4 1] 1 »

CANCEL BACK NEXT

9. For the storage Configuration screen, configure the storage system for the datastore(s):

a. Select Storage System.

b. Select Storage Pool/RAID Group.

c. Specify a value for LUN ID.(Optional)
d. Select Host Group/Target.

e. Click Next

10. For the Summary screen, confirm the settings for the datastore. Click a screen name to modify any settings.
Click Next.

BProvision Datastore X

Total Used Capacity: 20GB

Type
Storage System VSP_S000_30506 ~
2 VMFS Version

Storage Pool / RAID Group - HDT-1 (Free: 5.37 TB, Usage: 644.93 GB, Total: 6.00 T8, Utilization: 10%)

3 Name and Capacity Capacity Saving Dizabled
4 Storage Adapter LUNID . ©ptonal
) Host Group/Target 8 o sroup/Target Part
5 Storage Configuration
DC1_ESK-1- o
BootLocal_VMFS_Fab_A L
6 Summary
S¥-2-
(V] DC1_ESX-2: ) ) LA
BootLocal_WMFS_Fab_A
CI_ESX-3
beL “Li-A
BootLocal_VMFS_Fab_A -
@ DCLESX1- - -

CANCEL BACK NEXT
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11. Click Finish. The datastore creation progress and results can be viewed in vSphere Web Client Recent Tasks.

BProvision Datastore x

Storage Information:
Storage m:

1 Type

2 VMFS Version Selected Haost

. CL1-ADC_ESK-1-BootLocal_WVMFS_Fab_&
Group/Target/Port(s)

CL1-A-DC1_ESX-2-Bootlocal_VMFS_Fab_A
CL1-A:DC) ESX-3-Bootlocal WMFS Fab A

w

Name and Capacity

Datastore Information

-~

Storage Adapter o Nama(s
SaE ap ameis HSP_DS1

o

Storage Configuration

o

Summary

VMFSE

CANCEL BACK | FINISH

12. Repeat steps 3-11 to allocate additional VMFS datastores.

vSphere Host Pinning

VM Groups

In the event of a failure, vSphere can keep virtual machines pinned to a specific site based off backend VMFS
datastore availability. Creating Host Groups and Rules will keep your Pair Management Servers which are site
specific, pinned to the correct hosts during HA events.

To create VM Groups and rules, follow these steps:

1. Log into the vSphere vCenter Web Client.
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VMware® vSphere

administrator@vsphere_ local

I:I Use Windows session authentication

LOGIN

2. Select the Cluster, and click the Configure tab.

3. From the services drop-down list, select VM/Host Groups.

Summary Moniterl}l Configure ||Permissions Hosts VMs Datastores  Nefworks  Update Manager

" VMHost Groups

+ Services I Add... I Edit... Delete
vSphere DRS
MName

Type
v Sphere Availability This list is empty.
w VSAN
General

Disk Management

Fault Domains & Stretched
Cluster

Heaith and Performance
iSCSI Targets
iSC Sl Initiator Groups
Configuration Assist
Updates

~ Configuration
General
Licensing
ViMware EVC

EEEOS; Ell es

VM Overrides
Host Options

Profiles

IO Filters

4. Click Add.

5. Define your VM Group name as DC1-VMs and select type as VM Group.
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6. Click Add.

[% DC1-DC2 - Create VM/Host Group (Z)

Mame:

Type: | VM Group

Members.

7. From the list of Virtual machines, select VSI_PMS1 as a member.

8. Click OK.

Add VM/Host Group Member (x)

J Filt... | (1) Selected Objects

(@ Fitter

T

ey e [ e

]| Mame

[ & VSI_HAD_VM

] & VSI_HDCA_Probe
[] & VSI_HDCA_Server
[] & VSI&VM
|@ VSI_PMS1
O Hh VSI_PMS2
[ & VSI_RA_Server

[ & VsI_ucsD

[ & VSI_UCSD_StorageAgent
[ & VSI_VCSA_VM

L3

@@@@@W

4

1 23items [ Copy~

OK Cancel

9. Click OK.
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[ DC1-DC2 - Create VM/Host Group (2) »

Mame: |DC1—‘JM5 |

Type: | VM Group | M |

Remaowve

Members
ﬂ@ VSI-PMS1

10. Repeat steps 3-9 to create DC2 VM Group and include VSI_PMS2 as its member.

11. Once complete, confirm the VM Groups are created.

Blociocz | ) G 1B B Ghectons - .
Gelting Stated  Summary  Monilor | Configure | Permissions Hosts WMs  Dalastores  Nebworks  Update Manages ]

“ VMHost Groups
~ Services

[ add. ][ Edit. ][ Delete

vSphere DRS

= Type

£ DC1-vMs VM Group
H DC2-VMs VM Grou|
P

wSphere Availability
- VSAN

General

Disk Management

Fault Domains & Stretched
Cluster

Health and Performance

iSCSI Targets

iSCSI Initiator Groups

Configuration Assist N VMHost Group Members
Updates

w Configuration | Remove
General DC1-¥Ms Group Members

Licensing & VSI-PMS1

VMware EVC

VM/Host Groups

VM/Host Rules

VM Overrides

Host Options

Profiles

VO Filters hd

Host Groups

When you have created your virtual machine groups, you must also create host groups which define ESXi hosts
logically together, this will allow us to associate the prior VM group to a ESXi host group to keep the Pair
Management Servers pinned to their respective sites during an outage.

To create a VM Host Group, follow these steps:

1. Log into the vSphere vCenter Web Client.
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VMware® vSphere

administrator@vsphere_ local

I:I Use Windows session authentication

LOGIN

2. Select the Cluster and click the Configure tab.

3. From the services drop-down list, select VM/Host Groups.

Summary Moniterl}l Configure ||Permissions Hosts VMs Datastores  Nefworks  Update Manager

" VMHost Groups

v Sphere Availability
w VSAN

General

Disk Management

Fault Domains & Stretched
Cluster

Heaith and Performance
iSCSI Targets
iSC Sl Initiator Groups
Configuration Assist
Updates

~ Configuration
General
Licensing
ViMware EVC

EEEOS; Ell es

VM Overrides
Host Options

Profiles

IO Filters

4. Click Add.

+ Services I Add... I Edit... Delete
vSphere DRS
MName

Type
This list is empty.

5. Define your Host Group name as DC1-Hosts and select type as Host Group.
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[ VSI_Cluster - Create VM/Host Group (2)

Mame: |DC1-Hosts

Type: | Host Group -
Members

OK ][ Cancel

6. Click Add.

N

Select your DC1 ESXi hosts.

o

Click OK.
9. Click OK.

10. Repeat steps 3-9 to create DC2 Host Groups and include DC2 ESXi hosts as its member.

11. Once complete, confirm Host Groups are created.

Oociocz | G G 0 3 B | @Adons -

=

Gefting Started  Summary  Monitor [ Conhgure | Permissions  Hosts VMs  Datasiores Networks  Updaie Manager

" VMHosl Groups
= Services “ [Lawo [ Esr. || Dol
vSphere DRS - _
— e
vSphere Availability B DCt-vMs WM Group
Wl DC2-VMs VM Group
General [ DCi-Hosts Hest Group
Disk Management [ DC2-Hosts Host Group
Fault Domains &
Cluster

Health and Performance

I1SCSI Targets
ISC S Initiator Groups
Configuration Assist N VMHosl Group Members
Upoates
~ Configuration Add._. Femov
SEET DC1-Hosts Group Mambars
Licensing [§, det-esx-1.hitachi.cisco.com
Viware EVC [ dct-esx-3.hitachi.cisco.com
[f, det-esx-2 hitachi.cisco.com
VMHost Rules
VM Overrides
Host Oplions
Profiles
VO Filters l
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Host Rules

When you have assigned resources to VM groups as well as host groups, you can create rules to pin each VM
groups to a specific host group.

To create host rules, follow these steps:

1. Log into the vSphere vCenter Web Client.

VMware® vSphere

administrator@vsphere_ local

(] use Windows session authentication

LOGIN

2. Select the Cluster and click the Configure tab.

3. From the services drop-down list, select VM/Host Rules.
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D vsicuster G [ Th 88 © | {ghations v

Summary  Monitor § Configure || Permissions  Heosts Vs

Datastores  Metworks  Updats Manager

“
~ Services

vSphere DRS

wSphere Availability
- ¥SAN

General

Disk Management

Fault Domains & Stretched
Cluster

Health and Performance
iSCSI Targets
iSCSI Initiator Groups
Configuration Assist
Updates

~ Configuration
General
Licensing
VMware EVC
VM/Host Groul
Host Options.

Profiles
VO Filters

4. Click Add.

WWHost Rules

Han

|| Deletz |

Type Ersbied Conficts

This list is empty.

No VM/Host rule selected

5. From the Create VM/Host Rule dialog box, define name as DC1.

6. Check the Enable rule box.

7. From type drop-down list, select Virtual Machines to Hosts.

8. From VM group drop-down list, select DC1-VMs.

9. From the next drop-down list, select Must run on hosts in group.

10. From Host Group drop-down list, select DC1-Hosts.

11. Click OK.
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% VSI_Cluster - Create VM/Host Rule () »
I Name:  [DC1 | |
I [/] Enable rule. I

Type: l virtual Machines to Hosts |~ l

Description:

Virtual machines that are members of the VM Group DC1 must run on host group DC1-

Hosts.

WM group:

| oe [ -]
| Must run on hosts in group | v l
Host Group:

| DC1-Hosts [+ ]

I OK ][ Cancel ]

12. Repeat steps 3-11 to create DC2 host rule, make sure for VM group DC2-VMs, Must run on host in group,
and DC2-Hosts are selected.

% vSI_Cluster - Create VM/Host Rule (Z) »

IName: [pcz | |
I [ Enable rule. I

Type: I Virtual Machines to Hosts | - l

Description:

Virtual machines that are members of the VM Group DC2 must run on host group DC2-
Hosts.

WM group:
| bcz [~ ]

I Mustrun on hosts in group | - l
Host Group:
| pc2-Hosts KX |

l OK ]I[ Cancel ]

13. When complete, confirm host rules are created.
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ﬁ\m_cmm\ T B % B | Eedons -

Summary Monitor | Configure | Permissions Hosits VMs  Datasiores Networks Updaie Manager

“ VMHost Rules
& EIER [_Add.. ][ Edit. |[ Delete
vSphere DRS
3 Name Type Enabled Canfiicts Defined By
vSphere Availability & ot Run VMs on Hosts Yes o User
- VSAN § Dc2 Run VMs on Hosts Yes 0 User
General

Disk Management

Fault Domains & Stretched
Cluster

Health and Performance

iSCSI Targets
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Validation

The solution was validated by deploying virtual machines running the IOMeter tool. The system was validated for
resiliency by failing various aspects of the system under load. Examples of the types of tests include:

e Migrate workloads between DCs

e Complete power off of a VSP in a data center to show application continuity through GAD from the other DC
e Failure of all hosts in a DC to show VM bring up in opposing DC through HA, to include vCenter as a VM

o  GAD Replication link removals

o Full DC down through loss of power, application and infrastructure continuity from the other DC, return to
functionality on impacted DC after return of power

Validated Hardware

Table 41 lists the hardware and software versions used during solution validation. It is important to note that
Cisco, Hitachi, and VMware have compatibility matrixes that should be referenced to determine support and are
available in the Appendix, section Compatibility Matrixes.

Table 41 Validated Hardware and Software

Component DC Software Version/Firmware Version
Location

Network | Cisco Nexus 93180YC- | Both 14.2(1)) [14.1(29) in initial release]
FX (leaf)
Cisco Nexus 9364C Both 14.2(1) [14.7(2g) in initial release]
(spine)
Cisco APIC M2 Both 4.2(1)) [4.1(2g) in initial release]
Cisco ExternalSwitch Shared 1.1 1.0 in initial release]

Compute | Cisco UCS Fabric Both 4.0(4d) [4.0(4b) in initial release]
Interconnect 6454
Cisco UCS 2208XP IOM | Both 4.0(4d) [4.0(4b) in initial release]
Cisco UCS B200 M5 Both 4.0(4d) [4.0(4b) in initial release]
VMware vSphere Both 6.7 U2

VMware_ESXi_6.7.0_13006603_Custom_Cisco_6.7.2.1.iso

ESXi 6.7 U2 nenic Both 1.0.29.0

ESXi 6.7 U2 nfnic Both 4.0.0.40[4.0.0.38 in initial release]
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Component DC Software Version/Firmware Version
Location
VMware vCenter Server | Shared 6.7 U2
Appliance VMware-VCSA-all-6.7.0-14070457 .iso
VM Virtual Hardware Both 13
\ersion
Storage | Hitachi VSP 5100 DC1 90-01-61 (SVOS 9.1.3)
Hitachi VSP G370 DC2 88-03-23 (SVOS 8.3.1)
Hitachi Storage Plugin Shared | 4.1.0[3.10.0 in initial release]
for vCenter
Hitachi Command 01-52-03/01
Control Interface (CCl)
Cisco MDS 9706 DC1 8.3(2) [8.3(1) in initial release]
DS-X9648-1536K9
DS-X97-SF1-K9
Cisco MDS 9148T DC2 8.3(2)
Cisco DCNM DC1 11.2(1)
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Summary

The Adaptive Solutions for Cl with ACl is a Virtual Server Infrastructure, built as a partnership between Cisco and
Hitachi to support virtual server workloads for VMware vSphere 6.7. Adaptive Solutions for Cl is a best practice
data center architecture that can be stretched between geographically displaced locations with the incorporated
technologies of the Cisco Multi-Pod Design and Hitachi Global Active Device.

The solution is built utilizing Cisco UCS Blade Servers, Cisco Fabric Interconnects, Cisco Nexus 9000 Switches
configured within Cisco ACI, Cisco MDS switches and fibre channel-attached Hitachi VSP storage. It is designed
and validated using compute, network and storage best practices for high-performance, scalability, and resiliency
throughout the architecture.

This Cisco Validated Design confirms the design, performance, management, scalability, and resilience that Cisco
and Hitachi and provide to customers across an extended data center.
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Appendix: Solution References
I ————————————

Network and Management

Cisco Nexus 9000 Series Switches:

https://www.cisco.com/c/en/us/products/switches/nexus-9000-series-switches/datasheet-listing.html

Cisco Application Centric Infrastructure:

https://www.cisco.com/c/dam/en/us/solutions/collateral/data-center-virtualization/application-centric—
infrastructure/solution-overview-c22-741487 pdf

Cisco ACI Infrastructure Best Practices Guide:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/ 1 -
x/AC| Best Practices/b ACI Best Practices.html

Cisco ACI Infrastructure Release 2.3 Design Guide:

https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-737909 pdf

Cisco ACI Multi-Pod Design:

https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric-
infrastructure/white-paper-c11-737855 html

Cisco ACI Multi-Pod Configuration:

https://www.cisco.com/c/en/us/solutions/collateral/data-center-virtualization/application-centric—
infrastructure/white-paper-c11-739714 htm!

Cisco APIC Layer Network Configuration Guide, Release 4.0(1):

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/4-x/l 3-configuration/Cisco-APIC-
Laver-3-Networking-Configuration-Guide-401/Cisco-APIC-1 aver-3-Networking-Configuration-Guide -
401 chapter 010110.html#id 30270

Cisco MDS 9000 Series Multilayer Switches:

http://www.cisco.com/c/en/us/products/storage-networkina/mds-9000-series-multilaver-switches/index.html

Cisco Data Center Network Manager 11:

https://www.cisco.com/c/en/us/products/collateral/cloud-systems-management/prime-data-center-network-
manager/datasheet-c78-740978 html

Compute
Cisco Unified Computing System:

http://www.cisco.com/en/US/products/ps10265/index.html
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Cisco UCS 6400 Series Fabric Interconnects:

https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/datasheet-c/8-741116 .html

Cisco UCS 5100 Series Blade Server Chassis:

https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-5100-series-blade-server-
chassis/data sheet ¢/8-526830.html

Cisco UCS 2200 Series Fabric Extenders:
https://www.cisco.com/c/en/us/products/collateral/servers-unified-computing/ucs-6300-series-fabric-
interconnects/data sheet ¢/8-675243 html

Cisco UCS B-Series Blade Servers:

http://www.cisco.com/en/US/partner/products/ps10280/index.html

Cisco UCS VIC 1440 Adapter:

https://www.cisco.com/c/en/us/products/collateral/interfaces-modules/unified-computing-system-
adapters/datasheet-c78-741130.html

Cisco UCS Manager:

http://www.cisco.com/en/US/products/ps 10281 /index.html

Cisco Intersight:

https://www.cisco.com/c/en/us/products/servers-unified-computing/intersight/index.html

Cisco Workload Optimization Manager:

https://www.cisco.com/c/en/us/products/servers-unified-computing/workload-optimization-manager/index.html

Storage

Hitachi Global Active Device:

https://knowledge . hitachivantara.com/Documents/Management Software/SVOS/8.1/Global-
Active Device/Overview of global-active device

Hitachi Virtual Storage Platform F Series:

https://www.hitachivantara.com/en-us/pdf/datasheet/vsp-f-series-all-flash-enterprise-cloud-solutions-
datasheet pdf

Hitachi Virtual Storage Platform G Series:

https://www.hitachivantara.com/en-us/pdf/datasheet/vsp-a-series-hvbrid-flash-midrange-cloud-solutions -
datasheet . pdf

Virtualization Layer

VMware vCenter Server:

http://www.vmware.com/products/vcenter-server/overview. html
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Appendix: Solution References

VMware vSphere:

https://www.vmware.com/products/vsphere

VMware vSphere Metro Storage Cluster:

https://www . vmware.com/content/dam/digitalmarketing/vmware/en/pdf/techpaper/vmware-vsphere-metro-
storage-cluster-recommended-practices-white-paper.pdf

Compatibility Matrixes
Cisco UCS Hardware Compatibility Matrix:

https://ucshcltool.cloudapps.cisco.com/public/

Cisco Nexus Recommended Releases for Nexus 9K:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/nexus9000/sw/recommended release/b Minimum
and Recommended Cisco NX-0S Releases for Cisco Nexus 9000 Series Switches. html

Cisco ACI Virtualization Compatibility Matrix:

https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/aci/virtualization/matrix/virtmatrix.html

Cisco MDS Recommended Releases:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/sw/b MDS NX-
0OS Recommended Releases html

Cisco Nexus and MDS Interoperability Matrix:

https://www.cisco.com/c/en/us/td/docs/switches/datacenter/mds9000/interoperability/matrix/intmatrx/Matrix T.htm
|

Cisco MDS 9000 Family Pluggable Transceivers Data Sheet:

https://www.cisco.com/c/en/us/products/collateral/storage-networking/mds-9000-series-multilaver-
switches/product data sheet09186a00801bc698.html

Hitachi Interoperability:

https://support.hitachivantara.com/en us/interoperability.html sub-page -> (VSP G1X00, F1500, Gxx0, Fxx0,
VSP, HUS VM VMWare Support Matrix)

VMware and Cisco Unified Computing System:

http://www.vmware.com/resources/compatibilit
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